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REM AWS RS B, ZEEERBHEANFZRUP I ANTAERETEARTESZE B

MRERMAIBEIRETH URL , RPIRZVEBB I ERBLYEXMARSEF RN URL I EBEBEA.

Amazon WorkMail 20{aEH AWS KMS

Amazon WorkMail AR B AR 28 , ¥FTE Amazon WorkMail {88 ERFHNFIEARE
TERMR  YEFEAEENASKERHBERAL, SRELEANE, ATREARBAENNZS
#® , Amazon WorkMail B 8 AWS Key Management Service () B4AWS KMS,

Amazon WorkMail BiRHE —EiEE , IREAEEEZERNENEF B4, WNFADETER AWS
KMS, MFEFMER , FLRABMAEENMNZE T B

&
« Amazon WorkMail hnz%
- BEFMFH CMK

« Amazon WorkMail tTIZR A
o EE¥ Amazon WorkMail B2 B9 B & AWS KMS
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/

Amazon WorkMail EEEIEE

Amazon WorkMail 1n%2

£ Amazon WorkMail # , SEEZTT LI EZEERE , SANEBTNEEERE. FEAR (888
EFEHHMNTERER) BFHREERENEEH,

A7 %% Amazon WorkMail 88+ HERMNAZA , Amazon WorkMail EEFFIEEREAEBARMKEZ
A%, EEFREENEATTUHEXEERAFEF.

BEAESBEE—NERNBZESRTNE, FAESRHEHESBNE , ERAEHEANE—NRS
W, ESHESREREETERE AWS KMS ARNZEWHEB AWS KMS HEF E£I® (CMK) Th#ZE, TE
B AWS KMSHEMZAL, MEASLER. NMBEHSBRAR CMK 2B,

A \
. -

Customer master key

AWS KMS
Mailbox key

SR,

& || == || P

Message Message Message

Mailbox
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Amazon WorkMail EESER

REMABE CMK

B 832 I Amazon WorkMail #8#&6F |, AT LLRZEB AWS KMS HEF X £18 (CMK), iEfE CMK &
BREBPIFAEEHESIE,

& AT LLEEL Amazon WorkMail BYFEER AWS & CMK , b Al LLUERUEHE N EBNREEFRS
CMK, MEFFMERN , 3528  AWS Key Management Service FAZ A E18/) FHEF Eéiﬁ
(CMKs), BN ASEABZERMEEN CMK XFEHN CMK , E—BiEE , REELZEE CMK,

/A Important

Amazon WorkMail X E¥I% CMKs, BRELFERIEEE CMK, WEHE CMK 2883k
HEMWRE |, 55268 ( AWS Key Management Service BiZ A E35r) HHVE B ¥ A IEY
# CMKs,

ESRMEBN CMK , FEARKEE I AWS CloudTrail BFEEEB AWS KMS,
BEESFHEAME—NE R

BB SR, Amazon WorkMail 8 EABAEHEELEM —/Y 256 (L TR INZF % (AES) $#
REie  BAEEHELE AWS KMS, Amazon WorkMail EAEESRRRAESHETESHABRNIMNE
=88,

BTREEHESE , Amazon WorkMail &L AWS KMS RINZ4EE CMK TH{EHE SR, A&, ©
SENBNERSBERESRTREREN,

® Note

Amazon WorkMail fEFEIBERNEZSRRRAEZBAS LW, iBE , Amazon WorkMail £

IFEBEBYRRESEAEHE. CEALELBRNEESEALEHE  UEALEESBRER

2%, DEGHESWRBERN CVK RE, BENEHETEEFAELBEHESRY., HEE
TEFYEERIHARINRZEM,

mESEF L

EFERAESABRTIEZRERE , Amazon WorkMail € 5\ A EELME —/ 256 {77t AES ¥#En
#Ei@ AWSKMS, eEFALFAELBRMBZALE. Amazon WorkMail EEEELEBTNRZAEE
w, LASMZNWAESBEREAES, RE , TEEBHN CMK TINZREEEE,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/find-symm-asymm.html
https://docs.aws.amazon.com/kms/latest/developerguide/find-symm-asymm.html
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard

Amazon WorkMail EESER

BMHERE

Amazon WorkMail By 5 , @FA TIEFREREBURZMHHNAL,

« Amazon WorkMail € 8 AWS KMS AR ERELEM — 256 Lt AES HHBNZH SR,

 Amazon WorkMail M0} AWS KMS Encrypt #4E. ©E&E A organization HEHEERNEFES
i (CMK) M BIRF. AWS KMS EE L CMK ZEZ EHS®/NNEZEXF,

« Amazon WorkMail & MZHNER B FREERPEER,

MERERAL
AT MZFAL , Amazon WorkMail R U TREF.

1. Amazon WorkMail B EE4EK—/ 256 It AES HifE2i., SERAM N FAE LB IER IR
A (AES) SEE LR MBI AL AWS KMS,

2. BTHEEHELBTREFE , Amazon WorkMail EEEZ —ZLUNMBRERFENEELE,
Amazon WorkMail &R0 AWS KMS Decrypt IEXEAMBHER S/, AWS KMS SEHHES
B CMK REEZRERLER , Wi ERSR/EDLS Amazon WorkMail,

3. Amazon WorkMail fE A X FER S AERE INZIZEE (AES) BEEZRMEABWAE S AWS
KMS,

4. Amazon WorkMail i IMZNAE SR EHREFEERE , LARBEZESER,

RRERAL
B THRZAL , Amazon WorkMail ERUTEF,

1. Amazon WorkMail &R/E04 AWS KMS Decrypt IREXFEAMBHER /. AWS KMS SEHHES
) CMK RFZREHFEI® , WA X FEHFEWERL Amazon WorkMail,

2. Amazon WorkMail fE A X FER M AER INZELE (AES) BEZE , £ N BHREMEZNFALEE
i#® AWS KMS,

3. Amazon WorkMail fEfE X FHAE BB ZEMZHNA L,

f_ﬂ'

REVE R 258

BTHRERELR|[ER Y NI AWS KMS , Amazon WorkMail & 7 4 ¥ R BV 8 B F i /Y S @5
XFEREBREZ—7iE, ERRBERE  ReBREHASE, IRERINBEEZEEZAFRNE
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https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html

Amazon WorkMail EESER

€88 , Amazon WorkMail AT LAfEIREXHENS €88 L MATEMNI AWS KMS, S5 <8 MAE RE+
RE K BEHTELUHXFZA B AWM.

BREFEA CMK

E Amazon WorkMail EZIBmEREFFEAZTF L CMK) i , c8RREREEEE,

EERREE AWS KMS BEF €8 (CMK) ARME , EEEBXEEFTTIFHT, EBHUE IAM K
EREWEBPIEEELLENFTT,

* kms:Encrypt
* kms:Decrypt

* kms:CreateGrant

&E R CMK ERRIEE Amazon WorkMail BYFER , BB LA A kms:ViaService 43R 5| R HE

workmail.<region>.amazonaws.com{E,

LA UERANZATFNERMIEMBERE SR, BUE CMK AR EGRFRE, flm , BE
IAM REJRBERX MR ERAFRHEREEE T , AEREPERARERS,

AWS 2 & CMK K £ BUR

Amazon WorkMail AWS Z& CMK M £ #8 B R{EE Amazon WorkMail K RERAHIRHBRE , &
FREAEK CMK AREERENGTT. SBBERTAFEMEAZEREFER CMK,

WEMBUREMAE AWS ZESRNBR—K , BRHBRBEYL., SR LETELBEER , BEFTLRER
BiR. WEFHMENR , #2808 (HRAEER) PHBRESHREBE. AWS Key Management Service

EWMBRPHEEREXEFTIMR

- AFREFNEGFNERAEFER CVK #1TRIBHFESIRENELRT , BERMAEREB Amazon
WorkMail B, kms:ViaService &St s|E LIRS,

« AFF AWS IRFEI IAM BUR , RFFERERE CMK BEILHBER T,

LA 2 Amazon WorkMail AWS Z& CMK &I S8 BEE,

JSON

{
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-viewing.html

Amazon WorkMail EESER

"Version":"2012-10-17",
"Id" : "auto-workmail-1",
"Statement" : [ {
"Sid" : "Allow access through WorkMail for all principals in the account that
are authorized to use WorkMail",
"Effect" : "Allow",
"Principal" : {
"AWS" . "EM
},
"Action" : [ "kms:Decrypt", "kms:CreateGrant", "kms:ReEncrypt*",
"kms:DescribeKey", "kms:Encrypt" ],

"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "workmail.us-east-1.amazonaws.com",
"kms:CallerAccount" : "111122223333"
}
}
3, {
"Sid" : "Allow direct access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::111122223333:root"
}I
"Action" : [ "kms:Describe*", "kms:List*", "kms:Get*", "kms:RevokeGrant" ],
"Resource" : "*"
} 1]
}
1 % T K2 Amazon WorkMail

BRT SEEK 2 , Amazon WorkMail EEF AR FRASEEMBE CMK FiE8HFT, ZEEFIRF
FEY CMK , A ListGrants #B#4E,

Amazon WorkMail £ 1% Fi& T 5IEF AT 318 ZEBH CMK,

« ¥ kms:Encrypt 5 d , HLAFF Amazon WorkMail IR EFE L.

¥ /25 Amazon WorkMail £ CMK f#Z 5 @A kms : DecryptFFal. Amazon WorkMail £
BRFHZELTAT , BRABFRENGEHEALRT , SSEABIAENFEAENZEASR. BRTEFE
F AWS tIRFBAER . BEEREMERN CMK K , Amazon WorkMail 2237 L& H#.
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https://docs.aws.amazon.com/kms/latest/APIReference/API_ListGrants.html

Amazon WorkMail EESER

EERITRF , Amazon WorkMail X FREAHBAYEHE R CreateGrant, I REAIFFTA
REEWEE, E Amazon WorkMail R RREFEHEREBRE , LBEEAFIREEREEEBDN
CMK CreateGrant EFELY

EWBER B AFIRFIREE AWS ZESRNIR T, 718 , MREHEERT , Amazon WorkMail %
REERATHNNZRER,

Amazon WorkMail InZR A

IBZRRR—HASR/EY  EFIESEEFELTER, ERENMZERNBRFIENBARE ,
AWS KMS B AN EINZARBEEZNENER ., EEMZERN K SXAEEHRNNERNS,
MEFHMET , 5528 AWS Key Management Service BiZ A BETIHNMBZAS,

Amazon WorkMail ZEFTE AWS KMS ZiGfR=ZRIEPEAERBNMNBARIKER, B MEANBAR
R BIFERZ LM BEE (170 AWS CloudTrail) RHE L ZIBRERIE , URTEHENREFRBAERE
AR o

EEMBZMFAZTERP AWS KMS , Amazon WorkMail EEAMBZRE , Hb &g
% , aws:workmail:arnM{EAEBH Amazon Resource Name (ARN),

"aws:workmail:arn":"arn:aws:workmail:region:account ID:organization/organization-ID"

plan, THIMBEATSEBUON (ZWE ) (eu-west-1) BEHAFHEHIEB ARN,

"aws:workmail:arn":"arn:aws:workmail:eu-west-1:111122223333:0rganization/m-
al23b4c5de678fg9h0ijlk21m234no56"

Bty Amazon WorkMail B2 i 5 &) AWS KMS

&R LAER AWS CloudTrail #1 Amazon CloudWatch Logs RiE# Amazon WorkMail AWS KMS {3
BEIEE R

hn&

ERENERE , Amazon WorkMail 8 E£EFS|I MW AWS KMS RinZ{EHEE£8®. Amazon
WorkMail € B AWS KMS #i X ZEF L8 Amazon WorkMail 48489 CMK 2 B17F |, &IN5 R
BEE,

fe#k Encrypt BENSHELURUTELIEH, £AER Amazon WorkMail lR#. ELBHIIE
CMK ID (keyId) 1 Amazon WorkMail #2#&H INZEAE. Amazon WorkMail t2EAEF SR , BEFE
ZC8%7E CloudTrail AEEH,
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
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Amazon WorkMail EESER

"eventVersion": "1.05",
"userIdentity": {
"type": "AWSService",
"invokedBy": "workmail.eu-west-1.amazonaws.com"
1,
"eventTime": "2019-02-19T10:01:09Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "workmail.eu-west-1.amazonaws.com",
"userAgent": "workmail.eu-west-1.amazonaws.com",
"requestParameters": {
"encryptionContext": {
"aws:workmail:arn": "arn:aws:workmail:eu-west-1:111122223333:0rganization/
m-al23b4c5de678fg9h0ijlk21m234n056"
.
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3cad”
1,
"responseElements": null,
"requestID": "76e96b96-7e24-4faf-a2d6-08ded2eaf63c",
"eventID": "d5a59c18-128a-4082-aa5b-729f7734626a",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1a2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3c4ad",
"accountId": "111122223333",
"type'": "AWS::KMS: :Key"

iF

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333",

"sharedEventID": "d08e60f1-097e-4a00-b7e9-10bc3872d50c"

R

ERIIE. BAIMBREFASE | Amazon WorkMail AWS KMS €ER RS54, Amazon
WorkMail € B AWS KMS INZEF L8 Amazon WorkMail 4848 CMK 2317 |, A5 ZERE
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https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html

Amazon WorkMail EESER

FC8% Decrypt BIEMNEHELURUTEHFIEH, FHER Amazon WorkMail fR¥§., ELSEIFEX

RHEBFTHNNHREHSE (MAMEF Blob) , LK% Amazon WorkMail (BB MEZERE. &#
MEXF AWS KMS £74 CMK # 1D,

"eventVersion": "1.05",
"userIdentity": {
"type": "AWSService",
"invokedBy": "workmail.eu-west-1.amazonaws.com"
.
"eventTime": "2019-02-20T11:51:10Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "workmail.eu-west-1.amazonaws.com",
"userAgent": "workmail.eu-west-1.amazonaws.com",
"requestParameters": {
"encryptionContext": {
"aws:workmail:arn": "arn:aws:workmail:eu-west-1:111122223333:0rganization/
m-al23b4c5de678fg9h0ijlk21m234n056"
}
.
"responseElements": null,
"requestID": "4a32ddal-34d9-4100-9718-674b8e0782c9",
"eventID": "ea9fd966-98e9-4b7b-b377-6e5a397a71lde",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3cad”,
"accountId": "111122223333",
"type": "AWS::KMS::Key"

15

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333",

"sharedEventID": "24lele5b-ff64-427a-a5b3-7949164d0214"
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Amazon WorkMail EEBER

Amazon WorkMail #9 & % F 17 EVE 8

AWS Identity and Access Management (IAM) 2 —%& AWS BR¥E , AT HBIEE B R e T H¥H AWS
BERNER. IAM EEERFIRANETSRE (BA) NRE (EFFT ) REM Amazon
WorkMail iR, IAM 2 AWS BRI B LR BFEHN .

&

- BEYR

- ERSDETRE

- FABRKERFIE

+ Amazon WorkMail 30faJE2 IAM & & 5 F

+ Amazon WorkMail & % 2 B R &3 51

+ ¥ Amazon WorkMail & % fMEEE THEER B

BHEHR

fEA A AWS Identity and Access Management (IAM) 2R IBENARMEFITE :

- REFERE — EREZENRELE)E  BOEEERBEMERTY (FFZ2H ¥ Amazon WorkMail § 7
MEEETHIERZ )

- RBEES - SEREXAEFIELRIMEFFIFER (2B Amazon WorkMail Z11FEE |IAM

BEER)
- IAM BEEE — REBEUAEEFRURG (528 Amazon WorkMail 5 7 8 BUR €6 4)

ER B0 EITRRE
SHRBRMEAWS £S5 BREA HHK, BLANAWS RSRERE. IAM 5 ERRIE
IAM B &5 53R RE,

B LAER B2 RN EAER , Hl20 AWS IAM Identity Center (IAM Identity Center), E—& A&
7 EFER Google/Facebook BAER , UBEFTHMERBA. NIEEBREANFHERN A F2H
(AWS & A ERHEER) PHUFEAEN AWS IRF,

HRENRFTFE , AWS 124t SDK M CLI URIBHmZFA NEBFB R, WEFMAER , F268 (AM
EREERE) T API FERIIAWS 5 4 IRBERF
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html

Amazon WorkMail EESER

AWS IRF RERE

EEREN BFAWSIRE |, 2R —{E8 A AWS tRF theroot FAENBRAG DR B P T RER
BB AWS fRiE 7l EiR, BIEBTEFRAREAERBTEAEEE. EHEERFERAERENE
%, B2 (AM FREER) PNEZREAERIBNTS.

IAM i F & M EF4E

IAM 8 Fi & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html@ —& & 2 EfH 8 A=
ERAEXNSENTE, BERUREREENREGRIBRIEN IAM E£AE, WEFHEEA , F28
(AM EREERE) PHERAECRAEEABS SO RMER AWS FAKRBETFTH .

IAM BHEEEE IAM EREES  EEEAREEAENFIEEMNER, NFFAER , F2H

C(IAM fEFREERE) FH 1AM R E /YA =5,
IAM A&

IAM £ fhttps://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIBI B2 BG4S EHFT#E  H
AL HEEEER, BALUEBRLERETME AM BE (X4 ) R AWS CLI T AWS AP
REREBEIAR, NEFHENR , F28 (AM £AEFER) PHNEBEASNEE.

IAM BEEARBE S0 EAEFR. WK IAM EREFT. BERFFIEEBREEN , URE
Amazon EC2 #ITHIEAEN, MEFMENR , F2H (AM EAEER) P IAM FHVRIREEIR
FE

EHBRREERFEUE

FBRILUEIB R M BUR YW AG HIE RS & 5 RNEIR AWS RIZEH AWS R EFER. BERERES 2 HEIRME
EABERET R, ERFEAREBERE AWS | SFHMEELBKR. KZHBEKEL JSON XH AWS FEX
FRE F. MEE—DTH JSON BRXH , F2H (IAM ERAEERE) F8 JSON BEREH,

EESEFAER  EBERBLEETRAUEBLERG TEBLEERATEHE , UEETFINEE,
HERERT , ERAENAEREFT. IAMEEESEY IAM BXRIEHETEEAG , #iERERE

B, IAM BERERBMENFTT , ERERAMERXHNIT.
SoBREE

BoRBRRERNMESD (EAE, FRAEFEANAR) K JSON FFABERN S, EEBEEH &2 A
HPLEERNITHLESE , UAREANGRE. NFTHROMELSDHEBER |, F28 (AM EREE
M) PHEBEFEEBRREZRHBE] IAM A,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html

Amazon WorkMail EESER

BEOBBRADBRNRBEEK (ERARRE-—52) ESERX (ANMNESES 5 HBEMLBER). 0%
THRNAEZEBRRRARBRRE 2BHEE  FE2HE (AM FHERER) PREZEERENRBE
ZFEﬁig;go

BEREHR

ERAEPER 2R ERA JSON BUERN ., #HEHE IAM A EEEBRE Amazon S3 FRTREE
R, EXEEREBRNEET , REEESIUEACAREHEREERNFIER. BLAEER
BREBRPEEER,

EREHRRURZBBEPHNARRBEK, SEEZEUNEFRAERNBERPERARE IAM B AWS ZE
HR,

FERFIFE (ACL)

FEUZFIEE (ACL) FHEFIBL X (RFKE, FRENAC) HEFIEERNFFT, ACL EHR
ERAPCR , BEMATEM JSON BERXHFER.

Amazon S3 AWS WAF#1 Amazon VPC 2 ACLsH RIS E 6, mMFEE—L 7#E ACL , 526

{Amazon Simple Storage Service & A B1ErE) PWFEURFEE (ACL) BIE,
H PR\
AWS YEHMBERER K REFESERBRERARFNEKRET :

c FFHURRE —REGIEBETRE IAM BERBNVHR AT, WEFHMEER , #5280 (I AMFERERE
B i IAM EEFTERE,

o PRFEIEFIBIR (SCP) — A& AWS Organizations ViR AABEBEMNIEER AT, WEFMER ,
=2 B (AWS Organizations fEA&EEF) I IRFEIZ HIBER,

- BREFBER (RCP) — RELRFHERTAFTHN LR, MTEFMAE
Organizations A& EFE) P EIRZEF EZE (RCP),

- THEREBBXR —EUBRRRFHAIXAACRBE s FAEEIHETERERE , USEFEAEE
R ER., MEFHMERA , F2 (AM FEREKEE) T TERERBER,

&IIII

, EB2E (AWS

SEBRER

ESEEANBRERANGBERE , EENTUISERMMELER, B2 T7THNMTAWS £ RSEBK
REHRERBANFER , F2H0H (AM EREER) PHBEERLEE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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Amazon WorkMail EESER

Amazon WorkMail Z0{a/E2 |AM & B {5 A

EEER IAM BB Amazon WorkMail BV FEUVE 2 B |, S FERZ T #RTHRLE IAM IhEE R B2 Amazon
WorkMail #£E#EH. ZE2ME T # Amazon WorkMail M Efh AWS RIEI{TEL IAM BEFEH |
B (AWS IAM A EErR) FEVEE IAM BEEAN R

T
i

e

« Amazon WorkMail & 2 B %

« Amazon WorkMail ERE BE

« LA Amazon WorkMail ERAERHRE
 Amazon WorkMail IAM &£

Amazon WorkMail & 9 B BE

FHIAM BDEBER | B EEARSEENBENER , UREMERGET AHFRIELS
{E. Amazon WorkMail X BISEEME., ERMNFEH B, BE T HEE JSON BERPFERANVME T
%, A2H IAM EAEEEPH JSON BETESE,

BF

ERE A LMER AWS JSON BURRIEEHAIUENAR, WH2HR , WHMEERE M BERAAET oAt
EEREIT LB F,

JSON BURRE Action TEBERETARARAFHIEBBRFFRNEF. BRSEERADERRETH
1THEEAE BN RV ET T

Amazon WorkMail FHBURBMEEBIEZ I A T5FHE  workmail:, fflfn , HEERFE
AfER Amazon WorkMail ListUsers API I2EREERER BEFENT , BEEBEHEE

workmail:ListUsersBiff, BIERRARNSETE Action = NotAction &, Amazon
WorkMail €& B S — B , RS AFERALREBRITHER,

EERE-MRRXPIEELEEE , FRERSR , WTAR
"Action": [

"workmail:ListUsers",
"workmail:DeleteUser"

B LERABRZET (%) REEEZEEE, Hlin , EEREMAER List XFEWMEEE , F3EU
TEhE :

Amazon WorkMail Z0/aE2 |AM 2 {55 MRS 1.0 22


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

Amazon WorkMail EESER

"Action": "workmail:List*"

& EEF Amazon WorkMail EMEREE |, 5F2E (IAM EHERE) HH Amazon WorkMail EE&EH
Bk

Resources

EESWLER AWS JSON BURRIEEH T AFHAR, twHEaR , BMEEREERE T oA
EERAITHLEBIF,

Resource JSON BUR TEWIEEEERBEN YT, REBEHKRMEHAE Amazon Resource Name
(ARN) RIEEER. BREFTXEERERFT , FABAFR () KRR EXNEBARFEER.

"Resource": "*"

Amazon WorkMail 3z Amazon WorkMail #2#580 &EiRE &,

Amazon WorkMail #8#8EFEEE % ARN :

arn:aws:workmail:${Region}:${Account}:organization/${0OrganizationId}

IE ARNs BXNHFMER , 5528 Amazon Resource Name (ARNs AWS AR ¥ & & Z2

Bl |, BEEEFRRRFIEE m-nlpq2345678r901st2u3vx45x6789yza #i , BEMELT ARN,

"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/m-
Nlpgq2345678r901st2u3vx45x6789yza”

EEEEMEBRARERFPHER K BEAEAFT (M)
"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/*"

B Amazon WorkMail BIMFEEEREER LHT , SINARBYERNEE, EEEBRT , &
AERBRAFT (M)

"Resource": "*"
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Amazon WorkMail EESER

ZEEEF Amazon WorkMail ERER & H ARNs WEE |, F268 (IAM FERHEER) K Amazon
WorkMail EEHNER. BETHRETUAESEERN ARN IB5EMLE#E , 5528 Amazon WorkMail
MEME, BERMFHFERSIE,

HR4R5| 8
Amazon WorkMail ZE T 5 EE 4GS,

* aws:CurrentTime

* aws:EpochTime

* aws:MultiFactorAuthAge

* aws:MultiFactorAuthPresent
* aws:PrincipalOrgID

* aws:PrincipalAzrn

* aws:RequestedRegion

* aws:SecureTransport

* aws:UserAgent

TH&EFBRERFRE eu-west-1 AWS EigiH MFA B 5 IAM =K Amazon WorkMail £## &
FHE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ses:Describe*",
"ses:Get*",
"workmail:Describe*",
"workmail:Get*",
"workmail:List*",
"workmail:Search*",
"lambda:ListFunctions"”,
"iam:ListRoles",
"logs:DescribelogGroups",
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Amazon WorkMail

"cloudwatch:GetMetricData"
]I
"Resource":
"Condition": {
"StringEquals": {
"aws :RequestedRegion": [
"eu-west-1"

myn
’

3},
"Bool": {
"aws:MultiFactorAuthPresent": true

BEEEME AWS 2 RERSI8 , F2R (AM £RAEER) PHAWS 2R B R5IE,

workmail: ImpersonationRoleId & Amazon WorkMail M — X 2H RIS EEG L8,
THEHBFEEEAssumeImpersonationRole BMEEEME /N E45E WorkMail BB FMERA R,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"workmail:AssumeImpexsonationRole"
1,

"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/m-
nlpq2345678r901st2u3vx45x6789yza",
"Condition": {
"StringEquals": {
"workmail:ImpersonationRoleld":"12345678-1234-1234-1234-123456789012"

}
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Amazon WorkMail EESER

}

g4

= ZMR Amazon WorkMail & 7 B BUREVEE ] , 552 Amazon WorkMail & 7 B BUR & 4,

Amazon WorkMail ERE BE
Amazon WorkMail A X EBUERAERAIBUER,
LA Amazon WorkMail 2% & E /Y 121

B LU ERIEREE Amazon WorkMail iR , REFRPEEREIEZE Amazon WorkMail, 05
BRIBERIZHEFEE , 55# M aws:ResourceTag/key-name, aws:RequestTag/key-name =
aws:TagKeys fRZR5|8 , TEHRNWEETEF , REERENA. WEHFEEC Amazon WorkMail EjR
WFMER , F2E S,

Amazon WorkMail IAM & &
IAM BERE AWS IRFHEEREFTNER,
B Amazon WorkMail {5 /8 B i B %

U BB BRESERAEREE. BT IAM At  SIRREEREAG®, ETLUEBML AssumeRole
= GetFederationToken Z AWS STS AP| I REN B LB AER,

Amazon WorkMail X EF R REEAE R
R&EEAE

BHEEACARAWS BBFREMRBEINER , MARETK BIF. REEERALEETER
B IAM BRE | SR ATES, IAM EES TR |, ENREREELSEFTT,

Amazon WorkMail ZEREEFZE AR, MEEITHEE Amazon WorkMail RIS EFE A RNFMAE
., F28 FH Amazon WorkMail RIS EZ A,

BH%Ae

LR RBBARERERZAC, ACTRBRBFHNEMRBEHINER , LMti'%""'"EJZEM’Eo AR
i%ﬁ@ﬁﬁiﬁﬁi"‘ﬂ’] IAM tRF R, BHZIRFA#ER. ERT IAM EESTUEFHABGHNT, &
, ERATREE BRI RFAITh AL
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Amazon WorkMail EESER

Amazon WorkMail X EREAE,

Amazon WorkMail & 4 84 B 5 & 45

BIBFER , IAM FRENACKERISEH Amazon WorkMail ERIVFFR, 9t EEAEHR AWS
EEEEA AWS CLISE AWS APl #{TER. IAM BEEEXERY IAMBX , BFERENARERS
EERLHITISE API EXENFIEF, EEEEEN AR ESEHREZEZTEEESLEFTHN IAM FH
EREE,

BETROAEAELEF JSON BERXHEY IAM S5 RBR |, F2H (AM FAEERE) PHE
JSON ZE&] L BT HBR,

e

- BRBEE®

- /A Amazon WorkMail £#& &

- RAAEAEREMMBCHETT

- AFFEAEMEFE Amazon WorkMail &R

HERREEK

SoABEREYHEREFINEBASRETLEY., FHEHMER Amazon WorkMail EiR, ELEE
AREEELN AWS IRFELXEBR, ERBRUYSRES P HBRE K FERBRTYEIRESZREE

- FEER AWS SEBRRI BRI KEERTT - EERBRFIRTENCERAENTEER , FEH
BT R TS EREARGN AWS REBK., ©MTELN REMH AWS IRF, RAIEZREESR
BREREARI AWS WEFZERXR , ME-FRLFH . WFEZEA , F2H (AM E£REE
) T AWS ZEBURREBBEENAWS ZEBK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &7
UERERERG T AIUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2EH (AM EAEER) P 1AM PR BERAMFF A,

« A IAM BER PR E4GE— S REFEE - SO LUSHREFIEEBER |, UREIEEMERNEE.
fFlan | BATLURBEBERRG , EEXEMER SSL BEFER R, MREBIBE Sl FHRKEE1E
AWS FREE , & th o] LAME B R4 3R 4% F HZEUE CloudFormation, MEFFMAET , 552 (IAM £
ZIEE) FH IAM JSON BUERTTE © 4,

M IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 iE EE&4E — IAM Access Analyzer B
BHBERMBBEBEE , BERELBERER IAM BUEEES (JSON) #l IAM HR{EEH. 1AM Access
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Amazon WorkMail EESER

Analyzer 121t 100 ZIEBIRRERVETITHER , UHBERELXLBERANBR, NEFHAE
#A , Bm2E (AM EAEER) FHFEA IAM Access Analyzer B2 78 BUE
- EEZBERERE (MFA) - MREHNRFIZE IAM FHESR FRERE AWS IRF |, BB MFA

DRERELM. WEEWEW AP BERER MFA |, B8 MFA BREFIBZEHNBER. NMEFME
A, m2E (AM EREER) FIERB MFA E’J;zé AP| FH,

WE IAM R REEBNARES  F28 (AM EAEER) 980 1AM 22 5E8K,

£ Amazon WorkMail £ &

& EZ7FH Amazon WorkMail £ & |, BAEHEE —HREHF . ELHFULAAFEIEFEIR
AWS 1R F &1 Amazon WorkMail ERIVFFAERA. RGBT LFEARMLEFTEREN S 2K
K, IHAEEXHENER IAWMERESRAE)ME , THEAMELMTEREE,

ATHRFEELEEDUER Amazon WorkMail £I124& |, BFEHE T AWS SEBEK
AmazonWorkMailFullAccess E#EZEE, MEFMENR , F2E (AM E£REFIERE) FHMEFTE
FRE.

AmazonWorkMailFullAccess BUR % F IAM £ F & ¥ Amazon WorkMail BRI STEFEE, LEE
A & FEFTE Amazon WorkMail, AWS Key Management Service, Amazon Simple Email
Service 1 AWS Directory Service #E, Eth@E Amazon WorkMail X R IEEHAITFTEHIBYE Amazon
EC2 #/E. Amazon WorkMail & FE 4 E 452 #%10gs AR E Amazon WorkMail 32 & #1715
B, FE M cloudwatchiFa], FEXZE &M CloudWatch Logs. Amazon S3 1 Amazon Data
FireHose R1F1 logs. ME/EFFMER , HSE1E Amazon WorkMail F 50 8 E= 12,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "WorkMailAdministration",
"Effect": "Allow",
"Action": [

"ds:AuthorizeApplication",
"ds:CheckAlias",
"ds:CreateAlias",
"ds:CreateDirectory"”,
"ds:CreateIdentityPoolDirectory”,
"ds:DeleteDirectory",
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Amazon WorkMail EESER

"ds:DescribeDirectories",
"ds:GetDirectoryLimits",
"ds:ListAuthorizedApplications"”,
"ds:UnauthorizeApplication"”,
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateNetworkInterface",
"ec2:CreateSecurityGroup",
"ec2:CreateSubnet"”,
"ec2:CreateTags",

"ec2:CreateVpc",
"ec2:DeleteSecurityGroup",
"ec2:DeleteSubnet"”,

"ec2:DeleteVpc",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeRouteTables",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"kms :DescribeKey",
"kms:ListAliases",
"lambda:ListFunctions",
"route53:ChangeResourceRecordSets",
"route53:ListHostedZones",
"route53:ListResourceRecordSets",
"route53:GetHostedZone",
"route53domains:CheckDomainAvailability",
"route53domains:ListDomains",
"ses:*",

"workmail:*",

"iam:ListRoles",
"logs:DescribelogGroups",
"logs:CreatelLogGroup",
"logs:PutRetentionPolicy",
"logs:DeleteDeliveryDestination”,
"logs:DeleteDeliveryDestinationPolicy",
"logs:DescribeDeliveryDestinations",
"logs:GetDeliveryDestination",
"logs:GetDelivexyDestinationPolicy",
"logs:PutDeliveryDestination",
"logs:PutDelivexyDestinationPolicy",
"logs:CreateDelivery",
"logs:DeleteDelivery",

tl\
f
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Amazon WorkMail

3,
{

1,

"logs:DescribeDeliveries",
"logs:GetDelivery",
"logs:DeleteDeliverySouxce",
"logs:DescribeDeliverySources",
"logs:GetDeliverySource",
"logs:PutDeliverySource",
"logs:DescribeResouxcePolicies",
"cloudwatch:GetMetricData",
"firehose:DescribeDeliveryStream",
"firehose:ListDeliveryStreams",
"s3:ListAl1lMyBuckets"

"Resource": "*"

"Sid": "AuditLogDeliveryThroughCWLogs",

"Effect": "Allow",

"Action": [
"firehose:TagDeliveryStream",
"logs:PutResourcePolicy",
"s3:GetBucketPolicy",
"s3:PutBucketPolicy"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:CalledVialLast": "logs.amazonaws.com"

"Sid": "InboundOutboundEmailEventsLink",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {

"StringEquals": {

"jiam:AWSServiceName": "events.workmail.amazonaws.com"

"Sid": "AuditLogginglLink",
"Effect": "Allow",

=1
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Amazon WorkMail EESER

"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {

"StringEquals": {

"iam:AWSServiceName": "delivery.logs.amazonaws.com"
}
}
}I
{
"Sid": "InboundOutboundEmailEventsUnlink",
"Effect": "Allow",
"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
1,
"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/
events.workmail.amazonaws.com/AWSServiceRoleForAmazonWorkMailEvents*"
}I
{
"Sid": "InboundOutboundEmailEventsAuth",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/*workmail*",
"Condition": {
"StringLike": {
"iam:PassedToSexrvice": "events.workmail.amazonaws.com"
}
}
}
]
}
HRERW AWS CLI 5 AWS API IfERE | EREBEAFREEIZREHT. Rz, AEAHERS

BEERNTZ API BENBERTLT,
REHERERAEMFIBCHETA

WEH G REBMMEIBER , AFF IAM FREREKNEBAEAESINAREZIERR, WBEE
GEETEAEHER H AWS CLI AWS APl URRRRET AR TR BEN T,

tl\
f
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Amazon WorkMail EESER

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

JEFFAE A & M7 EL Amazon WorkMail &R

THBERBAREEF IAM £ HEH Amazon WorkMail BRI MEBZEE, EEBFE AWS ¥
EBX AmazonWorkMailReadOnlyAccess BN FEUER. E—BEREASEERAEFIAE
Amazon WorkMail Describei®{E, FE77H AWS Directory Service DescribeDirectoriesi®fE
=8BR8 Directory Service B #k W EEE A . FEFH Amazon SES R , FEEEUSFIER EMEH
HEERA. AWS Key Management Service EEFE FEBESFIEAMNZSBANVEEEHR. Amazon
WorkMail AP EFBHEHLEHENRIBEEZEFTE logsH cloudwatchsFal. L ER
CloudWatch Logs. Amazon S3  Amazon Data FireHose R logs. MEFHMEN , FSEE
Amazon WorkMail & 52 8& M B5 42,
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "WorkMailReadOnly",

"Effect": "Allow",

"Action": [
"ses:Describe*",
"ses:Get*",
"workmail:Describe*",
"workmail:Get*",
"workmail:List*",
"workmail:Seaxch*",
"lambda:ListFunctions",
"iam:ListRoles",
"logs:DescribelogGroups",
"logs:DescribeDeliveryDestinations",
"logs:GetDeliveryDestination",
"logs:GetDelivexryDestinationPolicy",
"logs:DescribeDeliveries"”,
"logs:DescribeDeliverySources",
"logs:GetDelivery",
"logs:GetDeliverySource",
"cloudwatch:GetMetricData"

1,

"Resource": "*"

¥ Amazon WorkMail & 2 MFZEUEITHE 2 B
FEAUTEFARBBEZ B IS EFEHA Amazon WorkMail 1 IAM B aJaE B2 E RREARE,

&

« RERETE Amazon WorkMail FETEIE

- RAESHIT iam:PassRole HIIR#E

- RBE A AWS IRFARNABFEFER Amazon WorkMail EjR
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Amazon WorkMail EESER

R EREIE Amazon WorkMail R #1TENE

MR AWS EEFRE SRERERENT BF , AL FABRBEESS K. ENEESRAR
RUEEAERBNEBNAR,

E IAM mateojackson FREEHERA T RARARANFEMERN , B%
Bworkmail:DescribeGroupFF by , @84 T I HIFEER

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
workmail:DescribeGroup on resource: group

FELBERT , Mateo EFREBEEFTHMABER , AFFMER group BIEFE

workmail :DescribeGroup &R,
HAKREBHIT iam:PassRole HIZ#E
MRBINBIEEES | SHANEBERESIT iam: PassRoleEE , BWBERMSHBEESH , UAFEEAREER

Amazon WorkMail,

BE AWS % TRESREACEEGEBRE A MARBUFNEBEEALIRBEEAER, NFEH
THER B AR ACEEEZRBIFT .

E& A B IAM marymajor EAFEEREAEIEAE Amazon WorkMail REITEIER: , LT HIE
BltER. B2 , BFEBERBEEHEREAGR TN, Mary REHKARERGRENT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURAEERH , AT iam: PassRole Bk,
MRBEEHE , BREEN AWS EEE, FHNEEEBRHENEXERE.
REEARF AWS IREAW A EFZEFEN Amazon WorkMail &R

BRIy —EAe , REMKRFPNEREREEBATHASFIENE R, SUEEE W
LEEEVHAIREZRAR. SHEXEERERNBERSFEUZHIEE (ACL) RYBRES |, &7 LUE M BRL R
KRBT AETFRENE RN,

MFEE-FTH K F2EUTRE .

« ZETH Amazon WorkMail B X EELIIEE , 5828 Amazon WorkMail Z04aJE2 |AM F&BEL
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Amazon WorkMail EEBER

- BETHRINMAEEHES AWS tRF ) ERcBRHEEFIHE , 528 (AM £AEER) PHNESE
B AWS IRF 5 — i FRMHUTFEERS IAM E/A#F,

- EETHIMAEERNEREREBHRE=H AWSIRFE , 28 (AM FAEER) P SEFEIUER
HIGE =7 AWS IRF #H.

- WFETHRIMIEBRKE SO RMUTEE , F28 (AM FAEER) P FEEREEENIE
T5BRINFERE BEED).

- METHEAACNERABRETERFFRZEANZR  F28 (AMFEAEERE) 8 IAM
PRV IS IR P EIRFE.

AWS Amazon WorkMail By S & Bk

EERFAMEEFERE. BENAE , £8 AWS ZERRILATRERRER S, BY IAMEF
ZERXRFEREANERANE K MIERRATALNERREREERENTT. sE2RERBER , &7
LUEREMN AWS REBR, ELERRMEF RNERARS , A EEN AWS tRFFRER. 1FEX
AWS EBERNFMER , F2H (AM £RAERERE) FHAWS ZEBXK.

AWS BRIEEHEBNER AWS ZEHH, SEEEE AWS REBKRTWFT. REEHSE AWS
ZERRPHEEM A BRI, WRENENSFECERBERNTES 2B (ERE. &
HNAE), ENMDERBITRETAE , RBERTERSEN AWS ZEBER. BBETE AWS ZE
HERPBREIT , ALBREFTSHRERBH A,

LA, AWS T EEZE RE2EBHENWZEBR, B4 , ReadOnlyAccess AWS 3 & BURIZ AT
B AWS REMERHOMEBFIE, EREBBIFINGER , SAMBRENER AWS FIEHEBFT. W0
EEBBAEBCRIBENRE , 268 IAM FAZEREPEBETHEBENAWS ZEBUER,

AWS ZEHZE : AmazonWorkMailFullAccess

&0 #& AmazonWorkMailFullAccess BURIEREE| IAM B 5, WBERERFHT , UAHTEER
Amazon WorkMail,

ZEERRNBENGT , 528 1 AmazonWorkMailFullAccess AWS BIE XA,

AWS ZEHE : AmazonWorkMailReadOnlyAccess

& #% AmazonWorkMailReadOnlyAccess BUREZE IAM 5%, LBEERFHT , AFFEET
Y Amazon WorkMail,

EEMBLBERIETFT |, B2/ $8 AmazonWorkMailReadOnlyAccess AWS BEEF# A,
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Amazon WorkMail EEBER

AWS ZEHE : AmazonWorkMailEventsServiceRolePolicy

WBERSEEZE R A AmazonWorkMailEvents B RIS EL A , LLAFFZEL Amazon WorkMail 4
FRAREE AWS WIREMER, MEFMENR , F2EEH Amazon WorkMail BYRIGERE &€,

AWS SEHEK Amazon WorkMail E 7

B B IRIE BB HHE L& F LUK | Amazon WorkMail AWS S E KB FHAEF,

g5 iR H &
AWS SEHEREH - BAEBK BEEH AmazonWor 2024 £2 A 14 H
OISR kMailReadOnlyAcces

s # AmazonWor
kMailFullAccess &Fd ,
# Amazon WorkMail X E#&#
ek, METEMFAINFHEE
A , 5528 Amazon WorkMail
5 9 B BERE IR LS FER
EVEBIERA , 2B BA
FER%EC 8o

Amazon WorkMail BB #EE  Amazon WorkMail B8 EME 2021 £ 3 A 1 H
3] AWS ZEBURHNEE,

A Amazon WorkMail Y RIS ELE A6

Amazon WorkMail £ AWS Identity and Access Management (IAM) fR#%E#E A€, REEE/E
= EFZERLZE Amazon WorkMail B — IAM AGER, REEL A BB Amazon WorkMail AL E
= K TIESZHRERREBFWUEM AWS REFFIENFIETT,

RS EREAC I ERFEZMIRTE Amazon WorkMail , AR R ARFHFHIEHXREMNFT. Amazon
WorkMail EEEREELACHGTT |, BRIESEEE , BRIRE Amazon WorkMail AT LAIEEEA
&, EENTFTAEEEBENFTEE , Y AZFITBRETEEEIEMEMD IAM S5,

BAESMBREREN BR , TEMBRRISEZ AR, EFREEN Amazon WorkMail IR , AAET
ERPOBBRERERNEFT,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

Amazon WorkMail EESER

NFEEEXERBEEACNEM RENEF  FSELA IAM B AWS B , Y ERBEESCH
TEREERNRE. BEEFEEERN Yes (B) , UGB XBRBHRBEL BB,

Amazon WorkMail B RIS EE A EFFA

Amazon WorkMail £ & & AmazonWorkMailEvents #JBR#E & & & — Amazon WorkMail f#
I AR F5 B 4 A & 3R B A 172 ENE Amazon WorkMail B4 A EE AWS HWIREMER | HlanEsE
CloudWatch 28K E FEHEH, WFEA Amazon WorkMail BUE E FEHSHCEMNEFMAER |
S8 MAE FBHEHEH.

"

AmazonWorkMailEvents RIS EREABEFT T REREIZAS :

 events.workmail.amazonaws.com

A BB A Amazon WorkMail $H8E B &R K T FIE4E -

- B)fF: all AWS resources £#Y logs:CreateLogGroup
- BjfE : all AWS resources £H logs:CreatelLogStream
- B)fF: all AWS resources £ logs:PutLogEvents

BEARERH , IAM B (NEAE, BRERAR) T TEY., REIMBRRBERSE, WEF
&, F2HR IAM EREERTHREESEA B,

% Amazon WorkMail 2B RIS EE A

BAZFEFHEIRBEEAE , EEBR Amazon WorkMail 45282368 A Amazon WorkMail &
EADPFEREZER , Amazon WorkMail € 5182 VIR ERZ A G,

EEMBRLEBEREERAE  2ERFEBXEY  SULERETFFEAMHEEFENEYAR, ELBERK
Amazon WorkMail E4FEC8 I A TEEER TR , Amazon WorkMail E B X BB RS ERAR,

#mE Amazon WorkMail W RISEE A
Amazon WorkMail 7 5t 55 #2478 AmazonWorkMailEvents RIS E#Z A€, HATEEREEREesE

BHEFAS  MUACEIERIACGCREBEERTE, A, EAEA IAM RiFEARER, WFE
HEEA , F2R (AM EREER) THERERFEEAE,
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Amazon WorkMail

MER Amazon WorkMail B RIS EE A

EETBEAFTERBEGACHIIERRE , RAZRERHRZAC, - , ERRIEREDE
BEHREENARERAER. AW EFDRERBRBELSACCH , ELAXBTRER.

® Note

MREZE

NBE  FESHOERIBRERRE,

iR Amazon WorkMail AmazonWorkMailEvents &R

1. B3B3 Amazon WorkMail E4528%.

a.

e.

f.

A MIERERE , Amazon WorkMail RIS EEFERAZ AR |, AIMBRTES kB, EltE

BARRAIF https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £3£ A&,

WELE  FREAWS B, EEERARERENSIT  FREENEESFE  RREZERE

B, MEFMEN , 28 Amazon Web Services —fixS8%E ) EF KR,
ESEERD , BEER A AREBFABHER.

ESEERY , BEEEERE K ARBEEEE,

& ¥f Log settings (AFEXE) , 1B Edit ({RE).

R ARG SHBEEEMANE.

BERT.

2. BER Amazon CloudWatch B &5&48,

#EiB https://console.aws.amazon.com/cloudwatch/ BIEX CloudWatch £# A&,
B Logs (HE).

#H¥ Log Groups (B 558H4H) , iZEVEMIBRAY B 5FEH4E,

#H¥f Actions (BI1E) , 121 Delete log group (MR B 558%48),

BE 2, MBk.

£/ IAM FERBRBREEEHE

A IAM £#& AWS CLI,

= AWS API 3B} AmazonWorkMailEvents JRIGER A, MFESEA

B . F2H (AM EREER) PHRMBREHEERE,

MB& Amazon WorkMail B RIEERZE A E
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Amazon WorkMail EESER

Amazon WorkMail RI&EFE AT B EE

Amazon WorkMail X B REBRENVFIEESFFERAREEZAR, MEFMENR , F2H Amazon
WorkMail [E 13 1 3% 2 o

£ Amazon WorkMail #EC #& F1 B $5

ERNRZRENEFEL4N B FYHREE Amazon WorkMail R EEREZEEE, Amazon
WorkMail X EmEEIAY SR -

- EMRHK-EREBNETBHELAITBHEARELWAETE, Bt v LU B B HHEE R
BRNETFEG. NEEHENRAETFEBHSHAZNFMRES  S2RRAEFEHSHIEHE,
o MR - RO LA AR B 5 HEEL Amazon WorkMail #8465 A 2 EEMAET | BlnEsie A &Y

ERMNEFN. BEUEED  URESEFIZGFMTAERMERRE, NFEFMAER  F2HEEAE
BEC o

AWS 24T 5B T B 3RKEEE Amazon WorkMail, EEASEIARFEER |, LR BRI E B E :

« Amazon CloudWatch AWS € BIRFES IR 8K AWS BERMEE LHTHEARER, fln, '%"&‘?%
Amazon WorkMail B & F B S 45288 , CloudWatch ﬁﬂ«)(iﬁﬁﬁﬁ"‘ﬂ’]%ﬁﬁ%i_ﬁﬁﬂﬂﬂﬁ &
B, wEMFEA CloudWatch E5# Amazon WorkMail BIE$ME A |, 5528 # A CloudWatch ?a*“ B
2 Amazon WorkMail, #ZEHE R CloudWatch WEHHEF , FSH <<Amazon CloudWatch &
EE -

. Tj_: Amazon WorkMail 2 & # XA E 7 B4 MIE#%EC8%EF , Amazon Amazon CloudWatch Logs
FRER, FMAZE Amazon WorkMail B E FEHEHFFEX B, CloudWatch Logs B 5L
E':?"“ BRFERPNEA  MEASTEBFERNFEEESMAMNREER. WEFEA CloudWatch
Logs & Amazon WorkMail AR MFMEN , F2E BASE FEHSHEHEN AR H. W
£ CloudWatch Logs BIE¥#HEFA , 5528 (Amazon CloudWatch Logs fEF&EIER) o

« AWS CloudTrail €#EEH ZHIRRZBEHM API FIFBEEH AWS IRE |, WS ARBERINE
B ER Amazon S3 EEEFE, BRI LERIFILAEREFIRE AWS, ETFHUA IR IP it |
IR IR R, MEFMEDR , F2BEH 248 Amazon WorkMail APl BEIL AWS CloudTrails,

« Amazon S3 ® —I%"‘inﬁﬁéiﬂﬁﬁ'ﬁﬁﬁiﬂﬁﬂﬂ Amazon WorkMail B4, Amazon S3 RHtEESE
HEREPBHNEE  TEEREEBMBRESHS , RFREBBHEHEZE Amazon S3 Glacier, 5BE
E , &t Amazon S3 F@mm‘émaﬁgm nFE Amazon S3 WEFMIER , 52 B (Amazon S3
FEAEERM) -
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Amazon WorkMail EESER

« Amazon Data Firehose AR EHER B REHM AWS BRFE , $1%0 Amazon Simple Storage
Service (Amazon S3), Amazon Redshift, Amazon OpenSearch Service, Amazon OpenSearch
Serverless, Splunk , ARZFXENE=SREREEHENEMBET HTTP in B HTTP i E ,
‘@¥E Datadog. Dynatrace, LogicMonitor, MongoDB., New Relic, Coralogix # Elastico X{34Z
Firehose {EE AN EMICHREH. WFE Firehose WEFFHER , 5528 Amazon Data Firehose B
ABHM.

FE

 fEA CloudWatch 1512 E85# Amazon WorkMail

« E£3E Amazon WorkMail E-FEHE4 B &

« EE¥ Amazon WorkMail &% BH &

« ¥H Amazon WorkMail £/ CloudWatch Insights

- {£/ 528k Amazon WorkMail API FEIY AWS CloudTrail
- MASEFHHSHIEHE

- BUAEREC &

£ CloudWatch $51Z2E5#2 Amazon WorkMail

BT LAE R CloudWatch E532 Amazon WorkMail , E 2 WERIRE R AS H IR A v 78 B 457 BN i
WEE, RBEEEE/7F 1588, %iﬁTMﬁHﬂF‘Eﬁ , LEF Web ERARER SRR HI KEE,
BHAUREEERERENER , ERBELREREER JE%H:E%HQEWEO MEFHMER , F2H
Amazon CloudWatch & 5r.

Amazon WorkMail 8 CloudWatch 5&
Amazon WorkMail €& T S35 ZE Mt EEAEEXZE CloudWatch,

AWS/WorkMail B Z=EEE T HIEE,

EE Description
OrganizationEmailReceived &9 Amazon WorkMail #8184 249 E 7 4

HE, R —HEFHHAEEAGEBTH
10 B4 A , Bl0rganizationEmailR
eceived & A 1.

f A CloudWatch B EZES R EAE M7 1.0 40
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Amazon WorkMail

BE

MailboxEmailDelivered

IncomingEmailBounced

OutgoingEmailBounced

OutgoingEmailSent

Description

B {7 : Count

&£ E| Amazon WorkMail 88 ERERENE
FHHEBE, MR —HEFBHFRINEEGHER
FE 10 A4 A , BlMailboxEmailDelive
red &% 10,

BE{¥ : Count

HRTEEHEMEENEAEFBHHE, EH
EEgSEsEERRAATTA. flt, R
B E F B EEGHEBTR 10 ElRHA , mE
PREREABTSBIRERENTESNE , B
IncomingEmailBounced &t&A 2,

B {7 : Count

BEEEINATETFBHHE. EREESKS
EFEHM AT A, Bl , MR EE—HEF

A 10 LWHA , MEBELZEEREHETFH
# , BloutgoingEmailBounced &5 2,

B {¥ : Count

#1828 Amazon WorkMail B8R IhHEENE ¥

HBHUHE, HIEFESRYEEEFE4NESE
WHEAGT A, B0, IR 1 HEFEAHEES
10 BRHEA , MEFBLHEKINEERS 8 U

# A , Bl OutgoingEmailSent &85 8.

BE{y : Count

£ CloudWatch IEEE R FEAE

MRS 1.0 41



Amazon WorkMail EEEEE

EE Description
AuthenticationFailure HEZEHES»REBFELRNAIE, ESoRT

RUE , STEA 0, MES S BRBAKE , 5T
A1, A Sum M ERRERABN S D EBE
EHXE, F/H Sample count #REHERIRKES
BREIRBEHNEE., £H Average RFHE
PIREIRKBFK I & D RBEHMLEE,

BE{¥ : Count

AccessDenied HEESHETIRRFFGNEE. EFEEES
EEBER  HEA 1, MBTEER , 5T8E
0. A Sum T ERREZIERBNEEE, B
BRESRBIEREN Sample count KEER
DUREEE AT NIEBESELRH Average Hi5t
&8

BE{¥ : Count

ActionDenied EGHEREBER , SERIEE, EEEE
B, 58 A 1, IRRTEHE, 5T8A 0. £
Sum RETERRERIERERBDENURE, &
BRERERBELBWSample countHitE
B, UREZEAFNIEBHELLEWAverageif
FTER,

B {¥ : Count

AvailabilityProviderFailure LIS EET A Amazon WorkMail #11T#9 &8 7]
AMRMERR , URABREERITEEA
A, METMAMREENFHEN , F2HE
Amazon WorkMail B2 815/,

Bt Amazon WorkMail EFEBEHE4 A5

E &R Amazon WorkMail #B#8iH E ¥ B EHFFCEEF , Amazon WorkMail €46/ CloudWatch &2
BRETBHSM. IFRASETFEASARENFMET B8 RAETFBHSHRE.
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Amazon WorkMail EESER

T &R Amazon WorkMail £ CloudWatch SR8 E 4, MIEERENS K UREHBVIESNRA
N

ORGANIZATION_EMAIL_RECEIVED

E &K Amazon WorkMail 488U E FEHARR , &L EH,

- fba Description
recipients ASHTREWHE A
BHE REZ—NEAEEEEFHHAENEREN

ETEM4U. EEAREMEAEELIETH
i, T EHBRERAL.

from From (B#A) it BEREXASNERAEE
FEMHu, EEAERRS —UEAEHE
AL, Rt EREREERENE T Bt
it , MIFBRFHENE FE ik,

subject EF G S
messageld SMTP A& ID,
spamVerdict £ Amazon SES R E#MFABIE R AN K E

., MF/FMEF , 52 (Amazon Simple
Email Service BiZ A E15/) FH Amazon
SES EFEHZEKRBEARAR.

dkimVerdict BB REEH DKIM) RERBEIB,
MEFMERF , 528 (Amazon Simple Email
Service BiE A E3EFE) FH Amazon SES &+

BHEEBAAR,

dmarcVerdict EHRABEBUREAERNASEE. RE
M—B (DMARC) &, WMFEFHFMENR , B
2:[ {Amazon Simple Email Service FiE A &
1) B Amazon SES E FE A EBEHA

o
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Amazon WorkMail EESER

- fba Description

dmarcPolicy REE dmarcVerdict 2 E "XEL BRI
HIR, #5R DMARC REXKEF (&, RERIE
) EFHGEEINEE, ERAEXETH
YA BER & TR E

spfVerdict EHEABEBFHEBRSERE (SPF) e, W
EFFMER |, 52E (Amazon Simple Email
Service A ABIERE) PH Amazon SES EF
BHZBBHRE.

messageTimestamp EH R BRI A,

MAILBOX_EMAIL_DELIVERED

ENEEERFEBINERE  RRASHEHKLES,, RASANEESEEENESEE
F8508 — =4 , Bt , E—HY ORGANIZATION_EMAIL_RECEIVED E#4AlAEEHZ
MAILBOX_ EMAIL_DELIVERED &,

- fba Description
recipient BEEAENBREE.
folder HMERESHNEREERK,

RULE_APPLIED

EBASELHASRBETBHRERAE , SEHKLEHF,

W1z Description
ruleName RAINE T,
ruleType £ MM AI%ER INBOUND_RULE. OUTB

OUND_RULE 3 MAILBOX_RULE). {#AX1{&
3R BI5E A R 28 Amazon WorkMail 88, 15
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Amazon WorkMail

EEEES

Rz

ruleActions

targetFolder

targetRecipient

JOURNALING_INITIATED

Description

BRAEBHEENER. WEFHER , F2
REEE L BARE.

3

RIFH BRIV EIE, ASNTREBRGEATES
BERENEME , HIREAYE F AR NEIE
B E 1 B,

EARM Move =% Copy MAILBOX_RULE HY7EHH
B Yt &R 5,

BAR Forward = Redirect MAILBOX_R
ULE B9FEHAAF A o

E Amazon WorkMail X EFEA4IEBEESIEEN B BULE , SFE&KLENF. REEALHE

BRTARERE  TRNUEE., NEHAET

=t
o

R

journalingAddress

INCOMING_EMAIL_BOUNCED

FS BB A Amazon WorkMail (£ E F#4 R

Description

BREHASNEEBEFEEFE b,

EEARARELEREEERRMHAR , SR&LES, ETBATRERSERRAMIERE , fIWTEE
BEME. RRSHHELREEFHBANSEARFARELESF IR Fl , NREREFASEEE=
B A , MEPBRENERCHE , Algic&mE INCOMING_EMAIL_BOUNCED .

R

bouncedRecipient

OUTGOING_EMAIL_SUBMITTED

Description

Amazon WorkMail IBEFAE M B Z2WH A

B Amazon WorkMail EF BHEH4 B
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Amazon WorkMail

EEEEM

ESEBTNERAERXEZBENETFHAARRE

RimAgRsLEN. EEEAS R Amazon

WorkMail 2 BIies , Attt EHTEREEEFBHREEAIRM.

R

recipients

FHE

from

subject

OUTGOING_EMAIL_SENT

Description

FHEEENAS RGN, B2RM4E, BIEM
RHRI AT R A

KRE—UEAEEEETFBHARNEREN
ETEMFIt, EEAREMEREBEIETH
i, TEHBRLMAL.

From (F#4A) it BE R EXASNERAEE
FEM U, EFEAERRS —UEAEGE
AL, Bk EREREEHENE FHfi
i, MIFBRFHENE FE it

EFHHFAEEE

EREBABTEFEHRIEBEREERGEAR  NEREERAEYE. RESASERIKRGE ARLE —
REH , It , E— OUTGOING_EMAIL_SUBMITTED RAILAZE4 % {E OUTGOING_EMAIL_SENT IEH,

- fva
recipient

sHE

from

messageld

Description
N EEE B4 B A

RRE—UEAEEELEFHHARNERAEN
ETBMu, EERREMEREELIETH
i, TEHBRMAL.

From (4 A) it BE R EEASNERAEE
FER b, EFEAERRS —UFERAEEE
AL, B EREREEAENE FHfi
i, MIFBRFHENE FE it

SMTP FAE ID,

B Amazon WorkMail EF BHEH4 B
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Amazon WorkMail EHEERE

OUTGOING_EMAIL_BOUNCED

ENTHAEELEEREERGAR K SEKLESH. EFEHTESRZERRMES , fINEER
EER. RESHYEC EREETFEANSERGARERE, Al , RSN FAEEEG =EWH
A, MEPRENEHESHE , RS #m1E OUTGOING_EMAIL_BOUNCED =4,

- fba Description
bouncedRecipient IREIFAERY B /Y ith B4 ) R 25 FO TR B W4 A

DMARC_POLICY_APPLIED

#% DMARC BREAZEEEABNETEMHE , SRS,

- fbva Description

from From (B A) it BEREXASNERAEE
FEHHbU, EFEAERRS —UFERAEEE
AL AlBENERERECHAENE FE it
i, MIFBRFTHENE FE Gt

recipients ASHTREWAHE A
B EAM DMARC B3R , 8~ DMARC &
KB (B, RESIER) Y E FEMF I E

1€, IEEE ORGANIZATION_EMAIL_RECEIVED
E 4 dmarcPolicy #4 R

Bt Amazon WorkMail #&# B &%

& T LA A FE R B SR EE 3 ¥ Amazon WorkMail Organization 1S588972H. Amazon WorkMail £ 52 8%
hEEANEEES  ELEHTLIEME CloudWatch Logs. Amazon S3 2 Amazon Firehouse,
BRI ERAERBFREREAEEARGENED, SoREFES. FEREFRAFEME , URENI
R AMRgEERY  AFERAEAFTRFRERSH., IERERKCHENEREN , F2H
A A 8%

T %I & &5 Amazon WorkMail e8I EREMH,. BHNERER , UREHBMAEREER.
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Amazon WorkMail

ERFHAR

FHRENESARARBYBESHEYARR (RNER ) BFENET. CEREFRTHEEHENRK
LHTHEEREREELEERFIENH, EEEHENEREHERNFIREREM.

R

event_timestamp

request_id

organization_arn

user_id

impersonator_id

protocol

source_ip

user_agent

EF

Description

EEHRER | 1€ Unix epoch Bth , LER A
B,

itE— B BIFARAY IDo

ERFEFAEME 2 & Amazon WorkMail
Organization # ARN,

ERFELAEN ID.

BHEEN ID. REEFRREAERIERTS
BRo

FERANBAWE. B

ETLAR : AutoDisco

ver . EWS., IMAP, WindowsOu

tlook . ActiveSync . SMTP., IncomingE
mail . WebMails{ OutgoingEmail .

FESREVIR IP {1t
RHEBERNEAEZREER,
Y EEREVEMET LLR : read, read_hier

archy ., read_summary . read_atta
chment . read_perm

issions create. . update. update_pe
rmissions update_re

ad_state ., delete, . submit_em
ail_for_sending . abort_sen
ding_email ., move. . move_to, copy.
= copy_too

B4 Amazon WorkMail #&# B 5%
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Amazon WorkMail EEEEE

- fba Description

owner_id BEPMEEYHNERAE ID.

object_type WMHRR | LR . ERKR., ASTHHF

item_id H—BAASHEIENAL K RNBTEASEHEE
ZKHERY 1D,

BRI EFTHENERRRRE , RTEEHTEEZ
HENERRER,

folder_id It ID JlE—BEEASHEIRNERRK , T
SEASHEBNOYMHL.

attachment_path ZEEMENETREBEL,

action_allowed =B AF BE. TR true = false,

FEERH B S
FREHSHSETEFIRMRARES, ELAREARERE L TNREHEFIRNEE,

- b Description

event_timestamp EEMHBER |, © Unixepoch BitE , LER A
B,

request_id ME— 3 BIFERH 1D,

organization_arn £ 5878 F E P8 2 WorkMail Organization &Y
ARN,

user._id ERFEEAEWN ID,

impersonator _id BEREN ID. REERREAEEIIGERSE
BRo

protocol FERAMNBEABER L2 : AutoDisco

ver . EWS. IMAP. WindowsOu
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- fba Description

tlook . ActiveSync SMTP, . IncomingE
mail . WebMailsz{ OutgoingEmail .

source_ip FRSREY IR IP izt
scope FAIMWEE , JLAR : DeviceAcc

essControl . AccessControl =
ImpersonationAccessControl .

rule_id MAFFEEHF RN ID, ZEHEAFHNRAR
AR rule_ido
access_granted =B AFFFR. ALR true = false,
BoBRARE

BErREEHESE I REEENEEES.

@® Note
B9 BBEEHTEEB Amazon WorkMail WebMail EAREREL,

- fba Description

event_timestamp EEHBER |, 1€ Unixepoch Bt , LER A
B,

request_id ME—EBIFE KM IDo

organization_arn 2 57 £ F & Pt 8 2 WorkMail Organization 9
ARN,

user_id ERFEEAEWN ID,

user ERETEIRENEAEEE,
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Rz

protocol

source_ip
user_agent

Fi*E
auth_successful
auth_failed_reason

personal_access_token_id

BAFIFFEE

Description

ERANBABERTLAR : AutoDisco

ver , EWS, IMAP, WindowsOu

tlook ., ActiveSync SMTP, . IncomingE
mail . WebMailsz{ OutgoingEmail .

A SRRV HR IP ik,
RHEFRNEAERERER,

BmESE, BRIEXEER,
REEARTHI. AR true  false.
BREAMNER. REERBAMETEET.
AR & 7R EAFIRFZHFHN ID,

BREZZUAMBRBATNFTHE  BEELEFAFRFR (PAT) B4, BAFNFHEAHREMLSE
FAERAERERNEMEAFRFHNET. BAFRFA B SHRERZILMMERE S/ PATsH&
RERERER, EABAAFHZENNERAEZEASEREN S PRFAFTHELSH. NFFEE

#, FSHEE D BE R

Rz

event_timestamp

request_id

organization_arn

user_id

user

Description

EEHRER | 1€ Unix epoch Bith , LER A
B,

itE— B BIFERAY IDo

EERFFE A EFTE 2 WorkMail Organization #J
ARN,

ERFELAEN ID.
REULBEME 2 ERENERE R,
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Amazon WorkMail EEEEE

- fba Description
protocol ZEB BECEANBABEDRE , U2 . W
ebapp

source_ip FARBVRR IP A4k,

user_agent REBROEAERERER,

BE BAFRFRNEME , TR | B HMER.

name BAFRFRNERE,

expires_time BAFRFRIBHN B,

EE ERLEAERFAFTNEER,
AJRAERME B

&8 Amazon WorkMail KR E@RENTAMRHAEREN THERERBEELETARREESH.
ELEHFHREEEN THERHRERRE,

b Description

event_timestamp EEHRER | 1 Unix epoch Bith , LEW A
B,

request_id ME—EBIFE KM IDo

organization_arn 2 58 78 A B P8 2 WorkMail Organization &Y
ARN,

user_id EERFEEAEN ID,

type BUANTAMREEER | TR : EWSH
LAMBDA,

domain ES A AR A8
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- fba Description

function_arn MRFEA A LAMBDA , B|I4A Lambda B9
ARN, &HI , kBN FFE,

ews_endpoint EWS in BB S EWS., Bl , KR FTEFRE

error_message RAXBFERNFAL . WRFRE , Blwx
T EE,

availability_event_successful A RIhRE A AMER,

¥& B Amazon WorkMail £/ CloudWatch Insights

WMRIBIE Amazon WorkMail EZREPHREMEFEHSHHE , IIMAEKAFRFZE CloudWatch
Logs , A LAEFA Amazon CloudWatch Logs Insights BN EH HiS. MERAE FEHHFEHER
SRVEEER |, RSB MAE FEHEMHEH. WFE CloudWatch Logs Insights BIEEAIER , 552
B8 {Amazon CloudWatch Logs A& ERM) FHIEA CloudWatch Logs Insights 2 #T HF#F&E .
Amazon CloudWatch

T 5 &I REBAE CloudWatch Logs RBEERNEFEHHEH., EALTE CloudWatch £ A&
PHITELEN., IFNAHMTELEHNIETR , F2E (Amazon CloudWatch Logs R EIEF)
PHHERE  BITHNERELHES.

Example T BT EERE B RIREIERAE A BENETFEH,
UTRARHEIRBNMEHERE A BXIGERE BNATFETFEHN  REBALHF.

fields @timestamp, traceld

| sort @timestamp asc

| filter (event.from like /(?i)userA@example.com/
and event.eventName = "OUTGOING_EMAIL_SUBMITTED"

and event.recipients.@ like /(?i)userB@example.com/)

EeEE S EEASNER ID. EANATREAREEL HAER ID REHSEEABNEH B,

i

fields @timestamp, event.eventName
| sort @timestamp asc
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Amazon WorkMail EESER

| filter traceld = "$TRACEID"

EgERETFEHHAL ID MEFEHEH. OUTGOING_EMAIL_SENT IEH BEXE T H
#, OUTGOING_EMAIL_BOUNCED I5HE REIEFHH, EEEERACKRIIEFEY  BEUTE
NIFLEHIPFERAR ID REM,

fields @timestamp, event.eventName
| sort @timestamp asc
| filter event.messageld like "$MESSAGEID"

ERZUEENRINAL  RAFAE IDB—&N. EUATENRE T EAER ID REREE

ﬁu

fields @timestamp, event.eventName
| sort @timestamp asc
| filter traceld = "$TRACEID"

EEEEEEEFENEE MR BE.

Example®& & £ A & SR E 8O AT B4
LT EXREM rEMAEREEECRE KR WRA B4,

fields @timestamp, event.eventName

| sort @timestamp asc

| filter (event.from like /(?i)user@example.com/ and event.eventName =
"ORGANIZATION_EMAIL_RECEIVED")

UTEXRss e nAER s EMERE N AR BT,

fields @timestamp, event.eventName

| sort @timestamp asc

| filter (event.from like "example.com" and event.eventName =
"ORGANIZATION_EMAIL_RECEIVED")

ExampleE&#Ex 7T REE FHH

UTEAREF RENTERERENATES MG , ARERREMNRER.
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fields @timestamp, event.destination, event.reason
| sort @timestamp desc
| filter event.eventName = "OUTGOING_EMAIL_BOUNCED"

THEXRFEF FHENAEACRENEAETENH, EHEEERERFANEFEibur | LAIRE
AERE,

fields @timestamp, event.bouncedRecipient.emailAddress, event.bouncedRecipient.reason,
event.bouncedRecipient.status

| sort @timestamp desc

| filter event.eventName = "INCOMING_EMAIL_BOUNCED"

ExampleZ & L 4815 1E 15 Bk S R B4

LA 12 SRR 88 451 7 26 400 25 7 4B 488 48R O SR BB AR AT U #F Ao

stats count(*) as c by event.recipients.0

| filter (event.eventName = "ORGANIZATION_EMAIL_RECEIVED" and event.spamVerdict =
"FAIL")

| sort c desc

UTEXBHA rEnmERNREFBENTHE,

fields @timestamp, event.recipients.@, event.sender, event.from
| sort @timestamp asc
| filter (event.spamVerdict = "FAIL")

Example T % & F B¢+ A E0E E WA A B B3R B4 B R 5%
UTRARBHEIRENMEHRER S RBHENEFBMG , RESE8HR.

fields @timestamp, event.recipients.@, event.spamVerdict, event.spfVerdict,
event.dkimVerdict, event.dmarcVerdict

| sort @timestamp asc

| filter event.subject like /(?1)$SUBJECT/ and event.eventName =
"ORGANIZATION_EMAIL_RECEIVED"

B DMKRE FEHERE ID B , AEFEFEHNMEEH
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ExampleEERSEFBHRERINE FEH

UTEARE/ RENMEHFSEHEFBHRAERINE 74,

fields @timestamp, event.ruleName, event.ruleActions.@.action
| sort @timestamp desc
| filter event.ruleType = "OUTBOUND_RULE"

UTEXR@ RENAEANSEAEFBARERNNE 7B,

fields @timestamp, event.ruleName, event.ruleActions.@.action,
event.ruleActions.@.recipients.Q

| sort @timestamp desc

| filter event.ruleType = "INBOUND_RULE"

ExampleE& £ EBRBIHEENEFHBHBE
UTRABE RENMEHARSTSERAAZRNETBHRE,

stats count(*) as c by event.recipient
| filter event.eventName = "MAILBOX_EMAIL_DELIVERED"
| sort c desc

UTRABE/ RENMEHEAS+TSEFEEENETBHHE,

stats count(*) as c by event.from
| filter event.eventName = "OUTGOING_EMAIL_SUBMITTED"
| sort c desc

£ 528% Amazon WorkMail API 014 AWS CloudTrail

Amazon WorkMail B 8 #4 AWS CloudTrail , StIRIEIEFH Amazon WorkMail AWS FR#§ &£
B#&. At FrREEERNEE . CloudTrall €#% Amazon WorkMail BFTE APl REIUFEER BE 4 |
SIER B Amazon WorkMail EZE SR | LA R B¥ Amazon WorkMail APIsf2 XML, 1R &
BB BITTLAE CloudTrail B4 @ 4= Amazon S3 #1288 , =1%F Amazon WorkMail B9
., BMESRRTEERK | KARATLLER CloudTrall T AFTHNEHELCERIESHES, BAUE
A CloudTrail FTREREFR , ¥IET¥ Amazon WorkMail I HHEIEER, BHEFERM IP sthut, RHEES
WAE., BHEFERNWERE , UREMEHEER,

EEH—5 7 # CloudTrail , 28 "AWS CloudTrail fEHZEFM . -
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Amazon WorkMail EESER

CloudTrail ##y Amazon WorkMail &

BIURE AWS tRF B | 289 L&A CloudTrail, & Amazon WorkMail R4 FEHE  ZEHS
EREHRSICEPEM AWS BRI B4 — LR CloudTrall B4/, EBULE AR, BEEMT
HEIENWEHR AWS 1RF. IFEFMER , F2REA CloudTrall EHEE LM SEH,

EERBELHRE AWS IREFRHNEH | B3 Amazon WorkMail WS4 | BSBEIIBH. RREE
CloudTrail #% AFFE R T E Amazon S3 FE7FETHE., KTER , EREIRAETEEHE , RERS
EREMEN AWS B, ZEMEHHERE AWS 2EIEFFIEERENEN , X BFERISEE
IEER Amazon S3 REFETE. LA, BALIEREHM AWS R , LLE—FS 5 FEE CloudTrail H
ERFTRENEGER. NEFEFAER , F2E

- BIEHNEE

« CloudTrail X ENRENES

« ERZE CloudTrail By Amazon SNS &4l

- BEWZEEEN CloudTrail AFER&RZEWZEIRFR CloudTrail HFER

CloudTrail &528FfE Amazon WorkMail EifE , 5281 Amazon WorkMail APl 2Z e, a0 | ¥
CreateUser, CreateAlias#l GetRawMessageContent APIREMMIETE CloudTrail BEF#E
=hELIER,

B-SEMAAREXRNSISELFRENEA. FoEATHEEHE T5IEE !

. BEREAEARS AV EAEEREL,
. BHEERE  EEEATHEACSNA S EAENERESBRE,
. BRESHEM AWS RBREH.

WESHMER , 5528 CloudTrail userldentity JTT#,

T f# Amazon WorkMail BiEEZ=1EH

EME—EERE  EEEHUAFERNERARMSRZRIEERN Amazon S3 #FETEE, CloudTrall BEE
ERXRIE—SZEAFER, —EEHATMRRRBHNE—FER , LT SHEREE, BFROBHBHE
B, @B RBEZEEN, CloudTrail BFEEILIEMRAHE API R HEEEMRIEF , REFASLUEATEEIE
FHE,

T5|#EFFER CloudTrail BE$1EH , R X E Amazon WorkMail APl CreateUser I EiE,
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Amazon WorkMail EESER

{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111111111111:usexr/WMSDK",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
"userName": "WMSDK"

1,

"eventTime": "2017-12-12T17:49:59Z",

"eventSource": "workmail.amazonaws.com",

"eventName": "CreateUser",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.12",
"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-
Bit_Server_VM/25.151-bl12 java/1.8.0_151",

"requestParameters": {

"name": "janedoe",

"displayName": "Jane Doe",

"organizationId": "m-5b1c9800QQEXAMPLE"
1,
"responseElements": {

"userId": "a3a9176d-EXAMPLE"
.
"requestID": "dec8le4a-EXAMPLE",
"eventID": "9f2f09c5-EXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "111111111111"

THEHIFE R CloudTrail HE$EEB , REHRE Amazon WorkMail API CreateAlias®E{E.

{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111111111111:usexr/WMSDK",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "WMSDK"

},
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"eventTime": "2017-12-12T18:13:447",

"eventSource": "workmail.amazonaws.com",
"eventName": "CreateAlias",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.12",
"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-
Bit_Server_VM/25.151-b12 java/1.8.0_151",
"requestParameters": {
"alias": "aliasjamesdoe@testofconsole.awsapps.com",
"organizationId": "m-5b1c98000QEXAMPLE"
"entityId": "a3a9176d-EXAMPLE"
I
"responseElements": null,
"requestID": "dec8le4a-EXAMPLE",
"eventID": "9f2f@9c5-EXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "111111111111"

T5|€EHIF R CloudTrail BFEIEER , R"E2RKE Amazon WorkMail 327 E API
GetRawMessageContent I EifE,

{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111111111111:usexr/WMSDK",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "WMSDK"
},
"eventTime": "2017-12-12T18:13:44Z",
"eventSource": "workmailMessageFlow.amazonaws.com",
"eventName": "GetRawMessageContent",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.12",
"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-
Bit_Server_VM/25.151-b12 java/1.8.0_151",
"requestParameters": {
"messageld": "123A4A5A-67B8-90C1-D23E-45FG67H890]1"
},

"responseElements": null,

fi£ F 528 Amazon WorkMail APl FEAY AWS CloudTrail
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"requestID": "dec8le4a-EXAMPLE",
"eventID": "9f2f09c5-EXAMPLE",
"readOnly": true,

"eventType": "AwsApiCall",
"recipientAccountId": "111111111111"

R E F B Efasx

B LATE Amazon WorkMail AT RAE FEAS4EE , IEREBNEFBH4AS., EFH
HEHEC8EA AWS Identity and Access Management FRISEFE A (SLR) REBEFEETFHHEH
A58 #Z Amazon CloudWatch KIEFA], % IAM RISER AGNFMAER , 28 £/H Amazon
WorkMail ¥R EZH B,

£ CloudWatch E4BFEH , B LUER CloudWatch # & T EFEEZEREMASMEHEFEE 75
HRERE, % Amazon WorkMail i%5 E CloudWatch 2 =4 BEEREEEEA |, 5528 42 Amazon
WorkMail & FH#HHEH HFF. W0FE CloudWatch Logs HIFFHHERR , 5828 (Amazon CloudWatch
Logs FAEERE) -

ES |

- RAETEASEHEE

c BUSTEHASHEEN B AEEEN IAM A6
- BB FEMASMHHEER

- BERBERBEEREA

A E F BB

ERERR

ki
kg

E Amazon WorkMail BIRE FBHS ML  SB4ETHER :

- E3 AWS ldentity and Access Management fR#&E#E A — AmazonWorkMailEvents,
« B3 CloudWatch AE#H#H - /aws/workmail/emailevents/organization-aliaso
+ # CloudWatch HEEREBHERES 30 X,

B EF BB aC sk

1. BARKIM https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £ &,
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Amazon WorkMail EESER

MEXE  FEFAWS B, EXRAEEERNYIS | BRZNEESEE K ARBREESE, m
EHME , 52 Amazon Web Services —fi#2£ iy [EiEEEiH 2,

EEBESET  ZEFER A ARZEREBNERE,
EEBESEET , EBELKRE.
BEEFBARE BRRERSIER,
EEFBHRERRKERRYT , RIERE,
A BHEHBEERERRNLE,
PITUTER—E :

N o o bk~ w b

- (B3 ) ERERERRE
- (EA ) ARERERRE  ARREBRMNBEHRZEINE M B AN IAM B,

® Note

REELCHER BY HFEENBET IAM AR |, B2 1E1E AWS CLI, HEEME
B, EZ2REVEFIHHESHRHN BT BEEEARN IAM Af,

8. EHFEKFE# Amazon WorkMail £ LA REIE RAVIRF 245 H 5%,
9. EEfTF.

BYEFE4EM4sm B BeEEEN IAM A6

A Amazon WorkMail AR E 7B H-E4FCekis  BEFERHTENRSTE, MRBEEGETERER | &1
LIER RAWS CLI BV EF HFEFEMEFHBHEHIHNEET IAM &,

BYEFBAEM4ECHEN BT BEEEEN IAM AR

1. fEATH AWS CLI 55 , EELEH Amazon WorkMail #B#&+EREIR AWS B A FEE,
MEFHMER , 528 ( AWS CLI ®H2#E) HM create-log-group,

aws --region us-east-1 logs create-log-group --log-group-name workmail-monitoring

2. BUSGEUTHEERNER
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https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html
https://docs.aws.amazon.com/cli/latest/reference/logs/create-log-group.html

Amazon WorkMail EESER

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "events.workmail.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

1
}

3. FATH AWS CLI S RREML IAM A& , WALERMMAAGBR 4. MEFHMENR , F2
B (AWS CLI s 5%¥&) FH (create-role) .

aws iam create-role --role-name workmail-monitoring-role --assume-role-policy-
document file://trustpolicyforworkmail.json

(® Note

WMREE WorkMailFullAccess SEHERFEAE B4 AEABCEBworknailFEE
HE, HESERREAFLFERAEBREE workmail WAERBEEFHUHEHASE.
MEFHMENR  F2l (AMEREER) PHRFERAESACREEREE AWS RGN
T,

4. BIYER A HPE2LEZEL—ESRPELZ IAM BEHEE, EBERELHLEKEVLR
MEFAREZEZAR , i AREMARIEESR 1 PR AFEE

qu
>
py
&~
it

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html
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Amazon WorkMail EESER

"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"
]I
"Resource": "arn:aws:logs:us-east-1:111122223333:109g-
group:example-log-group*"
}
]
}

5. FEATY AWS CLI o BERREEE IAM A6, NMEFMEN , F28 (AWSCL 72
Z) HH put-role-policyo

aws iam put-role-policy --role-name workmail-monitoring-role --policy-
name workmail-permissions --policy-document file://rolepolicy.json

BRMEFHBASH R

& Amazon WorkMail E#2 AR EFHHSHICE. NREFTBEEEFHEFHBHSHIEHE , R
BEEHMBERAERIA CloudWatch A ENRKEE AR, MEFMENR , FSEMBR Amazon
WorkMail BRI EZE AR,

BREFEBHSEHER

1. BARZR https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &

MEXE  BFEE AWS B, £XHAREERNIIG | BEEGENEEBE K ARRBBEEE, W0
EHMER |, 7528 Amazon Web Services —fig2# iy [EiFEix %,

EEEERT , BEEER K AREEHEEBNER.
HEEEEKT | B2 Monitoring (B512),
EHFRERERYT , BERE.

ER ARG SHBEEEMANE.

BERT.

o o K~ w0 N
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https://docs.aws.amazon.com/cli/latest/reference/iam/put-role-policy.html
https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html

Amazon WorkMail EEBER
FEBEREEEFREA

BEREABEBRZ2MBEE , AP RAUTHFFTNERTURH ESESHUTNERIITXE
Eo 7 AWS , ERBERTRSEBRERNEABE. ERERS (WIURTS) W5 — @RS (1
WL AR FS) By, ATREE B A B IRISIE

A AR I AR TS  UEREFF U REEMEFNERRRTE , SRR BFINE T,

RTBILEERR , AWS RETE | HEEREME RBENER , ERBETECEF/EIRFPER
K EE,

RMBZEERBEEPER aws : SourceArn M aws:SourceAccount £EEFHRNE L , LR
CloudWatch Logs 1 Amazon S3 & FHIEEE4 AFWRBHET T, WRERKEAMBESBEGR
AE5E , IEMHEBERRXPEARE  SEEXAFERMEBRNKRE ID,

aws:SourceArn WEMXEREEEL AZZEEERN ARN,

hElEERIEBARBBNRARF ERMEM aws :SourceArn 2B FHARNBES|E |, UNERMNTE
ARN, MIRTHEERNTE ARN , REMNMRZRIBEE T ZEER , 38FEH aws :SourceArn £ &4
AARFESIE  RRERAERZET (*) £~ ARN BARAZF D,

X MR AC 8%

1 0] LAfE FA %% B 55 SR #EEX Amazon WorkMail #8#8 A 2R FHEF . &% B ARERERERE
FERFH, BRUSEE , UAREHEFIUZHINTAERAERR.

® Note

AmazonWorkMailFullAccess S EBR T T e EBEHFRIMENMELERT, NMREFEH
WBUERREE WorkMail , sefEEARRERSRITHNETEA (Hlu , B#ENAEG ) LEBFT
BHEWNFE,

Amazon WorkMail Z E## A7 = @R {4 B Wik : CloudWatch Logs., Amazon S3 Hl Amazon
Data Firehose, fIEFMEN , 552 B (Amazon CloudWatch Logs FAEER) PN EEZENGA
[V2] #ESE%.

BRYEFRZEMEFA [V2] WEEHETIHMNFFRTZI , Amazon WorkMail & & ZFIMVFF A RERTE

H#XR{T : workmail:AllowVendedLogDeliveryForResource,

THEERXNFEE=@ETE
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html

Amazon WorkMail EEBER

« DeliverySource , —EBEYH K RREBLAFHWER. ¥ Amazon WorkMail , ©=2 Amazon
WorkMail Organization,

- DeliveryDestination , E2 N KREKBRRX S B WA BEN 4.

o XY, BRAFRERERN BRI,

£ E5RE Amazon WorkMail B2 B Byith 2 BIAY B EER AT , @A AT T S E1E -

« f£/ PutDeliverySource 23 X {4 KR,
« f£/ PutDeliveryDestination 23 X 1 B ##1,

- MRBEBRFPRXf B , BAIXEZBWRF PR PutDeliveryDestinationPolicy , #& 1AM B3R
EREEN, WBERRBRIRS A PFRRARRELRMSEIRSE B FHR B,

« A CreateDelivery St 2 Ft ¥ — B34 RIRM —ERF B AV , LB AT,

THZHRACEZ AL ARENAAFEES , URERARXNEREREN BN, BLEFFA
AUBRFEZEAN IAM B8,

/A Important
RREFELEERE , CEEXBRAFINER.

HREMBRARELERRBRAZXNVER , FERETISR.

1. £ DeleteDelivery BRVEMIBR3IAS,
2. £/ DeliverySource B /EMIBX DeliverySource., DeleteDeliverySource

3. MRIERIMBRE DeliverySource #HEE#HY DeliveryDestination & AR L4 E DeliverySource , Bl
A LA A DeleteDeliveryDestinations #4EA B,

£ Amazon WorkMail 1 &8 ERXE0 8%
A LAfE Amazon WorkMail 324 h ek ERZE % -

1. BERULM https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £#2 A&,

MEXE  FEFEAWS BE, EXRAREERNYIF , BRRINESEEBE  AREZINESE, m
FEHMMERR |, 3328 Amazon Web Services —fig2# iy [EiFEEix %,
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliverySource.html
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateDelivery.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDelivery.html
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeDeliveryDestinations.html
https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html

Amazon WorkMail

2. HEEEBEERT , REER K RARBEHEHNERE.
BIFRCERERE

BERZARRERSIER.
EREEN/ DN TEREMTE BFEENRM,
BEFHT

o g~ w

E3£E CloudWatch Logs B9 B &
ER&E
EERMAEE B E CloudWatch Logs , BEABKEEGLLTEFT,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ReadWriteAccessForLogDeliveryActions",
"Effect": "Allow",
"Action": [
"logs:GetDelivery",
"logs:GetDeliverySource",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:DeleteDeliverySouxce",
"logs:PutDeliveryDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
"logs:DeleteDeliveryDestination”,
"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"
1,

"Resource": [

"arn:aws:logs:us-east-1:111122223333:delivery:*",
"arn:aws:logs:us-east-1:111122223333:delivery-source:*",

"arn:aws:logs:us-east-1:111122223333:delivery-destination:

},
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"Sid": "ListAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:DescribeDeliveryDestinations",
"logs:DescribeDeliverySources",
"logs:DescribeDeliveries",
"logs:DescribelLogGroups"

1,

"Resource": "*"

"Sid": "AllowUpdatesToResourcePolicyCWL",

"Effect": "Allow",

"Action": [
"logs:PutResourcePolicy",
"logs:DescribeResouxrcePolicies",
"logs:DescribelLogGroups"

1,

"Resource": [
"arn:aws:logs:us-east-1:111122223333:*"

"Sid": "AllowLogDeliveryForWorkMail",
"Effect": "Allow",
"Action": [
"workmail :AllowVendedLogDeliveryForResouxce"
1,
"Resource": [
"arn:aws:workmail:us-
east-1:111122223333:0xrganization/organization-id"
]

B EEEMERBR

AFEENEFHESEEETEREFTNERER., WRBFFHEBRNREERBE , BRERF
WEREEE AFEEMN logs:PutResourcePolicy, logs:DescribeResourcePolicies#l
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logs:DescribelogGroups&F ™ , 8] AWS &K A FEIEZE CloudWatch Logs BEEAH
B THBR,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AWSLogDeliveryWrite20150319",

"Effect": "Allow",

"Principal": {

"Service": [
"delivery.logs.amazonaws.com"

},

"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:us-east-1:111122223333:10g-group:my-log-group:log-

stream:*"

1,

"Condition": {

"StringEquals": {
"aws:SourceAccount": [
"111122223333"

},
"ArnLike": {
"aws:SourceArn": [
"arn:aws:logs:us-east-1:111122223333:*"

At A EERBER AN REIZE
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EERBLAEERREPIIHEN BFEEZEEPEEBEFEE. CloudWatch Logs BIRBURR
#H 5,120 @F T, #BEREEEREBFFHENRE TaEEZR LRSI,

B TRREEREN , CloudWatch Logs 2B E1A AFH REFMEANERBREKXR D, EERATEBE
R 5, 120 AZ T K/DBRFIEF |, CloudWatch Logs 7 IRFEHI &R /aws/vendedlogs/
*HEBMA . A%, ERULIHKBEREBHAES /aws/vendedlogs/ M BE58HE , IEAE LR
K 5B AV,

{E3%E Amazon S3 WA
EAEFT
EZERAMZXHZEZE Amazon S3 , BB ABXBEEFUTH,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "ReadWriteAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [

"logs:GetDelivery",
"logs:GetDeliverySource",
"logs:PutDeliveryDestination",
"logs:GetDelivexryDestinationPolicy",
"logs:DeleteDeliverySouxce",
"logs:PutDelivexyDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
"logs:DeleteDeliveryDestination”,
"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"

1,

"Resource": [
"arn:aws:logs:us-east-1:111122223333:delivery:*",
"arn:aws:logs:us-east-1:111122223333:delivery-source:*",
"arn:aws:logs:us-east-1:111122223333:delivexry-destination:*"

},
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"Sid": "ListAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:DescribeDeliveryDestinations",
"logs:DescribeDeliverySources",
"logs:DescribeDeliveries",
"logs:DescribelLogGroups"

1,

"Resource": "*"

"Sid": "AllowUpdatesToResouxrcePolicyS3",
"Effect": "Allow",
"Action": [
"s3:PutBucketPolicy",
"s3:GetBucketPolicy"
]I

"Resource": "arn:aws:s3:::bucket-name"

"Sid": "AllowLogDeliveryForWorkMail",
"Effect": "Allow",
"Action": [
"workmail :AllowVendedLogDeliveryForResource"

]I
"Resource": [
"arn:aws:workmail:us-
east-1:111122223333:0xrganization/organization-id"

1

HFEEEN SSEETEXEEFTERETNTNEREEK., NRFAETBEINREEREXE , BEE
RENFEREEERMIFITEMN S3:GetBucketPolicyM S3:PutBucketPolicysFd , Bl AWS &7
B B E%EZE Amazon S3 REBIAHE T THBEE,

JSON
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"Version":"2012-10-17",
"Id": "AWSLogDeliveryWrite20150319",
"Statement": [
{
"Sid": "AWSLogDeliveryAclCheck",
"Effect": "Allow",
"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"
},
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::my-bucket",
"Condition": {
"StringEquals": {
"aws:SourceAccount": [
"123456789012"

},
"ArnLike": {
"aws:SourceArn": [
"arn:aws:logs:us-east-1:111122223333:delivery-souxce:*"

"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"
}I
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::my-bucket/AWSLogs/111122223333/*",
"Condition": {
"StringEquals": {

"s3:x-amz-acl": "bucket-ownexr-full-control",
"aws:SourceAccount": [
"123456789012"
]
},
"ArnLike": {
"aws:SourceArn": [
"arn:aws:logs:us-east-1:111122223333:delivery-souxce:*"
]
}
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FEEBWBED , &% aws:SourceAccount , BEEERF HFELLEFETREVIRS IDs FE,
¥ aws:SourceArn , IEEEL AFZERMN ARN JBE |, XA arn:aws:logs:source-
region:source-account-id:*,

MRARBEFCTREFEREX , ERBRTEEENHRPETHRRY  ERECHENEAEEERT
BTEEHY S3:GetBucketPolicyM S3:PutBucketPolicysd , BIZHRANSH MBI FEEFTENE
RBUR,

(® Note

EREERT , AWS CloudTrail 1R s3:ListBucketFF A MAR T , BUERE FF
FJAccessDenied#giidelivery.logs.amazonaws.com, & Zi# & CloudTrail BEEHH
IBLEHEER |, BERE s3: ListBucketFF AR F delivery.logs.amazonaws.com, &
MHABE LR REETRERPEEEs3:GetBucketAclHF AT E— BB RN ConditionZ2 8, &
BRI EE | B LUEEE EFHAWSLogDeliveryAclCheck s Statement , MARET
B “Action”: [“s3:GetBucketAcl”, “s3:ListBucket”].

Amazon S3 f# 17 728 Al IR 25 i A0 22

A LAEF Amazon S3 S3-managed& 8 (SSE-S3) R A ARESIm NG , R FHE AWS Key
Management Service (SSE-KMS) ) AWS KMS £ #8 Bk I fRE5im N2 , 3R = Amazon S3 f#7F
FRPNER. WEFAER A F2REAARSHNEREER,

WRIFIEIE SSE-S3 , AIFEEHMIERE, Amazon S3 EEREMZ L8,

/A Warning

WMRIEERE SSE-KMS , BXLAFEAEFZEETR  RALRS AWS ZESR TXEMEA .
MRIEHER AWS ZSESRREMNE , B UEEFRABARMN.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/serv-side-encryption.html
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ELFEAEFZE AWSKMS 2R , B ERARTFIERNEREEEFZELHBHM Amazon
Resource Name (ARN), #UATABRFHEZEFZELHRNEBBER (M S AEFTRBNRFITE
BX) , MEBRBRNIIRFAILAE A S3 177 k.

MREEE SSE-KMS , BXAFEAEFZESR  HAKRIITZEFER AWS ZESHR., BEXRFEH
EFZE AWSKMS £ , ZUUERARETBNZRIEEETEFZE£MWM Amazon Resource
Name (ARN), #SUTARFEEEFZESBNESBIBE (M S HEITEBNFBFITEESK ) , XU
EAFXMNRFAILLE A S3 RIFTE,

{

"Sid":"Allow Logs Delivery to use the key",

"Effect":"Allow",

"Principal":{
"Service":[

"delivery.logs.amazonaws.com"

]

3,

"Action":[
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource":"*",

"Condition":({

"StringEquals":{
"aws:SourceAccount": [
"account-id"

]

3,

"ArnLike": {
"aws:SourceArn":[

"arn:aws:logs:region:account-id:delivery-source:*"

]

}

}
}

&% aws:SourceAccount , EEEXRBFZLREFITRNIRS IDs FE. HR
aws:SourceArn , IEEEL AFZERN ARNBE , #xXA arn:aws:logs:source-
region:source-account-id:*,
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&% ZE Firehose BV A 5%
FEREA
ZERABIX HEZ Firehose , B4 EFERATHFFAIE A,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "ReadWriteAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:GetDelivery",
"logs:GetDeliverySource",

"logs:PutDeliveryDestination",
"logs:GetDelivexyDestinationPolicy",

"logs:DeleteDeliverySouxce",

"logs:PutDelivexyDestinationPolicy",

"logs:CreateDelivery",

"logs:GetDeliveryDestination",

"logs:PutDeliverySource",

"logs:DeleteDeliveryDestination"”,
"logs:DeleteDeliveryDestinationPolicy",

"logs:DeleteDelivery"

1,

"Resource": [

"arn:aws:logs:us-east-1:111122223333:deliverxry:*",
"arn:aws:logs:us-east-1:111122223333:delivexy-source:*",
"arn:aws:logs:us-east-1:111122223333:delivery-destination:*"

"Sid": "ListAccessForLogDeliveryActions",

"Effect": "Allow",
"Action": [

"logs:DescribeDeliveryDestinations",
"logs:DescribeDeliverySources",

"logs:DescribeDeliveries",
"logs:DescribelLogGroups"

1,
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"Resource": "*"

"Sid": "AllowUpdatesToResouxcePolicyFH",

"Effect": "Allow",

"Action": [
"firehose:TagDeliveryStream"

]I

"Resource": [
"arn:aws:firehose:us-east-1:111122223333:delivexrystxream/*"

"Sid": "CreateServicelLinkedRole",

"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

1,

"Resource": "arn:aws:iam::111122223333:role/aws-service-role/

delivery.logs.amazonaws.com/AWSServiceRoleForLogDelivery"

},
{

"Sid": "AllowLogDeliveryForWorkMail",
"Effect": "Allow",
"Action": [
"workmail :AllowVendedLogDeliveryForResouxce"
1,
"Resourxce": [
"arn:aws:workmail:us-

east-1:111122223333:0xrganization/organization-id"

1

ARERFFAIHY IAM A&

R Firehose TERERBEE , At EEREMIEL HEFFEEE Firehose AWS RfERA IAM A,
2 AWS B R B MRIER A ®AWSServiceRoleForLogDelivery, RS EREABITE T I,
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"firehose:PutRecord",
"firehose:PutRecoxrdBatch",
"firehose:ListTagsForDelivexyStxeam"
1,
"Resource": "arn:aws:firehose:us-east-1:111122223333:delivexystxeam/
workmail-*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/LogDeliveryEnabled": "true"

},
"Effect": "Allow"

R ERZACE ¥ LogDeliveryEnabledE&EE A PTE Firehose RFERBEFFFAltrue. E
R ERRE | S IER AWS REHR BN ER.

WREEZEARBEEERE , LAFF delivery.logs.amazonaws.com IRIEZFEARBEFTEMNR
BEZFAE, AETRERNOT :

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"

Y,

"Action": "sts:AssumeRole"
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e

=

BRT TR ESHHIENFFAI 2, MREERAEREMIE APISSRE BRERNY , BHEEFETIIFFA :

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowLogDeliveryActions",
"Effect": "Allow",
"Action": [
"firehose:DescribeDeliveryStream",
"s3:ListBucket",
"s3:GetBucketLocation"
]I
"Resource": [
"arn:aws:logs:us-east-1:111122223333:10g-group:*",
"arn:aws:firehose:us-east-1:111122223333:delivexystream/*",
"arn:aws:s3:::*"

"Sid": "ListAccessForDeliveryDestinations",

"Effect": "Allow",

"Action": [
"logs:DescribelogGroups",
"firehose:ListDeliveryStreams",
"s3:ListAl1MyBuckets"

]I

"Resource": "*"
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Amazon WorkMail & R B %

EZESHTED , F=HREAEET( Amazon WorkMail IR M AWS §8EM4, HPa3E
SOC., ISO # C5,

MBBEAMIMBER AWS WEBEE  BSWL R
S8 AWS A5REHE,

|

|EEE K AWS RIS, WFE—MREA , B

BRI LAER TEHE= SR IRE AWS Artifact, INEFMER , BFSBIE AWS Artifact P T ERES

&BEFH Amazon WorkMail B S RETECRRERNEEZM, BLTFNEREE  URBERNEEN
EHR. AWS BETHERRIGEIER -

« ZLESHEREAFIIED - EESPEBIEERREEZE  YREEEITNBULLHEEBEAELN
EERIEMN LR AWS,

- AWS £ E R - WITEFMANEmES TEEARNENEZNIEE,

« AWS Config - AWS It IR ST HERERFERBER. EXEANMERNEE.,

« AWS Security Hub CSPM — AWS It IRFE O E AL ERBRENZERE AWS | BBERERER
ERLEXEENREER,

Amazon WorkMail 5 gy 58 4

AWS £IKERRERU AWS BEMATARSAEREZEN. AWS BERRMHSEERRERHMEEHA
TRESE , EETHESNEEE, ShrENsERENERER, BBTHES , BFRTERME
MEREANERE K MEAETHAERScHEDRERE L MASRLETEH. TRAERSNTHME, &
SEREOMERRESD , HBE-HZHENFONERERREES.

WFE AWS EFIN TR BRENFAES , F2H AWS £ REBERE,

BT AWS 2 BRER 25 , Amazon WorkMail 212 EEEThEE | LR X EENEREMNED

BR.
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/about-aws/global-infrastructure/
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Amazon WorkMail R BB ELZ M

(® Note

Amazon WorkMail B/ 1L¥ Transport Layer Security (TLS) 1.0 #1 1.1 9% E, MREFERHN
R TLS 1.0 1.1, BIAZEA TLS lRAFRE 1.2, MEFMENR , 55208 TLS 1.2 LR EFT
B AWS AP| i B &K TLS BAB EERK.

Amazon WorkMail @ ZERE , F AWS £ LN RE, 0F AWS Z2RBELAK wfE AWS
REEWRENHEEN  FSEAWS Einis, EEFHAERRERSREEBERELFEN AWS
RiE | F2REL L AWS Well-Architected Framework F R EL /SR hE iR 3,

BRI LAER AWS Z24H) APl FERY | 3EiBHEEE 2B Amazon WorkMail, ERAERVEXE THIEE ;

- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEFEA TLS 1.3,

- BfeEXEIEFAZE(PFS)WEEEM , Hlan DHE (Ephemeral Diffie-Hellman)s} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARF (M0 Java 7 IEFIRAR) KL EZEELER,
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Amazon WorkMail EEEIEE

Amazon WorkMail AP§

SER % RIGH | R A AR A A Amazon WorkMail, T0EFMAET , 5528 Amazon WorkMail
AFTe

BULEUTEES - 7 HNMAEREEHERLZE Amazon WorkMail, E& Microsoft Exchange #J
@™ , A% Amazon WorkMail B2 28,

FE

« Amazon WorkMail AP

- B®ZE Amazon WorkMail

+ Amazon WorkMail 82 Microsoft Exchange < B @14
+ 7£ Amazon WorkMail £ 5% o] A4 E

» 7£ Microsoft Exchange 5% 7€ o] FI M 5% €

+ BXA Microsoft Exchange 1 Amazon WorkMail {5 F & < 1 #9 & 7 B 44 3% i
- REAERAEFHARE

- XNEREHRE

- BHEAEERE

- EREEMERYERENBHFERSE

- BREEHFAE

+ Amazon WorkMail Et %8

Amazon WorkMail AF§

R R EHH Amazon WorkMail {# f#&iE 2 Amazon WorkSpaces W EFERE , R TS B
B4ME A Amazon WorkMailo

(® Note
B AERR , B

i
di

X SR fRAE

B
o BB 1: & A Amazon WorkMail =&
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o BB 2 ERELH Amazon WorkMail #8314
o HE 3 : FRTE Amazon WorkMail {# & FEUE
- HtbER

FHER 1. B A Amazon WorkMail £ &
BABE S E AN Amazon WorkMail £ 4 |, TrEHIBFERAEMNEBEHEIRENER.
& A Amazon WorkMail =12 &

1. BRI https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &

2. WMBXE BFEFE AWS EBE, £XEAREERNIIG | ERENEEBE K ARRBEEF, W0
EZEENFMEER  BF2E ) PWEEF K2 Amazon Web Services — 2%,

SR 2 ERTELRR Amazon WorkMail #3uk

1. & A Amazon WorkMail £#8 &% , B LR ELWEB I I8 AE, BEEAE Amazon WorkMail
B RAERBE, MEFMEN , F2EE AR R FIERE,

2. (BA) BALLEEMFER Amazon WorkMail 12 & B RIRMAE ., MRERBERMN , BHRIEL
B4,

(® Note

B EALER : alias.awsapps.com. EZRBFEE , At , CEXRFERAUEE

EETAE, FOEAERBEAREERE. kA, K Amazon WorkMail 88 HEZE
PE—RERANERE. IRERIECHRANERE  BE TSR T HELME SRR
MR,

3. MREFEANEMIT |, FBASEERNLE (TXT) BRI (MX) REFIEZENRBZBREK
(DNS) BR#E , ARESRZMIE ., TXT BT ZEETE DNS g AfH5E. MX Bt E B A B4 [ R
25, BRSSPSR EABBNTERE, NEHASTH A B2RRFAERBEERAE,

4. & Amazon WorkMail B EAESARENERERE. WHEFHENR K FSRHMEEAE,

5 (&HA ) WREHHEBW Microsoft Exchange 55 , FASHEB E Amazon WorkMail, N4
B, FEZEEBE Amazon WorkMails

BXEXTE Amazon WorkMail #8u5%& , AT LAER Web FEAE R URL ZEL Amazon WorkMail,
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Amazon WorkMail EEBER

SR IEH Amazon WorkMail Web FERFE R, URL

1. BRI R https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &

MEME K FEFE AWS BE., BEEERN , FRARESIRAAMNENESEE K RREEFME
WIEE, MEFMER , BF2E ) FHEEFIEEAmazon Web Services — 2%,

2. EEESEKT , BEFEAR A ARBEFEABNERE.
EEREREMBEHE  YEEAEZEATET URL, URLs BRALLER :

https : //alias.awsapps.com/mail.

B8 3 : 3%F Amazon WorkMail { f & 17 EUiE

MTHBREDIRE | LIERE Amazon WorkMail 8 & ZEUE -

+ {5/ Microsoft Outlook AF Rt EREAFRFERAREFREFZIE, MEFMENR ,
Microsoft Outlook E#ZZE &H Amazon WorkMail 1R F

- RITHEBEREFEHAEFIE , M0 Kindle, Android, iPad 2% iPhone, MFEFFMME |
BEEAM.

s EEREFEAEER , BEAEPRARB4FEENABE (IMAP) BiAH EMEBNEMAHA IR
ﬁ%o WMEFMENR , ﬁ%%ﬂﬁﬂ% IMAP F F imE 45 Z &8 Amazon WorkMail tRE .
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Ht &R

« E®ZE Amazon WorkMail
« Amazon WorkMail 2 Microsoft Exchange 2 i B &%
« Amazon WorkMail Bt%8

&% ZE Amazon WorkMail

B LOEIBER MO SER K —S1E , # Microsoft Exchange. Microsoft Office 365, G Suite Basic
( &8I A Google Apps for Work) F1E b & Z ZE Amazon WorkMail, MFESERFNFHEE
A, BZE Amazon WorkMail T8¢,

FE
« $HE 1 : 7£ Amazon WorkMail FEV HKEXAFERE
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o R 2 BB ZE Amazon WorkMail
o B2 3 TREEZE Amazon WorkMail

$E 1 : £ Amazon WorkMail P2 KEAAERAE

BREME A , BH4AHE Amazon WorkMail RETIEELERE , TEMBHER. WFEFHMEF
ASRAMEERE,

SR 2 BB ZE Amazon WorkMail

E
W
&

B LA B (R AWS BB ESERHEEE , BB E Amazon WorkMail, INESLHAERNE ,
Amazon WorkMail Zh&E.

EEEBBEMR , FEVLZAM Amazon WorkMail EfE | BIBEEBEEE., THEFRTHRERE
FEAEBRPTEEAENTT.
BUBBEES
1. BITUTEE—E:
« % Amazon WorkMail £ &aH , BEUHNERAENBEETEREES, WEFMAESR , F2EH
BERE,

« 1E&HY Active Directory A, BTN EREURTERBEEES , AEMA Amazon WorkMail
HEAE. MEFHMAENR K F2REBAERE,

#£ Amazon WorkMail E## 2 BEEKS , BEEG K ARBELABHERE.
BIEEBRE  BEER K ARBERE.

KEAEBBHEBERBE on LE,

FREBREEEWRIERE,

BERT.

2

FER 3. THEHZE Amazon WorkMail

BETFHHEIIRFERZE Amazon WorkMail 2% , AT LAERTE DNS IR ELEMTEH A Fif.
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ZEZKERZE Amazon WorkMail

1. FEFUFTE DNS L& E 2 E# , Big[E Amazon WorkMail, 20FEBERFTEMN DNS R FHE
Eﬂ ’ %%ﬁ%ﬁfgﬁiﬁo

® Note

DNS RSB EMEZF e T ELME MK, WREMNE MX SR EESERBERERRERN
#IEHE |, 57 DNS RSB EMR , BAHMTEBRIEUERHER.

2. MERTERERITEIAF & LUEA Amazon WorkMail BIE¥E#AE R |, 5528 (Amazon WorkMail
EAEIERE) T Microsoft Outlook E#EZE EH Amazon WorkMail BRF . Amazon WorkMail

Amazon WorkMail 2 Microsoft Exchange 2 E# B &4

Amazon WorkMail #1 Microsoft Exchange Server 2 ) B &4 A B EESE BB E Amazon
WorkMail B , #§8EAEN TERZERE , HFEA Amazon WorkMail #A&2 RIE R F5.

LEBEHTRENEEERREPEAERNLAME. Wt—R  SOEAEITERE G LRET
EE/NBREETARIEER,

TR FM
FE R A B2 Microsoft Exchange R E @M Z 8l , BEITATEIE .
- BRELELDE AR Amazon WorkMail BUA — 1B A & 18 RFRE Microsoft Exchange A A 3% E /Y

HEHE, BERRAFEAE  FRER AERERASETEERE FHSR,

* R Active Directory (AD) Connector, i R%BERE B %5 E AD Connector 7] 3 {E f & & &EE
HEANATEBEAER, MEFMEENR , 52 E L AD Connector 44 Amazon WorkMail E2 2
AZEPE B HES,

. FRELEH Amazon WorkMail #858%. ZIM FHEERER AD Connector B Amazon WorkMail #8#.

o BN BREFIEZE Amazon WorkMail #8#8 , AERTE Amazon WorkMail EEAFREECH. 8,
BEXFEEBIBNETEHSBIRE, MEFHMEN  F2RERAE,

- BEFBBE Amazon WorkMail, EFERAEEMGERRENADILBREMEZFNEREZE Amazon
WorkMail, MNEFHMEN , FLEBAREFEAE , X2BBE®ZE Amazon WorkMail,
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® Note

FE /0 # DNS FE8%LLE [ Amazon WorkMail, iE AJ#ER Microsoft Exchange (REEAE ¥
4N ERERSE , UREFMENMERREENEEM,

- H#ER7E Active Directory B9 E X B M (UPNs) fISEAENEERE SMTP i,

Amazon WorkMail [a Microsoft Exchange £ K Exchange Web Services (EWS) URL 2 HTTPS 7
R, LEUSETSERE/MCHRNER,

¥ EWS B AMEME , Amazon WorkMail 8 Microsoft Exchange L # Exchange Web
Services (EWS) URL £t HTTPS 53R , LIRS ETEB/ICHENER. Bt , THTRGGEERAR
EWS B AMRHEE,

- BEMB NERECRER A REMERMAKEN. HTTPS BRIVARELRERERRE 443,

- AEEEWERRZEME (CA) ZB1EE T Microsoft Exchange REHR A , Amazon
WorkMail = 8£¥§ Microsoft Exchange £# EWS URL 12H B IIH HTTPS 58k, MEFHMEN |
28 Microsoft Exchange X #F#8uh E#92 SRRBIRERAER Exchange Server B Ko

. BN ZATE Microsoft Exchange FRAA EWS HMEXR G 9 5E., MEFMEN , 552 Microsoft MVP
Award Program Blog WY& # B #% : Exchange 2013,

3

RSN A ERE

# N\ EHBIEFT I E Amazon WorkMail , AMEEE FE M4t FFER, BERESBREFIEE Amazon
WorkMail B9#815; , sR%&ZJE A EMBEE Amazon WorkMail LHEER., EEEMERT , E1%E
Amazon WorkMail FEAAER , BEEEEFRAEBEMHERR , £ Amazon WorkMail FEFHEILER.
B, MU EEBMHER TREFAMMIRHEZEEE. Microsoft Exchange WER — RSB RE
Amazon WorkMail B9 & R5|1ZEHEF,
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(@ Note
# 7 TR B2 Microsoft Exchange RV ELIE 1 , 5570 %1 DNS F2#%EL3E [ Amazon WorkMail 52
#. Microsoft Exchange B#FANEEFBHNERAKREE , RELLEMEREZEEERE
Bi@Et,

A EEk

WRIE R REIL Amazon WorkMail 1848 , Bl UAMERALE API ERAEBEHERXNER TR
WorkMail #8%% .

MREBEEEFLE Active Directory B9 AD Connector B9 Amazon WorkMail 848 , M B&tH
Microsoft Exchange , f@Bi#& AWS Support SAEXS1#ED , AAEBEH Amazon WorkMail #B#8%Rk A
Microsoft Exchange B &M,

£ Microsoft Exchange 1 Amazon WorkMail A 22 37 fR # R P

® Note
E Exchange THEBFTTAMRMEENRIRE , TEET Exchange FEIVREIRS

EFEFERTEERE/ICHRNER , 57 Microsoft Exchange 1 Amazon WorkMail £ 2 37 iR #& 1k
E. Microsoft Exchange BR#&#RE £ Microsoft Exchange L AL fZERE ftt Exchange £ & BEBE/
CERTEEEFANEAFERAE. FRARTER , MAEERKTY,

E#i#t , Amazon WorkMail fR#EHRF & Amazon WorkMail £ o] ZERE 2 Amazon WorkMail £
ETEERE/MNHREANTAERAE., SHLEEARART. EXEEARIIHEEHPEIL Amazon
WorkMail fEFA & , AREBA Amazon WorkMail fEA#& , #& Amazon WorkMail 2 AD Connector 2
B EIRE B 8T,

BB MR RYBR
EEMEAMEREBMEERE | BAFEM Exchange ERHOREEFEHAE, RENDR. #E

BX A Amazon WorkMail EAEMEHE , FEH AWS BB XA, MEFMET , F2EABREN
FREMBARENEE,
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# Amazon WorkMail BAAEAE S AR  SELIFEEELFEAENFENE FBH U HRIE, &
Lo th A ZH3%1B Exchange BB AF/OEE. Amazon WorkMail 88 0/NFES — X B EFNEE,

EEBEMERT , 8EE Amazon WorkMail P2 RBAER. T8 , Amazon WorkMail & #&
IRHFTE Exchange ER , TARBELZIER,

£ Amazon WorkMail LEXE /] AR E

1£ Amazon WorkMail LR EFAMERE , LRAE#NBRK. RETEENE  UKRINETEER
B/ EA. Amazon WorkMail TEMERBRIRRLNERE/MHREAWES -

- Exchange Web Services (EWS) — 7 IL#HEEH , Amazon WorkMail # /A EWS BAHEEH
Exchange falfR25 =k H th WorkMail {8 ARG AT AR EF . ERKHEERMERE , (EEE Exchange
A AREEHY EWS ¥ B 8E1E B N B MR AR 7 EL

- BRIATAMRME (CAP) — EILHRED  EESALUERE AWS Lambda EHE , LEISREEFH
HRENERETALER. REBENEFBHREKRITS , B Amazon WorkMail £H CAP 7]
RETIIES :

- EAEB EWS VB ERAE AN , MAFESR WorkMail BHRKBA K&
o MIERMIYIE EWS RIEVEBERAETAM , Bl Google Workspace ( EBIFEA G Suite).

ES-]

- REEWS B fMREE

- REHFTHMRHESE

- BEHFTATAMRHEE Lambda BNE

AXE EWS AR A E
EEETEA LRE EWS RUARRE  BRER TR

1. BRI https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £#2 A&,

WMEXE  FEFEAWS BiE, EEEAY , FHBESARAGANENEDEE , ARBEMS
WEE, MEFMEEF , 5526 Amazon Web Services —fix2#& H#y &1 8 im B,

2. EEEERT  BEEFES  ARBEEBNEE,

3. EEEEMT  BEFEMERE  ARBELAEMRSIER,

4, BREBFETAMMERE  RBRWATHENR -
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Amazon WorkMail EEBER
- J|A _BEELEWS,
. #81E — WorkMail #4E &G A L AREEH 7 A EARESE,

« EWS URL — Amazon WorkMail €#1t URL E#E EWS W&, FSBEAERHES EWS
URL —&f,

- FRESFEGUE — WorkMail A EWS iwEETE S BBNERAENE FES i,
« B — WorkMail A% [E EWS i EE T H 9 BB R,
5. BERE.

EY 4§ EWS URL
= E# A Microsoft Outlook EU15iE Fi /A Exchange B9 EWS URL , BB FHIREF :

A7 Exchange RIEBEH A EE Windows & A ZE Microsoft Outlooks

ZBE Ctl BIFEMAR (R—TBERAR) TheeRINMEKS LM Microsoft Outlook Bl 7R
i#1Z Test E-mail AutoConfiguration (I5E 7B B BIHRE)

# A Microsoft Exchange £ &M E F B4t M | RERBEFE Test CAIFE).

A RREER Availability Service URL (7] A4 IRTE URL) BI{ES

o kb w0 bd =

ZE A PowerShell AR RKIRM EWS URL , 557 PowerShell 2 RFTAHAMITFIGS -
Get-WebServicesVirtualDirectory |Select name, *url* | fl

£ EH18 Amazon WorkMail B9 EWS URL , 585c# Amazon WorkMail im B FNELZE T 2% EWS #3iT,
B A\ EWS URL — https://"EWS domain"/EWS/Exchange.asmx3ii% "EWS #iE . R ABEH
EWS #3813,

RE AT A ARG

BEREBJAMRME (CAP) , FEKTIERF

-

BRALIA https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £ &,

MELE , FEEAWS BEH, FEERY , FRRERSTRAANENEGFE , RRREMTE
:JECh

2. HEBERT , BEES K RARBEHREBHNERE.

3. HEEEBEmERYT , BEEBRE K AREFREM.
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Amazon WorkMail EEEEN
4., BEFETAMERE  RBWMATIER:

- ¥FA _ J#E CAP Lambda,

« #8185 — WorkMail & EXEFE AL ERER ™ A ERANMEE,

« ARN — AR T A4 &K Lambda BKE ARN,
EEREE CAP Lambda ¥ , /828 EEE:Tn AMEME Lambda BE,
BEEEFTTAMEMSE Lambda BHEl
BT AMRME (CAPs) 2EALL JSON AEBNERMNEEBAGEETRE , ZRBEABERUE

ERFH JSON EHEHRRERE, Lambda HEESZMBRILIZEHE RN EFE,
&

« FERAEFETE

- REE TFHUE

« 5/ CAP Lambda BIEHY Amazon WorkMail &4

RO ETE
BERTE

LT E2ARA Amazon WorkMail {EHEEEE CAP REHIEER :

{
"requester": {
"email": "userl@internal.example.com",
"userName": "userl",

"organization": "m-0123456789abcdef0123456789abcdef",
"userId": "S-1-5-18",
"origin": "127.0.0.1"

},

"mailboxes": [
"user2@external.example.com",
"unknown@internal.example.com"

1,

"window": {
"startDate": "2021-05-04T00:00:00.000Z",
"endDate": "2021-05-06T00:00:00.000Z"

& CAP Lambda B &

M7 1.0 89



Amazon WorkMail EESER

}

}

ARAZERHEAX : FFFE,. FRNAE, EEEEXEENTS E8. EXEN AEEHHR
B,

BEXRE

SR EBEIRELA Amazon WorkMail 32 FHAFER 2 A ENMEET. CAPsEERALEFARSE
BELENTR. BN, HWER T AR T AR E FNNRERAE | AR SR LT
ﬁgﬂo

- b Description HE
Email FEENETES FEFhit. =
Username ARENERESR, =
Organization BRFEENER D, =
UserID #ARE IDo =
Origin AREVIE R L, B
Bearer REUHBERER, B

=5

ERERIEERTANENZERAEE FEFBUNERD RE

RE

HEERTEFRTALEFAWRER, startDate M JLL UTC endDatetsE , ¥ iR1E RFC 3339 #&
Nt EHFEFTTEREE . RIUFER , WREHEEEN 2aEStartDate , AIEFERAREK
B,

E) P

Amazon WorkMail €% 25 ¥ , #£ CAP Lambda ENE(EUSEIFE, 25 ##% , Amazon WorkMail &
REX B KB , I1E EWS GetUserAvailability EIEF BHEBBNEEEE LR, EFSERER
GetUserAvailability #2455 B,

& CAP Lambda B & MRS 1.0 90


https://www.rfc-editor.org/rfc/rfc3339

Amazon WorkMail

LAT RSB0 B SR PR E R AR RERY S 61 =] FE

"mailboxes": [{
"mailbox": "user2@external.example.com",
"events": [{
"startTime": "2021-05-03T723:00:00.000Z",
"endTime": "2021-05-04T03:00:00.000Z",
"busyType": "BUSY"|"FREE"|"TENTATIVE",
"details": { // optional
"subject": "Late meeting",
"location": "Chime",

"instanceType": "SINGLE_INSTANCE"|"RECURRING_INSTANCE" |"EXCEPTION",

"isMeeting": true,
"isReminderSet": true,
"isPrivate": false

1,
"workingHours": {
"timezone": {
"name": "W. Europe Standard Time"
"bias": 60,
"standardTime": { // optional (not needed for fixed offsets)
"offset": 60,
"time": "02:00:00",
"month":
"JAN"|"FEB"|"MAR"|"APR" |"JUN"|"JUL" | "AUG" | "SEP"|"OCT"|"NOV"|"DEC",
"week": "FIRST"|"SECOND"|"THIRD"|"FOURTH"|"LAST",
"dayOfWeek": "SUN"|"MON"|"TUE"|"WED" |"THU" |"FRI"|"SAT"

},

"daylightTime": { // optional (not needed for fixed offsets)
"offset": 0,
"time": "03:00:00",
"month":

"JAN"|"FEB"|"MAR"|"APR" |"JUN"|"JUL" | "AUG" | "SEP"|"OCT"|"NOV"|"DEC",
"week": "FIRST"|"SECOND"|"THIRD"|"FOURTH"|"LAST",
"dayOfWeek": "SUN"|"MON"|"TUE"|"WED"|"THU"|"FRI"|"SAT"
},
.
"workingPeriods":[{
"startMinutes": 480,
"endMinutes": 1040,
"days": ["SUN"|"MON"|"TUE"|"WED" |"THU"|["FRI"|"SAT"]
1]
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}
31

"mailbox": "unknown@internal.example.com",
"error": "MailboxNotFound"

]
}

CERIESEEEENE - FREREK. RIMETHENESEEHTH=BENIEK : F/F. F
HATERE, IRTAMREHEEINGERENTHMES , AIERAMERRER | FHEMER.

ELEENEENTS E8. 4. THEHE. .

TEEE BEMN EREEHPRHA.

=58

FHERREBRNEHEERTRINEAEE FE4Fibit.

EH

EHERREFRRAETRENSEHEE. SESHBUTIIZHES !

R

startTime

endTime

busyType

details
details.subject
details.location

details.instanceType

Description

SHHIBAMKEESE , L UTC B
™, AR RFC 3339 &%
1to

SHVEREE , LA UTC B
T, IR RFC 3339 18
1b0

EHNICERER, TR
Busy. Free = Tentative

o

EHHFHEEA.
EHNES.
EHFNVE,
EFNBTEREE

o AJLAR Single_In

fim

fim

7|

fim

fim

i
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- i Description HE

stance . Recurring
_Instance = Exception

o

details.isMeeting EHEA4RBELHEENSME =
B,
details.isReminder BHEAHREEGIREEN D .3
Set ME.
details.isPrivate BHEARAERAMEN MK =
{EO
TERA

workingHours BEER B2 EHHEE TERBNMEREN. c2SMERER : BERMworkingPeriods,
I [E

HETFERRACHEHEEENRE, EFREETAREEFK , FREFEAENITFRREIERTE
B, THUHRAEZENRERKE K MAREABE, FRABINKERRABINEREETHERT,

WL Description PHE

name BENZRE, =

bias JEFREE GMT W {R% , LlpiE 3
BEN,

standardTime EBERENZEERERIBR S
I

daylightTime BEREN B XENRERLE B
B

B BRI EE standardTimeM daylightTime , & BEME, standardTime Hl
daylightTime ¥ B A
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Az

offset

time

month

week

dayOfWeek

TERAME

Description

MERAR BT |, o
EREN,

BRERB SRR XEHORREZ
B EERNERE  EER

hh:mm:ss,

BREREERXHNREE
HLEEMRN AR,

EEEAGRN—E , BR%E
B A B 6 B AY B iz P Y 38
|

BREREE R BB E
BLERNEEBERAH.

NA

JAN,FEB, MAR, APR, JUN, JUL,
AUG, SEP, OCT, NOV, DEC

FIRST, SECOND, THIRD,
FOURTH, LAST

SUN, MON, TUE, WED, THU,
FRI, SAT

workingPeriods EBR B —RXZET/EHENG. SEPBBEER RIS RKNWRABRMNGERIE

Ho

B

startMinutes

endMinutes

days

Description

THEHBBRS , tFRENRD
EREN

THEEBER , FRFEKBAD
EREN,

I 5 8 A Y R B

NA

SUN, MON, TUE, WED, THU,
FRI, SAT
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§HER

HRMUATUESERHERALR, TRIHBHAMRTHE EWS SERAWHRY . FIARMBASHERS
Z ERROR_FREE_BUSY_GENERATION_FAILED,

Value

MailboxNotFound

ErrorAvailabilityC
onfigNotFound

ErrorServerBusy

ErrorTimeoutExpired

ErrorFreeBusyGener
ationFailed

ErrorResponseSchem
aValidation

REE FHUE

EWS SRR

ERROR_MAIL_RECIPIE
NT_NOT_FOUND

ERROR_AVAILABILITY

_CONFIG_NOT_FOUND

ERROR_SERVER_BUSY

ERROR_TIMEOUT_EXPI
RED

ERROR_FREE_BUSY_GE
NERATION_FAILED

ERROR_RESPONSE_SCH
EMA_VALIDATION

# AWS Command Line Interface () #1117 %] Lambda @8 FAWS CLI, &S EKERBKRFEBES

#r CAP By Lambda B8, BB/ 5F Amazon WorkMail AT A 14 R #&5 F

aws lambda add-permission \
--region LAMBDA_REGION \

--function-name CAP_FUNCTION_NAME \
--statement-id AllowWorkMail \
--action "lambda:InvokeFunction" \

--principal availability.workmail.WM_REGION.amazonaws.com \

--source-account WM_ACCOUNT_ID \
--source-arn arn:aws:workmail :WM_REGION:WM_ACCOUNT_ID:organization/ORGANIZATION_ID

EawF , MIETRHETIZH

R

A

B Lambda B4 &L,
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« LAMBDA REGION — % CAP Lambda WEHEZ ., Hli0 us-east-1,
« CAP_FUNCTION_NAME — CAP Lambda BABHIE 18,

® Note
E A LAZ CAP Lambda BBV B M, BB HARD TR ARN,

« WM_REGION — Amazon WorkMail #8458 Lambda REH [EH &,

(® Note
RAETHIEESATAR CAP :
« XEIREP (HEE EEZLER)
- XEIRAL (RERH)
« BN (ZEW)

« WM_ACCOUNT_ID — Organization 1R F#J 1D,

« ORGANIZATION_ID — AUF] CAP Lambda RY4E#E 1D, a0 , 484 1D :
m-934ebb9eb57145d0abcab566ca81a21f,

® Note

REEZEEREEFIWE , LAMBDA_REGION 1 WM_REGION &1 @, MBEFEEEEE N
W ef&EMEE0,

£ CAP Lambda BRE(HY Amazon WorkMail €545

WEEMEA CAP Lambda BE(Z 3 EWS % 2/ Amazon WorkMail #545] , 55228 Amazon WorkMail
GitHub fE1ZEERY Serverless FERER EMILAWS £HIEEATER . Amazon WorkMail GitHub

£ Microsoft Exchange 5% 7€ A FI £ 5% €

EFECRACRENMENTERREB/IHREHABREFHFE M E Amazon WorkMail , 557 Microsoft
Exchange &% 7E 7] A #h 31k 22

FEA T %I PowerShell s S 32 #h it 22/ :
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$credentials = Get-Credential

HIRRRE , A Amazon WorkMail [RBBIRFHNEBEAER, FRAEEBER AR domain
\username ( B] orgname.awsapps.com\workmail_service_account_username, 1£i&

# , orgnamef{zk Amazon WorkMail #B#8H &8, MFEFMER , FSEE Microsoft Exchange #
Amazon WorkMail A3 3 fRFEIR 5 o

Add-AvailabilityAddressSpace -ForestName orgname.awsapps.com -AccessMethod OrgWideFB -
Credentials $credentials

MEFHMEN , 528 Microsoft 3 E#Y Add-AvailabilityAddressSpace.

B Microsoft Exchange 1 Amazon WorkMail {8 & < B #Y E 7 5P
4 % |

3EiB Microsoft Exchange Server #1 Amazon WorkMail 2 B E FEHEH , FRETUEEBE
Amazon WorkMail BRERENEFEHibit, FFE4 KA 7T ZEEA Microsoft Exchange Server £/
BREBBAESFB4NIERS S B4 ERBAHE (SMTP) RS,

EEASFEH4RAZA , ZHEEETH T RGM

- BENESBRAEBRMER ., NEHMEN , F2ERAREM,
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WorkMail, MEFMENR , HSEEB4EHEERE,
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RRMIBEFTRIE, MEFHMENR , BF2EEHAER,

« 337 AutoDiscover DNS 528k — 5% E B4 - Fr & 44818V AutoDiscover DNS Foé%. ERIZEFEAE
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MELBERHBESVESEY  FLAREEY, RS HREEAL,

SHEFE bt

BOEEFEAE. ERIEFHEREE Organization FEHE FE {4t
SHRETEH4

1. BRUIR https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £#& &,

MEXEFEE AWS EBifl, EXEAREERNY S  BRIZENESEE K RREEEST, NFE
H4MEE , 5528 Amazon Web Services — g2 ) [2iF a2,

2. EEEBERD , EEFEES  ARBEEBENEE,
. EEBEEYD  BESKETFBM4Hut,
4. &2 Search (&),

EREBRE

T 5% &R I A Amazon WorkMail B8l ERE. BRIBRENRESERZEEHES.
x5

- BMAEHEER

- BMAB
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Amazon WorkMail EEaEE
- BAEEM

- BRA SMTP Hi&

- EEEFIHHRE

- HRIAE FHHRFIFIT DMARC BIX

RAEHEER

B I8 E SR Microsoft Exchange 3 G Suite Basic 3 RE 2| Amazon WorkMail B | 7] 5L
BAGHEER, BUUEEANEBEFRTRAES., WEFHEENR , SERESR , BF2REERA
F§—E&IZ ¥ ZE Amazon WorkMailH 8

XA B &%

B LA B S URSRENETBHET. FAARK K LERSEARSAE=ZFHEM
eDiscovery TR, AFAMREBRENSENMT. BLERENEFIRIENSHER.

MEFMENR K SERELSR  B2EARER AP —EEE Amazon WorkMail {# F = F#4 H &
Eg o

A BE

B &M 0] ZEEH Microsoft Exchange % , £/ Amazon WorkMail AN BERN FE, MFEFHMA
B, SRERESR  F2ERIEEAP—H7E Amazon WorkMail £ 587 o] A4 EHE o

B A SMTP @&

&R LARA Simple Mail Transfer Protocol (SMTP) fi& , AEREHEFEAHRERUBRER, BH
EFBHRER A TTEREEB SMTP FMER B Amazon WorkMail fABEIZNEFEHAL ., WEFF
MENR , F2EELEFEHHRAEE,

(® Note

SHEHETFBHRERRREN SMTP HE , XEFAFTEREREENNERRIE
Transport Layer Security (TLS) 1.2 iR, EXEEXF 7 BF,

%E SMTP @&

1. BERXLM https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £#2 A&,
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Amazon WorkMail EESER

MEXEFEE AWS EBif, £XEAREERNY S  BRIZENESEE K ARREEEST, NFE
4EE , 5528 Amazon Web Services — g2 ) [2iF a2,

2. HEEEBHRT , BEAR K AREBEHAENEE,
3. TEEEHIKD , iB4E Organization settings (J&FRE)-

AR ERMEMBRAIHER |, WER—EREIER.
4. 1BEE SMTP FERSIFER K RARBEFEIURE,
5. WATIESR:

- RERE —BAH-—NEHE,
- BEMI — WAREBENEHREER IP bt
- EERRE — WARBNERERE,
- EREEE —BACRERR,
- B —BASBRERR,
6. EEE.

SMTP RERTRARNEHEFBHRESRA
EERE SMTP MEREHETHHRERUREEAR , EEASSERLHRAIE SMTP BE.
RERANFESRAZTHEN SMTP ME , AEREEFEHXTHHRES

R Amazon WorkMail fEE#RE SMTP BiE , RIKERETHHASERGTHE. WRELEERE
B, FBERE LRSS RRE ERMBERE,

BEETEHRE

HEHBBEREFHN  EUUAREETFBHRERY. EFBHRERAUTURBE FE4FA MM
HEAEE , HEFEBHASRKN—RNZSEEE. BRI UESTHE U AR E 7 B4 it it AR £ A
ETFBRERA,

EEBUETBARERNE  SUSEESANERAEAREASETHANRADE,
I

. BABTBHRUBHE

. EHETFBARADE
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Amazon WorkMail R A
- BHERERKHFAER
- BEVEFEHRER
- IMEEFEBHRERL
« AWS Lambda % Amazon WorkMail 5%
- EE¥ Amazon WorkMail FEHTE APl B9 12EL
AREFBHERESRA
- BREFEBHRERL

BAETEHRREE

BEAETBHRERAUTMH ETEENEFBUHTELNFEREEHE. BAETEARERAUtEBAR
RIEE , @ BBHEREEIEMH Amazon WorkMail B AT M ANFIEE FEHHAS . ERERESHEN
EFBHRATE,

(@ Note

HE , WA LFEE AWS Lambda REEABRA , EEAEFBHEEXIEREEE 2E
TEE, WMEEHE Amazon WorkMail £/ Lambda WIEFAEF , 552 AWS Lambda %
Amazon WorkMail 5% €. MFEHBEI Lambda WEFMHEA , 5528 AWS Lambda B A B35
Mo

BEAEFBHRERANEEARAEE  EBBHEAZEIELS Amazon WorkMail #8#RNEMAWFTE
EFEHHAE. ERAERNCEHENETFBHRATRE,

THRUBEEREAETFHBHNRELSR. EUASERANEESHEEARFAEXR TIE—B
=

Action Description

BRESTHH EFEHHASSHAK, eTEWELAFHE
TR REEEH,

BEIXREOE ETEAARTEEE , BFHESERERA]
F I B R xR B A,
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Amazon WorkMail

Action

BEE AR B E Rk

A

KA BEER R BHE R K

#1T AWS Lambda

@ Note

Description

EFE AR 2 EIE D6 A A B N R B E R
% | BN{E Amazon WorkMail £ 3% BB 441581 & 5
A ARAG EH BB A3 R B

EFHHFAE ST Amazon WorkMail 173 B34
BEARGERERER, NREFB4SEEEN
REHERR, MEHMWEFERHFFRHEEE
B HE,

FHERARTHENHGEFHARERAS
W2, EEARHIE T EFRERAFHEDG
SARI , FERAERENFHEREXRRERR
BE. WEFMESN A FSRTHEEEBEAE
Ho

ETEHAS—ESEXIERENKREGE , B
£ Amazon WorkMail 37 3% Ep 468 REEAS H i
Bl A 5 3R B4

/A Important
ENERFARNAREBHENRE , &
EEMMbU TR ERE R EEBS AR
A&

B FHBHAESBEE Lambda BB , UEER
NEEAENRGE IS EETREE,

BEAEFEHELEEE Amazon SES , REEIXE| Amazon WorkMail, 18 Amazon SES
HEEAEFBHEHALS , BB AEELTER, HlI0 , Amazon SES €EEAE EAFERE
AEATEN IP EHER AMEEEFHHAS . LLEFIEERREIE (20 Default (FEEX). Deliver to

EEETHMIRE
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junk folder (&% 253K BB 44 & K1 32) 5 Never deliver to junk folder (3KiE &% B 1 Kk B4 & R
®)) HrEEER.

BHEFHARRIEE

BAILEREHEFBHERERA | BB SMTP FMERETREFBHAS , AIHEHFHESEEFEHMNH
AEBEENRE A, WNFE SMTP MENFMEEF , F2E A SMTP FE.

BHUUEAEHEFEHRERA  EEXETEHEREE FEHASEES AWS Lambda EHE#
TRE, NMEEFR Lambda HEEME |, 5828 AWS Lambda FiZ& A E3E5R,

THRUBEEREHEFBHNRELSR. EUABSERANEESHELEARHFAEXR TIE—B
(=

Action iR

TEE% EFHHAESEBEEREEE,

BRES T4 EFHHASCERE, ZBHTRE , BF4E
el zEH,

HiXEEEE EFBHAERTEEE  BFHESWIAEE
H, SHAEBECHEEFH4AL

BEBZE SMTP @& EFHHAEEEIBREN SMTP FEEIX,

#1T Lambda EEXETHEHZREE , SEFHHALE

T4 Lambda RRBUEITERIE,

T E R AER

EFBARERATEAIBEETEMy  IREAIBENEIARN —EREPNAEEF B4 1t
it, HEERER , LUREBZERRAUNE T Bt

FHERBAAMENEXNRA TIE-EX
- ETEBFBUFSE-SFEFbi , flw
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mailbox@example.com

- FEEEBASRBIETHAEEFEMFibt ; fli

example.com

- BRAFREHAERBEREMEFRE THWEE FE4itut, ERAF TR EERRBENES |
fian

* _ example.com

- ERAFSEMBETEAEFEFibit.

® Note
+ FFRETFHETNRHERXAER

ZERXAHR—ERAEE, NFFAES  F2REAETEHRASEREHE FEHRATEF,

MREBAETFHHAEFH Senders, FromEBEFESEMER  REEAEASTEHRERL, W
R7EE |, Sender it EFE—EARFE. MRLZEMEFFH Sender ZHE Sender BEFAFEEAR
Al , From it BFE. NREFEBHAEEZEARGAFTETENEL |, BISERAERREFHR
H Ao

WRAFEFBHEASPHBMHAMN Senders FromFRFEEMER , REERAAFETFEHRE
A, MREFBHASBZARFARFSTENRR , AlEESRUERREFREAN.

HZERUER , BREAZPENRBEFE, SN, BEEFEBHENRAELTREEEINR
A, BZERANAEEEZHEE , BERRFKBEHEE. FI0, Drop (BR) BENERIEFSR
Bounce (BfE) B)fF. ENMFMVEEIEFERE EAETEHFRAUSE M EHEFHASRAEE FIFIBIERF
fRE.
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® Note

LAMBRe S BF RV EBN FHEEARRKF IR, REAHNELIEFIEF TRE 83T
ZEAETHHARBLEE.

BV EFEFRESRR

ErBHRERIESRAUSEERAZEEANBEHEFHBEAR. EFEREGEENERXRK K HEEA
Eﬂlﬁo ¥EE’J %EMLFML*IEEUQ_LE”EX&O

BYEFBHRERA

1. BERXLM https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £#2 A&,

MEXEFEEE AWS EBifl, £XEAREERNY S  BRZENESEE K ARREEEST, NFE
4B , 552 Amazon Web Services — g2 ) [2iF a2,

2. HEEEBHRT , BEAR K AREBEHEHANEE,
3. TEEEBEKD , iB4Z Organization settings (&R E)-

R EEmBEAHER  YER—ERSIER. RLEE , EAURIEARBHRAR, THSR
MBI R EMEER

BYBEARA

1. BREARARSIER  AREFREY,
2. ERRABBHRD  BAE-NEHE,

3. BT , MRBUEELRIMEE, FETNESEREHTSHE , FLRARKE-S T HE
o

(® Note

WMRERZFESIT Lambda B , BISEREAMIRSIE : MEFEAELEFENHEEE
A, BF2ET—H : AWS Lambda & Amazon WorkMail £%%E .

4. EEHERGH LT K WALEERRINFHERIS U
5. E BN MEEEIT |, WA B ERNE B4 NESES.
6. BEE,
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BuEHRAl
1. BEEHRARSIER K RRBEE,
2. ERABBARA K WA —HNER,
3. EEMET , ARUEEMENEME, BEFHNSEEEHTSHR  BLARME—D THE
o
® Note
WMRBRZFHIT Lambda EiiE , AlEBTREMIEFIE, NEFHELEFIENFHRE
A, F2ET—8 : AWS Lambda & Amazon WorkMail 2%
4. EEHERESUT  BAGRSTHERINE FEHFHutNEEES,
5. t BBt ut T M ABNE WitBEENE FEH MU NEERS,
6. BIEFEE,

BAILCAIEF RN E FEARERA . WEFAES  F2RAEEFEMHRERAL

mEEE T EHRESR R

ELTESFESTHMAASN —RZERVDER , EUNREEFBARERA, ]EPHNSRER
REBANBHEFBHAS

fREESE FEMHRERA

1. BERULM https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £#2 A&,

MEXEFEEFE AWS Bifl, £FXEAREERNYF  BRIZNEEEE K AREEEST, WF
SHHMEE |, 5528 Amazon Web Services —fix2:£ ) [EiE %,

2. EEEERKP  BEES K ARBEEABNEE.
3. HEEEBEKT , iBIZE Organization settings (&R E)o

AR ERMEMBRIHER |, WER—EREIER.
4. EREEARAURBHRAURSIETER,
5. ERZEEFERAZNERZE K RREERE.
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Amazon WorkMail EESER

6. REESERUTNEIE K RRBEFRE

AWS Lambda & Amazon WorkMail §%E

FEHEANEEEFBERERIPNHIT Lambda B1E , B ESBANEFEHABREES AWS
Lambda BEREUETRE,

R T H4EEEDEIE Amazon WorkMail R #11T Lambda Bk,
B £ #1T Lambda #H4E

RERBERANEFHBHAESEEEIR G ZEEEE Lambda RENETRE, £AHLARRKE
EFHHRET, BHUURHTREARFINEARELEFEHBHRE, Hlan , EEZE Lambda
MR TSN EHBRETHHAENEE,. BRI IEREREHR,
JEE % Run Lambda 42 4E

FERERANEFBAAESEEEHARTREEE Lambda HBETRE, HEETESXESE
FTEHAEE , MATHRBEEARBHEFEBHAASNEESFER,

ERGZERSHIIERESERE , BEZE Lambda HENEHYHHESETEEATEHEFBHEHN
FEER, B FERAPEERTNAE D, UEREFHEAENTERS, NEHMEN , F
ZRBER MEGAERA AWS Lambda, MNEESFEHSHNFMEN , F20 Lambda EHER,

MEEANBEHEFEHRERANGMEN K FSREEES FEHHRE, MEFR Lambda BIEFH
BE , 528 AWS Lambda B A EEE,

® Note

BEl , Lambda & FBHRERBESEZME AWS EiFHMFTERE AWS #RF Amazon
WorkMail #8#%#9 Lambda B &,

B AR Amazon WorkMail AWS Lambda 89 AP

£ EBBER AWS Lambda #£ 8 Amazon WorkMail , ZBZ&&A#& WorkMail Hello World Lambda BX
Bl ZB] AWS Serverless Application Repository 2RSS, HBEEMELENER , URAR
REWEFT, MEFZEH , 352 GitHub L# amazon-workmail-lambda-templates fZ &

MRERFE VB DK Lambda BE , BI24ZAEA AWS Command Line Interface () 82 EFF ATAWS
CLl, ET3gEFlmTH , BT THEE
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Amazon WorkMail EESER

« MY_FUNCTION_NAME # H\{X A Lambda EREH B,

« REGION #§ EUMX BI&# Amazon WorkMail AWS [E15, A B Amazon WorkMail 1583 us-
east-1 ( XBIRE (#MEFEEILEM)). us-west-2 ( XBIFEZ ( B¥E )) M eu-west-1 ( B
M ( ZEH) )

« AWS_ACCOUNT_ID # B AEH 12 I AWS 1RF ID,

« WORKMAIL_ORGANIZATION_ID # ERX A&/ Amazon WorkMail ## ID, &R AT
Organizations EE LB FH EREIE,

aws --region REGION lambda add-permission --function-name MY_FUNCTION_NAME
--statement-id AllowWorkMail

--action "lambda:InvokeFunction"

--principal workmail.REGION.amazonaws.com

--souxce-arn

arn:aws:workmail :REGION:AWS_ACCOUNT_ID:oxrganization/WORKMAIL_ORGANIZATION_ID

WMEMFEA WEFEMEE AWS CLI, 5528 AWS Command Line Interface £ &8/,

RERLZ#IT Lambda R Al

BERERLHIT Lambda R A , FBEAHIT Lambda BFEEUEFHBHERERR , RRENESH
TRETHR. IENARYEBHRERRNFRES  F2RELETFHERERA,

EEXTREIRSHRE , FBEFi8 Lambda Amazon Resource Name (ARN) It 5% T 51/i&1E,
Fallback action (i3 8 4E)

IR Lambda BB E#IT , Amazon WorkMail EERB{E, MR KELE allRecipients HEZ , Al
LB E B F A Lambda Bl FEE B EMBHF A, EAEETER S —18 Lambda E1E,

Rule timeout (¥ A& &) (A0 #E A E )

IR Amazon WorkMail #&£FA Lambda 8 , AI2EXZRENHE., RASENHBERE
E M Fallback action (& E1E).

(® Note
B #1T Lambda R AE & * B 8RS
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EEEEN
Lambda E4E ¥

ERANTSESHEREE Lambda BB, ERERBURMN Lambda BN EEARENKRETE

:I:IIII
DM
o

{
"summaryVersion": "2018-10-10",
"envelope": {
"mailFrom" : {
"address" : "from@example.com"
1,
"recipients" : [
{ "address" 'recipientl@example.com" },
{ "address" : "recipient2@example.com" }
]
.
"sender" : {
"address" "sender@example.com"
1,
"subject" : "Hello From Amazon WorkMail!",
"messageld": "00000000-0000-0000-0000-000000000000",
"invocationId": "00000000V000V000V0000000000000000",
"flowDirection": "INBOUND",
"truncated": false
}
=4 JSON BIETHIEHR.
summaryVersion

K AR A $meELambdaEventData.

ERSELR PETEHTHBENEERE
¥LambdaEventData.

envelope

ETEMHARNEH  HhE82TH : WM.

mailFrom

From (F#A) it BEREEEFHBHASNERAEE FE ik, BEAEUS —UERE
MEDHARE —UEAESETEFBAHAR , B mailFrom (F#4E i) MU SEERER-
REBZEFBHNEFBM b  MIBRFHENE FE b,

EEETHMIRE
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recipients

W ANEFEHuEE, Amazon WorkMail 7€ &4 To, CC = BCC,

@ Note

HRABEASETEHRERA , WEEIESREEPETHR A Amazon WorkMail #8 %%
FRIEREFRNKRGEA. RESEHEREFHENSE SMTP ¥5E2 BIIUA Lambda B
2 M ABNEY HERBZ SMTP HENKH A, EAATEINKEATEEE
Ao

gFHE

RRE—UERAEEEIETFBHASNERAENEFEBF i, REERREMEAZEEZEFH
AR , F ERELEN,

subject

EFBHEET. BB 256 @7 TRFI KRS E T EE,

messageld

£/ Amazon WorkMail FAERTE SDK i , ARENEFHBHAETERBRHME— ID,

invocationld

M — Lambda S8 ID., E#H¥#ERE/ LambdaEventData FEOY Lambda BEZ K8 | It ID #31F
8, ARERIER B EREE,

flowDirection

EHETEAHRENSD , B INBOUND () 5 OUTBOUND ().

truncated
BAREAEGARDN, MARESTRE, BEA true , EHX/NZHEIB 128 KB VRS , Eit
SEERG AEELUFSRE,

B #1T Lambda B FELL & IR

EEBRBLHIT Lambda BIMEMNEFBHRERUFSEAREHE FEHALSE , Amazon
WorkMail € FEIUEEER Lambda KR8 , WHSOE K ARBYHEFEHASKEE#E, Lambda BHE

EEETEHGRE WA 1.0 124



Amazon WorkMail EESER

ERBRALEENEREHAEDOE  ZEREAS I HEE. BFERE. BRANSHENERBFENIR
Ao

OB RELSHIT Lambda B R, EIEERBEARN Lambda WBHEXREFFESMAMTRE.

{
"actions": [
{
"action" : {
"type": "string",
"parameters": { various }
1,
"recipients": [list of strings],
"allRecipients": boolean
}
]
}
[EfE JSON 2& T 5EH,
ik
E B A BB BhE,
type

BEERE, ¥EEDL Run Lambda BIETFEERBERE,

BEARAEHEER TS BOUNCE (EfS). DROP (¥#%), DEFAULT (&
i%). BYPASS_SPAM_CHECK #1 MOVE_TO_JUNK, MZEFHMER , B2REANE FH4RAE
#o

B R A EE A TS BOUNCE (JBfS). DROP (#£%) 1 DEFAULT (F85%). MEHMENA ,
Be 8 B 7 BR 43R R B4,

parameters

3

2

HihEBES 8., & BOUNCE BI{EEE A EE £ bounceMessage FI{EFHEH JSON ¥4+,
EERETRARELEEEFHHAR.

recipients

FEE HERENEMEN E FEMF1b BB, BIERBNHEABERRTEWRGA , BOATHEKG AFE
ZOfES, MREEMEE/EN allRecipients B true , LR AIFEHKIE,
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® Note

EHEAEFHAHFY Lambda BIEEF | R EERTER B EEBT RGN FREAE
LA BCC (B#4EIA) MEXMEEEEH,

allRecipients

A true B, ERBFEEMZE Lambda BERFZHEtBREBFRHENABWRSEA.

B # 1T Lambda EiER &
& Amazon WorkMail $H¥E #1147 Lambda Ej4EFA A Lambda BEEF | BA T HIRH
« Lambda KB ZBETE 15 WALEE , SRR AKBBFAR.

® Note
RS RIEEN R RREFE R ES T,

. RFFH % 256 KB Y Lambda EHE{[EI FE,

- EEPHKZARFF 10 BEME—B1E. 10 BN LHBEES I FERER Fallback action (&R B11E) FrY
Ho

« & Lambda BREH& % fo5F 500 BRI A

* Rule timeout (R AR ) WER KB A 240 HiE, MREREHR/ME 0, Amazon WorkMail ER &R E
BEZaI TS ER.

B #1T Lambda EifE kK

IR Amazon WorkMail 5555, SENA EIFES, Lambda SR EME LW A Lambda K&l , Amazon
WorkMail LR BERFAR , UREEERR  BERRAREHBEER AL, #E | Fallback
action (fe HE)E) EERZEFBUHAENMERG A, NEFMEN , B2EKXERTH T Lambda

B #1T Lambda B FEE 51

T €6 RERE RE 2 Run Lambda B EREE,
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Example : R EFHAFA LS P BIRIEEN UM A

THEHRBREFBHASPBREMHANEL Run Lambda B ERE#E,

{
"actions": [
{
"action": {
"type": "DEFAULT"
1,
"allRecipients": true
1,
{
"action": {
"type": "DROP"
1,
"recipients": [
"drop-recipient@example.com"
]
}
]
}

Example : BiJEFHHAENIRE

TH€E B REE L Run Lambda E KGR , LUERER BT EFBAFASETERR.

{
"actions" : [
{
"action" : {
"type": 'BOUNCE',
"parameters": {
"bounceMessage" : "Email in breach of company policy."
}
1,
"allRecipients": true
}
]
}

EEETHMIRE
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Example : #BRHFAFIBZEFHHFAL

THEHRER WA EEEFEMHFALNEL Run Lambda EIfEREE, EF
By To (W4 A) = CC (&lA) WAL

1115}

EMEFH4AS

{
"actions": [
{
"action": {
"type": "DEFAULT"
.
"recipients": [
"new-recipient@example.com"
]
.
{
"action": {
"type": "DEFAULT"
.

"allRecipients": true

WE A#1T Lambda B)E# 3L Lambda R EFERANEZRENITEEF , 552 E Amazon WorkMail
Lambda &7,

B Amazon WorkMail £ Lambda B E£4E R

BT LAFE#EE Lambda KRB 2 EFHHAENTEAR, NEFHMEEN , FSEER BEGLER
A AWS Lambda,

£/ FEGAE AR AWS Lambda

% E AWS Lambda EHEUAEE Amazon WorkMail BYE FE475EE |, LA LUFEERA Lambda &
HyEBFHHAENTEARAR., ME Lambda for Amazon WorkMail AFIRIEEMAE , 528 AWS
Lambda & Amazon WorkMail %7€,

EEENEFHBHASHNTEEAZR , B H Amazon WorkMail Message Flow API H#Y
GetRawMessageContentEifE, FFILEKFHEIAZ] Lambda MM EFEHHFR ID ERBEREEE
APl, & APl SLUEFHBHASHNTE MIME RAXREE, MEFMAENA , 528 (Amazon
WorkMail APl 22 ) ## Amazon WorkMail 1 257 2. Amazon WorkMail
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T o gFIEERER Python #1TRFREIIREMN Lambda BB AR EZAL AR,

@ Tip
R IEH # Amazon WorkMail Hello World Lambda BX 282 AWS Serverless Application
Repository |2k FRLE , RRSEAMELENERMFFIEENIRS PRI Lambda &
B, AE , BUURBENERARG , KEEBEENEE lambda EH.

import boto3
import email
import os

def email_handler(event, context):
workmail = boto3.client('workmailmessageflow',
region_name=os.environ["AWS_REGION"])
msg_id = event['messageld']
raw_msg = workmail.get_raw_message_content(messageld=msg_id)

parsed_msg = email.message_from_bytes(raw_msg[ 'messageContent'].read())
print(parsed_msg)

'h+

MESFEEPALSANSNEFMEH |, 5526 GitHub £# amazon-workmail-lambda-templates f&#
ZE,

(® Note
BB A Amazon WorkMail Message Flow AP| ZEVEBR BN EFBHAL, BREEE
EREZEWALRN 24 NERTFHALE. BEURXBRHAXNEFRERAEERTIIALS , BEA
Amazon WorkMail X BH H @A E , Hla IMAP = Exchange Web Services (EWS),

A AWS Lambda EFFAEAER

RERYP AWS Lambda EHBIREBE FHHRER , BRI LA Amazon WorkMail Message Flow
API 1y PutRawMessageContent BIEREFEiH EFEHHALNAR, WFE Amazon WorkMail
Lambda BEEBAFINFFMER , F2E REBF T Lambda R E|, wFE API WEFHEF , F2H

PutRawMessageContent.,
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® Note

PutRawMessageContent APl Z2Z boto3 1.17.8 , BB LU layer FTI8E Lambda B E,
EETEHIERMN boto3 M , 5526 GitHub EH) boto EHE. MEMEEBHNFMER , FS
RREHBUALAE.

LA 2 &6l layer : "LayerArn":"arn:aws:lambda:

${AWS: :Region}:489970191081 :1ayer:WorkMaillLambdalLayer:2", ELb&ifl
F, ${AWS: :Region}LLEER aws EFEUY |, 40 us-east-1,

@ Tip
R IERHE Amazon WorkMail Hello World Lambda ERE{# AWS Serverless Application
Repository SpEZZHRFHLE , RRSECNIRFPEZEAXEERMFF UM Lambda &
B, RE , BUURBENERARG , HEERBEMNEE lambda EH.

BB, FRETIEE
- £/ GetRawMessageContent APl HEEURHBAE AR, NMEEZEN , F2HEEH ERFEASR
AWS Lambda,

- WEIRBASR , FEE MIME RE. THE , HAS LEEEIRFE PRI Amazon Simple Storage
Service (Amazon S3) 7T, HR S3 FEFATEEFE A EE Amazon WorkMail 4 AWS tRkF #[E
B , MEEMEHAE AP FFIYEEH AWS EiF,

« ZEFE Amazon WorkMail BEFER |, 81 S REETE L EEFIERNWEE |, F8EFE S3 ¥,
MEFMER , 52 BExample S3 policy.

- £/ PutRawMessageContent API #§ E# VA S AR EE Amazon WorkMail,

(® Note

PutRawMessageContent API ATREREFHFAEHN MIME AB RS RFC F% |, UK
RawMessageContent B R EE 1R & WEHF. BA Amazon WorkMail B8 E FEBHF—E
BEELIEXE | Hitk PutRawMessageContent API TJAERIEEC M. EEEERT , BB
SREERWERAL , LSS EEABENFAER.
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Amazon WorkMail

Example#i {5l S3 BU%

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "workmail.REGION.amazonaws.com"
},
"Action": [
"s3:GetObject",
"s3:GetObjectVexrsion"
1,
"Resource": "arn:aws:s3:::My-Test-S3-Bucket/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
}I
"Bool": {
"aws:SecureTransport": "true"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:workmailmessageflow:us-
east-1:111122223333:message/WORKMAIL_ORGANIZATION_ID/*"
}
}
}
]
}

THEHIFE R Lambda BRI Python BITHIREHER T EFHUHASHEE.,

import boto3
import os

import uuid
import email

EEETHMIRE
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def email_handler(event, context):
workmail = boto3.client('workmailmessageflow',
region_name=os.environ["AWS_REGION"])
s3 = boto3.client('s3', region_name=os.environ["AWS_REGION"])

msg_id = event['messageld']
raw_msg = workmail.get_raw_message_content(messageld=msg_id)
parsed_msg = email.message_from_bytes(raw_msg[ 'messageContent'].read())

# Updating subject. For more examples, see https://github.com/aws-samples/
amazon-workmail-lambda-templates.
parsed_msg.replace_header('Subject', "New Subject Updated From Lambda")

# Store updated email in S3

key = str(uuid.uuid4());

s3.put_object(Body=parsed_msg.as_bytes(), Bucket="amzn-s3-demo-bucket",
Key=key)

# Update the email in WorkMail
s3_reference = {
'bucket': "amzn-s3-demo-bucket",
'key': key
}
content = {
's3Reference': s3_reference

}

workmail.put_raw_message_content(messageld=msg_id, content=content)

MESPWERPARRABZHAANEZEH |, 3528 GitHub £E# amazon-workmail-lambda-
templates f#FE.

EIEH Amazon WorkMail 125512 API B9 12EY

{5 AWS Identity and Access Management (IAM) BUZR R E R ¥ Amazon WorkMail A EFRTE API Y
ZHL

Amazon WorkMail Message Flow AP BARE—&FRER , MEGFNEFBHAL. SEASEHTH
T FEHERE — EEE H BB AY ME — Amazon Resource Name (ARN),

LT €6 @R EmhE T BAFS BN ARN 3%,

arn:aws:workmailmessageflow:region:account:message/organization/context/messageID
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LR PN RERU IS TIIEE -

« [Ei — Amazon WorkMail {8 AWS [E3E,

- BRFE — Amazon WorkMail #E#&# AWS RS 1D,

. ##8 - B Amazon WorkMail #8#& 1D,

- BB - EHABRRincomingEIAF B HEMBIERoutgoing RBHM.
- AL ID-HMBBWAGESR Lambda HMEH M —SEFHHAL D,

LTEfasREnhEAEFEAFSHEEHIA ARN 24 ID,

arn:aws:workmailmessageflow:us-east-1:111122223333:message/m-
nlpgq2345678r901st2u3vx45x6789yza/incoming/d1234567-8e90-11f23-456g-hjk71mnop8q9

Ea LAEIELE ARNs A IAM EHEBEK Resource BERHRMER |, LEEHEH B Amazon
WorkMail A 2.8 7 EL

Amazon WorkMail FAEREZZERY IAM BUERE 4

THIEFBERERT IAM BRE &8 Amazon WorkMail B FIEEANEHFA SN TEEINF
EXBE AWS 1RF,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"workmailmessageflow:GetRawMessageContent"
1,
"Resource": "arn:aws:workmailmessageflow:us-
east-1:111122223333:message/*",

"Effect": "Allow"

}
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MRIEH FHEZEER AWS tkF | BT RESE - RS EEBHEFN. NRFEL Lambda BER

ARG ERR , E8REM.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"workmailmessageflow:GetRawMessageContent"
]I
"Resource": "arn:aws:workmailmessageflow:us-
east-1:111122223333:message/organization/*",
"Effect": "Allow"
}

B LLERERIFFAE R incoming (BA) MABER AR outgoing (BH) , REFAEZKEE

B, EEHTUMAEE , 55 ARN FEARER incoming | outgoing.
DT EHBERER FTHEAMB A SN FEUE,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Action": [
"workmailmessageflow:GetRawMessageContent"
1,
"Resource": "arn:aws:workmailmessageflow:us-

east-1:111122223333:message/organization/incoming/*",
"Effect": "Allow"

}
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THHFBRERT IAM BR¥ 818 Amazon WorkMail # K FTEEAR{E LA S M TEFEM
EHFEUE AWS IR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"workmailmessageflow:GetRawMessageContent",
"workmailmessageflow:PutRawMessageContent"

1,

"Resource": "arn:aws:workmailmessageflow:us-
east-1:111122223333:message/*",
"Effect": "Allow"

}

AIRE T BFRESRR
EERTEMNREE , SAULNSHHEE F B AR AENT R,
AREFHARERA

1. BERUMLR https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £ &,

MEMERFEE AWS ElE, EERAREERNIF  BERENEEEFE K AREBEESE. 0F
SHHMEE |, 5528 Amazon Web Services — x££ ) [R5,

2. EEEERP  BREES K ARBEEAEBNERE.

3. EEBEBEKP , #FEF Organization settings (#B#5%E). Inbound/Outbound rules (B AMEH#
),

4. FBTE Test configuration CRIGAAHRE) S A BCAIEFHEMBG AW E RN TEE FE M4t

5. EEAE., BTRENEFB4 i SHRINEE,
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BREFEFRESRR

EXBRETBHARERAUN K BFSVIKEM.
BREFBHARESRA

BARRAIF https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail E3£ A&,

-

MEXEFEEFE AWS Bifl, £FXEAREERNYIF  BRIZNEEEE K AREEEST, WF
SHHMEE |, 5528 Amazon Web Services —fix2:E ) [EiE IR,

2. EEEEKT , BEAS A AREZEABNERE.

3. HEEEHIKF , BIE Organization settings (E#E%XE). Inbound/Outbound rules (BA/MEHIR
),

4. BEEURBIARRIEE Remove (BER).
5 HEHRERP , EIE Remove (BRR).

HRIZE FEMHRFI#T DMARC BUXR

ETEHMHPEERRAEERRE (DNS) REUEEALZ S, AURELNEAEEZIERNKE  flM
FEEREIAEE M. DNS ESRBR @S FEEFASRmE. REN - (DMARC) fcék , ELR&EH
BEETBHNAEREEERE. DMARC REESHNBREEEE FHH R BIB DMARC BER
ERENEE, EUNEEREEHEEEABNE FHAHESBIT DMARC BX,

#THY Amazon WorkMail #8#% 78 5% & B DMARC & #I#17,
= ERE R 1T DMARC IhEE

1. BRI https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &

MEXEFEEFE AWS Bif, £XEAREERNYF  BRIZENEEEE K AREEEST, WFE
SHHMEE |, 5528 Amazon Web Services —fix2:E ) [EiE iR,

2. EEEEKT , BEAS A AREZEABNERE.

3. HEEEHIKF , B Organization settings (EMBERE), HMBREE@MEEIHER , YBR—HER5I
BEH,

4. E1E DMARC R5|1HRE , AREERE.
5. #% DMARC sH#TEEBERMNE.
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6. FEIEKHFIFE DMARC BHIFITENHI AR , IS ERRBEFHENREHERE RN
BEAE BN,

7. EBERMF.

= Z B DMARC 81T Zhae
- BEL—EHPHLSER , B4 DMARC BHIHITEEBERMAMNE,

A E FEHEHEH%RKIEN DMARC M RSB 1T

FIE DMARC B H#T R EEHAEEFBHEIBRIBE RS RES  AFHEREELBEN
FRME, WREHEREHBRNEFHARE  CNERETRSFLBEBESEIEFHGY. EERE
RRMHEERENEFBHY , B %K Amazon WorkMail {EBRIAE FBHSHRTH. Ak Bl
EHETHBHEMHEF , REREBEFHEN DMARC BERENEEBEANE FHH.

EREREFBHEHREHEIER DMARC #1728 , 557 Amazon WorkMail R AFAE T
BUHEHILHE. EEXINALNBAFER K BECEKEIBG4SHNERSE LN, NEFHEE
AR , HSMthe section called “EY A E FEHSHC28,

HEEAEFEBHSMARHENRIER DMARC BEHI#IT

1. 1 CloudWatch Insights £# & # Logs (;ic#k) T , i Insights (Insights).
2. SH¥NBRENEFEEE (IEH) | BHUE Amazon WorkMail #B#EH) B 568540, B0 |, /aws/workmail/

events/organization-alias.

ENEEHNREEE,
4. HITLATZE : stats count() by event.dmarcPolicy | filter event.dmarcVerdict == "FAIL"
5. i##E Run query (B{TEH).

FHALAELEHRELER. NEFMEN , F2RELIEEHESR,

TR RCMEL AL

52 Amazon WorkMail #8445 A |14 -

- E AWS IREERAEE FEARESEM.

 # Amazon WorkMail #2#%& R#18ZE AWS Identity and Access Management (IAM) &F o] BUER B
I HY ResourcestE , LA#Z&I¥ Amazon WorkMail 4845 &R/ ZHL
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WNEE Amazon WorkMail EREKEF T FEMER , 55826 Resources, MEFBRBEREFHFEHN
BEZEH , F52 B L Amazon WorkMail EZB A EHHIZE,

Amazon WorkMail B & 7] LAfEE A Amazon WorkMail =12 & E5C4EE
HEBEHTIEZE Amazon WorkMail 48 #4%

1. BARMZR https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &

MEXEFEE AWS EBE, EX2AREERNIIT  BRENMEEBE K ARRBBREET, 0FE
SHMEE |, 5528 Amazon Web Services —fi#2E fi) [EiEEE %2,

ESEERD , BEEE A AREEABNER.

BEER,

¥ Organization tags (fA#ZH) , i##F Add New Tag (FTiEEE),

HEEH|  WABRIIEBRNERE,

(EHR) 7 Value () # , B AZBNE,

(ER) EESR 46, BESEBMEETENER. BHZTIHIE 50 BER.
BERE , URTFEE,

© N o g b~ 0w DN

0] LATE Amazon WorkMail 348 iR AN HESER,

FAZE A Bt LA AWS SDK 5 AWS Command Line Interface () Z5C#HMBAWS CLI, TR
& , 5526 Amazon WorkMail APl TagResource2# 5 UntagResource S EFH
ListTagsForResource. AWS CLI #l &%, Amazon WorkMail

& LABERS 5 ) Amazon WorkMail 12 A& RSB RER.
#& Amazon WorkMail #R &% MREH

1. BRI https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £#2 &,

MEXEFEE AWS B, EF2AREERNIIF  BROENMEEBEE 6 ARARBEET, 0FE
SHMEE |, 552 Amazon Web Services —fif¥2E F) [EiE 2,

2. EEBEERT ,BREAS  ARBRBEBNER.

3. EBEER,

4. ¥ Organization tags ((EBIER) , BEEBRZEEZEMN Remove (BER).
5. BERXKFBEFLNEE,
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f5£ Fl 7 Bz il AR Al

Amazon WorkMail B9 ZERIZE SR B v EEE S5 5 HAB £ A & MERA e NS Amazon
WorkMail HWZEUE, BB Amazon WorkMail fE#&EE TR EFEEIRFIR A , A EHEFIRER THE
ZHBNMEEAENERAR  SREUMAEATEFTEEAGES IP thit, EESURERFER
BCWES—ERBERTERA A, #1857 B MRS A,

/A Warning
MREESMBREBNATEFEIRSEIFR A , Amazon WorkMail & SH#EEE N FTEFEL

EEETUREBETIENERAHNIEERFINFIUEHRA
- BABE - AREFIRERENBABE, @625
Autodiscover, EWS, IMAP, SMTP. ActiveSync, ERARM Windows #J Outlook 1 Webmail,
« IP ik — FIRFEUEFERY IPv4 CIDR SBE
 Amazon WorkMail fEfi ¥ - B ARFERERNERE.
- KA -EBPARFRERENERAR., WEFHEN A F2REEREASC,

BRYERENERNERRER 2 , EEEESEAFIRGRA. WEFHREA ,
{Amazon WorkMail ERE1EmE) FRVEAERET A ML HE R RN E R R,

s
W%
dn

(® Note

« BEEA Outlook for Windows FYZEUVEERS | B ZE B EUA Autodiscover 1 EWS #Y1FER
.

 FHEUE SR BB A M Amazon WorkMail £33 A5 SDK £H, FEA AWS Identity and
Access Management (IAM) AERBE. WFFMENR , F2/BAmazon WorkMail B & 5
MEREE,

B FHEEER A

#& Amazon WorkMail 32 &2 FHWFEUZR IR A,
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BRI FEER SR A

1. BRI R https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &

MEXEFEE AWS EBifl, EXHAREERNY S  BRIZENESEE K ARREEEST, WFE
4B , 5528 Amazon Web Services — g2 ) [2iF a2,

EESEERT , BEEER K AREEHEEBNER.
i#1Z Access Control List (fZEUZ 435 Al),
BEEVRAL

¥ Description (JiR) , B8 AR BV #ER,

HR Effect (AR) , FFIERE Allow (727F) = Deny (#8), ESRIFEE T I T RP B R 12
ATEIEREFE.

7. HRURAEAR .. WER , FENEZEAZHAUNGKRYE SRR3R ERSEBRA L
E. IP it fFERE K I2EEAE,

8. (ER) MmRL@MAIPiEHE, EFREIREAE  FRENEUEETEERA,
9. EEEVRA

2

fim 85 T B4 1 357 A
£ Amazon WorkMail 2 & fREFH N MFERFEUEFHR A,

im 85 17 B2 B 75

1. BRI R https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &

MEXEFEE AWS EBif, EXHAREERNY S  BRIENEEEE K ARREEEST, WFE
4B , 5528 Amazon Web Services — g2 ) [2iF a2,

2. ESEERT , EZEFER  AREEHEEBNER.
3. i##ZE Access Control List (fZEUZ 435 Al),

4. EMEHFENHRA,

5. EEFRE\ERI,

6. BEEREMB. BRMEH

7. BERETEEE,
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/A Important
ERBEFIRAN  SHENCERUATEIIENKETRERENENKRA, TR
EEENAFPRELBMBAREET T —3NTA. T8, EGRANERRE K SRR
H1TA. IFEAERUNFRET  F2RT —HHHNLR,.

A5 1 N A5 B
EEEEMAEAAMNFIRHRR , #H Amazon WorkMail iR & MR
R RAR R0 T B R R

1. BB https : //https://console.aws.amazon.com/workmail/ # Amazon WorkMail 3£ &

MEXEFEE AWS Bif, EXHAREERNY S  BRIZENESEE K ARREEET, WFE
HH4EE , 5528 Amazon Web Services — g2 ) [EiF a2,

EEEERT , BEEER K AREEHEBNER.

i#1ZE Access Control List (fZEUZ %38 Al),

EEAEAA,

1 Request context (ERAR) # , FEWMERFEBABE,
£ Source IP address (3R IP #bit) & |, # A ZRIEM IP it
$#HY MITHHER , EREEAENEAEIREAG,
EMZAENERESERAE,

EiEaE.

© ©®© N o o K~ D

RIS RE HIRE Effect (AR) To
il Bk 77 B 42 1 57 A

& Amazon WorkMail 2 &M BEENFIUEFR A,

/A Warning
MREESMBREBNATEFEIRHIR A , Amazon WorkMail & #H#EEE N FTEFEL
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it B 17 E 22 15 48

1. BRI R https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &

MEXEFEE AWS EBE, EX2AREERNIIG  BRENMEEBE K ARRBBREET, NFE
SHMEE |, 5528 Amazon Web Services —fi#2E fi) [EiEEE 52,

ESEERD , BEEE  AREEABNER.
i#IZ Access Control List (fZEvZ#I38 Al),
EEEMIBRAYAR B,

iZ1Z Delete rule (MBX#E Al),

BEE MR,

o o kw0 N

REERREFBR

&R LA % Amazon WorkMaiI HREECHERERR. RERRSELRENHE R , BBRERE
EREMBREFHAAS. EUTNEEEEAREBRNEEERR, A, KUNEERTESTEMN
BERIRER ETHE’JﬁéaBZ%O EHARERREEAEHABTHEEAEERTENNER R, FHEE
EBEBREBR,

REFEREBRE

1. BRI https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &

MEXEFEE AWS EBlE, EX2AREERNIIF  BRGENMEEBE K ARRBEET, 0FE
SHHMEER |, 5528 Amazon Web Services —fix2:E i [Ei5 K2,

2. HEEHRKT , BEAR  AREBEHEHBNEE,
3. i#iZ Retention policy (fREBK).

4. &% Folder actions (BRI R ENE) , ERMETEEBRPNEEESHER KEEMN Delete (MER) =
Permanently delete (K A MIBR).

5. WMARRETFHBHAE Y , SEFBHFNERZESREAEHERNRPNKE,
6. BERME.

AENEBERREBOREE 48 MF, MREBEMBRERKENE , FHE TR Amazon
WorkMail Web ERRERAMEZENAFHRERCMHBRAEFEHBHAL, NRERZBXKAMEBRER RE
£, EFBHAEEMRESELER,

REFHEREBER FRA 1.0 142


https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html
https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html

Amazon WorkMail EESER

REBRREBENRBEUNRY, EXIBBEENKAAER, HlU , MRFRFBRE —FRMER
HE , ABRERERY N EXEZEE RNEEN BHRATERERE. EFZEEFERIBERN
AHEE,
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{5E A 330

B A LASRE Amazon WorkMail £ BET#EE ., St USRS AEBTERE , WA
AutoDiscover for Microsoft Outlook,

&

- ¥IEBHEE

- BEREE

- BEERES

- ERFEEE

« A AutoDiscover 3R 5% i i B
. RERES S BER

- LA SPF BBEHWEFE 4

- REHF] "HFHAL B

B A

BHRZ AL 100 BB #HT 8 E Amazon WorkMail #B#%. =& i8#8156F , Amazon Simple Email
Service (Amazon SESEAREBRE HEFMBEREF 2B K, &R ZE Amazon WorkMail FEUE
HWFTE Amazon SES B BE , YA EKEFHBHERERZELNBE. ZHUUEEFHBHE
¥ E E BB

(® Note

REEBR , BEZAE <postmastere> M <abusee> WAIBFMBEFMERE, WREFE
EEPNBEEERERREEIELRANEMY , BAILRELR BRI D EEE

B8 B RT#EERE Amazon WorkMail #E#8i6F , 38501 T 515 B85 DNS LM EIE -
- ¥ MX M B BRE CNAME % , RFEZHKFERRE (TTL) EFRE S 3600, A TTL AIHEMRER
EEEHELEHRNEBREHE 2R , FNEBAHRARBSTISEABRIENN MX iL#%.

- ERENFERAENDBREA K REBRNERBEHR , CEZEHN MX BHEUBKBEE FH4EXE
Amazon WorkMail, DNS fe8k M EHE L A REEE 48 /NEFREE,
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- AL DNS #ftEEEmE A B/KAEEBH NS DNS RB&ENER. MECSISBEESR

HHIEEE , HIW _amazonses.example.com , AIRESEBBIHBREE  EMEL

_amazonses.example.com.example.com, %Tiﬁﬁiﬁ% BEEHKEBEBAER , BFMATR () 2
DNS C#HPMREEBERER. ESMEMN DNS HEREHESERTLEE , EFBHEBES
FAEY, MRt ARy IE DNS EEREK NN BEE B,

- ERNEHEBISWEER. KBEEAMN DNS IR , HEEB IR ESKLEMMEMER DNS &2

%o

« 37 DNS 5287 , 55:812 Amazon WorkMail £ 4 PN EHBRIBE R , UEEHRERENGEE

H, MEREBRANFMAET  FSEBREEE,.

- BELSISMEREAMAIL FROMMEE., EEA iOS #£ERKA AutoDiscover , BB MBERE

BMAIL FROM%ﬁijzo RO LAE TR ARG EERFTEEMAIL FROMBIZAIAREE, WMEH
MER  F2RREER] "SH AL #E,

g

1.

EAAWS EEIEA WHABMR https : //https://console.aws.amazon.com/workmail/ 9
Amazon WorkMail £ 4&,

MENXERFEE AWS EfE, EERAREERNIIG  BEEENEEFE K AREEESE., 0F
SHMMER |, 552E Amazon Web Services —fi§2# ) [Ei7 ik 5,

EEBESEET , BEER K ARRELEMNB/ENAREE.
EEEERT , BEEE , ARBETERH.
EHMEREGER L  WAREEE, MEASBEARESELSHT X (ASCIl) F7t.

(® Note
WMRIEBEE Amazon Route 53 N EFEEREFEENRE , BuUARER@G AREEHE
RHERN TR EEPETIEE,
BEIIEAE,

EHEFEEIHER |, 5| HTHEER DNS fictk. REERLH I AR TIIER !

- HEEEEE

« WorkMail 485

- WELEMH

- WEEFBHRM
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BEERREEE —HZME DNS ik , MASEREHERTIREE, TIRERRTCHERATA
HYRRE(E

TXT EE#E
CEE - B CHETNEE,
BIE — o8 KRBT

KB - BEREHERE, BBETHAIREEZFE.
MX WorkMail #H&E

B - LSO HTL .

BEX - ERBATRE %,

F—H - EFHESHEHNEE.
AutoDiscover

B - LSO HET M.

BEX - ERBATRE R,

F—H - EFGAABHEE.

® Note

AutoDiscover BiE 2 th @2 AutoDiscover RERABLEHE. EFSRISERERHN
fAREERE. BBTRE , REMPECRFESSHRKEKZIGEHR. B LUEBRIBEY
B Verified £, EEMLERREAEFBEE. MF AutoDiscover BRI FFMET |,
528 A AutoDiscover XEERE ik o

DKIM CNAME
EBRE - ’oi S BT MERE.

F1E - Ros&k i RER R
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AU - BrRIHEAE, BETHTIREEZFN

WMNE DKIM ZHBHHAE |, 5528 (Amazon Simple Email Service BI# A E5/)
Amazon SES A DKIM B3 E F# 4,

SPF TXT

B - LSO HET M.
BEX - ERBETRE %,
F—H - EFHESHEHNELE.

0% SPF RBIRMEET , HLULL SPF BEANETEE,
DMARC TXT

B - LSO HET M.
BEX - ERBATRE R,
F—H - EFHE AN

FE Amazon WorkMail ## DMARC EimEFMEM , F2E (Amazon Simple Email Service
R ABIER) PHEA Amazon SES iE1& DMARC,

TXT MAIL FROM #313

B - LSO HET M.
FE - Ros&k i KRB

AY - EEREHEARE, KHETHTIREEEFE
MX MAIL FROM #a15;

B - LSO ET M.
BEX - ERBATRE %,

F—H - EFHESHEHNELE.
7. #$ET—ESR , RIBECLAE DNS HEMRIZFBEENBE.
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R &E A Route 53 #1F

- EEMEIEN , EEHE Route 53 FE B EH

MREFERE M DNS HERS

- BREFILGHILTEE DNS HERS. BANAERRTLH , - NEREE, EEAER
Rickx  FEELTER, ESEUSTIUEA DNS #HEMNEREE, #E—RER—EK
%, FRECEEESNERTHR  RARESEF TS DNS HEM.

8. EEENREETESEMESELEKNRE, EFEB Amazon WorkMail 2= B E A ENEER
M EAERE

BRESE

ELTBRERSR  AJLRRE. T8 , EL4ALEMBREAZBEMARLEF BB AVEAEAR
Bl

EBREE

1. BERULM https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £#2 A&,

MEXEFEEFE AWS Bifl, £XEAREERNYIF  BRIZNEEEE K AREEEST, WFE
B, F2E O PMEEE B2 Amazon Web Services — &2,

2. EEEEKT , BEAS A AREZABNERE.
3. EMEBEYT , BHEEBEENKETRARERE Remove (IER).
4. EBRBEBYHFEART  BAEZBRNBEEE K RARBEBK.

ESESERE The

B VR EB SRR B E R AR P ER ENFENARBE. ERAAARTELERANE
FEF .

ERPEFATER

1. BRI R https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &
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MEXEFEE AWS BE, EFZEAREERNIIF  BROGENMEEBE 6 ARBEET, 0FE
HMMEE , B2l ) BHWEE BB % 2 Amazon Web Services —fi&Z2%&,

2. EEEEKT , BEAR A AREZABNERE.
3. HEMEBEYF , ERNLECMANBEEEBEINEMAR , RAREFRATER.

Ba e

1£ Amazon WorkMail A& Hi8EE 2% , BAERFERE, REBEEHSEIEHEERE Y& EFE
A Amazon WorkMail 1A #8131y & 7 B4 IR 75 o

&I LAFE DNS BRI #TI8 TXT M MX e RERFEMIE. TXT 5ok oI BRIEAHREE T8 = DNS iR
%, MX iRk EiREEABFRARER,

O LAfE R Amazon SES =AM TXT f MX 52k , REFEH Amazon WorkMail 18 & AGic &5
8 ZE DNS k., FERT LB,
B TXT 1 MX 528%

1. BB Amazon SES F# & , it A https://console.aws.amazon.com/ses/o

2. HEBERT , RERE  ARBERIHNEL.

RN R B SRR H R,
3. EMIFA|F , MALE FEEIERPEINBEEHEE.
4. (EA) mREEEFEH DomainKeys & BIEH (DKIM) |, FEIZEVE4L DKIM 52 EZET Ho
5. i##ZE Verify This Domain (B2 LL#813),

FHEAEHER TXT M MX GR#REFE,
6. EEMUR TXT FETHWTHREERES CSV ER,

SEMEHELSRENHER. BETENVLE , RRBERT
7. FRTEMN CSVERIERHAMAEAR,

BY TXT M MX fe&#& , B eM#HE=E DNS HEm, T35 REM Route 53, MREERT
E#Y DNS €/ , (BT MEMMHTIEEE R |, A2 R HEEmIN T,
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1. BAAWS BEEXEA WHEK Route 53 1A |, #8iLA https : //https:/
console.aws.amazon.com/route53/,

2. EEESEHET , #IF Hosted Zones (FREEEH), AR , ERECERE CBEZNREBRE,
3. ft#3IAY DNS R&BES  BEEAREER,
4. HEESERT , SERNCEHMIIXFAIRF, ERFEGEIMENFEIRT A,
5. MTHRBERERLE , RREZFEA,
(® Note

REZFE 72 MEARETHBERRF.

/5 DNS RISERTE TXT 24 MX 528k

A RBRR CHERMEN TXT idék , © EfRMEEEM DNS R, LWREFFERA nslookup TE |
B A Windows H Linux., £ Linux £ , WA LAEA digs.

HEMEMH nslookupT & | BAAXSKRAEEERHERBER DNS ARE. AR A LEHELARK
SRR TXT ic#k. BAILAEBMEA DNS AR , RAELMAK:RTEMFup-to-date, ELEF
EBE H Mt DNS fa ka8 TR E — LF .

{F F nslookup RFESRIEH TXT L CH I8 E &K DNS RIS
1. SEAESNBBARKES :

a. BB&GHERTIET (Windows) Si#&im# (Linux).
b. #TTIWHS , SHAZNBEHRUBEENFTEEBAMKSE. UENBFHENR

example.com,

nslookup -type=NS example.com
ERET—ESRIEHEP —EE2BAKREE.
2. WEFCIEFEHIE Amazon WorkMail TXT 5.

a. HITTHGS , & example. com MR BEHME |, 14§ ns1.name-server.net B A
TR 1 NEBRARSE.

£/ DNS FR#EERTE TXT io&M MX o 7 1.0 150
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nslookup -type=TXT _amazonses.example.com nsl.name-server.net

b. R WEFETRN "text ="F&Enslookup., R FERE Amazon WorkMail EZEEFE
BEFMEBFEPREN TXT &,

ETYEH|F | BEEEEF _amazonses.example.com B TXT 588 , HEA fmxqxT/
icOYx4aA/bEUrDPMeax9/s3frblS+niixmgk=, MRGEEEHCHE A oS E T HE
o

_amazonses.example.com text = "fmxgxT/ic0Yx4aA/bEUrDPMeax9/s3frblS+niixmgk="

£/ dig REEFREH TXT LB CHIEE A DNS R¥E

1. BRI TR B

2. BITTHHSRI LS TXT foék. UEHRFEM example. com,
dig +short example.com txt

3. ERADTHETXTHRENFREGTEEE Amazon WorkMail 3= &R Verified Senders 758 i
BB R B 2 TXT B,

{# F nslookup RERHEH MX SC8& S #T18 E &/ DNS RIS

1. SREWENEERRES
a. Eﬁﬁiﬁ‘%jﬁv_\o

b. HMITTHHS , FHERHHATEZBARSS.
nslookup -type=NS example.com
ERET —ESRIPEREP —EZBRRR
2. FEFY MX RoskE EHESTIE

a. HMAITHSE, & example. com MR BB , X#& ns1.name-server.net B A
BaLt—ESRPBANEP—EEBRKE.
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nslookup -type=MX example.com nsl.name-server.net

b. FEEHEGSTF , BEFREEL mail exchange = BANFRHFEUTHHP—EE :
EZERE (MEEEILE ) EiH - 10 inbound-smtp.us-east-1.amazonaws.com
EERAEZ (RE$HM ) EE - 10 inbound-smtp.us-west-2.amazonaws.com

BN ( ZF® ) E1E -10 inbound-smtp.eu-west-1.amazonaws.com

(® Note
10 K&k MX fRiF BENETIEF.

£/ dig REEFVER MX FE &k C #i8 =8/ DNS R

1. FARRKE ImEE TR B
2. BT S RYHERZEA MX Bk

dig +short example.com mx

3. FATEREEE MX BAMZFHEMSUTHP—EE :
ZERE (MEEEILE ) EiE -10 inbound-smtp.us-east-1.amazonaws.com
ZEREE (REE ) EF - 10 inbound-smtp.us-west-2.amazonaws.com
BN ( EWE ) B - 10 inbound-smtp.eu-west-1.amazonaws.com

(@ Note
10 K&k MX RiF BESETIERF.

w1 B R R R

EERUBIHBERINERBEE

nl‘ﬂ
W%

2B TIER
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&1 DNS BRIE T 7T TXT ek B WP RV KR

_amazonses & TXT LB HBERE
EBREZRRBFMERNRESE , EFEEZEEEGHERBEA TXT fidék

MREE DNS BRBF AR EEASEREH TXT ii& , AEATHEP —ERREE .

- (EE) WMREH DNS BB A , B EERRE TXT ic&k. filan , WREH DNS H
Amazon Route 53 B3 , LA RHEEM TXT LR EZSEE , WTAR :
1. 7 Route 53 =247 , BEFLEE —EEREPRIMHERETIER _amazonses TXT Lk,
2. 7 Value ({B) ¥ , £ —E{E& X Enter &,
3. MBHMEEMNE , YREFLLHEE.

- MRBIAFTERIMI MK , BUILERTE_amazonsesH A B TXT 5tk , REELEKS
#_amazonsesH RIS —ETE WL , UBRE—IX,

Amazon WorkMail F=12 & 3R & #8155 % K B

Amazon WorkMail ¥ 2| DNS BRIEFFEM TXT iitfk. BRETMERF , BRSLEN TXT 82 E
I8 =8 DNS RIS A DNS IRIGER T TXT 2848 MX icé.

&HY DNS HIERI S MAE & B I E TXT SRS R

HBEEESRE BB TXT 528 , fI0 _amazonses.example.com , AIRESEHFIHEZBEE |
{5140 _amazonses.example.com.example.com, &7 BZRHEBELEFZIBANESE , FMATE
() ETXT BEFFHNREERERE, ESQEHN DNS HEFIEHIEHZEBTEEE , B TXTRE
AP EEREEE,

Amazon WorkMail ¥ MX 528 —H

REENEHARI[EBRE , MX BB TAESEED T —BHRE, EFEHN MX iBt&liEm
Amazon WorkMail , A 2IE R e B4 E RS, E5% =5 E FEH4REE Amazon WorkMail
BEFERE K MXZHtEERAT -, NREREERER , BAROABT—REL,

B AutoDiscover 3R E% iE i 24

AutoDiscover T & {E F F &0 E F B4 it it M B TFREXE Microsoft Outlook MITEN A Fik. REE
#EFEEE Amazon WorkMail BY:E#R , W ELEBEim MR ERENAMERE, kI, AutoDiscover A%
B A P imERAHE M Amazon WorkMail Zheg , FlanEEsR @Ak, Out-of-OfficeBIIE , UREITEEH

B R E/ TR IhEE,
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BB im#1T LT AutoDiscover B& Ex LA {5 58I{q) AR 25 i 26 URL :

- B 1- AFImEY i Active Directory $1TZ £ ERBAWE (SCP) . MREVAFWRIZE
A KA , Al AutoDiscover B§iB b 5 B8,

- BEER 2- FAFIHEEFERETY URLs ERBER, EL B RBEMER HTTPS,
* https : //company . t ld/autodiscover/autodiscover.xml

* https://autodiscover.company . t L d/autodiscover/autodiscover.xml

- PEER 3 - A FiR#11T DNS &L autodiscover.company.tid , 3 {5 & K E 7 B4 o ik A& R &
EEMN GET BREXZ/TEN RS, WRARSFERE—E 302 ENED , AF RS HHEEN
HTTPS um 2 B #{#i% AutoDiscover BIEERK.

MRFIBELHEEAY , ABELEBRERAFR. ARFERETHRENFMAES K F2EFDHE

BEENEE.,

B RSB 8 E Amazon WorkMail B , RIA IR TEHE AutoDiscover DNS FRE&FTIE E R AVIRH
%, ETZE A Fim#{T AutoDiscover BFHIEER 3. T8 , EXES BT ERRMETHEE |, HlMk
= Android EFHYHERARER. Bt , BAEFEEFEEETE AutoDiscover BEER 2,

AT LAME R TR 55 R REREMAIERY AutoDiscover BEER 2 :

( 25 ) £/ Route 53 #l Amazon CloudFront

® Note

T3 FERREA I A https://autodiscover.company . t 1d/autodiscover/autodiscover.xml 237
RIB, EBEEI https : //company . t1d/autodiscover/autodiscover.xml BIRE | FBETHIZ
B BR\EMNautodiscover . £ 8,

f£H CloudFront #1 Route 53 AIRE B E4XEMA., NMEERAEEMNFMEENR , 28 Amazon
CloudFront ZEf&H1 Amazon Route 53 EfE,

£ A Route 53 1 CloudFront B{A AutoDiscover BER 2

1. HW18 autodiscover.company . t1d B9 SSL B , WHEH L EZE AWS Identity and Access
Management (IAM) 2% AWS Certificate Manager. MEFMEF , FSH (AM FEHEER) &
i 55 F A ARES /7% , SLAWS Certificate Manager  fEF&EE®) FH AN,

2. B CloudFront 94 :
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1. £ https://console.aws.amazon.com/cloudfront/v4/home FFIRL CloudFront £ &,
2. EEEBE KT |, #IZF Distributions (7).
3. ##Z Create Distribution (3 % f).
4. E Web T , BERKRER,
5. ERAMAMRBRFRES , WA TIIE
- RInBEEE - LESNEERSEERE

- EFHERI (HFEEILE ) — autodiscover-service.mail.us-

east-1.awsapps.com

- XEAEE (HEEM ) — autodiscover-service.mail.us-west-2.awsapps.com

- BUM ( ZF® ) — autodiscover-service.mail.eu-west-1.awsapps.com

. FIRBAHGEEEK - FTEMNBEKR : Match Viewer

® Note
BREBREREZRH. F2E2ERKARSR D WEBEAE,

6. EFEBRRIITARET , ASHNEZERMTIE
« Viewer Protocol Policy (#2412 285 B EBUR) : & HTTPS

- Allowed HTTP Methods (#2289 HTTP 153%)
GET. HEAD, OPTIONS. PUT. POST. PATCH. DELETE

« Cache Based on Selected Request Headers (IRIFZEAIFEREBFRE) : FTE
- Forward Cookies (#i% Cookies) : FiE
* Query String Forwarding and Caching (& FRENEHFH) : & (BFAHRE)
« Smooth Streaming : &
« Restrict Viewer Access (FREIRIZFZER) : &
7. #84 Distribution Settings (2 #iF%E) HEUATHE :
* Price Class (B#%#&k) : REFERAXE. MEXFMEM

- HWHIMERAMAEE (CNAMEs) , B A autodiscover.company. tld=i company.tld , &
R company.tld RENBIEE R,

- SSL B : BHFI SSL BFE (FEHEIAMH )
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« Custom SSL Client Support (B 5] SSL A Fiwx18) : i#Z All Clients (Ff8 B Fi%) = Only
Clients that Support Server Name Indication (SNI) (RFER X B FIREE & B R (SN) WAE
U%)o BEhR Android FIRERE ANE & REE,

® Note
R ZERE Al Clients (FTE A Fiw) , 78R & Default Root Object (AR H) Z2
Ho

- Logging (F2&%) : i#1E On (BERR) = Off (E8kf). £ LA &,

- 7£ Comment (&F##) # , B A AutoDiscover type2 for
autodiscover.company. tld

- DEARRE  BIBCRA,
8. 1##Z Create Distribution (23 % 7).
3. 7 Route 53 =& F , B , KR ABNBRAERREEBEEM CloudFront % i,

® Note

18 L BRRE% example.com Y DNS 28k FEE £ Route 53 £, WMREFRFEA Route 53 ,
EEfE DNS HEEEBE T RATHRERF.

1. EXEANEEERT , BEERERSE. AREEAH.

EREEES , BRELEFANATSERE,

RSP | BEEIRLE,

EREREVCHET , RETIIBH

- ERHEBBT , BARENERE,

ERABET , EREZEH,

BERNEZBEUEHRR. B ERRARBUKER , BESEKES,
HERRHBEFESD , BEA- BREKBT IPv4 it —L& AWS &R,
EEFHNBBRRES , EE CloudFront 7 #HY Bl &,

EENRSLREBRINENKBARETH. EXFHEFEA CloudFront 7 KB, &b
AJEATEREVE & 5 SRR RV B B HIEE 2 e,

A w0 D
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{5 Apache Web falfR25

T3S BRER A an{a] 55 A Apache Web fAIfR28 A& https://autodiscover.company . t 1d/autodiscover/
autodiscover.xml B3R IE, EEE I https : //company . t1d/autodiscover/autodiscover.xml B 1%
B, 558BR Tautodiscovers » FERAME , KU TT R,

iE M Apache web fal i85 B A AutoDiscover B&ER 2
1. TERUA SSL #9 Apache fAIfRES EHITTHIES -

SSLProxyEngine on ProxyPass /autodiscover/autodiscover.xml https://autodiscover-
service.mail.REGION.awsapps.com/autodiscover/autodiscover.xml

2. HREZERATY Apache #&E#, MREBTFHESE , 5826 Apache FRH :

* proxy
* proxy_http
* socache_shmcb

* ssl

SRS A S FE BT AutoDiscover EYAERIEER , FS BT — &,
AutoDiscover BEE& 2 tHfEES

A AutoDiscover 2 DNS % , A LRI AutoDiscover imEhHAE, MR B O FERTEIHE |
Bl LR EBENGERASDIE,

ETEARRERENE

1. RERIBHEETAREEMN POST 555k = AutoDiscover % 2,

$ curl -X POST -v https://autodiscover.''company.tld''/autodiscover/
autodiscover.xml

MREHNIREEREIET  EBZXE2EEL401 unauthorizedAE |, I T HEHIFFR :

$ curl -X POST -v https://autodiscover.''company.tld''/autodiscover/
autodiscover.xml
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HTTP/1.1 401 Unauthorized

2. #F  AFEELEM AutoDiscover 7K. AT XML ABRE L request.xmlig% :

<?xml version="1.0" encoding="utf-8"?>

<Autodiscover xmlns="http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
requestschema/2006">
<Request>
<EMailAddress>testuser@company.tld</EMailAddress>
<AcceptableResponseSchema>
http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
responseschema/2006
</AcceptableResponseSchema>
</Request>
</Autodiscover>

3. FEAMEEIrequest. xmlWWER , I mimRiE H 2 BRFEM AutoDiscover 7K. FBELEAH
testuser@company.tld B AE XN E FE bt

$ curl -d erequest.xml -u testuser@company.tld -v https://autodiscover.company.tld/
autodiscover/autodiscover.xml

MRIEFHEERERE , HESBREGETHSEFIEL

$ curl -d @erequest.xml -u testuser@company.tld -v https://autodiscover.company.tld/
autodiscover/autodiscover.xml

Enter host password for user 'testuser@company.tld':
<?xml version="1.0" encoding="UTF-8"7?>
<Autodiscover xmlns="http://schemas.microsoft.com/exchange/autodiscover/
responseschema/2006" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<Response xmlns="http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
responseschema/2006">
<Culture>en:us</Culture>
<User>
<DisplayName>Userl</DisplayName>
<EMailAddress>testuser@company.tld</EMailAddress>
</User>
<Action>
<Settings>
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<Server>
<Type>MobileSync</Type>
<Url>https://mobile.mail.us-east-1.awsapps.com/Microsoft-Server-
ActiveSync</Url>
<Name>https://mobile.mail.us-east-1.awsapps.com/Microsoft-Server-
ActiveSync</Name>
</Server>
</Settings>
</Action>
</Response>

AmEE A & 0 R

BEE P BEREREETEHHIIENTT , fINEFRELEFEHEHAE, HlWn , B LEEFEHER
E @ ZE Amazon WorkMail #8189 £ E 7 B4 41k

® Note

B 2022 £ 4 A 1 B2 , Amazon WorkMail BI2A 55 A BRI = BEHE1TIRHE , M3IE AWS IRF £
B, MREE 2022 F 4 A1 Az aiigE , RIsee B ER AWS iIREFXBETRENE
BX, B2kt , BEREEFHARTNBR, FAHHNSRRPNMAET. EHNEBRSEER
HIEEEEEEEE B,

REEFEHBE] Amazon SES BUERER | T EEEFELL B, MREMFEH BT Amazon SES BUR |,
BIXEBITEHR. WEFMAET , F2EATEHE] Amazon SES [REFEBIBEHBEDN .

/A Important
AABRAEENMEE. MREEEMY  SETEBERE. CERATEENRARBNRESE,

EHEE S D BE

1. BRI https : //https://console.aws.amazon.com/workmail/ # Amazon WorkMail E3£ A&,

MEXE  FEFE AWS B, EZEAMN , FRBESHRAANENESEE K RRBEME
HEE, NEERESWFEMER , F2H ) PWEE FixEAmazon Web Services —fi#2 %,
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3. EEEHEKT , BEHEE,
4., REVERECEZEHFWANREERE K ARBEHNEEE.
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6. HHEBTRRNBBERISR 3-5,

HET Amazon SES BRI R AIBUER

RS BFT Amazon SES BUR |, SRR 56| SR RISV

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AuthorizeWorkMail",
"Effect": "Allow",
"Principal": {

"Service": "workmail.REGION.amazonaws.com"
},
"Action": [

"ses:*"
1,

"Resource": "arn:aws:ses:us-east-1:111122223333:identity/WORKMAIL -
DOMAIN-NAME",
"Condition": {
"ArnEquals": {
"aws:SourceArn'": "arn:aws:workmail:us-
east-1:111122223333:0rganization/WORKMAIL_ORGANIZATION_ID"
}
}
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BEET THEEAL B

RIZFEER , Amazon WorkMail &{FF amazonses.com H F#@1E i B/ T E FEHHIMAIL FROMAE
. MRBEE LW DMARC BURESH Y SPF BRE , EAREEERR AN, BEMRILEE , BFEE
B WREEREAMAIL FROMMBE . BE T HRINMAKE FEAHBIEEEAMAIL FROMBE , #2828
{Amazon Simple Email Service HE& A&1E/8) PHHEHR] "FHAL @,

/A Important
B85 i0S &£ BREUA AutoDiscover B | EEHET "HFH AL M,

MFBEFIMAIL FROMABEBEIFEMER |

%

2B Amazon SES BEXEHF] "HFHAL M.
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- EEEAERR
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- ERFEAERR
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- BARESINENEFEHHG

WRERERE

BRERERE
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MEXEFEE AWS Bif, £XBAREERNY S  BRIZENESEE K ARREEEST, WE
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2. EEEBEERT , REER K ARBEHENEE.
3. EEEERT , RECAE
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MBERE
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FERER. TE%EE , 31 macOS = PC LA Microsoft Outlook & A fM1ZELE B4,

EEMBERE

1. BRI https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £## &

MAELE , FEEAWS EBE, £EXZARERRNSIT , RRENESFE K RAREEFEEH. W
EFMEN , 52[B Amazon Web Services —#82#& By [EiFHEIRE .

2. HEEEERT , REER K RAREBELENBEAZHER.
3. HEEBENRT , BEFEMHE K RARBENEERE,

gEREEmBEAIHR,

4. HEFERABFHEATHEAEZBMALD GACRHERRE, EROSLRAEEFEHAu A5
. MREHEFEAEREFEHERBETIRANE B4t |, BTREE T B4 ub M.

(ER ) ERFNERSRPBACREN S K,
HERNEBAIAT K BAERENERERE.
HETBFBUSHRT  BEXEFHARERBAS —@EBIR.

RIBTER , FRESRETESEMIDEED, FER2HMUFETFRBERE  FEKREREE
H 3t B BB EN T B

9. BEWMAEMUEH A BEAEMEAEBNERERSE,
10. ERWBRET , EEBNEEBRR I RP WA LA ENRR,
1. BENEERE,

© N o O

RRRERE

B 181 Amazon WorkMail E2$8#9/2 T Active Directory AR | HIEH Simple AD B+ E2E A/
EAER , &7 LLE Amazon WorkMail REAFIELFERE., BEAILUKB TSR  EFRAHEHKRE
EEANERE,

RRRAEMZE
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MEXE  FEFAWS B, EXRAEEERNYIS | BRZNEESEE K ARBREESE, m
EHME , 52 Amazon Web Services —fi#2£ iy [EiEEEiH 2,

2. EEEEKT , BEAR A ARZEECERACEAENER,
3. EEEERT , RECAE

EREREREER. A, FRANRRERERENERERFEREIBES.
4. REFEFAKRFNEREREY , BENEERACERAENEIRAR  AREZMA,

RAEREYFE L RERLE,
5. REERANSESEACHENTIEE FHA LI , RRBERMA.

EBRMFERERNR

B ERBREAENEFBHRSE
HETEMFRBNEEERE

1. BRI https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £# &

MEXEFEEFE AWS Bifl, £FXEAREERNYF  BRIZNEEEE K AREEEST, WF
SHHMEER |, 552 Amazon Web Services —fix2:E ) [EiE %,

2. HEEBERT , BREER K ARBELESEFRCAENEBERE,
3. HEEBERT , REEMHE , RARENCENEBRIENEARAERHE,
4. HEEREBFMEAERTD  BERERER,

5. ERIBREIEET , BEEFEEE.

6. HERIBFEF , WMARIA,

7. EERIBEE,

8. EEHE,

RERAEBRETEHMAR S

1. BRUIR https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £& &

MEXEFEEFE AWS Bifl, £FXEAREERNYF  BRIZNEEEE K AREEEST, WF
SHHMEE |, 552 Amazon Web Services —fix2:E ) [EiE iR,
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HEEERTD  BEER K RRBRELERTBREAENEBERE,
HEBERTD  BECERE K ARBELERPBRIENEAERR,
HEMAEFBEARRT , BEH B RIER,

ERIBREIFERT , SHHEEBRN B RIEUT .
RERBREBIA .

EBRBBRES , BEBR,

FREME

B L EREREBPNEMERE, ERERERAER , cEVEREEFN, FRHEIB 30 XH
FERERR Amazon WorkMail F IR EWHEE,

1.

BRI https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £ &,

MELE  FEEAWS B, EXZARERRNIIT , BRENESEE , RRREFEH, W
EFMERR , 75260 Amazon Web Services — 2% Y [EiF 8K,

2. EEHEHT  BEEE  ARIBISCELAZEMENEM.

3. EEEERT , BEERE.
FAERENEERDLE , BRERERA. EERNRMEMERESRENES,

4. HEMBNERAEEES BREGHZRSOZRAR , AGRBER,
BREAEYEH B R,

5. BEBER,

fm 25 P B SFHHE A

mEEAEFMENARN , BALUBETHER !

- BEAER -BH, EFEMA i, SEEBNEGBEAAER,
- EREHE (K/)) -EHEBETR 1 MB F 51, 200 MB (50 GB), Amazon WorkMail &1EiZZ|

90% WELEERFBARIFEAE, It/ EEFRAENEHRRBATSFETE, NECENFMEN , B
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« BAERZES ( BA IAM Identity Center B ) — B R A MR E A FZEFER

® Note
R 125% Amazon WorkMail 8 AD Connector B $% & |, Bl £ FEELHMAET AWS
EEIEE, Rz , BAAFEREN Active Directory B2 T EffiEif], ELNEABERE
BEEXE , ERAARS ., MEFMEN , FSEEEHEESWRE,

mEEfE A B EER

1. BRI https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £ &,

MEXE  BHEFE AWS EBE, £FHEAREERERNIIG | BERGENEEBE K ARBEEF, W0
FHMMERR |, 35328 Amazon Web Services —fi§2#& iy [Eig i %,

2. HEEEBEERT , BEES K RARBELEEANER,
3. GEEEERT , BEEAE AR EEERENERAERHE,

mEEEAER

1. EEREFAEARRT , BEREE.
2. EEREFMEAT  AEEWANBECAENBAER,
3. mRER , BEMFEE.

B2 |AM Identity Center {8 F3 & & 3 B3 55

1. HEEMEBEFMEAT  BERE.

2. BABEBBH IAM Identity Center fERAEMNERAE ID. &7 LL7E IAM Identity Center EE K
IAM Identity Center £ AMWIEREAEER K TRIALEA,

3. ERREFEE,
fmiE SR ER

1. HEEAEFMEAT K RELRHERSIER A ARBERE.
2. EEHMEREBELAT  MAGKENAN, EW@ALR 13 f4/E51200.
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3. EERTFEE,

EETHREER

® Note
EECHTHEE K ZNEREEATELREEEERTEHN Amazon WorkMail H1TEEE.

NEERMEETDEBNET, , BFSHWEE Amazon WorkMail #7785 B I 5.

1. EEAEFBEAT  BERETHRERSIER.

EEEERNMNKRERE  FERENERE,

EERAKBENFHAET A FREE DRBERERHE,

EEBRIKKREE K FREXRETEINERRE , ARAFTEEEBRIKIR,

EHBEMNEFERRT | HERBRIEIKRIRIE, BiclE , EFRAEBEUEHEZERE Amazon
WorkMail E£ 8 |, S ESEFHE R

o A 0N

WREE(S AT

1. EEFURIERER.
2. HITTFIIEE—E:
1. BEHEE T FEENETA,. RBTEATEE  EREAENEA  RECRAENHE
HIEFAIRRE , REREBEFMF

2 EEFEECAENT  FRECAZEBENRA, BIBEE ENFAENEE  AREEH
.

WMFESFAERENFEES , FSE EAEHE T
3. EEBKRMART , FREBEK K RAREIBE.

mEEAEFEER FRA 1.0 167


https://docs.aws.amazon.com/workmail/latest/userguide/mobile-client.html

Amazon WorkMail EESER

il BR 8 A F BN AF

® Note

AEELRBRN ZRRBEMNEFBERAFREBER, EEREMBRER S B ERER
KA PRS2

BEEATRNFHRSIER,

REAFIRFEES , BMEMBRNEAFRZN.
BEEMBRF A

EHEXFHRPEAER,

A w0 b -

EREAERR

NRFEAESEZBREEE A Amazon WorkMail , B LB R,

@ Note

« MREEAE Amazon WorkMail B2 AD Connector B &% 4 , A% ZE7E Active Directory HE
HEAEZR.
« MREEA Amazon WorkMail E2 IAM Identity Center B4 | R LURIEERFHERB.

WMEFHMER , F2R (EREER) PHERSKEHRERN IAM Identity Center A E R
. AWS IAM Identity Center

EREREHAERR
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MEXE  FEFEAWS BE, EXRAREERNYIF  BRRINEEBE K ARBREESE, m
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5. EEREBRUFHAP  BAFTRE , REBREER,

¥ Amazon WorkMail 2255 BUSR 1T 8 FE 2 BT

MRERFRAY , FREAMNBRASEBIRNER,

2

RIEBRERBCGRA LR Amazon WorkMail #B45{E K B 8388,

Amazon WorkMail B #&# Simple AD B 82 B BUR

RIETERR , Amazon WorkMail B #5% Simple AD B 8 BB L AR -

- DR 64 EFT
MEZARN T XHLatin-1 HFIFTHEK

BN F TS EAMATIAENEHR =5 :

. BHRET (W <. ~ )
HTX-1BEFT (M e, 3 A)

Amazon WorkMail B R EBREELZEE,

EHES8T Simple AD BHSBUER , 587 Simple AD B ## Amazon Elastic Compute Cloud (Amazon
EC2) Windows #i{T{ER# LR AD EETE, MEFMEN , F2H (EEER) PHRE Active

Directory E# T &, AWS Directory Service

AWS Managed Microsoft AD B $&ZiEBE

#1%E AWS Managed Microsoft AD B 2T ZRBRNWEEES , 552K ( AWS Directory Service &

HiE®) PHNEE NWRBEE AWS Managed Microsoft AD,

# Amazon WorkMail Z B BREITHED H
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AD Connector ZTEE X

AD Connector & i HE#E 2~ Active Directory BB ZRBHEK, MERBEREENFMENR
288 Active Directory #3315 #9 ST

fs£ @ AN

£ Amazon WorkMail ##%B %1 API , BRI W EHESENHERAN , SEFTNEFBHNITER
E#, B AFM URLs ( A BAEEE ) FReZROEH, BB IheE , B A B TELA Amazon
WorkMail fFAEZ U EEXEAER K HAEARSEREKIEAEECSHEEENEA,

3

MEFMEN , F2RBAETE. EFEH | AR Exchange By EWS,

BULGTRBEERR , fIMRHERITER , HFTREHEESHNMEERR (BEREM4, B
ByMEBH).

A LAE R A FinfENE , I EWS Java APl 2% Managed EWS C# AP| R1ZEUILThaE, #IEE ER
N TEHGIEARES , £H8 AWS Lambda 1 API Gateway ( £/ AWS Serverless 2848 ) B |
A[7E AWS GitHub EE LB, ©FEMA EWS Java APl

LT RHEEFTERERAVEEH) -

<?xml version="1.0" encoding="UTF-8"7?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:t="http://
schemas.microsoft.com/exchange/services/2006/types">
<soap:Body>
<m:Subscribe xmlns:m="http://schemas.microsoft.com/exchange/services/2006/
messages'>
<m:PushSubscriptionRequest>
<t:FolderIds>
<t:DistinguishedFolderId Id="inbox" />
</t:FolderIds>
<t:EventTypes>
<t:EventType>NewMailEvent</t:EventType>
<t:EventType>CopiedEvent</t:EventType>
<t:EventType>CreatedEvent</t:EventType>
<t:EventType>DeletedEvent</t:EventType>
<t:EventType>ModifiedEvent</t:EventType>
<t:EventType>MovedEvent</t:EventType>
</t:EventTypes>
<t:StatusFrequency>1</t:StatusFrequency>
<t:URL>https://YOUR_PUSH_RESPONDER_URL</t:URL>
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</m:PushSubscriptionRequest>
</m:Subscribe>
</soap:Body>
</soap:Envelope>

LU RHEAFTER R IR

<?xml version="1.0" encoding="UTF-8"7?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance">
<Header xmlns="http://schemas.xmlsoap.org/soap/envelope/">
<ServerVersionInfo xmlns="http://schemas.microsoft.com/exchange/
services/2006/types" MajorVersion="14" MinorVersion="2" MajorBuildNumber="390"
Version="Exchange201@_SP2" MinorBuildNumber="3" />
</Header>
<soap:Body>
<m:SubscribeResponse xmlns:m="http://schemas.microsoft.com/exchange/
services/2006/messages" xmlns:t="http://schemas.microsoft.com/exchange/services/2006/
types">
<m:ResponseMessages>
<m:SubscribeResponseMessage ResponseClass="Success">
<m:ResponseCode>NoError</m:ResponseCode>
<m:SubscriptionId>hKJETtoAdi9PPWOtZDQ4MThmMDoVYB</m:SubscriptionId>
<m:Watermark>AAAAAAA=</m:Watermark>
</m:SubscribeResponseMessage>
</m:ResponseMessages>
</m:SubscribeResponse>
</soap:Body>
</soap:Envelope>

e —% , BHSEEIFTHEFRPEEN URL, AT 2B

<soap:Envelope
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Header>
<t:RequestServerVersion
xmlns:t="http://schemas.microsoft.com/exchange/services/2006/types"
xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages"
Version="Exchange2010_SP2">
</t:RequestServerVersion>
</soap:Header>
<soap:Body>
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<m:SendNotification
xmlns:t="http://schemas.microsoft.com/exchange/services/2006/types"

xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages">

<m:ResponseMessages>
<m:SendNotificationResponseMessage ResponseClass="Success">
<m:ResponseCode>NoError</m:ResponseCode>
<m:Notification>
<t:SubscriptionId>hKJETtoAdi9PPW@tZDQ4MThmMDoVYB</
t:SubscriptionId>
<t:PreviousWatermark>ygwAAAAAAAA=</t:PreviousWatermark>
<t:MoreEvents>false</t:MoreEvents>
<t:ModifiedEvent>
<t:Watermark>ywwAAAAAAAA=</t:Watermark>
<t:TimeStamp>2018-02-02T15:15:14Z</t:TimeStamp>
<t:FolderId Id="AAB2L@89bS1kNDgxOGYwOGE50TQQ@="></
t:FolderId>
<t:ParentFolderId Id="AAB2L@89bS1kNDgx0GYwOGE="></
t:ParentFolderId>
</t:ModifiedEvent>
</m:Notification>
</m:SendNotificationResponseMessage>
</m:ResponseMessages>
</m:SendNotification>
</soap:Body>
</soap:Envelope>

ERFHEEBEADELSRIBEN , KADMBMT

<?xml version="1.0"?>
<s:Envelope xmlns:s= "http://schemas.xmlsoap.org/soap/envelope/">
<s:Body>
<SendNotificationResult xmlns="http://schemas.microsoft.com/exchange/
services/2006/messages">
<SubscriptionStatus>0K</SubscriptionStatus>
</SendNotificationResult>
</s:Body>
</s:Envelope>

I

<?xml version="1.0"?>
<s:Envelope xmlns:s= "http://schemas.xmlsoap.org/soap/envelope/">

EECHITRBUGEEEA , AFIRABEIER SubscriptionStatus MKW EUHETEIEME | LA

ERBEA
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<s:Body>
<SendNotificationResult xmlns="http://schemas.microsoft.com/exchange/
services/2006/messages">
<SubscriptionStatus>Unsubscribe</SubscriptionStatus>
</SendNotificationResult>
</s:Body>
</s:Envelope>

A7 EHRFHBBEANLEEREAEEEE | Amazon WorkMail &€&3% Theartbeat, ( ttiEA
StatusEvent), EEMIERBURNENHRITRERERATIRMMN StatusFrequency 28, flm , W1E
StatusFrequency®EM 1, StatusEventBI®@E 1 p#EEE—X ., EREMNEENR 1 F 1440 %
2™, Ik StatusEvent BERELWT :

<?xml version="1.0 (http://www.w3.0rg/TR/REC-xml/)" encoding="utf-8"7?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Header>
<t:RequestServerVersion xmlns:t="http://schemas.microsoft.com/exchange/
services/2006/types" xmlns:m="http://schemas.microsoft.com/exchange/services/2006/
messages" Version="Exchange2010@_SP2"/>
</soap:Header>
<soap:Body>
<m:SendNotification xmlns:t="http://schemas.microsoft.com/exchange/services/2006/
types" xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages'>
<m:ResponseMessages>
<m:SendNotificationResponseMessage ResponseClass="Success">
<m:ResponseCode>NoError</m:ResponseCode>
<m:Notification>
<t:SubscriptionId>hKJETtoAdi9PPWOtZDQ4MThmMDoVYB</t:SubscriptionId>
<t:PreviousWatermark>AAAAAAAAAAA=</t:PreviousWatermark>
<t:MoreEvents>false</t:MoreEvents>
<t:StatusEvent>
<t:Watermark>AAAAAAAAAAA=</t :Watermark>
</t:StatusEvent>
</m:Notification>
</m:SendNotificationResponseMessage>
</m:ResponseMessages>
</m:SendNotification>
</soap:Body>
</soap:Envelope>

MR A PRI B A EEE S LR s ERMNOKRERFE , AIgEHEMNKZ StatusFrequency
o2&, BN, IR StatusFrequency N5 BE—BABEHANAY , CEEARZ 5 vEHEAESEER
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(® Note
Ik HHEFE (GAL) WERAEBRRFERERR Active Directory X E XX &,
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WorkMail &1 Active Directory IR ERR , WK HBMHE GAL. WEFMEN , BFSHEE
TE Certificate Autoenrollment
#3117 Microsoft Exchange BY Al iRESE H B LASHIT  LSEEN BRI BGEASE.
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- EI&TE |IAM Identity Center #1& IAM Identity Center 3REE A EE Active Directory =
B E SEE Active Directory i , 84 E/F A Amazon WorkMail FIREH IAM Identity
Center 4288 | I EHERELUE Amazon WorkMail 8% E2 IAM Identity Center %2 37 BA B

B2 |AM Identity Center B #k[E)25 kY 8 F & M BHAH 7T LUBIRIG B M Amazon WorkMail FEARERN. 0%
IAM Identity Center £ EMEFEEENFMER , 528 |AM Identity Center FHE BREBK A,

= E# |AM Identity Center £ & M B #A18R4E Amazon WorkMail , F5EfE T 5B,

1.

BRI https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £# &,

MEXEFEEE AWS Bif, £FXEAREERENYF , BRENEEEE K AREEEE, WF
FHHEF , F2E O PHEEMLEEAmazon Web Services —fi§2 %,

HEBEE®RTD  BEEFDHPO.

IAM Identity Center Settings B HEFEEIH 3,
BEEIRAEAENEE,

RS RANEIREEAE |, ERBERERENEE,

- ERERE - B LUEE B IAM Identity Center £ & R Amazon WorkMail, &0 LLE 31
#TEY 1AM Identity Center FAERIESRENSEAE,
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RIETAEE , FIEFH IAM Identity Center £/ & &7 IAM Identity Center PR, BER

F Amazon WorkMail B 1ZEVE | &4 BTE IAM Identity Center REREH R |, WHEHIERG
Amazon WorkMail, MEFHER , FSREEFEHEFHEZE Identity Center H #%,

#& Amazon WorkMail £ i & E2 IAM Identity Center {# FA & 22 37 B9 Bt

EFE A& FEHAE IAM Identity Center £/ & BFEE A Amazon WorkMail Web A FixEE , A FiRg
FUAE B3 Amazon WorkMail EA&ERER. R WorkMail 4818+ 7% & 5 & B2 IAM Identity Center
FAEBEB , R WorkMail EH & F1E , WorkMail #$%E IAM Identity Center fE & & AEEHH
B AEEBN WorkMail EAE BRIV, B, AFRSERERASKEARASE.,

(® Note

BEEBY Amazon WorkMail 1 IAM Identity Center WEEAEFEHERNERERRE , BB
EFERAEE - IRFERHE IAM Identity Center £ & BEE A Amazon WorkMail Web A Fi%
B , WorkMail € BB/ BB, Amazon WorkMail EFAEZBTEE , Z4EESEVE
B,

ERENEMAERB , FEE TSR,

1. BABULIA https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £3£ &

MEXEFEE AWS EBE, £X2AREERNIIT  BRENMEEBE K ARRBBREET, NFE
HHEF , F2E O P EEHLEEAmazon Web Services —fi§ 8%,

2. EEEERET , BEHDT PO

IAM Identity Center Settings B EREEIH 3 .
3. BEEBIERSE,
4. 1EEE WorkMail FRAET , EEUAERIEM Amazon WorkMail EH %,

5. TE® A IAM Identity Center fEF#& ID T , B ARZEEIBAY IAM Identity Center £ & ID, &7
LAfE Identity Center EE LW IEREAERSIFEBER ID,
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® Note
IAM Identity Center {5£ Fi & 2B 1577 HL Amazon WorkMail FE AR IRHE,

6. BEEFEBBIERE,

— BB A Th , Amazon WorkMail £ & A LAfEF MFA IAM Identity Center &5 & A Amazon
WorkMail,

® Note

Bt ] LATE AR EE Amazon WorkMail £ & FFHE AL , #& Amazon WorkMail &£/ & & IAM
Identity Center fEFl B EEH, WMEFMEN  B2EREFEREFMENA,

SoBEE N

O LER S, RBER |, AHFFERAEMERE Amazon WorkMail B & A& ¥, IAM Identity Center
ZAER, HEREIEZ A IAM Identity Center EAE ¥,

Amazon WorkMail 2t ME 5 5 BB EN,

(® Note
FrBRIEANBZFIRREABNZL2ERNFEAERRFETRE. BERERER IAM
Identity Center 3, , KA TEBEF#1T IAM Identity Center B MFA RigEZ <4,
Ti , # Amazon WorkMail Directory 1 IAM Identity Center # =Xt &l , EH A EA

£ E—flE MFA BF , IBRIRREER  W#REREETFBHAFRFIEREFZ
&

[= ¢

« Amazon WorkMail Directory 1 IAM Identity Center ( BZAMAER ) - ERTARRE , JEEEY
#EIEEEX ZHAIE IAM Identity Center BB, AR Al EE A E R REA Amazon WorkMail
B 8% 1AM Identity Center ZAE R E A Amazon WorkMail Web Fi B, ERREBRELA
Amazon WorkMail Web B2 URL B , H £ & AT LAERA H Amazon WorkMail B #8F& &
Ao EIE4E IAM Identity Center X EX A ERMA MFA B URL B , A ETTLERE IAM BREE
Ao
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- f£[R IAM Identity Center ( EZARLEE ) - LB 7 RIBEXEALFFEMEA IAM Identity Center
BEE A Amazon WorkMail A FimfEf. EHRAEARAER Amazon WorkMail /A% , Amazon
WorkMail B #/8F T B ¥ Amazon WorkMail Web EARXFMEMRENEFHHAFHEN, &
AUERAEAEFBEHAFRBEREAERFRARERER. ATEHRXEZGEHENEIRE K FHERA
8 Amazon WorkMail £ & RBA MFA,

EEMASTREREN  FEETIIZE,

1. EE2FORERRT , BESSRIEEARSIER,
2. BERE.

mESIBRERXEEMBAIHE,
3. EETIHAPZ—:

- {£BR IAM Identity Center
« Amazon WorkMail B ##1 IAM Identity Center
4. EERE.

REBAFIRFR

BT LA EAEIZESR |, 3 Amazon WorkMail FREFERASEMNTHEFBHAFKENEER.
A IAM Identity Center # , & F85% , BAERFZARESRAERAD , BRI A 365 X, BA IAM
Identity Center 2% , BFEAENREERAERNEBELIBEEREAHEFBHARK. SNFERAERTI
# Amazon WorkMail Web EREREXBATFTIFER , YEATEAEAETFBHAF K. BLURE
BEAENZHEE  EFXHEHE  SNEAETUELETFNES,

(® Note

« &1 Amazon WorkMail FE I EAAZEERE K SNERAERERENER —X, MR
BEREAGIER K ERLLZE  BREEELFTNEEHER.

& Amazon WorkMail £ f & E2 E# 77 EL Amazon WorkMail FEFFEZHY IAM Identity Center
A& BB | Amazon WorkMail & A FFEREFIMNEAAFZIZER.
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AT - EEAEMFRARERER/FFFEATR , ENEAESEIEEIERBAFRFERR
S5,

BAEWBH - RIBHEE , AATREANERNA 365 X, BUNRESFEAATNFANE®

B, BEARENBHREREZAR  FHERERNENBHAKETSBH,

REBAFMFR , FERE TSR,

EEoHFO0RERRT , BEAATNFHEERSIRR,

BERE,

FEAE R RERAFRAEER.

EFHRET | BEEA TP RBUBABATRER.

EFHEmBES (URAEN ) XFHRT , GABATERFHFTUBANRE.
BEFHT

{ZF 1AM Identity Center

&y

LA#E Amazon WorkMail 32 &% A 1AM Identity Center, £A% , BRMEEER 1AM Identity

Center B A B R HBEAETNEZRARENER. BRERFIEFERAEZNE , Amazon WorkMail £ &%

i
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Amazon WorkMail Directory EAERIERE ,
Note
ERELUTAS

« £ |IAM Identity Center ¥ , Amazon WorkMail 1 IAM Identity Center £ f & F B HAS R
BrE,

- RENEREEBHSEETE.
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- EETHE
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FHER

=
KEFHHRL

=

=

BEBRRARES

wmEE S ERTTEREBR

B L REBABNITHEEBSK , LEETHEERE Amazon WorkMail BB X,

mEEENERNITEBRERR

1. BRI https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £#2 A&,

MEZE  FEFEAWS B, EXRAREERNYIF , BRRINEEBE K ARREESE, m
EFHMEF , F2E O PHEE B BENIKEAmazon Web Services —fig2 %,

2. EEEEKT , BEAS A AREZABNERE.

3. HTEEEBEHKTIERE Mobile Policies (TEIBER) , AT Mobile policy ({TEIER) EE HIEE Edit
(fRE8).

4. RBREBEREFEAUATERRE:

a.

b.

Require encryption on device (£ & LW IMZRFEXR) : MFTHEE LWEFBHEHR,

Require encryption on storage card (REF LHWMBZEER) : MBRTHEE L TBRFEENE
FEHER,

FERN  FEEBTREHTHEE,
AHFEENTE : £HEEMN PIN ARR,
EBRETR . REAREBENFTE
FERYFAER  FEHFINBFEARNER.
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M.
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5 EERE.

BETHEE

RPN EERANARERAKRITHRE, RENEBBHREE , UARREARENFEET. NFEREH
MECHEHBTHRERRNESET , F2H RELNEBTHES IR,
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- REEFEBREHAEERE
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EiRARTBEE
AR SERAMADERFRTHRE, BCEUTER:

o HEENALBFIELHEE Amazon WorkMail, HIREAFRENEREE | HKRIZESEFERABEEMER
HEREE,
3

BRBETREED D ENKFE S RERE,

* /B

/A Important

HRAZBITHERE  ERABREERREARRARE. ERTUHERFE , BuUBRAA
&F aREAER.

ERERARERAENITHRE

1. BERULM https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £#2 A&,
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EEBESET  ZEFER A ARBEREENERE,

HEBERTD  BECERE  AREEREREYD  ENEREXRRERENERESR.
BETHERERSIER.

HEERED  BRREZNRE  RARBEFK.

BREBBPRMRE , LERREBFERKER.

BREER  BEHRKREBETBER, T -HTHNSRRAMMTET.
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/A Important
BERABRNKECSOFERAENRERE K FHLALKARKEFTEDRBE. B8, Rt
EBREREE.

REREFEBREAERE

MREAFLEARENTRRE  HELCERKKRERE , BUURKEBFETBREE, ELAE
BARERE , cERTEBER,

ERKBFEBREAENTHERE

1. BEIRUMLR https : //https://console.aws.amazon.com/workmail/ B9 Amazon WorkMail £ &,

MEEE  BFEFE AWS EBE, £XHAREERNIIG | BEEGENEEBE K ARRBRBEET, W
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EEEERT  BEER  RARBEHRENEE,
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ERfEBENFEEN

1. BEARULR https : //https://console.aws.amazon.com/workmail/ B Amazon WorkMail £## &,

MELEFESEESE, REBY , ENFESELERNEE. MEFHMEA , 552/ Amazon Web
Services —fix2#E Hy [EiFEimEL,

2. EEEBEERT , BEER K RARBEHENEE.
3. EEBEEKRT , BEEAE  ARERTHRERIER,
4. HEREFEF , BERNLERBHFAETANEE D,

TR B EEMRER,

AR AE iRk

PROVISIONING_REQUIRED FAEIEEECREREEEMEALH
Amazon WorkMail & EH, MRE
Amazon WorkMail £ &FEHZEENWE
BIBCR |, QI EHERAIARRE,

PROVISIONING_SUCCEEDED FEECOHRIIME, EECEFBITEENK
®o

WIPE_REQUIRED EIE B 7 Amazon WorkMail £ & 53Rk
BRo
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& Amazon WorkMail (B EEFEASERERERFEMEENRA K ERER, &8, FERXHRN

EETHREFIURA 7% 1.0 200


https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html

Amazon WorkMail EESER

EAEREEXAM. BUNEABCHER —ERARFEIMAKARRL. BBaHE, 288
AR A

/A Warning
WMREMBRAEBNAIETBHEEFIURR , Amazon WorkMail I ETEEEFE.

ERLMRB T I REBM R AFFREEFIRRA

BEA— TiPhoney . TiPad. = "Android) o
« HEBEEA — TiPhone10C1, . TiPad5C1, = "HTCOneX."
BEZRFHE—"I0S 12.3.1 16F203" = "Android 8.1.0",

- H£EFHERERR—"10S/14.2 (18B92) exchangesyncd/1.0" & "Android-
Mail/7.7.16.163886392.release".

. %

EEEAWS EEIZA IRAKERY K F2HRBRTHEEFME

&”II
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® Note

BERENAFRAEIEHREMERUNELE, MERFELRFINENR , 528 Dealing
with empty fields

/A Important

Amazon WorkMail 1T Eh 2 & 77U B8 A A £ A Microsoft Exchange ActiveSync B&A 1 E
WEE, FH IMAP ETRBABENTHAFKTIEREHEIHNEEEMY , ARELR
BITNEA,

MRAFZEZREEAEMBABENEEFTE , BUURLFEIEFRA, WEFHEER ,
SREAFIIZEGRE, flan , B E E @A ERN Webmail HFERSI & — R 5IRY
28] IP tbik | 1B f8FF Microsoft ActiveSync e Hfttfu EFEL , AREATBREFIURAE—
SR AT AP s B FRA,
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- THEEFIRAINEERN
- ERATHEESFEURA

TEREFINRANEELTK

TEE B 7HUE RIE B B R A Microsoft Exchange ActiveSync BIAMENEE, SREBAEFHE—E
HeE  BERUEANRRE , UREEMN ALLOWSE DENY FEME, REERAUNFIERGSBEAESE
RAETBEENBUR  RUTSEAZFHER. REFRENRAABARMERR. SEGREE 2
HEEMFHNEUEFEATE KNENFE LY,

Amazon WorkMail &R Al , DFFFR -

- MREEMDENYRAFESEERBM , BGREHEEE, DENYRAELHK ALLOW R A,
- MEEDHE—EALLOWA BIFESEF , B EDENYHE R | RIBERERHFHE,
- MRREERARL , AISHEEE,

/A Important

TEEESHRERUARNRENBME, EESTE Microsoft ActiveSync £ BEMEEFHBHRE
HEM ., Amazon WorkMail EEB U RFBITEAFREEHE E# S up-to-date B/

EATEREFEGE R

IEATLAE A APIsE, AWS Command Line Interface (CLI) RN MEBTHHEEFEURE, 0F W
#MEEA AWS CLI , 552 B AWS Command Line Interface £ f & 1ER,

/A Important
EREE Amazon WorkMail {8 FEUR AR , SEENRENREEET 7 EN BT EE
BEEMRNRE K MBEXETHHBATRESEETRTT —HNTA. T8 , ERAEARAE K 817
ENERERNITA, NEFMERN , 382 BTesting mobile device access rules.
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THEHE RS HTBREFDUSR A,
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aws workmail list-mobile-device-access-rules --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56

BYTHEEFERA
THEHERMARA , HEAE Android REFIEHE,

aws workmail create-mobile-device-access-rule --organization-id
m-a123b4c5de678fg9h0ijlk21m234no56 --name BlockAllAndroid --effect DENY --device-types
"android"

THEEHIEEIEARFTISE IOS RAWHR A, BELBERTEIRALLOW-a11R 8,

aws workmail create-mobile-device-access-rule --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --name AllowlLatestiOS --effect ALLOW --device-
operating-systems "i0S 14.3"

EMTBHEEFIHRA
THEHEHEEBIFREHREERA,

aws workmail update-mobile-device-access-rule --organization-id
m-a123b4c5de678fg9h0ijlk21m234no56 --mobile-device-access-rule-id 1a2b3c4d --
name AllowLatestiOS --effect ALLOW --device-operating-systems "i0S 14.4"

MBRITEI SR B EUR R
THgEFEMREREERNFNTHREFIRA,

aws workmail delete-mobile-device-access-rule --organization-id
m-al123b4c5de678fg9h0ijlk21lm234no56 --mobile-device-access-rule-id 1a2b3c4d

ARTBHEEFIGRA

EEAREFEEURE , B LUER GetMobileDeviceAccessEffect APl , SRTE I {E A get-mobile-device-
access-effect i AWS CLI , 15 WFFMEF AWS CLI , 5528 AWS i S AR EFEAEER.

EHRARE  CEEAEBTEBRENEM K MAPIH CL SEREEELBMNERTHRESW
B ZEUH R DENYERALLOW , fltn |, than & RIE#11T i0S 14.2 1Y iPhone LAR FERR B FE A FE =K
IECI —_“’)\T?'HY1§$EO
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aws workmail get-mobile-device-access-effect --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --device-type "iPhone" --device-model "iPhoneloC1"
--device-operating-system "i0S 14.2.1 16F203" --device-user-agent "i0S/14.2 (18BS2)
exchangesyncd/1.0"

R ZE B

BETEHEBIAFRIRETERE IS EWMUNENR , SEREEZH, RATLEBE K
fSNONERRE A4S PR BRI EHELEE, Hltn , BEF Wi AlDeviceTypes=["iphone", "ipad",
"$NONE" | S HHHMEEBER A "iphone"s WEE "ipad" , BT HREHBER,

NotDeviceTypes 5 EEH&EHNotDeviceUserAgents A EFSIELZEE, fli , BEF R
BINotDeviceTypes=["android"]gLt¥HE UNELEFHEMNEKE"android", F18 , HAITL
TREABERERENEE,

BETBHREFHER

BULERTHREFNERSRERTHREFRRMNGR. BRESEAERECRAENRE IR
BERFIAR, ShAMERABERRELFIURAUN — KGR , AFFRIERBBEEREME
B, A, B LR EDefaultDenyAllTHREFIRAEAER. EERFIORRIEESISE=
FITHEEERE (MDM) #RF R, NEFMEN  F2HE EEER N BTHEEEERRLEES

£
- THEEFRERNEFESK
- EEER

TBREFHERNEFSK

BALUARECRAENRENZITHREFNER. BEREETMMEREARENRENTHRERFN
A , RERARFIGER. flU, MRAFERAUBEEEFN , IFHERAREAENEER
SHEFEM4, Bkt IRFERRAUBEAFRN , EUNERYER U LEAENEERSH
B, BEEMBRITHREFNERE , Amazon WorkMail EEARERBER FEEAENKENFHUE
i, BXESTERTHREFIRANGER.
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/A Important
BB E Amazon WorkMail 88N THEEFNBERRN  SEENEETEEERL 7 ENK
BAREEBEENNEER.

EHER

B LAGER API 5 B3, FEHHMERITEIEEFEEE AWS Command Line Interface., % KYEF4H
B AWS CLI , 552 AWS Command Line Interface A &5/,

FESRKE D, FEAAWS EEXRE, MFFAESR  F2RERRTHEEFHEN.

IHITEHEEFNES

1 G 5 FR BA 20T 51 i #8 2 Amazon WorkMail B FI BT REFRER.

aws workmail list-mobile-device-access-overrides --organization-id
m-al23b4c5de678fg9h0ijlk21lm234n056

BYNEFRTHREEFNER

ERBIUTHEEFNES , LUIERFEIEEMN Amazon WorkMail #8#&%. FREMEE 1D,

aws workmail put-mobile-device-access-override --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BR8ECDO --effect DENY

BENTHREFNERIUBRAERTEANYR. EXEMENELNTEREFNESR , ARG
FHL, MARIEE,

aws workmail put-mobile-device-access-override --organization-id
m-al23b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BR8ECDO --effect ALLOW

MERITBREFNES

EAEMIBRIEE Amazon WorkMail {84, FREMEE ID WITHEEFNER.
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aws workmail delete-mobile-device-access-override --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BRS8ECDO

BITHEREEEBRRAIRES

Amazon WorkMail EB{TEEBRRMTHEEFIRAZE-LEANTBHREEEDE, T8 ,
iE L5 Th B R AEIEIB Microsoft Exchange ActiveSync (EAS) BIAMEETHHEBEES , It HARKE
MEFHTHEELZESMRENENER, EEEFHEFHEEZ NS RNEEETNUSERAE=S1T8%
EEIE (MDM) R A R,

TEREEEBRSZHE

&AL MDM SRS REXEAMEEN | KEHEE. F2H MDM X | 7HRENHRSG RER
EER,

EREEXF |, THEERERB MDM iR 75 REM Exchange Active Sync (EAS) 1& & 175 E 2R ZEX
Amazon WorkMail, MDM f#R 75 SR A 28 EARRE R 5T R IEL FEL Amazon WorkMail 8, 1£
Amazon WorkMail 3% , £ AFEIRGIR A , EAFFE MDM #RAFEHN IP it #1T EAS 7. W%
HMER  F2REAFEUESIFE AL,

TEERAEBENREREARE,

Access Control

Rule
N il
EAS EAS l . I
WaorkMail
Device
Posture
Changes

MDM solution

EEEERT , THEEFH EAS EiEZFE Amazon WorkMail, 8 MDM R A Z& Uk Z 4t B AR ke
B WRHETLESELXEREFTESELER, E MDM #ERARERZMESER  fINMEERS
B, AU ESESE  BEERHENHEYLE. Amazon WorkMail EEE AR E R R EEIEL
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SRNRESH  YEBHRIUTHEEFNER  UEEXKEEAR TS MDM KB ERKLFFHIER
FHEE.

TEFEREENEEEERE,

Maobile Device Access

Rule
'T
EAS l Dt '
WorkMail

Device . Device Mobile
Posture T Compliance ,.EEW
Changes Status CLess
}\H WaorkMail ! Override

> > MO
Integration

MDM solution

X WorkMail A LAE#ERNEE =7 MDM fER S RES
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@ Note
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@ Note
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BB FEMI AR , Amazon WorkMail AutoDiscover FRIS & B E) A B BHE A ERFFHEEMEL
SR FEUE,

7 Windows B9 Microsoft Outlook P , FAEE R FRF A LEBFRARAER. RZEE
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MAANBERZSAREEISENKB T ERRERE.

BERENERERY
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(® Note
BRI ZEFIFAEAZEHAE  BAFEAREFETHER.
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AssumeImpersonationRole {[El Token, iETokenZETE 15 D ERIER HTTP 25 BEE
EWS @A HEAuthorization,

T o€ REMAIEE EWS BRABEFEAERAR., @HPFEANEHSEEEBNIRFBEN TS
HEA

 WORKMAIL_ORGANIZATION_ID - Amazon WorkMail #8#& ID

« IMPERSONATION_ROLE_ID - #H# A& ID

« WORKMAIL_EWS_URL — Amazon WorkMail i S 1B ZBIR it EWS iR 2

« EMAIL_ADDRESS - EREERNE FE4itb it

Example Java - EWS Java API

import software.amazon.awssdk.services.workmail.WorkMailClient;
import software.amazon.awssdk.services.workmail.model.AssumeImpersonationRoleRequest;
import software.amazon.awssdk.services.workmail.model.AssumeImpersonationRoleResponse;

import microsoft.exchange.webservices.data.core.ExchangeService;

import microsoft.exchange.webservices.data.core.enumeration.misc.ExchangeVersion;
import microsoft.exchange.webservices.data.misc.ImpersonatedUserId;

import microsoft.exchange.webservices.data.core.enumeration.misc.ConnectingIdType;

/e

AssumeImpersonationRoleResponse response = workMailClient.assumeImpersonationRole(
AssumeImpersonationRoleRequest.builder()
.organizationId(WORKMAIL_ORGANIZATION_ID)
.impersonationRoleId(IMPERSONATION_ROLE_ID)
.build());

ExchangeService exchangeService = new
ExchangeService(ExchangeVersion.Exchange201@_SP2);
exchangeService.setUr1(URI.create(WORKMAIL_EWS_URL));
exchangeService.getHttpHeaders().put("Authorization", "Bearer " + response.token());
exchangeService.setImpersonatedUserId(new
ImpersonatedUserId(ConnectingIdType.SmtpAddress, EMAIL_ADDRESS));

Example.Net - EWS Z& API

using Amazon.WorkMail;
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using Amazon.WorkMail.Model;
using Microsoft.Exchange.WebServices.Data;

// ...

AssumeImpersonationRoleRequest request = new AssumeImpersonationRoleRequest();
request.OrganizationId = WORKMAIL_ORGANIZATION_ID;

request.ImpersonationRoleId = IMPERSONATION_ROLE_ID;
AssumeImpersonationRoleResponse response =
workMailClient.AssumeImpersonationRole(request);

ExchangeService service = new ExchangeService(ExchangeVersion.Exchange2010_SP2);
service.Url = new Uri(WORKMAIL_EWS_URL);
service.HttpHeaders.Add("Authorization", "Bearer " + response.Token);
service.ImpersonatedUserId = new
ImpersonatedUserId(ConnectingIdType.SmtpAddress, EMAIL_ADDRESS);

Example Python — Exchangelib

import boto3

from requests.auth import AuthBase

from exchangelib.transport import AUTH_TYPE_MAP

from exchangelib import Configuration, Account, Version, IMPERSONATION
from exchangelib.version import EXCHANGE_2010_SP2

work_mail_client = boto3.client("workmail")

class ImpersonationRoleAuth(AuthBase):
def __init__ (self):
self.token = work_mail_client.assume_impersonation_role(
OrganizationId=WORKMAIL_ORGANIZATION_ID,
ImpersonationRoleId=IMPERSONATION_ROLE_ID
Y["Token"]

def __call___(self, 1):
r.headers["Authorization"] = "Bearer " + self.token

return r

AUTH_TYPE_MAP["ImpersonationRoleAuth"] = ImpersonationRoleAuth
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ews_config = Configuration(
service_endpoint=WORKMAIL_EWS_URL,
version=Version(build=EXCHANGE_2010_SP2),
auth_type="ImpersonationRoleAuth"

)

ews_account = Account(
config=ews_config,
primary_smtp_address=EMAIL_ADDRESS,
access_type=IMPERSONATION
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IAM #EEER
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JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:GetBucketPolicyStatus"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}I
{
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"

]I

"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KEY-ID"

1,

"Condition": {

"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:axrn": "arn:aws:s3:::amzn-s3-
demo-bucket/S3-PREFIX*"
}
}
}
]
}

THSEHBRERELRET 2 IAM BEH IAM GEBK, BEETIES  EHEEARTEFFER
WEBIE  BEBEREAEREEAS # JSON #EZXmailbox-export-trust-policy.jsons
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IBAREEFBEMEH aws: SourceArn#l aws : SourceAccountif&f, Hln , MBLEEFRHEBMN
AR AWS tRE TR Amazon WorkMail fEi&EHEAE |, A LAfaws : SourceArnBUER
FRER ., MEFRGRSIBNFFMENR , 528 AWS Identity and Access Management i & 55+
MWAWS £EIRERBRSI#,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": "export.workmail.amazonaws.com"

}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

},
"ArnLike": {

"aws:SourceArn": "arn:aws:workmail:us-
east-1:111122223333:0xganization/m-a123b4c5de678fg9h0ijik21m234no56"

BALMER $1T T3S AWS CLI |, EtREFEFEY IAM A6,

aws iam create-role --role-name WorkmailMailboxExportRole --assume-role-policy-
document file://mailbox-export-trust-policy.json --region us-east-1

aws iam put-role-policy --role-name WorkmailMailboxExportRole --policy-
name MailboxExport --policy-document file://mailbox-export-policy.json

WE WEEHEA AWS CLI, 552 BAWS Command Line Interface  EHEEEE)
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1. fEH AWS CLI BB S5 E HEK,

aws workmail start-mailbox-export-job --organization-id m-
al23b4c5de678fg9h0ijlk21m234no56 --entity-

id S-1-1-11-1111111111-2222222222-3333333333-3333 --kms-key-

arn arn:aws:kms:us-east-1:111122223333:key/KEY-ID --role-arn
arn:aws:iam::111122223333:role/WorkmailMailboxExportRole --s3-bucket-name amzn-s3-
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