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ft &= Wickr Enterprise ?

Wickr Enterprise = —&end-to-endNFEW B ERFEERE , A5 BIABF BUT#EEiBone-to-one M #F
fEH. BEVRABE, BEREAANESERAZSHENR. BF AILUER Wickr Enterprise 2 52 fRE2
%'Eﬁmaﬂﬁﬂéﬁﬁhfﬁﬁﬁﬂﬁﬁﬂﬁa%ﬁ W2 fEHE R, HHEZT S ME R o B E S mE
EEMZERER , UHHERNLLRBEERTMRA R,

BEATURHIIE, BERFEFNERFNE , MREBENERZA. EFHERERLENERERE
Fl , BIERENT, REGRMEAEE  URERLZLHE,. EESWALUERA Wickr EEA RS
it BB THEFRFE. Wickr Enterprise BEEE.{th fRIEEE S , 60 Active Directory ME—F A (SSO) B2
OpenlID Connect (OIDC), & EBRERE Wickr Enterprise , 582B Wickr Enterprise AF9

(® Note
MR EIEIRE Wickr Enterprise S BEH , F2RBIBERMUNETEREM,
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- E4% KOTS Config

E:33

FRtEzEl , RS THER .

T Node.js 16+
AWS CLI B EREZIRFHNEZEAER

B R BIBIE WHREER | ~/.aws/configEFEHAAWS_REEH,
kubectl, HIFEFMEF , 52 (Amazon EKSUser) H#Y %8 =) #7 kubectl,
kots CLI, MIFEFFMEN , 2B L kots CLl,
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https://docs.aws.amazon.com/eks/latest/userguide/install-kubectl.html
https://docs.replicated.com/reference/kots-cli-getting-started
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Availability Zone Availability Zone Availability Zone
G M Calling Node Group| | e,
Public Subnet Public Subnet Public Subnet :E
| KQEI | | KQEI | | Kttl t
bl EKSMede |l || ] EKSMNode ____ | _____ B EKSMode ____________| L

e
¢
|

Load Balancer Load Balancer Load Balancer

Messaging Node Group

Private Subnet i Private Subnet

EKS Node

Aurora DB Aurora DB Aurora DB

Security Group

Other Services

EEOEE

CloudWatch Redis Elasticsearch CloudTrail

ZEMKIEHE

BULERTIGS , SAARKRENEERREN
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npm install

=n =

AX &

AWS Cloud Development Kit (AWS CDK) EF R B ERiEH AR WERE. Wickr Enterprise £/
CDK ARERIZFIFLE , 140 Wickr Enterprise ZHEMNMIHZBHRE RDS BN KE ., MEFME
A, 5528 ( AWS Cloud Development Kit (AWS CDK) FiZ¢ A B358) dHHTHRE,

BEZEAXNTMURERNRE , BERBEE PREELECcdk. context. json , UFEAEHWEBEERR
B, AEBES WRBEwickr/E Wickr Enterprise Z0E48E8 ; HEARI2 COK BENARE, BE
FETIRIEIB COK ETEFHRRFHERNRE , FRTFLER.

BEDHAERTE wickr/licensePath, wickr/domainName#l wickr/
acm:certificateArn= wickr/route53:hostedZoneIdf wickr/
route53:hostedZoneName,

ERLERERSE
WMRER $H Route 53 NAREEE AWS 1kF , EREEA THRERKRE CDK RA :

« wickr/domainName - A/t Wickr Enterprise S8 REH B H. WREFEH Route 53 NEFEE
5, R EBE L HAEE B DNS 285 ACM BFE.

« wickr/route53:hostedZoneName - EEH A DNS 528 Route 53 FEEEE B E,

« wickr/route53:hostedZoneld - Route 53 SEE &1 ID , T DNS 4%,

WHEENRREET ACM BF , LARGHB15 L #Is 1@ Wickr Enterprise Z B 51 & S F #8347 DNS &2
#%o

RELEFRERS

MREHNIRFEHRE Route 53 NEFREESE , K BAFHEI ACM BFE , WFEMAwickr/
acm:certificateArnRZEE A CDK,

« wickr/domainName - BRItk Wickr Enterprise SBEBHBH B R, MREFEH Route 53 N EFREEE
5, RS EHELBEE RN DNS 88 ACM BFE.

- wickr/acm:certificateArn - EEEH FE LFEAMN ACM BFE ARN, WIREMNIRSELE
A Route 53 N EFREESE , BIXAEREIE,

=

FRE 4


https://docs.aws.amazon.com/cdk/v2/guide/context.html
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HBREA ACM

LU LERA TS EANBMEHNERE

aws acm import-certificate \
--certificate fileb://path/to/cert.pem \
--private-key fileb://path/to/key.pem \
--certificate-chain fileb://path/to/chain.pem

BHEREH ARN |, FEZARwickr/acm: certificateAtnARHRENE, FHLELENERE
¥ BMwickr/domainName , BH HTTPS EEiSEERE ., MEFMEN , FSEAWS Certificate
Manager  fEA#EiEm) FHENEE.,

37 DNS i08%

HAREZETRANAERERE , It X EEHETREBEF B DNS 528 , LS [ Wickr Enterprise
HEE N EHEES.

HEIREM VPC

MREEEFEAEEN VPC, BIF[LAER, T8 , VPC S ERTEESFS EKS FrEMRK, MEM
B , 5520 (Amazon EKS A EER) PR VPC M FHBEEH Amazon EKS B#EER | W
REFEH VPC FEELER,

tesh , mRBERERAEE T KRB VPC i3

+ CLOUDWATCH

+ CLOUDWATCH_LOGS
« EC2

+ EC2_MESSAGES

« ECR

+ ECR_DOCKER

« ELASTIC_LOAD_BALANCING
+ KMS

+ SECRETS_MANAGER
+ SSM

+ SSM_MESSAGES

RE 5


https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-api-cli.html
https://docs.aws.amazon.com/eks/latest/userguide/network-reqs.html
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HEREREBIREN VPC , FRE FIARE :

« wickr/vpc:id- EERFFEIHEPH VPC ID ( HlfN vpc-412beef),

« wickr/vpc:cidr - VPC #9 IPv4 CIDR ( #l30 172.16.0.0/16)

« wickr/vpc:publicSubnetIds - VPC HELESR DRI AE FHEKE
B, Application Load Balancer FIFEAY EKS TEE HBASTHEBESLE FHEEF (Hlm
subnet-6ce9941, subnet-1785141, subnet-2e7dcl10).

« wickr/vpc:privateSubnetlIds - VPC FLUER S RHFAE FHEIRBEE, EKS TEEHH
MEBEARSAEIBEIEL FME B (BN subnet-f448ea8, subnet-3ebddas, subnet-
ad800b5),

« wickr/vpc:isolatedSubnetIds - VPC #l@at FHEMAER 2 MREE, RDS ERESHBEIE
7@t (Bl subnet-d1273a2, subnet-33504ae, subnet-0bc83ac).

« wickr/vpc:availabilityZones - VPC # F7#33& 7] A EIGHESR 2 FRBE (80 us-
east-la,us-east-1b,us-east-1c).

i

\

BN E VPC MEMEMET, | HSMEANE VPC BB AWS .

HtERE
MEFHMES , F2EABE.

5|8
RIS RAE R WA AWS RS A B M CDK , 447 5% 3| 51k S SUBIRA A CDK.

npx cdk bootstrap

BE
WRFANEE 45 54,

npx cdk deploy --all --require-approval=never

SERZE , BERREEEY |, B LB R E Wickr Enterprises

B3 DNS o

5|8 6


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/context-values.html
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MREHERE COK BERALARERSE , ITEELT R,

NERFNE LSS EE WickrAlb.AlbDnsName , E2 8 H FH2E/ DNS 2B, BHERK% :

WickrAlb.AlbDnsName = Wickr-Alb-1Q5IBPJR4ZVZR-409483305.us-west-2.elb.amazonaws.com

ELERT , DNS BHA Wickr-Alb-1Q5IBPIR4ZVZR-409483305. us-
west-2.elb.amazonaws.com, &AM REEEBEIL CNAME = A/AAAA (ALIAS) ek FERE
BE,

MRERAHENGE , FRT TS RETEHFERE DNS 24 -

aws cloudformation describe-stacks --stack-name WickrAlb \
--query 'Stacks[0].O0Outputs[?0utputKey=="AlbDnsName ].OutputValue' \
--output text

E4 KOTS Config

/A Warning

LEREESRENHBEN. FALRLARRET,

;&III

Wickr Enterprise ZREXNFE-—EAHERRENARLE , TEANRE, BUUEABEXES
WREEHEE,

./bin/generate-kots-config.ts > wickr-config.json

MREEFE—ESRPENBBREA ACM , FH --ca-fileEREEEWETE , Hl0

./bin/generate-kots-config.ts --ca-file path/to/chain.pem > wickr-config.json

MR BHEBRIFEREE |, FESAWS_REGIONBRES S (export AWS_REGION=us-west-2)
BEALEIMESE A6 ARBE XK. & , IREEERNSE wickr/stackSuffix , EEA --
stack-suffixEEEERE,

E4 KOTS Config Z
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E#ZE Kubernetes &£

Amazon EKS APl REEEBEI APBE—BrNE2FTHEEE. At , FiBkubectlm T EHBEE
SEFMAG LT BEBREEFTHEAE,

ZEiREENEER

FE-RBEHREEER  BXAMFEMH aws eks update-kubeconfig@i ¥ EH AH# kubeconfig =R |
AREBEEHEEproxy-urlHEE . AR, BRERTERIELRR K SHSFEHEE2EMEE SSM T
EREER | U EEEREEZERE LT APl 2HL

— R MEERE

WickrEks CloudFormation & £& —{ELL FEEN BB E H
{EWickrEnterpriseConfigCommand. EBE&AEEEL kubectl HEBFIENTEMG T, BUUE
ATSaosRRtEE

aws cloudformation describe-stacks --stack-name WickrEks \

--query 'Stacks[0@].Outputs[?starts_with(OutputKey,
"WickrEnterpriseConfigCommand )].OutputValue' \

--output text

EREZ I HEEA NWHSaws eks update-kubeconfig. #ITHH T

BE | WAH Kubernetes ARSI A BEBEE2 T MNRIEFE R, BULUERA TG SRTHKIIEE

CLUSTER_ARN=$(aws cloudformation describe-stacks --stack-name WickrEks --query
'Stacks[@].0Outputs[?0utputKey=="WickrEnterpriseEksClusterArn ].OutputValue' --output
text)

kubectl config set "clusters.${CLUSTER_ARN}.proxy-url" http://localhost:8888

MREEEE , ZEFINEL WL 'Property "clusters.arn:aws:eks:us-
west-2:012345678912:cluster/
WickrEnterprise5B8BF472-1234a41cbtec48b7b615¢c6789d93dcce.proxy-url" set.'

EESHEERS

LEEERZE Amazon EKS 5 | 8L ARRE) SSM TR , BEEBERBEIEE2 T EHITH
RE, BITHBENSSELWickrEksH#BBastionSSMProxyEKSCommand £ Ry & H Y R IR 4.
17T Ao S AR (A

BERESNAEER 8
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aws cloudformation describe-stacks --stack-name WickrEks \
--query 'Stacks[0].Outputs[?0utputKey=="BastionSSMProxyEKSCommand ].OutputValue' \
--output text

HEHW B SHELL B%Baws ssm start-session. FITUHLA S LAREN T2 E 238 8888 L #{TRY A #%
RIE | B LUB B ERIBELRE S Amazon EKS #£5, MR ERBEXTIEEE K WHERR "S53
R . BENEFEREE Amazon EKS EEFENBRASBABERT,

MR—YIREERE , BAENTES —Ekiw#kubect]l get nodesH#11T , LA%|H Amazon EKS #
SRR ITHEEESE -

kubectl get nodes

NAME STATUS ROLES AGE VERSION
ip-10-0-111-216.ec2.internal Ready none  3d v1.26.4-eks-0a21954
ip-10-0-180-1.ec2.internal Ready none 2d23h v1.26.4-eks-0a21954
ip-10-0-200-102.ec2.internal Ready none  3d v1.26.4-eks-0a21954
EBEENEER 9



Wickr Enterprise BEMt=EIER

Z % Wickr Enterprise

B2 Kubernetes #EE VT EF% , B LUFEA kubectl kots /MR BIIAZ 2 Wickr Enterprises
B EE KOTS BRIEEZR (Wickr 2RV . yamliEZR ) M Config EER , EERERREEETESL KOTS
Config EBEBwickr-config.json® i BX., WFEELE KOTS Config WEFHEN , F2REL
KOTS Confige

FE) L8 Wickr Enterprise
Ty HEBAtR &% Wickr Enterprise :

kubectl kots install wickr-enterprise-ha \
--license-file ./license.yaml \
--config-values ./wickr-config.json \
--namespace wickr \
--skip-preflights

REERTEHA KOTS EEEFRANER. BFUHER , RARREZEECRHARIEE Wickr
Enterprise &I AHRE,

RHETHE , kubect]l kotsEBRHRMAHERE (BER http://localhost:8080) , &£t KOTS
EESFHANFEE, BT LELB L8 FE R EIE Wickr Enterprise ZHEARE , RFIFEERE
BPALERTENREEE , BKRERE Wickr,

{# Lambda Z 2 Wickr Enterprise

£ CDK TPEBHIE , @MW A Lambda , A KRE B BT Wickr Enterprise £, EEF B
A , HBAWS £ AW 24K WickrLambda-func* lambda B8 , FEAIKZESIER T |, EH
test , W ATHE,

FBZEE Wickr Enterprise 10


https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/getting-started.html#getting-started-generate-kots-config
https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/getting-started.html#getting-started-generate-kots-config
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= Yt 4
THEE

EW1E Web T2 & T HRAEEEH Wickr Enterprise 22 : KOTS EEE XA M Wickr EEE X8

Ao

® Note

HETEALENEE | LU BRABE EHFMEESKBER (Amazon S3 §%%E. Elastic Load
Balancing FEXH . Amazon Virtual Private Cloud R B ) -

KOTS BB EXEA

WA EAREEEIZA Wickr Enterprise fiZAN, BRI AEF L., EUBRESHIT AR
BE, KOTS BEE T4 RE6%EIB Kubernetes EIZIBEFIFE , AIEA THHGSEE

kubectl kots --namespace wickr admin-console

@ Note

BYXATKREEEEEERNEREMARREREER, NFTEEEEE ERENFHA
&, F2REEEENEER.

YRR EEEEEAR  F—ExtEmE T5IEE

e Press Ctrl+C to exit
e Go to http://localhost:8800 to access the Admin Console

FEHAEMEN URL B KOTS EEE XA, BEANBBREELZEKkubectl kots installHiEH
THRHFMEENZE, NRSTESRZRE , 2R ENR KOTS EEEFEARE,

Wickr EEE XS

Lt SE AR ELE Wickr Enterprise 88 , AR EMEE., FAENEES, BRI UEREAIEDLoad
Balancerfy DNS £ L |, EB HTTPS FHlE. MR DNS 2EALAEXEEFHBAERTE , ABEESE
BRwickr/domainName A A EMNE,

KOTS EEE XA 11


https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/connecting.html#connecting-proxying-connections-through-the-bastion
https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/troubleshooting.html#troubleshooting-resetting-the-kots-admin-console-password

Wickr Enterprise BHEMbREIER

FERFEHAERZBA admin , B1EA Passwordl23, BN ERE—NZEASETE L RE,

Wickr BEXEEF#2A 12
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BEILREER

AAFE

NAERTHEMAREN, HEBNERBERHNREY., cMTURER (B8

Rcdk.context.jsonERB#FH cdk.jsonH ) REGTH LIEEHRERAER., COK FHREE
Riz&IFERAEZERAEAE, Wickr Enterprise £ CDK RBE R &l
iBEE BRRE RDS B0 KE.

=L

A AE

, 6l70 Wickr Enterprise &

BEZEAAALUREARE , ERBRLE PREEL{Ecdk. context. json , UFEHENBEFERAR
fl, LAEMES WAREwickr/E Wickr Enterprise 23 E1HET,

=L

wickr/licensePath

wickr/domainName

wickr/route53:host
edZoneld

wickr/route53:host
edZoneName

wickr/acm:certific
ateArn

wickr/caPath

wickr/vpc:id

EEPU

KOTS RIER R (Wickr 1214
B.yamliE=R ),

At Wickr Enterprise 28
WEEE R, MRMEM Route
53 NEEREE , REEEH
BB E B DNS & A
ACM BFE.

EEHBET DNS iL#M
Route 53 FEE[EiF 1D,

Route 53 StEEEH B , EfE
Hrh# 7 DNS 528%,

E7£Load Balancer LA/
ACM B3 ARN, MREAIIR
F#EM# A Route 53 N EFEE
Eig , B A ERHIE,

BERBE  AREEABERE
ERERIRE,

EHBEIRR VPC ID. REHE
HERIRAR VPC BF FE,

A

null

null

null

null

null

null

null
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BEILREER

=1

wickr/vpc:

wickr/vpc:

lityZones

wickr/vpc:

bnetIds

wickr/vpc:

ubnetIds

wickr/vpc:

SubnetIds

wickr/rds:
Protection

wickr/rds:

olicy

wickr/rds:

unt

wickr/rds:

Type

cidr

availabi

publicSu

privateS

isolated

deletion

removalP

readerCo

instance

B
MRBUHERTE , SR
VPC,

EHEVH VPC BB
IPv4 CIDR, MR ZEFIRE
B VPC , R ERRE
VPC B CIDR,

TABHNERS BEE, R
HEBBIREMH VPC BF
®,

BUE SR 7 iy 28 F#8E% IDs
BE, AEEHEIREMN
VPC KFEE,

BUE SR 7 AV A F#8E% IDs
BE., AEEHEIREWN
VPC BRI FEE,

RDS &%} E Rt 7188 IDsHY
EmoREE. REEMER

BEWN VPC BFZEE,
£ RDS #1718 82 £ Bh A M BR 1R
E,

RDS #1T{E# 'snapshot
', 'destroy' = 'retain.' BB ER
BUR

E7# RDS B#EFEM R HEER
HITEREE.

T RDS #14TERAY BT ERE
BE,

&

172.16.0.0/16

null

null

null

null

true

RER

rég.xlarge
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BEILREER

=1

wickr/rds:backupRe
tentionDays

wickr/eks:namespace

wickr/eks:defaultC
apacity

wickr/eks:defaultC
apacityCalling

wickr/eks:instance
Types

wickr/eks:instance
TypesCalling

wickr/eks:enableAu
toscaler

wickr/s3:expireAft
erDays

wickr/eks:clusterV
ersion

wickr/stackSuffix

wickr/autoDeployWi
ckr

(e
)
=%

RE H Y RE

EKS & Wickr FRIEHIFEZR

ZZE,

BB EKS TIEEH
MBE,

R AL EREERMERY EKS THEEED

AR Messaging EKS T{E& &
BB TEBERER SRS

o

RRFL EKS TEERIRAISEL
TEREEERSREE.

Y#24 EKS A Cluster

Autoscaler Th&E,

e R LG5 S3 RFArRT
BERE KB,

BEERA , B Kubernete
s MRZS, kubectlLayer R
7, albControllerhi s,
nodeGroupRelease R4 %,

EZEHMZE CloudFormation &
AR ES,

£ lambda B E1EBE Wickr
ERAER.,

&

UGS

mb5.xlarge

con.large

true

1095

1.27

true
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HEMBER AWS COK WERBRRNEVYWAMEEE , KX AEMBEHMWickrRdsHEE Z B BRHE S,

%7 % Amazon RDS EREMEMER , XEFERAMRERE , BBRRBRLERES

snapshot= destroy, MIRELFTEBAIWERE , BIERXANAE AWS CDK A wickr/
rds:deletionProtection f wickr/rds:removalPolicyf8 , X EBHIT EFZBE Amazon
RDS #&npx cdk deploy -e WickrRds,

IEFEEREMBRRBABEREURE |, $5cdk destroyBWickrRdsiH#E#HIT :

npx cdk destroy WickrRds

EWickrRdsHBTRIBKE , TTAERA T TS HE KT ERN CloudFormation HE£ :

npx cdk destroy --all




Wickr Enterprise A
%E S 5F AR
IB& Wickr 65 % Z5 [

MREFEEMBRwickrin B ZBUAEHBG , FHELEHD COK EZ R ZEAE L NEMREIR
Fo. BELRRWRS /FF Wickr IR#EEIR IAM B &8 AWS APIs B, WIRREEM , EiB Amazon
Simple Storage Service (Amazon S3) L {EiE R ENWEHAS L BEE,

AT WL RIEQRBIRS , AMBRMEFE I wickrin B ZEMEE N RBEIRS

kubectl -n wickr get sa fileproxy -o yaml > fileproxy-sa.yaml && \
kubectl delete ns wickr && \
kubectl create ns wickr && \
kubectl apply -f fileproxy-sa.yaml

ERKOTS BEEEIHARE
EALER TSI HER KOTS BRETRAFH -

kubectl kots -n wickr reset-passwoxd

BB ENRIER , Bt B EEH wickr/kots Secrets Manager % , B EBLEETE
BXERE,

EAESERE EKS BEENREE

MREEBEREE EKS BENERLUFEEHERRE , AEHTkubectlM TR ATREE I THIH

-3
net/http : FBEREFFERKEIVE ( EEFERKFEBAFIRRE )

FEiB SSM EAEETH ( FES R WickrEks HEBastionSSMCommand LHY ) I B #TRK
EitinyproxyBR¥% , BE A SRR REE

sudo systemctl restart tinyproxy

MBS Wickr #5422 B 17



Wickr Enterprise BHEMbREIER
Q n]- Z 3=

EBIIREEET , &8 T RIM{A%L % Wickr Enterprises

ES-]

* Architecture

. R

« MARTE

- ERESRE

- SIEERRETF

s BAMHKEESER
« TLS BHEKTE

o FIETE

o I ARE

+ Kubernetes #£ B B)ERES (#H)
- =2

« Airgap B

« Wickr EEEFRA

B4 & 8 Wickr Enterprise Z 81 , SRS THER,
WEER

Wickr Enterprise 7 E Kubernetes 5 REEE, BN EEMAREREXWE - HIgE , B
ETERAR-—REERR, ELEERBY , RAEREL=EHATEEHE , URELMEFEYUT
EEEE,

THREHHEERTIRERE.

2R 18
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BEILREER

« 2 3 4 {8 CPU &y
- 8 GB #y Ram
200 GB MY WRZ=ME

RIETEERFER

EREFREXNTHITHNE-—THEEHBEEZTPVEE 3000 2R CPU # 5846Mi Ram., ETEE

kube-system Pod,

Pod HEIRER

Pod & 78
admin-api
directory
BHAE
fileproxy
oidc
opensearch
BT
push-device
HEETE

I f&

Wik

redis

server-api

Owner

Wickr

Wickr

Wickr

Wickr

Wickr

Wickr

Wickr

Wickr

Wickr

Wickr

Wickr

Wickr

Wickr

Wickr

CPU
100 & R
100 2R
100 2R
100 2R
100 2R
500 2R
50 2R
50 2R
100 &R
50 2R
100 & R
250 2R
50 2R

250 ~R

iR
256Mi
128Mi
128Mi
256Mi
128Mi
100Mi
128Mi
128Mi
128Mi
256Mi
64Mi
128Mi
128Mi

256Mi
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Pod &8 Owner CPU iR
AR Wickr 250 R 512Mi
kotsadm KOTS 50 AR 50Mi
kotsadm-minio KOTS 100 &R 512Mi
kotsadm-rqlite KOTS 200 m 1Gi
minio-operator AEP S3 200 m 256Mi
BB AEB S3 100 2R 256Mi
mysql-E£E AEB MySQL 100 &R 512Mi
mysql-secondary A MySQL 100 2R 512Mi

Wickr Enterprise EERE B U S A MWK EE SR MATER StorageClass, ERMEIESHIRES AZPILE
MEER  BAREEARERE—H. ETANBRERES., EENURZEAERGRIBEA AL
SIEEMAEE Mysql BIE , URERERARER LENZBEMEMTE.

« AEPREIRE : ~60 Gi

- RabbitMQ : 24 Gi f85%/8 Gi [R&ERER

 Redis : ZIREFERT A 24 Gi 5%/ 8 Gi

« OpenSearch : EEEFENXNT A 24 Gi 5% / 8 Gi

- A& Mysql : 80 Gi F7%/20Gi (K& FEX

- AEB S3 : 160 Gi FEER/2GiI (RERER

« KOTS Minio : 4 Gi

- KOTS Rglite : 1 Gi

REEXNNTR

- BHRE S3 MAZE Mysql B9 377 Gi FEF%
- REFREXTH 111 Gi

ERER 20


https://longhorn.io/
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Kubernetes fRA~F K

Wickr Enterprise kK FBE B KOTS, EEENHERR I Z TS |, RHE 5IXEM Kubernetes IR
BE, FEFHMENR , 528 Kubernetes A B M,

EREE K

Wickr Enterprise & & Kubernetes &M KOTS F8eiEE, MFEXEMEZERFKEMN Kubernetes ki
A, FBEZH KOTS X, MEFMENR  F2REEEREER.

FE A B EHRMR

EERK — AXHFNGSRRETARERE WSL (EAR Linux B Windows TH# ) B9
Linux, MacOS = Windows .

R ERARRE AR 75

Wickr Enterprise AT A& MySQL EREM S3 HARERBREARTRE , EHR—REERAR , BE
181 Kubernetes & EINEBIRHLIE LIRS
- MySQL 5.7 BRI E
« Amazon RDS MySQL 5.7 = MySQL 5.7 E#lE ( 4 &)
« Mysql Bithami Helm Chart ( AZB )
« Amazon S3 = S3 HARTFRME ()
« Minio Operator Helm Chart ( R )

B ER
Wickr Enterprise 2Z FQDN, SSL B , UG EWBI K TCP 1 UDP EZiE,

- FQDN : Wickr Enterprise & E A BE D -5,

- SSL B : HAHE CAHEEN SSL BESRUIBREZNRELRY. BELAE—REBH5
i FQDN , A& SAN DNS 1B, BFE L 4ERA serverAuth extendedKeyUsage ZE{H1E4H

- REZBERFEZHERERBNF=LNERNGLFEE. €5 SHEHE P itfVEE, MEFEER ,
R2EERN P ibit, ERUEREEBMENE=Z1EREE. NEFMEF A F2EELLZENED
K& B RK

HEEKR 21


https://docs.replicated.com/enterprise/installing-general-requirements#kubernetes-version-compatibility
https://docs.replicated.com/enterprise/installing-general-requirements#minimum-system-requirements
https://github.com/replicatedhq/ips
https://docs.replicated.com/enterprise/installing-general-requirements#firewall-openings-for-online-installations
https://docs.replicated.com/enterprise/installing-general-requirements#firewall-openings-for-online-installations
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- RERHRLZEZZFDILERREHE,

AEEE

ASEHBTEENE IPV4 bt , BEVRIAE FREP. ASREKZEIR LoadBalancer = Ingress
EAEE

I N4 75 2

FILESEENE IPV4 it , RS BENRAE FHEES, RIETER , BFEEREE R UDP &
B, B TCP FEIUEE | TCP Proxy #$42¥ TCP 443 LHVELR , WA T MAEZ Orville RS,

 TCP : 443 ’¥14 TCP Proxy
- UDP : 16384-16484 HFFA/4RFAER

ZRNBEFE

#Ei1B Kubernetes E#EE @ FFH KOTS BEEEF R A MUETREMMERE,

kubectl kots admin-console -n wickr

REFE yaml KXW REER , EEH Wickr Support 12452,

Architecture
BENEELE

TEERREABEZANEEMN Wickr Enterprise , Ef MySQL M4 R 1Z RIS EBML R Kubernetes
B ENE,

Architecture 22



Wickr Enterprise BHEMbREIER

aaaaaaaa

REP SRR E

TEERERARE MYSQL MY 4 FE1ZIRIEHY Wickr Enterprise #H88, HAT LIRS ENBNIESE
ER, BEFREBRARN —REERIE,

nnnnnnnnn

ssssssssssssss

MMMMM

Z8t kubectl # kots CLlo
HIREZE Kubernetes £,

-

N

23


https://kubernetes.io/docs/tasks/tools/
https://docs.replicated.com/reference/kots-cli-getting-started

Wickr Enterprise BEMt=EIER
3. f% Wickr Support X8 Wickr Enterprise ZEE =R,
4. EATHIEGHZEE Wickr Enterpriseo

kubectl kots install wickr-enterprise-ha \
--license-file ./license.yaml \
--namespace wickr

® Note
license.yaml R RIGIRENBEE R,

MEREE | KOTS TRETRAKEHSEEREENELEE,
KOTS B2 A

WA EAREE IR Wickr Enterprise fRAS, BRI AEFLEARRE, SREREHEIT Wickr
Enterprise B Ft#k. KOTS BEEF A REEEIR Kubernetes BIZEEFIFE , IFEA TG SH
BX -

kubectl kots admin-console -n wickr

WA GE
A2 5%

Wickr Enterprise 3z 24 A2 HISF A .

« LoadBalancer ( 78&% )
- BEVEHRYHITRZETEABBBLEPHNAEER  ETCEEHEREHERHE,
« ff£f LoadBalancer RIS IE A SR B ¥ A 324185 (inress-nginx) FR#E. iEEE Kubernetes £ 1 X &
NEPEHFERNFE LB]T
- AW ALB
- W ARHSREEZREN ALB,
- IREERMIWAM Application Load Balancer B #Z&##H ARN,
- AW NLB

KOTS BB XA 24



Wickr Enterprise BB REIEE
- S ARGREEZREMN NLB,
- WEERMIFEN Network Load Balancer B #Z##8 ARN,

* NodePort

« B AJR%IES (inress-nginx) HEERE B A NodePort FRISER | ;B2 Kubernetes BEFRWFTE
iR FRARGEREIR WA REEEER A, A% , WLUEIR DNS = — LA BEHTEEHIFEHF ik

o IBTTLUERE 1-65535 WIEZIEEE | A 30000-32767 HYFEREEREIR,
* Ingress

- ERLECHEAZRER, LEABERIWARRERE  ARBRESEHAAEABEFEAZE
BlEB, ERTAAZFREERR M — LR H PHMHIRE - LHIMER.

- BHEIEXE ingress-nginx EHl85,

ERFTEHERE

RIFTERR  BARBEEUEHE ~ E&H, FRHEERELUERA Wickr Enterprise Server E& M E# A
B, IPREIMEBEEEAFTTERERE,

ERERE

Wickr Enterprise T Z MySQL 8.0 EXlE, MRMEE MySQL 5.7 £, 5FSE A#Z MySQL 8.0

FHik. HMBREFEA Kubernetes BENIHERIE |, $I40 Amazon RDS , Bt A LURIERE
Kubernetes #5EAZB RS MySQL BRIEMARTEN —2B5
NHERERTE

- THEW  ERERRFHEHEB/IN P it

- EHRTIMERE  EREARSNEERENIHEESR Pt (NETAH ),
- EIEIE . EEE MySQL HEREIE,

- EREER  EARSBLEINENEER,

- FRELR  EAEREFIRFUNERE,

- B RERAENBE,

- CARBRE : BB TLS EREEREN PEM BE,

ENERE 25


https://github.com/kubernetes/ingress-nginx/
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® Note

BRIEH MySQL R¥EFEATARM latin1 FLEHEE latin1_swedish_ci EF. &7 LEIBERFE
&/ MySQL AIRER BB AT HIEERE R :

"--character-set-server latinl", "--collation-server
latinl_swedish_ci™"

WERE R ERRE

HREATHMUEBREN MySQL TEZMREENERE , R ERERE S KM E StatefulSets ZBEF|
RS, RE TERBEMRE , BEEBRRKBERNBNO

EEA)  BERE Pod BIFAMHEREARD (LGB REM) .

i MySQL fEFRE A/

(® Note

StorageClass M REER VA BHKREER , T NRFBEFB AN, NEFHEA ,
RHREEER.

s
B

Wickr Enterprise R ER Y MySQL RIS EEE A Kubernetes H Y StatefulSet R, StatefulSets H]
FERNTZBHETTE  ORFAMUKREESE AR, A StatefulSets T MRS L , BA
1T T HIEERIE I MySQL F AR RIREE K/,

1. #mEE data-mysql-primary-0f WFAMHEES Hdata-mysql-secondary-0,
1. kubectl -n wickr edit pvc data-mysql-primary-0. Set

spec.resources.requests.storage ZFIEMNFEEFE K,

2. kubectl -n wickr edit pvc data-mysql-secondary-0. Set
spec.resources.requests.storage ZFMENFEEE KD,

2. MERIRAEE StatefulSets , {BEIE - -cascade=orphaniE{ZLABERT Pod.

kubectl -n wickr delete statefulset --cascade=orphan mysql-primary
mysql-secondary.

3. EKOTSUIH , BMREFEANRE , AFESEESR 1 PRENE, RELHELEE,

AEPE R ERRE 26


https://kubernetes.io/docs/concepts/storage/storage-classes/#allow-volume-expansion
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4. EFRE StatefulSets ARFERERE , I E MySQL R E#H LR

kubectl -n wickr rollout restart statefulset mysql-primary mysql-
secondary.

F#% % MySQL 8.0
S\EREHIE (RDS)
EER Wickr #IREHR , BER TSR,

-

SREANTHEZEM kubectl get deployments --all-namespaces
ETENESH , sEZ=—A Wickr , B85 3.

NAMESPACE NAME READY UP-TO-DATE AVAILABLE AGE

wickr ingress-nginx-controller 3/3 3 3 43h

2. M@ TEREA kubectl scale deployment/ingress-nginx-controller --
replicas=0 -n wickr

3. HERBLUGBHERE. MEFMENR ,
B YHEEFHIRES.

4. HEIZBRAFARZE MySQL 8.0.x ( FX&E MySQL 8.4), MEFMEN , 5828 (Amazon
Relational Database Service ff A& IErE) PR AR ER EHITERESIZMA,

nlh

28 (Amazon Relational Database Service {FH &1

EEE Wickr Bin LR , FRRER# A kubectl scale deployment/ingress-nginx-
controller --replicas=3 -n wickr

A EBE K E
WMEFHMENR |, B2EEHAERE MySQL,

S ERMHE

Wickr Enterprise £ E S3 AR TFHR®E. HMEZREFER Kubernetes BEIPEY S3 ARFE , fizn
Amazon S3 , &t A] LLEEE Kubernetes A B A S3 REMATEMN —

S0ER S3 B E

F#&E MySQL 8.0 57


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ManagingManualBackups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_UpgradeDBInstance.Upgrading.html
https://github.com/aws-samples/sample-packages-for-aws-wickr/blob/main/docs/mysql-backup.md

Wickr Enterprise BE{LREERE
- BETESE . REERLEN S HETEREB,

- B3 : S3 REFET AWS BHEHE,

. UH3E B Wickr ASFIREE S3 API EEIM IR, TERRAETH S3 RIEIHE.

« Fileproxy Service tRE &% : #PR Amazon S3. AREARBIREH IAM AfM S3 BENERE
Kubernetes BRIIRF & 8,

- S\ED S3 FHIER : ERERAN S3 FMER.
- I SIMEER  ERERAMN S3HETR.

WEB S3 BRE

WEB S3 A E B FRRM 4 18 MinlO fIfRER Pod , BEAHITE 4 EFAMHUKESS. BREES
£ MinlO WIRRIRISRIES REEREN -

- WEF S3 AMRERETE - EE UM MinlO [ARER Pod BE , REMBNTEREAS 4. HRFERAEE
F , LETUREREE 1,

- WP S3 Wik EETE : EEE MinlO AMRS% Pod FE YK MinlO #EEHE A REBNERES
4, HRFRAREINE  LETURER/EE 1.

- REB S3 WERE A/ : 7 MinlO AIAREF Pod FEIKY MinlO BifkE X/ , HFRA 10GB,

- FERMAEE S3 EAEAEE 4 8 PVCs 4 BfAMRES. S8 PVC #R2 10 Gi , E4XE 160 Gi R4
788 , WRMH 120 Gi MRriEHRETFRHAERAEELR,

« Minio Erasure {RiSsTE R A, NMEFMAEA , F2RAERENBTESS,

RFAMUREESHRE

Wickr Enterprise EEFAMUREEERTFTHREMREBHNER, HRENERIEEEFEH 2 Storage
Class &, MMRREZ=H , Wickr BEAFEAARRERAR. TXEEHE Wickr 2BBERE
Brx,

% StorageClass for Persistent Volume Claims BEHERMEERE  EETLABHBLES ,
AR FEEFAE=H REEITHREERE | H120 Longhorn,

TLS BERTE

HE PEM BREMAE BRI TLS, BE LB AIB X ARFS Wickr Enterprise Z B EF R E
M EMEZTE,

BFANUKRRESRE 28


https://min.io/product/erasure-code-calculator
https://longhorn.io/
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HRBREWLY , £ LEZ8  FREAPEEE (NRFE) HEE CABESHE,

Let's Encrypt

BEEUEIR A Let's Encrypt BEEIEEBE. BEREB cert-manager BE FEMA HTTP-01 3k
HEH,

HTTP-01 Sk ERFrFER DNS EBMBTAZENW AR ( B%E RLoad Balancer) , B TCP #E1%18 80

MRERBELE. ELBERENN , #EMEN, SARERRE 80 R , UAFHERABE
%o

® Note
iR S:#E Wickr Enterprise EARE XA S FFERANERE.

B E & F

FHEBREERINIEAFPREBEEINTFEE , Wickr Enterprise EERFHE. WMREM Load
Balancer 2tH BE 2 ARFEMN , 2 HEE Wickr Enterprise ZETEH CA HFEBW , BEMEL
B CARE , EAFRmEN,

ERZEERT , FTEENERE.

BEEME

R RETEIRE B R LB Wickr Enterprise BB EA , 2R THEE | LEEERFBKRERTEEEE
Wi EEE, WRHEFMIATS , IESECFER BEETHERRRE,

 Digicert
* RapidSSL

EXBHREERE

MRGEERY AW B RFZBRFBLLE Wickr Enterprise #BEMEH , TEANESEFGSSEESELEME
WA L EIEE,

Let's Encrypt 29


https://letsencrypt.org/
https://letsencrypt.org/docs/challenge-types/#http-01-challenge
https://letsencrypt.org/docs/challenge-types/#http-01-challenge
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openssl req -x509 -newkey rsa:4096 -sha256 -days 365 -nodes -keyout $YOUR_DOMAIN.key -
out $YOUR_DOMAIN.crt -subj "/CN=$YOUR_DOMAIN" -addext "subjectAltName=DNS:$YOUR_DOMAIN"
-addext "extendedKeyUsage = serverAuth"

MREBEREVI P AERNBEEREERR  FRATIGT. ECA IPEEE  FHRECEAA
RETHABRFZFTIHREBRAL. NFEFMEF K F2REEARE,

openssl req -x509 -newkey rsa:4096 -sha256 -days 365 -nodes -keyout $YOUR_DOMAIN.key -
out $YOUR_DOMAIN.crt -subj "/CN=$YOUR_DOMAIN" -addext "subjectAltName=IP:$YOUR_DOMAIN"
-addext "extendedKeyUsage = serverAuth"

(® Note
LU EFANMBAEEBNR IP R EF P A $SYOUR_DOMAIN,

SR

- EENIETE  BUALERER , Wickr WHIURKERASIBEBEEZERS 1 Kubernetes i3
Frole=calling. FAMERELEAREH B HE — GBI T BTSRRI,

EEELEREREALIRERERAMWY TCP Proxy , B2 TCP Proxy RIS S 1EEEIE 443 £#)
1To

- BXA TCP Proxy : LB ERSEHIREEMFI LIE TCP RAEXMRE. MREFHMIE 443/tcp
EHITHRRE , RAFE TCP e AERETHW | BEAMERE, BHHRETEIERA Wickr Open
Access WEPE | AR LLINEE,

- BERZEMBRSHELE IP bt - BALRER , IR ERBM@ https://ipv4.icanhazip.com/F 2 H
HTTPS sERRIRZH N E IP #edithttps://ipv6.icanhazip.com/, SR , BHERA FHEIHETE
IP it RAFUGRE ) = "EWERBEE L RE , TRIFUREASEEZME.

e FRATHIE P Ut RKFPWRE  FH Kubernetes BB E IP bt K1 RIS, ERTATE
Wickr A FIR&E A LUEIR RIS BT E IP #bik EAY Kubernetes E7% , @6 T APl status.hostIP
FE AR

- IHEBER BHEIMSEN P it UMAFURBHNERMED, IFEHNTE —FUEAR
2R, TEZERAURTE  RAHHRENMAEANEEERNE. RETHBBERLHA "EH
FHEEIP bt FRER , EHEE IP Ut REE K.

LR E 30


https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/ingress-settings.html
https://ipv4.icanhazip.com/
https://ipv6.icanhazip.com/
https://kubernetes.io/docs/concepts/workloads/pods/downward-api/
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« PR AP  RETEE  TR0 Pod B EIREN THUBBRE TR, 5 LEA L LB
AR UFE S NodePort FRT, MBRUATFIE A | FBHECREEE N RBIAHHATE, B
ABATEGE STIC .

W 0L 8 A RRTE

Wickr X FFILE ARRE , 25T F FimE iR 2 S SR AR ETRP AL ERRE | 36 558 PP AL B% pi ) IE 2 9 P OLA] AR
2o Wickr 3 52 U7 WY Al A SR A -

« LoadBalancer ( 78:% )

 LoadBalancer B HEREHREME (ELAFBBLEFTEEI/NNERE ) , #E LoadBalancer
2% , REBEREH KOTS AR , URMEBRTEHB[NEHETE P thit,

* NodePort

« HESEFIETR 225 NodePort IR , MAWULREBMNEAR, LEARHEBIS -—NSEHIN
FHREBN—NZEEHFN P i, BN UDP MZAR TCP RE , &1 LUREHRE 30000-32767
RYE R EIE

- IREH NLB
o SR A RIERZIIFEEN NLB, BEEAS UDP FiZHAM TCP RERME EHZEHE ARN,
- ERH

- MBEBAEEZHIN Kubernetes FRIER AT ATRE , FiZEULEE, EEFSHEIMBKRRTE
EEER , LUEHWEAREEERAEFEILEE,

ZEEH

- AERBRAFUB AR  BRFUREXDAER ( BEREEEFRUMERSS ) K UERERENAF
MBS HEEEHERYE  MEFTFURA, NMREFM(MEREZER  BFEARSEFUESE ERE
FTE R R,

- B UDP RENEHE NLBs ABEEHF IPv6 BRIk BE, MEFEFHME , 52 Network Load
Balancer B 2& 48,

- MREBEESTIGER , AIXEFEHAREWUNEMEREE, NRHFHEEEHBERDRE , B
BETE  BURESRE PG ER (BRREIPV4EE),

s P AZER LTSN IHEBR IP it BESYENIBHBATRATESESHERE,

o FEERIEN G AEIZIEM TCP A 8443 , UDP A 16384, FEE A BN RS BE AL ERIBENE
E A NRBEERE, AABSREEE,

U ARE 31


https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-target-groups.html#target-group-ip-address-type
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-target-groups.html#target-group-ip-address-type
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BELE
ERARTHREA

IEHENRE - P ESRMAAWIRENEAR.

3
¢
g

1. SHEFPILE A KRR | #i2Load Balancers{IREH NLB, f1FEHRA NLB WEFEENR |
GitHub £ Wickr Enterprise CDK £l 1§y NLB #&,

2. REBFUEAEE ST THIESD-ERE

- $HEIEAR NLB |, 1214 UDP Ml TCP RER B 284 ARNs , A% NLB W E#E |,
« ¥ Load Balancer , 557t Kubernetes 2 T E B RIEH T HERE,

HE , HAFURAER  SuLUREHE S TES[N IP i8S TP HR0 BT T @2,
3. (A ) BEHE— NLB TAHEANERERE , BEWAERDZERAE NLB , iR
HTTPS B#Z&1H,
/8 NodePort A

MREHBEEER  MASTRLFENNERTER | LEHEREA.

(® Note
BRGNP KB Z 2 BE4E 2 5F NodePortsHU R E.

1. SHEFENlEg A %A | 124ZE NodePort,
2. W EEFHEZTESR IP ik,
3. {ERMWEREE,

£ FH HostNetwork EIZH A

IREAELNEEMEM Kubernetes BRI |, I AFFF IR AREEZE BT IS B A FRFERETE
Fo MRFEE IPv6 EfR , AIRIFIL T,

1. S AER | SZEERE.
2. BB FMEZESR P Mk,

BERE 32


https://github.com/aws-samples/sample-packages-for-aws-wickr/tree/main/enterprise-infrastructure-examples/aws-cdk
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3. RRAWIEHERE

Kubernetes 5 B BIiERES (1#HA )

Kubernetes Cluster Autoscaler & Wickr Enterprise ZH&IEAMHEE, MEFREE NN E 4 EREE S
AREEHMBETE , ENSE BN ERE Kubernetes BBt EF4H

Wickr Enterprise Z# %18 3 AEiRIREEES . AWS, Google Cloud 1 Azure, BEERHEEEFY
HEESHBEFTENER, FEBEUATIHESHEIER YRR IEE,

AWS

M RIEKEH WickrEnterpriseCDK £ £ & Wickr I]RiE AWS |, AIEEHRE— LEAN S BRMA
Cluster Autoscaler,

1. BTHEBRFIBEEEEE, ETZE Cluster Autoscaler BEIHIRZBEENE B,

1. k8s.io/cluster-autoscaler/clusterName = owned EH clusterName 2#&

Kubernetes # &£ &8
2. k8s.io/cluster-autoscaler-enabled = true
2. 1£ kube-system @ ZE B P #718 Kubernetes lRIEIRF , WA HE AT BB EREF ec2 BIFEW

IAM BURE VBB, WRFMEAMNFMRA , 528 (Amazon EKS EAEERE) HIRE
Kubernetes RIEIR 5 LAIB1E IAM A,

1. REBRBIRSE , LEFEMEA "kube-system, G5 & ZEMH
2. FHIBE R AR RBIRS -
JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [

"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeAutoScalingInstances",
"autoscaling:DescribelLaunchConfigurations"”,
"autoscaling:DescribeTags",
"autoscaling:SetDesiredCapacity”,
"autoscaling:TerminateInstanceInAutoScalingGroup",

Kubernetes 25 EHEEREE (EA) 33


https://docs.aws.amazon.com/eks/latest/userguide/associate-service-account-role.html
https://docs.aws.amazon.com/eks/latest/userguide/associate-service-account-role.html
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"ec2:DescribeInstanceTypes",
"ec2:DescribeInstances",
"ec2:DescribeLaunchTemplateVersions"

1,

"Resource": "*",
"Effect": "Allow"

£ E Cluster Autoscaler BEHIEE Ul B |, ZE AWSH AN ZiRIEME K FWIRHEEITEEIHNR
HBIRFE B , 387~ Cluster Autoscaler FIFAZREIRSE

Google &

ZUERY Autopilot MZXEREMF A GKE AER Autoscaling ThEE, T8 , MR EEEHEBELES |
EREZTIVEFTETIER,

FERAEXR:

1. VAFEALZLHEEYSEANTEEEE MG), BREEVEES|IZEERN "HEIBEAL . iEH
BEEFIEE MIG,

2. BEVARMAICESEHRES D, BT TIEE , EREESE LA
gcloud container clusters update ${CLUSTER_NAME} --workload-pool=
${PROJECT_ID}.svc.id.goog

3. WEHA® roles/compute.instanceAdmin.v1 . A LAER T 53 RRET -

# Create GCP Service Account
gcloud iam service-accounts create k8s-cluster-autoscaler

# Add role to GCP Service Account
gcloud projects add-iam-policy-binding ${PROJECT_ID} \
--member "serviceAccount:k8s-cluster-autoscaler@${PROJECT_ID}.iam.gserviceaccount.com"

\

--role "roles/compute.instanceAdmin.v1l"

# Link GCP Service Account to Kubernetes Service Account
gcloud iam service-accounts add-iam-policy-binding k8s-cluster-autoscalere
${PROJECT_ID}.iam.gserviceaccount.com \
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--role roles/iam.workloadIdentityUser \
--member "serviceAccount:${PROJECT_ID}.svc.id.goog[kube-system/cluster-autoscaler-gce-
cluster-autoscaler]"

Azure

Azure Kubernetes Service (AKS) R AZHNERUESXNESEHER , BAEBKEL L EARE
SEBERE. T8 , IRENEREBELHEELENE , M2 A Azure Kubernetes Service 121t
Kubernetes Cluster Autoscaler 24, ZEFALES , BFEERETHEN , WHERE Azure AE
ImiREE % , ASHEMA Cluster Autoscaler THI KOTS B2 EHEMRMALEH,

Azure B0 B

FTRY ID : 5TRY ID A& Azure AOMAYL | IKBBE A XHEG. MEFHMEEN , B2H Azure AOH
v ERSETBIAFE S IDs,

BRI LAER az an S 5N AKX E L AD Service Principal , AEUE T HIZE,

az ad sp create-for-rbac —role="Contributor" —scopes="/subscriptions/subscription-id" —
output json

FERAZRX ID:

RAFimET

HFID:

Azure Cluster Autoscaler #H &

BRTESTREBERZN , TIRUREEEDREREFEFNLERNV. AFERREMHRTEHGLE
AT , BRBENE AKS HEE | TTREEE LK.

Azure ZEEREREHE | WEREEIL AKS BERKH Azure EYNZEEREE , MTREEERMN
BEREE, FENSGLE  SEETEUEERR BYS CLUSTER_NAME M RESOURCE_GROUP,
ISELER , LR LT T EERESLLE :

az aks show —resource-group ${RESOURCE_GROUP} —name ${CLUSTER_NAME} —query
nodeResourceGroup -o tsv

FERRASEERE VMSS £ : ERHE Wickr BRAENZ AKS B EMBABN ERMSERRES
(VMSS) £, ERFRBENEEFT RO LYA TRENER, EERBIE , £AUHITTS az

AL
mT
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https://learn.microsoft.com/en-us/azure/azure-portal/get-subscription-tenant-id
https://learn.microsoft.com/en-us/azure/azure-portal/get-subscription-tenant-id
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CLUSTER_NODEPOOL_NAME="(Your-NodePool-Name)"
CLUSTER_RESOURCE_GROUP="(Your-Managed-Node-Resource-Group-As-Defined-Above>)"
az vmss list -g ${CLUSTER_RESOURCE_GROUP} --query '[?tags."aks-managed-
poolName"=="""'"${CLUSTER_NODEPOOL_NAME}' "' ].{VMSS_name:name}' -o tsv

ACalling Node Pool VMSS £ (EHA ) : lMRAEE VMSS |, EREEF I Nodepool 1HEFEIR VMSS
28, BENBLE K SUNHHERAEXGHERE VMSS EBHTIEXRAMN tit , AR E
HERNEHEREZBH CLUSTER_NODEPOOL_NAME {&,

(4]

Wickr Enterprise #% Velero A3 B B, Velero R4 EHN T ERfEH FER Kubernetes #HEE R
MBFAMHKRE , BER2EERUEIRABIHERE,

£/ Minio B Velero &7 : B #i Velero iR EEKERER T A Minio BLH.

Add a new destination

In order to configure and use Snapshots (backup and restore), please install

Velero in the cluster. Once Velero is installed, click the button below and the

Admin Console will verify the and begin
To install Velero
@ install the CLI on your machine by following the Velero installation instructions

inds from the instructions for your provider

u
l 2 Amazon AWS 7 I [ /A Microsoft Azure (7 }

‘ O Google Cloud ] | l & otherprovider [ ]

[ 2 NFs l [ [ Host Path ]

With all providers, you must install using the  ~-use-node-agent ~-uploader-
type=restic - flags for snapshots to work.

Check Velero installation

Check for Velero

5 Velero X178

« &% Velero CLI, MEFMER , FSE %% Velero CLi,
« EEBE LR Velero , WIRBIRMERERETE

- AWS.

- GCP.

* Azure,
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https://docs.replicated.com/enterprise/snapshots-velero-cli-installing
https://velero.io/docs/v1.0.0/aws-config/
https://velero.io/docs/v1.0.0/gcp-config/
https://velero.io/docs/v1.0.0/azure-config/
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- HitfiIEm.

BR

BRIFFER , BOPTFEIEHKRE. MREM Pod HEERONHEEE  SXACANEETSER
NS EERENERRERE RS

HREBEZSEROIERRE , #118 backup.velero.io/backup-volumes i1, SFEEREAE

—;1,|—H

backup.velero.io/backup-volumes : //, WFEFMEF , FSEZERRE,

Airgap &g

Wickr Enterprise fl KOTS # X EZEZ| T2 MEM Kubernetes &, B4ERMFIHE Docker B
THENEIE RSB TRREEEAN Kubernetes BEFEL, RE4E KOTS B9 Private Docker

Image Registry X HEAERAEE R/ BIBES I RIBETRE , THRALERENE, KOTS BFAARLE
Docker BR{5 % 8% 18 REEE FT A Wickr Enterprise BR &,

- FREARPBAHY Wickr Enterprise license.yaml ( Bf#% Wickr S8 ERFFZEBER )

« Wickr Enterprise wickr.airgap #FEM4 ( Bi4& Wickr SFEEF X EEK )

- 1ZHUFAE Docker BRIGE$E1E -

- FHUFE Airgap IRIEHZPE M Kubernetes E 5,

. B%% Kubectl,

- B&RE KOTS CLI,

« kotsadm.tar.gz 2 T &

T THHS , EREIERHE kubernetes # 5 L EE KOTS H Wickr Enterprise, EL TS 2
KOTS B 8MEM Wickr Enterprise B L EZEFAE Docker G EHE, TP THE , REFRT
BN KOTS BEEEXES , R LIRA Wickr Enterprise &85,

kubectl kots admin-console push-images \
~/kotsadm.tar.gz $PRIVATE_REGISTRY_HOST \
--registry-username $PRIVATE_REGISTRY_USER \
--registry-password $PRIVATE_REGISTRY_PASSWORD

kubectl kots install wickr \
--license-file ~/YOUR_LICENSE.yaml \
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https://velero.io/docs/v1.10/supported-providers/
https://docs.replicated.com/vendor/snapshots-configuring-backups
https://docs.replicated.com/enterprise/image-registry-settings
https://docs.replicated.com/enterprise/installing-general-requirements#minimum-system-requirements
https://kubernetes.io/docs/tasks/tools/
https://docs.replicated.com/reference/kots-cli-getting-started
https://github.com/replicatedhq/kots/releases
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--airgap-bundle ~/wickr.airgap \
--kotsadm-registry $PRIVATE_REGISTRY_HOST \
--registry-username $PRIVATE_REGISTRY_USER \
--registry-password $PRIVATE_REGISTRY_PASSWORD

Airgap LR 1TENE A

R RIRERITHAFPHRNEZBANZTEANNBEAIIEE., LERZHAR Apple iOS F Google
Android 2N ARERIE REBEEILIIEE., F2EELRBHMG , LAFFIIHIEEN IP thit FE
BE,

- iI0S

« Android

Wickr BIES ¥4
Wickr Admin £ & S EAREIE Wickr Enterprise ERRERA S, S ARREMRE. £AE. BS

£%, BALERE SIS M Load Balancer®y DNS & L | #iB HTTPS FHlE. EREHAEERA
admin , &5 Password123, BHEREE —XBEAGEE R,

/9’vﬁckr

=
=

Network Admin Sign In

Sign In With 550

SIGN IN

Airgap REMN{TENB A 38


https://support.apple.com/en-us/102266
https://firebase.google.com/docs/cloud-messaging/network-configuration
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ZEMRE

AWS Wickr Enterprise IRt REERE , AEHNHBERFATHRELRLRE. LESNRZLEEEH
A Pod MBEER , ALFERE TE2HMNEEER (STIG),

RE FEERSHIBHPTHERELZEAR !

podSecurityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
containerSecurityContext:
allowPrivilegeEscalation: false
capabilities:
drop: ["ALL"]

/A Warning
¥ Opensearch , W Z £ HESEAEHFAMMFREITTH fsgroup-volume
initContainer , i& A] BE 2 8 B B2 51 A AE EI AV #E B M R RE

FTEEEE
B BREPB LB , 7£ helm stderr FHIR T 55355 :

Error: UPGRADE FAILED: cannot patch "enterprise-init" with kind Job:
Job.batch "enterprise-init" is invalid: spec.template: Invalid value: core.

% RAEERSKTREREEERN. FERAEHELE. RMEREHEENEE  REBE K

39
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Wickr Enterprise B R Hr#s 5

Wickr Enterprise B3 5 22 451818 A Wickr Enterprise EmEH/ N EBSRENZEER. ©AA

BEENREBEE | FHATZE Wickr Enterprise B9 kOs 12t/ 8 Kubernetes &8, FRMZHE G

A F&{E Wickr Enterprise ZZE M TR AEERMERERER , FERUEMNS T AN KRS
Mall-in-one. f#RA R,

E3:]

« Wickr Enterprise FI## 5% A P9

« Wickr Enterprise RfR#EEER

« Z% Wickr Enterprise RfR#EE (2% )

- SEHHTE

- KOTS EEE X AHE

- HERREER

- WEDE Wickr REREERE

Wickr Enterprise Rk # 5 A9

& EZEMBAEA Wickr Enterprise REREEIRIE |, FHAE Support LUENSRE, MEZERENIRE , I
MEFHIEE  BHE IBRUNSEFRERENHEBMEMEREE TR,

Wickr Enterprise RR#EEHE R

BAtR %2 8E Wickr Enterprise REREBEZ B , BERTS TIEK,
B EEAFETYERZER A Wickr [RIRES :

» HTTPS 443/TCP

« ERFA TCP Proxy - & KOTS HH TCP FUERERERN TCP IEEEE
- UDP FIYRE A 16384-19999/UDP

- {ZIR LAN - ARFEKOTS EEEF# A 30000/TCP

B E A 40
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%\l Lgs}z

REZH , FRESE @ VM (EEBER ) BT Linux EXERM (0S) MERM:R , IRHTIER
RARER :

. 8 {8 CPU #&1»
- 12 GB (GB) & RAM
-/ (8) PEELK 100 GB (GB) MRt fi17 88

Wickr Enterprise AERFEE S E T 5 Linux EERFK LEIBAE , BEME Linux AEBHNEXRRAE
IHHREtLIEA -

* Red Hat Enterprise Linux 9.5
* Amazon Linux 2023
* Rocky Linux 9.5

# & Wickr Enterprise REREE (2% )

G T HiER#& , 748 Wickr Enterprise E4 TH 2| B iVt #zR , ARBRE,

curl -f "https://replicated.app/embedded/wickr-enterprise-ha/stable/6.52" -H
"Authorization: [redacted]" -o wickr-enterprise-ha-stable.tgz
tar xvf wickr-enterprise-ha-stable.tgz

BEEEZERMERER wickr-enterprise-ha#ll license.yaml, wickr-enterprise-ha %=
e—EA-H#UER K HPESLRARBEEFMENFMEXEERMY , M license.yamlZ2&H Wickr %
E, SAREEENRE,

WA LA#AT wickr-enterprise-ha R , FURERITEARRE !

./wickr-enterprise-ha install --license license.yaml

ZERFRAR  RRERTERAEEETRAER, BAZLER  IRRESKERTEAEN
KOTS EEE XA NRERERERMENER,

RETHE , WHEUUTAR :

]

B
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sudo ./wickr-enterprise-ha install --license license.yaml

Set the Admin Console password (minimum 6 characters): *#****%%xx
Confirm the Admin Console password: #****#*xx%

Host files materialized!

Host preflights succeeded!

Node installation finished!

Storage is ready!

Embedded Cluster Operator is ready!

Registry is ready!

Application images are ready!

Admin Console is ready!

Visit the Admin Console to configure and install wickr-enterprise-ha:
http://192.168.1.100:30000

H OoH B F OHF OHF OH OH VN

BERE % FERA Web BIESaE8H PIRMEMN KOTS BEEXTEA URL, fELL&EHIF , URL
A http://192.168.1.100:30000, i , £ URL SRIBENBRBALEMEFITE.

ZEIMEE

Wickr Enterprise Embedded Cluster Multi-Node %25 7] & Embedded Cluster £ & 12 4% Wickr
Calling #1 Wickr Messaging T{EE H 2 B EI TR EBRMIERIEER, FEEKM , Wickr Enterprise &
MNACENABRESEZSEHETE,

IS ER

THEEELAERENTERE LR , SHHPETREFER, EERFTEEHHES ZHR
B, M =25 e R R R R

« 53 TCP/UDP
« 2380/TCP
+ 4789/UDP
+ 6443/TCP
+ 8080/TCP
+ 9091/TCP
+ 9443/TCP

LEHRE 42



Wickr Enterprise BEMt=EIER

« 10249/TCP
10250/TCP
10256/TCP
30000/TCP
50000/TCP

Wickr Uit s S B BHE AR E B ERANRMAR, FE B URERSN B ELIIEE.
EVRREREE T K E2

B IR R WIFLE Wickr Enterprise Embedded Cluster B , A LAERERRFHIBE L BN P ETE,
B AL 2 Wickr Enterprise AfRFESE (E% ) BARNER. EREEE KOTS EEEHERE ,
REERREETHME S,

(® Note
Bal, AIRBESHMESE 1 PSRN 1 A/ 2RER,

HEME , FEUEENZHRACEE  RERENTFUASER, ESEARARRENBHHEMIET
£, EFNHMEATELERETR , URERESKBEEMARFILER,

FERER EMATEA T SRR
1. EFSHRHETRIENVE

curl -k https://172.31.42.64:30000/api/v1/embedded-cluster/binary -o wickzr-
enterprise-ha.tgz

2. HWHTEVAE
tar -xvf wickr-enterprise-ha.tgz

3. MEEIRIMAESE :

sudo ./wickr-enterprise-ha join 172.31.42.64:30000 AAAAAbbbbbbbbCCCCCCCzzzzz
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Wickr Enterprise BEMt=EIER

ERERTRYTERZE , FNTRSHREREEEEER L , YiERTUAR, BEEEVEENZ
Wickr Enterprise #HREE H. EfE KOTS EE & X #E S HRETP IR B B A B R IBIE R,

HHMEHETRERANARBEELR

£ ERNUET I8 EH AR Wickr Enterprise Embedded Cluster 22 | 8 8B = KOTS B2
EBXEs, EEELRM , FEB ssh REMBFIZAEGE , RAREBEFTTEANRE 2wicke-
enterprise-ha=—# NN ZE B &, HIT ./wickr-enterprise-ha admin-consolel X&)
KOTS EEEF#A., MRUEGOSREETMEL , Bl KOTS EEEFRAECEHTH , TLUER
Web BIEESHEBEZH 2 IP LAYEREE 30000 R1EE , 4l : https://127.0.0.1:30000/,

EREFE@A KOTS Admin Z , ARIT T IEFREMFEINNVER

—

BA% O BEEZKOTS EEIRAL L FNEELEEEER,
i#Z Add node (FTIEEIE),
£ THUEZERUEHIBERo1es,
EH TR Roles
EREEENETR  EEEMENHSH LRTH R,
TRE , BEERE
FHFHREHREES FUACHNERIEES,
BEZFKOTS EEEFHAL LANERERNER
REEERNEES DREFHERE,

. BEFAAEEERPHFLEESR,

O ENEENUET B AR IR,

. BBEEEKLR , ARBEREFHERE,

. FEENHIRRERE , IEH Config EE#H. BEBEFHMA,

. EEFNRAERL  SERENRENRAE. HVAMIEREEHER A Config Change NER %
MRAT . RIFHFLUSRBUHARA | SR AR ILER R

© ®© N o o k& w0 DN

A A A A
A W N -~ O

KOTS BEEEETIEAARE

KOTS EEEXRA—RAEEAEREZINEE , LFEEEHERP A MAGNARR. EZILH)
SRR KOTS EEEXFRANERRESHRLE. BEF5|IELTHRE KOTS EEEFRE
TANEMRESR  SRELERHEETBRENER,

EEASETEERAENARBEERSE 44
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KOTS EEEFRANMBERTHE  RRERTEHATREEFHAEYINEES T RAER.
B-RBAR , EFEREERE

BB LIATE Wickr I KOTS EEEFIEA,

T
%

HRE—SFHARELE  BEEEUEE Wickr B KOTS EEE XA, NESHY%E
BB,

2HZ

£ KOTS EEEXZAY , RBENERBRELNZE, FAAREEERN , BXRE— LS8
REERTE , LARE{R Wickr Enterprise R 1iE & Ihae,

- THETE - ERAHE Wickr REBHARMEANERERE., FELALBIEHEEER DNS 528 ,
LA$g | 8 E Wickr Enterprise &8

- EHMREET o BE [ ] REEABEFHIEHEE | LLARKRE Kubernetes BAMWMEREER, E#A
JAREESE | BENE—-EIEANIRESE , REBEEEL Loadbalancer /A 3B IP ( R IPv4) X F 1R
i A BRIRHY Wickr @ RESHBEEMN "FL P,

MREFTEL IP B, BA LR Wickr RS LW SHBT FHGmS , SLHENE : ip
route get 1.1.1.1]awk '{print $7}'
- BEREERT , AaEZMARERENER,

- EFUT  NREEANRE-—SHHARES  FREECHENTEF USSR, B8, MRESEL]
MERE MBI UER  FRECENFEFIUER,

- MREHEEERFHANPERESR SIHAMEEBETERLANE —FRAIRF , BRTIEREN
A EREIE -
- S3REFME

W& S3 FNERHRERFRENEMEE, ERNIAERBYERATERRA A RARERT
=IEE,

REMBELENRR  BEHRBEACEERD , ARBREREAEARE, EEMB —LERIERE, TRX
FEmmER , EREIB LB Wickr Enterprise Installation,

R E E BT BB ERE Wickr Enterprise Z8, MEFRE Wickr Enterprise BFEHIER , 2B E

x& Wickr Enterprise ? o

KOTS EEE X AiHRE 45
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k4 - ==
HitE RREEKR

IP EHEBRE

MRENZRFE IPEEHERE , AF - LEHNNERER, EEETEBR IPEIHERE  BRL
B8 EREARRERNEAME R,

£ KOTS EEBEERY , TR TP,

1. BEREBREREKERD IP,

2. ERET , ERNLERRE. A%, KR IPERENERELEREZIRE. UEFHEA ,
ﬁ%iﬁ%%% S8 nx.o

3. LEBEMN .crt ERNAELBRH . key BR
4. HRBHERME K FHEARLE.crtEx.

5. GERTEREEREZKIG M.

6. Ltf& Pinned BF.crti,
7
8
9

s
B

EWWUT , BCHAZERBRRMARI[ILE IP it MERAETHIEE IP it RIFIREZES R,
EFUT , SEHMEE IP it REEREBEBRBXFHRF,
FERRERT , ARZECARHRENG R, THEEREAWANERER,

10. E@WAT , ERE-HRHARELE,

1. EBWAT , @A Wickr AR23 L 'public' N HEK IP, EMREERAETHEZREHN IP TR,
AEESBRP AR ENEMER,

12. EWAT , AEERABAFTTERERE,

3
¢
i
i

SELinux s&#I#TE RN

MREFEEBRFHATEXPER SELinux , FEXARZRAREENARER B . BREAR , /
optHAEEBBRI , AT AR KSR SELinux BURHEEE M.

mkdir /opt/wickr
./wickr-enterprise-ha install --license license.yaml --data-dir /opt/wickr --ignore-
host-preflights
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https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/tls-certificate-settings.html#generating-self-signed-certificate
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EENARBEEERZEERIERRSE SELinux ERERER |, I 7E SELinux BAEHIBIITRX
B, ZEMBILER , XAFH--ignore-host-preflightsi o558, FRGSHRER | KL
TRTER. HBERTERAZ,

# 1 host preflight failed

e SELinux must be disabled or run in permissive mode. To run SELinux in permissive
mode, edit /etc/selinux/config, change the line

'SELINUX=enforcing' to 'SELINUX=permissive', save the file, and reboot. You can run
getenforce to verify the change."

? Are you sure you want to ignore these failures and continue installing? Yes
AirGap &g

Wickr Enterprise WAMIEELZHREYERBILZE, BESEFNNERBNBA, NREEEHBE
RPEFEREAYIRE F 8 Wickr Enterprise WHREE |, BHiE &,

BTRREER , THERRERERES ETE, CABXBELUATAR

curl -f "https://replicated.app/embedded/wickr-enterprise-ha/stable/6.527airgap=true" -
H "Authorization: [redacted]" -o wickr-enterprise-ha-stable.tgz

BEATHRITEIMEBMERNES K ARFHERENVERER S LEEERIIRBEIRE, EREH
% BEERATEEREEF —BFENEHS. $EE38wickr-enterprise-ha.airgapfiEH
B8 Wickr Enterprise EAERXRBEREHNE=RAEZR

tar xvf wickr-enterprise-ha-stable.tgz

EREHE  XAEHIERE--airgap-bundlef =35I8 ; B , BEF2E8REERERR.

./wickr-enterprise-ha install --license license.yaml --airgap-bundle wickr-enterprise-
ha.airgap

E# airGapped AR EE

Hith =8 ER 47
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= EFH AirGapped Embedded #5% , R TSR,

1. REEBTHHOAREEENH , YEALCRKBERENEEERER T E G EERT FHMER.
MEMEIHWER LR | B tarball

tar xvf wickr-enterprise-ha-stable.tgz

2. EAFHZEALF Airgap EXHITERN :

./wickr-enterprise-ha update --airgap-bundle wickr-enterprise-ha.airgap
# Application images are ready!
# Finished!

3. MBI KOTS EEEXRA , XEALEN KOTS EEEXRAEMNBZREFEE ARAR URL

./wickr-enterprise-ha admin-console
4. BAKOTS EEEFEEE , FEMRAEK THRILANEHUTAEN , ARIZEREKELR
5. EURAEHT , AFMRAEERE, ZSHBREM -

1. SEEMERER, QT#EE , RAREET -5,
2. BBRRAEMBELRY , BET -5 : #EEAHE,
3. EELE.

Wickr Enterprise R # 1 H A fmEE

- NAMESPACE : B2 KZ 2 Wickr Enterprise ZE& TR , RARBEREZA Wickr EELHEE|
kubernetes F#Y kotsadm B 2= , M= wickro EEMEFE-n wickr AR kubectl, helm Z{E
MEMARAERNNEMESBRSGS , A-n kotsadmitH,

« Bd Kubernetes #5£E ) : R ETMWMEIFH . /wickr-enterprise-ha—# VKRBV EEEE S
HEXEW shell , LUFEB#1T B2 Kubernetes & 3 B &j./wickr-enterprise-ha shell, EAF1E shell B9
PATH 1214 kubectl 2 AR , WA EEM kube AR EATHZE,

HittZEFR 48
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WEEZE Wickr NiREE RS

1B L SR M HE 7 45 BB Y FT A B 1T (E RR EB IR ER I BB H #11T Wickr Embedded Cluster ZE R #ITEEEH shell
FHE  WEHIT . /wickr-enterprise-ha shell®$ , LAEREHEREE Kubernetes REH
B,

— xR

REEETEEEATE RS IRE

HENZE
MBBEFEHETEREZE | FBBE4E Wickr Support &R B BILME ERLIT A,

MRECHBRETEAREESHEEN , FHRTRERS UBSBRIIRE, IRETHEER R LE
F , BB Wickr Support,

FEITRERS  BEATILZR,

1. BEZFE KOTS ZHIHEHR,

EEXRRAERL , RIAEHA LANREER.
EAHNA LA  CRZAEFIESREEER, BHEER,
RERLS®R Ul EMNEYENN LRESREEIHR,

£ KOTS EERAREENRAERFREERIE.
EXNMBTKER  SEREEERE , BRI EEHR,

o g~ W Db

%
TR E TR

MRBOFRFEABEBEL | ERRERREL Pod KEEKIE, BAHTEEAEER . /wicke-
enteprise-ha shell@i B REA Shell IRE , LAEE kubernetes Z&,

1. #EBIBEHITH Pod :

kubectl -n kotsadm get pods | grep Running

HRBRBEEREETHEDE 49
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BEILREER

2. kubectl -n kotsadm delete pod name-of-running-pod

(® Note

MREHA—@EHITHH Pod £ embedded-cluster-upgrade-XXXXXXXXXXXXXX-
xxxxx kotsadm-xxxxxxxELL , FOEEHMER , RAELY Pod RHTHRNSLEIR

Bo

3. WHFRRAMKHHITH Podo

kubectl -n kotsadm get pods | grep Running

LR FF e AR E FHRIER Wickr FHREBETT,
FERAEAREEEARPEER , BEEMFHRAE
NREABRXEABRRNREEERAL , AFETRATREERT —BAIRE,
BE Kubernetes TH#iC# :

1. RZEEXFRK Kubernetes shell,

./wickr-enterprise-ha shell

2. 1T T 5 kubectl 8% :

kubectl get installations
3. HWUHERRGER:

[Tooteip-172-31-6-72 ~]# kubectl get installations

NAME STATE INSTALLERVERSION CREATEDAT
20251113170603 Obsolete 2.1.3+k8s-1.30 2025-11-13T17:06:05Z
20251113180133 Failed 2.6.0+k8s-1.31 2025-11-13T18:01:37Z

4. MBRERBBZE,

kubectl delete installation 20251113180133
5. EHRER KOTS Admin EAREBIXEITHK

AGE
22h
21h

FHik I RE
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RabbitMQ Pod HE6{TA B Exror while waiting for Mnesia tables:
{timeout_waiting_for_tables}

RabbitMQ WEZ MR FETEL, EBFEHLEEZE RabbitMQ HTER AT EHEEEREZHRE
ABSERRAF, HEMELRRE , FFMER RabbitMQ BRER HREFHRE , RAREFHE,

ZEZMR KA RabbitMQ |, EFEK T3 F B,
1. MIBR RabbitMQ AREEEE,

kubectl -n kotsadm delete statefulset rabbitmq —cascade=orphan

2. MIBRTIEREY RabbitMQ Pod, NS A Z{E RabbitMQ-X Pod IEfE#1T , S8 2B HIkGS , B
RabbitMQ-X B EEH it Pod &7,

kubectl -n kotsadm delete pod rabbitmqg-0

3. MIBRYIFER PVCs, MREZE Pod EEHIT , FELAB KIS T , EH data-RabbitMQ-X LA
FEEEER Pod,
kubectl -n kotsadm delete pvc data-rabbitmq-0

4. BMERSETAREAHN Pod , MRKI , EEZTERETMARE.

kubectl -n kotsadm get pods|grep -i rabbitmq
5. MERBHEMARIERL PVCs , IRKY , EEXTFEHHENRR.

kubectl -n kotsadm get pvc|grep -i rabbitmq
6. FEiB KOTS EEMEREMITE.

NERZHELEHET , FEEREZEH

TR 5


https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/troubleshooting.html
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DU
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EMESHMRE, NFEF
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DI RTLGARE, MBS
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o

EMEE BB EER, WF
AHMER , FBEEZE Wickr
Enterprise,

HEIE TCP/8443 B ER
FEE, MEHMER , F2

B T SRR,
NERMET, , BEWBRE
Fo lHh, BHFMBAZEE
WS, MENEET B
BEER,
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20258 A 26 H

20258 A 26 H

20258 A 26 H

2024 £2 A 23 H

2024 £ 2 A 12 H

20238 A 17 H

20238 A4 H
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https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/security-settings.html
https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/multi-node-installation.html
https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/calling-ingress-settings.html
https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/calling-ingress-settings.html
https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/installing.html
https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/installing.html
https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/getting-started.html#getting-started-requirements.html
https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/destroying-resources.html
https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/destroying-resources.html
https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/getting-started.html#getting-started-requirements.html

Wickr Enterprise BEMt=EIER

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,
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