aws
EEER

AWS Wickr

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS Wickr EEIEE

AWS Wickr: EIE15R=g

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon WA EMEENB B RAMEMIE Amazon WERBRYE , BT ITREERFF IR
&, R EDSE Amazon BEZENHNFEH Amazon WEEZENEENE, A HEHMIE Amazon 5
ENEENAHRSEHEENME  SLHEETEMEBR Amazon , RE Amazon BEEBE , 7R
=% | Amazon #B8f,




AWS Wickr EEIEE

Table of Contents

B EE IR AWV S WVICKE 2 oottt e et e et e e et e e et e e et e e e et e e e et e e e et e e e e e e e e e e e eaens 1
WICKE BITIBE ..ottt e e et ettt e e e e e e et et e e e eee e ee e 1
T B D T ..ottt ettt ettt e e 2
TEET WICKT .ottt e et ettt et e e e e e e et et et e e e ee e e e e eee e e eee e, 2
T B oottt ettt en e 3
VK B P BB A oo ettt e et e e et e e et e e e e e et e e e e e e e 3

BB T ettt et e oot ettt et ettt e et et e et et e e ee e, 4
BT A N S e e e e e e et e e e e e 4
B AT LA BB B B oo ettt e e e e 4
R 2D e e ettt et 5

B I ] ettt et ettt e et 6
R R e et ettt 6
e R R v = USROS 6
D B 2 1 R T B A oottt e, 7
BB 3 B L A B B E BB et 8

BB D B oo ettt 9
B BB B B oo e e e e e e e e e e e e e e e aaiaaas 10
B B B A ATl .ottt ettt e, 10
R B R AR oottt 10
B B A B BB A ettt ettt 11
B BRI B ...ttt ettt a e e sttt ettt s s n e st senens 11
Security groups (B BB ) ..ottt 12
e ok -2 - OO 12
B T R B B R e, 13
B T B B R oot 13
B BR ZZ A AR ...ttt n s 15
SO 0 A R ..o e e e e 16
FEAR SSO BEABEERI ..ottt 16
B TE SO0 ittt et e e e e e e e e 16
B R B I B B R Lo et 24
B B BB ..ottt et e ettt 24
B T A R B ... oottt 24
T A B BB ... oottt ettt 25
R B B ..ottt 25




AWS Wickr EEIEE

B R B B ..., 26
BB EIEIBR ... e e e e e e e e 26
B T R B .ottt 26

T A G B B P R Al ..ottt ettt ettt 27
B B R ettt ettt e, 27

B B B R oottt 28

B T B R oottt 28

B B R oo e 39

BB R B B R B oottt e, 39
IR ATAK 2 oot ettt et ettt ettt ettt 44

BB ATAK oottt et ettt ettt ettt ettt 44

BB ATAK I Tl oottt et 45

T Rl I oottt 46

T B BT .ottt ettt ettt 47

B T A B B T oottt ettt ettt A7

B R B ettt ettt 47

B R B T T T Tl R ettt 48

T 1Y =T 50

B T ettt ettt ettt nn 52
R A B B R A IEL .ot 52

BB I BB RTHEIE ..o ettt ettt e, 53
L7017 @4 [T Lo T 65
BB R TB B ettt ettt e, 66

B B B oottt ettt ettt e, 68
B R Bl B ..ottt ettt 68

B A B D 2 oottt 68

B B I B oottt ettt ettt e, 69

R B P ettt ettt 69

Delete user (MIBRBEFIE) ..ottt e e e re e eaennanes 69

R B BRI B B oottt et 70

R B B P B oottt ettt ettt 71
B I oottt ettt ettt ettt 72

B R I T Bl B oottt ettt 73

B T B D B BT B oot 73

B B B B e, 74

B A T B D oottt e, 74




AWS Wickr EEIEE

E S = - OO 74

= PR 76
B R R oottt ettt ae e e et et et et et ae et ae e aenas 76
B ETEEUE IR oottt n ettt en s 77
SR 1 OO 78

EE = OO 78

B B R B B R . ettt n e 79
AWS WICKE B2 B BIER ..ottt e e et e e et e et e et eete e et e ateeeneeeneneeeeans 80
AWS Wickr FIATER IAM FB BT I ..ottt ee e e 82
BDBIBUREIB ..o, 86

B R ettt ettt e et et e et ae et ae et eae e eneenanes 89

B BB B R .ottt ettt e et an et an et an et eaeeeens 90
LG == 1=0 SR 91
AWS PriVatELINK ......oooiiiiieiee e e e e e e e e e e e e e e e e et e — i ———————— 91
vD g -3 OO 92

F= YA =TGR -1 R 92

B Bl ettt et ettt e et et e ete et e ete et e eteeete et e eteeteeaeeareeneeens 95

B 0 - 2k < SRR 96

b e i O 96
R R E B R oottt 96
o PR 98
(o Fo YU Lo I I =TI I = SR 98
CloudTrail FIEY WICKE BEFH ..ttt e et eesaeeean e aeeas 98

T WiCKr B aE B BRI E e 99
T B R AR ettt ettt n et e et 106

B oo T O 108
N - OO 112
20T S = R 112
20 T S T = R 112
20 T S = IR 112
20 = S O I = 112
20 S = R 112
2 S = R 112
2 S R = R 113
2 S = R 113
2 = S = IR 113




AWS Wickr EEIEE

2 = S = R 113
0202 T = I T = R 113
202 T = O I = 114
202 T S = IR 114
202 T S = IR 114
202 T = A = R 114
20 T ST = IR 114
202 T S = R 114
20 T S = R 115
0202 T = = R 115
.......................................................................................................................................................... CXVi

Vi



AWS Wickr EEIEE

HEEE AWS Wickr ?

AWS Wickr & —®&end-to-end i 25 AR % , AT 15 Bh#E &% 1 BUS # 48 1E Bone-to-one B EFA. FEZ MR
ABEFE, BREAH, BEHAASHALZLBH. Wickr I HBIEF R REDEEBERASEAENME
BNERNRERK K YZe{EEHE, ERZSNEREH I HAR MR EEFERER | Wity
ERZeBEEHITMRAA R,

EATURHKIAE., EFEFINERTFHRE , MERENERZAH., CAEHEREFLENEEE
#l, BREBEFTY., REERMEEREE , ARERTEHE, Wickr EEH AL fRIFES , B0 Active
Directory (AD), E—% A (SSO) & OpenlD Connect (OIDC) &, &uJLUER RIRER L FEE Wickr
Mg AWS EEEEA , WEMA Wickr BB AZ 2 BB THERRE. EEZHBER , FSHEE
AWS Wickr,

FE

« Wickr B9ZhgE
- BiEAAM
« 17EX Wickr
- EfE

« Wickr S#& & X

Wickr B9 Zh &8
W Re L ABLE

Wickr €&t ¥ SEThREE A 256 (LT RS N 1E % (AES) end-to-end i, BAREEAEEE LR
AEME , EEXEFHENBREUNANTAARDNELIRE, SEAFAS. FUNMERBLEATH
PEM e L MERTEHREGAZA , BEA (EEEZE AWS) IUBRZEEMH. ERSHABE
MZEFNER, SREEIANEREE , EERYTENESRE , BEHLFEA Wickr REE
ZEMEBFAENEEMN,

BEMNEENRTESERERREN , ERATRESHER, ERRENEKENAENER,
BENERTUNFERZE, FERFEHNENETHRES.

%II

B

Wickr B9 Zh&E 1



AWS Wickr EEIEE

FHEEEZEE (THEE. 2H ) FEE 6 BENTERERREDEE  EHPEHEZR Mout-of-
band&#A.

B HIE

EAEHENERSENERES  SRERENT. REATANTRHEERARZE  URERRLH
8o

AR ESMEIERA

Wickr E2H fth fRIEEES , B0 Active Directory, BE—E A (SSO) & OpenlD Connect (OIDC) &, &
B LUER PORES MEE Wickr #83 AWS BEE XA , XA Wickr Bots £t BB{L TR
2o

LA 2 Wickr BRIS1ER REVEAH -

- —H—FEEGER : E&F 500 B R EN X E B =2 i B B B X
- FANRAEE : BEZ 70 BAETEFRSR

- EEHANER %0500 E2HEERT

- BRAANGET  BEREWE 5GBsY EFBRBFHINRET

o HRFME - EHIBHEMburn-on-read&t BFER

- 2IREE : BEERIAH Wickr SEFEER

[& 430 A FH 1

Wickr EXBIRE (#MFEEILER ) . mAEE (BFRAEE ), TAEE (K ) . TRKEH (
), BREH (RR)., WEX (FHH). BN (ZH=E). BN (&RHK). BN (HETE
) MBUM (#Eit ) R4t AWS EiF, Wickr 2B AWS GovCloud ( XBEIFEE ) EiF, 5@
ESSASZEATRAEDS , eMERLESRN , BEBALE. KIEE. SHERENFHEEERERRE
2, EETAHESRANREHEMN TN, RERD , USEERERE,

B — 5 T8 AWS B, BB WiEE AWS B GHIES TUEABE AVS —BSE, |
EEEBHTTHBERENFMER  HSM AWS 2 REBLE.

ZHY Wickr

ETE B A[1E https : //https://console.aws.amazon.com/wickr/ FHL AWS BB E12 A& for Wickr, BIEE
F Wickr Z 81 , BREZ TR 2E AWS WickrFl AWS Wickr AP9ERI.

(& 33 7] A 2


https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://console.aws.amazon.com/wickr/

AWS Wickr

EEEmE

BRR(EHEIZEB Wickr B Fig1FE Wickr, MIEFMEF , 528 AWS Wickr EAEEE,

EE

Wickr BRARMEA. MEERNAELIXNTEE. MFEFMES

Wickr Ex#& 58 A & 344+

20 AWS Wickr EfE,

WMRIER Wickr HFImMREERE , EREFIMEXMH , 528 AWS Wickr £ EEM.



https://docs.aws.amazon.com/wickr/latest/userguide/
https://aws.amazon.com/wickr/pricing/
https://docs.aws.amazon.com/wickr/latest/userguide/

AWS Wickr EEIEE

% E AWS Wickr

MRERH AWS BF | AR EES HAERELRIGH , BEBER AWS Wickr, BHAELER
ERF , & LUER AWS Identity and Access Management (IAM) fR#E. INE IAM W EREH |, 552
B IAM EREIER) -

F&E

- Fft AWS

- BY IAMERE
- T—%

= AWS
MRLRE AWS IRF | BEA T A5 BRE T — .
S AWS 1R

1. BARX https://portal.aws.amazon.com/billing/signup,

2. FREREFELERET.
B FMEFBEBOREREA , W EEEEBWARES,

EEEEM BF AWSIRF , AWSIRFRERESRY . REAEFRTFIKIRFFHFRE AWS IR
#MNER. FAREREER 6 FREEFIEERGERE  YHECRAREAERPTER
REREFREER.

B IAM EHE

FRREVEESFEAE  FEETIHP—ERE,

BE-EEEEES ] Ri% &40 7 LA
D=
£ IAM Identity Center G HIR R 1FH FEEfE AWS IAM FEBE AWS

) AWS, |dentity Center {3 Command Line
(2H)

M AWS 4


https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks

AWS Wickr

EEEmE

BE-EEEEESR
PR

£ 1AM H
(TEZEER)

® Note

]

ERZEHREER
—H, ERREER
WER , F2E IAM
FERAEERETH AV

ZEREER.

EARYBREFR
AWS,

R

E1SEM AP R
.

FEIETE IAM R EE
e oFE AV
IAM EE S EH &N
R EEHENRA.

LTI

Interface £ &1
RIFPERTE AWS CLI BA
R RERE AWS IAM
Identity Centerf2 3% 5%
FHFEL

BB IAM A EE
ERHEE IAM £/
ENEDSH B
BB R,

B BUE R AWSWickrFullAccessZEBUR , T BNEEFF AR T Wickr BR¥5, MFEF
MMEF , BF2EAWS ZEBE : AWSWickrFullAccess.

T—%

LETRRRHRES R, B EBBEE Wickr ,

2R HEEA.



https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com//singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html

AWS Wickr EEIEE

AWS Wickr AF§

EAERS , RASRANIEBE @R, REMBMEILERERRBBER Wickr,

ES-]

. FTRIFRH

- SR1: BIYMRK

- B2 RELNMBI

- ZRR 3 BYNBFEERAE

FORIRF
B2 AT | A0SR R 5 AL T B SE SRR -

- EEft Amazon Web Services (AWS), WMFFMER , FSERE AWS Wickr,
- RRELHEEERE Wickr FTENTT. MEFEFHEENR , FSBAWS TEEE .
AWSWickrFullAccess,

« FABARFTHIH Wickr WBEEEENPEE., MFEFMEF , F2E AT Wickr BB ER EER
B

SER 1 BB
ﬁ&ﬁ“’j\ﬁﬁ Wickr m%o
SR THRE , BEM tRFE Wickr 4358,

1. ¥ https : //https://console.aws.amazon.com/wickr/ BIER AWS B E A for Wickr,

@ Note

WRIBZ w4 AREIT Wickr #85 , B£2FE| Wickr RIS EAE®E., B —HZ{E Wickr
k%, BE2EE Networks BEH , EFEZEREEIL ZFTE Wickr HBEHEERER

2. BEEMNPERK.

3. EMBREBNFAIATHABENERE, EFEBKERHENERE  SINELRNBBEHEEE
=L

TORIRE 6


https://console.aws.amazon.com/wickr/

AWS Wickr EEIEE

4.

I, A BURIE TR R — 8 Wickr BISEHE -

- B — BAREEEERGMEEN/ DB AR ER BB,

« Premium = Premium 2 EH5 A — BEARFTERS RS, SHEEEFNERMREN D
¥,

EEENMNRESRAESRA  BZUHE 0 UERAEFER , XiFE=MHEA. For AWS WickrGov
NERFESFZERSAF S0 RERAE MAGEBE=EA. EahaERALR K EEET
LAFHR SRR R A S R RAEZEST 2,

WETR A Wickr STEIRIEBMWEFMER , 28 Wickr EEEH,

(BR ) EEFEER  $EBRTEEENMARK, ERHRSIREHER. ERTHARESNEG
BERIEREN AWS A, MEFMES , F2REBRER,

BIEE YRR

REEREEMEME AWS EE XA for Wickr WHRR EE , WE HEH L5 KRS,

SR 2 FRELNFE

SR TSR FFE AWS BEEIRE for Wickr , BRI UEHPIIEERE, MERLHBHHE, RE
SSO. REEBERRE MHEMMBERERE.

1. ERREAL  ENEESEFZRBROAKRERE,

RS EENE N EFMBMEN Wickr EBEEFEA,

2. THEAEEEREAEFER, MERTELRTEWFMEN K F2REEEMN AWS Wickr

o

- ZEEE — EELSBENRERTE , fINFIBEMMEEE. AERERE. FUIhEE, £
BERANE S, WMEFMENR , 5F2EAWS Wickr B Z 2 FHH,

« BE—% A (SSO) #B&E — 5XE SSO Wil Wickr MR HY IR B, Wickr X ## A OpenlD
Connect (OIDC) By SSO #tfEr, T EFAZ LB HERLIES (SAML) WIRMHE, WFEH
MEER |, ESBAWS Wickr HYE — 2 A4HEE,

S 2 RELHFERE 7


https://aws.amazon.com/wickr/pricing/

AWS Wickr EEIEE

SR3: BUNBFEERE

BA LA T 55 35 7E Wickr #R P EMERE -

« B—F A — MREERTE SSO , EALUEIBH A Wickr AT ID RBFFEHAE. RKREABEFEFRHREMS
/AT ID RE TS FES bt 35 Wickr, MEFMMER |, FSBIAWS Wickr Y E — & AHEE,

« BEE — IBAILAE AWS BEE A for Wickr I R FEBEYFERE | USSEFEERFBEIXGM
9. RA&FERETLURIESE FE4 DAY ERS REEM Wickr,

@ Note
BB A LA Wickr BRBANEEAE. NFFMER , FSEAWS Wickr #5579 55 % £
el

TR THREFURILSEFEERE,

(® Note
EEEHHRAFERE K LEBEECSIA SSO HIE SSO Wickr #8EE

EEREBY Wickr EAEXL A SSO HiX&:E :

BREWEAE FEHEEZEMM Wickr 89 SSO £AE. EENEFE4PISTHER !

s
¢
8
At

« &M Wickr A7) 1D, BA[EAERRE SSO K18 E Wickr M /AT ID, MEFHMENR ,
AWS Wickr 3% SSO,
o fFIFESZ R E FE 1t

« T Wickr AP URL, & LA https : //https://aws.amazon.com/wickr/download/ #J
AWS Wickr T EHE & Wickr A F i

(® Note
MRBEE AWS GovCloud ( EXBEIFEEP ) PEIL Wickr #8E% , BIET~ERAE TRALHE
WickrGov Al Fiit. BRFTEHAM AWS Bl , BERERAE TRL ZEFE Wickr A P,

SER3: BUNBBEERE


https://aws.amazon.com/wickr/download/

AWS Wickr EEIEE

HWE AWS WickrGov BIEFHAE |
WickrGov,

B2 EAWS GovCloud (US) ( EAEER) HI AWS

E £ A H AR Wickr ME&E |, IS8 ERER/ERPH Wickr BB E 8%,

EEFEET Wickr 5 &I EXE5E :

1.
2.

£ https : //https://console.aws.amazon.com/wickr/ BIEX AWS BB F & for Wickr,
EEREEL  ENESEEZMERNEREE,

?ra%maﬂ ICEFE [ E Wickr #88%, & Wickr BE&h , BAILEERE, MERLEE.
SSO. REEBERRE , URAREMEKRE.

EEBEEET , BEEREEE,

AEAEEEEENERE ZRSITRT , BEEFERE,

K
Fit

BT RERFEAEEN THNAEESTE , ABBFEAE. EAERFERAERRL B
T E#EA LXT?Rf&‘?EIJ«XEFHEﬁ%zﬁﬁﬁiﬁ%ﬂtﬁﬂ’ﬂ CSV &7,

WAERENET, K, BB, EEFRBNELEuit. EFEFuu 2 —FENWL
BOREAEERZEENZEEE,

igg Invite (: %)o

3

Wickr SEXBEEFEHHREAFERERRENU, HEFIHRME Wickr BFIRERAERXNT
BB , UANGEM Wickr WiE#HE, NEFRLREEAERBNFEENR , 528 (AWS Wickr
FEREERE) PN TH Wickr ERARRX WIS ENEE,

EFERAEFEAEFBAPRESEM Wickr B |, #tBI7E Wickr BBk B SRR IREFREESE
RERT,

®REI R

LETRAPITER, HEEEE Wickr ,

FE2ETIRE

\

. BEERE AWS Wickr #8535
. £ AWS Wickr &I {E &

®rESR 5


https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/govcloud-wickr.html
https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/govcloud-wickr.html
https://console.aws.amazon.com/wickr/
https://docs.aws.amazon.com/wickr/latest/userguide/getting-started.html#accept-invitation-step1
https://docs.aws.amazon.com/wickr/latest/userguide/getting-started.html#accept-invitation-step1

AWS Wickr EEIEE

EIEREY AWS Wickr #8535

£ AWS B XA for Wickr 1, B LLE R Wickr BB, 28, SSO AREMERHRER
Eo

X

« AWS Wickr FI#BER FEARE
« AWS Wickr (V&2 £ 84l

« AWS Wickr #9288 — & A A58

« AWS Wickr f#ERZEH

« AWS Wickr 9 SBEXE 5

« B AWS Wickr BB ETEI

« AWS Wickr B & ¥R &

- fHER ATAK?

« AT Wickr #8385 B M E BRI
+ GovCloud B2 R0 EHBE

« AWS Wickr WiERTEE

%II

AWS Wickr HY#82& 5540 & A

ST LAfmEE Wickr #BERH BT | W7E AWS BEEXHEA BAM Wickr WHRKFHEARE T REMAE
ID,

FE

« 1£ AWS Wickr g R B M E A

« &£ AWS Wickr RiREHEREETE

« 1£ AWS Wickr 5 fitl BR A8 3%

£ AWS Wickr iR {EEE SE 4B A

& LR Wickr MBS VEFAET , BEENMER S BANEE D,

MREHER 10



AWS Wickr EEIEE

ST T PR LA AR S8 B0 Wickr #3582 ERE AR 1D,

1. ¥ https : //https://console.aws.amazon.com/wickr/ BIEX AWS BB FE & for Wickr,
2. EMREEL , SREERGENVHER,
3. ELEMGNRAREH  ENEEERFARETR (=A%)  ARBEREFAEA.

R EEEARFRERARRPRREN Wickr #XE B D, EAILIER @K 1D R
EBE.

£ AWS Wickr R #REMERZ
& A LR EE Wickr 3B T8,
SR T YRR LR R Wickr #8218,

1. 1£ https : //https://console.aws.amazon.com/wickr/ BIEX AWS BB F & for Wickr,
2. EHREEL , EREREBUEEEZMEEK Wickr EEEXEAR,

3. EHEREEMNMRFHEARRY , BERE.

4. EMBEBXFHRPEAFOREEEE,

5. EERETEUREENFAREEE,

£ AWS Wickr = il BR 4B &

&R LAMIER AWS Wickr #85%

(@ Note
MREMBREREEAAMER , SRBEEELS — @

% E1E Networks B EMIBRIER Wickr #35& , SBR THIREF,

£ https : //https://console.aws.amazon.com/wickr/ BIEX AWS BB F & for Wickr,
EMRBEEL , SREEMERAOMEEE.

HEEEMBROBERAA  EMEEERARETR (=@ ) , RRZZMERER,
ERERE P AR | REZEMER,

0N =

mEREEEE 11


https://console.aws.amazon.com/wickr/
https://console.aws.amazon.com/wickr/
https://console.aws.amazon.com/wickr/

AWS Wickr EEIEE

HBER ] AE TR T 48 0 SE Y BF B o REMIBR

& EEMEE P MIBR Wickr #8358 , BT T AR

1. ¥ https : //https://console.aws.amazon.com/wickr/ BIEX AWS BB FE & for Wickr,
ERREEL , ERUEEMBREERE

ERREENA LAKIE |, EEMERERE.

ERBRE P AR, REZEMER,

A wDd

HBER ] BE TR T 48 0 SE Y BF B o REMIBR

® Note

EEMRAERE  TEMRENREHBRENER (WRMA ) . WEFHEER
B AWS Wickr FWERHRE,

3
»

AWS Wickr B &£ 8548

£ AWS EEFEA for Wickr WREFEERT , BAUEERSHERERTE |, fIMBRHEMMER
R, ABRIFHRE, FUZhEE, REBEMBERBIS,

£

« £ AWS Wickr F iR 2 £ 48

- 1£ AWS Wickr FEI Z2F 4

- 1£ AWS Wickr RiREEZ 254

« f£ AWS Wickr FiBR = £ 48

£ AWS Wickr iR 22 E 4
Ol AR AR Wickr Z BHERGFMAER,
TR TIEBFUARE LS EE,

1. ¥ https : //https://console.aws.amazon.com/wickr/ BIEX AWS B E A for Wickr,

Security groups (Z£E##H) 12


https://console.aws.amazon.com/wickr/
https://docs.aws.amazon.com//wickr/latest/adminguide/data-retention.html
https://console.aws.amazon.com/wickr/

AWS Wickr EEIEE
2. HEPEBEEL, ENEESEEZWRNEREE.
3. HEEBERT , REREHE,

REREBEESE NGB R Wickr REEHE |, WRHER T HEFENER,

EZEFEAEE L  ERNEERANZLHE, LEESETRXREHEN B FMAET.

£ AWS Wickr RZE I Z £ 8
BRI LA ETHY Wickr 22 848,
SR TARFUEIZSEE,

1. 1£ https : //https://console.aws.amazon.com/wickr/ BIEX AWS BEE X & for Wickr,
2. EREBEEL K ENESEEZWBHHEREE.

3. EEEERY  BELXLHE,

4. HEREBEEEL  EEEREVRSBENEVHINZSEE,

(@ Note
B REREENNMZERES RN SRS HARE,

5, BEEVEZ2FHEREL K GAZERENER,
6. BEEERVL2EHME,

MEREFLZEHENFRER , 2R £ AWS Wickr FiREZ £ 5 H.

£ AWS Wickr FiREELZ 2 EF4H
O LAMREE Wickr Z£BHARGFMAER,
TR THERFURERZ S8 E,

1. 1£ https : //https://console.aws.amazon.com/wickr/ BIEX AWS BB X & for Wickr,
2. ERBEEL K ENESBEEZWBHHEREE,

3. EEEE®RY  BELXL2EAE,

4. ENEERENZ2HEEE,
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AWS Wickr EEIEE
ZEeRAFMERAEESETANERPRETIREFENRE
5. THREIEBNEENRETHER

- REFEFMET — EReHEFNETERTEREREURES R,
- AR — EEFERENFAEIR.

 Burn-on-read — 2% {E & A1 LATE Wickr B Bl & Aburn-on-readit B2t ENHR K E, W
EEFMER |, BESEE Wickr A Fim R R E A S8 HA T J5E 8% 51 EF 25 o

- BHIFTERE — REEAETUAE Wickr AR mTHFA BB RHFRENZRAE, WFEF
WMER , FSHEE Wickr HFinT R EF S8 MR EETRES.

. R — RHERERETLER Wick AFRERAL. NEFEET  BSH Wick
AFthe EEHE.,

- RIEEE — RERREEFE , fEAEREFTAS.

« REWRRBE —RERERAFBHHERENTNER, NFFHESA  F2REH.
- W0 — EEEFEKSHFILIIEE.

- RAEFARN — ERERTRREAFU,

- BARTBENESHAH — EAETUNEERHERERABEIHAER.

« TCP MY — BB IT RLIPFATAFELE VolP UDP EiZER K BEESEARA (=
El ) TCP MY, MR{EH TCP WA | H UDP EEEBEHEEMFA , Wickr AF RS XER
UDP ¥ EEZ TCP,

- BRNER — EEEFENENERNERERNRE.

=

BRTEA)D — BRRERESH  UAFEAENRBNESNGEERMM 44, mREER
EURSER S8 , Wickr F A EEIENERMAEE Wickr 2= E0 R EBHE.

- VB — EEFERENMEHARE,
NEHA — EAETAERARA GPS WREHRAREMVE, IWIIRERBEENFRRMAR
EERABLE, FRETLERFRALERSR  ITXAHAITEH GPS EEMNER,

- RE — REFENHMBZ 2.

- BARFEERE — EEAERTRENEEZEHIRFE  afTEERRE. fERTHE
B, FAEAUUREREESE Wickr BXNR , SITEFBHRE. ERENANEZEE , T
Br LE RAEREFEL AWS Wickr 1RF

- BA-—Z2ENRRE — RfERAEEENEARARNK —ZEFTRE.
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6.

- TERTR —BURFREVIERESR, MRREAMKRETR , FREVUREETE
BEXTEEHIRS,

 BHIMTEY — REBHMUTEMRE , fINBEEAREENTHARTEE,
« Wickr BBEE — SREEBEKER Wickr BAHEEGERE

« RUA Wickr BABFEY — B Wickr HREFIEBMTE  UREBZIRNZEZER LNE
#o BIBMHIEMVE , Wickr FRFRNEERIZTESHAERARSE  AREEERAKERRE
MBARE

» Force Wickr B ZEL — BE)EFIA & B L RUAMEHIEIT Wickr B BAFE,
& — BHENEREEEM Wickr B BFANEN.

- AHEE — sESEMAREEAEMBERPH AWS FREBS. flW , MRMEK AWS
(PE) EEPAMERRCRARKBS  ©MNEEAERET.

- £IKEHE — BESWEE Wickr Enterprise FAE R BREMEIZN TR AWS FHYEH & B
&, Bl tngEKR (FEB) AWS EiF Wickr BB LR E , UREN (w3 ) EEFEK
AWS FRERE |, HeeAERBERRN S S B ERER,

- RFEIBHE — RFYIHERAE TUBSHISEE AWS Wickr B Wickr Enterprise #85§. i%E
%, EAEREEAFIHNAERPEABEAEBN. MERKSXEALFFEILSIE , T8
AZRENBS,

NMEFETHENEREENR , F2RERAIIER AWS Wickr @A GHEEAE.
- ATAK S\EENHRE — INERA ATAK HWEEER , B2BTER ATAK?,
BERFURTLEHRSBEFEBEAFT MRS,

£ AWS Wickr iR Z & B 4H

& 0] LAMIBR Wickr 22848,

TR TSREFUAMBREZ 288,

1.

o a0 k~ w N

£ https : //https://console.aws.amazon.com/wickr/ BIEX AWS BB F#E & for Wickr,
ERBREEL  ENZESEEZMERNEREE,

HEEEERD , BEERSRHE.

EREFEEE L, SREEMBRHZLEE.

ELEMBRHNZLEFELH  ENEEERTRET (=@ )  REZEMER,
ERERE P AR, REZEMER,
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EERBREERERENZLHER  EEEAESEDMEERAREZLHE, FEEIUERIGHE
RENZ A , F2EH RE AWS Wickr #BEE RV EH &,

AWS Wickr HYEE —& AfHEE

£ AWS BEFHA for Wickr B, LA LUE Wickr REBFERAE —EARBETE2HFE. SSO &
HENZEEZRER (MFA) RREEEHE , TiRMUBEANZELE, Wickr EXE A OpenlD Connect
(OIDC) ¥ SSO #tFEm, TXEFEARLMBHRIES (SAML) HERMAE,

&

« £ AWS Wickr F 218 SSO FilE&E
« £ AWS Wickr FE&E SSO

- BRENEENERY

Bl

£ AWS Wickr R #2#R SSO &
12T BAAR Wickr 4BE8 FIMBRS i Bh 0 B8 — B A JRAESHRE T,
ERTHRRE , SR Wickr #8585 B aiaE — B A A8, mMREENE,

1. ¥ https : //https://console.aws.amazon.com/wickr/ BIEX AWS BB FE & for Wickr,
2. EHEREEL, ENESEEZMERNMEREE,
3. HEEEKT , EEFERAEEE,

AEERAEEEER L , E-BABRREETEN Wickr #E&um2 A B 518y SSO #H7E,

£ AWS Wickr 5% E SSO

A TREAZREFEUEN Wickr #85% , BRI REBNE—BABRE. FHEERTHEETKILE
FFo
/A Important

o BIEERE SSO B |, BT LAA Wickr HAERIEE/L T ID, B HKIL AT ID, HIEABHEE
B4R  SUESHRHERKERE, RKMEHAEFM Wickr BEEE | HEIBELT ID
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« 2025 9 B, AWS Wickr #iE T HE R FELZ LM SSO ERRK. BEFFELLT MY
RIhAE , (£ SSO KAEMABTE 2026 £3 A 9 A2 RiBBEFMENRENM URI, WNEE
BiRe , B2E T AWS re:Post XE : B E AWS Wickr BI3#T SSO E#E [ URI,

WMFEKTE SSO MFHMERN , FL2HA T :

* £/ Microsoft Entra (Azure AD) #4T AWS Wickr E—%& A (SSO) %%
. {#F Okta #17 AWS Wickr E— & A (SSO) B3
« Amazon Cognito B9 AWS Wickr B —& A (SSO) §&7E

&/ Microsoft Entra (Azure AD) B —& AF%E AWS Wickr

AWS Wickr A]5&%E A& £ Microsoft Entra (Azure AD) & 8§ 7 iRE&., EEEHM , 357 Microsoft
Entra 1 AWS Wickr EEEFEEFRTH N IEF.

/A Warning
FEREEE LA SSO # , ee8REARERER L Wickr , WRHIMPIEA SSO HIEMERER
%%ﬁo

$B8 1 : £ Microsoft Entra H1& AWS Wickr Tl &EARER
SR THER , & AWS Wickr 5t & Microsoft Entra FEVEAER.

(® Note

WMEFHMNE S MNEEMNEHYMR | 528 Microsoft Entra X1, MEFHMENR , FSREE
F Microsoft 59 ¥ A EMERARER

EEEERTD  ZEREEAEX K RAREEEARENXZM.
EEAEAEMERL , BEEMEAEX K RARBABAEXEHE,
EIZEULAM B P HRF (ERERBES-E-HF ).

EEHEM URI T , BH Web , A& 1T AWS Wickr Admin £ A # SSO HEERER@M AT AN
EFEME URI

A
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AWS Wickr EEIER
5. BIEM.
6. % SRFEELENEAREX (AF®) ID.

] Delete @ Endpoints [ Preview features

# Essentials

7. ERUmRBEZRSIBHEIUGE T TIIER :
1. Oauth 2.0 R#EIm S (v2) : Bl : https://login.microsoftonline.com/lce43025-
e4bl-462d-a39f-337f20f1f4el/oauth2/v2.0/authorize

2. REBLLEMUBER Toauth2/, M "R, . Hl0 , BZE URL M FF7R : https://
login.microsoftonline.com/1ce43025-e4bl-462d-a39f-337f20f1f4el/v2.0/

3. ESEAR SSO #iTH.

SB2 REFITRE
52 T 5IF& 5 LATE Microsoft Entra REEE & 9 B &,

1. EEEERTD  EE508BE.

2. EEIBMBEMEL , BHE Web EFE [ URI BRI AR URI #E ( 4§ AWS Wickr 53
REAER).

3 Wickr-test-asb | Authentication # %
B Sveriew Platform configurations
i Cuackstart Depending on the platform or device this application is targeting, additional configuration may be required such as
act URL, specific authentication settings, or fields specific 1o the platform
Jrat
. ] T
Manage -
- Web [
o Rediract URIs
3 Authent idll'ﬂ-"l The URLs we will accept as destinations whven returning authentication resp - 8
] thenticating of signing 8 edire & e 8 3
o ol Fa i 1L F
Il Token config
ging-pro-k CIT i b/ oich :

3. EHARBERENTENFR , ARARBSNESREN ID FF/,
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4. BERT.

B Owriew

Implicit grant and hybrid flows
& Quickstart
Requsest a token directly from the authonzation endpoint. If the application has a single-page architecture (SPA) and

# Integration assistant doesn’t use the & zation code flow, o if it irvoloes a web AP via JavaSonipt, select both access tokens and 1D

tobers. For ASP.NET Core web apps and other web apps that use hybeid authentication, select cnby 1D tokens. L
K Diagnose and solve problems ti

Manage Select the tolcens you would like 1o be Esued by the authorization endpoint

u Access 1okens (used for imphat flows

B Branding & properties

H 10 tokens (used for imphcit and hybeid fows)

5 Authentication

Certificates & secrets Suppn rmed account t}rpeg

1! Token configuration i ' ' t AP?
¥ W can use this applcation or acoess this AP

& AP permissions B} Accounts in this arganzationsl directary only (Default Directory only - Single benant

& Evpose an AP Accounts in any organizational directory (Amy Microsoft Entra 1D tenant - Multitenant

E-'.:, App nole
m Discard
B Oriiedd - o

SR 3 REBRNWE

52K T HIFEF LATE Microsoft Entra PR ERF MR,

1. EEEERG  ERRENME,
ERRENFEE L , BERNAFRUERSIER,
HERFmBZREIRET | ZHGTE AP RWE,
By A H R 0 13 N BR R Y B A

BIERTE,

o & w0 b

Add a client secret X

Description MewCl lentiecret

Expires 730 days (24 months) L'

6. BAUBR®R K6 SERAFPRWEE,

Wickr Client Secret 7/23/2026 vemB8Q-~ 3XalXfGosnl 16W... ﬁ: 52400f1c-c02e] 'd5a803e78
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EEEmE

® Note

AFREMEAEXBBRMASHREE (JHRE D). HELEES  SUEMRERE

FERWEE, RERERER | RILFRD SN A FIRBE,

SR 4 REFFHERE

KT 5 , LATE Microsoft Entra B 5% ERERLAHAE,

EEBESEET  EEFHERE,
EEEEREE L , BEEMERAES,
HEERAEST , ERFRAEEMES D,

B ID 2& , BHRET , BNEFBAILER,
BERTE,

Optional claims

Optional claims are used to configure additional information which is returned in ane or more tokens. Leam maore o

Claim T Description Token type T4

Optional settings

HEBR 5 RE API FFd

52 T 52 F LATE Microsoft Entra FE&E APl 581,

1.
2.

HEEEEFKS |, BF API permissions (APl 1),
£ API SF T EE L |, REFIEEA,

FRE SSO
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5 Wickr-test-asb | APl permissions # X

Search 2 () Redresh B Got feedback?

X, Disgnose and solve problems - ﬂ The “#dmin consent requined” colemn shows: the default value for an grganization. However, user consent can be
customized per permission. wser, of apg. This colum
arganizations where this app will be uted. Laam msne

y nat reflect the value in your organization, or in

Manage
B Branding & propernses
Configured permissions

=) Authenticaton . . . .
2 Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent

process. The list of configured permissions should inchede all the permissions the application needs. Learn mare about

permissicns and consent

Certhcates & secrels

1
Il Tokenc onfiguration

Add a permission  ~" Grant admin consent for Default Directory

£ AP permissions b

B ’ ’
& Expose an APl AP f Permissions n_ Description Admin cons
i Approles M i

Cramers User Read Celegated  Sugn on and réad wier profibe Mo

ke

as Roles and administrators

3. iZH! Microsoft Graph , ABIEEE R .
4. BIETEMH . BHE 1FEL. Openid, FREEBHZEUTH,
5. BEWEHF,

Y

E2 6 : 0B API

FR TR , LL2\B Microsoft Entra # 4 EZIE RS EZEEER AP,

1. ESEERD , BELF AP,
2. EXERE AP EHELEL , BEFEEHE,
& Wickr-test-asb | Expose an APl # P

Seanch é ﬂJ Got feedback?

Mnm‘n.]c -

Define custom scopes to restnct access 1o data and functionality pratected by the APL An applcation that requines
1

B Branding & properties access o parts of this AP| can request that a user or admin consent 10 one or more of these

D Authentication Adding a scope ."e--e- creates only delegated permissions. If you .E'e ooking to create application-only scopes, use
App roles” and define app roles assignable to application type. Go to App roles
Certificates & secrets

R + Add ascope
Il Teken configuration e
by

. Scopes N Wha can consent Admin consent disp...  User consent
£ AP permissions P i s r

1y LT L ey
& Expose an ARl Mo scopes have been defined

- 4 ¥
HE  HpP roieT

 Dramers
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EEEmE

AR IDURI FEBEEA , B URIZHEM ID ERFSEARER ID ( E&EM AWS Wickr RER 3L

RERER).

Add a scope X

You'll need te set an Application |D URI before you can add a permission. We've chosen one,
but you can change it

Application IDURI* (0
| api//00a720cd-cf03- A2ab7obay

BERMTLEE.

ENMEESNEAEER  ARKEESBRW AR offline_access,
BEVRAE | REBIBEA

BIEAIEEE,

EEARENDSER 1-6 , UFETHEE : EFBH. Openid MRER,

N o o & »w

aApplication 1D URI apiy/00aT200d-cf03-4203-adE8-Td55206 THRAS 0 | Edit

Scopes defined by this APl

Define custom sfopes o

AP can reguest that

restrict access to data and functiona ty protected by the APL An application that requires sccess 1o pans of this

uter of adrman cordent 10 oné o mone o Theis.

Adding 3 scops hine creates only delegated permissont. If vou ang looking 1o create apphication-anly scopes, e ‘App roles’ and defing app rodes assgnable to application
type. Go to App role
Add 3 scope
Scopes Who can consent Admin consent display ...  User consent display na State
. Admins and users offline_access Enabled
Admins and users email Enaitled
il E Agmins and users openid Enalled
E Admins and users profile Enabled

8. EREFAFKEARIT K BREMEAFKEAER,
9. BERL—ESBIEIYNFENELZE,

10. MARBRIBEAER (AP ) ID.

1. BREFEEAER,

FRE SSO
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SER 7 : AWS Wickr SSO #HEE

£ AWS Wickr AR TR FHIEERERF.

1. ¥ https : //https://console.aws.amazon.com/wickr/ BARX AWS BB F & for Wickr,
2. ERBEEL  ENESEEZWBHHEREE.

3. EEEERP  BECAEEE A6 ARREERE SSO,

4. BWATIIFMER

- BITE — ERENEIBN®R (W https://
login.microsoftonline.com/1ce43025-e4bl-462d-a39f-337f20f1f4el/
v2. @/)o

- AAFis ID — ERBIEERIWERENX (AF®) ID.

- AFmWE (B ) — ERBRENNEBERPHAFIHRE,

- BiIE —ELRARAPIBERPLARNEESE. BASFEMLH. EE,. BEFIA openid,
- BFIFRERREHE (FEHA) —&A upn,

. AFID —ETHEM-WYTHE  SERRFAAESTT. LAEEEREEREE LS
MESBARAR,

HaWuSER,
5. EE—F_io
6. RERFENRBEEETHFEENR K ARBEREFEEE,

SSO #HEEE K. EEER®E , LI\ E I LUE Microsoft Entra RS FREHEETEARER , XFEH
SSO F/AF] ID EBEHAEZE A,

MFEMABFBNNACRENFRES , F2RELNBHEERE.

RERETERR

u]

UTRETRBINERBE , URERELBENER.

« SSO EFAHARMIIBLE

« HE SSO BITERERAEN.

- FEE SSO RERLEMMUREATER.
« EFAEKY , BEREREEEA
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AWS Wickr EEIEE

- TEEMFEAE S HIEZEEE Microsoft Entra FEEMH Wickr BARER.
- MESCHAEFERAERNLTE ID, 33 FEH, AW , UE1-DemoNetworkW_drqtva.

- FAAFRMBZ A RESIETE AWS Wickr SSO tHREFRIFHEERE., 1E Microsoft Entra F 2 B —@EHAF
IR |, IWAE Wickr SSO {HEEFEREFH A FInME | LEFHKRE,

ERENEEN TR

B, SO RHETRESEINERIERDE , ERSEHRENERERRAF iR TRV EREE
ERAMMENARTH, AERRZUEBE  LAUUEVRERY , AHERERFEARE , MEELRFiK
ENMEBERFRAEREDEHE XM,

LT RERAAAY A AEE

- BERERY (ER)  EREREENBEFZRHRMRMIAZH,
- 30 PERRY  FAETUEENRBREFHFAMBREZARE 30 5.
- 60 FERRY  FAETUEEMBEEZFRUBREFEZTAMRERE 60 D&,

AWS Wickr I #3812

WA L ERERZE Wickr 83, RE , B LUERIELEZERRESMNEREN Wickr F338 E M
B AWS B, EALLIE AWS B E324 for Wickr VB B B LR EMBRER,

EEREREZERNE/EY , ARREXEFRNTRES . SEREARARIENEEAXNER,
NERBNFRET  SHZ2RMTERER ? MELEAR,

FE

« £ AWS Wickr H EEBRER
« 1£ AWS Wickr H i8R ER
- £ AWS Wickr FiREHEREER
- 1£ AWS Wickr B &R ER

£ AWS Wickr R EIEHERIER
BRI LLE R Wickr #E N HERIEZER.,
R TEIRESREE Wickr MBS B EE,

ERENEENERE 24
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1. ¥ https : //https://console.aws.amazon.com/wickr/ BIEX AWS BB FE & for Wickr,
2. ERBEEL K ENESEEZWBHHEREE.

3. EHREENERERY  BEEEER.

4. EEEEREEL , ZAUUERTHIEP —EEE :

- EER — UERANEHNERNBAFTER, BETEERUTEZFAEEY., EBEEI K
NE, MMEFMER , FBESBE AWS Wickr FETIE R IEZER,

- REREGER — ENBEEEENESENT K RREXFHRPBM AL H, MEFHMEN ,
2B AWS Wickr P iREBRKER.,

- BREGER — RELEMRCERSENBIRIRE., NEFHMENR , FSBE AWS Wickr
PR IZER.

3

£ AWS Wickr AR 718 {812 &
BT LUAS AR E B HT 18 = Wickr #8E& .

TR THER , SEEMEEEM Wickr f8iE, MESEBEBNEMENR , 5528 £ AWS Wickr 8
BERIZER,

1. EEBREENERERY , BENERR,

2. EEEER EEL , BENERE,

3. HEURMZARSIBNEMUS  WAMNERRSIRNE.
4. RERGEEURENER.

£ AWS Wickr FimiERARIER

1R AR B ER R B SR Wickr #8E%

A THIERF , SIREBEEHN Wickr MEREERBN SRR, MFTEERRNFMES  FSEH £ AWS
Wickr FEERBIRZER.

1. EEERBREEL  REEBNE,

@ Note
BELIFEECBNER, Rz  FRREB/ANEY , XEAHSB/TEER.
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2. ERREFEELURELNEE.

£ AWS Wickr R BRI E
AT LAFB R Wickr #3ERRY MBI EE R,

TR TSR , #& Wickr FREBRER. MFEEEBNFMENR , F2H £ AWS Wickr P EEREEK
B8,

1. EEESREEL  #HEEBERNERZERK.
2. ERRTFEELURELNEE.

AWS Wickr Y 3B ER [=]{%

AWS Wickr FUEENEE 2R EXETHENBEY , BRASNEIRER, ELWIEEone-on-one¥ s
FER, BHYCEXNAARERE -G , WHHENASEREERINEENELER, BE
EANHFHEEEASNEIEGE , MIEMEREERAEINE R,

EREESNLUEEESERTRANFARNE K, LRESERZRMERIE.
SERK T 52 Fr BARUA 545 A R B EL 5% o

1. ¥ https : //https://console.aws.amazon.com/wickr/ BIEX AWS BB FE & for Wickr,
EHBREEL  ENZEEEZMERNEREEE.

HEEEERD , BERBBX.

EHBRBEREENEARERP , BERE.

12 BV U7 3R LA Rk A 215 A R A E 46k

BEREFEE,

2

EIE AWS Wickr BViBKETE
£ AWS BIE XA for Wickr F |, B URIBEHNEBEREBELNREKRETEL
EEEBEL/NMAEKITE SR TIER.

1. 1£ https : //https://console.aws.amazon.com/wickr/ BIEX AWS BB F & for Wickr,
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2. HEPEBEEL, ENEESEEZWRNEREE.
3. HEEEENERFHENRERD K EEREE,
4. HEREEBEFMETERL  BEMENMARKGTE., SEULLERTIES —ERIEXE ATAVHERE

2l

- B — BAREEEERGMEEN/ DB AR ER BB,

« Premium = Premium R EH A — BEARFZTERS RS, SHEEEFNERMREN G
¥,

EEEVARESRAESA K BSUH 0 uEAEER  XFE=MEA. HRN AWS
WickrGov , SR BRAAREARS A 50 uEAE Y EFE=EA. ERESHABIGHH
MREFTE, EEREEZRAYA , EESTUARBERS SRRLERTS

(® Note
EEFILBENEANGE , FBRMEERE , SRRBRPEENEAERE,

= ik 52 B 55 A BR
TFHRHBAR BRERA :

- MRz EEMBERRERA , ATHE S —HEARNERK,
- F{E AWS tRF ReEEE M — B , USnEREEZEA.
- EEBRRERREE K EAERAGEERE R,

- MREEPEAEIB 30 BEHAEF (AWS WickrGov BiB 50 BFEAE ) , BEEZARESREER
H. WickrGov

AWS Wickr B9 & RBR &

AWS Wickr ERMRB AR B PNFIELRE. ESQREMBEA (AF ) REEEMBER (4
E) REZENBERNXEFRNERARHFENEE, SRREEERANEZEENAERMREN AWS
Wickr Premium 5TEIEAEMLEES, W% Premium FTEIMNEEAER , 528 Wickr &

ERMREESAEMKRRENMAENRER , HEBRTHLANMEARTERTSRFABN S RE
FETHRE. EE ERBHTHAKRERESRHAIVE (HINAHEHTE. Amazon S3 FHEfFRTHE
FEAERENEMEMRTR ) 7T, UHEDN. BERIEE,
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® Note
Wickr EFE2FRENASNER, Fit , EEEEREERRERSR.

£}

« £ AWS Wickr F R ERHR EFHE A
 ERZE AWS Wickr BERHRE

« HX{8 Wickr #EE Y EBHMR & B

« Wickr RN ERREREENSEH

£ AWS Wickr i BRHR A A

SR THRER , AR Wickr BN ERREFHEF. SEALAZSER Wickr B E BHR
vz

==

1. ¥ https : //https://console.aws.amazon.com/wickr/ BIEX AWS B E A for Wickr,

2. ERKEEL, ENESEEZPERNBEREE,

3. EEEBERKP , BEMEKEEE.
4

PERXEASETREENRENSE  UNBASERAERRETEENEE, MERETERR
BHFHIER |, B28 55E AWS Wickr WERHRE,

(® Note

BRAENMRER  @RTFNMECAENSEIRBERREANS , BRGNS RAREEE
Y EE o

R E AWS Wickr I EBHR 2

EEFRTE AWS Wickr BN ERRE | BXLAZERREBHETA Docker MEBEZEH LA
25 , Bl A E RS Amazon Elastic Compute Cloud (Amazon EC2) FEH{TEEE, MEMBEAZ
% |, IO HERE B E AT Amazon Simple Storage Service (Amazon S3) & ZEr B hEHRE
. BEALEERRBMBARERERHMARTE , AWS Bl AWS Secrets Manager (Secrets
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Manager). Amazon CloudWatch (CloudWatch), Amazon Simple Notification Service (Amazon SNS)
M AWS Key Management Service (JAWS KMS, T % 3 @& 3R BA a4 38 E M #1T Wickr #E%H ERMR EF
R A

&

« RXE AWS Wickr ERMR B Y o R IR 4

« AWS Wickr R E R B #ER AN ZH

« AWS Wickr #33% Y 171818

« 1£ AWS Wickr PR EERREBHBANIRIZEH
» AWS Wickr B Secrets Manager {&

« Bl AWS RBEAERMREN IAM BUER

« BB Wickr fBRHERMREHIEA

« {Z1k Wickr fBHERMRE#IEA

AXTE AWS Wickr B #Hx B RY SO R R 4F

FRIRERA A , BLARBEAR Wickr AWS EETHEA 1 MBERNREMBAERE (FELAEAE
2 MR ER, SLAEF - ABRDENRERSANEEEREE., QE4EE TRATRAE
PHRE ., MEFMER , FSBE AWS Wickr PR ERMREFHET .

AWS Wickr R ERHMR B AN ZTE
B R E SRR B AR | B LEA T AR — BB E RIS E A RE

+ WICKRIO_BOT_PASSWORD IRIEZE, KNIERmMEEM £ AWS Wickr FEZEE RHR B HEES ARIRIE
BY—HHRTERREEBAREEZY,

« AWS_SECRET_NAME RIZE#ZEIE Secrets Manager Fi BN ZRIEE., AFERBEMN AWS Wickr By
Secrets Manager {5 — &R T ERMR B #233 ARY Secrets Manager fE.

« HERREUBARTHOARR. SEFEEM -tiBREREHN TTY FERSTERREH
ax Ao

B-RREERRERBAR , SEEHER, NMREFEENTRERREMUSIA  FERAEENTR
R REBENRLZRENREEB[ACREN.

MELNEBEE SN TR,
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/A Important

BEBRTNREZLE, IREERBR , CRELENREENREMUSEAN. FOHLRALR
. ©rARERHE Wickr RN ERHRE,

kkhkkkhkkhkkhkkhkkhkkhkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkkkkkkx

***% GENERATED PASSWORD

**** DO NOT LOSE THIS PASSWORD, YOU WILL NEED TO ENTER IT EVERY TIME
**** TO START THE BOT

"HuEXAMPLERAW41GgEXAMPLEN"

kkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkikikiikikikiikxkxx

AWS Wickr #88&M fE1FI1RE

RAERRELDEN Wickr BEREENRERBTAR , CEHIERAEENMEFASNESR.
HEEREFEERA , EEERERRAEA RRBERENBENNKFKERS. WEFHEEA ,
RS ERE AWS Wickr PEREERREMB ANRREH.

ERBERE T A E P —EEEREFRILLER

- BFFEHEINASNERRBFESHE. LAFREE, CREISARERBES —BAREUETR
W7  YRARIMERTERASKERIEZM,

- BFFEHEIAEAS MERMFE Amazon S3 fFITET. ERREUBASHARRENAENE
REFELIEEN Amazon S3 7. MENASNERERDRFIREFITER  SWEHY
P BER.

- KBTI ARNIERMFE Amazon S3 REFEBP MR, ERREMB[ARERACREN SR
EFMEMEHMEASMESR , IR ERFELIEEN Amazon S3 #EFETHE, MERIRASNMESR
BRUWEHMBLFEIRETER  RERIHURBTRBER. CEERRRBEFAENER,

WEFEE I Amazon S3 RIFFEUBRERREME ACANGFREN , 528 (Amazon S3 £H
EHIEM) FMENFEITE

£ AWS Wickr REEE SR B ez ARNIRFEEH

B LAER THRRSHRREERRERBEA, ERHTERREMEEA Docker BIREF | LA LUE
A -eBERREELREEH. WFEFMER , F2EEE Wickr #HEHNERREBHE A,
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® Note
MREZHEE , FRIELREEHAER,

ERATIRESHREEENREHRBAZAER .

* WICKRIO_BOT_NAME — BERHREBMIBRANEHE, BLITERREMERA Docker RIREF , FRUL

« WICKRIO_BOT_PASSWORD — ERMR B AN AR, MEFMER , FBF2EEE AWS Wickr
BERR B RE,, MREBFITEFERARBRRABMBERMRERIZA , RETHTEMEH Secrets
Manager RFHERREH#EARE , AISEHREE,

EATHRESBRRERRERRE B RINEE

« WICKRIO_COMP_MESGDEST - EERAEM B B LW, THRES /tmp/<botname>/
compliance/messages.

« WICKRIO_COMP_FILEDEST - ZEERIERN B HREREE, FEREAS /tmp/<botname>/
compliance/attachments,

« WICKRIO_COMP_BASENAME - EWHAESERNERETE, FHR{EA receivedMessages,

« WICKRIO_COMP_FILESIZE - FTEWARERMNERX/MLER , A KB (KiB) /E{L, EFK/ME
REF , MERBHIER. FARES 1000000000 , 21 1024 GiB FiR.

« WICKRIO_COMP_TIMEROTATE - ERMR B M| ASBRAEHAZRAEERPNERD , UoES
B, EFNFERER K SERBFER, SREFAERA/DDFERRBEHZVEASEERN KD,
JEEREA 0, FERH,

FEATIIRESERESE AWS Eif EFANTER
« AWS_DEFAULT_REGION — AWS [E1g A/ Secrets Manager & AWS [RIEHTERE ( TERAR

Amazon S3 5 AWS KMS), IR RERHIREEE , HIFAESEA us-east-1EH,

B8 EIZFE A Secrets Manager RIFMERMR B HEE A BRE AWS FREEAR , FEATIRREEH
RiEEEMFE AR Secrets Manager #%, MFEHR AL Secrets Manager R ZEWFFHER |, 55
28 AWS Wickr B Secrets Manager {Eo
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« AWS_SECRET_NAME - Secrets Manager WEZMWER K HHA IS ERREBHBIBIAFTENEA AWS &
B ER.

« AWS_SECRET_REGION - AWS [E1F] AWS MEBFTEN . MREFEANZE AWS ME |, BREZL
& , Rl&#FEAZAWS_DEFAULT_REGION{E,

® Note

B LS T HIFFERIBE S B 125 Secrets Manager HHI{E, MREIRIZEMA Secrets
Manager , ¥ ELEFREXRE , ATEEEHITERREMEE A Docker BRIGIFGHIEE
ARESY, CREERENERAFIRNAWS_SECRET_NAMERIZE S, MEHMAEA ,
ESBAWS Wickr B Secrets Manager B

EEERIENERREFERETER  FEATIRESIERIEE Amazon S3 #FTE.

« WICKRIO_S3_BUCKET_NAME — ZHEAEFMIERM Amazon S3 EFITEE R,
+ WICKRIO_S3_REGION - FZHEAEFMIERM Amazon S3 FEFETE AWS [EiF,

« WICKRIO_S3_FOLDER_NAME — Amazon S3 #EFEEFBEFREAENERNEAERREHE, LER
REBIESINLE €88  ARFES Amazon S3 #EETEMAENESR,

ERREEAAFRMBERERMEFE Amazon S3 RIFATEE | FFEMA TIRRBRBIREE AWS
KMS FF#&E A

« WICKRIO_KMS_MSTRKEY_ARN — AWS KMS £ £## Amazon Resource Name (ARN) , AR =&
7% Amazon S3 REFTE2H , ENNBEERREHBI A LNASERNESR,

« WICKRIO_KMS_REGION - =& 8FrfEHy AWS [Ei1F AWS KMS ,
ERRIEERMREEHEIXE Amazon SNS £RER | SHEA T HRBEESBUIRIEE Amazon SNS §F
MER. EENEHIEE. BEERAURERGY,

« WICKRIO_SNS_TOPIC_ARN - BHFEERREEHEELEN Amazon SNS £ ARN,

EATIHRESEEERREIEBREIAE CloudWatch, MRIETE , AIEE 60 WEE—IXIER.

« WICKRIO_METRICS_TYPE - SIHIREBEEHNERES cloudwatch , LLEIEEZEEIEXE
CloudWatch,

REERRE 32



AWS Wickr EEIEE

AWS Wickr B9 Secrets Manager &

O] LAE A Secrets Manager RFHMERMR BRI ABZAER AWS FREEA. WMFEEI Secrets
Manager BZRHEEHERR , 5528 (AWS Secrets Manager Secrets Manager £ & IEfE) HHE
M,

Secrets Manager ## A LAE T 5IME :

« password - ERHR BB AFT,
+ s3_bucket_name - EHIAEFERMN Amazon S3 B, MERRRTE , HSFEHERE

RER.
« s3_region - AR FMEZRHN Amazon S3 F#EFETEE AWS [EiF,

« s3_folder_name — Amazon S3 RFIFEPRFASNERNEZAERREE, LERRKREEIE
2t £ , ARFEES Amazon S3 EEFIFENFAENER,

« kms_master_key_arn-AWS KMS £ ARN , AREREEl Amazon S3 REFEFE2E , E
MINZERMR BRI A LWASERMNESR,

« kms_region - AWS KMS £ £#8FT7EH AWS EF,
« sns_topic_arn- BHEEERRBEHEIEZEMN Amazon SNS 7 ARN,

BE AWS REERAERMR B IAM BUR

MREFHE AWS BE Wickr ERMREMBAEARMERER B4 ERERIBEFTEER AWS Identity
and Access Management (IAM) AEMBEREFEREM. BUUREERHRBHEI ARER Secrets
Manager, Amazon S3, CloudWatch, Amazon SNS 1 AWS KMS, 5l IAM BUR 5 ¥ 7 EUE L AR
B SEBE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditox0",
"Effect": "Allow",
"Action": [
"s3:PutObject"”,
"secretsmanager:GetSecretValue",
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"sns:Publish",
"cloudwatch:PutMetricData",
"kms : GenerateDataKey"

1,

"Resource": "*"

B LGERRBEE A EH L RRFHCSERBNSENH , REMLEBBH IAM BER, B
BRTEERZ AWS IRBEH Bi4E. filtn , MREITEE LR Amazon S3 @EiFiTRE , FBEA TIIK

%K, EE®BR secretsmanager:GetSecretValue, sns:Publish, kms:GenerateDataKey#
cloudwatch:PutMetricDataZ& .

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditox0",
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "*"
}
]
}

=1
|

MR & AE A Amazon Elastic Compute Cloud (Amazon EC2) #{T{EREEEERMR B A |, FBFEH
Amazon EC2 ERRHIZL IAM A& , X FEA LIREKRERERBE.

FXE) Wickr #8EE Y E RHR BHERA

EHTERNREMBAZE , BFEZRENAFREC. NREFTEIERFS T IR B -8 1THES
A

- EEFENAWS R, AIEMNERS RG], EEEBRT , EREREARASRSIRBIR, LEX
REZRBBERNASERAPREABEXNNRSEER. MFFMAER , F2EE AWS Wickr
REERREHFANREZE,
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« BEAI1FEL AWS RIS |, REEFEZE Y Secrets Manager M E IZ S A B A AWS BRI RIS
fRREFF M E A, BRE AWS R 2% , B LEEREBERREMET A Docker &, WMFEAFRE
Secrets Manager ¥ Z H M ERANFMER , F2E AWS Wickr B Secrets Manager &

THEHBRATERREMIE A Docker RGN EEFl T, ERELHFHSD , S TIHEHERRE
FLEHCWE :

« compliance_1234567890_bot EFMR BB AN BRE,

« password ERHREHEE ANEE,

« wickr/data/retention/bot BEBEERRBHEZ ALEFE AL Secrets Manager WE B,
* bucket-name fRFAEMIERRA Amazon S3 FITEREE.

« folder-name Amazon S3 EEIBHPEFRAENERNERKREHE,

« us-east-1BIEEZER AWS WEHE, I , AWS KMS ££#88EE = Amazon S3 7T
W2,
 arn:aws:kms:us-east-1:111122223333:key/12345678-1234-abcde-a617-

abababababab £ AWS KMS £ &8/ Amazon Resource Name (ARN) REFH INZASE RN
BE=x,

ERARRRESHMBMEA (EAWS R )

T %l Docker T BB ERHMRZ M A, ZIEEMEH WICKRIO_BOT_PASSWORDIRIZEEBIRISE, #
BAFRBEHAFERERBEN , WEARIERT & AWS Wickr PEEEELRHMFEHEANBEEHERDE
=HTERE.

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e WICKRIO_BOT_PASSWORD="'password' \

wickr/bot-compliance-cloud:latest

ERARRRETMEBHEA (EAWS B )

T35 Docker B T EMBERREMBEA. EERREUBIARTR  SWARR. cefALER &£
AWS Wickr FEREERR BB ANRTEFERRPERNTERE , BHBEERAERERSR,

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
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-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \
-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \
wickr/bot-compliance-cloud:latest

docker attach compliance_1234567890_bot

Enter the password:****x*xxkx%%*
Re-enter the password:*****x*&*xx%

A -tLBEHITHEEEA |, UIBZRRBIER, BtEZERE docker MG &I EI#Tdocker
attach <container ID or container name>@w<5 , LEVSRIBIIE R, BEZEIESEBERHIT
EMETT. MREERES Docker 1% , (BEXRBEIRT , 551k Enter , BEEFIE R,

LL15 D ENAEERBIBREBTA ( E AWS R )

T% Docker H " EEARREBUDERNREMSFA. CHERAREABBERNASERRIRE
15 &,

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot --
network=host \

-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e WICKRIO_BOT_PASSWORD="'password' \

-e WICKRIO_COMP_TIMEROTATE=15 \

wickr/bot-compliance-cloud:latest

BB #E3 A I fEF Secrets Manager 38 EHIIA RS

B LAfE A Secrets Manager BB ERHRBHEBE AN RN, MBERNRBHBAN K BFERER
REY  EEFHRIERMN Secrets Manager,

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot --
network=host \

-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickrpro/alpha/new-3-bot' \
wickr/bot-compliance-cloud:latest

wickrpro/compliance/compliance_1234567890_bot MBZEHMMBERENT , BRAMXF,

REERRE 36



AWS Wickr EEIEE

"password":"password"

B #E3 A I fEF Secrets Manager 5% Amazon S3

& A LAE A Secrets Manager 2REEE & AE R H Amazon S3 7T EF. MBERREME AR,
BEERTERREH , EEFHUERMN Secrets Manager,

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot --
network=host \

-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \
-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \
-e AWS_SECRET_NAME='wickrpro/alpha/compliance_1234567890_bot' \
wickr/bot-compliance-cloud:latest

wickrpro/compliance/compliance_1234567890_bot MBZHWHHREMT , B RBHXZE,

{
"password":"password",
"s3_bucket_name":"bucket-name",
"s3_region":"us-east-1",
"s3_folder_name":"folder-name"
}

BB AWBWHAENEREMAZA NERKFM bot-compliance@FET
Bnhetwork1234567890,

B85 A I AWS KMS Secrets Manager 5% Amazon S3 #

ST LUER Secrets Manager SREEE B AE R, Amazon S3 LM AWS KMS &R EF. BB
BRMREBREAR K LEERERESH , EEFBULERAMN Secrets Manager,

docker run -v /Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot --
network=host \

-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickrpro/alpha/compliance_1234567890_bot' \
wickr/bot-compliance-cloud:latest
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wickrpro/compliance/compliance_1234567890_bot MZEFHRZENT , ERAMNE,

"password":"password",
"s3_bucket_name":"bucket-name",
"s3_region":"us-east-1",
"s3_folder_name":"folder-name",
"kms_master_key_arn":"arn:aws:kms:us-east-1:111122223333:key/12345678-1234-abcde-
a6l7-abababababab",
"kms_region":"us-east-1"

KR AR A ENEREER ARN ERBIR KMS S|NE , RBRRAES
"network1234567890.1 MYERRHH "HBASH . fENE, FREECHREFEN IAM B,

RREN MBS AL f5F FRIRIZ B EERE Amazon S3

MREBRIEE A Secrets Manager FEEERMRBHMEBAZTAER , BRI UFEATIRESEMBE R
{REBHEES A Docker B, BAAMEA WICKRIO_BOT_NAMERIBESEREAIERR BB ANEZHE,

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot --
network=host \

-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e WICKRIO_BOT_PASSWORD="'password' \

-e WICKRIO_S3_BUCKET_NAME='bot-compliance' \

-e WICKRIO_S3_FOLDER_NAME='networkl1234567890"' \

-e WICKRIO_S3_REGION='us-east-1' \

wickr/bot-compliance-cloud:latest

R BMERRBEEREBRERREHBANEAER,. Amazon S3 EFIENMEEESN , URFERE
RBERWHEREER.

{2 1E Wickr #BEHERRE BT A

EERMREMBEA LHITHNERSHWESIGTERMAGR L IF EEPA. £/ docker stop <container
ID or container name>tn% , MMRHEHIFTR , @ERMRE#EES A Docker B {53 H SIGTERM#R

PN
T o

docker stop compliance_1234567890_bot
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HY 4§ Wickr #ER NV ERMRE B

EERMR B MBI A Docker UG EHITHEBEABWEE /tmp/<botname>/logs B #&HH BFER,
THRZEHmR 5 ARER, BUUBTTIGHREE B,

docker logs <botname>

g4 -

docker logs compliance_1234567890_bot

Wickr #8E BV ERMR B REBEMSEH

LAUR 2 AWS Wickr ERMR B #E8 A 5.116 Mk B 51 X &/ Amazon CloudWatch (CloudWatch) 1515
Amazon Simple Notification Service (Amazon SNS) E4,

*rE
« Wickr #83# CloudWatch 3g4&
« Wickr #3588 Amazon SNS =4

Wickr #8335 #) CloudWatch 1§

EBEZHMBABR 1 7EELE  WEHEZHEFITERREHEZ A Docker R EY IR 5 A8 BE B HY
CloudWatch BR#.

LT RERRERBAZENREER,

EE Description

Messages_Rx WEIKEAR

Messages_Rx_Failed BEREBWEINALS,
Messages_Saved REZEEERAEERNAL.
Messages_Saved_Failed EEGAEREEBERNABER,
Files_Saved WKEINER.
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EE Description

Files_Saved_Bytes Pz B RV TTAE

Files_Saved_Failed EERERER,

ZA BA (BEESAEBRA 1)

Login_Failures BARY (BESEBRRA 1).

S3_Post_Errors HAESERZEME Amazon S3 FEFETRIFRLE
$HER,

Watchdog_Failures EREX KRR

Watchdog_Warnings EREREL,

ELEBEUMHE CloudWatch /. ARKEBANGEZEA WickrI0, SEEREHAE —RIKEE. KU
TREMELRERBMNEEFBE.

HE Value
Id HEANERERR,
®HE BEMSAREDTTERNVRAE, NEEHIT

ZEMBARERHITEE , ARERA,

EmR HBANEMR. TER WickrPro_ =
WickrEnterprise_ #&E Alpha. Betaz{
Production BKfim,

BotType B AEE, ERASHRMBEANER,
R BB ALY 1D,
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EEEmE

Wickr #88&# Amazon SNS =4

THEHSRMEHRMEAIREWICKRIO_SNS_TOPIC_ARNEZ(E sns_topic_arn Secrets Manager
MBRER BB Amazon Resource Name (ARN) EEZ&H Amazon SNS £, WMEFHMEN , B2
BT AWS Wickr FEEERMR B HER ANVIRIEE B RAWS Wickr B Secrets Manager {E.

ERREMBAELENEHEL JSON ZEHEEE, TIESSEERRBMRA 5.116 RN EBHH,

=
complianceBot
dataTime

device

dockerlmage
dockerTag

message

notificationType

severity

(=]
BERREMBANERERR,
E4REN BBNERE,

BEMSARENITERBNHER, MREHNT
ZEMBRABITEE  AIRERA,

B2 S A MEEBER Y Docker BR1K,
Docker BRIGHVIZE AR Ao

EHAE. NWEESZEA  FEERESHRIE
EEH.

LEH A Bot Event,
EHNBREM, TR normal =

critical,

& AETBY Amazon SNS R |, T ReENEN, MREFEREFBHHUITE  RRSEEEFEH

R, EP e RO T EENEH.

{
"complianceBot":
"dateTime": "2022-10-12T13:05:39",

"device": "Desktop 1234567890ab",

"dockerImage": "wickr/bot-compliance-cloud"

"dockerTag": "5.116.13.01",
"message": "Logged in",
"notificationType": "Bot Event",

"compliance_1234567890_bot"

ERREEENES
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EEEmE

"severity": "normal"

}

BAEEMH

S

BAKRY

ELEAESEFMBAFLRNENME . EFNREBRBEZIRE , BLEREtREE,

UTRESAEZZARARELENSESH. SEFEBERELEEARMNER,

EHER
REEA
KHEA
KBEA
g
g
i
RBEA
RBEA

FRENEH

]
EH RS

BotDevice EE{&

WatchDog

SHAR

BEAERER. BERR,
BAEERE.

RFEHEECERE

ERAEERFER BT,

config.wickr HERHBHTER,
#EERconfig.wickr X,
BAFRE KM,
MEREEBENESFE.

EHAR

WickrlOClientMain : : slotAdminUserSusp
end : code(%1) : RA : %2

KEESHE!

SwitchBoard Rk B2 BEARBIB <N> 9 8&

ERREEENES
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Vs Fiil] EHAR
S3 kB EE S3 MEITE EMEBER <file-name

>, $858 : <AWS-error >

ko SERVER SUBMIITED FALLBACK KEY : *&
APEBNAFPIRERATEASR, BB BEFEX
ERHEIIRE,
IEEEH
UTRELEEERERENENG, EREHEAANREESEEEHTESEIEE,
HECOHEEIRE

EMEENEEERRERBARER K REELELEHN, EEEBAT K EURRTEACELER
REMBANITER. ATRUSEHNFALR.

A device has been added to this account!

EEANHESREA
HEHEERBARDBEAREE, UATRUEHNFAE,

Logged in

2]es
HEHSHEMBABRRELE. REAERFERED , ATRRTIRERE, UTRUEHHFAR.

Shutting down

o] AR ERT

HEHEEENREMBARBREL | WRAH BB R AEADE Docker RETTH. WEHSEH
RARBRELE  YBREL, WEHIEEIversionst®BL , AIRBIATAREMRA., AT RILEH
YR,

{
"complianceBot": "compliance_1234567890_bot",
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EEEmE

"dateTime": "2022-10-12T13:05:55",
"device": "Desktop 1234567890ab",

"dockerImage": "wickr/bot-compliance-cloud",
"dockerTag": "5.116.13.01",
"message": "There are updates available",
"notificationType": "Bot Event",
"severity": "normal",
"versions": [
"5.116.10.01"
]
}
ft B2 ATAK ?

Android Team Awareness Kit (ATAK) 2 Android Tactical Assault Kit ( 22 ATAK) RESER , B—
BERLFHECHERRENERRAEARS  TERARGLEY MHRLHE. BABDRA

REMESE , B ATAK CEEE#. MNMBFHEBAER.

ES]
<

Wickr #8538 &R - BUH ATAK

- B8 ATAK WEMEER

o RHIFYH ATAK B9 Wickr SRR

- BUBELY ATAK B Wickr AAMER

<

ATAK #2558 MZ TR EFE

- B

ATAK FEZEEZR

. %

ATAK HExZ £ FEF AL (Push-to-talk)

« ATAK #y Pinwheel ( RRIEFFE )

- ATAKEE

& Wickr #8ERERIRPRA ATAK

AWS Wickr X B & % £ Android Tactical Assault Kit (ATAK) BWRERER. 78 , BIEfsALL , FH
Wickr B9 ATAK EE F A EBRERARBERTEEEM. A7 HEREPETFRERRE , Wickr BT —
ENRERN |, TIEREELZSEANEEN ATAK, FEABERR ATAK 89 Wickr FMBER |, EAETTLL
£ ATAK FEARER A Wickr EEEALE, HENERER, EUHRPE , UKk ATAK BIRIhEEH
fHREE M,

frER

ATAK?
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AWS Wickr EEIEE

1£ Wickr #BBERRP A ATAK

R THIRERF , LATE Wickr R ERRFH A ATAK,

-

£ https : //https://console.aws.amazon.com/wickr/ BIEX AWS B E#E & for Wickr,

2. EHREEL  ENEEEEZRRNAERSE,
3. EEEBKY  BELZSFE,
4. ELREBEEEL | ENERA ATAK WFrELZ£81E,
5. EEASELIERN ATAK ABERERT | BIZMHEE,
6. TEMHmE ATAK ABRERXEAE L , ZERA ATAK ABEXEUS B,
7. EEFEEH
8. HEEH#NFAHHRAMAEHERE, BULIRBEAEKZENEAN ATAK IR |, AT HA
—{@E :
« com.atakmap.app.civ — MREH Wickr R FEAEELEH Android £EEB L2 E WA
ATAK ERREH —MEER  BEEGHXFHRAE A LE,
- com.atakmap.app.mil — IR EH Wickr SR EHEEE Android & EZEWFEH ATAK
FERARRXNEERAE  BEEHXFHRPEALE,
9. EERfRTFE
REEAZEH Wickr R MZEINMNZLFFEMA ATAK, BEZERMA ATAK THEENZ£FE
FRER Android fEF & 22 ATAK B9 Wickr /AMBMER . MEFHHEN , BRI T ENEE Wickr
ATAK 7R,
B ATAK WEMER

WmF ATAK B9 Wickr ABEXWHMER , FEETIRE

:I:I'H

« Wickr ATAK #2818

o Hth Wickr ATAK A IEXEF

BRI ATAK BHEHME T 45


https://console.aws.amazon.com/wickr/
https://docs.aws.amazon.com/wickr/latest/userguide/atak.html
https://docs.aws.amazon.com/wickr/latest/userguide/atak.html
https://wickr.com/wp-content/uploads/2022/12/Wickr-ATAK-Plugin-Overview.pdf
http://wickr.com/atak-plugin

AWS Wickr EEIEE

LW B E ATAK B9 Wickr A MET

Android BIXEREH (ATAK) RXBEEE, MMBHFEEERARN Android BIRGT R , EERESRY
BERBITERRE, BTHNEHEE. ATAK EE/NHERRRE , TRRBZASIHEIIE. SURER
EER GPS Mt B BB ERETEE  WBSHFESANNRBERERA, EAX4H , BME
REWAIE Android 2B F REBAM ATAK B9 Wickr SMEER |, WAGEE Wickr A FimEL %, BT

RIBE Wickr EEEABNMBEEHE , MEFFR ATAK EAER,

Z8 ATAK BY Wickr A 2R

R TARERF , BAE Android 2B £ %% ATAK #Y Wickr ZAMER

—

BI1E Google Play FJE , &g Wickr for ATAK A #ER

2. 1£ Android & FFIR ATAK EARER,

3. EATAKEARRYH  EEEEALANBREERT
=
REBBEFAHER,

4. EEEA,

5. EENMEAERRBEREL  BEAK SD , AREEEL T ATAK .apk EZRH Wickr S\ 312
ANHNE,

6. EFIHENER 6 WRBETETRE,

(® Note
MRAZRERGCEZERENABERNER | FRES

~

ATAK EREAKHARERTERANGBESR, EFETE.

ATAK B9 Wickr ABRERBECTE., BETHIEEA Wickr BL¥ ATAK EERUATERER
7% ATAK B2 Wickr Bi ¥

EIITER RS ATAK B Wickr MBRERE , BEMTIERF , & ATAK BRAEE Wickr BLH

i

1. EATAKERAREXY K EEEEALANEREERR
=]
RIBIZIE Wickr S BMER.,

R M BEH 46



AWS Wickr EEIEE

2. EFEEH Wickr,

BEEDHIRBEHIET , EREHE ATAK B Wickr A ERFT, MBEBBHERKHER | FHK
Wickr PRI RIARTE K REBREENEAER, CEZXSEEEANSEERTEINHER.

3. EBEE&ELETEY.
4. EERRR Wickr ATAK AR ZHALUEE ATAK ERAER.

BRE SR IIE Y ATAK S 2K Wickr |, 3¢ B AT UAfE AR X REIX A B 6 65 A Wickr 1
£, MEBEH R ATAK EAER.,

BGHBL ¥ ATAK BY Wickr A 32T

BRI UBUE B ATAK B9 Wickr ZMMER

BN THRER |, #& ATAK S EER EE Wickr BUEELE .

1. ERERAERS  EERE  AREFERNERAER.
2. EEFRNEAEXNEEL , 2# Wickr ATAK AAHER,
3. 7 Wickr ATAK AAMERXEE L , REEEKBHBER.

FBIRE S BUEBLE ATAK By Wickr AER,

£ ATAK B4 SR IR BB
SR ATE ATAK #9 Wickr MR T RHEBIBHR,
SER TSI AR A T M S BB,

1. BRBIRRE.

2. EHERET , BRELEFUZFERENER.

3. EEEEALANEFEET.

4. BR%E , BALURE ATAK AEEXNRR I EEEE,

£ ATAK REIXEZR

BA LAE ATAK B9 Wickr A RER PEIXRE R,

BOHEE =



AWS Wickr

EEEmE

TR THRFUAEEER,

1. BARBIRRE.

2. EMGHeHT K BESLEEEERNEAE.

3. ELRIEBEERNERAER 6 FEMHEHE.

4 E%LE%EEL BHREER  ARSEELEEEINER,

g 2 [ @

supertol
Supe

NORTH DAKOTA i

MENNESOTA

Send File

anw“""w 18CC
SOUTH DAKOTA

& WYOMING

: T PR 3 .
N B =2 file name.PDF
PDF

WASATEH, R/\No&

' 6mvu

WEUTAI 4
H'A, COLDIADO KANSAS
‘ Arkansas River

OKLAHOMA Choose File

Callsign: BACKY .
L 14R PU 10708 79232 Send File Cancel

1,009 ft MSL/ 171°M
0 MPH +/<"4m
P2 wa

5. HERIEREEL , EEMENER,
6. EEEEREEL  EREEESR.

REERTRER , FHEEE THRMWESR.

£ ATAK R EIZZ2FEFH L (Push-to-talk)
A BATE ATAK B Wickr A ERPEERZEWEF AL (Push-to-talk,

TR TIBRFUEEREEZFAR

1. BRI RIRE.
2. EEEEEHMNPuUsh-to-TakBR , LRFENERE T
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NORTH DAKOTA =

MINNESUTA

Lake
e M b+ 0 Minneap s oo ONSTN michigan
PRy A SOUTH DAK OTA e " Y)
"U/vmw; 7 M [

\'xwvomnvr’
& .', * Chicago
s . NEBRASKA
) i
ASMER RANG e

(;mv' 3 : |
i o (:.4,)(, W B @

” Arkansas River KANSAS Ilm NW Of Denver

.org

v

02:16PM 07/12 364D

OKLAHOMA.

.org

MS

Dallas

TEXA e
V B 02:16PM 07/12 364D
HCallsign: BACKY

14R PU 10709 79230
1,020 ftMSL  182°M
0 MPH

3.

NORTH DAROTA =
MONTANA ~
22 MENNESOTA

Winneap H8 15 C
Ay *
T M Ty JTH DAKOTA
IDAHO Bty L
MOUNTAINS, - ¢
 WYOMING,

-~

NEBRASKA

o, B Hold Button
'UIA.Hy)}.»" col G(Ai:?w ANSAS Down to
by ) Record

o Arkansas River
OKLAHOMA

& '}?&
ARIZON A " NEW MEXICO
Phoenix

¥ Callsign: BACKY
14R PU 10708 79222
1,001 ft MSL 85°'M

1,009 km : +/=12m

FRCEREMEAR.
RLERAAER | HFEEEE R,




AWS Wickr EEIEE

ATAK B Pinwheel ( fRIEZER )

B 5 5 ROR ZEU SN AE A A one-one-one ¥ EE R B IEFA L,
SR TR LA Pinwheelo

1. FEIRFFRATAK BREFH Wickr for ATAK AR N DRI EERA. wESELESRRPEREN
BRKEHEE.

2. BRECAEETRUAFRBN®,
3. 121% Wickr I/T\ LA@*EFE&E%%E’JT%&IEO

e Sl QRO =
"~ 13SCD 70132 70360

- ftMSL _
—--MPH_255M %%, DMs

MENNESOTA

00— Lo Mg HH Hiro Hamada
Vs °\ 01:42PM

b SKA

@ ) @ wild Bill
1CH, n/wt.u' é.’w. WB

o i i , 01:39PM

OKLAHOMA

Sit(x)-TAK-Wickr
Callsign: BACKY
& 14R PU_ 10701 79216
§1,008 ft MSLE 24°M
HO MPH +/=5m

4. TEEWL  BETIEF—EER
- BE EErFN,

Pinwheel 50
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MONTANA

SOUTH D

TEHIRANGE/ 'i
., '/} enver

('()!.(aﬁhl)()

Arkansas Rive

&

prS

SOUTH D

TCHIRANGES 'i
e ’ enver
4’-’
COLOADO
Arkansas Rive

prS

- BREE  BEEIER.

Pinwheel i



AWS Wickr EEIEE

MONTANA

SOUTH D

TEHARANG E¢

" ’(,(Serwar

COLDIADO

Arkansas Rive
Y
»

ATAK BEE

AEER U ZEZENEESE  AEEATANECGNARENRER R, BEMNBABBHUAERIR

ZFEﬂigiE,o

o BEARR B EEASHERINRELHE,

* DMs : Bilone-to-one¥f5H., WIRIheEAEMES X E Wickr REFERRENER. I EEREE
EwR AR, WEAES EHNEMAER

- EERE  FERARATNRAREEBE, EABEXPTHRIVEAEFERERRE Wickr R
£ RAERS.

® Note
REee , fIumRER , R REEAEINNRSHT , U LEEAEEIMEANERE
KB TEERR,

SERT Wickr #5875 B Y E R M B 15

JSAFFHIH T HLEREE | LR Wickr IEFEIEE
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R

- TCPE{ZIE 443 (EARASTMH )
- UDP E#8 16384-16584 ( FIRAREML )
KR I3 51 Hi iz 48 13 A 3t 41t

MREFZEATSI A ey WL M AARER IP it , F2E T HKERS HAYEE CIDRs /&
B, FEHRENLEE K RRBETREAMBE,

(® Note

EMAEREE FEHH 2K no-reply@amazonaws . com#l &
izdonotreply@wickr.email,

KEIRER (S B 2L D)

A * gw-pro-prod.wickr.com

* api.messaging.wickr.us-east-1.amazon
aws.com

* ingress.prod.calling.wickr.com

oy CIDR it : * 44.211.195.0/27
+ 44.213.83.32/28

oy |IP bt - * 44.211.195.0
* 44.211.195.1
* 44.211.195.2
* 44.211.195.3
+ 44.211.195.4
* 44.211.195.5
* 44.211.195.6
* 44.211.195.7
* 44.211.195.8

EREES H 2 Bt ut 53
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EEEmE

44.211.195.9

44.211.195.10
44.211.195.11
44.211.195.12
44.211.195.13
44.211.195.14
44.211.195.15
44.211.195.16
44.211.195.17
44.211.195.18
44.211.195.19
44.211.195.20
44.211.195.21
44.211.195.22
44.211.195.23
44.211.195.24
44.211.195.25
44.211.195.26
44.211.195.27
44.211.195.28
44.211.195.29
44.211.195.30
44.211.195.31
44.213.83.32

44.213.83.33

44.213.83.34

44.213.83.35

44.213.83.36

44.213.83.37

44.213.83.38

EREES H 2 Bt ut
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EEEmE

DmAME (FRAED)

A -

/04 CIDR bt :

oY 1P it -

44.213.83.39
44.213.83.40
44.213.83.41
44.213.83.42
44.213.83.43
44.213.83.44
44.213.83.45
44.213.83.46
44.213.83.47

gw-pro-prod.wickr.com

api.messaging.wickr.ap-southeast-5.a

mazonaws.com

ingress.prod.calling.wickr.ap-southe
ast-5.amazonaws.com

43.216.226.160/28

43.216.226.160
43.216.226.161
43.216.226.162
43.216.226.163
43.216.226.164
43.216.226.165
43.216.226.166
43.216.226.167
43.216.226.168
43.216.226.169
43.216.226.170
43.216.226.171

EREES H 2 Bt ut
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EEEmE

DA (F7H03K)

A -

/04 CIDR bk :

oY 1P it -

43.216.226.172
43.216.226.173
43.216.226.174
43.216.226.175

gw-pro-prod.wickr.com

api.messaging.wickr.ap-southeast-1.a
mazonaws.com

ingress.prod.calling.wickr.ap-southe
ast-1.amazonaws.com

47.129.23.144/28

47.129.23.144
47.129.23.145
47.129.23.146
47.129.23.147
47.129.23.148
47.129.23.149
47.129.23.150
47.129.23.151
47.129.23.152
47.129.23.153
47.129.23.154
47.129.23.155
47.129.23.156
47.129.23.157
47.129.23.158
47.129.23.159

EREES H 2 Bt ut
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EEEmE

TAME (ER)

A -

/04 CIDR bt

oY 1P it

TAE (RX)

A -

gw-pro-prod.wickr.com

api.messaging.wickr.ap-southeast-2.a
mazonaws.com

ingress.prod.calling.wickr.ap-southe
ast-2.amazonaws.com

3.27.180.208/28

3.27.180.208
3.27.180.209
3.27.180.210
3.27.180.211
3.27.180.212
3.27.180.213
3.27.180.214
3.27.180.215
3.27.180.216
3.27.180.217
3.27.180.218
3.27.180.219
3.27.180.220
3.27.180.221
3.27.180.222
3.27.180.223

gw-pro-prod.wickr.com

api.messaging.wickr.ap-northeast-1.a
mazonaws.com

EREES H 2 Bt ut
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* ingress.prod.calling.wickr.ap-northeast-1.ama
zonaws.com

04 CIDR bt : « 57.181.142.240/28
oY 1P it - + 57.181.142.240

« 57.181.142.241
« 57.181.142.242
+ 57.181.142.243
« 57.181.142.244
+ 57.181.142.245
+ 57.181.142.246
« 57.181.142.247
+ 57.181.142.248
+ 57.181.142.249
+ 57.181.142.250
+ 57.181.142.251
+ 57.181.142.252
+ 57.181.142.253
+ 57.181.142.254
+ 57.181.142.255

EK (HER)
i * gw-pro-prod.wickr.com
+ api.messaging.wickr.ca-central-1.ama
zonaws.com
* ingress.prod.calling.wickr.ca-central-1.amazo
naws.com
04 CIDR ik : * 15.156.152.96/28
Y 1P btk - * 15.156.152.96

EREES H 2 Bt ut 58
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EEEmE

BUA (EM3E)

A -

/04 CIDR bt :

oY 1P it -

15.156.152.97

15.156.152.98

15.156.152.99

15.156.152.100
15.156.152.101
15.156.152.102
15.156.152.103
15.156.152.104
15.156.152.105
15.156.152.106
15.156.152.107
15.156.152.108
15.156.152.109
15.156.152.110
15.156.152.111

gw-pro-prod.wickr.com

api.messaging.wickr.eu-central-1.ama

Zohaws.com

ingress.prod.calling.wickr.eu-central-1.amazo

naws.com

3.78.252.32/28

3.78.252.32
3.78.252.33
3.78.252.34
3.78.252.35
3.78.252.36
3.78.252.37

EREES H 2 Bt ut
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3.78.252.38
3.78.252.39
3.78.252.40
3.78.252.41
3.78.252.42
3.78.252.43
3.78.252.44
3.78.252.45
3.78.252.46
3.78.252.47

BEREESH <z @E bk 60
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111
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%
5
==

3.163.236.183
3.163.238.183
3.163.251.183
3.163.232.183
3.163.241.183
3.163.245.183
3.163.248.183
3.163.234.183
3.163.237.183
3.163.243.183
3.163.247.183
3.163.240.183
3.163.242.183
3.163.244.183
3.163.246.183
3.163.249.183
3.163.252.183
3.163.235.183
3.163.250.183
3.163.239.183
3.163.233.183

BUN (fR3X)
i * gw-pro-prod.wickr.com
* api.messaging.wickr.eu-west-2.amazon
aws.com
* ingress.prod.calling.wickr.eu-west-2
.amazonaws.com
M0l CIDR it - + 13.43.91.48/28

ERE Y 2 itk 61



AWS Wickr

EEEmE

WO 1P it

BUN (HrESHE)

A -

/04 CIDR bt

oY P bt -

13.43.91.48
13.43.91.49
13.43.91.50
13.43.91.51
13.43.91.52
13.43.91.53
13.43.91.54
13.43.91.55
13.43.91.56
13.43.91.57
13.43.91.58
13.43.91.59
13.43.91.60
13.43.91.61
13.43.91.62
13.43.91.63

gw-pro-prod.wickr.com

api.messaging.wickr.eu-north-1.amazo
naws.com

ingress.prod.calling.wickr.eu-north-
1.amazonaws.com

13.60.1.64/28

13.60.1.64
13.60.1.65
13.60.1.66
13.60.1.67
13.60.1.68

EREES H 2 Bt ut
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EEEmE

BN (BREEH)

A -

/04 CIDR bt :

oY 1P it -

13.60.1.69
13.60.1.70
13.60.1.71
13.60.1.72
13.60.1.73
13.60.1.74
13.60.1.75
13.60.1.76
13.60.1.77
13.60.1.78
13.60.1.79

gw-pro-prod.wickr.com

api.messaging.wickr.eu-central-2.ama
Zonaws.com

ingress.prod.calling.wickr.eu-central-2.amazo

naws.com

16.63.106.224/28

16.63.106.224
16.63.106.225
16.63.106.226
16.63.106.227
16.63.106.228
16.63.106.229
16.63.106.230
16.63.106.231
16.63.106.232
16.63.106.233

EREES H 2 Bt ut
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EEEmE

AWS GovCloud ( E£BIFEER )

A -

/04 CIDR bt :

oY 1P it -

16.63.106.234
16.63.106.235
16.63.106.236
16.63.106.237
16.63.106.238
16.63.106.239

gw-pro-prod.wickr.com

api.messaging.wickr.us-gov-west-1.am
azonaws.com

ingress-prod-calling.wickr.us-gov-we
st-1.amazonaws.com

s3.us-gov-west-1.amazonaws.com
s3-fips.us-gov-west-1.amazonaws.com
s3.amazonaws.com

register.wickr.us-gov-west-1.amazona
ws.com

admin.wickr.us-gov-west-1.amazonaws.com

admin.messaging.wickr.us-gov-west-1.
amazonaws.com

cognito-identity.us-gov-west-1.amazo
naws.com

kinesis.us-gov-west-1.amazonaws.com

3.30.186.208/28
3.31.11.216/29

3.30.186.208
3.30.186.209
3.30.186.210

EREES H 2 Bt ut
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3.30.186.211
3.30.186.212
3.30.186.213
3.30.186.214
3.30.186.215
3.30.186.216
3.30.186.217
3.30.186.218
3.30.186.219
3.30.186.220
3.30.186.221
3.30.186.222
3.30.186.223
« 3.31.11.216
- 3.31.11.217
- 3.31.11.218
« 3.31.11.219
« 3.31.11.220
« 3.31.11.221
« 3.31.11.222
« 3.31.11.223

GovCloud &2 R o ENEE

AWS Wickr 12#5 A GovCloud fEA & E 5 $T1ER WickrGov Al Fi%. GovCloud Federation ft&F
GovCloud FAENRE¥EEAEZBEBNENR. BBRDEINEAZE GovCloud FRHEEEHFENFERE
M H. 5% GovCloud & , B4 EETFEBBNERS BN BREER, B GovCIoud EHEEmEmE
fEH#& (Enterprise, AWS Wickr, ShEEAE ) ETHER , ETTIIXS?

- BEBESHN UERR
- AEEE LYK EHET

- ER LR BERE

GovCloud 65
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ROOMS

Rooms

—.lll = -

94
Edit Rooms 74
Q_ Search e
PINNED
Finance Room 9:32 AM

Amanda: We want to thank each of you
for the hard work and effort you put...

Sandra Gill, Randall Marsh ~ Yesterday
Randall: Most of the notifications
were for soccer teams | follow.

Dev Team Weekly 9:09 AM
Joan: You may be aware that email
servers are experiencing issues ...

Product Room 7haj22
Lorem ipsum dolor sit amet,
consectetur adipiscing elit, sed do.

Sales Approval 7114]22
Lorem ipsum dolor sit amet,
consectetur adipiscing elit, sed do.

HR Announcement 7haj22
Lorem ipsum dolor sit amet,
consectetur adipiscing elit, sed do.

)] B e

Direct Messages Contacts Settings

P

%5 Finance Room
2 External | 32 Members >

Unclassified

auIpIsCIng ey, Seu uou eiusiiou terpor
incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

Lorem ipsum dolor sit amet, consectetur

adipiscing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

‘ﬁ Ellena ®

Lorem ipsum dolor sit amet, consectetur

adipiscing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

Lorem ipsum dolor sit amet, consectetur

adipiscing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

202 Jason Lee changed room member

This room has external members. Messages

Unclassified

Members of this room may have a lower security level.
Don't share any sensitive information in this room.

I understand

PN

%* Finance Room
2 External | 32 Members >

Unclassified

dUIpISCIng €y, Seu uu elusInou erpor
incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

Lorem ipsum dolor sit amet, consectetur

adipiscing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

iﬁ Ellena ®

Lorem ipsum dolor sit amet, consectetur

adipiscing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

Lorem ipsum dolor sit amet, consectetur

adipiscing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/
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ZRBRER
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BIAWS Identity and Access Management ( fEF&IER) FEVFTIEFBER IAM 5255 A,
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HBREE L TH,

« wickr — #F Wickr R TEBHNEEEFT,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "wickx:*",
"Resource": "*"
}
]
}
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FH IAM B2 EBEK , BuEEAFSIEENEENER , UREMERG T AFRIEBEE. W
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ZEMRIR Wickr B9 B BRI EH] |
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TEESREBE &/

200 AWS Wickr 1 5 2 BUEER €41,

BEREBRRH B EIRA JSON RN . EREBRNRE REHIR IAM ASEEEEMN
Amazon S3 REFATRER, EXEEREBRNERS  REEESTUERAEMARZFHHESEER
MFEER. BRMIIBERNER , BREEREEN TR TUHRRERATHNEEAREMERSET
BITHEE, BLAEEREBRIEEETE. ZXATUIEIRE, £AE. A, WSS ERE
= AWS BR7.

MERABIREFIE , UL EREMIRFENEEMBIRFSH IAM BEREABEREBENER. WF
HAES , F2E (AM EAEER) P8 1AM PR RIEEEREF.
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"Action": [
"wickr:actionl",

"wickr:action2"

]
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"Resource": "*"
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A (BINSFRTIR) , REBBRPHRGNFBRINE, EEEFTHME AWS 28R4 REI®E  F2
B {IAM EAEIEE) FHAWS 2EHRGFREREIE,

BEEE Wickr REZRFE , F2HBRKERESE DI AWS Wickr BRHEIR, BB THREALUE
RIFHERNBENER , FSE AWS Wickr EEH EF,

= E2MmR Wickr 55 BEERNES |, 5528 AWS Wickr 1Y 5 5 BBEEHH,

Wickr ACLs
TEACL: B

FEUEFIEE (ACL) ATEFIMLEERE (RFKE, FRAENAG) HEFIEEZRNFFAT. ACL EER
EREBR , BEMAER JSON BERXHEN,

ABAC #&H Wickr
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B R FEUES] (ABAC) R—EREXRE , KBBEARRNBMHRERT T, LU USREREEE IAM
B AWS MER , RERET ABAC BUR , MEEZREANRBENTSER LOVERE RFHRF,

MERBERILEZE , 556 H aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R %518 , TEENEETESD |, REEBEH.

MRBHEXESEEREEN B =ERG SR  DBEZBBEMS , EA Yes, IRBBEIBERLE
REEN 2R =@ &4 2R , RIEA Partial.

% ABAC WEFHEF , 526 (AM EREEE) PHEM ABAC RIEESHRT, IEEFESH/R
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
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REAGRRBEEN IAM AE , AIMREATERE, IAM EEE UK IAM REY, SRR
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/A Warning
SERB AT e B Wickr 2188, RBTE Wickr 21551 , T ReiREBREAE.

Wickr BRI EF BB
TERBEZAG B

BHEFACREGE N —ERBAE AWS . BB TUREARENTHENAR. REER
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AT A,
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JSON

"Version":"2012-10-17",
"Statement": [
{
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AWS Wickr EEIEE

"Effect": "Allow",

"Action": [
"wickr:CreateAdminSession",
"wickr:ListNetworks"

1,

"Resource": "*"

I EFIBRREEAESER AWS EE T2 A for Wickr 5| Wickr BT, BEE—F TH#H IAM
HERRAXPHTE , F2E0 Wickr WD HBE, BB 7THRNFAERELES JSON BRXH4HEL
IAM B3R, 528 (AM £REER) HHE JSON B8 L2 TR,

BH A LR IAM BUR |, UAFERAEFEIUSE APl 811, ¥ API BMER1ZENS B2 AWS Wickr 32
AOoHEE, UTERTHE AP BMEMEFERENBRES. WF AP BIENFRENR , F2RE
I fERA AWS Wickr APl &2,

"Version":"2012-10-17",
"Statement": [
{
"Sid": "WickrAPIReadOnlyAccess",

"Effect": "Allow",

"Action": [
"wickr:ListNetworks",
"wickr:ListUsers",
"wickr:GetNetworkSettings",
"wickr:GetNetwork",
"wickr:GetUser",
"wickr:ListTagsForResource"

1)

"Resource": "*"
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- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &7
UERERERG T AIUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2EH (AM EAEER) P 1AM PR BERMFF A,

« £ IAM BER PR EGE— S REIFEE - SO LUSHKREFIEEBEER |, UREIEEMERNEE.
fFlan | BATLURBEBERRG , EEXEMEMA SSL BEFTER R, MREBIE Sl FHRKEE1E
AWS FREE , & th o] LA B R4 3R 4% F HZEUE CloudFormation, MEFMMET , 552 (IAM £
ZIEE) K IAM JSON BUERTE © 4,

£/ IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 iE BE&4E — IAM Access Analyzer B
BHBERMBBEBEE , BERELBERER IAM BUEEFES (JSON) #l IAM HR{EEH. 1AM Access
Analyzer 12fit 100 ZEBERERVEATHWES , THHERELXLBEERANBR., NEFHEE
A, F2E AM FHERR) RPHEEA IAM Access Analyzer B 38 BUE

- EEZEEERE (MFA) - MRENRFIEZE IAM FHESR PR ERE AWS IRF | BB MFA
URESL4M, MEETFEW API R/ERER MFA | 318 MFA (REFHEZERNEBEE, EHEE
A, F2E (AM EAEER) PHEE MFA E4£ APl 77HL

WE IAM FREERVEEBEENR , BF20 (AM EHAEER) 91 IAM 22 KEEK,

£ AWS BEE T E for Wickr

# AWSWickrFullAccess AWS SEHRFEEZEHN IAM B9 | LUIEF 411 Wickr RSN B E
T, G3F B Wickr EIEETA AWS BB ES, NIEHMAET , FSBAWS SEHXE .
AWSWickrFullAccess,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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ARFFERERAMMAE ST

LEfIE RE MR BER |, 0FF IAM EAERRHNEMNERAES S NABRRZERR, WEE
BEEXEEHMEA 3 AWS CLI AWS APl IR ERET A RN TER LB FFT,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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2/ AWS Compliance Programs.
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AWS PrivateLink B AR AWS Wickr

£/ AWS PrivateLink for AWS Wickr , 2RI LAE A SLE VPC in®: , EEBRFLE E iR (VPC) B AWS
Wickr FHImBFEZBR I ER, /T HEH VPC WmBERA —& AWS HilT AWS PrivateLink , 7] &
AWS FEAFAE IP thit FEE E#ITH RS,

HRITEBRAFRIEMANEBREE  FEHA VPN BEENEEERE VPC , LETHHRIAEER.
INEFMER , 552 AWS Virtual Private Network 34,

s AWS PrivateLink 1 AWS VPC BVEF#IE A , 528 < AWS PrivateLink /) FHI(TEE
AWS PrivateLink ? ) A% <Amazon Virtual Private Cloud A &IEr8) FHHEE AWS VPC ?,
Amazon Virtual Private Cloud

TR AWS Wickr FR#

T %I AWS Wickr BR#% 2 AWS PrivateLink :
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AWS Wickr FEAL com.amazonaws. your-
region .wickr-calling
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FR& Wickr VPC % B s8R E ZRUAHTAE DNS &1, MFFMEES , FSHBUHLE DNS £,

Wickr VPC i Fi#E 28 Wickr im#i X & FIPS W EEIX & FIPS, MEFHMEF A F2REHTEFEE
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BEEMMEWEEN VPC im S BEE
o AEEAFFELREMEEE FFEMus-east-1,
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. SERIEH
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BT VPC WEZHT , BRELAE T OISR -

1. VPC 0% : EZEAEE+ EE FHERHIERRE VPC
2. REFHE  AFHTTPS REMNEEZRSBE (EEE 443)
3. DNS f##f : VPC A DNS E#E B DNS T

4. 1AM 35T B MEE VPC BB U EFT]

B3 VPC im Bk

AT LA A AWS Wickr Admin, Message # Calling 237 VPC %3,
ERTHRERF , A AWS £ AR VPC iH 3,
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1. ERBERT , EEAWS B,
2. ERBEBT  B3wickrEZEEENRY :

- $HEEEE : com.amazonaws.your-region.wickr-admin
- B : com.amazonaws.your-region.wickr-messaging

- HAMIW : com.amazonaws.your-region.wickr-calling

HER 3 MAIRAERE

1. #EVPC T , ERENEE VPC,

2. EFHEET , ZBREZEATRAERISTHN FEBUAESSTAM.

3. HERAILBEDNS BBT , BEEWMAHR, EFZE XEFMHE DNS B8,
4. HEREFET  ENHEVLEHRRERNEHELRBNZ2EE.

B4 BURE

1. BEIEHERE,

2. GEUMREWSIERBRER, SRDLAREHERTEHNEBEY.
3. EBRIHY

SR FBIRRR , SUEM B VPC %85 AWS CLI

1. REEEE T R A

¥Z Wickr Admin AT M

aws ec2 describe-vpc-endpoint-services --service-names com.amazonaws.your-

region.wickr-admin

¥E Wickr Messaging A At

aws ec2 describe-vpc-endpoint-services --service-names com.amazonaws.your-

region.wickr-messaging

B3I VPC %%
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WE Wickr BEIY A M

aws ec2 describe-vpc-endpoint-services --service-names com.amazonaws.your-
region.wickr-calling

2. E VPC w3,

Wickr Admin i 2 :

aws ec2 create-vpc-endpoint \
--vpc-endpoint-type Interface \
--service-name com.amazonaws.your-region.wickr-admin \
--subnet-ids subnet-12345678 subnet-87654321 subnet-11223344 \
--vpc-id vpc-12345678 \
--security-group-ids sg-12345678 \
--private-dns-enabled \

Wickr A 5 3% 24

aws ec2 create-vpc-endpoint \
--vpc-endpoint-type Interface \
--service-name com.amazonaws.your-region.wickr-messaging \
--subnet-ids subnet-12345678 subnet-87654321 subnet-11223344 \
--vpc-id vpc-12345678 \
--security-group-ids sg-12345678 \
--private-dns-enabled \

Wickr FE Y 2

aws ec2 create-vpc-endpoint \
--vpc-endpoint-type Interface \
--service-name com.amazonaws.your-region.wickr-calling \
--subnet-ids subnet-12345678 subnet-87654321 subnet-11223344 \
--vpc-id vpc-12345678 \
--security-group-ids sg-12345678 \
--private-dns-enabled \
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PR %l
FEIB TXETHIThEE AWS PrivateLink , B EE{ABRAIRELR -

* Wickr FRFFEL (WOA)
- AFmERREXERMR
- THEAREI (I0S/Android)
« R : App Store/Google Play Store
- EX : FERBEBREFR
- REEAER
« Windows/Mac : £/ 415 S3 %% ( AWS PrivateLink FH%& )
« Linux : £/ Snap Store ( TEEEBIEFE )
o BREEALER

- BHRWE
- HIEEE
- AFmDER
- THHEEBEA
IS LIRS E BB EAR , BESEME A AWS PrivateLink :
« Apple ##EE 4

- BEXR  ERERRRKER
o SEIEZIR : 443, 2195, 2196, 5223
« B Apple TEXH
« Google/Android J& 4%/
« EX : Firebase Cloud Messaging 7ZEX
- 8% : Firebase X

- AEEHEITXE AWS Wickr X8 H8 ., MEFMENR , 5820 Private Access X EM AWS [EiF]

RIS EI2 B M.

HNERIELEH Fighix 4 AWS PrivateLink
TH AP IwmRAE&LiBEE AWS PrivateLink :

. i0S 6.64 ( EEA )

PRI
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/supported-regions-consoles.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/supported-regions-consoles.html
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« Android 6.60 ( ZNEA )
- REAFi% 6.60
- B A 6.60

FERINBRERINEE
Wickr #85 A

. R BFEEERR
© BYE ¢ SRR AR BB R
. EB  RREEATLUEB VPC HBFRAEN AWS BRI

« S3ELR  BERBENMKEEE (FEEREEEERI)
. fRSRAE : B3I S3VPC BEHE
- B# : AWS PrivateLink @ AR Amazon S3

AWS Wickr PR EMRRELZ £

EEBZERE , AWS Wickr 2] Amazon Web Services : Z2 2 FHEH AREP RN AWS £ IKiE
BREZLEFNRE,

AWS Wickr iy 48 R& F sl 2 4

HHREMN T ZHEEF AWS g B RREE. NFEFMAER , F2H AWS AENSEEE,

BREEBRBRBMEBEE L #EE Wickr, EMERERE TEHKEIMRAHN Wickr P, HBEREIHT
HYRRFARAK Wickr ERMREREEA | UK EERER B ERAR Wickr,

AWS Wickr WEZ 2 HEER

Wickr IR{FF 2228 , HEERBNEFECHZEBRKER. UTHEEHA—KRER , ¥F
RRTEBNZEBRERE, EEREERTRETEANELIRELNRETR , ALBFEHELERE
BREF  MAREERET.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS Wickr EEIEE

BBl IEREER Wickr HEANBERZ2EH  FERTIREE

- BERIKERER , YEITERRN Wickr BIENBEAG, FH IAMELXARYAR®, NMEFAE
F, FSBEAWS AWS Wickr B SEBEK,

- FBERFE AWS BETIEA F—@ RFH AWS EETIEA for Wickr, e HALHNEATIEAEE
AEHE, BERERE ENEMABATLUVBER A , BRIEMPEEZTIZANERER , FRIELX
A TERER
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Bt AWS Wickr

B R MR AWS Wickr MEfE AWS BERGT RN, TAMNMENERR 2. AWS RHTHIE
T HERER Wickr, ERAMHRKOR , WEKRIBBENF :

« AWS CloudTrail E#iEUE AWS tRF A REHIRF 2 H AP FEILAIAERISE 4 |, WA BFHAE
RRXFELIEEN Amazon S3 FZErE. SRR EHEFIKRSE AWS, #EITHELA
BR IP tbak , ARFFILEERR, MEFMERF , 528 "AWS CloudTrail FAEEM. . 1%
f£ M CloudTrail 28 Wickr APl REIUHFFAHE R |, 5528 £/ 528 AWS Wickr API FEIL AWS
CloudTrail,

£ 524% AWS Wickr API B4 AWS CloudTrail

AWS Wickr 252 & AWS CloudTrail , ltIREIREHERE, BB Wickr F AWS IRIEFTERELZ
EERIEE 8%, CloudTrail 4% Wickr BIFTE API FEIUEEERAS 4., MEEMEILEERE Wickr AWS &
BEEa o, BURE Wickr APl BBENERBEEWL, MREEIEFER , BT CloudTrail E4
BB FZE Amazon S3 RFETEE , B¥E Wickr WEH, EIFEERERTEER , fkA T LUEIR CloudTrail
FEAEPNEHRECHEBRESTHES. BALUEER CloudTrail FIUKERERR , HIEi@ Wickr R
R, RHFERWG IP ik, REFBROAS, REBROEE , AREMGFHEERN. EEE—DTH
CloudTrail , 5528 "AWS CloudTrail A &M, -

CloudTrail F 89 Wickr A

EEEVIRE AWS IRF B | 28 L& CloudTrail, EEBfE Wickr PRER R EBHEHEEYH
B EesEh N HAM R AWS B4 —#2524&7E CloudTrail B4, SRR, B2 TH AWS 1RF
HERFEH. MEFMENR , F2E "F /A CloudTrail E4BE S L&A= o

B RIGERE PEN AWS 1RF |, 218 Wickr WS4 |, FEIMIERE. #RRAER CloudTrail #& B 5548
ERTE Amazon S3 #EFETEE, KR , EAETREAPEVERE  FERSEREMEN AWS
B, REGHHEAWS FEEFAAERENEMS , I BAFEREIAZEIEEN Amazon S3 fFET
o IS, BAIBIEREH M AWS BREE , BUE—F 5 i MEEE CloudTrail BFSHAIKRENEHER. W
FEAMER  FBRATIIRE

- BIEBHHEIE

« CloudTrail ZENREMNES

« ERZE CloudTrail B9 Amazon SNS &4/

- BEWZEEEN CloudTrail AFERMZEWZEIRF R CloudTrail HFER
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html

AWS Wickr EEIEE

CloudTrail €528 P18 Wickr Ei4E. It , ¥ CreateAdminSession M ListNetworks BEifEZHH
Y& 7E CloudTrail B ERPELER,

B-SEMHUAREXRNSLSELEFRENETA. 5o EATHEEHE T3IEE !

- 2EMEAEH AWS Identity and Access Management (IAM) & ZE AERHEHFE R,
- REBRBRE , REFATHEACYEBMS I EAENERREER.
- B3 zEE'E‘EE,HJHE AWS BRIgiRH.

MBEFHHEN , 5528 CloudTrail userldentity T3,
T #% Wickr BFSE=RIER

B2 —FERE  EEEMHUARFERNEIAR AR EIEERN Amazon S3 #FEr#, CloudTrail B&E
*E?’?@‘%—IE%EI HFEER, EAE4HAEMARRELNE—FER , YIEFREE. FROBBME

3. FRRSEEEA, CIoudTra|I BB IEMRANE API FEIY A B EMIEEF | Rt A S LTRSS EIE
r&IEIO

AT &R ER R CreateAdminSession B4EM CloudTrail BE5EH.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalld": "<principal-id>",
"aIn": "<arn>"’

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
thpeﬂ: HRoleH’

"principalId": "<principal-id>",
HaInH: "<arn>",

"accountId": "<account-id>",
"userName": "<user-name>"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-10T07:53:17Z",
"mfaAuthenticated": "false"
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AWS Wickr EEIEE

}
I
"eventTime": "2023-03-10T08:19:247",
"eventSource": "wickr.amazonaws.com",
"eventName": "CreateAdminSession",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {
"networkId": 56019692

I

"responseElements": {
"sessionCookie'": "#***",
"sessionNonce": "#***"

I

"requestID": "39ed@e6f-36e9-460d-8abe-f24be@ecllch”,
"eventID": "98ccb633-0e6c-4325-8996-35c3043022ac",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": '"<account-id>",
"eventCategory": "Management"

LT EHBERNERT CreateNetwork EIERY CloudTrail BE$ER,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalId": "<principal-id>",
Ilarnll: Il<arn>ll'

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
Iltypell: IlRolell’

"principalld": "<principal-id>",
"arn": "<arn>",

"accountId": "<account-id>",
"userName": "<user-name>"

Iy
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"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-03-10T07:53:17Z2",
"mfaAuthenticated": "false"
}
}
},
"eventTime": "2023-03-10TQ7:54:09Z2",
"eventSource": "wickr.amazonaws.com",
"eventName": "CreateNetwork",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {
"networkName": "BOT_Network",
"accesslLevel": "3000"
I
"responseElements": null,
"requestID": "b83cOb6e-73ae-45b6-8c85-9910f64d33al",
"eventID": "551277bb-87e0-4e66-b2a®-3ccleff303f3",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "<account-id>",
"eventCategory": "Management"

LT EHIBERNERT ListNetworks EI¥ERY CloudTrail BE%EHB,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalld": "<principal-id>",
"arn": "<arn>",

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "<principal-id>",

arn": "<arn>",

T #% Wickr BFEERER
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"accountId": "<account-id>",
"userName": '"<user-name>"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-10T12:19:39Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-03-10T12:29:327",
"eventSource": "wickr.amazonaws.com",
"eventName": "ListNetworks",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": null,
"responseElements": null,
"requestID": "b9800ba8-541a-43d1-9c8e-efd94d5f2115",
"eventID": "5fbc83d7-771b-457d-9329-f85163a6a428",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "<account-id>",
"eventCategory": "Management"

LT EHIBERNRRE R UpdateNetworkdetails E)YE#Y CloudTrail BE$EH

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalld": "<principal-id>",
"arn": "<arn>",

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "<principal-id>",

arn": "<arn>",

T #% Wickr BFEERER
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"accountId": "<account-id>",
"userName": '"<user-name>"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-08T22:42:15Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-03-08T22:42:587",
"eventSource": "wickr.amazonaws.com",
"eventName": "UpdateNetworkDetails",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/110.0.0.0 Safari/537.36",

"requestParameters": {

"networkName": "CloudTrailTestl",

"networkId": <network-id>
},
"responseElements": null,
"requestID": "abced980-23c7-4del-b3e3-56aaf@elfdbb",
"eventID": "a4dc3391-bdce-487d-b9b0-6f76cedbb198",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": '"<account-id>",
"eventCategory": "Management"

AT E6I#E R 2B~ TagResource E)YERY CloudTrail BEHEE

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalId": "<principal-id>",
Ilarnll: Il<arn>ll'

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
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Iltypell: IlRolell’

"principalId": "<principal-id>",
Ilarnll: Il<arn>ll’

"accountId": "<account-id>",
"userName": "<user-name>"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-08T22:42:157",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-03-08T23:06:04Z2",
"eventSource": "wickr.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
(KHTML, 1like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {

"resource-arn": "<arn>",
"tags": {

"some-existing-key-3": "value 1"
}

I

"responseElements": null,

"requestID": "4ff210el-f69c-4058-8ac3-633fed546983",
"eventID": "26147035-8130-4841-b908-4537845Facka",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "<account-id>",
"eventCategory": "Management"

AppleWebKit/537.36

LTEHIBERNRRER ListTagsForResource EEH CloudTrail BE5EE

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "<principal-id>",

T #% Wickr BFEERER
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"arn": "<arn>",
"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "<access-key-id>",
"arn": "<arn>",
"accountId": "<account-id>",
"userName": '"<user-name>"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-03-08T18:50:377",
"mfaAuthenticated": "false"
}
}
I
"eventTime": "2023-03-08T18:50:37Z2",
"eventSource": "wickr.amazonaws.com",
"eventName": "ListTagsForResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",
"userAgent": "axios/0.27.2",
"errorCode": "AccessDenied",
"requestParameters": {
"resource-arn": '"<arn>"
I
"responseElements": {
"message": "User: <arn> is not authorized to perform: wickr:ListTagsForResource

on resource: <arn> with an explicit deny"

iy

"requestID": "c7488490-a987-4ca2-a686-b29d06db8%ed",

"eventID": "5699d5de-3c69-4fe8-b353-8ae621249187",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": '"<account-id>",
"eventCategory": "Management"
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AWS Wickr Y 0 #T & R AR

&) LUGE 90 AT E RARCR AR IS BV 4B 48 20T 5 F AWS Wickr, T HIFEFERBIINMAIAEE A AWS Wickr £32
BEID T ERR.

R B RR

1. ¥ https : //https://console.aws.amazon.com/wickr/ BARX AWS BB F & for Wickr,
2. EHEREEL, ENESEEZMERNEREE,
3. HEEEEHKT , EEIMN

FHEESETENRIERPEREEENIER.

EoWEEL , £EESERIEBEN A LARINGEEESZRE. LHRRCERAREBEAERE. 1t
A ESERSIEEBNA LS, EULEZTANELES , MEHMEREEENER .
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EEBEERILL UTC ( EIRMEEERSR ) &R,
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- BIEER
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