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EiC AWS EENREER
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Amazon Web Services (AWS) A BEUZEB X PEERHERGETE AWS BER. SEERBIMH

BENES K ARSIBNEREER , ARFRRBEZERLZERIENNWEREN. AOREEE
RERCEARG., Ky, FWANTE  SLTEAHEZKIFEEN,. B, REINHMESELEREN
BUERSBER. BEE—BNEEXBKIUERRGGRENESER, EERANAE , UREBEZN
AWS R,

AXAFERZEREHABS AWS BHIREQAREFRMVBENEEAER, EEBENCZABEE
ZEEE, AWSBRBUERBAFXEVERER, NEFEFHMAER K F2EE LEIER Cloud
Foundation AWS,

R E Well-Architected 1 ?

AWS Well-Architected Framework Al B8 7T M EEREERRRMER RNV ERS, EEHNAEX
BRURCEERERREEY , UERATRETRE. 22, AR, RBEEEEKENRK. £H AWS
Well-Architected Tool R B1RHH AWS EE A , BUUBBEZSEIEN —HBE , RIFEL
REEXERBREIEES,

NEBREBNESERESINSEER  2ER8HF. BRNAKE , F2H AWS ZEH 0.

Gl

AWS AWS EBE I &R , a0 Amazon EC2 #1T{E#. Amazon EBS M2, Z£FHEF AWS
Lambda B , £ PREDEIEESH., SEAUUBERNEREECEARES AWS WERKEE., 71K
EHER , UREERBEREN AWS Ef Sk, BEEN AWS AERRIBHSERARINET
LERER  SREE—EARSIREREBLEERIERGHEEARERN, CHLEBHRESZNEET
By, planpiAcEE iR, SHEE. 8%, ROMFEERS,

ERBBERET  BRENREERM, XHEERENAN wik EE LEDULAOHE, BREEE
A (CVMDB) , £ U EABESTRHEF R AN ERAMNFATRER, BE LR
& BRTEANS I RBRAME. CTURRSBLIERSEER , EAREBREREHRE
BHRRR,

&= Well-Architected 15 ? 1


https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html
https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/well-architected-tool/
https://aws.amazon.com/well-architected-tool/
https://console.aws.amazon.com/wellarchitected
https://aws.amazon.com/architecture/
https://aws.amazon.com/ec2
https://aws.amazon.com/ebs/
https://docs.aws.amazon.com/AWSEC2/latest/DeveloperGuide/using-network-security.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html

REC AWS BIRN RIEEH AWS BRE

— Philadelphia data center
— web tier

— unique identifier

hostname: phlpwcspweb3 = FI'T p W csp web3

- Customer Service Portal

production

ERmANBBILEE

Plan , EC2 HITEBRERE A Name WHEXERER , TRHEBCNDRE Y WREETHEEHELE
HpiFin & TEEH AWS,

#2010 £ AWS #HERER , NRAEMATRENES  USPEERERZENER. XEK
E95|8BERME AWS RRHHRABMBFEBRANRCKM, NEEKIHGERRRL - BMAZER
RNEEEDNHNEHE



https://aws.amazon.com/blogs/aws/new-amazon-ec2-feature-resource-tagging/
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EEREREZERNE/EY  ARRERERNTRES . SERRM2HREIENZREEKNE
B, BAIYIEME BRENEREEBZERR (F2EXEERFERGRE AP fVRT), EtbiRFE T
RREZEBACH APIsXERR, FI8 , BEANE , TEARFRBRER , SINEASDHEIEF
(PI)o

EAEMERA AWSCLI, APIZ BEUZEMRZE AWS ERNER AWS EEXHRA BATREEENE
], 28 AWS BR#E , %120 AWS CloudFormation, Elastic Beanstalk #1 Auto Scaling , & B BIi$ 2%
BRGEMAZRINEENER. ELSRBBAWS ELENEER , BEFTES aws. WFETHEARSE
AEERNEBRZESIE,

AHEE AWS EFNERAEERERBERERAFTRARG., NFFAEF , F2H (AWS — K2
ZiERE) PHEBEGERFITER, AWS EANEBRTETACLEEREERNERRS,

®1-ERAEEREBRSIBNERNEH

#1TIERE ID EBxRs|E ERE

i-01234567abcdef89a CostCenter 98765
Stack Test

i-12345678abcdef90b CostCenter 98765
Stack Production

& 2 - AWS EER &S

AWS EXENEB LB picfa:

aws:ec2spot:fleet-request-id B BB E11T {E 38 Y Amazon EC2 Spot #1718
R

aws:cloudformation:stack-name % BIZE ST B IR AWS CloudFormation &

lambda-console:blueprint B A% AWS Lambda BN B EI A EE[E]



https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/supported-services.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/best-practices-and-strats.html#tag-conventions
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AWS EXENEBER EH
elasticbeanstalk:environment- S EVERNEARER

name

aws:servicecatalog: provision #H % E @ Amazon Resource Name (ARN)
edProductAzrn

aws:servicecatalog:productArn RPREBMEERNER ARN

AWS EXMNEBEERGRE™M. H , £ CloudFormation &i4d | BAILEHZ —HE—i2
EBBE PV ERstack , HA stack-name BRIEIBRRBICTHERAEERE, WREZRE £
#®aws:cloudformation:stack-name , B LB ANEBESHNSEEEEA=HETE : aws
#8#&. cloudformation BR¥% , LAK stack-name ¥,

EAEERNRBEIUEAREERE , BREREBRNTRATE, ETHEREZINRERE
REXEGRER  IREERRPEANBRERTEMERN TR,

EEARE LBV EHNERER AWSH , RFIZBEF—EER. TEANEXRAIKLERFTRERN R
B, URBERBNTEBE, EFK 3 RHv#EM

& 3- HENERRSIE, TRNERERA

AEAS EHRs|E ERERE EREH
~E A CostCenter 5432 5422, 5499 5432
A7) B CostCenter ABC* ABC123

MEEMERZBERVUIRTENEZRD , AIEBRETRIEEE. TiB , MR EMBERESH BT
B eER  ERBESEEMEM, KRFICIFFATEE , EENESHEMHtE K MAEEHME
i , 5120 EE 32 E PR IS L PERT S 1ERY F B i ﬁ%ﬁﬁﬁ%jﬂp’“?ﬁﬁ/\ﬁ HARBTRMBBOIRS 2L
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https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/choosing-tags.html
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EIzR XA EERERE BB EEHH
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:CostCenter
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:CostCenter
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(® Note
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https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_tags.html#id_tags_rules
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_tags.html#id_tags_rules
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- IBMEBENTEEBREMRFREUARTRREEE , UHFERRYBETREZRINVBFEN
BEIEF, THELENKAREERRENEBENERHREEENTRINR, EEEFFTER/EX
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- RENGHRATETHERNSGE (fHLA. BRIME ). RETFEHECENEHRERE
BERNELEE , UARBHENERYE (ERBEINEAEAREREER )  UEREERNZES
MEE |, fIMETH, BURMER,
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. £EZE ) NEE , REMBNXEELIEFNASHEEEEETR. B, B4, TBR%
MEASHBELTFEEEN T #,

« BAZ L (InfoSec) MEZ£IEE (SecOps) #iR T HEAER ML HITE | AR EEF R E
1H, InfoSec BEEBERIEHIENEIE , SecOps BEBEEHELRHIE,

RIBENEARG., BEEF. B NEEER  SUTRFEABASEBRNNREK , SlMEH
(BERE ). EARe. EnBANEREE, SUEERARINERREENREK | TEHTE
i, ROMER, B2 EBHFENABERSDRE. EEARTHBHDESR, BF K IHERLK
BEE AN, MM ERBEEERACERRM DR T , WETERBERNE, EWFEH , @
ARESZMMANBRNER , YHBHESERRE., AOREHESRASEERESREEEARE
Playsasl,

FSHEELEERNRTAFERNESH  YATURBREAEBNER, Sl , BEER
AREFEREREAIPHA DO, ERENIMEMEER . Hit , M TEEERHELEERS
#@BusinessUnit , 5l CostCenterM . {ARIBZEBERAIESRESEMEBRAREBLAN | Fl
0 EnvironmentName, OptInzk OptOut,

TERSHBERERRMERNSE  YREARNLERNNENER , i
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https://www.youtube.com/watch?v=aFdpBqmDpzM
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- REHBUE ? MATHRULERE ?

#R% , Cloud Enablement, Cloud Business Office 1 Cloud Platform Engineering &% #8887 LA1%
HEEENAE®  LUEEERKE., HBHSER K LEBRNEEE. BRERMRLEEN TI/EXE
RERAERNHN — B,

EENEZBMEREBRR

£ — BV 5 R RRRRER AWS BR , 2B NZRANER, *ENRCFEBERTHEEER
b—3tE, T 56T B SRR E A
EEaHHRE RS 8
- ERAEINENEBRGEEL (XBINE., RITRIER. BEE)
- BRETERAEAE D HBBIEF (PI)
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https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
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EBFLEBERER  FERFRFNREETEERRFBHER , BFAEHRRSHEEEETE , UE
RBENEREH, EBFETRERRIERHEN,

AWS Organizations — Z&BUR

FHI R AWS Organizations AR EMBERNEEERAZTHBHHN AWS IRFE , EBBEERU
JSON R K ZZLEBERN AR | BFEETLUE AWS BHRIE P IRE MR M MR HHITEBE
R, EBERXEERRPEERER FEBRS|BUESWE. KBEUURBEBENERN , 280N
FERFR (*),. BEFEAZTNSBNEBTERSE , EFENHERD,

THEHRBUTERFEEE , URBEESRTEINE, FARBHRNABRRFREAER ,
AL EFEEZR - ERBEK, BBRAARXEZRTERE , IRLBRAEEEBRAR
BERH,

Examplelnc-CostAllocation.json
UTRERE A EEBRNEHBUEREH -

{
"tags": {
"example-inc:cost-allocation:ApplicationId": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:ApplicationId"
I
"tag_value": {
"@@assign": [
"DatalLakeX",
"RetailSiteX"
]
}
},
"example-inc:cost-allocation:BusinessUnitId": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:BusinessUnitId"
},
"tag_value": {
"@Eassign": [
"Architecture",
"DevOps",
"FinanceDatalLakeX"

]

AWS Organizations — 28 H K 12


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
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}
.
"example-inc:cost-allocation:CostCenter": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:CostCenter"
.
"tag_value": {
"@@assign": [
"123-*"

Examplelnc-DisasterRecovery.json

UTRBEXBEEFRBRNERBCREA

"tags": {
"example-inc:disaster-recovery:rpo": {
"tag_key": {
"@eassign": "example-inc:disaster-recovery:rpo"
.
"tag_value": {
"@Eassign": [
"6h",
"24h"

fEWEH|F |, ExampleInc-CostAllocationZE|BUREEEZE Workloads OU , Rt EAR
ProdfTest¥ OUs AMFIEIRF . @i , ExampleInc-DisasterRecoveryZE B R SEEZE
Prod OU , FtEEARERLL OU MIRF. FRAZERFEBENREEORESEHEMRRESR
M OU fE#,

Examplelnc-DisasterRecovery.json 13


https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
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IE%L Workloads -=--r=r-r------- attachement ..----..........----ﬂ\ Examplelnc-CostAllocation
_I?ﬁl Prod ------------- attachment .....------..........E,\\ Examplelnc-DisasterRecovery
—E consumer-services-prod

consumer-services-beta

data-lake-prod

manufacturing-prod
— miarketing-prod —'E\D’\\ effective policy

[ &
—E-) Test

— consumer-services-test
— data-lake-test

— manufacturing-test

E— Tag Policy
— marketing-test

ou

Account

el
] T

HEBEREEE OU BB

BEBXRFPHmarketing-prodtkF , EMERBRBEREFEARLIERS , HEEMEERBENE
2, EREANIRFZEEEEBERNER,. MRETXFEFHEBEENEIR , AITTLUEES i?&"%é‘qﬂ
E’Jﬁﬁﬁ%ﬂ%ﬂ’fﬁﬁﬁiﬂ% BEEBERBEERBE, NMREEAERREHARENE (1aC) HET

REBEHER , WA LAEA AWS: :0rganizations: :DescribeEffectivePolicy API ﬂ?ﬂllo

BENRIHITERR

EAREGH BB TIHEREERBTANTE : F8, ERFENENE (1aC) MHEES/&F
&Y (ClICD), EBEREZNBRUERE R EEFREHIRBALE,

FHEENER

BLEERBARAERGERRBENIFAR. BE K SLREAEREARFRENBETER
,m%Ifﬁﬁﬁ , EEHA AWS Application Migration Service R ZBIRESTEBEBHN ITEESH, BB
T &, flin Migration Hub F1 Application Migration Service , IAERAEZBIEAEBREFN —BD. T
B, IR EREEBRHEAREAER  NECHBERENFECEE , EBFES (WUEAWS &
BEXps) TELFERASELSKEESER  YAEFE, SUIMBRER, ESHERATUEEER
REBEEBRENER. AWS EFRER APl TZREUBRRRT AN BITELEHE,

BEMRBIBATERR 14


https://console.aws.amazon.com/resource-groups/tag-policies
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribeEffectivePolicy.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/reviewing-frameworks.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
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FEEELTHEEHMNERENRI , @ H Auto Scaling BHHESEREE, ELEREANTRESEET NS
B, BEBERBESNRREEE Amazon EC2 #I1TEERE , TiB , BHREMNFE EC2 HTHEBEFH
BINWER—Butbin EEH, Amazon EC2 BB E AR MIEE Auto Scaling EERZEHE N 2 #1TE
BEVEEN S,

FHEBRIHEEENERE , BEBLERELSREEN. ESETANBERAR, HPh—BHERFE
B AWS Config JR Bl , AR E required_tags , AE & Lambda RERERATM. AAKRE
8% AWS Config #1 8 EFEFFMAHERA

ERFREERENEE (1IaC) REEIR

AWS CloudFormation 12t E BIFES , ARME AWS REFHNFTEEREREEIR. CloudFormation
BARUBEE{LHREIL AWS EJRE JSON = YAML #& R, A CloudFormation 84823 AWS &
REF , A LAEA CloudFormation Resource Tags B , FEU KB EBEEAZIENERER, £
A laC EEEBNEREAER — B,

B3 ERIF AWS CloudFormation , RIS B &% —4#H AWS EEMEBRERZE AWS CloudFormation
EABIMER, ELXRKEA

aws:cloudformation:stack-name
aws:cloudformation:stack-id
aws:cloudformation:logical-id

& A AR’ AWS CloudFormation #BERRERERFH, ELX AWS EENEBRAEEEIHNER
&, T8 , ¥R Auto Scaling B #HH# Amazon EC2 #i1T{EE , FE7 AWS CloudFormation #i
ZXH Auto Scaling A EZFERE AWS: :AutoScaling: :AutoScalingGroup TagProperty, B
E , MREFER EC2 BB E AR Auto Scaling B , B U EHERPEREZEER., BEREE Auto
Scaling B##HZK AWS AeRRIEEA EC2 RUEIE A, EL R T iHBIHER Amazon EC2 1T K —
BER , X EEZEITEBERANEEREN Auto Scaling , AIXEBHLRKEVEERAE,

AWS CloudFormation AH ABBABRMT —EHZ , FHEARXVRREREEBBNEERE
— ¥, AEUREARMBSIHLDBE., KIIEFESANBESLEARTHNSWERLTE | 0 Auto
Scaling R B EAKEFEXNEBRERAZHMEINATE Amazon EC2 #i1T7ER , ERAME
Amazon S3 FEFEFEMEALENMBREERL, EEMERBRT , LEeERANFANEEDBBEZ0E
iB# AWS CloudFormation 80X EHBERFHNEH .

AWS CloudFormation 2 {E It EAMENER ( F2RIEREEINER) MEEES , BER
THEHHEHBENNERERNIIE, EBARN. NREEHAEHLEEBRERZER aC EENE
R, AR ERBREM , X5 AmE. £ 1aC i, BRIERE laC SRR EBETMERLRER, B
AWS CloudFormation A% , AR Z M B E{LERAK AWS CloudFormation Guard # A ££,

Ef R RN1 (1aC) ZEER 15


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-templates.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-as-tags.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-launchtemplate.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-launchtemplate.html
https://aws.amazon.com/blogs/aws/new-ec2-auto-scaling-groups-with-multiple-instance-types-purchase-options/
https://aws.amazon.com/blogs/mt/proactively-keep-resources-secure-and-compliant-with-aws-cloudformation-hooks/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/resource-import-supported-resources.html
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CI/ICD EEZEER

EETERENRAEEN , TREXRAKERESNGELE (CI/CD) FilT. ELEINEBRESRHE
BEL , BB NESFEFRE | HEHRESBIEAR, RRABFSIAZERPTRANTHRRERE , o
DEERESER/INBEATEDERTE, BELEASKBBHTRANER  EHEREBRTBEE
. FTEARMSANEABRERE, MAES  YRTRESEINEERE ZNETHENTMG. &£
SOt MR (DevOps) EHA | FZEBEBREEESTHA/ENN  YERBLEMBHN FHE
1TERRE

BEBRT 6 SFEERHXELHRE (W0 AWS CloudFormation B EFRR ) , LMER A LAFEE
AWS CloudFormation £34<1% B 5H B 2% A E RV 2 BIRF S B BUR,

AWS CloudFormation Guard 2.0 ##t#2 B S RRAMNSE | FEMSEM CloudFormation E

HEMADR. SALREFAZREPWRAETERSE. BR , LWEE-RINWEARES , BER
ARED KPS EE L6, IRBREKRFER AWS: :AutoScaling: :AutoScalingGroup
TagProperty,

LLTF & CloudFormation Guard 8 BIfY &5 41 -

let all_asgs = Resources.*[ Type == 'AWS::AutoScaling::AutoScalingGroup' ]

rule tags_asg_automation_EnvironmentId when %all_asgs !empty {
let required_tags = %all_asgs.Properties.Tags.*[

Key == 'example-inc:automation:EnvironmentId' ]
srequired_tags[*] {
PropagateAtLaunch == 'true'

Value IN ['Prod', 'Dev', 'Test',6 'Sandbox']
<<Tag must have a permitted value
Tag must have PropagateAtLaunch set to 'true'>>

}

rule tags_asg_costAllocation_CostCenter when %all_asgs !empty {
let required_tags = %all_asgs.Properties.Tags.*[

Key == 'example-inc:cost-allocation:CostCenter' ]
%required_tags[*] {
PropagateAtLaunch == 'true'

Value == /7123-/
<<Tag must have a permitted value
Tag must have PropagateAtLaunch set to 'true'>>

ClICD EEZEEIR 16


https://aws.amazon.com/devops/what-is-devops/
https://aws.amazon.com/blogs/mt/introducing-aws-cloudformation-guard-2-0/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-as-tags.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-as-tags.html
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}

EREABEND  RMABEEA VWAMBEREZE ARAutoScalingGroup , AZEERMER A :

- tags_asg_automation_Environmentld - BREE B R LRS|IBHNEBREEE. EATWEBE
FmEAEE , BPropagateAtLaunchi&E% true

- tags_asg_costAllocation_CostCenter - BEEBRAFERALRSE K HEREATEEN
FH{E , EPropagateAtLaunchi®EA true

58 1T
WETARE , ERRANERAESRUBIDRELNEIERSMAM OUs 2 ERER T EBNERE

KRB E. AN ERFATNERFHEANERFEESRSTIRATE  SRTEAESHRFHBE , %
RIREFATHEEBRRERNER. MRREERFFN (MREBBREE THRESRAER
AWS Organizations) , BITTARBEB P AT B ERIRFHNEBBE SRt

EEBERASH | SUUHHBEERELRAMREHIT. ETYBREF S , RAFIGT @EH
17, UWEER ec2:instance WATEERec2: volume S BT EHE., E— LS HAMERE |, #ilm
BEREMNERER , TEHEBRBKRT G, WEERE  FZAEFAEBRBGRAEFETHNER,

Examplelnc-Cost-Allocation.json
LT R#EEN/EEHHMTRAS RERNERBERES

{
"tags": {
"example-inc:cost-allocation:ApplicationId": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:ApplicationId"
I
"tag_value": {
"@@assign": [
"DatalLakeX",
"RetailSiteX"
]
I
"enforced_for": {
"@@assign": [
"ec2:instance",
"ec2:volume"

]

BEEAT 7


https://docs.aws.amazon.com/ARG/latest/userguide/tag-policies-orgs-evaluating-org-wide-compliance.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_supported-resources-enforcement.html

1250 AWS BRI RIEER AWS B &

}
iy

"example-inc:cost-allocation:BusinessUnitId": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:BusinessUnitId"
I
"tag_value": {
"@@assign": [
"Architecture",
"DevOps",
"FinanceDatalakeX"

]
},
"enforced_for": {
"@Eassign": [
"ec2:instance",
"ec2:volume"

}
iy

"example-inc:cost-allocation:CostCenter": {

"tag_key": {

"@@assign": "example-inc:cost-allocation:CostCenter"
1,
"tag_value": {

"@@assign": [

"123-*"

]

},

"enforced_for": {
"@Eassign": [
"ec2:instance",
"ec2:volume"

AWS Config (required_tag)

AWS Config @ —ER# , WZEFTME. BRAFTMEH AWS ERNERE (F2RE IENERER AWS
Config), ZEZELMIERT , RMATLEM required_tags#R Bl ( 23/ required_tags ZENE

BEEAT 18


https://docs.aws.amazon.com/config/latest/developerguide/resource-config-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/resource-config-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/required-tags.html
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REAE ) REFNRDEERESR2EBENER, RENESID , RMAEFEFE Amazon

EC2 #HTER LARSHRREESFE. ZERTEFEENERT , BITERSEMATER. Ltk AWS
CloudFormation g878##i8 AWS Config # 81 , UAIAE Rk, Amazon S3 f#fF&r#E. Amazon EC2 #
17{E88 A Amazon EBS B EFHIRNEFI M SBRER T,

Resources:
MandatoryTags:
Type: AWS::Config::ConfigRule
Properties:
ConfigRuleName: ExampleIncMandatoryTags
Description: These tags should be in place
InputParameters:
taglKey: example-inc:cost-allocation:ApplicationId
tag2Key: example-inc:cost-allocation:BusinessUnitId
tag3Key: example-inc:cost-allocation:CostCenter
tag4Key: example-inc:automation:EnvironmentId
Scope:
ComplianceResourceTypes:
- "AWS::S3::Bucket"
- "AWS::EC2::Instance"
- "AWS::EC2::Volume"
Source:
Owner: AWS
Sourceldentifier: REQUIRED_TAGS

HRFBEEERWIRIE , AJLUER AWS Config RAI , LUEB AWS Lambda B ERA BEIEEBE
HERANRBRSIRTEETER. HREEANBEIHEEH , BELFKEB laC MNEEEEE
ERE , EARgZFHR=ER,

AWS Organizations — FRIEIEHIER SCPs) & —EHABEE , TAREEABHIHFF A, SCPsHER
ShEFEMSSEREN OU) PFATEIRFNATAGT T LR, SCPsREFEHBRER —BoHIRS
EENEAENAR, #RTHTSEEFEER , EERHNFEAENACGNWTT , HP I SELEBE
WFRTA, EERAHE , RTERBERUURMHNER 2 , SCPs B UAZEBEHFHTRMUBEANS
HEE,

ETHEHF K BEEELTEEexample-inc:cost-allocation: CostCenteriZH
Hec2:RunInstances&® XK,

LA 2364 SCP

EEEAT 19


https://docs.aws.amazon.com/config/latest/developerguide/required-tags.html
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JSON

AWS A&

"Version":"2012-10-17",
"Statement": [
{

"Sid": "DenyRunInstanceWithNoCostCenterTag",
"Effect": "Deny",
"Action": "ec2:RunInstances",
"Resource": [
"arn:aws:ec2:*:*:instance/*"
]I
"Condition": {
"Null": {

"aws:RequestTag/example-inc:cost-allocation:CostCentex": "true"

BEERGTHENEAZSEERFHNARBRBERHEEER, EEMEM SCPs BMEIMTHRER K ARAEE
ERHXNS  URREEFRNSCERZAERFHEE, EHIRS R4 CloudTrail SRV MEREFEL
B, TUAXERZASERERTSRRETEETES.

R ERRFC A R I HE B O

EFERRKKBeE  BEVHYEEARRMEEEGNM, ARMNEENSRERARFIMAERT
E. i :

o BARRA - B LURIEAFEA AWS Cost Explorersl AWS AN A ERSETENTHREEE RN
BERkEEE, Sl , fulERELEERANCERIRELERES L , BRERRSEERSE
o

- BEML - MBEIFAENER , EURBERZ. fl0 , EEEEXRBINEFIEEE Amazon
EC2 #11T{EEE , MEHTERRABNEFILERE,

EERFPHNERFENERFEESRREHENNNGE , oA FEERIRFNERBRS R,

REREER ML B BOE 20


https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/aws-cost-management/aws-cost-and-usage-reporting/
https://docs.aws.amazon.com/ARG/latest/userguide/resource-groups.html
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BREBECARMENAELR  BRESEEEAIBRPETEAXENEE , fINEARIIER. &
AOEBHEREES R HIT, ETXENSESEEBY , BEIEIFENERERL. ERAHRRE
Bl , BANEEF D EBE,

HRRBAESNEEFREITEFRNERER , ALRMMNEHAREREER., EXIFEBKE
AWS SRFABREDBEEABNE—FNET. REEFABNRELEABEANZEMNRAEREE, £
BEFECAEENEREMATBERAMEBN AKX Rt EEER.

REREER ML B BOE 21
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e ES]

ES-]

« BADENVBEENER

- BEN<XENER

- E¥lZ2, AREENMFIEHNER

A7 B I B SRR
HRBRERENE—ERREARAZ—  AEAANARNTREANEE, EERALEARE -

- EEERFAMBAMNES , MERCEFRAAANN, S, MEEXERETESERE. 6. Ik
FRERK: THESHNERRBHOBEAE, BRILKATREN—BH ERER - BNERERC.

- ERREECHBER. BF , IA7E#H EFERABNMBERED , Sl , EBBEAFL, R
EN, EREEBRREETER,

- BRI, AEANKREDR. EERER —E , TUER -REEANRARELCES , fim, $#Y
EERL., BBREIIENER,

THRIEHE FEEREANEN , AWS AIREMHAENTERER, HERNEBHRAL , 7THREE
R, TEEH, BRIEBBREERANMNEEREHTERBRXIEEN T H#,

TREKITEIAFERNUBERRR. EZEF AWS UBEBEXRENAR , AT Y
AWS BIBEENERIRTEMFARER , YEMBNITEEEILBRK , UIEE FinOps WXL ,
BEDREREBNIEHEEMR , YRBERURSAERKEE. Well-Architected Framework # B
FHECEZEERARNEYRFNUKEL , ERMABRILFTARETHNEEERRAL

A BARER

BASBERERBERNERF , BSEENRANERIDEEELRINEAERZRE, EAAKEN
REF , BABKADES AWMERE : BRAEBRK.

BRIENRHERESRATE. RBREWARAERLEDRASIENER. BrRERBER
BEENEANER, FAENRE  AINRBEM. BAREX, ERAEIEAES O, Fl: TE#ER
THEEEREELEA X AWS X, . BRRABEREBHN NS EFraELERERKEE
ERRA , PINPBRBRKAFBE. Hla . "REBRETEBERKN AWS BEHFHIER $X. 4 #IE
WMEBRT , BEEMFRLCERFIRERAITEGER , H—NERREEHEASK.

BAS RN EEENER 22


https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html

REC AWS BIRN RIEEH AWS BRE

BN BERETRFTEERHTERRAEN. RBEM, MAPONBERERFAEENKAE, AT
Cost Allocation Tags XEMNKARRE , TRHEEEBEREREEERCNERMEENKEMENE
#o

- BE —BRERAIEREEEREANAR, E-REIFEITEFTEREIHEENRS,

- BHERE — EZBAEEEEVARNBERRNEEZNRADN , BRE IT WRSEBHNBHE

- HENITRE — RBER, EABRAKEBRERIREHRME  WREBBMEBEFNERREK ,
plan , BESZEESEREEVRANERER.

RSz, RADEERBPNEHFE

- HEAXHYBEEHESEL?

- BEAXHNTHEH, RAEARNERAM ? WEREHFER ?
» MEXHEHKREERR ?

- RIFIBEMNES , WU AWS FHEHHNRZS DM ?

- EREIHRER. BERARARERT , KARELTHERARZE?

BARASENEREREYREREBANNEER , THREM. AWS AENTRMYE , UREHX
HEFHNERE. CESEIRNEXAANARTRETHEYEENFHAREE | WEBKA D EHE M
KPI Bt B R iR EEITHo

BB A B R B
EEMEFERLTDEER

AERENERBIYIRFMAAEE AWS, B AWS SHEKR, EEEEREANER , URELE

ERAHAERKEREZ EHEER. FROKSEERZIUEBA AWS Organizations AWS 1R F #YIRE
ERAERE  FIUNEBEBEMNRIFER, AAFEETUERSEBMYE , UAHFUTEARBUTEBEH
BESERAE , flnELN ITEERNRARBIHRBHEKEER,

BENAMERRNRANERE , FERA RGN EFESZHEmEERNE. ETREERIEE
. TETARNMICEENZR, AWS EFBEERTREN=ZERMKEIIERES

- DIRFAER — HERFTEFINIHE  TABRTHERRRERSERY  BEEEAEERIKRF
ERNER (YREAZEIRFEBEN AWS REARENER - ) . ERNRUSEIIRFE

BB R A B R AR 23


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
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MR ASA] B, MERART EMERMDE , BRI LAEA AWS Cost Explorer, BAMAEHE , A
RAWS FEEHETRAERNER, ST EMK RUENEN D HEE AWS IRF., RAIENAE
RE , WERTEERERELERNEREZER,

- EBEBENIEKE — RAATSRGEEANER, EXEVIES. HEREEPEEENIE
B, ARENERARMSERE  YEEAREEEERIRFEE ( BEMEA AWS Organizations)
WS  YESEERK, EARSNIEREECBETER. ENEEKMERAEN ZER4
BWHRATREYE  MEBAREANERAREEE— REFAWS REEERERE AWS IRF,
Bl |, SEEBK A sEE A{EWRE (prod. staging, testdev, . sandbox) , M E % %& /& B
MEAEAXLAMERNIIES, A&, BBEREFEHE , AWS Cost Categories &R AR R H hiE
®(TPEER) ) 2EABERINIIEE , EENRETUE L —BESIPREERNIEDER, FHLE
& , AWS Organizations RFFECIRFEMMBAMEN (OUs) , EELEBTERAMRKRAR D B MIRER
& ( BN&#&E AWS Cost Explorer f&k OU £ R A ERER A ) » AWS Cost CategoriesFEZ AR
[l =] c)8

- EEE - MERHFRMESEEEESRD , YESRBERNSGKREERHESERENBERTK
B, #RBMRZBEBEEATHZERSES AWS REAREFHIANER  EEENEFESE
ERBACEEREAEEMNIRFEE K FE-ERYESRHER, ELHESF  SEEBREEERN
EERIE M | #EE Billing and Cost Management 2 & AR A D B EFESR (£ +
AWS Organizations , REEHE Management Payer IR F$H ¥R AP ERAAER ) . ARA D ERAE
BE, A EPRINEATEMNSETEATARETRNER. FEI8 , READBEERT 2 E M
MH, MEREERAREASE2R , TeHRERERSNRNEERTES,

BmMEe  MREEBREBEMBRRA , BT LUER AWS Cost Categories ¥ AWS Organization
RHEREIREETHEDE , YEREREFREU I E, ERAEERENFLEERERIBRIRS
B, Bt A LiE ST EhERREERIBAERIA R AAWS Cost Explorer , S A AWS Budgets & ##iE Lt
B, %, IRENFEARMIEEERMNAFER , SIMERN IEERNEARER , BULEE
WIZELEEREFFNER, MAELEBRSIBUETEBRFINEASE , REMIRERE TEHN
BEE RS BEEZR A,

B RAHRENERREF

REEBIH AN AEEEENRARERSE (H0, BAXE, RPEA, X KA, #ERAE )
BBERM , BAULERRE AWS BEEFREVEASAHEEIHEENFEERRE, SREHT
RBRAELHRERINENE, tHREBEFNRARITULBANENEE , UREEENSATEHMBREN
FE, BERARNHER  BRELTERVNERSRAENNE  UEEHEREEEERN NMAESD
=

FREXERADENRERIEE  FBeET s
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/ce-what-is.html
https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/budgets-managing-costs.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-cost-categories.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-cost-categories.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/ce-what-is.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/budgets-managing-costs.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
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« AWS Organizations - ZfEIRFE AR A D E AT SUEBIRSE, IREFFESIABELIRS ENEREILW
ERBEHERAT, ANA PERRFPNERZEINESR , AWS Organizations LEEAREEIRS
Y R A S B o

- AWSIRF - —BARASBHEASE AWS tkRF ATUHBREREHSHMERERIT. B #—SER
WREPWER , YEASEERERNEE.

s RASEERE - MELXE , AMUANE,EMAEAEEYNERN AWS EENEE, EIREXE
& (BEIIRF® AWS Organizations) FRUARA D BEE , BHREBEERTER,

« Cost Categories - AWS Cost Categories f5F1E AWS BBA S HEIRE Mo HER ( "HREER, ),
EE—FIRM T EIB AWS Cost Explorer AWS FAEM K AMAERREE T E 9 ELIEFIER
AWS FRAHIEE S,

RERANFEBEN, BERIEBATERNKE

ERARFEBHNRAADEEBXENERATERFREBMWRAS, ERUTARODFEEREEIARA , B
BEELEERANERRERRE, KA EURETHEABIHNER , ARELERFNEESR, Y
EEAERANEBRATERENR , At EEENERER  YRGM THRELERAREEET K.

RENERUEHEE KPIs

AR —HEEMRAH KPI R , UEEERMBEERENTE, FFRBERMNEBRZAEE 2
BEMVEMAZES  YEAURER/ERNREG K MAREFINEY. REXHNRS, NFEFEE
7, FBSELLEES | SREMIEFE MG E EBEEE MR Y — i,

2 B EARIE /Y ST H

RIBHEBNEHELR , TANKREBEERTRETFEFTANEES RN, BELECNERIASTER. R
BRrEANBRBENGTEIEANERSE  BENUTEENHEHETTERE HWEE ., flon , EF AWS
Resource Groups #l ZEFERAEREETHN M EBHEEFIBENEREE. AWS Resource Groups

EEEENRAERNNE REFI2ARERTNN—EEA |, flESZH1TER (RI) M Savings Plans
(SP). HRFTEREBRAMAKRFEAN SPH R EASLIEHBEARERE T E2ain L& |, BEAN
FE®REM R A SP ITHNMMAERZE F# AWS Organizations 1RE, ERRHER, a0, AWS
Cost Explorer BRI AEF#IER A, HEEERRSIBLENTE  UREARSERARFGEBNE
BIEHE, £ AWS RAMABRE (CUR) 1 , AT LIEHEHEE RI M SP ITHIRENAEYHEMNT (&
CUR MHHFEARPIERTEEESEN ) , ARENEETHEBNR. BAE5EBANSEER
RE|BHEE CORBEFEEREECHENEREY  BURCEHMBRREREHERENA
X, HINBARASE#RE. MEHMBE  FF2E AWS Well-Architected BER = SIEUBE CUR &
RIEE A A 2R A &6,
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https://aws.amazon.com/blogs/aws-cloud-financial-management/unit-metrics-help-create-alignment-between-business-functions/
https://docs.aws.amazon.com/ARG/latest/userguide/supported-resources.html
https://docs.aws.amazon.com/ARG/latest/userguide/supported-resources.html
https://docs.aws.amazon.com/cur/latest/userguide/use-cases.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/configurecostallocreport.html
https://www.wellarchitectedlabs.com/cost/300_labs/300_cur_queries/
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wE

BRTATARBEETRENKE AWSHIEZH  BEE—RIHMAWS BUNE=AFRFR , |
BB ERNAA , WHEZERRBNEN ., REBEBSNERNZKEE , TURAKENE
BREBEIIMRAR , BEHEPF—EAWS Eig EETERNAEBHEHRNIE, NRERE
FREXEEENEHSHEBEIEACHNEEERFEHAASEIE , AWS KAFMAERE (CUR) &
RURFHMANRANAEER  YBARLBIIRECERR , AFKIRE., R¥E. KAXER, KA&5
BEERNSELMEEEFREMNoE, £ FA%N CUREBRAIRAWS B | HEELETE,— | BEEE
AWS Well-Architected BREH L LN ERE EE R,

BRENENRR

AWS IEEAZEEETRREFTRNIRF. ERNITAELE. ERTAREMRENES , UAXE
CEERRESEBRENEE, EROUTUAREHZEERNREREERE.

EB—HREEREEN LI ERNRSTHE .

- FEECERREEBHEERER, flm, BE. EFHMER BRE, 5 —ERRERERNET
BABRECNBDIETHEREAE, MFETHEG  FS2EAWS HTEEIFESRFRG R,

- FAREIRANER, EBEREmBERNCHANBEFNRCARHNEREEE N LER , i
B EABEITHAE. RN EREERR. BEMMBERZHNERR,

- —HERNXEER, EREERTRANEER , flg , EEBRUUEERKBHE , ERKER
FEREXERMEN -0, NFRERENE-SiES| , F2EEHEESH,

- WREHEERF. ERERAETEHEEEFTREESEVENEBRRELRER , XEEBRNTE
AR EEEHERE (MIM) BT AT SRt EEE 4,

- B, ERETUARENEHERFZR/ONER , URBEHELAFTENETNERZERBEHI
B, HOMERL EZNRIEHERESI AWS,

- B, E RRTNERTENTEREA SN ERERERABRERANEE AVS SHEE,
MEERANEHERED  BOMLRED, AEEHNHT BRERBOER,

- BRETBAM, SEEKP XBRPBERERER SR EEEREF W EMRRERTEE
DU EKER, FIE KPI REE—AEBNEE , B3FEINEBERESGESEFENE
RH%H, KPI Dashboards (AWS Well-Architected BB % ) H Operations KPI Workshop (AWS
Enterprise Support &30 R#%%) HEREREMREBHAMEE. AWS SERETFRXENSERY
B, RERERFTEN KPR , fl0 1T BRICERAIIBEBEAIIFE AWS,
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https://aws.amazon.com/products/management-tools/partner-solutions/?partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=%2Aall&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-use-case=%2Aall&awsf.partner-solutions-filter-partner-location=%2Aall
https://www.wellarchitectedlabs.com/cost/200_labs/200_cloud_intelligence/
https://aws.amazon.com/solutions/implementations/instance-scheduler/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/operating-model.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/welcome.html
https://aws.amazon.com/blogs/mt/avoid-zero-day-vulnerabilities-same-day-security-patching-aws-systems-manager/
https://wellarchitectedlabs.com/cost/200_labs/200_cloud_intelligence/cost-usage-report-dashboards/dashboards/2c_kpi_dashboard/
https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/
https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/
https://aws.amazon.com/blogs/enterprise-strategy/measuring-the-success-of-your-transformation/
https://aws.amazon.com/blogs/enterprise-strategy/measuring-the-success-of-your-transformation/
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BE{LERRIEEE

EREREER  EBRUYARSEERLES., FlW, £ AWS Systems Manager A BIEEERE
VY CEEREHMEEER LN BAE{LH Runbook. HASZEEHE , BULLES —BER , KkEE
REMRBEREMNEEH R, AR CULUAFEATHMERHBTENESE , IREELEH N
A&, Systems Manager ERtB AT AN LEE  E—-PRENERZHNEBHLEE,

BEMLIREERNBRANEFELEMER , JAEMEMSAKERERAR, HHTEEIES AWSE#H#
REZNES |, I EFEERREFE L Amazon EC2 1 Amazon RDS #{T{EBE., Hln , EAER
TEEHITH Amazon EC2 5 Amazon RDS #${TEBHRBEASRE , WARFABMASELHTER
ARENEAHEE L, EEINMERERERENER , Y ERELELERUNEECHERE , £
BRI ARE,

#ATEREHEZ2RTE Amazon EC2 #{TEEE L E AN EHIHERR

{
"Tags": [
{
"Key": "Schedule",
"ResourceId": "i-1234567890abcdef8",
"ResourceType": "instance",
"Value": "mon-9am-fri-5pm"
}
]
}
TEE S4B

REZEBRESHWERMYE, BRREHBEERSHNIFEREMBHEEBRNER , XY ABEENFIZHE
HEZHELESE.

R7-EIEEFEDBHIRERERR

£ A =6l BERZRo|# il HHBE
WREHEEE example-i RENEEERHES ops-center , dev-
nc:account- ENEIR, ops, app-team

owner :owner
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https://docs.aws.amazon.com/systems-manager/index.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/taggable-resources.html
https://aws.amazon.com/solutions/implementations/instance-scheduler/

wner:review

o

B AWS ERN SR AWS R B

EFZEIL] BRI EHH HIBE

R SR ERES example-i R FBEE A <UEREXEFER
nc:account- EF R B ERN iy IEFEAS AR RS A HA>
owner:review 0

BERlEEE example-i BRFERFHER bi-team,
nc:data-o WEE, logistics |,
wner:owner security

EREE EREN example-i BEEREE RN <HUEERERNEFESR
nc:data-o EF =R B ERN Y EFEE A ER B >

HERERGEFIRFE L ARBEBEZEEM OU

MEAZERFABEN AWS RIEAREMR , TFEKRFABEEFMN OU 25l , BRI EEIR
F, A Bh AR MERik S EaBR, flmn , Bl TSM RRRKELOAY URL RFSE B
TNEFZEREANBRER,

&’ 8 - E TR 84 aniB A AT B BR B B IR R

EdEESY] kA F pricfss #HIRE

REHEE example-i RENHEEERES ops-center , dev-
nc:account- ENEIR. ops, app-team
owner :owner

EREEE example-i BERFERFHER bi-team,
nc:data-o WEE, logistics |,
wner :owner security

g8 example-i bR ESER B <BEREXEFER
nc:suspen W IERER X EE HE>
sion:date

IHhEREmER
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html

R AWS ERHREER AWS BRE

EdEE] BERxR5|E R HHIBE
F{ER example-i I F1E AR ERE workload/
nc:suspension: deprecation
approval
EHEE

BERTUESHEENAERRDEEEASG , (EMALHK. BXIEF. BE. BF. #RIIEA.

BRTUFERAREHZEANNVE. BEASHNERIER , AREENERELIEF. FHL
il BRANE , QtFEZEREEEFFRBLEER. I, £EE, BEERNBREEESR , BES
27  AUFZERAEFRZSAOPUNERS  UEEAMHERILER, ELEBTETERM—M, F
W, EARN ID TARE IT REEEAOBUPEHZRERE. FREENHNREERTEBLERE
RARZERR.

BREFREBRGALGFMARS  UHBSEHEESNRFABE-STEEER , AELREHTEH.

VAT FMANEFFMOAES (ABRRER URL) TS ERER , LAiHBE FE B B 5 R
BF. BFMXH,

®O-ERRFERENEHEE

EdEES] X A F EH BHIBE

EHER example-i X EBERKARGHS jira, servicenow ,
nc:incident- RO ER zendesk
management:
escalationlog

EHEE example-i SWMPER ops-center ,dev-
nc:incident- ops, app-team
management:
escalationpath

RA D BMEB4ERE example-i R B AR AR N BE 2R B AR 123-*
nc:cost-a . EREEFHER

HVEEH) , R ERARK
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https://wa.aws.amazon.com/wellarchitected/2020-07-02T19-33-23/wat.concept.runbook.en.html
https://wa.aws.amazon.com/wellarchitected/2020-07-02T19-33-23/wat.concept.playbook.en.html
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A

llocation:
CostCenter

example-i
nc:backup
:schedule

example-i
nc:incident-
management:play
book

EH

RO A BT8R
KR AENE

RN B HERE

E oAy =t

gHIBE

Daily

webapp/in
cident/pl
aybook

B AT LAE A AWS Systems Manager Patch Manager #1 BE{L Het ¥ n B EIRIBNISHREE |, I
FEo2HTEREFIEARIREEZRNEHEERIT - AWS Lambda, EELRED TS ITHE
REVZER R T UEIBA LR TERIERGEHENBFEFNMERE Windows RETEE, BSE T

R - AR > £ED IV EH,

& 10 - REEBRTURREREN

AWS BgitEs| TR T 2T EERNEHENEE,

F 5% gogs3 £E

{ { {

"Tags": [ "Tags": [ "Tags": [

{ { {

"Key": "Maintenance "Key": "Maintenance "Key": "Maintenance
Window", Window", Window",
"Resourceld": "Resourceld": "Resourceld":
"i-012345678ab9abl "i-012345678ab9ab4 "i-012345678ab9ab7

11", 44", 77",

"ResourceType": "ResourceType": "ResourceType":
"instance", "instance", "instance",

"Value": "cron(30 23 7 "Value": "cron(30 23 7 "Value": "cron(30 23 7
* TUE#1 *)" * TUE#2 *)" * TUE#3 *)"

Y P P

{ { {
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https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/welcome.html
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5% gog £E

"Key": "Name", "Key": "Name", "Key": "Name",
"ResourceId": "ResourceId": "ResourceId":
"i-012345678ab9ab2 "i-012345678ab9ab5s "i-012345678ab9ab8

22", 55", 88",
"ResourceType": "ResourceType": "ResourceType":
"instance", "instance", "instance",
"Value": "WEBAPP" "Value": "WEBAPP" "Value": "WEBAPP"

Y Y Y

{ { {

"Key": "Patch Group", "Key": "Patch Group", "Key": "Patch Group",
"Resourceld": "Resourceld": "Resourceld":
"i-012345678ab9ab3 "i-012345678ab9ab6 "i-012345678ab9ab9

33", 66", 99",
"ResourceType": "ResourceType": "ResourceType":
"instance", "instance", "instance",
"Value": "WEBAPP-DEV- "Value": "WEBAPP-TEST- "Value": "WEBAPP-PROD-

AL2" AL2" AL2"

} } }

] ] ]

} } }

EREFACIAUEBEREBERFBABHERBREE, WFEFMES , FSHEFEH AWS Systems
Manager R EER AL BENERERE,

BRETTHRME
BEUEAN  TRESHSRENEN TR AR CEUNBENE. CoEREAN , TH

LEEMABEREVER KPIs) MBRHKEBR SLOs) , SIMHTRE. BRASBEEWE L E
ERE KPIsRERIN FHRE (MTTD) MEEHERFERERE (MTTR).

EEETHIMEF K REREE , IAGREER , ARVEFABNER. EREFIAMERE. B
AEXREARERE , HUUGENS RS EERE. BERITARBEMA CloudWatch R , &
EFERBEEERERFREEENER, fltn , EHZES5|#example-inc:ops:alarm-tagk HETR
BERRE I CloudWatch /R, FHZEHE S Amazon EC2 #1788 2 3 F#E Amazon CloudWatch
¥ RAmazon EC2HF &R RE L IEEZN R A R,
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https://aws.amazon.com/blogs/mt/avoid-zero-day-vulnerabilities-same-day-security-patching-aws-systems-manager/
https://aws.amazon.com/blogs/mt/avoid-zero-day-vulnerabilities-same-day-security-patching-aws-systems-manager/
https://aws.amazon.com/blogs/mt/use-tags-to-create-and-maintain-amazon-cloudwatch-alarms-for-amazon-ec2-instances-part-1/
https://aws.amazon.com/blogs/mt/use-tags-to-create-and-maintain-amazon-cloudwatch-alarms-for-amazon-ec2-instances-part-1/
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REAZERAUEREVETAR - EXEETHNENRERRAES Y , YWEEE T FE 2 BN
EEBERNEEIEFREEEZRBYER, BEFNEMARTATUREREARE  EXRTABTUE
Amazon EventBridge FE , LA it B RASRERME LifEE , MAR TFEKE.

&IEE DevOps WABRBERZR , BHNFZEEME , PREEERNATEERERRB 2
RUHBENE—EOE, (MFHERNFAES A F2REZPBEEQRE. ) RESIEEHEN
DevOps BB AE , tIEERXEMRENAFMRE , AEEBREERRNBERPREAENVRE , TS5
B {F9 4% 2 R ZEHY IEFE Runbook , SEREN B E){t Runbook ( FEZBIZFEMRXEMFA BBt Amazon
CloudWatch &7~ AWS Systems Manager),

EXlRe, AREENFIUEHNER

HRETEEREERMENEESH  FERETANERNER. BRI ERRECLARINEE
&, BlinFEUESl, ERRE. ERDWTNER.

ERlzeNEREE

EAWS REER , BT REEEATRAGRANZEEERNIRS, fll , EURE—ERBAESNE ,
UERFESER TEERLEERENIRSE , fINREENR. BEBEECMAREITENIKRSF , EUNE
ATENZEES, REESHBERNFEN , WELZEH THFEHNEREE,

HATHFEHRAE - FREVRSEINRE. #AFZEFHNEARREARERR , BERTRENESR
EERRBNIRE |, URRBEMAEAS DB ERFENIRSE (fln, RBAEDEHTHEAHEH
HIRF )  ALERHERBZHIHBEN, EEFEEIRYLZLBETE K ELBEBTEL AT EY
BAE , EFXREEAEME , EFEBE HBREAEHBERE,

& 11 - ERZE2NEREEREHED

EdEEIL] X E A F HH HHIBE

EHER example-i X EERKARGEHS jira, servicenow ,
nc:incident- GRVES zendesk
management:
escalationlog

EHEE example-i SMBE ops-center ,dev-
nc:incident- ops, app-team
management:
escalationpath
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/separated-aeo-ieo-with-cent-gov-and-partner.html
https://aws.amazon.com/blogs/mt/automating-amazon-cloudwatch-alarms-with-aws-systems-manager/
https://aws.amazon.com/blogs/mt/automating-amazon-cloudwatch-alarms-with-aws-systems-manager/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/benefits-of-using-multiple-aws-accounts.html#apply-distinct-security-controls-by-environment
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/benefits-of-using-multiple-aws-accounts.html#apply-distinct-security-controls-by-environment
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/benefits-of-using-multiple-aws-accounts.html#constrain-access-to-sensitive-data
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fEEFARAI BEEERs|E A EHIRE

ERnE example-i PEERUETER Public, Private,
nc:data: MEE Confidential ,
classification Restricted

=¥) example-i BB TEEHZHRN PCI-DSS, HIPAA
nc:compliance: ME RS
framework

FHEERME AWS RENTRZFHERERXAZ HEE, T—ESREEDILRBEENZT22H
FRBZARFN D BEREERRE, BEEKEREAZRFNETNER , IUHBTHERFEEHITE
ERERGITHNEE,

g4 -

IEERTEEE EBH Amazon S3 #1FETE , example-inc:data:classificationHE{EA
Private, £ T E BBt 2%0E AWS Config # 8l s3-bucket-public-read-prohibited , B
BE Amazon S3 REFEFENHEABMENGE. RFFRBERNRFrEFIUEHIEE (ACL) , HE
REFENEBECHERN?E, ATHRARFIEBNARE 28—, Amazon Macie AILAGEE A
RE[A S DHBBET (Pll). 2% EH Amazon Macie 5% S3 B ER s, BEERAERIL
B

REZRRE  SINRENMERRE  TRIIBHEENREBERNOR, EHARBEUR Amazon
S3 A mAMBRETERRE , RERYABHREERFITRARTFENERAEES N, Amazon S3
A aBHR At A SRR E B EIR L AREERMROY4EH. IFLEFNRAERE, &
2 E Amazon S3 £ BHIFERAYHERRE L ERE B,

A B ERFRLZLHERBRE  FRUTULSREAESRHEEZNAT , HERERRE , XiHEE
ENBERRAENEERAEE R,

5o EENFEURHIAVRR

FH EEBE AWS RIENFEUERHIEF AWS IAM Identity Center , ZEB T UBA S EEXUETER.
AUEASEZERER K ALERUERAER, BMSENEEECM , YiIRHEZUE-—SBHE.
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https://aws.amazon.com/about-aws/whats-new/2021/05/amazon-macie-supports-criteria-based-bucket-selection-sensitive-data-discovery-jobs/
https://aws.amazon.com/about-aws/whats-new/2021/05/amazon-macie-supports-criteria-based-bucket-selection-sensitive-data-discovery-jobs/
https://aws.amazon.com/blogs/architecture/using-amazon-macie-to-validate-s3-bucket-data-classification/
https://aws.amazon.com/blogs/storage/simplify-your-data-lifecycle-by-using-object-tags-with-amazon-s3-lifecycle/
https://aws.amazon.com/blogs/storage/simplify-your-data-lifecycle-by-using-object-tags-with-amazon-s3-lifecycle/
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IAM Identity Center fEF & IAM A& EBMHEFEIES] (ABAC) , TIRLRBEBERERENE
R 1FE. ABAC BEBIRBAEMFABRMNER , YIHER AT ESKEREFNEIEM. WREE
FRAZRERE , RTAGREFEZES (RBAC) 24 , IBAILAER ABAC , BER — 1R RIRIENZE
B EREETEERNBEMEZEE, H70 , IAM Identity Center fEFE R IAM BT LLE SR H7H
1€ Amazon EC2 BITEBRMNEMS , SRIMXEESEBERPHES EH S EFEELHTERE.

R ABAC REENERAFIURENERNES , RUEHE L RHERIUM ELENFE., SCPsER
FERBERGTEUESR  THRAREREBEBNESR, SBEERMEA PR REE S BERRERRRE
HEIFRZSE , AWS OrganizationsbA K IAM EEMETAI AR , REHOAEESERENENA.

MRKH Amazon EC2 #{TERANRZIBEEERNREER , MR IEALLSE |, 7&K S Amazon
EC2 #{T1EREERE IAM Identity Center ABAC , Systems Manager Session Manager &5 3£l #th 51 5%
EEFANBUHEREFIRG, MEfd , YFMEEREEAXERR K MEAXYFMmEEREREARE
FHAERBERFEIT , At7E LRREELREZE , RIFEFTHE— B AWSIRF,

EETHYE ABAC MR , B2 BAWS FH IAM B IRF
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https://aws.amazon.com/blogs/security/securing-resource-tags-used-for-authorization-using-service-control-policy-in-aws-organizations/
https://aws.amazon.com/blogs/security/securing-resource-tags-used-for-authorization-using-service-control-policy-in-aws-organizations/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://aws.amazon.com/blogs/security/configure-aws-sso-abac-for-ec2-instances-and-systems-manager-session-manager/
https://aws.amazon.com/blogs/security/configure-aws-sso-abac-for-ec2-instances-and-systems-manager-session-manager/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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e

AWS ER LS HEEARETRE , REFRATERBIIZESBLRREFN AWS BiR. H
RERNANSHEEHEBREURERRRNFERIZESERE  HYRLEAMWMS  BFEELCKEK TR
BHkEM,

EAAKRED  BMNBRTEBERBLEEEYR. ERNEARG. SREFHNDHEEE Uk 24

W ITEMBRBEEBTRANEEETRBNER AWS, SRERKKE  ER—EARBEENRE
RiBEE , U BEIMELIEFFRLG SR EASTHEENEARS , ARRBEEEFNRRELES
iR ARFETENRSAERE. BMAEEY B8N —EERPRNER , TREK AWS AEN
RERAEERNEEENNERMEEE , AFSERRBNEE.
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MEFHMAES  F2ETIER :

« AWS re : Invent 2020 : @& T4E : Amazon WEIFTF &
« AWS 5 E#5| : i AWS Systems Manager B B{E#ES Ein M o] SHTEE
« AWS

AWS Well-Architected

« AWS Well-Architected 248

o BHEEIHE - AWS Well-Architected Framework

- KBEEFEFTE (DR) - AWS Well-Architected Al EME X4

o BAEE{LZHE - AWS Well-Architected Framework

« AWS Well-Architected BRE : A AWSESX R AR5 BEEE
« AWS Well-Architected BB = : BE]BUR

« AWS Well-Architected BB ZE : AWS CUR EfFZXE

AWS ZEH

AWS Health B0 - BETHABFEA AWS RFH AWS Health 1288

a{A] B B 1R 5C Amazon EC2 BJRIAEIFE APl B4

AWS E4HEFEREERHNEED BRER

£/ MR AZER MRS AWS Organizations

FREHERXEEE AWS Systems Manager 1&##&# Windows EC2 #4117 {# &
/A EEEERBRLBENTREZRE AWS Systems Manager

AWS X ¥

s BERAREDEER - AWS REERAEE

- HTER AWS RAENAEHRE

+ AWS Resource Groups AP| 2%

o fAEERA IAM BURERR PR B a0a 2 7 EC2 #1TER S EBS #ik[E ?
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https://www.youtube.com/watch?v=aFdpBqmDpzM
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/patch-management-hybrid-cloud.pdf
https://aws.amazon.com/architecture/
https://aws.amazon.com/architecture/well-architected/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/plan-for-disaster-recovery-dr.html
https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
https://wellarchitectedlabs.com/cost/100_labs/100_1_aws_account_setup/8_cost_tags/
https://aws.amazon.com/blogs/aws-cloud-financial-management/cost-tagging-and-reporting-with-aws-organizations/
https://wellarchitectedlabs.com/cost/300_labs/300_cur_queries/
https://aws.amazon.com/blogs/mt/aws-health-aware-customize-aws-health-alerts-for-organizational-and-personal-aws-accounts/
https://aws.amazon.com/blogs/security/how-to-automatically-tag-amazon-ec2-resources-in-response-to-api-events/
https://aws.amazon.com/blogs/aws-cloud-financial-management/cost-allocation-blog-series-2-aws-generated-vs-user-defined-cost-allocation-tag/
https://aws.amazon.com/blogs/aws-cloud-financial-management/cost-tagging-and-reporting-with-aws-organizations/
https://aws.amazon.com/blogs/mt/patching-your-windows-ec2-instances-using-aws-systems-manager-patch-manager/
https://aws.amazon.com/blogs/mt/avoid-zero-day-vulnerabilities-same-day-security-patching-aws-systems-manager/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
https://docs.aws.amazon.com/ARG/latest/APIReference/Welcome.html
https://aws.amazon.com/premiumsupport/knowledge-center/iam-policy-tags-restrict/
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« Bryar, C.#l Carr, B.(2021), [@# T4 : Amazon REPHE R, RHIFHE, @B Macmillan.
» AWS CloudFormation Guard (GitHub)
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https://docs.aws.amazon.com/managedservices/latest/appguide/compute-instance-mutability-aog.html
https://www.amazon.com/dp/1250267595
https://github.com/aws-cloudformation/cloudformation-guard
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