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3. JI#FIBHY SageMaker Al EE G E| SageMaker Al EH E g+,

EBBIRIE : SageMaker Al IR TERTE 25


https://aws.amazon.com/eventbridge/
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4. ML T2 ML TREMEAEARREEIIREEM SageMaker Al EH,

ERFFH

SageMaker Al Studio A & FEEAME R RIRMEE N FEEH SageMaker Al IAMBL 1T & & HEEBIAVET
AFAREE, MR BR AT LA S M2 4E E Amazon S3 REEEEHFEHERN., BADRME , EES
Amazon RDS ¥ ¥},

17EL AWS Lake Formation & ¥}

HEHOECHKBMER EENERPAWS Lake Formation , AEEAEBARBHANERER. EAESE
SEEHNES  EEETUNERELFERAENHBERE  FRNMAMAERERENRNES,

= E{F A SageMaker Al Studio B Lake Formation , & 8 A LA SageMaker Al IAME{T A B A
DatalakePrincipals., MEFHMEN , S H Lake Formation FFA]2ZE, RER , B=EFEH
LA # SageMaker Al Studio EFEUFIEAZEE R -

1. #%£ SageMaker Al Studio Z524 , FRAE R LUARAEHSIZ |, ]I Amazon Athena L E £ boto3
R E  SERBEZENBIEREAR, AWS SDK for Pandas ( 5£#I#A awswrangler) 2 FIHY
BRXE, UTEREA GBS , nEHEEREE .

transaction_id = wr.lakeformation.start_transaction(read_only=True)
df = wr.lakeformation.read_sql_query(

sql=f"SELECT * FROM {table};",

database=database,

transaction_id=transaction_id

)

2. £/ SageMaker Al Studio [R4E#RE AmazonEMR , KREFMMEAE R, FEBEEA Apache
Livy 1 Amazon EMR#I{THIA® , SageMaker Al Studio EREBRAEELR , T RIEH SageMaker
Al BITIAMAE® ( REMEREAER ) EEZE Amazon EMRESELUETEREFRANEE, WER
B , F52 B Studio R ZE Amazon EMRE%. up-to-date
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https://aws.amazon.com/lake-formation/
https://docs.aws.amazon.com/lake-formation/latest/dg/lf-permissions-reference.html
https://aws.amazon.com/athena/
https://github.com/aws/aws-sdk-pandas
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-emr-cluster-connect.html
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Customer AWS Account SageMaker Service VPC

=
@— ® — B -Luvy

Elastic Network
Interface

Amazon CloudWatch
Logs

Amazon 53

# SageMaker Studio 7HY Lake Formation B2 & K HI2E1E

3. i SageMaker Al Studio R4 ERHEITAWS Glue BEER TIEMER , U ABREBRMNEAER,
SageMaker Al Studio EERAEBFREXKD , TEREAEUEER A RNE LHTHHAWS Glue, ET
B3R Python, Spark = Ray BRI A EEMSH , EERRIUURSIEERRFEAREERBTRNE
AEHR, ROAFFFEAEGBEH SageMaker FIITHHMEBREIAMAE, NEFMEN K F2HEA
AWS Glue B8 TERBRERER

FREW

AEHNREAIAMEE, EFRBXR., VPClRrRMBERNBRBEHBR (), EF MLERLERLERFEAN
%ﬁSCPSo

REFEERAHFEHNTEENFH

RIS S BE A AR R E R R EREE T Studio ERAB A EINATEEER, FIE 10
FREMEE "R, HTEER , FEEEILFEE SageMaker Al Studio BIFEER Jupyter Server FEF T
o



https://docs.aws.amazon.com/glue/latest/dg/interactive-sessions.html
https://aws.amazon.com/glue/
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-glue.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-glue.html
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "LimitInstanceTypesforNotebooks",
"Effect": "Deny",
"Action": [
"sagemaker:CreateApp"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringNotLike": {
"sagemaker:InstanceTypes": [
"ml.c5.1large",
"ml.m5.large",
"ml.t3.medium",
"system"

BRI & R SageMaker Al Studio #3813}

11 SageMaker Al Studio #8# , U FREEHRETARBHSATRERENES DR , ELFEE
BAERBEE  TRBEAESN VPC :

{
"Version": "2012-10-17",
"Statement": [
{ "Sid": "LockDownStudioDomain",
"Effect": "Deny",
"Action": [
"sagemaker:CreateDomain"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {"sagemaker:AppNetworkAccessType":
"VpcOnly"
},
"Null": {

"sagemaker:VpcSubnets": "true",

FR&ITAHRE SageMaker Al Studio #81 28



SageMaker Studio BB HEB AWS B &

"sagemaker:VpcSecurityGroupIds": "true"

PR Il BB RIS IR EHY SageMaker Al BR{&
THIB KRR LA EEHBIEABE REREN SageMaker Al BRE& : f

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sagemaker:CreateApp"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"ForAllValues:StringNotLike": {
"sagemaker:ImageArns":
[
"arn:aws:sagemaker:*:*:image/{ImageName}"
]
}
}
}
]
}

#3%iB SageMaker Al VPCiii BB E 50 A

BR T SageMaker Al 5| FEMVPCixE 24\ , SageMaker Al IEX EVPCin M ZE & ERE
SageMaker Al Studio ZEi2 248, SageMaker Al EFEAHTHEE, WMREEKLAH SageMaker Al Studio/
BRAHTERBREVPCEHE , AITIIAMGRHZRS|B A S AFFER SageMaker Al Studio VPClim #3X
SageMaker Al APIi% B2 31 SageMaker 2 Al Studio EiEAHIELR

"Version": "2012-10-17",
"Statement": [

PR 4 BB K S IR HY SageMaker Al BR 1% 29


https://docs.aws.amazon.com/sagemaker/latest/dg/studio-interface-endpoint.html
https://docs.aws.amazon.com/sagemaker/latest/dg/notebook-interface-endpoint.html
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{

"Sid": "EnableSageMakerStudioAccessviaVPCEndpoint",

"Effect": "Allow",

"Action": [
"sagemaker:CreatePresignedDomainUrl",
"sagemaker:DescribeUserProfile"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:sourceVpce": [
"vpce-11l1lbbccc",
"vpce-111bbddd"

R %l SageMaker Al Studio EiEAFEERE IP £ E

NEIBEER SageMaker Al Studio FEURBIEHFE AT ATF IP €8, THEHE SourcelP R#HZXR
S| 81AMEY B 7T LA PR 13 — B

"Version": "2012-10-17",
"Statement": [
{

"Sid": "EnableSageMakerStudioAccess",

"Effect": "Allow",

"Action": [
"sagemaker:CreatePresignedDomainUrl",
"sagemaker:DescribeUserProfile"

1,

"Resource": "*",

"Condition": {

"IpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24",
"203.0.113.0/24"

PRI SageMaker Al Studio Zi2A1ZEVEREY IP EE 30
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}

B ik SageMaker Al Studio £ EFFEHEMtFEAERER

BREESR K ELEUSERERTEER , BHREREESHEA SageMaker Al Studio EAEZ BN L
EHFE5|# studiouserido. EFEA (EZEFAENFEAESAR ) LEXTEGSBNER
studiouserid ( WEEBTLUGE AEMER , BFRM studiouserid),

EE BT IBEREZEEFEHEERE SageMaker Al Studio S RENAE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonSageMakerPresignedUrlPolicy",
"Effect": "Allow",
"Action": [
"sagemaker:CreatePresignedDomainUrl"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"sagemaker:ResourceTag/studiouserid": "${aws:PrincipalTag/
studiouserid}"
}
}
}
]
}

5 1R 5

BERNERFEMA SageMaker Al Studio EFEARRZER , URBENIEEE, BEBREREE
RAEPRERAENEFRA , WRAEEEMN TR,

¥ SageMaker Al Studio EAEXN , FRACELEAEREE. ERSEDREERAEREESED
EAREN. FECHESARFEICEAERER (FB CLIA ZESDK) , FERKLBERNEE &
HEAGE .

B 1k SageMaker Al Studio £/ & ZEXVE M55 A & R EAE 31



SageMaker Studio BB HEB

AWS A&

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "EnforceUserProfileTags",
"Effect": "Allow",
"Action": "sagemaker:CreateUserProfile",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": [
"studiouserid"
]
}
}
}
]
}

HREMER , SIWRESHNERER , E7SUER T H BRI A FIRET

"Version": "2012-10-17",
"Statement": [
{

"Sid": "EnforceTagsForJobs",

"Effect": "Allow",

"Action": [
"sagemaker:CreateTrainingJob",
"sagemaker:CreateProcessingJob",

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:TagKeys": [
"studiouserid"

AR
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SageMaker Al Studio FHI1E1FEL

£ SageMaker Al Studio A , 52 A1E Docker REFHF#I1T , BIBTER , AR I E T HHTEENR
FEE, R  RTERATEIERAEZN  FEANFEHMERE D SEHSE BT HE
BAE FEHMHBFSHKERFEAEIDs, it , BREANRBERAEREARELE,

BIUBTREGER K SUEEEACHERMERSNEHENIERT ; Sl , BEURE FHTR
BRANWER , IZE L HETANES. EEBBERT , B BRI ME& , BAFE Dockerfile EAIERFEA
EH9HIT. EREEKEAERIYABHIER , LEHEERR UID/GID of the user is identical to the
UID/GIDH# ApplmageConfig AR BETEARERK , E® A SageMaker Al B3 fFH BFTRE&HIT
FERRENAELE, Bl , BB Dockerfile 2EAJEREHEREN |, HlI0

ARG NB_UID="1000"
ARG NB_GID="100"

USER $NB_UID

AppImageConfig ERFZEH GIDHRKHER UIDH KernelGatewayConfig :

{
"KernelGatewayImageConfig": {
"FileSystemConfig": {
"DefaultUid": 1000,
"DefaultGid": 100
}
}
}

BHETBREH A= UID/GID B4 Studio BR1&AY 0/0 1 1000/100, WFEEE BFTARG
BAppImageConfigeX ERVEHI , FFSBILL Github FEFE.

ATBRERAEENR , H24 CreateAppImageConfig, UpdateAppImageConfigs;
DeleteAppImageConfigiFAI &R F SageMaker Al Studio EEARFEAE,

SageMaker Al Studio FF#YR1ZEL 33


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-sagemaker-appimageconfig.html
https://github.com/aws-samples/sagemaker-studio-custom-image-samples
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AR E

£ EERTE SageMaker Al Studio #8138, , BEEIEEVPCHAK., THEMNZLE#HE, BT VPCH FHK
B, BEAIPsEZEE THEEHNRNERAENEHRRER.

VPC #8555 2l

Ed SageMaker Al Studio fBIFMEEABEN & FVPCF R XA FAEE W EERIEEEES (CIDR) #E
By, BBRRTIIRE :

- EREHE,

- BEEAENEARIHE,

- BECAENE-—HTEBELHAE,

- BECAENFHIIRIATERYE.

- FHRERBED L.

SageMaker Al M2 E2 AWS RFEHH THIERARM , &EERETE (ENI) EATFVPCFHEEE

« Amazon EFS ENI2 % SageMaker Al #3BWEFSH & B Z5X A ( EIEZE SageMaker Al BEH 1@
FHER/ AR —E IP).
- SageMaker Al Studio SENIREAEREREIHLAZEAAFEANSERE —BTEEBEA . Fla0
- WMRFEAEEREHITERRN Jupyter RIR[EARN (—@ "RKEL #BTER ). ERBEE
FAT2N# Base Python FEAER ( #B7Eml.t3.mediumB1T{EEE E#1T ) , Studio X ARME
IP #bik,
- MREFEAERERHAITERN Jupyter RIREFEARERX ( —@ "R#KL HITER ). Tensorflow
GPU FEAEX (ml.g4dn.xlarge#{T{ER L ) MER wrangler BARER (ml.m5.4x1largeH
1T{EE = ) , Studio ’F A =@ IP #uiit,

. SHYEMEEVPCF B/ B ESENIKSEVPCHEEA ( SageMaker Al VPCli BiIPs A U1E ; £
BERFEVPCInEIPsA ~6 BECR , /0 S3, # CloudWatch, )

« WMRIMEEMVPCIERERE) SageMaker Al JIRMEEEH , SEEHESEITEETZZME P
ko

VPC Bk R & 34


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/sagemaker/latest/dg/train-vpc.html#train-vpc-ip
https://docs.aws.amazon.com/sagemaker/latest/dg/train-vpc.html#train-vpc-ip
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@® Note
VPC SageMaker Al Studio BVE%E , Hlan FHEEFVPCER RE , TEEBHEEER
SageMaker Al Studio B W&/ IREEH. I Create*Job i , FAEZTERFERTE
VPCEREMMPRIBRHAPIs, MEFMEN , FSREERBABEX THTIIERNERSD S

=p . ERNBEREMETRANATEREE LHITER

L EHIP |, F]RER SageMaker Al BEHERER/VPCER REEN . BVPCIRHERE , Hl40
SageMaker Al API, SageMaker Al #1THl. Amazon S3 fl Amazon ECR,

ERRZERIEE Studio BRALHTER , EMETRANHATERER (HWml.t3.mediumM
ml.m5.large) £¥4T , Y EBAHTERBERPRBWELEARER,

BRERERNBRUFEFEML.m5. 4xlarge#1TEE 31T EEHERVPCHEEMNIRER,
L ZHIF |, SageMaker Al Studio FRIEHSE AENISTI T :

& 1: ENISEAEFVPCEITERZRS

BB BE ENISEA fimsE Level
EFS #& B & VPC F#3& =1 =1@ AZs/subnet  #aig
VPC %2 VPC F#3& 30 =1@ AZs/subne  #iF
t , VPCE®&1E 10
&
Jupyter {7l AR 8% VPC F#3%% — SEHNTEE— FRAE
&P
KernelGateway  VPC Fi8#§ Two BRETEEREE EAEF
ERAEX B—M@IP
b | VPC F#3% Two IPs =@ 3 &R FRE
1T RE PN

VPC #85& R 2
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https://docs.aws.amazon.com/sagemaker/latest/dg/mkt-algo-model-internet-free.html

SageMaker Studio B HEER AWS A&

BER B ENISEA fissE Level
MRFEA EFA
RlIPs&{@ 3R
1T1EE8 5 @

HLRGIF , EFEHE 38 EIPsFEHEVPC , Ef 33 IPs EREMHBBHREFEHRELH , ™ 5@
IPsREMAEBREM. NRER/ 100 BEAEELBHFERBELNERAEHTE  BRATEL
EE, BIBRRTREER IP B, ERIPsTEMEREREMRIEFE 5x 100 = 500 , L RIPsE {8 F#H5%
11 {8 , #3511 EIPs, FEUZRFIF , BEECIDRERA /22 B VPCFHBE , LELE 1024 & IP it
i, WHEERKRER,

VPC #58E R

SageMaker Al Studio #E X EE A T 5 Hp — @B EREREVPCHEEE !

- ERAFRERERS
- f£[R VPC

ER /B AR BEE R L 5T SageMaker Al APIFRSIEIR Al BRISR 5 EEVPCHY P #i 1Y HEBR A5
JE /N SageMaker #AEAA , T EFTR :

Customer AWS account SageMaker service AWS account
ﬂ Customer VPC «@n
m Private subnet home directories SageMaker Studio
Amazon EFS domain
SageMaker Studio SageMaker
Notebook studio

Users

Internet

= Gateway

53 bucket Cloudwatch SageMaker  SageMaker API
Logs Runtime

VPC #8&i#EE 36


https://aws.amazon.com/hpc/efa/

SageMaker Studio B HEER AWS A&

FERRHE S ; FEIB SageMaker Al BRI IR 5 17 HUB R B S

VPC I —HZIRE{F A SageMaker Al [RIEIRFVPCEE 2 WRAKMENKER , YAHEFREEER
VPCUnRER AV E , T BT

Customer AWS account SageMaker Service AWS account
E Customer VPC ng @
s
ﬂ Private subnet home directories SageMaker Studio
Amazon EFS Domain
Elastic Network Interface SageMaker Studio sageMaker

Notebook studio

VPC Users
endpoints

— Internet
35 B B B
- @} @ Gateway
Amazon 53 Cloudwatch SageMaker Sage Maker API

Logs Runtime

VPC Z[R = : 8%EB SageMaker Al ARk = 77 EUHE BR 4B 2%
HRVPCELU BXRENRE , ABEERAEREERERLHE , LR TEREERHNITER,

AWS tRF R B EMEEEB TS B 2SHWVPCHREBNABRMERIEN. NEREVPCHKAREHFEE
A, F2E PHVPCHE SageMaker Al Studio EiRAEEZE AL E R,

B 75

« ¥ SageMaker Al Studio #E 2% , BB LA T T 5% EL 15 22 3T B Bt
- BERVPCHEE (ERAERBEMERIVPCER ) BEEE,

BR ) 37


https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-and-internet-access.html

SageMaker Studio BB HEB AWS B &
ERMRE

HER ML TEEHCH A EBRERIZSTERSUNERER. flm, ERIERM-ELZE , BiF

BREEHEMETIR  MNZSEERENBELIHATIRREELELR. ELFEREE , RATEMN
XERILEREBETERETERBEBSE R,

SageMaker Al Studio IRt ZENEERFAEFBRENEHWANER ., T8 , WAWS HESTEEFMR |
EFBEMEE AWS E2IKERFRE LAENASR, E4HF , BMERBEFUMAERELIIEE
REHEH,

REFEER

A T IREEW SageMaker Al Studio FRRAUREREEERNMER KM , SageMaker Al INEEE
A URREIEMIOAERMERNE Y., SageMaker Al FEERE# A AWS Amazon S3 #J Managed
Key RINZELETL A, Amazon S3 Mtk AWS ZESREZHANETEIIRFFR., sHHBERFF
B , SEHER I SageMaker Al ERBEERFSESH |, MELAUBIKRSFIL

/8 SageMaker Al Studio , BRI AT LAEHRETYLE :
- S3fEFETEE - RUA T AER AR | SageMaker Al Studio &7 S3 17 A8 o L 0 AR BB A
hEER,

« EFS W [E - SageMaker Al Studio EiSHIEEFSEEZZLNMAE | UERERAMERER, A
EMIBR#AE , WEFSHKEE NS IEEEE.

- EBS #i#:[E - EBS BEEEERAYTAENHTEE. LERESEHTERHBEETE.

R INZFTFEE AWS KMS

« BAULEEAWS KMS SRR MFEREZELA. IR, AR, #REREBNIKMIEBSHERE,

« MREREEKMSEIR , SageMaker Al EEARKEENKMSE IR K INZEEXRM (OS) BEREM
ML E R E

- EREHAREMEEFEAKMSESBMEZENBRER |, EXTFHE ML #EEFEHEES Amazon S3 H
EME T LA A EBIEENKMS R IETINE,



https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/kms/latest/developerguide/services-s3.html
https://docs.aws.amazon.com/kms/latest/developerguide/services-s3.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#kms_keys

SageMaker Studio BB HEB AWS B &
= S MNAY
REEWmPHNER

SageMaker Al Studio AJ#R ML EE KRN HbRFERmEFEPABTRERMNE, ¥ SageMaker Al
APIMEZEMBEREREBREM (SSL) EifRH. FEAIERERPER REELEAI) RN,
HPag:

- RBEGFEHEIREBATER (TREFFER) 2B T EEFER.
- PHAEENIRERPHH<BNER (WA ) .

T, BULLEREMBZIREETHHCBNET . MASSHERRNRE N ] se & 18 M0 FIwRE
B, HEREA DB RABBERE LR,

RIZTEER , Amazon SageMaker Al €7 Amazon F#ITIIREBVPC , inBRRERN TS, BT
DS —EERNZeY  EBRRERERRBIIRAF[NERVPC, 1A, B L SageMaker
Al Studio #EREAVPCE ERHIT , WREVPCHELUIZEBILERBEARE K MASEBHE
R E R,

BERMREES
INZERRE SageMaker Al FEE LR [E

£ T 5B EREFLE SageMaker Al B LAE{THR £ HERR IS SR BIBAIT INER -

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Encryption",
"Effect": "Allow",
"Action": [
"sagemaker:CreateEndpointConfig"
1,
"Resource": "*",
"Condition": {
"Null": {
"sagemaker:VolumeKmsKey": "false"
}
}
}
]

RESEHTHER 39
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}

mEZEREREER S3 fMFATE

Model Monitoring EH#EEVEIX E SageMaker Al I HHER , WA HFZRIE S3 EEirRT. BERRE
EREEERER , BFEENF S3 REFErE. B EH A E RS,

BRYHEURME L 2/  BREERRBEEESRERTARMELEENEE, KFEENZEHENARE
A mEtR PR R FRERE.

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "Encryption",

"Effect": "Allow",

"Action": [
"sagemaker:CreateMonitoringSchedule",
"sagemaker:UpdateMonitoringSchedule"

1,

"Resource": "*",

"Condition": {

"Null": {
"sagemaker:VolumeKmsKey": "false",
"sagemaker:OQutputKmsKey": "false"

}

}
}
]
}

1n% SageMaker Al Studio #31Z ff& FHiEE [E

sa i EEEE Studio BN REFURE. LBRFBEEAZRME CMK RinEEEE Studio HEHY
EIFHERE,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EncryptDomainStorage",
"Effect": "Allow",

hFERERABERN S3 RENE 40


https://www.dominodatalab.com/data-science-dictionary/model-monitoring
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"Action": [
"sagemaker:CreateDomain"

1,
"Resource": "*",
"Condition": {
"Null": {
"sagemaker:VolumeKmsKey": "false"
}
}

MBRIFRIAE S3 PRARAAELRANESR

ERARNZFETEPRBENTMERNBE , AR SageMaker Al Studio B F A& 2 B
AERX

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EncryptDomainSharingS3Bucket",
"Effect": "Allow",
"Action": [
"sagemaker:CreateDomain",
"sagemaker:UpdateDomain"
1,
"Resource": "*",
"Condition": {
"Null": {
"sagemaker:DomainSharingOutputKmsKey": "false"

BR

- BYPE® , EREEFEABIT AWS KMS £ EfMERNEFSHRERTFR.

MERFRE S5 FAREA BCARER Y
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- BYSR®E , ERELZEAKMSEREMIFREETHRInHERE,
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S F il

AT BB EERSEH. BEER. IREH. wmR, BRERE, FXRAHITERNELRLHITE
REmBRERE, FEEARS. RASHIAEFLEAWITEREWBEHAREEZE stdout 5 stderr #Y
FEAAE , b EEIEZE Amazon CloudWatch Logs. A BAEA Amazon B2 SageMaker Al Studio
CloudWatch , EEWERKERYKHERE R AUBRIGEFARNIESR. ELXRTERNGRE15E
A, AERAEREREER , XERATH Web ERAEXNHRBH KA,

£ 524% CloudWatch

HRERNEEFAE LRERMNMRENN , ALRHEDEREE , fIMELEREA, IREE
EHRATRB, IRER , UREHURALEESERN IR, RIEFR , SageMaker Al 25T
Z CloudWatch B , MiEL AF A UEATFEBEN SW|/RMNE AWS KMS,

B A LUE AVPCIR G B 558X E] |, CloudWatch MEZEFE AR, B aUREZ =S
ERENER K EREELREREEBANNEIMEIE, MEFMENR , 52E Amazon CloudWatch
FREER.

SageMaker Al €7 T4 Studio B3 E— B8 #H/aws/sagemaker/studio., BEFERERERE
NEAREAHEECHBEFEREWBFHAEAT  £oBPERESBHREACHWBERFER. Hlu ,
&5 Tstudio-user HYfEFAEHEREESE Jupyter Server BRI EZNEmIBEIESE , M Data
Science Kernel Gateway EFREXEB THI BFHESER -

/aws/sagemaker/studio/<domain-id>/studio-user/JupyterServer/default

/aws/sagemaker/studio/<domain-id>/studio-user/JupyterServer/default/
LifecycleConfigOnStart

/aws/sagemaker/studio/<domain-id>/studio-user/KernelGateway/datascience-app

= E & SageMaker Al CloudWatch X F&R#&H#E BEEEEE |, Training/Processing/Transform{E##Y & &2
AAPIs#EEE TSR :

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"logs:CreatelLogDelivery",
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DeletelLogDelivery",
"logs:Describe*",
"logs:GetLogEvents",
"logs:GetLogDelivery",
"logs:ListLogDeliveries",
"logs:PutLogEvents",
"logs:PutResourcePolicy",
"logs:UpdatelLogDelivery"

1,

"Resource": "*",

"Effect": "Allow"

EEMFEHABET AWS KMS £ MBZEL R , BX4ELBUSIBBUER |, LLAFF CloudWatch FRIE 1N
MABREE, BIYAFMNEZE AWSKMS £i8% |, FERELRBEELLEETHEE

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {
"Service": "logs.region.amazonaws.com"

},

"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"

1,

"Resource": "*",

"Condition": {
"ArnLike": {

"kms:EncryptionContext:aws:logs:arn": "arn:aws:logs:region:account-
id:*"

}

}

}
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]

[

AR, B LAREREA ArnEquals , X RHEEEME 2 CloudWatch BFFH4FE Amazon
Resource Name (ARN), EiE# , RFIBETEAUAEAL WA MNE tREPFTE BFS , AELE
B, A IR, RENERGRHSERAEERTEECPUNEREBFEARNEE, TEFAALE

o BALAE—FFRE AmazonSNS , R EREBRBREBEMNEESSH. IRNEENEAEAPIs
EEBBATHET

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"cloudwatch:DeleteAlarms",
"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"cloudwatch:ListMetrics",
"cloudwatch:PutMetricAlarm",
"cloudwatch:PutMetricData",
"sns:ListTopics"

1,

"Resource": "*",

"Effect": "Allow",

"Condition": {

"StringlLike": {
"cloudwatch:namespace": "aws/sagemaker/*"

"Action": [

"sns:Subscribe",
"sns:CreateTopic"

1,

"Resource": [
"arn:aws:sns:*:*:*SageMaker*",
"arn:aws:sns:*:*:*Sagemaker*",
"arn:aws:sns:*:*:*sagemaker*"

1,
"Effect": "Allow"
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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}

54 #&#& AWS CloudTrail

EEWUELNEHRAREE |, APISFEFER BRZEWFTE AWS CloudTrail. 1RIFFERR , FTE SageMaker Al
APIsE & FE#AWS CloudTraile EFFEEEMREIAMEFATEIAEAA CloudTrail,

BT InvokeEndpoint# Z4h , FTE SageMaker Al EiE#R & H 5248%InvokeEndpointAsync ,
CloudTrail 52 8% E/EP, Bl , ¥ CreateTrainingJob, CreateEndpointH]
CreateNotebookInstanceEEHFIUETE CloudTrail HEFEERPELEIER,

# 1@ CloudTrail E#HE HASELEFRENEBAER. F2EA T HMEHE TIER

ZERREFEARS AWS IAM FAEEAERRHE.
EHZARE , REEATREAREBMES S EAENTRZ2EE,

- BEREGHHEMAWS RERE. WFEHHEH , FSEBEH XM #% SageMaker Al APIFEIY
CloudTrail,

ﬁ*

BIBTERR , LAAFEAERLEREMN Studio BIITAEER CloudTrail iR ABESHNEBIF. R
BECHESEECHITAL  EREN. RZECAELAERNATARS , BALUER
sourceIldentity #A&E#§ Studio EAERER B BEREEIE S CloudTrail, FFZBIHE Amazon
SageMaker Al Studio EE¥2F A E ERTFEELRA sourceldentityhgé, EHAZMEY , FIEH
EE = EARNBARIR , BEELEB fE&sourceldentity,
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https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/sagemaker/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/sagemaker/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/sagemaker/latest/dg/monitor-user-access.html
https://docs.aws.amazon.com/sagemaker/latest/dg/monitor-user-access.html
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SageMaker Al Studio AEIhaEE , AIHBIEE S EHHEBEEMEE., XAZENERENTE,

BELER

SageMaker Al Studio REE B EFAHE R BH RIFCH SageMaker EiR , fIIIFIRERE. REE
EB %O EAEN sagemaker :domain-arn, EERMAER L , SageMaker Al th & FEH
sagemaker:user-profile-arn= i &Rsagemaker:space-arn , UEEE RN EEE
%

SageMaker Al f8IBEFSHIBEE & LLE A ManagedByAmazonSageMakerResource MRS EEZRL
5 HN{EARN, EfIRERHENERRTHSECAEBRRLNZERAE, T8 , EE& W IUASEFSH
BREEEZEC2H TR AT BT EEZ,

DN 2

BE{LEBTTEEESEIB AWS Cost Explorerfll & out-of-the-box R AR , AR IRIBRA M A E R
H)FPHNEREENBITRRAR , KEBHAWS Budgets, &G MEEREH ML XHCURs, AWS

HEERAERNERETRASHN , XAKE AWS Biling ERENAA S EEBERTMAER. &
BRZUTHREFE 24 MESISHREERATBEERERT , Rt EFEERBAR LR SageMaker Al
&R

Cost allocation tags we.

Cost allocation tags activated: 1

AWS generated cost allocation tags

User-defined cost allocation tags (12) e Undo
Q search for o tag key All statuses ¥ 1 2 > @
Tag key - Status L
sagemakerspace-arn @ Active

£ Cost Explorer FARNRUA Z= B A KA 2 B EER

HEEBARETTEERE , AWS SRBERENFELER , XK 24-48 NFR , EREEHAFREF
FEUR A TEEN Y BR AR

HELRRE 7


https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/aws-cost-management/aws-budgets/
https://aws.amazon.com/aws-cost-management/aws-cost-and-usage-reporting/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
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AWS Cost % m Recent reports v © New report
Management
Nov 15, 2022 - Nov 18, 2022 * Daily = lii: Stack ~
Home
Cost Explorer Group by: Service Linked Account Region Instance Type Usage Type Resource
Reports Costs ($)
Budgets b

Cost Anomaly Detection

Rightsizing recommendations

¥ Savings Pl
Overview
Inventor ¥
Recommend.
Purchase Saving:
I —
Utilization rep Now-15*  Now16* Mov-17* Nov-18°
Laverage bepork Il arn:aws:sagemaker:us-west-2; space/d-hwxtmdykhvld/airquality-analysis-space
e o B arn:aws:sagemakerius-west-2 space/d-1vtgBzxgomdi/finance-audit-2022-space

REDHI BB L F 22 B 0 AR Y B AR

PR AN 122

& % —{@ SageMaker Al Studio EF & MARF , SageMaker Al @ ABIHRIEFSHBEE, HRER
ANEREREHREFAENEZE K , I HEFSHBEESEERERA. EMfMHERE Studio
BREAR , SHEHMTELANEEHNTERRE EM. WFKANFHEAM , 52/ Amazon
SageMaker Al E{E,

EESTNEBEEEMETURMBNATEEBTERZFERKA , TEREREAERERPAR
IAMBY B, SN, RPIEEE F £ SageMaker Al Studio B BIEIRAE 7T ThAE , B B BEARAHER
FEREARBERSE, LARFLIHASENRHSEACAERERHTHERAER  YRBEESRE
HYIR SRR M IE R B AR,

EERAMWBRNFREERERELEMS , BRI MEREmBRERE , AT -8R, s, Sdail
ERLEFREEN  BRESNFTIEERAER S REEMEE,
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https://aws.amazon.com/sagemaker/pricing/
https://aws.amazon.com/sagemaker/pricing/
https://github.com/aws-samples/sagemaker-studio-auto-shutdown-extension
https://github.com/aws-samples/sagemaker-studio-auto-shutdown-extension/tree/main/extension-checker
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=H|

AN =3
4 onE AR RE

4 aniEHAHAE R B SageMaker Al Studio A ariEHIEHREIH shell IR , HILNEEIFH SageMaker
Al Studio ZEiEA, BALAERAEL shell IR B Bl SageMaker Al Studio IRFER HET , flinZk
EHITEN. AR BBEMEEAPERAERRERMN Jupyter ZEMIEE , URERE Git fHAE, WF
AR E A A AR EE AR A |, SRS R EREE - FA LA AHAMERE B ET Amazon SageMaker Al
Studio,

SageMaker Al Studio £ A BT &

Studio ZEFEAFEM —AFESXEENE KR , HHPEE Amazon SageMaker Al Python SDK Fl& AR
I IPython# TR B SO ERALLIHEE , B B 2 BT A Amazon SageMaker Al 52
K, Rk, EEREGUTHEBHESETBRENFTEEREEA,

FREASNENNERTRFZHHRETENERAROETBFTRE

- FEEERZHRANEF ML 2248 TensorFlow , #1301 PyTorchMXNet, =RE A,
- AN ETERBSEE A A SageMaker Al Studio 524 | LUETHRIFEIE R MERINE,
- EiB FRERHSANBBEREHREAPIs, EEEEEEREGDIISYHENESER,

- EFRRHEHTRE (EBBAKL ) |, B IPython ( fl21 R, Julia LEA) FRIN. &t ] SUERABLRAY
FERREBII &

MEMARE GFTRGH AT , FSBE Y H5T SageMaker Al B,

JupyterLab &3 ThAE

i%iB SageMaker Al Studio JuypterLab 3 524 | &0 LUK A T B AL R BB EUR A6 JupyterLabZE{#
HE, AHEERNME—LERES SageMaker Al B AETERENERS , BEBEZE 0 ARV
BiEE , BEEE G ECHEHELR,

JupyterLab 3 RE AT RIEEC HENLEBEXDENEF. BAILUES bash ETHRE LIRIERT
BE, f5lan , £ SageMaker Al Studio # , #& Studio FA BRI R H ik Imi , REHITTIH T, It
SN, ERLERLEGmEEEE BRI ELERINEE , LUEE Studio EFTBI ZBEREELER
R, B ABENERERAEBRNMEFERAERELER.,
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https://aws.amazon.com/blogs/machine-learning/customize-amazon-sagemaker-studio-using-lifecycle-configurations/
https://aws.amazon.com/blogs/machine-learning/customize-amazon-sagemaker-studio-using-lifecycle-configurations/
https://sagemaker.readthedocs.io/en/stable/
https://github.com/aws-samples/sagemaker-studio-custom-image-samples
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-byoi-create.html
https://jupyterlab.readthedocs.io/en/stable/user/extensions.html#installing-an-extension
https://jupyterlab.readthedocs.io/en/stable/user/extensions.html#installing-an-extension
https://jupyterlab.readthedocs.io/en/stable/extension/extension_tutorial.html
https://jupyterlab.readthedocs.io/en/stable/user/extensions.html#installing-extensions
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-launcher.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-lcc.html
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Plan , HER S Amazon S3 IERBIERNJETINE , FERMK BRI T TGS  LHFBERE
ERE:R

conda init

conda activate studio

pip install jupyterlab_s3_browser

jupyter serverextension enable --py jupyterlab_s3_browser
conda deactivate

restart-jupyter-server

MEEREENFMET , SENABEABAR JupyterLab E52AE 1 lRME 3 IR EiBRAERE |
DEROMERMY , 52 ZR % JupyterLab # Jupyter @ BRESHE{H,

Git FE1FE

SageMaker Al Studio BB 5% % Jupyter Git ZEfRIEHE , BEAEWA Git REEURLWEFTAR., &
HERFEHEFSE %, HIAEF  URBAEREL R, EEESVUEREERZEERN gt
FE, UEERARRERAEN THNEERE, MERH , FSESEEN Git HEEEREZ Studio

up-to-date,

NRBEERLAN  AEFEEEEREAEERARE gt RE  BHEABNB AR IRE. 2E
ERE T SSH BABREFRERBRIEFSE &% , LEREE,

Conda RiE

SageMaker Al Studio Z52 A Amazon EFSEA B AMRAEE. ERNNERTUFEAFTALRER
BB conda RiE , WFEAELRERELZ O, ELEZOH ZB/EFS , MAERL., ERAERH
Studio ENTMBI 2B ERFEFE. Studio EEBRMBEERNIRIZEES KernelGatewayt& o

HREMBERER , B conda RIENEFREE , BEROERVRER LEAXNTE-—DEN
BE. BEEMRE , FERBERGEHEPHATTIIEE

mkdir -p ~/.conda/envs

conda create --yes -p ~/.conda/envs/custom
conda activate ~/.conda/envs/custom

conda install -y ipykernel

conda config --add envs_dirs ~/.conda/envs

Git #EFE 50


https://docs.aws.amazon.com/sagemaker/latest/dg/studio-jl.html#studio-jl-install
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-git-attach.html
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MEFHMERA , 528 Amazon Studio EFERAHPEE Python EHME S EF Studio EFSHIEEE
EH Y Persist Conda IR3%. SageMaker

Conda 3R 51


https://aws.amazon.com/blogs/machine-learning/four-approaches-to-manage-python-packages-in-amazon-sagemaker-studio-notebooks/
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e

EABERED , BB T LEEESNREER  fINREER, BEEE,. 5988, FUEHE,
HRRERE, Bk, BEEMNBRT , EYAEESREAREMEE SageMaker Al Studio £ &,

52
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AWS A&

P %

ZHF L
£2— SHEFLB

ZiaE

FAEBRERERESRH,
SageMaker Al Studio &€ B &)
{F A MAFBARNF G A & SR ERE/
2 BT B EIRARN,

JBEAPIsSTHEZ EIEEHAV R
Hl, ERM U EHERELA
R EER , TR, 5 HER
AWS CLI =% Boto3 #1THIAPI
P ILSDKE 51| B {8 [= 15 Y &
o

SageMaker Al Studio E&
BEBAFNRETRA , TR
EiB A BEARNMG AR A S
BB ARERE R,

AR ECRE R IR P B ARERE |
&bt B — 38 {13 AR AT LAGE A P
BER,

RREIZEHEF TR AR
RIEM AR (1aC) SR
B#REHR,

ZIRF

BEEFHEACHIRFES ,
Rt B EH K ERMERE,

A LIAPIsfR##EE | A
EUREEZERAIKRE S,

SageMaker BEFHF Y Al
Studio BEMFEFHAEZ R E
AERARFETERE,

AR 75 Bc 28 °] LAFE B (@ AR P Y bR
FRE#RERE.

RE I ZEE PP R AN R
BEZERF

B — R B a7 BuE s
(ABAC)

ERARBRRERE R, £
REXAEE BYNERER
ABAC,

JBEAPIsTREZ EIEBMR
#l, BHEB AWS CLI 5
Boto3 H{THIAPIFEAY | SDKE
5 HEE RN ER

SageMaker BEFHAF# Al
Studio EHE AL AFEAEE]
BRERE.

SageMaker Al Studio ff#72 K
FEEERSEREE , BA
FRAE T F £ A EEFSHiTR

=
oo o

AR ECRE R IR P B ARERE |
&bt B8 — 38 5 {13 AR AT LAGE A P
BER,

REEESEFRBAFNEA
FREAe K HEAERER
FEFBECHAAFRERE,

EZiNald
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A ZIRE BE—-REAnEEEFEES
(ABAC)

HAFAREREZENHET HAFAERECENGET AEEFKAFEERNLA
BUZEIR H F = AT, BUZEIR H F = AT, ZE B LUE AT i 1F

SageMaker Al Studio #B1EHHMER
MREZHNEFSHE  RHABERSHRBNBEMETEFR UM, , HUFEELIER.
BIE 1 £ RRAEW fmf EFS EC2

SageMaker Studio #8313 {& {2

1. 5 SageMaker Studio (CLI, ) FHIERAEREEFMZEHSDK,

2. £ UIDs L E B R ER/ZERHF E EFS,
a. ¥§1 users/spaces, describe the user profile/space(CLI, ) 5B K& {E A & SDK.
b. #&EHERER/ZEMRH E HomeEfsFileSystemUid,

c. UserSettings['ExecutionRole'] MRFEAEEETRANHITAC , FREABEREEMR
HE,

d. BEIFERZEHTAG,
. BEUFMBELEERREZEAATAC,
4. B ERERERENZERE,
- HIREAEFETNEEAERE  FRAMNTHACRFELFERAERERE (CLI. SDK).
5. RFTH EFSH E I RFTUIDs,
a. HREREREPNESREERE  HRERAERER (CLI. SDK).
b. # 5 & EERETE HomeEfsFileSystemUid,
6. & , MBRAMEEAREN. EAERERE. =K RAERRESE,

EFS &%

& &m0 EFS , FERATIIET :
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https://docs.aws.amazon.com/cli/latest/reference/sagemaker/list-user-profiles.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.list_user_profiles
https://docs.aws.amazon.com/cli/latest/reference/sagemaker/describe-user-profile.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.describe_user_profile
https://docs.aws.amazon.com/cli/latest/reference/sagemaker/create-user-profile.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.create_user_profile
https://docs.aws.amazon.com/cli/latest/reference/sagemaker/describe-user-profile.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.describe_user_profile

SageMaker Studio BB HEB AWS B &

1. BRBEC2#11T{H B8 , WASE SageMaker Studio MEHEA/EH R £ B EEZEZFHEC2HITEE
( RFFERHRE 2049 TCPLMINFSREREIB., F2 B P WA SageMaker Studio EFELARVPCEEZE
SHEBEIR
2. #% SageMaker Studio EFSH{fk B & EHMWEC2HITER. FSRHIREFSERRK,
3. BRERERIEBSAMREFE . >sudo cp -rp /efs /studio-backup:
a. NSRS FHEEEZETEC2HITHER.
b. A& RTEFSHiTR EH HEEC2/TERE,
c. BIERERIIFEFSHIRE,
d. HIREAEEESTNEEERE :
i. BB : mkdir new_uid,
i. HERREUIDE HERIFTUIDA 8.
ii. BEFTERERNIES®E . chown <new_UID>#EFBERER.

BI1H 2 : EFSHEA S3 M4 mBHERRRE RS

1. 52 B A Amazon Linux 2 # TEE# E Amazon SageMaker EEAHITEE.
2. BY S3 REFETRILETIRD ( FlM >studio-backup.

I EEHITACHAIEERERER.

4. £ H 818y SageMaker Studio #iEF , EHBEB R EFERLCCIETE,

« £ HLCC , /home/sagemaker-useri FHAIEARERET S3HPNFEAEREREFTE ( F
i, s3://studio-backup/studio-userl),

BB FTE AR Jupyter Server FERRES, ( LMELCCH#IIT ).

MErFrE AR, EAERERENMESE,

B HH SageMaker Studio #3813,
REAEREENHTARBENEIHNERERERE,

LCC EHEBMEMRE

« £ HLCC, # SAHFEAERERBFEPINIIERBTERE /home/sagemaker-user
10/ EBLCCHHREMNFIBFERE R Jupyter Server EAEER (CLI, SDK),

© ® N o o
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https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-and-internet-access.html#:~:text=NFS%20traffic%20over%20TCP%20on%20port%202049%20between%20the%20domain%20and%20the%20Amazon%20EFS%20volume.
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-and-internet-access.html#:~:text=NFS%20traffic%20over%20TCP%20on%20port%202049%20between%20the%20domain%20and%20the%20Amazon%20EFS%20volume.
https://docs.aws.amazon.com/efs/latest/ug/mounting-fs.html
https://aws.amazon.com/blogs/machine-learning/migrate-your-work-to-amazon-sagemaker-notebook-instance-with-amazon-linux-2/
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_CreateApp.html#:~:text=%22ResourceSpec%22%3A%20%7B%20%0A%20%20%20%20%20%20%22InstanceType%22%3A%20%22string%22%2C%0A%20%20%20%20%20%20%22LifecycleConfigArn%22%3A%20%22string%22%2C
https://docs.aws.amazon.com/cli/latest/reference/sagemaker/create-app.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.create_app

SageMaker Studio BE BB AWS BB
1. EAED IdP P EISAMLEARER .,

2. & BBAE AP RERF D RHEEIAM,

3. BT H IdP 7EW#Y SAMLValidator Lambda BHE ( FEBEREHURLZAPIFE ) .

4. 1] GeneratePresignedUrl Lambda ERE{FIAPIRE A ZEUEH &,
5

CBIUIAMERETURENACRKRIUAAPIFEE, LtAREUESESAMLIER U TR MAEBMLE
iE :

- BHRT : https://aws.amazon.com/SAML/Attributes/Role
- B : <IdentityProviderARN>, <RoleARN>
6. #% SAML Assertion Consumer Service (ACS) i BEE # ASAMLValidator A URL,

SAML EgRERR i HIRE A ¢

import requests

import os

import boto3

from urllib.parse import urlparse, parse_gs

import baseb4

import requests

from aws_requests_auth.aws_auth import AWSRequestsAuth
import json

# Config for calling AssumeRoleWithSAML

idp_arn = "arn:aws:iam::0123456789:saml-provider/MyIdentityProvider"
api_gw_role_arn = 'arn:aws:iam:: 0123456789:role/APIGWAccessRole’
studio_api_url = "abcdef.execute-api.us-east-1.amazonaws.com"
studio_api_gw_path = "https://" + studio_api_url + "/Prod "

# Every customer will need to get SAML Response from the POST call

def get_saml_response(event):
saml_response_uri = baseb4.bb4decode(event['body']).decode('ascii')
request_body = parse_qs(saml_response_uri)
print(f"b64 saml response: {request_body['SAMLResponse']J[0]1}")
return request_body['SAMLResponse'][0]

def lambda_handler(event, context):
sts = boto3.client('sts"')

SageMaker f# FASAMLEBAY Studio 7EX 56
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# get temporary credentials
response = sts.assume_role_with_saml(
RoleArn=api_gw_role_arn,
PrincipalArn=durga_idp_azn,
SAMLAssertion=get_saml_response(event)
)
auth = AWSRequestsAuth(aws_access_key=response[ 'Credentials']['AccessKeyId'],
aws_secret_access_key=response[ 'Credentials']['SecretAccessKey'],
aws_host=studio_api_url,
aws_region='us-west-2"',
aws_service="'execute-api',
aws_token=response[ 'Credentials']['SessionToken'])

presigned_response = requests.post(
studio_api_gw_path,
data=saml_response_data,
auth=auth)

return presigned_response
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SageMaker Studio B HEER AWS A&
ST —— —
R
7N C=1

- & (BBEK) LRERLEZERFHBBZEIRE AWSAWS

- BEBMELERE Amazon SageMaker Al Studio , W 5E £ EEEE R (AWS ZBEK )

« £ AWS SSO # Okta Universal Directory Sl A Amazon SageMaker Al Studio (AWS ZF3ZE4% )
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