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https://ec.europa.eu/info/law/law-topic/data-protection_en
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679
https://aws.amazon.com/blogs/security/aws-gdpr-data-processing-addendum/
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https://aws.amazon.com/compliance/eu-us-privacy-shield-faq/
https://en.wikipedia.org/wiki/Pseudonymization
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https://aws.amazon.com/compliance/shared-responsibility-model/
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Cloud Computing Compliance Controls Catalog

Cloud Computing Compliance Controls Catalog (C5) RERBAT X ENWFEBHF R , B Federal Office
for Information Security (BSI) 5| ¥R, A REWBEBRAEETNES  EEEBF2EiRH
EENZLEZRERT , BHAKEE RNMERKE,
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C5 it T EZiah , URHERMUE, REME. B8, REERE. EFBERIBRTERKEHE
RAHENER. BAAERLERATEER (FINERRBLE)., BCHERR , EEASmERREE
BN RBIRE.

AWS & #RETEl 5


https://aws.amazon.com/artifact/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/CloudComputing/ComplianceControlsCatalogue-Cloud_Computing-C5.html
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/CloudComputing/SecurityRecommendationsCloudComputingProviders.pdf?__blob=publicationFile&v=2
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/CloudComputing/SecurityRecommendationsCloudComputingProviders.pdf?__blob=publicationFile&v=2
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FER , TEEEAER. . T3 AWS FHEZHMHTHBEFFELER , ARFRENZRER
8, ERERERAEXENAWS EREEZFER,

AWS ldentity and Access Management

B AWS IEF , 2BBALN AWS IRFEZIUBREAERS, LERABRFEETENFEE ,
L& AWS IRFHHIFTE AWS BRBEER, REE—RBEVHMAGREREIRS  UREEETE
BEZUHRSE , TEALIKRE K MAESERARBEESE. AWS BEER—HAREAREERE
B 8ATRANEBEETRNFERAERFEAR  WIEETRBETKMENERFFIRE, It
FERRGTPARFAE GDPR 5| A2 ERMREMN — M, AWS Identity and Access Management
(IAM) i1 Web FR§ 7] Sl £ iR HII8 AWS B R ZEUE,

FREHABEREGRENATNIAM 57, RENFERAERERHTREETHELIN IAM AL,
EAGHICE  SEVETREAER, flw, B&FLUEAR IAM AR 2t A% Amazon Elastic
Compute Cloud (Amazon EC2) F#I{TH AR , RMEFEHEAM AWS EJR (20 Amazon S3 f##F
B8 E Amazon Relational Database Service (Amazon RDS) , 8 Amazon DynamoDB ¥ ¥}EE) FrEE
WEREAER. A&  STACHREEEFIHEM AWS REEER (a0 : ARSERAFEN
Amazon CloudWatch Logs , S # Amazon Simple Queue Service (Amazon SQS) 175 EBEEFAER) FI
EHAH AWS Lambda ThRE. B AR  S2EHFEEA , LERRE,

EEMBEFERERRA , Y REFITERMEGARIFRRFFERENEIR , ATERA 1AM
Access Analyzer EX 2 HMNAEFER , KPEE T LUK AWS t(REFATEFIWER, 1AM Access
Analyzer ZFHERRAR K SFERAYEREEEHR , HERRA AN TR, IAM Access
Analyzer @ BERHRAREHRLR , YERABERAR IAM A€ (E&tEAR Amazon S3 AT
#8. AWS Key Management Service (AWS KMS) £#8. Amazon SQS 7% , LA& Lambda HEZE %)
WIREA , P ATIRENETH,

ERFTREREAATFIEBEME ENEMASEM AWS 1RF (IEEEBATTH AWS 1RF)

B , Access Analyzer for S3 21REE/R, EME Access Analyzer for Amazon S3 FiZE R EFE

B, RAR-T BRI , MR LFMEHRFIFEN ABRER. AWS EBRICEEIELFERE

BREZEFENEARS , RARZLIFIEEZRErBNER, ERELMEARTFEZE , BEAEE
EHNEARRERE T ARTFIEZR , MtRELEER, WEFHEENR , F2BEA Amazon S3

HENBEF.
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https://aws.amazon.com/iam/
https://aws.amazon.com/ec2
https://aws.amazon.com/ec2
https://aws.amazon.com/rds/
https://aws.amazon.com/dynamodb
https://docs.aws.amazon.com/lambda/latest/dg/lambda-permissions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/sqs/
https://aws.amazon.com/lambda/
https://aws.amazon.com/iam
https://aws.amazon.com/iam
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/access-analyzer.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
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IAM th &Rt EIRFEMER , BB R RERNETT , UELBREEMEEENERL, £
PRERNEARGESERE , RAFFEAMENREEDSE, SEPRCERRERASEERNSE
Bi5, B LUK 1AM 2@ AWS Organizations JREH |, EXFIRHNERSFEIEA,

iEIB AWS STS WE R FEEFAF

& LAME R AWS Security Token Service (AWS STS) B EENFERAE , Y REMMAEHLZLEAE
B, UEFEEN AWS Eif, ERZE£BEAERNER , BEREEE IAM FAENRETHSBERE
MFTLMEE , BRT THREEZR .

. ERRSBRESENER. CUNRESEERNERMR , # 15 HHIRE 12 /M B, TEHE
BEWM2% , AWS EEEHE , TR AFEAREREZ AP HREMFRZE,

- TRZ2BRTEREEERAERFSY K MEETWIFREZBEELRMEERE, ARERTERR
MEME , I EERLLBRIME (F28) FRIBE.

EEEZESELERERERTERTIES

- BASERAEABBIARKHN AWS ZE2EE,

- TRBERACEBSEINER., BUNRAEAEERERN AWS 57 , & AWS BRI FE
RiRftie i,

- TRZ2BENTUEREHBFTEGHR, ALEAHRER K CEAEITTERAREYE. T
T2 BRIPCEBELEEFEH. ZAUEERBNERERXHR,

ZEERRE

EEFE—SEALSE , TUAEH AWS IRER IAM FHEHMEEEEZRT. BAZSEERRT
(MFA) 2% , BB A AWS EEIEREK  RERTERACHEZBEEZR E—EEXR), URE
AWS MFA £ BRI BELCE (F-EERX). BUUARKN AWS 1RS5FMERS R EIHEER 1AM
FERAERA MFA, EAABTAIER MFA 354 AWS RIS API B 1ZEURE,

Bl , BRI LERFRA , 2B Amazon EC2 HFTE AWS API ¥ TR FZEUE , EABIEERK
MFA B BRI E | FEUSEM APl 6% | fl20 StopInstances B TerminateInstances.

{
“Version”: “2012-10-17",

EiB AWS STS MEREFEIFHF 7


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://aws.amazon.com/console/
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“Statement”: [

{
“Sid”: “AllowAllActionsForEC2”,
“Effect”: “Allow”,
“Action”: “ec2:*”,
“Resource”: “*”
},
{
“Sid”: “DenyStopAndTerminateWhenMFAIsNotPResent”,
“Effect”: “Deny”,
“Action”: [
“ec2:StopInstances”,
“ec2:TerminateInstances”
1,
“Resource”: “*”,
“Conditions”: {
“BoolIfExists”: {“aws:MultiFactorAuthPresent”:false}
}
}

EEA Amazon S3 REEITEMR—BLEM , WEERE MFA Delete (MFA MiBR) , SAERH AhER
#, THEBERTIEANRAAARE | R KAMBRYIHIRA. MFA Delete (MFA fiBR) RELZ£FRHAE
RN 3 —EBRE2RE.

B ZfEM MFA Delete (MFA fIBR) , AILAEAERNER MFA REELRER, NIFEXERTRIER
MFARENEE K F2HZEEZRFTEH.

AWS &R ZEUE

EEMD R AWS BRNFEE , AT EBERNTT , RFFTRAAERFRAENER. Hlwm , &
AT LLR# Amazon EC2, Amazon S3., DynamoDB, Amazon Redshift & EHfth AWS IRIEHI ZEUE |
RIRELFERE,

HAHMERASE , T RRFEH D Amazon S3 RETRVKEBFZEE , b/ LIIRFEEE S Amazon
EC2 #1TEBEMHT , KRAANHFEEENIIREEH,

THIEFIPTRBE , RETUARATFEISE Amazon S3 REFIFBHTAEEE , URPAREERF
HX Amazon S3 ANz FiE AWS BRIEM EHh —EH %

AWS &R 17 EVE 8


https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingMFADelete.html
https://aws.amazon.com/iam/features/mfa/
https://aws.amazon.com/redshift/
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“Version”: “2012-10-17",
“Statement”: [

{
“Effect”: “Allow”,

“Action”: “s3:*”,

“Resource”: [
“arn:aws:s3:::bucket-name”,
“arn:aws:s3:::bucket-name/*”

1,

“Effect”: “Deny”,

“NotAction”: “s3:*”,

“NotResource”: [
“arn:aws:s3:::bucket-name”,
“arn:aws:s3:::bucket-name/*”

ALK BREFDEAZFRFINAG. NF IAM BERNWHEMES , FSHIAM 55 RERHEEE
g5,

TE 2 B9 AR5 7 BURRY SRR

EFALREACARNEERE  YRIRE, REREEARKMEERADN AWS B, AWS £
BEARELNREZEZT  RAEMARMER FREERAENAT. REARSERANKRE , £
BEREABRN AWS B , EMEBECHREREER , EMBEVLERE AWS R, flm , 5&
FLEHCHARAREREERN , AIBLUEERR AWS RBBFEEF —EEN AWS B,

IAM BUR 2+ 2 EEMNFZE , BB ERHESEERGP ZRENFR. BUAERZER IAM £
BB 1AM BURFTIE £ 1514 (aws :RequestedRegion) , AEFTE AWS BRIEHETT. B0, FFIEK
KEAESR Deny HEM NotAction iR , SEFBRNWESEHBUNNWEER , BHEIEKHFRRN
kG ZFAEEERNZEL, E A CloudFront, IAM, Amazon Route 53 B AWS Support IRIE 2 & A K
AWS 215 iR , FTATREIE R H PR Bh1E,

E & REREFEERN SRR 9


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_examples.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_examples.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requestedregion
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws_deny-requested-region.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws_deny-requested-region.html
https://aws.amazon.com/route53/
https://aws.amazon.com/premiumsupport/
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{
“Version”: “2012-10-17",
“Statement”: [
{
“Sid”: “DenyAllOutsideRequestedRegions”,
“Effect”: “Deny”,
“NotAction”: [
“cloudfront:*”,
“iam:*”,
"route53:*”,
“support:*”

1,
“Resource”: “*”,
“Condition”: {
“StringNotLike”: {
“aws:RequestedRegion”: [
“eu-*"
]
}
}

It 1AM BUER €45t A B YE A AWS Organizations 9 BR 545 HBIE (SCP) , E&REBPIEE AWS tRF
SARMBEEN (OU) BAMFFIRR , MEATUREHEMNSIRFRES , FAEHEFRENEFR
.

R R IR M IER B ThAE, 2019 F£3 B 20 Ao &HEHN I ETERAER, BXHBELRAEL
EETeEERA. HRARA/EAN AWS BiF , BRI LUER AWS EEFRAMAREAZKESR. BA
RER AWS EiF AT ZEEES AWS IRFFHNFERE , 5 FRXESFHNER. WHFFHMENR , #2
BEE AWS EH,

5 Web BRENEITHBEMAEANFIE

AWS R EERE A FLAREEZFEABRIXPNERFIES ., BERFEEZARAEHN Web ERAER
HITBEARN  fMEEAEE ABEFIURHITIEE , ATLAEA Amazon Cognito, Amazon Cognito fi£
AEEERRENEREER  TERELEEAEAE. FEREBEERAENS Y , TACNERERE
VMEZEERRE (MFA), BHAINFEAREN G2 RFE. WEFANERSKAR SR , TAER
R R EHMRE TR R,

24 Web ERERRITBRARENXNFIE 10


https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://aws.amazon.com/cognito/
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
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=M Amazon Cognito Identity Pools (Bie &%) , BAILEFHRENTENER , ARFIEE
HAHORILE ((TEERARERR Web EARER), BUUERALEARYT IAM SEEBE | BIBEIRER
(TENEARERS Web EARN) BE o HERMNER  AFRIERTFTIER.

24 Web ERERRITBRARENXNFIE


https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html
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%o ANWEBREEERMEEAENEERR  LACKCEANFAEN, RARGEEEEE BX
ARKEEROBA , FIAREEVNE4TOER. AWS BHTHERRERHERY , HEIFFERE
L&,

£/ AWS Config EERREEE

AWS Config ATLAB & AWS tRF HEFZ AWS BRERENBERREHFENER , 8RB R 2 E
BABiE , UREBRERNRE , FESTHRELFBREETERBHNEY,

; Amazon 5N5
Amazon EC2 Amazon DynamoDB Normalized
O

AWS Lambda AWS Identity and Access AWS Config

Management AWS Config rules APl access

Changing resources

=

Amazon 53
History, snapshot

1-f#H AWS Config E5i2 R E iF B AV AEREEMb

AWS ERZ2TLAE AWS HiBENER |, Hla EC2 #1T{E8. Amazon Elastic Block Store (Amazon
EBS) i [E, Z£ 848 , 5 Amazon Virtual Private Cloud (Amazon VPC), 1% AWS Config X E#H
AWS ERTBEE , F2RZEN AWS ERER,

& T LAME A AWS Config #11T T 54X -

- FHMEEHN AWS BIRERERIR , UREFNERH ERME,

- MIBXEILEE AWS iRFER2EIRB ATV ERRR.
- HBIRFH—HZHERWARE

- S —BZHRERNEBELERE,

« HEY. BUHMBRERKEREER.
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https://aws.amazon.com/config
https://aws.amazon.com/ebs/
https://aws.amazon.com/vpc/
https://docs.aws.amazon.com/config/latest/developerguide/resource-config-reference.html
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- EREERZENEBE. flo, SKEAREREBHENMEER,

ERBREZEDN

A LAE A AWS CloudTrail IS8 E#E AWS tRFES, HE2MEURIRSEIR AWS EEEEA, AWS
HREH, GDYIE , URESEHRZ AWS R API 1 E $ 5E8%. BB AZE CloudTrail
WRRHE , IEEMLEFEAEEIRSTEWUT AWS API, ZHIFEUA SRR IP tuk , SR PSS HE R, &
AILAEF API # CloudTrail B ZEAREN , BEBHACHNERELER, REBHRE , UREHE
B ERAREA CloudTrail 32805,

CloudTrail BEE UK ZEEIHEZE AWS IR FREEZEE — Amazon S3 FEFIFES., AWS EE
&4 B (B B2 AWS CloudTrail BH5$) EA BFEAKRFE (BFH®T) B, SREFERSH Amazon
S3 fE1ZETEE., FFATEAVEFTIELL L MIBRECSE , WHEMFE A Amazon S3 BEEM INZ £ (SSE-S3) H
AWS KMS B £ (SSE-KMS) , LAAIREFmINZE FRE BT ME, CloudTrail BB TE
MEREBUTARYEBAFEERBEECARTEISN., MBRIARE, WIIREREXEETE L,
HEPRA SHA-256 , B{US B A SHA-256 il RSA , ZAGREEHEHAELSRNER. MErHBE
CT, Bt K MARKRTEANERF. ELEH AWS S5 557 E (AWS CLI) , BF% CloudTrail &5
BRAAEME LWER,

Amazon S3 EFETE PR CloudTrail FBEMUA DT 2% |, AIMEKSEHERETH oA, &4
Hi#E2% , FLAEM Security Information and Event Management (SIEM) A REE | 2 X H
AWS BR#& (#140 Amazon Athena % CloudTrail Insights) 247 , A% H Amazon QuickSight & 4k
HEKE R, &9 CloudTrail BFEFZ% , LEEERHERN BFRFIRS , ST HMAKFRNV B , Hla0
CloudWatch Logs B2 AWS & & F#128.

AWS Management Console
Amazon 53
bucket
% . @ L & Amazon EC2 Amazon DynamoDB — E = 5 |

Users SDK )
& AWS CloudTrall Troubleshaat

AWS Lambda AWS Identity and Access

N E Management

AWS resources

AWS Command &
Line Interface - >
(AWS CLI) @

Amazon
CloudwWatch
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https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://aws.amazon.com/athena
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-insights-events-with-cloudtrail.html
https://aws.amazon.com/blogs/big-data/streamline-aws-cloudtrail-log-visualization-using-aws-glue-and-amazon-quicksight/
https://aws.amazon.com/blogs/big-data/streamline-aws-cloudtrail-log-visualization-using-aws-glue-and-amazon-quicksight/
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AWS CloudTrail Bt 85378 55 ER Amazon CloudWatch Events, &R LA FRELEHBHME
RAESRGEESHRE  IE2EHNTEESE, Hlm , EEEEESE Amazon EC2 ${TERE LHWES , o
LA CloudWatch E4# 8], B Amazon EC2 #i1TER L R4ERBETH , WHHENE ARZHE , &
RE2#E% AWS Lambda W , SEHNBAEFBHELGEESFESHE 3), ETHBHHEIR
MEFAER , FIMEHRENREE. BTBENERAE. Amazon EC2 F#llEREE, TEETSEH

Y
=]
BHIRRE,
Amazon CloudWatch C\-.)
1 = .
2 C—= Amazon CloudWatch
a0
" Y
Eé:) Lambda function
AWS CloudTrail 4
b
- Amazon Simple
Notification
Service
SNS topic
5 Email

3 — AWS CloudTrail 458 &5l

WEREE B

CloudWatch Logs AT IR E R, #EREFEUIRE Amazon EC2 #11T{EEE. AWS CloudTrail, Route 53
REARRN BitE, F2M8E7EEMZE CloudWatch Logs B9 AWS FRIEXHEH,

LRI , AFEFA TR

- ¥ Amazon S3 ¥ 2 FFERHY FE AR 8

- VPC RiZ B S REERPRENFHMRENA

- RAIBBAREEKIZE AWS Config R AIBTERE R EE

« fE£/ CloudFront #1# Web FERTERX B AM& (WAF) Thit | BB R EERY AR HTTP 25

£ Amazon EC2 #1T{EE R AP B M ARES L Z % CloudWatch Agent , B A& BRTEE AR 5126
HE#E M ZE CloudWatch Logs.

£/ CloudWatch Logs Insights , AIAEB A X2 A5t , METEHAEERLEREERER BRI
ERERE,

WENEERR 14


https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/Create-CloudWatch-Events-Rule.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/aws-services-sending-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
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SRETRIEHEGME | TSI AN R CloudWatch Logs , WS HEGEZE H AR , Hl#0 Amazon
OpenSearch Service (OpenSearch Service) #8&. Amazon Kinesis &, Amazon Kinesis Data

Firehose i , IR TARBTEREE., 2B AHMKHKEN Lambda,

CloudWatch IEEEERHATAREAFEERNPERAREEAFTERNERN, BEXK
CloudWatch WEFEE , ARKBENEBEERERECE T, fln , EE8E AWS BF , TEARE
BAEHITHEET , LA CloudTrail BE (B5EZE CloudWatch Logs) 5% E 45 EH CloudWatch 1§1Z
EREfRY , BN BITEE , URREET , TEACARRIFFIEN AWS 1RFK , BHMEERNE
BHR A

0 Amazon S3 fAlfREFZEX H&#E#. Elastic Load Balancing ZEX B4, VPC REBFEE , UK
AWS Global Accelerator fif2 BFEE B HFE , #H 0] BEEEEZE Amazon S3 RFETEE, Al , BEEEK
A Amazon Simple Storage Service A2z FH H# 6 , ATEUE Y Amazon S3; REFEIFBEREEZHS
WFFHER. FIEFLHRIEFBRNFAER , SIMNBERER, BRPEENER , URBERNE
EEEEAHN, mMEAFAENFEMEENR , 528 (Amazon Simple Storage Service B A B1E5r)
(Amazon Simple Storage Service Developer Guide) 1KY Amazon Simple Storage Service Al k2517
HY B 55/ # 35 (Amazon Simple Storage Service Server Access Log Format), &% RE5FE B &7
DARBREFERHEEE  RUHTEHEBRI T ZAFPIRFBBRNEE , FIAFZEARSHEEA. B
187858 , Amazon S3 TS WERKEFE B , BEEUWERA B , Amazon S3 RIS L/ MR | 1§
FREFEEELNRErRE. EEFEERNEESX , AIFEXAFEEIZEEN , IZRE
£ CloudTrail H55 , 23t A CloudTrail B8 Amazon S3, BRERAFERILAMNE , HERTEH Wt
FEFEYP |, SRERERYSENE., ZUMHFEEAREER AWS Key Management Service (AWS KMS) H
Amazon S3 B2 £#8 (SSE-S3) REF X &8 (CMK) By {7l IR ESIm b 22 H#E 47 N 2R

2

fE1EH Amazon S3 RFETRRPH A , ATLAMER Amazon Athena #1TE R 2%, Amazon Athena
REBXNEHRY , TEEFEHZEE SQL 247 S3 FWER, BHILUEIB Athena , £/ ANSI SQL #
TIHREIREESS  EARRERTEERE A Athena, Athena TR IEEB(L. HEBLEZREL
HERE , WESE Amazon QuickSight | BRERELE X,

HEEGLEEBCREBEEINEREARIE. Amazon GuardDuty RIFEHITHNRLERRE , 7o
MR BEER B SERFNES , flan VPC REHEE. CloudTrail EXEE# HES. CloudTrail Amazon
S3IEREHHAF , AR DNS Hit, LEREEAREERHEE (FIMEE IP b EBFEAEE) B
FHEBE  RHEHEBAWS IRIEFR , REHERLURKERENZZEE, BELETE/EMERA GuardDuty
BF , ZIIee R M EIBB 2 AR CloudTrall S AF. HEBBILEENEMHER , EEMK CloudTrail
EXA CloudTrail E¥EEE Amazon S3 BRI E4,
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https://aws.amazon.com/elasticsearch-service/
https://aws.amazon.com/elasticsearch-service/
https://aws.amazon.com/kinesis/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringPolicyExamples.html
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/logging-with-S3.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/logging-with-S3.html
https://aws.amazon.com/kms/
https://aws.amazon.com/athena
https://aws.amazon.com/quicksight/
https://aws.amazon.com/guardduty/
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£ Amazon Macie XiREMIRERREER

GDPRE2MFHRE : M. BHEEEEZEREEEENTMEARERE K BIERRNZLER , 2
BRAETFER :[...]

(b) BEARREERFRBHVFERTE, TBME, TRAMERED ;

[..]
(d) EHAIE, FFERFAEMEABEREZERMENER  UEREERS, |

HENER S ERER  HRBARERTENZSERREEMSHFEE, A EANEREEEHREN ,
RORERAEMVE, BERURE  URHKERREY  CERERESHRER  BITENLZLREEN
. AnBEFARELRIRARBEBBRER , AWS £t T Amazon Macie EHEEZTENER L
SHENBALRYE  AERARALHREURSTEREEARBNER PI) , #TRRRFERFFE
S3 EERETHBRAER. Amazon Macie ERHELFATFE  YRHEAZEAEALEHBRERMR
TR EERERR , 2 ERFRNER, Macie TEER PII, fln£E, EFEMHbit. HER
B, FoR®RK. WRASIHSERBES. BERFUUERBFTERBRIFRRREBBFERS
(PlanE FikFRBHATER D E).

Amazon Macie BiFET AR FERINIYHG Y EBHRUMRIFTSERENER , ERNBR AL
HERCERNNERRE (B 4), ELERTREIFIRMUIBERE AWS Organizations PEZEZ AWS
R, EAREMBL AT AEFRZYY SR FTEIE R, Amazon Macie EBE th AWS [RIEES
(f5la0 AWS Security Hub CSPM) , I E4A A EEIBEENLZ2BER , W HEER (B 5 EREBHERE
BV EDE,
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https://aws.amazon.com/macie/
https://docs.aws.amazon.com/macie/latest/user/managed-data-identifiers.html#managed-data-identifiers-pii
https://aws.amazon.com/security-hub
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4 - ERmERERE6

SERAREEE

MAZEBEEENETERARR L SHRSERE, BECNRFEZEBRRREA , ETHFHERER
SERGET , TRESRLERBTBEM., REZAR , BN AERZLEF LOBATFHENER | A8
ERLNRERZZIRE,

AWS R R ET EHRBEHR 1T EHERE F |, —SSERBMNEE  URGEERFHERRE
BERHBEM.

AWS Control Tower Rt FABERERAE RS, MBANZIRS AWS IRIE, EBSKBREER
WER K BBREZIRFRENZERE  YAFCRBEHNENFTES | BEHERFIRERAE,

prEKFSHYERE, SREZEEMELAERA, AWS Control Tower £ AWS IAM Identity Center

(IAM Identity Center) B FEEX B 8% , IRt S 2 BBIEE , EA IAM Identity Center £2 IAM , AFFEEIR
FHETEZ., WALERET TR Amazon S3 # , R H CloudTrail B2 AWS Config BFH B .

AWS Security Hub CSPM 2% —EXX EEF AL , WEERAMBEEENRE. Security Hub FAIEEH
EERE AWS IRFERRF (5120 Amazon GuardDuty £ Amazon Inspector) N Z £ EARER | Wk
SIHBEIER , BRERENE=SFSEBHNLLEBHES K HHEINRLEBE , P REZSEL
B/t &2 £ BRE,

Amazon GuardDuty 2R E SR EEARE , TiHBEFEREMARSRHEERARER AWS IR

F. ITHEH , ARFHEFR Amazon S3 FHVE R, GuardDuty ATLAZ HTEERIEF , & AWS IRFH
B+ EEE4 , 25 AWS CloudTrail EXEZE#. CloudTrail Amazon S3 ERZE#. Amazon Virtual
Private Cloud 7i#2 H&% , JAK% DNS HEfla0 , HaERIREMN API LY, HEMEEZ IP abH
W AT SR B , SR DNS EREAER#ES , CEEIRERMNITA. GuardDuty RESFI A ES
BEZENBERR, URE=FNZLE5ERHE K BHEBENER.

Amazon Inspector E BB L2 ERYE , TiHBINEE AWSEC2 HTHEEB LHEZEAERANLS
B4R, Amazon Inspector AT BB CEEAREINREREE. HFY  URNGEEBCENRE. &
HITREE 2 , Amazon Inspector BE4X — N Z2EBEE | YKIBEREREHIHEAR,

Amazon CloudWatch Events A[ZE#&A& AWS IRFREASEHEIZEHM AWS IRFE |, SIRMAHM
IRESMABMVEGERE, KEFEEEBSRFE4DERMIGIETZER , KK EBNEEEE
(BlanrEny Lambda B8 , ¥ Amazon EC2 #iTERETHT) , AERERLSHRFRERHT
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https://aws.amazon.com/controltower/
https://aws.amazon.com/solutions/implementations/aws-landing-zone/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/inspector/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/inspector/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/CloudWatchEvents-CrossAccountEventDelivery.html
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Example of target

options

Amazon Guardouty .

' AWS Lambda Amazon Simple
AN . Notification Service

Amazon SNS
Amazon Inspector . findings & ( )
i Q Y . .

AWS Security Hub  Amazon CloudWatch
Events Amazon Kinesis ~ AWS CodeBuild

Amazon Macie

ado
aooo

3 Party Providers | AWS CodePipeline - AWS Step Functions

5 — #-HY AWS Security Hub CSPM E& Amazon CloudWatch Events B1TE)

AWS Organizations AIHBIREF BB R ABEMNIRE W ARLREHZIRFREFNER, &
E@Z %, AWS Organizations XERBEIZFIHE (SCP) , EEE T JUAEHEBSH < S ERFREBEN
(OU) #1789 AWS IRIEEER o

AWS Systems Manager AIt#BHIRE B RIS AWS EHERER, BUURBEANERAS , BIRK
B%E AWS REWIREER , YEBHTELREFNRETE. BULEREEEH AP E8, &
RARERE, BEER BHBER, URESHASRMNENENR, B EEESHEEM AWS R
BEGER , IBERHNEEER , HERENEE , LLERRESRNVBEN,

52048 Amazon Inspector E2 AWS Systems Manager 4 , It R BBHITLLHE , RREET
LATE R E) Amazon EC2 #11T{E & , £/ Amazon Elastic Compute Cloud Systems Manager , B &
Z 8 Amazon Inspector KEBEX, B JLAEA Amazon EC2 System Manager £2 Lambda BE ,

B E1{&18 Amazon Inspector #& R,
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https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scp.html
https://aws.amazon.com/systems-manager/
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RELRE AWS LHIESR

GDPR % 32 ] , HBL4A . BFEENRINEERER  #REARNZ2ER , 28 . BA
BERNBRAMCENEL. L . B, ABLEREREREMBENFIEAER, |

RAREERSR  RELZFENER , FIANBEAUREEAAERREFNRRE. TENNZRBER
BRESEZLEN (BF-LL2RO) HRE,

mEEEER

NEBFEERHRNERERRERNRENSIEER. MEZEYRBERTEARSHRNERAEREA
BN, BrENETFEER LVHBREN. AWS RTRESERE , UANFEREERREEMNE
iR, Bl EELERE AWS KMS HE Y R EE CMK 15 AWS IMEZRBREHN , AEFTERME.

MZRERTZ R EREER L MAREER CMK REZEEEN —FH T EER, Rt , Bl
AWS CloudTrail RRSEHMBENBEZER., ARREERIMBZENBERE G RIERRLH, §—% AWS
ERREAETNZBEERNNIE , BETUEEEKEREAFERUHREB 2T N,
m , A LAER AES-256 tN%: , & Amazon EBS HiREE % , LAK% A Amazon S3 fF#FETEEREM
BR28ium N%: (SSE)e Amazon S3 B XA Fim N , W BEEASE BHEIXZE Amazon S3 ZBI KT
., AWS HEEHZIERAFHRNE , BARYHNINZEFZIESE, Amazon RDS 32 EFERE R N
# (TDE),

H7E Linux Amazon EC2 #{TERBEMEL , AT EAREWN Linux EXEMNRER, tHEEEH
HWINFRER  REEZER, At , EEERNEAERXSTSNEWBEBRMNE,

BEMER EZALARMBRTEEFHELHESR

- WEREBRMNE BERALKSEE  BEEA—SZENESR , AEREURIHEPNERNE, Bk
MESERERRRBRZTENE , TEESFEXERSR , YERR B HKEEREA , flEBEKX),
b8 , Encrypting File System & Windows NT {EE R 2 #EiTiE R R (NTFS) B Microsoft
BREH , TREMKRNE,

- BERREBENE kA EZEMFERERH , EFENBRAEUTIIIE. BERREBHRNEZS
ERERRRzLEER , EREEXRRAATHEML,

HWRIFEZRMCIRESRME (NVMe) 1Y SSD HITEERFHEMKREMS , MBRERMNE 2R

Ho, NVMe BITERFEFRINER , S£ANTEE LREEAPEFL XTS-AES-256 R RIS
&, MEEREUEREEARELE , BHEE NVMe BTERBRFEREMS EHE—N. FIENR
TREENTERF LR LRER , BEEZER, EFIERABCHNEER.,
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https://d1.awsstatic.com/whitepapers/AWS_Securing_Data_at_Rest_with_Encryption.pdf
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ssd-instance-store.html
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nEEmEFR

AWS BRZUER B AR (B AWS AN EIR) < EE@ N &R NE,

EFREN AWS tRFE , FRBEHPHERBESRH AWS Eii (Amazon Virtual Private Cloud,
Amazon VPC), B EZREERZNERBEED , BB AWS BER, AU UELERECHNERM
BRIRE , QEENECH IP hit&EE, BV FRK , URZEKARERKREE, ShAUEARN
R H S Amazon VPC 2R, R EMMERALEEE (VPN) B, B AWS ZHREFELLT
B RO,

ME T HRNMARESR Amazon VPC B EER PO Z BB , BLEE VPN EFBZELURE, B
BERFEEERNERBIE, BILUMER AWS Client VPN , RIBAF % L# VPN R R L £17H
BH AWS BIR, BB aILUER AWS Marketplace FHISE =7 E B8 VPN 5% , £ Amazon VPC #Y
Amazon EC2 #{T{EE L R &EXRlm. & , B LIEI IPsec VPN E#R , EILRE VPC EiRimE
K ENET. EEEVRERBEIE Amazon VPC WERAFEEL , TLAEMA Direct Connect,
& T LASS B AR B2 AWS Site-to-Site VPN &6 , B3I IPsec MZRWFAE ELR

AWS R TLS HEM HTTPS inEITBHA , TAEEER AWS API i |, AERERINE, KA
£/ AWS Certificate Manager (ACM) R EL. EERBELLIFERRKZE , B NEEHE
FIEANAEEAERBRE. Elastic Load Balancing 8 ACM B4 AR B HTTPS i E. EENARH
Amazon CloudFront #1783 , EXENZR S,

mnzZTE

AWS REZEREEMESHNENNEZRSE. TEREEH  HEFRELEEN AWS LRENER, W
% AWS IR Ihee B AR AEET  FSH AWS REDENEBLETIEEE,

AWS WERBREREFEASEMNZRERBFREREN , UEEFEIERERNNTEM, AWS AMFE
¥REHNEFETE,

« AWS Key Management Service (AWS KMS) 2 AWS EEHRE , TEEREEFSREERS
o AWS KMS ZE25TZ AWS IRIBEE , MERAZTFIRFH AWS KMS &8 , AERLET MRS
BN, AWS KMS BB R 21848 (HSM) BB FIPS 140-2 Level 2 B4,

« AWS CloudHSM 12i&i& FIPS 140-2 Level 3 BaEH HSM, ELBMAAULZ L MHBEESELER
EENZEREZLE  SQEToaEERSE,

« AWS Rifim=RBRTE
- AWS MEZRBREMHRHAFHMBRERNE , THMERENER  BEENREETER,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://aws.amazon.com/directconnect/
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/compliance/data-privacy/service-capabilities/
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/en_us/crypto/latest/userguide/cryptography-concepts.html#define-master-key
https://docs.aws.amazon.com/en_us/crypto/latest/userguide/cryptography-concepts.html#define-data-key
https://docs.aws.amazon.com/en_us/crypto/latest/userguide/cryptography-concepts.html#define-data-key
https://aws.amazon.com/kms/features/#AWS_Service_Integration
https://aws.amazon.com/cloudhsm/
https://docs.aws.amazon.com/en_us/crypto/latest/userguide/cryptography-concepts.html#define-hsm
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
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« Amazon DynamoDB MZ A FinRMAFmmMERERNE , AT ERREXEERERE (W0
Amazon DynamoDB) 2 &l %&£ {T %,

AWS Key Management Service

AWS Key Management Service 52 ER# , TEEBRRERIRBHNREREFFANNZSE X
REFATERR LS8 (HSM) RESBN TS, AWS KMS EH 4% AWS IRIERS | WK RE
REETELRELNER. AWS KMS th&E8 AWS CloudTrail B4 , AGRMHEEKBEREARE
RMEAZFELBN AR,

BARERY, EARBRESHE tollt AWS EEXES SEHA AWS BREHHK AWSAWS
CLlI , EEFREBEREEXER,

MMEETEARE KMS BRI , AWS KMS H1#) CMK HEUMEER B ESH Ak fHre
i RREAHREER. STEEEKMS S5 —XADHAE KMS FRIH CVK , MAEEE
FMBEEATSRINBG LR, B KMS THUFERELIEL CVMK | BBIA %3 MBHERRE |
AR A R B S AT CMIK AR,

BN AWS KMS VMR CMK , B AT BUEBFT S EUE S (B8R T) , AR EWBEEN IAM BUER
PR SRBCRGS , BRRUTFIEL SR  URELEASRAEANRE, SHUAUEECHEZRE
BEREBTEASRE KMS HEA.

flgn , THBEMEM kms:ViaService & , AFFFEEN CMK , REBRRERARESEREA
# (ExampleUser) 244 EEH (us-west-2) B Amazon EC2 5 Amazon RDS B , FREFAREENE
(=

{
“Version”: “2012-10-17",
“Statement”: [
{
“Effect”: “Allow”,
“Principal”: {
“AWS”: “arn:aws:iam::111122223333:user/ExampleUser”
}
“Action”: [
“kms:Encrypt*”,
“kms :Decrypt”,
”kms:ReEncrypt*”,
“kms:GenerateDataKey*”,
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https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-service-ddb-client.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://aws.amazon.com/kms/
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“kms:CreateGrant”,
“kms:ListGrants”,
“kms :DescribeKey”
1,
“Resource”: “*”,
“Condition”: {
“ForAnyValue:StringEquals”: {
“kms:ViaService”: [
“ec2.us-west-2.amazonaws.com”,
“rds.us-west-2.amazonaws.com”

AWS RIEES

AWS KMS 2835 % AWS IRBES - IFEBSRBENTREE , F2H KVS Blh, EBLESTER
BEMER AWS KMS CMK |, INZREREEEELRELMWER. RTHERAEFEEN CMK 24 |, #F
SEREBBHLAUBLREABBDALEII R AWS EEMN CMK |, B REEREEIZ CMK IS E R R
N

EInge

ERERERREE BFEE AWS KMS i £888F | AWS CloudTrail &ML (B A FESEE
Z IR 7E CloudTrail #HREHIEER Amazon S3 FFETRE), REHEMEAIEFLAE. BE., BE. H1T
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