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v I
VPN with Transit

9 - AR M AE TR R R

(® Note
MPREAEREREA VPN , BEEREZER , BREVPNELLER AWS VGWIER
AWS Transit Gateway AWS S2S VPNE#R, MRERTK , BRI UER 2 ErPMENERAE
B VPCUUKEMREIVPNERVPCFIEN (#E ) , HBBEMERE,
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IRMERERBIRRELEFHITHABIENED,. RETEETUEBEEEEREHEEANE
FEREKERAE, BEMPABEL  EERERRRERRERREPEPBEE T RBERRE
B

WENAEATAMMESERE AR FMRENR , F2H AWS Well-Architected Framework #9 &]
FEHXHE,

EASE A=
A A

AAMEIFESTHEANKEE L. EREESHE 99% ( BF ARG 3.656 R {EHE

BI). 99.9% (8.77 NS ) H199.99% (52.6 988 ) , Hh— /I HBHREFLFHNLE (99% B
TZhy ,999% & "=h. %), AWS HRIHBER P O BN BBERL R AN TEEER

RABRIEARNTAMETRRE,

RERE R T SR AT ARV BB R 2 4

« MREMN AWS EREZRRNARMBEREA , REAUREERF? R2TR?
- REBZSFTEHENIEFRKBAEALSETALERPRIRETRHER NG ?
- RERRAREXNEFERESR , RNAHEBRREN RN ?

Well-Architected Framework Reliability Pillar B9 7] M [E R EHEFTE T AN EZEN LR,
M

EMRIFEREUTIEMNES  REBRBIBBEPERE, BENFSEEERUFEER , UK
BEEPETAROR (B0, ERERRINERERIREE). AREERRTH (EBE. BREES) RBAR
HE AT AN BTRHUEMNEE , ARBERENREEIRIE, HREMEHEBRTEMER,

MR AR BRI B BE T

- BEZAFZLORERKERE, 7HNHRE"?
o WMDIEIBE AR AR 7 SR M A ER AR R A BE — R 2
- DEXIELRE (DDoS ) EHXHIRERMTE?
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BATRER T

B BEYEE  TEEEERERRESRBRARBZTESKENTSEYE , MERSUREMEKESR
HEEMAE, ERLEERT , TEUAARFENRE (HEEMEM ) ER , AREHRERHHER

WEERS K MESUSTHEEAREHESEHREEENFEER K MAEEMREERN TR,

BESEAWS Direct Connect EREZ , RATHRA THASERMN AWS REEHK AWS Direct
Connect ,

RTEREERINBEATERIZNESHRERMRAR , RATRETRBUT A :

- BE  EEEREAEBERBETFNEMNE—RES  SRETRAMKER. BEEKEE.
BRI AEEMN DX BN HEER AWS B, UAREZEER, KEEENERRE. RTFAAKENE
MAEE , FESEREKER. BEHKE (i, EFFAEHEE ). AWSDXLEM AWS EiF
(BRRZEHRE )

- ASENAEBERN  EXEBAT , RETREREF , BEELEMENBERIATHIIE, EE—
HEE4HE  EEFRRER AP ZRRABNBETAUERESNEF , EAERE , HBkK
SHRAHMANETHE , BRRERRTENTETR,

- FEBEKE  AEBEREBRAEAHZLEETEAM4ACHENERE. SEREREEZAE
K& BAXKAENERE,. AXEERMENERE , URBARBEEAT»2FEAMENRE, 7
LAME FVPNIER R L 858 ( DPD ) 1 AWS Direct Connect iE#E /Y & @ EiX (&8 (BFD) K
WERESEN. MAREERNEETREIEEE (NMRELER-RENERATRMRE ). TERE
RFERER (MREEMAFALRENVPNER ) IERNVER (NREERHERERIRENE
R) . BAMBNHSI)BEEEREFRAEANKEHBAREET , SEEAHEDE TR
RFREFIAE AR EE - BEHABRE TABRENEE.

- RETR  BEMESHBERFTNREIREEETHREENABERLT , REENTERZE
ARER. BREBUERGES A HPZLEZEEERRASRETEARERRTHEESN , %
REBREES, FHIR—LERNREIECEARS , EXHEESHKERMRLIENE
f85EM, AWS Direct Connect BB M MAERETRBERIERERNEL BGP ( #
B, BGPAHRHFFRE, ASPathRE ) . EERMTERNREIRRAAR , BEEXRD THS
B AWS B THERBFAENRESEOMER IP A , ARFERMZBENEBELS, H554E
BABEAHWEER, MEFMAER , FSERFEMW Transit Gateway Route Evaluation Order
. Site-to-Site VPNRoute Priority 1 Direct Connect Routing f1IBGP 3 #,
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® Note
FEVPCHHKXYF , AR USEZEFHMBREERAANFERE. IFHEARGINFHRE
A, FRFEEENKRHBELIEF. AWS Transit Gateway XX EFEHEE  (E—H
EA , eMRgERIBENKHRER,

BEEERTERHNE Site-to-Site VPNIE LR Ei 4l

HRHRUNEADBU S AER | BBFERMEREZEE WE— AWS B HEVPNER AWS
Transit Gateway, B 10 FHERNREIRERFTER K EBREIRE , EUAUEBUTHFAFERESE
SERFBRARAUEENRTERE

- BMHESER  HEVPNESRSRUERNNERE , FADEREHRBEANE (BGP) XEBHR
ERBE | WEAVPNERE SR N RELR KBS,

o WEEME  EMEVPNEZRECMPZBERE , AWS Transit Gateway B BIR & AL B EVPNELRIE
B, 3% K ZBESTEANEERKAURPEERERAD , AUEERAVPNERZENERE L
3
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' BGP Advertising route |
Route toward on-premises network

Routing preference is based on IP

prefix longest match Corporate
data centers

' ~—
! 172.16.0.017
P 1o 172.16.00/17 i 5 18 0.0/ L)l N
. St
~— 172.16.128.0117
To 172:16.128.017 e 160,016 -1 ? B o

-

| —

172.16.0.0/16

-
i AWS Transit Gateway

Site to Site IPSeec Tunnels with ECMP

10 - EEFRERHE Site-to-Site VPNIEAR & 51
BEEZE DX EENE RN B A 41

11 PR R RGIBERUR T E IR EFHREAIPIEE R O |, A AWS Direct
Connect & DXGWH AWS £/ MR KIRERENERER (40 AWS Direct Connect R = I
R RKERE VGW, EMEAIBERASEBERFTOLEE (DCl) ERFRLEE, BREWKD
FUEABNRITEE IPFE (192.168.0.0/16 ) BEtMEAPBEERFOLLALNE. KFENWEER
REARERF L1, MRERPO 1 AME DX LEBREWHE , TREKD XLANREKBTERBREE
RO 2, A, BEAERPOLHE—ERBEEN IP FE., EXFEFTEEEIE , MEME DX
ZEEARH , AIFEEEBHMER P OB,

FEIRBGPHEBMHEES WIKRHE B AWS DXGW |, Bl U EREH AWS DXGW ik i H 5
BBE, ELEHBBMHSEEERIGAEREA AWSH BGP A4 RIFREBM., MEFHMEF , F2
B AWS DX Routing BIZE #IBGP#Ef
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RTERAREHRS AWS B ERERNTEYE , 8 AWS DX ERHBEHEITRE , ECMPLUET
LEREWmEARSEATHENL S E < AHNERER AWS,

Prefix 1: 192.168.0.0/16
BGP Community set to 7224:7300 (High preference)
Prefix 2: 10.10.0.0/16

Traffic o on-p networks BGP Community set to 7224:7300 (High preference| Advertised VPC IP prefixes towards the WAN,
L tf {Highp ) with preferred routing metrics to ensure remote

Prefix 3: 10.20.0.016
i : ites outbound traffic towards AWS prefers a
advertisement BGP Community set to 7224:7100 (Low preference) siies of
el AN DV NRY, Y path via data center 1

) AWS DX Location 1 Corporate
Region A data center 1
Region A m
- TA‘----- AI—-. - - - = ,-‘l\-.‘ -——
&y > € ?

192.168.0.016

= - < r
, y L
DX Router Custpmer Router E| Remate site 1
Prefix 1: 192.168.0.0116
AWS DX Location 2 Prefix 2: 10.10.0.0M16
DX gateway Region A

e S o S R
a3 e
1

I8
Availability Zone A ,' DX Router Customer Router
¥ 4 .
r ' -
! Avallabilty Zone B 1T AWS DX Location 3 Gorporate

11%91
<

i Availability Zone A ! :
! T
b @] +
o T _{:
Avallability Zone B =21

)

€

________________________ @i\‘_; To 10.10.0016
......................... Iy
: VGIM :n Region B data center 2
' SR
-------------------------- In m T 192.168.1.0/24
/ - - - - - - PR - |- - - -
? To 10.20.0.0/16 wu w > Bl Remot site 3
7 N 1
I ™
DX Router ——>
‘ Prefix 1: 192.168.0.016 3
! ] AWS DX Location 4 Prefix 3: 10.20.0.0M16
' ! ocal
! 1N Region B 182.168.2.0/24
e s
: Availability Zone B = =7
; v el B T0 10.20.0.016 SR —= - {%} >
DX Router

Prefix 1: 192.168.0.0116

BGP Community set to 7224:7100 (Low preference)
Prefix 2: 10.10.0.016

BGP Community set to 7224:7100 (Low preference)
Prefix 3: 10.20.0.016

BGP Community set to 7224:7300 (High preference)

11 - EBZ{E DX EiRHN & A IR E v & &5

BEBMERET , BN AREHEER (EAHERNLEFAERENBGPHE ) WRESER 2 BEE
Bk B e DX EHRECMP, 718 , 2R DX EHECMPAEE | BIFIUEALriFwmAERSE , 30
£ 8% A R MBGPAE B X AF R IR |  — 7 DX ERBREGT B EE&EE,

AR MRABBBENFLOANBEEFFEREEE , AIFTEREELRE , UAFREER —E
DX 58 , WtARER P OMEAN S —E DX B ( MEEEERE HEERECMP ) BB,

VPN E#E/EA DX AWS E 4R K 519 &2 4

VPN T LUEE LR S50 #8R%E4E E AWS Direct Connect Ei#f, —f&MES , EEEEMNEHFERR
HEAMEE K RATRERABBRER LHRETEE L MARRBESESHASRERABEEENTSE
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#, MEELEBNERBBESLANSGER. EREMAFESHNINENERER  ENLEREE
RIEFEZEEREERK , RUEEARRBRAIRER , EEITUGEXEDX ALk, B 12 RAL
EEERXARRET. ERFTHW—(EREEBEZEERER |, VPNH DX EEHE &1L AWS Transit Gateway
MR AEBEEE 1 DX ERASMWEE , VPNEZFITULAEEZEE AWS Transit Gateway, iE
ARESESRARIRE., BRIEBENZBEREIEFFERE (CGW ) REMRVPNERZEWEH
WEEHBEERE , EAREIHERH.

EE BEER EEVHEERMH AWS Transit Gateway , BEEIRERBARPEZEZNTRE AWS
Transit Gateway B H , UEAEFERARBEEINE,

£ AWS Transit Gateway BEHFKHNAERE , AFBEFENHEB R AWS DX B (FEiB

DXGW ) M ¢ #UWVPN , FEREME. £ WEHELIEFERE 2% AWS Transit Gateway , &
Direct Connect U #Y 3% i LEiEIB Site-to-Site EWHRHEEEENRFEREVPN , HLiER MR
AWS Direct Connect #$E £ R EZEA P BMEE ( in-premise network ) »

+ Route filtering Accept only summary route
« Set lower metric e.g. BGP Local Preference value

F - AWS Transit Gateway route table —
Region A DX gateway path is prefered, over | BGP Advertising route
= VPN, when same prefix length is
propagated to AWS Transit Gateway
--------------------------- datd centers
Availability Zone A o«
______________________________________________________ P
Availability Zone B = ~i g 172.16.0.016
LY . o
) \
{1
!
= i
(3] \ AWS DX Location 1
PTTTTTTTmmssmmoommeoeees i o Region A
! Availability Zone A i T ml L
SE—— | o N D).
! Availability Zone B [ - =,
DX gateway DX Router Customer Router

172.16.0.0116

-

AWS Transit Gateway

« Accept summary route and any specific route
» Set higher metric e.g. BGP Local Preference value

B 12 - ¥E& DX AWS VPNE#R {3 H EAREE 51

THAREESIBRMEPTENRE , LUEREY (EBELETEN ) BEAHEKER, WEHAE
A, B2 BAWS Direct Connect 53814 T B
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What is the targeted up time of the hybrid network
connectivity?
Solution:
High resiliency

Two single DX connections to
oL e multiple DX locations

'

o

Solutions:
Maximum resiliency
Separate DX connections that
terminate on separate devices
in more than one DX location

Solution:
VPN connection as a backup to

Solution:
Solution:
PO I RO LG Separate DX connection
connection

13 - A RMRER
& FZEVPNH SD-WAN
E&E

MERERNERENR—Emm , TANERSFHRSHEEN. FEEFERERERBEBWANLE
BEH A MAREENRELE WAN, BRREZNEEMERE (SD-WAN) ARATWANZEBIEAR
BRER , REMEYEPERNER, REFEESEREREENLEREMHIE VPNs,

HEGTRRNEE

SDWAN F1& F Z & VPNs A LUE BB #1T AWS Direct Connect, SD-WAN ( SRAEfAEX
BVPNEE ) HERERER —KTE. At , AAEETHENRNITEENSLAZESHENE
. flin | BBEIB ZEML |, EBAMREREESE SD-WAN BETZIRMHIERBM THE M AWS Direct

Connect,
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- BREERIHBFEME P EA SD-WAN ?
- BEEBLFENREEARARVPNIE LB 5 E EFRER R ?

BATEER S =

AWS 2 %A% SD-WAN B2 # 4 AWS Transit Gateway , M2 # AWS Transit Gateway B & K &
EEE. AWS AJLAFZE SD-WAN ENFREREZESHE. BB TARKEIEE AWS A FRE SD
WANH#E AWS S E A5 B SN MR ERE, SD-WAN SR A RTEFBRE —EEEKHEMT
ABSWEBREBE, ENERNTHRIIE, BER AL BZERAEBEENEBHLAERRR
EHEMATRMEWANs, BER , FABEMNNEENERISELAEERTEANSER. SRAHEER

HEAT LR,

HEELEFERT  BULLERERES VPNIIRNERR R, EEAREEERRBHNRESHERMT
fE , R ERARHEBITINERYE., EREREEREEC2HTERTHENERRBEREEVPNR
SD-WAN R AR , FEEXEBRIERR. SFHLXAREERR/MEZEANS TAMNETERE.
EERGTEEMENRESE ; EEAUARRHKESHERM, FBRAENFENDERIURNIERE
HY I Rk R o

AWS Marketplace ‘@& ZVPNE#RE , &F JAE Amazon EZPEBEC2, AWS EB=EfE AWS Z
& S2S BIAVPN , W ERFEANFERFEFHMRE, ERRFENEERBREFNEL.
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BRENE—Ho ~BNAEREE. FRERBENRKG R BERERENES NBBERGT B
HNHEENEREREEZN , RATHRAFERAZIRRE, BATMEER#LE —SHRTIEN.
MRLABHBRRGIERFEENER , AUTURERTLEFL , YEERLTRERGELE
REBER

Eﬁiﬁﬁﬂﬁﬂiﬁiﬂ%’(i%{%Bﬁ:‘?ﬁ%?ﬁ?ﬂﬁ%ﬁ{iﬁ]o eI F LA HEMEMNE — BT M BEEAWS, %
$EIEE§}EEA T A REENAEURRABRPOEFENEABBRETHNRBENEE. K11,
ZNFNEBERKZERMMEE—AWS RSB Amazon VPC ML B FHERFEEEENARIRE, &
%I%E%Faﬁ#“ﬁﬁﬁ , MEMAERERFHABRRE, MANEERRERERBE=HARETEE,

Example Corp. SEIRFTEIAAWSREMEEEE , flMiEH ERP RXit , ERFEERZEE (VDI)
RSB 20 BEARFRASHBBAWSEEIRK 6 @R, HEEN —LERNPEEZTD , ER
BHEE , eMNAWS ERFEAREEER,

REEBORENAARARETBRN 55, fIERSEESE TR FERERBEERBES AR
b PIRYERFTIR R,

ERHREEEEREENERRAL  EEFRBEUNTRA T
R 4-ROVTERF A FEEE A

EIRERREER FRERMBE BE
HERE HEFMENRERAM 2 - REAE :1@A
R, X, SBxEEA ? . A% -3@A
zeM ENZE2ERVIBERRE AT - BB : 7R Site-to-

{55 A B B 48 | A b 23 E 4 2 Site VPN
BAWSHBHIEAMABIBE . £&  SSFHALE
2

MABABEERE  BEE o SEAERAEXBENZ.
REGAEEmBEFRME
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ERERRBER
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FERERBE

TEREEETREBERER?

Y/

EERSHBEREETERE
TREBRR?

TERMENTLE ?

AWSER X ZRER B 8 BE 2 ) 7T 4%
ENRAIEERZD ?

RATEZINRARNBES

B 7

BAWSE AgEEZLER?

BAWSEB AgEEZLER?

BEIE AR R K A MERY IS 2

&R

c KE R

- BHEESRIEL - N/A

- KEE:
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« KE B

- FAEORIE - 100 JKEb4F

- EE 500 KHFHERE2
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- FHEAIR . SEEHER
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- BHE/AIE -1 TB
- EE 10 TBRKEZ 25TB

fim

RBREINER , ZENMIBBEREIAREREEE 9. TAFEBEKRERE., IEMEER
BHEEER, HREERE  MEZE T IR EIRNER, HRBERIALABHNLTRE
R EEBE LM site-to-site VPN, BREE , IS ERFIRHESEUSE L ABBERERER
AWS Direct Connect, RfilARISERHEREMERE Connect EE Connect , EHHAAWSE# SLA
MER , 27T BREREREE,

REEREHE , T ESREENEXEERRGTRENE R, EREBERTHE , HIUEENE
B 75 T AR A A S R SEAWS TS 70 5 91 75 SR 49 R A% o
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ARTEEERMENEFIREER , ZREREATARERBESRTHNEREREE, TREERHE

EMEEEBMEEIER.
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EEMERETREZE
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FERERBE
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BISLTEH VPC BB A1 ?
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S BEEEZEEE ?

FEERIZSDEREEHES
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BEELERZIEEEER
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RIFB@WA , REEKSERE ERRET BERPHRERREE. EHEFARR 6 BEAN VPC HEHKR
2 18iN%E 30 2% , REEBCREK FAAWS Transit Gateway/EiE#FH VPC BEHENKLEREE, B
AWS Transit Gateway#IA&#% 1E A B R DRI AT VPN iE#E | LUKk B4 Ei#E#EZAWS Direct Connect,
2 B9 AWS Transit Gateway s WEFRGESEFEEFMEE K WERZAIENEERECEIREME THE
o R, HREE , BABEEAWS Direct ConnectBEAWS Transit Gateway, 22f VIF #& B RAEFE
AWS/ Rin B R . B 14 588 7 BRIBNE R ERTERFH L AR B,

s the outpat of your previevs decisk Dev/Test —====-
tree(s) VPN or Direct Connect?
™ Production —=—~—~-
1
e “‘_'_?_____ < heralartad VBN, ECMB ne hath reekad:

Do you want to minimize operational over as

Fo==" }

$

!
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DX + DX gateway +

DX + DX gateway +
AWS Transit VGW ¥ :a

Gateway

[

J

| ——-—-—

+
VPN with AWS .

14 — $BI 22 RS BB ARG TIR KA

HEREBRERUBEARRENBEEREETRCR , T-IRBRETRMEMABHER, ERMEN
AN EESRERE.

RTERTEMER  REEREARNOREMREHTNERERBE. ERBEEN TR

®6— AFEMEREE

EEMRIEEER FREERBE ER
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IHERRERMAWS ? CEE B
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EEMERETREZE FERERBE ER

HEBAERE  EEAKE - BRAEF
HRARBBAWSEBHES . 4z
B SEEEA R A ? AWS
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REBWEIN@EA K EFEEKSERAAREXANEENTEMHZEMBIPHRES, EZEBILEEE
MW EEHTRHEEZES 99.99% , UERBREFTHRFELENSLEFEC R , RBEBRAEMSR 2 @
Direct Connect & , Yt E BRI B E R+ 0F|S{E Direct Connect (U BH 2 EIEMFE (it 4 EE
) FAABEFBIFEN VPN EZEHiSERAMME VPN EEREHREANTER, FRUEE—EHEH
MEEH TN , EEMEEENT .

- HRFEZNAE , RESER ECVMP EBETEERP LN 2 @EELETEHTEH. ENFES
MELE, BESHBBERPONBESEERBERENERTER,

- HREERR , AFHBME P —AWSTEE Connect L B2 FRVEEEIFEML. ELRERT , ER
EEBMEEEERTOATHERMR AN BERROBEER , AEHTHAWSEHAIHIENR

B, Bt  BREXZERPOITHABMERE , RESEWMEERIXNEER DO BEET
SETEH., MREEKK , BGP #REBDHEES,

15 BB T IRBUEE 2R B R R R A8 EIREVAYER o
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What is the targeted up time of the hybrid network
connectivity?
———————— -

v v s

L

Solutions:

Solution:
High resiliency

Maximum resiliency
Separate DX connections that
terminate on separate devices
in more than one DX location

Solution:
VPN connection as a backup to

Is it primary Connection DX?

Two single DX connections to
multiple DX locations

existing VPN o

Dew/Test
Production = == == = =

Solution:
Solution:
PO I RO LG Separate DX connection
connection

15-B 512 BB Al SRR

HEEANEEZENRBE

T E&REA Example Corp. Motorage EEF R L BBEAQ X E A EFRENRER 2 B BRNE
¥,

CEBEBHEER AWS S2S VPN #& 1EBAAWS Transit GatewayZ FHI5E, A% , ©AWS Direct
ConnectE2{E## Connect BB M 5 —{EHAAWS Transit Gateway A EERE. AWS Transit Gateway
R VPC EikH. REMBENAERE , TEEHFON VPN BESAERZMAENETERE
MABERFLNEEAAERERERE, HREERE , FIEEESSRAKMER. RENRELR
BRIHPBRBAMENER PO , AWSTRIFRIZEZEMHMFEEEER, Example Corp. Motorage £ FA ¥
W IRELEN , TEEARERRFEENER , MAWSHAFERAHBHNRERTE , USERL A
HEETEMREER DO ZBEER L RREEER.

BEERE 42



BEER

AWS BRE

3 AWS Cloud

—

AWS Transit Gateway

B

AWS Transit Gateway

AWS DX Location 1

¢ DX Router

DX Router

AWS DX Location 2

DX Router

: AWS Public Resources
! DX Router
Amazon Amazon 53

DyanmoDB

16-BH LR NERENESEZER

Corporate

data center 1

kT

Customer Router

Customer Router
Corporate
data center 12
Customer Router

Customer Router

IPSEC Site to Site tunnels
Transit VIF
Public VIF  ssessssanssnsnnsnnns
AWS Transit Gateway Attachment

BEERE
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ZEEEEREBIEFLZINZERRE, ZFIEEBRURNOERE  HAREREENBENERE
i, EEEZEMET , REBAFRERFEEER  HEGATRER, EURERR-—LEZENA
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