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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_CreateSnapshotCluster.html
https://docs.aws.amazon.com/efs/latest/ug/awsbackup.html
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-snapshots.html
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» Amazon Neptune R B

« Amazon DocumentDB

* Amazon FSx for Windows File Server, Amazon FSx for Lustre, Amazon FSx for NetApp ONTAP
F Amazon FSx for OpenZFS

#7H Amazon Simple Storage Service (Amazon S3) , A LAEA Amazon S3 B [EiH#EE (CRR) MAJE
BSFREFEEYHERE DR BiFHH S3 REFTE  ARAFHNMGRAMRAEES , UEREER
R, FEESERNERERAERNRERRE (BET ) , BUREREMESHELS |, flmER
EXFEENE (HIUARKRENERMER ) U Epoint-in-timelid. FEBEE®WERE AWS Services
for Pilot Light EE .

AWS Backup RIEEPUERRE. HFEMEELRTF RBENERL AWS FHHIHEE

» Amazon Elastic Block Store (Amazon EBS) W&k [E

+ Amazon EC2 #1T{EEE

» Amazon Relational Database Service (Amazon RDS) EXE ( ‘@#F Amazon Aurora EHRIE )
+ Amazon DynamoDB & ¥}

» Amazon Elastic File System (Amazon EFS) #R & #

+ AWS Storage Gateway Wik [E

* Amazon FSx for Windows File Server, Amazon FSx for Lustre. Amazon FSx for NetApp ONTAP
F Amazon FSx for OpenZFS

AWS Backup X & BEHERFED , flN EXBERES.

¥E% Amazon S3 BERIHVEEIN K BB IRREE , FERUA S3 WAFRANIZR S, YHFRRAN 2R S AT B2 Bl
RERBRAE , URE S3 PHERERMBRIUSHBENRR, WHRFEF T EREEARER
WA K, MREMEH S3EERKERERE DR B , BIRIFEFER , ERFEFEFTEPMBRI4
B , Amazon S3 A& KRR FEFATRE D EMIERREE. T ARE DR BHFHNER , BRERE
A EEMER,

BRTERZN  CEXARRGLENEAENERSE  UEHTEITFEERYREERKEEE
(RTO)o AWS CloudFormationig it E## 2 EIFE XS (1aC) , X AIEAER THEEFEPHME AWS
ER, MEVEHHENEHRFIERZE AWS IRFF AWS EiF, BRI TEESHERAK Amazon
EC2 #11T{E &2 A Amazon Machine Image (AMIs), AMI 2R HTEEBUBEENIRE | LIRER
EHTERNEMHA EBS MEREREY . B LER I AMI B EC2 MITHERERRA, &L
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https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-overview.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/backup_restore.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/using-backups-fsx.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/using-backups.html
https://aws.amazon.com/s3/features/replication/
https://aws.amazon.com/backup
https://aws.amazon.com/ebs/
https://aws.amazon.com/ec2/
https://aws.amazon.com/rds/
https://aws.amazon.com/rds/aurora/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/efs/
https://aws.amazon.com/storagegateway/
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/using-backups-fsx.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/aws-backup-and-fsx.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/delete-marker-replication.html
https://aws.amazon.com/cloudformation
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E BEEARBEBER AMI, RE , B LAER AWS Backup# i Bk SRR E H i AWS EiF,

BiRF R0 ERBELEE#EEYG S RATHEESIRFAR. RTHTEBNES EBS #EkE

25, AWS Backup EFTIEEE K EC2 w0 Th8E , AWS Backup L EEHFMEBM THIFEEER : #
TERER, RENERLEER (VPC), R£#HME. IAM A€, ERERNER, T8 6 REEHK
EC2 et EREMEM AWS B , T2FALEANPEER,

ERELHERRETHARONEMAERBLEEREBEFER, AWS Backup BEHEFR

Bt BEERIARBAHEREEER, SR AWS AREHREU APIs , BEEEEHEREDRE
13 AWS Backup, ZAI SN BREACHERTE K IEBRXFEAERHBRER, TEEREAR
Amazon Simple Notification Service (Amazon SNS) # BEERMEHIAWS Lambda., BEEHFENE
HEMNERREFEE  RARBEOERNENRERFTEHRE, NMRLBEEXCBBBELFER 6 &
MAR TR BIE W EHE I RENERERE,

)

Performs backup and restore

of volumes K A
7 | q .C
"4 N

AWS Backup Amazon Elastic Block
— Store (EBS)

Y

Request to test restore from a

back
Sends notifications about job acp

status
Performs cleanup

v -
@ | % &
Invokes Lambda for testing
restore and cleanup

Amazon Simple AWS Lambda
Notification Service

Users notified about status

changes

AWS General
User

8 - & R MR H st

AWS BR#5 18


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/CopyingAMIs.html
https://aws.amazon.com/backup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/sns/
https://aws.amazon.com/lambda/
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® Note

B REXABASIEE D, NWEFHMAER  B2RAELHETR -, #2E AWS Well-
Architected Lab : HIERERNEHMNER , LB REEE,

BRE

ERERERZE , EAUUSERE—EARGERI S —EES , XHER O TEEFEREN A,
XBEERESNROAMENER (PINENENNHFRT) HRERFERIRE, Eitxx  SINERAE
AR  SHARAEXBNER , B8 "B YRENRPENFALSERTEBBRER. &
Rigd , BALUEITFTEERKEMIEMEER , YEATHHEER. "HFA) NEEEBRRTEH
FER  ARRAFZRVERBNDERBBER ("R ). R NERLZETRE , BHBOERER
—f#TR , mMESERTUNEEZBRBNRREARXABSFRREMETERENEERE.
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AWS Cloud Route 53
Active ..D

1 1 1
! Availability Zone i 1 Availability Zone | ! Availability Zone i ! Availability Zone
1 1 1 1
1
VP
1
1
1

' i EVPC i i
1 1 1
Elastic Load Balancing ! i H & Elabtic Load Balancing
: | ‘ i :
1 1 1 1 1

———————————————————————————————————————————————

& 1 = 3 ! N 5 ' "

Front end . ' H . Frontend ! ' i ! -l 1 ! i

! server | Auto Scaling group | server i | : ! ! Auto Scaling group | ! '

N 1 1 " n | 1 b

1 1 1 1 I 1 !

1 ] 1 | I 1 1 1

[ I i 1l [ 1 11

y L 1 T 1 N Iy 1 T 1 1

i Application {::E i H {:} Application ! ! T ! =f= ! n
1 1 1 I

e Server 1 Auto Scaling group | Server B " ! Auto Scaling group | ::

1 : 1 1 [ ! : 1 1 [}

1 1 1 1 1

1 1

! _Shared cluster ! _:L“mla
data volume

! =

1
No instances running

AAAAA

] 1 1
Aurora 1 ! Aurora Replica !
; E

1

: Al
:Aurora Primary "
Replica

1 1
' Aurora cluster !
Snapshot

Asynchronous Cross-Region Replication
(Aurora Global Database)

- IERERE

EREREEBRFEATEREERE  BABERNFERARERE  UEXBBRERFHLER ,
RAROERSZEERBOHE. LERBREERECEERBL L. LFEEHESEARSETROER
RERE  WRTHFEEH (HE BAH) SERREEINEERERSE, SLUER 8 B{LEE 1 FEH
ERFREMARENE (1aC) BEZEIIRFNESNEER NG (RARRENBETEESE , ARG

ERE 19


https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
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H/BBRERRENEE DR B ) , RELUIER, ERCESEESEATEN RF  URHES
BHRNERNZ2RER (MREARNEAENEREKBERTEN D).

FRALSEZE , REXERBERNKLE, FESHEZSTURELHETLHEANKE K BETERER
PrEi ERHE BT |, BRI RSt IEFTERERWRA RS |, NGB ERNIEE, B EK
#EFGHEAEENER , UEMEREEF R ILpoint-in-timefE s

AWS BR 7%

BRY ARG NERERTEEN AWS BRIERE U point-in-timefid 2 5h , LB ALNIERERKE
BT R

HRAETRE , HFEEREERE DR BEHHNEIKRERENERERERK RPO WRELZE (BRT KA
afampoint-in-timef& 2 AMEAR ) . AWS ERATIRBMNER , AERHREMEE. BESE. RS
WEREER .

« Amazon Simple Storage Service (Amazon S3) £ 58

« Amazon RDS EH#EEER

« Amazon Aurora £i5 & ¥ E

« Amazon DynamoDB £ & $l &

« Amazon DocumentDB £ig# &

« Amazon ElastiCache (Redis OSS) H £ iH& kK [E

EBEEEE  ERRAL T LM DR BIEHPZEER, BRI LAER S3 ¥4 S3 BSR4l
(S3 RTC) S3F1 Amazon Aurora £ &R EN EE e ERBE I RERBEBRNER KA.

EREPERAXBERESHTENBEAIESHE  EX4EREA RDS EHEINER , TERAE
EHTER. B Aurora LA EREHTER  BEFEFEL78F85K , ENREEREFN—
Br. WHRER RDS WEEFEE (CRR) MASEBE | £H Amazon Aurora £ E £ EREHEE
B, 2RENEFHERAERSE  BEENEREZLUHENERARIER , YA TUEER — R
BIEA—HHREREE (AWS EBiEANIERRER 100 E® ) . 5 Amazon Aurora £HE R E |,
RENFTEERSFERERERPE , MERETRBRNEGHE , ZHUUREARP—BIEEFGER
-9 BAERBEINBEASE, Bt LIERE Aurora REEBFIAEXEREEN RPO EERRE |, LIRER
EL—ERERBERISFERE RPO BER,

BEBARB/NERNZR O TEESEBRRENMBRRA  LEALBELN DR B+, FH AWS
CloudFormation , Al A EHEB R , £ AWS IREM AWS EiF 2 B —ButBE, AWS
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https://aws.amazon.com/s3/features/replication/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.XRgn.Cnsdr
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/global-clusters.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/dg/Redis-Global-Datastore.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/replication-time-control.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/replication-time-control.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-managing.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.Promote
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
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CloudFormation fEATA KX EZWER S HRE BT BN AWS IRFEF AWS [E1F, Hit , BT
CloudFormation #8748 R E/EFFEE , LA DR B ESSERRENMRBRERE, R EC2 #
1T{E#8EE , Amazon Machine Image (AM|) SRR MHEREBNZENBREEF. EUUBERGE
EFREE , BEULFEEAMIs , WHHERITENHED EH. EFBRBRELES AMIs HEER
EKHEEHR RSP EFRBERBER TEESMEN —1], Amazon EC2 #{TERSHEBEME
BHEENERED (HBREERE , BTEREY ). EEENERERREUZIBEERE K F2
Bl "ERfEFW. —E 9 M Amazon EC2 Auto Scaling.

HREB/HBAERE  FINETE K AMERERIHSEATERSE  WEFERFHTH A KIIHRE
KBERES. LFEBEEZTUABRNFHIND. REEFRERERESRABRBREBER
FEREIEMER, BMEEALENRNREEYR ERHENERMEEANTE , YEHTAMNENNE
ERR. NREETTFE (FRET) RAGERBE  gR4EELEER. AUEEFAFHRBNE
EBE, EUBERT  BNEKREBENSREDL , RFBRBREERTRA—KEHS.

£/ AWS BRI  REBEREEEREFTEZR,

—EBIEEMF A Amazon Route 53, {4 Amazon Route 53 , A LS — %@ AWS B8 8 % {8
IP % 2B Route 53 BB BEVEH ., AE , BUUSREXRHIXPHEEBTHEE RS, £ H
BEE K AEESREVRIERRE , WERHIFEiRE, Amazon Route 53 B RERESERE
LoimB, ERAELERRERET  SUUREBBMEN DNS FH#EBE  URARERSEIATEE
MERIFHNIRS EREENTELETHESENERE. EECAFIREBNAEREEFLIER |
& A LAE A Amazon Application Recovery Controller (ARC). £/ ARC , &R LLE I Route 53 iB/E
MRERE , TERREEERE , MEMAGTUTLEFINFER/ERME. SR UER AWS CLI 5%
AWS FREH , FRLETAMNERTHE API RIFEAEBEENSH. ZNESHERELY)HR
(Route 53 EBEMRERE ) , &4 Route 53 S REBEEZERES A MIFERE., FHRBEHER
ENS—EZRESEAMERARE  YEBFTENERESNEE , LEMERERNERESE. 7
BEEEE , EREHITmEE , HLTHEMER Amazon Application Recovery Controller (ARC) BV & #1
FHEAEIREENY,

5 —EEERZFEH AWS Global Accelerator, £/ AnyCast IP , A LA#E — = 2% AWS [E15H #Y
ZEmSEARNFRELNE IP it B 7B, AWS Global Accelerator A% , S HRERHBTEZ
BB EEmE . Global Accelerator IE{EIRERERER RS, FHELEERERE , &
AWS Global Accelerator REEARNNEERRE , YEFEREREEDRBZEEERERIFNWER
BnH, SAFHRBNAELE  ZUREREREEARERRERRE K BFFEERES
FHEHRYE, Global Accelerator IR EEARENHHNIEE K FACHRAEZHN AWS BE&RBEK , 1R
REMEBERE AWS BIEEE L. Global Accelerator th A3 %2 DNS R#k ( 4l Route 53) AJREZE 4
FY BR B 5 RE
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/pseudo-parameter-reference.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/conditions-section-structure.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/conditions-section-structure.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://aws.amazon.com/ec2/autoscaling
https://aws.amazon.com/route53
https://aws.amazon.com/route53/application-recovery-controller/
https://aws.amazon.com/global-accelerator/
https://docs.aws.amazon.com/global-accelerator/latest/dg/about-endpoint-groups-health-check-options.html
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Amazon CloudFront Rt RIA AR R EBE  MRARETRHRMNEEFRKAY , CloudFront E#45E
REHAERE R, BN FTEBERAETE , MARERRNDASBEXIRRY K MASER
RBEETREBE.

AWS S8t K BER

AWS Elastic Disaster Recovery (DRS) AWS B A E#ARJ[HEREREE , HESAREFTE
WEARERFRARSAEEREREMRFEREZE . Elastic Disaster Recovery Al BEFEH FH[E
AWS Eif EARTHBRSE —EERREHERAREIFEENITEESNKEERBEE, MR AWS
AEIHEHEIS EC2 LRENEARINERE (BIFR RDS), et UARREIRESR
WK BEE R, Elastic Disaster Recovery EAE R B X , EAEREBESER Amazon Virtual Private
Cloud (Amazon VPC) B E R EIAN "B, BR. BRAEREEHN  TFEREAXREHE
HMAEERMERNBZ Amazon VPC HFE I TEREINE,

Data center or cloud AWS Cloud
AWS Region DRS
Agent control protocols : >

] Stagi Recovery instances
! Replication server taging area resources launched with RTO of

status reporting :ghor;ra:r:?r? ;Itgégrealed minutes and RPO of
seconds

' \ J v
[ staging Area Subnets (in user VPC) Recovery Subnets (in user VPC)
© ‘ L
: @ :
® T — =
2 g 5 I Recovery
AWS Continuous, block-level Instance
Replication Agent replication (compressed £\
‘and encrypted | i
2 Replication Y
f @ : » Servers —EI —
g BT (lightweight ﬂ
: : EC2
5 E i = Recovery —
AWS : : instances) o
) Replication Agent : : | |
piske : : EBS volumes EBS volumes

BEGHEZEBERRES —EESTERERREIRETENEERRRLR, EEFERE TERES
SAUBLPTERERD , ERENITFEFBKRES —BAREFHEM. LI it REEEREATRR
FEFFEUNE , URSEHRELBEREDBE D,

AWS BBt KT R 22


https://aws.amazon.com/cloudfront/
https://aws.amazon.com/disaster-recovery/
https://aws.amazon.com/vpc/
https://aws.amazon.com/vpc/
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=
1 1
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:Aurora Primary E " data volume : E Aurora Replica | ! Aurora Replica E -~ I |
1 —
: Aurora cluster|
I Snapshot 1
1
______________________________________________________ f P —————
]
_______ |
Asynchronous Cross-Region Replication | Write forwarding i
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1-BEHEE

EE ETEAESHZMNERGRAKER, MEHE2 OR ESFNRE  Hhas X EENA
ENEIA, ZRER  ERBEAERERREABENER TRERER  IRESTUINRSHE
(BRBIE). BRABTAEES THEL ARE  TRBEEM (R0 ) ERRELH KR
MESHABEAME LER (FFAEESOHELHT) . BALH RTO FRPO BR , HEHHEE

BETE,

AWS BR#%

BOMEFRNETERENAA AWS BREHEERSHPARERBEN. EHNER. TH/HRBRE
BRE , IR EPEEMERNE , ©45 EC2 HTEEE.

Amazon EC2 Auto Scaling ARERE AWS EIFHAMNEIR , 2% Amazon EC2 #1T{E8. Amazon
ECS £#. Amazon DynamoDB &% 2 # Amazon Aurora #4, Amazon EC2 Auto Scaling &

£ AWS EFABE A AREIER EC2 #ITERNIE , EXEFHARMEMS, A Auto Scaling

# DR EHERATEMNEEINR , FAETRERBSTHREN -9, Al , HKREC2, B
Auto Scaling B LFIEN B ERTE. BULIEIR FEFELETE AWS EEXRA, EiB AWS B
BREHEDARE  AFEAFTNFEREEEHRIBE AWS CloudFormation EZA, EELAFER AWS
CloudFormation 2% , BE & CloudFormation EiIXNEBEFAH ., HBHE DR 25+ 1Y RIEHE
HERENS K URRHEERIEESE.
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https://aws.amazon.com/ec2/autoscaling/
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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R Auto Scaling 2 — 2P EIEE) , Rt e REMERESFEEZRBERRBENEN, E2E
5, BUNBREMERANSE K REFESTURENENTREESH, IFEEEHEBARS
W (FASHT—H). IE , ETUREAEBRINER , ERABIK , B4 Auto Scaling. B
DR EFENEEANERREENHERE., #RE RTO , ARMKHE Auto Scaling RIEFA RBERE.

ZUIRETE/EEH

AU EZEREPRBHIT ISR  WASHATH/THHBSH B/ KB REN —H0, S
AERATMERT (ZWUEERT/MERY ) EANZEENMAEREBRARE K MASHREARE
E-ERENRERHRSE K MEAESRMRASARKBER. EBZWHAETE/EHHE, FREATU
ERELFEENEAREFFRIFEH. EEFEZRBGEMANEIRENXHMERLE , BHRE
BEMRIMBENSENASBAH  CUNASERKBREIRLEE (ERENBRIRFTEKRE
HfD , EEREEEIFENERY ) . RGO EATH/HEBERE , AP Ra8ERAESaE—E ,
H DR EBFEEKWRE, AZBEFHA , MRAMGAZEF AR KY —ETBNRE , AIEH
CREREN/AEAN, 3E A NRETBEAEMERSREECRAERE , AIRSTHERHUER
R REBTEMN 5,
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SU B EE/EH 24
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Hit (EH) REETURERERE ? tFERNFHENLE, RONERNARLEN , BAEHA
. HIEEE  WREBER. MBRIVEENERXBERRE —FANE , BERM —FEERRK
BORWEERER. IRFESUAIH/ED (HAGTH ) FENENERENMKA , SUEEFRIT
FHERESE , ERINENNS DREBLEEIFHIEARIER , UREBASKE,
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EBEREGNER, BERENESHRENTE AWS R , E1Tpoint-in-timeE£HE{0, BERE
B. TE/THRERS , URBENEEERSE , 21F EC2 HITEERE.
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L AR ERRERBEEATES. HRALENEE/XEREE , EMERS LBABERNE
%, LUREMLEREuEWEER P EEi%E. AWS Global Accelerator 5 % E i £ 8 55 LA IR 5l
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