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https://docs.aws.amazon.com/workspaces/latest/adminguide/client_help.html#client_list
https://docs.aws.amazon.com/workspaces/latest/adminguide/client_help.html#client_list
https://www.teradici.com/product-service-finder/pcoip-zero-clients
https://aws.amazon.com/directoryservice/
https://aws.amazon.com/directoryservice/
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https://www.youtube.com/watch?v=kawZBGCLBJU
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html#management-ip-ranges
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® Note

Amazon WorkSpaces R HIMEBHN EEMEKAETHEEEN VPC # |, M BLEEZEEN
ERMAAEZERPRFEEMHEFESE Amazon EHEE E NG (Amazon EC2) #1T{E# ID AWS
EEFEE (B2 MBFigure 5Figure 6, MFigure 7). FiB , BAIUETRATRIBENEXRETE
HREANE (ethl) WEEMBERTE. SEREMNEZEMEREE WorkSpace it AZH ENI
Amazon EC2 ERELZEF .. ¥ Amazon B KE ZFZE WorkSpaces , BEEZE BT H XK
SEEXR, AWS EE XA LUBM ENI B,
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& A LA Amazon WorkSpaces REZD RAMBEEHR TS -

- EFImi%{E#A Amazon WorkSpaces fR#& < BRI RE.
« Amazon WorkSpaces R E FBEREZ B HRE

T — S RE R T

A F iR &% WorkSpace

wBEHNE (BEXBRIER) , 1T Amazon A WorkSpaces Fif i 4 B #8 & F #8 [B) Y W B 1218
EHRZE Amazon WorkSpaces fR#5. P FimfE FEREERE 443 (HTTPS E#Z18) REVSFIERFE M TI/ER
ERERIE R , M IEIEIE 4172 (PColP HiZE) , ARFEAEGEREFBERAGE (TCP) MEAEE
FEBAWE (UDP) fERE | LETHRERPRELENRBREMRERE, WorkSpace M {EE#E
B FRERKCBNE, EEE 43 RERARRBEN TERERENR , XEA TLS RNFRE. BEH
TRREE A AES-256 (Ut in® , AFikEEethoz BEVIEEA WorkSpace , EiBHBREE, BUJUAER
XHHN—Z 2 BPRIESEA,

BMERM PCoP BRMENRERERERERENSEED P SE, B UGEREE 4172 £
B R 2 RRHI L R E AWS SR EENFEREEREBSERMNEEE 4172 LNBHRE , 5
EREATEMER Amazon B4 E AWS [ElEl, WorkSpacesINE IP SiE MMM B/ RERTIRD
552 Amazon WorkSpaces PColP & IP &E,

Amazon Al WorkSpaces FinE B RENRERERE, HEAEREFETRAFtMNRBESTE
BEAERFATANREBE RSB FEE, TEEREHANBKRERR , IEBRERAFIHE LA
Y [HEE%] SRIFEL,
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https://aws.amazon.com/about-aws/whats-new/2015/09/amazon-workspaces-pcoip-gateway-ip-ranges/
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'i¢ Network X
@ Device connected to the network.
® Device connected to the internet.

® HTTPS connection established to WorkSpaces
service in EU (lreland).

@ Connection over TCP Port 4172 established.

@ Connection over UDP Port 4172 established.

@ Round Trip Time is in healthy range.

1 : WorkSpaces A Fi% : fERE

£ FA & EiB1R i Directory Ser WorkSpaces vice 2% (BE2HE L FB&) FiIEABHEMWEAENR , #®#

HHAFIRBE Amazon [RIEHER. BAEALEB HTTPS EIZEFEEIH A Amazon WorkSpaces
RISH S HRFERME, WorkSpace A% , Amazon WorkSpaces [RIEH BB R EESEHREE XD

B8 WorkSpacet B3 BRI 45 E AWS Directory Service &1,

AFiR#EEZE WorkSpace 6
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BRIE AT BE L RN EPERB S AWS VPC ., INEFHMENR , FSEARXHH AD DS HEZRHI—&. AD
Connector T EREFEAREEN L MATC K EEMEE Proxy, Et , AD EiZ[HAEHF AD RS
HIIEARAE 1. AD Connector B3 S AEERER Y AD EIEZRREZRM DNS [ RES IR E BEAR 2| H{E
AD Connector,

WMRIBIELEMEF AD Connector , S BEE B #% LA MFA |, BI21E B SREEBRE 2 5IME MFA
Token, IR MFABFBLRHK , FAENZAEARTEEHSFTE LK AWS Directory Service,

—BFERAEBBRE K BRRENSHBFERERIE 4172 (PColP EEIR) FiB AWS RRFEZ.
WorkSpace TEBE TEREH , MHEFEIB HTTPS XPTERBRIEBEN. BRREFARERESE
VPC i WorkSpace (eth@_t WorkSpace) LKIZE—1E ENI, {ERRFEEZR ENI WBEKRERBER
AWS, INRRKREFRBEEEE WorkSpaces it ENI FUEAR K , EE 4L CloudWatch B4, MNFEFFA
B, F2EAAXHEN T#EH Amazon E#E 2%, — CloudWatchff,

Amazon WorkSpaces [REMAFinz BMEENENEIARGRTBNEE, AHAEHAEESR
FE8E  BIEZEA WorkSpaces FimBa#& WorkSpaces FifE AWS i [& 2 B FIREERE (RTT) 4
A 100 E® (ms). BEBRT , EZWRE LK WorkSpaces BEF BT E R 1 [E T E| WorkSpace M
FHRE, ERIEE Health BB S E A 1#H B A EHESRZE Amazon WorkSpaces FRIEHI & {E AWS [E
o

VPC #9 Amazon WorkSpaces AR#&

e Fim B EEE#RE S WorkSpace WRAB) B RRER , WorkSpaces Al Fin @B NEREIERILAE
£ (VPC WorkSpace) #J Windows = Linux £E¥ & (8 Amazon) , MENEREXERREEE
SEOEMR. #BIA WorkSpaceethl = EE MM T E (ENI) A EF % VPC RN BB M TER
A E (DHCP) BR7 (& 2k B B2 AWS Directory Service HEIH F#BE8) IBRETH IP ik, IP it
2R WorkSpaceF £ £ &BHA WorkSpace, VPC ##9 ENI AT LA fZE VPC RIEMER , AR
IRERER| VPC WEMMEEE (&R VPC Y& HE, ERE VPN AWS Direct Connect E#R).

ENI 3184838 &R Z BV BUR A T #8325 B9 3% BB R A1 AWS Directory Service &S BB ERENTERE
£ MFE WorkSpace , AR EIER4E ENI T HM L 2 MEHE, BOURERFER AWS EEEEE
B AWS CLIS Z 2 EBEFEEMYE VPC ) ENIl, NEFRZSMBENGFEENR  BSRENZe S
FH#H WorkSpaces, ) BRT R£BE 2/ , BEAUEIEEN LEARIFH EMEF5 X & WorkSpace
RERFIE VPC AERI B EFE.

BEREFE A DNS AREE IP T2 RNBEBERERE DHCP &#1E , ELREEBHENRERS
EREE , AREELHFTE K DHCP EIEIE is Amazon £AK Amazon VPC, WorkSpacesii

VPC #9 Amazon WorkSpaces BR#% 7


https://clients.amazonworkspaces.com/Health.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-security-groups.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html#DHCPOptionSet
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¥EFEE% , Amazon Virtual Private Cloud (Amazon VPC) £ AWS DNS MR 2 & B $%IRF DNS,
£/ DHCP iRIBE B ARBEEMN DNS ZBMTAMAEE DNS BRBAMBHEE— , TEERARE
WorkSpaces , B A U HENBEREN TN ETEEHIHTER.

£ DHCP #IER , BiE#H EC2 HTEREA XL , EA WorkSpaces DHCP EIEW AR E MW
BEE=ER .

- £—{@E5RIZ DHCP ;#15 DNS #&E S MIEA. BEAH WorkSpace ERAHMERE N EFRE
DNS & , YR A [MinEZ DNS i) A [ = DNS EBiE] #BEH [MinEZEMERISE DNS
5] #EW LEREWS. WorkSpace #k#85% , AR E#H AEEFMA AWS Directory Service 5%
ERY DNS i , X 2 MEFBERY DNS B, Ak , MR EFEAW DHCP BEEHEER DNS B
BTRE , ©ASHE NI E R 2 EmAEREBEAY WorkSpaces,

- B-EERER , B Amazon WorkSpaces IR S B 5t HEY| S5 7E B K2 H1vh IP itk |
WorkSpace it A& EMFZER DHCP #18 DNS IP,

HE , BULERE Route 53 FABFEEEH U EREN 2 E] DNS ;R , ¥ AEH Amazon IR
WorkSpaces REUSE E R DNS i, ME/FMENR , 528 VPC FES DNS EFEAF B &1
AWS JBEX Eim DNS EIE,

(® Note
KRR/ DHCP BIBEEAZE VPC i , SEZEIEH WorkSpace HEEFHEE IP &
. BEEEMEE | BRI LT ipconfig /EFHHNEFEEVPC FEVEST WorkSpace 2 B #T
DHCP BB, MREIEFEMFEA AD Connector 85 , W EHHELR P A ut/MBEIZRFIMEH 1P 4
Ht, BIAZEREEZEEH. DomainJoinDNS WorkSpaces B&E1EIB GPO #TIEER/E, L&
BEREHY BR X BHKLM : \SOFTWARE\Amazon\Skylight, ISRk AD E#Z25H DNS RE ,
AN EHMILREG_SZ{E , H VPC DHCP ZIEH BT S EHMILL 8,

AEKE "AD DS SE=RSG, —HPNEERT HENRERE,

WP , Amazon WorkSpaces FRIS S8 558 E DNS f## 47 B Sk eV @S &luh 1P (it |, 28
DHCP ZIEEHEZER DNS fafkEs. WREFEE Amazon #Y DNS fRIREFEXEHE WorkSpaces 1T
fEHrY 2 $ WorkSpaces , AT BAfE Amazon EE 1§ Amazon E#T DNS fAlfk2s WorkSpacesiE
WorkSpaces H &£ A FR A E # Amazon KJ DNS falfR28.

MR IR WorkSpaces EEMEATH I HAR AWS |, S BFEA VPC SRERTEER DHCP i#18 |, AlH4E
# itk VPC Ry BT 4188 DNS FRIEREAMEA DNS Eix | 5 EH IP it{u® VPC CIDR E/EH
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refer to the Tagging Best Practices whitepaper.

Tag restrictions

- B—EREEH LR : 50
- RE|ERE LR : 127 @ Unicode 7t
- B{ERE LB : 255 1@ Unicode it

- BERERBEFEI NPT, AFNFZUEETH UTF-8 RINEXFHE, ZHNEF , EFUT
BHRFET  +-=._ 1/ @. TAEAKBERRHTZER.

- FANEEBEBIEFER aws: H aws: TEEREF , RRAEMEREM/ER. AWS EX TR
EHMREFELFANERSBIE,
R RN EIR

« BUNERY THERFEEBRFTEETIEIR . WorkSpaces, EARRER IP FEUEHIEE,

« WAL ERTEETHERNWEREER . WorkSpaces, EXMHE %, BIIREE. WEGH IP
T BRI B4R

£ F R A B EARRC

= E 7 Cost Explorer 248 WorkSpaces EREE , FHR ( AWS IREBENANEE HEEAEEFEH
EEm) 71 (MBEAZEESNAAEERER) THIET , BMBEZERZE WorkSpaces& RN EH.,

HABRREEMAR 24 NET , EEELEREBBNETREZSENIEX T SRR Cost
Explorer 1 , &7 Cost Explorer FERWRHEKAER , B 24F5EH WorkSpaces &R 4 AT
BE4SEM, CostExplorer REBETEERQ BB RNRAER, BaNRETHNELRER,

BEER

EEFAEHREERNER AWSCLI, FEAEVEBARMBRERIES. HRUHEFHRNB BT
K& WorkSpaces ERIEH , Amazon # WorkSpacesi® 7 ¥f AWS Resource Groups Z & fmiE T
&, AWS Resource Groups ZEEmERS I HEH B, FEIMBRE AWS ELL WorkSpaces K H
fit AWS E R,

EEER 49


https://d1.awsstatic.com/whitepapers/aws-tagging-best-practices.pdf
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
https://docs.aws.amazon.com/cli/latest/reference/workspaces/create-tags.html
https://docs.aws.amazon.com/cli/latest/reference/workspaces/delete-tags.html
https://aws.amazon.com/workspaces/

ERBHY B £ 3% WorkSpaces AWS HEH

Amazon WorkSpaces BR#5 Bt 88

Service Quotas T ELRREHIIEEENE , AR, B AEHSERBWTEEZE,
= ERGEEIELEE WorkSpaces

1. BIEZE "Service Quotas, £#EH,

2. EERISEERT , EE [AWS BRI

3. WorkSpacesft & HiEE Amazon , HEFEEE AN E R FER WorkSpacesH #i A Amazon,
4. FERREBOENHEMGENR , SINHEREAM Amazon ERERE (ARN) , FEEZEREER.

Amazon WorkSpaces Rt ER A EEEERHNRFRERANTRIER , DIFMRE WorkSpaces, R
a, B, EEZ M P &8, EII Amazon Web Services lRE B |, 8B UERINER
HERTETERAEE (LEARH),

B LAEA TService Quotas ) IR A RMIZTAFKA "Service Quotas. , SESRIE A FAELEEAVED
£,

MFEFHMET , F2H Service Quotas i F & 15 R  #Y 4 157 AR 75 o 82 A1 2 SR 18 NS 48

B 31t Amazon WorkSpaces 2 &

£ Amazon WorkSpaces , #& 0] LATE £ 5 82 W R E) Microsoft Windows 3 Amazon Linux KE¥ & ,
WHRFISDERINDPEE RS, TREAREBFEZWFTRREKE., EATLE Amazon WHEBE
1t , A WorkSpaces {& WorkSpacesi% Amazon A ZI R ENMHE T/ERED,

% F WorkSpaces HEb 5%

EFE LR ZET BRPIZE WorkSpaces Z8E Amazon, EL T EAARBLEE WorkSpaces,
BRARA A , WRKA AT RIZE B BN BIERIE,

AWS CLI 1 API

AT AR Amazon WorkSpaces AP| i ERZ £ B K REMEREEE), FrELH API # A8 AWS
CLI SDK M1 T E—i2{# A PowerShell , MAHE AP| (HIINBRERIEET) REEEB AWS BE XA £&8
Amazon F & EE BN ¥ B BIRFEEF WorkSpaces , 58Z & WorkSpaces AP| FEE FE ERK i1 # A
MELFFaIFeeER,

Amazon WorkSpaces IRI&Ei %8 50


https://console.aws.amazon.com/servicequotas/
https://console.aws.amazon.com/servicequotas/home/
https://amzn.to/3rMkD5g
https://docs.aws.amazon.com/servicequotas/latest/userguide/gs-request-quota.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/workspaces/latest/api/welcome.html

ERBHY B £ 3% WorkSpaces AWS HEH

BAT L E R AWS SDK 41T APl Y, AWS Windows T B PowerShell#l PowerShell %4 AWS T
BREMN1E AWS SDK & NET BRI IhEE LB PowerShell 4, ELRHE T RER DS HIE AWS
EIRENITIE PowerShell Ti{E% , YRR E I EMRKES, Hila , AP I o] ZEEZFEIBEE AD &
4 , WorkSpaces RIBFEAEN AD HEREERMENERET , BB HEE WorkSpaces £
EHHA,

AWS CloudFormation

AWS CloudFormation I RAEN FERFEVREEREBNER, KBEASRALEREBNE-
SERR, ENHPHESREARTERANERGERTHREN | EIERS R I IR 2 PR
E.

AWS CloudFormation A&£, TEEMNARNMEENER  RLENEENEEEREBNERRE
Ho EALLA CloudFormation REFENMBREBMIIRE , ERFHZEUNERN AN ELNMBRE
MRS | EIFEFH, EZE Amazon WEEFEME B BIIRFEEF WorkSpaces , FZEIE
HAWS CloudFormationBEEER MEXAMNBN R LI T EFEH.

B Bh WorkSpaces A O

EF U LAERRETE WorkSpaces APl as 5 M E M AWS BR# £ WorkSpaces B ByzX A O#8LL,
EBBREFBLAREIT BN E U WorkSpaces BRE. A A WorkSpaces A#31L |, Bu] IR
8B T WorkSpaces EBESXMETEREMEBCHIERE , MEBEBERETEEITNA, W
LEATRRE IT B A |, RIRFIBBI#R IR & WorkSpaces E’I‘J&Liﬁﬁﬁﬁ“ﬁﬁﬁo BANARRETIER
BN E TRBRZERR. ERAADMWLATREME Windows = Linux ElN K ER B 8L
ITE  BEAEGHEE, EFMEIBE WorkSpace , WiRMHHIFEERM INEE,

EARNHH THE—FSREE, —H+P , 2&FT7TEIBBRKE WorkSpaces A DBILHI 5|1 E&Hl, AWS
SEBHBEBIRMTEKLIREMN WorkSpaces AWS Marketplace B A O {814

B4 IT REEERES

REE > KR EERA Amazon WorkSpaces fFAERKEAMBRALR , ALFEZEE IT REEE (ITSM)
RIS EZEES, ITSM BESAFARMENEXENEEBIRBAHEIER . Ser vice Catalog AJEAEH
EEERABEN AWS RENGENREER. WRE VBB ENAREN — B AEHESAMER ,
ElEREREERBFAENRAE AWS JR#E. Service Catalog AT A WorkSpaces # IT [RIEEHE T E
(#5020, ServiceNow

AWS CloudFormation 51


https://aws.amazon.com/tools/
https://aws.amazon.com/powershell/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/marketplace
https://aws.amazon.com/servicecatalog/
https://aws.amazon.com/blogs/mt/managing-amazon-workspaces-by-integrating-aws-service-catalog-with-servicenow/

ERBHY B £ 3% WorkSpaces AWS HEH

WorkSpaces £B%& B Byt & E ML

IBIEZ BIRENERET WorkSpaces S B8t R IFEREFEA,

- BEMLEGT — EREPRESTAELHAINA , UERTEEHNER MR,

s RARELERET — FEBBFHEIME YW WorkSpaces , BRIBADREEFRMENETEIE , X8
BREERAREANER , RMEEFTLENHE,

- REUEWNERGT — RARERRDEZMKLEFIENEIR WorkSpaces, TEAREMERT , B¥
=fit Tier 0 HBIARIE ThEE , UIRBERE,

- BMERGT —BY—BMHERG  TRESERS , XYEWUEAHEENEEIETER (AR
B9 55 FA SR GI MR ERE R BB EIT B ET)o

« EENERET — ERETIEM WorkSpaces 1R4E |, LLA 5 IE 78 1Y 52 88 70 B 3% 2RO i =5 M BR R o

- AIERMERFT — Amazon WorkSpaces £ FH pay-as-you Go HE AI ARIBFFEERE T ERRETE K
X, WEFTBEEERREEBER,

. REMERET — ERETEM WorkSpaces 1R4E |, LLA B IE 78 1Y 5288 71 B 3% 2RO i = M BR &R o
« HZBRENERET — ERETIEMY WorkSpaces 1% , UAHFIER AN ERERKFFERF.

Amazon WorkSpaces &% i b F 1k

%18 Amazon WorkSpaces , BRI LFERABEENE=ZF T EREBEBEHIEL , B30 Microsoft R
DAREEE S (SCCM), RimEED Ansible, FittHBZ LM EHERNEESHITE R —XNWIEHE
B, WIREBENANEFRETHRIRER ER , EREELZRFEABRIDEETTHNERLT L BEFEE
ERREE,

WorkSpace # &

Amazon WorkSpaces B — B TER HEEFEL , ELLHARE WorkSpace Z & Amazon WorkSpaces {22
REWHEATANEERRER. WorkSpaces EHIRRNHERERIE  FREERSELER,

« AlwaysOn WorkSpaces ERF2#EZERFE 2 00h00 E) 04h00 , EMEE , SEEHHER L
WorkSpace.

- EREMAREEFED , MAVERARREUAFEERAENLIREE,

« AL WorkSpacesfE &4 8115 A Windows W EEHE M@, BAILER PColP REREREE
{E WorkSpaces®R{Zf Linux FEF[EE#HE [,

WorkSpaces #3& B Bt &EME 52


https://docs.aws.amazon.com/workspaces/latest/adminguide/workspace-maintenance.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#gp_time_zone
https://docs.aws.amazon.com/workspaces/latest/adminguide/manage_linux_workspace.html#linux_time_zone

EBE K B EMCE WorkSpaces AWS B EH

- AutoStop WorkSpaces R BB B —AULREEETH, #BANE=EEH—HKR K 5™
B, #EE Q&KX 00h00 E| 05h00 B , EZEMEE, AWS WorkSpace WorkSpace B 2L
EHEROFNE A —RETHE,

. HEREESHENANHENEE AutoStop WorkSpaces , 1B #& A LUE F {8 1Y #E 5 EX AutoStop
WorkSpaces.

- TMRBEREFNFRRREFDHEZRER , T ERMIRERE WorkSpace £ ADMIN_VIATION,

« % AWS CLI s s modify-workspace-state Al AR #§ WorkSpace MREES A "EEE _ HE. .

Amazon WorkSpaces

3

IEFE Amazon Linux WorkSpaces BHEJM G L EEEHRNSHRERNEZE, EREGENESES
2B B K& WorkSpaces B Linux B %4 Amazon B RIEE

Linux 21 ST RIREMZ E

« Amazon Linux & ZEFEE 1 Amazon Simple Storage Service (Amazon S3) B | TiEIB &R
NARREREINRE R EREETER, MRER Amazon Linux WorkSpaces 3878 {BB 48
FEER , F2REEER , EEHAEFE : MIEH T Amazon Linux 1 3 Amazon Linux 2 #
EC2 TR LFE#H yum RELE X ERBRBTFTINES ?

o IRISERRTE Linux BYTERRHEERFER WorkSpaces, MIRFEBFTURE , AT AFERAFEEERER.

Amazon 18 & 1&4#

BRTBRT , B8 Windows B WorkSpaces B A& # Windows EFIZWEH , EEEREN
WorkSpaces VPC R EEiE. ZEERTELBHCH Windows B EIE & | 5528 Windows RS
EHRE (WSUS) MAHREEIE B M X

Amazon 17 & & itb 4%

- MRIEITER Windows 10 Z I BE1E WorkSpace , i = , BREMAK (Windows IhAE/ARA F
%) B9 Windows 10 R LA EEIMRGIE, T8 , WorkSpaces BEGE I MEEURBEXZE
Windows 2B REZ £ E#H.

Amazon WorkSpaces 53


https://docs.aws.amazon.com/workspaces/latest/adminguide/workspace-maintenance.html#autostop-maintenance
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspace-maintenance.html#autostop-maintenance
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspace-maintenance.html#admin-maintenance
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/workspaces/modify-workspace-state.html
https://docs.aws.amazon.com/whitepapers/latest/workspaces-linux-best-practices/welcome.html
https://aws.amazon.com/premiumsupport/knowledge-center/ec2-al1-al2-update-yum-without-internet/
https://aws.amazon.com/premiumsupport/knowledge-center/ec2-al1-al2-update-yum-without-internet/
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspace-maintenance.html#admin-maintenance
https://docs.microsoft.com/windows-server/administration/windows-server-update-services/deploy/deploy-windows-server-update-services
https://docs.microsoft.com/windows-server/administration/windows-server-update-services/deploy/deploy-windows-server-update-services
https://docs.microsoft.com/configmgr/sum/deploy-use/deploy-software-updates

ERBHY B £ 3% WorkSpaces AWS HEH

- HEFT Windows 10 BiE#Z# (BYOL) BG4S FE LUE i 35 E &2 X EH Windows IRABFEHE |, A
BYOL EAREFWRIR : MEE—TWFHMEN , F2E BYOL EAXH,

b FHAR Y 6 B AR 1

- MRZEERAEAS B HKEERAR SCCM LB EF Windows 10 FHk , 75REA Windows 10 £
EERFZEAB. WorkSpaces

- 1R WorkSpace & AutoStop WorkSpace , 584§ AutoStop IFEIZ2EAE D =/, LUESHK
RFEY o

- BMEFAREFEEYTERMEAE (C:\Users\Default) WA | IEFHENFRERERE. BOEHRE
BRNEAEREREETE] . ERXAEBHERIYHY (GPO) HERAERERETEMEE. &
B GPO #ETH BT UBRREBAKER , MERTEFZHEHER,

- BAREFRAEFEOULENELI—BEAERERE. NREHEHE D LEZEEAERER , FM
BRIZAT TR UAN HMERERE.

HEMEFARER

- Bt ABREFSHEHAREEEIE ST (enable-inplace-upgrade.ps1 FEHT pvdrivers.ps1) R¥E &
WorkSpaces #THEEE , WA Windows EFEFHT,. EEFRNSRERESRE C MTA2HE
B D LARRSRAFREX Y. MRESSED LELEERAFEEXH , AIZRFERBFE B4
PN EIRR B LIRSS D £,

- BEFUMHABRZE  CLAKFERAERERERE D WKEE  UBRRETUERSIBE
&H WorkSpaces , YW REH#E shell ERREHE@MANETEEZEE, BRI AEA
PostUpgradeRestoreProfileOnD & Sk ISR T LR 4E , 10 BYOL A#ZSEZEEHR,

Amazon WorkSpaces 585

14t Windows 10 R H B Amazon WorkSpaces EX BB Y ER X (XB). AN (IIEX), 8BX
MAX, F1B , BUUABEMETN. BEARX., BEFXURESHMESBEMAHLMESTEYS. W
FHHES , FSRNAEARXUNN AP insE S B #E Windows WorkSpace B ? o

Amazon WorkSpaces ER&E1E

Amazon EBBEFAREEBAENELZEEH Amazon EHEHRFHIE (Amazon EBS) #EEE |
H& 1 Fi & SR ERE WorkSpaces EEEREE XK (0S) [EMRBINR, £ Microsoft REH |, FHERERE

it FHRE BB R A 54


https://docs.aws.amazon.com/workspaces/latest/adminguide/byol-windows-images.html#windows_images_supported_versions
https://docs.aws.amazon.com/workspaces/latest/adminguide/upgrade-windows-10-byol-workspaces.html
https://aws.amazon.com/premiumsupport/knowledge-center/workspaces-client-language/
https://aws.amazon.com/ebs/

ERBHY B £ 3% WorkSpaces AWS HEH

f#171E D:\Users\username . £ Amazon Linux F , I FE& X4 F /7 /home F, EBS Bt ES
12 /) EABEIN—X. RESHBEFHRES AWS B SAF#EFED | LUEAREESIEE Amazon
WorkSpace B {E

HRAZHEBNES B 12 MREBRBHEEARENS LREKBE , THROLHAERERE,
BR K BEEUREEHFEAEREEETERMANES ; 120 WorkSpaces , ft R EBEEFH OS/
AWS [E1F, % DR %, Amazon 27T AR EEEENE NS % WorkSpaces,

MHEREE

HAEHREMENRERSAERE (VD) REIERNEFEE , EEXTREEEK , B
Z =2 Amazon §% WorkSpaces st E R FERK. RER Amazon WorkSpaces =15 A 1 R H B iR 7%
(DaaS) R AR , EAEXMNERABEER AT,

EBEBERT  EEFAERBERRNERKREFHFERD (Hl0 , D:\Users\username\Desktop E#E
@ ZE\\ Server\ RedirectionShare $\ { i & & #8\ Desktop) , fliIBREEFEE (DR) REF M EHER
EREERNIAERREE (RPO),

REER

LT T RNERNRERNEQNREFEE

« 7 Amazon WorkSpaces #HHE— AWS EIiFH AZ F5EE Windows X4 IR 25,

- HE AD Z&MEERAREITE Windows BRFARFBLEMFHERLA IP it ; FRIFRER
ERERERE XM ARFEBRA TCP Ml UDP EEERRE,

- FE{R Windows fERfARESZ £ B HA W AR AT ZFTE Amazon WorkSpaces Z£F#HIY TCP 445
(SMB).

« 5 Amazon WorkSpaces FAF£I2 AD Z£# , UR#EAF A Windows X#HHE,

- fF DFS &s R ZEf (DFS-N) ¥ DFS #£ 8 (DFS-R) RIEREH Windows ERHAFEFHELE | F
SHEEMMFERN Windows BRAMR[BERFE -2 , MEAMEEREERESE Windows ERMAR
EZEEBER,

« £ Windows EREEPAEERILAR 48 ", MNELAEBORE , UBRELAZHERE
&8l

« KB Microsoft ¥ EFE MM ERRIESIBUERAR  CHAMRERBBSENREHER, HF
HBEZ S MERMN GPO fHAEMNIESI,

- MREH Amazon WorkSpaces Sf B EA BEE#E (BYOL) , LB ML EAKER Microsoft Y15 RIEE
CHSRER CHERNENEnER K FWBHRER,

MHREE 55


https://docs.microsoft.com/en-us/windows-server/storage/folder-redirection/deploy-folder-redirection
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/jj154097(v=ws.11)

ERBHY B £ 3% WorkSpaces AWS HEH

. MBHEH Windows R MAAREEE Windows Server 2016 HEFHARA |, FREW HTEEE LM
(BEBEA MREEER,. ), UBLREEEREYRENRA, F2EALESRAETEELMER
MBITEEERMBR,

- ERARBNERIRDHERE REHED Windows BRAMBERALA.

R RHER

- FOEAREEREEMEE (WAN) ERFEH Windows ER[AMREE , B4A SMB @A % E XL 3F#HE
It R M ARG

- BAEAARERZNMEE Windows EBRHAR , B ERAESAMBREERERBEER RV

- RTFERERER  BRERAUKRERSERRY (VSS) , BEXTEBERE L Windows HER{MA
AR ERAANER

HftZ &

- BAR Windows &R @ REFHY Amazon FSx 12 Windows ERHA AN ZERE , WELERKRE
8D (2EEBEN) HNIRERE,

- MEREBEENEBBEOBRSGE | 7 HAWS Storage Gateway A SMB &R ARE LD ENER
#H,

=n =

EQEEE AX AE
BAEA

1% Microsoft Windows SEF E RN REEZRBBHFHER WM (GPO) MEAFRAZHRE
(GPP) SBREREZFEABIIRERTE, RERE, WHEMEE, SHBIBNNRUERE2ZBEHAFRL
EETIHRAEEN. EiB GPO EXFABRENIFESHETRRA :

- ERNEEEE

- ADZEMBEREEZRTE OU HEEENERERE

o B IEMIBRERE

- BREAREHRIUZEEMNBEAL

« S future WEH

ERENER 56


https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/install-enable
https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/install-enable
https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/run
https://docs.microsoft.com/en-us/windows-server/storage/file-server/volume-shadow-copy-service
https://docs.aws.amazon.com/storagegateway/latest/userguide/CreatingAnSMBFileShare.html

ERBHY B £ 3% WorkSpaces AWS HEH

® Note
S5 1E @ Microsoft S{E b B4 7 BIZBEM RIE1ESE,

FEFERESHXNEABEFHAFRR , A Amazon T EELFEA| WorkSpaces., HEIEEiEIB AWS
T EFEREBIE Amazon WorkSpaces AF s L, A, FEEBEBEFRAHENBREE K HAE
Amazon FEEHRNFEE WorkSpaces.,

GPO FJLLAREEHRE WorkSpaces, MEFHMENR , FSREEELNHEE WorkSpaces,

Amazon WorkSpaces &

18 Amazon WorkSpaces #{TERF T SMEUKE  EXRKUREN —BEAEUEKE,

« Amazon & WorkSpaces — C : \ EEEIBRFARRERK (OS) , D \EHREAFE., FHER
ERMNAEREWERE (AppData, [X#]. [BEF]. [THR] &) L.

« Amazon Linux WorkSpaces — £ Amazon Linux B WorkSpace , ZiEHEE (/dev/xvdal) St
HARERRKR, £AEUREEAREAEERMNEARR ; /devixvdf1 HE A /home,

HRAEEXRFHBEE , S UALHREAGRE 80 GB = 175 GB WA K/, HRAEHEUMBRE , &
AT LUEERY 10 GB, 50 GB = 100 GB Wilgta K/, RIBEE , MEMKEEN X/NHKZEINE 2TB ;
B, EEMEHAERUBEELEME 100 GB UL , EXRRUBRENSAA 175 GB, BEMKES S,
B REESIT— NS EEE, MEFEIEKR WorkSpaces HEE X/ W EHMET , F2H (EEER)
#) WorkSpace {1&ch) —8&7,

WorkSpaces Fi ik [EH{EER

#8] Amazon #f WorkSpaces B , E®ZEZE 0S T2, Mt ARURSHIEZEERRUREMRB
WHEHMAROEARXNRES R, SAEAEUEKRE , BEERINHREERG , YRS EEMNER
ERREKR D, RMUETRER K/ AT RE#1T WorkSpace.

(® Note
SR O] DU INBERR E AR/ |, (BESER/DEERE KN,

Amazon WorkSpaces & 57


https://docs.microsoft.com/en-us/previous-versions/technet-magazine/cc137720(v=msdn.10)?redirectedfrom=MSDN
https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/modify-workspaces.html#limitations_increasing_volumes

ERBHY B £ 3% WorkSpaces AWS HEH

Amazon WorkSpaces B

£ Amazon WorkSpaces IRIEF , THEGFZ AFRIE , MEHBBEET RS ML By
WorkSpaces 3 &E.

Amazon WorkSpaces Fi Fifs 3.x £ 818 Amazon WorkSpaces Al Fim Lt , A Fis BFMALLT B &
B

. RE — % KNtERAEFBIE %\ Amazon Web Services\ Amazon\ H & WorkSpaces
« macOS-—/EE/ "HERTEF Supports / "Amazon Web Services / "Amazon. /B WorkSpaces
« Linux (Ubuntu 18.04 RE SMA) — (BIF/ THEZEE Fin/ TEZEEF iR

B ZEHIRREFEERET FinkY WorkSpaces B2 S FHFMES . BBK -3, FRETHEE
TR , LA AR AR A FimaC &g, Bl

"C:\Program Files (x86)\Amazon Web Services, Inc\Amazon WorkSpaces"
workspaces.exe -13

Amazon WorkSpaces BR#%

Amazon WorkSpaces B E2 Amazon CloudWatch 54 , CloudWatch 4 CloudTrail. ttE &7
FWEEE R API FEILE AP AWS RS,

&2 Amazon WorkSpaces IRiER | FEE T L CloudWatch IR ERBIRIERENREETE
=, B5E

B R Amazon BB H M CloudWatch $54Z 8] Fl WorkSpaces (FB2 B E 1288 WorkSpaces £
CloudWatch 151) , B T 5 =EEBEAS B BIR#E WorkSpace# TERBHI AT A :

. TEE — EETREAMAEE WorkSpaces WEIB .
« SessionLaunchTime— FX{&) WorkSpaces T {ER ERFI 2B /Y BF o
+ InSessionLatency— A WorkSpaces F 8 2 [ #9 iR B & WorkSpace.

WMFEBE WorkSpaces R BB FMEN , F2E LA H Amazon WorkSpaces AP| 1Y
CloudTrail, #7M &Y CloudWatch S 15 BIFERE & THERERMA Fis IP, EAEERE
WorkSpaces TEREERRF , URERBREEANIRE, FIESLFHERNENEREEE TERER
A P B sl 4k Hi 2 AR & O SRRV R RE

Amazon WorkSpaces H & 58


https://docs.aws.amazon.com/workspaces/latest/adminguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/workspaces/latest/api/cloudtrail_logging.html
https://docs.aws.amazon.com/workspaces/latest/api/cloudtrail_logging.html

EBBEY R £ ML WorkSpaces

AWS B H

@® Note
H L CloudWatch EEEEBAR AWS ZEE AD,

Amazon WorkSpaces A

59



EBEBHY B LEMCE WorkSpaces AWS BEH

EAM Amazon RY Linux A MR & R WorkSpaces

A28 Amazon WorkSpaces

#EEIB Amazon WorkSpaces AR R ITEFEHRMRBNEFBEESEERREREEH, B
ARE , BEETREENEBNHAAR., RIAUEBFTLERNERBEERANEEHENETF , UG
Amazon EM A 2R (Amazon ECS) 7F[I/j7, Amazon Elastic Kubernetes Service (Amazon EKS),

EEZFERERMSEH Amazon BUABSRMIER T WorkSpaces , B2 7 ol LA A Docker By F fifig
EiEm. EFEZNEEEEHMERRYE , Y HRBRBNRESHBREHEL , HAMNEHESIEM,

BREFRE

FEZE Windows AR#& 258 2019 A Amazon HEBRERKAVH L WorkSpaces , EF — B BZEEEHE

AR Linux B9 Windows F&# (WSL ) , %512 WSL2, HA WSL2 & A EHEKE (Hyper V) R,
TEINRE At ELTEHERBIETEENEEN Amazon WorkSpaces L#1T. AWS BFFEXEE
HAERERE , 3B WSL1 7TA , 3 7# WSL1 fl WSL2 2B EE,

A # M Amazon WorkSpaces 60


https://aws.amazon.com/ecs/
https://aws.amazon.com/eks/
https://aws.amazon.com/blogs/desktop-and-application-streaming/how-to-configure-amazon-workspaces-with-windows-and-docker/
https://aws.amazon.com/blogs/desktop-and-application-streaming/how-to-configure-amazon-workspaces-with-windows-and-docker/
https://docs.microsoft.com/en-us/windows/wsl/compare-versions

ERBHY B £ 3% WorkSpaces AWS HEH

Amazon WorkSpaces &%

Amazon WorkSpaces B#%IheE Al B EAEUREERN T AFTVERE ST, BRI AEALLIIEE

« #I8 WorkSpaces ft1RE 7 BRBERIIHRE 10 SMHEER.
« # PColP B & WorkSpace £ WorkSpaces £iBIAHE (WSP). WorkSpace

- WorkSpaces t— B A B ELHNBEEETE —ELRELHNE, Hlmn , B RERA GPU
# (BIFEF GraphicsPro) RS2 BEEAREA GPU WIRBEE , RZ2T Ko

BEERF

%8B WorkSpaces B# |, A LLIEE B & WorkSpaces R 2., BEREFEEHE I WorkSpacefE A
BEEERUEBRETINHRURE , URREFTNRAFEAEHUERERBENBICFEAHAEURE, B
HEEELMNWEAERER , URSHAM., BEFREREETELIBENREENERNERE
£ .NotMigration B3/,

BELE SRECHEURE MBREHE D) LWESR , ERBHEKRE (C\ HEREHE) LHNMEERTEE
Ko ERTTEREEIMAECRENEAREN. REANSKEE, BENFEAERERERRGUEHR®
%o NotMigrated 5/ , HAIE —@#HHHF B,

BEEBEFRZFE @/ K WorkSpace, It/ , IRBETEREBREIZHES , RESERE
5l B B)E /R WorkSpace EHFRHMRE | #EMNEREXRAREERK,

e RiE R EENIZESR WorkSpace S EREHBBEGEE, SREBNWHITEN, WorkSpace B
%2 WorkSpace H#H) WorkSpace ID, EBiSZ BN IP ik, BEER

& T LA WorkSpaces 3&i8 Amazon E WorkSpaces # &, AWS CLI fFHE® T/EE S Amazon
WorkSpaces AP| #1TiB#, FTEEBERFLHATSY A MENREAZEBBER , KK SEBHHE
EBRERNEE, BER

- BEEAEBBELNRAS B Windows 7 REEREN.

- EEBEE BYOL RE 7 ERRE,

« #&% WorkSpaces R &L BYOL BEZE H{tb BYOL RIS,

- BEEBROARHBETELSE WorkSpace BN ERHREBES BYOL E£HME,
- B 87 WorkSpaces A & Linux.

- EXEZSEESH AWS th[EAF | B LAEE S RIS WorkSpaces 2 EETER .

61


https://docs.aws.amazon.com/cli/latest/reference/workspaces/migrate-workspace.html
https://docs.aws.amazon.com/cli/latest/reference/workspaces/migrate-workspace.html

ERBHY B £ 3% WorkSpaces AWS HEH

- REMBEEEHLSETRE, B, EXEZEESHHES , REESTE , ERUUBEZEMEEHN
Windows 10 fR#EE. ) MREEE WorkSpace EAHBNERKBENHEIE , 7§ WorkSpaced 5
EE.

« 845k WorkSpaces BEEHBE,
« WorkSpaces EEfIER "B _#E, &K , BEETRBE,

DEN

EHTEBNANG , RASHYFNANRERRAZ LS 5 ENSEDEWERER. WorkSpaces$ 4%
R, MREE 5 A 10 BAS WorkSpace A BEZE WorkSpace B , RMEE 5 A1 BE5 A 10 HHA
& & U EY WorkSpace A BF , mMB#E 5 A 11 BE 5 A 30 A S0 &UKNE WorkSpace B E A

WorkSpaces BHE&EMHUE
EBE 2§ WorkSpace , i@#1T T HIEE :

- KKK C LHNMEEEEREAEE —BNE. EBHE , MM C LWFmEERBEER.

- FREEEBE WorkSpace WHEIEZEAD A 12 /Mg , UEREELFEAEUERENIRR, £ Amazon
WorkSpaces A # Migrate WorkSpaces BH £ , AL SE LIXRBHWERE., BRHE &%
—RRBZBEINTAERBEIERX,

- EERRBENERIEL  ERELNFEAEZECEHE WorkSpaces , Y EBBREFER AL EE
FE A,

- FBFETE WorkSpaces BREBEMMESR [FTAH]. [BFLL] = [85:E].

- BREEEHN IP ikt WorkSpacesRIEEER ., EBREHR , 5% WorkSpaces.

- MREFEHESTHEETRBE WorkSpaces , i8 — XA #EIB 25 WorkSpaces fE#t R A X BEES
5.

62


https://docs.aws.amazon.com/workspaces/latest/adminguide/rebuild-workspace.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/rebuild-workspace.html

EBEBHY B LEMCE WorkSpaces AWS BEH

Well-Architected BYFEZR

AWS Well-Architected A BIEmR B AHERAEANIEERRELZS. S, EENSHE
MEREE, AURAEERPERITNATIEESNEEES S, GTRINEBREEK., cERE
{ERasE X 4% -

- BREMEE

- &

- AEMH
MBEE

« ARE

#% Amazon WorkSpaces IRiEK , TR AN MELEESIFURENAEBEER , WIRE ATHE
Amazon WorkSpaces #&Ei £ AR HAThaE, #HMAREB AWS Well-Architect ZRIER ERIES , BT HIR
ST —LEHRERE  ELBET LSS WorkSpaces S B REIKER , UBRAESIEHNE—R
EIHE R

— %
- EEEBNEREE N RAE?

BRAEXMRE

- MAREERAENTREEESRE BN FEIES ?

ogca

1. BEREZEMLELEHMEHRMER ? WorkSpaces
BEENI IP a2 EHEMPES 2

R EAFHFTER WorkSpaces B 181818 1% B5 A& 2
hHEREEERAZSEERRE?
MRESREZLAFSHNTEFER?

o & 0N

BRAENEE 63


https://aws.amazon.com/architecture/well-architected/
https://docs.aws.amazon.com/wellarchitected/latest/framework/welcome.html

EBEBHY B LEMCE WorkSpaces AWS BEH
F=——%
Al SEME

1. R FRERNERMRE R AT ?
2. —mERAEERNERE BZ (RPO) 2T E ?
3. —MEABEERNEREEEBZE (RTO) 2fTE?

A RAEL

1. WorkSpaces i@ R T ERBEERFRAMNERRER ?
2. AFE AEENKREZE WorkSpaces i 82 /N ?

HALABELTERNEEENEENFREE  BefMRME T —SEREERIGEEEIT Well-
Architected 9 Amazon Z8&, WorkSpaces



https://aws.amazon.com/aws-cost-management/aws-cost-optimization/right-sizing/

ERBHY B £ 3% WorkSpaces AWS HEH
ZE

G FR BA aN{a] £ £ A Amazon WorkSpaces FRIGRFE A INZRREBER ., ©HER 7 S RN
2, URFEARERERREZEE WorkSpaces. AFithiZHumEAZEEWEERN IP FEEHIFA
WorkSpaces 3R 12 #l#& i % B F B B 7o

& LAE AR Eish #2578 AWS Directory Service FE T (21F MFA X)) WHMEEA,

Hia N

Amazon WorkSpaces EAMMZF M RARBTREFPEER (Fh) WM | WREBEFBREBER (%
WorkSpaces). T%I&EifREA Amazon {&% WorkSpaces F R 2 NZ & FEERNEF

MEEHBEMEOET , FBEAHEN WorkSpaces E N 1 — i,

MR EFH
KSHAFKEARERNEHE Amazon B , AMEMFER HTTPS EITEHMEEM.
mo e P EY

KHAFHREBEBEKE I RABEERTRERNBLRE. KREAFIREREMEZBNERAER
HTTPS, EULPEERGEREG , MMRBEKRL , RRERESEEMAEMN HTTPS EiR#E OAuth 2.0 R
BEEREM PR,

(® Note

KERAFPIREARRNZEFEA Proxy RIIREFHEITIEREE 443 (HTTPS) RE , EITEH.
MAERTE,

ﬂ-ll’l

HAFHREIGSEHE K BRFAESEBRBEREELZE " AWS Directory Services . #HREREZR
AWS Directory Service BY @A ZEIB HTTPS #1TH , At F UM FERFERE S HFHA,

Bae — 1FH 1 B #kiE#EER (ADC)

AD Connector £ Kerberos By EEREEFE AD WERFEF , At e AL BE R LDAP XX #HTH
#& LDAP &3, ADC A Fim LDAPS Xt 0] 5k % Microsoft AD 1 AWS EARER cEMNE
#H., EEEHFis LDAPS Thetz gl , 5B A Fim LDAPS B 50 R 54

(=tokpiibs 65


https://en.wikipedia.org/wiki/Kerberos_(protocol)
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_ldap_client_side.html

ERBHY B £ 3% WorkSpaces AWS HEH

AWS Directory Service th X B TLS #9 LDAP, {FMIRFREA S AL = E A ERH
ATREZEY , LR VPN EE4% WorkSpaces VPC EEAZFEREBMBEE (AD FREMLE)

#Ro BEF AWS TERE VPN EREF , B F A AEAZRZE IPSEC (B £33 (IKE) F IPSEC

SA) B2 AES-128 T AES-256 HBMNZ 4. SHA-1 3 SHA-256 RESEMH#E | LUK DH BHa
(2,14-18, 22, 23 M 24 (E—MFRER) , REEWMPHMER ; FE - 1,25, 14-18, 22, 23§ 24 (% 2
PEER)o

#&He AP ER

WE| OAuth 2.0 % (REMREFE , MRSHBRIBRY) , SEAFIREMEMA HTTPS &
Amazon WorkSpaces ki (REEREES), REHAFmEEE OAuth 2.0 BRIREEARS , HItH
FrmegERaRMEEnmE®EHN. WorkSpaces

R BE P ER

SHAFKERAREESEFTEEN PColP T/ERE (£/ OAuth 2.0 R, It THEREREEE
AES-256 IN% , A PColP E#ZIBE T @EAIEE (4172/TCP),

BRFAEEER OAuth2.0 #EH# , &R HTTPS # Amazon WorkSpaces R EREAEHE
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e B = A 5 B BEEUY Kerberos TGT 7£ & WorkSpaceR{ & Windows & A,
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BEREKHE

EEERNEAELEBRSMEARS ; TiB , EE UL EHEF N WorkSpaces RE $HE 12
BERREHFR, BATEREEERE N A LEARS, IREFRAEFBUTHRAERP A TER R
REBFE , BIERAR—LEREIE | LUME Amazon WorkSpaces IRIE AT LAE . WorkSpace MES
HEF , E2E (Amazon THEEEER) PHMEKAE,
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EEERE.

BLEEFEERS WorkSpaces & A Ak HAVEZEN BN, HEERFRENELRE
WorkSpaces , BU4BERELREBREBAMENIEEREE ; B, ZNEAEKELZAR
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« TCP/UDP 445 - SMB
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- BIFEE
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« UDP 137-138 - Netlogon
« UDP 123 - NTP
- HARM RPC HERHEREIER
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T2 MFEAPL CIDR BRRE A ELERENEN ., MREBRFBELEEENME MM ,
WorkSpaces #4 #5E T EREZRBUANEMEREE, BIEFERR , FNZS BB EH AR AN
BE—REAEZE, FHit, BEREKEARAFTERZ2H BT , REEMERAOREHBELEALZNE
TER, RAEELEERFIBERLY , IKBARUEEAREEEESFEENERS CIDR S5EH
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HAFTERENEL—M EN, ALATUAERATEN AWS EETEHITER, WEFHEENR , #2
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), RECARZ IP LUt AEHRESRSHEEMN ENI (£ Amazon EC2 A TERFAMH. EBR
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Create Network Interface Detach Actions v A O &

search: 192.168.30.113 Add filter 1to10f1
[ ] Name Network interfa Subnet ID VPC ID Zone Security groups Description
[ ] eni-09ac2dbcd...  subnet-0f0d2d.. vpe-Oda3fcbbe.. eu-west-Ta d-93672fbcce_workspacesMembers Created By Amazen
Network Interface: eni-09ac2dbc000840eac [l =l

Details Flow Logs Tags

Network interface ID  eni-09ac2dbc000840eac SubnetID  subnet-0f0d2d4b9696bbBe2
VPCID  vpc-Oda3fcbbef4a19855 Availability Zone  eu-west-Ta
MAC address ~ 0ad4:c6:04:c2:02 Descri ption ~ Created By Amazon Workspaces for
2ws account 10 NN
Security groups ~ d-93672fbcce_workspacesMembers. Network interface owner _
view inbound rules. view outbound rules
Status  in-use Primary private IPv4 1P 192.168.30.113
Private DNS (IPv4)  ip-192-168-30-113.eu-west- IPv4 Public P -

1.compute.internal
Secondary private IPvd IPs - IPv6IPs -
Elastic F: Adapter  Disabled Source/dest. check  true
Attachment D eni-attach-00e22b8db1897f1dd Instance ID -
ner 368321020290 Deviceindex 1

s attached Delete on termination  false
El IP Allocation 1D
Assocal tion 1D Outpost ID
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HAEES — @A BNEHEEN  RER ACL BEAREEERNISBES  BETEHER
1L, B ACL EREER| VPC FIYFHERE , BSEHIIEESEDE OSI EEMNE 3 & (BE%). BHR
Amazon WorkSpaces 21£ B $ k¥ L5RETHY , Rt A BEEEZME 7. MK ACL 2B &RkKES
HEE K MmBEMK ACL RARERERGHEAP—E 5K FHBE WorkSpaces. »

EREERRER AER , % ACL REZ2MNREHEE BRESEAFRAKRER LRI BHARRE
AR ACL FTIMNE R E | ERFEHFE. WMRMEE ACL RINFAHMEIT , FERMER VPC RE
naﬁ#mﬂ *ﬁ-l)lbio

AWS Network Firewall

AWS Network Firewall 2 haEEEREZ 2B AMNME ACL RN TIEE , BEEEFNE, EFR
FEREHESHRESFENZTEME | 6l HTTP BN FAIRESEBRE (SNI), ABERIFPEE , LU
RSB AFNIERFER , MEAZRW LR BAB A AWS MarketplaceEBEiE L5
ABHEMEERORE | BEE EUC RREESMAMABEE. AWS Network Firewall 12 R
£ AWS 85 | RRAE IBRE 7 BRE. WREATERTMEMLEE (TEREZRNE=H
Br B IRE AL BRE |, EBREER A B E R EEX) LUREFTE EUC MR E |, BIFEE NAT
BB AWS A Network Firewall 2 &{EEE. NAT BB EREHN AWS Network Firewallo
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B BP5 KR Transit Gateway i BB SR VPC,
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RRTEERTENNRERE — L RE WorkSpaces HITEEAENLZ S, ZEAFFTERENS
ARl UR_RBESAM. Hlan , RFHEERIE 443 WATEW L REEBL R T , URFEE
EBEFERARMINISE IP &E , 4|0 LDAP 389, LDAPS 636, SMB 445 & ; # A IS IREBENER M
AREEEZERA , R ATLUEBMER ACL Siph X fRE B IR E TR,

=602 : T ABIS

HAETR—EEENER , BERTEEMEBMAERER A WorkSpaces. 0 , 7£ WorkSpaces
AFRELERRIEHTERTEEANERER. TELERT A RIFREHEEF ENIHNEE
MEHARR A ®@ A TCP 3389, WorkSpace

S—ERFIREEFXHATEREENEFESIEDLIRPTHTHEBESH. BUUKARERE
WAREEPAPTERNRERELNRE  EREMEIREEZRZAREBNEMZSMRHE LS
TEX  BATCTERE AWS IRFHPHNZEHE.

K%, BLERERREBYFLGREAER K MAREEGHASNRRFIEEERERE, MREMNES
BARM , REFEEZRENWENERABNVBRARRE , O TR AFTFERE,

153% 3 : BIR VPC 8

fE{L B9 ZBE WorkSpaces (FliR BIEREFTEINE — VPC) TEEEBEMN VPC HTRE | RIS
B VPC HE R ERECEEM VPC HNIER, T8 , R ABREMS , XEEMERNN FHE ,
WHEAREZELHRBNME , SUIRBREREE (IGW) Mgl  SRATEERE. WRMETH
HEEEAZ(E VPC CIDR E#f , AR EEFBARKETAN IP ZE, RELRBRAT , Rl 4 eegiR
MEFHNRR , IABBCRELENGBERTWEER.
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HItIRER VPC HEA XL A Transit Gateway, MWHEBHSTHEE XBEREG , WIRHEE
#FEER WorkSpaces RN Z 214,

n Aws Cloud
E ELICVPC [10.0.0.0 1o, | Destination | Target
D T | o, E nspection VPC[10.64.0.0/16)
a 0.0.0.0/0 tgw-id-x i
TGW subnet (10.0.2.0/28 v TEW B — = B ———
Inspection Route Tables =gl et (10.64.0.11
() Destination | Target ! ey | —~
(=) : = ! =
g 10.64.0.016 | Local : = : )
-k H \ tgw-id-1 ' tgw-id-2
HE H 0.0.0.00 pe-itx i H
iR £ : Firewall Route Tables { I Firewstsubnerj1062032/28) | ¢ [ Firewstsubner (105200828 | !
| m e ez & |
WS Amazzn i | AWS PR ! 106400016 | Local : N N
T R || | = i . 0.0.0.00 tgw-id-x | = H e .
narm PC (10, 18) i
. NAT Route Tables i T Snet [10.10.0.16
E | ! Destination Target H — B Py
= e =) | 10.0.10.016 | Local : =) (=)
\L:“fl P \L:“fl 1 — ! tgw-id-1 ! igw--2
lawiA i a2 : 0.0.0.00 nal-id-x ;
= i [ ] et (10.1 i EB pubiicsubner (1
E H Destination | Target ! r’i_\ B G__j : i
Ve H 10.0.10.018 | Local ! HAT Gapeizy [ I
tm] i ) : o | At ' 2 |
v ' 0.0.0.00 Igw H > vt
ECZ Instances I ECZ Instances H ! @ Vo
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1n% WorkSpaces

18 Amazon WorkSpace ##i2 7 —ERHRE (C: BEHE AR Windows WorkSpaces , Amazon
Linux 948 B # WorkSpaces) fl—fE{E A E#RE (D: R ERANKRE WorkSpaces , /home AR
Amazon Linux WorkSpaces). 1% WorkSpaces Zh#E A LA b0 %% — {8 =% i B Rk &= o

SNZEHRLEER ?
EEEBENER. BMEHAME (/0) FMER | URANSHEER T NREBHEMNE,
RS 24 IR ?

BB (B3I) B , WorkSpace FEFSTE a BIHN%Z WorkSpace. WorkSpaces Hifk[E R RE1E RUB) IR 023 -
BE® K EESFUBREMNZRRE, TEERT Amazon £ WorkSpaces A EH , AREFHERE
HiEEZE INZ WorkSpace.

fn% WorkSpaces 71



EBE K B EMCE WorkSpaces AWS B EH

23 : % WorkSpace 1Rk [E

#TEY WorkSpace & 75 = a14a] ?

ZE FE A LA Amazon WorkSpaces 3 & WorkSpaces i#1E Tin%, i#1H AWS CLI , iEEZFRE
¥ ThRERSE B Amazon WorkSpaces API 3RiZ3E Tin%8 , 5#18 WorkSpace,

A7 #% , Amazon WorkSpaces £ CMK ##£ AWS Key Management Service ( AWS KMS ) . 28
—R¥E TEE, PEEE S8R AWS KMS CMK, WorkSpace ( CMK & —{EEH&EE, )

EFHBAUEVAHEFEEN CMK , IEEBEMEFEM, WorkSpacesCMK AR % Amazon
WorkSpaces Bg# 2R 1% &8 WorkSpace Mk ENER S8, (RBEEZLR , BNESEHI
Amazon EBS ) . HZE B BIMY CMK PR#& , 58S BAWS KMS & RELEE,

(® Note

RZEMRINE WorkSpace 2B BETHGIE, kI , 7 WorkSpacesB 1R H Rk [E 1 B2V 1B
TRE A6 SZUEE—B/DRETEEME,

INEE WorkSpaces INHEF MR | 5528 Amazon #11a WorkSpaces £ AWS KMS, Z &l
fEsH: CVMK HIERTE R , RR ERFRISINZ WorkSpace H55R, MEHE AWS KMS £ F1& 4
TN EMERR , FSEAWS KMS EH,
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Amazon A% F WorkSpaces 12 t'E ¥ a] 7 EX L A 5 um 88 B Y32 18 WorkSpaces., &F R EER
WorkSpaces #HI¥ ZEEE BT, WorkSpaces AILAEAHFHEH macOS # Microsoft 18
& PC . BEALAAFHMA LM IOS , £ , Chrome RERMK , Linux MEZFin , UK
WorkSpaces Web ShBE Fik. B TELIEE , Ll —SHEREMEE,

B O RAEEEGRE | EFEHE T WorkSpaces #& Windows, MacOS. i0S, %
B, ChromeOS MIEZAFw LWAFIRFEMMNERAE, BR#H WorkSpaces HE , BT 2RA
£ Web ZEL= Linux i WorkSpaces FigkyfZE , Kt EERA,

MERSEENEE (LBASETEEE) FTMLRNERERSE , BIT LU WorkSpaces FEUIRR H/7EE
BEERNBENSEEEE, BALINEER , Amazon WorkSpaces B A BE RSN RBRYIBHEER
BZEE, MR WorkSpaces FinfEARERELRILEERSSEME , ASHEHEREARRERE
BEER

ZEENKREXEEARTIIRAFR

« FEARIIER Amazon WorkSpaces Android & FimfERATERF , 7 Android # Android A # Chrome
BERREELET
« 7£ WorkSpaces macOS %fi EiE1TH Amazon macOS & F i

« 7£ WorkSpaces 13 & 5% & LE1TH Amazon R E X F i

YN EE {2 | AT {2 ER IR L 2t B A9 E¥ A B EA WorkSpaces , i 2 BIPR #1382 EEEE M WorkSpaces FH,

(@ Note

ZEAEENEREERR Amazon WorkSpaces #88. macOS ML £ Fif, LIhEETR
A Amazon WorkSpaces #iFEAFmBEME=FRAFiK , SFEETRR Terdici
PColP BB@M1TE A Fik. Terdici PColP A Fi%. RDP AFwMERRKEEEARER.

P FEU= HIEH48

SERLL P (Ut AEBAVEHEE  FEFUTUAERENEEZEME IP VutEE Y AFFERE
WorkSpaces R EERIIZFEENMBRSTREFN. WIHETHEEFEFbEFEZERE,
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& T LATE WorkSpaces B $ Bk #7318 |P FEURSIBE, EMES E BB ER IP FEUR HIBHE,

« IP FEUEHIEE — BT LA WorkSpaces BEIEF A IP FEIRSIEE LB IP FEUR S8,
&u] LAy AR ZENAY IP frutsh IP B , ASRRIFIEEE LR E., WorkSpaces A% A LIS LE R
AFIBE (EMFEER EE LB &P,

- I{E[E APl — WorkSpaces AP| T FAAZEI. MIBRFMIAEE ; BN MERFEGR Al ; KB &
WA BEREEAE

WMEH P FEURHIBEEEE Amazon WorkSpaces M#ZEFEE M ANEMRE |, BF2EEN IP FE
R HIEE4E WorkSpaces,

£ Amazon E532 552 8% CloudWatch

EEiing. RRSFNRHEERTMERGEBTIITRRN —E2. FHFE Amazon HIEF WorkSpaces
EERENE  BHREANEERERENEFRE WorkSpaceso

Amazon CloudWatch #§#& WorkSpaces

CloudWatch Y1518 § 7 WorkSpaces A EESRMUEZEFREARBEZLSMRANERRENRAE
A WorkSpaces. EIZ 0 LA 5 7E B 8k 4B WorkSpaces FHIFTE A A WorkSpace , iE#E
E.

BEFEIEE—# , EL CloudWatch IR AWS BE XA (M TEFR) MR, EB CloudWatch
API ZH , 3 A CloudWatch B R 0B T EiE1TEN#,

Title: ConnectionAttempt (Count), ConnectionFailure (C =~ Sum 5 Minutes ~
10 ]
8
7
6 6
4 5
4
2 3
o 2
7/08 7/08 7/08 7/08 7/08 7/09
19:00 20:00 21:00 22:00 23:.00 00:00
Left axis units: Count Right axis units: Count
[ ConnectionAtternpt [l] ConnectionFailure B ConnectionSucces:

24 : CloudWatch £ : ConnectionAttempt / ConnectionFailure
&R ERATIEE L BEFENEAMAEA :

- A — [B WorkSpacesEiRER BN ZET ALLAIEE R,
« TEE — WorkSpaces ~EIEMEEMEREN T REFTALEES,
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« ConnectionAttempt— ¥f a E1THIERRE H XS WorkSpace.

- ConnectionSuccess— A Th E & IEARH R B

- ConnectionFailure— kKB EREFH R E,

« SessionLaunchTime— F WorkSpaces F i P il 2/ B B T EBE ER P B RV BF R,

« InSessionLatency— WorkSpaces & Fin M & F 2 B FREE WorkSpaces , & FRIEF#

A
Ho

- SessionDisconnect— £ &R EI M B BIEARM TERRERE B,

AL AT B , AT B

Create Alarm X

1. Sedect Metric 2. Define Alarm

Alarm Threshold Alarm Preview
Provide the detalls and threshold for your alarm, Use the graph on the right 1o help set This adarm will trigger when the biue line goes up
the appropriate threshold. 10 o above the red Ene for a duration of 15
minutes
Name: Ws-Connection-Fail-Alarm-d-926731

Conractionf alure = 1

Description: Connection failure when signing into V

Whenever: ConnectionFailure

I8 | >= 3]

for: |3 consecutive periodis)
Actions Prae
Defing what actions are taken whn your alarm changes state. Directoryld: 4.g
Notifsaton Uelete Metric Name:  ConnectionFailure
Whenever this alarme:  State is ALARM
Period: 5 Minutes &
Send notification to:  Select a notification list 2 Mewist Emeris @
Statistic
+ Notification + AutoScaling Action
ot v (T

25 : & WorkSpaces E# #5382 CloudWatch B
Amazon CloudWatch SE&) WorkSpaces

Amazon Events B CloudWatch E4 A ARRIR, BE, TH., #F, 2WVEREKIEA
WorkSpaces. BLARIERILAEEI2 FI S ik WAN IP {3k, fE2R#E. WorkSpaces ID ¥ B #5318 &
A, AHERAEZE A WorkSpaces, fltn , RIS EHARUTER :

* #& WorkSpaces EAEMHEFRHFR/IHEEUMR future BE, FHEHKEUSHHESH , iR
BRELRERRIEERTH,

- /A WAN IP (usit¥IEiERERMEZA , ARFEARIEFEAEREFTRHS "S54, 88 7
EY WorkSpaces 1 ( CloudWatch Event) 3E ZER RV ERHE R, WorkSpaces
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o FERBCRIESIRI HR B REREN IP LU EERMEAEANER.

WEEBAAFER CloudWatch EHMFHMER , S8 Amazon CloudWatch E#EREiEH. £E
#—& 7 ### CloudWatch =44 WorkSpaces , 782 B WorkSpaces £ A Cloudwatch EHERENE
#

YubiKey X 3#F Amazon WorkSpaces

ATENENNEZLE K FEFAESREFASEEXARIRABIENBENZ M, BEEEEE
£ Yubic YubiKey o iE# . Amazon EE WorkSpaces X — X4 %8 ( OTP ) # FIDO U2F &
PERFTIE, YubiKeys

Amazon WorkSpaces BRI & OTP &R , EEERRKREAETEEHMIEREITE YubiKey A
OTP., AF WL HE YubiKey Rt IV FTE# L , REBIEEPIE WorkSpace ( HrlREFE
BWA OTP WFERH ) , WiFE LN S AT YubiKey, YubiKey i EE# A OTP ZiBEHN F R+,

A7 A FIDO U2F #x & YubiKey 1 WorkSpaces , EEFENNLT R, BRENEAZEESTIH
F—EXEN YubiKey #EH | LU{EIE WorkSpacesiB FHI AR FEH U2F EFEM :

* YubiKey 4

* YubiKey 5 T 5@
* YubiKey 5 #K

* YubiKey 5C

* YubiKey 5C #iK

* YubiKey 5 T 5@

ZERA YubiKey U2F #9 USB E#E )

PColP #9 USB E#E M FEFR A S A WorkSpaces ; EEEEFEH U2F =R YubiKeys , 4B

To

1. BEERE A PColP (32 fujt) ZEHZF I WorkSpacesEHH F A RIFEIRE A , =2 PColP (64 i
Jt) ®WWorkSpaces# R A R EEE L,

2. FEN A B &89 B WorkSpaces $& & WorkSpace = Amazon EC2 #1T{EE L , FREERAER
T B (gpme.msc) , REBRBIEZE P ColP TEREREE,

JLEBEEATFEAEESANRE , FEETENEENEEEERE, Al , FEE "TUBENE
IEE%EEQEJ o
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https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#gp_install_template_pcoip_32_bit
https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#gp_install_template_pcoip_32_bit
https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#gp_install_template_pcoip_64_bit
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4. BARE PCOIP TR A /{E USB %o
5. BEMA , ARBERE,
6. BARKERE PColP USB AFFM T AFFHEER BIFRE.
7. BERA , ARTEBRA USB BEXRE (RS TEKRA) 2T , RESH USB EBAFFEERL,
a. BERA - 110500407, LLERME ID (VID) E2E S ID (PID) 484, VID/PID A& HER
Blxxxxyyyy , ExxxxH2+AEMERHN VID , MByyyyR+EMERM PID, 1EEE S
f5l# , 1050 2 VID , T 0407 2 PID, #MFEE % YubiKey USB B , 5528 YubiKeyUSB & 5l
B
8. 1£ [E A USB REXRKE (RZTERA T , REELEK USB H£EBHHFERA,
a. SFHECERERR , REZF R, ERXRTRAAFREEESMN USB £E,

(@ Note
BB Z A LAES 10 {8 USB RER MRS 10 8 USB BUERERR, EREES () 7
TRDRBZEHRI . MERRREBUERERINFRES , F2REAR Windows K
PColP B B2

9. BEMHE,
10BERAGRESESET —RBEHEFRAEH 2% WorkSpace & WorkSpace TR EFH R E 2
BEN, FEEAFEBEEE ST TIHF -7
a. EFEE WorkSpace ( £ Amazon WorkSpaces #2#|& 7 |, &2 WorkSpace , REIBRIZER
£ , EFRE WorkSpaces ) o
b. ERMEEWTRARFRF , BAEH,
MEBRELERE , BRIFER USB HREMRAIFRERERS , WorkSpaces B RIFFE X &R USB SE & ]
NEHE[ME,

FUH YubiKey U2F #9 USB EE[# , & O] LAFE &M YubiKey Fido U2F =,
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https://support.yubico.com/hc/en-us/articles/360016614920-YubiKey-USB-ID-Values
https://support.yubico.com/hc/en-us/articles/360016614920-YubiKey-USB-ID-Values
https://www.teradici.com/web-help/pcoip_agent/standard_agent/windows/20.10/admin-guide/configuring/configuring/#pcoip-usb-allowed-and-unallowed-device-rules
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AN fEAL

B Bh WorkSpace B2 IhAE

£ Amazon # WorkSpaces , Al A & fF & A BB WorkSpace EEINAE , EAIRES FE it i%H B
CHEE, AMEREBBIREIIEERLURA Amazon B IT KB AE I {EE WorkSpaces., B BB
FRISThaE® |, B TTUERER Amazon B Windows, macOS = Linux B Fig#I{T T 5 —=RZE\EE
#% WorkSpaces :

- BN EFIm EREERRE., ENEFAEENEREMP , WorkSpace M EEZEHE A HER
#o

- EFRE MM WorkSpace,

o EMNHE _FRREEREN A FE#UEERN K/ WorkSpace,

- BEHEHHA (EH) WorkSpace,

- YIBEMREITER WorkSpace,

- EEMMPME WorkSpace.

AHFERAEEREYN [EFNRE] M [(ER)&81E , REFEBENRETE WorkSpaces., ER&EERZE
E , I EE WorkSpace & WorkSpaceBffiE —B/NERELFER  RAEREFZ®AL,

BhN#EREXRD, SFEEFRRURBHTENNBETESEEEINER WorkSpaces, RIEME
ERMAEBRYE , MR XEERNIEEH, ETEREREEY , BAFFENRARERWEBRE ,
DRARCESENEANRE, EUEBRBERAN BRI FEIT WorkSpaces , SBIBERBEWE
ERMRBEERE (ITSM ) BRIEERK , BlaiServiceNow,

MEHMET , FSBEEUHFEHER BB WorkSpace EE AL, MEAMEHEBMRBRAKZEL
AAMILE 86| | 55286 WorkSpaces F H B A O#315 B E){t Amazon,

Amazon WorkSpaces FAE1t.

Amazon B WorkSpaces RE{LERER T RE 2 BB Amazon WorkSpaces AEE#, RIFE
WEAER , 8B BEIR WorkSpace AR ERAMRMNETERE (B IKEEA ). WERART
% Bh IR EE$2 F WorkSpace AE R HKELK A , A AWS CloudFormation BB ZMEREMSLE
B AWS BR#E , LUMESE 24 /N2 A7 68 230 B8 E Bl Bk #& WorkSpaces. H#FTHRA 2.4 AEFRHT
FIRE VPC FEBMRFRNETY , UAEFNKLEREEE, W, BXE TFENETEN
MM | WorkSpaces Wi T EFEER, MREZHCBBUWAERS ZNER (v2.2.1 EKIR
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https://www.servicenow.com/
https://docs.aws.amazon.com/workspaces/latest/adminguide/enable-user-self-service-workspace-management.html
https://aws.amazon.com/blogs/desktop-and-application-streaming/automate-amazon-workspaces-with-a-self-service-portal/
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) | SEHKBR B B - B # Amazon WorkSpaces Cost Optimizer CloudFormation & | LAEVS##
R REBHRIIRA,

HEITE N E WorkSpace REH M EIAI AMFETE. UTEEBIEEEITH WorkSpaces EITHE :

AlwaysOn— X B E /) B B R F B WorkSpaces. ItE X HiE S A E WorkSpace B E
SEY BRKEETENIFEIE WorkSpace EHTHSEMNFERE,

AutoStop— 1Z/NEF{F WorkSpaces B, FALERE , FEEENREERFB%E WorkSpaces 1%
It , TREFEEARSINERNRE, EEREBBFLER , A AutoStop BB (M), EEER
ERFHHIFERBIBEMPIRAF WorkSpaces.

BEMERERERBNR , ¥ FEH Amazon WorkSpaces K AE (b 28 % 3R 5 =45 Amazon HYIE1THE
NEXBHHE WorkSpaces A M MER . MRS REEE Amazon CloudWatch B4R A | %
HAlF 24 /N A —BAWS LambdaB &

ZRR G B ] LATEE R E B T — KB A WorkSpaces /N BEABRAESATEER,
MERREREBNETEERATATE , AIRBASTRETE WorkSpace BB Z I T 25T E
i WorkSpace El/NEETE , HEEFAERRRERSI SERE/NFFTE, T8 , IREEX TR
BEERH AWS B X84 = Amazon WorkSpaces APl FEI#2F, R XM AWS CloudFormation
HEAGEUHTELEHRNSE , TAFNEXBTERNMTHRAR , MEHEBRHRS.

EEFREER

EEPILRRAREFTEE R WorkSpace 2 BE#: | 55 WorkSpace £ F#ZS & Skip_Convert Fl{E{
EBRESEREBERE. R RIECHIEST WorkSpaces , 1B FEEHIZEE WorkSpaces, & 1]
LIRERSBRRIER | LUEE B BHE IR WorkSpace, MEFMEA , 552 Amazon WorkSpaces F{ A&
EXIA

BEEEHE

RIBTER |, AR A RERIE — AWS 1RF WorkSpaces 17 Amazon WorkSpaces & B 8% |
DEEFABTA AWS EiF, BALE " AWS #[EFE ) MASHPRESEERN AWS B (ML
EEESRE) FE , URHEZERVES.

EIREB VPC HEE

LEERRTTRFE VPC FHEFT ECS TR, kTR , BRI REE MM VPC , BETUERABH
VPC H#8E , FEARREM TR ID M2 ARABMARASBN -0, LENFRKRERE
MR MR ECS EHIERHE , LURE A Amazon ECR EEHFEE M Docker MR 1E,

EERHER 79


https://docs.aws.amazon.com/solutions/latest/workspaces-cost-optimizer/update-the-stack.html
https://aws.amazon.com/solutions/implementations/amazon-workspaces-cost-optimizer/
https://aws.amazon.com/solutions/implementations/amazon-workspaces-cost-optimizer/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/lambda/
https://aws.amazon.com/solutions/amazon-workspaces-cost-optimizer/
https://aws.amazon.com/solutions/amazon-workspaces-cost-optimizer/
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R fE A BV #& 1E WorkSpaces

LELERR T R A FFIE WorkSpaces ERmEFTERUFNE AN RE —RKILRFEANARE, ELIER
# TerminateUnusedWorkSpaces#ii A S 8# ¥ A CloudFormation BARRIZBZFMALLTIEE, HEME
REZETEINTETIGELER  RERES ARELUESF WorkSpaces ZiRA#K L,
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Amazon Amazon Connect &1t WorkSpaces

ERPOEENREREAEBRVAREERY , RANRMBANSTARR e/ EMMBEHENE

ﬁmﬂETEE’JEnﬂ*EﬁO HEERKREFEPATERFUERLSRR , ERTRERBELRERER
F, EANGEEEELTAENRARLZIRE, IRERRATARTIARMAZER THERE , R

énﬁa_% REAEEITERME , UWEXIGERE, EREINNIKBASEIEF R MR R EE.

WBREBITAN-—ELHZERRTRASELERE  ESRZETARRSESHING , MEHEH LR
ENERBREESHED. oS URIARE aﬂ%%ﬁlﬁ?&%u‘ﬁf:ﬁﬁﬁ% AR H &R (25
RERXEEREN PI) NMREELZENWIFRERT, EETRELERARKREETR K FATTU
BREFHNBEFERRSTREL.

Amazon Connect 28 7 AP| , TEEE S BFTHBHS ARFIER (CCP) ANFEHEKER, &
BEEHENHP— 1I1§IEE?"“$IJ§J CCP REAUEWBEFNEN. ELREANZERMREDEIW
CCP ; ET{ERSERINERAMMER CCP , URETERER P EAEIERMN CCP, BEEBRETELR
5] CCP 2% , M LARIA Amazon Connect & & & £ WorkSpacesit., HH CCP 2 BB N EE
B, IR EMERAEEESHERZAMN CCP URL Rt B . WorkSpacesiRETRE , B
WorkSpaces Connect Bi#& /MU ER T2 0 B Th B8R 78 45 M1 BF WorkSpaces , WorkSpaces AAFIwm& B
BERBEENNAEERZERPHARMIEMHMNMZA CCP URL, LB TESAEERARERERHN
AEER b MERE CCP HIRREL: TERKERTHNHEHMATEER, WorkSpaces

RiBHE

S AWS Cloud

v Managed by AWS

N Authentication
B % P Gateways -
g “ ¢ 5 Amazon WaorkSpaces
A + »

Users )
Internet Streaming
Gateway »

- T ¥ - Amazon 53

Ky Amazon Connect
Authentication
. . Customer VPC

Streaming - > B I R N

P -
e : MY Y ® o
Audio £ > H
signaling . . Intarmet i Elastic network interfac

Gateway en ducu nt

26 — Amazon Connect 1 WorkSpaces 2 [E]
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https://aws.amazon.com/connect/
https://github.com/amazon-connect/amazon-connect-streams
https://docs.aws.amazon.com/connect/latest/adminguide/launch-ccp.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/enable-amazon-connect-audio-optimization.html
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5t S HE AR

&A1 ATE Amazon WorkSpaces EEERHN "AFRNEBESRE)E ) S ERIEFRNEENA
FinfE&E , & & & EE R E] WorkSpaces 7 it IR # =% 8 £ E 4R 2| WorkSpace EEEEXE A
B EERAS,

£

« AD Connector 3 EZZES B 8%

- BRHEPEME WorkSpace B 5T RIRAE 2 3§58

o SEEEBEAE WorkSpace BT AMR T ER Windows
- WEAREEEN WorkSpaces X BT &R RIS

o MAREIRERIE AWS ith[E Y IEE

AD Connector £ E1Z 2R 8 B 8%

£ EZ AD Connector J_E | A EB "‘B% Bk , REEPEBMEERAIFL A4 EE VPC R EFHEEH
CIDR FARUS EEIEER, EF2E =M 1 : 8 AD Connector ¥R ZEEE Active Directory Service #1T
RIERE, B nﬁ Jf‘té{l%ﬁ: , BEIT TSR,

B EREER

1. 7 VPC B Windows #{T{ERE , ¥ iEiE RDP EEEER., HERFEREHE VPC #ITERE LT,

2. THXABRMEDirectoryServicePortTestAIFAEARER . R Microsoft Visual Studio B X ¥
SIEEHASERERF  WREENGE.

3. # Windows @i SRRFETH , A T FIiEIBEHIT DirectoryServicePortTest BIFERARER :

DirectoryServicePortTest.exe -d <domain_name>
-ip <server_IP_address> -tcp "53,88,135,139,389, 445,464,636,49152" -udp
"53,88,123,137,138,389, 445, 464" <domain_name>

<domain_name>— T2 &EMNIEE , AR RSB RN TaERE. MRFEHHER , AT R8s
Bl

< fABREF IP it > — AZPEFME P BEIEFI R IP ik, EEEESREL P Vab#ETRE. 0R
BEER IP {ut , AINERIGERE,

AD Connector X EZZIEE) B 8% 82


https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-troubleshooting.html#troubleshooting-specific-issues
https://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/admin_troubleshooting.html
https://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/client_troubleshooting.html
https://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/client_troubleshooting.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/samples/DirectoryServicePortTest.zip
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HRARSHEREER VPC MREMENLAEEERE, AREARAttERIFREMANBEDERE
l%\&o

SEHEHERE WorkSpace BETIRGIEIR 5

#N &R Windows 3% Amazon Linux WorkSpace ER&RMBINET T HER , AT URFP AR B ERMRE
WorkSpace, BiIBMEBEMEXRR. EABRXNEBHEE WorkSpace,

BEAERUETIEE BT MRERE , SEET Amazon Linux BRIMRGENER, BURGEZTENS
IR LERY , FRERBEMRE,

= EfERR Windows WorkSpace HEEBMMEENER , BEREHTEEBBERX . Image Checker
SEEE T MMRH WorkSpace BBEEIT—RIAIER , WiRENAFRKINEMAEENES, WEF
HEF  FSELENBELZGREREN,

WorkSpace BB ERIE%E , @HE "BIEKT, HE., BEEVUELNBITEEER, 50, #H%
SREBCAE XBMESWETREE , WEEH T Image Checker WiEF , BEE) WorkSpace BiBFiE
BEALE, DEXBRMERBMNES , TEEIFE,

WMEFMES , FEEART GRERENER M EEARETR.

SEHEAE WorkSpace ER AT BB Windows

Amazon WorkSpaces fR#& WorkSpace EiBEIAMREFRREHRE a WEEMRE, MRERREFUK
FREMEIFE , WorkSpace FiB#ZE/RA " WorkSpace TE, . ERARENERERERER :

- FHERARER WorkSpace IEFEPE I Amazon WorkSpaces BR# 1 WorkSpace.
- F# CPU ERAXRE WorkSpace,

VE K Z T WorkSpace BEE#F,
- [Ef& Amazon BRI R ERER T WorkSpaces FRIE KR EREITHARRE,

T oI5 HE iR 5 B 0] RE R k8 WorkSpace E|f2£ARKE -

- B, WorkSpaceft Amazon WorkSpaces ###l & EFE . MREHE) WorkSpace L fFR
R , 556 RDP , s WorkSpace £/ SSH jE# %] Amazon Linux.

- MRFREH WorkSpace B EHEFE ,  WorkSpaceft Amazon WorkSpaces XA EE,

- WNRMEE T WorkSpaces E#E , FEHERTYIEE :

ERHHEAR WorkSpace BHETIRRIE RS54 83


https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html#windows_custom_image_requirements
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html#linux_custom_image_requirements
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html#run_image_checker
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html#run_image_checker
https://docs.aws.amazon.com/workspaces/latest/adminguide/reboot-workspaces.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/reboot-workspaces.html
https://aws.amazon.com/premiumsupport/knowledge-center/connect-workspace-rdp/
https://docs.aws.amazon.com/workspaces/latest/adminguide/connect-to-linux-workspaces-with-ssh.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/reset-workspace.html

EBBEY R £ ML WorkSpaces AWS B E$

EadH CPU X

£/ BEMIEEES] ¥IB CPU £A=X WorkSpace BRES. MIRR , FEATIE—REHFBELR
REERERE

1. EILEFMRFERAKE CPU RS,
2. & KR/NFAE WorkSpace A AR B A EANEHEFR,
3. EFRE WorkSpace.

@ Note

EPES CPU FEAX | URNR ERSBEEHACPU FRXRBENEE , BF2EAUMAE
CPU KRERFIRFZ2ET EC2 Windows #{T1ERE /Y CPU EAXRBES ?

BB ERKN B WorkSpace

NMRTEENEREBCRE  FRHBENRKERE

—

. ¥TB Amazon WorkSpaces #Z#l& , AEEMT@E WorkSpace AR RFHMER.
2. BREKERE,
3. Connect E|ff WorkSpace A RDP,
4. BRSGTIRRFRT , REE A hostname SR BTN BB R,
a. MREWESR 2 PH "ERER, BT, FRET —EARBHREER.
b. MREWBTHF , FEA sysdm.cpl EBRRAR , REKBAT PN HEKTBET
VIRE[(BFE), AR LSRR 2 b [EREE]
HBRRTE  BEWAREERERRE.
. BB BE SkyLightWorkspaceConfigService A #11T H iR #E

a. TER#EH |, #EER WorkSpaceR# & SkyLightWorkspaceConfigService R #{THARRE, MRFE |
R B AR o

N O O

B B K A5 A

#EEY Windows B X i A IEFE 31T BV AR 0 0 R B AR B AR A FF T SIE BRI R R
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https://aws.amazon.com/premiumsupport/knowledge-center/ec2-cpu-utilization-not-throttled/
https://aws.amazon.com/premiumsupport/knowledge-center/ec2-cpu-utilization-not-throttled/

R B R SAEMUE WorkSpaces AWS HEH
o EEER 4172 LA TCP | B BRER,

. EIE 4172 FMEA UDP : EFRERAE@RA

« EIZIE 8200 LHE A TCP : EEMERE WorkSpace.

- JE#:E 55002 LAYEH UDP : PColP &,

TSR PR XS B AR R BRI | FEBIRUE B E IR 49152-65535 LA A FFE{EE .

SRBA XL R W ER TEAR B BRI | B ERFE R 55002 BB

W& RAMESER WorkSpaces XL E RIS

SEBEHERE WorkSpaces BBl , X AR X ER L HIE R B, WorkSpace & &% WorkSpaces A
Eim TN ERERE D, LHEEEMEERER

- fAPREFIWECERAE | TEIEERHIP WorkSpace 2fEIMRET , ELiEL R FEN WorkSpace 7 & iy 52 8%
B,
- FAFImCEIE | Rosk(E A& A 2REMREI WorkSpace.

« 2 A Windows ¥ macOS Al Fin @ EAKE AL &iE,
- THFHMIOS AF RS,
« Android AFERTFR LHETNE |, 3 B E{E2| WorkSpaces BEFim TIEE B, RAEZBBKAIL

& F Android 5% {&H B &,
WSP f{a] B 25 i 5 8% 48

FiE WSP tH#EHESEER AMBEERRFHESR—1@

« FE{E : C:\ProgramData\Amazon\WSP\# C:\ProgrambData\NICE\dcv\log\
« H1FEME : C:\ProgramData\Amazon\WSP\TRANSMITTED\
SFRE LHNEKEFEEE

BRI LR ERSFMEEBRFERARE , LUAREERE WSP Windows WorkSpaces By 50 #k1E 5F
HEERER.

W& A AEEEHY WorkSpaces X B4 E RS 85


https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#log_verbosity
https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#log_verbosity
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£ ES T ARCEEMMEE WorkSpaces , 55/ Windows Z #iRERERRE
#h_log_verbosity_options#s :

1. LLETE B 59 B Windows ZiRIERER

2. BEZE \HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Amazon,

3. MRWSPEMTFHE , BIR—TEERE , AREBEIE "HHH, > "HIE, LamBWSP,
4. BEZE \HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Amazon\WSP,
5

. WRZh_log_verbosity_optionsfEFREFE , FR—TBEAR , A%EEF "#E, > DWORD
WiEEh_log_verbosity_options&i®o

6. — T %1 h_log_verbosity_options DWORD , RAEZRIBFFIENFHEESR & "E, 8F
ATHEP—EEHF .

- 3 — BREH
7. 18 OK (&) MBI Windows B #imERE.
8. EFRE WorkSpace.

PColP fal Bk 25 ¥ aC % 48

FiiE PColP THHMERHLRHKEREATIIHP—EER K

« FEE : C:\ProgramData\Teradici\PCoIPAgent\logs
- HF{E : C:\ProgramData\Teradici\logs

ERR, AWS XE TEEEMEER , 4B PColP Server REEBRBENFMCHER., ZEMA

L IhEE -

1. BARA T 51 B 8% #4HE : HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Teradici\PCoIP
\pcoip_admin_defaults

2. fEpcoip_admin_defaults®&5|#h , B T3 32 4T
DWORD : pcoip.event_filter_mode

3. BHERREpcoip.event_filter_mode® "3, (t=AH+REM),

PColP {a] R 25 i AC 8% A8 86
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AR2ZE  ELREALEL DWORD HEZRK BFRE.

- 0—(EE)
- 1— (8ER)
- 2—(&F)
- 3— (BrEE)

8 pcoip_admin_default DWORD 7% , RIFE A2 K EM. E#%E DWORD TEEEH
2% , BEER2E DWORD , AREMEAES  MEASTHLEMEAEUEKZRE,

WebAccess fAIIRE] im0

$HHA PColP 1 WSP (1.0 BA_ERRA ) WorkSpaces , WorkSpaces #EHEFZHAFiwE# A STXHD &
#%. WorkSpaces Web ZEUHI SC 8 &/ 1F1EC: \ProgramData\Amazon\Stxhd\Logs,

$7HA WSP (2.0 ixEA E£) WorkSpaces , WorkSpaces # B FZHU R 2/ FE. C:\ProgramData
\Amazon\WSP\

F FimaC #%

IS LR AR R B A EERN A WorkSpaces Fim , Rt ie BN AERENERE L, HEMN Mac B
nﬂﬁ*;fﬂgilﬂT :

* Windows: "%LOCALAPPDATA%\Amazon Web Services\Amazon WorkSpaces\Logs"

* macOS : ~/Library/"Application Support"/"Amazon Web Services"/"Amazon
WorkSpaces"/logs

* Linux: ~/.local/share/Amazon Web Services/Amazon WorkSpaces/logs

EEMBREBREAE VLB RINWEE |, BB UEEM Amazon A WorkSpaces F i £ {5 F By i
PEECERINEE, SEREN AP TIERERSBEMAEREE , BEREAAL,

1. EH#R 2|2 8] WorkSpace , — % i & FEZEUA H A WorkSpaces P i BY i F& 50 8% o
2. R%&  RIXAFPERBEE —BERE , FAMMH WorkSpace , W ERERHE,
3. B SELTELHETANEEBRFMER (EFMAMEEER) WA,

REE-EREDNAEBEAAL, FRAEXNDERFAZANBEZR , BEFRALRE K RATEE
KRB HE,

WebAccess {a] R 25w a0 87


https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-troubleshooting.html#advanced-logging

EBEBHY B LEMCE WorkSpaces AWS BEH

i AR Windows By B Bh1t {a] Bk 25 4% 5 £k 45

ItiEGet-WorkSpacelLogs. ps1HBHEBAREWRER R RS REHERBE T AWS ZE, AL AWS
SE BBEXSRAPFERMARE RN

1. fEFA A Fimsl WorkSpace £ ARIm S EEMHE (RDP) Connect £ E .
2. MBI EBGTRIAT (ULEBEFMET) .
3. HEATIGS , SRR FTHMEECT :

powershell.exe -NolLogo -ExecutionPolicy RemoteSigned -NoProfile -File "C:\Program
Files\Amazon\WorkSpacesConfig\Scripts\Get-WorkSpacelLogs.psl"

4. ETREEEAENEE LB REBRHE .

ZRARE BT T XK zip XK -

- C-EENRERXHNXH, BF X (x86), ProgramData, MR EHEIXE, EC2Config, BIX, B4
BEE, M Windows B (IFEAMA).

« CLIxml— Z& XML R , EEERATUFEA Inport-CLIXMLEBRENREAN, FSBEA
E=R,

- Config — BXBITHMER R &

- ScriptLogs— BERESHBHTHREE ERAETER  EHRAEHEESENERREAR).

.+ tmp — EFEHIR (FERRZEM),
+ JBHE — SRR R A 3 R
WA ERRITE AWS i [E#Y IEE

JEARIE/E Health FEME @5 AT RIEME 2 WorkSpaces A LUEARZIFT A £ Amazon HI A ERRTS .
TIEH A A Amazon WorkSpaces HI &1 AWS EiF#THERE , WEHAF B —ExR.

EAR Windows B B B{b.{7 iR 25 i AC 8% 48 88


https://msdn.microsoft.com/en-us/powershell/reference/5.1/microsoft.powershell.utility/import-clixml
https://msdn.microsoft.com/en-us/powershell/reference/5.1/microsoft.powershell.utility/import-clixml
https://clients.amazonworkspaces.com/Health.html
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