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1996 FH (Health RETTEHEMEEER) (HIPAA) BAR "TRREBHE, 1 "HEBMH, . HPAA
£ 2009 FBiB (KEEMEEK Health #4E Health SE84i7 ( HITECH ) %) #1T T EBE.

HIPAA F1 HITECH #IZE 7T —E B &R PHI Eé%ﬂl‘gﬂ\mﬁﬁ?ﬂﬁﬁ HIPAA 1 HITECH #Ehn 7 B fE
ANBESRENREEE (PHI) *EI%QH’JE‘R ENREBEERERE PHI , EAZRFMITERET,
B# HIPAA 1 HITECH WEZEE |, 5875 Health ﬁ;.ﬂ%ﬂ\%:éc

HENEBNEEEBATLUER Amazon Web Services (AWS) 1R %4, TEE. BRAE

W IT THREBFS HIPAA Fl HITECH @R ERWEAREN. AWS REH commercial-off-the-
shelf B ERET & ERERR TR MER , Hlan SO 27001, FedRAMP FARIE A BIE IS
(SOC1, SOC2 #1 SOC 3), AWS RBEMERFLEEZERENERZSM , EPRBEREFER
HNEEMNZEMH, AWS TAEEREER. TEFSHRNEHIM pay-as-you-use EfE , RBEART
BRRNEBERBEXZEAEANTREERNBREER,

AWS TS HIPAA HEH REERREMERHLLMEE, FHRAER PHI, k7, B 2013 F 7
A , AWS At BEEFRMUEE(CHEERFE/ESN (BAA), #IT AWSBAAMEFAUEEER
HIPAA R 5 Btk 5 # 8 A 42 AWS BR% | 1EIAEE{EFH AWS BAA FEZM RIS HIPAA BRI R
BRI, FHRAER PH, MEELRENTREE , FSHE HIPAA & RESEZEM,

AWS MERFSEENRAKREETE , UWERFS HIPAA ERNRFEHIXE HPAA B2, RITHNE
RREEE, FHEERERER. REMNERH PH |, AIHBERMANEFM AWS FRERAMN AWS 2
ARNEEERY HIPAA B3R,

AWS B BAA ERE FRIE Health B HIRF IR (HHS) AVIEE | ERANE HIPAA BHEHIRTEF#
FEEBAY PHI 1%  AERBNEARLER, BEARNHAAHE CLTHEHE "B/ ). F2H
@k, RATCHREWEN , WA EEE HHS IEEMNMEEE ( HEE ) Wi LR,

AWS Rt —HL TN IHEENRE  TEPH WEREBENNZEERAZEE K MEESZAREXK , 25
AWS Key Management Service (AWS KMS), & HIPAA §HRERNEFERME PHI MEERSE
BEBmAHEM,

EREMABENZR , BF ALGHELFARFE HIPAA ERBBHREMNZEDE, HE , FFAN
BBME HHS FEMNEMAXmEMEER,



http://www.hhs.gov/ocr/privacy/
https://aws.amazon.com/compliance/iso-27001-faqs/
https://aws.amazon.com/compliance/fedramp/
https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
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BARER HIPAA A A ENEERE , B AWS EREFREBHEHEABRKEIERE (HHS) BWIEE | in
RERESMEA HIPAA S REE@RHN PHI : ERTFZ LN ZRE Health EFFEFEH, F|EFEN
SEERBEACEENEA CLTE "8, ). #2848, RACTHESHEN , X HAEEE
HHS EEMNRTE ( EBEMAL ) LR,

AWS Rt —HLEWIIEERNERER , TZE PHI NEREBNNZESBEZEE K MEAEZRER , 2F
AWS Key Management Service (AWS KMS), & HIPAA SR ERNEFEME PHI MEERSE
BEBAMEM,

FEREMABENZR | FF AL ERAFE HIPAA ERRBHREMBIIEE , EBFE HHS
ESINHEMEARRENERTR, ATEHREBBESENS HIPAA BRI £/ AMED
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* Amazon API Gateway

* Amazon AppFlow

* Amazon AppStream 2.0

* Amazon Athena

* Amazon Aurora

» Amazon Aurora PostgreSQL

* Amazon CloudFront

* Amazon CloudWatch
« Amazon CloudWatch SE&)
« Amazon CloudWatch Hi&

* Amazon Comprehend

* Amazon Comprehend Medical

* Amazon Connect

* Amazon DocumentDB (with MongoDB compatibility)

* Amazon DynamoDB



https://www.hhs.gov/hipaa/for-professionals/breach-notification/guidance/index.html
https://www.hhs.gov/hipaa/for-professionals/breach-notification/guidance/index.html
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Amazon Forecast
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Amazon HealthLake
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Amazon Managed Streaming for Apache Kafka (Amazon MSK)

Amazon MQ
Amazon Neptune

AWS Network Firewall

Amazon Pinpoint

Amazon Polly

Amazon Quantum Ledger Database (Amazon QLDB)

Amazon QuickSight
Amazon RDS for MariaDB
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Amazon RDS for MySQL

Amazon RDS for Oracle
Amazon RDS for PostgreSQL
Amazon RDS for SQL Server
Amazon Redshift

Amazon Rekognition

Amazon Route 53

Amazon S3 Glacier

Amazon S3 Transfer Acceleration

Amazon SageMaker

Amazon Simple Notification Service (Amazon SNS)

Amazon Simple Email Service (Amazon SES)

Amazon Simple Queue Service (Amazon SQS)

Amazon Simple Storage Service (Amazon S3)

Amazon Simple Workflow Service

Amazon Textract

Amazon Transcribe

Amazon Translate

Amazon Virtual Private Cloud

Amazon WorkDocs

Amazon WorkSpaces
AWS App Mesh

AWS FERENER

AWS Auto Scaling

AWS Backup

AWS Batch

AWS Certificate Manager
AWS Cloud Map

AWS CloudFormation
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+ AWS CloudTrail

» AWS CodeBuild

+ AWS CodeDeploy
* AWS CodeCommit
* AWS CodePipeline

» AWS Config
« AWS Data Exchange

+ AWS Database Migration Service
* AWS DataSync

* AWS Directory Service
» AWS Elastic Beanstalk
« AWS B KEEEIR

* AWS Fargate

* AWS Firewall Manager
* AWS Global Accelerator
+ AWS Glue

* AWS Glue DataBrew

+ AWS loT #/ B2 AWS loT Device Management
* AWS loT Greengrass
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* AWS Managed Services
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* AWS Organizations

* AWS RoboMaker
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* AWS Secrets Manager

* AWS Security Hub CSPM
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* AWS Server Migration Service

* AWS Serverless Application Repository

» Service Catalog

+ AWS Shield

* AWS Snowball Edge

» AWS Snowball Edge i#
* AWS Step Functions

* AWS Storage Gateway

+ AWS Systems Manager

* AWS Transfer for SFTP

« AWS WAF — i858 FE R I Bh X
+ AWS X-Ray

» Elastic Load Balancing

* FreeRTOS

« FA AWS KMS A PHI $5in%

* VM Import/Export

Amazon API| Gateway

B F A LAEA Amazon APl Gateway R & Z RENEREF (PHI). #A Amazon API
Gateway BEHTHEEBFER HTTPS WWHETNE , EXF A IREEAFIHMBES, AP
Gateway S ZBREREEMEHFERMER , MAEHEBEARK. EF ALUEIR AP| Gateway £
AWS ZE A 4 HITIEE, NEFMER , F2ETIRE

+ Amazon API| Gateway & BREI&EE | T2 HMRE
+ 7£ API Gateway F =5 FEE ¥ REST API By77EX

EFE A LA BEEZ R APl Gateway FIRISHETES |, SIRRES K PHI B |, RN E BEEI5ER
BAA —H, WFEH API Gateway ERE IR ESHERIER , S BT AP| Gateway % E REST
APl 5%,

ZFE A LAfEA AWS CloudTrail 1 Amazon Bt CloudWatch FEEE 28 FR — N C8EThRE, RS
i AP| Gateway BRI EM PHI (62074288, URL MER/EfEH) REERTA HIPAA BRI R

Amazon AP| Gateway 7


https://aws.amazon.com/api-gateway/faqs/#security
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-control-access-to-api.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-method-settings.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-method-settings.html
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HH , BEREATEIESINERKE. WEFEA APl Gateway HITERENFMEN , FSBNAMAR
CloudWatch $& LA S HEfE 3 HY API Gateway REST API 5 WebSocket API ?

Amazon AppFlow

Amazon AppFlow 2 —B£ZENE SR , #EE F 7 Salesforce. Marketo, Slack & S oftware-

as-a fR7 (SaaS) EARX zEZ£itE@mER , LK ServiceNow Amazon S3 FE2F Amazon

Redshift & AWS R#. AppFlow AJAURRBRE FIZ2ENERHTERRE (KR, DERKESH4SRE

=)o %F‘L_IJ«X SEERMBBEERNEIRINGE , LELEEMW ready-to-use ERMEAREAREH —
o , MBEEHITHMDER,

Amazon AppFlow Al AR BEEHNE@wa S PHI MBS, FERERT , A TLS 1.2 REFMRAIRH
AppFlow E2E&E 3R/ B o ith 2 EEH N ERNE, S3PEMNBREERNESFEAEZTFIEEN AWS
KMS &8 (L5185 CMK) BEENE., HRERZEF S3 BHH PHI BER , EEXERRMERMN
WHBEBMERTSEZSER, AppFlow EIBES AWS CloudTrail LAFE 8% APl FEAYF] Amazon % H
REHITEMH , EventBridge LA A FEARER EEi,

Amazon AppStream 2.0

Amazon AppStream 2.0 22 ZENERARX B RKE. EFHEECHER , Y BXAUFSHE
RERNARNBRESER Windows AN, EFTLER "FERK, XEFELREEE, 0
FRERMERKEFER Amazon S3 #Y SSL inBiETINE, ERMEB KA Amazon S3 EEM
NZESRETHREMNDR, NEFMEN , FSERANERE AppStream 2.0 FRHENFEMFEZE W
REFEECFEABIBERBTHRRAR , ML EEERRARMRSRWAREEE & —. 1B
B2 Amazon AppStream 2.0 9/~ API BEZEA TLS ETINE, WFEFHMENR , 5528 Amazon
AppStream 2.0 X4,

Amazon AppStream 2.0 258 B RIF B S —#2 AWS CloudTrail , (JEEF /I AWS IRF 524
Amazon 2.0 =& Amazon AppStream 2.0 Y API FE0Y | S 4% B 3 E R R$EEH Amazon S3
f17Er#8, CloudTrail #8EX# Amazon AppStream 2.0 12 A= Amazon 2.0 AP| E1TH APl FELY,
AppStream & FE AL Amazon CloudWatch SR & REAEEE. MEFHMER , FSEE
FAEE¥E Amazon AppStream 2.0 R F 52 & AppStream 2.0 APl FEI4 AWS CloudTrails

Amazon Athena

Amazon Athena 2 —EE BN E#H IR , AT Amazon Simple Storage Service (Amazon S3) H{§
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https://aws.amazon.com/premiumsupport/knowledge-center/api-gateway-cloudwatch-logs/
https://aws.amazon.com/premiumsupport/knowledge-center/api-gateway-cloudwatch-logs/
https://docs.aws.amazon.com/appstream2/latest/developerguide/persistent-storage.html
https://docs.aws.amazon.com/appstream2/index.html
https://docs.aws.amazon.com/appstream2/index.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/monitoring.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/logging-using-cloudtrail.html
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Encryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Security.html#AuroraMySQL.Security.SSL
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Security.html#AuroraMySQL.Security.SSL
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Encryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraPostgreSQL.Security.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/logging_cw_api_calls.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/logging_cw_api_calls.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/Create-CloudWatch-Events-CloudTrail-Rule.html
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https://aws.amazon.com/iam
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://docs.aws.amazon.com/comprehend/latest/dg/auth-and-access-control.html
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://aws.amazon.com/iam/partners
https://aws.amazon.com/iam/partners
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https://docs.aws.amazon.com/comprehend/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/comprehend/latest/dg/using-the-api.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/compliance/data-privacy-faq
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://docs.aws.amazon.com/comprehend/latest/dg/comp-data-protection.html
https://aws.amazon.com/kms
https://aws.amazon.com/s3
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https://docs.aws.amazon.com/comprehend/latest/dg/kms-in-comprehend.html
https://docs.aws.amazon.com/comprehend/latest/dg/kms-in-comprehend.html
https://docs.aws.amazon.com/comprehend/latest/dg/pii.html
https://docs.aws.amazon.com/comprehend/latest/dg/pii.html
https://aws.amazon.com/architecture/security-identity-compliance/
https://docs.aws.amazon.com/comprehend/latest/dg/comp-infrastructure-security.html
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/dedicated-instance.html
https://docs.aws.amazon.com/comprehend/latest/dg/vpc-interface-endpoints.html
https://aws.amazon.com/compliance/shared-responsibility-model/
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A BERBEREREA 15


https://docs.aws.amazon.com/comprehend/latest/dg/cross-service-confused-deputy-prevention.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/encryption-at-rest.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/encryption-at-rest.html
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https://docs.aws.amazon.com/documentdb/latest/developerguide/security.encryption.ssl.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/logging-and-monitoring.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#ddb_region
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://aws.amazon.com/partners/
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
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NMEEMZBZER N —RETHMNFMENR , F2B Amazon ElastiCache 8. EEIEE Redis B|ZH
ElastiCache EZE LR , 82 (TR Amazon ElastiCache #J Redis ?

Amazon EFS 18


https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-amazon-eks/architecting-hipaa-security-and-compliance-on-amazon-eks.html
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-amazon-eks/architecting-hipaa-security-and-compliance-on-amazon-eks.html
https://aws.amazon.com/elasticache/pricing/
https://docs.aws.amazon.com/AmazonElastiCache/latest/UserGuide/SelectEngine.Uses.html
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https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/UserGuide/at-rest-encryption.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/in-transit-encryption.html?
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/in-transit-encryption.html?
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/in-transit-encryption.html?
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Self-Service-Updates.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/encryption-at-rest.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/ntn.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/managedomains-cloudtrailauditing.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/managedomains-cloudtrailauditing.html
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https://docs.aws.amazon.com/ElasticMapReduce/latest/ReleaseGuide/emr-data-encryption-options.html
https://aws.amazon.com/about-aws/whats-new/2020/11/amazon-eventbridge-adds-server-side-encryption-sse-and-increases-default-quotas/
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-logging-monitoring.html#eventbridge-info-in-cloudtrail
https://docs.aws.amazon.com/forecast/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/forecast/latest/dg/getting-started.html
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https://docs.aws.amazon.com/kinesisanalytics/latest/dev/how-it-works-input.html
https://docs.aws.amazon.com/kinesisanalytics/latest/dev/monitoring-automated-manual.html
https://docs.aws.amazon.com/kinesisanalytics/latest/dev/cloudwatch-logs.html
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https://docs.aws.amazon.com/firehose/latest/dev/encryption.html
https://docs.aws.amazon.com/firehose/latest/dev/monitoring.html
https://docs.aws.amazon.com/firehose/latest/dev/monitoring.html
https://docs.aws.amazon.com/streams/latest/dev/server-side-encryption.html
https://docs.aws.amazon.com/streams/latest/dev/server-side-encryption.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#ak_region
https://docs.aws.amazon.com/lex/latest/dg/data-protection.html
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https://docs.aws.amazon.com/lex/latest/dg/monitoring-aws-lex.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-encryption.html
https://prometheus.io/
https://docs.datadoghq.com/integrations/amazon_msk/
https://docs.lenses.io/install_setup/deployment-options/aws-deployment.html#msk-prometheus-metrics
https://blog.newrelic.com/product-news/monitor-amazon-msk/
https://help.sumologic.com/03Send-Data/Collect-from-Other-Data-Sources/Amazon_MSK_Prometheus_metrics_collection
https://help.sumologic.com/03Send-Data/Collect-from-Other-Data-Sources/Amazon_MSK_Prometheus_metrics_collection
https://docs.aws.amazon.com/msk/latest/developerguide/monitoring.html#open-monitoring
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Translate BB FXH , RBBUSEESEENERARR., @8 PH WXHRTAEA
Amazon Translate #1TRE, BETE PHI BWXHE , TEEENWHARE, EaPHNERMEZEH
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HERELEERR , D ERRE, NMREFFEEREBAEN , I UER&ZH up-to-date i
REBRERLRAVEE XS ERNE AWS LREBERMTER. EFERARENE AWS LH#T2
%, TUREREARAREERE K IECAERRRBBENEROHEIELE, FFUREEE
HRER AR BEETERA,

AWS Fargate

AWS Fargate EER N TEEFH TR , MALEERRI[AELE., BT AWS Fargate , EEF B
TEME, [ENERERMSEEERYTASR. EERNTEEREMARB[EE. AEMRKEREESD
RE{CEEHE, AWS Fargate BEEFHEARBIBEEDHHEBRARI[AFE. B8 Fargate
BEFEINEFNBERERARER K MTREEREETEARFNERLEE,

Fargate T EETMEMEEZENTERE PHI W IEEH, EF LA Amazon ECS SRS AR
% , £ Fargate LH{TRBITEAH, Fargate ZEEEERERE  TESHEALEHRANITEEREIHE
RIREERETIRE, ATHS HPAAWESR , ERAKERPRFE , EFEA Fargate MBI AR
TZHL PHI B , (RFEINEE PHI, 7 paper R EFTRMSE AWS RERELERSEFEMZEE, W
EHM HIPAA R MHMBREENR , 5528 Amazon EKS LB HIPAA 22 EHEHREEAR S,
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AWS Firewall Manager

AWS Firewall Manager @ —HZ£EERE , AFBEFETEENEEFEFIRFAMNEREFNRBEX
#&#8 Bl AWS Organizations, M HERAEXE |, Firewall Manager Al EBEH AT —HBRANEZ SR
Bl BREFTNEABRXNERMAZRER, BT, EFAINESBE - REREER IR, EL
Z2MEREA, WS-, BEXNARNEREEREBPRFMTELRA , RPRREEESIKRS,

AWS Firewall Manager & —EHFARE , T2EERE. FEIShHFEAEER. LRETENER
FRA , 18 AWS Firewall Manager A E# R# (f120 DynamoDB) €H#FEREER,

AWS Global Accelerator

AWS Global Accelerator 2 — B2 E B FEHRE , IXELEFEAREINWN A AENEERRE,
A THER PHI £ B8 A 86 A R INZAREE AWS Global Accelerator , FI£ i iliEES B &
FHHRBEZERNZWEARE , HlI0 HTTPS = SSL/TLS, 2B Amazon EC2, Elastic
Load Balancing ME it AWS FRIEHIEE | - 7THREBRE RN AN EIE, AWS Global
Accelerator i AWS CloudTrail RE2#&FTAE API FEAY,

AWS Glue

AWS Glue RT3/ ETL (M., ERNEFA) R , THZEFRRI>EER, BHEER. BE]
B, URESEEREHECEHUTRHBEHER , YHFEARARSE, BTREECEHBRESEE PHI
WEIBRMINZE , AWS Glue EELE A JDBC E#EEIEH SSL/TLS WEIBFRE. ki, ATHEE
P RISME | FREFHMNE (SSE-S3) N EREFSBEREEAEITH ETL T/E. AWS Glue
ERIER B &Y AWS KMS BRAMZR , SEAMEEN AWS Glue £BNEREFE "EREB
8%, PNFTEREER., AWS Glue A CloudTrail REEE&FTAE API FELY,

AWS Glue DataBrew

AWS Glue DataBrew 22 X ENRBILEREMBRE , TRER D WANERNERERFTEMNRLE
LER Ao MARBR2BMTER. ATHRAETERBEFETE PH HBIRAIME , DataBrew &
BLEAfEM JDBC E#F|EH SSL/TLS WBIRFR. EHRE JDBC ERRIRE , 75 DataBrew £
AWS Glue E#R LHIERTE , @5 "FE SSL ER . BHE, i HEE S3 BErBTHERARIIM
% , fARBFIWINZE (SSE-S3 & SSE-KMS) Wik EEE MBS HERREH. DataBrew
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AWS loT #&/0E2 AWS loT Device Management

AWS loT R EEPERMEBNEE (PINBESR. BER. RAXNBRHBEREZRBUR AWS E

i) 2 BT , I AWS loT Device Management 12t Z £ E @EH. AWS loT UL HE
£ AWS loT Device Management AJ AR #EE DS PHI ERHNEE., B AWS loT ZOWFTEERE
AWS loT Device Management , (M TLS 1%, AWS loT #/0x3t AWS loT Device Management
FA AWS CloudTrail FAEZ#FFE API FEAY,

AWS loT Greengrass

AWS loT Greengrass IBEFURZEN AR BTEREENAKES, AS. ERMRE, EZHH ML

FmIhEE. AWS loT Greengrass £/ X.509 B, ZEZIB. AWS loT BERUK IAM BRI AE
REREFFW Greengrass EARERZEHEE, AWS loT Greengrass & AWS loT R & EH
RMNZER TLS HEHNEA. WL, BRE (EEUR) B, AWS loT Greengrass ERtb&@NE, WE
Greengrass T2 MMFMENR , F2RARLMEE. AWS loT Greengrass

ZEF T AWS loT Greengrass LAf# A AWS CloudTrail. INEFFMER , 558 AWS loT Greengrass 22§
f£FH AWS CloudTrail.

AWS Lambda

AWS Lambda AIRZEFHTEXNE A MAFTEATHEIEEMARRR. AWS Lambda £ —{EEEHHY
ZETAREEH R Amazon BHEEEEN (Amazon EC2) #I1TEMAEEEE | LURE AWS B/
RENSTAM, T2, WENTERM.

A TR PHI £ £ RFRISIMEME AWS Lambda , BB E RIVEREZER MZWBRABE |,
Bitn HTTPS = SSL/TLS, flan , £ Lambda f2FFE S3 B , FEZEBU T AR RE : https:/
bucket.s3-aws-region.amazonaws.com,

MEEEM PHI EHTH AWS KMS WEFFHRESEE , AIECHARSEESN S EETM

A FinS A fREs . AWS CloudHSMi%EiRE Bk 7 #53 AWS Lambda IhEERF , 551E1& Amazon API
Gateway IMEEEIES|. FANREHM AWS IRIEVEHEE AWS Lambda BB , EHERTESE
(&) PHI, Bltn , E4 S3 B4 (B0 S3 HEYYH4EIE) #83 Lambda BFR , BIXZE Lambda 94
HEBTEZEEM PH , BENHASTNITEREER,
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AWS Managed Services

AWS Managed Services ffit AWS ERFRBNISEERE, ERERSEERRHEBEZFNERERE
AWS Managed Services BBIAREE ERENER. AWS Managed Services BEIEIITEEER,
B SHEXEE. RL4MNEORBSERTD , WiRHARE, TN XEEREBNTEEGE
HR & o

EF A LLA AWS Managed Services REEFEATE PHI 2ERLEEN AWS TEE#H . WFEA AWS
Managed Services TEXERFE PHI FHEKRN AWS R, RHENIENBBL AWS Managed
Services TEEAR PHI B Z R EH

AWS OpsWorks BEfEf 5 Bt

AWS OpsWorks Chef Automation 2 — B2 2 EMNHEEE R , AI5EE Chef Automation , iE=
Chef Rt —HAREREBNEAEEEN BB IE ZRBAFFITE | ERNEEEM PHI
REBBE L , BEFFEMIR OpsWorks A& Chef Automatic BB EMERE BEERE —. FHRER
API 04 AWS CloudTrail, EFFME , AWS OpsWorks 552 EEH AWS CloudTrail.

AWS OpsWorks $A KRB

AWS OpsWorks Puppet ¥R —EHTE £ ZIEWHEREEE R , = Puppet 1£2% |, iE=2 Puppet 12
HW—HEECIE , AREREBNERAEXEE, REAXETEE. EREET PH SEBUR
B , (BEEFERR OpsWorksét ¥ Puppet Enterprise s EREAERREHEFEIEE, FHEEN
API 04 AWS CloudTrail, IIEFFMEFA , AWS OpsWorks 552:FEH AWS CloudTrail.

AWS OpsWorks &

AWS OpsWorks Stacks f2fft 7T —EBfEMEEMN AXREVNEREHENEAER, BEFAUER
AWS OpsWorks Stack REBEME1ZHEE PRI EARER.

AWS OpsWorks B2 EERBEFNEZMERE. B2 , BEFEAMNENERE (Chef BRI FHZK
#), BEXEZEERNEMEE (B0 PHI, B3/%2E. BRE) ZEEBIE Amazon S3 B INEFEE
BrE@rh, AWS OpsWorks H#£8F AWS CloudTrail 2RECEkFFE API FERY,
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AWS Organizations

AWS Organizations B EFEHREBENZEEHR AWS ERNWHRMNERIRE, MR AWS
OrganizationsTB X EXFT A N E LT AWS IRF Mo B EIR. #ikF o HEEBTERRE. BBEREH
BIRFRBFELETER , URHBFERFERAE - FRAXEHIRE,

4L, AWS Organizations iIZREEH fth AWS REES , AtEFUUERMBABPHORS 2B P RE
B, Tl BRERMEFTLA. AWS Organizations FiE AWS BEEH T ER , FUEEENE
A,

AWS Organizations @ —EBIHFARYE , TEEEERE., FTFIEREAEER. ZBRBETENEEFR
A , BEHF AWS Organizations B EI Y E i IR S H A F BIREITINE. AWS Organizations B2
RMEEAE AWS CloudTrail, A& AWS BRIEFTEREREN/ERC 8% /Y AR I B & AWS Organizations,

AWS RoboMaker

AWS RoboMaker AIZEE FEERBTENBLUETERENERE  WIRHASAEBRRELUINEER
E=VR5E. AWS RoboMaker th B RIGEARERNNE, EFNEBRREHASAZETERE.

@8 PH WRERFREXENZEHHPNER, BEEARSNVFAEEERALEER TLS #17T , BFE
EARREEERINZEEESEEEM AWS R¥. AWS RoboMaker tE2% 4 | A CloudTrail #FrAE
AP| FENYEC £ 243 E M Amazon S3 EZETEE,

AWS RoboMaker HEEFEE PHI , ¥ [RIRSZFEAY EBS WEEHLEMEZE, SEEE PHI HWE
RHER B E R (H120 Amazon S3) B | EE LEEFBIZRRENIEERZM PHI, HREES AHEE
E  BEFE /ARG ER S NFEE R IR M SRR — 3,

AWS FEEFER

EZF AR AWS CloudWatch BRI & Fi i A A 1% Support B9 AWS B EHIERE (SDK
ER), ®REFTHAAFK LN AWS BRE4HREER. ELI55R8E AWS 2 Support A, SDK
EETHBEFIEREAENE AWS REERNAEEESENZEER K MmESEEXRHEET®
A, WRPHEAERLABFNERNMENFBIHE AWS XE,

EEE , SDK I8 EEEE AN BEA ¥ Support STEIH AWS BF, EF AL SDK 8EBEEMEEN
W AWS RIENVERARENEERER K MELERARX2FER AWS EEXXHF 5 HI E dh — @R A FrE
MK AWS BEEH,
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SDK EESE# AWS RBE4AFTETHRN , WERAZEEAFKERRE CloudWatch XEFREH
ITHREREN,

CloudWatch R EEX SR A EKERFNER N B Wit LB AP ER, BrUERC&E
R EAGBEAMBZRIEEE P CloudWatch S2#2E £ P IE REITINE AWS KMS,

AWS Secrets Manager

AWS Secrets Manager 2 —1E AWS fi# , TZZFERRHEE "#%, . ZIBUTURERER
., BB, HOKE AP 288 EERMEENFE, AWSHREEEEEEE "HE, &b, AIRKRER
R ATRE A ERE PHI, BB Secre AWS ts Manager B FIE ZIEH2EH AWS £REBRK
(KMS) TN, FAETERNEYHBEREAN AWS KVS £, MRAZHLHE  Alg
FRARENTER S8, AWS Secrets Manager i AWS CloudTrail 3R528&FrA API FEAY,

AWS Security Hub CSPM

AWS Security Hub CSPM #tZF FIRED AN AWS R BREWELBREBIBMEER , HI20 Amazon
A E{E02 3 18 B GuardDuty, Amazon Inspector BJ®E#E#. Amazon Macie 23R # Amazon S3
BFIBECR., IAM EROMEST A BERNERFER , URRD WAF BEHENER. AWS
Firewall Manager AWS Security Hub CSPM IBZ & 7 E & AWS SERHBEE (APN) Z£BRA RN
BRER.

AWS Security Hub CSPM B Amazon E CloudWatch vents 4 |, BEFREMEY BT D EMNEE
THERE, BEETUBRRMERAERARREIISIM, IXTE K EXRGE  2¢HAEBLNERE
(SOAR ) TEURKERBEEETA., BIEMEREETUZTLBEL , CTUETEATFEHE
%, ZFIET LA BE AWS Systems Manager 1t # 1 AWS Lambda ZhAERE 37 7] {E HEEN A B
Bh# R T 1E57 %2 AWS Security Hub CSPM, AWS Step Functions

ATHRERERRE A BETHRIEZE AWS Security Hub CSPM BB REE R NEBHFHNER,
AWS Security Hub CSPM fEA %@ AWS EHFTEIN —H 7 , E= SRR ESTHHELLMNER
£, AWS Security Hub CSPM 2 AWS SOC, ISO., PCI #1 HIPAA §RETBIN —F 5,

AWS Server Migration Service

AWS Server Migration Service (AWS SMS) (AWS SMS) 1] B Ej#§ 3 58 VMware vSphere
Microsoft # V/SCVMM E##REB B | AWS Ei. AWS SMS ELUBE S ARFERMBER
AEIRFEEM Amazon B3R (AMI) , AT7E Amazon EC2 LETEHE,
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HRSHEAITLIER (AWS SMS) BB ERMAMRI[ TS E PHI X, AWS SMS S &+
K AREREREMBRREGETE  WERKKRES EC2 BMBER. £H AWS SMS EBEH PHI

HY ] R 2R E SRR S | 52 F EC2 MM NREMR R FHMEE. AWS BFAA CloudTrail RECEAH
API Ry,

AWS Serverless Application Repository

AWS Serverless Application Repository (SAR) 2 EZfRFEAEANZIEERTE. ©UEERK,
ABFERNERASREFNLATERFEANERES , XARANFHAXNBRRASNIIBERIREE
g, BLEMARERR CloudFormation 1y , HH I SEARFERGEEBNERNEARER AWS
Lambda B #{ ISR iR E — R X4

AT LRI PHI BWEARE , BRBEEZE AWS Serverless Application Repository E|& FiRF
BIEHITIHERE , MT 2 SAR KB —Z25., AWS Serverless Application Repository & %
EFLENER  SRETBEANBEBEE. YREHTHNER | § AWS Serverless Application
Repository £/ TLS NZRFEREBERN 2B ER., AWS Serverless Application Repository E2%
& AWS CloudTrail , ER—EHR® , IRHAFEAE. AR AWS BRIETE AWS Serverless Application
Repository.

Service Catalog

Service Catalog Al IT EXEEEY, EERIBROCRKEERNERBESRKRERE  FAEMETN
EEACA OB ERFTENER. Service Catalog FARE AWS LiRE. HAMIMBBEBERS
R, BLANER. ERNERE PHI, PHI REMETE Service Catalog 1 H WA EE R S E(1E
BERBEH, Service Catalog i AWS CloudTrail R528&FrE APl FELY,

AWS Shield

AWS Shield 22 B2 BNIEL R (DDoS) REMRT , TREE AWS LH1TH Web EEAER.,
AWS Shield K EESENEANEBARERER  SEAEACKHIEBNEERERE , At
EESHEA I AWS ZE % DDoS RE.

AWS Shield T EEARE/ESEE PHI , {E ] UL RREE PHI —2REN Web ERRERF., Eilt |, 2
A EEEKEE AWS Shield,

FiE AWS BEF AT ZZ /Y B B)REIhEE AWS Shield Standard , EEFE/NTE, AWS Shield
Standard FAE ST HBUHEAEANER. KERENRIRNESRE DDoS B, MFHHE
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Elastic Load Balancing (ELB). Amazon # Amazon CloudFront Route 53 EJR L #1172 Web FERE
ANRBRAFTSERNVRE , FF AL AWS Shield Advancedz] B

AWS Snowball Edge

£/ AWS Snowball Edge (Snowball) , & F A LA IRIZEBE E R H.0F Amazon Simple Storage
Service (Amazon S3) Z E{E#HEH TB = PB HW&EH. FREEEFH PHI AWS Snowball Edge 2478
RRIEMETHREME, BYEATER , EFXEEE ARN EAEARRE Snowball FERH
AWS KMS €. It/ , EEVEANTKNRE , EFEZEFSESMREMEZEZEN B & S3 RFET
.

B SR Snowball B BI T X EFEHA AWS KMSEZE €8 (SSE-KMS) E/TRRIFIHINE , REATFRA
&8 (SSE-C) #1TEREFIHINZE , 1B Snowball BE X EFEH Amazon S3 KENZE &8 (SSE-S3)
M FEIBREF IR INES ., WEFFMER , B2 R LA ARSRRMNZEE Amazon S3 ZEMZE £ (SSE-S3) &
EER.

RE , B UUERMGMEENNZE S ERNE PH , RAEBEERREEZHSP AWS Snowball
Edge.

el , FF A LAEAEZE%E AWS Snowball Edge R1EEA T BAA B9 —2B2

AWS Snowball Edge &

AWS Snowball Edge Edge AR ERFMTHEZERGEFEAEANERRE  BHLERNERRE
FF, WHREMBSEERIK. Snowball Edge AILBEE—BFEAAEFEETFE A Y EREREFTFE
#, HEEFREAREMANEAERNEREFIER LEERAT.

A TH{R PHI &£/ Snowball Edge RHREFIMZEAMRE , BFEFEARMEZEN AWS Lambda ZF#%
PHI #£ Snowball Edge /\SBERE@E/E PHI i , ERAERAMEMNERBAGE , fl0 HTTPS
% SSL/TLS. AWS loT Greengrass b7\ , PHI FERZFEfE771E Snowball Edge YA RIRR B RF N
w2 BB AMEFETFEIBE NFS, £/ Snowball EEFE A API SN B EBERAZEMA Snowball
Edge HWE R , MEXEEWE S3, MEKERHERHZE S3 WFFHER , 552 Bthe section called
‘AWS Snowball Edge”.

AWS Step Functions

AWS Step Functions AIERAR B THERERRBRAI BN EARSMNHMRBEH TH. AWS Step
Functions £ F. SE8WERE PHI, PHI TEREEEMRER AWS Step Functions SR BT E
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N TEIET  wFEHREETEE S, AWS Step Functions Fi AWS CloudTrail RE2#&FFE API
ny,

AWS Storage Gateway

AWS Storage Gateway = —BEERNREERE , IREFNRSHEEARENIREGFER AWS Einf#
7. BECEAEREEREFRE , BEENRTEAERSNIEREERET AWS ERFBERE , UK
DEFHEER.

ERFE

1 REIE R — & AWS Storage Gateway X Amazon S3 ERAENER K HEZTE N ERNH
BREM VIL #F. EXAEMEA HTTPS B S3 @A , WIkTAK A SSE-S3 A§FTHE &K Y417 1K
ES3 Lt FMFERAAFRNBEERETNEIEE AWS KMS, BREFEER BINEREE) SREARM
% , BRESEEM PHIL

R (5 8

HRERERMERXENREFUEE  FRUTXASHBERAEARFHEABHRAR PNEBRKR
ITE (ISCSI) KE BEFERBEABERENERTFR , BAMRUKRAES LERFENRIERSE
HWREREERMRR, ERERN PHI KRR , ELEMREREARHNFENE ., MkEREERMKRHR
AWS B BAEER TLS 1.2 & , LKA ERFH PH T2,

i 8

WMEREARABTAMBEN B I BEHECEAENREM VIL (REMTE) NEH. BEFEREMTHES
TR , BESE=SRGOEABRXNPRA PH BMEIEE, RFFEERMEEE AWS CHNEASE
FH TLS 1.2 % , URKREHPH PHI R£, #BE PHI £HT{T Storage Gateway #HREHI & F FERL
TR #IIeE, WEFMER , 5281 ER AWS Storage Gateway ?

AWS Systems Manager

AWS Systems Manager ER—Bfi—HWAH , TEEFRRMEPEERREER. BEAWS EREH
HITER  UREEENNFAAERSEPIRERENKBE, Systems Manager It EFEBZEEW
REEAREM EBRE, BLEREEARNEE  YELBRRAREGREREELERER,

EATEEEE PHI &R B H MR (5120 Amazon S3) i , BEF L HEREWRBHFR PHI 15
5le BEFTEEFRENFREBTHIE PH, fIINHEBNSHERE.
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AWS Transfer for SFTP

AWS Transfer for SFTP Bzt &E F S3 ERN L EBRERHE (SFTP) 7. EFEEFIEEM
IRES , EEARSFTEESREFYEHELE SFTP BABEETER. £ AWS EFM SFTP AF
WHAERE , SFTP MEFERGEELE, SURAMKN SFTP [AksF. HARBEERSTEFR. BER
i PHI , 8% F7E Amazon S3 L EEINEREZURFSEESHN A RNETRE. BEFLAUEH
ZC8% AWS CloudTrail 8B AR SFTP 9 AWS EHFT Ay API FEAY,

AWS WAF — #83& FE A2 0B A A8

AWS WAF 2—%& Web BRBEXRIAIME , AlGEIREERF Web BRABRARZ A ERAREATH
M, BREZ2MFEABZEFRNER Web ARER. BEF AL AWS WAF REHXE AWS EFEER
B2 PHI SRR ST PHI 89 Web EAEARESRERAE 2B, REE AWS LEREM PHI —#
SE PH NEREZERBERNLEME, FSE Amazon EC2 15§ , LLE—F TH A AN MMEIER,

AWS X-Ray

AWS X-Ray 2 —ER#% , TREEFEABRNAREACFERNEBRER K RMHTE , BeMITUA
g, BHENRABRBZELR  UBHIBENRELCHE. HRETFEARANEMERER , 1
PAETUEEEBEBFRNEENFMBET  ETUEFEARENE TR AWS ER, #ERKE, &8
EEF HTTP Web API 1T ILMFMEN. AWS X-Ray TEARFREFRERE PHI, BIERER , BiX
ENEHAVER AWS X-Ray #BBZINBH . K AWS X-Ray , FZHEERZEEHERPEER DK
E £ PHI,

Elastic Load Balancing

& F A LAfE M Elastic Load Balancing 2R IEFRE TS PHI By T/ERE. BFF T LLUEE "Classic
Load Balancers = "Application Load Balancers . HAE& PHI AT BB REEERBRE P S
A end-to-end , ALEF AT LGEMH I EEMETRIEEE !

EFEALIEBRRIFERAMZEA G ER-TERNEH FEES , £ Elastic Load Balancing L#£1E
HTTPS., &8 TLS #Y HTTP/2 2 SSL/TLS, ttThee AR EH FERME HTTPS, HTTP/2 (EiB
TLS = SSL/TLS IT{EMEER) WA FmZ BN REMNS , URARTHF[ERFRRHTEEBNE
R BE PHI MW IR LEMZmMBIRZEERS , T TER FRENGEBEN TIERER
wEREAl , WHISEIESHeN — M., MEFMEF , 528 C lassic Load Balancer By HTTPS ##
EER.
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HE , FEEULEER TCP R (§H¥EMK) L E WebSockets ($H¥ FEFAEX) 5 E Amazon ELB ,
WA N TR REREZR IENZE TERERNBRRATEE, EUHEEF  EEUUEBCHHTER
PHTHEARINPEEECHEEN TLS XFRA, MFEFMENR , 528 C lassic Load Balancer
WERER, TEMELED  EFFEEE—ERENGH , thfIfEHE HIPAA Rl HITECH EXR—
.

FreeRTOS

FreeRTOS REARMIZHIBFMNEERR , AP E, BKIRHNBERERRETEXRF. 2.
RE, EEMEE, FreeRTOS L FreeRTOS AU ABEMR | ER —EFE ARAMIEHISSH B MR B IEE
¥R WERHBEAELETER , TR MR, KIIEEELTHERES AWS EiRRE (Hln
AWS loT Core) S#ITHER KA BEZEEE. AWS loT Greengrass

BRE , EFEAEIT FreeRTOS WEKREER , I EERBEPNBEFMNBEITE PHI HNE

#lo FreeRTOS REMERNERBEHFEAZEM : TLS M PKCS #11, TLS AP| FEX AR N3 F 5
FEE PH WATEMRERE. PKCS#11 BB NREXNZENT , EXARNB/BEEERT
FreeRTOS 2 &#&% & L HEM PHI,

A AWS KMS 1A PHI B9 %

KMS £ ARMZ/ @R ERMEZE SR , ARETFNEARAIERN AWS R HINZE PHI.
AWS KMS AWS KMS T 82 HIPAA tRF —EE /A , B PHI REE#E HIPAA ERIRBHEE, REiFE
. AWSKMS BERARAEHM HIPAA &R EBEBHETHEARFERNEERER,

iz , #£ Amazon EC2 F iz PHI WEE AR N A MAEM GenerateDataKey API IFILEL BRI ME S
i, AEERARK P MBENSRE PHI, ENNZSREZE AWS KMS BEERTHEF KMS &)
HIERFE AWS KMS , SEEA API FIEE Y SE AIRKENSRMEE, AWS CloudTrail PHI TEXF
REFEFROEMZROER ( THIR ) F AWS KMS,

VM Import/Export

VM BE A /EE i A FB & P SRR it i IR SR M SR IR IE IR B IRIBE A Amazon EC2 #4T{E#R , AWigHEH E
RSMBRE, LERTEEFINALEARE ThelRIT 244, AEEERESRERMEENER
RPN EERE |, F LRSI ELERMEEZMA ready-to-use HITEEH A Amazon EC2, BEF T
DHEANBTEEBELEEARTSERCERER | ShMENE T EREEBIBIEER,

BX T Amazon EC2 #l Amazon S3 WWiZXFEE A/ , EEHMESSEAN/ELIEEETHENTE,
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