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HREEE AWS Well-Architected Tool ?

AWS Well-Architected Tool ( AWS WA Tool ) 2 —EEIRRE , BH—BWER , LUEA AWS &iE
ERICHESNERE, ST THEE , AWS WA Tool #BIEERBERE G B FEMEHRE

L UERE - S92 (O
- REREERRHIETFARENES
- S| BEBRIFARHEAR. 2. AREAREER

B LAEA AWS WA Tool 2RECEFBIETEE R |, HE=R A AWS Well-Architected Framework A
HREEK. EXKEEEEH AWS Solutions Architects IRIBEE S EEZKPEEMRAZNZSER
ERFrBizk., EEEBSRHEEEREN % , Yo EFHEEEEAEERERNRGT.

BRT AWS BizEH 25 , BT LERABTER , £FAECHR Eif%ﬁ RAEBTHEEHE, ETUBT
BEIAETHNREE , MSERERBERN , SR EREAMAEEER, BIIEEALEMR AWS
REREHIERE.

B2 A AWS Trusted Advisor , AWS Service Catalog AppRegistry 7 {7 Bi B E 8 s i iR R [E 2 AWS
Well-Architected ToolZE# B EFTE N E Ao

HRBEARSRENERNRNAL  FINEFE (CTOs) . BH4, BRABNSIERRE.
AWS EE &£ AWS WA Tool RIHELEM. BEERRDAE IR THRIEELRHERES
R,

&
o {HEER AWS Well-Architected Framework ?
« AWS Well-Architected Tool S5 %

HEE AWS Well-Architected Framework ?

AWS Well-Architected Framework Bicék—HEAEE K BLTHEERABUNMEERREERRE
—;Zéilo EEEESRA-BNEZ , BERTRKEBRERERRAAFERNSERTLERRK. ZXEBELIRE
BRRERBIRERBRRZD ELEBFEMBSEITHHRE,

BREARER  EUNATHRERRPRENRETR, 22, AR, EEEERENRBRER
%, HuRERBRREER— ESIE’J)':“UK@TE%H% WHBFERENES. LRBUAAIESE
. aEE TeM, TRME. MERER, IEAKELNKELE,

HERZ AWS Well-Architected Framework ? 1
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RETTHEEHE  SAARBERTREELEEAPMEEE, ELXBRRAINET R IERF
MELIEF. ERERED  SUTRFETBUHIRENBER TETREL , BURERE, EHEET
BRRARD , LRSS TREREN , WEIRANES. EETEARERLR , BTSN EE
EBEENEXIEF  BARFREEAUGRESHRA. Z2UNEENEREETSREMEH MK
B,

WMERBNFFMEER , 551555 AWS Well-Architected #83f o
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THIEZ AWS WA Tool F1 AWS Well-Architected Framework A {88 F Y & FA Ea 5,

- TREHEHN - ETREBXEEN TN, THFAFEEREENRMEAEERBBFMAERAN
Bik. THEEBNGFIETHEN. ETEKEN. THERARARRRREINFTE. THEAR
EREBNEREEMAMTE. ERNBFERE —REE , A RNEESEAERFREMN
Z TRV BB AR S SR AR — IR R

- EEMERRARBTHEEREGANNEEMBLENERSE  SEHRF. IR, LRNLE.

- FRURERBREER  U—BHNAARGERSE , YRHFEXENES,

BRT REMNEFEZNAWS , G EBYNEABACHER , SEACREHLANRE.
- SEBRMBE (HRIs) 2B AWS BRENEBNREREE  THEHLCXENEARERE, L
HRIsTIREE R EEMIRE. EENME A,

- PERREE (MRIs) 28 AWS BRRAREHXBEXNEAXENRBNREEE  BEERR
HRIs,

MEHMER , F20H 5RAEEE HRI) XTEEREEE (MRI).
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B A AWS Well-Architected Tool

= ZBIRER AWS Well-Architected Tool , FERBEENFARIGERE, HENSE , ARHY
IERESEE AWS WA Tool BERIHY AWS RIS IR IR, BE K SUNERYLHTHFEH. St
LA B Al TEE SIREM EEE,

T 5 EERBUMBHBRER AWS WA Tool, INEREMMIAEEH AWS Well-Architected Tool BYZE 2k
BRI FSBHEBER - 508 AWS Well-Architected Tool TEEH,

£}

- R AWS WA Tool fER %, BHANABEFEUE

- 7£ AWS WA Tool FREAASH t AWS IREH X &

- E& AWS WA Tool FHITHEEH

« £ AWS WA Tool e THEER

- {£H AWS Well-Architected Framework B T/#EAH
- BRITEABM Trusted Advisor B EIF

« £ AWS WA Tool #EF TEEHNERREH

B AWS WA Tool WEAZE. BHEDABEFEEE

AR FERAE, BEARABYE AWS Well-Architected Tool #5542 15 Hl = M B EUE
=1 AWS WA Tool H17EVE,
1. HERMUHEFIUE 6 FHERRELNERE. FElAE .

« AWS IAM Identity Center H /9 Fi & M BEAH -

BUEREE, FIRE (AWS IAM Identity Center FFH&EER) PRV ERSERPETIR
£,

- BB OIRMEELE IAM AEENERAE
BIBEEsNAR, EE (AM EAEER) WAE=F85RHE Bie) EI1ACPNIE
o
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https://docs.aws.amazon.com/wellarchitected/latest/userguide/tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/howtocreatepermissionset.html
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- BUSHNERETREINAG, FRE (AM EAEER) WA IAM EAZEEYAEHNE
Ro

« (TER) SBEREEMMNEERE , IREAENMBECEREFA. FER (AMEREE
) BTGt A ZIEAE (EEE) FIETR.

2. BEFFTLEHE  EHE WellArchitectedConsoleFullAccess S EREREREZHTHRERAE,

TEFHERAEEIERE AWS WA Tool FETATAEIF. SEEMILFERESIEREERTEEEH,
RBERTHEER, BRTFEEH, EFTHFER. HETHFEH, BEYBTEMNAZEIIRR,

3. EERTHEFEME 554 WellArchitectedConsoleReadOnlyAccess S EBRER EF LS
ﬂ@lo /\ﬁﬁtﬁ@Eﬁfﬁg/\ﬁgm*ﬁﬁlﬁo

WMEELEBERNFMAET , F28 AWS B FEBEAWS Well-Architected Toolo

£ AWS WA Tool FEAA¥ H it AWS IRIEH X

BB BFEVER |, foFF AWS Well-Architected Tool IWEBABEBNHEEBEENR , LEBRRHAZTER
(MNEFMEF , 552 [ the section called “7£ AWS Organizations RFREUAERLA"). BMAREXE
#% , I AWS Trusted Advisor, AWS Service Catalog AppRegistry MABBFE R (5120 AppRegistry
ERESHH CloudFormation H# &) IEEF , LA BN EE IR IREEIE Well-Architected #2RS [&
FEMENENR , YEFITEITEAEMN Trusted Advisor &,

A AWS Organizations X & , SIARZXER , S EBACNIRFELRKEENAE,

& ZRMEM AWS WA Tool IR EBNBRHXE  FREE "RE, -

1. BEfE AWS Organizations WWEEF , BHBEUA AWS Organizations X &,
2. FABBAREXE 6 #HHEMAWS REMERIKEER.

3. EEMSBAGHT , URGREEEACHFIEREEERBEE,

4. BEERFRE.

A TEE K AppRegistry

£ /8 AppRegistry 2iZ# , TE AWS Business and Enterprise Support & F 0] #k &8 T £ & S
Bo

BAZS 4


https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html
https://docs.aws.amazon.com/servicecatalog/latest/arguide/intro-app-registry.html
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BERRBUIREXE , H AppRegistry EEFRIAEH TEE FAERBIEF , AWS Well-Architected Tool
MEEIZTREESENBMEEHE, AppRegistry FHBMEAFTRER TS IEEH ARN, THEEHR
28, URETEaSEEEHN AR,

- FRREZIER  SEIEHE8FEN K ReEFBHEAE,
- EREZERE , IRITFERBREARESRK , TEEFHERA 2K AWS Service Catalog #ER,

MRIEZHE AppRegistry EAEREEFH# Trusted Advisor FEENME R , B TEEHERERNRTES
AppRegistry £ 5B, &1@& the section called “7£ IAM A Trusted Advisor” FEIES| , BEARER
HEEERNAERFRIAR,

AIEEBREAE AWS Trusted Advisor

& 0] LAgt ¥ AWS Business and Enterprise Support F , kSl T/EESEEMHHES AWS Trusted
Advisor W HNLABXA . Trusted Advisor B8 AWS WA Tool BEEEZEER , TIBEEE Trusted Advisor
EEFMEN , F2H AWS X EHE, RTHEEHEBA Trusted Advisor # , TRZRMEELHE. 8
B MEEEN FE , AURBN&RE(L AWS TEEH., ETHMERRATEERNITREME, T2,
WeE MR A= RAEN

A THEEERA Trusted Advisor
1. EERA Trusted Advisor , TEEEBEE B TTLAER AWS WA Tool EBREIEER , i
BEERTHEEHRETITNIEESH,

2. TEWRF ID L E A Trusted Advisor FTERKIRSE ID, EEAREXNBEALFZEERREN ARN
=X [E 2 VR & LLB A Trusted Advisor,

3. 7E AWS Trusted Advisor EE& ™ , iZEUEA Trusted Advisor,

FX A Trusted Advisor 5
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Account |Ds - optional

Type the IDs of the AWS accounts your workload spans across Trusted Advisor checks *

111122223333

AWS Trusted Advisor provides
recommendations that help you
follow AWS best practices. Trusted
e Advisor evaluates your account by
Specify up to 100 unigue account 10s separated by commas using checks. These checks identify
ways to optimize your AWS

Application - optional Info
An application s a custom collection of resources, metadata, and tags that performs a function to deliver business value. Your application's Amazon Resource
Wame [ARN] is 2 unique Identifier far an AWS resource, which ks maintained by AppRegistry.

infrastructure, improve security
and performance, reduce costs, and
manitor service quotas. You can
then follow the recommendations

arn:aws:servicecatalogius-west-2: 111122223333 fapplication/######H#E v |

to optimize your services and

Architectural design - aptional resources. Activating Trusted

A link e your architectural design

Industry type - optional Trusted Advisor documentation [
The industry that your workload Is associztad with

Advisor support aids worklead
| reviews by providing automated

The URL can be up ta 2048 characters and must begin with one of the follow protocals: [http, https, fopl. 2048 characters remaining context for supparted questions.

| Choose an industry type v |

Industry - optional
The category within your industry that your workload Is assoclated with

Choose a industry

AWS Trusted Advisor - new

AWS Trusted Advisar |nfo
Trusted Advisor uses infarmation from your AWS Reglons and account IDs entered above to ald workload reviews, providing you autemated context for supportad
guestions.

Activate Trusted Advisar

Resource definition
Choose how resources are selected for Trusted Advisor checks.

AppReglstry v |

Additional setup needed View AWS documentation [4 |
To pull Trusted Advisor data from other accounts, grant permissions to the AWS
Well-Architected Tool to access Trusted Advisor data.

BXAI/EEERA Trusted Advisor B , R EBTHEEEN IAM REACHWEBAH, BERR
AASER IAM AGFAE, BALE IAM AREACEE , LUKk JSON BEAKEEINE
AIMEEREER. B ABE , YA Trusted Advisor WREBTEER , REBREEHMER
EEH,

EEREZTHNEESF , BELLEMT/EEFHPEER. AppRegistry eI, ERERRIZEE
BEZ AWS WA Tool % Trusted Advisor FREFEVHFLE E Rl | LUR ¥ FEZE Well-Architected &
TEXNITEESEETHMRERSE,

THREHEPRER - THEEHLHIRS ID UREIFERFIEEZ AWS Bl FIER.

B Trusted Advisor
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AppRegistry - TEE & 2R E TS HHERIIAN AppRegistry BARK R EFEMNEIR (Fil40
CloudFormation # &) FiE .

28 - TEEHEHIEEHFEERA AppRegistry EIRERER.
6. igj%-lt_io

7. # AWS Well-Architected Framework ERZ I EEH , AR BIEETHIEE S, Trusted Advisor
BE R EEL T AWS Well-Architected Framework , M A e E & EI H £ 2,

AWS WA Tool AT IAM FEIHN AR , EHH Trusted Advisor RBER, IAM BREEEBAT
EESHEEERIMN, TiB , EEHRM Trusted Advisor Bl , THEER L EMBEABIIKRSNBEEE LA
BEIAMIEVAE  NEESHMBERARFSE 2?27, UREKACTHFEE , AWS WA Tool BEEEF
¥R 5 Trusted Advisor V& A , WHEEREEER,

WZEH R AWS Identity and Access Management (IAM) A2 A @NFFMENR , BF2E (AM EH
EiEE) WA AWS R (EEB) BIAE,

£ IAM A TEEEHRA Trusted Advisor

(® Note

THEREEEREREY Trusted Advisor THEREEZH , AHIRFBAREXE. EEZE/MA
REXEABRYIFEERHEFEMENAC, SHHEMERBIRFRATIIR,

CRAZIEESNEBIKRFEHEAEE |, Trusted AdvisorAETE IAM RN A6 | FHEEEF AWS Well-
Architected Tool F Y Trusted Advisor Ef.

£ IAM FEZE Y ABAWS WA Tool , LA Trusted Advisor ERBE A,

1. 1E https://console.aws.amazon.com/iam/ B A AWS EE X iE 4 YRR IAM X84,
2. EIAMEERANEEERT , BEAG , AREEEVABG,

3. HAGEMERER 6 FBEERFTGEEEE.
4

BERTHETEEERE , LD IAM 24/ JSON #1 , I TERTR. #§
WORKLOAD_OWNER_ACCOUNT_ID R ATEEHEEENIRFE ID , RRBEET %,

XA Trusted Advisor -


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
https://console.aws.amazon.com/iam/
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "wellarchitected.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "WORKLOAD_OWNER_ACCOUNT_ID"
}I
"ArnEquals": {
"aws :SourceArn":
"arn:aws:wellarchitected:*:111122223333:woxrkload/*"
}
}
}
]
}

FX A Trusted Advisor 8
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Custom trust policy

Create a custom trust policy to enable others to perform actions in this aceount

1~

2 ¢ "Version": "2012-10-17", Edit statement Remove
3~ "Statement": [

4 - i 1. Add actions for STS

5 "Effect": "Allow",

6~ "Principal”: { Q |

7 "Service": "wellarchitected.amazonaws.com”

8 b All actions (sts:¥)

9 "Action": "sts:AssumeRole”,

10 - "Condition": { Access level - read or write

AssumeRale gy

11~ "StringEquals”: {
"aws: SourceAccount": "111122223333"
13 }, AssumeRoleWithSAML €
14~ "ArnEquals”: { AssumeRoleWithWebldentity @)
15 "aws:SourceArn”: "arn:aws:wellarchitected:®:111122223333:workload/*"
16 } ” DecodeAuthorizationMessage )
17 }
GetAccessKeylinfo
18} it @
19 1 GetCalleridentity gy
20 1
GetFederationToken €}
GetServiceBearerToken €)
GetSessionToken )
SetSourceldentity €
2. Add a principal Add
+ Add new statement 3. Add a condition (optional) Add

JSON Ln12, Col 3
Preview external access

Cancel m

(® Note

LR BEFIEEBRENFRGERPH aws: sourceArn &
"arn:aws:wellarchitected: * : WORKLOAD_OWNER_ACCOUNT_ID:workload/*" ,
ER—MGRM , &R AWS WA Tool AISHEIFTE THEEHBEEEN T HEHFERALAE,
i, TS ERERRABSEIESSH ARN , Si—HIEEH ARN, EEEEZHE
ARN , FZ2R T SIEEB KRS,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "wellarchitected.amazonaws.com"

3

"Action": "sts:AssumeRole",

B Trusted Advisor
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"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

},
"ArnEquals": {

"aws:SourceArn": [
"arn:aws:wellarchitected:us-
east-1:111122223333:workload/WORKLOAD_ID_1",
"arn:aws:wellarchitected:us-
east-1:111122223333:workload/WORKLOAD_ID_2"
]
}

5. EMEFUEREEL , SFEFFUBRBEZEREYBUR , MRMLE Trusted Advisor BEUE BIH AWS WA
Tool T?‘Hy*go ﬁﬂygjﬁﬁﬁgﬁﬁm%*ﬁgo

@ Note

o, BREETACEV HEMBRENA , YERVACCRET NRBEK. X
DEVAGHAEPRERRAC  REBEFIRSIBEBOFEF T TUNFESD | BER
M ABRE R,

6. EHRTIFFTHEK , LEEF JSON WL+, £ Resource ARN A | % YOUR_ACCOUNT_ID BUfX
AEBCHRF ID, EEEBEHBENR (*) , AERERE Next:Tags.

MEER ARN BANFHAEN , F2680 (AWS —R2EEF) PR Amazon EREHE (ARN).

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"trustedadvisor:DescribeCheckRefreshStatuses",
"trustedadvisor:DescribeCheckSummaries",

XA Trusted Advisor 10


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

AWS Well-Architected Tool

ERAEER

"trustedadvisor:
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:

1,

"Resource": [

DescribeRiskResources",
DescribeAccount",
DescribeRisk",
DescribeAccountAccess",
DescribeRisks",
DescribeCheckItems"

"arn:aws:trustedadvisor:*:111122223333:checks/*"

}

7. MR THEEFHEA Trusted Advisor , BEREZRERE S AppRegistry Sl 2% |, BIEER T
EEHK AppRegistry ERARERPHEEERNFIEIRSE , MY ES THHFTEFHIEEH Trusted

Advisor B &R FF AT BUER,

JSON

"Version":"2012-10-17",
"Statement": [

:ListAssociatedResources",

"servicecatalog:GetApplication",
"resource-groups:ListGroupResources",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources"

{
"Sid": "DiscoveryPermissions",
"Effect": "Allow",
"Action": [
"servicecatalog
"tag:GetResources",
]I
""Resource": "*"
}

}
8. (E.l-ig) %ig*%ﬁo BET -5 m%o

9. MEBEMNERE, AHREHERE  WERBRIIXK,
10. EASHNFEFITEEL , EREABRINBRERE , AREMT 5,

XA Trusted Advisor
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1. BAAGRERE  SLAGFHTIE
3% : WellArchitectedRoleForTrustedAdvisor-WORKLOAD _OWNER_ACCOUNT_ID , Rt
BEEBVA®, 1§ WORKLOAD OWNER _ACCOUNT_ID M A T/EEHEEERE ID,

rRYREEAESKIRYAL  BALERUAS,

12. ZERGACHTMEEBNTTERE K FEEREETHAEAASEERTEEARG , XS
WellArchitectedRoleForTrustedAdvisor-WORKLOAD OWNER_ACCOUNT_ID &%, 1ZEH
ABNER BT TNEEBRRESERE,

s TEE HE A Trusted Advisor

i TEE | E A Trusted Advisor

LA LUEBRE T/EABFBUHZEEEUE Trusted Advisor , £ AWS Well-Architected Tool &/
Trusted Advisor WE A TEE R, NEEMRE T/EERMNFME , F2 M the section called “§miE
THEEER,

£ AWS WA Tool £/ Trusted Advisor S FEMBRTE IAM FELWAE, K IAMRBRACEEER
HsBER, THEESHEEIEMREFNETE , EMERTE AWS WA Tool F{ZH Trusted Advisor
BRELN IAM &6 , HZE AWS WA Tool E1E s TEE & Trusted Advisor W&,

1£ IAM Bk WellArchitectedRoleFoxTrustedAdvisor

1. ¥ https://console.aws.amazon.com/iam/ B A AWS BEFE A WK IAM X5,
2. EIAM EEZANEEERT  BEAG,

3. #E wWellArchitectedRoleForTrustedAdvisor-WORKLOAD OWNER _ACCOUNT_ID ItiEER
ATEH,

4. 2E MR, EREGRET , HAEZRZRENBCERE , AREBIEIMER.

MBABLE IAM MBACHFEER  FSH (AM RAEERE) FOME AV AE (E24),

EZ&H AWS WA Tool I TEEH

THEEHRE—HETRUEFEEEN TH. BOIXRER , THEEHTURTHEMBY., EFHEML. 1T
HEBEAERARGRRAKEINTEE, EREZTEE MG NEREE AWS Well-Architected
Framework X EH T2 EHESE,

EETIEER 12
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EEIEER

1. BAAWS BEXEA , RRBBE https://console.aws.amazon.com/wellarchitected/ BAEX AWS
Well-Architected Tool 2 A&,

2. WMREREE—IRFER AWS WA Tool , ZE2EIRBINEENMBEE,. £ Define a workload (7E
ET/EEH) BT |, iBIZE Define workload (EELEEH).

HE , EEAIEEEKD | i#IZE Workloads (ZEER) , A% IEZE Define workload (EEX LA
).

WEER AWS MAEA THESRENNHEET,  FEEAMEAWS BERER | URDAE
FRER 2

3. 7 Name (B#) F#ls  GALHITHEEEHEHE,

(@ Note

EBREMLANMNN 3 E 100 @BF e, ELZEFTFEAZRK, THEEREBTRE
B, EXMRESHBETAK K K S2KBRERNAIE,

4. 1 Description (FRB) A+ , MATHERNFRHA. RAREMLENR 3 E 250 EF Tz,

5. 7 Review owner (REHEE) At WA LEAERREF T EHEREANERE, B
F BB 3t 1k A B A

6. & Environment (R3%) ARH , BEIFEEHNIRE
AE-HEEEREDHTIEASR,
EALEERBN - TEALERRINREPHITIEER.
7. 7E Regions (BE) BE&H , BEIFEHENES :
AWS EBiF - BEMIT IHEEHAEN AWS B, —/XEE—E.
IE AWS [BiF - AT THEEHEN AWS AHEFHEE, ZERSATLIEERER—WES ,
I LR R 5 PR o
NRBBAREHIEAR , BITREEAWEER,
8. (EA) & WRF ID FikHd , WM AESHN THELHBIEN AWS IRF ID, BRZ A LIEE 100 EKE
—HIRE ID , WELEE DR

R Trusted Advisor ERA , RIS EMEMIRE ID & A RKE Trusted Advisor ERIBE %,
B A T/EE A AWS Trusted Advisor , LAEF AWS WA Tool £ IAM FRKREES Trusted
Advisor BRI FF AT,

3
$
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https://console.aws.amazon.com/wellarchitected/
https://docs.aws.amazon.com/wellarchitected/latest/userguide/activate-ta-for-workload.html
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9. (BR) ZEAEXAHD K WALERELTESHEZEBH AWS Service Catalog AppRegistry
P EMAREN ARN, SEIESHIEEE—MEARN , BERAEXMTESSSAENRER RS
.,

10. ((#H) 7£ Architectural diagram (REBER) HHRF , BARBILETH URL,

(
11. (EZR) % Industry type (EXEE) S+ , REETHEESMABRBNEREE,
12. (ER) % Industry (EX) A+ , BEERES THERENESE,

13. () £ Trusted Advisor BEEH , ZEERMITEEHEW Trusted Advisor BEIE |, FHEREA
Trusted Advisor, SRR THEEBMEEBNIRS , TEFEEHMERE, F2E the section called
“BRA Trusted Advisor” BA$ZF AWS WA Tool FFaJ# |, AT RIZEE Trusted Advisor ERl, £&
BREET , BINIT/EEHFEER. AppRegistry EIp , LLEZE AWS WA Tool £ BB L& R 3K
#11T Trusted Advisor &,

14. (BA) £ Jira BRT , EERRTEESHEN TEEHER Jra BLHRE , ZFE2NBERFER
BRE. AN TEEHMEEBAIIRSE  TRESEHMERE, F28 AWS Well-Architected Tool
Connector for Jira LABBRERE , WEEEEFERE, ®TEASITEESH,. IS IEEHR - F
BHNRS ITHEESH - BEFIRE , WEREMH BB AERLHEE Jira EREH,

® Note
MRFBREIRFBHRRE , TEEHSHARRIRFER Jira BHRE.

15. (ER) ERBERT , MELERTFEHE TRBNETERER.

MEZBWFMEERR , BB Z5888 AWS WA Tool B,
16 igj%-lt_io

MBAES BB B RIS EEN |, FA S E P AR,

17. G2A) EERARARSET  BEhEDRANREY. SEREESE WRERTBEHENET
LER SRERETESREYEE. BET -5,

18, BETEAILTHSRNEE. THERSSTHN 20 HEY. NEES AWVS EHHRS |
BSWEL.

B LREFTER (BEYHEEW AWS IRF LRANER), HEEHEES B & (IHAEER
BEEAN AWS ELER) UM E PEIER,

EEIEEH 14


https://docs.aws.amazon.com/servicecatalog/latest/arguide/intro-app-registry.html

AWS Well-Architected Tool EREER

® Note
MREHARELBTESN  AEFHEEGHABTEN , ABITERERAZR.

® REEH
BRERAN/AEABEM AWS EAEHIRFRUNBIER  BRBEGERERYY
BEHANBTRME AWS EFiEPERNE=ZTRE.

19. i##Z Define workload (E& L& H).

MRHMEFRAZAREEEEN , FRLEERTFEHIS ELBE.

£ AWS WA Tool HER# TEEH

£ AWS Well-Architected Tool P EZ TEEH 2% , B LUEHMRBRE TS S EH R &HFHAMN
B, ENHBEFMAEIEER  WEREMEMHEEE,

ACsk TFR B AR RE

1. IRERTFARER A L2FI—EESITFEEHBEFMAEANERE, ##Z Start reviewing (5
EmBY) RBELT,

HE  ELAEESKTIERE Workloads (THEER) , ARENMITFEHEE , T EEHFH
B EE, EZE Continue reviewing (REE# ).

(CER) MRFREEEDLEHN THELEFEEN  ACASEERE TS CHREELIEF THEAHRERE
BRE , ARMETFEHRERRF
2. BE 6 RREEIFFE—ARE, OZSE[ER  FEIETIEHE

a. FARREE, TYEHBERSEARENTFEH.

MFEHMEES , FREEF  RARERVERPREES.

MRBETBEARIEAES , B2 Question does not apply to this workload (BB iE
BRI THEESR),

B, FRBEPENEENEEATHNREER.

FETHEER 15
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MREBEREEERTHREET , 55212 None of these (A L& IE),

MEFEEMEENEAMES  FHEEEA , DU ER\ERPBEEN.

b. (ER) MR—FZEFEEHXTERARENIFES  BEEERTEARLIEEBNGE
B , ARMLGER. $RESERNNKREER , SULERRRIRMEGFRER,

c. (ER) FH Notes (iesF) F IR KL BEMBEREA,
flan , BELRARETEANERER , RIRMUFMEREERN HMFFEER,
d. EENext(T—%), BEBEREZT —RARE,

BHEEEATHNESEAREEEEL SR,
3. BULAFERHESRE Save and exit (REFELFER) UREEE , L EEFLHIEER,

HET/EERCE , B LRERREEED D ABERE. MEFMENR  FSBEHR AWS Well-
Architected Framework ¥ T/E& &,

£ AWS Well-Architected Framework 12 T/EE H

AL ERBAIFEHEENETERA ERESHNITHEEE., LEERHETFEAVENZEERNER
&R

BEIEER 16
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¥ Prioritized Mew Well-Architected Tool > Workloads » Workload » AWS Well-Architected Framework > Review workload Helpful resources

X
o AWS Well-Architected Framework 9 e

Add a link to your architectural design

; do you design v

workload to adapt to changes

in dermand? L) ) -
‘ (@ The answer has been updated based on lens or profile changes. X ‘ 2 What's New
B AWS Blog

D Amazon Web Services YouTube Channe

SEC 1 - prioritized

B AWS Online Tech Talks YouTube Channel
Question | Trusted Advisor checks © AWS Events YouTube Channel

properties of applications
throughout the design Stay up-to-date on new resources and
development, and PERF 1. How do you evolve your workload to take advantage of new releases? Info services

R T Evaluate ways to improve performance as new
Ask an expert [4 ARE Wy P el = ney
services, design patterns, and praduct offerings
REL 2 - prioritizad become available. Determine which of these could

§ yata - | . improve performance or increase the efficiency of
How do you back up data? When architecting workloads, there are finite options that you can choose from. However, over time, new technologies and approaches P ¥

become available that could improve the performance of your workload. the workload through evaluation, internal

discussion, or external analysis.

COST 1 - prioritized
How do ek (D Question does not apply to this workload Info

oW Co you Implement cloud Evolve workload performance over time
financial management?

Select from the following As an organization, use the information gathered
through the evaluation process to actively drive
£\ PERF 1 - prioritized nfe adoption of new services or resources when they
How do you evolve your become available.

workload to take advantage
of new releases?

Evolve workload performance over time  Info Define a process to improve workload
performance
$EC 2 - pricritized Infa Define a process to evaluate new services, design
How do you classify your patterns, resource types, and configurations as they
data? become available. For example, run existing

performance tests on new instance offerings to

None of these  |nfo
determine their potential to improve your workload

L costz-

How d

prioritized

ou decommission
) None of these
esources;
» Mark best practice(s) that don't apply to this warkload Choose this If your workload does not follow these
best practices.
SEC 3 - prioritized
How do you detect and ) i )
This question dees not apply to this

nvestigate security events? ,
: ! Notes - optional workload

Disable this question if you have a business
REL 3 - priorit|

justification.

How do you fault

solation to protect your

workload?

1. FERBBRETHFEHER  FETFAREFAETAERES  EEEERR. CASESEKEET
BEXENEE, CELENEAESRLATHR. BEEACOENEERE SRS EENHER

Eiko
BULLGEREAERE  AREFELZTNEE , IEFHMGEANBE.

(ER) mRREEREHN THELBMEER , Bl AWS WA Tool EEARERETNEAREELEES
BBt BLEEREREBLIEFNEE  URBLEBETEAREHNER. ELASEER
B, EAUERAERERLIEFEERBYMNETFESBREER. BAERSRETRERNTEEE
BREBLIEFEBESEFHBESE.

2. FEEREETEHINEE. BEELZEEITHREER. BEE | EEF Info (BEF) UBEBRBER &K
EFEXNHMENR, BEHBHERIUEE AWS Well-Architected ZEEBHI AWS re:Post 18, AWS
re:Post EIX AWS FRiEM T BEREEN1LA. £ re:Post i , BRI KRFFEE. EZEE, 1N
AEE, BIAMEE , YHEERENHSE®TRE,

BEIEESH 17
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ERAEER

(ER) 2R —RSZEBKEEBRLATER

BnBGEER

ST LA R I E AR R BR AV R SR BT E T — B,

FEESETTEARLIFESNREEY K R

REE—EEE , NFEFEEILRY,

3. FAIRPEEREEREMEFANERAER, EEHBERUEFEREHAR AWS Well-Architected Y

AWS re:Post 18, 7EL# B |, BALREERBEE AWS £

i

R TEE ;M Trusted Advisor B &EIE

MR BN TS HEE Trusted Advisor , BEIREE SR Trusted Advisor REZE, NMBEREEK
EEATRANREE , AEMEREEERSERAAN Trusted Advisor EEREH, ZERER

BR , RitERE

usage?

COST 3. How do you monitor
usage and cost?

COST 4. How do you
decommission resources?

COST 5. How do you
evaluate cost when you
select services?

COST 6. How do you meet
cost targets when you select
resource type, size and
number?

COST 7. How do you use
pricing models to reduce
cost?

COST 8. How do you plan for
data transfer charges?

COST 9. How do you manage
demand, and supply
resources?

COST 10. How do you
evaluate new services?

# 4% Trusted Advisor BMEREE,

Question

COST 5. How do you evaluate cost when you select services? info

Amazon EC2, Amazon EBS, and Amazon S3 are building-block AWS services. Managed services, such as Amazon RDS and Amazon
DynamoDB, are higher level, or application level, AWS services. By selecting the appropriate building blocks and managed services, you
can optimize this workload for cost. For example, using managed services, you can reduce or remove much of your administrative and
operational overhead, freeing you to work on applications and business-related activities.

P Question does not apply to this workload Info

Select from the following

[7] 1dentify organization requirements for cost |nfo

[C] Analyze all components of this workload Info

[C] perform a thorough analysis of each compenent |nfo

[ Select software with cost effective licensing |nfo

[] Select components of this workload to optimize cost in line with organization priorities nfo
[C] Perform cost analysis for different usage over time Info

[*J None of these Info

@ Trusted Advisor checks available -

To help you answer the question, we have automated checks that will give you more context on
what you have in your account.

AT, BE. HENRETELEN

Helpful resources X

Ask an expert [4

B Cloud products
B Amazon S3 storage classes
25 AWS Total Cost of Ownership (TCO) Calculator

Identify organization requirements for cost

Work with team members to define the balance
between cost optimization and other pillars, such as
performance and reliability, for this werkload.

Analyze all components of this workload
Ensure every workload component is analyzed,
regardless of current size or current costs. Review
effort should reflect potential benefit, such as
current and projected costs.

Perform a thorough analysis of each
component

Look at overall cost to the organization of each
component. Look at total cost of ownership by
factoring in cost of operations and management,
especially when using managed services. Review
effort should reflect potential benefit: for example,
time spent analyzing is proportional te component
cost

Select software with cost effective licensing

Open source software will eliminate software

£ Trusted Advisor ERSIEE L , A LA AR Trusted Advisor WREEKBMENE ZHME
A, WMBRRAEFRE D Trusted Advisor MHFRER |, N TEHREFMEN , HIBMHM CSV ERH

SEEEREEBRMN Trusted Advisor B EFAREEIRE

#4R Trusted Advisor & 18
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ERAEER

b Sustainability

3R B Trusted Advisor WREEFIBERAYCER ,

WEMEIE Trusted Advisor IREMEEMERA |

decommission resources?

COST 5. How do you
evaluate cost when you
select services?

COST 6. How do you meet
cost targets when you select
resource type, size and
number?

COST 7. How do you use
pricing models to reduce
cost?

COST 8. How do you plan for
data transfer charges?

COST 9. How do you manage
demand, and supply
resources?

COST 10. How do you
evaluate new services?

Investigation recommended (B:&E

AWS Well-Architected Framework

Add a link to your architectural design

Question Trusted Advisor checks

Best Practice: Select components of this workload to optimize
cost in line with organization priorities
Last fetched: Oct 26, 2022 1:29 AM UTC-5

¥ Download check details

© savings Plan  Info
Account statuses (&) 2

@ Amazon ElastiCache Reserved Node Optimization  |nfo

Account statuses (&) 2

(©) Amazon EC2 Reserved Instances Optimization  Info

Account statuses (&) 2

@ Amazon OpenSearch Service Reserved Instance Optimization |nfo

Account statuses (&) 2

/A Amazon Redshift Reserved Node Optimization  Info
Accountstatuses A 1 @1

@ Amazon Relational Database Service (RDS) Reserved Instance Optimization  |nfo

Account statuses () 2

mEEERENEFERTZ

Amazon Redshift Reserved Node X
Optimization

A Investigation recommended

Checks your usage of Redshift and provides
recommendations on purchase of Reserved Nodes to
help reduce costs incurred from using Redshift On-
Demand. AWS generates these recommendations by
analyzing your Gn-Demand usage for the past 30
days. We then simulate every combination of
reservations in the generated category of usage in
order to identify the best number of each type of
Reserved Nodes to purchase to maximize your
savings. This check cavers recommendations based
on partial upfront payment option with 1-year or 3-
year commitment. This check is not available to
accounts linked in Consolidated Billing.
Recommendations are only available for the Paying
Account.

Trusted Advisor checks reference [
Account statuses
A\ 1 Investigation recommended

© 1 No problems detected

REFHIRFBE

Action recommended (EZEFREEE) (KL &) - Trusted Advisor E%%’Iﬁﬁ*ﬂﬁﬂ’ﬁjfﬁo
1T8AE) (E®) - Trusted Advisor {281 %I
No problems detected (K {E38IE|E78) (4% &) - Trusted Advisor R E184I '*ﬁ*EE’JF‘E.IEEo
HRMIER (R2)- EEEHREENRERE | fINEEEREZKNER,

VRERIE.

ESW (XE EAERER) THRERSET,

EEUE{E Trusted Advisor REIEEZ BN ERAELER  ERPERERPEETHEHREMEENEHR. W0
EHMENR B2 (XE FA&EEE) B AWS Trusted Advisor RESZE,

£ AWS WA Tool Hi@EITEESN EREE

CRENHTUREIEEENERRE, EEES

REERR

1. RIEEHFMENAETM , iEEF Save milestone (EEFEEEH),

ieE TESH B AR,

REERER


https://docs.aws.amazon.com/awssupport/latest/user/get-started-with-aws-trusted-advisor.html#view-check-categories
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor-check-reference.html
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2. 1£ Milestone name (ERHEEM) FiHP , WALZNEREERE,

® Note

AWRELANRN 3 E 100 BF T, EL=EFTFERA/EZH. ETHERHEEBN
EREEABITRES. EXVMNERBRETAK K , S2KZERINNE.

3. EBERRE.

REEREE K LREBELS8FZEREIEIRNIAEHER.
ZIU E%n¥%ﬂiﬁnﬂ nﬁ /Bﬁ Efiﬁﬂo

REERER 20
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#HERIE - 508% AWS Well-Architected Tool T#EE =

A BRIERPMFEA AWS Well-Architected Tool RECEFBETHEES, AEHFZESRBPUNMMAES
EEFEBRLESETEAS |, WNEEE,

F&E

- SR1 . ERIEER

- $B2 . BHEIKAHNE

- SB3: RBENEHE

- SB4HTRELRELE

SR ERTHFEH

B LFREETETHFAH. AMELERERLFEH. EXAHBREF , RMATERBRELRESR
THEH, NFEEREHEAIERE THERHENFEER , F2 /K the section called “EETEEH,

EETIEER

1. BAAWS EEF#EA W BFEAWS Well-Architected Tool E#2 & https:/
console.aws.amazon.com/wellarchitected/.

(@ Note
MR THEEEMRENERESEREE WEBFEUER AWS WA Tool,

£ Define a workload (E& LA R) BERH , i##Z Define workload (E& THEEH),

£ Name (&%) H# 7+ , M A Retail Website - North America fEAT#HEEHNZRE,
£ Description (8288) A , WA THEEHHRA,

ERBBEEELSRYT BWASEIFESREEFNAEER,

EREARYD , BHIEEHUREEREF,

B TESHE AWS M AEER O LT

N o o bk~ w N

a. ENAWS B , AREETEEHITRENMEILEESE,
b. ZFAEMIFAWS EHE , AR@OASEERF OB,
8. WRFIDsHRAER. FAKEMAWS IkF Bt TS 82 TEIBE,

SR ERTHEEH 21


https://console.aws.amazon.com/wellarchitected/
https://console.aws.amazon.com/wellarchitected/

AWS Well-Architected Tool (RS
9. ERARAARARA. FVBALIESBARNKWERER.

10. RBEFRRER, BOHRBERE L THEEHETRE,

11. Industry type (EZEHEE) M Industry () FRARE B THEEHTFTSEEEWE,

12. Trusted Advisor ERRBEEMER, F AL TESHA Trusted Advisor X&E.

13. Jira BRRBZER. FYBEBLTHEES Jira BERTHIRFEBRERE,

14. EREFIP  BORETARREAZIHRER, 2E Next (T—F),

15. ERARERSBRAERH. FVALIEEHERARER. BE Next (FT—%),

16. TEULEHIF , A Well AWS -Architected Framework $558 , %5 S B BEH, 1#12 Define
workload (EEILEER) , AR FELEYERTEESR,

17. EBITEEH®E , 5RIZ Start reviewing (BIAMREY) UBIARHE THEEFHMARE,

SR 2 I EERMRE

EELETEEHMNRE , B2 F BB AWS Well-Architected BB AMFMEEAEME . Sl
B, &£, UHRM, WEERR, REARECHKELE.

EESEEER 6 FRREENBFEPRELLEUTHRERR, NREFEEEREEBNFEE
# , FRE Info (BFA) , BAEARAERFBRELGEANER.

BIEFEREFIEAR AWS Well-Architected B9 AWS re : Post #8, Eit#E S , SR HER
£ LR, BB, HEBENREIEERNVBE AWS,

S$EB 2 RHBEIEEHMRE 22
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¥ Operational Excellence

OPS 1. How do you
determine what your
priorities are?

OPS 2. How do you structure
your arganization to support

your business outcomes?

OPS 3. How does your
organizational culture
support your business
outcomes?

OPS 4, How do you design
your workload so that you

can understand its state?

OPS 5. How do you reduce
defects, ease remediation,
and impreve flow inta
preduction?

OPS 6. How do you mitigate

diployment risks?

OPS 7. How do you know that
you are ready to suppert a
workload?

OPS B, How da you
understand tha health of

your workload?

OPS 9, How do you
understand the health of
your operations?

OPS 10, How da yeu manage
workload and operations

events?

OPS 11. How do you avolve
opearations?

Well-Architected Tool
Review workload

AWS Well-Architected Framework

Add a link to your architectural design

Warkloads Retail Website AWS Well-Architected Framework

OPS 1. How do you determine what your priorities are? info Ask an expert [2

Everyone needs to understand their part in enabling business success. Have shared goals in order to set
priorities for resources. This will maximize the benefits of your efforts.

B Question does not apply to this worklesd Infa

Select fram the following

Evaluate external customer needs  |nfg
Evaluate internal customer needs  |nfo
Evaluate governance raguirements  |nfo
Evaluate compliance requirements Info
Evaluate threat landscape Info
Evaluate tradeoffs Info

Manage benefits and risks info

None of these Info

» Mark best practica(s) that don't apply to this workload

Motes - optional

2084 ch.

« rermaining

Save and exit m

Helpful resources *®

Ask an expert [4

AWS Support
AWS Cloud Compliance

Evaluate external customer needs

Involve key stakeholders, including business,
development, and operations teams, to determine
where to focus efforts on external customer needs.
This will ensure that you have a thareugh
understanding of the operations support that is

required to achieve your desired business outcomes.

Evaluate internal customer needs
Involve key stakeholders, including business,
development, and operations teams, whan

determining where ta focus efforts on intermal

customer needs, This will ensure that you have a
thorough wnderstanding of the operations support

that is required to achieve business outcomes,

Evaluate governance requirements
Emsure that you are aware of guidelines or
obligations defined by your organization that may

mandate or emphasize specific focus. Evaluate

internal factors, such as organization policy,

standards, and requirements date that you have
mechanisms to identify changes to governance. If no
governance requirements are identified, ansure that

you have

applied due diligence to this

determination.

Evaluate compliance requirements
Evaluate external factors, such as regulatory
compliance requirements and industry standards, to

ansure that you are aware of guidelines or

abligations that may mandate or emphasize sp

foeus, If ne compliance r ermerts are it

ansure that you apply due diligence to this

determination.

Evaluate threat landscape

Evaluate threats to the business (for axample,

eompetition, bus risk and liabilities, sperational

reurity threats) and maintain

rurrent infarmatinn in a risk ranistre. Includs the

1. B Next (T—F) , BELQET—ERE. EUAEALAERSEEZHREFNVHMGEE 6 N

=HEME4EE,

2. MRLBEREFMETERANLTFEEHNEL HFEM , AWS EREERIEFRPIEZRR. E

LiEEEes R THEAEBREY  BEARSETHREERTRESAMEN.

® Note

RE , B — R

MREERFELATER, BEETEARLITFEHNETELRK

FEH (Mark) , RRBETEANSEER. S0 SUEEMN#EREUR K I 2 HH b4
&R, SHHEBETEANREEBER LIREF,

SR 2 RHETEEHMRE

23
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None of these Info

¥ Mark best practice(s) that don't apply to this workload

If one of the best practices within this question does not apply to your workload,
you can mark it as not applicable. You can also choose a reason and provide
additional notes for documentation.

Evaluate external customer needs Info

250 characters remaining

Evaluate internal customer needs Info

Out of Scope v

Internal customer needs to be addressed in following release

190 characters remaining

Evaluate governance requirements Info

(® Note

BO LGSR RIEBMEELA R REFHER. EEREZEE BB AWS WA Tool £
A £ ABREEAEEERPEEIEES,

3. EE ENIEHFBUERRIfFARNFEENAER.,
4. 1EE Continue reviewing (JE@ERE) , AREBEZEFELLNMS,
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5. MMEREHEETER K RRSBHERTFEENSEER., SUNMEEFELFMES , B
AUERELASEEKRPERERE Workloads (THEEH) , URNTHEAHEBEREEZTELFHME
o

F-RERITEEBEMRENTSEER  CEGEERBYEE THEARRE.
EREESHNTFEHENARE  REERBRAEAEETEER , stHATEMAEEE.
RITEAHFMAETAETE :

1. EIFEREBIBERY , RERTFEREKRHE,

2. B Version 1.0 - initial reviewEAERHEEZRE .,
3. #IE Save (RF).
4

EEELATHRAEHRS  FENTENER  RAREFELBREXRIPDFER. KERETSITH
SBMRE, SRANERBHE URESIUEHENFE,

SER 3 MEANEE

BB ENNREER , 1818 AWS Well-Architected Framework Lens AWS WA Tool 33 Bl = 2 k& 1 &
LR ESE,

HEmENRE

]

.I.

1. REBEENERERFEEZEAWS BEEEIFINERE,
2. ¥EE  1##Z Improvement plan (SXZE5TE).

EHiSEEF TEEHR S , AWS Well-Architected Framework Lens 238 7 = @5 B M EEFN — (@&
LEMEE,
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Well-Architected Tool Workloads Retail Website - North America AWS Well-Architected Framework Lens

AWS Well-Architected Framework Lens

Overview Improvement plan

Improvement plan overview

Risks

(®) High risk 3
/A Medium risk 1

Improvement items

EHTHERHNIERE , BHERFEHREETFEER,
EREFTAENRE -
1. RAEHED  BE-TEEARRNEEIHTHNITFEEFHEE (Retail Website - North

America) .
2. BE-—TBHRSIER.
3. EBEETHARMRBER , ARR T BETZEIKRMB .

Workload status

Improvement status
Choose the status of your workload improvements.

Not Started =

None L

Not Started @

In Progress Not Started

Complete

Risk Acknowledged
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4. B—THIEZESIER 6 AREBEE-—TEHFEERFH AWS Well-Architected Framework E#% , B
MRIEZEBRENETE, ARE—TEHHERNASIHTERSIER,

Improvement items (XEEHE) ERSERRRAELFEASPHRENEEZENZEE, BESRREREN
EHELIERRYEY , BgLiHSEKREE , BYHPERREE,

R B Recommended improvement items (2B XEZEEH) , MERBENKEER, SEEBNUEH
FEEEAZEHANERES  EBFERIZDFERSHBIN AR

MRRERRTFEHEREE , ANEFESNBEERTERETELRARR , EUNRERREE B
THFREEXERBFE. AEHBBESETREXIEFER.

SR ETHAELREEE

ERILLNETEN—E 2 , EiBE Amazon CloudWatch Fl AWS Auto Scaling X EHEE TS HK
AR — SRR E,

RAEHEBEER :

1. BEEFHENEE  YEMEBNNREEBURREE, HiEiHEUCHIE,
2. RBREERTFALGER , LEHTELSHNMRE,

3. EREBER , BULURE Improvement plan (NEFTE]) , EFELEBFHITFEENTE, it
#gHlh  BEBECHERRERE  KERBEENBER=ERS A —A.
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Well-Architected Tool Workloads Retail Website - North America
Retail Website - North America Delete workload
Review Improvement plan Milestones Properties

Improvement plan overview

Risks

(¥) High risk
/A Medium risk 2

—

BT LR EERERR | WHE Milestones (BT2H) REF TEEHNREEN.
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Well-Architected Framework ZF#& (WAFR)

Well-Architected Framework SREAEERAPEZNBT ITHEESNEEMSMNRFTER, EigET
fRIE AWS L BERFEBATHORENERE,. It Framework AT GBS T BEEREER , WERSTH
BRETE, £, BRR, EFAURBEXKEBHERRER,

£ Well-Architected Framework & Z& (WAFR) 8iff , B EE—HEAREE , U THRENEBHEER
BREEBHN—BURE , YEESEESENTESl,

WAFR P& ER}
WAFR BEFEE8=EXERE :

- i FBEERBYENEBRAERLE , LUEM MR
- EE . RBIE AWS REEBHTERITG
- - BPREERELATEH IEERERN SE

A Es|BETRE=[EME , MRS ERER  URBERRELEEANEE, RMBEsIBEHS
WAFR SEHFERBATH THEEHEREN KE,

% #E1T WAFR
EREEREBNIERT , BAFTEE{EHIT Well-Architected Framework BZ&E (WAFR)., {2178
B EFFEHELERER , EEEERTANER , W EEHEH UIRIITE,

BEERBHEZEEHADKAE, MBNMANERKE TR LE R , ReERERRBERE  BF
EFZASETIFER. MIFERRIANFERSBALRMESHER  wARTEEEERZN/NME

ERECAS

FREERMESIESH, HREHX, HAR  UREABEBHRN —BEE , BPREEENX
ERERESEFNER.

EERBRIE=EETERR:

1. TEEEMNEE
2. ABHINE
3. XHMERER
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THFEHMEE

#B3% AWS Well-Architected Framework :

THEEERTRHEXREENERNEARES  fINFFEONEAEXHRKRE.
THEEETRILSE - AWSIRF FH—/MBSDEIR , HAJREREZE AWS tkRF 1%
BERES, NMEGEXARABLETHEH , MARLGXIEEFTHTEIFER,

THEEHTARERBRBRER. ETEAL, BE. EFNHATFR  URXNEREENENHN
B, T84T WAFR 281, FRRE 7RI CH TEERNTH. ENHEHEBEER RN
LI

B WAFR W ITEE R
EEER WAFR WIESH  EHEENKHTHIRNE

- HEATHEAE? BETFERPHTEXBNERE , #ERF?
- TREEENARARM ? BREEXEKIT? BEADE, RN ?
- WIABREEFE? IREKHEBRSREMERR ?

- TEEHREAFTEFERANE?

- THEAHREANTERIFEXMNIT?

- THREAESHENHEE BRI BERE 2

- THEEHBEPEHE K SELCTELE?

- THREEENRRAM?

- WTHESHAMERKM 2

BT WAFR 281 , BEZRAETETHEERE  FREE LRSS BREE.

EENEERM ?

AR WAFR R ERERBHAESE , BRMATUEMERR R HEGE THAR, EERNE
FRENIANTFERENBEED  SRABZEFNE L%,

ERBENBERRF. EE-EATHER , URIEAR , BB ESTERENERELESEE,
ZROBERNTE

1. REMI =ZEHEE EBNENTATEEENETESSE
2. FEEXHEARRIFAENEE
3. EEMENGERR  HESXHEERIT
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EER— S/ EE  TEASATHEERRHNEY.
ABMXAL

BEIEHBREHREGE K MATRENSABNERSHEHIEEENERER. T8  £37
WAFR 28l , FERE THEEENE-HITHERERTSE (STO),

BABMERAMRRLZEFEE, ABVNEE, ACHHEFIEERREE. EnCE, BRER
B TR,

K%, MIRTHEEHEIBOERRERE  LAGRAEER,

A AEIR STO #1T WAFR |, AXEEWER. Al , BURBRIFEEHNNXEERE , BEERE
B AR BEEREIEF, HE , B ERENEGESHNERRHNITIHE.

ERFEEHNEELEXNSHIEBFE, STO AIBBEBELER , RAHEBESR WAFR SR AL
s

VENFEBRA

STO BZMEMEME. AHZAENEBRNS RIS, MR AENRFTFEINBRE, RIFA
BNTEEENK)D  SENANEARANERBESEHRTE.

AEETHERNEREANEE

1 #EEAEEES—EHRINHE?

2. BERNEBRABEE WAFR WL SRS 115 2
3. MAELKEES ATRNFERRA 2
XEBEE

Well-Architected Framework 2 H A E#K. HATEE STO EHEE , BEXSIMEI S EEE
ERHEEEN IS , UNEMNES WAFR BFWEE,

EREXHBEHERBEEE , HaEm .
« 20 WAFR B3 E &R0 AR L ERA TS 5l
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- BEETERENER
- B, FENBEREBNRBEE

THEBREAERSEPOHERERHE ? RDEEF  URE-HEFESHA , eI LE
BRBEFERENRNSCEREMEZE.

TERENZER

BRESNEBCHREFEARMNEIMERNREREE, 2H WAFRWW—BHATREIESR
BN FRERE, BETRANEBYENEE  IUSEBHFNE=ZTNISSE, BEFRITHEEH
MEY, HEEENEEEHEER K EWRERRA. BERANWE,

R-—FARHRRSEAEEYTEEH  URE-BAZINRRIERS, RITNREERSTEE
# , Hit WAFR th A AR B IRRSCENHE

WAFR T 2%, #ABESETHBERTETRANESREE  EEFFEREISYIEESR 5T
P . EIXERRES RIFHVERBEEMEE,

WAFR 2B "EMERTIME? , URBEIEESHNFREENES, RE SO LIEHBESZE
B E R R R R Z "I EFR{T R BT HE ?

ZEEWER AWS Well-Architected 5B RIE. EEBHEH WAFR BFE | BZE T YIBE -

1. RftEE#1T WAFR?

2. BEERPESHE?

3. EfERBIMEREMEA ?

4. REERTIWE , UARRREZHHEFE ?

&R

- BEEEDIERE
« Amazon i i B B

M4 MEREE

1T WAFR B , Bt @R E | FERNFTSREBERHBELEERF. EXERERRF (SOP). #ITF
M=EFFM. £ WAFR Hif , A EAMARBE KA Well-Architected Tool (WA Tool) RIH fERER 1L
B, BUUSERERETIEESEENFMIEMEBEXAR M , SETERENERE,
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EERBXHE , FERTYIMEE :

- THREEAWLEXH?

o« BRDBBLST 4 ?

- ERAMETERETMRBEFELKMR?
- HESHELRMNELNERTE?

BRI EEEN - EXXHEHITHE -

- THEEH Wiki EE

- BEE

- BEERKFEH (ADR)

- EERERF (SOP)

- EREBERENE (1aC) FFE
- FRABTFM

- ZIRFRBEH

- EhEoRMEERE

- ShESERRIRS RIARE

- MEKITIEEHBH

- API BEERE

- BEEXEMRK

. $EE84UIE (COE) BFME S04
« BETIERRE

- BEAEERKFEREA

- BEER

- EXEESE

- SERAXH

REER

MRELERFRBAEFE , BMATLUHIT WAFR EAIRZHS, T8 K MRREELHKMm , BF 8
FEERNEE, BYNHEERUERBEFRRENE -,
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THEEFRR

MEFRAERENTHNER , AIRMEENEHBEEE, ERIFEEREEEHEREELESEE
WA K mMBTREEAERAEREBEERLE (laC) TE (&1 AWS CloudFormation, AWS CDK &
Terraform) HSAE .

ERRUEZH  BUETHRIELRNTRRSTHRLBEE , PRTABILSRRHRARNT
#.

EFSE=-FREVNADEB T E Tl EEREHEAHER. % AWS Marketplace S4E & B HUR 1E 6 iR
RIF RIS,

R

- AWS 2EREBEE

- BERREHEER

« ADR GitHub BE

- RITEEERFIEHRMIE (COE)
- AWS BRAFELNTEEHRE

L
HHRLTEE. TRENEBFNIERDRAN  ARERANFERNRERY ; LABRE

B, UBEFHEMHARR. #ER—EENEN K SHELBBEYTERERF. REAERA , Yiekh
BRIMEE G, WRBEZREA  IREERAGERE |, UFREE AR

Inputs —> Tool —> Outputs

r/> Adoption
.

Inspection
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BENBEREECHIFFESHREEHNBER T, WAFR B—E#H TR, RAERFM
BERRF , EL2HME—ETEBHHERF,

VT TR WAFR B | BT R HBuERS | SUERARDREHE MM, WAFR NERTER
BE-EBEN—RMEEE MEXESEERCBLR , NERGEANEE.

EBRR

FRIEETRITBE 8l , FEARELNRBERIEF, ERFRETHEBNELRIEFNERT , BER
BOMRBR. ELEBRIEFTERAEELH  HHERF - BUBREFNER.

EBRRAREENSEEXKER  HAMKKREMEE YA EFERORMEE. ELZEN
MERER, AETEANERTAERZEERNEERERELER,

FERNEBRREAEHINT :

o« BRI

- REAE

- REEFREE
- REEFRER
- REEIEER
- RERFKEME
- AELREIRE

BRETHEBNEBZAREETOEY , THYEEIRATEHEBERELEREASENEMEE  #M
HERE, MtHMERRIRSHEREINERE.

BRI WA, EREVIEKENERBELEE,

&R

« HW{AI#L1T Well-Architected Framework &2 - & 1 %

#;1T WAFR

SR LERNERE | B AT LLE1T Well-Architected Framework & (WAFR), EAEIF | KPS
BRETEIIT WAFR B |, I RR SRR MR EL TG,
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£ WAFR Z 81

FRIEVNMEFR R ITEER 2, A THET —HHNRR , XmITERRNSERR, EN/NEE
MR B TREEER LR

ERAENEE

- HAEEE WAFR?

- HEHAHEHEE , UREAMLERHPLRE ?

« HEASER WA Tool REMERMMER ?

- BRBEWPLEIR  URKBABEIEFESE?

- EREESEERENAEBTES?

- MAFEEERHEENER  URNMAERELEBEEAWSHER ?
- BESRESEERR RS ORE?

- BEESENRGERERTERZE?

EEWR

REESUENEETFEEEAREENERE. £EFZHXATRER WAFR NEEERIEIGE
(=

1. BZEMEE  HBHEE-BEFREWAFRNWEDEE, EREEIENBRYEETETERS |
H e A ERERIEEST WAFR LSRR EKE, AFATERL. REXH , MEREHNHE
B,

2. ERIEFE BESMIEEIHEBN AL, RUEME, SIEEEMMER , SLXH —BAARRA
RERmLE . RIIK WAFR REESE. BEEBRAG , EUE—RAAHTEE K M3 —BAME
0. MBI BT

3. BERITE  AETERREREN/MIYES K BEAASHE, IREFEERE T AE
B, BER WAFR ZEELESENEEREBREERFEL, BENABSNELEF—E 6 HER
BRI EEE,

4. FHEMMER : X R1E WA Tool AT , BEEREEREPRHIZEBHZEEHNRE WAFR
AT BRARAS. 5 WA Tool REVER SR |, S AEENH , LUEERIBF TBRHIEF{E WAFR
ERARPELEZMN. IRBBHEREMA FRRNREBIEEARNA) THRETHHT
£, WHEEEBLEIEWL T /E,

5. FTEEIRMARAR  EXRENERIEFARNERE K MARMABTR., £ WAFR TR H
B, BESEIAMBASRUESRERE , TEHERLIENEENERY . NREKIBENE
RELEEB K RTREsANAEMSEENRE,

1€ WAFR Z &l 36



AWS Well-Architected Tool EREER

6. ESIRIASR K MARIE: AfBESE AWS BEEXEA fhHASHERETR Well-Architected
Tool (WA Tool). AT WA Tool HFHEEIERZBEE , BYIZREENIE, FHIRNERK
B, REFENYHELE  YEARARBEUFS AR,

7. B ROREET S EE-REBPEELTAEIETHREH. KEES BB/ TER
B, MEEMEAEETENS L, tERZRENSEE LR,

8. EBIE  HKEELBUHLSESHERIEE K MEBMAMNIZENTHESEEREBEME
Ko £ WAFR IR HEZ XK ERKRE., SEFESHEENKE , T EETEEEAERATHR
Ho

0. FHEEEREME : MREHBREENZTRRE "7I88L . "HHL X "RANSFHEERRERS
E1  BFHEEEREGERERE '5. . WAFR REARBAIFASEENBIME , MFAR
TR,

10Z S . Well-Architected EEXFE2EETHEE, A TEI/EERFTEE MY , TERERK
BEl , IE—THRENMRATREEFETFARHRENTE, ELETREEALNEFRMEE
¥, USSR EEEE,

HREZEEENIFAR  TEARRL[ERE  BECTEETZER. BRESLN WAFR &
BRERTEENRE  IEITAZIEERRLBENEMWEE , LEREEHREXKEN,

1

-

1T WAFR
T AWS IRF F— 81T WAFR RIfFAR, REETUELM AWS IRF £ATHERES.
f£/ AWS Organizations B RIRF A ES, RBETUEABERRETRTE/H THEER.

E R BB EHEA A THEE RN EREANSE R, RBETURNEHEFSIRFNTEER
BHANEANERNETE , EPEREE.

IAM 7£E

A8 IAM FaFaefE AWS BB X4 FFE AWS WA Tool, £ WAFR T/EMSERBIAR: | SeEEH
TEFEE | LIEERR—,

WEFMER |, FFSEIEM AWS Well-Architected Tool B{EAE. BERA BT,
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Start here

l

Identify risks

Implement &
track improvements

Prioritize improvements Understand risks

Determine
prescriptive solutions

A BINE T R [ B
KRR HERRERERS,
WAFR IREFHERMERMES . SEMKREE (HRI) FRERBEE (MRI),

- SEBEEE HRI) : JREHRBEXEASEFENRBNRERE, SARKEEERAAER
VABRNERER, ELTREXEAMEE, EENEA. REXHEN HRI 4 : RAEREL
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AWS Well-Architected Tool (AWS WA Tool & RRAIBAEFRTEE SR HMEEBH HRI F MRI,
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TEEH
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WEFEREIHEEH 2%

- FEEETEEEMNFHEN , FH5EE View details (RIRFHEN).

- FESFTEEHENENY , FEZ Edit (RE).

- EEEBEEEM AWS IRF, #H#&. AWS Organizations SiEMEN (OU) HAITEEH , H5&
ERAEMER  RARBEEHLA,

- FEMBRIEABREAFMEERE , FiEE Delete (MBR). AEIEABRNEETETRRIESR
;o

/A Warning
MR THEARELER. RNSMEREIEERBHNMEER,

= EBRBE (HRI) R EREREE (MRI)

£ AWS Well-Architected Tool FHEIMN S REMERE (HRI) , 2 AWS FrE B i H X ERERE

FENEEBNRERE, BX HRI THESFEEREE, EEMNEA, PEEKBEE (MRI) BT
RHERENEETE , EEER/), ELBERBIEEE AWS Well-Architected Tool H#Y B T
E. AWS flAWS BEFEZERAHENREER. ELKREEKE AWS Well-Architected Framework
MEHFTERNIEE S,

(® Note
BEERAREES  EFEZIAILHERERSREERHHEXREMANE., NREREW
EMBEERERERELIEREERERAZIHESH , AARTHESERER. AWS B
EFEIEEFIPRFELER , URFERETERNBE, HRAAESEBIN HRI F
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#% , £ AWS Well-Architected Tool F#BREBKERACHKE , HHBECHR. UREF
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1. EERIBEEED , BRIEEH,

2. BERERIEERTHRNEE.,

3. 1#$E Define workload (EXIEEH), IE A MRLCEUREEER  WHERPERIEE
B GEELtREELAER.

4. J8fF the section called “EXTEESH FHETR , BET/EEHEMY , I (BEM) EAREEN
£E,

RFEEAEAERTFEER

1. EREASEERPHIREER,

2. ENMHEHRBEANEZE , HMKE the section called “BIHEEH A hWIEREHNBEE
R,

3. EEKRBHATZIEAEH,
4. 1B{F the section called “REBAEZ TSR PHIET , RENREBSEAREL THEESH,

£ AWS Well-Architected Tool F#1R T/EE &

FBALEEECHE , URRASHAZ ITEERNWFMAER.
BREIEAR

1. BEAAWS BEX#A | AREFIE https://console.aws.amazon.com/wellarchitected/ BARX AWS
Well-Architected Tool 2 A&,
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BEIFEENERE.
EMIEER  RARBESRFEENR.

ZimgE s "TEEH, FHREFAERRE,

(® Note
B 8L ZM Review owner (IREHERE) , BEERBIEERARFNEEASHETA,
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i##2 Acknowledge (FEER) LAZEIERRE Review owner (MBHEE &) W, EETRMN 60 X
W, BEER—EEE , REEHELEZAN., EEBRER , FRESNIESHLEE
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MBEBREEENBHAREMNY , AERHSEIESEHENFER, ZUEERETEAR
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£ AWS Well-Architected Tool iR TEE R
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Well-Architected Tool E# A&,

EERIEEE®SP , #E Workloads (TEEH).
ENEREN THERH , RREE Edit (RE).
HIFERETEE,
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(® Note
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WMEFHMMELR , 52:E the section called “7£ IAM XA Trusted Advisor’s

B1E Save (%) , IR EEH THELSRATMNEE,

MRMPERUATHEENEEN  ELATEEEE , TRRFETEEENEE,

REIEER
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(® Note
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3. BEATIHA-EFXNZNECHEENIEER
BEIFEENERE,
BN TSR A ARBREREFEENA.
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2. EEANEEERT  BERE.
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B AR TR HEE, MRTERSEFEBRE THERENLARFIE,
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3. BUTIHAP-—EHLKERNTHEER
BEIFEENER,
BTSSR K ARBREREFEENA.
4. EEFEHA,
5 EWMEMRNIEAS , AIEEF Delete (MBR).
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BRI MR AR EZ R I TEEEEE.
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® Note
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1. BAAWS BEXEA , RRBBE https://console.aws.amazon.com/wellarchitected/ BAEX AWS
Well-Architected Tool 2 A&,

2. EERIESEEKT , #EF Workloads (LEEH).
3. EIEEMRN ISR , AKRIRIE Delete (MIBR).
4. £ Delete (MHIBR) $RE & , 1#$F Delete (MIBR) LR TEAH R HEEEAMER,

EERMEEMBRI/EESH , H5EEIER® wellarchitected:DeleteWorkload EIEM R,
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EXATUEFEEEA R , BT HEEHENEMIT 2 EAHETIE,
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E2 20 AR EM AWS IRF RERAEHA,
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£ AWS WA Tool FR{EFH$E5E

£ AWS Well-Architected Tool & |, B LAFEHASHERBREER —SHHEHEEE K IREEEREN
(B, MEBERITEESR , HIEEEHER AWS Well-Architected Framework 88,

—ETEEFTUAERA—HZERE, SEAEEHFECH—EHE. KREER. RENREHE,
EMEREVERIENITHAE  REEBKEES|IBHHERNMATER.
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FTEETEMEMREREAEM,
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BEEME R THEER

1. ZEAAWS BEEF#EA | AREBIE https://console.aws.amazon.com/wellarchitected/ BARX AWS
Well-Architected Tool £ &,

2. HEERAIBEEKSD , EIE Workloads (LA R).

3. EBEFTEMNIEAR , REZIRIE View details (RFMAE R,

4. ENMEFIENEE K ARBERE.
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2. EERAIBEERD , i#EF Workloads (LEEH).
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ERIEHRE,
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B RENAARSIRBEPRE T ELRAREN IAM EBBE,

AWS WA Tool T EEHNWBITHEHE

BEULERECHXE, BB, REEXNGETERIATER. SEREERAIITHREHENS
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MREHARBYBFIEM  RERREHABTEN  ABTENERAZH,

3. BRELERBMNBEFTER:
BREEN - BB EBRINBITHRE.
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BEEBTHEEN AWS IRFE 1D,
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£ AWS WA Tool P2 THEEHMWBEETERE

B HFTHEE

1. BAAWS BEXEA , RRBBE https://console.aws.amazon.com/wellarchitected/ BAEX AWS
Well-Architected Tool £ A,

EERSESEKS  BEEFTREE,
BERVTHFTHE,
BETHERUTH JSON SEXER,

RS REFN N FiRIESRFA JSON EAER  UHMEETRENER. LEHNISENIA,
B, REEBMUETEERS.

o & 0N

F2E AWS WA Tool FRYFIERNF % UESFHFMEN. BTEERKX/NAAEIB 500 KB.
6. EEFEEEERILEREMN JSON EX,
7. (BR) EEBERY  FELEHEGITHEEE AN TAER,
8. EERXUBEBLUEERER K IBERIURXBITEREFHEE.

MBFBRERIWTEELWBITEE , SR T —SLURAEEEEE  ZEEREELUR
E=HE G

MR LY , FRELEN JSONBR K REBAESREIHITESE,

&K JSON HERiBiB AWS WA Tool BB % , W BT REMEEREETEEAD,

BRIRERVTRE , FEN DRAFT ARE, BHAAXBHHEE , T RREAD THEAHNEHM
AWS 1RF $H,

&S AE AWS IRF REY 15 B BT &R,

O REEH
EVEBIEER ISR ERAEERERKRFERAEREMTERIBEANBEAEDEBER
(Pl), MNMREHBEFTEBEREEHLANEREFAEANEEREETSHWE PII, AIEEFET -
BABRBEAZZEEEEN P, REEENEBLELN , UENEEEHEERNSERE,
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£ AWS WA Tool FFEE TEEHW BFTHEHE

HEATEER

1. BEAAWS BEX#EA | AREEIE https://console.aws.amazon.com/wellarchitected/ BARX AWS
Well-Architected Tool £ A,

EERSESEKS  BEEFTREE,
REEFAEER DRAFT REMREE, ZEFTFA DRAFT BFTHRE , ARBEFRERE,
BET-—SURERERE.

(ER) BULERETHNEEREAZRNREER  WEERBERENRAUZRAREE , Fitw
BIRHYhERTE., WEFERE , BIERM I ER JSON SRy E Al

6. BEFRAELUREBTHEE,

o & 0N

® Note
U N EE B EER  ERRRXAFAERAERTRE.

F— 7 AWS WA Tool FEMBETESE

g =HE L

1. BEAAWS BEX#EA , AREFIE https://console.aws.amazon.com/wellarchitected/ BAEX AWS
Well-Architected Tool £ A,

2. EERISEEKS | BEBTEHR,

3. EBHFEMNBITHEE , AR BEZMER,

4. ERFEBBHRP  WARFTSENE—ZEG. LESSTER @7, EREIEREFR
MAH (.0 )

5. BRERMABATER.

HEiTSEEBMTHRE , SER PUBLISHED ft&E,

RETKBETREEAETHFAE  EAMAWS 1kRF IERAELA,
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£ AWS WA Tool F 3 B TS EMNE
B B ITE RN E

1. BAAWS BEXEA , RRBBE https://console.aws.amazon.com/wellarchitected/ BAEX AWS
Well-Architected Tool £ A,

2. EEASEERTD  EEFRTER.

3. EWMFEMNBER , ARRERE.

4. WMRBERBERMA JSON BR , TEETHERUATHBBRENEAR., £REREFN
FHRERME THN JSON BR | WETAENEE,

5, EFREERIZENENN JSONER , ARBERXUYFEUFEERE , SURERERIURE
REFRBETHEE.

HETHEEN K/NDFAHEIE 500 KB,

BB JSON REZREIB AWS WA Tool BiE% , SN EHITEEREEHITEETETRS DRAFT A

&
6. BXEWNAERERE , ARERERHEE.
7. BRERMGIWEESE  URSEHATREMMNBEIRER. SQFERE

- BETRENES
- XHEEH
- HEE. EHAMERYEE

BET—F,
8. HBEMAESEREE,
EBRAE
RNCHERETAEEE, ARFEBTRESENEE,
FANEEREREN THEEEFIWRIEN , HHEFTREA TRHBTRE,

TERABETEABEARREERITHEAE,
IXRERRAS

RNCHERETAEEE, ARNVMERE | HINMXFREEHEH URL B,
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RERFASESEBERAETREREERITEESH.

&E-F_io

9. HEREFEWAH|Y K WARETBENMHE-BHTE. LEKSTEIR2FEFT, ERETEREFTR
MEHE ("0 )

10. BEBMEFTESR,
HETSEEEMTRE , FERN PUBLISHED k&,

RETKENNETRBAEAETHEAE  EAEM AWS tkF SIERAERLA,

MREHMREIERALE  AEMERALIRAREREN THEAREFSWIBL , FHETHFRE ,
W iR EABEE,

RERATHFEAHER BB EEMEL.,
BHEZ A LAY 100 BERAWBEETHEE.
£ AWS WA Tool Rt FHBET&EE

AL E M AWS IRE., £H#&. AWS Organizations M E L (OU) A BTHEE,
EHM AWS tRF MERAE XA BTEHE

1. BAAWS BEEX#EE , ARE T https://console.aws.amazon.com/wellarchitected/ BIREL AWS
Well-Architected Tool £#2 &,

2. EEREEERTD  EERRITER.

3. ENEHAMNBIIRER A ARBEREFEEA.

4. T HEAWS WA Tool i THEEEMNGHRFHEF AR LEFHA, RRBERBVNHERE
WIRFEMHA |, LBV RBHREBE.

5, MARERHEARBITRBNEAEN 12 LB AWS IRF &S ID 5L ARN.

6. BFERVIUEIRHEARBFBGEEN AWS IRF REAE.

&R Z T ER 300 18 AWS tRF SfEAEHLRA BT RE,
MRRELRARZHFRAABF  NBFSEEBH,
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/A Important
BRABARSRARREE L (OV) A BRTHEE 28l , BXALRBA AWS Organizations 77H.

EBHERZESR OU HABTHEHE

1. BEAAWS BEEF#A | AREBIE https://console.aws.amazon.com/wellarchitected/ BARX AWS
Well-Architected Tool £ &,

2. EEREEERF  BEHTER,

3. ENMEHAMBIRE.

4, £ £ AWS WA Tool H R THEEBNFFEFHEF EMLBREHA, AREZFEVNHESGE
A,

5. EEVEBIERAAERL , EREERFURTEEER  ERET —ZE OoU,

6. EEFEERVUHAABITEE.

EEEEHBE AT EENLAFEUE , F1E £ AWS WA Tool Bt THEERNWFHEFHEN M
BEEHA,

® REEH

FEHEHEM AWS IRF RSN BEFTRE , BAHERE AWS S840 BT ERRRGEMIRS
£/, EMERREBCH AWS IRF MR BT SRERIE EER AWS IRF |, EEHAMWRF (57
R FHNMERELRANETRR,

£ AWS WA Tool P EBHIBEZBFTEE
BEBHIEEHETER

ko

1. BAAWS BEEX#EEAH , A% BT https://console.aws.amazon.com/wellarchitected/ BIREL AWS
Well-Architected Tool 3£ &,

EEQEESERKRS , BEEFTRE

BHUEEEH BRI R E,

ERBRERTD  ZEREEER.

BHFEERER K ARKEENENESERREARSIENE,

o M @b
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6. 1#EH Save (ﬁﬁ)o

=EBRIER  HEELEBRIERINBE.
£ AWS WA Tool B EETEEE
MR EH5T45E

1. BEAAWS BEF#A | REBIE hitps://console.aws.amazon.com/wellarchitected/ BEIREX AWS
Well-Architected Tool £ &,
2. EERMEEERF  BEEHTER,
. ENERRNBITERE , RARZEEMER.
4. IBE MER.

EEAGENRAEIFEEHSWIEN K SHNETERCHER  EUEEEAXER. BEBKE
AERERENN IR,

© fEEH

EHEHM AWS IRF HAZNBETER , AA#HERE AWS 88N BTEERHGHMIRS
FH, BMEZREECH AWS IRE R BFTEERKLEN AWS IRE | EEHMIRSHH
BEEERNERSELANBTHESE,

AWS WA Tool FRYEREE R

RERMERARE JSON BRAER, EXRKEVYERER , SWLLEETHES JSON FR, &
DEALERMAETRENER RAERIDERT E. BE, Eﬂi‘é?’]’%%ﬂﬂﬂt%nf%ﬂﬁgﬂiﬁﬁo

REER
HEREREFTRESSNEYE, ERHEZBNEIL.

« schemaVersion : EfEAN BT EBEBERRA, HEAXRRE , FIEE,
- name : EENWER, BWRELREA 128 AF T,

* description : EENNFHR, ERV IS HHEEMENENERE , IERENEEAE
BAITHESHNERR  RERRLXF, HRRE LRA 2048 fAF 7.
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"schemaVersion": "2021-11-01",

"name": "Company Policy ABC",

"description": "This lens provides a set of specific questions to assess compliance
with company policy ABC-2021 as revised on 2021/09/01.",

XA R

WERESEBTEBEMABBN XA, B LUSEHNREIEE AWS Well-Architected Framework B X &
Y, ERECHIE , SImEEET.

BRZAEBITEEPES 10 ExH.

« id : XEM ID, ID AINMR 3 E 128 @F T , EREEEERHFAMER ("1 ) Ft. IEH
£/ ID FBER,
HE M B RER Framework B XATAHEER: | SBERA T35 1D :
* operationalExcellence
* security
 reliability
« performance
* costOptimization

* sustainability

* name : XAENEH, BEBRRELRS 128 BF T,

"pillars": [

{
"id": "company_Privacy",
"name": "Privacy Excellence",

1,

{
"id": "company_Security",
"name": "Security",
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[ [ B
Lk [ B T 3 52 X AL AR B kA PR
—EETHREN —EXRPRSAEE 20 ERE,

« id : FEM ID, ID AIEE 3 F 128 f@F 7 , ERESERBFINER ("1 ) Fru. BEFEA
B ID FBEHE,

- title: BENEE, EERELRA 128 BF .
« description : BEFMHEREE, HARE LRA 2048 E* T,

« helpfulResource displayText :EA, UXFRUEBEENEREHN. XFRELRA
2048 fFt. £EEE helpfulResource url , Bl A B EIE,

« helpfulResource url : EM. EFMARARERN URL Bif. URL WHEMLER http:// =
https://,

(® Note

KEFTEEIEEEHELE Jira s , BESEREEN Tidy A Titles o
Jira EFPEANKRAE [ QuestionID ] QuestionTitle,

"questions": [
{
"id": "privacyol",
"title": "How do you ensure HR conversations are private?",
"description": "Career and benefits discussions should occur on secure channels
only and be audited regularly for compliance.",
"helpfulResource": {
"displayText": "This is helpful text for the first question",
"url": "https://example.com/poptquestdl_help.html"
I
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1,
{
"id": "privacyo2",
"title": "Is your team following the company privacy policy?",
"description": "Our company requires customers to opt-in to data use and does

not disclose customer data to third parties either individually or in aggregate.",
"helpfulResource": {
"displayText": "This is helpful text for the second question",
"url": "https://example.com/poptquestd2_help.html"

},
}
]
B IR & By

It 58 B XE % 2 5 25 AH BA B AV iE TR
—EBTEEN —EARERZ AIESR 15 E#E,

« id :BEM ID, D ANRKRIE 128 f@F 2l , BRESERHFAMNER("_1 ) F, BE
NEEZEHHEEREENH — ID, EFEFEA no WiBIE | AIZBESMABEMN None of
these BIE,

- title : BIEMNEZEE, EERELRA 128 EF T,

« helpfulResource displayText : #EMA. WNFRUEGEEZENERAEA. XFRELRA
2048 B=Ft. ZE¥EE helpfulResource url , BlthABIELE,

« helpfulResource url : EMA, EFMRFEEN URL B, URL WFREMSEAR http:// &
https://-

- improvementPlan displayText : #RMMAHEZBBENX T, XFRELRA 2048 BF . 8
{EiZZE#EHE improvementPlan , 1B None of these iBIEBR

« improvementPlan url : EM. AHBIHERN URL B, URL WEBEEMXER http:// =
https://s

 additionalResources type : EM, HtERNVER, {ESRZ HELPFUL_RESOURCE
IMPROVEMENT_PLAN,

- additionalResources content : EM., AHMERIEE displayText Murl EH, —Ei#EE
BRZUEELEAHMERAERNEBEMKRBZHEER,

BRI [
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. displayText : B, KX PHAEAARRUSHE, XTEE LRA 2048 BFT. BEHK
Eurl , Bl ABEEELE,
c url :BH, BHAERANSITEN URL ER. URL WEEEMXES http:// H https://s

(® Note

KEFTEEIEEEHELE Jira i | BESEREENZREN "idy |, UAREBIEH "titles o
FANERAE [ QuestionID | ChoiceID ] ChoiceTitles

"choices": [
{

"id": "choice_1",

"title": "Option 1",

"helpfulResource": {
"displayText": "This is helpful text for the first choice",
"url": "https://example.com/popt0@l1_help.html"

I

"improvementPlan": {
"displayText": "This is text that will be shown for improvement of

this choice.",

"url": "https://example.com/popt@l_iplan.html"

"id": "choice_2",
"title": "Option 2",
"helpfulResource": {
"displayText": "This is helpful text for the second choice",
"url": "https://example.com/hr_manual_CORP_1.pdf"
},
"improvementPlan": {
"displayText": "This is text that will be shown for improvement of
this choice.",
"url": "https://example.com/popt02_iplan_@1.html"
I

"additionalResources":[

{
"type": "HELPFUL_RESOURCE",

"content": [

{
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ERAEER

"displayText":
choice.",
"url": "https
1,
{
"displayText":
choice.",
"url": "https
}
]
1,
{

"This is

://example.

"This is

://example.

"type": "IMPROVEMENT_PLAN",

"content": [

{
"displayText":
improvement of this choice.",
"url": "https
},
{
"displayText":
text.",
"url": "https
}
{
"displayText":
text.",
"url": "https
}
]
}
]
},
{
"id": "option_no",

"This is

://example.

"This is

://example.

"This is

://example.

"title": "None of these",

"helpfulResource": {

the second set of helpful text for this

com/hr_manual_country.html"

the third set of helpful text for this

com/hr_manual_city.html"

additional text that will be shown for

com/popt@2_iplan_02.html"

the third piece of improvement plan

com/popt@2_iplan_03.html"

the fourth piece of improvement plan

com/popt@2_iplan_04.html"

"displayText": "Choose this if your workload does not follow these best

practices.",

"url": "https://example.com/popt02_iplan_none.html"

RERRRE

73



AWS Well-Architected Tool EREER

2 B 75 B 28 B

b 58 B XE 138 EY 49 12 X 40 A SR 1E L B FE AR
LEZAitHEEREEE=HARRAY A S—EARMEEBRESE —HRA
 condition : HEEZMERBRERNBEERMRIERX , H default,

B EBEHSEE default EEE,
o risk : RREFHIERMNERE, EXES HIGH_RISK, MEDIUM_RISK #1 NO_RISK,

RAERANIEFEEE, EA true WE—1E condition SR EREBEN A, EERBRANER
EXEREARREK (BEEREHM) NRARKR  YESRTEARRES (BHKTEE) WRA,

f5izn -
"riskRules": [
{
"condition": "choice_1 && choice_2 && choice_3",
"risk": "NO_RISK"
1,
{

"condition": "((choice_1 || choice_2) && choice_3) [| (!choice_1 &&
choice_3)",
"risk": "MEDIUM_RISK"

.

{
"condition": "default",
"risk": "HIGH_RISK"

}

WMREES =EiE1E (choice_1. choice_2 M choice_3), BIIELEAMBASEHTHTE :

- MR={EREEEI , AERK,
« HERIEFEH choice_1 = choice 2, HiEH choice 3, AIRRETZERM,
o MRAKZFEBE choice 1, 1BiZH choice_3 , BHERTEDRERAME,
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« MREBELFRFHERZ true , AIRTESER.

AWS WA Tool FHIEEE 1K

REEFRENHEL, ERAFNEEREERESNE  UREHRESEHHMA , AWS BEHH
AWS Well-Architected Framework $xSE M E RSBt BT E . AR EMRA AT AR | AWS WA
Tool EHTHBURMEFTHREER., EENETMHITELEHNSERAFTRESE,

ELERAEIFEHIMERAINBITERRM TN ETERAE , bREFEFEAR.
REARTIEUTRAENERAS -

- EhFHBESREER

- BRTBEBEANERERER
- EMRARENREER

- EBBRIE

CHREHENERERE,

(® Note
BIEEERBREA R TEEFEARESHTERER , ERETRER LN ERRA,

£ AWS WA Tool HFREEF RV EER
EUNERREBAEE | R WL T 8RR ERRFOERRE.
SEIaRNENEE  FEBERTHER
BIR

THERIREEANERE.
BREH

ERNWEE, EFURIEEHI WA,
A sk B B R

REN R,
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BB

FHREANEE,
* Not current (3E&#T) - THERBFEANTRRAEKETRRMBRE, FARIRIMBFEHERA
LESEHFNEE,

- BEA - TREHEANTERERATBERREEER., FARISHOTIRE.
- BB - THREHFEANEHERSWEREREMBR.

158 i FP RV R AN
BB AR TR ENEERR,
BT BY 7] A R A

A FHAREVEERRA , NRFECMER , BAE,

EEARETEESMBNERE  HENTHEAHINIERE Upgrade lens version (FREEMRA),
£ AWS WA Tool FHRiETE
B THEE RN RERNEEHR.

(® Note

BEEERERAR. TEAEIRAELABRESHERERSR , ERBEERESTINE
SERR AR

ARTHERRVESR
1. EBAEEL , EREARHITEER  RAREEARERRS. SEEFHEERBEFREL
BRo
(® Note

B R THERBRNVBERSIFERT |, BERETHNFR,

2. BIEEENEEARH , RNSLEVEEHRFBERETESHNME |, DUHRRBE,
EEEMEZBERLPRAREMAE -8,
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3. ENRTHIURIELSEZNERLNR , AREEFMT

THEAME B EER RS EBRE TN REERE
FHiRmE AR EER

1. BEARREELNEE  FHEE

2. EBHAEEL , BEREARNREAEES K ARBEAREFERS, SEAETNSEREEFRERD
@7.]__\0

(@ Note
B R mEESEANBSIEZRS | EEY | BERKE AN AR,
3. EBHERTHMIESELEFEZNERLIR  AREEARIREHEAER , LFABRRBHSEAREE
BEENER , UBEARUAAREE , EFARGEARAER,
AWS WA Tool WER{EEKEIE 5| B &%

EEEKEIES| B UNE TEA AWS Well-Architected Tool BB H AWS $858 | IR EHE
MAEXERNREERK, ELXEENEMEFEREER , EXASETEMEMZEETFEA,

TRAAREERRES B EFPBERENAE AWS EHR &R,

EEERE HR
AWS Well-Architected Framework FEREREMEIEER., EBREEBENE

B, AREERNIETNRETR, 22, X
R, KEEZBXKENRL.

ERTEMN AT RS B R A R RTE R
REE®,

REREE RURRREFINREEFNREER.

ER o BE AWS REBRAIFRIKRELNRADH |, I

B8 T #8 Well-Architected 2 #T TEE H AV RS
LG TE | URBERE,
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ERAEER

REAE

DevOps

ERIARFE R

£ Al

BUF S

ERRRER

loT

Bt

2T

SaaS

SAP

EfRREAER

DU

HRAZERARNARTRBENERLGE , Bt
EEEE, FEREHL , LEEARAEMN
# DevOps REBRRERBEENEHEEE,

AWS ERESHBEBETFERNREE
%o

£AWS ERBERSK Al TEEENBREER

[¢]

E AWS EEFTNRVEA#ERENRER
%o

ﬁggyuﬂﬁ_: AWS :F:Erjﬁdﬁ EF'an-I- ﬁB%&%}E%%
RETERENREBENES,

£ AWS FEEYEME (IoT) THEEBNREE
%o

et BBRETEES I REHUBEBREER
HIJEﬁ Ez%o

£ AWS AEEMEERE RN T/EEHNKE
8%,
BB E AWS Eif WHREER,

ZENE AWS Eii PRGN BEREBEHK
RRENARTE (SaaS) THEAH.

AWS Ein  SAP TEE HWERFTREAIM&KE
gi%o

£ AWS L ZEEMARR THEERNVREER,
WMEGRRE RESTul B R, TEERAEAR
i, BREER Web ERABREXZERM.
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£ PRSI AR AWS WA Tool

O LAE RV RBIE AR AWS WA Tool , EFEE Well-Architected Framework M1 BT EBREE
KEENELAEAZR, EBEFNRESATBLEHTESRRFNRER  FHESZEIFEERH
FERREEXNHERERNER , MEERESERKN TEEHcBREERN —BEFMELEL,

BUNETREEA  UEEERNREEBHERRIFHE , ETUEEMAMERERIRS |, S48
B PRSI SRAREMHEA AWS B, BUNURREEEL EETFEH  EFBRERERNRE
BERYRD THESHNFER,

£ PEVREFEA AWS WA Tool

BiuREEA

1. EREZAEEEEFHREER,

2. EBEEREVEHA,

3. GEREEEHAFMETEEL , BENBRERERSBANER,

4. (BA) EEXNMEINEBRERY  FELCEEANEARTBHENTASEN ETRER, £
MENEEIHNSEAZEARBELANME LA  MERASEEAREELR,
MEERBNFMER , F2H EL L8 AWS WA Tool EiRR.

5. i##E Next (F—%),

6. TEASEEARL K BENZEAZHRRGELINEE, TERANEEHE LRA 20,

RERALAEBFTIRE . RHEAB & S E FIERG

(® Note
REHANRERIEAZRRES,

7. EEBRVEX,

FRE A ERIE M N R R AN D EEE
1. EEASBRSIGBENREEEZHEEAERD , ENLOEHETAXNBTEPNRE,
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® Note
BEAUEAERER , BERRE , AREEEDTHEE

2. HREZEEAERREANESEREE K FOXEANEE  AREERFELETKEBE R,

BAUREASEAR  SUNARPERTHNITFER,

BRESANBERIERERRELAFAETERTELOENEERLY , UAREFERPEEAEHRED
ZNRERR

£ PiRERBIE A AWS WA Tool

fmEE R E A

1. EMERASEER DA REER,

2. BN ERENREEASEHE,

3. FEEHMMEMANERE. HANHAX R , FESBRBRNENFRENARRTRERE,
a. HEHE . HR N BB ETRE,
b. BEFRTFHALENREH#EAN , Hh IS ENBE,

4. EEEHEERAERFLELINER  FESERIRBNEHEERY , EEREEANEE,
a. ENHEUHEREEM B NBER CEEHN KA o

AU EETIRE . HHE &% IWME TIERSBUHREEEHE.
b. ERFFHELAURFEE,
5. EEEHEH L REEKBENER  FESBERSIZBNEHRERD , BIEENER.
a. £ Lens B ER+D , BEEOETHE

@ Note
RE , BN ECAEEERNREEATHNFE T REERENETE |, UaTEEEE
BIEER,
b. ENHEUEENEGEEENREERETRSWEENG R,

c. EERTYRHURERE,
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= PHAREFEA AWS WA Tool

BRESEATUECRHEIIRFLR |, T UERERGRARECHLA,

HRARREREA

1. EREASEEHSPREER,
BHEERAANBRERERE,
EEHAARR,

EREFERENRFHA  FEEEY  ARENRAMERERIRFHA, EEEBFRRT
EEEAEDIRF IDs , RRBEEY

5, FEREBNAREMLR  FRERY , ARENEAGHAA, SERRMEABHAA , FRIUVE
ATARTEERR . "EEABENCHA BRI IR TENEBEN  ErRPEEES
B , ARBER

R

/A Important
EEABIEMEN (OU) HAREEZH , BLARA AWS Organizations 7FE .

1 PRYSIAER TEEH AWS WA Tool

BULRERYNRFAEAHREHANRRERAER TR, SEERCMROBREEAERITH
ITHESR  NRRHERISBHRENER , FLAXARBEESR , FTRERETERTHIEEERE,
NERRUAARBREEARNER , FFSH the section called “FHRFEE",

® Note

EENRESAERTIEES K BXEEFEIERMAIEEHIAME

2o : wellarchitected:CreateWorkloadiA K T 5 BS & 45F
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@ T EE R Well-Architected

SET/EEHM Well-Architected WEBREEREETISEIEEHNEA.

Operational Performance Cost

Name Total issues Security Reliability Sustainability Last updated
Excellence Efficienc! y Optimiza tion

Retail Website - EU High: 15 High: 0 High: 1 ® High: 7 High: 5 High: 2 High: 0 Mar 15, 2023 12:31 PM

Questions answered: 46/46 Medium: 11 Medium: 5 Medium: 0 Medium: 1 Medium: 1 Medium: 4 Medium: 0 uTC-6

Lenses applied: 1
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BrBERREHEECRFINEBASREIEM., FHEHMER AWS WA Tool BiR, ELBERIRE
EREN AWS IRF EXEA. ERBUSRES 7 EBERE , FEE T EARERER

- AR AWS SERRI O REERFFAINEFEE - MFEFRBRRTHUGEAENTFEESR
AR AWS REBR , EEBRERTHUBTZEARAS,. eMUEEN AWS tRFE REMH, &
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MEREERBRERNERARGIN AWS TFEERBX , AEE-—SRIHA. NFESEA , F2H
(AM ER &) T AWS ZEBRRIEBRAEN AWS ZE R,

- EAREERFT - 5RE IAM BERNFAR  FERTHTERMENFT. KSERLEN , &7
UESRERERGT IUEREERRINEFE K SELBARKERREITT. WEEA IAM ERFFA
MEZMEEENR , F260 (AM EREER) T IAM PR BERMET A,

- ER IAM BUR P R4 — S REIFEE - BB RAFIEEBER |, URHIEBENE RN EE.
Bl | WA LAREBERRY , EEXEMER SSL BEFTERER, B LUEREERZETFYH RS
ERIZELE | ATIRREBIEE AWS BRI (540 CloudFormation) £ A if4E. MEFHMET , F2H

CIAM EFEIERE) B IAM JSON BEETTE : .

M IAM Access Analyzer B IAM BUR |, BRFFAI 22 B A IE #1E4E - IAM Access Analyzer B
BHBEMBEER |, BRELBERER IAM BURFES (JSON) 1 IAM FRIEEH ., 1AM Access
Analyzer 12ff 100 ZIEBERERVEATHER , THHEREXLEEANER, NFEFHEE
7, B2 (AM ERAERERE) PREA IAM Access Analyzer 5278 BUE,

- EEZEEZRT (MFA) - MRFEFE AWS IRFE F IAM FRERREAENER , FBEE MFA
REBENANRZ SN, MEEMWY APIRERFER MFA | 54 MFA (R4 F I8 EENBE., MEFA
&, F2E (AM E£AEER) FHERB MFA BIZ% API FHL

WE IAM FREEKNHEEE

%II

, 2R (AM EREER) 78 IAM 22 REEK,

£/ AWS WA Tool 4

ZE7H AWS Well-Architected Tool 124 |, B4 EAHAREN —E5F, EEFAMXEALTEYH
MR E AWS tRE 1 AWS WA Tool ERIFFMENA. NMREZEIHKREAVEHFUTERIEN G 2
HEE 6 AHREEZBENER (FRERAR)MS , THEAMRBEENTEREE,

ATERBLERDAGEA AWS WA Tool E2E |, FHEAUT AWS ZEBRKERIER .

WellArchitectedConsoleReadOnlyAccess

BEAMEY. BENMBRIHFER , FHTI AWS SEBREZIIER !

WellArchitectedConsoleFullAccess

MBHEET , FSH (AM ERAEER) PRFEFTIERE.

HWHRMEFIL AWS CLI S AWS API (NERE | BT EAFHEHKELSETREFH Y. k2, RERHE
RS EERNITZ API BRIENBERALT
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AWS Well-Architected Tool ERERER
AFFERAEREMME SN

WEHEREBMMBEILIBER , AFF IAM ERERGH MEBAERES 2N ARRZEBR, BER
aekEFEst  HEMEH AWS CLI 3 AWS APl ZBBRERXN AR TR BENFT,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:username}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

BT TEEH TRV FEHER

HUEHP , BFERT AWSIRF FNEAETRIFERFIE, TBFERERTRERERE
AWS WA Tool F#ITTAI R EIE. FEERULFIER  IEERTHERE. MERIFERH. BETH
BHMEH THERH.
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ERAEER

JSON

{
"Version'":"2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"wellarchitected:*"
1,
"Resource™: "*"
}
]
}

R I EARENERFIER

FEHEHF  BHFERT AWS IRF PRFEAEHENTHEERFEE., HEFIHEREAHFERE
f£ AWS WA Tool F IR TEE R,
JSON
{
"Version":"2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"wellarchitected:Get*",
"wellarchitected:List*"
]I
"Resource": "*"
}
]
}
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EHR—EIEER

EWEHIF | BHEERTF AWS IRE FNFEREY us-west-2 B EF—EIHEESR
99999999999955555555555566666666 KM BZEUE, &Y tRFE ID & 777788889999,

JSON

"Version":"2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"wellarchitected:Get*",
"wellarchitected:List*"

1,

"Resource": "arn:aws:wellarchitected:us-
west-2:777788889999:workload/999999999999555555555555666666666"
}
]

£ AWS Well-Architected Tool Connector for Jira B IRIG 43 E & 4 Z 5| &

Lt 845 < 5 a0 4e] {55 A AR AS 45 E R 3R 5188 wellarchitected:JiraProjectKey R{ZEHIHLE Jira =
R LERERERFPHN THEESH,

THIHR R 3R 5| @AVAER AR

- CreateWorkload: E&EM wellarchitected:JiraProjectKey £ CreateWorkload B ,
B ERBLBL] Jra ERANERZEFERAERUNEAIEES., flon , EEAEEAERAE
R ABC BEYFHIESH K BBERIRAEEER PQR, RIXEEZXIE,

- UpdateWorkload: E&EH wellarchitected:JiraProjectKey & UpdateWorkload & ,
FBOEREMLEBE] Jira ERUTNEFZHBEIEEEREMAIEES. HlU , EFEAEESFSE
AERABC EMREIEES , BEBEREEER PQR, RISIEBXEE, I\, EFERAERER
FERPQRWIEAH , LEXEMEEREZEER ABC WIEASH , AIREEXBE,

- UpdateGlobalSettings: EEHM wellarchitected:JiraProjectKey £
UpdateGlobalSettings B , A LAERML BT Jira ERALUEREZE AWS tkRF., 1RF
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BRERENRELREFDTLERIREBR Jra RENIEER. flU , EEAEEEER
UpdateGlobalSettings , BIEEMSIRF P TEEMEFEZBERPRIEENTMER,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "VisualEditox0",

"Effect": "Allow",

"Action": [
"wellarchitected:UpdateGlobalSettings",
"wellarchitected:CreateWorkload"

]I

"Resource": "*",

"Condition": {

"StringEqualsIfExists": {
"wellarchitected:JiraProjectKey": ["ABC, PQR"]
}
}
},
{
"Sid": "VisualEditorl",

"Effect": "Allow",

"Action": [

"wellarchitected:UpdateWorkload"

1,

"Resource": "arn:aws:wellarchitected:us-east-1:111122223333:workload/example-
workload",

"Condition": {

"StringEqualsIfExists": {

"wellarchitected:JiraProjectKey": ["ABC, PQR"]

tl\
f

AN
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AWS B ZEBEAWS Well-Architected Tool

AWS ZEBRZH AWS EUMEENBIUREK. AWS ZEBRNFRTERATZEREARMEMSR
AT, MR R SABR RS RF AR RAGEE A B, BENAG,

FAagaC , AWS REBR AT ER TR EEARIINKEERTT , RRACFTIHAE AWS BF
R, RMEBEERBENEARINEFEERE , MEE-FRDFF,

BEEFFERAWS SEREPESNHT, R AWS B AWS SEREPESNGT , FEFaeseE
BEREENFIETEBED (FAE., H#ENAR), EHEIN AWS R SNEFHN AP RETHES
RIEFERAEF , AWS RATBER EH AWS ZEBER,

MEFHMES , F2HE IAM EREERETH AWS ZEBR.

AWS ZEBE : WellArchitectedConsoleFullAccess

A #% WellArchitectedConsoleFullAccess BUREZE| IAM &5
BRI F AWS Well-Architected Tool HI5E 2 ZEUER.,

ATATRFAIERA

JSON

"Version":"2012-10-17",

"Statement" : [
{
"Effect" : "Allow",
"Action" : [

"wellarchitected:*"

]I
"Resource": "*"
}

]

}

AWS ZEHE : WellArchitectedConsoleReadOnlyAccess

BT # WellArchitectedConsoleReadOnlyAccess BUREEE IAM B %,

AWS EERBUER 119


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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L BUR 2 F AWS Well-Architected Tool BYMEEZEURE,

ATAIRFAEEA

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"wellarchitected:Get*",
"wellarchitected:List*",
"wellarchitected:ExportLens"

1,

"Resource": "*"

AWS ZE B : AWSWellArchitectedOrganizationsServiceRolePolicy
I&T#& AWSWellArchitectedOrganizationsServiceRolePolicy BUERIEEE] IAM B2

WBERER T AWS Organizations AR EEFF A/ |, E=R X E AWS Well-Architected Tool B2
Organizations BEFIENERE., ELFFAEAEBEERSE AWS WA Tool £AER.

FTAIEFAE A

RS AT,

- organizations:ListAWSServiceAccessForOrganization- A FERESARCEHY
AWS WA Tool B A AWS BRI 7 EUE,

- organizations:DescribeAccount - fAFF X EHEEGEB PR S RVMEBIE R

- organizations:DescribeOrganization - A FFEEREEEMERKEREEN.

- organizations:ListAccounts - AFFEREINBREBNIRSFE,

-« organizations:ListAccountsForParent — fRFF =B MM 15 E AR BT SR EUS A BB A
MR SIEE,
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ERAEER

« organizations:ListChildren- AFEREB P IEEN RO EIBAEBN RS NEBE

R,

- organizations:ListParents - AFFERIMHEE OU SEMARFIEENEBRREE,

- organizations:ListRoots - AFFE

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations
"organizations
"organizations

"organizations:
:ListChildren",
"organizations:

"organizations

"organizations:

1,

"Resource": "*"

BEEASA A RERMIEE,

:ListAWSServiceAccessForOrganization",
:DescribeAccount"”,
:DescribeOrganization"”,
"organizations:

ListAccounts",
ListAccountsForParent",

ListParents",
ListRoots"

AWS ZEBUER : AWSWellArchitectedDiscoveryServiceRolePolicy

&A% AWSWellArchitectedDiscoveryServiceRolePolicy BUREEZEI IAM & 7

R S8 5F AWS Well-Architected Tool ZHUEE AWS WA Tool ERMEIR AWS FRIEME IR,

AR

LR LT,

« trustedadvisor:DescribeChecks - %l A] Fi#Y Trusted Advisor ¥ & 18,
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trustedadvisor:DescribeCheckItems — #EEY Trusted Advisor EE R , &3 Trusted
Advisor Eﬁﬂﬂgﬂﬁ%ﬂﬁfno

servicecatalog:GetApplication — #HX AppRegistry FEFARERN M FFHE A
servicecatalog:ListAssociatedResources - %l €& AppRegistry FE AR BBEBIRY E R,
cloudformation:DescribeStacks — B8 CloudFormation # &K & .
cloudformation:ListStackResources - % E& CloudFormation 3 & 38 BE B A &R
resource-groups:ListGroupResources - %|H ResourceGroup BE IR
tag:GetResources - & ListGroupResources Fi&E.
servicecatalog:CreateAttributeGroup - REERVREZEB MR,

servicecatalog:AssociateAttributeGroup - AR¥EZEBMEHEE AppRegistry FEARER
=R o)

servicecatalog:UpdateAttributeGroup - EFREZEB MR,

servicecatalog:DisassociateAttributeGroup - BUE R = BB M B A EE AppRegistry FE
AR B,

servicecatalog:DeleteAttributeGroup - EEEEMIBRRKE S EBMERE.

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"trustedadvisor:DescribeChecks",
"trustedadvisor:DescribeCheckItems"

]I

"Resource": [
wan

]

}I
{
"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStackResouxces",
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"resource-groups:ListGroupResources",
"tag:GetResources"

1,

"Resource": [
mgn

]

3},

{
"Effect": "Allow",

"Action": [
"servicecatalog:ListAssociatedResouxrces",
"servicecatalog:GetApplication",
"servicecatalog:CreateAttributeGroup"

]I

"Resource": [
wxn

]

}I

{
"Effect": "Allow",

"Action": [
"servicecatalog:AssociateAttributeGroup",
"servicecatalog:DisassociateAttributeGroup"
]I
"Resource": [
"arn:*:servicecatalog:*:*:/applications/*",
"arn:*:servicecatalog:*:*:/attribute-groups/AWS_WellArchitected-*"
]

},

{
"Effect": "Allow",

"Action": [
"servicecatalog:UpdateAttributeGroup",
"servicecatalog:DeleteAttributeGroup"
1,
"Resource": [
"arn:*:servicecatalog:*:*:/attribute-groups/AWS_WellArchitected-*"
]

}

]

}
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ERAEER

AWS EERBIRA AWS WA Tool EFFIEH

18 B AWS WA Tool BZREM AWS EEMNBEREE LLRNER

B)iREE |, 7R B AWS WA Tool XHESEFCEHE LK RSS BE,

-3

AWS WA Tool 8BNS ERE

AWS WA Tool #T8HREAE

BR

AWS WA Tool $7i8# 557 #E

AWS WA Tool EBRRIEHIEE

DU

E#i¥ "wellarch
itected:Export*" Z|
WellArchitectedCon
soleReadOnlyAccess 0

#7138 AWSWellArchitected
DiscoveryServiceRo
lePolicy BAfEF AWS
Well-Architected Tool £E}
£2 AWS WA Tool ER+EEEHY
AWS RN EIR.

¥ TERTF ListAWSSe
rviceAccessFor0Orga

nization MWHFEIME , LA

AWS WA Tool REREEH
AWS WA Tool B AWS BR#
FHEUE,

AWS WA Tool EB#RIEHEH
AWS EENBERNEE,

AE

Date

20236 A 22 H

2023 5 A3 H

2022 7 H22H

20227 H22H

¥ AWS Well-Architected Tool & 7 B2 {7 EUEE 1T ER S HE A7

R E AT BRARIG B IEZ B NS EER AWS WA Tool M 1AM BFE AR E R E=E,

ES]

- BAEREE FHTEEAWS WA Tool

. NEFHRLERZENE

SEBHEAR
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BAERERE PHITEIFAWS WA Tool

& AWS EEFEE SMEYTARBEEHTRHFENRE | ELABBENEEE UG HE, ENER
ERPBERHHEZRENAR,

B mateojackson EREER BT THNER TERERAEEAHIT DeleteWorkload EifER , &
B4 LU T Sl $R R

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: wellarchitected:DeletelWorkload on resource: 11112222333344445555666677778888

EHESH  EREEBEEFEHENBER , UAHFEEH 11112222333344445555666677778888 &)
B wellarchitected:DeleteWorkload &R,

AWS Well-Architected Tool BV =4« FE

AWS Well-Architected Tool B4R ERE AWS Ef, AWS B4 EHRENEN, CHBEM

EH o

AWS Service Health Dashboard E&5REAAIEEE 4 EiZ &M AWS E/ERE,

RFBEIEIB AWS Health B X | SREBBERMEELRSE. MEBWMMAEEA Health EARET #IFFH
B, 2B (AWS Health FHEIEE) .

AWS Well-Architected Tool B9 3% 5 18 18 By 3%

&R AWS R REEBRBELZRERTENERHEE , F2EPS AT EHEAWS RIFEAL
AWS 7% , WREEREBRERER/TE. WFE—MREF , FSEH AWS EHREREL =,

&R EH AWS Artifact TEHE=Z A REZERE. MFFMAER , F2EPRIE AWS Artifact T H K

o

| o

ZER AWS R WEREMT  BURAERNKEYE, EATRNESHREBERBERZENER. NEME
A AWS R S REENFEMERNR , 528 AWS Security Documentation,

AWS Well-Architected Tool F YK ERE

AWS £IKEMRBEL AWS B HUAESAPLEEN. AWS B RHEZE0 6 ARV ER
TAESE , YAERRLE, SWEENSERRFENBEAEES. SERTHES , BARETER
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ENERARANERE A SEAETHEScEEBDRERE  MASRETE. TRAESNT AL,
RN NRTRES , ARE-HSEERPONERERZEES,

WEAWS Bi AR ESNHMENR , FSEAWVSE REBEE,

rh i EL i 2R e =2 £ AWS Well-Architected Tool

B —EZERME , AWS Well-Architected Tool & AWS £ 1iBAKRZ 2 NRE., WME AWS 22 REA
& AWS tAFEEB L HENEEES | F208 AWS Exdse, EEFHERSHERSMNREER
LIERETHIER AWS IRIE | FE2RT M AWS 2EEFHERFHERZERE,

&R ER AWS AR AP FELY | ZEIBAFEL AWS WA Tool, ERERLEETIIESE !

« Transport Layer Security (TLS), EMFE TLS 1.2 LEZEEH TLS 1.3,

- BEffEXEXTAR(PFS)MWERIBEEH |, fli0 DHE (Ephemeral Diffie-Hellman)= ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARME(M Java 7 MEFMBRR)AZEZEELER,

AWS Well-Architected Tool A #9#8 BEEd S 20 A

RN T 252 AWS EEARMFEFNEARBNER. MFFHEF

A,

3
B

By AWS HEEEE

TP RIERENREA

BEREABEBRZ2MBEE , AP REUTHFEFTNERTURF EEESH TN ERNITXD
B, EAWS 1 |, BERBEREATESEIEENEABDE, EEERY (FFURS) w5 — @RS (K
WILARTS) B, AREE BB IREEE. TIURGNIRBREREFT , AETERERFTIN AR
HEMEFHNERKINEE, BTHEBEERER , AWS RENTEAHEREBEMBERBHER , M
LRI R EEEERF P ERKFEUE,

RMBBEERBEDMER aws : SourceArn Ml aws:SourceAccount £EEFHFRNEES|E , LR
# AWS Well-Architected Tool 12465 — BRI E R #, RELEEARF —EEREER
IFEEEREE | BISEE A aws:SourceArn, MREEE RIZIEF P& RE RIS FAIERES

Hﬁl” ) %ﬁﬁﬁ aws:SourceAccount,

EREREAMENRENS EZRMEA aws::SourceArn £EFEHEAB LS , URE
BT ARN, MEFRMEERNTE ARN , RENRLBIEETSEER , BEH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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aws:SourceArn £IHARRHRSIBIEEREAF T (*) KKK ARN BWKREE 2. Hia0
arn:aws:wellarchitected:*:123456789012:*,

MR aws:SourceArn EREERE ID (Bl Amazon S3 f#ZETE ARN) , B4 AFEHIEMELE K
HRBERS|IRRRHIFFT,

aws:SourceArn WEMNXERIEHIES,

T 5 &5 < & E0{aE A AWS WA Tool 89 aws : SourceArn fl aws : SourceAccount £ EH A
AEo|E , REMHEEREABE,

JSON

{
"Version":"2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "wellarchitected.amazonaws.com"
}I
"Action": "wellarchitected:CreatelWorkload",
"Resource": [
"arn:aws:wellarchitected:us-east-1:111122223333:ResourceName/*"
]I
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:wellarchitected:*:123456789012:*"
}I
"StringEquals": {
"aws :SourceAccount": "123456789012"
}
}
}
}
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H A EH AWS WA Tool &R

BEDERERENER , BT THEME

« 7£ AWS Organizations R A ERE A (&)
HATHEESR

- HARITER

- HARER

- HAREEAE

@ fB&
- HAERUZFERVERZ AWS IRF WASBETHER, HAFTSEEXMNERAZTRUERZ
RE P EIRVER,
« AWS WA Tool R—EHEIFMERE. EHANTEALEETESRLAN AWS EiF F , 7
WERHEA,

- BEE 2019 F 3 B 20 Az &HEHNEE P FHE)‘J? BN AWS 1RF #BAEE
AWS EEEERA PRAEE. MFEFMER , F2H AWS 2 RERKE,

£ AWS Organizations XA E R LA

EEHIRS B AWS Organizations B , BA RS FMAUERZwHAER, BRERE
Organizations , fEAE A AE@ERIRS LA, T8 , MRENRFLABERBD , BT E@ERIRS S
BB OU FIFTEIRFHA , MAXSIREERS,

EEEEBARLAER , BXAEKLMERA AWS WA Tool £#EA 5 AWS Command Line Interface (AWS
CLI) 3REAF 88 AWS Organizations WA, ELEABPHLAEIRE , AWS WA Tool TEEIXZEE
BER, AP EIRESRBFN I EFIRALANER.

EREHEBARAERLAR , AWSWATool EBEIEA
AWSServiceRoleForWellArchitected WIRIERZ AR, LABREEH

AWS WA Tool BRFE#EE , I#ZF AWS WA Tool #[R , LAER AWS SEBER
AWSWellArchitectedOrganizationsServiceRolePolicy REEENEFrBEBMIEEEE A
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MRETFBEEREMEEBH OU HBER , £ UFEAERR

B3R

- REEMEBNERIRFANEIRI DBAR , TRIATELSER,

- HBLARBAMEYE. WRFMENR  F2H8 (AWS Organizations £AEERME) PHEBAEZF
E’gFﬁ-ﬁIjJ BEo

/A Important

ERABER AWS WA Tool £ & BIRIEE AWS Organizations B, WWRAIMEREN T
AwSServiceRoleForWellArchitected FRISEFE AR, WMREFEH AWS Organizations
F#E AWM enable-aws-service-access AWS CLI &5 % , #Ei® AWS Organizations B ZEE7F
Ui , BRI AWSServiceRoleForWellArchitected REEE AR , MBKE LT
HRALAEIR,

B AR R E R A

1. BAAWS BEEX#EA , ARE T hitps://console.aws.amazon.com/wellarchitected/ B AWS
Well-Architected Tool £#& &,

EREUEBEERFFHNEIRE T EA,

2. EEANEESKT | BERTE.
ZIZERA AWS Organizations X &,
BERERE,

FREABRNERLA

1. BAAWS BEEX#EEA , ARE T https://console.aws.amazon.com/wellarchitected/ B AWS
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EME—EERE  TEEHUAFERNEARNZEIEEN Amazon S3 #FErE, CloudTrall B
EREGE—SZERAFER, —ESHAEMRFREME—FER , YT ESFEREIE. BFRWB PG
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FHE,

LT &SR ERT CreateWorkload EYERY CloudTrail BE6EH

{
"eventVersion": "1.05",
"userIdentity": {

"type": "AssumedRole",

"principalId": "AIDACKCEVSQ6C2EXAMPLE:dev-dsk-xiulan-2a-1111111c.us-
west-2.amazon.com",
"arn:aws:sts::444455556666:assumed-role/well-architected-api-svc-integ-
test-read-write/dev-dsk-xiulan-2a-1111111c.us-west-2.amazon.com",

"accountId": "444455556666",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"sessionContext": {

"arn":

"sessionIssuer": {
Iltypell: IIROlell’
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam: :444455556666:r0le/well-architected-api-svc-integ-
test-read-write",

"accountId": "444455556666",

"userName": "well-architected-api-svc-integ-test-read-write"
1,
"webIdFederationData": {3},
"attributes": {

"mfaAuthenticated": "false",

"creationDate": "2020-10-14TQ3:41:39Z"

}I
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"eventTime": "2020-10-14T04:43:137",

"eventSource": "wellarchitected.amazonaws.com",
"eventName": "CreateWorkload",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.178",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.848
Linux/4.9.217-0.1.ac.205.84.332.metall.x86_64 Open]DK_64-Bit_Server_VM/25.262-b10
java/1.8.0_262 vendor/Oracle_Corporation",

"requestParameters": {

"ClientRequestToken": "08af866a-0238-4070-89c2-b689ca8339f7",

"Description": "***",
"AwsRegions": [

"us-west-2"
1,
"ReviewOwner": "*#*x",
"Environment": "PRODUCTION",
"Name'": "**x*x'",

"Lenses": [
"wellarchitected",
"serverless"

I
"responseElements": {
"Arn": "arn:aws:wellarchitected:us-
west-2:444455556666:workload/8cdcdf7add10b181fdd3f686dacffdac",
"Id": "8cdcdf7add10b181fdd3f686dacffdac”
},
"requestID": "22bad4e3-aa5l-4ffl-b480-712ee@7cedbd",
"eventID": "50849dfd-36ed-418e-a901-49f6ac7087e8",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "444455556666"
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EMTEEETHER

"version":"Q",
"id":"Q@0de336a-83cc-b80b-f0e6-f44c88a96050",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.wellarchitected",
"account":"123456789012",
"time":"2022-02-17T08:01:25Z",
"region":"us-west-2",
"resources":[],
"detail":{
"eventVersion":"1.08",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AROA4JUSXMN5ZR6S7LZNP:sample-user",
"arn":"arn:aws:sts::123456789012:assumed-role/Admin/example-user",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"sessionIssuer":{
"type":"Role",
"principalId":"AROA4JUSXMN5ZR6S7LZNP",
"arn":"arn:aws:iam::123456789012:role/Admin",
"accountId":"123456789012",
"userName":"Admin"
.
"webIdFederationData": {3},
"attributes":{
"creationDate":"2022-02-17T07:21:547",
"mfaAuthenticated":"false"

+
"eventTime":"2022-02-17T08:01:257",

"eventSource":"wellarchitected.amazonaws.com",
"eventName":"UpdateAnswer",

"awsRegion":"us-west-2",
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ERAEER

"sourceIPAddress":"10.246.162.39",
"userAgent":"aws-internal/3 aws-sdk-java/1.12.127
Linux/5.4.156-94.273.amzn2int.x86_64 Open]DK_64-Bit_Server_VM/25.312-b07
java/1.8.0_312 vendor/Oracle_Corporation cfg/retry-mode/standard",
"requestParameters":{
"Status":"Acknowledged",
"SelectedChoices":"***"
"ChoiceUpdates":"***",
"QuestionId":"priorities",
"WorkloadId":"ee73fda518f9bd4aa804c6252e4e37b0",
"IsApplicable":true,
"LensAlias":"wellarchitected",
"Reason":"NONE",
"Notes'":"***"
},
"responseElements":{
"Answer" :'"x**"
"LensAlias":"wellarchitected",
"WorkloadId":"ee73fda518f9bd4aa804c6252e4e37b0"
I
"requestID":"7baell53-26a8-4dc0-9307-68b17b107619",
"eventID":"8339c258-4ddd-48aa-ab21-3f82ce9d79cd",
"readOnly":false,
"eventType":"AwsApiCall",
"managementEvent":true,
"recipientAccountId":"123456789012",
"eventCategory":"Management"

}
}
BMBEFTRE
{

"version":"Q",
"id":"4054a34b-60a9-53c1-3146-cla384dbaslb",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.wellarchitected",
"account":"123456789012",
"time":"2022-02-17T08:58:3472",
"region":"us-west-2",

"resources":[],
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"detail":{
"eventVersion":"1.08",
"userIdentity":{
"type":"AssumedRole",
"principallId":"AROA4JUSXMN5ZR6S7LZNP:example-user",
"arn":"arn:aws:sts::123456789012:assumed-role/Admin/example-user",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"sessionIssuer":{
"type":"Role",
"principalId":"AROA4JUSXMN5ZR6S7LZNP",
"arn":"arn:aws:iam: :123456789012:role/Admin",
"accountId":"123456789012",
"userName":"Admin"
.
"webIdFederationData":{},
"attributes":{
"creationDate":"2022-02-17T07:21:547",
"mfaAuthenticated":"false"

},
"eventTime":"2022-02-17T08:58:347",
"eventSource":"wellarchitected.amazonaws.com",
"eventName":"CreatelLensVersion",
"awsRegion":"us-west-2",
"sourceIPAddress":"10.246.162.39",
"userAgent":"aws-internal/3 aws-sdk-java/1.12.127
Linux/5.4.156-94.273.amzn2int.x86_64 Open]DK_64-Bit_Server_VM/25.312-b07
java/1.8.0_312 vendor/Oracle_Corporation cfg/retry-mode/standard",
"requestParameters":{
"IsMajorVersion":true,
"LensVersion'":"***",
"ClientRequestToken":"03f46163-e95c-4455-8479-266373aa09c7",
"LensAlias":"***"
},
"responseElements":{
"LensArn":"arn:aws:wellarchitected:us-
west-2:123456789012:1ens/6261deecb9def44f9aecc938ca25d94e",
"LensVersion":"***"
.
"requestID":"167b7051-980d-42ee-9967-0b4b3163e948",

"eventID":"c7ef2b47-419d-45b7-8982-fbade9b558c7",
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"readOnly":false,
"eventType":"AwsApiCall",
"managementEvent":true,
"recipientAccountId":"123456789012",
"eventCategory":"Management"
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