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https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html#disallow-root-auser-actions
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-root
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html#policy-iam-rootcredentialusage
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-wa-Security-Pillar.html
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html
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https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
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https://docs.aws.amazon.com/general/latest/gr/aws-security-audit-guide.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html#policy-iam-rootcredentialusage
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-20
https://aws.amazon.com/iam/features/mfa/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
https://aws.amazon.com/blogs/security/top-10-security-items-to-improve-in-your-aws-account/
https://aws.amazon.com/premiumsupport/knowledge-center/potential-account-compromise/
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https://aws.amazon.com/compliance/hitrust/
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https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
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https://aws.amazon.com/config/
https://docs.aws.amazon.com/securityhub/latest/userguide/standards-reference.html
https://docs.aws.amazon.com/securityhub/latest/userguide/standards-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://aws.amazon.com/partners/programs/gsca/bundles/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_define.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_identify_data.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_priorities_governance_reqs.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_priorities_compliance_reqs.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_architecture_use_policies_and_reference_architectures.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_govern_usage_policies.html
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://aws.amazon.com/artifact/

ZEER AWS Well-Architected Framework
SEC01-BP04 FERS 2 EZ 4 RBNEBN RFER

BEREREABERRTMNERRBEURGESN , MERFEESHNBENERERL. FERER
MEBEREENNZEREER.

IR BEEXTVEN K BREESFREBNZEBNER. TAFBER , £H8BLEM
FERBENRANRE, SUURNERERENELRE. KA AWS R , LEBEESHR

FRRER :

- REUEATRBEHTHES , RMELEREENREER

- FOHBRNEMRES, THEEHNBREANERFFE K MELHFEARBRESBIRETRER
HRRMRE,

- RERENHEFEAE TERFENEREENITHNSHRE , RMEZERSEANREREE
Ho

BAIMKSEEENED  EARBFHRAFEREEFES  HTSERRRBTRSEXBNBERE
BRBRENEARRE, KABDILHNAXRARFE , UEH,. ERNEETFEHREMKRERFE
MEBEERENRE  NtREGHESEFALRRERER. EFBREFRRREEEENERS
A

REVUSEBBROBRRER &
BiFHE 5|

ERESCGENRERRTY , UEEREESY., FZH MITREATTACK FBEFHIH , THE

HEE FREE, HIHMER (TTP), EX MITREWE RRBENSREE (CVE) BE , B THEMBNE
mAHEARE. EBEBRNSKEARRLZEER (OWASP) #PH OWASP + XER , T# Web
ERAERXNERRER.

EiB CVE B9 AWS Z2 N | BERERE AWS Z2EHNEBNIEELS R,

ATHBEEREEFTANEREAEEGR K FEEFEH AWS ¥ , ELRESREEFE B EBMAF
WEEER. HIW , Amazon GuardDuty EFERFIRIEERREB BN SEHENR , TAREANEIKRERX
HWEETANEESE. Amazon Inspector @ BEISHANEERIBINEEN CVE ERERBFERH
MEE, AWS WAF 1 AWS Shield Advanced ME# RIS ERAIFHE , EEBHESHBEMNEELR
r B B E #T

SEC01-BP04 FEREEZ 2 BEBMEZRN BN EA 16


https://attack.mitre.org/
https://cve.org/
https://owasp.org/www-project-top-ten/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/guardduty/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_threat_model.html
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/deployments-ou.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_version_control.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_build_mgmt_sys.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_tracking_change_management_automated_changemgmt.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_dev_a2.html
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https://aws.amazon.com/blogs/security/strengthen-the-devops-pipeline-and-protect-data-with-aws-secrets-manager-aws-kms-and-aws-certificate-manager/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://github.com/awslabs/landing-zone-accelerator-on-aws
https://owasp.org/www-community/Threat_Modeling
https://owasp.org/www-community/Threat_Modeling
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https://owasp.org/www-project-devsecops-guideline/latest/00a-Overview
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https://en.wikipedia.org/wiki/Data-flow_diagram
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https://en.wikipedia.org/wiki/STRIDE_(security)
https://owasp.org/www-project-top-ten/
https://owasp.org/www-project-top-ten/
https://hitrustalliance.net/hitrust-threat-catalogue/
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https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://catalog.workshops.aws/threatmodel/en-US
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https://aws.amazon.com/events/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_architecture_understand_cloud_services_and_features.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_cloud_financial_management_scheduled.html
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_aws_account.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/cognito/index.html
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https://docs.aws.amazon.com/verified-access/latest/ug/what-is-verified-access.html
https://aws.amazon.com/iam/
https://pages.nist.gov/800-63-3/sp800-63b.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#enable-mfa-for-privileged-users
https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/mfa-enable-how-to.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-allow-user-registration.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-mfa.html
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-adaptive-authentication.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-advanced-security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_users-self-manage-mfa-and-creds.html#tutorial_mfa_step1
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_secrets.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_share_securely.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com//wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://aws.amazon.com/blogs/security/how-to-implement-federated-api-and-cli-access-using-saml-2-0-and-ad-fs/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/cognito/latest/developerguide/federation-endpoints-oauth-grants.html
https://docs.aws.amazon.com/cognito/latest/developerguide/federation-endpoints-oauth-grants.html
https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://aws.amazon.com/pm/ec2/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

ZETHE AWS Well-Architected Framework

- BFEFRHRYZeFHE (EANHERETESD) BRE.

HiEAREERMBRNRANEETSHE

- BEBCHERHIE API (£ Amazon API Gateway).

s EERVBEFEARARE , S2EH AWS FREHRUANRE BINEREZEA) BERT , &L
FRAEAEERZMIRETHRE , Hl20 AWS Secrets Manager, Secrets Manager AIfS{t %R, &
BRZLRBENBBZANTIE, 5% AWS REIBAIFEA Secrets Manager X EEEES,

- HRZEERES , BUURBRFERHRRERMEE (CSP) BREEAME S (FFSHE AWS STS
AssumeRoleWithWebldentity),

NFEEEBRRABIENFMET  FEHRBHREFRER.
IR
MENREE

« SEC02-BP03 Z& i@ FAEAEE
« SEC02-BPO4 MEEFXEFHIRHEE
« SEC03-BP08 i A LT 2 ith H A &R

BN -

- IR RE

« AWS B

« IAM Z2HEEY

- IAM B

* |AM Ildentity Center

- FoREEEBS

- BRGEIRER

- 2 EEBEBRAFR  FEEEFEUZRS

« AWS IRFIREAE

« {#M Google Cloud Platform R4 T/EB & 5 5 FH AWS
 Hn{a]fE A AWS Security Token Service f£HX Microsoft Entra ID 38 F 8 AWS &R

SEC02-BP02 & A E K BF 33


https://aws.amazon.com/secrets-manager/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/integrating.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_secrets.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_share_securely.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://aws.amazon.com/security/partner-solutions/#access-control
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://aws.amazon.com/blogs/security/access-aws-using-a-google-cloud-platform-native-workload-identity/
https://aws.amazon.com/blogs/security/how-to-access-aws-resources-from-microsoft-entra-id-tenants-using-aws-security-token-service/
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https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/eks/latest/userguide/create-node-role.html
https://docs.aws.amazon.com/eks/latest/userguide/create-node-role.html
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https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.IAMDBAuth.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.IAMDBAuth.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/cognito/latest/developerguide/iam-roles.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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AT ARRAR B AR, WEETUMEBBENFIE S L , T2 REEEHE.,
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a. WA TBEENTR LT RAETBER.
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TR HARAEN S = SRR,

a. CodeGuru =2 A T LA A B IRERANBE B E1E Secrets Manager 2T # %,
b. # Secrets Manager W ZHIME S ELNEARIERBF,
i. #EARSR Lambda BB A LAGE A BEEE S AR Lambda HE{H,

i. B EC2 #iTERIAEE , AWS REEFAFIHRERE , AIUBERAMNEXEZAESRK
Secrets Manager RV,

4. EHEELNENBEIENRE , UBERERXBPRMAFTHKER,
a. ZEREA git-secrets 2N T EUUBAFHEEZ TR ENREEXNBRTE,
5. E51% Secrets Manager JEEIASHIFFAHFEA. TELRTFTIRREAMBRBEBENIR,

6. ROUBRNASEE, SERNERBENFIERNEMARLARN IAM A6, A RiERE
FRAGHEFIERMAR —MITRENERE &
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/data-protection.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/data-protection.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://aws.amazon.com/codeguru/features/
https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets_lambda.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/kms/latest/developerguide/services-secrets-manager.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://aws.amazon.com/blogs/security/tag/aws-secrets-manager/
https://aws.amazon.com/about-aws/whats-new/2022/12/amazon-rds-integration-aws-secrets-manager/
https://youtu.be/qoxxRlwJKZ4
https://www.youtube.com/watch?v=ryK3PN--oJs
https://www.youtube.com/watch?v=k1YWhogGVF8
https://catalog.us-east-1.prod.workshops.aws/workshops/92e466fd-bd95-4805-9f16-2df07450db42/en-US
https://mng.workshop.aws/ssm/capability_hands-on_labs/hybridactivations.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://aws.amazon.com/cli/
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithSAML.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithSAML.html
https://aws.amazon.com/single-sign-on/
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https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-automatically.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-automatically.html
https://aws.amazon.com/directoryservice/
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sagemaker/latest/dg/onboard-sso-users.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/monitor-getting-started.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/monitor-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_finding-unused.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_delete.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-automatically.html
https://aws.amazon.com/cognito/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_groups_attributes.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_lifecycle.html
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/iam/resources/best-practices/
https://aws.amazon.com/blogs/security/getting-started-with-aws-sso-delegated-administration/
https://aws.amazon.com/blogs/security/how-to-use-customer-managed-policies-in-aws-single-sign-on-for-advanced-use-cases/
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://youtu.be/YMj33ToS8cI
https://youtu.be/TvQN4OdR_0Y
https://youtu.be/vbjFjMNVEpc
https://catalog.us-east-1.prod.workshops.aws/workshops/590f8439-42c7-46a1-8e70-28ee41498b3a/en-US
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https://aws.amazon.com/security/partner-solutions/
https://github.com/Versent/saml2aws
https://aws.amazon.com/iam/features/mfa/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-iam-3
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-iam-3
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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https://aws.amazon.com/blogs/security/zero-trust-architectures-an-aws-perspective/
https://aws.amazon.com/blogs/security/how-to-implement-the-principle-of-least-privilege-with-cloudformation-stacksets/
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://aws.amazon.com/blogs/security/identify-unused-iam-roles-remove-confidently-last-used-timestamp/
https://aws.amazon.com/blogs/security/identify-unused-iam-roles-remove-confidently-last-used-timestamp/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://youtu.be/YQsK4MtsELU
https://youtu.be/3H0i7VyTu70
https://www.youtube.com/watch?v=YMj33ToS8cI
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https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#how-controls-work
https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html
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https://docs.aws.amazon.com/controltower/latest/userguide/orgs-guidance.html
https://docs.aws.amazon.com/controltower/latest/userguide/orgs-guidance.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/singlesignon/latest/userguide/temporary-elevated-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_strategies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples.html
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https://aws.amazon.com/identity/data-perimeters-on-aws/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_data-perimeters.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples.html
https://aws-samples.github.io/iam-identity-center-team/
https://docs.aws.amazon.com/singlesignon/latest/userguide/temporary-elevated-access.html#validatedpartners
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https://aws.amazon.com/iam/identity-center/
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/singlesignon/latest/developerguide/what-is-scim.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/singlesignon/latest/developerguide/what-is-scim.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_identity_provider.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://www.youtube.com/watch?v=a1Na2G7TTQ0
https://www.youtube.com/watch?v=TvQN4OdR_0Y&t=444s
https://www.youtube.com/watch?v=x-Kh8hKVX74&list=PL2yQDdvlhXf8bvQJuSP1DQ8vu75jdttlM&index=11

ZETHE AWS Well-Architected Framework
EFigsl

MREEIRF LA AWS Organizations F , BRI A E RN FZEER FEEES. SEABENDE
BRF . MREWIRFTREBHNE , B EARNRFLXAER. ZUEAUERAERNBR
(lEn Amazon Simple Storage Service (Amazon S3) @ FETRBUR) KR T EZEIRFFEHE |, A
S—ERFPHERBEEIIRFHN IAM A6, EFAERBERK K BREKZXEFIERTEREN
TR, EREF , RREMEFELRRENER.

AWS Identity and Access Management Access Analyzer ¥R F 0] 38 BF B 22 & 1 SR B R E vk B /A 2B 1=
NERNAERE, cBRFETEERBER , YRELAENBRFEIENRAERR , BERRSE
ENEERER, ZEMA AWS Organizations 5% IAM Access Analyzer , AR EE FIAIREEE A
B, IAM Access Analyzer B AFF R ENBERFUICHEAERERR. EURLRFTHREBERS
ERTHEERNBEHLAENEIIRFFEE, RETZIRFFEVUER | B A EEBEERESI AT AR
EBEHNER. Hlin , BELMER PrincipalOrgld R4 £ 3IEE E R AWS Organizations 7k
IR A R B E,

AWS Config I AREFRETENER , W AEB AWS Config BERRERER ERELFERNE
R. ¥ AWS Control Tower #1 AWS Security Hub CSPM #Y BR#5 AT &1L £ AWS Organizations %8
ERGFINpLERFINEE , UEBAFEELFRENEIR, Bl , AWS Control Tower E{EZEHIF
EHE  EAREEEMATH AWS IRF EEH Amazon EBS HRE,

BESR

- EZEY¥ AWS Organizations £ AWS Config : AWS Config A &% AWS Organizations A1k
BZERFNATHERELI —EERNEESRF. ERETLSEMREA , Y ELRTIRFEIE
AWS Config 8 BUE A2 5 o] 2 BUEY B

« E%TE AWS ldentity and Access Management Access Analyzer : IAM Access Analyzer ] 1 B 7838 5!
EBRERPHENSERLANEIR , fl0 Amazon S3 REFATEW IAM A8,

- fEF AWS Config F#) B BIEE LB FE Amazon S3 fEFEIFBHN L AREEREFHNEE . B LlEH
BIRK Amazon S3 R FET RN HEH BTG E.

- BEERMNRELFES Amazon S3 RETRBERECEBALNE | BUERR EE R A 1R EE LAGE BIA B
E3RA Amazon S3 £HEH\BIFE , AR Amazon S3 RFEITEEREALNE. I , WREBELEFEH
AWS Organizations , B LA 37 AR 4 12 5 BUR By L ¥ Amazon S3 AR ERBEREITEE. AWS
Trusted Advisor @ EE G .\FHFIEF T Amazon S3 f1ZEriE, A& L ESRIBREEERFE
BANRBFIRTT , TREAAZTRFIEREIHE. CUIBREE  EMEEEBENZEH
7, Trusted Advisor BRER S MARNRBFIEST , URUJEEEREFFEBITHNEHETITSE
BE., Bl LAER AWS Config 3RE5#E Amazon S3 EZEFENLRER. MEHEENR , B2
B a0faI £ F§ AWS Config 3R E5 12 & [BI FE /o 5T 2 B 72 ERAY Amazon S3 @ Z T HE

SEC03-BP07 £ #i ~ B MEE IR F 7 HUE 67


https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://aws.amazon.com/iam/features/analyze-access/
https://aws.amazon.com/security/provable-security/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-access-preview.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-Publicly-Accessible-Resources.html
https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/aws/amazon-s3-update-cloudtrail-integration/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
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https://docs.aws.amazon.com/macie/latest/user/findings-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html?ref=wellarchitected
https://docs.aws.amazon.com/controltower/latest/userguide/controls-reference.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_use-managed-rules.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor-check-reference.html
https://docs.aws.amazon.com/awssupport/latest/user/cloudwatch-events-ta.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
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https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://aws.amazon.com/blogs/security/how-to-use-external-id-when-granting-access-to-your-aws-resources/
https://aws.amazon.com/blogs/security/how-to-use-external-id-when-granting-access-to-your-aws-resources/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/identity-management.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/blogs/apn/tag/cross-account-roles/
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-walkthroughs-managing-access-example4.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
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https://aws.amazon.com/blogs/apn/securely-using-external-id-for-accessing-aws-accounts-owned-by-others/
https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
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https://github.com/aws-samples/aws-sts-network-query-tool
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
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https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/logging-and-events.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/logging-and-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_exportfindings.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/quick-setup-config.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.html
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://aws.amazon.com/security-lake/getting-started/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_GettingStarted.html
https://www.youtube.com/watch?v=V7XwbPPjXSY
https://github.com/awslabs/assisted-log-enabler-for-aws/
https://github.com/aws-samples/aws-security-hub-findings-historical-export
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/waf/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/route53/
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://aws.amazon.com/eks/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://aws.amazon.com/guardduty/
https://aws.amazon.com/inspector/
https://github.com/ocsf
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#security-tooling-accounts
https://aws.amazon.com/athena/
https://aws.amazon.com/quicksight/
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_create.html
https://docs.aws.amazon.com/security-lake/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/security-lake/latest/userguide/source-management.html
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_multi_accounts.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_lifecycle_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_data_rest_access_control.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_workload_observability_analyze_workload_logs.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/logging-monitoring-for-application-owners/introduction.html

ZETHE AWS Well-Architected Framework

YEEA SR

« £/ Amazon Athena M Quick &, B#EMEBLRE D BERFEN BFER

« W{AI{EFA Quick 321X Amazon Security Lake A& R

+ {#H Amazon SageMaker Al Studio #1 Amazon Bedrock & Amazon Security Lake 4 Al i
Br RS

+ f£F Amazon SageMaker Al i 5] Amazon Security Lake BRI PHRRZ S EE

o FEERAI#E 2 Amazon Security Lake Bm IS4 I EHIEZE Amazon OpenSearch Service

« £/ CloudTrail Lake iy B AE S &K IhBERE 1K, AWS CloudTrail HE 2 #

MHEA LT E :

* Amazon Security Lake
» Amazon Security Lake &EBHES
* Open Cybersecurity Schema Framework (OCSF)

* Amazon Athena
o HRIE :

* Amazon Bedrock,

SEC04-BP03 BNV Z £ RENMHEBE AL IBANEES

FEHNEDIREERTEARFELZSERERE , AKEEE - S ERVELRIT 2 HAYAE ERIB
WIHABEN , TR THZENAS. BEFR:RENSBCHEEBRYERELEEY K AR EXERE
1t 58 B A 2] ESE 45

FHRR  ERBEENITERENRENEETENRER , BBURHISEVERNEERB , 3
EREMEFARIZENNEEYE, LALEEEFER THEAEFENTHE  EMRBHAEASY
ErEAaBE  UAREREERFEEADRNEN., LEFAHREEZNREERNERE.

FRNRER :
s TRHEENAEHTRARRELENFAEERIREELTRE RIEREABEESFERMBEHAEN
IEIRT)O

- BNEBSAAREREERVNREEERREIRENE  EERABEASFHE AT BB
&/

SEC04-BP03 BV T2 REEMN A EFBI W EFHE =M 82


https://aws.amazon.com/blogs/security/aggregating-searching-and-visualizing-log-data-from-distributed-sources-with-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/security/how-to-visualize-amazon-security-lake-findings-with-amazon-quicksight/
https://aws.amazon.com/blogs/security/generate-ai-powered-insights-for-amazon-security-lake-using-amazon-sagemaker-studio-and-amazon-bedrock/
https://aws.amazon.com/blogs/security/generate-ai-powered-insights-for-amazon-security-lake-using-amazon-sagemaker-studio-and-amazon-bedrock/
https://aws.amazon.com/blogs/machine-learning/identify-cybersecurity-anomalies-in-your-amazon-security-lake-data-using-amazon-sagemaker/
https://aws.amazon.com/blogs/big-data/ingest-transform-and-deliver-events-published-by-amazon-security-lake-to-amazon-opensearch-service/
https://aws.amazon.com/blogs/aws/simplify-aws-cloudtrail-log-analysis-with-natural-language-query-generation-in-cloudtrail-lake-preview/
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://aws.amazon.com/security-lake/partners/
https://github.com/ocsf
https://aws.amazon.com/athena/
https://aws.amazon.com/quicksight/
https://aws.amazon.com/bedrock/
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https://aws.amazon.com/guardduty/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/macie/
https://aws.amazon.com/inspector/
https://aws.amazon.com/config/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-vaa.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/security-analytics.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/security-analytics.html
https://aws.amazon.com/cloudwatch
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/aws-cost-management/aws-budgets/
https://aws.amazon.com/aws-cost-management/aws-budgets/
https://aws.amazon.com/security/partner-solutions/
https://repost.aws/knowledge-center/aws-abuse-report
https://aws.amazon.com/blogs/security/aws-cirt-announces-the-launch-of-the-threat-technique-catalog-for-aws/
https://aws.amazon.com/detective
https://aws.amazon.com/guardduty/
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https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://aws.amazon.com/blogs/security/how-to-enrich-aws-security-hub-findings-with-account-metadata/
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https://aws.amazon.com/config/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/inspector/
https://aws.amazon.com/macie/
https://aws.amazon.com/security-hub/cspm/features/
https://aws.amazon.com/security-hub/cspm/features/
https://aws.amazon.com/pm/lambda
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cwe-custom-actions.html
https://aws.amazon.com/eventbridge/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
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https://aws.amazon.com/sns/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/monitor-ec2-instance-key-pairs-using-aws-config.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/create-aws-config-custom-rules-by-using-aws-cloudformation-guard-policies.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-remediate-unencrypted-amazon-rds-db-instances-and-clusters.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
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https://aws.amazon.com/outposts/
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https://aws.amazon.com/blogs/security/zero-trust-architectures-an-aws-perspective/
https://docs.aws.amazon.com/wellarchitected/latest/serverless-applications-lens/welcome.html

ZETHE AWS Well-Architected Framework

« 188 VPC MITRRERFEMKREZEENARE , MAKRERE AWS RERBAHRNTE,

BUYMSREEENED  BEUMKEREEMRRHILERENE—F , LEHRNIRERENER
RBRE, ENRAREENTAEEMFIENARIAEEMMANEMEER. 7 BOEREARNR
MO RRARENONER , flstt B ARENHHHEEEIRE, EXARIRBNTLENREEE,

REVNREEBRNRRER : 5
BiFHE 5|

ERFAIEEHEER  REAIHNETKHEEI P ETEABRERNMBCE, Hln , Web EAREX A
BEE2RE. ERAEXBNERE. SN ERRBAESRARUNG X, ERERES A HBE G
BITIEEENEREFERER, flin, THE=ZEHN Web EAERRERETD , BUUKBEEZRBER
#7171 Amazon S3 £, HABRF#HEEE (CDN) (fl#0 Amazon CloudFront) £, EAREXE
AT LLEE Application Load Balancer (ALB) £ Amazon VPC A8 F#8% GELIEEEER DMZ) F18
MO ABRE , BN EBEINRE FRBPNRGERE, TEERENLAEZRRZEERNERE ,
AVAEEAEXENERMEVLETRNIAE FRK, EELEMNER (CON, XEFHEK. BETF
W) , WA AP E R B EATRENREEBELE R,

BORBIRTHEASETHNIERAREVERESREE F-HEZEERENERBRME, U Web EA
BAAM , #REFFENTERERBAIRFVAERAEXEA , EFEANBRBTRERETRBRAE
ENER. £EEKBAT A REBENEFEFER , HHE-—EEENERNBRMEERZELE 7@K, 8
B AWS 1kRF HHFE VPC , EERTRE AWS IkRF HHFE VPC RES EARABRAEE.

HEEENE-—SZEERTHRREIATANTA BN, BEUNLRHHIRA , £RARKES , BAI8E
REIREEREAEIINTRERSBANERS K MELELRBNBMAERNE LN H MR @
ABRESRER, BHFEERLE. BEUTHEXRESH. EFBARES. SELRBREER
BCW@EES , AR EEAERY ERANREER Wkt BT RE AR R R VRRER
=,

EREHBRS  WEEEA AWS SERBLBEAZOYE. RRBE Anazon VPC Latiice R
MAREERRSEEEEERTERMTAN AR, EA AWS Lambda K , BESLH VPC T4
BANE , BRESIREFRRMTMALERM. BT VPC HEF AWS PrivateLink A B L5
LU ER AR B ME R R HE,

BESR

1. BRENTHEAREREE. RETHNBRBRANNE. EENERBREUARETS  BHEBED
8o

SECO05-BP01 B MK E 90


https://aws.amazon.com/s3/
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/elasticloadbalancing/application-load-balancer/
https://aws.amazon.com/vpc/
https://aws.amazon.com/vpc/lattice/
https://aws.amazon.com/lambda/
https://aws.amazon.com/privatelink/
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https://aws.amazon.com/api-gateway/
https://aws.amazon.com/amplify/
https://aws.amazon.com/fargate/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/sqs/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/plan-your-network-topology.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_networking_understand_how_networking_impacts_performance.html
https://www.youtube.com/watch?v=8nNurTFy-h4
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-examples-intro.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-ecs-by-using-aws-fargate-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-ecs-by-using-aws-fargate-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/serve-static-content-in-an-amazon-s3-bucket-through-a-vpc-by-using-amazon-cloudfront.html
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https://aws.amazon.com/transit-gateway/
https://aws.amazon.com/transit-gateway/
https://aws.amazon.com/privatelink/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://aws.amazon.com/network-firewall/
https://aws.amazon.com/network-firewall/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_network_protection_inspection.html
https://aws.amazon.com/firewall-manager/
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_service_architecture_monolith_soa_microservice.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_data_transit_encrypt.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-best-practices.html
https://aws.amazon.com/blogs/networking-and-content-delivery/aws-network-optimization-tips/
https://aws.amazon.com/solutions/guidance/network-security-on-aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-outbound-network-traffic/welcome.html
https://aws.amazon.com/firewall-manager/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://pipelines.devops.aws.dev/
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https://aws.amazon.com/blogs/security/integrating-aws-cloudformation-security-tests-with-aws-security-hub-and-aws-codebuild-reports/
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https://github.com/stelligent/cfn_nag
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https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_patch_mgmt.html
https://www.youtube.com/watch?v=FTwsMYXWGB0
https://aws.amazon.com/blogs/security/quickly-build-stig-compliant-amazon-machine-images-using-amazon-ec2-image-builder/
https://aws.amazon.com/blogs/containers/building-better-container-images/
https://aws.amazon.com/blogs/compute/using-lambda-layers-to-simplify-your-development-process/
https://github.com/aws-samples/aws-serverless-lambda-layers
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
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https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://aws.amazon.com/s3/
https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_tracking_change_management_immutable_infrastructure.html
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://aws.amazon.com/systems-manager/
https://www.youtube.com/watch?v=nzjTIjFLiow
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/awstoe-verify-sig.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/verify-agent-signature.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/verify-CloudWatch-Agent-Package-Signature.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/lambda/
https://aws.amazon.com/lambda/
https://aws.amazon.com/ecr/
https://aws.amazon.com/blogs/containers/cryptographic-signing-for-containers/
https://aws.amazon.com/blogs/security/best-practices-to-help-secure-your-container-image-build-pipeline-by-using-aws-signer/
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https://aws.amazon.com/blogs/containers/announcing-container-image-signing-with-aws-signer-and-amazon-eks/
https://docs.aws.amazon.com/lambda/latest/dg/configuration-codesigning.html
https://aws.amazon.com/blogs/security/best-practices-and-advanced-patterns-for-lambda-code-signing/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/devops/automate-lambda-code-signing-with-amazon-codecatalyst-and-aws-signer/
https://aws.amazon.com/blogs/containers/signing-and-validating-oci-artifacts-with-aws-signer/
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/kms/
https://aws.amazon.com/codeartifact/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_vulnerability_management.html
https://aws.amazon.com/inspector/
https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_validate_software_integrity.html
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/codeartifact/
https://aws.amazon.com/ecr/
https://aws.amazon.com/lambda/
https://aws.amazon.com/eks/
https://aws.amazon.com/eks/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/securityhub/latest/userguide/nist-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-8
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-8
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/integ-compliance-products.html
https://aws.amazon.com/config/
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https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://aws.amazon.com/inspector/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/guardduty/
https://aws.amazon.com/security/partner-solutions/#infrastructure_security
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://aws.amazon.com/blogs/security/get-the-full-benefits-of-imdsv2-and-disable-imdsv1-across-your-aws-infrastructure/
https://youtu.be/2B5bhZzayjI
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https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://aws.amazon.com/config/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_data_a2.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_example-tag-policies.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tag-editor.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-at-rest.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-in-transit.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-in-transit.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_data_use_purpose_built_data_store.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_decomissioning_resources_data_retention.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification.html
https://aws.amazon.com/architecture/security-identity-compliance/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc&awsf.content-type=*all&awsf.methodology=*all
https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/welcome.html
https://aws.amazon.com/blogs/compute/building-a-serverless-tokenization-solution-to-mask-sensitive-data/
https://aws.amazon.com/blogs/security/how-to-use-tokenization-to-improve-data-security-and-reduce-audit-scope/
https://aws.amazon.com/kms/
https://aws.amazon.com/cloudhsm/
https://aws.amazon.com/organizations/
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https://aws.amazon.com/s3/
https://aws.amazon.com/macie/
https://aws.amazon.com/macie/
https://aws.amazon.com/comprehend/
https://aws.amazon.com/comprehend/medical/
https://docs.aws.amazon.com/glue/latest/dg/detect-PII.html
https://docs.aws.amazon.com/sns/latest/dg/sns-message-data-protection-managed-data-identifiers.htm
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/mask-sensitive-log-data.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_identify_data.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_define_protection.html
https://docs.aws.amazon.com/glue/latest/dg/detect-PII.html
https://docs.aws.amazon.com/sns/latest/dg/sns-message-data-protection-managed-data-identifiers.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/mask-sensitive-log-data.html
https://aws.amazon.com/blogs/security/enabling-data-classification-for-amazon-rds-database-with-amazon-macie/
https://aws.amazon.com/blogs/security/detecting-sensitive-data-in-dynamodb-with-macie/
https://aws.amazon.com/macie/
https://aws.amazon.com/comprehend/
https://aws.amazon.com/comprehend/medical/
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https://aws.amazon.com/glue/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://aws.amazon.com/ebs/data-lifecycle-manager/
https://aws.amazon.com/ebs/data-lifecycle-manager/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/TTL.html
https://aws.amazon.com/backup/
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-snapshots.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
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https://aws.amazon.com/dynamodb/
https://docs.aws.amazon.com/glue/latest/dg/catalog-and-crawler.html
https://docs.aws.amazon.com/glue/latest/dg/catalog-and-crawler.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-lifecycle-policy-check.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_decomissioning_resources_data_retention.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_data_a4.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://d1.awsstatic.com/whitepapers/compliance/AWS-Blueprint-for-Ransomware-Defense.pdf
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.dlm.8-improve-traceability-with-data-provenance-tracking.html
https://aws.amazon.com/blogs/security/how-to-protect-sensitive-data-for-its-entire-lifecycle-in-aws/
https://aws.amazon.com/blogs/big-data/build-data-lineage-for-data-lakes-using-aws-glue-amazon-neptune-and-spline/
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https://aws.amazon.com/backup/
https://aws.amazon.com/ebs/data-lifecycle-manager/
https://aws.amazon.com/iam/access-analyzer/
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https://aws.amazon.com/kms/features/#integration
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/application.html#app-kms
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
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https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html#deleting-keys-how-it-works
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://aws.amazon.com/cloudhsm/
https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html
https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html
https://docs.aws.amazon.com/kms/latest/developerguide/service-integration.html
https://docs.aws.amazon.com/kms/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CheckNoPublicAccess.html
https://docs.aws.amazon.com/securityhub/latest/userguide/kms-controls.html
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https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://aws.amazon.com/blogs/security/aws-digital-sovereignty-pledge-control-without-compromise/
https://aws.amazon.com/blogs/security/demystifying-kms-keys-operations-bring-your-own-key-byok-custom-key-store-and-ciphertext-portability/
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://youtu.be/plv7PQZICCM
https://youtu.be/Y1hE1Nkcxs8
https://www.youtube.com/watch?v=lD34wbc7KNA
https://catalog.workshops.aws/advkmsaccess/en-US/introduction
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https://docs.aws.amazon.com/ebs/latest/userguide/work-with-ebs-encr.html#encryption-by-default
https://aws.amazon.com/blogs/aws/amazon-s3-encrypts-new-objects-by-default/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html#encryption-by-default
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/efs.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-storage-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-storage-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-default-encryption-kms.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/security/
https://docs.aws.amazon.com/aws-crypto-tools
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://aws.amazon.com/kms
https://docs.aws.amazon.com/aws-crypto-tools/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://aws.amazon.com/blogs/aws/new-opt-in-to-default-encryption-for-new-ebs-volumes/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/default-bucket-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://youtu.be/plv7PQZICCM
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https://youtu.be/Y1hE1Nkcxs8
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_continuous_reduction.html
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https://aws.amazon.com/iam/access-analyzer/
https://aws.amazon.com/guardduty/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-ec2.html
https://docs.aws.amazon.com/guardduty/latest/ug/s3-protection.html
https://docs.aws.amazon.com/guardduty/latest/ug/rds-protection.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_auto_classification.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_auto_classification.html
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/back-up-data.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://aws.amazon.com/config/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://aws.amazon.com/iam/access-analyzer/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://aws.amazon.com/disaster-recovery/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_continuous_reduction.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_auto_classification.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_secured_backups_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_automated_backups_data.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-encrypt-existing-and-new-amazon-ebs-volumes.html
https://docs.aws.amazon.com/whitepapers/latest/ransomware-risk-management-on-aws-using-nist-csf/ransomware-risk-management-on-aws-using-nist-csf.html
https://aws.amazon.com/blogs/mt/how-to-use-aws-config-proactive-rules-and-aws-cloudformation-hooks-to-prevent-creation-of-non-complaint-cloud-resources/
https://aws.amazon.com/blogs/storage/automate-and-centrally-manage-data-protection-for-amazon-s3-with-aws-backup/
https://www.youtube.com/watch?v=d7C6XsUnmHc
https://www.youtube.com/watch?v=OkaGvr3xYNk
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://github.com/aws-cloudformation/aws-guard-rules-registry
https://aws.amazon.com/iam/access-analyzer/
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://aws.amazon.com/disaster-recovery/
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/vault-lock.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/vault-lock.html
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/vault-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-inventory.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sharing-amis.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
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https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/intro-managing-access-s3-resources.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://aws.amazon.com/blogs/networking-and-content-delivery/amazon-s3-amazon-cloudfront-a-match-made-in-the-cloud/
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lock.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sharing-amis.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/deploy-a-react-based-single-page-application-to-amazon-s3-and-cloudfront.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://youtu.be/Y1hE1Nkcxs8
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REXRE VPC 2ERABHBMENESR : BAILAEA AWS PrivateLink , £ Amazon Virtual Private
Cloud (Amazon VPC) 2 M L4 HFAE MM IER , SE I AWS HATEEE REH AP BER,
BT AR AWS BRI, FE=17R¥E , UARHAM AWS IREFHRE , MGELRFERELNALERE
E—#. FH AWS PrivateLink , B ABEESEE IP CIDR WIRFZEURE , M EEHBERMAKEE
= NAT, BHFRXRREABEHRE, BEERHEHK, REFHE Amazon BEBRER L K MATE
BERERERE , AtZNERZERE, BUETEXRENSRER , Hl0 HIPAA FEEE/EEHE

FREE. AWS PrivateLink EERAE=FFRA R , EVRLHSIKER , REMNEER DBk
IR A AT EY AWS BRES .
REEK

- SEC09-BP01 EffZ SR MNBREE
« SEC09-BP02 58 #I|{&# & iz
- SEC09-BP03 B3 & #9IR B

SEC09-BP01 EfZL+ BN EEETE

Transport Layer Security (TLS) ‘BF# W] FARRBMA B , MBLBBRAERBLAERREPHBEL, R
MIEEHENES,

FHIRR  TUELRERERRE (PKI) PHRE, HE. REVNEFEENZLBREERR, &2
TRMEBEEEMT TLUG L BELEESRERNINR , CREHEDENBE, ThieRELMmRERE
A, ATHEEHANRB[ERRERZENERBANG 2#E5. SREVBTIAREASZ D FHG

ERNRER :
- ERRMBENEMEFHBATFEIR,

- RETRAE CAR , ZEBREREEN (CA) BE.
- HHAFEREABEEERE

BUMKSEEBNES

- EBABLHENENRELEREE

- WEBEM TLS BENEERTINER

- BINBERBREFXIUEEDEN TSN AR
« E CAREPARBERNERTEAM
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https://aws.amazon.com/privatelink/
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REVUSEBBROBRRER &
BiFHE 5|

BERIERHAEBER TLS F PKI HE , REZEAMZERBER. PKI BREZETRREM , B
BEMLBRME, HENEHMTLURD BEEEMEER,

AWS EHMEEE — MR AE PKI BEMIRE : AWS Certificate Manager M AWS FAHE B H ZEE
(AWS #4585 CA)e ACM BREFELAEBMNIE AWS THEHF , ARMGE, EBNIBERENEER
. ACM BIfEF AWS FAE CA BTRAERE , WHEFZHM AWS ZERKES , URMHZ2HNT
EEH TLS BF., ACM A LA Amazon Trust Services B HABEEBE. ACMHWAEEETH
RERABRNIESEE RAFHRBRBSNEXRRBERETELERE.

AWS FAE CA JEZLEBUBCH R BEREENR TERBREEN , AFEB API BT TLS &

R, EEEHMERE TLS ERAFIREEHER K SUNERAELEREER, BRT TLS FAEMZ

S, AWS A CA BT LA R IT BRI Kubernetes Pod, EELBERTH, BRANEXE | UkHE
tEEHTEANERRS, EthaLUER IAM Roles Anywhere I2EE R IAM BEK EHETLE CA
1T X.509 BEMNAIIETEESH,

BT ACM 1 AWS FAF CA 24\ , AWS loT Core 125 loT £ BIZM4SRIZIE | AXRME. SEMZP
2 PKI B, AWS loT Core 12 TEMMEE , T4 loT EEXRENMALBHN LGS WERIRIE,

ALY AWS BRI Amazon AP| Gateway H Elastic Load Balancing , SR EABERREEARER
BRI BAEIhEE. N , APl Gateway F Application Load Balancer (ALB) #X &R H TLS (mTLS) ,
HEREREMER AWS EE X4, CLI L API ZUMEHNAFRER.

BYME CARBRNEZR

EFEEBVIE CAR  FHLRHEE , FAAE®RT CAKE, BEUNE CARER , REEK
=% CA BN EEBRIEIER AWS 1kRF. EEXENIEERLD CA BREFSEBRNAEE
B, BEERSZEE CloudTrail BFRERMWEREMRR , LHE HBRRERENIRF FEEERFEEEFR
N EEHE. B CAEBNVRECHNERIRSS , BREEARET—ERNZEHHE CA BRE.

#E | FETERR CAIRFHEMIRFREY —EHZE+PME CA, RKREAE, KEIHEMITE
AHBITERRE. &%, FHBEER CARTETE CA, ERBFERBRBITHENKRERAER
KE, MFRATH CALEREIN CA KBRS, SHEMERLD, BEFGER, EHBFHACASE
RE  F2ELAEEH AWS FAE CA B E.

BESR

1. BEFARGIFTFAERE AWS IR
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https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://www.amazontrust.com/repository/
https://docs.aws.amazon.com/privateca/latest/userguide/UsingTemplates.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/iot/latest/developerguide/what-is-aws-iot.html
https://docs.aws.amazon.com/whitepapers/latest/device-manufacturing-provisioning/device-manufacturing-provisioning.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaPlanning.html
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- FZEREFERTTLUEER AWS Certificate Manager RABEEH AWS N ESBERER
. ACM AJLAAMRA Web fAIfkeE. EBFEHERLBEERENEMARIE TLS BF.

- ERFERVACHAERERENBREIFTEFINAELNERER , E8 AWS 748 CA, R
% , ACM ATHREA AWS 708 CA BT ZHENKRIREREBRE.

o SPHLARBMARNYEME (IoT) HEAREMEBRINEARS , FERE AWS loT Core,
« FEZETE Amazon APl Gateway B} Application Load Balancer ZR#E = A E4E mTLS Th#E,
2. BVREEBFBEBEEN .
« £/ ACM ZEEH ACM BITHERRURESN AWS ZERK.
3. B AN
« BUA CloudTrail BFEREHERBREEBZIRFNFEE, FEEHE CloudTrall HERE H
WERTEMRE  UBEBEAFERNEESN.
- EHELIYEZEZRS  EPIHENAE CA BITRREN TR, ELHRETUELE S3 fF
FETHE.

- WEABCAR , KEFTERY S3 RFTFBRFEFBIMBESFE (CRL). UFEEERBIEER
FRERELL S3 MFATRAVIES| , F2REARIBERIIEEE (CRL),

ER
MENREE

« SEC02-BP02 f A E i R
- SEC08-BP01 B Z 22 REE
+ SEC09-BP03 B 3% #2% & ;A

FEEASLHF -

o WAE AWS FEENEERELEREERS

- MAREBEANSENREESNEERE ACMFAE CAKRE
- AECABEER

.« WAER AWS RAM HAZH ACM FAF CA BIRF

HERH

« BX& AWS Certificate Manager A% CA (FFE1E)
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https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaIssueCert.html
https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/acm/latest/userguide/managed-renewal.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaCtIntro.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaAuditReport.html
https://docs.aws.amazon.com/privateca/latest/userguide/crl-planning.html
https://aws.amazon.com/blogs/security/how-to-host-and-manage-an-entire-private-certificate-infrastructure-in-aws/
https://aws.amazon.com/blogs/security/how-to-secure-an-enterprise-scale-acm-private-ca-hierarchy-for-automotive-and-manufacturing/
https://docs.aws.amazon.com/privateca/latest/userguide/ca-best-practices.html
https://aws.amazon.com/blogs/security/how-to-use-aws-ram-to-share-your-acm-private-ca-cross-account/
https://www.youtube.com/watch?v=XrrdyplT3PE
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YEEA SR

- 5 CAWIEE
« 10T Device Management HIs1 S (BFEBMHE)

MHEIE :

- EfFH AWS #AF CA B Kubernetes cert-manager /M ER

SEC09-BP02 3 | {& &/ N %

RIBEEBHER, ZRBBENRERFCERNMEER , UFEAR. ZENESRLNER, RA
EEHRILEER (VPC) MHNVERBRENKF ERAMNRIHE. NEFBRFREERTEMN  EXE]
MERR T ZE R,

FEHRR S EREERERcENMARREMNS  LURLHERNARERERFI, BaUBRBREN
ZEER | MBRIAWS REFHRBRE, BEALZELN TLS BENRBEHR , BFrEEHTH
BRI,

FRORER :

- fEA SSL, TLS MEMEATHEEAMRE (Hl20 , SSLv3.0, 1024 fiLT RSA £ RC4
).

« RFFARNZM (HTTP) REREEE 2RV E R,

« REE¥E X.509 BFE I 1E BB AT E#L,

- HTLS EABREFMN X.509 BE-

REIBBREEERNBRER : 5
B FES

AWS RRIGEMER TLS B HTTPS in R LUETIEEA , 8 AWS AP BAKRMHER P INE, T%2
W HTTP BABETUEERLEER (VPC) & , FiBFEALTLFERETEXMEHE, £ Amazon
CloudFront & Application Load Balancer § , HTTP &Rt aJ LB B EFE [ ZE HTTPS, EAILUEH
Amazon Simple Storage Service (Amazon S3) #7788 BUR KPR HI13EIB HTTP LEY4HEES | 3
B RFIBITER HTTPS , Y4 LEEREFIE. SUULERFENEEER , UESERKE
REEERDMNZR, I, BRI AWS Direct Connect EH VPN EiFIhAE#E A VPC ,
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https://catalog.workshops.aws/certificatemanager/en-US/introduction
https://iot-device-management.workshop.aws/en/
https://github.com/cert-manager/aws-privateca-issuer
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-listeners.html#redirect-actions
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://aws.amazon.com/blogs/storage/enforcing-encryption-in-transit-with-tls1-2-or-higher-with-amazon-s3/
https://aws.amazon.com/directconnect/
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INEREMSR, BEEWAFIKERZEAD TLS 1.2 ¥ AWS APIs #4THA | A AWS TLS # R HikR
KER 2024 £ 2 AEH, BEREMER TLS 1.3, NREEEHTIMBZNEHRER |, EBAILE AWS

Marketplace FIXEI AT AN E=SBRA R,

BESR

BHERTNE ZFEBNNBEREREENEENREEYR  YEATRARSHE. il ,
ELZSEMA , EAFH HTTPS HEEZE Application Load Balancer 3% Amazon EC2 #11T{E .

EEBRBPRELLHE : £H Amazon CloudFront 32E HTTPS |, ¥ E A EA RGN EZ 2 AREER
FEHARFNEZEERERE,

£/ VPN ETHENELRR : ZEERMER IPsec VPN , REFE MMM EREKER , UiGBRUENE
MHMTEM,

EEBTEHS[PRELLHE ERNZLER , AREEEZIEEEXNAFRMIENSZEEN
BEEMH. A Application Load Balancer 23 HTTPS EZERER.

£ Amazon Redshift PFEREZLE : KENEEFRERE R Secure Socket Layer (SSL) 5,
Transport Layer Security (TLS) B4R,

RERESWE | MBI AWS FRHE T4+ LUHE E S8 - I3 Zh8E

iR E LBZE Amazon S3 #FRTRRFIV L £FHL : £/ Amazon S3 EFArBBIREHHER EH =
£FH.

ZEMEMA AWS Certificate Manager : ACM A& ME, EEFMIB TLS BEE AWS RIEEBE
Ao

EEMFEH AWS AEREREEN MEFE PKIER : AWS FAE CA ATELBR UL E BB RERE
(CA) FEBRZTAARBIEIE TLS BEMNKIRER X.509 BF.

ks

&R

FBASLHF -

#§ HTTPS E& CloudFront B

£/ AWS Virtual Private Network #% VPC JE#R Z iR i B%
%A Application Load Balancer 23 HTTPS EERER
$EREE . £ Amazon Linux 2 EE&TE SSL/TLS

£/ SSL/TLS Mz B E B E 1T EEATELR
REERNEZSZE
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https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/private-ca/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/redshift/latest/mgmt/connecting-ssl-support.html
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SEC09-BP03 i & #85% @A
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ERORER :

- THEEHERAEARENZRREFHRERE.

- EZEEAESERCBEEEARERRE.

- EMEERER M ATEUEHIRE,

- BV EFTREAT  MIHIBEERRENBEET,
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BUYMKREEBNES .
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- RHASHEREERITHENESERRRE.
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HAMZEILRERERNMEE  EREAKBRINHERRERARBABTIER. ARRLEK
MEZRRE  EEMERGIIELEMESR BRI EENBR, EMERSE LR —ELBHRARK
BRAE  REEBNEHELRE BNBAETNE., BREMRE,

BEOIRER | ERFERKEBEME , AWS RIS API HEEH AWS F 4 lREZBRRF (SigV4) HEWHE
RERFBFAE, LERFE ISR AWS AP IJUIRFBZHHBERE RN E D , R PEEHBGRESRE
HIRERER  BERTEATXBE,

Amazon VPC Lattice Ml Amazon AP| Gateway ZR#& O] ZEEFAMEER Sigv4 #BWHE , AECH
ITHEEBEINWRAREMERINREINE, MR AWS REUANEREZEHERELT Sigvs #
BRNRENREETER , BAILAEIE AWS ER EFEH AWS Identity and Access Management
(IAM) Roles Anywhere REVSE i AWS BFE. FHIELEE , E &R Sigv4 HERKEFRUKRE
ZHL

ARREBRERENS —EERHBEIR TLS HERE (MTLS). AWM (IoT), LEHLXERRE
NMBEREEER mTLS , EBEA A Fin A RSER X.509 BERRE TLS BAMKNED. &
RO H AWS FAEBHRREEN (AWS FAF CA) 217, BALIERA Amazon AP| Gateway F iR
¥, BIEEECERITEEHNIBBAERLE mTLS B, Application Load Balancer t 3 #8 %5
AT TEEHN mTLS, A MTLS 5 TLS BANMIRIRMRFTEN , ETREREMT,

B % , OAuth 2.0 #1 OpenlID Connect (OIDC) EMEFE AREHIFEAEHREFNITANGBE , ER

£ th B AL RIS RIS R BRI E. API Gateway Zi2#t JSON Web Token (JWT) 228 , AIET
EEHFEA OIDC = OAuth 2.0 P IRMEFTRITH JWT RIEH API BEEHEVZEL, OAuth2 KYEIE 7
BAEARERENRE , ENEEEEAEREEFRERE , MBESR OAuth IEYE/ELIEE

BESR

« ERVEBFEHNTHEAEFMRAE  BEEREHERBNE-TERERTFEHNRERE,
- BYAFREERBHIFEINTEARBEERER T XNERRER. LERERECRENBE
BEEAMITELRENE D,
- ERENMAEERRUECHNIHFEER  UREFENREERSER KRR TR MEHTFHNIT
Ro

- ERRERENTREEZRRBEFRAM , W1 SEC01-BP07 HEARMBEEE B HE L ELZE
1% R 45 e P FTIR o

- BUMKRES  ERAREMEERRE BRI IEEE AWS ThaE, H#AEEE R TS —
Mz  BETEREHERBEPRA—EARERE  UFREFELEHITEEH.
- FRAZEFHERIERNRIERENERRE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/access-management-overview.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/permissions.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/mutual-authentication.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/vpc/latest/userguide/security-groups.html
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B,

- ERRAREENER  HEERRREENANBAEE. ERTHZRBEERNARREIR UK

Htt A ENFEER,

« MR VPC Lattice REERFHVFE , FERBBAMERE VPC Lattice FELH. ELFEA
WAEBRAEENEA. BERENENM VPC EANMRENA , URBERPEER,

- ZEMA VPC AR AFREIMERELNPHER  YEREEEREEERT

- MEEZEERE. ERENEERZSSHMIES , 528 AWS Z2EHEIEIEREHN AWS Well
Architected Framework £ X WS/ EIEEH,
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« SECO03-BP07 & #1’AH MR F 7 EUE
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« SEC01-BPO7 AR EEREF B E I B T ERBEHREE
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https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/what-is-vpc-lattice.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/mutual-authentication.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
https://docs.aws.amazon.com/iot/latest/developerguide/client-authentication.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/monitoring-access-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://aws.amazon.com/blogs/compute/evaluating-access-control-methods-to-secure-amazon-api-gateway-apis/
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://aws.amazon.com/blogs/security/how-to-secure-api-gateway-http-endpoints-with-jwt-authorizer/
https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
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iE|ek7

« AWS re:invent 2022 : VPC Lattice &/
« AWS re:invent 2020 : ¥ AWS Lt HTTP API BV {E[RBRES API B& 3%

FEEBEE A

« Amazon VPC Lattice Hi5t&

- TIEEE 1 £ - Phantom Service Perimeter ff51 &
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https://www.youtube.com/watch?v=fRjD1JI0H5w
https://www.youtube.com/watch?v=AW4kvUkUKZ0
https://catalog.us-east-1.prod.workshops.aws/workshops/9e543f60-e409-43d4-b37f-78ff3e1a07f5/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/dc413216-deab-4371-9e4a-879a4f14233d/en-US
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ERIFESARMZEEFESHRERETENRERF , URE, BHBELETER  URBEER
BEIEANEFRE, EX2EHBLENERZITENFIE K ARTERAPEEHRESHOE
BORERERHER  BFSERDEBTE,

&

-« AWS EH4EIENEEEE
- ElnEERGTEEZE

. EfE

.

. BmE

AWS B4 O EN R EEH

EBARTE AWS R EREZHZLENHLREFERELANTH MR ASETHRNIEER
£fE, HE, HINERENINERSHLQRTELST RN R , RFEALER , AREERE
ZE2EHNER. ERTFERINEAEEAENERERER, RENEREE,

HEBDB THE=EAREE , F2ETIIRHA :

- %R BHRBAEIRFIYEREFEEIXEIENERBENEERER , BEHEEBRRHTE
E , LERERMNEE AWS RNEHMH, I BELENEFFMR (SEFHNEE) , URTEH M
HA5E H-BEE,

« B KBNISTESHEERER , BREE4NTRNEAETERE . G/, o4, BF. BENE
8

- EREE  REITZESEHANEENGER  UNELRNENNE , BNRtERERERESHE
B, Y-SR ERR. ELAREHTEE  UHAREERREIE,

TEERELSHNRE , BAREIN NIST ZEHEEEmBAN - , BRET 2284, BRRNE
RV E R R 2 AR 4F
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AWS B4 E R & EEHE

Bk E MR R B R

HEAREEFEM —ARTEFFNHEE] | 130 NIST SP 800-61 Computer Security Incident Handling Guide
PRERNMAAT , ERMASBETHEERREPOELTLEAHFTEN TIRERTEE

- BYEMEE  SREHAA. ZRBRAAMEERESE  TEDRSENE SR, $FEEAHE
BHAEREE, ARSTENER, REENUERER. RECANZSRE  URBREEH
GESFEN

. ERAEREE  EERABARENEN ABFDRESR,

- THREHSTEREEME  ARAR. R, RENLGEE  LHETEEMARERNES
ERESPLERD, BAEE. PEENALH  BHNTREIE. LEETRACEABLE
% ARRERESSERBHER. LTl ERERREE T #EDHRE.

- ERAEFDEMS  NERS B TEREAEEEE  BEN T ETERRBAEAEENER
ENSEERABRERDENE, NRRATELUIAR , WBLRBCNEFDESL TRY
AR IR R (0 2 56

- BTRAD  ERELRIBAEERER  FRISH , LRABH RS BUERE NS
o WREBTZURENES, EHNBBEE , JFNE AR,

ERETEENEASE : S HGSEGRTRTERER S AN TREY, BEEARENRER
MR FIE AR | BB SR N S 2 R B R,

- TRURERF  THRURE. TERASERNES  YEEHERESEEL, BRERLES
LHERRHOR LT,
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https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
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ELRFTERAREEAEZRBEE  UHFAEAETESHARRENREER. ELREZREFER , 5
ZROEEN K SEFRRAERLTENOES R EREBRT  ERTETRSHEELDEER
REZEEM. RFNITE, ELTENMNREEBNEEERMEEHEIRBASHEA. EMNTEER
B, BRI EEE R E AR AR,

% {m

AEREH T ER  YRARKYTRORNE4RREREE, £ THFEHEE=(ER

- AE BETHMIFREZ2EHNER , AP afRkUSHEENAERBRNEERA , WETSHEE
ME R MEEI

- RE  RERERESEHNRE  HPOELEREE, fIETBNSHEERE  UREFEFFHR
LfE-BoEZEE4,

- BT RERBRESHNEN  HPOERERFIE,. RENERLENAFE. BEFENNRER
#, AR FHEDEMBEDEE.,

ESEEEERNEUEREHRRREEE, ROE— MBS , SHEEHEETRERMEREY
A, SEEBAR, TRASMSERGES T T RESLE0ER,

REE

- SEC10-BPO1 @ BIEAEA BRAIBE IR

- SEC10-BP02 #IEEHEEHE

- SEC10-BP03 %15 Th st

- SEC10-BP04 R MAIH R+ EHEIEREFFH
- SEC10-BP05 F & MEFEE

- SEC10-BP06 BT E

- SEC10-BP07 #1T4& #

SEC10-BPO1 &ipIEAsE A BRI E IR
AT B AN AREEEHNANBNABAL, ERREEES.

FHERR  SRE—DRBASRE K SEHBKREN , ARGBATERZ2EHRNENAR, &
ENBEELEMLER , LERBNABTLEFARRAERE, BECEUHEFAREEMAFE =4
BHEAEENRE , SRLTLEFEBH. BERitERl , URKRBERHK (SaasS) BRAER. EX2EH
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B, ABSAREERRNEL. SHNEENRBAT  LHEEENFIUERSME D RNETE
o

ERORER :

- OEZ2E4E , RERFEZLSBHRET. AGIRENSRTRRASRE,

c BREEASTHRLDESHANREHERFNIAS, HKBR, ERRENRRL R,

- RERHSFETEZERREIRARART XA HABMATE.

- AFHEEENMET LERE , SBMUMAEEIENMWBRLLEHOETHE , HIMETEHESR,
- EREEHEE  ERRASTRBISTIHELDEE  RAON LEHNEE.

BUMSEEENED  WEBURIRESHE  REIRFERASNEACHEESE 2 VO R
B, B EZ —NEFNBRASREACGHNEE  SREKIEENASETREREE D UREHPE
B, BhERESEHRRERIKEREE,

RBRUNBEEBRNARRESHR : 5
BiFHE 5|

AMAEEPHNBREAS EREZEBABRHRESHMENAEBIRRE, REASEE (PINER
25, BANERED) K EHEEYENLEN. EHRSHEEE, SHOEENEAEEASE
HRAGLHEER.

- SHEERE SN EEEESHEEHBERERRRE,

- SHEOEE SHOREAEHENFENITEH. EEAETEBRBEEHEEMAERTE , BEER
EXRERAREANRRASNEEBR,

- BAAEA  BAEBEASEAHNNALEE , BHRREARME, EEHRBENEF CHNERE,

- LiRERF  EHSBIES T | WERMGA LRIRE  BRMAEGLENKENAE , LB L/EH
CIETEMHER. HEBENEEREIMAUNER LREFN -85 , BERMFHTER

- EEER (SME) : MIRRZHANMBEER , RFIZZEHEX SME BRRESEEBER THEEH.
feM A ERUHBHMS R BR TESHNRENER D BRRABE,

ERREAHH

| Role | Name | Contact Information | Responsibilities |
1| — | — | — | — |
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2 | Incident Manager | Jane Doe| jane.doe@example.com | Overall authority during
response |

3 | Incident Responder | John Smith | john.smith@example.com | Investigation and
remediation |

4 | Communications Lead | Emily Johnson | emily.johnson@example.com | Internal and
external communications |

5 | Communications Lead | Michael Brown | michael.brown@example.com | Insights on
critical workloads |

EEBMEMA AWS Systems Manager Incident Manager HAERBEIEEBIIEA. EEEETE. BF
HESHRER , URFEOLE2RTE, BDHFESTRBREREMEBAS , BB IEEENE
EoBGEEEA. EREMREIRFNER , flin , REABNEENBFE , URERHIEESH
ZREENETRRE

BANBEEBY EXEARBURRERES (1SV). SEBKANFRIHRENTIE K AHEF
TEHBERNBRTR, BEERSHTHNREASSHE | I NGEREALRPER, RAEER
EEMBERRN B K UEEBXERFDER AWS TEERNEHE, FERBHYITEERN
FIEREFASRREEMEBECN R, FLER2E4SRELAR LTARBEAHEERN 2 REEIREE
ERBEAREMANBENTE, HELEMEREFPINEEANBIEER,

BESR

1. RESHEEMRF R,
a. ZRELNEZ LI ERFHEEE Incident Manager,
2. TEHEEMRARRERBIEA

a. HHBEMEAZOEEMERENBEEE (HI0 SMS, EFEREFHMN) , SUHEREBRESH
By BE 5 B2 th PI BRI B BE

3. ERMOIMEFTE,
a. BABLEEHRBEESEZHENBEA. ERNERZRAEAG (MEMFRIBIEA) BEL2H

T8, ERMATEEBANTERNBEA , BIEGMALRERSESAHFRTE,
iR
MENREE

» OPS02-BP03 EAZEEE B ST ENENEETE

BRI :
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https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_ops_model_def_activity_owners.html

ZETHE AWS Well-Architected Framework

- AWS Z2EHEEER

YEEA SR

- AWS BEFEFFMERE
- EEMEE AWS RIEFHNRLSEH

HHEETE -

« AWS Systems Manager Incident Manager

HEE S
« Amazon EHRZHBEINEZ £ 5%

SEC10-BP02 HIEEHEEFTE
AEMOESENE — O RSO E 8, SO B S SO e B SR B,

ByNSEEENES  HR2EEARERNEHCERR EEEIJJH—JEJEE’J$1¢I§I@§+§E’JB§
B, EX2ENRER  ARNIRNTERETHBIEREEE, RO ERRANEHEER
Fo. EREERHREBAM , ML EEHER. E?ﬁ#ﬂﬁ%ﬂﬁ];ﬁ%#@@&ro

REY Y BRERBRHNRBEMR -
BiFHE 5|

SHEERFEHROEE, BEZLE4MERBEEFELIRPERMSEREE, SHEEERER
AWNRER , TREER. BERNEEZEEMF,

EREFZERADBBBREFATENEREEACHNTER, FEEIEHEEFER , XEBHEER
BRERERERSEFNEERERERMNAZER, fl0 , BEBE AWS FRENITHEEHFTESEEN
FedRAMP , FBEEFEEME NIST SP 800-61 Eff LT L RIEIERE) PWER. KRN , ELRIERTE
AFDEBER PI) W IEAERE , FERNAREN D EERE R E i M E A ERNEE.

AAWS FNTHEEHEESHEEFNER , Bt AWS HESEEXRK , UEEZESHEENRE
PhrsiE. R SR , AWS “é‘ﬁi‘iiﬁ‘ﬁﬂﬁﬁzé BHEZERNZERENET. LRTEREEH
B THEEEREENZ2RHEEE, AWS Z2EA0EEMFARPAEREUZS RSP ONEH
EEFERNEERSNERE)
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://github.com/aws-samples/aws-customer-playbook-framework
https://youtu.be/8uiO0Z5meCs
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
https:/www.youtube.com/watch?v=NeR7FhHqDGQ
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
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ARNEHEEFE4EEBEFENREBAR , UBENERMEEEEREBRS ., EEELNFESH
EEER , FEBERAUTHRNEFTE.

BESR

1. ERGHEBANEELZ2EHNACNER. EEIREHMNREK , 2%
- ABER (HR)
- HITER
« SEFEERFT
- BREAHEENRBAS (EEERH SME)

2. SRS ETHEMERE, B8, IREANKEA (RACI), EI RACI BRUAREREELE
HUBE , WHARSREHTRERNEE,

3. EEMHEREAREEENMZ AR (SME) 28 , RAMMITUREAEBEENEANKE &
BREEXEEHE, HiEL SME BYRR , YEBREHRE A EBMEREHEERER.

4. BXEENSERFINTERSEFERLREF , RAMMATURAENANERZNBNER.
5. REMNEHEEHENAGNSAEMNERRBNER ZRASRER,

6. EMRBEMARECNSHEETE  IMAFTEEENACNERT, ERNELER , LHEE
HRLZLEhEAHHALFRNEE,

7. EHEENEMAG, EEN RACIBX , SBEENEBEEIATRETEE,

T AWS EIEEBAN &

- AWS XiE

- SERMEEAFR , IXELERREIEEEEND | HBEN AWS R FREESKINLE
BB, IREEEFRNXEBENESERUBERE. BENRENL AWS RIE | B LLERGS
S AWS ERARMINZEFTE,

« ZELLAWS EEFEA PRZESL (BFEEAN) EADLBIEED , LUEEHE AWS ERHN
EEFENXE, ¥ Z&E WEEH AWS Identity and Access Management 2%, EEBEEE
X R FRENFEEA B8 8B AM.

. AWS EFE = E EEB (CIRT)

- AWS EFEHOEEE (CIRT) R —EZEMHNLXRLIK AWS B , EEFIRNERRZEEHH
BARFRMHXE - AWS HFEEE,
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https://aws.amazon.com/premiumsupport/
https://console.aws.amazon.com/support
https://docs.aws.amazon.com/awssupport/latest/user/getting-started.html#accessing-support
https://aws.amazon.com/compliance/shared-responsibility-model/
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« B AWS CIRT XEB&H , SR AWS LN AN ZESEHR{IBNER S ENEHE, tfiq
EBEM AWS IR B HBIETRARR 24 , YAGRAERNES., iRtz ES

MREEY , LGSR ERBERLEN.
- AWS FFALUZEIR 28E EFI78% AWS CIRT,
- AWS Z2EHEE

« AWS Z2EHEE 7 re:lnvent 2024 8% , R—EHAELLEHEERE , e TR EREN
MABDE, RESHEEFTE GuardDuty FAERR |, UREEZE AWS Security Hub CSPM i
ToENEAE=FRELER  EEEERENAEERIRERETS, ERFEUREAORY , £

EEIEINLLEHREREMRS , W AWS HERE 4O EEBEE X E,
« DDoS ElfExX 8

« AWS £t AWS Shield , EFZEZEN D BNIEERTE (DDoS) RERIE , TAHITHR AWS B
Web FEAERNIZHRE, Shield RE—ZHEBNEINBEBAREREER  TKEREXSKE
BAMEERERIK  EFREFBIE & BT =48 DDoS &%, Shield EmEE#K : AWS Shield

Standard 1 AWS Shield Advanced, EE 7T fREMEBHRNZER , 552 B Shield THEEXX .
+ AWS Managed Services (AMS)

« AWS Managed Services (AMS) AIZREFEEE AWS B  ELEIEECHWERAER

L. EBEFEHEERRENREEYR , AVS BBRBREEERBMNELR. AMS ATEBLERK
B, Bl BEFER, B2, BRAENER. ReUNEARE  MARHAME, JTHIXER

LAY ST A B HI AR TS .

« AMS S EREBREAREHEN  YRHLFERANE —RREERSER. REMBE K AMS &
HE—ERENEBCNFDEFFMRRIBLD RN -3, ELEFFMEE LRYPBE AMS

BEEHET | EMEEMEB AMS REIEMHFAELEE,

HESHCERE

SHORTERREESHERAENRBENER, EHLREFTERMALERAXFF, SHEEFEER

FETHES :

- SHCEBEBES . SRS AR EEBEY B EMEEE,
- ABNER  IHEHOERNERRA  XFERBEMESHRERNAE,
- BHAE  FAREBBER , AREESHHBENETEN.

- REBAFN  REEBREEABAEASHBEANBRAS L. BOIRE , AWS Wickr iR ERH

ZEBHNBABEERNEARER,
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https://docs.aws.amazon.com/awssupport/latest/user/case-management.html
https://aws.amazon.com/security-incident-response/
https://aws.amazon.com/shield/
https://aws.amazon.com/shield/features/
https://aws.amazon.com/managed-services/
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- EHDRHNEERMERRNITE  JIRE4DEBHME (FIER., 24, HR, DFRER), 28
EEIE LR R EREU S R B

- SHBRENNERIEFESR  FERANMSBEEHNERENE. NMEESHNERIERF  UREE
HERBHREREFFATE,

BETEARRNERN L RAHERELEL , ESEEBNSHEEFENRE —E_-N. ELFEY
RESEABNSHEERTE.

iR
MENREE

- SEC04 158

FEEASLHF

- AWS Z2EHOEER
* NIST : ENE S EHREERE

SEC10-BP03 {8 2h AE
EREBHREZH  KHRERDEMAZE  UBHELBHRE,
RBULBERBHOBRER : -

BRASBBEBNBEEARN AWS, NFERKE AWS Bix PREEBIENEEZEH ,
AWS Eiw 7 YR TR IR R

s
W%
8

REEMNREN AWS 1RF B2 , FERENERRBRHTEEER S EFTE RN :

- WK : KR AWS HES , Bl AWS CloudTrail, AWS Config, VPC R HESMEMBR A,
WEZZE AWS ERIVRE, B MEREBMEE (WRBERIFE).

- BRE  REZBHEINANTLMEBPEAMKENESR,

o O DBENER , UTHREAIRPEEER.

- HE  ERSEERATEENESR,

SEC10-BP03 % Th L 148


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
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BFESR

EipERRE
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240t AWSIRE |, MELRTUASEEE—EEMETER, SRULMERBAMEN (OU) BIRFEHEE
—& , ME-BUNEA&ETEE,

WESHOE , EREEUTXEEADEIIEN AWS IRF &8 , EhaER et OU MER OU.
rEEEM OUF , BEEBEE THIHEBNIRS
- BEEFRE . ERAARNFFIRE R FEEFE AWS 1RF FEYHES.

- REMTE  BREMBBEPELZLTE AWS IRF ., IIRFEUAREMRBNERRRERE
B 5 7EF,

EEHBOUR , BAUREALEMENSRARHEF—IZAERIRS , ERABEERS&ZESE
EBENEEERNME, WREASEEHEBLERIRS , ARSI EF AN AWS EREML | ¥
B ERERD A EEER, Fli , MREIEEZBERE (S EELEP) EHE (us-east-1)
FMEEFEL (REM) (us-west-2) HETEE | BIER OU HEEMEINRSE : —EAM us-east-1,
S — @AM us-west-2,

BRI AZEREETER AWS IRF . BE8& AWS ERERHIXIRFIEE ML, UEERENEE
BEHER, HEFMRFEE-LRE , AtXRAESHETNRRERIRS  UEDRERHE
it fE RIS LR P AT EIFE,

TEEREIRFER  SREFEERSESKRSVER OU
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https://aws.amazon.com/organizations/
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SHOENEERESIKRFER
R ELfE 1 AR R

REEBRANERENRD  BRERLSETEFNERAFREE. BORBE TR
HRRBEHNRSME. ETLE AWS LRBEEERNRE. RETALRETLEFORMY
. HHS AWS B, TUERBNERSEACRKELE. NBEHEILHONERZBENS
ENHBET  HSREONERS RS NEABRRRL BT EE,

RERESRPRRBSFELR , BLRFFEORERATENRE. UEFBERERONES , F2
BIE AWS HRERHHN 10 AZ£HEEK. RTHEARBOHNZT2 2, LERXERNEBHNE
REF  UHERERENEMNESF RS NRBRER,

&

ERZEE4HE , SHEEERLARAREZERENDTRER  BRESSHRAE BN ERE (Hlu
IS ESHHERMEEN B , E Amazon EC2 #TERBMERRIEN), SHEEBKTFE
WEMRRIREERBMENER , AHRHEER ABHTEENRFE. A, FHREAEES L
BARHER, ENELERR , SRETRAZRNEEERNBEL,

AWS BEBREHFZEHBNLER , ARIRUATHERER. ELERERMERBNETFEEEN
EREAES, MAELHIE-—RBITREFANSZRE  BFREBRE. R, TENERE
F, ZBRREMMS AR MV ER B BLERR,

&R

MBS A

- AWS ZeEH DR - FRESThEE
- AWS ZeEHOEER - EHER

- AWS Eir PHEBRERIFREK

« WATE AWS 1 B B L IERER R E
- AWS LRSI - BBV S4B MEE

THEAR
- BELEHEIEMER

FEAEBEE A
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https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/services.html
https://aws.amazon.com/blogs/security/use-backups-to-recover-from-security-incidents/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/develop-forensics-capabilities.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-b-incident-response-resources.html#forensic-resources
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
https://aws.amazon.com/blogs/security/how-to-automate-forensic-disk-collection-in-aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-incident-response-and-forensics.html
https://www.youtube.com/watch?v=f_EcwmmXkXk
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- BEtEHEEMERLEE
« Amazon EC2 By B Bh{v &5 1% 38 25

SEC10-BP04 BHZ AR Z £SO ERERFM

EiREHLERENRET D ZHERFFM. EHEEEFFMERARES , URZESHBLER
EEBENLSR. REBHNEBNSRELT QRN EMEL RO A SR TEEME,

REV M SEBBRNERER : &
BFHEs
FEstEEHRMIBYEFFM, S :

- FHIES  BHEERBNSEHEYEFFM. ESRIELRE (DoS). PRUBNBIEAREFR
&

- DHREAEERIIRE . BHEEHALLBELRNIRE (Hl20 Amazon GuardDuty FAERR) &
V#TFM. EEUWE GuardDuty BERZRK , FMERMHAENIR  SBREETERNZKIE
BB, MEEZEEMEBEANES , F2EEE GuardDuty #ENZ LM,

EFFMELERLsMAETANRZNESR  UEXSBAENBHEEN LTS,

AWS WEFEH4EEER (CIRT) BE2A 2SS4 EERIEFMI GitHub F7FE , fkEEBE, BR
MEREE, ELREFTMIULURBRIFSLEENEHLERSF , AUERRNZEHEFNER,

BESR
EMWAREFFMEER S

- BEFFASE  EnEFFRUREBLREBIEMH? BFFMOBRERME?
« TR HBEHROIFEVLRAF, ERREHMNEBCLTE ? FHNEANRMTE?
- BENGELE2HREF  #2HEAD  HBEREFAAMN? SERNERRANEETRME?

- ORSR  EEHOENESERER  BREUBLBNTDER ? MBI THESEH 2 BEINTH
LREABLUED AR ?

- B EHNERARNRM?
o A HIETREHE N SR ?
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https://github.com/awslabs/aws-automated-incident-response-and-forensics
https://docs.aws.amazon.com/solutions/latest/automated-forensics-orchestrator-for-amazon-ec2/welcome.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_remediate.html
https://github.com/aws-samples/aws-customer-playbook-framework/tree/main/docs
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- BE  REHBMGURMEEN T XAM?
- RER  BEBRRETFBEBRNAXAM?
- BR  ZRRENRARIEFREFRALEEREN SR ?

- BHIRR  TEMAEARR  EFFMNRBERRTE?

BR
#8E3 Well-Architected R EET :

« SEC10-BP02 - HIEEHEELE

FEBASLHF

- EHEEREFFROESE

- HELESHNEHEEREFTFMH

- EYEERFTFMEHS

- EH/ Jupyter 2FFMA CloudTrail Lake & AWS E4 B FEF1TF M

SEC10-BP05 f& & E I ENE

BREHCOEEESE AWS FEAMENEREFZIER  UBERAEEETERAMENERE,
FEANRER :

- FREHEERNIRIES,

- ERREMIRE,

- ERMEAGEREFSEEIRE IAM T,

KRB MWREEEFHERBER : &

EfE5 5|

AWS ZEBR TR EIBRBRABRNKE K MEFXATREEMEREREA#S, REBRES
FRERSMRARIEEMNEESRE, HRASHERES , URSHEEEE K RMAIBRBEEFES
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_develop_management_plans.html
https://github.com/aws-samples/aws-customer-playbook-framework
https://github.com/aws-samples/aws-incident-response-playbooks-workshop
https://github.com/aws-samples/aws-incident-response-playbooks
https://catalog.workshops.aws/incident-response-jupyter/en-US
https://aws.amazon.com/identity/federation/
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SR URBANEEFIENERERRES., RItEED  FHESEREAZBSERVER (HlM
EHOEAS); IRERAENSRERANER  ISEFREEERLEE, NRBREGRE , £RE
REWE—BER AWS BFE  EREUEALEBERTREER. AELBRBHE , FAERLE
R RABRER.

RMEZREAZESHEEREY  FRTHERREH. ERMNBCERFER AWS Security Token
Service M TEMEERBERERAEFEENEE,

ERLEBES SO TATRANER , fl

- BEZASDRMEE (1dP) B,
- REHRRIARERSEFHSEFNEERRERBIE,
« BNIEBRFK (DDoS) EHIERKEEEMN 2B BETEE.

ELRARGS  BERECRENRSFIE  AHBAENRKEREN. RAEZREEAEFEER
ARERE  RITEBNEFER AWS EF. E8REEANREZREAEFIENER. FERSE
HEEERETER AWS NEMEERRVERFIE RMAZBFELHMEEBIRS. LERFEER
AW FEE , EXEZ I BENEGMNERE, YAUMTLECBMENSEERREESLERS , M
FHEBREUASHEENEPEINEFFRAER,

EREANEBNERAERACEAREER. BBHE IAM BERMTREARRNERAENACE
g  SRRESEAEESHRENENEFIETHE  XEEEEREANBRBBHER,

B EARRBREKY , RERTESETENAREETESTFIE, ATHIE—% , BIEF
FHREREMHOEEHENEIS I EEBLLRFINERE , BEFSEBTMRENBSRE
—% A (SSO) AR RREEEHEEFHE. SEABINDEE X EEFRLEBMNIEEIRF, RFEAE
RNERHSTENZERENSEEEZRE (MFA), NMREHOEEFFMESE AWS EE XA
WZEE , FRERTERETNSE  BEARZIFEAEEYEIESER, SUNUER IAM BUERS
PR AS 45 4 BUER (SCP) #1TE&E , I AWS Organizations SCP #J AWS Z& REBHHMmt. BRTEH
R EPRTE4HEEARNEENIN , FRETEEREMER.,

EEHHE  LASEFRERTEMRASBHNBAL , RIBBRE, BENEREED, FLRFS , £
RERINERFFMES  MAXKESERRF , WERESHTAER , LAREMEtFEERE.

EERAEHORACHEAREXIEENELRNRR  AILEREREABCEAAALBENEN
B IAM BRF |, BRRIFEEEFBAE , BRITEER AWS IRFRERE, MRFEREMRE (BIW , 5
EWRFR IAM FEERTTRE) , BEABLNER  HPATHANERFFM  RESBEAEZEAR
#HM MFA ZRFRE .
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https://aws.amazon.com/identity/federation/
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
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EEAEHEEAGRERE IAM BUR , FZEMEMH |IAM Access Analyzer 2KiR# AWS CloudTrail B E
SBKR, FEEEY , FRNEEERTFEFLERF LEANEACHFERE | XEBREFFMmA#H

17 TARE , ,\\EJE—IJ«XE_LE&%EE{”JW‘FFE%HEE’JEM’IEO EERUUAREBRERAEMRBIRFRNAE
SHOEAG., BURFLEABEEFFMEMER IAM BX , REEBENRREXREER, @R

f%?ﬁﬂﬂﬁ‘é@%ﬁﬂ?fiiﬁﬁ*\ ERARR. SEFRHEEANEMBENDREE.

ERSEHEEIRFRBEEEEM AWS 1RF PEBSHOE IAM 6, HARELARREREMRR

ERFANERERE , METERLAERFUERER MFA ETRE, ELABHLAEMRKE
FIEEERY IAM BURRIZHFEE. BEAFMBHELABR AssumeRole FRERFCEFE CloudTrail I
BURHREE K mEASLHSCRINTASERSLHE TR,

BIBEBLEEEHDR IAMIREM IAM A€ | RIS LIE R CloudTrail HiE KBS LR
ENAt, EHEHFHERSE IAMIRER A <USER_ID>-BREAK-GLASS K IAM BEaHmE A
BREAK-GLASS-ROLE,

CloudTrail & FAZR1E AWS IRFFPECHk API JEE) , BEARZEHESHEEACERBFENIRE,
BESEREY , EFSRECEABRESRUMRTERE, BuLUEHERE , UREESHOE IAM &
FHEIM AssumeRole EHHY Amazon CloudWatch 1E1EERZ R4 Z BB E4

T
r

{ $.eventName = "AssumeRole" && $.requestParameters.roleArn =
"<INCIDENT_RESPONSE_ROLE_ARN>" && $.userIdentity.invokedBy NOT EXISTS && $.eventType !
= "AwsServiceEvent" }

HRE4CEACARERRSNFEIER , Rt X B ELREERGSERFE , WIRLIRIERIT
B,

EEHHE , OEETREFERFIRE IAM EEREBENRK. HP TSI E Amazon Elastic Compute
Cloud #11T1EE. Amazon Relational Database Service & E = & B ENRTE (SaaS) F A, HZIES
FEHRIAE , MAREA SSH = RDP ERAEWE , AWS Systems Manager Session Manager & F
R¥ Amazon EC2 #IITERMNFIEEEFIE, ZUUFEARTELHSEEZN IAM RZEH LIFEE, &
AT BAEA AWS Systems Manager Run Command X4 R B 8L BFFM , kB EHE
HRIBEEEREE, NFERENE=FITENTFIE  RMEZEFEURRRFMFE AWS Secrets
Manager # , Wi FRER TFTEHEEELE,

K%, BRE4ADRE AM ERERFNEZFEXFRENAE, REHENHEBEEFD  YEHEE
AR EEER |, EREAFRANFEG

&R
BRI -
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/permissions-management.html
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- EEW AWS RENTREAFIE

« AWS £ EHDIEIER

+ AWS Elastic Disaster Recovery

+ AWS Systems Manager Incident Manager
RRIE |AM fE A E R IR F B ER
- EA AWS PR ZEERRE (MFA)
- £/ MFA RREBIRE ZEUE
« {8 IAM Access Analyzer RE4E 1AM B
« ZIRFIREH AWS Organizations FRIGIEHIBEEN RIEEH
o MEIESEA AWS IR F R 17 S 88 R i OB A
« A IAM ZEBERRE VB TERERETA
- ES2FW

EEERH

< #& AWS EVE4E SR B B
- BITFM. SHBRESNSHDOER DIY 15/
- EfFHEIE AWS RIEFHNRZLEH

SEC10-BP06 FRStHELE
BRZLABEAEAHENELTE  UEEBEEEERNHEM.
KRRV U BEEBRQRBER : 5

B S

HZEBCREORNIREEDGE  BATUER AWS REHNTE API MTES, BN S2EE, #
BEe, EHRRENERDRT2EDY  AEARENAPIRBRABLLESELIIE. BEZ2H
Bt SNRETUER, ERNRBEOE MAERRARERENZ eI FHEIEEH.

NRENEHOEEBRSEUAR SO RRE  REeERRERERENER. BERENER BB
Arg2EHKRIREFHR A MEERE-RIFEAKTEGIEE K IARFEBTSENRE, BBLE
ReEHREERN—RREENYRE K FARREBRVNBERNES  AUREBRBREREBREBNET.
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https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://aws.amazon.com/blogs/security/how-do-i-protect-cross-account-access-using-mfa-2/
https://aws.amazon.com/blogs/security/use-iam-access-analyzer-to-generate-iam-policies-based-on-access-activity-found-in-your-organization-trail/
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/blogs/security/create-fine-grained-session-permissions-using-iam-managed-policies/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
https://www.youtube.com/watch?v=f_EcwmmXkXk
https://youtu.be/E1NaYN_fJUo
https://www.youtube.com/watch?v=8uiO0Z5meCs
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BSEFEEBRK (Bl Amazon GuardDuty, AWS CloudTrail Insights 1 Amazon CloudWatch 2%
R TURRE RRERRENE R,

AL EBEARFAAABEFTNLREBL , UREFBEF. ERBHNBREXN 2% |, &7
RZEX D BATTHESE  WRBENRRANITHEE, OEASEZTUAHTHEABREER
H, EERBNER LU ERESHNSREDL , SREBEERERINERSEMH.

ELZeREYPE  LFEEEHNEXEBEFUREN T BXEHNZEEENFER, EXEREEGLEE
B , MEHRSEREINEECRELE, 1BE, BA. RENRECEHEMAIEHMNREREZEBREE,
W BREESEFERc TENERIG ER Amazon Detective,

AWS #8 200 ZEERBHEMBTEINE, RAEZBEFXTEL LS4 D RREHN R,

BRT HESEEE 2SN MERRMBNEFELER. R UHBIRME AWS BRAEZEBEN LT
X, B ATAREE,

BFESR
BRI ERE B A BUETT 2 AT IR ER
A2 T AERESH T E B R &N T

« REEHOFER BECHERRE
« SEC04-BP01 5% Br# F FE A2\ A 5550 8%

AR 2 & BR# A ST R ARRI A [ FE

AWS REHER, FERHAEERINE  MEARETRAREYBTRSMRRTENES, NERS
EHERBEENRSEE BUERIEEENEs S4EEEE,

HEMBEFRIC R

MERAWEREARGNER AWS ERNVHEBEABNEBRAN LT XEATRREE, AITIRE
HN—EBREREARBNEN , ke8P RERERIE AWS BR , TESEAEERNREE.
FBAILRZER , BN, #HEE. RE. RENENERURERENEMEGERSEER.

A — BN R R I R PORRE B AP RIER AWS ERERNIERESR , KM INREEREAE TR
BORAEEBERNERE. SRETUMEARBERABLHNES, WFERFRLATNFMENR , F
SRELLEH AWS EF, BEBELAEREEREABTEFNERR, <&  EREFEEBHBTIE
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https://aws.amazon.com/detective/
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-a-cloud-capability-definitions.html
https://aws.amazon.com/security-incident-response/
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
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LREE. MFEAHBEFENBHMTHFAES  F2EEA AWS ERBEMRHIZHBER (SCP) &
1E AWS BIRZFEE R

R

#8E3 Well-Architected R EST -

« SEC04-BP01 5% % BR %% M FE FAF2 5 H 3650 8%
+ SEC04-BP02 EZX/v W BRI B, AELERMIEE

FEBASLHF

- Z2EHOIERN B SR ERER
- EADEERDEESR

rEREEE I -

« £ Amazon GuardDuty Hl Amazon Detective # 17 B & {8 5 52 5 fE
 Security Hub ffi5t &
« {#F Amazon Inspector & & wE

SEC10-BP0O7 17185

EEABEEREARNERER K REEZHERIFEE QLS EEESHDRREIRREEN. HT
B (WBALER) RUTARSTHIEN —BR . ERECAEREHANZEEHRM , EER
BIEEEBRESHEENKR, EMNEF (TTP) , Y AFEBTRHCEELTRARERERERNE
BREREEM4 , RERANMFEESHEERD,

BYNREEBNED SREEZEED .

- REERREEENZESHLRBAENE D,
- ARTIENITERENERERER,

- REBENEHOEHE  SEBBRNEHRSGE,
- RHEBZRENHHEE,

AREV M REBBFNERER : F
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https://aws.amazon.com/blogs/mt/implement-aws-resource-tagging-strategy-using-aws-tag-policies-and-service-control-policies-scps/
https://aws.amazon.com/blogs/mt/implement-aws-resource-tagging-strategy-using-aws-tag-policies-and-service-control-policies-scps/
https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-a-cloud-capability-definitions.html
https://catalog.workshops.aws/guardduty/en-US
https://catalog.workshops.aws/security
https://catalog.workshops.aws/inspector/en-US
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E1Eg5l
FTENEREAE=FE .

. EHEEER S HEESEREERNBRNESE  SREESHEENENRANACNELRE
YEACRYNBETENESFTM. SHERELEETEREESH. ERESHARENEAR—
BRNEH. SEEEERNNRETH  AHASRER. ABNBE. BFENRTETTRR
B—%  EE4EEIERSSENEREABE TS HERERN—55,

. EREEER  ENEEERESTS4EMRAS (B MEERESEE (K 2 HNHEE
B, EBmZESEEHD (SOC) WREMR | Bt A aSEREESEE4HRES AN L mFE
FA. AHELEARERRTBREEE L EINTENEMRAMR. ARERHE SR aE
BERGESAE  GEERRATT, AEREEEMATN  TTSHSEUMH. TENLES
{8 TR0 IR T2 (SOP).

o AIBEERER | EARGEEEAE | 305 (I AR | WEREEERENEEE ER—
BEE, ¥ (BN F-20ERBERuEENSERE | SHOMRYEREANENTER
HEEENITL, BAIREEERTESEA NN  BEETSLHEMES | RRZE

TEHENREEXERES.

ZRERHETHRESR, SEERERELAFIUASEENZERBRMABFANGTE , FHILETH
BERRTEHRNEREE PINK LRERR) REEF  ARBEAESMNERER (IBEEER
w), CERRBEINZERAE., BRVUFTFENERRENERER, ARNEMENREIRS , FL
EFURTEEENTIBRRERR.

BESR
EMCEENEREREAM  EREREITIIEFSR

1. ERROVERTE : ERRBFREEENER. EMEHRRESREMEEN LT,

2. BABERNEEARA  RERERELFERBERGHENSRE, REBIFR TS RER.
BARFEERSRESHMNEBRA.

3. EENRIERR  MRBERRZAAT , AURFEEREEZENEMUAERER, BIrmENE
BERALEERNE L,

4. REER  RENEESRECANRELN RENSSEENRSERNENERER). BHEAS
e R R B ER E ARG E | fIRETRRSIFERERERRSRE | LREHEAIN
=o

5. REERET (AAR) : BBIERIERVMEE., ATUASCER RS , URBENEE, AAR BEEEE
MARMEURERENERSEHNER2ED , MEERRNEFRERERIIBE,
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&R

MBS A
- AWS EH[EIfEIERE

THEAR

« AWS GameDay - Security Edition
- HITERNRLEHEEER

(33

RERETEHEENZL. EERRIITHLEMNBERZEEANME. RESHEUTRAERE : &
A, 2, BHl, BERFMER. TRPATKRIELEERMNBRORA,

B BR gi&

=Rl WEBENRZLEH.

pakii BEZLBHREAEH , YTHEHNEER.

B BEMPAURHLLE4NEER,

BER BREZE2E4HBANARREERIA M. B
EERZE2EHNEMBERE,

#EIR BRFEERZEEANZ2NE | WERELERRK
UHRRERBERE,

EERREMAZODENRERLSEHRNES , MEXRNAEXEAENSAROE, SR ERLT
BEREHMAMTE. BHRR , BRI RBRERBHEHES R LA Amazon S3 fEEITEHIEHF
RN ENEES R, Wi EERRT—EERFHE. EEFHNRKR R , BARFERE D
#, LT BERBNITBRERER.

BMEAR, RENMEMNTEER  SREFREVNANEE. it , FRREF-—SNREEK , %
BEEMEREATFREEN,,
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://www.youtube.com/watch?v=XnfDWID_OQs
https://www.youtube.com/watch?v=63EdzHT25_A
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EEH—S T, 5B AWS Security Incident Response Guide ##J Operations —&f,

EREE

REEZTEHEV , AHEASAVNRBRENE I U BXEARREDE, FEENBRERREBHNT
EHNERNER  UEXSANER, DENRAETRBENTSEMHMNEED. B TRNFE, M
TOEEE  WEMRERSERE, THRFTHBERZBABREEMENDENME  UAEEEMAE
RTEREE.

REEK

« SEC10-BP08 BV Rt EHHETRIZRE

SEC10-BP08 B REEHFEEFNRE

BEFERBGEINEBNREARESHESD , TMERMXEEHDOERED , ERPHLEHEERE, &
BEFRESH SN GYEEEEHENER, RENIBRKRTE , TERAAELREMRE , EFL
| ReRER TER B R MR X ERE.,

REV N SEBBRNEMRER &
BFES
BEFERBRHIIRFEEEN AU ESBRERNUTEE

o« TEERHR B REBMHBAIRE ?

- BREIRETFIEBLEAR?

- KEBHEIRENETEX?

- EERENZHEEURSELK ?

« MAERFRECRE?

« BRNARAREMLERNEBFEFREZE ?

LRBTEZHSEHERBEA , MEXFITRRETENRE,

BESR

BRTRIRFRFIN S B RE R 2 BAGRE ERBAEAERETESRAEE EMHHERI TS
ECENEF) FRFEE, ERELHE , AHERBRERAFNR
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/operations.html
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- EHRMTE?

« B-KERISHNER ?

- EHNEBIAEK?

« MERFEEB B HIRE ?

- BRBLERE, RBEMNER?

- ERBENEH?

- BEFEMMERE?

- BEFEMMETLE?

- BERENEFRABIREREACLESH ?

« BEUTHERSFWEAUREZR

- A¥YD
- FEMENERERLESAZ  YHBBARERRHNG ?
- AMMREBROEREEMBESHAFNEIIED ?

ENBEREECEmMERTHRER?

O

S
=RAERRENER?
BRI RFEERESHHRENERF ?
« BRERDLENRENER?
+ OEASREBEAEEFIMAMEFENEFALLHE ?

- BANRERERERANMEED , RN K HIZE 2

« BANAAERIRBHEE 50% ?

- EEFENELARE  SIREEHHLMESHRYHMNREE?
- BANIEREAMNYEHMETERNAE BS/2)?

o RIS RER I B I RIER S R EBIRE ?

o ABMATEERBGEIBRERSHBINEE?

- BEYEFENARE  ERNAAARETCEFIFTE?

- BEENARECERSEE S REANRENRBRAM ?
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EMRBELRFHSE  BAFARY  HBERNEBNERNER  URNASTELTER , MERHA
M REHFEFIRFERELLNRE. REBNEEEHERIFIWASHERRE , XHENFER
BRAHENRERTD

iR
FBASLHF -

« AWS 2B OEER - BEVREHTEBNEE
« NCSC CAF 155I - &%
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/establish-framework-for-learning.html
https://www.ncsc.gov.uk/collection/caf/caf-principles-and-guidance/d-2-lessons-learned
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FRAEALZ:

FEREXEZS (AppSec) MBMAARE THEHNLREBHETRT. RBERAANERBRE, BF
REEBREEIBEIR , THRENEZEEZAEREBNZLEBY  UREREBILREBIIHE
£ fE,

FRAEARAZ2ARAMARBRRLEMBERY (SDLC) ERHREFFNERT D , AYRERETE
V-ERBEE  ERE. CERARXZEBE , UM IEELHEEAENEERR

BHERARARB L EERERG. BERRFETIFAREHNFMNATSES, BEESD , ALRERE
FF, ZREERORBARERNESR. 0, EXAEETERAREERAINRERRRRGIRIE
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https://www.aws.training/LearningLibrary?filters=Language%3A1%20Domain%3A27
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/devops-guidance.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
https://catalog.workshops.aws/threatmodel/en-US
https://www.aws.training/LearningLibrary?filters=Language%3A1%20Domain%3A27
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
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https://www.aws.training/LearningLibrary?query=&filters=Language%3A1%20Domain%3A27&from=0&size=15&sort=_score&trk=el_a134p000007C9OtAAK&trkCampaign=GLBL-FY21-TRAINCERT-800-Security&sc_channel=el&sc_campaign=GLBL-FY21-TRAINCERT-800-Security-Blog&sc_outcome=Training_and_Certification&sc_geo=mult
https://aws.amazon.com/blogs/security/how-to-think-about-cloud-security-governance/
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://docs.aws.amazon.com/whitepapers/latest/public-sector-cloud-transformation/accelerating-training-the-aws-skills-guild.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/the-devops-sagas.html
https://www.youtube.com/watch?v=CBrUE6Qwfag
https://catalog.workshops.aws/threatmodel
https://owasp.org/www-project-top-ten/
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
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https://www.nist.gov/itl/ssd/software-quality-group
https://www.nist.gov/itl/ssd/software-quality-group/source-code-security-analyzers
https://samate.nist.gov/index.php/Byte_Code_Scanners.html
https://samate.nist.gov/index.php/Binary_Code_Scanners.html
https://samate.nist.gov/index.php/Binary_Code_Scanners.html
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https://aws.amazon.com/q/developer/
https://aws.amazon.com/codeguru/
https://catalog.workshops.aws/sec4devs
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codecommit/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codepipeline/
https://github.com/awslabs/automated-security-helper
https://aws.amazon.com/q/developer/
https://aws.amazon.com/codeguru/
https://docs.aws.amazon.com/inspector/latest/user/scanning-lambda.html
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/dl.cr.3-establish-clear-completion-criteria-for-code-tasks.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=partner-type%23technology&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-location=*all&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&awsm.page-partner-solutions-cards=1
https://aws.amazon.com/security/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=*all&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-categories=use-case%23app-security&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&events-master-partner-webinars.sort-by=item.additionalFields.startDateTime&events-master-partner-webinars.sort-order=asc
https://aws.amazon.com/blogs/devops/choosing-well-architected-ci-cd-open-source-software-aws-services/
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/recommendations.html#secrets-detection
https://docs.aws.amazon.com/codeguru/detector-library/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/blogs/security/how_amazon_codeguru_security_helps_effectively_balance_security_and_velocity/
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://www.youtube.com/watch?v=AF-pSRSGNks
https://www.youtube.com/watch?t=1340&v=52SC80SFPOw&feature=youtu.be
https://www.youtube.com/watch?v=o1sc3cK9bMU&t
https://owasp.org/www-project-top-ten/
https://github.com/awslabs/automated-security-helper
https://github.com/awslabs/aws-codepipeline-governance
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https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
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https://aws.amazon.com/security/penetration-testing/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/security/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=*all&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-categories=*all&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&events-master-partner-webinars.sort-by=item.additionalFields.startDateTime&events-master-partner-webinars.sort-order=asc
https://aws.amazon.com/blogs/architecture/modernize-your-penetration-testing-architecture-on-aws-fargate/
https://aws.amazon.com/fis/
https://github.com/aws-samples/aws-codepipeline-codebuild-with-postman
https://github.com/aws-samples/automated-security-helper
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/dl.cr.2-perform-peer-review-for-code-changes.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-pull-requests

ZETHE AWS Well-Architected Framework

YEEA SR

 {#F Amazon CodeGuru Z4 I E HE#HTRENBRE
« £/ Amazon CodeGuru Z£ T B CLI , BHE1{58 CI/CD EEF WL+ R HEEER

MREH

« £ Amazon CodeGuru Z4¢ T EZEBENEEABRE

SEC11-BP05 £+t E 4 FHE Ak 189 BR 7S

RETRENERNSREEAMEBERENERLERE. EREHNELEZRRE K BMAREN
ERE , WRALAB P EANSR D T ERER,

FHER RTERSNEXNR A SN RNTEBEHAZECN THEEH. EEERANEFDRE
SSEMBE , H120 JSON HBIMBRERXE, EAUEFELEHMBMEARIF , itk —RE
MZEERREEERELEBN , LETRE. CAEESEBNLFHREABAERE , BEREH
HRERB < HKBMENE D

¥R RS -
. R B R I AL,
- BRARFES  ERLEMGRES,
BB EEBIES

- FERERTHBEEHRARZEDRERE,
- INETHBERERTAMEZENMEARENTFERER.
- BERERBTFWAGEEEHER,

RETUBEEBBHABRRESM : +
HEESl

RUETEZEASBRNENEAMEMAKEERLEREE. SR URBAIRREELIXNETES , M
FEERE-—BANRE, EESTETREHATEREAETRNAARHRE. CEZEF BT

SEC11-BP05 £ s {t E 4 ARk 1t ) FR 5 174


https://aws.amazon.com/blogs/devops/automate-code-reviews-with-amazon-codeguru-reviewer/
https://aws.amazon.com/blogs/devops/automating-detection-of-security-vulnerabilities-and-bugs-in-ci-cd-pipelines-using-amazon-codeguru-reviewer-cli/
https://www.youtube.com/watch?v=iX1i35H1OVw
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https://aws.amazon.com/codeartifact/
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/dl.cs.2-sign-code-artifacts-after-each-build.html
https://slsa.dev/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/blogs/devops/tighten-your-package-security-with-codeartifact-package-origin-control-toolkit/
https://github.com/aws-samples/multi-region-python-package-publishing-pipeline
https://github.com/aws-samples/aws-codepipeline-publish-nodejs-modules
https://github.com/aws-samples/aws-cdk-codeartifact-pipeline-sample
https://github.com/aws-samples/aws-codeartifact-nuget-dotnet-pipelines
https://www.youtube.com/watch?v=CBrUE6Qwfag
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https://www.youtube.com/watch?v=KJiCfPXOW-U
https://www.youtube.com/watch?v=pkPkm7W6rGg
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codepipeline/
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https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/kms/
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cdk/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
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https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cdk/
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/ecs/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/dl.ci.2-trigger-builds-automatically-upon-source-code-modifications.html
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
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https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/aws/new-code-signing-a-trust-and-integrity-control-for-aws-lambda/
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://catalog.us-east-1.prod.workshops.aws/workshops/954a35ee-c878-4c22-93ce-b30b25918d89/en-US
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https://aws.amazon.com/blogs/aws/new_deployment_pipelines_reference_architecture_and_-reference_implementations/
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://aws.amazon.com/blogs/aws/new_deployment_pipelines_reference_architecture_and_-reference_implementations/
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/lambda/
https://aws.amazon.com/sns/
https://aws.amazon.com/sns/
https://aws.amazon.com/blogs/aws/new_deployment_pipelines_reference_architecture_and_-reference_implementations/
https://docs.aws.amazon.com/codepipeline/latest/userguide/monitoring.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/security-best-practices.html
https://github.com/aws-solutions/aws-devops-monitoring-dashboard
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https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://aws.amazon.com/blogs/security/how-to-think-about-cloud-security-governance/
https://aws.amazon.com/blogs/security/how-aws-built-the-security-guardians-program-a-mechanism-to-distribute-security-ownership/
https://aws.amazon.com/blogs/security/how-to-build-your-own-security-guardians-program/
https://www.youtube.com/watch?v=CBrUE6Qwfag
https://www.youtube.com/watch?v=aznmbzgj6Mg
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https://docs.aws.amazon.com/wellarchitected/latest/framework/welcome.html
https://aws.amazon.com/architecture/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/operating-your-workload-securely.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/operating-your-workload-securely.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-in-transit.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/preparation.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/operations.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/post-incident-activity.html
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