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HEEEZAWS Site-to-Site VPN ?

BIFTERR , B Amazon VPC B W 1TER B EBEAE (AWS Eif) HRREHEEEA , 6
m, ERERMELRATBEE, BRI LUEIBEIAWS Site-to-Site VPN(Site-to-Site VPN) E#R |,
PR ERE B B LB IR EREERE , KA VPC FEERREE.

R TVPN EEE, —SARER  BEEAXHEDRIESRYN VPC NENIRSMRSRER cHNER, LaY
V& VPN X EMERERBEAHER £ (IPsec) VPN E#,

B &%

. B

« Site-to-Site VPN Ih&g
- YEEHIES VPN Rl
- LAY IEA VPN BIR

- EE

=
LUTRIEAHMA VPN WEERS

« VPN E# : AEEPBERIBEN VPC 2B R &R,
- VPN BiE : R UERFHEBMAWS 2 BEREEN NZER.

=18 VPN EE S 2™mE VPN BE , A EREAELEENESS T AM,

- BFFE  REAWSE FREXEEHBEEARAWSHER.

- EFFERE  hABEA VPN EEVALERNEREESBRERRER.

* Target gateway (B EFE) : —EBANE , RTWMAH IS VPN E#EH Amazon imiH VPN i
L

« Virtual private gateway (E#FAEFE) : ERAEREREAH A VPN E#Z Amazon ixHY
VPN 3% % , ATLLEREZEIE — VPC,

« Transit gateway (Ei#ifE) : THAREEZ S VPC MIASBEH BN ERHIE  tTREAUEH
vh & VPN E$# Amazon iwm#Y VPN i 2,

- AEFERBE : HBREZE 1.25 Gbps , BEBEZRZXE 5 Gbps HENBEHERE, BANEED
Transit Gateway =% Cloud WAN #J VPN E#R,

]
&b
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Site-to-Site VPN Ih&E

AWS Site-to-Site VPNE#E X E T FIThaE

o HEFRAEER SRR 2 (IKEV2)
« NAT S

- ERFLERMIE (VGW) ARSI E A 1-2147483647 #9 4 {24 ASN, MEBEFHMER , FSEE AWS
Site-to-Site VPN E4RH & F FERIE,

- EERIE (CGW) # 2 1 7T48 ASN |, BB A 1-65535, WMEMET |
VPN ERNEFFEREE, .

« CloudWatch 151&
- BEFRENEELAN IP it
- BSAINEEE , ©¥5 AES 256 {UTHNE . SHA-2 & , LAk H At Diffie-Hellman 48
- ARRENBEEIER
- BGP I#EREERH Amazon % BFTFAH ASN
- RB KR CA NAAEBREAWS A EBEREEN
- XEAWS Site-to-Site VPN K IPv6 X &
. REBEE IP HiEY IPv6 (£ IP)
« Transit Gateway #1 Cloud WAN EA\ER&EE IP it ( BE& IP) 9 IPv6
- BETIHHEENTE IPv6 BB IE
« IPv6 J\EZBiEE IP ¥ IPv6 REBE A IP (IPV6-in-IPv6)
. IPv6 SAEPIEIE IP H2E IPv4 AEFE IP (IPv4-in-IPv6)

nlh

28 T AWS Site-to-Site

B ¥IEA VPN R

WEYIEA VPN EEE TSRS,

- ERALERELN VPN ERTXZE IPv6 B, RE Transit Gateway 1 Cloud WAN X ENEBEE
IPs IPv6,

+ Site-to-Site VPNEHZE T X FEEE MTU 13,

« B —Site-to-Site)EIZEEERXE IPv4 M IPv6 2, LEERBIN VPN BEE T seEE IPv4
IPv6 3,

- #F IP VPN ERAZEANIEE IPskY IPv6 it

Site-to-Site VPN Zh&E 2
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o BEEERIREDN IPv4 VPN EELUER IPv6, EBNEMBIBENER , WS IHTNELS,

ok, ERLEHIEA VPN B, FER TSIEE,
« #& VPC ERZBA AIER BRI , EREKEREMIFERLN CIDR B,

EaY LA VPN iR
EAAER TIE—RERRYL ., FRRERENEAHEA VPN &R

« AWS BIE XA - 24 a1FE Site-to-Site VPN &JRH Web /T HE.,

« AWS Command Line Interface(AWS CLI) — BEZHAWSERIERE G , 4% Amazon VPC , i
£ Windows, macOS # Linux L 2%, AWS Site-to-Site VPN S5 A EEB AR EC2 @55l
8Eh

- MEGSHEEN—MKENR , 552 AWS Command Line Interface,
- METHN EC2 HBE , A¥ESite-to-Sitefn© , 2B EC2 S & E,

(® Note
BRI BETEEDSite-to-Site i S FE KM EC2 S HE

- AWS SDKs — R4S ERES APIs , B EFZERFMHENR , fINFERE, REFREFANE
REE, WEFHAENR , 28 AWSHBEY.

- B API - RHABER HTTPS B REUMEER AP B, FHZEH API 27FE Amazon VPC
REENFR , EEEELNEARNEREEREFHEEN  INEEHEUSEFRURERE
B, MEFMEA , 5528 Amazon EC2 API 2%,

[l

EE

RinetrySE VPN BEEFE (EME VPN EZAEMER) REBKWERER, MEFHMER , F2
B AWS Site-to-Site VPN# Accelerated Site-to-Site VPN EZEE,

RIZ S Amazon EC2 EIE R ZRBMER RO EBMEMER, MEFMER , F2E "Amazon
EC2 EEEE. EE LMW ER S

ERETINE VPN BiER  RASRREEILREEMEMNES. SEMNRSSKRDEERNERE
BER, ORWNER, MEFMENR , F28 AWS Global AcceleratoriE(E,

WA A VPN ER 3


https://aws.amazon.com/cli/
https://docs.aws.amazon.com/cli/latest/reference/ec2/
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/
https://aws.amazon.com/vpn/pricing/#AWS_Site-to-Site_VPN_and_Accelerated_Site-to-Site_VPN_Connection_Pricing
https://aws.amazon.com/ec2/pricing/on-demand/#Data_Transfer
https://aws.amazon.com/global-accelerator/pricing/
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# IPv6 bt B2Site-to-Site BIZE B FER T EEEENER,
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wn{al AWS Site-to-Site VPN &4E

YRE¥EE VPN EER R T A THEMX
- ERNERENEHRE

- EFREZXE

- EFRE

VPN E#ZE AWS ini EHELEREREHFERANBRBRN T FREHRHAME VPN BE,

MEIEA YA VPN BENEET | HBBAWS Site-to-Site VPN,

ERLEFE

& £ %A E B 8 2 Site-to-SitelE## Amazon %R Site-to-Site VPN $£h88, BRaEZVERILERE , i
BRMNAFRIESEMA VPN EZNER , B EZIERBLEER (VPC),

TEREREAERLEGRE , (LK VPC EEAZIEMAEE 2 B VPN EiZ,
F Region On-premises network

=

~
e -+
Instance |i| .(_Fa
YPM connection I\_x
Custpmer
gataway

EXRBRNERLEEER , £ ABERN Amazon iFiEEFE BB RFKRIT (ASN). WKIEE ASN ,
HEELATEER ASN (64512) BN EBRILAERE, BUEBRILERE R , ITEEE ASN, ZERE
EEAEREMN ASN , 7 Amazon VPC AN ERLEREEETFRBREFHMEER , SEA
describe-vpn-gateways AWS CLI S &EE,

ERLERE 5


https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpn-gateways.html
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® Note

E LA BB T X #ESite-to-SiteilEARHY IPv6, MREEE IPv6 X1 , BFEAEHBERER
WAN E 1T VPN E#,

Transit Gateway

BEhaFERERTE , EUURAREMRERE VPC MALHEMRRE. MFFMEHR , F2E Amazon
VPC g, ERUEYLEHIEE VPN EEMA SR REEER,

TEREREABRRE , LRZE VPC BRI FMIE 2BEH VPN 2, ERFEER=1E VPC &
BN —1E VPN E#,

Region

E On-premises network
= i ;
—
YPM connection L\_..)
Custpmer
gatgway

48 7E {88 B8 £ 1) Site-to-Site VPN ALK VPN BE& ( AE6 IP #z3t ) A IPvA = IPv6 5
B, I, E@EESENIEE P #thithy IPv6 ik, MEFMEF , FS2BE PN IPv4 1 IPv6 7
£ AWS Site-to-Site VPN,

BO LI A RS VPN EENEERE  #ERLEREERASEREE, WEFESFHMENR ,
2/ the section called “f&cf VPN E#EZH B ERE",

30

Transit Gateway 6


https://docs.aws.amazon.com/vpc/latest/tgw/
https://docs.aws.amazon.com/vpc/latest/tgw/
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EFREXE

'EFMERE) BUMAHWA VPN ERUREERNERKESIRBRARER. EUBRERES
By A8 A VPN EEERER. WFESFHMER , 52 H AWS Site-to-Site VPN FEFEFEEE.

RIBTER  FHNEFEEXEVEABEELEREYRBBRAKESRTE (KE) REEF , AEHNLE
Hit&s VPN EEBRBEE., &0 Site-to-Site VPN EIZREAIETE AWS HANME IKE HEEE
Fo MEFMER , FS2EAWS Site-to-Site VPN BB E)EIE,

WRIEH IPve ARNEEE IP bt , N EFBEAERESAZE IPv6 Eil , WAESHFER IPv6 U2
E1 IPsec @iE,

EFRIE

EFAEREEAWS HEYMNER , RXADFERR LNEFFHELE, ELBYFTFBHER , &
SRELENWHEEBEF AWS, WMEFMERNR , 552 Bthe section called “&F FFEIEE",

On-premises network

F Y Customer
—t gateway —
u device

Custpmer
gateway

HEMEA Amazon VPC #E M AH LA VPN EE | SRENRREES UL AT RRFERPRES

FRERESEARR, EREVMAHIS VPN EER  RMASRECSXENERENR , HKREE
E—-REFTEMERE. MEFEFFAEFTRNEEBNMEEENR , FSEAWS Site-to-Site VPN % F &

EBEE,

IPv6 & F Fi&

B EFRENRE IPve A\EREE IPsEMEK , B LIEE IPv6 fiik , AR IPv4 ik, &R A
A AWS BEFEAER CLI B IPv6 AWS FFFIE,

EFRERE 7
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EEMEHCLIEY IPv6 AWS BEFEE , BFEATHGS :

aws ec2 create-customer-gateway --Ipv6-address 2001:0db8:85a3:0000:0000:8a2e:0370:7334
--bgp-asn 65051 --type ipsec.l --region us-west-1

IPv6 it 4B REFRIERENEMBREIREEH IPv6 i,

IPv6 VPN E#%

Site-to-Site VPN iE#E X #E T % IPv6 fHEE :

. IPv4 S\ERBEER IPv4 REREE - Virtual Private Gateway (VGW), Transit Gateway (TGW) #
Cloud WAN X EMEZ IPv4 VPN IhgE,

- IPv4 S\ EBEIEEE IPv6 AEPEE - 7T VPN BERM IPve EARERN/E, TGW MEix WAN £
B (VGW 7% ),

- 55 IPv6 AZPEHTW IPv6 HAZBEIE IPv6 - AFFFEAINIPIEE IPsHRIPET IPs B9 IPv6 thik 1T
T IPve BB, £ TGW MEH WAN £XiE,

- IPv6 /A EPEIEEE IPv4 AT T - 7T IPve ABEEEL , ARFZEBEANER IPv4 EAE,
£ TGW ME& WAN X &,

EEFEA IPv6 S\ EPEIE IPsEI VPN E#E |, SFEEY VPN E#OutsideIPAddressType=Ipv6HF
EBE . AWS B8 A VPN BB AWS R ESNIRIEE IPv6 tbtit,

£/ IPv6 S\ EBEE IPsH IPv6 AEREIE IPs CLI i &4l

aws ec2 create-vpn-connection --type ipsec.l --transit-gateway-id

tgw-12312312312312312 --customer-gateway-id cgw-001122334455aabbc --options
OutsideIPAddressType=Ipv6,TunnelInsideIpVersion=ipv6, TunnelOptions=[{StartupAction=start},
{StartupAction=start}]

BT LAMER CLI S B MR IE 4 VPN E1E/ IPv6 describe-vpn-connection #biit,

AWS Site-to-Site VPN E4ZHYEBIZ1E

FBERLEHIEE VPN EEEREIRERERS VPC, SEMAHIES VPN EEBEMERE , 58
BEHEAE-—NLE P, MEBERBLERERE. E—FBREEEEAR (Fln, HiES
mEH) , MR RESEDRHIZBEU B IS VPN EZTANEE,

IPv6 VPN &R 8
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TEHETR VPN BEENMEEE. SEBRERLATETAES , MRHESH T, RABHE
MERE WRE AWS EfEAEMERE. & AWS FREHEEBENRERFES —EEE , BEMR
AWS BEWE  AISEHDREBEES —EEE.

Reqgion

@ Subnet ]
On-premises network

'fRnute;r x AN

Virtual —;I<—~' Custpmer
Subnet private : Y ; gatdway
gateway Router 4 o 1

YPMN connection

BRI AHEA VPN EEE  SETHEFRAEXRESANERBER  HESRKENREEA ,
SESEBENREET. B ERYEEHMS VPN BEEEK | BERTEELBEERER. &
A, AWS 2RHER

BEEEEE

BAILAERE VPN BENHEERE

- BEEHEE . SEBESE 1.25Gbps ( )
. KRESFEEE (LBT) : HEEERZ 5 Gbps

AR E BB EE AR EREER Transit Gateway = Cloud WAN #9 VPN E#E, WMEFHMAENR ,
B ARBEEEE,

E
¢

® Note

WAHES VPN BERMER TEHNEEPREREERKTHERETFFAENRER , &W
EEBENRRIEFAM, ZLEH modify-vpn-connection-optionsd R #l

BEARRE 9
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AWS iR B2 HIBIREE, MBEFMER , 5526 Amazon EC2 5 5|2Z Y modify-
vpn-connection-options,

REREEE

MEAELE 1.25 Gbps , AEMEEBIE I EERESMEBEE X ESIE 5 Gbps 8 & Site-to-Site VPN &
B, KESEEEEEMAREEZE Transit Gateway 3 Cloud WAN 9 VPN E#R, EHBR T HEA 76
ERMBAMENER , fl20 ECMP (BERAZEERE) , UERESNEE  YHRASEBENE
EBHEE— A 5Gbps, AEEEBESEAR THERARS

- EROERED  XBEARERERESRARN,. REBERIABERRE K ELRBEFER
AWS THEEHNMABREEN P OZEHETSTEER,

« Direct Connect &3 : RREPFFBER P OHFTHAERBIRMHES A E Direct Connect £ (10
Gbps+) WIBD B EELR,
[ 35, A] A
AEFEEBEEARAERESE , BUATESIRA
\EGEA AWS B
AWS [E3 Description
ap-southeast-4 T AME (REX)
ca-west-1 INEXEEB (= F)
eu-central-2 BN (FRER)
il-central-1 LA B (RIHER)

me-central-1 R (FTHABEE KN E)

EREEFR I

- EBAAEZEZSEHBEES Cloud WAN B VPN ##R, Virtual Private Gateway MiF ~ %1% ,
- VPN EENMEBEEHXAFEAMEBNEEHERE (2514 1.25 Gbps = 5 Gbps).

REFEEE 10


https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpn-connection-options.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpn-connection-options.html

AWS Site-to-Site VPN A% ER
« FXEZE VPN,

- FREEAMR O VPN I8E , fIIFAE IP VPN, BREAMBEHBREARBREEENEES AR,

« MTU RR#&IREF 1500 Tl E—F 7 R AAARRAE R P REEEZRE MTU M MSS K/,

- BEEZEURENBEUACAAEERBE, ELALMBRREE K RAREYFNEE , TEBEHER
RESKE,

- REEHEE IPNEFHIE (CCGWs) TRt R KRB R BERE LR,
- RE IP iUt E FRFE (CGWs) SRR B EBERRER.

- BUBER  KABEBRTEBEETZEH NAT-T EEEBETRE,

- FESRNBESURSEIBENRE, E-—TTH,

REBREENEE

MEARBE VPN BEEENHEBET , HSH AWS VPN EEEME.

EREHEIB 5 Gbps

HRNFEBEERS 5 Gbps WRARFEXR , LA LIESZE VPN EZE2BEM ECMP, i, &rLIER
ERAARBEEREEEREMME VPN ELR , WHEAELEEEFEA ECMP , JEE 20 Gbps R,

AR E WYIEIEEIE AWS Site-to-Site VPN

REFRHERTE AWS Site-to-Site VPN EfRBEIZEN RIS , WEEREFEM, IKE RAMINE
RESEAXSH, SULEELRERE , U&EL VPN EENZ SN, M, UARERITHER
BREM BN ER M,

AR R &R LARS B RV B E R IR,

(@ Note
BLEEREEELETERE. HlW0 , IKE RAEMEFEREEREE : ikevlF ikev2, M
BIETEESEE , AIFMAERESSEZEEZREMABEE, 12— TUBKRETEEEEIRIE
BB ATESRE, fln, RERAEN ikevl AR IKE iRZS |, FR—T ikev2 §HB
BRo



https://docs.aws.amazon.com/vpn/latest/s2svpn/cgw-best-practice.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/vpn-limits.html#vpn-quotas-mtu
https://aws.amazon.com/vpn/pricing/#AWS_Site-to-Site_VPN_and_Accelerated_Site-to-Site_VPN_Connection_Pricing

AWS Site-to-Site VPN EREER

RMHFEA (DPD) &EF

DPD R4 2 BIEIBNYE . DPDRKA 30 ¥ , RN VPN ImEEEE X KBHRFERE
30 WSHERDBEN, BULNUERE 30 LES,

JE5% : 40

&S E1E
BAEBNEEER (DPD) RE 2 ZEHXKIMWEE, B IEETYEE !
« Clear : 34 DPD RIS R IKE TEMER (5L BE M ERRIEH)

« None : DPD &2 4 B AR EUE T B E
« Restart : &4 DPD REFHEHMR , FENME IKE TERER

MEFLZHMET , 5528 AWS Site-to-Site VPN B8 R EiEE,

JE8E% : Clear
VPN EC&%i818

BB EHE VPN BES , BAILFEL IP 224 (IPsec) BEEIL., MEERESRRIIE (IKE) X
W, AR A EER (DPD) BAWHERSNFAER.

WEFMEER |, FS2EBAWS Site-to-Site VPN B3,

ATAMBFEIN : json, text
IKE RRZAR

VPN BE AW IKE R4S, BaLiisE — A= ZEFERE,
FEERME : ikevl. ikev2
BIEREE IPv4

VPN B8R (REF) IPv4 i 858, #AI1E 169.254.0.0/16 BEHISEA/NS /30 # CIDR B
i, CIDR EREFAHRERLERENFIELSEHILS VPN EZEPXERH—I,

(® Note
CIDR EfftE@FEE LN AEEZEPFZTERH -, B2, MRTCHTA2H— , BT
EEEELNEFBELERER, EEREE LMW Z{E Site-to-Site VPN Ei#Z - SEFEHE
B CIDR B8 , 8/ UR1E,
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UTAFEEN CIDR B , EEER :
* 169.254.0.0/30
* 169.254.1.0/30
* 169.254.2.0/30
* 169.254.3.0/30
* 169.254.4.0/30
* 169.254.5.0/30

* 169.254.169.252/30

A : £ 169.254.0.0/16 EEH HX/N% /30 IPv4 CIDR K EHR.
RAHANESREST

AALARASRNETRER
- BE — FAAHAN SRS EETHRAESite-to-Site RIEH,

« Secrets Manager — £/ FHRFAL LA 88 AWS Secrets Manager, #%E Secrets Manager
WEFMER , 5528 FH Secrets Manager {88 % £ &g,

BEXENER.
- BE _BEARRZURERSEEE 1.25Gbps ( X ) o
- KRB — BERR , SEBESXRS TIE 5 Gbps.

(® Note

AR EEAREZEREHRBESR Cloud WAN B9 VPN iE#, Virtual Private Gateway &
R E I ThEE,

BEAE IPV6

(ZFR IPv6 VPN E#g) VPN BEERA (REB) IPv6 it &5E, BA1E fd0o: : /8 BEHIEE K/

# /126 ¥ CIDR [E¥f, CIDR EREFEAMHREHFEENME®LAYH IS VPN EiEHhNAERM —
M, MREKRIEE IPv6 FHEE , Amazon & BB IL £5E FIREN /128 FMK ., EREIEE FRK
= Amazon ZEE , Amazon #HEFEH FHREKPE— @R AL IPve thit A ERE , MENIR
SEAE_FTHAMN IPv6 Hhit,

JEER{E : EARHE Tdoo: : /8 EEIEHF B K/NA /126 IPv6 CIDR FY[EHE,

BEBEER 3
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SAEREE IP HhukFE A

SEB (HAER) BB IP Hiubdy IP HubEE, BALEE T E S —@i&E .
« PrivateIpv4 : EAFAE IPv4 bk iEiB Direct Connect 3fE Site-to-SitelB#Ro
« PublicIpvs4 : ( FHER ) SEAINIBEIE IPsHY IPv4 thiit,

. Ipvé6 : EASEEE IPsil IPv6 Hbtit. 13218 258 B A S8 RE S Cloud WAN i VPN &
#Ro

ERER BIpve , AWS € HEIA VPN BB/ AWS iHERESNSPEE IPv6 ik, BNEFRESE
BXNARE IPv6e Bt , W HEESHFER IPv6 inBE I IPsec Bil,

JEE% : PublicIpv4
A1 1Pv4 #8 CIDR

( £fR IPv4 VPN E#% ) VPN BEEWEF ( AEBERE ) iwfE IKE FEER 2 XIS HAREERARY CIDR 8
B, LhEEARRERRKE  EFFRFNTRERS , BA R AWS ERBHEE VPNs, TXEMN
HERABERE VPNs AWS , RAEMERFIXZESEEHEABENS BEHRBNED. EEXE

EANMEMEFFEEB VPN BEBERAN IP B, EEAEENKRARERE,. NACLs N2
BAARZERERRERE,

F&&% : 0.0.0.0/0
Eim IPv4 #88% CIDR

( f2BR IPv4 VPN E#2 ) VPN BiE AWS ixH) IKE FEER 2 35 AR PR E A /Y CIDR 88, LLE5E
ARREZREKRE , BT SRETRERSE , BA AWS REAKHE VPNs, AWS AXEUBRA
Ef# M VPNsA R CMRZEME BRI ENEGE , WREHRAEN VPN FEZREE (ECMP)
ZIEETHE. R VPCs , EEBER VPC Y CIDR #E., HREHFEE , EnEE2REERE
VPCs% @ CIDR &E,

F&&% : 0.0.0.0/0
Z# IPv6 4% CIDR

(f£BR IPv6 VPN E#R) B FRE (REER) ik L AFFEIR VPN BE# T B IPv6e CIDR #E,

H5% : /0
=i IPv6 #88& CIDR

(MR IPv6 VPN E#2 ) AFFIBIB VPN BEBEFAK AWS & IPv6 CIDR &E,

H5% : /0

REREIEE 14
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ERAEER

B EX 1 Diffie-Hellman (DH) B 40 5% 75
IKE 335 HIPEER 1 FRARFRY VPN @B DH ARG, B EE —ERZEERE

FEERME : 2. 14. 15, 16, 17. 18, 19, 20, 21, 22, 23. 24
B ERX 2 Diffie-Hellman (DH) B¥#H 5% 75

IKE 335 RIBKER 2 FTAREFHY VPN &8 DH BT, A lisE — B ZEHERE,

FERR{E : 2, 5. 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24
PEER 1 tNEEEE

IKE 3HRIBEER 1 FRAETAY VPN BENZER L, LA UEE —EAxZERRE.

FEE%{H : AES128, AES256, AES128-GCM-16, AES256-GCM-16
PEER 2 MNEREER

PEEX 2 IKE S FT/3FH VPN BEMBER L. BAIUEE —ExZERKRE,

FEE{E : AES128, AES256, AES128-GCM-16, AES256-GCM-16
PR 1 REMERE

IKE X HIBEER 1 FRAEFH VPN BERBMEE X, B lEE—ExXZEERE,

FAER{E : SHA1, SHA2-256, SHA2-384, SHA2-512
PEER 2 TRMIEE X

IKE S5 HIBEER 2 P 7LFTRY VPN BEREMER X, B UEE —ENZERRE,

FEE%{E : SHA1, SHA2-256, SHA2-384, SHA2-512
PEEY 1 7B HA

® Note

AWS ERREE 1 £ anBANMEER 2 £ BHRUPRENFTHERMBER SR, MR

BEEMEXSWREETR , EWESPENEEER,

IKE 5 HBEER 1 IR (AR5, BRIBUEENR 900 T 28,800 2 BB F

FASRE : 28,800 (8 /INE¥)

REBEZRER
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P ER 2 7

® Note

AWS ERREE 1 £ anB AR 2 £ BHRVPRENFTHERMBER SR, MR
BRI REETE , EFEEFEEEER.

IKE A HBEER 2 B (AR5, BRAIBUEENR 900 ) 3,600 < BT, BREENHFHEA
PR 1 FEENYE,

FASRME : 3,600 (1 /M)
FAERZ S8 (PSK)

EEEREREEFRECHRLVRRARER SRR (IKE) 2BV TALEHL AR/ (PSK).

PSK NREXLANMN 8 E 64 BFx , MEFABEFTTATE (0). RAFNFLTAREF T, WH () M
JER#R (U)o

FARRME : 32 AF THEF &,
EREWEM

EERSRNEAAMBERRNERSRERA S (AERSRERRERBRE).
ZARILIEESNH 0 F 100 2B B 5 thE.

&% : 100
BRI

PEER 1 MPEER 2 £anBHEAI AR REVAIEREE , I HRE VPN EE AWS ImE 1T IKE
E%ﬁmko

A LEENR 60 B 2 FEM—FEBNRF
ERESRNEY KBS RBERSREN AV EREER,

FEERME : 270 (4.5 7 88)
EMERMBEXRNES

IKE ENERRERNHIHE.
EAIEETR 64 B 2048 ZEHE.

REBEZRER 16
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FE&% : 1024
B EIEIRGE

A VPN EREVBEREZRINEIMFE, ERLEETHIEE !
« Start: AWS JE IKE RS LMBBEE. AEELNEFFFECDRE IP UitFF &,
« Add : ENEFRERESAME KE XY , TERBEE

MEBZHMER , 5528 AWS Site-to-Site VPN @& L EEE,

FEE% . Add
ﬁﬁlﬁﬁgﬁinp gﬂ:ﬁ“%‘]

1B JE U s 4 6 1R SR 4R 16 ) i B SR MRV BERR AR AR

WEFMEER |, S EBAWS Site-to-Site VPN @& i 264 vy B HR ¥ &,

FE&% : Off
U LAEZI VLA E A VPN EZEIEEEERE , o MENIRE VPN EZENBEERE, MEFH
MEN , B2ETHERE

« SEB5: B VPN EiE
« {&2 AWS Site-to-Site VPN @i&iZ 18

AWS Site-to-Site VPN &Ei& 5 9 B 351818
EULERREARZSHUBBRBBIAHIES VPN BEH S,
LA E

FAEHA TR (PSK) BSite-to-Site BEM AR 0BT EHR, EUBER , EUUEEBCH PSK
R AREAWS BBELE. PSK REATIEP—ELEREFR :

« [EE1ESite-to-Site [RIEHR, MEFME , FF2ESite-to-SiteBEFFHEEE,

* 1£ AWS Secrets Manager Fi8iE&L £ %, MFE LA Secrets Manager £ PSK HWEFHEA |
B [ Secrets Manager i@ % £ &L,

T
W

REFEFRERER , S/ PSK 75,

VPN BiE & 5 RE&EE 17
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RE NAEREAWS RERBEHEEN
MELTRERBELASH | AALARE AWS UEBRBREN HATBBRRBLN VPN,

IERAER AWS FARBREREEL (AWS #45F CA) ftiki#k CA E_Lﬂ\ﬁ'ﬁfyé HEHE ACM Rk
CA , &R LAEA ACM 1R CA SHAER CA, MEBRUMEBENFMEEN , 728 (AWS RAEBRER
BEN EREER) FHWELREENE CA.

BN BERYRIGEREAR  TREETYFERAEAEHILAS VPN BEiKE AWS mHNEH., NEFAE
F , 52 Bithe section called “IRBEE AR,

(@ Note

ATREEENEERE B CreateCustomerGateway APl R RHIEENERESHE
FERFREEMNELNTARER R AEIL VPN ELR,

MREREEEFBEREN P iy , RMTSRE IP ibit, KBRETRELEEEFAEXERETH
BY IP bk, MALERERE VPN E#,

EIRE R VPN BSite-to-Site VPN EEEZEFHERE LT RRERE. RTEKR CANEMM
BWEZI , Site-to-Site VPN EERE X509 BEXRIEREEE , S RBESBEIT, THESBEBA
FREARH,

AWS Site-to-Site VPN @& Bt B iE 18

RIBFER , CNEFHEREXREBELREYRMBFERMERESV/RM (KE) RFERF , AEHNKE
Huha VPN EERRBBE. SAURE VPN BEREE AWS L EAREBIRNEFHRE IKE FEF.

VPN &8 IKE BhEhEIE

A MEA T3 IKE RUENRE, &R LAEH Site-to-Site VPN ERHP Y — S MEBEEEE—EWIE
#iH, IFEENHEMBEERRENFMENR , F2H VPN BERRE,

- REVENE - B/ETHVSIE WA VPN EREY VPN BERERNNEE, RIZFHER , ENEFEEER
BEEME IKE RS EFRABEE, EAILUEE AWS HEARBE IKE ZEREF-

- DPD RAFEIE : HERMB SR (DPD) WEF 2 REHRIMWEIE. RIBFER , IKE TERREF
Ik, EARIEE , WBERIEMH. EAILIEE AWS K4 H1E DPD REFHAEREMNNE IKE THERER , B
A LUEE 7 DPD R AERT AWS SREUEMEIE,

RE WFAERE AWS B REZEEN 18


https://docs.aws.amazon.com/privateca/latest/userguide/creating-managing.html
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75 Bl B2 PR 15l

TR ERABR R MRS

- BERB IKERS , AWS FEFXFFERENLH IP ik, MRES VPN ERZEBERS D
R AEHPERVYEFREZERKARIETE IP i AWS |, AIXFERVHNEFEELEE IP i
ik, RE ,ERVPNER , YEEHRNEFFE, NEFMER , F2HEE AWS Site-to-Site
VPN E#RHEF F 8.

 IKEv2 X VPN &E# AWS sl IKE B8 ( BB ) . IKEV2

« IR VPN E#E AWS iwmfEA IKE #215 , AITEZEREFRE. TESEERBIER , ESRYA
1IE. BESN , VPN ERRH AWS RS EREFREEWEIMER SA ARREHBE KE X5,

- MREHEFAEBEENVAMABREAFEAMBERMUEE (NAT) WEERE , BIXSERRERBITE
(IDr)o 41%E IDr BYFHAEERA |, 382 R RFC 7296,

MREKREHE VPN BiELE AWS ImeRE IKE #2253 , H VPN EEKRHERE (BER10¥ , &
EMEREME ) , BBETREHE, EEBRREERER , S lEARBERTI EREEFEER
pingo

£/ VPN BiERE)EIE

WMFEER VPN BEREEENFHET  F2ETIEE !

« BIUFH VPN EEIWIEE VPN BERE)EE : D5 B3 VPN E#
- EBAE VPN EERW VPN BERE)EE : £ AWS Site-to-Site VPN BiE1E1E

AWS Site-to-Site VPN @& i B & i

BHIE AR A VPN EEBARE VPN EEBHEK , LARTTE. R , B AWS SIfTEEEH , =
HIEH VPN EiEE  €@mAHD—EARME VPN BEikE, EEREEHEHE  BENEEE
1 T BE B 1 M 2R 3T B0 3 8 U Bh B E B R T

&

- EERENIREER

« AWS ZEimEh iR

« AWS Site-to-Site VPN &8 i 25 4 iy 8 2 352 41

A ER R I 19


https://datatracker.ietf.org/doc/html/rfc7296
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& F B Y i B4 R

EEN VPN EEN T AT | S8 RE h —{ERE b B w8 [E R B R

3 AP BjfE BEXE

2k VPN EEZN B ERE ModifyVpnConnection EfEMBEEREE , MESE
EEEEEA,

£8F VPN EENEFRFE ModifyVVpnConnection EHEMBEREER , mER
EHEEEEA,

&2k VPN E 2218 ModifyVVpnConnectionOptions ~ EMEFNEEREE , MERE
EHEEEEA,

&tk VPN @82 18 ModifyVpnTunnelOptions BN EEEEMHBEE
FH .

AWS 3 & im R &

AWS Site-to-Site VPN 2—BEZ SR , YT EHRERE VPN BEHE. CLEFRBENERS
R, ApaETIERER :
- MEEA-WRERH , SIIMEHENX, XEEM  UREMERIIEE
- EOAEBRER
- BEMCEREYE VPN BERmEEERETRE

AWS ﬁﬂ—rl_l_iﬁﬁ%ﬁ‘%%ﬁ RERE VPN BN —EEE. BERMENNE , B0 VPN EETRSE
REMPE. Fit , FHL4E VPN EEPREMEEE , LESS T AL,

AWS Site-to-Site VPN & 18 i B 4 #4182 22
BEREEMBERES A EAES R EER R | YEBAE AWS ZE BB iR EER B EZT

B =RIK. ZiBLbIhae ,"“IREEE%E@!&T*&H’J%F?E BERRME AWS ZEERH, NRE
BEEBMEXBER, ESE VPN ERRAEIEE—EE , FEALLIEE

& F B R in B R 20


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnection.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnection.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnectionOptions.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnTunnelOptions.html
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® Note
EBLHEBERT , AWS ISV AKRBRENEAZEE RS , BMERE R EmBHRES
Thee 2 A,

FE

o BB A o B R S W fAEAE
A AWS Site-to-Site VPN &8 i 2 & o B B 12 4
&2 AWS Site-to-Site VPN B8 i B 4 tn B B 12 5l 2 & 2 A
REZBE AN AWS Site-to-Site VPN BB E#
=¥ AWS Site-to-Site VPN @B #EF
EARA AWS Site-to-Site VPN & & i B4 4 fn B HR 12 %l

Te s 36 A 1R R4 1 40 T 4

FRX VPN 4R {8 BB E K B8 b B A erB AR HIZheE, ©RIBERY VPN BEA | LT LUBIBE
HIRE VPN ERAVEEREREA,

RABERMERARRG R BULEBRMELS N E—SBRFAERENBERESH

- BREWRIEEERNBERRE AWS Health BAH,

o IBALAE PEMER AWS BEEF A get-vpn-tunnel-replacement-status AWS CLI &5 , EEEFTE
HENRE  URE 2REANKEESN LREANHERBER.

M}

BiRRERTAR  CHEREEEEHRADEARKBELY  EEFENKBEZIEN.

MREAREBHCRERHEAD 2N EREN , AWS BEZRTABBHTEERMER  EAE
MR E BRI —

BAF AWS Site-to-Site VPN & J& i 25 4 dn 18 2 35 41

A EREHHE VPN ER ERAREE BRG], ELER AWS EEEFERA = RZEK AWS
CLl,



https://docs.aws.amazon.com/cli/latest/reference/ec2/get-vpn-tunnel-replacement-status.html
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® Note

RIFFER , HEARE VPN ERFRBEINEER | SERMEEE R SEIRERX, MREER
Rt zhae , ERENEMBBEERMEN , EALER BBEEER ER,

Existing VPN connection
THSBRREAMAEIRA VPN ER L BB E b B 4 aniB B2 6,
£/ BMABEREmBRES AWS EETRA

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,
EEREEE®RF , B Site-to-Site VPN E#R,

£ VPN E#F TERIEE R ER,

ZEE B, R B VPN BEEE,

BENEEBUANBERE , HEREZEERN VPN BE/NER IP bt
£ BERBEmBRES T, 2 RA RIS R

(EBEM) ER BMiBEBEER,

BEREEE,

© N o o &~ w0 DN

£/ R BE R £ B E AWS CLI

5 A modify-vpn-tunnel-options &% 2R $7 B8 & & ik B 4 a8 B 42 51,

New VPN connection

THIBBRRE IR VPN AR 3 A R B8 b B A& am B 42
£/ HEMH VPN BB ARER AR ES AWS EEEEE

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

EEEEFKF |, BIE Site-to-Site VPN Connections (Site-to-Site VPN &),

i#Z Create VPN Connection (23 VPN &E##),

£ BE 1EER N BE2BE BHEERY , £ BERMEMBHESG T , ZEHW KA.
i#4Z Create VPN Connection (23 VPN &E##),

o ~ b

B8 i 2 iR 22


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpn-tunnel-options.html
https://console.aws.amazon.com/vpc/
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£/ EEIMH VPN BRI E R A BiE R 4 an B 8426 AWS CLI

£ H create-vpn-connection 35 3K B BB & s B 4 an B HA 12

FESE AWS Site-to-Site VPN BB im A i BRRE 2B S BA

BRI LAER AWS B4 5 CLI, BF RSB CHIRE VPN BE LR A BB R £ mBEREEs,

- MRBERMHENBHEGCER  BEEERAT |, F20 BABERMEmBREG,
- RBERFEEMBERZEFEHA  BLREFAT , F2H BRABERHEMBHRZES,

A BREEAEMABRERMERBHES AWS EEXEA

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &
EERIBESEKD | 1#1F Site-to-Site VPN E£R,

£ VPN E#F TERUE EHER,

B BEFMER RIER.

EREFHMAERT  SK BEREMBHES | ZRHE

a > W N
I
%
g\\g‘:
s
B
i
(
&
3
Fal
i
(o
Tt
=

EF B R CRUABE R E anBHI = H AWS CLI

£/ describe-vpn-connections EHREFR 2 E A BE W B4 B A Hl,

BEESE T AN AWS Site-to-Site VPN BEE#

RABE R BB R GIThRE 2 & | BAILER AWS EE XA 5 CLI REIBEMN VPN EEREE
B ANHERER, wEWASite-to-Site VPN BEEH TS BB THMIBEER . B LLBEME
EfEC. NFETHNRBENNLR , F2H ESIHEFH.

£/ MEATRANERH AWS EEEEA

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
2. EERIEEERYP , #EIZF Site-to-Site VPN E#R,

3. % VPN ER TEEEENER.

4, ER BEFHEER RIER,

5. GANE SHE WM. REBAR TH R &,

BE B B 23


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpn-connection.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpn-connections.html
https://console.aws.amazon.com/vpc/
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£ mERAKNEH AWS CLI

£ get-vpn-tunnel-replacement-status S REREE THEH.

S AWS Site-to-Site VPN BB 4B E T

EWEEHNAUAR  GALER AWS EEE2E 5 CLI #EXY, B LLEREE L EM KA E X Site-
to-Site BEMHEEHT, EIMBEMR , HEWEREN.

@ Note
MBETEZMREERH , AWS EEEHHEBENENYBEDHEC.

fEF EZTANMEER AWS EEFEE

£ https://console.aws.amazon.com/vpc/ B Amazon VPC £# &,
EEREEEKF |, ##ZF Site-to-Site VPN E#R,

£ VPN ER TERUEE /R ER,

B BE , AREE B VPN BiE,

ERNSERNRNBERE , FEREREEERN VPN BE/ IP #hit,
212 Replace (BUY).

o a0k~ 0w D =

/A ZEZRAN#EEEH AWS CLI
£ H replace-vpn-tunnel I8 RIFEZ A ANEEEH.

BIEH AWS Site-to-Site VPN & & ik 25 4E 6p 8 HA 152 4

MRETEBEABRERMEWBREREE  BALUER AWS EE XA 5 BT AWS CLI, &
ICEARALLTIRERS , AWS EEBIEHMBMZBEN K MEACLEH TREEEN TFEEAET. /T
BEAMERFE  RABUEREE VPN ERPREMERE , UEES TR,

(® Note
HABWHNGERRE , ELEEIEEMZAYEREE KBBESR RE, S FEREEMF
thIheE , MERCAKBRERMNEE , B AWS S ZBYMBBERMIN , BBHET
RN EHBEER



https://docs.aws.amazon.com/cli/latest/reference/ec2/get-vpn-tunnel-replacement-status.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/replace-vpn-tunnel.html
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£/ BARRERFE B ES AWS EE X

1. T https://console.aws.amazon.com/vpc/ BARX Amazon VPC £ A&,

2. EERIEEERYP , EIZF Site-to-Site VPN E#R,

3. 1 VPN ERR TEBEENELR,

4. B BE , A% B VPN BEREE,

5. ERNZEBRNBERE , FEREEEERN VPN BE/NSE IP #hit,

6. FEMMBERMEMBHES , FE BERMEMBREG TER A %GR,
7. (EREH) EN KBBEESHR,

8. EEREFEEE,

{55 P B8P 8 08 U R A an B #R 42 ) AWS CLI

£ A modify-vpn-tunnel-options &< 3R B8 B 8 i 2 4 o B 2 42 5l

= AWS Site-to-Site VPN B Z F B8 I1BIE

THR#ERE PEVEFREERMEZNER AWS

EH R

(EH) BBESR, R 88, AR, URGBIEENERELIE
ﬁo

(FRRENEERH) EFFERNERFERHE (BGP) TESGENN 1-4, 294 , 967 , 295 #Y ASN,

B3 R Mm% (ASN). A LAE A IE RIS B IR B 0B ASN |, B
UTFERERAN -

« 7224 — EFREREHRE

« 9059 — 7£ eu-west-1 EFFTEH

« 10124 — ffap-northeast-1 EFHTFEH
« 17943 — £ ap-southeast-1 EEFER

WMRERZENE ASN , BIF[LIER 64 , 512-
65, 534 = 4 , 200, 000 , 0004 , 29
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https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpn-tunnel-options.html
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HH DU

4,967 , 294 EEEARIFLE ASN, FEEZ ASN
£ 64512, MERBMWFHEN , FSE AWS
Site-to-Site VPN IR HIEIE,

EFRERENISREA IP it IP it AMARTRRER , AILAR IPv4 & IPV6,

B IPv4 bl : MREBHNEFEBELE VR
b uERE (NAT) RE®R S |, FFEA NAT £E&
M9 IP thaib, BEAL , FEFEE A FFIERIR 500 (M0
KA NAT Bifs , Al AE#IR 4500) L# UDP
HBELRMAIEE I AWS Site-to-Site VPN 5 2
ZEEE, NEELHMEF , F2E AR
A,

R IPv6 sk : ik AR A MA R B ER AT
BEEH IPv6 #bit, REEE@EEDS Cloud WAN
LAY VPN E#RS & IPv6 ik,

ERERRE WAAERE AWS BEBREREER
i M2E VPN B, FFRE IP bk,

EFREZRR 26
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EAEE

3]

HH

(A ) RBXHZE CANIERE , £/H AWS
Certificate Manager (ACM).

(ER) £iE,

IPv6 & F FHiE#1H

£/ IPv6 it B B FRER

mER TSR :

DU

NREEEABRRES I RE  FRESESRF
MiERELFEAZ ACM FAEREMN ARN,

EREIEFRER  TUSEFBAERES
f£A AWS AEREREEN LEBRAKRERFE
Site-to-Site VPN,

EEEERLRIER SRV EERE
I E B RERIE AWS(CA) , HABAEE
M. 1B CA BREMNAXMHK CA BRMH REMNEE
AWS #.F CA,

BYEFREZH , BRLER B3Rk CA
MAEEE AWS REBRRBEN , RERERK
EEFREREERR. IFELLABENF
HEF , F2H (AWS WEBREREEN £
EZEm) PHELREEIE CA.

HEiEFREBEBNEFRERERR.

- IPv6 EFREEXEEHRIES Cloud WAN LY VPN E#%.

* IPv6 it AR RE R REPR RSB IPv6 ik,

- BFNEFEEREXAXE IPv6 Eit , WEEHER IPv6 iR IPsec BE,

- ZEEMAH AWS CLI 3L IPv6 BEFFE ,

FEfEA --ip-address SE(#Y IPv6 it :

aws ec2 create-customer-gateway --ip-address 2001:0db8:85a33:0000:0000:8a2e:0370:7334
--bgp-asn 65051 --type ipsec.l --region us-west-1

IPv6 & F 8818
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https://docs.aws.amazon.com/privateca/latest/userguide/creating-managing.html
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INIEAWS Site-to-Site VPNIELR

BRI LURIEAVE A IEA VPN EERBAME, MiESite-to-Site VPN E#E ( HIIE VPN E$E ) FH
AWS Global Acceleratori§ i 2R IRIZHER BB FEHIFTFFEXEENAWSE R, FHEHE
EAWSE BB RER BB REKERBARENEE \ﬁ"‘%‘ ( FEFMERR , 528 AWS Global
Accelerator) , BAAWS Global Acceleratorsx{E LB, B LAERME VPN EERERZRBLE
BRI A TR E R T RE R A M BB P IR,

EEENINE VPN EiER  RASRKREEIREEMEMELS , 6 VPN BES—@E. SEEF
FAWS Global AcceleratorE 2 A5 APIs BITRA R EIRIEL N ﬁ%ﬁ

mELZEIMNE VPN ERAWSH [BEERR , 552 BRAWSHNIESite-to-SiteFAQs,
R A hniE

KRR , BB EHA VPN EEK  SFRMNE, £ERRE LB aHIEE VPN E
B SR LLERRAINE, MFFEEANLSR | F2HEEILAWS Site-to-Site VPNIE#R,

IR VPN Bt HEE R P st A BRI P iR, M{E VPN BIEN IP it 2 HF{E
TR 485 s B o

75 B 70 PR

HEEMME VPN ER , FERTIIRA

- REEZIEHFENLSEHILS VPN EZESIIEMNR, ERAERETIEMELN VPN EE,
« JNiESite-to-Site VPN E & X EBEAWS Direct ConnectAE EBRNEEEFEA,

- BEEHBSEMARALAYHILS VPN IERWINE, MRAESEZVHARKERAMNEREHGA
VPN Eff, A% , BENEFFAELEERTEAFEAFMNMG A LS VPN BE#E | IMEREN LS E G
& VPN E#,

- BNEH VPN L?%.—:%E NAT-Traversal (NAT-T) , BEFEEAMA. WRERRK Amazon VPC X2
HIEEEER  BFRE NAT-TREEYREEHTHE,

« HN3E VPN BEN IKE RSV EBEREFHEXERNT, FEWRTANMEEERIES Startup
Action®l DPD Timeout Action. MEFFMEN , FBSE VPN EEREE # VPN EiERH)E
&,

« B Global Accelerator F 80 ERH X EHBRAWS Global Accelerator , FREHEI G 2 EFN
Site-to-Site VPN B4R ] gEEd TR, MEFHMENR , L BAWS Global AcceleratornZ/EH . 40
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https://aws.amazon.com/global-accelerator/
https://aws.amazon.com/global-accelerator/
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BREEFRARERBRININE VPN B2 , BN EFBEEBEXARE KE FER. B8, B
A VPN #17iniE

AWS Site-to-Site VPN I HI1E1E

AWS BB N EREN BCGP Il , LB ERMEREPHNBERK. FEFLNKRENXM , LLEE
&EEEE{] I:ID'I'Jo

BB ZE VPN ERE , ERLEFESERBFEERNIRHAN BGP A LS , SRR KEEE
REER VPN ERR, EFEAW—ERE , BURR VPN BEENRE, EERLERERFEARMNEE
B, A@EERNVREELR BGP A GH. WREENEM BGP ~E/EHE , AIEEEERER
Ho

MERBEBEIBEFNFAES  F2E BARNKHAELIESF.

B S VPN EER | SAERIT FIESE

- EELFEECEANKAEE (FERBE)
EHTIE T E R

BUFIBERBARNVBEEHEOE, WEFHHEER , 528 (Amazon VPC fFAEIER) &
Amazon VPC BL 28R B R EZ 7,

F&E

- FHFRENBIAERH AWS Site-to-Site VPN

- FREFEHM AWS Site-to-Site VPN B BB KIEF
- VPN BB B ENEH

- 19 IPv4 ] IPv6 & AWS Site-to-Site VPN

PR FRREFENRERE B AWS Site-to-Site VPN

ERNEHRREBAREFRERERENER. SENTFFAEREXEERREMHE (BGP) ,
AERESNLEHIEE VPN BEKEEBRIRA, NREFFERETXE BGP , BlEERER
Ho

WA YA VPN BHIEE 29
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® Note
Site-to-Site VPN £ 23{E X 1% BGP ¥ H, £ Site-to-Site VPN EREF X EFRERKH,

ERERAXEBGP 2ENRER , BTFEREEHAHEAS VPN EENBERH  RAKESHEH
BGP MEHMLEFELEHEH, MREATZE BCP 2ENERE , B4 RENFERH , WA
FEELE BB FBERA < MERAVER A (IP BIRR).

BMEREREFEAES BGP WK E , B A BGP BAMERMBENFIEARE , FES
—ERBEERAR , SUBPREBEEE_M@E VPN BE, X% BGP NEE A TEERER
L eEEERGHAEBEEE _ERE,

BYRREFFRERE , RENABIEERERBEEZAHIE VPN EE, HEARIRRE
KRENKENER, WFEFMESR , FBBAWS Site-to-Site VPN EFEEEKE,

R AWS Site-to-Site VPN BB ELIEF

BRERERE VPC FHEBRESOME, BXAEEN VPC BEARTP , AEAERMRHIEE
B, YEEERLEREABR, EWEAL VPC FUERMRABEENRE  ERERLERENR
HHEP—E VPN BE LRH, SAUALHEERBAKBER , AESREREH B BEEIRE.

EMSEALRARTEARATAORENEH , LHENARBRE (FRONBRER). MREAR
HERAERIAFNESL , IEERANUTHRA

- IMRHKSite-to-SiteiEEFIE A EE B Direct Connect E#RE VPC WAKBHEE | BIFEEENEH
FERE 6 AMEAtbBRERERE,

- MR RESite-to-SiteiEAR D, Direct Connect EREEN KB EFHEAMBERERHAERN B W
CIDR E#f (BZEASRFELY )  BMSELZRHEEANBRRAEFE. ERLERE. B
BETE. #1T{EE ID. VPC HEiEER. NAT FiE, ERFEERFE VPC i FERH,

plan , FHRBHREFEQRKREREFENFERH  URENERLERENEREKHE. WEKB
BE#HR 172.31.0.0/24, ELRIERT , B 172.31.0.0/24 R BENREE S B B EBE
BREE — EAFERA , FLELNEBIKA,

=N:0p:] BHE
10.0.0.0/16 [E 13
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B8yt BE
172.31.0.0/24 vaw-11223344556677889 ({51E)
172.31.0.0/24 igw-12345678901234567 (FH4E)

REEHLEREECHN IP iR (BwEER BCGP AENFRERAEE) KRB E VPC BWRE.
ERLERERSRAUEEN BGP E, HREKRHEBERHERE 2 VPC CIDR HEENRE. &
BIBRETXE IPV6 RE,

EEBLEEERIRAHENR K SEARCRERERERAIRN. EMERERERYY , AEAR
RFEMEFFER, BERENEFEREBELEARHEMKAEY, HELXIEFEARERLAGRENSRHE
EBLH VPN, MRFEHMER , AEBLAERESRB T ARNEIERBANEEIER , RERIFHESZE
BT R

- 1% Direct Connect E#REEH BGP &

ZRE BT Ei1%EB BGP #E#%2Site-to-Site B F &,
- FHHIBIEAYHIEA VPN EEZENFERERH
. RPLAYEIES VPN EEN BGP %R H

- MREMFFENESMELEHE VPN EEEER BGP , RIS LEH AS PATH , E&&%E AS PATH
R BRI B o

@ Note

AWS BZIZERFEASEFEH BN EFFERE.,

HASZEIFEBEANETFEERE , BMTERMER AS PATH BlE , UIRAMEEE
BEHHEN AS PATH, ERBARRTE VPN BERHFEHMHABE , ZRMEBEE LEREHN multi-
exit discriminator (MED) {E /] A ETEE & LIEF

AR EIEBRANTERERE , BTUERA AS PATH BB MA#RET , LER®
FBEEFELE —HRRFNVEE, EREELBREEMEE , EWEEBRE TR,

- E ASPATH WREHE B AS_SEQUENCE i — 18 AS EZ BB P EHER R , Algbs
multi-exit discriminators (MED)., & %A BB &K MED B R,

VPN EiE i # EH B e R &R E TIRF.

B S IR B SR 5



AWS Site-to-Site VPN EREER

#Site-to-SitelE#E £ , AWS ERMERBEBENEF —EMRATESGHRE, ILERTRSTFE
E,BAESLEEMEREREASTAMEE K EAFIHBRAGE. BERBNEEREESL
REMEEEY. WELIEFERNERLEFRENSHRELR VPN,

HYERLERE  ISENBBERELMEWHAYHLS VPN EENEF —ERBE. IEFERETR
—EBE 6 EREREMERNESERE (ECMP) , B@REE LA AH LA VPN BB,
MEFEFHMET , F2H (Amazon VPC BERiE) THWERHFE., ERLEFE LN AHIE VPN
EEFXE ECMP,

¥ A BGP Wit A ¥ A VPN E#E , EEEIE A BUEIB multi-exit discriminator (MED) {E# 1T
Bl. BRAHET SR BGP BARFERBARE,

SHEE A BB S A5 A VPN B | TEBETUEBRBAHRISELTRE
VPN J& & i 6 5 3T H E 8V B% B

WHAEHIE VPN EZHMECAEFFEXENERLERENERFERN VPN BEEAK, Hf
BRCRRREEMEREA S REE. AWS hETKHEN VPN ERATHTHRE , EreRYE
5 VPN ERHNMEBEEz —. MHFHEF A F2REERMERBEH,

ERME—M@E VPN BELBTERE  RPSES —EEE LREBEKNEH multi-exit discriminator
(MED) B, MR ZREKEFHEREREARDRFEAEMERE , VPN EESTEERYEENER T
BERS—E (L) B&,

@ Note

- HEERARREEA MED 8RN LiBE , FRACHEFFAEXESMEEEEMAEREN
Tl M TAMREERE B ( TmEL N TARRERE) NELIEFSR MED).

FE IPv4 F IPv6 FiE AWS Site-to-Site VPN

HEHEELNIEABIEA VPN EEZETUXE VPN BERW IPv4 RES IPv6 B, RIBFER , A
$iEA VPN EEXE VPN BERMN IPv4 FRE. BULRERMNLAE A VPN ERE |, BT VPN
BEAN IPv6 RE. A%, MREN VPC MRIIEREERES IPv6 (it , BIFTLUEIR VPN ER
#3% IPv6 &,

MRERAH A VPN EER VPN BERA IPve , AIBEEEEHEEME CIDR B, —ERX
/N& 130 IPv4 CIDR W EHR , 5% —fER K/N% /126 IPv6 CIDR BB,

VPN 38 i 2 5 37 1A B A9 2% 32


https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html
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IPv4 1 IPv6 X8

Site-to-Site VPN E#EXXET 5 IP HEE :

- EF IPv4 AEEBH IPv4 ASBE - ERFAERE. EHEEM Cloud WAN XENER IPv4
VPN Zh&g,

« IPv4 A\EREEEE IPv6e AZE S - £FF VPN BERAR IPve ERER/ER, FEEREAEM Cloud WAN
FEE, EBLAERETIEL I8,

- BH IPv6 AZHTH IPv6 A IBEE IPV6 - REFFERANEEE IPsHAZE S IPs #9 IPv6 it i#EST
ST IPve BB, XEERBREM Cloud WAN,

« IPv6 A\EREEER IPv4 AZH S - £FF IPve ABEEEL , FAFEXEBEANENR IPv4 EARER.
Y EEHBEER Cloud WAN,

BRANREMT

o S\EREIE IPsHY IPv6 HhiikE X B EE R E S Cloud WAN E#& IE#YSite-to-Site VPN E1E, EEF
E & L Y Site-to-Site VPN EEFR T EBINEEE IPsHY IPV6,

- # IPve ARNEREE IPs B , &AM VPN E#E AWS in MW {E VPN BEHNF F BE LigIk IPv6
o3k,

- BEEABEENEAEIEA VPN EERA IPve X, BXERKRRANER BT HINERS,
« Site-to-Site VPN EZHEZERXE IPv4 § IPv6 B2, AZPHEHTATUR IPv6 5 IPv4 , B EE
EIEMmE., BEEEFHSite-to-SitelE LR T EEE IPv4 M IPve &,

- FAH IP VPNs T X ESNEREE IPsH IPv6 #btit. ©IERA RFC 1918 3 CGNAT #hiit, #1E RFC
1918 WIEFHHEF , 5528 RFC 1918 - FAH BB A 11k 99 i o

- IPv6 VPNsz £ IPv4 VPNs tHEIENXE (Gbps 1 PPS), MTU H#& AR %,
« 1IPv4 1 IPv6 VPNs #9 IPSec INZ M <€ 8 X IEES NAEES

MEMFEA IPve XEET VPN BENFEMER , 5520 ( Site-to-Site VPN APFI) HAIZEI VPN &
#Ro

AWS Site-to-Site VPN £ #1288

AWS Site-to-Site VPN Concentrator 2 —IE#T I8 , A/t 0 BN EENZHAELFE. VPN
Concentrator BEEEABIR 25 ERFRMAEEFEE AWS WEF , SEGLAHEEMEE (KR 100
MbpS)o

VPN £+ 2% 33


https://datatracker.ietf.org/doc/html/rfc1918
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X EHY RE R T M ThRe

VPN £ 85{E X & Transit Gateway. Cloud WAN = Virtual Private Gateway 3 2 1th I &E,

TFREREA Site-to-Site VPN Concentrator XERITHEE :

IhEE XE?

IPv6 =

Private Direct Connect VPN E#& B

HNiE VPN =

REMERENZEEFFEEE =, T8  BEEFHAEEE
HLEEHE— IP Moht,

3th 2 BR 5o BN AEMEE A
B EEIE M ESPNE
38 AWS .

Site-to-Site A 5% o BULLAEEE

Concentrator =% {& Bl K9 Fr & o4
AE4 VPN B,

BB REmE % &
R

Bl , Site-to-Site VPN ’EEFE’ES'Z?E 5 Gbps BHER., FEMEMERZAIXE 100 Mbps R, T ,
MREFBEESHER , FBE AWS &,

5
Site-to-Site VPN #8818 BGP ( #RMEBEAGE ) Bh. FTXEHERH.

P& & #£ %2 Site-to-Site VPNConcentrator B % F & 82 £ F # [= &9 Site-to-Site VPN Concentrator &
EEEHEEEITRE, SEEEE Site-to-Site VPN Concentrator FI#BIE &2 A#E 5 , 000 A H
REAFEEXEEFEE , Uk 1, 000 BRHREFFHESEXEEHEE,

X ERRERBE MR 34
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|P bt fig (&

%@ Site-to-Site VPN &£ B8NS 1E VPN EZNEEKE—HN AWS IP #hit ( SEBE—E ).

B

ZEiBSite-to-Site VPN A E5H VPN EEZE X EHE —f% VPN EiZHEMIEE,

B8 VPN £ RERTRASHRERERRR  £25IMEEANELERIERRMEE
jﬁdﬁlllj =] EIJIJILE H o

DR

BB HE A E 1 75 =X B2 i Site-to-Site VPN 58 1 25 B W 18 i B HY R B 1R % Site-to-Site BE R . MFH
HAMEHS  AF2RE RIS,

EE

W& Site-to-Site VPN £ 2R EEHIEREENA |

B2 AWS VPN EEEMH,

IP 31t L & 35


https://aws.amazon.com/vpn/pricing/
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B E A AWS Site-to-Site VPN

£ T 5327 RERE AWS Site-to-Site VPN iE#R, EEVHIE , S EEERLEFE, S0

&, Site-to-Site VPN 2Rl " REIBE, FRBERERE, MREEE "REB, , BULBRE
EEEREHE , A HEH A AWS Cloud WAN B VPN &%, AHBREAHBEERERELE
FIEEM VPN E#, TERIRENEE VPC B —HZE

EEERAERMARERE VPN B | TR T5IHER

(]

- FTRGRM

- SR EBEVYEFHEE

- ZR 2  BEYRAERE

- HBR3: REHH

- FR4 . EHTLEE

- SBR5: BV VPN E#

- PR 6 THHEBESR

- FR7  REFFFEERE

FEERER

« ZEA AWS Cloud WAN 37 VPN E# , 5528 /A CLI =t APl 37 VPN Cloud WAN E#z,
- FEAEWEELEYT VPN B | 520 21 VPN B,

TORIRAF

BEETHER , MERENEIE VPN EEZN TH,

HH &R

EFREEE VPN EZELERNERIBBEE, ZFE
&P (Hl30 Cisco), F& (Bl ISR RFIEEHES)
DR BEBIRA (140 10S 12.4),

TORIRE 36



AWS Site-to-Site VPN EREER

HE =5
EFEE FEEFRBRUEFBEESERAWS , BEELT
B -

- BRNEEINEDRER AT B ERERES P
b 31t

- BAEE  BEIBRE,
- SFHERERE  BAFERE (BGP) BAR

#EAma% (ASN)
- (ER) ®BREVPNAWS LhEBERES
fy NALEBE

WEFHRES , FBREFFERRE,

(#EHM ) BGP TIFBEER AWS iwm#y ASN LR ERYERLERENEHREREEL
BE, EAREEE, IESEMAFER ASN, WFE
EZHMET  FSE ERLERE,

VPN iE$ BHEEY VPN EE  BFETIER !

- RBERE , SIAEERHIP 28,

- (iZF) &8 VPN BENEERE, MEFE
BE , 52 BAWS Site-to-Site VPN E#RHY &
BIi®BIE,

il

R1:BIRF@EE

FRESKEFREXERRBEAREN AWS WHBRERARME . WFFHMER , F2REFHE

MRETEERLEBRIERERE VPN, FEA R CABYNERE AWS REBREREE,
NFEBYAEBRENFMENR , F2H (AWS REBRRREENL £REER) FNELREENLE
CA.
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https://docs.aws.amazon.com/privateca/latest/userguide/creating-managing.html

AWS Site-to-Site VPN EREER

® Note
BB EIEREN IP it Amazon EREHE,

EREEARYEFRE

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ 4&,

2. HEEBHRKT , BEEEFRE.

3. EBEEINEFRE.

4. (EH) &% Name (B8) , WAZLETFAENEE, BTHEXSER Name ARS8 , URE
EENEREILER,

5. ¥ BGPASN , HAZLZFRENERMERE (BGP) B X RHEMHM (ASN).

6. &M¥ PR BRI TIIHAP—@EEE
- IPv4- (FBER ) AZHNEFEEEBIETE IPv4 thil,

« IPv6 - RIENEFREREETE IPv6 ik, £ IPv6 SMEFEE IPsEIL VPN B | FEI

BEIE,

7. SHE IP U WMAFRFEEEENFRE, MHPRAERTEA IP i, MRENEFRAEEENER

F NAT-T B9 NAT £ E&im , 5BEHA NAT EENLE IP ik,

8. (IR WRLEMANERE , R Certificate ARN (B ARN) , FFZEZELERIEMN Amazon &

RER,
9. (BAYREE WARNEFHAERBNEFFAEXESRE,
10. BEEYEFRE

FRAGSHH API B EFEE

- CreateCustomerGateway (Amazon EC2 &# API)

 create-customer-gateway (AWS CLI)

B IPv6 FFRIERVEES

aws ec2 create-customer-gateway --ipv6-address
2001:0db8:8533:0000:0000:8a2e:0370:7334 --bgp-asn 65051 --type ipsec.l --region us-
west-1

BUEFFE
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* New-EC2CustomerGateway (AWS Tools for Windows PowerShell)

FR2 . BENEBERE

£BE VPC BANHEMSEZ MR VPN B8 , BUAEERN AWS HEY B EME. BEmE
TR EHAE M E R R,

B ERIRFE

ERENEBRLERER , BUABEMN Amazon InlEEFE BB R KR (ASN) , HEA Amazon
JE5% ASN, iE{E ASN & FREEEMN ASN BFseEE.

EEEVERNERE R  BLEATUEREEN VPC,
BYERNAREY FLEEZEEN VPC

1. EEBERY K EFERNEFE,
2. iZIZ Create Virtual Private Gateway (2 E#EFERHIE),

3. (BA)WALEEILERENBBER, THIEXSMEA Name HARSIR |, UIREBIEENER
BIER,

4. SHEBEARRKRI (ASN) , REFEEHEE Amazon TE5% ASN LAEAFEERH Amazon ASN, &
Bl , SEiE4E Custom ASN (BT ASN) S8 AfE. HH 16 AT ASN , HENEESES 64512
3 65534, ¥ 32 LT ASN , IL{ERNEE LA A 4200000000 F| 4294967294,

5. iZ#Z Create Virtual Private Gateway (B E#EFEFE),
6. BENEEINERILERE , ARIEIE Actions (B11E). Attach to VPC (E#EF| VPC),
7. STHTIAM VPC |, BEMEHN VPC , REZIBFBEREZE VPC,

AT S API EY ERILEFE

+ CreateVpnGateway (Amazon EC2 & API)

+ create-vpn-gateway (AWS CLI)
* New-EC2VpnGateway (AWS Tools for Windows PowerShell)

FRBSHIH API S EEBILEBEERES VPC

- AttachVpnGateway (Amazon EC2 &5 API)

By BERE 39


https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2CustomerGateway.html
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« attach-vpn-gateway (AWS CLI)
« Add-EC2VpnGateway (AWS Tools for Windows PowerShell)

2 EhFE
NFR Y ERMENMET, | 25 Amazon VPC B M8 Y B IS,

SE 3 BREH

BEREVPC FHMTERERENETFREE , B4 ARERBR , #4488 VPN EEFT AR B
A, WHRHEAENERLERERERRIE.

(ERILEFHE) EARPRARBERE
BRI L BN ARBARBEE |, L8 BEE Site-to-Site VPN .

ERTFREIRA , E VPN EEARES UP B | AL VPN BREENTFE IP RS EREIBHK.
EEkt , HRERERE , B VPN EENRES UP K, BFFRBEN BGP AHRHEEEEIIRKE
&Ko

@ Note

WMRIEHEREFE , B VPN EEER UP , AITS B BIBREARTPIVE[E@MEH, BPHI%
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Site-to-Site VPN iZ{ZFT AN B REK A, ¥ Target (BE) , BEUEBRILEREE ID , REBRIE
Save (ﬁﬁ)o

ERERAFHKRBERE

1. EBEHE®KT |, i Route tables (BEHR).

2. EEUEE 7R EAEAY BR A R,

3. ERHAGEERSIERL  REFERAEE. FREENEFENEEREIT R,
4. BERT.

ARSI API B % 1SS

« EnableVgwRoutePropagation (Amazon EC2 && API)

* enable-vgw-route-propagation (AWS CLI)
+ Enable-EC2VgwRoutePropagation (AWS Tools for Windows PowerShell)

RS API =i HEE

- DisableVgwRoutePropagation (Amazon EC2 &7 API)

« disable-vgw-route-propagation (AWS CLI)
» Disable-EC2VgwRoutePropagation (AWS Tools for Windows PowerShell)
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#EER R ETIE = VPC BRE R

1. EEBEERD , BEKHRX.
2. BERSE VPC HEBNEKER.
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6. EERMTEE,
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EREIER.
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- Secrets Manager — A A @2 A T AWS Secrets Manager, 1% Secrets Manager
HEFEER , 5528 £/ Secrets Manager 8@ Z £ I #E,
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« CreateVpnConnection (Amazon EC2 & API)

+ create-vpn-connection (AWS CLI)

£/ IPv6 S\EPEE IPsH] IPv6 REREIE IPs B VPN EARIVEH] -

aws ec2 create-vpn-connection --type ipsec.l --transit-gateway-id
tgw-12312312312312312 --customer-gateway-id cgw-001122334455aabbc --options
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OutsideIPAddressType=IPv6,TunnelInsideIpVersion=ipv6, TunnelOptions=[{StartupAction=start},
{StartupAction=start}]

5 IPve SAEPEE IPsH IPv4 AEFEE IPs B VPN EiRHEHI

aws ec2 create-vpn-connection --type ipsec.l --transit-gateway-id

tgw-12312312312312312 --customer-gateway-id cgw-001122334455aabbc --options
OutsideIPAddressType=IPv6,TunnelInsideIpVersion=ipv4, TunnelOptions=[{StartupAction=start},
{StartupAction=start}]

* New-EC2VpnConnection (AWS Tools for Windows PowerShell)
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4, ENHEEFFAEREHENRE. ¥A. HBEHE IKE RE, MRARIEENKE , 5FEIZF Generic
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5. & Download (T &),

HETHEBEESR , FER S5 AP

+ GetVpnConnectionDeviceTypes (Amazon EC2 API)

+ GetVpnConnectionDeviceSampleConfiguration(Amazon EC2 &3 API)

» get-vpn-connection-device-types (AWS CLI)

+ get-vpn-connection-device-sample-configuration (AWS CLI)
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HE& , BAULER EELEBE AWS WEBRREE
v , LARENEFFERE. MERERE VPN B
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ERAEER

DBEERENE IPsec &
a2

£/ AES 128 LT N
AES 256 {7 T iR &

£/ SHA-1 5 SHA-2
(256) HEEHE

£ A Diffie-Hellman T2
HBERE,

(BHEERRHR VPN iE#E) £/
IPsec 5k 30t {58

RFC

RFC 4301

RFC 3602

RFC 2404

RFC 2409

RFC 3706

FRER

EWFEET , 5F2E AWS Site-to-Site VPN BRI E
BiEE,

XETHIRA : IKEv1 # IKEV2,

FERAEXE IKEVI,

Site-to-Site VPN FRF R AR AEBBRG R, W
REFERAUBRAERNER  BXEGEERAIAE
_iéggﬂﬁ (SA)O

/A IKE M8k eRIERLEREREFR
EBHBCENESRIZRK IPsec Z£B@H (SA). RS
FEAL SARMBNBRZREEZENRE. IKE EH
BB RME IPsec SA RERENERM S |
DRFEBE AR B2 1

INZ B8 A A RFER IKE F IPsec R B 2 A EFA
¥,

L EB R AT A REREE IKE F IPsec £ BFE

IKE & Diffie-Hellman RZBI ZFE €88 , LURE
EFFEBEEHERLEREBECEMATEER,

XEUATEA

- BEEX 1 B 2. 14-24
- PEER 2 #¥4H : 2. 5. 14-24

RME SR AT EE VPN £E RIE S 5 E B AR
PRI HIWRERT. ERHERLT , FEREIL
@B WEABUHNER., EFRETHE , 89
BEfE B A IPsec BB,

ER
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;X RFC A

(BpREREH VPN E#) B & EHNRELHARANE IPsec BEREEZBEAHE, BE
EREETREAE FKH SEHSSTARBERLAMEREY BGP HEHEEN
# VPN) IP ik, HBIERE R EHATEMEINIE (B0 GRE

5 IPin IP), & REEZRA 1399 LTl & X Eh

2= B{Y (MTU)

(BDRER& K VPN iE$#%) B RFC 4271 MREEFEH BGP , HE#FH BGP RREFFHELZE

BGP W& HiE BANERLEMEZMO%E. A BGP hEHEE
iB IPsec Z2BBRMBNGH. WEMESLALR
 BoP | BGP RXMRAIER IPsec SA FHM IP FH.

AWS VPN E#ERZERE MTU 8% (RFC 1191).

MBERFMELENEEEEEEEAE  BSWAWS Site-to-Site VPN 25 BB B 195 X812

AWS Site-to-Site VPN BEFHERENREER
£ IKEv2

RIMRZIEZE IKEv2 ARERSite-to-Siteid 1, IKEV2 2 IKEv1 EffE, EMABEELZLNEA
WE. REEEFBEXETXE IKEVIIKEV21, 11%E IKEv1 M IKEV2 2 BZRMWFMEN , F2H
RFC7296 RYBf&%k Ao

ERHB LM "Don't Fragment (DF), &

B TEHE Don't Fragment (DF) (FEYIZBI AR R) B , HEHTERKHIVE AR R, MRHST
BEIIESR , BEHEELE ICMP Path MTU Exceeded (E#8i ICMP & MTU) AR, EELEFER
T, EABRXTEGRUAREELY ICMP AR BSENIEH 2 ERNENHE, L VPN EET
LEE DF 252 , YAREEERAKHEUIARE. IRENEFAEREEHILIIE K BEER
FEMFRAT, B2 RFC 791 UBEEZFHMEEA,

mEFH 1P HaBE R R

WMREBSite-to-Site AR EIX T WHTEIB MTU X0, BIXARED R, BT7TEBEMERE , ZRE
HEFREXERTERENEFKIT ISR, Site-to-Site VPN EEESEFESEMIBRHHST , B
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HEXZET—EB M , LEEE S /packet-per-secondii i€ AWS #8i%., 5528 RFC 4459 LA
ELFHMER,

iR B V@B B aE KN TiEiB MTU

H M Site-to-Site VPN B EEZE T —EHEN eI EFHESREFFAEXERINEMNIEREE , ®
AT REXELHTHWE WLREE , TTeEEEHEIAK/NMTU ZE | HlIiEIB Direct Connectsg
BEBAWHE , Hla0 Radius,

RIRGEH P AVEE AR E MTU M MSS KX/h

TCP H#BEER IPsec BEFHREENIEER, Site-to-Site VPN X 1446 U TEN K KX E#HEL
(MTU) T FERY 1406 I TN BZABER A/ (MSS), BR , MFBEZEETRANEELR/ , ATES
BRILERELRAENGEN, BEEZBBESBRRESHENE , RABBRCEMARBERAPEELER
EXE MTU #1 MSS,

AT I RERELTE MTU/MSS LLUEE & 9 BRI 3% B S 30EE -

MEEE HEREE NAT B MTU MSS (IPv4)  MSS (IPv6-
in-IPv4)

AES-GCM-16  N/A disabled 1446 1406 1386

AES-GCM-16  N/A B R 1438 1398 1378

AES-CBC SHA1/SHA2  disabled 1438 1398 1378
-256

AES-CBC SHA1/SHA2 EBRA 1422 1382 1362
-256

AES-CBC SHA2-384 disabled 1422 1382 1362

AES-CBC SHA2-384 B 1422 1382 1362

AES-CBC SHA2-512 disabled 1422 1382 1362

AES-CBC SHA2-512 B 1406 1366 1346
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® Note
AES-GCM ZEEERETMENS 7 EBE , AEREEXEMTUNBRES s BREELE
.

&5 IKE IDs

REEFREREXE RE , TRASEAEBEEERSE —EARER 1 Z2@B . KRETREE
VPN & 2 BB 2 REF —B, MRENTFRAEREXEILRE K BEREEFERAT,

AWS Site-to-Site VPN ZEF B EE By X155 Al

B EEERE P it | FEMAKEFFAEREEERERHMZ IPsec BEM AWS Site-to-Site VPN
e, MRHABUA AWS BN EFAEBEREECHE , MISERETRINRE | FEEEI IPsec B
B, % AWSIHERN IP it SR HEERE R A,

BA (e
AR I
R 1P Tunnelt S8 IP
B IP EFME
B E UDP
RIS 500
B &9t 500
AR 12
RiR 1P Tunnel2 7588 IP
B IP EFME
B E UDP
R EZIR 500

B N AR B 59
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ERAEER

ARz
AR 3
R 1P
B IP
B E
WARE 14
R 1P
B IP

B E

E_\_III

B (ERERER)

BHER O1
SR 1P
212 1P
B E
SO
B i e
BRI 02
SR 1P
212 1P
B E
SR

500

Tunnel1 5538 IP
EFRE

IP 50 (ESP)

Tunnel2 5538 IP
EFHE

IP 50 (ESP)

EFREE
Tunnel1 A58 1P
UDP

500

500

ZFHE
Tunnel2 5538 IP
UDP

500

Bh K s A5 R
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BRiEEE 500

WA A O3

HIR 1P EFEFE
HEIP Tunnel1 5436 IP
BAGE IP 50 (ESP)
WA 04

HIR 1P EFEFE
HEIP Tunnel2 5436 IP
BAGE IP 50 (ESP)

FAIM, 12, O1 1 02 AL IKE B3 EE, #8013, 14, O3 M O4 AIAAEMZEREREN
IPsec W&,

® Note

MRHIELEB LA NAT Bl (NAT-T) , SBREE th A FFIEH28 4500 £H UDP REBEEHHE
B F AWS Site-to-Site VPN i 262 BEE., BRENEBREETLE NAT-T,

AWS Site-to-Site VPN & FFEX ENFEMNBEEARESR

B VPN EEZE ETLXEE&E Amazon VPC A ZHEH EC2 APl T8 AWSIE LAY &5 5 45 &8
BE, MEFMEN  BS2HELE 6 THHEEES, SR EL@ER BEE T HETHIHEEN zip &
ES ﬁEU%ﬁ?ﬁEﬂiﬂJﬁﬁ%Hﬂo

AWSREMHEHIARERTE VPN ERNVIEEEA , TARREFFFAERE, ELRBERENHERE
BREHH AWS EAEBHNEERH. IRENVBEFFRAERERILE , BAUTH -HREEESR
ERE-TRENER,

BB R B Y
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/A Important
AREREREAEN |, TREEEEER Site-to-Site VPN BIERETHEFT, ©EIREAZH AWS
[Eigf AES128, SHA1H Diffie-Hellman &4 2 , LA& AWS GovCloud [EiFF AES128, SHA2
# Diffie-Hellman ##H 14 #YSite-to-Site VPN EZENWHKIKER, TEEEKELERASBAR
BoHE, SO REREFERBER , TRAMAHMZSMER L, Diffie-Hellman B4, #
BERER IPV6 &,

® Note
ELRERFENEBERB AWS |H1RMA. HATCMEKBAE AWS | Bt AFHEZHIR
#l, BBIEERERNEE SRS ERKREREUARSGENZE,

TREENKREFEHEATHTHACSEHRAXE KEv2 WEHABEREER, RMUEMZAMETFR
BEREMNERERPSIAT IKEV2 XE , 2RSREFNEHAER, MEESHMACERKILEE
B EHo

& 75 Fa e

AXGATE NF AOS 3.2+
AXGATE UTM AOS 2.1+
Checkpoint Gaia R80.10

Cisco Meraki MX Rl 15.12+ (WebUI)
Cisco Systems, Inc. ASA 5500 %7l ASA 9.7+ VTI
Cisco Systems, Inc. CSRv AMI I0S 12.4+

Fortinet Fortigate 40+ 3%l FortiOS 6.4.4+ (GUI)
Juniper Network, Inc. J RYIEEHER JunOS 9.5+
Juniper Network, Inc. SRX B{H2 JunOS 11.0+

BRNBERMERESR
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& 75 Fa e

Mikrotik RouterOS 6.44.3

Palo Alto Networks PA %5 PANOS 7.0+
SonicWall NSA. TZ 0S 6.5

Sophos Sophos Bh X & v19 +

Strongswan Ubuntu 16.04 Strongswan 5.5.1+
Yamaha RTX B H 25 Rev. 10.01.16+

A] & AWS Site-to-Site VPN WEFFEE ENFRERHABARER

EETHEASE Site-to-Site VPN BRI EEWE HIHREER , 55H Amazon VPC £# A&, AWS
WS HIEH Amazon EC2 APl, MNEFMENR , FSEATHE 6 . THHEEBER,

BHAUTHFEEHAN —REAFABER , ZERT IS L EW Site-to-Site VPN EIRERENISE
{& : dynamic-routing-examples.zip

BRAXEHEARENEE, Sl , BEREFEMA

- VPN E# ID, EFHE ID ERFLERE ID WEHIE

« Bim (HAEB) IP tbhk AWS Un BV TEE L& (AWS_ENDPOINT_1 1 AWS_ENDPOINT_2)

- EFFAEBRELEBHEBRAREANTRAEZ IP it FEEME (your-cgw-ip-address)
- HEAHLASWENTERNME (pre-shared-key)

o IP b3k A EREE RY EEHIE

« MTU REREHIE,

(® Note
EIAR/ARERE R IRMM MTU SREEAEF, 552/ AWS Site-to-Site VPN EF B EXE BN &
TEE BB HENERRERE MTU ENHEEEENA.
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samples/static-routing-examples.zip
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BRTEREEBVNEBREZI , BRERE T KZE AWS Eif+H AES128, SHA1#] Diffie-Hellman 48 2
Site-to-Site VPN &E#% |, LL& AWS GovCloud [EigF AES128, SHA2 F Diffie-Hellman &4 14 M &K
ER, EMBEEKELELASRARE SO RE., BXABHEHARBER , MAAEMREMER
&%, Diffie-Hellman 4. FABBHER IPv6 RE,

TERHEEFFAERE LAREZTETANHE. COSEERH IP HitAEEHIE,

Internet-facing interface
IP address: Your CGW public IP
IKE _ _
Tunnel 1 interface Tunnel 2 interface
IKE security Remote IP: 72.21.209.193 Remote |P: 72.21.209.225 — IKE security
association Inside IP: 169.254.255.73 Inside IP: 169.254.255.77 association
IPsec security / \ IPsec security
association association
IPsec tunnel IPsec tunnel
Internal-facing interface
IP: Your local network address
Customer gateway device
B . . \ n(Ab
X E AWS Site-to-Site VPN B FFiE VIRRERR K

UTREAERERE (MRANGE) RREFEFREREN —LHIHEF.

Check Point

MRBHEERHIT R77.10 ESIRAHK Check Point Security Gateway £ & , 3t HFH Gaia 1E
¥R Check Point SmartDashboard , L TN REEEZEFHAEBHEENS R, £ 1*371«)\’@% Check
Point Support Center £ Check Point Security Gateway IPsec VPN to Amazon Web Services
VPC X &,
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REBEEBERHE

EF—ESRIEY VPN BE , TASEEERMEFHAENEREAERENIE (W) IP ik,
EFERVE—EEE , FEEMABEREER IPSec Tunnel #1 ERTREMNEN. EEEVE_E
1 EEAERERESE IPSec Tunnel #2 BERTIEEME,

1. BARX Check Point Security Gateway £ E&# Gaia A O#Ek,

2. 1#1F Network Interfaces (#88% 5t H). Add (¥7#8). VPN tunnel (VPN &i&),

3. HEHFEART , ETRENT , ARESTHFERE OK (FEE) :

- $H% VPN Tunnel ID (VPN &3& ID) , 8 AfEIME—{& (20 1),

o $¥ Peer (B%F) , M ABENH—RE (120 AWS_VPC_Tunnel_1 =%
AWS_VPC_Tunnel_2),

« FEEIZE Numbered (#%5%) , M B &% Local Address (A#shiit) |, 8 A AHAERE R h &t ¥
CGW Tunnel IP FRIEER IP st (HIEN 169.254.44.234),

- &% Remote Address ((&imitht) , B AR R P EHE VGW Tunnel IP FRIEEM IP it
Hb (40 169.254.44.233),

Type: 8® WVPN-Tunnel
Enabie IF
Comment
VPN Tunnel
VP Tunnel D; 1 =
Peer AWS_VPC_Tunmnel_1
VPH Tunn
@ Humberad Unnumbarsd

Local Address 169, 254 , 44 224

Remole Address 1689 . 254, 44 233

oK Cancei

4. BB SSH ERFNEHNREFE, BEMEMANFRRNRE  FEBRAT TGS REES

clish : clish

A TR FERREREESR
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5.

6.

SHEEE 1, MT IS T,.

set interface vpntl mtu 1436

$HEEE 2, MITTIST.

set interface vpnt2 mtu 1436

FEREEER IPSec Tunnel #2 ERTWEN K EEELTBREIFE _FEEE,

EWSBRHT  EBEBEEN VPC FEEFRENBERH , BERTLUERREREELARE. B
—F—ERELEE , F_EAEESRARERE, NRENFEE , UBEXRAERNBERER
KERBR , YRAE ZEKH, BB ZE Check Point & ping ZIBEMN R —if , BREER

1.

2
3.
4

o

£ Gaia AO#yLe | i#IZ |Pv4 Static Routes (IPv4 FRREREH). Add (¥718).
EE FH#E%H CIDR (70 10.28.13.0/24),
EIF Add Gateway (#7138 F1&). IP Address (IP tbiit),

M AERBERDPEE VGW Tunnel IP FRIEERY IP Hbik (Hl40 169.254.44.233) , RERIBE
BEIERF 1,

Eﬂy Pingo
EFAERERE R IPSec Tunnel #2 EERTHI VGW Tunnel IPfE , $t¥HFE—AEEEE SR
3M4, BEBEIER 2,
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ERAEER

Edit Destination Route: 10.28.13.004 ——

Deestimabion:

Mt Hop Type:

10.28.13.0/24

Normal

E¥ Mormak Accept and forward packets
Reject: Drop packets, and send wnreachable MEssages.

-

Black Hole: Drop packets, but don send unreachable messages

5,
w

Raanic
Local Scope:

Comment

Add Gateway
Fing:
Add Gateway = | Eqnt Delete

189,254 44 233 1
169.254 44.5 2

| Save

Cancedl

7. ##E Save (RE).

MREERAES  AIFHEHABRERNEER LRDER,

TE 3 AT BV A8 B W 4

SRS | SEEUEE VPN BENRENG , EEERLERENLE O\E0) IP ik, &H
RERELRRYMHIIERE VPN HHNMNEBRFE, SHFEEZLZAFE , A VPN RBENE

BIvE,

1.  BARX Check Point SmartDashboard,

2. &% Groups (B##H) , AR AR E | RZRIFEIE Groups (##H). Simple Group (2 &#). &

] LA {8 8% 4 4 6 AR AR R Y B+ 4B

3. &H¥ Network Objects () , FRUAR (IRG8) BE , AREEFE New (3
1), Interoperable Device (BB &),

4. &% Name (B]B) , WALAENBEFMEMRNARE , Hl0 AWS_VPC_Tunnel_1 =

AWS_VPC_Tunnel_2,

A TR FERREREESR
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5. &%} IPv4 Address (IPv4 i) | S AHRERE RPRHENWEBRIALGRENE IP ttut |, Hlad
54.84.169.196, MEFEEMNRE , ARBERAYTEH R,

Interaperable Device -AWS_WPC_Tunnel_1 (2 I
m Inberegpweralde Devics - Gerwsial Progeies
Topckogy
= IFSac VPN Machine
M AWS_ VP Tunned_1 Color: | Beack
Pyl Addewas: | 54 B4 165156 Rasshoa o Flarma Domnasmec Address
Py Aideeds
Commant

Peacuci

E Configurs Sanen

6. 7E SmartDashboard F , BIRAEEB M , WE D EE K HIERE Topology (Fr),
7. EEREUREMERE | F5iRIE Get Topology (ERB#HE).

8. 7 VPN Domain (VPN #315) EEH , iB{E Manually defined (FEER) , REBEILZEEE
SB2HEIUNTEAGRFHE, BERE,

(® Note

BA LR BB ERENEMIRE VPN B, BREMEAREADHETT VPN EZERENE
BAEREILIEEZ VPN BB HES , AHRE VPN BE B BHITER.

©

ERAIEREIER IPSec Tunnel #2 BEERTWEN , EEELISRRE N F —EHEBR Y.

® Note
HEREARS  FREARZLKAAECRABREAE. EAEBERTREEN IP ik,

=

B NEEE VPN &8, IKE # IPsec 587E

FEL SR |, BEELEM Check Point BiE L VPN #H5 | ¥ EKSEBENRBRYH (@K
B) MEEHET. Bt LEREMBRER SR (IKE) M IPsec 5 E.

1. RENFEEBMED , T2 EE K EE IPSec VPN,
2. 1E#F Communities (1£8F). New (¥i8). Star Community (2 &),
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3. AGHHEIEMATE (B AWS_VPN_Star) , REE D EE K HIRIZE Center Gateways (F R
FE).

4. EEF Add (F18) , ARBLENRERRENEIN S RERESE.

5. EXEBEKP , EIF Satellite Gateways (MiBRFIE)., Add (¥718) , AREEENELNERE
iE (AWS_VPC_Tunnel_1 1 AWS_VPC_Tunnel_2) ¥Ti8ZISHEFEFE,

6. EDEEHKD , iEIZF Encryption (I1%). £ Encryption Method (INZ 5 3%) B | EE
IKEv1 only (PR IKEv1). #E Encryption Suite (IZEREH) BT , i##2 Custom (B
£T). Custom Encryption (BET %),

7. EHFBARP , REMEBHEOT , ARETHEHEE OK (BE) :

- IKE Z2EBH (FFER 1) Bk
« Perform key exchange encryption with (£ T 5 RXETL B #) : AES-128
« Perform data integrity with (£ T3 A XN E1TE R TE M) | SHA-1
« IPsec ZZ& Al (PFEER 2) B4 -
- Perform IPsec data encryption with (£ T 51 5 X 11T IPsec ERINE) : AES-128
« Perform data integrity with (£ T3 A XN E1TE R TE M) | SHA-1

8. TEDHEBEEH , iBIE Tunnel Management (BEEE), 1##F Set Permanent Tunnels (FXE K
AJ&iE), On all tunnels in the community (TE# B FTEEE L), £ VPN Tunnel Sharing
(VPN BEHE) B , i#IZ One VPN tunnel per Gateway pair (BEREY —{@ VPN &
&),

9. TEDEBE®ED , BB Advanced Settings (HPEERE) IiE1E Shared Secret (REMWH),
10. ERE—BABENHEERE, #1E Edit (RE) , ARWAMEEBERSD IPSec Tunnel #1 EE

NIEENTFELLASR,
1. BERE_EABENHERTE, B#IF Edit (W) , AZWABREBERD IPSec Tunnel #2 EE
AIEENTELXLA S8,
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Star Community Properties - AWS_VPN_Star [
¢ & Shared] Sl
Center Gabeways
Sotwlite Gatew
Satelite Dateweys W e iy Shermd Sacred S pll Criea meetoery
S——
Tunnel bary ol
. _‘"‘tﬂ Ench Esiema mesmpesr wll huve T ooy
= Advanced Sefings secret with &l rieTal memhens © T CoRELREy
WPH Riouting
MEF [Muliipls Enir
Exchued Services
M mrasesd VPN Pr Fasr iy Sraped Seoret
‘i blois RSP _Tunre_1 -

BNS_WPC_Tunned _2 -

Carcal

12. 7E Advanced Settings (#PFEERE) 28+ , 1##F Advanced VPN Properties (¥R VPN B 1) ,
REBMNT , RARESTHEHERE OK (FBE)
« IKE (F&EEX 1) :
- Use Diffie-Hellman group (f£ A Diffie-Hellman #4#8) : Group 2

 Renegotiate IKE security associations every 480 minutes (& 480 2 EH XY IKE &%
22k )

* IPsec (FEER 2) :
« J&#Z Use Perfect Forward Secrecy (X EHRE)
« Use Diffie-Hellman group (f£ A Diffie-Hellman ##f) : Group 2

- Renegotiate IPsec security associations every 3600 seconds (& 3600 ¥ E#H X% IPsec
L)
B KR A

HUWE R |, SEEMAMH KGR FF VPC AR BIEFAY 75 [0 1 b 57 B REE BR
BEZFESHELNRE LREBR,

1. 7£ SmartDashboard # , B BEIZIZE Global Properties (£15BM4), E2EE KRS , B
VPN 3t i#1#E Advanced (#P&).

A TR FERREREESR 70



AWS Site-to-Site VPN EREER

2.

212 Enable VPN Directional Match in VPN Column (£ VPN # 5 A VPN St E) , AR
BEELENESE,
£ SmartDashboard A , &2 Firewall (B A 18) , REFEH THI3ERE I BUR

- AFF VPC FRBZBXENEARE , EAMERETEN.

« AHAHEEREBXENBAWME , B VPC FHEKETER.

FRR VPN P R FRNATRE | RERIEEF Edit Cell (RERFE).

#£ VPN Match Conditions (VPN Lb¥H ) EFEA A |, 2 Match traffic in this direction
only (BLL¥ It SR E). EiBARSEEEEE Add (F1E) REV T mmELERA, I
T SE R BFIR I OK (FERE) :

« internal_clear > VPN 18 (BEBIEMH VPN ERItFF |, B0 AWS_VPN_Star)
VPN 45 > VPN #&F

« VPN #t8 > internal_clear

#£ SmartDashboard # , i### Policy (BK). Install (£#),

EHFEA RS , BEELNFEE , ARRE OK (BE) ULREBX,

&K tunnel_keepalive_method B

#&#9 Check Point & A] LA A M Z{E58) (DPD) K7 IKE B EE A, EEREKAE
B DPD , 4871 AWS VPN B HREXKABE (RF2RITE 8),

RIFTEER , VPN BEM tunnel_keepalive_method BHEEERA tunnel_test,
BYEKERESR dpd. £ VPN R HEME VPN BMEZEER DPD BB X4ARE

tunnel_keepalive_method B , @EEME=74 VPN HE., EFEAERNFEERERE

HYEE IR B

I&ALAE A GuiDBedit TEE# tunnel_keepalive_method Bk,

1.

B Check Point SmartDashboard , A #1### Security Management Server (&4 &2 R
£%). Domain Management Server (813 & ¥ @ IR %),

i#1Z File (#8X). Database Revision Control... (BRI EEETIRE]...) , W I IEFTRE,
EARAFTAE SmartConsole 8% , #li SmartDashboard, SmartView Tracker 1 SmartView

Monitor,

X E) GuiDBedit TE, mMEFME , 552 B Check Point Support Center £ Check Point
Database Tool X &,
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ERAEER

5.

© © N o

10.
11.
12.
13.

14.

M

#1ZF Security Management Server (22 &2 A AR2F). Domain Management Server (#81E&
H A AR E8).

EELFHNEES | BIZ Table (ERXK). Network Objects (#8E&¥14). network_objects.
EALEAE®RD | ZEFERIM Security Gateway (X £ FJ8), Cluster (BE) ¥4,
T CTRL+F , Sifff Search (B &) BEEETH RS : tunnel_keepalive_method,

ETHEEF , BB tunnel_keepalive_method BARIEE , REZIRIE Edit... (fREE...).
B dpd , AREBIEE OK (FBE)

AEEMA AWS VPN B —HBoRESELSR 7 3 9,

i#1Z File (%), Save All (£ZBREF).

BAFA GuiDBedit T&,

BiRX Check Point SmartDashboard , A% 1##F Security Management Server (Z£ &2 iR
2%). Domain Management Server (#8132 & IR 88).

1EHME3 Security Gateway (Z£ &), Cluster (Bf) 1 L REBUR,

SHHMERA , 5528 Check Point Support Center L New VPN features in R77.10 &,

A TCP MSS %
TCP MSS RiH[#{K TCP HEMWEER KN LR , BHiEHED .

1.

EEFZTHH : C:\Program Files (x86)\CheckPoint\SmartConsole
\R77.10\PROGRAM\,

2. EiB#¥1T GuiDBEdit.exe &% , BIRL Check Point Database Tool,

#12 Table (E#l%X). Global Properties (£15B). properties (B1).
4. &% fw_clamp_tcp_mss , i#F Edit ({R#). HEBEA true , RREEFE OK (BE).
B EE R

BULEBERTI TEUAEREXYT TIHT , REBFEERE.

vpn tunnelutil

FERERIBED | BIE 1 KR IKE BIH , AR 2 KERFE IPsec BB,

B A LAEA Check Point Smart Tracker Log RERFER LN EHIWEME, Hlw , THAGFEL
HEZA VPC WHEBRERRBE 1 BEWEBTEME,
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AWS Site-to-Site VPN EREER

Product BH Securily Action 2 Encrypl
GatewayManagamean Rusle "
Date 4Nov2015 Current Rule Number 4-Standard
Time DazZ0 Ruls Hame —
Humber 21254 User —
Type E Log .
Origin cPOW-997695 oo |
' . Rule WD {0AA18015-FFTB-4650-BOCE-
e —————————| SS65Escecros
Source & management_PC Community AWS_VPN_Star
(192.168.1.116) Encryption Scheme [&]IKE
Destination @ 10.28.13.28 Data Encryption ESP: AES-128 + SHA1 + PFS
Senvice Methods (group 2)
Protocol e icmp VPN Peer Gateway  AWS_VPC_Tunnel_1
54.84,169.196
Interface [= eth0 P ﬁﬂw L
bproduct M
Source Port -
VPN
2] Metwork
Policy Hame Standard Information service_id icmp-profo
Policy Date Tue Mov03 11:33:45 2015 ICMP: Echo Reques!
ICMP Type: 8
Policy Managament cpgw-997695 ICNMP Code: 0

SonicWALL

THREFREUMMAEER SonicOS EE LM SonicWALL & FE&E VPN BE,
REBEE
1. BB SonicWALL SonicOS BB R H,

2. HEEfIBE®D , #IE VPN, Settings (52E). 7 VPN Policies (VPN BE) T , i## Add... (31
#®.),

3. £ General (—fi%) BHH VPN BIREE L , EZTHEN :

* Policy Type (BUREH) : i#IF Tunnel Interface (BE 5 H).

« Authentication Method (& % 883 75 7%) : i#1# IKE using Preshared Secret (IKE fEAfE % H
EMWE),

« Name (£7%) : @A VPN BUR BB, EREAFEAABERPRMEN VPN ID B8,

+ IPsec Primary Gateway Name or Address (IPsec T ERERZ B bil) : M AHEERFE
HPERILERE IP it (30 72.21.209.193),

+ |IPsec Secondary Gateway Name or Address (IPsec BiBhEE & e tbit) | RBFERE.
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- Shared Secret (EZEWE) : W AHEBERPIRUNTALLEZEH® , W Confirm Shared
Secret (ERHEZERER) PEEA —Xo

« Local IKE ID (#ith IKE ID) : ¥ A% = Fi& (SonicWALL &) #9 IPv4 ik,
« Peer IKE ID (¥1% IKE ID) : S ARG RER IPv4 Hbil,
4. 7£ Network (#83%) B® Lt  HEZTHER :

« 1£ Local Networks (A3 485%) T , i##2 Any address (fEf[3thit), 22554 A i3 18 LARK 1E 75
b A BE IR E AR R R

« 7£ Remote Networks (iIRim#8EE) T , ##E Choose a destination network from list (#£/5 5 i&
EBEZEMK). £ AWSHFERR VPC #9 CIDR I #but ¥4,

5. 7t Proposals (IRR) #& L , EZTHER :

« 7£ IKE (Phase 1) Proposal (IKE (F&EEX 1) 2R) T , BT T~ IEZ -
« Exchange (3X#2) : i#1E Main Mode (FEEX),
« DH Group (DH B##H) : 8 A Diffie-Hellman B¥#HKE (B0 2),
« Encryption (IN%) : 1### AES-128 T AES-256,
« Authentication (& 788 7¥) : i21F SHA1 3 SHA256,
- Life Time (% ariEH]) : @A 28800,
« £ IKE (Phase 2) Proposal (IKE (FEER 2) 1RR) T , ST~ HIEX£ :
« Protocol (BFAHE) : ##E ESP,
« Encryption (1%) : 1#E1E AES-128 = AES-256,
- Authentication (5 % 5 3%) : i#1E SHA1 = SHA256,

- IZHY Enable Perfect Forward Secrecy (AT ERHRE) A AR , WiEF Diffie-
Hellman ##H.

- Life Time (£ariBH) : @A 3600,

/A Important

MREHEBILERERE 2015 F£ 10 B2riE , BIXBEREMEMRERIEE Diffie-
Hellman &4 2. AES-128 1 SHA1,

6. 7t Advanced ([ EE L  EZTHER :
. ®Ey Enable Keep Alive (BUR/RISE3)
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- 1ZHY Enable Phase2 Dead Peer Detection (B f Phase2 kM HEER) YWMATIAR :
« &% Dead Peer Detection Interval (X3 EEREH) , B A 60 (IR SonicWALL %E&E
BEZHNs/ME).
. &% Failure Trigger Level (SFEE3ER) , WA 3.
- &% VPN Policy bound to (2#&# VPN BUR) , iEE Interface X1 (L E X1). ERBEAL
B IP 3t EM FE.
7. EIFEWE., £ Settings (FRE) EEL , BEM Enable () XA RTERESSER, &3
EHBEEEMA.

Cisco #£E : Hih&EEA
BL Cisco ASA EXEBERT/ESEHER, EXRMEREL Cisco ASA K , — X ReeE—BERTHE

B, MRFE-FEBESRBEER , U —ESFHEESEREAD. FLERE A LEE-EEZBHT
—E@EMEN VPC REELR

Cisco ASA 9.7.1 MM EFMRAZEERFRMEAHPER, BELRFEAEL Cisco ASA B |, A5 Ky ZE i 1B
BEEABEADES, GltiEE K SEE—EZBEH—EEENEN VPC RIFELR

¥ Cisco £ B , BAEFIT T HENE :

- FREINEBSRE,

- ¥ Crypto ISAKMP BURF5I9R 2 M —#,

« HE Crypto FEBEFSIFH M —1,

« H&ZE Crypto IPsec I EE S F Crypto ISAKMP BURFHEEEE R EMN T HAM IPsec BIERRH
I

- FEE SLA ERimiE 2 —1,

- RECERFRERENETRER cEBEBRENFTEREREA,

AWS Site-to-Site VPN ZEFEBEXEEN A T B ERHABARER

ZETHESE Site-to-Site VPN EfRERBS EEWEHIERBIESR , 5B5EH Amazon VPC A, AWS
WH 5= Amazon EC2 APl, MNEFFMEN , F2RTE 6 THERER,

BT HBER BN —REGIEREER , ZERT I HEN Site-to-Site VPN EIRIBREMNE

{8 : dynamic-routing-examples.zip
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BRAFLERTHEARENVEE. flM, BERESEH

- VPN E# ID, EFRME ID MERALERE ID WEHIE

« IRUE (HAED) IP ik AWS SREHMTEREMIE (AWS_ENDPOINT_1 F AWS_ENDPOINT_2)

- BEFFEBEEE L TEBEBEREBHEASAEZ IP it WFEENE (your-cgw-ip-address)
- EAHASWENTERBNME (pre-shared-key)

o IP b1k ;R BB E Y & HI{E

- MTU BREHEHIE.

® Note

SEAERERPREN MTU REERHH. F26 AWS Site-to-Site VPN HFFEBIEREHY &
=EH REHHENERRERE MTU EVAERBER.

MTEREAEZVEBEZI , BREETE T KZH AWS EIFH AES128, SHA1H] Diffie-Hellman E4A 2
Site-to-Site VPN i&#1% , JA% AWS GovCloud EiF# AES128, SHA2 F Diffie-Hellman ##H 14 fV & 1K
FR, EMLEEKELELASHRARE S SO RE. BXABHEHFARER , MAAEMREME
®%. Diffie-Hellman B#8. R BBER IPv6 RE.

TERHEEFFAERE LTREZTETANHE. COSBERH IP ity EHIE,
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Internet-facing interface
IP address: Your CGW public IP

/N
71—

IKE Tunnel 1 interface Tunnel 2 interface
IKE security Remote IP: 72.21.209.193 Remote IP: 72.21.209.225 [ IKE security
association Inside IP: 169.254.255.1 Inside IP: 169.254.255.5 association
IPsec security / \ IPsec security
association association
BGP peering BGP peering
Peer: 169.254.255.2 Peer: 169.254.255.6
Remote ASN: 7224 Remote ASN: 7224
IPsec tunnel IPsec tunnel

Internal-facing interface
IP: Your local network address

Customer gateway device

AZEF AWS Virtual Private Network i85 B35 E BREK B
UTRERAFERAERE (WREN) R EEFFAEEEN —LEHHER.
Check Point

LAR 2 Gaia Web A O#835F Check Point SmartDashboard REZE#IT R77.10 RE SR
7K Check Point Security Gateway BB, &t A LL2 B Check Point Support Center £#Y
Amazon Web Services (AWS) VPN BGP X &,

REEERE

F—ELSBREY VPN BE , YASEEEREZEFFAEMERLERENISE (RIB) IP b,
%EE:’Z%—“EL , SFFAHRERE S IPSec Tunnel #1 ERTRMEMNEN. EEEVE @
 GEEFARAERE R IPSec Tunnel #2 BEERTEMEMNE.,

1. &l SSH ERFEHNLZLRE. BEERAFERRNRE , FHEAIAT TN TREES

clish : clish

A TENBEARESR 77


https://support.checkpoint.com/results/sk/sk108958

AWS Site-to-Site VPN

ERAEER

2. BITIRSTRREFFFEASN (EEUEFFRE

set as 65000

R LHY ASN AWS),

3. {FREREHEZR IPSec Tunnel #1 ERTIREHNEA  AF—EREEYEERHEH. AEH
BERE—EHE—|F , 0 AWS_VPC_Tunnel_1,

add vpn tunnel 1 type numbered local 169.254.44.234 remote 169.254.44.233

peer AWS_VPC_Tunnel_1

set interface vpntl state on
set interface vpntl mtu 1436

4. fERMEREMER IPSec Tunnel #2 BERTRMEMER K ERELD

FEHEERE—EM—_% , Hli AWS_VPC_Tunnel_2,

add vpn tunnel 1 type numbered local 169.254.44.38 remote 169.254.44.37

peer AWS_VPC_Tunnel_2

set interface vpnt2 state on
set interface vpnt2 mtu 1436

5. REEBRIBRFE ASN,

set bgp external remote-as

6. {EF#HAEREZ IPSec Tunnel

set bgp external remote-as
set bgp external remote-as
set bgp external remote-as

7. {EREREREZE IPSec Tunnel

set bgp external remote-as
set bgp external remote-as
set bgp external remote-as

8. fEFHERE.

save config

7224 on

#1 BERTRHENER ,

7224 peer 169.254.44.
7224 peer 169.254.44.
7224 peer 169.254.44.

#2 BERTRHENER ,

7224 peer 169.254.44.
7224 peer 169.254.44.
7224 peer 169.254.44.

A TE 58 — B EERY BGP,

233 on
233 holdtime 30
233 keepalive 10

RRE % ZEBER BGP,

37 on
37 holdtime 30
37 keepalive 10

TREVE_EBEE, &
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E3 BGP BX

B#E BV —{EBGP BUR , HAFEB AWSLENIRHEA, AR , REENEFRE , #HE
HERH N EE AWS,

1. 1£ Gaia WebUI & , i#1## Advanced Routing (¥F&E&H). Inbound Route Filters (A& H &
B 1BIE Add (3718) , SRAEIZEL Add BGP Policy (Based on AS) (#7118 BGP B (JA AS
RHER)),

2. ¥4 Add BGP Policy (¥ BGP BUX) , 7£ 5 —E#M FZEE T A 512 1 1024 B EME , A
BUESE @AW AERLERE ASN (Hit0 7224),

3. i®#E Save (EE).

NE AR B

TIHSRERAR S HAEAEERH, SUAURTRANRKRENR S MEE (HlH0 : FEEH, 2
FEREBERABAHEIENER). WHEFMENR , 52/ Gaia Advanced Routing R77 Versions
Administration Guide.

1. 7£ Gaia WebUI # , #1F Advanced Routing ((F¥#5H). Routing Redistribution (3§ E %
). EF Add Redistribution From (f&... ¥TI8 E % i) , RZIEE Interface ().

2. ¥ To Protocol (EEBAWHE) , BEUEREFAE FIE ASN (Flin 7224),
3. &% Interface (5RE) , BEEAIRE. BERF.

TE AT RV A8 B W A

#E  BMSE VPN BENERYN  BEEERLARENLAE OM0) IP itit, SHRESHEL
MRV T8 RIS VPN BN BRFE, SHFERUZAEE , A VPN RENEAEELE,

1. BARX Check Point SmartDashboard,

2. &% Groups (F¥#H) , BARUARIEE |, SREIEIE Groups (Bf#H). Simple Group (B S &), &
A A ERB Y4 EAHERNEE,

3.  #¥f Network Objects (Y1) , FRUAR (IRGH) 1BE , AREE New (3
#). Interoperable Device (EBZE).

4. &% Name (B8), BALESR 1 PALHNBERMNES | fl0 AWS_VPC_Tunnel_1 =%
AWS_VPC_Tunnel_2,

5. &t¥f IPv4 Address (IPv4 tthiit) , M ARREERPRENERIAERENS 1P bt |, fl0
54.84.169.196, EFEMRE , ARBAPAYE LR,
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Interoperable Device -AWS_VPC_Tunnel 1 [+ .

m Inleeperable Device - Genenal Fropesies
Topckogy

& IFSae VPN Machina
Mame AWS_VPC_Tunnel_1 Coior | Biack
Fod Addoess. | 54 B4 163,136 Fianchve “er Harra Dynasmic: Address
b futidreas
Commant

Peaduci

[ Corfigre Senvan

6. EEAIDEERD , EFEF Topology ().

7. 1€ VPN Domain (VPN #813) [EEX , iB1E Manually defined (FEIER) , AR BB RIVRE
SR2PEVNZOESEHE. BERTE,

8. fEAMHRERER IPSec Tunnel #2 EBRTHEN , EEELELBRETE BRI H,
9. BIFEHEERRYYG  BREHRERZEYH , REIEE Topology (Fh#),

10. 7£ VPN Domain (VPN #15) EE , i##Z Manually defined (FEIESE) , AR BB W ZEURE
SB2HEIUNTEAGZFHE, BRERE,

(® Note

BRI LR BB ERENEMIRE VPN B, BREMAREADAHET VPN EZRENE
BAEREIIEEZ VPN BB HES , AHRE VPN BE R B HITER.

(® Note
EREARE  FREARLSEAAERABESNE. FRERERPREEN IP thit,

BUNRE VPN 18, IKE M IPsec R7E

EE | 1E£8H Check Point BB EZ 3 VPN #8 | W HESSEEENRRYG (AEEE) HigE
Hep, S LIRRERRER S| (IKE) M IPsec 527 E.

1. RENFEBMHED , T2 BERFIERE IPSec VPN,
2. i##E Communities (#:8f). New (¥738). Star Community (2 & 48),
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3.

10.

11.

AR EHIRM B (Fl10 AWS_VPN_Star) , REBRE S BEKPIEIE Center Gateways (AR
BE),

BIF Add (F718) , ARBENFERRENEINSRERESE.

EDEEBRD , EF Satellite Gateways (HIERIE). Add (¥11) , ARELRMNEUNEER
iE (AWS_VPC_Tunnel_1 1 AWS_VPC_Tunnel_2) ¥8ZISHERBEEFE,

EDEEKT |, 12 Encryption (M%), 7E Encryption Method (IN& 5 3%) BT |, &2
IKEv1 for IPv4 and IKEV2 for IPv6 (BERR IPv4 By IKEv1 FliEA R IPv6 B9 IKEV2), TE
Encryption Suite (INZEREH) B , 1##F Custom (BFT). Custom Encryption (BFT
)o

® Note

AR IKEVT ThEEREEL IKEV1 for IPv4 and IKEV2 for IPv6 (ELA R IPv4 B IKEV1
ERAR IPv6 #Y IKEV2) i#IH,

EUFEHRSD , MTFHRREMBEE | REERRERIE OK (HE)

- IKE Z2EBH (FFER 1) Bk
« Perform key exchange encryption with (£ T 5 5 XETL B #HR) : AES-128
« Perform data integrity with (£ T3 A XN E1TE R TE M) | SHA-1
« IPsec ZZ s (PFEER 2) B4 -
- Perform IPsec data encryption with (£ T 5 5 X 11T IPsec ERINE) : AES-128
« Perform data integrity with (£ T3 A XNE1TE R TEM) | SHA-1

EDEERKTP |, B Tunnel Management (BEBE ), #1F Set Permanent Tunnels (§%E kK
AJ&iE), On all tunnels in the community (TE# B FTEEE L), £ VPN Tunnel Sharing
(VPN BEHE) EE&H , i#IZ One VPN tunnel per Gateway pair (BEREY —{@ VPN &
&),

EHEERKYT , BF Advanced Settings (EPEEZE) I8 #F Shared Secret (X EZMH),

BIE —ERENEEEE, BE Edit (RE) , AREAERERD IPSec Tunnel #1 B
NIEEENEELAEH,

ERNE_EARENEEERE. BEF Edit (RE) , AR\ AHEBESRPR IPSec Tunnel #2 BB
NEENTALLASER,

A TENBEARESR 81
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Star Community Properties - AWS_VPN_Star [
¢ & Shared] Sl
Center Gabeways
Sotwlite Gatew
Satelite Dateweys W e iy Shermd Sacred S pll Criea meetoery
S——
Tunnel Warapement
. - Each Extemal merier wil have e dodowrg
= Advanced Sefings secret with &l rieTal memhens © T CoRELREy
WPH Riouting
MEF [Muliipls Enir
Exchued Services
M mrasesd VPN Pr Fasr iy Sraped Seoret
i Mest NS _VPC_Tannesd_1 -
BNE_WPC_Tunrneel 2 -
Ecl L]

Carcal

12. Tj‘: Advanced Settings (EPEELE) 237 |, i##F Advanced VPN Properties (P VPN B1%) ,
REBMNT , RARESTHEHERE OK (FBE)
« IKE (F&EEX 1) :
« Use Diffie-Hellman group (£ Diffie-Hellman #4#8) : Group 2 (1024 bit)

 Renegotiate IKE security associations every 480 minutes (& 480 2 EH XY IKE &%
22k )

* IPsec (FEER 2) :
« J&#Z Use Perfect Forward Secrecy (X EHRE)
- Use Diffie-Hellman group (f£ A Diffie-Hellman &#H) : Group 2 (1024 bit)
- Renegotiate IPsec security associations every 3600 seconds (& 3600 B E#H RXF IPsec

goge L))
BB X mR Al

= ERBXERAN AR VPC MR EBEAN S LR AURRERR, LEEES
EENFE L ZEBE,

1. 1 SmartDashboard # , && K F18i### Global Properties (3B 1), T2 EE®KYF , EFE
VPN 3t i#1#E Advanced (#P&).
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2.

212 Enable VPN Directional Match in VPN Column (£ VPN # 5 A VPN St E) , AR
%IRIE OK (FBE).
£ SmartDashboard A , &2 Firewall (B A 18) , REFEH THI3ERE I BUR

- AFF VPC FRBZBXENEARE , EAMERETEN.

« AHAHEEREBXENBAWME , B VPC FHEKETER.

FRR VPN P R FRNATRE | RERIEEF Edit Cell (RERFE).

#£ VPN Match Conditions (VPN Lb¥H ) EFEA A |, 2 Match traffic in this direction
only (BLL¥ It SR E). EiBARSEEEEE Add (F1E) REV T mmELERA, I
T SE R BFIR I OK (FERE) :

« internal_clear > VPN 18 (BEBIEMH VPN ERItFF |, B0 AWS_VPN_Star)
VPN 45 > VPN #&F

« VPN #t8 > internal_clear

#£ SmartDashboard # , i### Policy (BK). Install (£#),

EHFEA RS , BEELNFEE , ARRE OK (BE) ULREBX,

&K tunnel_keepalive_method B

#&#9 Check Point & A] LA A M Z{E58) (DPD) K7 IKE B EE A, EEREKAE
B/ DPD , 248 AWS VPN B EXK XA EE,

RIFTEER , VPN BEM tunnel_keepalive_method BHEEERA tunnel_test,
BYEKERESR dpd. £ VPN R HEME VPN BMEZEER DPD BB X4ARE

tunnel_keepalive_method B , @EEME=74 VPN HE., EFEAERNFEERERE

HYEE IR B

I&ALAE A GuiDBedit TEE# tunnel_keepalive_method Bk,

1.

B Check Point SmartDashboard , A #1### Security Management Server (&4 &2 R
£%). Domain Management Server (813 & ¥ @ IR %),

i#1Z File (#8X). Database Revision Control... (BRI EEETIRE]...) , W I IEFTRE,
EARAFTAE SmartConsole 8% , #li SmartDashboard, SmartView Tracker 1 SmartView

Monitor,

X E) GuiDBedit TE, mMEFME , 552 B Check Point Support Center £ Check Point
Database Tool X &,
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ERAEER

5.

© © N o

10.
11.
12.
13.

14.

M

#1ZF Security Management Server (22 &2 A AR2F). Domain Management Server (#81E&
H A AR E8).

EELFHNEES | BIZ Table (ERXK). Network Objects (#8E&¥14). network_objects.
EALEAE®RD | ZEFERIM Security Gateway (X £ FJ8), Cluster (BE) ¥4,
T CTRL+F , Sifff Search (B &) BEEETH RS : tunnel_keepalive_method,

ETHEEST , BB tunnel_keepalive_method BWARIRE | AREIEE Edit... (#EE...).
iEE dpd. OK (FEXE)o

ASEMA AWS VPN #HH —BoHNEEERIER 7 2 9,
i#1Z File (%), Save All (£ZBREF).
B8FA GuiDBedit TE,

BiRX Check Point SmartDashboard , A% 1##F Security Management Server (Z£ &2 iR
2%). Domain Management Server (#8132 & IR 88).

1EHME3 Security Gateway (Z£ &), Cluster (Bf) 1 L REBUR,

SHHMERA , 5528 Check Point Support Center L New VPN features in R77.10 &,

A TCP MSS %
TCP MSS RiH[#{K TCP HEMWEER KN LR , BHiEHED .

1.

EEFZTHH : C:\Program Files (x86)\CheckPoint\SmartConsole
\R77.10\PROGRAM\,

2. EiB#¥1T GuiDBEdit.exe &% , BIRL Check Point Database Tool,

#12 Table (E#l%X). Global Properties (£15B). properties (B1).
4. &% fw_clamp_tcp_mss , i#F Edit ({R#). HEBEA true , RREEFE OK (BE).
B EE R

BULEBERTI TEUAEREXYT TIHT , REBFEERE.

vpn tunnelutil

FERERIBED | BIE 1 KR IKE BIH , AR 2 KERFE IPsec BB,

B A LAEA Check Point Smart Tracker Log RERFER LN EHIWEME, Hlw , THAGFEL
HEZA VPC WHEBRERRBE 1 BEWEBTEME,
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Product BH Securily Action 2 Encrypl
GalewayManagemen Rule i
Date 4Nov2015 Current Rule Number 4-Standard
Time DazZ0 Ruls Hame —
Mumber 21254 User —
Type B Log ;
Origin cPOW-997695 woe ]
' . Rule UID {0AA18015-FF7B-4650-BOCE-
Tane SSRSECFOA
Source & management_PC Community AWS_VPN_Star
(192.168.1.116) Encryption Scheme [&]IKE
Destination @ 10.28.13.28 Data Encryption ESP: AES-128 + SHA1 + PFS
Senvice Methods (group 2)
Protocol e icmp VPN Peer Gateway  AWS_VPC_Tunnel_1
54.84.160.196)
Interface [= eth0 P ﬁﬂw
bproduct M
Source Port -
VPN
2] Metwork
. Policy Hame Standard Information service_id icmp-profo
Date Tue Mov03 11:33:45 2015 ICMP: Echo Reques!
| Palicy ICNP Type: 8
Policy Managament cpgw-997695 ICNMP Code: 0

SonicWALL

B A LAE A SonicOS EE R MEERE SonicWALL B, MELEBENFMAES  F28 FE
AWS Site-to-Site VPN ZF i E£ ENFRERH.

3

ELFEAEERAANREREN BGP, A AFHESEAAEERIREMNGTIRE (MREA
BGP HHEERT)o
Cisco #£& : HtbEEH

B L Cisco ASA EXEERAT/FmIEN, ERFEREL Cisco ASA B, — X RAEE —EERAHHE
B, MRFE—ABEEEREEFER , IS —ESHTEESERERA D, AEE  SEE—EBBHS
— BB ENEH VPC REHER,

Cisco ASA 9.7.1 RN EFIRAZBEADMERAPER, BERFERIEL Cisco ASA B , TIJ[EEFZERE
BEREAERATEN, GltiEE 6 fEE—EZBEF—(EEENEHN VPC RIFELR

¥R Cisco B , BAEFIT T HIENE :

- BRENBRE,
« HEZE Crypto ISAKMP B F 55 R ME—,
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« HE Crypto FEBERFIISREM—#,

« HEZE Crypto IPsec HB#EE 45 F Crypto ISAKMP BURF SR E LR EMN T EM IPsec BEHIRE
&R,

- TEE SLA iR EME—1,
- REAFFFEEENEARER cEABBRENIEREEE,

Juniper & : Hh&EH
THERBAR Juniper J K5I SRX HEFRAEEENHEEBEREN,

- NEHREEA ge-0/0/0.0,

- BESRMEID WA st0.1 M sto.2,

- BEMEB LTRENTLES HEEAERAERN "F2EE BE).
- FBLEBIRTAENRLES EREFAEATRRN "2EE EBHFH).

# Windows Server 2 E A AWS Site-to-Site VPN B EEHEE

2R LAHE 11T Windows Server (AIAREEEEA VPC WEFHERE, BHRERE VPC B EC2 #1T
EfE =k B 2 M A ARER L #1T Windows Server , B FEA THIEF, THEFER® Windows Server
2012 R2 R EF AR,

B #%

- BRELH Windows H1T{EEE

- $B 1 B VPN EEERTEEN VPC

- $B2: TH VPN EENEEER

- B 3 : §%%E Windows Server

- FBR 4 RE VPN BE

- SB 5 MASENEEER

- S8 6 : AIE VPN E#E

R EIERR Windows #{T{EEE

MR BEER Windows AMI BRENEY EC2 1 1T{E 8 LE&E Windows Server , 5E#I1T 5 Eh4E :

# Windows Server (X EAEFEFREEE 86
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- FREBTERNRIF/EERE .
1. BI4E https://console.aws.amazon.com/ec2/ B Amazon EC2 £ &,

2. BHUEH Windows H{T{EEE , AREIRIZE Actions (BI1E). Networking (B##8). Change source/
destination check (¥ 3R/ H M b &), 1EF Stop (fF1k) , RREIEZE Save (E7F).

- EMENEERIRE  UERRAEMTERNRE
1. E#ZE Windows #ITER. MFFMEF , F2REREER Windows FITEEE,
2. ARURHIEENR , ARRBREEES,
3. BB Network adapters (#83& E1285) B2,
4

BB AEF RBTEREEME , EWER Amazon Elastic Network Adapter 2% Intel
82599 EHEINAE) , REIBIZE Action (B)fE). Properties (B k).

5. 7£ Advanced (H#Pg) 2% L , £ IPv4 Checksum Offload (IPv4 &= MEIF), TCP
Checksum Offload (IPv4) (TCP R EMRFNEH (IPv4)) 1 UDP Checksum Offload (IPv4) (UDP #&
EEMNMHE (IPv4)) B , RRERE OK (FBXE).

- FSEM P T ERENIRSE  RARGHENTEEREIEDE. MFFMEER , F2H (Amazon
EC2 EREIER) PREX IP vit, BTN K ELBYEFRERFEL I,

- MEHTERBNZEEERAFEL IPsec RE. KR , Z2BEATMESHRE. BER
SFENEER B RERARE , BEILEL IPsec REBY THEHBTBABERL : IP
BEARE 50, IP EEAE 51 F UDP 500,

52T Windows #1T{EBEFIEMEEEHY CIDR 88 , #5120 172.31.0.0/16,
S 1 B VPN BEHERTEEZMN VPC

HEWE VPC B VPN ERR | FFHIT T HEME

1. BEVERLEBELEHLERZELN VPC, MFFHMES , F2REVERLERFE,

2. B3 VPN BN EFFEE, $HEEFEE |, 58IEE Windows Server BV /A F IP b,
A VPN EiE |, B RIETRERA , A%E A Windows Server FTIEASEH) CIDR EE |, Hlt0
172.31.0.0/16, MEFMER , FSETE 5 - B VPN EiE,

EY VPN ER2# , 588 VPC BREAREIR VPN ERBAEHR,

SEE 1 B3 VPN EREE 8K VPC 87
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RELER VPC

FIEH) VPC REMNTAE M (AN RA) , SUKEE Windows Server BEAKHITER, MFEFM
B , F2RELH VPC REVT TR,

® Note
AEFHERRIERARMAKEREERAN FHERK. TEEES AL FRKBNEH,

EF# VPN EEREHE

- BEHAFMEEUERLEREARBE , HL Windows Server i (CIDR £EE) & B MK FAE
FHEREBHAR, MEFMEF , 728 (Amazon VPC EAEIER) VR B 2R ATHE M BEREK
EO

- BAERLERERBERE. NEFAES  F2RE(EHRLERIE) £ H R+ RUHRBER,
RENHTERELZERE , LFE VPC M@ < BrER :

- Fi8AFTEA RDP REEMEEFE SSH R Al EFREREHNBEERE VPC FHETE
B, Sl EEAHEERPNEMEEE VPC FH Linux ${TEE | 552 SSHER, x
RER B SR CIDR SSEEARAl , #la0 172.31.0.0/16, WMEFMAENA , 5528 Amazon
VPC &R VPC 2 EEHRA,

- MEAFREEBEFIEA ICMP iR A, & ZEER Windows Server ping #& VPC FH 1T &
g8 ZELURREH VPN ER.

HER 2 TH VPN EErERBER

Al LAE A Amazon VPC 3124 TH VPN E#H) Windows Server #HRERE =,

THEERE

1.

2
3.
4

£ https://console.aws.amazon.com/vpc/ BEX Amazon VPC £ &,
HEEBEE®KD | B2 Site-to-Site VPN Connections (Site-to-Site VPN &%),
BEURH VPN E# | 3iE$E Download Configuration (T EAHAE),

IZEY Microsoft AB 3. Windows Server ¥ & , MK 2012 R2 AE#. iEZ Download (T
), BAULUREBBREFER,

EEERTSEUTIHFNEARR. SSHEIMEFABRTWR , BEBE R

S22 TH VPN EZWERBESR
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https://docs.aws.amazon.com/vpc/latest/userguide/create-vpc.html#AddaSubnet
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vgw-1a2b3c4d Tunnell

Local Tunnel Endpoint: 203.0.113.1

Remote Tunnel Endpoint: 203.83.222.237

Endpoint 1: [Your_Static_Route_IP_Prefix]
Endpoint 2: [Your_VPC_CIDR_Block]

Preshared key: xCjNLsLoCmKsakwcdoR9yX6GsEXAMPLE

Local Tunnel Endpoint

SR VPN BEERAFFREEEM IP it

Remote Tunnel Endpoint

ERLERENWE IP itz — , B 1EER AWS iwhY VPN E#,
Endpoint 1

I VPN EIEE | EEATRERAEN IP FE, EEREMEEPILIER VPN EEEE VPC
8 1P Hbhl,

Endpoint 2

EETERALEBEZ VPC # IP it €E (CIDR E%) (0 10.0.0.0/16).

Preshared key

£ Local Tunnel Endpoint #1 Remote Tunnel Endpoint ZBEAREII IPsec VPN EZH
BARELR,

EMEBEEMEBERES VPN EEZN -2, SEBREHSEET VPN EE Amazon kY &5
Site-to-Site VPN £, #HR—RXAF—EBRERD  ENRE—EAEEHRE K F_EBESEHE
TN, ERFERBEEVERARENERNGFETRAN. BA—RARRMER—EEE , ATl Amazon
VPC X2 AL —ERECHM. ERAHNITA , FIUETREENTEMEE,

REMEBEER , WREEEEPBRLERE AWS |, £1 VPN EESELEIENEBHREBREZER
IEFENF—EEE, ELRERFFAERER K REMEBEREE

(® Note

ETREERLBRE BT AWS HlTHE. LEZSTRERSE VPN EEWEBENHS
Z——BREE, ERMATHEERE 0N VPN ERXSEHDRAEBEIE @88,

SR 2 TH VPN EENHERER 89



AWS Site-to-Site VPN EREER

HRR AR IR (IKE) M IPsec £ BN (SA) WHMMEBEA S REE THNERE S,

MainModeSecMethods: DHGroup2-AES128-SHA1

MainModeKeyLifetime: 480min,@sess

QuickModeSecMethods: ESP:SHA1-AES128+60min+100000kb

QuickModePFS: DHGroup2
MainModeSecMethods

IKE SA WINZEME BB EE X, ELEE VPN EHFENERRTE , FEKER Windows Server IPsec
VPN BRI FEERERE

MainModeKeyLifetime
IKE SA €884+ miEH, ER VPN ERNEZRERE , @R=E Windows Server IPsec VPN E#REY
FEEXERE -

QuickModeSecMethods

IPsec SA IMZEME pEaFEEZ, ELE VPN BENERRZT , FKEE Windows Server IPsec
VPN BRI FEERERE

QuickModePFS

HMEREE IPsec TERBREAESV/ERERRE (PFS).

B8 3 : % F Windows Server
EIRRTE VPN BiEZ 8] , BAAETE Windows Server E 2R R ERBARRBEFIRSE. S0 ZHER
FREFIERARK ENER,
%2 4 IR B N IR i 17 EAR 7S
1. B AEH Windows Server,
2. BI{EBARIRE K ARBRBEFRI[EES,
3. ZHEEHARRRFERE
a. NEBEERENEAGKINE.

b. 7E Before You Begin (B2 8l) EE L , EEHNARBEFSEIER , REREE Next (T
_i)o

$E8 3 : 5%E Windows Server 90
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=

axX iE

1.

c. 1## Role-based or feature-based installation (BBERIgER T ) | RERHEE Next (T—
#)o

d. 1#$E Select a server from the server pool (¢ rl k25 & EZEN R ARER) , FEUERY Windows
Server , RZBIEE Next (T —F),

e. TE;BEIEE Network Policy and Access Services (MR BEMFZEURK). EERNEES
B | #1F Add Features (FTi8Ih8E) , P EL R ACREENINEE.

f. HEMHEREED , i#12 Remote Access (RimFEH), T—%,

g HEEIRIEEEL, BET-F,

h. £ Network Policy and Access Services (8B BUR MFEUARE) EE L , 1##F Next (T—F),
. EERFHNEEL, BET-— *ﬁo 'Td_:T BB ML , #H DirectAccess and VPN (RAS)

(DirectAccess #1 VPN (RAS)), R RHHFEH D , i#EIE Add Features (FTiEIhgE) ,
ELE R Ebﬁ@ﬂﬁi%)’ﬁwa%ﬂ’]lﬂﬁm Tﬂ‘:*ﬁﬂﬁ’]%ﬁqﬂ , I2HY Routing (B&H) , AREZEEF Next(
_5)0

j. 1 Web Server Role (lIS) (Web fAIfREFAE (11S)) HE L , i##F Next (T —%), REFEE
18 |, ARBIBE Next (F—%),

k. 1B Install (RE), TRELER , 55121 Close (B3FA).

B RA A 8% B R IR v 7 B R BR 2R

EE&RTMA L , #IZF Notifications (BH) (BiLE ). EETHRIPBREENTHE, #E Open the
Getting Started Wizard (FABXAPIREE) iEH

i#1Z Deploy VPN only (f£28& VPN),

7 Routing and Remote Access (B8 R IRim1FH) ¥iE A iRH |, HFFREEE , AREE
Action (Eb4E) , BiZH Configure and Enable Routing and Remote Access (5% & M BX F % A & iR
HFE).

£ Routing and Remote Access Server Setup Wizard (BB R EHREFEARSBHRERE) b , €5
—BEEL , &—T Next (F—%).

£ Configuration ((%8) EE L |, BERIRE. T—%,
E#E LAN routing (LAN B&H). Next (T —2). Finish ().

E Routing and Remote Access (3 H R iZinfFE) HFEH RERIR T , 5512 1F Start service (B
BARTE).
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HER 4 . FE VPN BiE

B LHTEEEE THREARE DM netsh I8 , FEH Windows Server £ & R ERELE VPN
BiE,

/A Important

BMEBLASESM|TREEFAR (PFS) AR IPsec TIEMEER., MRMBBEZFHIT netsh IED
5, e2E2E28 LA PFS (gnpfs=dhgroup2), &FEEEA Windows & R ERA
PFS , BABFERAGT YT AR,

1EIE
« BIE 1 : 1T netsh IETH
- JE1H 2 : £ Windows Server fE &R E

B 1 : #T netsh IERTE
RTEHVBREEER netsh IBHE , ARBEREE, THASHGIESE,

netsh advfirewall consec add rule Name="vgw-1la2b3c4d Tunnel 1" 2

Enable=Yes Profile=any Type=Static Mode=Tunnel *
LocalTunnelEndpoint=Windows_Server_ Private_IP_address "
RemoteTunnelEndpoint=203.83.222.236 Endpointl=Your_Static_Route_IP_Prefix *
Endpoint2=Your_VPC_CIDR_Block Protocol=Any Action=RequireInClearOut ~
Authl=ComputerPSK AuthlPSK=xCjNLsLoCmKsakwcdoR9yX6GsEXAMPLE
QMSecMethods=ESP:SHA1-AES128+60min+100000kb *
ExemptIPsecProtectedConnections=No ApplyAuthz=No QMPFS=dhgroup2

Name (B8) : BULIERSRENEBRNREZNE®E (vgw-1a2b3c4d Tunnel 1),
LocalTunnelEndpoint : i A &85 Windows Server FIFAH IP thiit,

Endpoint1 : & Windows Server FF#E 2 #8##) CIDR [E#f , #5120 172.31.0.0/16, ERAES|HE (") &
fFLLE,

Endpoint2 : #& VPC i CIDR B3 =& VPC #7485 , 5i10 10.0.0.0/16, FEAEE|5E (") HEk
o

SER 4 BR%E VPN BE 92



AWS Site-to-Site VPN EREER

FE4& Windows Server WS TR REEPHITEMBNESTH, (" TREH TLR LT IIHNIRITX
Fo ) BEREL VPN EENE @ VPN BiE , FEABREEFEZE netsh ETHBEBLERF.

SERKEE |, EERIME 5% E Windows B A&,

WNZE netsh ZEMEEME N , 552 F Microsoft TechNet Library 8 Netsh AdvFirewall Consec @

£°

1218 2 : A Windows Server £ E R E
& 7] LA{E A Windows Server (£ & R ERERE VPN EiE,

/A Important

""T““{Eﬁﬁ Windows Server £l & REMAE LR TBREFTER (PFS). BL4RMBAETE
TEEERBEFRR , €AW SIIMA PFS.

%

- ER7E VPN BEMNZL£RAI
- HEFIEEHERE

- RAXERTEEELE
« E%7E Windows B A &

XE VPN BEMWZ R A
EAREH | BLEEEMN Windows Server LEREZR£RE| , LUEY VPN @i,
FRE VPN BEMNZLHRE

1. FARK Server Manager (AIfREZEEE) , i#E Tools (L E) , ARIEE Windows Defender Firewall
with Advanced Security (2B %L 2 R Windows Defender Firewall),

2. iZEHL Connection Security Rules (E#RZ £ Al). 1EFEF Action (B1E) A% New Rule (¥TiE# Al).

3. 7 New Connection Security Rule (M1 ERZ LK A) BFE+ , £ Rule Type (RAIEHE) HEE
t , i Tunnel (B8) , FiEHE Next (T—2),

4. 7£ Tunnel Type (BEEB#A) BE L , £ What type of tunnel would you like to create (REE L
WIBEEREA) T , ##F Custom configuration (BET#H5E), 1£ Would you like to exempt IPsec-
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protected connections from this tunnel (R EfELLBEHEBR IPsec REHERS) T , RIFENHE
(No. Send all network traffic that matches this connection security rule through the tunnel

(71' BBBEEEIFELERZERUNFAEREBRRE)) , RREBEE Next (T—F).
5. ERREEL, BEFEHEAERETHIIRE. FVABHEREVYEE K RAREET -5,

6. T EERMEEL K EWELEREERE1T , BEHME, WALKPERKY CIDR #E ((vR
Windows Server EFRBHEER S , a1 172.31.0.0/16) , RARBEFERTE, LEEVIRELE
FREEERN IP thit,

7. % What is the local tunnel endpoint (closest to computer in Endpoint 1) ({1 2 2<# & & i 2
(REBREWE 1 PREK)) T , 1B Edit (W8). £ IPv4 address (IPv4 tbik) A F , W@AE
Windows Server BIFAK IP it | SR%&IEZE OK (FEJE).

8. #& What is the remote tunnel endpoint (closest to computers in Endpoint 2) ({1 B 2 i% i 8 & i 2
(R E 2 PHER)) T , iB2 Edit (§8E). £ IPv4 address (IPv4 Hbiit) A |, E AR REHRE
BiE 1 WEBRIMNERE IP bt (3328 Remote Tunnel Endpoint) , R#%&I1ZE OK (BE).

/A Important
MREEHEE 2 ERMERF , FHLERUEE 2 iR,

9. 1 Which computers are in Endpoint 2 (iw % 2 THYEK) T , ##F Add (¥1#8). £ This IP
address or subnet field (It IP it 5} FHEREHEAL) A , B A& VPC 1Y CIDR E#R , AR%BIRIE OK
(FEZE),

/A Important
BLBEEHRERRPEEZE Which computers are in Endpoint 2 (26 2 T B BLEE ).
SER USRI EEE Next (T—F) , BRIEEEREEHRIARES
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ERAEER

10.
11.
12.
13.

14.
15.
16.

i New Connection Security Rule Wizard
Tunnel Endpoints
Specify the endpoirds for the IPsec tunnel defined by this rue
Sieps: Which computers are in Endpoint 17
@ Fue Type 172310016 A
Turmel Type
Reguiremer
& Tunnel Endpoints
& Authentication Mathod
uihertiaton 1t ‘What is the local lunnel endpoint (closes! 1o compulers in Endpoint 1)7
@ Profile .
IFv4 address: |172.3' 1336 [ Edit._ ]
@ Name )

P46 address: |

[] Apply IPsec unnel authorzation as specified on the IPsec Settings
tab of Windows Firewal with Advanced Security Properties.

What is the remote tunnel endpoint (closest to computers

in Endpoint 2)?
IPvd address: 54 240 204 .89 ' Edt. .

|PvE address |

Which compulers are in Endpoint 27
10.0.0.0:16 [ i |

BRCEENAMEREY ERER , ARRET—

ERJFLHEE@E L , BREGER , AREERG].

£ First authentication methods (E— B & 28T/ HE) T , #iF Add (F38).
EMALLASE GANEERNFELHLASRE K RAREERE,

/A Important

MREEHBE 2 EENERF , FHLRIEE 2 WHEARESR,

HEZE RIEHN First authentication is optional (38— {85 2 5 FE AIEA) , AREE OK (BE

BET—

EREREEL , 2EFRWM T =ZE&EG 5 : #85. Private (FAF8) 1 Public (8 8). BET—

&,

HER4:

FRE VPN B&i&

95
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17. £ Name (B218) HEE L , MALERSAANEZRE (Bl VPN to Tunnel 1), REEFEREF Finish (5
FX)o

ERLRERF  EEEEBERNEE 2 &8,

2% , B VPN EEREREMEEE.,

{1y

MR EE A RE

g
[

{1y

¢

1. BABK Server Manager (fAfRESEEE) , #1ZF Tools (LE) , :#E Windows Firewall with Advanced
Security (EEER T2 MR Windows B5 A &) , A% EEN Connection Security Rules (E#RZ £
A1),

2. AWMEEER=ETHIEE :

 Enabled (ERA) & Yes
« Endpoint 1 (i3 1) 28 CIDR E#
- Endpoint 2 (i3 2) 2% VPC #9 CIDR [E#
« Authentication mode (& 2 B #E ) B Require inbound and clear outbound
« Authentication method (& 2875 %) & Custom
« Endpoint 1 port (4% 25 1 E1ZE) A Any
« Endpoint 2 port (i 8 2 E#EIE) & Any
* Protocol (BFAHE) & Any
3. EBEE—GRHA , RRIERE Properties (B1).

4. 7FEAuthentication (5 2 B =) R5|1ZEM Method (57%) T , i##E Customize (HE]). HEER First
authentication methods (E— B S 2 EBEH LX) TEBEHEERPHNERBELLASE  ARERE
2 OK (F&E).

5. £ Advanced () EH L , #5828 Domain (#813). Private (FA78) # Public (28).

6. 7 IPsec tunneling (IPsec @i&) T , i##E Customize (B3]). HEFR T3 IPsec BEIRE , A%IR
1 OK (FBE) , BBE— X OK (FEXE) BRI RE .
- BiEH Use IPsec tunneling (fEf IPsec Bi&),

« Local tunnel endpoint (closest to Endpoint 1) (A EE R B (RIFLIKE 1)) 222 Windows
Server Y IP #biit, MREBHEFRELEER EC2 H1THEE , LEVEBTHEENFTLE IP #hil,

SR 4 BE VPN BE 96
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« Remote tunnel endpoint (closest to Endpoint 2) ((RimEE IR (RIFEHE 2) @S EENE
BIERE P i,

7. BIRUESE —EEE/ properties (Bit), B EEEELEE 4 3 7,

BAXERTEREELE

BUNERARTIRAETERTREENE., BT EREREMRALLIEE,
BMAETRTEEELR

1. TEIEH Windows Server A | FRFH SRR RBE.
2. MATH®GS , MEGRENE —HREFRABZBEN rule_name,

netsh advfirewall consec set rule name="rule_name" new QMPFS=dhgroup2
QMSecMethods=ESP:SHA1-AES128+60min+100000kb

3. HE_EBEESELSR2, EAULEHENE ZFERRIBBIN rule_name,

& E Windows B X &
EHRARELIRERSHAE  FE—BEXY IPsec BFEAFEAERILERIE,
=% E Windows B A f&

1. BARK Server Manager (fAfRESBEEE) , i#IE Tools (L E) , AKRIEE Windows Defender Firewall
with Advanced Security (E B #R % £ 48 Windows Defender Firewall) , B2 Properties (B
).

2. 1f IPsec Settings (IPsec %) B& L , 7 IPsec exemptions (IPsec BERR) T , #58 Exempt
ICMP from IPsec (& IPsec #EBR ICMP) A& No (default) (& (FEE%1H)). R IPsec tunnel
authorization (IPsec BE&E##) A& None (&),

3. £ IPsec defaults (IPsec 785%{E) T , i&## Customize (BE]).

4. 7f Key exchange (Main Mode) (3 #: (FE&R)) T , i#E Advanced (EFE) , RERIEIEF
Customize (BE])-

5. HHEFJERESHRIB|RENZREMFET  BRE—([EHEAEATHIERE
- STEM : SHA-1
0% : AES-CBC 128
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- S|REE L : Diffie-Hellman 4l 2
. 1 Key lifetimes (£#£diBH) T , #E% Minutes (98€) & 480 B Sessions (LERER) & 0.

& L

REEHRIBEERPHELER,

ﬁu

MainModeSecMethods: DHGroup2-AES128-SHA1l,DHGroup2-3DES-SHA1
MainModeKeyLifetime: 48@min,@sec

6. 7E Key exchange options (£#83#1i#18) T , iEH Use Diffie-Hellman for enhanced security (£
A Diffie-Hellman 8% %) , RREEFE OK (FEXE).

7. 1f Data protection (Quick Mode) (EfMRE (RIEER)) T , FEH Advanced () , BiEE
Customize (BE])o

8. 1#HY Require encryption for all connection security rules that use these settings (FT B £ 18 L 5%

ENERZEHAUFTEMR),
9. ¥t Data integrity and encryption (BRI ZRMEMMBR) T , RBFERE :

- BHAWE : ESP

- TTEM . SHA1

n# : AES-CBC 128
4+ aiBE : 60 988

BEESHEIEEEPNUATER,

QuickModeSecMethods:
ESP:SHA1-AES128+60min+100000kb

10. 1##E OK (F&E) E Customize IPsec Settings (BT IPsec R7E) HFEH R , BiEE OK (FBEE) f#
FHRE,

HER 5 BAENEERR

ETR, RE TCP EARMEBMBEFAT A, ST 5IESMITE A #4TMEZE : HKLM\SYSTEM
\CurrentControlSet\Services\Tcpip\Parameters, EX B EZHNFLEHATISER, &
FEEMIEE SR EAEHREERKRES.
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A RIE R

1. #RIEH Windows Server BiBI i S 1R PowerShell TERER |, SREE A regedit BUE) & 4w B
2

2. {K#ER B HKEY_LOCAL_MACHINE, SYSTEM. CurrentControlSet, Services (BR#§). Tcpip &
Parameters (Z#),

3. # Edit (fR85) 25 , 52E New (¥718) , AR#&IEE DWORD (32-bit) Value (DWORD (32 fiT)
{E)o

i A\ & 8 EnableDeadGWDetect.

JZEY EnableDeadGWDetect , SA#%IBEMRE. B,

£ Value data (HEEHR) F , WA 1, ARIEE OK (BE).
BARA B RIS W EM MM MRS,

N o o &

MESMET |
SER 6 : HIE VPN E#

EZEZAE VPN BEZEERIEHERE , BESLN VPC FEBHTHEE K BERERRBRER. T
HITER % , REH Windows Server ping THIFAE IP thit, EREFEFFHEEEEEXRER , VPN
BEREHR, Ft , ping S thERRIA VPN ERE,

nl‘ﬂ

2R Microsoft TechNet Library F#Y EnableDeadGWDetect,

NERIE VPN EEZR DB | 5528815 AWS Site-to-Site VPN E#R,

MR ping BHKRM , FRETHEMR :

- MELCRELSHERL , AFFE VPC #1TEER ICMP, yu%“ﬂaﬁ Windows Server 2 EC2 %l
TER  FREZSBEENEHRARAR IPsec RE. MEFHMENR , FSBELH Windows #H
1T,

- BELE ping WHTERBEXRRBREAZEE ICMP, EEEMEH Amazon Linux AMI,

o MREE ping W ITERZE Windows H1TER , FHERTBTERILE Windows B X iE L RUAE
A ICMPVv4,

- MELCHAEN VPC | FRREMRERAR. MEFHMERA , F2BLSE 1 B VPN EiZHE
ERELZR VPC,

- MREHNEFABEREER EC2HTHEE A BREECLCEFEHAEIATERBNRF/BENtRE, MEFHA
B, F2BERESLEN Windows B 1TEE,
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£ Amazon VPC & # VPN Connections (VPN &) BEEHA , #ZEUEM VPN B, F—EEEA
UP (BE) M8, F_EBEECDRE , BRIEFE—EEEREMN , RATEER. BYUNEZBERTE—
%H%Faﬁo

AWS Site-to-Site VPN EF R B & S MED K

RHBUREFFEEEVRER 6 BESLERAEBILNE L. AENITMEEZES RHE-—BREE ,
AREGREHEREIKA (H BGP) REMNEE , AR HTFERHB ( RKA BGP) RENE B
RHMHEMARE, THERER Cisco, Juniper Ml Yamaha BEFBEE BN E B ERHHEIEE.
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FERE S FEBAGERN AWS Site-to-Site VPN E#R R B

TERTRERERZRAFERE (BGP) cFFFERENHELH —MKHRHA, RMtLERERMAE
BREEEINAE, FMEF R TRERERMEME.
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IKE Y IKE Z£BBREFE,
FEH KE RE=BB T B XMARE IPsec REFEBH TR,

1l
=

WR IKE Z2BBTFE , FREEN KE HERE, SXANERERTDAS , &
EME, BokE, TREHRENEXSH.

MR IKE Z£BHEFE , 58 ZE "IPsecy o
IPsec Y& IPsec Z£E8HE (SA) BB FE.

IPsec SA BREEA S, EHENEFHELXE , LAY IPsec SA REEMER FiR
e, BRESNBARERPMY  REMNR, EoRE,. TERHRBMNEXSE,

MR IPsec SA FF1E |, FEREEH IPsec #ARE,
R IPsec SA 71 , B8 E "HBE. .

BE BRERELENRFABHRE (MERBBE , FLEAWS Site-to-Site VPN & F &
HEEWHAEER, MERE , BEE.

Y 1P ERERERBBEE,

BENS—mERNERBERPIEEN IP thit, ERAEREMI S BGP #
T H Ry, RGN EFFRERE ping EEbIE , RS ERMBRER IP R

£,
R ping TAY , FRELHBEREAR , BEREIERN IP bt
R ping K, FBE "BGP, .
BGP ¥ BGP HHEHE R ETEERRBAERAF.
s —EREMIT FIESE

s EENEFHEEEEL |, ¥E BGP kAR Active = Established . BGP Hi&E
KHNEE 0 WHWEHEFIESEAERT,

- FEAEFFAEREEELQERLERENSHEKIEHA (0.0.0.0/0),

MRBEEFEMAREE | FREEHN BGP HEE,

B75 BGP W E 102



AWS Site-to-Site VPN EREER

MR BGP WEEEY , LRI TFEHYLANETHE  ERRENBEREER. B
RMEEEEER IR,

EREERABEEINHBENERTEH AWS Site-to-Site VPN EiFETHED
i)

TERTREHTERZARERE (BCP) cFFFERENHEDH —RH. RMItLEBERA
KENRIFEIIE, FHEAFREREREME.
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IKE

IPsec

| Start
. .

Does an IKE
Security Association
exist?

Does an IPsec
Security Association
axist?

Are the correct
firewall rules set up?

|s there P
connectivity via the
tunnel?

Is the virtual
private gateway
attached to the

VPC?

I
Yes
Y

Mo

Review your IKE
configuration

Review your |Psec
configuration

Review your firewall
configuration

Review tunnel
interface configuration
to ensure the proper IP
address is configured

Tunnels are configured
correctly. You're done,

-

Use the AWS
Management Console
to attach the virtual
private gateway to the
VFC
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EAEE

=]

IKE

IPsec

=

Y IKE Z£BBREFE,

&b 2

Be 23X

FEH KE RE=BB T B XMARE IPsec REFEBH TR,

) ) ]

ax  E o

MR IKE Z£BABAFE , FRESHN IKE B
EME, BokE, TREHRENEXSH.

R AENMBRERERDAS &

AxX

MR KE Z£B@BEE , BB ZE "IPsecy o

¥IBf IPsec R£ B (SA) REEFTE

IPsec SA BREEA S, EHENEFHELXE , LAY IPsec SA REEMER FiR
e, BRESNBARERPMY  REMNR, EoRE,. TERHRBMNEXSE,

MR IPsec SA FF1E |, FEREEH IPsec #ARE,

R IPsec SA 71 , B8 E "HBE. .

BRERELENRFABHRE (MERBBE , FLEAWS Site-to-Site VPN & F &
HEEWHAEER, MERE , BEE.

FRRERR

Y 1P ERERERBBEE,

BENS—mERNERBERPIEEN IP thit, ERAEREMI S BGP #
T H Ry, RGN EFFRERE ping EEbIE , RS ERMBRER IP R

=
o

R ping ALY , FFMEENEEREAER , BEREIERA P tit,
R ping B, BBE "THREKBE, .

st —EEEHT FHES

- BERLCKFERBFEEUBES T —EkER VPC CIDR.
- BREEKBEEBINEE Amazon VPC £ A | BHERMEFESRERAD

& HY R BRARER o
MRBEAFELAME , FRBEHRERRE,

M EREESERIIRRE | FRENTERK.
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¥JBd Cisco ASA ZEF BESE K AWS Site-to-Site VPN E#REITHIER

ERY Cisco EFREEEERBEETHEZHE , 5ZE IKE, IPsec MEH. EAKETIERHK
BEMENE LR |, (BEBER IKE BB (ERHBEI) , —Km L,

/A Important
BLE Cisco ASA EXEBIEAF/FmER. BEEMEMAIEL Cisco ASA B, —IRARBEE—E#EH
PHEE, Z—EFTEEREEE—BRERLFEAR , TEERERY. FHBEEAF
ERPUESHETIER , T FLULE : Rejecting IPSec tunnel: no matching
crypto map entry for remote proxy 0.0.0.0/0.0.0.0/0/0 local proxy
0.0.0.0/0.0.0.0/0/0 on interface outside

IKE

EATS 5. BEREREFREREN IKE REER,

ciscoasa# show crypto isakmp sa

Active SA: 2
Rekey SA: @ (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 2

1 IKE Peer: AWS_ENDPOINT_1

Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE

BEZEED —HZTEEREPMIEEREFEEN src B{E, state B{EEA MM_ACTIVE , M
status FEA ACTIVE, RAOEEHREMIEE EREMARRE | BRR IKE RIEBERE,

MF\E-SHEDE , FUT T I TREBREZDEHEAN BFEAL

router# term mon
router# debug crypto isakmp

£/ T 5lan &= R BRE
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router# no debug crypto isakmp

IPsec

AT k. BEBEREFREREN IPsec 5REER.

ciscoasa# show crypto ipsec sa

interface:

Crypto map tag: VPN_crypto_map_name, seq num: 2, local addr: 172.25.50.101

access-list integ-ppe-loopback extended permit ip any vpc_subnet subnet_mask
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (vpc_subnet/subnet_mask/0/@)

curre

#pkts
#pkts
#pkts
#pkts

outside

nt_peer: integ-ppel

encaps: 0, #pkts encrypt: 0, #pkts digest: 0
decaps: 0, #pkts decrypt: 0, #pkts verify: 0
compressed: @, #pkts decompressed: 0

not compressed: @, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: @, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

#send errors: @, #recv errors: 0

local crypto endpt.: 172.25.50.101, remote crypto endpt.:

path mtu 1500, ipsec overhead 74, media mtu 1500

current outbound spi: 6D9F8D3B
nt inbound spi : 48B456A6

curre

inbound esp sas:

spi:

0x48B456A6 (1219778214)

transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 2, }

sl

sa timing: remaining key lifetime (kB/sec): (4374000/3593)

IV

replay detection support: Y

An
0

ot: @, conn_id: 4710400,

size: 16 bytes

ti replay bitmap:
x00000000 0x00000001

outbound esp sas:

spi:

0x6D9F8D3B (1839172923)

crypto-map: VPN_cry_map_1

AWS_ENDPOINT_1

Cisco ASA
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transform: esp-aes esp-sha-hmac no compression

in use settings ={L2L, Tunnel, PFS Group 2, }

slot: @, conn_id: 4710400, crypto-map: VPN_cry_map_1

sa timing: remaining key lifetime (kB/sec): (4374000/3593)
IV size: 16 bytes

replay detection support: Y

Anti replay bitmap:

0x00000000 0x00000001

HREEBEERE , FEZHFESREREEESR inbound esp sas Hl outbound esp sas. ERERYIH
SA (5l | spi: Ox48B456A6) , MH IPsec FREIER,

£ Cisco ASA # | IPsec REEEZREBNRE EZXNENRE) cRTELHR, A—BERE
IPsec e | EBHEERE SLA B3, SLA EinaidgeEmit ‘ﬁ‘u’J 2, ﬁé;% IPsec fEAH.

BB AERA TS ping 5 , 3 IPsec BB SFRAE.

ping ec2_instance_ip_address

Pinging ec2_instance_ip_address with 32 bytes of data:

Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128
Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128
Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128

Ping statistics for 10.0.0.4:
Packets: Sent = 3, Received = 3, Lost = @ (0% loss),

Approximate round trip times in milliseconds:
Minimum = @ms, Maximum = Oms, Average = Oms

MFE—SHEDE , FEAT I SBARE.

router# debug crypto ipsec

£/ T 5a &5 RABRE,

router# no debug crypto ipsec
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B R

Ping BEK B —ik, MBEEBEEZEAN , QIEH IPsec EZBEY, MREEEXEN , FRELN
FEHURE , RESEZFHEM IPsec —Hi,

MRFERERENANITEE  FRETIEA.
1. BRFHREREAFEMZRIEEBINRE,

EOERA T B a S RBAT R RS

ciscoasa# show run crypto

crypto ipsec transform-set transform-amzn esp-aes esp-sha-hmac

crypto map VPN_crypto_map_name 1 match address access-list-name

crypto map VPN_crypto_map_name set pfs

crypto map VPN_crypto_map_name set peer AWS_ENDPOINT_1 AWS_ENDPOINT_2

crypto map VPN_crypto_map_name set transform-set transform-amzn

crypto map VPN_crypto_map_name 1 set security-association lifetime seconds 3600

N

2. ERAUATHTREFIRE.

ciscoasa# show run access-list access-list-name

access-list access-list-name extended permit ip any vpc_subnet subnet_mask

3. WRUFHFERDER., TIHHMFEEENRFERE VPC F### 10.0.0.0/16 AR AERR

=,

access-list access-list-name extended permit ip any 10.0.0.0 255.255.0.0

4. 1% Cisco ASA £EHTEMHE , EFCEAHEEE Amazon BEHEF (Hlm
AWS_ENDPOINT_1/AWS_ENDPOINT_2).

WRIEE L Amazon BB HES |, Bl ERE Amazon VPC EE AP IEMNFERA , LREEHIT
BN =z eEE,

MFE-SHEDE  FREAR.

o
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RE®ESRE

MEBEUFERS , EREREERD , BERAEBESEN (FRMNEWRA ) REBRERRE
B, ZEIR(S Cisco ASA EWBEERE :

1. BITTH&GS :

ciscoasa# conf t

ciscoasa(config)# interface tunnel X (where X is your tunnel ID)
ciscoasa(config-if)# shutdown

ciscoasa(config-if)# no shutdown

ciscoasa(config-if)# end

HE , BUUERAETHS

ciscoasa# conf t ; interface tunnel X ; shutdown ; no shutdown ; end

2. RMEBRE®R, FWE VPN EEEREENMEY , URRERERTEERE.

¥1Ed Cisco IOS ZEF BB £ ER AWS Site-to-Site VPN E#FE THEDE

E8Y Cisco EFFRERX ENERBBEETHED R , FEENMASE : IKE, IPsec, HEiEHN BGP,
A EMIEFHEZENE LR |, BEZREHK IKE Bith (B HERIN) , —BE L,

IKE

EATS 5. BEREREFREREN IKE REER,

router# show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst STC state conn-id slot status
192.168.37.160 72.21.209.193 QM_IDLE 2001 ® ACTIVE
192.168.37.160 72.21.209.225 QM_IDLE 2002 ® ACTIVE
BEZEED —HZTEeRETMIEEREFEMN stc B{E, state FEA QM_IDLE , M status

FEA ACTIVE, A EE HE1EE ERAEMAREE | #RR IKE RIEHERE,
MEH—SHEDE K FHT TGS REARUDEEAN BFEALS,
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router# term mon
router# debug crypto isakmp

£/ T 5 e == R BRER .

router# no debug crypto isakmp

IPsec

EATS s, BEEREFREXREN IPsec 5 E EM.

router# show crypto ipsec sa

interface:
Crypto

Tunnell
map tag: Tunnell-head-0, local addr 192.168.37.160

protected vrf: (none)

local
remote

ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

current_peer 72.21.209.225 port 500
PERMIT, flags={origin_is_acl,}

#pkts
#pkts
#pkts
#pkts
#pkts
#send

local

encaps: 149, #pkts encrypt: 149, #pkts digest: 149
decaps: 146, #pkts decrypt: 146, #pkts verify: 146
compressed: 0, #pkts decompressed: 0

not compressed: @, #pkts compr. failed: 0

not decompressed: 0, #pkts decompress failed: 0
errors @, #recv errors 0

crypto endpt.: 174.78.144.73, remote crypto endpt.: 72.21.209.225

path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: ©xB8357C22(3090512930)

inbound esp sas:

spi:

Ox6ADB173(112046451)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 1, flow_id: Motorola SEC 2.0:1, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

Cisco I0S
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inbound ah sas:

inbound pcp sas:

outbound esp sas:
spi: ©xB8357C22(3090512930)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2, flow_id: Motorola SEC 2.0:2, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

outbound ah sas:

outbound pcp sas:

interface: Tunnel2

Crypto map tag: Tunnel2-head-0, local addr 174.78.144.73

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.193 port 500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 26, #pkts encrypt: 26, #pkts digest: 26
#pkts decaps: 24, #pkts decrypt: 24, #pkts verify: 24
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: @, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.: 72.21.209.193
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: @xF59A3FF6(4120526838)

inbound esp sas:
spi: 0xB6720137(3060924727)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 3, flow_id: Motorola SEC 2.0:3, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)
IV size: 16 bytes

Cisco I0S
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replay detection support: Y replay window size: 128

Status: ACTIVE
inbound ah sas:
inbound pcp sas:
outbound esp sas:
spi: @OxF59A3FF6(4120526838)

transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }

conn id: 4, flow_id: Motorola SEC 2.0:4, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

outbound ah sas:

outbound pcp sas:

HASEEERE , FEZHFSERES inbound esp sas # outbound esp sas. BERFIH
SA (il , spi: @xF95D2F3C), A Status A& ACTIVE , Bl IPsec &€ E®,

MFE—SHEDE , FEAT IR TRARE.

router# debug crypto ipsec

£/ T 5lan &= RABRE,

router# no debug crypto ipsec

BiE

E%  BRECERALENGAERL. MEHEET
BB AR

WMRIEHIBE R AR EIERE | AIEEERA T I o REST

router# show interfaces tunl

SESBAWS Site-to-Site VPN B F B

B .

Cisco I0S
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Tunnell is up, line protocol is up
Hardware is Tunnel
Internet address is 169.254.255.2/30
MTU 17867 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 2/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 174.78.144.73, destination 72.21.209.225
Tunnel protocol/transport IPSEC/IP
Tunnel TTL 255
Tunnel transport MTU 1427 bytes
Tunnel transmit bandwidth 8000 (kbps)
Tunnel receive bandwidth 8000 (kbps)
Tunnel protection via IPSec (profile "ipsec-vpn-92df3bfb-0")
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate @ bits/sec, 1 packets/sec
5 minute output rate 1000 bits/sec, 1 packets/sec
407 packets input, 30010 bytes, @ no buffer
Received @ broadcasts, @ runts, @ giants, 0@ throttles

X line protocol ERE, D BISEEERER IP tt, REFENEE , REESFE IP bt
AEFEEEE. REMN P it AERAEHENBEHEEMER, #E Tunnel protection via
IPSec EFE. REMEEERE BTG T. EEHAEMEE , FREERE , TREREFH
EREENERERE,

Bt ERATHHS , 5 169.254.255. 1 iR ERAEREEN A IP thit,

router# ping 169.254.255.1 df-bit size 1410

Type escape sequence to abort.
Sending 5, 1410-byte ICMP Echos to 169.254.255.1, timeout is 2 seconds:
Packet sent with the DF bit set

BEZEE RAERER.
MEFE-SHEDE , FREAR.
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BGP

EATH o

router# show ip bgp summary

BGP router identifier 192.168.37.160, local AS number 65000

BGP table version is 8, main routing table version 8

2 network entries using 312 bytes of memory

2 path entries using 136 bytes of memory

3/1 BGP path/bestpath attribute entries using 444 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

@ BGP route-map cache entries using @ bytes of memory

@ BGP filter-list cache entries using @ bytes of memory

Bitfield cache entries: current 1 (at peak 2) using 32 bytes of memory
BGP using 948 total bytes of memory

BGP activity 4/1 prefixes, 4/1 paths, scan interval 15 secs

Neighbor v AS MsgRcvd MsgSent TblVer 1InQ OutQ Up/Down State/PfxRcd
169.254.255.1 4 7224 363 323 8 0 @ 00:54:21 1
169.254.255.5 4 7224 364 323 8 0 0 00:00:24 1

EEdHmEMLIEE, F—EHEXEEE State/PfxRcd WBES 1.
WR BCGP HEREEME , FHRALNEFFAERERSE VPC NETERREH (0.0.0.0/0),

router# show bgp all neighbors 169.254.255.1 advertised-routes

For address family: IPv4 Unicast

BGP table version is 3, local router ID is 174.78.144.73

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Originating default network 0.0.0.0

Network Next Hop Metric LocPrf Weight Path
*> 10.120.0.0/16 169.254.255.1 100 0 7224 i

Total number of prefixes 1

A BMELERERLERERIIHEZE VPCHIFE,
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router# show ip route bgp

10.0.0.0/16 is subnetted, 1 subnets
B 10.255.0.0 [20/0] via 169.254.255.1, 00:00:20

WEE-SHEDE , FREERE.

¥R B2 RFEWHER Cisco I0OS BEFBEZEER AWS Site-to-Site VPN E
FIETHED

E8Y Cisco EFFRERENERBBEETHEDE R , FEE=H#F : IKE, IPsec MEE, &AM
EAIEFHREZEELRESE , BEBRER KE FMis (RIRHERRIN) , —&6E L,

IKE
AT 5. BEEREFMEREN IKE REER,

router# show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst STC state conn-id slot status

174.78.144 .73 205.251.233.121 QM_IDLE 2001 ® ACTIVE

174.78.144 .73 205.251.233.122 QM_IDLE 2002 ® ACTIVE
BEZESED - TEEBERFIEERREEN stc BB, state A QM_IDLE , M status

FEA ACTIVE, RAE B SEMIEE BREMARRE | B3R R IKE RIEEERE,
MEH—-SHEDE  FHT TGS RBMARMDEEAN BFEHALE,

router# term mon
router# debug crypto isakmp

£/ T 5lan &5 R BRE

router# no debug crypto isakmp

IPsec

FRATY v, OEBEREFHAEEERN IPsec SREIERE,
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router# show crypto ipsec sa

interface: Tunnell
Crypto map tag: Tunnell-head-0, local addr 174.78.144.73

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.225 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 149, #pkts encrypt: 149, #pkts digest: 149
#pkts decaps: 146, #pkts decrypt: 146, #pkts verify: 146
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.:205.251.233.121
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: ©xB8357C22(3090512930)

inbound esp sas:
spi: @x6ADB173(112046451)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 1, flow_id: Motorola SEC 2.0:1, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: ©0xB8357C22(3090512930)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2, flow_id: Motorola SEC 2.0:2, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
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Status: ACTIVE

outbound ah sas:

outbound pcp sas:

interface: Tunnel2
Crypto map tag: Tunnel2-head-0, local addr 205.251.233.122

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.193 port 500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 26, #pkts encrypt: 26, #pkts digest: 26
#pkts decaps: 24, #pkts decrypt: 24, #pkts verify: 24
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.:205.251.233.122
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: @xF59A3FF6(4120526838)

inbound esp sas:
spi: @xB6720137(3060924727)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 3, flow_id: Motorola SEC 2.0:3, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:
spi: OxF59A3FF6(4120526838)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 4, flow_id: Motorola SEC 2.0:4, crypto map: Tunnel2-head-0
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sa timing: remaining key lifetime (k/sec): (4387273/3492)
IV size: 16 bytes

replay detection support: Y replay window size: 128
Status: ACTIVE

outbound ah sas:

outbound pcp sas:

HRESEBERT , BEZHFSEEFEER inbound esp sas # outbound esp sas. ERZYIH SA
(i | spi: ®x488456A6) , IREEA ACTIVE , M H IPsec % E [E#.

MFE—SHEDE , FEAT IR SRARE.

router# debug crypto ipsec
AT 5w S AKRE.

router# no debug crypto ipsec
EE

B K FRELAERELENNERA, MEFMEF  FBEAWS Site-to-Site VPN & F BE S
%E’JFHAJ‘I A,

MREHIBE NER AR EIER , AIEEEAT IR RETHEDE.

router# show interfaces tunl

Tunnell is up, line protocol is up

Hardware is Tunnel

Internet address is 169.254.249.18/30

MTU 17867 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 2/255, rxload 1/255

Encapsulation TUNNEL, loopback not set

Keepalive not set

Tunnel source 174.78.144.73, destination 205.251.233.121

Tunnel protocol/transport IPSEC/IP

Tunnel TTL 255

Tunnel transport MTU 1427 bytes

Tunnel transmit bandwidth 8000 (kbps)
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Tunnel receive bandwidth 8000 (kbps)
Tunnel protection via IPSec (profile "ipsec-vpn-92df3bfb-0")
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate @ bits/sec, 1 packets/sec
5 minute output rate 1000 bits/sec, 1 packets/sec
4Q7 packets input, 30010 bytes, @ no buffer
Received @ broadcasts, @ runts, @ giants, 0 throttles

BESREABECKE . 2R EEENR IP ik, EFEMEE , REHLERE P it/ F
FREZE. REM P it NERLERENBELLEMER. BE Tunnel protection through
IPSec EFE. REMEEERE LHTHGS. BEMMEMEE , FRBHERE , IREREFHE
ERENERERE,

BT LERA TS , #§ 169.254.249. 18 i ERILEEEN AL IP ik,

router# ping 169.254.249.18 df-bit size 1410

Type escape sequence to abort.
Sending 5, 1410-byte ICMP Echos to 169.254.249.18, timeout is 2 seconds:
Packet sent with the DF bit set

LRZEER RAERER.
B R
EREEENBERBER , FEATIHT.

router# sh ip route static

1.0.0.0/8 is variably subnetted
S 10.0.0.0/16 is directly connected, Tunnell
is directly connected, Tunnel2

BETZEBRANMERESES VPC CIDR MFEIRHE, EERFHE , SO T A RHIEHERA,

router# ip route 10.0.0.0 255.255.0.0 Tunnell track 100
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ERAEER

router# ip route 10.0.0.0 255.255.0.0 Tunnel2 track 200

& SLA BE

router# show ip sla statistics 100

IPSLAs Latest Operation Statistics

IPSLA operation id: 100
Latest RTT: 128 milliseconds
Latest operation start time: *18:08:02.155 UTC Wed Jul
Latest operation return code: OK
Number of successes: 3
Number of failures: 0
Operation time to live: Forever

router# show ip sla statistics 200

IPSLAs Latest Operation Statistics

IPSLA operation id: 200
Latest RTT: 128 milliseconds
Latest operation start time: *18:08:02.155 UTC Wed Jul
Latest operation return code: OK
Number of successes: 3
Number of failures: 0
Operation time to live: Forever

Number of successes WEXRTREACIEFIZRE SLA B,

MEFE-SHEDE  FREAR.

¥t Juniper JunOS B FFEEER AWS Site-to-Site VPN E#R i

EEE Juniper EFFEXENERBEETHEZER K FEENHE .
BGP, B {KEMIEFHIERZ ENEL[ET , HERZBER IKE B (ﬁﬂﬁiﬁgﬁﬁﬂﬂﬁ)

IKE

FATY 5. OEBEREFAELEEN IKE RELER,

15 2012

15 2012

1THER

. IPsec, BEM
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user@router> show security ike security-associations

Index Remote Address State Initiator cookie Responder cookie Mode
4 72.21.209.225 UP c4cd953602568b74 0d6d194993328b02 Main
3 72.21.209.193 up b8c8fb7dc68d9173 ca7cb@abaedeb4bb Main

EZESED -2 TEEBERFIEENERMEERR MU, State FEA UP, TR BB SH{EMIER
B EAARAE (45]20 DOWN) , B&R R IKE KR IERERE,

MFE-SHEDE  FNHHEBERTAER  BA IKE BRLEE, RARHUTTIHT , BEF
RERSEREANS

user@router> monitor start kmd

RSN ER | AT LMER T 5lan S HEEE D B ER.

scp username@router.hostname:/var/log/kmd

IPsec

EATS a5, BREREFREREN IPsec 5 E EH,

user@router> show security ipsec security-associations

Total active tunnels: 2
ID Gateway Port Algorithm SPI Life:sec/kb Mon vsys
<131073 72.21.209.225 500 ESP:aes-128/shal df27aae4 326/ unlim - 0

>131073 72.21.209.225 500 ESP:aes-128/shal 5de29aal 326/ unlim -
<131074 72.21.209.193 500 ESP:aes-128/shal ddl16c453 300/ unlim -
>131074 72.21.209.193 500 ESP:aes-128/shal cle@eb29 300/ unlim -

S &

BEIR , SEARELY BEEERFE) ELEZEIMT. BITHRENBAR (< >) BHEER
BRRERE, FRtP , BARE ("<, , RERLARFEILEFFAERENRE) NMEHRE
(">1) BETFENIT.

WMEFE-SHEDE , FRUA KE EXER GFHEAFSHL—8 KE RB).
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EE

B% K FEARELERELENBABRA, WERAFEE  FSEAWS Site-to-Site VPN & F
ERERR AERA

MRIEHIBE XA AR EIERE | AIEBERA T It RETHEDE.

user@router> show interfaces st0.1

Logical interface st@.1 (Index 70) (SNMP ifIndex 126)
Flags: Point-To-Point SNMP-Traps Encapsulation: Secure-Tunnel
Input packets : 8719
Output packets: 41841
Security: Zone: Trust
Allowed host-inbound traffic : bgp ping ssh traceroute
Protocol inet, MTU: 9192
Flags: None
Addresses, Flags: Is-Preferred Is-Primary
Destination: 169.254.255.0/30, Local: 169.254.255.2

HEXE Security: Zone IE# , MA Local #itFEEFHEELE BB ERN L,

EE FRATIHGS , UAEBLEMEENRE IP #hutE{L 169.254.255.1, BRNERERREH
B R REFE,

user@router> ping 169.254.255.1 size 1382 do-not-fragment

PING 169.254.255.1 (169.254.255.1): 1410 data bytes
64 bytes from 169.254.255.1: icmp_seq=0 ttl=64 time=71.080 ms
64 bytes from 169.254.255.1: icmp_seq=1 ttl=64 time=70.585 ms

MFE-SHEDE  FREAR.
BGP
T AT,

user@router> show bgp summary

Groups: 1 Peers: 2 Down peers: 0
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Table Tot Paths Act Paths Suppressed History Damp State Pending

inet.0 2 1 0 0 0 0

Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn State]

#Active/Received/Accepted/Damped...

169.254.255.1 7224 9 10 0 0 1:00 1/1/1/0
0/0/0/0

169.254.255.5 7224 8 9 0 0 56 0/1/1/0
0/0/0/0

MEE—SHEDE  BFEATIGS , LEBERLERENRI IP it B4 169.254.255.1,

user@router> show bgp neighbor 169.254.255.1

Peer: 169.254.255.1+179 AS 7224 Local: 169.254.255.2+57175 AS 65000
Type: External State: Established Flags: <ImportEval Sync>
Last State: OpenConfirm Last Event: RecvKeepAlive
Last Error: None
Export: [ EXPORT-DEFAULT ]

Options: <Preference HoldTime PeerAS LocalAS Refresh>
Holdtime: 30 Preference: 170 Local AS: 65000 Local System AS: 0
Number of flaps: 0
Peer ID: 169.254.255.1 Local ID: 10.50.0.10 Active Holdtime: 30
Keepalive Interval: 10 Peer index: 0
BFD: disabled, down
Local Interface: st0.1
NLRI for restart configured on peer: inet-unicast
NLRI advertised by peer: inet-unicast
NLRI for this session: inet-unicast
Peer supports Refresh capability (2)
Restart time configured on the peer: 120
Stale routes from peer are kept for: 300
Restart time requested by this peer: 120
NLRI that peer supports restart for: inet-unicast
NLRI that restart is negotiated for: inet-unicast
NLRI of received end-of-rib markers: inet-unicast
NLRI of all end-of-rib markers sent: inet-unicast
Peer supports 4 byte AS extension (peer-as 7224)
Table inet.0® Bit: 10000

RIB State: BGP restart is complete

Send state: in sync

Active prefixes: 1
Received prefixes: 1
Accepted prefixes: 1
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Suppressed due to damping: 0

Advertised prefixes: 1
Last traffic (seconds): Received 4 Sent 8 Checked 4
Input messages: Total 24 Updates 2 Refreshes 0 Octets 505
Output messages: Total 26 Updates 1 Refreshes 0 Octets 582

Output Queuel[Q]: ©

BEZSHENEREEY HM Received prefixes B2 Advertised prefixes &5 1, EEBR
Table inet.0 [EER,

IR State & Established , 5% Last State M Last Error EVSAEFMEFARELE
ﬁ:ﬁ%o

R BGP HEEHECHE , ARBENEFREERE

Il}l

8 VPC 45 FEERE 8 (0.0.0.0/0),

user@router> show route advertising-protocol bgp 169.254.255.1

inet.®: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path
* 0.0.0.0/0 Self I

A BRELERERLERERIHEEE VPC HIFE,

user@router> show route receive-protocol bgp 169.254.255.1

inet.®: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path
* 10.110.0.0/16 169.254.255.1 100 7224 1

¥ Juniper ScreenOS B FEBEZEER AWS Site-to-Site VPN EiRHETHE

=

%"d‘&]‘ Juniper ScreenOS B EFHEXENERBEETHEDE R , FEENHEE : IKE. IPsec\
EEM BGP, BRI MIEFHIEZENELEE , BEZER KE BR (BREERIW) ,
t,

IKE #1 IPsec

FATY v, OEBEREFAELEEN IKE RELER,
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ssg5-serial-> get sa

total configured sa: 2

HEX ID Gateway Port Algorithm SPI Life:sec kb Sta PID vsys
00000002<  72.21.209.225 500 esp:al28/shal 8004lcas 3385 unlim A/- -10
00000002> 72.21.209.225 500 esp:al28/shal 8cdd274a 3385 unlim A/- -1 0
00000001<  72.21.209.193 500 esp:al28/shal ecf@bec7 3580 unlim A/- -10
00000001 > 72.21.209.193 500 esp:al28/shal 14bf7894 3580 unlim A/- -1 0

BEZEERI -HSTESBETEENERREER B, Sta BERA A/-, T SPI €A
00000000 M+ RENEF, HARETHIER KRR IKE RIE#RE.

MEE—SWEDE |, FUNEGEREERDAIES , BUA KE BRHEE,

BEiE

B  SEARELERIEXENBIEREA, MERAEE  F2EAWS Site-to-Site VPN BEF
BEBENABER,

MRIEHB KR AREER | AREER T 5 oo RETREDE .

ssg5-serial-> get intexface tunnel.l

Interface tunnel.l:
description tunnel.l
number 20, if_info 1768, if_index 1, mode route
link ready
vsys Root, zone Trust, vr trust-vr
admin mtu 1500, operating mtu 1500, default mtu 1500
*ip 169.254.255.2/30
*manage ip 169.254.255.2
route-deny disable
bound vpn:
IPSEC-1

Next-Hop Tunnel Binding table
Flag Status Next-Hop(IP) tunnel-id VPN

pmtu-v4 disabled
ping disabled, telnet disabled, SSH disabled, SNMP disabled
web disabled, ident-reset disabled, SSL disabled
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OSPF disabled BGP enabled RIP disabled RIPng disabled mtrace disabled
PIM: not configured IGMP not configured
NHRP disabled
bandwidth: physical @kbps, configured egress [gbw @kbps mbw Q@kbps]
configured ingress mbw Qkbps, current bw @kbps
total allocated gbw @kbps

B—EEEEF link:ready , MA IP it FEFFRAELBEBERZP iU,

BE  FATIGS , WEERAERFENAS IP it B4 169.254.255.1, ENERELEREHX
BOEETRNEE,

ssg5-serial-> ping 169.254.255.1

Type escape sequence to abort
Sending 5, 100-byte ICMP Echos to 169.254.255.1, timeout is 1 seconds

Success Rate is 100 percent (5/5), round-trip time min/avg/max=32/32/33 ms

MEFE-SHEDE , FREAR.
BGP
HITT WS,

ssg5-serial-> get vrouter trust-vr protocol bgp neighbor

Peer AS Remote IP Local IP Wt Status State ConnID Up/Down
7224 169.254.255.1 169.254.255.2 100 Enabled ESTABLISH 10 00:01:01
7224 169.254.255.5 169.254.255.6 100 Enabled ESTABLISH 11 00:00:59

M 1{E BGP Y& ARAEERE R ESTABLISH , ~ BGP HERILERENEZIEATF,
MEE—SHEDE  BEATIGS , LEERALERENAI IP tut B 169.254.255.1,

ssg5-serial-> get vr trust-vr prot bgp neigh 169.254.255.1

peer: 169.254.255.1, remote AS: 7224, admin status: enable
type: EBGP, multihop: @(disable), MED: node default(0)

Juniper ScreenOS 127



AWS Site-to-Site VPN EREER

connection state: ESTABLISH, connection id: 18 retry interval: node default(120s), cur
retry time 15s
configured hold time: node default(90s), configured keepalive: node default(30s)
configured adv-interval: default(30s)
designated local IP: n/a
local IP address/port: 169.254.255.2/13946, remote IP address/port: 169.254.255.1/179
router ID of peer: 169.254.255.1, remote AS: 7224
negotiated hold time: 30s, negotiated keepalive interval: 10s
route map in name: , route map out name:
weight: 100 (default)
self as next hop: disable
send default route to peer: disable
ignore default route from peer: disable
send community path attribute: no
reflector client: no
Neighbor Capabilities:
Route refresh: advertised and received
Address family IPv4 Unicast: advertised and received
force reconnect is disable
total messages to peer: 106, from peer: 106
update messages to peer: 6, from peer: 4
Tx queue length @, Tx queue HWM: 1
route-refresh messages to peer: @, from peer: 0
last reset 00:05:33 ago, due to BGP send Notification(Hold Timer Expired)(code 4 :
subcode 0)
number of total successful connections: 4
connected: 2 minutes 6 seconds
Elapsed time since last update: 2 minutes 6 seconds

Y/

WMNME BGP HEHECHE A FRREANEFAERXERSR VPC A& EREH (0.0.0.0/0), kive
B AR Screen0S 6.2.0 IREEF AR,

ssg5-serial-> get vr trust-vr protocol bgp rib neighboxr 169.254.255.1 advertised

i: IBGP route, e: EBGP route, >: best route, *: valid route
Prefix Nexthop Wt Pref Med Orig AS-Path

>3 0.0.0.0/0 0.0.0.0 32768 100 © IGP
Total IPv4 routes advertised: 1

A BELERERLERERIIHESE VPC WFEE., HSEAR Screen0S 6.2.0 IREREH
MR,

Gy
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ssg5-serial-> get vr trust-vr protocol bgp rib neighboxr 169.254.255.1 received

i: IBGP route, e: EBGP route, >: best route, *: valid route
Prefix Nexthop Wt Pref Med Orig AS-Path

>e* 10.0.0.0/16 169.254.255.1 100 100 100 IGP 7224
Total IPv4 routes received: 1

¥8 Yamaha ZEF BE# EM AWS Site-to-Site VPN E{RETHEDE
EY Yamaha EFFEEENERBEBETHEZER  SZENH4E | IKE. IPsec, BEM
BGP, ZuKEMIEFHEZ BIEL[EE , (BEZERK IKE FHE R HEEKIHN) , — 0oL,

® Note

RIZTERR | IKE 55 2 BEEXH M proxy IDRESE Yamaha BB LEH. EWAESE
FRIE#RZE Site-to-Site VPN FEIE, MREMEEHET LARERE proxy ID , ESE AWSEEH
I B EREAE SR , LA{E Yamaha I[EFEERE.

IKE

HITTHoT. DEREREFFEREN IKE REEMH.

# show ipsec sa gateway 1

sgw flags local-id remote-id # of sa

1 U K  YOUR_LOCAL_NETWORK_ADDRESS 72.21.209.225 1:2 s:1 r:1

FEZEEI T EBERIEEERFEN remote-id H, BUHEHERBERS , JIHAER
£ E3E (SA).

mFE—-SHESE , FRT T I D TRARMDEERAN DEBUG BRAEAL.

# syslog debug on
# ipsec ike log message-info payload-info key-info

HEOUHRENIER , FRT TGS,
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# no ipsec ike log
# no syslog debug on

IPsec

BT TH oS, DEREREFFERERN IPsec :REIER,

# show ipsec sa gateway 1 detail

SA[1] Duration: 10675s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS
Remote ID: 72.21.209.225

Protocol: IKE

Algorithm: AES-CBC, SHA-1, MODP 1024bit

SPI: 6b ce fd 8a d5 30 9b 02 0c f3 87 52 4a 87 6e 77
Key: *k%k %% %% %% %% (Confldentlal) *k%k %% %% %% %%
SA[2] Duration: 1719s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Direction: send

Protocol: ESP (Mode: tunnel)

Algorithm: AES-CBC (for Auth.: HMAC-SHA)

SPI: a6 67 47 47

Key: %k %% %%k **% *% (confidential) %k %% %%k **% *%
SA[3] Duration: 1719s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Direction: receive

Protocol: ESP (Mode: tunnel)

Algorithm: AES-CBC (for Auth.: HMAC-SHA)

SPI: 6b 98 69 2b

Key: %k %% %% %% %% (Confldentlal) %k %% %% %% %%
SA[4] Duration: 10681ls

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Protocol: IKE

Algorithm: AES-CBC, SHA-1, MODP 1024bit

SPI: e8 45 55 38 90 45 3f 67 a8 74 ca 71 ba bb 75 ee
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Key: kk kk kk kk k% (confidential) kk kk kk kk k%

HRABEEERH , BEZHSRFEE receive sas M send sas,
MEE—SHEDE , BFEAT ISR,

# syslog debug on
# ipsec ike log message-info payload-info key-info

1T T 5an & UE A RREE.

# no ipsec ike log
# no syslog debug on

BiE

Bt K FRELERELENBNERA. MERUEE  F2HEAWS Site-to-Site VPN B FFE%E
15 B By A AR Ao

MREHIBE N ER AR ELER , AEEEAT IR RETHEDE.

# show status tunnel 1

TUNNEL[1]:
Description:
Interface type: IPsec
Current status is Online.
from 2011/08/15 18:19:45.
5 hours 7 minutes 58 seconds connection.
Received: (IPv4) 3933 packets [244941 octets]
(IPv6) @ packet [0 octet]
Transmitted: (IPv4) 3933 packets [241407 octets]
(IPv6) @ packet [0 octet]

ﬁEE current status EAL#E , MH Interface type & IPseco BEMNEMEBERE LS
tin s . BEMRILENETMEE , FREERE,

BGP
T TH T,
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# show status bgp neighbox

BGP neighbor is 169.254.255.1, remote AS 7224, local AS 65000, external link
BGP version @, remote router ID 0.0.0.0
BGP state = Active
Last read 00:00:00, hold time is @, keepalive interval is @ seconds
Received @ messages, @ notifications, @ in queue
Sent @ messages, @ notifications, @ in queue
Connection established @; dropped 0
Last reset never
Local host: unspecified
Foreign host: 169.254.255.1, Foreign port: 0

BGP neighbor is 169.254.255.5, remote AS 7224, local AS 65000, external link
BGP version 0, remote router ID 0.0.0.0
BGP state = Active
Last read 00:00:00, hold time is @, keepalive interval is @ seconds
Received @ messages, @ notifications, @ in queue
Sent @ messages, @ notifications, @ in queue
Connection established @; dropped 0
Last reset never
Local host: unspecified
Foreign host: 169.254.255.5, Foreign port:

FEiHmEMLIER, #—EHMEZEEE BGP state WEBIER Active,
MR BCGP HEHECHE , FEBENEFRERERSR VPC AETERREH (0.0.0.0/0),

# show status bgp neighbor 169.254.255.1 advertised-routes

Total routes: 1
*: valid route

Network Next Hop Metric LocPrf Path
* default 0.0.0.0 0 IGP

A BELERERLERERIHEEE VPC HIFE,

# show ip route

Destination Gateway Interface Kind Additional Info.
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default WIL3 , W [ Wik | Bt LAN3 (DHCP) static
10.0.0.0/16 169.254.255.1 TUNNEL[1] BGP path=10124

AWS Site-to-Site ] eero 4

AWS Site-to-Site VPN B8 eero HEIEE , MEBRERLETBE , B EERMILE AWS 2B
A REER,

LEfRR T ZRFA eero B9 WiFi ZEXEE MR BB RIZBEAMER, £/ eero WRERREM Site-to-Site
VPN , EFAILIBEET VPN EiR , RERZRETER , BEFENAWS PREENERER , flHEE
RN AREE, ETEEFRREFREHBH EERGLERLZRMBILER , WHRRBSHEMNTA
EXRTERFTENRBEEMNE. KBAAREAREERS 500 AREHAENIBRLE , 56
MWAEHRZHE 100 EFEHE,

ERE-STHULRES K SEFENRERR , FEF eero Xt

(@ Note
EHESIBED , AWS Site-to-Site VPN HIIhEER BE{TEE,

aift
fin

- EEAREREZ Transit Gateway = Cloud WAN 9 VPN E#8, Virtual Private Gateway K~
®.

« X8 5 Gbps Bi#,
« FZESite-to-Site VPN EH 25,
- Site-to-Site VPN BLEEFSREELBEEMEE.,
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AWS Site-to-Site VPN EREER

£ FHAWS Site-to-Site VPN

BRI LAE R Amazon VPC £ A 5AWS CLIIE M Site-to-Site VPN &R,

&

- BIFMEEAWS Site-to-Site VPNE F 85

« BIIAWS Site-to-Site VPNIE#R

« BIE AWS Site-to-Site VPN E#R

« MER AWS Site-to-Site VPN E#R &

&2k AWS Site-to-Site VPN E#RHY B ZRE

+ &2k AWS Site-to-Site VPN JE#RIEIE

&2k AWS Site-to-Site VPN BIEIRIE

- #wm48 AWS Site-to-Site VPN B A TR EERR H

« #F AWS Site-to-Site VPN BN EF &

« HfX AWS Site-to-Site VPN EREZARHEAER
- #§ifa AWS Site-to-Site VPN EiBiin BB E

« AWS Site-to-Site VPNfEFA K FAH IP Direct Connect

2 FIEHEAWS Site-to-Site VPNEHF 88

Site-to-Site VPN £ 2R A RA R R IR L S EENEE ZE VPN B , BEHEFXEE,

# 3I Site-to-Site VPN S/ 28 |, BT LL#E Amazon VPC E 13 A fF #9Site-to-Site VPN £ X BHE K
BHNEEECH, LERINGEREE AWS HERAL BT ERWATEERT VPN £4:35.

F&E

« B AWS Site-to-Site VPN 88

« EEAWS Site-to-Site VPNEHF EEZHK

« MIBX AWS Site-to-Site VPN S 88

EUMEE VPN £ 134
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3 AWS Site-to-Site VPN &£ 4188

£ Amazon VPC £# 4. APIs = BUEFEE AWSCLl, B ERIECH , BXNAELXBRIEHERE
DEREREREVED., NEREHRMENFHEENR , 528 (Amazon VPC Transit Gateway 155)
PR EmEE, AWS

{85 A 432 & 22 31 Site-to-Site VPN &£/ 88

EEMFEHA AWS EE XA B U Site-to-Site VPN g8 , FER ISR .

{85 A3 3 #5 &5 2 31 Site-to-Site VPN &£ 4188

BRI https : //https://console.aws.amazon.com/vpc/ B Amazon VPC £ A,
HEEEERD , BESite-to-Site VPN £+ 85,

#1218 3 Site-to-Site VPN £ &S,

(iBH ) ER/BEBD , @ ASite-to-Site VPN E£HERHNE R,

gretEmEE , BERRENERRE,

(A ) FEER BB AR E /Y Site-to-Site VPN 25

I

a. I1Z#E Add new tag (FTIBER).
b. #¥&® , MAFEKRLIIR (HIW, Name).
c. &tH{E K WMAZERE (#/W, Production-VPN-Concentrator),
d EELRSE A HREEMEHMER,
7. EEESite-to-Site VPN £H 8,

B2 , Site-to-Site VPN EFSBEMERZER pending REE, EEMER K RESLEA
available , M B &7 LABH A 22 3 A Site-to-Site VPN E 4R,

£/ Site-to-Site VPN £ 25

£ Site-to-Site VPN £85I , SBEEZRE THIER

- B AWS IRF R IEB W Transit Gateway
« 11 Site-to-Site VPN E£EFHEE IAM 551
- IREE# Concentrator B9 Transit Gateway ID

T B €650 & A 45 7 A 5800 [/ 1E 22 I Site-to-Site VPN S/ 25 ¢
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aws ec2 create-vpn-concentrator --transit-gateway-id tgw-123456789

LUT BRE TRy B FE

"VpnConcentrator": {
"VpnConcentratorId": "vcn-0123456789abcdef@",
"State": "pending",
"TransitGatewayId": "tgw-123456789",
"CreationTime": "2025-09-29T17:26:31.000Z",
"Tags": []

£ AP| #17Site-to-Site VPN 5425

&TI LAE A CreateVpnConcentrator API Site-to-Site VPN ££#185, CreateVpnConcentrators
APl E#Z T I SRS

TransitGatewayId

EE#Site-to-Site VPN £ H 2RH & FE ID,

TagSpecification

E k4G Site-to-Site VPN Concentrator AT & BRI ENER.

T % &8 45| 7= &8 4 o] 2 37 38 43 B {8 R i& B9 Site-to-Site VPN EHES -

POST / HTTP/1.1

Host: ec2.us-east-1.amazonaws.com

Content-Type: application/x-www-form-urlencoded
Authorization: AWS4-HMAC-SHA256 Credential=...

Action=CreateVpnConcentrator

&Version=2016-11-15
&TransitGatewayId=tgw-0123456789abcdef0
&TagSpecification.l.ResourceType=vpn-concentrator
&TagSpecification.1.Tag.1l.Key=Name
&TagSpecification.l.Tag.1l.Value=MyVpnConcentrator
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F{IhEE % , AP EE BT 1 Site-to-Site VPN SEFSRNFMER

<?xml version="1.0" encoding="UTF-8"7?>
<CreateVpnConcentratorResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>12345678-1234-1234-1234-123456789012</requestId>
<vpnConcentrator>
<vpnConcentratorId>vcn-0123456789abcdef@</vpnConcentratorId>
<state>pending</state>
<transitGatewayId>tgw-0123456789abcdef@</transitGatewayId>
<creationTime>2024-01-15T10:30:00.000Z</creationTime>
<tagSet>
<item>
<key>Name</key>
<value>MyVpnConcentrator</value>
</item>
</tagSet>
</vpnConcentrator>
</CreateVpnConcentratorResponse>

EIEAWS Site-to-Site VPNEFSSER

EBEELs|f/EY | i RHES B ESite-to-Site VPN ££h 88, BRAIERESR , kAR, BIE,
FRAS OB AR AT At ¥ 48 48 8 = & 19 1544 3R 0 #E Site-to-Site VPN £ H185,

FERAFEAEEER
& 0] LLE FHAWS B I8 £ 128 A 3718 =X il BR Site-to-Site VPN £ 3 E R,
4 8 £ 18 = Site-to-Site VPN &£ 4188

BRI https : //https://console.aws.amazon.com/vpc/ B9 Amazon VPC &,
EEEEKP , EESite-to-Site VPN EH 5,

EEUR E AR50 B Site-to-Site VPN #1235,

B Tags (EH]) R5|EH.

BEEEER,

iZIZ Add new tag (FTIBER).

frE et  WmAEEBLE (W, Environment),

S¥E , mAERE (60, Production),

BEREEE,

© © N o g b~ 0N~
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& Site-to-Site VPN £ EEMIRER

1. BRI R https : //https://console.aws.amazon.com/vpc/ B Amazon VPC £ &,
2. HEBHE®KF , EIESite-to-Site VPN EH 2,

3. EIMEERPBERZESIite-to-Site VPN FEH R,

4. B Tags (B8) R51ER,

5. EEEEER.

6. SHLEBRNEBEER , BEBR.

7. BEREEE,

£/ CLI EEER

ETLMER #7138, B RRBREBAWS CLI
TR

T 5 85 5 & 16 1E B 7 18 = Site-to-Site VPN 52458 -

aws ec2 create-tags --resources vcn-0123456789abcdef@® --tags
Key=Environment,Value=Production Key=Team,Value=NetworkOps

B TERKTEEEETEL,
BRER

T 554515288 Site-to-Site VPN Concentrator Y12 :

aws ec2 describe-tags --filters '"Name=resource-id,Values=vcn-0123456789abcdef@"

SEETIEFE
{
"Tags": [

{
"Key": "Environment",
"ResourceId": "vcn-0123456789abcdef@",
"ResourceType": "vpn-concentrator",
"Value": "Production"

},
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{
"Key": "Team",
"ResourcelId": "vcn-0123456789%abcdef0",
"ResourceType": "vpn-concentrator",
"Value": "NetworkOps"

}

]
}

T 51l &5 45 & #£ Site-to-Site VPN £ H B BBRER :

aws ec2 delete-tags --resources vcn-0123456789abcdef@ --tags Key=Environment Key=Team

WS ERINBETNSER T,
F/ AP| EEER
BRI LAEF Amazon EC2 API #4E , AZ X 5&5T 5 X B Site-to-Site VPN E£HFEER,

CreateTags

f£H CreateTagsBERFEHAENER !

POST / HTTP/1.1
Host: ec2.region.amazonaws.com
Content-Type: application/x-www-form-urlencoded

Action=CreateTags
&Resourceld.1=vcn-0123456789abcdef®
&Tag.1l.Key=Environment
&Tag.1l.Value=Production
&Tag.2.Key=Team
&Tag.2.Value=NetworkOps
&Version=2016-11-15

ZEL T EFE -

<?xml version="1.0" encoding="UTF-8"7?>
<CreateTagsResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>7a62c49f-347e-4fc4-9331-6e8eEXAMPLE</requestId>

B VPN £EPHEER 139



AWS Site-to-Site VPN EREER

<return>true</return>
</CreateTagsResponse>

DescribeTags

{8 DescribeTagsi2EHEHVEE :

POST / HTTP/1.1
Host: ec2.region.amazonaws.com
Content-Type: application/x-www-form-urlencoded

Action=DescribeTags
&Filter.1.Name=resource-id
&Filter.1.Value.1l=vcn-0123456789abcdef0
&Version=2016-11-15

ZEL T EFE -

<?xml version="1.0" encoding="UTF-8"7?>
<DescribeTagsResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>7a62c49f-347e-4fc4-9331-6e8eEXAMPLE</requestId>
<tagSet>
<item>
<resourceld>vcn-0123456789abcdef@</resourceld>
<resourceType>vpn-concentrator</resourceType>
<key>Environment</key>
<value>Production</value>
</item>
<item>
<resourceld>vcn-0123456789abcdef@</resourceld>
<resourceType>vpn-concentrator</resourceType>
<key>Team</key>
<value>NetworkOps</value>
</item>
</tagSet>
</DescribeTagsResponse>

DeleteTags

£ H DeleteTagsiREBRRIZE -

POST / HTTP/1.1
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Host: ec2.region.amazonaws.com
Content-Type: application/x-www-form-urlencoded

Action=DeleteTags
&Resourceld.l=vcn-0123456789abcdef0
&Tag.1l.Key=Environment
&Tag.2.Key=Team

&Version=2016-11-15

EEOTSIELE

<?xml version="1.0" encoding="UTF-8"7?>

<DeleteTagsResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>7a62c49f-347e-4fc4-9331-6e8eEXAMPLE</requestId>
<return>true</return>

</DeleteTagsResponse>

fHl Bk AWS Site-to-Site VPN &£+ 28

E IR T BEESite-to-Site VPN £ | BA LS EHMBRUELELEER ., MBRSite-to-Site VPN £
FEREKABRE UK EHEBERE,

SRR

i BR Site-to-Site VPN £ 28I , FEE T HIEIE -

- HESite-to-Site VPN EAR &0 & 2 MR
- 1835 MIBRSite-to-Site VPN 25 () WA EFFAlec2:DeleteVpnConcentrator,

{5 Fl £ #2 & MIERSite-to-Site VPN SEH1 27
il R Site-to-Site VPN £ 27

BRRAIR https : //https://console.aws.amazon.com/vpc/ B9 Amazon VPC £# &,
FEBH®KP , EIESite-to-SiteFEH 25,

ZEUE Z M BREY Site-to-Site VPN 4188,

BEDE , REEZFMPERSite-to-Site VPN £ 125,

FERREFEA RSP , B delete LAFERRMIER.

B MR,

o a0 bk~ w b =
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£ A CLI MIBRSite-to-Site VPN &/ 88

f£F delete-vpn-concentratoran® M BRSite-to-Site VPN &£H 28, BFEE vpn-
concentrator-id=AEAS E MRk,

T %1l €5 51 & i BR Site-to-Site VPN A28 :
aws ec2 delete-vpn-concentrator --vpn-concentrator-id vcn-0123456789abcdef0

2ELE T EFE -

"VpnConcentrator": {
"VpnConcentratorId": "vcn-0123456789abcdef@",
"State": "deleting",
"Message": "The Site-to-Site VPN Concentrator vcn-0123456789abcdef® is being
deleted and will be removed from your account."

}

£ 4 API Site-to-Site VPN £ 125

£ DeleteVpnConcentrator/ERM ERSite-to-Site VPN £/, &FE
VpnConcentratorId= sEisEmER,

T 51l 5451 & M Bk Site-to-Site VPN £ H1E8 :

POST / HTTP/1.1
Host: ec2.region.amazonaws.com
Content-Type: application/x-www-form-urlencoded

Action=DeleteVpnConcentrator
&VpnConcentratorId=vcn-0123456789abcdef®
&Version=2016-11-15

ZEE T 5 EFE -

<?xml version="1.0" encoding="UTF-8"7?>

<DeleteVpnConcentratorResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>7a62c49f-347e-4fc4-9331-6e8eEXAMPLE</requestId>
<vpnConcentrator>
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<vpnConcentratorId>vcn-0123456789abcdef@</vpnConcentratorId>
<state>deleting</state>
<message>The Site-to-Site VPN Concentrator vcn-0123456789abcdef@ is being
deleted and will be removed from your account.</message>
</vpnConcentrator>
</DeleteVpnConcentratorResponse>

2 7 AWS Site-to-Site VPNE 4R

BT LA B R EEFAE DS Cloud WAN £33 #8% iV Site-to-Site VPN iE3%, EMEEEERAE
IPv4 F1 IPv6 BAGE , 3 B 7] LAIE 214 #h {85 F Site-to-Site VPN £ UEHEEEN AN EZEZEE
WA

EREREAEY VPN ELRF
EAEEARY VPN ER

1. ¥E https://console.aws.amazon.com/vpc/ BARX Amazon VPC £# &,
2. REEERT , BEWHRASHES VPN B,

3. I#JE Create VPN Connection (3 VPN #i%),
4

(ER) HHEBER , WAEZENEE. BT EXSER Name AREIR , UREEENER
BYRE,

5. #HHBEERERE K BETIHEP—E:

- ERLERE - RERANERLARE , EUNNERLEFE VPN Ei,

- EHEE - FEEEEANERFAERITNEREE VPN EiE, NEEYERFENGFMAE
F , 528 Amazon VPC BHEERHNEEHFEE,

« Site-to-Site VPN & /88 - i F 3 B Site-to-Site VPN £ 1 88 2% 22 31 #T#Y Site-to-Site VPN &
EELR, BETYHAP—1F :

- BE - FARANESEEE I HHSite-to-Site VPN EEF 88 VPN E#E,
. 718 - 8 A Site-to-Site VPN £FEHEAERE AR BREETHEE TN ERHEE,

- REAW - B REEMN VPN EiE | R TEIB Network Manager £ A% API B Cloud WAN
BB, E VPN E#EM Cloud WAN FVEFHIEER , 52 BAWS (Cloud WAN R &S
) BH AWS Cloud WAN i Site-to-site VPN E#Z,

6. 7t Customer Gateway (BEFFE) # , BT IEEZ—

- FEGRRANEFFE  FREERE  RREEFFRE D,
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AWS Site-to-Site VPN EREER
- EEBEUYFNEFME  FRENE  RARPTTHEE:
- SH¥IP thit |, By ARRAE IPv4 = IPV6 thiit,
- (EA) HREE ARN , BEELEEREN ARN (NRFEABERSIRE) .

- IR BGP ASN , I AZEFRAENZRFEWE (BGP) B ERHMmE (ASN), MEFHME
A, FBEEREFREERE,

7. SHYERMEE  REFEHE (FEBGP) HFE.

® Note
£/ Concentrator B9 Cloud WAN VPN E#EH VPN E#RE & BGP ifH. ELERFE
BT EBRRERE,

8. #tHFEAHASBRFAE , BEZEEL Secrets Manager, FARREAERE, MEFBEMFEHAWS
Secrets ManagertVFMENR , F2H T2,

9. FABERNISIP MRA , FHEIE IPv4 = IPV6,
10. (iBA ) S$HERAINE | BEZIEGRARA IR, MEFMER , B2 MNE VPN Ei,

MRERAME , RFMERIMA VPN EEFERANMENRSR. EXNBEAER.
11. (ER ) RBEBREN P REAARNEE , T FHIEHP—IRRE

* IPv4 — HRZAH IPv4 #88% CIDR , BEEFFEE ( AEIEE ) WmIEEAFER VPN BEEH
9 IPv4 CIDR £3[E, #H¥EiR IPv4 8% CIDR , EIEAFER VPN BEBFAWAWSE CIDR
gE, EMEMMAFERER0.0.0.0/0.
« IPv6 — HRAH IPv6 #88% CIDR , FHEEFFRE ( AEIEE ) mIEEAFER VPN BEEH
# IPv6 CIDR £iE, &H¥1i=is IPv6 #82% CIDR , #IE AFFEIB VPN BEBEFKAWSYE CIDR
EE, EMEMLNERES ::/0
12. SFHHER P ut A | RET I EH A —EEE

« NH IPv4- (TERR ) ERNEREE IPsH IPv4 Mk,
- 3B IPv4 - EAFE IPv4 st E B AR,
* IPv6 - ERSNEREIE IPsY IPv6 ik, WWRIEFEENETFREREXE IPv6 Eilt,

@ Note
WMRERHED P st FAGEE IPv6 , RILEER IPv6 it BV EFRIE
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ERAEER

13. (EA ) HRRE 128 , EANlASEBRERE THER :

- BRARAEEE IPv4 fzut , B&E 169.254.0.0/16 #EHK/NE /30 B9 IPv4 CIDR B [EHR,
« MREHBEAZR IP RAIETE IPv6 , AITTBAEHEE IPv6 fLitiEERE £d0o: : /8 EF AKX

/N /1126 IPv6 CIDR KI[E .
- IKE AR Z S (PSK). XETFIRA : IKEv1 = IKEV2,

- FEREBEBENERSEER  FREFREBERER. NRFWEF  FS2HRVPN BERRE,

- (EA) SHBEEEREAFEZRMA , LEE IPsec JEE)HM DPD EH B ER S K BtF S

- (IEH) & 1%Fﬁﬁiﬁﬁﬁﬁ%ﬁiﬁiﬂﬂ;ﬁJ«X?E"“:%Uﬁﬁ“ﬁ%&ﬁﬂféﬁ’ﬂi%‘FEO T BE £ wiB

A, AN BEREEWIBER,
14, (ER) BEBRE2BE , ARKBEINSRREE _—_RABE.
15. 1212 Create VPN Connection (3 VPN &),

58 CLI = API 23 AWS Site-to-Site VPN &5 B & E 457

{5/ CLI 3 B Transit Gateway B VPN E#R

<

£/ create-vpn-connection @8 , IEE --transit-gateway-id BB EEFE ID

T 5 EHREFER IPve SN EREE IPsH IPv6 REFEE IPs B3I VPN E# :

aws ec2 create-vpn-connection \

--type ipsec.l \

--transit-gateway-id tgw-12312312312312312 \
--customer-gateway-id cgw-001122334455aabbc \
--options

MK A

OutsideIPAddressType=Ipv6,TunnelInsideIpVersion=ipv6, TunnelOptions=[{StartupAction=start},

{StartupAction=start}]

G FESEHI

"VpnConnection": {
"VpnConnectionId": "vpn-@abcdefl1234567890",
"State": "pending",
"CustomerGatewayId": "cgw-001122334455aabbc",
"Type": "ipsec.1",
"TransitGatewayId": "tgw-12312312312312312",

fH CLI 8 API 231 VPN & BEER
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"Category": "VPN",

"Routes": [],

"Options": {
"StaticRoutesOnly": false,
"OutsideIPAddressType": "Ipv6",
"TunnelInsideIpVersion": "ipv6"

£ API 23] B2 Transit Gateway #J VPN E#3

&R LAE A Amazon EC2 API 237 VPN iE#R. AERMHER API 2 EHREFE VPN ERHNFERIE
FEER S &I,

ORI
£/ API 223 VPN B 21l , BFREEELD :

- BEMMATANESHRE
- ERARSHEREFMETRENEFRE

T5IEEHREBMAER CreateVpnConnection APl B14EZ I VPN E4R :

POST / HTTP/1.1
Host: ec2.us-east-1.amazonaws.com
Content-Type: application/x-www-form-urlencoded

Action=CreateVpnConnection

&Type=ipsec.1
&TransitGatewayId=tgw-12345678901234567
&CustomerGatewayId=cgw-12345678901234567
&Options.StaticRoutesOnly=false
&Version=2016-11-15

hrEfeEEENEaRENEFRECHZL EFEERKA (BGP) iY VPN E#,
FLIIRY APl B fEEE M VPN ERFFMER

<?xml version="1.0" encoding="UTF-8"7?>
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<CreateVpnConnectionResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>7a62c49f-347e-4fc4-9331-6e8eEXAMPLE</requestId>
<vpnConnection>
<vpnConnectionId>vpn-1la2b3c4d5e6f78901</vpnConnectionId>
<state>pending</state>
<customerGatewayId>cgw-12345678901234567</customerGatewayld>
<type>ipsec.1l</type>
<transitGatewayId>tgw-12345678901234567</transitGatewayId>
<category>VPN</category>
<options>
<staticRoutesOnly>false</staticRoutesOnly>
</options>
</vpnConnection>
</CreateVpnConnectionResponse>

EfE2E VPN E4R ID, BaREMMAEFMER. B AWS il VPN BER , BR—-FHBEERN
& HREE,

£/ CLI = API 23 AWS Site-to-Site VPN Cloud WAN E 4z

LA LMKBTHRE , TR AWS Cloud WAN 2 B2 37 Site-to-Site VPN E#E, IIEHME
A, F28 (AWS Cloud WAN R &EIER) I Cloud WAN H #JSite-to-site VPN E3E, AWS

A CLI Z1E Cloud WAN BY VPN E#F

£/ create-vpn-connection fFHRE I HHE EEZE Cloud WAN 28 VPN EiR, E®EILR
EEER VPN EAR |, 2 B LUEB Network Manager £33 A 5 API 2 Cloud WAN Eﬂéﬁﬁﬁﬁo

FEIRIGH
#1I Cloud WAN VPN B2 a8l , el ELETHIER :

« customer-gateway-id - RREAILE VPN EENHEEFBEEIR (Cgw-XXXXXXXXX)o
» Cloud WAN £3K#8E% - A AL IEENRRKEREYMRE Cloud WAN £IRMAEK,

- BGP #H% - Cloud WAN VPN EREE BGP il ; FXEBREKA, SXEATEES
g StaticRoutesOnly=falseH&E

R TEEY VPN ER , MAEEBEERE, ERGERREERE , R ALUEB Network
Manager 2 &5 APl B Cloud WAN 258 2 B, StaticRoutesOnly=false EBEE
FXF BGP #8H , R Cloud WAN VPN BN X EEE , RATXEBERA,
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T B & B €3 Cloud WAN BYFRiER VPN &3 :

aws ec2 create-vpn-connection \
--type ipsec.l \
--customer-gateway-id cgw-0123456789abcdef@ \
--options StaticRoutesOnly=false

EREEERT5IEE :

"VpnConnection": {

"VpnConnectionId": "vpn-@abcdefl1234567890",
"State": "pending",

"CustomerGatewayId": "cgw-0123456789abcdef0",
"Type": "ipsec.1l",

"Category": "VPN",

"Routes": [],

"Options": {
"StaticRoutesOnly": false
}

}

}

B VPN E#ER , B LUER Network Manager £3# A5 create-site-to-site-vpn-
attachment APl MEAE HE#F| Cloud WAN £ 158K

£ API 237 VPN Cloud WAN E#5

A LAE A EC2 API A& Cloud WAN &2 VPN E#R. EFKRHETT CreateVpnConnection API
MR AL SR ER 37 AEERY VPN &1 | REB AT LB A Cloud WAN £ 354828 22 37 BR B

API BREEFIEEEERENBRTEIY VPN B | FHEREHFFETT Cloud WAN BEH K E
BERRE, HEiEEH BGP #H , iE= Cloud WAN VPN EZFENKH,

T 5|86 RE I Cloud WAN VPN E#REY HTTP &K :

POST / HTTP/1.1
Host: ec2.us-east-1.amazonaws.com
Content-Type: application/x-www-form-urlencoded
Authorization: AWS4-HMAC-SHA256 Credential=...
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Action=CreateVpnConnection

&Type=ipsec.1
&CustomerGatewayId=cgw-0123456789abcdef
&Options.StaticRoutesOnly=false
&Version=2016-11-15

APl EEEIKINEIE , HPIE VPN ERFMEN. & AWS fiZZ VPN BiER | ER—FREER
pending AREE |, WLEFAREEREE A available,

<?xml version="1.0" encoding="UTF-8"7?>
<CreateVpnConnectionResponse xmlns="http://ec2.amazonaws.com/
doc/2016-11-15/">
<requestId>12345678-1234-1234-1234-123456789012</requestId>
<vpnConnection>
<vpnConnectionId>vpn-Qabcdefl1234567890</vpnConnectionId>
<state>pending</state>
<customerGatewayId>cgw-0123456789abcdef@</customerGatewayId>
<type>ipsec.1l</type>
<category>VPN</category>
<options>
<staticRoutesOnly>false</staticRoutesOnly>
</options>
<vgwTelemetry/>
<routes/>
</vpnConnection>
</CreateVpnConnectionResponse>

[E] FERE A E A

APl EIERM TSI E|/ER -

« vpnConnectionld - ARG EE#EE] Cloud WAN B VPN EIZERHE—ZR BT (i
vpn-@abcdef123456789®)

- AREE - E AWS #iE VPN BB , —Fl 'S, K ARBTEBEFEREFERA "OH,

« Bl - B8R "VPN, , IEHIEREARA Cloud WAN BE K ARER VPN E#E

- staticRoutesOnly - %% falses LABXA BGP ¥&H , JE2 Cloud WAN VPN E#FIEMNEEH

—B VPN E#RIEE "AAL AREE , BRALUGER Network Manager
CreateSiteToSiteVpnAttachment API ZiEiB AWS = A HEEZE Cloud WAN £Ei#EE,

fi£F CLI 5% APl Z3I VPN Cloud WAN 3E#& 149
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£/ AWS Site-to-Site VPN CLI 3 API 23 £ 25E#R

£ /4 Site-to-Site VPN & 85 E 1%

¥ 37Site-to-Site VPN EAZE 2 , BEEE U RI1ZmIL & FSite-to-Site VPN S 23V {E B VPN E
5., BEEREAHEEZHCH VPN ERE | 22#Site-to-Site VPN 4185 ID, EAZEZEERREAL
A E R Site-to-Site VPN £ ESEHENE  ERASELSHEREN AZ2NEE

Z EfF fSite-to-Site VPN EEHEFE Y VPN i#$ | S E T VPN E S E Site-to-Site VPN £/
25, MIEEmMEE, T % %66 Site-to-Site VPN E#% :

aws ec2 create-vpn-connection \

--type ipsec.l \

--customer-gateway-id cgw-123456789 \
--vpn-concentrator-id vcn-0123456789abcdef0

RO EEEEn T5IER :

"VpnConnection": {
"VpnConnectionId": "vpn-@abcdefl1234567890",
"State": "pending",
"CustomerGatewayId": "cgw-123456789",
"Type": "ipsec.1",
"VpnConcentratorId": "vcn-0123456789abcdef@",
"Category": "VPN",
"Routes": [],
"Options": {
"StaticRoutesOnly": false
}

£/ API Site-to-Site VPN £ 25 E R

B 0] LAEFH Amazon EC2 API 2 3 fi A Site-to-Site VPN £ 41888y VPN &2, X&ERMFE A Site-to-
Site VPN Concentrator 23 VPN E#R #5535k F = ESA 2 &5 41,

/8 API| 23] BdSite-to-Site VPN EE 28 , HEESLE

« B2 7] F#YSite-to-Site VPN £+ 25

f£F CLI 8 API 231 VPN £HE5E R 150
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- ARG RBILRENEFBEE
- WERAERERFFMEYLEE AWS ZBH IPsec E

THIgEHRE M EHEEHE CreateVpnConnection APl B4 Site-to-Site VPN Concentrator 2 3I
VPN E$ :

POST / HTTP/1.1
Host: ec2.us-east-1.amazonaws.com
Content-Type: application/x-www-form-urlencoded

Action=CreateVpnConnection

&Type=ipsec.1
&VpnConcentratorId=vcn-0123456789abcdef®
&CustomerGatewayId=cgw-12345678901234567
&0ptions.StaticRoutesOnly=false
&Version=2016-11-15

1tk & 45 & 12 35 & H9 Site-to-Site VPN E#R, Site-to-Site VPN Concentrator & AWS i % , AHZ
ERimAEBRERNFIEEITER,

K IhEY AP| Bl FEE & [E A 2 Site-to-Site VPN EARFMME

<?xml version="1.0" encoding="UTF-8"7?>
<CreateVpnConnectionResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>8b73d60f-458f-5gc5-a442-7f9fEXAMPLE</requestId>
<vpnConnection>
<vpnConnectionId>vpn-9z8y7x6w5v4u32109</vpnConnectionId>
<state>pending</state>
<customerGatewayId>cgw-12345678901234567</customerGatewayId>
<type>ipsec.l</type>
<vpnConcentratorId>vcn-0123456789abcdef@</vpnConcentratorId>
<category>VPN</category>
<options>
<staticRoutesOnly>false</staticRoutesOnly>
</options>
</vpnConnection>
</CreateVpnConnectionResponse>

EfEZE VPN E#R ID , 2 E Site-to-Site VPN 7185 ID , MIEEHEE ID. WERTZENIRIK
AEHEMERZEHE Site-to-Site VPN Concentrator B3t & @A , LABXAhub-and-spokef8R& .

f£F CLI 8 API 231 VPN £HE5E R 151
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R AWS Site-to-Site VPNELR

FREEAEBE VPN ER

BEILAER AWS EEFIEARE VPN ERREFMAET. ERHAB(CAERERERRE, BE
EERENBEREFEET.

FRTEAWE VPN EiE

1. 7E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

2. HEEEHEIKH , BZ Site-to-Site VPN Connections (Site-to-Site VPN &),
3. EEUAM VPN EEUREEMEET , 595

« EIRIRENARE
- BEFAEANEFERE
- BB

- HESH

FTERASERKREES U WREERBEEER, REKBAR , URFEIEEFBERETHE

R
5 CLI 843 VPN EiZ

£ AWS CLI AR A A ERMEE VPN ERNFAER, kA ZTEREEL, BETHRER
MEERETENES,

EEEHBEA AWS IREMEF A VPN B , FHTAS 28 describe-vpn-
connections®m$., FiB , MRLSEERRISTE VPN EHFENFMAER , AIEEHE VPN E ID,

& RHEEASE VPN ERNVFRER , FRER ID EEASE. TIHSEHBETRBRZE VPN ERFH
BARER,

aws ec2 describe-vpn-connections --vpn-connection-ids vpn-1234567890abcdef®

CIfEEE VPN ERNTREF , FEEEHE, KAFMAERAMNE k&,

« State - VPN EIZ HBlREE

B3 VPN EiR 152


https://console.aws.amazon.com/vpc/

AWS Site-to-Site VPN EREEmR
« TunnelOptions - FEEER HAEFARRE

« OutsideIpAddress - VPN @B /AHE IP Hbit

* Routes - BRI IEHEN

BN TIREREFAE TN C RS f) -

{
"VpnConnections": [
{
"VpnConnectionId": "vpn-123456789@abcdef@",
"State": "available",
"CustomerGatewayId": "cgw-1234567890abcdef@",
"Type": "ipsec.1l",
"Options": {
"StaticRoutesOnly": false,
"TunnelOptions": [
{
"QutsideIpAddress": "203.0.113.12",
"TunnelInsideCidr": "169.254.10.0/30",
"PreSharedKey": "example_key_123456789@abcdef0",
"PhasellLifetimeSeconds": 28800,
"Phase2LifetimeSeconds": 3600
},
{
"QutsideIpAddress": "203.0.113.34",
"TunnelInsideCidr": "169.254.11.0/30",
"PreSharedKey": "example_key_0987654321fedcbhad",
"PhasellLifetimeSeconds": 28800,
"Phase2LifetimeSeconds": 3600
}
]
}
}
]
}

5 API #24% VPN E#R

E#% Amazon EC2 FRFGETT API FEALY | LUHEER VPN B EF. A ETABITEARAMENR
FTRSREMBERIEM,

B3 VPN EiR 153
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DescribeVpnConnections AP| BMfFEEH L EE —HZE VPN ERWFMER. B0 BUKIER
ID. MEHHMBEHEEAEGRGRG , B EREE,

UTEREHRE— VPN ERFMERREHFER,

POST / HTTP/1.1

Host: ec2.us-east-1.amazonaws.com

Content-Type: application/x-www-form-urlencoded

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20230101/us-east-1/ec2/
aws4_request, SignedHeaders=host;x-amz-date, Signature=example_signature

Action=DescribeVpnConnections
&VpnConnectionId.1l=vpn-1234567890abcdef®
&Version=2016-11-15

Bl fEEEEZ VPN ERNFHEF.

<?xml version="1.0" encoding="UTF-8"7?>
<DescribeVpnConnectionsResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>12345678-1234-1234-1234-123456789012</requestId>
<vpnConnectionSet>
<item>
<vpnConnectionId>vpn-1234567890abcdef@</vpnConnectionId>
<state>available</state>
<customerGatewayId>cgw-1234567890abcdef@</customerGatewayld>
<type>ipsec.1l</type>

<options>
<staticRoutesOnly>false</staticRoutesOnly>
<tunnelOptionSet>
<item>
<outsideIpAddress>203.0.113.12</outsideIpAddress>
<tunnelInsideCidr>169.254.10.0/30</tunnelInsideCidr>
<preSharedKey>example_key_1234567890abcdef@</preSharedKey>
</item>
<item>
<outsideIpAddress>203.0.113.34</outsideIpAddress>
<tunnelInsideCidr>169.254.11.0/30</tunnellnsideCidr>
<preSharedKey>example_key_0987654321fedcba@</preSharedKey>
</item>
</tunnelOptionSet>
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</options>
</item>
</vpnConnectionSet>
</DescribeVpnConnectionsResponse>

JAIEL AWS Site-to-Site VPN E iR

B AWS Site-to-Site VPN BRI RERFRE 2R , BRI LMBHITER , WIEB ping FITERE
RIEERR.

BBl , AR T EA

- EFAEELE ping FERH AMI, EZEEFEA Amazon Linux AMI,

o EEHW VPC HEREF MRS EFERMER ACL , BHEHTERBARE , LAFEANEL ICMP 7
B, EAEHTEREW ping XK.

- WMREFEAKNREIT Windows Server FNHITER , FHEEZHITER , ILE Windows B i ERX
BEA ICMPv4 , &t ping B11TEEE,

- (FRENH) BEFFREXEERER VPC NFEERMA , MEZH VPN ERZERFRENRE , KL
ERETVURFENEFFAERE.

- (BEH) MECBRUTFFEXE LN BGP K&, BGP HEHETERERANVFEE 30 WHNEE
FREEM, MERMHEKE BCP EMASABRTETABBERTD  EXRESREIENEFH
B, HEMEEESE-EM BGP M HKRE

- BELCE VPN EEN FHERIRARTRERH,

A ER

1. BIfE https://console.aws.amazon.com/ec2/ B Amazon EC2 £12 A&,

EEERRL , RERBDEITER.

(ER) HRER  mARTEROBEMEERE.

AR MIEERFB& (Amazon Machine Image) T , JZIBREAF , R BEHTERMNE
ER#

HHESRYER  EERANSRESE TN SRY,

6. HRAERNRE  BEEEINRENLZLEE  AREELCRENTLTE

7. 1 Summary (FE) ERF , ##F Launch instance (RAEIH1TEEE).

WD

o
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https://console.aws.amazon.com/ec2/
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8. FHTEEHIT 2R  BEHENLSE IP it (620 10.0.0.4), Amazon EC2 AR RHIHITERE
AHMEAS S XML,

9. REFREXRERKZMIETHNER , £ ping v BN ETERATLAE IP k.

ping 10.0.0.4

I ERELUNT,

Pinging 10.0.0.4 with 32 bytes of data:

Reply from 10.0.0.4: bytes=32 time<lms TTL=128
Reply from 10.0.0.4: bytes=32 time<lms TTL=128
Reply from 10.0.0.4: bytes=32 time<lms TTL=128

Ping statistics for 10.0.0.4:
Packets: Sent = 3, Received = 3, Lost = @ (0% loss),

Approximate round trip times in milliseconds:
Minimum = @ms, Maximum = Oms, Average = OQms

EFEAREERGERE  SUUEREHAZTFABEELINEST—EEE K RBREENTE, BE
ER VPN EIEN AWS HEREE,

10. BERER AWS BRI BHREBAVELR |, LAIUER SSH 5 RDP R EREHITER. A
%, BALERERP S —MERNIA IP LUFIT ping 75 , LRERRERAVE 5 & A2 H
MiEWEER.

MENMELRZE Linux SITEBAOFEMER , 3828 (Amazon EC2 R &) PHERE
Linux B 1TE S, T MHELREE Windows BITEIBFEMER , F2E (Amazon EC2 A&
/) PHELEZE Windows FIT{EE,

M B& AWS Site-to-Site VPN E 4 fE &

MRIETBFE AWS Site-to-Site VPN E#R , RITT S E MR, EEMBRIGSH IS VPN EER | &
T EMBRE SH LA VPN EEMEERNEFREIERLERE. LAURBRTBEREENTFF
BENERLERE,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
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/A Warning
MREMBRIE AEH YA VPN B, ARBEVHNER  SL4ATHFNHEBER , AREH
REFEFFERE.
£

« MER AWS Site-to-Site VPN E4E
o fHER AWS Site-to-Site VPN B F &
o £ o BERAIMBREEFLB BIE AWS Site-to-Site VPN

MIER AWS Site-to-Site VPN E#F

BRI A LS VPN B2 R  C8E—BRREAARFERLER deleted RE , RERKSEH
BERZEE

ERAEZAMBR VPN =i

1. ¥ https://console.aws.amazon.com/vpc/ B Amazon VPC £# &,
2. ESEERP , BELASHEES VPN EE,

3. EH VPN E# , ARBEEE. MER VPN EE,

4. HIBWERIERE , B A delete , REIZZE Delete (MIBR).

FRAGSHIEH API MR VPN E i

» DeleteVpnConnection (Amazon EC2 Query API)
+ delete-vpn-connection (AWS CLI)
+ Remove-EC2VpnConnection (AWS Tools for Windows PowerShell)

il Bx AWS Site-to-Site VPN & F &

BAURBRTEREENTFFE, STREMRIESHES VPN EEP EEFEANEFRE,
FERAXEAMREFRE

1. EEEERT , EERFFE

MIBR VPN &2 157


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteVpnConnection.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-vpn-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpnConnection.html
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2. ENEFME 6 ARBEDE. MBREFEE,
3. HIRMERIETRE WA delete , REIRIE Delete (MIBR).

FRAGSHIH API RIREFREE

+ DeleteCustomerGateway (Amazon EC2 Query API)

+ delete-customer-gateway (AWS CLI)

* Remove-EC2CustomerGateway (AWS Tools for Windows PowerShell)

1£ =4 BRI M BR EE #2 AL B BB AWS Site-to-Site VPN

BRI BREEAR VPC NERLERE,
ERAERETHERLERE

1. ZE8EBERY  BEEERILERE.
2. EEUERIERME , RERZEIE Actions (B)1E). Detach from VPC (B VPC % B).
3. EESsHERNERE.

BH MR BEEN D BERNERE, STEMRMAEEE VPC NERLARE, MERERENL
BREzR , cEE—BRBEAARBERLER deleted RE , RARRKS BBBERZER.
ERAFEAMRERLERE

1. EEBEERT  REEELERE.
2. EHERLERE  RBZEHE. RREELERE,
3. HIEMERIETRE WA delete , REIEIE Delete (MBR).

AW SIH APl DBEERILEFE

» DetachVpnGateway (Amazon EC2 Query API)

» detach-vpn-gateway (AWS CLI)

* Dismount-EC2VpnGateway (AWS Tools for Windows PowerShell)

SEEAMBRERLERE 158


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteCustomerGateway.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-customer-gateway.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2CustomerGateway.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DetachVpnGateway.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/detach-vpn-gateway.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Dismount-EC2VpnGateway.html
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ERW TSI API RIBRERLERE

* DeleteVpnGateway (Amazon EC2 Query API)
+ delete-vpn-gateway (AWS CLI)
* Remove-EC2VpnGateway (AWS Tools for Windows PowerShell)

& AWS Site-to-Site VPN B4R B E/E

&I L& B AWS Site-to-Site VPN BRI B ERE, BUTERBEETA :

- BHFERANERLERE
- RANERLEREI S —BAERLERE
- HitEmRER s ERFE
- ERARRERANEARE

BEHREEREZR  ERMAMEMRME , SNWMAHGA VPN EEKERELER.
LA 27 T i BY S8 SE BB B BTV R 8

%

- S8R BEYFHEERE

« HER 2 MBRFBPRERE RER)

- PR3 BRIFNRE

- SER4 . BH VPC BBHK

- FB5: BN BEERERH RER)
- SER 6 EFEFFE ASN (fRIER)

SR BEUFHEERE

ERIFNEERECH , BXNEEREFNRAE, NEEEFNEERLERENFMER , B2
Bthe section called “E ERILAEFE", WEFEERFEENFMAENR , 528 (Amazon VPC &g
FE) PHEIEEE,

MEHFNEEREREREE , F1§ VPC EEZEZEHREE, NE VPC EEZNHEBEN K F28
{Amazon VPC & &) EFE’JEEKU VPC Ky & REE,
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteVpnGateway.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-vpn-gateway.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpnGateway.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html#create-tgw
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-vpc-attachments.html
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ELKEERERLERESRAERREER , B LREKEREE ASN REANEELERE
ASN HHREIWE., MREBBEFEFEHATRM ASN , BIXNEKEFRAEZE LA ASN A EHFE ASN,
WMEFHMER , 552 Bthe section called “F B 6 : EFZFFRBIE ASN (FR1ER)

SR 2 MRFTREEH (RER)

ESREATERENERLAREERIBHFER K ERLENSR,

BB REMBRFERD  AERIFTNRE.

® Tip
MR B A , BREHEEIAR, £ VPN EEZBB TR 2® , BFEEKELRAHIEOE
I REEE,
8% F 2= M BR 2% B

1. 7£ https://console.aws.amazon.com/vpc/ BRI Amazon VPC £ &,
HEEBHE®KF |, 1BIE Route Tables (BFHR) , RZRIBHEH R,

£ Routes (B&H) Z&,+ , i#1Z Edit routes (FREEIEH).
EEBRERNERENFRERR,

BEEREFEE,

o & DB

SR 3 EBIFHNEE
MERT B EME

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
2. EESEERYT  BEEASHEES VPN EE,

3. EHUVPN E# , ARZBEEE. B VPN EE,

4. HRBEFEED  EERERE,

a. WRFHNERFERERILERE  FEE VPN BE.
b. MEMHNEFERELERFE , FEREBRE.
5. EBRRFEE,

SR 2 . MBREFREEE RER) 160


https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
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ERAW TSI AP BRI EHIEE VPN i

ERAEER

+ ModifyVpnConnection (Amazon EC2 &z API)

» modify-vpn-connection (AWS CLI)

TR 4 EFH VPC BBHAXK

ERIFHEER , EUREEBS R VPC EXR, MEFMENA ,
) PR EHR.

#2228 (Amazon VPC R &1

THIRERME T 8K VPN BiE B EREBHEITH VPC BEAREH ZAHBEF.

BRENRAE

EEERHNERLERE
EEERHNERLERE
EEERENERLERE

B R AL IS
B R AT IS
B R AL IS

Transit Gateway

Transit Gateway

Transit Gateway

#EE

BiRRE
EEERHNERLERE
ERERHNERLERE

Transit Gateway

BERBHNERLERE

EERRENERLERE

BRERHANERLERE

ESERRHNERLERE

Transit Gateway

VPC BRH&REE
MiE QS ERFE ID WERH.
T EERITHS

MEQSMERLERE D W
B&HR

HEEERALERE ID AR H
EMAE@RE D,

HasERLEFE D WEgH
EHMAFERLERE D,

MRS ERLBRE ID KB
Ho

e EmEE ID AR EER
REFHRILFRE ID,

RS E8FE ID WEEH.

KaSEHEE D WERBEENR
AFE®EE ID,

SB 4. B VPC BER

161


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnection.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpn-connection.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html
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SR 5. EXEERERAB RBER)

ENFERERFAER , FENERFERHBRK , LA VPC MAHILA VPN ZENRE. NFE
SEMME |, 552M Amazon VPC Transit Gateways A Y {E25 BB I K

WMEMBR VPN FRREERH |, B A A I R REEK 3T 18 2 B R E R B R,

HERLERETRE , BRFESA VPN B FFrEEE 2 F#H Multi-Exit Discriminator (MED) 5% 7E
HENE. NRERERAEREERIERFEE , WHKSE MED BEERTEERE , BMABRBEER
BALEGEERE, fl, S EERFREL N EEERBNRE. WEFHEHR  F2EBEEN
AWS Site-to-Site VPN ¥ HE EIEF,

HER 6. EXMMEFEFFIE ASN (R1ER)

EFEEN ASN HEFERER K SXNEFEHEFBEERE LY ASN |, LUEOHH ASN, IMESFH
B, 5208 T& AWS Site-to-Site VPN E#EN R F REEE

&2 AWS Site-to-Site VPN E#Ri18 18

BT LM IR Site-to-Site VPN JEIZRYERRIE, SR LUEH T 5 E :
. IPv4 CIDR SEE{UA A (EFEBE) i , LR TEIR VPN BEEA 2 VPN EENIER (AWS) B
. MEFHENTEREA0.0.0.0/0,

- IPv6 CIDR £E{vRA A[ZER VPN BEEAR VPN ERHNAH (FFRE) MiERm (AWS) Bk, M
BEENFERES ::/0,

E8{&0 VPN EERIEE | AWS Ali2/ VPN IiRE IP it A28 F B EBEtTAE8E, £ VPN
EAREHEIR |, 8K VPN EEASEREEER,

EAER BB HN VPN ERIEE

1. £ https://console.aws.amazon.com/vpc/ BAEX Amazon VPC 1A,
2. EEEERYP  EEUAYHES VPN EE,

3. EHUER VPN E#E K RREKFEZEEF. K VPN EEER,

4. HERHAFH CIDR EE,

5. BEEREREEE,

HER 5 BN B RREERE (RIERN) 162


https://docs.aws.amazon.com/vpc/latest/tgw/tgw-route-tables.html
https://console.aws.amazon.com/vpc/
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FERAGSIIE APl £t8 VPN EiFiE1E

» modify-vpn-connection-options (AWS CLI)

« ModifyVpnConnectionOptions (Amazon EC2 & & API)

&2 AWS Site-to-Site VPN @i8i&18

BRI LSRR AL & VPN E#EF VPN BENBEEE, —XAEH—@ VPN BiE,

/A Important
2k VPN BER , BENERETH RSB E. FHLAEHNEMEEMEFSRE,

EREEAEHR VPN BERER

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

HEEEERT , BEFBEHIEE VPN E#,

BEUEAHIE S VPN Ei | AREBEFBENIEH VPN BEEZEE,

R VPN BB IP #hit |, 552EF VPN BEREEIRE IP.
REEZEIRABEEENTE, IFBEEENFMENR , F2H VPN BEEE,

o & w0 DN

(® Note
BEBERREGZERGRE, B TUBKREMNRARE. AR  RERESREERER
R,

6. EERERFEE,

EAa S API &3 VPN BiE#1E
« (AWS CLI) £/ describe-vpn-connections 2K#:43 B 81 #Y@E1&1H , ¥ A modify-vpn-tunnel-
options RIS HBEIEIER,

 (Amazon EC2 &3 API) £ DescribeVpnConnections #48 B siHYEEIRE , Y FEH
ModifyVpnTunnelOptions & 3B &R E,
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https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpn-connection-options.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnectionOptions.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpn-connections.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpn-tunnel-options.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpn-tunnel-options.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpnConnections.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnTunnelOptions.html

AWS Site-to-Site VPN FEHEERD
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R

HEERATEAMENBRFERH

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

2. EEEERT  EEUMAHA VPN EE,

3. J#EHU VPN Ei,

4. BERFEFERER,

5. REEMELABREH,

6. BEREEE,

7. WMREBEHABMABBARNBHERE SLAEBRAXRTFHENRH , URRE VPN EEDERH
MERRE IP I, WEFMES  F2RERLERE) ERHXPREABHERE.

8. HRAFWMEELMN VPN EE K Bl EERFERBREDHE,. BRIBRFEEHR, WEF

HHE , 552 Amazon VPC Transit Gateways A #Y /& RFER B R,

EAWH I API #i8 #ER i

« CreateVpnConnectionRoute (Amazon EC2 &# API)

+ create-vpn-connection-route (AWS CLI)

* New-EC2VpnConnectionRoute (AWS Tools for Windows PowerShell)

ERA S5 API M ERERAERE B

« DeleteVpnConnectionRoute (Amazon EC2 && API)

+ delete-vpn-connection-route (AWS CLI)

* Remove-EC2VpnConnectionRoute (AWS Tools for Windows PowerShell)

% AWS Site-to-Site VPN EEHNEFFEE
A LUER Amazon VPC ARG SFITE , SEAKHEA VPN EEZNEFEE.
SFEFME R, TRMMETEYR &/ VPN BEIEEEREEFEA,
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EEY VPN E#,
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HABEEER  EEEFEHE.

HHEEEFEE , BEEFNEFEIE,

BEREFEE,

N o g~ w0 Ddhd =

ERAWBHSIH API 2ERFFE

« ModifyVpnConnection (Amazon EC2 &3 API)

» modify-vpn-connection (AWS CLI)
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2F KEFLEHESR

BALMEH VPN EENBEERE , YAREBEEENN IKE BARZESR. NFFHEES ,
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BLERE, A%, CRAMENESELEREZYTN VPN EE K RBRELENEFFFERE LREHH
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SEREERRM AWS IR BE
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BT LAE R Amazon VPC £ A W AWS A2 BE RS LM ER. EEERENERESBEE
SEARKEZAR AWS BEEWIREE. MEFMENR , 2 /the section called “fRIEERZE A,

EAFEAWBREAHEE VPN BERMEE
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2. EEEERT  EEFEUMAYHA VPN EE,

3. EEUAAHIEA VPN Ei , RREEFDHE. B VPN BERE.
4. EEUBEIRE,

5 EERE.

£ & Site-to-Sitel@ & iz 2R FE AWS CLI

{# A modify-vpn-tunnel-certificate 5o

AWS Site-to-Site VPN{EF HIFAE IP Direct Connect

B L ERFAE IP VPN &R #82 IPsec VPN Direct Connect , INZ A EBMEIRE 2 BEHNRE
AWS K MEEERANE IP it HME =7 VPN =&,

A IP VPN WEEFEHEH 2z —Direct Connect , mEiHEI$HEl. BERBNBBEENETRERZE
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EFASIBMEE cEBHWEFEE , BNAERNEBREME., FAF IP VPN IhEE A FFEIBDirect Connectf®
B VIFs ( MIEAVIFs) TR |, UREREIE IPsHEE D, MLEN A fE MR 2 MR HIBH R E
B, M EERLTERRE,

- EEHEERE AR Direct ConnectEHE R , #F IP VPN EiREHEESHERHERE (5000 @
EHEERMN 1000 BEAKE ) , BAIA 200 BEEHEBARM 100 EE AR HAIRE

#.F IP VPN B E#EA
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MEHEE | BENRIBIBBMEBEMAWS VPC FLUEE, FAF IP VPN BEEEAWSIHK E@EE |, )
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EIFE%H VPC MAEFEZE MR < B INE R RINBERE,

WERRF VPN R B KFMER , 52 Direct Connect  EAEER) PHIE EREN B EH
FE BT [ B% F R

FORIRAF

T &RFREAFEIR Direct Connect I FAE IP VPN 2B EEMAEA,

HH HER =)

#£{§ Site-to-Site Y B EE, {8 FH Amazon Virtual Private EmEE R AR ERPE &
Cloud(VPC) X#ZARFEAWT WIAREMERE VPC MR
5=k API B E#EFEE, BEBMEE, Bu LA
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EEMF A B FE IP VPN Direct Connect , i@ 81& 5588, #£i%EiB Direct Connect 23 FAF IP
VPN 28l , BEERRLEIEHEIER Direct Connect g, BYMEME®R , BEEEMERM
BeBEESEE, TRRPELLREMG, BUYHEBMERER 6 ZEERAXBERBEL VPN EFE
BAELR,

FORIFAF

TRERBAIEIB Direct Connect 23X FAH IP VPN Z B FHHAE A,

HH HER =)

#E{# Site-to-Site Y #5 B &, £/ Amazon Virtual Private EiFE PR EEPE | &
Cloud (VPC) A EAm  ALUAREMEER VPC MR
THIE API B3 S REE. BERBMAR ., A LA HHY
i S EEETFE IP VPN E
20 (Amazon VPC E#&iF = READAEEEE 2
BiEF) FHMERE. ST R 1S B
ER , FRAEREERLREIP
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EEEHEME IPVPN
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BEERE) PHELSEUE
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# 3/ Site-to-Site I & F B FELR

&
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ZfE AWS BEEZEERENE
(VIFs). LtRERARERER
B VIF,
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% , AARERIEH Direct
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BEEVEFRE,

EENERELER.
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HEEERTD  EEFFRE.

(EHA) ¥ Name (B18) , MALEFFENEB., BTHEZSHERA Nane BARSIR , URE
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10.
11.

12.
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14.

15.
16.

17.
18.
19.

/A Important

EXE AWS FAE IP B AWS Site-to-Site VPN , B4 EfEH RFC 1918 #uitisE B &
EinE P ik, B2EEF FERBESH Direct Connect endpoint Z B point-to-
point IP #z3it, AWS EZEREATFFERKHE LERS LAN REERRIFES B K tbit
it , A =& point-to-pointiE &R

MFEEE RFC 1918 WFMEN , F2RELEEBRNbIRE.,

(FIE)¥ Device (RE) F , MAERBRILEFFENREERR.
BEEVEFRE.

EEEEKD , BIFEHAHILA VPN Ei,

i#1Z Create VPN Connection (23 VPN &E#),

(ZF) $H¥ Name tag (BBER) , 8 A& Site-to-Site VPN EIZEN B, BTUH/EZS A Name
AR URECEENERELER.

SHHEERERE K FREGBRE., AR , BELLREANNERRE,
SHEEFEE  FENERAB, AR EEEENEUNFTFRE,
RBENEFFAERERETXERARERE (BGP) , ERUE—IKMEHR :

- MREBHEFFEEELE BGP , 5% Dynamic (requires BGP) (E18& (EZE BGP)).
- MRENEFEBEELBTRXIE BGP , iR Static (BEE).
SHETBE R IP IR , FBIEE VPN BEEEXIE IPv4 = IPv6 &,

(A ) MREE P RARRBEBIEE IPv4 , SR NRERAFFER VPN BEBFANETFRE
M AWS #w$57E IPv4 CIDR $iE, FHiR{E% 0.0.0.0/0,

MRER IP RARBEIEE IPv6 , BALLUEER AFFIEIB VPN BEBEFANETFFERM AWS
ImiEE IPv6 CIDR #1[E., EMEHERITERES ::/0,

SHEIHNER 1P i utFEE | F5iEIF Privatelpv4,

st¥{EEER D |, EEFEEE R ENE# Direct Connect FEE#,

i#1Z Create VPN Connection (23 VPN &),

® Note
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FHABSIH API BYEFEE

+ CreateCustomerGateway (Amazon EC2 &3 API)

» create-customer-gateway (AWS CLI)
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- BN ReM — AWS ABEREBE PHIT AWS RBHIERRE AWS Bk, AWS HBERRH TR
LEANERE. FAWS ERHTEP , B RBRASEEHNAANRIERMALZLNERM. BET
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AXHEBRETHNMAEFERAEAHES VPN REARRNEEER, THEERPFIMAZE S
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Site-to-Site VPN &R,
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- £/ Secrets Manager 383 AWS Site-to-Site VPN &2 I #E

- in AWS Site-to-Site VPN & EHRE

« AWS Site-to-Site VPN #1570 M FIEE

- A EM AWS Site-to-Site VPN

« EBERHEZ S in AWS Site-to-Site VPN

] Secrets Manager 185 AWS Site-to-Site VPN &£ Ih&E

AWS Site-to-Site VPN W Z £ EFE KRR MUIERNZ LI, TELFTZ SR H VPN ERF
WiRE RN, BREIEETERENSTASLLAELI|® (PSKs) BHE H , AWS Secrets Manager
A ZEEFAFE Site-to-Site VPN IREH , *RMEF#HERNETRLHREEK, ZDEETE
GetActiveVpnTunnelStatus APl , AIEIEFEEEAF VPN BEREANZL2H , aBNBER
*. TEMEREENME IKE BEEH Diffie-Hellman B8, b4k , BRETUEAEBENZSERE | &
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- £ P2 F Secrets Manager L £ AWS Site-to-Site VPN
- EPEFRALAASRFEFERX AWS Site-to-Site VPN

£ PEFE Secrets Manager T & €88 AWS Site-to-Site VPN

WMREH BB Secrets Manager PEEFE , BB ERBENTEELASE,

® Note

- BFEFEAHA M  FHETERBESA Secrets Manager [RIEFIER IAM FF 1],
- BF VPN BENFELAHLASRE  ERSTE RIS EL9E, BRERETEHNEHEERA,

#F VPN #EEH Secrets Manager X H A ER

1. ¥ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £#24&
ESEERD , BERELAHMAS VPN EE,

BEEAHIES VPN Ei |, AREBEFBENISH VPN BEEREE,
¥R VPN BEINE IP it |, FFiEE VPN BERBEE R IP.
EBELELASED  BEFNEALASR,

o & w0 b

@ Note
Lt 338 18 {258 F A T ITE Secrets Manager FHI €88,

6. EERMTEE,
7. SHHEEMHEHMBEEEELEISER,

E HEFEEALAESBREEEN AWS Site-to-Site VPN

2FRA VPN BENFEEHASRFEFES.
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® Note
- BEGEEXE  BRTEERERHES Site-to-Site VPN # Secrets Manager FRIEHI A E |AM
&,
- ¥ VPN BEMNRTERR , ERGTERZIE E, MREASITANEHEER,

BEFRAHASRATES

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ A&,
ESEERD , BEREBAHMS VPN EE,

BEEAHIES VPN Ei |, AREBEFBENISH VPN BEEREE,
HHR VPN BEINE IP it |, FFiEE VPN BERBEE R IP.
ERELAEBFEET  BETIET—BARLALAASRRERTEE,

o & w0 b

- RE — AAHAN SRS EEFT MR Site-to-Site RIF+ .

- Secrets Manager — A £ 88 H 2 AWS Secrets Manager, #ZE Secrets Manager #J
SHHMERR |, 5528 F/ Secrets Manager i@ % £ EE,

6. EERMTEE,

HEZE X Secrets Manager 88 HBE%ER -

- EAHANEBER Secrets Manager BBk , B ZE Site-to-Site VPN BR#E.
- BEHEB &% Secrets Manager MZEHBRR,

B REFEXRREZE S Secrets Manager B :

- FEEHANEBERSite-to-Site R+ BER
- WRR A Secrets Manager W% , BIG R I #HY Secrets Manager #%,
- FTELHLAEMEFEMIL Secrets Manager H,
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AWS B WREEABNEETE, IFERNBAENFHEN  FSREABLEEZREEE, 0%
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Identity and Access Management (IAM) B EEBIERE, ftt—R , SECEHAEHASESRHETK
HEKMAENTT. RftCERERATIARNREER -

- BERFHOEEAZSEEZEZRE (MFA).

« /8 SSL/TLS B AWS ERBEMA. RPIEE TLS 1.2 WEZEFEA TLS 1.3

o M BE API FfEHEEEIZE 8 AWS CloudTrail, tNEEEEA CloudTrail BHHEEEN AWS SEEIH
B , B2 BAWS CloudTrail  FR&IER) FRHER CloudTrail B,

- EF AWS MEMARAAR , UREPHWAERERZ S AWS R,
- FERERNZELZSRE (B0 Amazon Macie) , t#BIEREMIRZEMFE Amazon S3 HWEURE R,

o MREBE AWS BB REIN APl FEH BEE FIPS 140-3 BN R GR=ZER , 5FEH FIPS
imE, WERRE FIPS M FIPS IWmEMNEZHEEN , F2RB A ETREZEE (FIPS) 140-3,

Rz 2R CBETEREFNEF B4 ERERNBREF , HEEERSIBHEXN X FRA
BB, EREEEMEA Site-to-Site VPN SEAEE A AWS CLI, API S E M AWS RIE
AWS SDKs i, BEEZBEIEHENXNFRUFMANEMAERNETEEARTESZH AR, IRE
RUAIBFRSFN URL , RMAZIEBFVERB LHZARBEFZRG URL P EBEBEA.
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WLEHME VPN EES AR S AKEN VPC ERTIRSHEMER, VPC EERER cENERER
EEBMEZL VPN EZETRE , HHREBESEHBNBEMENTEME, Amazon X IEERAKH
EZ% (IPsec) VPN B, IPsec R—EBABEMRS , HEBREBEMMEZELRRNZE IP HIRR
# P BARE,

S {ESite-to-Sitei R IZE TS MEERE AWS BN INZR IPsec VPN BB, BEEETHHRER
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REMNRRZ 2 EEREE R FEERER
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3
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HERERT , ERAENAEREHT. IAMEEESEY IAM BXRIEHETEEAG , #iERERE
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ZEEE,

BEREHER
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o FURRE —RESGOHEBETRE IAM BRBNR A, NEFHMEN , 220 (I AMERERE
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AWS BRFE , &t o] LAGE R4 2R 32 F HL FZEU#E CloudFormation, MFEFMER , F2H8 (IAM £EH
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- M IAM Access Analyzer B& 3 IAM BUE |, BERFT AT 24 B 7] IE E1iE4E - IAM Access Analyzer &
BHBEMBEEER |, BRELBERER IAM BUREES (JSON) Ml IAM FRIEEH ., 1AM Access
Analyzer 12fit 100 ZIEBERERVEATHNER , THBERETLEEANER, NEFEE
#, F2E (AM EAEERM) FHEA IAM Access Analyzer BR 78 BUR

- FEZFEERE (MFA) - MREHNRFIZE IAM FHER PHBEFERE AWS RFE | B MFA
DiEgsRet, MEEMEW AP BERTER MFA | 5518 MFA (RA4FBERNEBEE, EHASE
A, F2E AM FHERER) RHIEE MFA H’\J;zé AP| 7H,

WME IAM AREEBNHEBES , F20 (AM FAEER) BH IAM 22 H5EERK,

EHEAHIEE VPN £#5

£ EFHL AWS Site-to-Site X184 |, BAEHE —HREHFT. ELHFALAAFEYHARE
Site-to-Site VPN ERIGFHEF AWS IRE, MBEZLB IV HFEARAMNEHF T ERIEN S 2 BEBER | Al
HREEZBEXNER (FREIAR) MS , TRAMREEZMEREE,

HAMERW AWS CLI 5 AWS API IWEAE | BAZEEAHFREEEREHT, Rz , REAHFFIA
SMMERHNTZ AP BIENEERTIAT,

ATHREAERAENAGMNATLUERSIite-to-SiteEIE A , t5E#§Site-to-
SiteAmazonVPCFullAccessZAmazonVPCReadOnlyAccess AWS S EBREZIIER ., MEFHA
&, F2E8 (AM EAEER) PHFEFTIRERASE.

1R 4% E B9 Site-to-SiteIE £

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVpnConnections"

1,

"Resource": ["*"]
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B FMER AWS Site-to-Site VPN EFRFT RN EIR

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Action": [
"ec2:DescribeVpnConnections",
"ec2:DescribeVpnGateways",
"ec2:DescribeCustomexrGateways",
"ec2:CreateCustomerGateway",
"ec2:CreateVpnGateway",
"ec2:CreateVpnConnection"

1,

"Resource": [

myn

3,

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/s2svpn.amazonaws.com/
AWSSerxrviceRoleForVPCS2SVPNInternal",
"Condition": {
"StringLike": {
"iam:AWSServiceName":"s2svpn.amazonaws.com"

o5
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TR AWS Site-to-Site & 9 F 17 EY

EEANTEARGEZE NS EFRALEEES VPN M IAM RBEENE RBE,
&

« BAEEZE K FEEUHAHMA VPN F#TEME

o RAEBHIT iam:PassRole HyIZE

« RBEAF U AE AWS IRE 1ZEFEK K Site-to-Site VPN &R

BAERRE , THEUEHIEE VPN R TEIME
MRERENER , FACKRERENITEF , ENBRLEEHN , AFFERITEIF,

Tl HIgEER g Emateojackson IAM EAEEREAERARE —BERE ny-example-widget
BERWFHHEN , BAEERE ec2:GetWidget FFRAIRFE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ec2:GetlWidget on resource: my-example-widget

FELBERT , HEEH mateojackson ERHEBHNEK , AFFFEH ec2:GetWidget BEFE my -
example-widget &R,

MRBEEGE , BREEN AWS EEE, FHNEEEBRHENEXERE.
K AEE#HIT iam:PassRole HIFZH#E

MRBWBEER | EHEEEHIT iam:PassRole BIfF , AR EEMENEE , AR ERACEER
EUHAHIEE VPN,

BE AWS B IRESREACEEGEBRE K MARBUFNEBEXALIRBEETAE, NFEH
TR , ELARERACBEEZRBNFTT,

Ef A marymajor MY IAM EFEEREA TR EEWAEH LS VPN RTEFEER | BAET 555
o BR , BFFERBEEMBHEALKR TN T, Mary REKACERGRITAIFT T,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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EEBBERT , Mary WEER X AES , AFFMEIIT iam: PassRole Bk,

MRSRETIHE | SERHRAN AWS BEE, AHNEESEREBNEERE,
EEEA UM AE AWS IRF ZELFE R Site-to-Site VPN &R

BUNRN—EAE  BEMRFTNERENEEBATNAEFIENER, BT IEEZ R
EEENHENEXAR, HHXEERERNBERNFEUEHIEE (ACL) BVBRES , &I LUERA ALK
RRBEFAETFIENE RN,

MEFEE-FTH K F2EUATRE

- FETHRMLEAHMA VPN BREXEELIEE , 552K AWS Site-to-Site VPN Z0{AEE IAM FEFe {5
Ho

- BEETHOMRESHES AWS IRF WERFEE , F20 (AM FAEIER) PHESLSES AWS
RE WS —1@E B IAM FHEREFIE,

- EETHRIMIEERNFIERMAGE=F AWSIRFE , 28 (AM FAEER) PHSEFEER
HIGE =5 AWS IRF #H,

- METHIMMEBHS B RUFEE  F28 (AM FAEER) PHSFEVERMEENSE
T RIFNFERE BEED).

- NETHREAAGNEREABRETERFFRZENZE , F20 (AM E£REER) PH IAM
FHEIRE ERFH.

AWS Site-to-Sitef) SEHBFE

EEMEHIRERE, BENAS , £/ AWS REBREATRERRERS. B AMEFS
EREFEERANERNE  MXEBRASENERRAEMENTT. EEREFBER , ETN
AR AWS ZEBR, EEBXKEERNEARS , TEEHNIKRFRER AWS . 1F AWS
TEBRNFMEER , F20 (AM EAERERE) B AWS ZEBX,

AWS RIS HEZBNER AWS SEBR, BEEZEE AWS ZEBRTNFT. REBESE AWS
STERRPHEEM A ER IR, WRENENSVECERBERNTES 2 &R (ERE. &
ENAR), ENDERBITRETHE , RBRTERSEN AWS ZEBER. BRBETEEAWS ZE
HERBERHT , AUBRER T ESREERENFT,

A, AWS T EBEZE RE2ERRBNZIEBR, #li0 , ReadOnlyAccess AWS ZEBKRMH
B AWS BREMERMEEFIE, ERBUBFINEER , SANIRENER AWS FI8HEET T,
MEEEBERENBEENRE , F20 AM EFAEETEPEREERAENAWS ZTEBE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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AWS ZEBUER : AWSVPCS2SVpnServiceRolePolicy

A # AWSVPCS2SVpnServiceRolePolicy BUEREREEI IAM 9, WWBERAFFMAH S VPN £
Site-to-Site W EE AWS Secrets Manager #% ., WMEFHER , 552 Bthe section called “f5£ F IR #%5:E
mAe,

EERBRNBERNETT |, 528 (AWS ZEBEKRSZE) FH AWSVPCS2SVpnServiceRolePolicy.

AWS ZE BRI Site-to-Site BT

AR BRI 2025 £ 5 ARKIBHHELEE LUK | Site-to-Site VPN AWS S EBREHMMWEEME
Ao

g% iR Date
AWSVPCS2SVpnServic BURHT 8 T A5 Site-to-Sit 2025 %5 A 14 H
eRolePolicy - EE#TBXE, eEIE VPN AWS Secrets

Manager s2svpniZ 2 &

B,

EREAEHIES VPN REEGAE

AWS Site-to-Sitef /| AWS Identity and Access Management (IAM) fRISEfE A€, REEEARR
BEEEEZIEAHMS VPN W —E4% IAM S8R, REERAEH Site-to-Site VPN AL ER ,
W IBERBAREEWUEAM AWS BREFTENFTERFT,

BB EGEACURRTEUAHIEE VPN EARE  RALTLFEIMEL RN, MEHIA VPN
ERERBEEHCNFT  REZEER , TAERUEHNE VPN AILUBEEEAR, ERNFT
BREEEBRNFTERE , BERAFFTBREEIMMEH M IAM B,

BLALERBRBHEFACNEEER , T EEMR, METTRELUSEIES VPN HER , BR
BARNBBRERNFEET .

WEAYMA VPN REERZAGEH

WA YIS VPN €F HH A AWSServiceRoleForVPCS2SVPN — A EFut A ¥k & VPN By fE1E e
&K VPN EEHENER,

ERARBERAE 5


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVPCS2SVpnServiceRolePolicy.html

AWS Site-to-Site VPN EREER

AWSServiceRoleForVPCS2SVPN RIS EZ A REE T REBEXAE

¢ sstpn .dMazonaws.com

WREEEAEER SEHX AWSVPCS2SVpnServiceRolePolicy , ¥ EMNER5E K T FIEE

- BIEM VPN BIRERREERFE , AWS Site-to-Site VPN EH VPN @& AWS Certificate
Manager R& AR VPN Bi&inE,

« BIEW VPN BEIZEHABRERER , & AWS Site-to-Site VPN B VPN @& AWS Certificate
Manager RE B

* % SecretsManager AL A EWMFBEFZ AR VPN EHRK , AWS Site-to-Site VPN E 3 VPN E#R
B s2svpn AWS Secrets Manager &M%,

EERGUHBERNETT , F28 (AWS Z2EBERSE) F#1 AWSVPCS2SVpnServiceRolePolicy.

5 Site-to-Site VPN B RS EE AR

BRAEEFHEYIRBEZAC K EHREAWS EEXHES. AWS CLIZK AWS API & {5 A FH I B Y
ACM A EBREVEFHMER , Site-to-Site VPN EAZE VR ELEAE,

HEMBRLBBEZASG  cRFEBREY , KAUERFHIEANREBFEFEY AR, BELEA
MBIBK ACM AEBREURTFEER , Walfiis VPN BALEURKERSE,

#mEESite-to-Site VPN WIRISERZ AR

WA YIS VPN R A ERE AWSServiceRoleForVPCS2SVPN RIS ER AR, HAEREE®ET
EESERBELZAC FMUESELIEEVAQCEREFEAGERE, AMm , BUEH IAM RiFELAE
iR, MEFHMET , F2H AM FREREPNFEERESERS A GHER

fil & Site-to-Site VPN IR EE AR

EETBEARERBESRACHNIEIRY  RAEZBERGRZAE. -, ERREREDE
EHEENRERER. AW  EFDRBRBRBEEHCZH , ELAXBERER.

(® Note

aiﬁé‘iﬁﬁ“ VPN B EEHBEMBRERS EEERAZAR , MBRTERERAK. FHERE
, By ERYBRERRE,

EABBERAE Y
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MiER AWSServiceRoleForVPCS2SVPN Fr{E A s & ¥ & VPN iR

RAEEMBREAREE ACM AEBRENMATFRAE 2R , TEMRLRBEERAR, EUREETS
BABRIFIIEAH A VPN EEIER ACM BEMNFF T,

£/ IAM FERBRBREEESE

£ IAM £3# & AWS CLI, = AWS API 3Bk AWSServiceRoleForVPCS2SVPN RS EFE A,
INEFFMER |, B30 (IAM EAEIER) FNRBREREEESE6,

Ry 58 AWS Site-to-Site VPN

AWS £IRERRERU AWS BEMATARSAERZEN., AWS ESRHSEERRERHMN Y
THES , EETHEISMNELEE, SHEEBENSERENEMRER, BBTAHESE , ST ARREER
FEHNEARANERE  ETARScEHEDREBENAERETRE, THERIANTAKE, FIHEED
MERES , ORE-—HSEERPONERERREES.

Mm% AWS BEATABHOFMEN , BSB AWS 2IHREBFIG,

BT AWS £REBFIEZI | Site-to-Site VPN JRIZ{E Ak, UBBIREENERBHARAER.
@ VPN ExEmEEE

LAY IA VPN EEREMEREHER , SEAREHEFRNTHAEEPKL , TAEN VPC 21
FENTAM, NREHDREREHE AWS , £ VPN ERSEBAEBETE_RAEE , Rit
BHNERTAEPE . AWS hETEFHEEHN VPN EEATHITHE  ETNESEEEMH VPN ERH
MEBEz—, MEFMER , FSEAWS Site-to-Site VPN BB iR &, At , EERELNE
FRER , LR EMEEE.

&

ATBREEFEEELEARRIER  BUUREEZHREEHIE VPN B, WEFEER
ASRTI X

- REBENHEE AWS Site-to-Site VPN E4E
« Amazon Virtual Private Cloud E #1218
- BETWERBEZ2MWS VPC AWS MR ERR
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https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html

AWS Site-to-Site VPN EREER

HEWEE %4 in AWS Site-to-Site VPN

MAEZERI , AWS Site-to-SiteZ E| AWS £KBEREZEWRE, WFE AWS T2 RFELLE 047 AWS
REEBREHWEN , BF2EAWS EnLs, EEFAERREZSNREERRERTEN AWS IR
1B FE2E%TL X AWS Well-Architected Framework H By B i 25 He R &,

EALAE AWS 2419 APl FELY | BB #EEE 17 ELSite-to-Site VPN, FRAEBERNBETETHIEE

- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEFEH TLS 1.3,

- BfeEXEIEFAZR(PFS)WETEEM , Hlan DHE (Ephemeral Diffie-Hellman)=} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARF (M0 Java 7 IEFIRAR) KL EZEELER,
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https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html

AWS Site-to-Site VPN EREER

Bt AWS Site-to-Site VPN EiR

B2 R M AWS Site-to-Site VPN BRI ett, TARMMENEENS, CEXUEASRLE
MERER  UEEERSHREREBRNETES, ERARRENEAYEA VPN EEZH
CREZHERRIE  EPRaE THRMENER

. BEEEBRME?

. BEEFEER?

. EEELERNAERM?

. EEARLERTR?

C RISTTEIEN

. SRR RROE AR 7

T—SPRESERBENTENEHESG TRNERE , UELNREHDHEY VPN EERENEE, B
BER VPN, FRRERCKERER , Mt B aa e ERMRLLE, W EE MR
MEEERL. REBMERESL N,

BEEVEE SREEETIIER .

VPN BEHARRE
- BABENESR
- RBEEELNESR

FE

- ERTH

« AWS Site-to-Site VPN HE&

- /A Amazon CloudWatch B2 AWS Site-to-Site VPN Bi&
« AWS Health 1 AWS Site-to-Site VPN E#

BT B

AWS RHBETER | ARG REESite-to-Sitei# R, BAIURERP-—ETERETER  BALE
TEFEFINA. EREETRABDLERER,
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BELEETE

BRLMERATI EBMLERTEREREAHIAS VPN B | WERAHRFER

« Amazon CloudWatch B~ — EREENFBRAETE—EE , YRBEEETZAREBAHEE RIS
ERENERNT—RNZEEE, BEREEZE Amazon SNS EEMEH, CloudWatch B RTER
HERSEREHRUAEE K KEBLACEEI CHBT—REENKE. UFFAERA , F2REAR
Amazon CloudWatch E£#& AWS Site-to-Site VPN &i&,

« AWS CloudTrail AFFEE — EIRF 2B A AFER. EB AFEREIEZE CloudWatch Logs
RENEFEEE CloudTrail AFER, £ Java PEABGEREEAREN , URBIBENWAFERE
CloudTrail RSB KRB E, MFEFMENR , 528 (Amazon EC2 APl &) W FEH icék API
/04 AWS CloudTrail fIAWS CloudTrail { EAZERE) PHFEA CloudTrail AFER.

« AWS Health B — E U EESite-to-Site BIEEFRER E, FEEBRHERRZNEILERRFIMNEES
HIRERFE X, R Personal Health Dashboard FIEHRiGE BB RELE, B WEDE R
B, A ERFERERNS TR, WEESFHMENR , 52 B AWS Health F AWS Site-to-
Site VPN E4,

FHERTE

B AHIhE VPN BEEN S —BAEEH 2 2 FEEE CloudWatch B RAEENIEE . Amazon
VPC # CloudWatch 12 & & &4k A FE & at-a-glance B AWS RERREE,

(@ Note

£ Amazon VPC &M | Site-to-Site BEARRESE , Hlw0 "R, M " EIGREEE, | 1
ETERMEFHRESETFIREEETNR. BEMEH CloudWatch 151EZM B 5 ETHREEE
RESFFH,

« Amazon VPC ERIRER :
- BEFNREEMEARRE
- WHEHA VPN Ei
- VPN BEARE ((EEEEEF , iBIZF Site-to-Site VPN Connections (W& # 15 & VPN &) , i2E
A YA A VPN ER | $EE#$2 Tunnel Details (BEFEHEN))
« CloudWatch B EEHER :
- BAIEREMRRE
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AWS Site-to-Site VPN EREEE
- BEREERNER
- BRIZEEAMREE

Lo\, AT BAEA CloudWatch #1175 EH4E

- BY HEBRMRERLIENRE

- ARREEIBEEURRZEBZNEFLEEER.
- BEMBRBEENME AWS ERIEE

- BVHEGEEBNRERENER

AWS Site-to-Site VPN HS

AWS Site-to-Site VPN B & A BB E R A T ##Site-to-Site VPN S8, EiBULIhaEE |, &8 LAIFELSite-to-
Sitel B A , X AFRMEE IP 22 (IPsec) BIEE., HEBEKRESB/TM (IKE) XF, BUREEFE
B (DPD) BB ERLE., ERFHEENHE (BGP) AMREFMIEHEFHMWEFMER,

hAYIEA VPN BT LLE 5 ZE Amazon CloudWatch Logs. ltIhEEAZFFREM—E—BNARX , XK
MO THEBWE B A VPN EEAVREE B
£}

- WEHIES VPN BRNWES

« Amazon CloudWatch Logs & RBER K /R #I

- Site-to-Site HFER R

- JBi& BGP HEER A B FE X

. E# % CloudWatch HEH IAM EXR

- 18 AWS Site-to-Site VPN H #4058

- BUA AWS Site-to-Site VPN H#%

- £/ AWS Site-to-Site VPN H#&

IR EIES VPN BEEMES

- 8t VPN SEEEHEAR : Site-to-Site HFE I i BB FSHFEHR H AWS MEFFRERE < BVERTHEL
W HERF A VPN EREE, VPN EETRERARERR (PINARTRIVRE) MESEBESR
—ERAFRE , SR ERER (PINERARAR) RS RE[EE , AERHSENARERMATESTE
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html

AWS Site-to-Site VPN EREER

FXiEIB VPN HyEER T, IR BAERDEEEMEERABMNER , YHBEEEEHRE , &
EEBESR,

. £ AWS Site-to-Site VPN 8] R % : Site-to-Site B 55 7] LA#E FT & Site-to-Site i AR B H R @B EF
EF BGP B B, I ARFRERM—E—HNAEX , RERMNSTHABEHL S HM S VPN E
BEWEMEAGE.

- REHEGHR . AL AE S VPN BEEEIXE] Amazon CloudWatch Logs , LAfE ¥ — EX BF A
B VPN EZRENZEETEMME D . EAHBERESREEERNER,

Amazon CloudWatch Logs & JRBUR K /)R #l

CloudWatch Logs ERBUIRHIPRHI A& 5120 f8F 7T, CloudWatch Logs 1881 B SR 23 bk K /MR 1
B, @EHERBABEA /aws/vendedlogs/ ¥ B 56EHE. B AR , Site-to-Site VPN %A &
EER BFEBHEERT CloudWatch Logs EIRBUR. HE#%IZEF CloudWatch Logs BIRBE KN R
# , BFEARBEESBIEMLE /aws/vendedlogs/,

Site-to-Site HFZA R

WEEIEEA VPN BEEZBHFETIETIEN. BFRRERBBER VpnConnectionlD
TunnelOutsidelPAddress,

R

VpnLogCreationTimestamp (event_tim
estamp )

VpnLogCreationTimestampReadable
(timestamp )

TunnelDPDEnabled (dpd_enabled )

Tunnel CGWNATTDetectionStatus (nat_t_det
ected )

TunnellKEPhase1State (ike_phase
1 _state )

TunnellKEPhase2State (ike_phase
2_state )

Description

epoch BFER XK BAFE U REEE .

BLAE T REAY R B R ML B SR A BT

KMEEREBBERABERRAAEE (True/False),

EEFREZELERZE NAT-T (True/False),

IKE BEEX 1 BABEMRE (BRI | EF@A |
R | K)o

IKE BBk 2 BAWEMRE (BRI | Ef@A |
R | K)o

Amazon CloudWatch Logs &R EEE K /NR i
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- fba Description

VpnLogDetail (details) IPsec, IKE 1 DPD @A ERNFFHEER.

T 5 &A T EESite-to-SitelBIE BGP Bt ., BFEFRERIEREBBER VpnConnectionID #
TunnelOutsidelPAddress.,

- b Description

resource_id ME— ID , ARERIHE B FHEBMANEERN VPN
i,

event_timestamp epoch BB XK BRI RBEEE.

timestamp DA BN REERSEL AFRFREER.

type BGP HFEHHER (BGPStatus | RouteStat
US)o

status BEHH AFEHREER (BGPStatus : UP

| DOWN) (RouteStatus : ADVERTISED {route
is a¥i &\ &5} | UPDATED : {IRERBCHESE
E#} | WITHDRAWN : {route is withdraw by¥}
%)) o

message REAFEBAMRENEMMFHAEF .. RS
% B 48 T 8 A& 1+ BE BGPStatus £ RouteStatus
AR T LR BB,

B &
« IKEv1 $EERFAE
« IKEV2 $EERFAE

IKEV2 BBAL
BGP MREEA S
- BREREAS
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ERAEER

IKEv1 $5ERFA B

E‘_\'III

EAGSS

Peer is not responsive - Declaring peer dead

BEFRREOE - ERHFREAN)

AWS HIRFAEH A EREY , BEAHEE K
M

KT BR R AWS

No Proposal Match Found. Notifying with "No
proposal chosen" (XA EERFWRE. U "X
BERRE, BA)

AWS BB 2 &8 SPI WEIFEER 2 SA BY
DELETE : xxxx

AWS it CGW K EEA M IKE_SA 8y DELETE
BiE

IKEV2 $5EREAE

E‘_\'III

EAGSS

AWS {retry_count} EFT{E#ZEE DPD &R

AWS it CGW K EEA M IKE_SA #y DELETE
‘g

AWS BE2iEB SPI WRIPEER 2 SA BY
DELETE : xxxx

AWS &i&{5581%] (CHILD_REKEY) RiiE A
CHILD_DELETE

A

¥ i R E fE DPD GRS , RILL3EH|$1T DPD
i B B 1 o

HAEME IKE HFin LEREMRNELLAES
iR

AWS VPN in B R B ER 1 WERBM (i
., MEFMN DH 840 ) |, a0 3DES,

HEmoBHERM TREERR, HRAR L AU
BREMLATE IKE HEim LEH R 2 RELE
AR R/BUR,

g{__llll
i}
]

CGW BEEREER 2 B Delete_SA

CGW CEIXMEER 1 B9 Delete_SA FAE.,

A

¥ i RO FE DPD FAS. , HIL3EH|%1T DPD
i B B 1 o

HEDEERXR/IIKE_SA B Delete SA FAE..

$ZEEEIX CHILD_SA #J Delete_SA #AE.,

CGW BE&i% M SA i Delete_SA B , &
SA EEEZEI,

Site-to-Site B AR
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ERAEER

E‘_\'III

EAGSS

AWS HAERIZRE | BB (CHILD_SA) &
SA IE1EMIK

AWS BB 2 ERE MR 1 BFEEEY

AWS: Traffic Selector: TS_UNACCEPTABLE:
received from responder ( : REREES . T
S_UNACCEPTABLE : #t[EFE 5 W)

AWS BB E £ &5 AUTHENTICATION_FAI
LED {EAR @

AWS BB SR FEE cgw TR E R A ST

& xxxx

AWS BERE : MBRES cgw HWAREIZFEE 1
IKE_SA : xxxx

No Proposal Match Found. Notifying with "No
proposal chosen" (AT EMBRFWRE. U "X
BERZE, BA)

R BREEE AWS

IKEv2 BiEH R

AL

AWS CREATE_CHILD SA @B REE>
(id=xxx)

AWS BB IEE{&iX CREATE_CHILD_SA K[
FE (id=xxx)

A

HRAREE , MRELEHE SAs , E/FE RFC &
Y nonce Hz#& , BEREBREE SA,

HWER SR MEEREI CHILD_SA , filtn4E
BT IER,

HEIRREH T ERNREEZ R/ MEREE. ¥
FinfEfEMAMEEBLE#HN CIDR #1TEE.

HWE iR m L E R IKE AUTH AR ARBR
REHZEIR

)

HAEME IKE HFim EEREMRNELHAE
iRo

A8 Fim e RIETTIEE , MIBR+BIRLAY
IKE_SA

HERoHERH TRBEBRR, #RAS , U
BHEANETE IKE HEis ERREERNESR,

AWS VPN Im B RPEEL 1 P& 2 ( %,
MEM DH B4 ) WEREBM |, Hlw 3DES,

A

AWS B EIRE CGW #) CREATE_CHILD_SA

AWS [Ef£{#i% CREATE_CHILD_SA EIfEE
CGW,

Site-to-Site B AR
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ERAEER

E‘_\'III

VAN

AWS JBi& IE £ 8i% CREATE_CHILD_SA K&

3R (id=xxx)

AWS CREATE_CHILD_SA HEERE E fE
(id=xxx)

BGP REEFAE

A

AWS [E#E#§ CREATE_CHILD_SA @BREiAE
CGW,

AWS B E| CREATE_CHILD_SA EIfERE
CGW,

BGP REA S B S BGP TEMBREER, FERHES. RHEER. BGP TIEMEEREXR. BGP
OPEN FE , ARIETE BGP TIFMEER 2 BGP M r B EH AN EF

AR BGP #R&E

AWS iw¥% BGP THERERMR [T
RORFEESEREAEH {ip
xxx} LR

AWS ¥ 5% BGP I /ERE ERAR R
REE 1 Connect #F A EE#
#B {ip 1 xxx} ¥ OpenSent

AWS im¥%E BGP TERERAR EEN
BEC 1 OpenSent @FE BEH

B {ip : xxx} B9 OpenConfi

rm

AWS %% BGP T/EREERIIR  UP
REE 2 OpenConfirm 2% A £
B {ip - xxx} BIL

AWS Im¥ % BGP TR CEN
MRECHBIEEAFEAER
{ip : xxx} Bi&

L EA

AWS % BGP E#FREED T
¥4 Connect,

AWS iiHy BGP EFMRECE
#1%& OpenSent,

AWS iiHy BGP EFMRECE
#1A OpenConfirm,

AWS im#Y BGP EiRMREEE
MABEI

AWS ixH) BGP EfRREDE
MAEIE,
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ERAEER

EAGSS

E‘_\'III

AWS in¥ % BGP T/EFEEAR
REE 1 Connect FE A& Active
B#B {ip : xxx}

AWS ¥ ERE FERSI LR
BE - WEIZREMEH {ip : xxx}
B {prefixes (count) : xxx} =
B, BR&IA {limit (numeric) :

XXX}

AWS B EREAZBBFE
EBR - 224833 {ip : xxx} WE
{prefixes (count) : xxx} F & ,
BR % A& {limit (numeric) : xxx}

AWS i ¥ 5 B Bh {315 8 &1 6/1
(BEENFEBIRKE ) &
#B {ip : xxx}

AWS i ¥ 1K 2 38 B A8 345
{ip: xxx} WIBAI 6/1 ( ERE
NFEHB/EEINFEHLR
)

AWS Im¥t EFIXBH 6/2 (5
HIETRRAME ) 4 {ip:

XXX}

AWS i F UL EI 5 B FE 75
{ip : xxx} WIEB% 6/2 ( B4/
BRI )

BGP k&

mTF

upP

mF

mF

B

N

[T

A

AWS %K) BGP EFERED )
Connect BE#i A Active, T1R
BGP IT{EREER <L EMRAREE |
EME CGW L TCP EiZig
179 o] 1%,

Eit CGW N FaBER
T ARFR PR B | AWS IR EE
HEE BEEAR

B COwW BN FEEER
BARFFHIBREIRE | AWS IS E
£ RFAE.

AWS i EE & &% CGW BGP
%  EH BGP T/ERBR=F
BR&EEMK L,

AWS IR EIZRE CGW HER
B , IEH BGP TEEBREF
BREIEBE MK L,

AWS imfEix B A% CGW BGP
e  IEH BGP TERBRDK
1k,

AWS iR EIZR B CCGW HER
BA , i BGP THERRERK
.ILO
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ERAEER

E‘_\'III

VAN

AWS Im¥tZEEAEEA 6/3 (K
RESHEE ) BEEMAH
{ip : xxx}

AWS i ¥ 25 W 2 2R 5 AE 4B
{ip : xxx} WWBX 6/3 ( B4/
HERRE )

AWS IR EERKBEH 6/4 (F
HIEEER ) BEEMAR
{ip : xxx}

AWS ¥ E U R 2R B
{ip : xxx} WWBX 6/4 ( B4/
EEER)

AWS iRHEE B 6/5 (F
HIERREE ) EEEAR
{ip : xxx}

AWS i I 3 3R B 48 255
{ip: xxx} WWBXI 6/5 (RS
HIERR )

AWS InHfESEABEH 6/6 (F
fHEABERERE ) EIAEMEM
{ip : xxx}

AWS i ¥ F 52 R B A8 46
{ip : xxx} KBEX 6/6 ( B4/
HniAE8E )

AWS ¥t EEIXBH 6/7 (5
HrERRERRR TR ) AR
{ip : xxx}

BGP k&

mTF

BT

BT

BT

A

AWS iw[E CGW HEEiXE
A, EHHFARRERSHRAE
REPBER.

AWS iU EIZRE CGW HER
BAH, EHESARREREHR
HHRERRBER,

AWS i EEE &% CGW BGP
HZ%  LliEY BGP IT{ERERE

=n
AX o

AWS IR ZIZR B CGW ¥
BH , £ BGP TEKEREE

=n
AX o

AWS i@ CGW BGP ¥&&
EEA , 5 BGP T/ERERE
1B,

AWS ix K EIZRB CGW ¥
BA , #5H BGP TERKERRES
BB,

AWS im[E CGW BGP ¥ % E&
EBEA , B BGP TERE#AE
REBFCORL,

AWS IwWEIZREH CGW HER
B4, IEH BGP IT{EMEERFRAE

EMEHEERRREILE
B, AWS InSEEB NG
CGW ¥& | URERE
®,
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ERAEER

EAGSS

E‘_\'III

AWS i ¥ 25 W 2 2R 5 A8 B
{ip : xxx} B9 6/7 BA ( B4/
EARRIERIRS R )

AWS ¥ E B AR EETEEERIB
HAJEB ANMEIRAG MM {ip - xxx}

AWS i ¥ 2RI ZI 3B {ip :
xxx}- I=im AS & {asn : xxx},
FEHAA {asn : xxx} B9 OPEN
AL

AWS i ¥t 25 Y 2 2k 5 A8 4B
{ip : xxx}- 88 4 KX AS {asn :
xxx}, RE A {holdtime
(¥) : xxx}, BEHEFID
{id : xxx}} ¥ OPEN A&

AWS iR¥E&EX OPEN #A
B {ip: xxx}- F 4

W, AS {asn : xxx} , IREERH
{holdtime (#') : xxx}, B&H
g% ID {id : xxx}

AWS i ¥4 % IF 72 BREh B 48
3 {ip : o} WIELR (BB

Connect)

AWS in¥f&{FiX End-of-RIB
ASLEHEEE {ip : xxx}

BGP k&

mTF

\TF

mF

mF

B

N

upP

A

AWS iU EIZRE CGW HER
BH, EHEMERSEERE

R OEARET | EARREIERY AR

ME.

BGP REF R EBH , A
AWS i EEEBAE CGW,

AWS iR{E A B¢ CGW HE I
ZI$EE5H9 OPEN FAE. |, EXR T
AHRETRABAT

AWS iU 2| BGP BRFAE. |
LIfER CGW B8 BGP T
EPSER o

CGW ¥&% &% BGP BEGA
B, LAMEA AWS i BGP ¥&
B E BGP T{ERER,

AWS s IEE EHEE CGW BGP
FEEBELR

R BGP ITEREE
% , AWS i B TSR S
2l CGW,
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AE BGP k& B
AWS I EWEIER , Hha  UP AWS ux Y E 2R B #IE R BGP
SREHEE {ip : xxx}- AS & TEPSER BB #To
& . {aspath (BEE ) : xxx
xxx xxx} B9 B
B FHARRERA B

Bl BGP REFALETRE , MEAMREALSSIEEFEN BGP BHMEEER |, Hlu AS 3§
B, AmTRE, ZHHAYRIEE (MED), T—{EER IP it MEE, AEEBHERA
ADVERTISED, UPPDATED = WITHDRAWN B , B8 HMREFA R T ST EFMHEFARL. SEHIMT

FE R e

EBREE : as-path LERMBEZH AS AWS EE R B CGW HFE M BGP B A
B EARBSE AWS HHZEHE AS,

EEER : KREZFOT —EY HRAREZN T — BB KM , AWS B4
RE CGW FHM BGP BHAE., BRAE
CGW U#iE#E A,

& BGP H&FERYEEHI B SR

{
"resource_id": "vpn-1234abcd_1.2.3.4",
"event_timestamp": 1762580429641,
"timestamp": "2025-11-08 05:40:29.641Z",
"type": "BGPStatus",
"status": "UP",
"message": {
"details": "AWS-side peer BGP session state has changed from OpenConfirm to
Established with neighbor 169.254.50.85"
}
}
{
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"resource_id": "vpn-1234abcd_1.2.3.4",
"event_timestamp": 1762579573243,
"timestamp": "2025-11-08 05:26:13.243Z",
"type": "RouteStatus",
"status": "UPDATED",
"message": {

"prefix": "172.31.0.0/16",

"asPath": "64512",

"localPref": 100,

"med": 100,

"nextHopIp": "169.254.50.85",

"weight": 32768,

"details": "DENIED due to: as-path contains our own AS"

2 CloudWatch HEEHY IAM ER

EEHECEUELEEE , ARERENRE, EIEE IAM BN IAM BEXEZLEAETHHT, NE
EZHMEN , 5528 (Amazon CloudWatch Logs £ &) RIS E AWS IRFSREUH 8% —
&,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Action": [
"logs:CreateLogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelLogDelivery”,
"logs:ListLogDeliveries"

]I

"Resource": [

g

1,
"Effect": "Allow",

"Sid": "S2SVPNLogging"
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},
{
"Sid": "S2SVPNLoggingCWL",
"Action": [
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelLogGroups"
]I
"Resource": [

g

1,
"Effect": "Allow"

¥18 AWS Site-to-Site VPN B 5540 &E

B4R Site-to-SiteIEARAVER HES, LW UEEERBEBNFRENR , SINNBFEEL  IRERARE
& VPN B&E, St RBiEMRE, ET B EE B RS VPN ER T a8 3 AN AR ESE
R

15 B BIBIE AR E

1. £ https://console.aws.amazon.com/vpc/ BAEX Amazon VPC £ &,
2. HEEBBRP , BEFUEAHIEA VPN EiE,

3. % VPN connections (VPN ##%) FEZEREEREHN VPN Ei,

4. iBE Tunnel details (BEFMAE X)) RSIER,
5

FEBE Tunnel 1 options (B3& 1 i#18) MTunnel 2 options (B& 2 i#IE) , URBFTE B EALEEM
&R,

6. EALIRIREIE VPN B B BiiRAEEE VPN BE5ThaE , LARIEE VPN BEH CloudWatch B
SR T BAIEREM CloudWatch HEFEHE ( MRBEWEFE ) , UARIEE VPN BFNEEEXTH
HEs# HE RN, CloudWatch

7. U LR @& VPN B CloudWatch HEEE T A B RiikEEE BGP HEIhaE , AKX B Al

FREM CloudWatch B8 ( MREMEE ) , AREE BGP AFEMNE HEXN T B 558 H&
o CloudWatch
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£/ AWS 55k API 1£Site-to-SitelE 3 F#18 B RV BB R E R E

« DescribeVpnConnections (Amazon EC2 &3 API)

+ describe-vpn-connections (AWS CLI)

EYF AWS Site-to-Site VPN B &

X i Site-to-Site B 36 LARC# VPN JEE) , HIMEEREMHEMEFREF . S0 UEHER AR |
RIERRBEERURKRRHEE, MREBEFAERNVEE  F2H FRUEEHS VPN B

® Note
ERREE VPN ERBEERAN YIS VPN Bl , RIBENER TSP E B E
1B, F{E VPN B REREEENZN S THK , lltt"é‘EILXﬁ‘,E‘F X —{EIEBE LAY B ES
mee , ARSBEENEETEEIME N, MFEFMER , FSRAWS Site-to-Site VPN i&EIE
i o R

ERMVFNIEEHIEAS VPN EEBEA VPN B

BRESES . E VPN BERF, EETHSR I BERENE , BUEEEARMEBEENFTE
EIE 2R VPN logging (VPN B &) i#1H, MEBAELRIENFMENR , 528 AWS Site-to-Site
VPN JELR Y IEEIRE,

£/ AWS 551 APl K Site-to-Site VPN &4 £ B R @B 0 4%

« CreateVpnConnection (Amazon EC2 & API)

 create-vpn-connection (AWS CLI)

E R ERISite-to-SitelE#2 L B BIE S EIFC 8%

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC &
ESEERD , BERFLAHMAS VPN EE,

#£ VPN connections (VPN E#%)FE+ , EERUARESHH VPN E#,
ZH Actions (Ei4E). Modify VPN tunnel options (2% VPN &i&i®E),

BEEESRAEE , HERKE VPN tunnel outside IP address (IP ittt #4#) VPN JBIE) BB iR
BEEN P it

o & 0N~
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6. £ Tunnel activity log (JE&EES) H56) T 5 1EEX Enable (BXA)-

7. & Amazon CloudWatch log group (Amazon CloudWatch BiEHH) T |, BEEEEX B FEN

Amazon CloudWatch B&#E 8,
8. (IEIEM) 7 Output format (¥ HHEX) T , BIFEMFEMN B&FFE HHE X json = text (XF).
9. 3I#H! Save Changes (EZ£E),
10. (BEY) REEHES —EBEEEELSR4 3 9,

£ B B HYSite-to-SiteiE # - B &E&E BGP 5%

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

2. EEEERTP  EEFMAHIA VPN EiE,

3. & VPN connections (VPN E1Z)FEF |, BEUEEEHH VPN EE,

4. 3&H Actions (B)¥E). Modify VPN tunnel options (f&t& VPN Ei&i&1H),

5. BREUESEEHMEE , 552 VPN tunnel outside IP address (IP ittt A8 VPN Bi&) &
BHEEW P it

6. 7TEEBE BGP HiET , #EEREA,

#

7. £ Amazon CloudWatch log group (Amazon CloudWatch BiEHH) T |, BEEEEX B FEN

Amazon CloudWatch B&#E 48,
8. (IEIEM) 7 Output format (¥ X)) T , BIFEMFEMN B &FFE HHE X json = text (XF).
9. 3I#H! Save Changes (EZ2E),
10. (BEY) REEHES —EBEEEELSR4 3 9,

£ AWS S5 5IsR APl £IRE R Site-to-Site VPN B4R LB A BB

* ModifyVpnTunnelOptions (Amazon EC2 Query API)

» modify-vpn-tunnel-options (AWS CLI)

{2 AWS Site-to-Site VPN B

MREFEBERER ENEMED , FEERLEA VPN L&%. LBERSEFERALE  T8XE
BERNVEAEMBAR, FEEER CBANEARE  F260 BAKAHIE VPN B,

FRLEHIES VPN B
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1 Site-to-SitelE#Z L £ @& EIFC

1. 7£ https://console.aws.amazon.com/vpc/ BRI Amazon VPC £ &,
2. HEEEBEIKF , B2 Site-to-Site VPN Connections (Site-to-Site VPN iE#),
3. & VPN connections (VPN E1Z)FEF |, BEUEEEHH VPN EE,
4. JEHY Actions (B)4€). Modify VPN tunnel options (1&2% VPN #E;ZH),
5

BEUEEEHAYEE |, 5352 VPN tunnel outside IP address (IP i3t 7489 VPN BiE) jEE &
BHEEMN IP it

£ Tunnel activity log (&i&’E &) H 5%) /&BR Enable (BA).
7. 1ZH! Save Changes (EZ2E),
8. (EEM) AEEHBE—RAEEEESR4H7

o

1£Site-to-Site#E #Z - {= A& & BGP it$%

1. ¥ https://console.aws.amazon.com/vpc/ BEX Amazon VPC # &

2. TEEEHEIKD , B2 Site-to-Site VPN Connections (Site-to-Site VPN #1%),

3. & VPN connections (VPN E1Z)FEF |, BEUEEEHH VPN EE,

4. JEHY Actions (B)4€). Modify VPN tunnel options (1&2% VPN #E;ZH),

5. BEIEEBSRHIEIE , AERKE VPN tunnel outside IP address (IP st 748 VPN &Ei&) jEE i
BEEN P thit,

6. 1EJEE BGP H#T , BRREA,

7. 31ZH! Save Changes (EZ2E),
8. (BEM) AEEZHHE—EABREEESR4T7

£/ AWS 5 %Ik API Site-to-SitelE #2 {2 A @& L i#%

» ModifyVpnTunnelOptions (Amazon EC2 Query API)

» modify-vpn-tunnel-options (AWS CLI)
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£ Amazon CloudWatch E£3# AWS Site-to-Site VPN &i&

&R LAE R CloudWatch E23% VPN B3E , KK E VPN BB IRHER | WEE S W & BT FEIE
RiER. ELMTENSREK 15 BANKE , WELENELENR , XEFE Web BARNIRHE
KT AEE. VPN EERENMEZLTRAE , €8 EEEE CloudWatch,

INEFHMENR , 552 Amazon CloudWatch FH &R,

B #%

« VPN EENHEE

« #48 B Amazon CloudWatch Logs 5% AWS Site-to-Site VPN

« B3 Amazon CloudWatch Z 7R LB AWS Site-to-Site VPN J&i&

VPN EEERM#E

T % CloudWatch $8#ZE A Site-to-Site VPN E#R,

BE R
TunnelState BEMAREE, HHATHEE VPN, 0 R/x DOWN |, 1

&R UP, ¥M BGP VPN , 1 &/~ ESTABLISH
ED, 0 AREMEMRE, HRIEMBEEEN
VPN, TR0 B 1 2ENEXRTEDE—EE
EFRZ UP,

B : R0 I 1 2EN D BIE

TunnelDataIn 1 REFREEIB VPN BEEELE AWS ixlZ
Wi Ti. SEEEEREERRE—EER
B2 BBERIINMATHER., FH Sum REtEA
B —EHEAEREIN A TEBR,

IIEREH B R RNERET .

By : {uscil
TunnelDataOut + fEERE AWS RiEIB VPN BEEXIFEFEE

i, BEEFEERMERREN—BEER
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BE DU
M BREENMUTER. £/ Sum HFTEAE

RE— B8 A EER A TTEB R
LEERHE MBI ERETT .
By : fuxid

ConcentratorBandwidthUsage Site-to-Site VPN S EMRWIEEFEHE, It
¥ 4238 F 7A fF A Site-to-Site VPN E#R, FHF
B ERRETHBRANEEEERE,

By : fum/®
T EMEEERM |, ELER U UREMEBEAER. ERANRYBEENT T EHRERE , URER
ARP 1 BGP &K,

EERBBERER  FEATIHE.

HWE iR
VpnId AEHLAYHM S VPN EE ID RENRIEEZER.
TunnelIpAddress AEBERLAERENEE IP it RENBEZER,

¥ #3 By Amazon CloudWatch Logs #§1Z AWS Site-to-Site VPN

EIRE Site- to Site VPN E#RE , —BJERELR , VPN REFRSAEEE VPN ERNEEEEE
CloudWatch, &R LAKER T FIEREAIRIEH VPN EHRIEE,

£/ CloudWatch & BEIgE
EEgARBREaEEMIE  BRETEZEARTENHEERS D E,

1. ¥£ https://console.aws.amazon.com/cloudwatch/ BIEX CloudWatch 2 &,
2. ESEERP  BEEE
3. 7T Allmetrics (FTE1ERE) T , i#iF VPN EEGEZEH
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4. BEUERHEELREER  Sl1 VPN BERER.

® Note

EIREEMIE AWS BY [E 152 1 Site-to-SiteiE#E 2 &1 , VPN i B ZE A2 HE 7 CloudWatch
FiEHA,

A WREE AWS CLI
EotRRP , FATYHGS

aws cloudwatch list-metrics --namespace "AWS/VPN"

# 37 Amazon CloudWatch 2 /RELES2E AWS Site-to-Site VPN Ei&

O LA I CloudWatch B3 , FE REFREREIXE Amazon SNS AL, BETRSEELETHERA
ME—BE 6 ABZBEBEEZETEGKNBERAEENIEERENIEEE , @ Amazon SNS EREEXEAH,

Bl , BRI BRIRERE — VPN BENMREE , WHE 15 7EARE 3 BERINEERER
DOWN (B3FA) WHER T EixBE A,

BB -EERENER

1. 3&EB https://console.aws.amazon.com/cloudwatch/ BRX CloudWatch 2 &,

2. EEEERT K RHEBR , RAREEMEET

3. BEEBRVET , AREFEIUSE,

4. 1B VPN , REEEZE VPN BEEE.

5. 7 TunnelState IHEMNE—TENAEEERN IP ik, ZFRIIER.

6. &HRE TunnelState &... , BEUER , RAREWE... ETH@ARMCZFI@A 1.,
7. EHMERT K SEBHEINEHHEBENBARES "3E+LE3IMEL .

8. EET-—L,

9. HEEEABHMETSISNS TEET , EERENBABFEREIMBE,

10. BET—F,

11. ﬁk%’%ﬂlg%ﬁo igg-lt_io
12. MEBTRHNRE , AEBE Create alarm (B ER).
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BB ARERLAH LA VPN EERENETR, fli, BRI ER , £ M EBRENAR
H&A DOWN (E3Rf) 248 5 piE R EIXE A,

BYLEHMA VPN EEREE R

1. &EB https://console.aws.amazon.com/cloudwatch/ BiBX CloudWatch £ &,
EEEERD  ERER , AREEMBETR.

BEEVER , AREEEIER.

2 VPN , AA%#E VPN Connection Metrics (VPN E#RIEE),
BEUEH A E LS VPN E#EM TunnelState 1512, 1B Select metric (REUIEE),
# Statistic (FEFHER) , FE Maximum (FX{E).

2 T

FE  NREEKUAHI S VPN EERELAMEBEERMAY , AIEATLIEE Minimum (&)
Mt ER  UEEEL —EEEREMAREEEA,

7. HH Whenever (BE) , #&&#2 Lower/Equal (IRFA/ER) (<=) dt#A 0 (K 0.5, BARELE—
ﬂEIjEjEBaE!EE%)o J‘«E_EE-F_io

8. 7 Select an SNS topic (ZEX SNS ) TEBGRAWBEAEE , 3EZ New list (FI8EE) LUE
ﬁ%ﬁﬂgjﬁﬁo EE-F_io

9. iﬁlﬁﬂ”ﬂ'ﬂ%ﬁ*ﬂﬁﬂﬂo igg—lt_io
10. REEBTRHERE , REREF Create alarm (BRI ETR).

BT EYER , EREASEL VPN BENRE, flW, THERSERRERKREA VPN B
BHRE , EMTARIE 15 2ERHEANERFE 5,000,000 BHEEE,

BABABEREE R

1. EB https://console.aws.amazon.com/cloudwatch/ BIRX CloudWatch A&,

ESEERD  BERETR K RAR2BEMBEET.

BEEVETR , AREEEINEE,

EIE VPN , RRIEIZE VPN Tunnel Metrics (VPN BEIEE),

EE VPN BER IP ik A TunnelDataln 1512, 1E1E Select metric (ZEUEE),

H (Statistic) FHFTERL , EE (Sum) #EH,

¥ Period (Hi[) , I 15 288 (15 minutes).

HH Whenever (B E) , 1B Greater/Equal (KRA/ER)(>=) , A&&W A 5000000, EEET—F,

© N o g &> w N
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9. 1f Select an SNS topic (#EI SNS &) TEFIREMNBEHFE , FEE New list FTIEFE) S22
UHWBEE, BET—F,

10. WMARANEBAERR, BEET—F,

1. REETRHNERTE , REEE Create alarm (BRI ETR),

THEREERY VPN BEEALFERNRE , EMXTARE 15 2EHE/ IR 1,000,000 BHEIXE
Ao

BAUBLERREET

iEiB https://console.aws.amazon.com/cloudwatch/ BAEX CloudWatch £1#2 A&,

EEEERD  ERER , AREEMBETR.

BEEVETR , AREEEIES,

EIE VPN , ARRIFEIE VPN Tunnel Metrics (VPN BEIEE),

ZH VPN @& IP #3k A TunnelDataOut $81E, i&#F Select metric (ZHUEE),

B (Statistic) ETE R , IEE (Sum) #F,

¥ Period (Hi/) , #EX 15 78& (15 minutes).

¥R Whenever (B E) , EZ Lower/Equal (BBE/ER) (<=) , AREA 1000000, EIET—F,
£ Select an SNS topic ((#H SNS £ &) TEBUREWBHFE , EE New list (FTEFE) UE
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