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d. ¥ Firewall (B5 ) , 3512 Select existing security group (ZEUREN L £ EH) , A%REB
ETRBNRLEE,

B B8 Advanced Details (EPEFEME ). 1 IAM instance profile (IAM BTEERIRERE) & , BB
B 1AM BT EREER ERE

EERBAITER.

$E2 3 : AIE CloudWatch ZER#E

FHA TR FERHTEEEEFE CloudWatch, &5 A CloudWatch RIMESE AWS CLI fy SR $H,
TR 1E,

$E% 3 : HIE CloudWatch f7HUE 11
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ZE A CloudWatch ZHUE

1. RENEMD  FATIHISSESBEFIEE SSH REER | HA key.pem 2 pem BERENH
8

ssh-add ./key.pem
MEERWESHEERBRFARNERIALR , BRI TGS , ARERL—EF T,

chmod 400 ./key.pem

2. #HhENEKEZEEESTH, BXEEE -ARE, HTEBERAESTE (BIW ec2-user) ME
SFHA LA IP Hbit,

ssh -A ec2-user@bastion-public-ip-address

3. RE|SFHERFTHTEE, EXEEEHATEEREAERRE (B ec2-user) MBITHEBAFA
B P Hhht,

ssh ec2-user@instance-private-ip-address

4. TEHITERE LT CloudWatch list-metrics a5 , M1 TR, ¥ --region B1E , BIEELE
S'Z VPC E’g FEEEJ )

aws cloudwatch list-metrics --namespace AWS/EC2 --region us-east-1

5, MTEELIERRK., ERVLELFERAB M VPC HE , {eH{TEEFE CloudWatch.

Connect timeout on endpoint URL: https://monitoring.us-east-1.amazonaws.com/

6. EREHNBITERRIEER, B VPC inH# , ZUEHRESL list-metrics 8T

SER 4 B VPC im B LLIFHL CloudWatch

BREBTHREFEILEEZ Cloudwatch B VPC %%,
SR

# VPC imF3# 3 SoFF CloudWatch REM R EEHE. fln , FEHRA , LFFRE VPC CIDR EHEY
HTTPS &,

SER 4 B3I VPC i B BLFEL CloudWatch 12


https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html
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#E 3] CloudWatch B9 VPC i 2.

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
EEBEE K FIEE Endpoints (W H)o
BERIIRH,
£ Name tag (BBER) F , ARV EE,
¥ Service category (BRI B!) , EE AWS R,
¥ Service (BRTE) , 553&EL com.amazonaws.region.monitoring.
&% VPC |, BEUER VPC,
§T ¥} Subnets (F#E8) , FEMAARE , AR BNILE FRK.
&% Security group (Z£F#H) , FEW VPC WmH N Z £ A,
. 31 Policy (BR) , i#EEX Full access (REFH) , AAEF VPC in¥ EFTEERNFTE E8ETAT
Bk,
. (BA) ZEHIEER |, 55212 Add new tag (FTEER) , AR AERNENE,

CBEERVIRE *ﬂ&ﬁﬂﬁﬁ'@% Pending (¥15%), EETT—ESBRZE , BAESTREEA
Available (AT ), ETREREEL D BRI,

© © N o 0o bk~ D=

RN
o

-
N =

HER 5 : AlE VPC im

#352 VPC im B E A B RIS BT AR X F CloudWatch,

EEAE VPC w3

EHTERLEHTUT oih. &8¥ --region iBIE , BIEELEL VPC inEHHNESE,

aws cloudwatch list-metrics --namespace AWS/EC2 --region us-east-1

MELBKFICE  BEERERZANEE |, BIgMEA EHRZE CloudWatch AWS PrivateLinko

MR E UnauthorizedOperation #8358 , FFHERHITEEE S AFFFE CloudWatch H IAM £
2,

MRFBRBEF , R TIIEE

- MBI Z £ BE L FF CloudWatch RE.
« --region BEAEELEHFEY VPC inEHEE.,

HER 5 A VPC i 13
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HER 6 B

NRETEFEHHHHBEREEYNEETHNANITER , AT EK L,

I ETE R

1. 1£ https://console.aws.amazon.com/ec?/ FAEX Amazon EC2 £# A&,
2. ZESEERP  BEIITER.

3. EHMERIEAITEE | ARIBE Instance state (B{TEEAREE)., Terminate instance (#& LT
Ege).

4. HIRMWERERE , HEEKIL,

MRETBEFERX VPC in , ATLUSEMIBR,

MiBR VPC i B,

1. £ hitps://console.aws.amazon.com/vpc/ BARX Amazon VPC 124,
2. HEEEBEH®KTIERE Endpoints (FE).

3. EEUVPC imH,

4. iBZE Actions (B11E). Delete VPC endpoints (fEk VPC % 2h).

5. WHIRMRIERE B8 A delete , REZIRIE Delete (MBR),

$E 6 B 14


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/vpc/
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AWS fR#% i#iB FHL AWS PrivateLink

B LAER iwEEE AWS BRI . FARBRKHREALNENE , RN EGRRERBEFIEE
VPC , LMERE T LAHE VPC EiEE AWS R, MRIEARTEAREHEREZSER , BOLUER
AWS PrivateLink #% VPC E#RZE| AWS R#E , MBR7E VPC A—&% K MEZFERMEBRERRE,

&I LAEF AWS PrivateLink VPC in B FA T ZHUEE 45 AWS R 1Y . B EEMEEEARES
HRBNFMERHK , MEEEAMBBREKEE,

EE

RettYesETHAESFHMENE VPC RENESE NBREKE, RRLUEHYEENS GB &R
miEWNE, MEFMENR , FSBAWS PrivateLink E1E,

B #%

- BE

« DNS X#EZH

- DNS f##fr

- 4% DNS

- FRRETARESE

. IP byt R

- DNS fEE&k IP &

« AWS BR# B2 & AWS PrivateLink
- ERRAEREE AWS R

« AWS fR# £EA R E VPC im BT
o BRENHEIRE

- BT EREEHNIRE

o fIBR A i 2

- FEmE

BE
BOLAUEIBE Y AWS R ERBIRHFE |, SFEH EHRFZEN AWS BRI AWS PrivateLink, Itk
BESBREL S E,

BE 15


https://aws.amazon.com/privatelink/pricing/
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EIB A AR TS v B 7 EY

TEERHATERMNMT AWS RE BB LERBRIEFN . AWS R RELE FREPHTEEN
REERHE VPC HAKRMAKEE K ARKEE AWS RE. LG FHEPHHTERE AWS R

VRESHEEE NAT BE , AREHE VPC WBRARKRRAE  SRBIEHEE AWS R, BEltRER
LR RER , T2 AWS B,

Auvailability Zone Availability Zone
Public subnet ﬁ Public subnet
. Ty
B
p~ S 0 L

EiB E4 AWS PrivateLink

TEREREITEE WM AWS RIS i&EiB 780 AWS PrivateLink. B % , 22V RE VPC HE |, Zik
e VPC I TR EE AWS fRIE EAMEAEN cBMEIER. BMiA BRE AWS R €
£/ DNS BT iRn BB EMNFE IP it , REFER VPC inHEE 2B AWS R EHEEEE
AWS BR#% .

BE 16
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S
"""" AwilabiiityZone

ﬁ Private subnet

AWS BRi§ BB S ERBER. REEZLER VPC inRmEREEFR,

DNS X#E 8

REZH AWS lRE REEFTIFEN LB ERR IR
protocol://service_code.region_code.amazonaws.com

{5130 |, 1€ us-east-2 1 , Amazon CloudWatch BB w0 T Fi R

https://monitoring.us-east-2.amazonaws.com

iEiB AWS PrivateLink , B LIERAE RS REEEZERY., EFREIUAE VPC mEE M

By EREME DNS 28 , #HERAR AWS R £ VPC £ &R,
JTE VPC imEH E1H DNS BBEB TIIFEE !

endpoint_id.service_id.region.vpce.amazonaws.com
2 DNS 2 MEA THFEE -

endpoint_id-az_name.service_id.region.vpce.amazonaws.com

DNS T#EH
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ERE EINHE VPC mEE AWS RIS |, AT LABKAFLE DNS, FHAFAE DNS , Ba L #EFERHE
NEIHEN DNS 2O REZHFER , AEANALBNE VPC mHNALEER, MEFMENRA B
2:[Bthe section called “DNS #4717,

AR describe-vpc-endpoints fn R &R T HE WA DNS HE,

aws ec2 describe-vpc-endpoints --vpc-endpoint-id vpce-099deb00b40f00e22 --query
VpcEndpoints[*].DnsEntries

UTEEKATAE DNS Z#H Amazon CloudWatch N EHiREN &SI LY., F—BELEESKE
(private Regional endpoint), % TR =1E 2B [E1F xS (private zonal endpoint), & —EXREE
BN ERERE TR LABRENERBEMNARERENENTE IP i,

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2c.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2a.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2b.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

b

{
"DnsName": "monitoring.us-east-2.amazonaws.com",
"HostedZoneId": "Z06320943MMOWYG6MAVLI"

}

DNS #&Z 8 8


https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoints.html
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DNS &4

BAAEMNHE VPC inREIY K DNS & 2NN, Eitt , EL DNS BB A LHEN. T8 , XK
B VPC S\&BHY DNS R MEE M s B T ENFAE IP it , RUERIFERLEFR VPC , BAIE
L P b uk 5K AR 7 Bl # AR 7S

B DNS

MREENE VPC % ERUATAE DNS , BER VPC EREEA DNS T# LA DNS i , RiEh
BRI BHE AWS, SENAEREED, TEEHTSR®E AR DNS BBNEE |, RKE TS
HFMA VPC Rin MR T ENFAE P i, it , MRERENEAER AWS R EALEE
HiEEEEREEE | AELEREEERBREMERAT  MATELHELERARENETEMNE
=28

EZREH AWS RIEH VPC in B BUAFAHE DNS £, EWHRRER LA RBIHHFERENSEN
VPC im® , HlzniEiB AWS SDK R HIFER.

Amazon B&H VPC 124t DNS fAiR2S , A Route 53 Resolver, Route 53 Resolver & B B i # 4<
B VPC REEBANALEREETPHNGEH, B2 , BEENR VPC NI A Route 53 Resolver, 1R
RERAZIPBMAIEFE VPC %%, AL A Route 53 Resolver i 2 %1 Resolver 88, FEHMAE
A, S BIAWS Transit Gateway B2 AWS PrivateLink 1 24 Amazon Route 53 Resolver,

F ARG EE ] A [ 13

A LA VPC ImHRREABE T A RS —E 7Rk, RMASEFHEBRTEIL VPC inEMEHEERE T
H. RMSBRIZ VPC imFiay P bt FA | REFREPH IP ihutiEiRie S Em RN E. HEE
BRITERY IP Mt ER VPC MM EEBBETERE,

HEERRD  ATESSTHMEMNEGL  BREIITUTRE

- BEE VPC % E
o

« RIE VPC inFi#F5H DNS &7,

- AWS R A EE DNS BRBEFH , tBALEmE,

SEEOMETAREE , LEE AWS KEAEELTH AWS R EEFPFR HE

TEEREE—AHAESSERIREMEENEZ Amazon CloudWatch B VPC %%, E VPC F{E{d
FiB® PR RERE AR A B EFE Amazon CloudWatch B | RIS THREMAT Al RN T

DNS f#47 19


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
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B IP ik, ESDEREHMTAEREF FRKHNRE,. B2, NETAHESE 128 , TAEE 2 K
iR A& E £ 1F7H Amazon CloudWatch,

CloudWatch

TEBEREMERA RS EEiREHERENEZ Amazon CloudWatch B9 VPC iw %, & VPC F{E[
F R PR AERERE A E i 2FH Amazon CloudWatch B | RFIEZEUE/EIREE B 1) i 2548
BAE, FARREELIEMECERE, #F RSB REBNTAFMBRIEMERN TN IP #bit,

TREETAR 20
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(Q

CloudWatch

MREFEERENEARE , MUNEAR-TABSEPNIRIHBIENE , SERVAEBEEE AWS
B . EEHTIRE  FEALEESRMH NGB EH IP it

TREETAR 21
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@

VPC endpoint | CloudWatch
g Subnet | Subnet
() >
&= ]

..............................................................................

..............................................................................

IP ith 31t 5 HY

AWS fR# TTUERBEF AR ZE IPV6 , IMEEMAAIXEZBH LB RMZE IPv6, X&E IPv6 #YiR
BT LAE A AAAA FC#%[EIFE DNS &3,

AN ERERA IPve WER

« AWS R A ZBiEIB IPv6 IRIEEREIHE., MEFMENR , 552 MBthe section called “B4i IPv6
s NHEIHEH IP it BB LN FRNERBN FHEMES , TR :
s IPv4 - # IPv4 st IERG B EER T EH. REEFMEERINN FHEEES IPv4 it SER |
T EiRE,

IP b3t S EY 22
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* IPV6 - #% IPV6 it FEIRAG R Im BB T H. RABEEAZEMMN FHEEE IPv6 FHE  FXEI
BIE,

» Dualstack - #§ IPv4 # IPv6 bt 8RS BN IR RERNEH. RABEMAEERN FRHFEER IPv4
IPv6 #bit SRR | F SXEILIRIE,

WRNE VPC imE S E IPv4 |, BIisHMEENHEHESR IPv4 ttitit, RN VPC inBiXE IPv6 , Alim
BN HES IPv6 i, SEERAPRERERIFEMERAEN IPV6 tbit, MREREFER IPv6 it
R EAMBRAE |, 55EE denyAllIgwTraffic BEA,

DNS &k 1P /E

BIBER P a8 | EEMN VPC B | AWS RIS ATLAMER A 528%. AAAA L8 A
AAAA 5C8%, EOILAMEk DNS o8k IP 388 | 55T AWS IRIEL G #HFER, TRERZEN DNS
08 1P BRIAEREEEER

DNS & P HE BEEnEEER
IPv4 A

IPv6 AAAA

CHE A F1 AAAA

RIRTESS , DNS e SR P bt BAFEE, B LLUBIZEREAR) DNS 528% IP R | BHXEA LK
RIECEHAERN Pt EE, TRERNHBHENESE P it B X EH DNS foék IP FH -

\P it A X iEH DNS ik IP |E

IPv4 IPv4

IPv6 IPv6

3r:d ] Dualstack*, IPv4, IPv6, BRI%ES

* &R DNS o IP HE,

DNS 2 IP 88 23
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FRIEEZRH DNS sk IP MRS RIRET M R is2ERE DNS iBék,. MREERARKERH DNS
ok IP EE  BRELNBREAIUEERBRERENEHTY, EEEEN KR XEN DNS &
8% , B2 B VPC in2A) DNS 28 AWS BB X4 |, A DescribeVpcEndpoints.

FIEmRAY DNS icék IP BETATE. MFEFMER , FSHEFERMA DNS FEik 1P FHE,

AWS BR7 B2 4 AWS PrivateLink

T%| B8 AWS fR#E 84S AWS PrivateLink, EAILAE T VPC in B AEF T ERE LR , MFBRER
B/ VPC R#ET—H,

BE AWS REBWHHER  UEFHE BE 2 RIEWIHEF AWS PrivateLink, [RIEZ BRI S EEE
MAHE VPC inBEBIEENRERSTE , REHREEEIKE,

AWS BR#% R &
AWS IRF & com.amazonaws.region.account
Amazon API Gateway com.amazonaws.region.execute-api

com.amazonaws.region.apigateway

AWS AppConfig com.amazonaws.region.appconfig

com.amazonaws.region.appconfig-fips
com.amazonaws.region.appconfigdata
com.amazonaws.region.appconfigdata-fips

AWS App Mesh com.amazonaws.region.appmesh

com.amazonaws.region.appmesh-envoy-management

AWS FERBERA TSR com.amazonaws.region.apprunner

AWS App Runner g7 com.amazonaws.region.apprunner.requests
Application Auto Scaling com.amazonaws.region.application-autoscaling
AWS Application Discovery Service com.amazonaws.region.discovery

BELSH R 24


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcEndpoints.html
https://docs.aws.amazon.com/accounts/latest/reference/security-privatelink.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-private-apis.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-security.html#vpc-interface-endpoints
https://docs.aws.amazon.com/app-mesh/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/apprunner/latest/dg/security-vpce.html
https://docs.aws.amazon.com/apprunner/latest/dg/network-pl.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/vpc-interface-endpoints.html
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AWS PrivateLink

AWS BR#%

AWS RN BB R

Amazon WorkSpaces FEFRTEZ

AWS AppSync

Amazon Athena

AWS Audit Manager

Amazon Aurora

Amazon Aurora DSQL

AWS Auto Scaling

AWS B2B & #}3c#

AWS Backup

AWS Batch

Amazon Bedrock

RIS A
com.amazonaws.region.arsenal-discovery
com.amazonaws.region.mgn
com.amazonaws.region.appstream.api
com.amazonaws.region.appstream.streaming
com.amazonaws.region.appsync-api
com.amazonaws.region.athena
com.amazonaws.region.auditmanager
com.amazonaws.region.rds
com.amazonaws.region.rds-fips
com.amazonaws.region.dsql
com.amazonaws.region.autoscaling-plans
com.amazonaws.region.b2bi
com.amazonaws.region.backup
com.amazonaws.region.backup-gateway
com.amazonaws.region.batch
com.amazonaws.region.bedrock
com.amazonaws.region.bedrock-agent
com.amazonaws.region.bedrock-agent-runtime
com.amazonaws.region.bedrock-data-automation

com.amazonaws.region.bedrock-data-automation-fips

BENRY
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https://docs.aws.amazon.com/mgn/latest/ug/AWS-Related-FAQ.html#mgn-and-vpc
https://docs.aws.amazon.com/appstream2/latest/developerguide/creating-streaming-from-interface-vpc-endpoints.html
https://docs.aws.amazon.com/appsync/latest/devguide/using-private-apis.html
https://docs.aws.amazon.com/athena/latest/ug/interface-vpc-endpoint.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/aurora-dsql/latest/userguide/privatelink-managing-clusters.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/scaling-plan-vpc-endpoints.html
https://docs.aws.amazon.com/b2bi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-network.html#backup-privatelink
https://docs.aws.amazon.com/batch/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/bedrock/latest/userguide/usingVPC.html
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AWS PrivateLink

AWS BR#%

AWS IREE R EE

AWS Billing Conductor

Amazon Braket

AWS Certificate Manager

AWS Clean Rooms

AWS Clean Rooms ML

AWS EiriZ ] AP

Amazon Eix B

AWS CloudFormation

Amazon CloudFront

AR &

com.amazonaws.region.bedrock-data-automation-ru

ntime

com.amazonaws.region.bedrock-data-automation-ru

ntime-fips
com.amazonaws.region.bedrock-runtime
com.amazonaws.region.billing
com.amazonaws.region.freetier
com.amazonaws.region.tax
com.amazonaws.region.billingconductor
com.amazonaws.region.braket
com.amazonaws.region.acm
com.amazonaws.region.acm-fips
com.amazonaws.region.cleanrooms
com.amazonaws.region.cleanrooms-fips
com.amazonaws.region.cleanrooms-ml
com.amazonaws.region.cloudcontrolapi
com.amazonaws.region.cloudcontrolapi-fips
com.amazonaws.region.clouddirectory
com.amazonaws.region.cloudformation
com.amazonaws.region.cloudformation-fips

com.amazonaws.cloudfront
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/vpc-interface-endpoints.html
https://docs.aws.amazon.com/billingconductor/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/braket/latest/developerguide/braket-privatelink.html
https://docs.aws.amazon.com/acm/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clouddirectory/latest/developerguide/getting_started_using_vpc_endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
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AWS PrivateLink

AWS BR#%

AWS CloudHSM

AWS Cloud Map

AWS CloudTrail

AWS Eix WAN

Amazon CloudWatch

RIS A

com.amazonaws.region.cloudhsmv2
com.amazonaws.region.servicediscovery
com.amazonaws.region.servicediscovery-fips
com.amazonaws.region.data-servicediscovery
com.amazonaws.region.data-servicediscovery-fips
com.amazonaws.region.cloudtrail
com.amazonaws.region.networkmanager
com.amazonaws.region.application-signals
com.amazonaws.region.applicationinsights
com.amazonaws.region.internetmonitor
com.amazonaws.region.internetmonitor-fips
com.amazonaws.region.monitoring
com.amazonaws.region.networkflowmonitor
com.amazonaws.region.networkflowmonitorreports
com.amazonaws.region.networkmonitor
com.amazonaws.region.observabilityadmin
com.amazonaws.region.rum
com.amazonaws.region.rum-dataplane
com.amazonaws.region.synthetics

com.amazonaws.region.synthetics-fips
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https://docs.aws.amazon.com/cloudhsm/latest/userguide/cloudhsm-vpc-endpoint.html
https://docs.aws.amazon.com/cloud-map/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
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AWS PrivateLink

AWS BR#%

Amazon CloudWatch Logs

AWS CodeArtifact

AWS CodeBuild

AWS CodeCommit

AWS CodeConnections

AWS CodeDeploy

Amazon CodeGuru Profiler

Amazon CodeGuru Reviewer

AWS CodePipeline

Amazon Comprehend

Amazon Comprehend Medical

RIS &8

com.amazonaws.region.oam
com.amazonaws.region.logs
com.amazonaws.region.codeartifact.api
com.amazonaws.region.codeartifact.repositories
com.amazonaws.region.codebuild
com.amazonaws.region.codebuild-fips
com.amazonaws.region.codecommit
com.amazonaws.region.codecommit-fips
com.amazonaws.region.git-codecommit
com.amazonaws.region.git-codecommit-fips
com.amazonaws.region.codeconnections.api
com.amazonaws.region.codestar-connections.api
com.amazonaws.region.codedeploy
com.amazonaws.region.codedeploy-commands-secure
com.amazonaws.region.codedeploy-fips
com.amazonaws.region.codeguru-profiler
com.amazonaws.region.codeguru-reviewer
com.amazonaws.region.codepipeline
com.amazonaws.region.comprehend

com.amazonaws.region.comprehendmedical
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/codeartifact/latest/ug/vpc-endpoints.html
https://docs.aws.amazon.com/codebuild/latest/userguide/use-vpc-endpoints-with-codebuild.html
https://docs.aws.amazon.com/codecommit/latest/userguide/codecommit-and-interface-VPC.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/private-link.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/vpc-support.html#use-vpc-endpoints-with-codepipeline
https://docs.aws.amazon.com/comprehend/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/comprehend-medical/latest/dev/comprehendmedical-vpcendpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

AWS Compute Optimizer

AWS Config

Amazon Connect

AWS Connector Service

AWS Control Catalog

AWS Cost Explorer
AWS BB ELH O

AWS Control Tower

AWS Data Exchange

AWS ERIE H

Amazon Data Firehose

Amazon Data Lifecycle Manager

RIS A
com.amazonaws.region.compute-optimizer
com.amazonaws.region.config
com.amazonaws.region.config-fips
com.amazonaws.region.app-integrations
com.amazonaws.region.cases
com.amazonaws.region.connect-campaigns
com.amazonaws.region.profile
com.amazonaws.region.voiceid
com.amazonaws.region.wisdom
com.amazonaws.region.awsconnector
com.amazonaws.region.controlcatalog
com.amazonaws.region.ce
com.amazonaws.region.cost-optimization-hub
com.amazonaws.region.controltower
com.amazonaws.region.controltower-fips
com.amazonaws.region.dataexchange
aws.api.region.bcm-data-exports
com.amazonaws.region.bcm-pricing-calculator
com.amazonaws.region.kinesis-firehose

com.amazonaws.region.dim
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https://docs.aws.amazon.com/config/latest/developerguide/config-VPC-endpoints.html
https://docs.aws.amazon.com/connect/latest/adminguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/controlcatalog/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/controltower/latest/userguide/networking-privatelink.html
https://docs.aws.amazon.com/data-exchange/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/firehose/latest/dev/vpc.html
https://docs.aws.amazon.com/ebs/latest/userguide/dlm-vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

AWS Database Migration Service

AWS DataSync

Amazon DataZone

AWS Deadline Cloud

Amazon Detective

Amazon DevOps Guru

AWS Direct Connect

AWS Directory Service

Amazon DocumentDB

Amazon DynamoDB

RIS A

com.amazonaws.region.dim-fips
com.amazonaws.region.dms
com.amazonaws.region.dms-fips
com.amazonaws.region.datasync
com.amazonaws.region.datazone
com.amazonaws.region.datazone-fips
com.amazonaws.region.deadline.management
com.amazonaws.region.deadline.scheduling
com.amazonaws.region.detective
com.amazonaws.region.detective-fips
com.amazonaws.region.devops-guru
com.amazonaws.region.directconnect
com.amazonaws.region.directconnect-fips
com.amazonaws.region.ds
com.amazonaws.region.ds-data
com.amazonaws.region.ds-data-fips
com.amazonaws.region.rds
com.amazonaws.region.dynamodb
com.amazonaws.region.dynamodb-fips

com.amazonaws.region.dynamodb-streams
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https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Security.html#infrastructure-security
https://docs.aws.amazon.com/datasync/latest/userguide/choose-service-endpoint.html
https://docs.aws.amazon.com/datazone/latest/userguide/datazone-vpc.html
https://docs.aws.amazon.com/deadline-cloud/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/detective/latest/userguide/detective-security-vpc-endpoints-privatelink.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/docdb-private-link.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html

Amazon Virtual Private Cloud AWS PrivateLink

AWS B #% A% & %

Amazon EBS direct API com.amazonaws.region.ebs

com.amazonaws.region.ebs-fips
Amazon EC2 com.amazonaws.region.ec2
com.amazonaws.region.ec2-fips

Amazon EC2 Auto Scaling com.amazonaws.region.autoscaling

com.amazonaws.region.autoscaling-fips

EC2 Image Builder com.amazonaws.region.imagebuilder

Amazon ECR com.amazonaws.region.ecr.api

com.amazonaws.region.ecr.dkr
Amazon ECS com.amazonaws.region.ecs
com.amazonaws.region.ecs-agent
com.amazonaws.region.ecs-telemetry
Amazon EKS com.amazonaws.region.eks
com.amazonaws.region.eks-auth
com.amazonaws.region.eks-fips
com.amazonaws.region.eks-proxy

AWS Elastic Beanstalk com.amazonaws.region.elasticbeanstalk

com.amazonaws.region.elasticbeanstalk-health

AWS Elastic Disaster Recovery com.amazonaws.region.drs

Amazon Elastic File System com.amazonaws.region.elasticfilesystem
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https://docs.aws.amazon.com/ebs/latest/userguide/ebs-apis-vpc-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/eks/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/vpc-vpce.html
https://docs.aws.amazon.com/drs/latest/userguide/installing-agent-blocked.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

Elastic Load Balancing

Amazon Elastic VMware Service

Amazon ElastiCache

AWS Elemental MediaConnect

AWS Elemental MediaConvert

Amazon EMR

Amazon EMR on EKS

Amazon EMR Serverless

Amazon EMR WAL

AWS REFEREEALER

AWS Entity Resolution

RIS A
com.amazonaws.region.elasticfilesystem-fips
com.amazonaws.region.elasticloadbalancing
com.amazonaws.region.evs
com.amazonaws.region.evs-fips
com.amazonaws.region.elasticache
com.amazonaws.region.elasticache-fips
com.amazonaws.region.mediaconnect
com.amazonaws.region.mediaconvert
com.amazonaws.region.mediaconvert-fips
com.amazonaws.region.elasticmapreduce
com.amazonaws.region.elasticmapreduce-fips
com.amazonaws.region.emr-containers
com.amazonaws.region.emr-serverless
com.amazonaws.region.emr-serverless-services.livy
com.amazonaws.region.emr-serverless.dashboard
com.amazonaws.region.emrwal.prod
com.amazonaws.region.social-messaging
com.amazonaws.region.social-messaging-fips
com.amazonaws.region.entityresolution

com.amazonaws.region.entityresolution-fips
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/dg/elasticache-privatelink.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/vpc-endpoints.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/interface-vpc-endpoint.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/security-vpc.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-hbase-wal-privatelink.html
https://docs.aws.amazon.com/social-messaging/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

Amazon EventBridge

Amazon EventBridge #2238

AWS Fault Injection Service

Amazon FinSpace

AWS Firewall Manager

Amazon Forecast

Amazon Fraud Detector

Amazon FSx

RIS &8
com.amazonaws.region.events
com.amazonaws.region.events-fips
com.amazonaws.region.pipes
com.amazonaws.region.pipes-data
com.amazonaws.region.pipes-fips
com.amazonaws.region.schemas
com.amazonaws.region.scheduler
com.amazonaws.region.fis
com.amazonaws.region.fis-fips
com.amazonaws.region.finspace
com.amazonaws.region.finspace-api
com.amazonaws.region.fms
com.amazonaws.region.fms-fips
com.amazonaws.region.forecast
com.amazonaws.region.forecastquery
com.amazonaws.region.forecast-fips
com.amazonaws.region.forecastquery-fips
com.amazonaws.region.frauddetector
com.amazonaws.region.fsx

com.amazonaws.region.fsx-fips
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/scheduler/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/fis/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/finspace/latest/userguide/infrastructure-security.html#connect-vpce
https://docs.aws.amazon.com/forecast/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/frauddetector/latest/ug/vpc-interface-endpoints.html

Amazon Virtual Private Cloud AWS PrivateLink

AWS AR RIS A

Amazon Gamelift Servers com.amazonaws.region.gamelift
Amazon GamelL.ift Streams com.amazonaws.region.gameliftstreams
AWS Global Networks for Transit com.amazonaws.region.networkmanager
Gateways

AWS Glue com.amazonaws.region.glue

com.amazonaws.region.glue.dashboard

AWS Glue DataBrew com.amazonaws.region.databrew

com.amazonaws.region.databrew-fips

Amazon Managed Grafana com.amazonaws.region.grafana

com.amazonaws.region.grafana-workspace
AWS Ground Station com.amazonaws.region.groundstation
com.amazonaws.region.groundstation-fips

Amazon GuardDuty com.amazonaws.region.guardduty

com.amazonaws.region.guardduty-data
com.amazonaws.region.guardduty-data-fips
com.amazonaws.region.guardduty-fips

AWS Healthimaging com.amazonaws.region.dicom-medical-imaging

com.amazonaws.region.medical-imaging
com.amazonaws.region.runtime-medical-imaging

AWS HealthLake com.amazonaws.region.healthlake

AWS HealthOmics com.amazonaws.region.analytics-omics
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https://docs.aws.amazon.com/gameliftstreams/latest/developerguide/infrastructure-security-vpc-endpoints.html
https://docs.aws.amazon.com/glue/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/databrew/latest/dg/vpc-endpoint.html
https://docs.aws.amazon.com/grafana/latest/userguide/VPC-endpoints.html
https://docs.aws.amazon.com/guardduty/latest/ug/security-vpc-endpoints.html
https://docs.aws.amazon.com/healthimaging/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/healthlake/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/omics/latest/dev/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

AWS ldentity and Access
Management (IAM)

IAM Access Analyzer

IAM Identity Center

IAM Roles Anywhere

Amazon Inspector

Amazon Interactive Video Service

AWS loT Core

RIS A

com.amazonaws.region.
com.amazonaws.region.
com.amazonaws.region.
com.amazonaws.region.
com.amazonaws.region.

com.amazonaws.region.

analytics-omics-fips
control-storage-omics
control-storage-omics-fips
storage-omics

tags-omics

tags-omics-fips

com.amazonaws.region.workflows-omics

com.amazonaws.region.

com.amazonaws.iam

com.amazonaws.region.
com.amazonaws.region.
com.amazonaws.region.
com.amazonaws.region.
com.amazonaws.region.
com.amazonaws.region.
com.amazonaws.region.
com.amazonaws.region.
com.amazonaws.region.
com.amazonaws.region.

com.amazonaws.region.

workflows-omics-fips

access-analyzer
access-analyzer-fips
identitystore
rolesanywhere
rolesanywhere-fips
inspector2
inspector2-fips
inspector-scan
inspector-scan-fips
ivs.contribute

iot.api
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot/latest/developerguide/IoTCore-VPC.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

AWS loT Device Management &%

BiE

AWS loT Core Device Advisor

HZEES AWS loT Device
Management

AWS loT Core for LoRaWAN

AWS loT FleetWise

AWS loT Greengrass

AWS loT RoboRunner

AWS loT SiteWise

AWS loT TwinMaker

RIS A

com.amazonaws.region.iot-fips.api
com.amazonaws.region.iot.data
com.amazonaws.region.iot.credentials
com.amazonaws.region.iot.tunneling.api
com.amazonaws.region.iot-fips.tunneling.api
com.amazonaws.region.iot.tunneling.data
com.amazonaws.region.iot-fips.tunneling.data
com.amazonaws.region.deviceadvisor.iot
com.amazonaws.region.iotmanagedintegrations.api
com.amazonaws.region.iotmanagedintegrations-fips.api
com.amazonaws.region.iotwireless.api
com.amazonaws.region.lorawan.cups
com.amazonaws.region.lorawan.lns
com.amazonaws.region.iotfleetwise
com.amazonaws.region.greengrass
com.amazonaws.region.iotroborunner
com.amazonaws.region.iotsitewise.api
com.amazonaws.region.iotsitewise.data
com.amazonaws.region.iottwinmaker.api

com.amazonaws.region.iottwinmaker.data
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https://docs.aws.amazon.com/iot/latest/developerguide/IoTCore-ST-VPC.html
https://docs.aws.amazon.com/iot/latest/developerguide/IoTCore-ST-VPC.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-advisor-vpc-endpoint.html
https://docs.aws.amazon.com/iot-mi/latest/devguide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/iot-mi/latest/devguide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/iot-wireless/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

Amazon Kendra

AWS Key Management Service

Amazon Keyspaces (3# Fi 74 Apache
Cassandra)

Amazon Kinesis Data Streams

AWS Lake Formation

AWS Lambda

AWS Launch Wizard

Amazon Lex

AWS License Manager

RIS A

com.amazonaws.region.kendra
aws.api.region.kendra-ranking
com.amazonaws.region.kms
com.amazonaws.region.kms-fips
com.amazonaws.region.cassandra
com.amazonaws.region.cassandra-fips
com.amazonaws.region.kinesis-streams
com.amazonaws.region.kinesis-streams-fips
com.amazonaws.region.lakeformation
com.amazonaws.region.lambda
com.amazonaws.region.launchwizard
com.amazonaws.region.models-v2-lex
com.amazonaws.region.runtime-v2-lex
com.amazonaws.region.license-manager
com.amazonaws.region.license-manager-fips

com.amazonaws.region.license-manager-linux-subs
criptions

com.amazonaws.region.license-manager-linux-subs
criptions-fips

com.amazonaws.region.license-manager-user-subsc
riptions
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https://docs.aws.amazon.com/kendra/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lake-formation/latest/dg/privatelink.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lexv2/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/license-manager/latest/userguide/interface-vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

Amazon Lightsail

Amazon Location Service

Amazon Lookout for Equipment

Amazon Lookout for Vision

Amazon Macie

AWS Mainframe Modernization

Amazon Managed Blockchain

AWS Marketplace Metering Service

AR &

com.amazonaws.region.license-manager-user-subsc
riptions-fips

com.amazonaws.region. lightsail
com.amazonaws.region.geo.maps
com.amazonaws.region.geo.places
com.amazonaws.region.geo.routes
com.amazonaws.region.geo.geofencing
com.amazonaws.region.geo.tracking
com.amazonaws.region.geo.metadata
com.amazonaws.region.lookoutequipment
com.amazonaws.region.lookoutvision
com.amazonaws.region.macie2
com.amazonaws.region.macie2-fips
com.amazonaws.region.apptest
com.amazonaws.region.m2
com.amazonaws.region.managedblockchain-query

com.amazonaws.region.managedblockchain.bitcoin.
mainnet

com.amazonaws.region.managedblockchain.bitcoin.
testnet

com.amazonaws.region.metering-marketplace
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https://docs.aws.amazon.com/location/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/macie/latest/user/vpc-interface-endpoints-macie.html
https://docs.aws.amazon.com/m2/latest/userguide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

Amazon Managed Service for
Prometheus

Amazon Managed Streaming for
Apache Kafka (MSK)

Amazon Managed Workflows for
Apache Airflow

Amazon Route 53

Amazon Route 53 Global Resolver

AWS EEXIEES

Amazon MemoryDB

AWS Migration Hub Orchestrator

AWS Migration Hub Refactor Spaces

Migration Hub SRR 3255

Amazon MQ

RIS &8

com.amazonaws.region.aps
com.amazonaws.region.aps-workspaces
com.amazonaws.region.kafka
com.amazonaws.region.kafka-fips
com.amazonaws.region.airflow.api
com.amazonaws.region.airflow.api-fips
com.amazonaws.region.airflow.env
com.amazonaws.region.airflow.env-fips
com.amazonaws.region.airflow.ops
com.amazonaws.route53
aws.api.us-east-2.route53globalresolver
aws.api.us-east-2.route53globalresolver-fips
com.amazonaws.region.console
com.amazonaws.region.signin
com.amazonaws.region.memory-db
com.amazonaws.region.memorydb-fips
com.amazonaws.region.migrationhub-orchestrator
com.amazonaws.region.refactor-spaces
com.amazonaws.region.migrationhub-strategy

com.amazonaws.region.mq
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/msk/latest/developerguide/privatelink-vpc-endpoints.html
https://docs.aws.amazon.com/msk/latest/developerguide/privatelink-vpc-endpoints.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/gr-what-is-global-resolver.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/console-private-access.html
https://docs.aws.amazon.com/memorydb/latest/devguide/memorydb-privatelink.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/connect-to-amazonmq.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

Amazon Neptune Analytics

AWS Network Firewall

Amazon OpenSearch Service

Amazon OpenSearch Ingestion

AWS Organizations

AWS Outposts

AWS Panorama

AWS {3 5K Z 5 im 7%

AWS PCS

Amazon Personalize

RIS A

com.amazonaws.region.mq-fips
com.amazonaws.region.neptune-graph
com.amazonaws.region.neptune-graph-data
com.amazonaws.region.neptune-graph-fips
com.amazonaws.region.network-firewall
com.amazonaws.region.network-firewall-fips
18 Lo B AR F 12
com.amazonaws.region.osis
com.amazonaws.region.organizations
com.amazonaws.region.organizations-fips
com.amazonaws.region.outposts

com.amazonaws.regi on.panorama

com.amazonaws.region.payment-cryptography.contr

olplane

com.amazonaws.region.payment-cryptography.datap

lane

com.amazonaws.region.pcs
com.amazonaws.region.pcs-fips
com.amazonaws.region.personalize
com.amazonaws.region.personalize-events

com.amazonaws.region.personalize-runtime
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https://docs.aws.amazon.com/network-firewall/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/osis-access-apis-using-privatelink.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_security_privatelink.html
https://docs.aws.amazon.com/panorama/latest/dev/api-endpoints.html
https://docs.aws.amazon.com/pcs/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/personalize/latest/dg/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

Amazon Pinpoint

Amazon Polly

AWS BI& &R

AWS FAE REREE N

AWS Proton

Amazon Q Business

Amazon Q Developer

Amazon Q EH &SR

BRIE

Amazon RDS

Amazon RDS Data API

Amazon RDS Performance Insights

RIS &8

com.amazonaws.region.pinpoint
com.amazonaws.region.pinpoint-sms-voice-v2
com.amazonaws.region.polly
com.amazonaws.region.polly-fips
com.amazonaws.region.pricing.api
com.amazonaws.region.acm-pca
com.amazonaws.region.acm-pca-fips
com.amazonaws.region.pca-connector-ad
com.amazonaws.region.pca-connector-scep
com.amazonaws.region.proton
aws.api.region.qgbusiness
com.amazonaws.region.codewhisperer
com.amazonaws.region.q
com.amazonaws.region.qapps
com.amazonaws.region.service.user-subscriptions
com.amazonaws.region.quicksight-website
com.amazonaws.region.rds
com.amazonaws.region.rds-fips
com.amazonaws.region.rds-data

com.amazonaws.region.pi
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https://docs.aws.amazon.com/pinpoint/latest/developerguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/polly/latest/dg/using-polly-with-vpc-endpoints.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/vpc-interface-endpoints.html
https://docs.aws.amazon.com/privateca/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/proton/latest/userguide/infrastructure-security.html#vpc-interface-endpoints
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/quicksight/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html#data-api.vpc-endpoint
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/pi-vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

AWS re : Post Private

RO

Amazon Redshift

Amazon Redshift &¥l API

Amazon Rekognition

AWS Resource Access Manager

AWS ERBE

AWS Resource Groups

RIS A

com.amazonaws.region.pi-fips
com.amazonaws.region.repostspace
com.amazonaws.region.rbin
com.amazonaws.region.rbin-fips
com.amazonaws.region.redshift
com.amazonaws.region.redshift-fips
com.amazonaws.region.redshift-serverless
com.amazonaws.region.redshift-serverless-fips
com.amazonaws.region.redshift-data
com.amazonaws.region.redshift-data-fips
com.amazonaws.region.rekognition
com.amazonaws.region.rekognition-fips
com.amazonaws.region.streaming-rekognition
com.amazonaws.region.streaming-rekognition-fips
com.amazonaws.region.ram
com.amazonaws.region.ram-fips
com.amazonaws.region.resource-explorer-2
com.amazonaws.region.resource-explorer-2-fips
com.amazonaws.region.resource-groups

com.amazonaws.region.resource-groups-fips
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https://docs.aws.amazon.com//ebs/latest/userguide/rbin-vpcendpoints.html
https://docs.aws.amazon.com/redshift/latest/mgmt/security-network-isolation.html#security-private-link
https://docs.aws.amazon.com/redshift/latest/mgmt/data-api-access.html#data-api-vpc-endpoint
https://docs.aws.amazon.com/rekognition/latest/dg/vpc.html
https://docs.aws.amazon.com/ram/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/ARG/latest/userguide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

AWS Resource Groups Tagging API

Amazon S3

Amazon S3 Z B FEE

Amazon S3 on Outposts

Amazon SageMaker Al

Savings Plans

RIS A
com.amazonaws.region.tagging
com.amazonaws.region.s3
com.amazonaws.region.s3tables
com.amazonaws.s3-global.accesspoint
com.amazonaws.region.s3-outposts
aws.sagemaker.region.experiments
aws.sagemaker.region.notebook
aws.sagemaker.region.partner-app
aws.sagemaker.region.studio

com.amazonaws.region.sagemaker-data-science-ass
istant

com.amazonaws.region.sagemaker.api
com.amazonaws.region.sagemaker.api-fips

com.amazonaws.region.sagemaker.featurestore-run
time

com.amazonaws.region.sagemaker.featurestore-run
time-fips

com.amazonaws.region.sagemaker.metrics
com.amazonaws.region.sagemaker.runtime
com.amazonaws.region.sagemaker.runtime-fips

com.amazonaws.savingsplans
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https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointsPrivateLink.html
https://docs.aws.amazon.com/AmazonS3/latest/s3-outposts/s3-outposts-privatelink-interface-endpoints.html
https://docs.aws.amazon.com/sagemaker/latest/dg/notebook-interface-endpoint.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

AWS Secrets Manager

AWS Security Hub CSPM

Amazon Security Lake

AWS Security Token Service

AWS Serverless Application
Repository

Service Catalog

Service Quotas

Amazon SES

AWS SimSpace Weaver
AWS Snowball Edge # B & &
Amazon SNS

Amazon SQS

RIS &8
com.amazonaws.region.secretsmanager
com.amazonaws.region.securityhub
com.amazonaws.region.securityhub-fips
com.amazonaws.region.securitylake
com.amazonaws.region.securitylake-fips
com.amazonaws.region.sts
com.amazonaws.region.sts-fips

com.amazonaws.region.serverlessrepo

com.amazonaws.region.servicecatalog
com.amazonaws.region.servicecatalog-appregistry
com.amazonaws.region.servicequotas
com.amazonaws.region.email-smtp
com.amazonaws.region.mail-manager
com.amazonaws.region.mail-manager-fips
com.amazonaws.region.mail-manager-smtp.auth.fips
com.amazonaws.region.mail-manager-smtp.open.fips
com.amazonaws.region.simspaceweaver
com.amazonaws.region.snow-device-management
com.amazonaws.region.sns

com.amazonaws.regi on.sqgs
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44


https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/securityhub/latest/userguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/security-lake/latest/userguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/sns/latest/dg/sns-internetwork-traffic-privacy.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

Amazon SWF

AWS Step Functions

AWS Storage Gateway

AWS Supply Chain

AWS Systems Manager

B M SAP 9 AWS Systems
Manager

AWS ESHEREESR

Amazon Textract

Amazon Timestream

RIS A
com.amazonaws.region.sqs-fips
com.amazonaws.region.swf
com.amazonaws.region.swf-fips
com.amazonaws.region.states
com.amazonaws.region.sync-states
com.amazonaws.region.storagegateway
com.amazonaws.region.scn
com.amazonaws.region.ec2messages
com.amazonaws.region.ssm
com.amazonaws.region.ssm-contacts
com.amazonaws.region.ssm-incidents
com.amazonaws.region.ssm-incidents-fips
com.amazonaws.region.ssm-quicksetup
com.amazonaws.region.ssmmessages
com.amazonaws.region.ssm-sap
com.amazonaws.region.ssm-sap-fips
com.amazonaws.region.tnb
com.amazonaws.region.textract
com.amazonaws.region.textract-fips

com.amazonaws.region.timestream.ingest-cell
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https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-vpc-endpoints.html
https://docs.aws.amazon.com/step-functions/latest/dg/vpc-endpoints.html
https://docs.aws.amazon.com/aws-supply-chain/latest/adminguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://docs.aws.amazon.com/textract/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/timestream/latest/developerguide/VPCEndpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

InfluxDB BY Amazon Timestream

Amazon Transcribe

Amazon Transcribe Medical

AWS Transfer for SFTP

AWS Transform

AWS Transform BHET

Amazon Translate

AWS Trusted Advisor

AWS f£ F & B %l

Amazon Verified Permissions

Amazon VPC Lattice

AWS WAFV2

RIS A
com.amazonaws.region.timestream.query-cel L
com.amazonaws.region.timestream-influxdb
com.amazonaws.region.timestream-influxdb-fips
com.amazonaws.region.transcribe
com.amazonaws.region.transcribestreaming
com.amazonaws.region.transcribestreaming-fips
com.amazonaws.region.transcribe
com.amazonaws.region.transcribestreaming
com.amazonaws.region.transfer
com.amazonaws.region.transfer.server
com.amazonaws.region.transform
com.amazonaws.region.transform-custom
com.amazonaws.region.translate
com.amazonaws.region.trustedadvisor
com.amazonaws.region.notifications
com.amazonaws.region.notifications-contacts
com.amazonaws.region.verifiedpermissions
com.amazonaws.region.verifiedpermissions-fips
com.amazonaws.region.vpc-lattice

com.amazonaws.region.wafv2
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https://docs.aws.amazon.com/timestream/latest/developerguide/timestream-influxb-privatelink.html
https://docs.aws.amazon.com/transcribe/latest/dg/vulnerability-analysis-and-management.html
https://docs.aws.amazon.com/transcribe/latest/dg/med-vpc-interface-endpoints.html
https://docs.aws.amazon.com/transform/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/transform/latest/userguide/vpc-interface-endpoints-transform-custom.html
https://docs.aws.amazon.com/translate/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/notifications/latest/userguide/vpc.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

AWS Well-Architected Tool

Amazon WorkMail

Amazon WorkSpaces

Amazon WorkSpaces Z£ 2 &35

WorkSpaces &

Amazon WorkSpaces &R E Fif

AWS X-Ray

Amazon Managed Service for
Apache Flink

mEATAN AWS IR 218

RIS &8

com.amazonaws.region.wafv2-fips
com.amazonaws.region.wellarchitected
com.amazonaws.region.workmail
com.amazonaws.region.workmailmessageflow
com.amazonaws.region.workspaces
com.amazonaws.region.workspaces-web
com.amazonaws.region.workspaces-web-fips
com.amazonaws.region.highlander
com.amazonaws.region.thinclient.api
com.amazonaws.region.xray
com.amazonaws.region.kinesisanalytics

com.amazonaws.region.kinesisanalytics-fips

& LAME A describe-vpc-endpoint-services @R RBR 2 VPC in B RIS B .

THIEHIER AWS BRI XEEEEBSPNERIN o --query BIRERHHREABHEEHE,

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \

--region us-east-1 \
--query ServiceNames

LT R&EfEmE, TERRTENGEL,

"api.aws.us-east-1l.cassandra-streams",

WARF K AWS RIS &8
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https://docs.aws.amazon.com/workspaces/latest/adminguide/infrastructure-security.html#interface-vpc-endpoint
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/private-link.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/creating-streaming-vpc-endpoints.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/vpc-interface-endpoints.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-security-vpc-endpoint.html
https://docs.aws.amazon.com//managed-flink/latest/java/vpc-internet.html
https://docs.aws.amazon.com//managed-flink/latest/java/vpc-internet.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html

Amazon Virtual Private Cloud

AWS PrivateLink

aws.api.us-east-1.bcm-data-exports",
"aws.api.us-east-l.emr-service-cellQ@l",
"aws.api.us-east-1.freetier",
"aws.api.us-east-1.kendra-ranking",
"aws.api.us-east-1.gbusiness",

'com.amazonaws.us-east-1.xray"

AR R FEAHEI B A

WMERBBE/ 2% , BELUEA describe-vpc-endpoint-services i R 18775 B9 1 18 i B IR TS Y 5240

&,
T3 &EfEERISEREH Amazon CloudWatch R i 2V BB E o

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1l.monitoring" \
--region us-east-1

LT A%flEtH, VpcEndpointPolicySupported RREA X EinEIK
%o SupportedIpAddressTypes RAZEN IP it 3EH,

"ServiceDetails": [
{
"ServiceName": "com.amazonaws.us-east-1l.monitoring",
"ServiceId": "vpce-svc-0fc975f3e7e5bebas",
"ServiceType": [
{

"ServiceType": "Interface"

1,
"AvailabilityZones": [
"us-east-1la",
"us-east-1b",
"us-east-1c",
"us-east-1d",
"us-east-1le",

"us-east-1f"

1,

"Owner": "amazon",

BERBHEEES
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html

Amazon Virtual Private Cloud AWS PrivateLink

"BaseEndpointDnsNames": [
"monitoring.us-east-1.vpce.amazonaws.com"

1,
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com",
"PrivateDnsNames": [
{
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com"
},
{
"PrivateDnsName": "monitoring.us-east-1.api.aws"
1,
{
"PrivateDnsName": "monitoring-fips.us-east-1.amazonaws.com"
},
{
"PrivateDnsName": "monitoring-fips.us-east-1.api.aws"
} 1,

"VpcEndpointPolicySupported": true,
"AcceptanceRequired": false,
""ManagesVpcEndpoints": false,

"Tags": [],
"PrivateDnsNameVerificationState": "verified",
"SupportedIpAddressTypes": [

"ipve",

"ipv4"
]

1,
"ServiceNames": [
""com.amazonaws.us-east-1.monitoring"

AR BB X '

LEERIBBEEEXEIREBE , Wldescribe-vpc-endpoint-servicesiify , W&

VpcEndpointPolicySupported BB, FIEEMI{EA true M false,

THEHEREEENREREXEBIEECEREPNIRIEBE, --query BRIEEHHRH A
VpcEndpointPolicySupported BB,

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1.s3" \
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html

Amazon Virtual Private Cloud AWS PrivateLink

--region us-east-1 \
--query ServiceDetails[*].VpcEndpointPolicySupported \
--output text

AT Rt

True

THIEHIFIH AWS BRI XBEEEBEPREBERN o --query BERERBHRFABRKEHE, 8
£/ Windows i SR AF TG T K FRREAFTFHEAENESIR , YK TEEFT IR\ BES

A
o

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="true ].ServiceName'

LT RsflEt, TSR TENE,

"api.aws.us-east-1l.cassandra-streams",
"aws.api.us-east-1l.bcm-data-exports",
"aws.api.us-east-l.emr-service-cellQ@l",
"aws.api.us-east-1.freetier",
"aws.api.us-east-1.kendra-ranking",

"com.amazonaws.us-east-1.xray"

THIEHIFIH AWS R TR EREERBEPIHRIEERDN . --query BREKBHRFIARBEE. &
EEMA Windows i TR RFRAHTHSRT , FBREHAFRABMNESIR , WTERAFZTR\EE
B

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="false ].ServiceName'

LT R&EflEt, TEERTENSEL,
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Amazon Virtual Private Cloud

AWS PrivateLink

""com.

com.
""com.
com.

com.

com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.

iR IPv6 X B

EERE AWS R IPve XIE
endpoint-services T RHE AW

W HREI AR R,

us-east-1
us-east-1.
us-east-1.
us-east-1.
us-east-1.

us-east-1.

S

.appmesh-envoy-management",

apprunner.requests",
appstream.api",
appstream.streaming",
awsconnector",

transfer.server"

aws ec2 describe-vpc-endpoint-services \
--filters Name=supported-ip-address-types,Values=ipv6 Name=owner,Values=amazon
Name=service-type,Values=Interface \

--region us-east-1 \

--query ServiceNames

UT Rt TEERTENEL,

"api.
"aws.

"aws.

"aws.

"aws.

com.

aws.

aws.

aws.

aws.

aws.
api.
api.
api.
api.
api.
api.
sagemaker.
sagemaker.

us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.

cassandra-streams",
bcm-data-exports",
freetier",
kendra-ranking",
gbusiness",
resource-explorer-2",

resource-explorer-2-fips",
us-east-1l.experiments",
us-east-1l.partner-app",

com.
com.
com.

amazonaws
amazonaws.
amazonaws.

amazonaws.

.iam",

us-east-1.
us-east-1.

us-east-1.

access-analyzer",
account",

xray"

BSBAWS XE IPv6 RS, BB AR T3 describe-vpe-
IR¥E & LRI EEE FIEIR IPv6 FEY o --query BIEEE

B8 IPv6 X
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https://docs.aws.amazon.com/vpc/latest/userguide/aws-ipv6-support.html#ipv6-service-support
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html

Amazon Virtual Private Cloud AWS PrivateLink

SR EREE AWS RiE

UTRBREBEE AWS k¥ & AWS PrivateLink, SRIMEM REIRR , FATERSSE —8 AWS
EFPHELEE  RECHEEBCH VPC AHIT—HK,

BE AWS R MPHNEBUEERB M. BEEBHLSLERLNMERMBFEENRE SR,

AWS PR R &
Amazon S3 com.amazonaws.region.s3
AWS ldentity and Access com.amazonaws.iam

Management (IAM)

Amazon ECR com.amazonaws.region.ecr.api

com.amazonaws.region.ecr.dkr

AWS Key Management Service com.amazonaws.region.kms

com.amazonaws.region.kms-fips

Amazon ECS com.amazonaws.region.ecs

AWS Lambda com.amazonaws.region.lambda
Amazon Data Firehose com.amazonaws.region.kinesis-firehose
Amazon Managed Service for com.amazonaws.region.kinesisanalytics
Apache Flink

com.amazonaws.region.kinesisanalytics-fips

Amazon Route 53 com.amazonaws.route53
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& T LAME A describe-vpc-endpoint-services 5 B 1R 85 12 15 2R A B9 AR A% o

THIEHER us-east-1 EEHHF AWS IR WEAEEBMTHimHFIEE (us-west-2) R E
HH o --query BIREKBHRHABRKEE.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/firehose/latest/dev/vpc.html
https://docs.aws.amazon.com//managed-flink/latest/java/vpc-internet.html
https://docs.aws.amazon.com//managed-flink/latest/java/vpc-internet.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html

Amazon Virtual Private Cloud AWS PrivateLink

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--service-region us-west-2 \
--query ServiceNames

LT RsEflEt, TEERTENSE,

""com.amazonaws.us-west-2.ecr.api",
"com.amazonaws.us-west-2.ecr.dkr",
""com.amazonaws.us-west-2.ecs",
""com.amazonaws.us-west-2.ecs-fips",

""com.amazonaws.us-west-2.s3"

(® Note

BABFERAEE DNS, AWS ki 5 —EEESFFE B , TXEEH DNS, MEFME
# , 582[E (Amazon VPC EREIERM) PHREFER DNS B,

HANER

- RIBTARR , IAM BERLZEEHM AWS IR EFHPFIR WFT. EERTFERBEFERAMENT
A, IAM BEE N LEY A ERvpce:AllowMultiRegionZF Al EhERY 1AM BUR,

o FERIEHIRFEIEHIBER (SCP) 7 EIEBERvpce:AllowMultiRegionfF I EIE, BEFEH
AWS PrivateLink 9 5 [E 5@ 4R Ih B8 , M 5 2 BURH SCP S4B AFF L ENE,

- BEREIAMERERL VPC REETIEEARKESNES , FEA
ec2:VpceServiceRegiont&H£48,

- REEBEELASLBREMA Bl , THEEHERNARENREES. RMAEEREEEES T
AESRERFIRRYE , MT2EREHER, EFRNERREMERNIERNE/RNKA,

« BAILAERA IAM B9%aws : SourceVpcArn& B R G M RRBELNEIR AT LML [ AWS tRF
M VPCsTFHL, k&M BEMNBEER RN EFHEFEIRS,

- BTERSTAY  BEEAPRMAETARSFELYRAEESN A minE, FEEBERT , HEEHN
HEETEEEAMERNTA R,
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- BEBEEIHFHR , & AWS PrivateLink EEREFEEE BEFEP ARG ZHANAELE, ©1g
EEEERENTERE,

- THATAEREHFTXEBEEFE : usel-az3. apne2-az2. . uswl-az2 apnel-az3#l apne2-

azhe

« RAILAEA AWS Fault Injection Service 2RiZ 8 [EE AN E EREMA R Hin BN EREHS4NERKE
$QUO %gﬁ -LFT% nﬁ 2 ﬁ AWS FlS I'ﬁ:o

BYNHEHmHE S —EREF AWS RS /Y

EEFATERAEYNHREY , F2REL VPC in3—f,

f£ CLI /|, B LAE A create-vpc-endpoint a5 F , #§ VPC IR B E L IR E AWS RS BEEHH . T
& Hlus-west-28% FH VPC I F Amazon S3 T HimBus-east-1,

aws ec2 create-vpc-endpoint \
--vpc-id vpc-id \
--service-name com.amazonaws.us-west-2.s3 \
--vpc-endpoint-type Interface \
--subnet-ids subnet-id-1 subnet-id-2 \
--region us-east-1 \
--service-region us-west-2

AWS fR# £ H R E VPC ixEFH

AT LA HE VPC imS , UERZER RHXENIRIE AWS PrivateLink , @E5F% AWS fR#, 40
FHE | 552 the section called “#15” M FEL AWS FR#,

HRERL VPC HIEENESEFH , RMEEFRAPENIRHARAE , YR FEbuEE P A HIBK
A P ht, WEHARAERFEREEENMERNAME ; BUE AWSIEFFRRTE , BETEECE
Y,

EMRgnfllg M SHERRENEREE, NFFAES  F2RARRHEE,

B &
- FRIFH
« B VPC ingh

BYNERME S —EREEP AWS RIS &Y 54
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- TR

« ICMP

SoRRF

. EREAETE VPC AWS R F1ZE WER,

« ZEEMFHAFE DNS , LAERA VPC 9 DNS T#EZ B DNS i, EELEH , 528

{Amazon VPC fE A& ER) HHREMER DNS B,

- EEMANEIHREN IPv6 , AWS RS HBZEIEB IPv6 FH,. MEFMER , S Bthe section

called “IP byt ¥R

- RIRRARAEELRSEE , AFFRE VPC ERNAMRE. flm , 57 #HR AWS CLI ATBUE

HTTPS #REEZE AWS k& , ZEFEAXNBAHFEA HTTPS K E,

- MREHERNVNERFER ACL (VTR , FFHFRMEE ACL 2FF VPC RIVEIRE IR BN E

ZFEﬁEI\J‘;ﬁ:EO

- R B %E AWS PrivateLink . MEFFMER , 582 BAWS PrivateLink BL&E,

3 VPC %2,

EATIIEFELERE AWS RENITE VPC inSh,

A BY T HwE AWS R

o > oD~

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

EEEEHKFIZIEZE Endpoints (i Eh)o

BEE IR,

EEARMUG |, EE AWS %,

(BA) IREVIRHES—@ AWS R BEHH , FENBABEESRMEZIGR , RER
THXFEFEIRRBESE,

HH Service name (REZTE) , FEBERKE ., WFEFMER ,
%o

R VPC , FEREERFPFE AWS RIEH VPC,
MREFELSER 5 FIEE Amazon S3 IR B , W BB ERTEFS DNS & |, FHERHEHMER

E. B DNS 8%, HTIHENE RS EERIEHHEARERAFTE DNS, R8s
Amazon S3 N ERHREEEEA Resolver i B FAHE DNS, HIRERZE Amazon S3 I

2 Blthe section called “B &/ R
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Bink , BERESHHEANGHBATE DNS |, AEEERNTHEFNER —EXRESWR
SRERANE

MRIEIELSER 5 PIEEL Amazon S3 BN EMBRBHN BB RE , RS RRENEMERE, K
FiI DNS &, 2RERERR. EHRRERALBRBRIMOFRENA/EN VPC ink , Sl
#iB AWS SDK R HHFE R,

9. BHRTHAR 6 ENEEHIPENIKHBRNEN FHRK. B ASET A EERE— @ 78K
SEGETEMRE R O A EiEREIN S E B, MEFMER , 5582 8the section called “F 3§ B2
A @

H®FERR , RMSR TR P st SEEZEE IP it , W TMERGREERNEH,. SEHTRE
IP itk , FEERUERE IP i, FHEE , F#5E CIDR ERHPHIRTEME IP it K& — 1@ 1P it
ERBERNIEA , RS ERRRERTHEEEL i,

10. &F¥f IP address type (IP bt 3@H) | & T 51218 F1iR4E -
« IPv4 — i IPv4 sh3HIE R IR B N EH. AEEMAERN TREREHESR IPv4 it EE , B
LRRHE R IPv4 FEREF , X EILEE,

« IPv6 - # IPV6 it iSRG IR MR T H. REEMAEEINN FREB2ER IPve 7#5K , B
MRS IES IPv6e SBREE , T EILEE,

« Dualstack — 7% IPv4 # IPv6 Hbit i8R Im BT H. REEFMEIZIMN FHEKEESR IPv4
FIPve it E5E |, HILARIEIES IPv4 # IPv6 5BRE | X EIEE,

11. ¥ Security group (Z£ &) , BN EHIGEHRMAR N EHELEBN R SEHA, BIBTER , S8
VPC WfEER &L £ B¥{EtHEAEH

12, SHUEE  BEAFTAIRYRARY LERNFARIE  WERZHER., LERHE
M, BERETEHARE, ABYEE VPC KBRS  WRES T, NBHEER B
SHHETE,

13. (BR) ZEFWER , 5581F Add new tag GTIEER) , AWM AERNEBNE,
14, BEBILIRH,

\_I-

£ A5 FIE M H iR

 create-vpc-endpoint (AWS CLI)

* New-EC2VpcEndpoint (Tools for Windows PowerShell)
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FH F s

EAEREHAN FREBPERIY, R, SHEMER VPC ik, T8 , T EEEEAN FREHE
A VPC iw %,

ICMP

>

M [H i B R & Bl FEpingFa Ko BRI AR AMEA nc nmapii &,

A

AR TE 41 THI Ui

RINE VPC HE2 % , HTEH AR,
2%

. SHABBRTES

. BBRe

- #m¥E VPC im BIBE
- MAFE DNS £
- EEER

FIE S R B

HANHERE , —BAUAERSREEE—EFHE, MREHFE A , BASEFRPETRIBEEN
|, WRFHEHIP bt SE P AEHIERAE IP thit, REBBRFE , RMESMBREFERER AT,
WMFEHMMEER |, 552 Bthe section called “FEKE T A EH,

HEERERERETH

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,
2. HEEEHIKFIRE Endpoints (S E).

3. EBEEUTHIRH.

4. JBIE Actions (811). Manage Subnets (B2 T#).

5

SO REEENRBCHENTAESE, srEsEUARSE |, BN —@FEK., 4KHER, RMFR
FHEEE P it EEELREY IP it |, WA TCPERGIRERAENEH, S BIREEKEIEN IP i

A TR 57
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i, FHBREEE IP stk W FHAM st SEEE A IPv4 bk, MR IREARFE X IPv6 , Bt AL
1R F 4B 1t ST A IPV6 ik,

MREHEEBY VPC inMin HER M EN FHEBEE IP it , BMAS NIRRT EEH
RimHEENE. EBERFSTRDE FRAEMN VPC iRBAELR.

6. #E Modify subnets (15t F#8).

EEEABTIRETH

« modify-vpc-endpoint (AWS CLI)
» Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

BAE R & A+ 4E

BU S FERNTHRFOERTEABBNZ2HE. REFARUTRB AR VPC Pz EFRRE
Iy AR RS T E AR &

AEERATREBERSHE

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EEBEE K FIEE Endpoints (W H)o

BEEUT E iR

212 Actions (Ei1E). Manage security groups (BB Z£8H),
REZENMSHEEENZ 28 E,

212 Modify security groups ({8 Z £ &4H).

o 0ok~ w0 N

EEEADTIRERSEHE

« modify-vpc-endpoint (AWS CLI)
» Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

w48 VPC ¥ B BUR

R AWS FRH XERHMBEK , BUURERMNHMBK, EMRMHEERER  SELENTFERES
iE, MEFMEF , FSEEHBE.
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AEERATRESERMBUR

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

FEEBEE K FIEE Endpoints (W H)o

EEU T Eim B

i#IZ Actions (B11E). Manage policy (BEBXE).

#IZ Full Access (REFH) UAFTEFERE , S&EEF Custom (BEF]) MEEBFTER,
BERE

o g A~ W N

EEREADTIBERMBUR

» modify-vpc-endpoint (AWS CLI)
» Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

B FF,%E DNS £

EBRES AWS RIEH VPC inRBUAFAHE DNS £, EWHRRER LA RBIHIAFERENSEN
VPC im®& , HlzniEiB AWS SDK R HIEER.

HEEMTE DNS |, BH4ERA VPC #Y DNS E#E M DNS f#47, BUAFE DNS EHz®& , BB
IP it ATRE R B M D EES sEE . BERUBTE DNS BB , RMEIUM DNS L& ANLE. Hit
F, DNS BT 2B,

HEEATREBEILS DNS BHBEH

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ A&,
FEEE K FIRIEZE Endpoints (i E)o

AU E i B

iZ1ZE Actions (B14E). Modify private DNS name ({&2{#. & DNS &),
RIBEFEZRENIEFBR Enable for this endpoint (& Lth i BiEUH).

MR =ZE Amazon S3 , T L—SHERMALIKEMA , ARRERESBEAREMALE
DNS, mMREmIFEAZERSE DNS hee , BERESHHEANRHRAFAE DNS, MRKRT
Amazon S3 BN EiwmE 2 , 88 Amazon S3 WEEIRS , W HiZEEHHEARERALE
DNS , HIfET—RESRIREFEERSWEERAL . MEFMEFN , 52 [the section called
“*,\’5 DNS”,

o g~ w N

B A#E DNS 18 59
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7. 1##E Save changes (RREEE),

HEFEAMTIBENLS DNS EBEHR

» modify-vpc-endpoint (AWS CLI)
» Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

EEER

BUEREANNERSY , UEBERBABERETHENR 2,
EEFAEIRAEEER

1. £ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
2. HEEEBEHKTERE Endpoints (FHE).

3. ER M HmH.

4. BIE Actions (811€). Manage tags (BEEZH).

5. WHREFRENESMEER , BiEIZE Add new tag (FTBER) , RAEBAERSBNERE.
6. EEBRER A FHREZESBINEALAH Remove (BER).

7. EBERRT.

EEFAWRIIREEER

- create-tags M delete-tags (AWS CLI)
« New-EC2Tag # Remove-EC2Tag (Tools for Windows PowerShell)

B Eiw RS IRE

EEMRIBA , ERENEREABOSESHNRE, N RESRBEERERE  GEKI)
BT B4,

%
« E SNS EA

- FIBFEUBGRE
- MBEBBEXR

EEER 60


https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-tags.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-tags.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2Tag.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2Tag.html

Amazon Virtual Private Cloud
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33 SNS @A

AT SEREN T BBAE T Amazon SNS =88 | WETREZITE,

o a0~ 0w =

AEEAEFRAEN N EHRMAER

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £#24&
FEEBEE K FIEE Endpoints (W H)o

EENS T [E i H o

£ Notifications (&%) Z&5|#ZEE,H , 1#$F Create notification (& 3Zi&EH),
SFEEE ARN |, BEEIH SNS EEi#EE Amazon Resource Name (ARN),
EEITREH |, 5% Events (BH) #iZHEL

 Connect (E#%) - RIS HEBZEERINN N HinE, ESSEEEREEERKIREME,
 Accept (%) - REBREEFZEIERFI R,

- Reject (EE) - IRIFIRMERBERFE R,

« Delete (BR) - BRH55H & & M BR T E i B o

i#1Z Create notification (B3I EA).

EEFATNSIEYNERMBEA

* create-vpc-endpoint-connection-notification (AWS CLI)

+ New-EC2VpcEndpointConnectionNotification (Tools for Windows PowerShell)

HiEFEUBUR

WEEBE B ZE Amazon SNS 88 , AWS PrivateLink 25 RFRERMHEH , W TR, W

FMEA

aws:SourceAccount £ EH S  UHIEREEEREANE R,

JSON

"Version":"2012-10-17",
"Statement": [
{

F2RWNAHREIRA Amazon SNS EEHMFEUBEE ? £ aws:SourceArn

B SNS BA
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"Effect": "Allow",
"Principal": {

"Service": "vpce.amazonaws.com"
}I
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-1:111111111111:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:us-east-1:111111111111:vpc-
endpoint/endpoint-id"
},
"StringEquals": {
"aws:SourceAccount": "111111111111"
}
}

i8S WMBUR

MREEARINZRE SNS £ | KMS £ & REE L AEEE AWS PrivateLink = 8EFEAY AWS
KMS AP| ##4E, €BBEREHIWT,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "vpce.amazonaws.com"
}I
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I
"Resource": "arn:aws:kms:us-east-1:111111111111:key/key-id",
"Condition": {
"ArnLike": {
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"aws:SourceArn": "arn:aws:ec2:us-east-1:111111111111:vpc-
endpoint/endpoint-id"
},
"StringEquals": {
"aws:SourceAccount": "111111111111"
}

fi) BR A THD Uis B

VPC i B SR AE A R ED AT BRI BR o T i 86 e 5 M PR L s G AR BR 0 TED
BEEATEEMBRNEIRER

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
FEEEE K PIEE Endpoints (¥ H).

Z BT E I B o

i##2 Actions (B)#E). Delete VPC endpoints (B} VPC %),
HIRHERRRE , FE—T delete,

B MR,

o g bk~ Wb

= EER DT FIMBRS EiwE

+ delete-vpc-endpoints (AWS CLI)
* Remove-EC2VpcEndpoint (Tools for Windows PowerShell)

& 1 s

& VPC mEBTEELN VPC ERBFMAEFER NAT £E , K R4 Amazon S3
DynamoDB K A2 iE4R, BERE A AWS PrivateLink , BEMERMN VPC imHFE,

Amazon S3 1 DynamoDB X EFEHH MM EinE, MEREBENLER , F2ETIRE

« Amazon S3 By VPC ux2h3ga

MBS E U 26
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« Amazon DynamoDB #J VPC i 258 Y

EfE
ERRERMTEEAE,

B #%

- B2

- BEE

- RE

o IP 3R

- DNS iték IP g8

« Amazon S3 BB in 2

« Amazon DynamoDB K 8 i 2

BE

&) LAEIR 20 B AR 7 U B 20%EE F 18 i B 2R F B Amazon S3 #1 DynamoDB, ISt BUEL S
*o

B A RR A B BB E T AN

T EE RS TEENMEBRE NS R iHEZE Amazon S3 #l DynamoDB, #A\E F#H H#1TE
B8 2] Amazon S3 5 DynamoDB MR ES KA E VPC NRAKMEKREE K REBAEZRKE. AET
B TEEBE L REREIEE Amazon S3 5 DynamoDB , BAREBEZ , AEFHRIEBET
R EREENER. EEELEFREPHHTERSRESEEE Amazon S3 5 DynamoDB , &
TEB NAT ZEFEBI NG FRK , WA E FREPHNRERBE NAT 2£E. E Amazon S3 5
DynamoDB KVt 2 BB FiER | T23E AWS B,

BE
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Reqgion

.." ﬂ_'

1B R B v R 1T 7 X

T B 8 R A 171 B8 20403 R i& U B SR 17 BX Amazon S3 # DynamoDB. #R#&# VPC % Amazon S3

5 DynamoDB HRES

BRHEERERMN. SEFEEERBLAET—ERKH  ZABHEEARBHF

BRE , KENBARBRBNRESEINFERT. NFFEEN , F28 (Amazon VPC EAEE
M) P AWSEEFEBE,

Region

@

S

£

BE
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B EH

BYREREE , S AAMANFREE VPC AR, THRAE A BHEESENNSERS
x, BNHE FIEERBENFEFE , AWS MEERFEBRR,

BiE Target
prefix_list_id gateway_endpoint_id
ZEENR

« BULERERMAFEIBHRPOGKMESR , ERZEAIMBREF . EESRIMZBHEERA
*®, ERRHERERMNEEE, EQEUHKRARERERMEB M RFEERME , RASMER
i 6 B8 EH o

- EFEREEBNERAREEN FETNERTEES B BERARERRRTFIRE, RELK
HRIEEBN FETNHTERSEALARERS M ERERR,

- BHKRALURRKEEZE Amazon S3 W% 2 B E| DynamoDB Wik Bk H, B UEZEKH
R BEEHERE (Amazon S3 5 DynamoDB) Him il M, EREEE —BAXRDEEHERS
(Amazon S3 B DynamoDB) # Z i B H.

- ﬁﬁéﬁﬁfiiﬁgﬂﬁéﬁiﬁﬁﬂﬁm fEMmY BT AR R B (RRMFEAN). BRERRIKE
RBEHR , EEREUTRR !

- MRE—ERESMEMAEMAKRE (0.0.0.0/0) EEZHEEMAKEE , AIXFERAHABN
AEHEE TR (Amazon S3 = DynamoDB) Wi BEEE%#E, Bt BTRE NHE AWS
BR 7% & {55 F AR PR AR R B

- BW# BT E RS R (Amazon S3 5 DynamoDB) W HAE R T MKRAKEE K RAFEE
BERBEREEEH,

- MRE—EXRESAEHEREEEPHIRI (Amazon S3 5 DynamoDB) {5 EMYIA IP it EE , Al
ZRHEERRERKA,

zZE

B 1T E B8 %8 B B i% 2 FH Amazon S3 = DynamoDB B, A HE A\ G in B REIRE. ELH
TEBNZEFHEXEATELRBENRE. UATR2ELHRAEG, HESRRBENFEEE ID.
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AR B E B IR g
prefix_list_id TCP 443

S LT TR AR ACL b X BATE BN HE. U TRELBAEH. TELEHS
ACL BEIRSRFEEE , BANKBRHN T EEERNERBH P it .

service_cidr_block_1 TCP 443
service_cidr_block_2 TCP 443
service_cidr_block_3 TCP 443

1P it A
IP 3t 5 S B T R 7 5 B B AR O B AR B

ARERBA IPve FHEXR

El
- FERE IP it FANEERERMN TRRESR , TR -
« IPv4 - BBIRTIERY IPv4 FEBEFHIEEERMNEAHAR,
« IPv6 - BBIRIERY IPve FEBEFHBELMNEAHEK, REEFMEEZRN FHEEE IPve 7R |, &
TR E,
« Dualstack - EIRIEH IPv4 ZTEBFEFEEEMNBEHRER , WEREN IPv6e ZTEBEHBEEME
HX, REEMAEENN FREES IPv4 M IPv6 it 5@ | KX NEE,

DNS 7céx IP /H

RIBFER , BERESEBEFIUMNREHEELD DNS 526, REFER IPv4 RIS 22 3 FE R
2t i s3.us-east-2.amazonaws.com , Amazon S3 €5 A BB ELAFE K MAKRBEERPH
FiE FHREEEER IPv4,

IP it HY 67
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nk

Mkt MREFEAEHEREIREETREE RS , 20 s3.dualstack.us-

east-2.amazonaws.com , Amazon S3 4§ A 1 AAAA LB EOBAFE K MBARTHN FRERS

£/ IPv4 F IPv6,

(® Note

¥ B & fEFET L S3 Express One Zone , ER P HHFE IR s3express-use2-
azl.dualstack.us-east-2.amazonaws.com% &l A s3express-use2-azl.us-
east-2.amazonaws.com#l .

DNS icsk IP BRESHERERHIEHAFRN SN, MREER IPv4 BB RIHELFERS A

wrpLEERRRRR , AIERA AAAA BENRETSEBFERMEA, NMREFERE  ASEB
IPv6-compatiblef% B IERHIKHARE. MREFEARIEERR DNS 5Csk IP FE | FREEHRE A
LU IR SR B %18 BR 5 im R Ay 2 Bl

SETTLALBRT DNS fEé% IP A |, OB ERERMED WHLICHE , MTARKREEZENTFERK DNS L&

IP BREFRE, TRERXEN DNS ok IP BRMNEEIMNFTHFER

DNS 7céx IP A EErEEEER
IPv4 A

IPv6 AAAA

Loid ] A F1 AAAA

IRI%E & FCERBUR A FR % in B4

EEEEDNS otk IP R S/ AGFRHRHBRENES IP iR, TRETHERMNSE P
ot E R S 2R DNS 528% 1P 88 -

IP st S H X EH DNS 728 IP E
IPv4 IPv4 , FRIEE &
IPv6 IPv6 , FRISE &

DNS Foék IP &

68
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IP it ¥ HY X HEH) DNS 508% IP JE8
®iE IPv4, IPv6, #HE& REEE*

* AR TAEX DNS 7icék IP A,

(@ Note

EEFTARERHEREERIN DNS ik IP HE | BUEE VPC BREH S
enableDnsSupport# enableDnsHostnames B,

&
Eilql!

&£ 8 E DynamoDB B iR 2hAY DNS 528k IP #H, DynamoDB EX BRI EZHA DNS 528k IP
A,

SEMRIEAY DNS 2k IP HETATRE. WFEHMET , F2ENHRRA DNS 5ok P FE,

Amazon S3 & % 2

LA LA BE VPC % 2% VPC F1FE Amazon S3, BN HEinE% Sl EREAKRARD
KWER&Z , AR# VPC E Amazon S3 IR E.

ERRERMTEEANE,

Amazon S3 X EFEREMAEKE . BUUFERAREREREEN VPC B Amazon S3 , MEE A
VPC EABBREEEEDS NAT £E  WEEZNEAEH. T8 , BERETAFRAIPIBBMAEE.
Hih AWS B FHIEE VPCs B BERFERTER, ELXBERT , BXENANERE (B

MMIE), MBFHMEF , F2B (Amazon S3 EAEER) PHEAMN Amazon S3 B VPC inE%E

2,

B 8

- ZEETH

- #AB DNS

- BYFERR

- EAREIRBEREFE
- EABERR R
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- {mEE VPC inBBUR
-t BR R 38 i Bk

ZEEH

- FERMARECEUZORMNESTER, BFHLHEE S3 EErEARNEEPE Y FER.

- WMREFEMBR Amazon DNS ks , AIAARKKA VPC B DNS EH R DNS #4147, 0
REFEFBCSH DNS fRRSS , FRARY Amazon S3 R HMFER A ERMEMNT A AWSFIHRED IP it
Hko

o BHRAEIRFEREFE Amazon S3 BWEIITERE , ZLBHENRA RSB ARFFEL Amazon S3 HIR
B, BULERLBHERAF SR Amazon S3HFEIFE ID,

- HRIZEBRFEREFE Amazon S3 WHEIITERE |, FHREKAMEEE ACL XA AEFEE Amazon S3 ViR
B, BEZEMER ACLRADSBFEFE , B Amazon S3 HWF E/FEHEE Amazon S3
K 1P bt 5 E,

- RELREAMER AWS R FREFWN S3 REFEN . i, RETRFEFNEEEFERNR
irl  REARSEREREDEXAIRERXATRE EC2 HTEE. FERMI , FHREEN IR
FBR /U ET AWS BR#§ = BIRGEER s3:GetObjectBIEFHUE LREFETHE,

o BAEEEHE A VPC i EH Amazon S3 R , EE P BERIREFITBHEHRFEA aws: Sourcelp
4. BMA aws:VpcSourcelp . HE , BB JLAEARKBER , 2#FELL EC2 HTEEN
%18 VPC i 27 E Amazon S3,

- Amazon S3 WEIM ZHE FREPHTEBARIEF IPv4 = IPv6 it A FHu#E AL VPC &
WFAE M, WEEUIRMERERE  UARPENERBERN TCP E’ﬁ ERIFEALB U NERTSE
BE, BRCEBRISBURERTERTEERE , IFEBLETIE  BREBEEKFE2ET
BB EHERZE Amazon S3,

InBEMR T EEEM H VPC, VPN B, VPC BHEHE, E&iEES VPC # Direct Connect iE#R 5
— Um Y B R K f6F P B & i B B2 Amazon S3 & # A,

- BEVMRFEHRNSEESNFERERS 20 @RERS , WEEETHE. 8@ VPC t8F 255 EF
B BRI BR o

#.5F DNS
5 Amazon S3 B BN % | ALBREFE DNS UBELRAE,

Route 53 Resolver
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Amazon € A&H VPC 121 DNS f@Aka% , &5 Route 53 Resolver, Route 53 Resolver € B
BT AH VPC BEEBANLEREREPHNGEHF. B2 , B&EE%E VPC AIBEA Route 53
Resolver, Route 53 2121 Resolver i Z 1 Resolver R Al | ALK VPC S\ ZBEH Route 53
Resolver, A Resolver i # &% DNS &t AP B ML E X E Route 53 Resolver, EiH
Resolver % 2 &% DNS &3¢ Route 53 Resolver % E A ZPE B -

E184& Amazon S3 BT HIm B E AEE ¥ E A Resolver in i FEHAFAE DNS & , BISEIEA
Resolver i i, A Resolver it B g4I EE @ Amazon S3 & HEY DNS EH RN AN HE %2
WAE IP i, HEPItEEHE Route 53 Resolver B ALIAS 528&3#71#8 = Amazon S3 EI’J ‘EFEERES ,
LMERE VPC By DNS Z=H 4T A Amazon S3 AF IP it |, 304557 & 5% i 3 R E ik 2,

#.%8 DNS
WRIEAE Amazon S3 N HImHEXEFE DNS |, B REE¥EA Resolver im B EFAHE DNS | Al

D= W"‘B"‘B%#ﬂﬂ%%ﬂ VPC HyEER#BEERAN Eﬁﬁ”ﬁﬂiﬁﬁﬂi Amazon S3., Eltt , RE VPC E’megﬁ‘ﬂgﬁ
RN EmRY , SREARNE  IRREFARERY , ALEFTEANTE,

On-premises Region
]

data center
Private subnet @

rl Gateway endpoint /@
53 bucket
@)

VPN connection Interface endpoint

EERAREA Resolver % FAHE DNS

MR BE S E A Resolver in B EFAE DNS |, BIRBE AN ERENERESFEANEIRIHEFE
Amazon S3 , MR A VPC WHERESFEHRAEREHEE Amazon S3, At , B LURELEER , AAE
AEEEEZFEARERENRECRA N EREE K BIEENE,

EZENRTCUHIER , BEmEA DNS 28 IP AL EFTENEHE , Al service-defined. AWS
PrivateLink doesn T B A EMEE, MFEFMEH , 52 MBthe section called “DNS 5% IP 18
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On-premises Region

data center
Private subnet @\\“
Gateway endpoint

I:’ 53 bucket

e o
(7] >
VPN connection Interface endpoint

FRERE DNS

BRI AR L Amazon S3 MM HiRH 2 N2 R R HREFE DNS, WHEFMENR , F2ME the
section called “B 3 VPC im %" (B HIfEERE) = the section called “BRFAAFAE DNS £#” (B &%
E)o

B SR

FEATYREFENERZE Amazon S3 # B E ix 2,
FHEEAEFERS

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,
2. TEEEEIKDIRE Endpoints (iwE).

3. EEFEEVIRH,

4. ¥ Service category (ARFEEER!) , i#E AWS R,

5. & R, IEEHERFRMFEE = Gateway,

MREH Amazon S3 ERFHE —BAEMEFERES , 55&E com.amazonaws.region.s3,

WRER Amazon S3 BRFRE B SREFRTESD |, FHEN

com.amazonaws.region.s3express.
6. &% VPC, ENEEHPEIIHEHN VPC,
7. &% IP address type (IP it 38&) | & T 51118 FiR4E -
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« IPv4 —# IPv4 it iSRG IR MR T H. REEMAEEINN FRREHES IPv4 thut&E K B
MRS IES IPv4 5BREE , FXEILEE,

« IPV6 - # IPV6 bt FERIG IR BB N EH. REEFERIN TR 2ER IPve 7#K , B
LW ARFEIES IPv6 5B5REF | TR EIIRIE,

« Dualstack - ##% IPv4 # IPv6 it i RG IR MR N H. REEMEENN THEKEES IPv4
FIPve th it E5E | BULBRISIES IPv4 F IPv6 555K | BB IE,

8. #¥f Route tables (BHIR) , EMEHnRERANEER, RMSEBFERA  BURBAEE
BY R B 18 10 v B AR ST H o

9. ¥R Policy (B8) , i#H Full access (EEEH) , LAAFF VPC B EFEERNFTE EBETAT
HigtE, BA|, EH Custom (BHE]) , B VPC IWWHER |, ZBUREH B MLERE VPC iR LY
ERBITRIENER,

10. (BH) EEHWER , 5EZF Add new tag GTIEER) , ARBAEBNENE,

1. BEETIRE,

= EERDTHIEILFER

« create-vpc-endpoint (AWS CLI)
* New-EC2VpcEndpoint (Tools for Windows PowerShell)

£ A EF i R BRI HI7H

R LA R R TR BCR R HSERE. VPCsIFH AWS 1RF ., ELHEHBREERBREHA AR
B9 £ A SR OIFr B R VAR RR

Example£i il : BR &l43 E ik B Y 7 HL

BRI AR aws:sourceVpce €8 , B RFIFBBERRBEHEHFEIRENFR. RIEFEREEN
FEmEY K BRAUTHXRSEEFEAEEHEFIEENRETR. FIE , LBEREHHEHEB AWS
EEIEATAEERERTFIIEENRTITR,

JSON

"Version":"2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpoint.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcevpce

Amazon Virtual Private Cloud AWS PrivateLink

{
"Sid": "Allow-access-to-specific-VPCE",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-la2b3c4d"

ExampleZifl : BR&4$E VPC Ry FFEN

SETLAER aws:sourceVpe R &R , BURFIEBRRREEEE VPC WFE. WRELHEREN
VPC RRREZEmE , E+2HM. RIEBRERBEEN VPC , BRI THRREEEERIEEER
FEEFREENRFIR, B8, KBGREREER AWS EEX R A AEESERFIEEN T
freg.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::example_bucket",
"arn:aws:s3:::example_bucket/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpc'": "vpc-111bbb22"

}
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1

}

ExampleZifl : FREI¥4STE IP thut S EAYFEL

BRI AR aws:VpcSourcelp R4 , B BERRBRHIEIFE IP thut EEEMFE, BRIEFBRRR B
BEM IP iyt , FRINTEREERFEREEHEFIEENRAETE. FEE  HBERESHEHER
AWS EE R AFAEEESEREFEIEENREELTR.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC-CIDR",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:: :bucket_name/*"],
"Condition": {
"NotIpAddress": {
"aws:VpcSourcelp": "172.31.0.0/16"

Example#ifl : REIFEAEE PHREFETER AWS IRF

B LAEA s3:ResourceAccount &4 , BIUBERRRBRHIEISE AWS 1RF m S3 FEETHEN
FH., BRIEBENSES AWS IRFF#HS , RAUTHRESIEEERIEEEERFR S3 REHTE,

JSON

{
"Version":"2012-10-17",
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"Statement": [

{
"Sid": "Allow-access-to-bucket-in-specific-account",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:GetObject", "s3:PutObject", "s3:DeleteObject"],
"Resource": "arn:aws:s3:::*",
"Condition": {
"StringNotEquals": {
"s3:ResourceAccount": "111122223333"
}
}
}
]
}
EAE RS &

B SERERERMEHAREER, EERBMKARE , RMNSEDFEERE , BURBLAEENRE
ERREERTEH, ERECHRARNERE  RMSEDRBARTBERIGHMESE,

B EEMA TR G REABR B KR

1. £ hitps://console.aws.amazon.com/vpc/ BARX Amazon VPC £ 4,
FEEEE K FIEIE Endpoints (W H)o

AR E i B

i#IZ Actions (B14E). Manage route tables (BEHEHRK).
REETZRNGHBUHERBHE.

i##2 Modify route tables ({§ B HRK).

I

& EERDTYIREERHAR

« modify-vpc-endpoint (AWS CLI)

+ Edit-EC2VpcEndpoint (Tools for Windows PowerShell)
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{mEE VPC iR BHBUR

B RER B IR MV IRFBER |, R VPC REBinEHE Amazon S3 WiFEL. E#TinBBUR
® SFELEVNFERESE. ARBRATEEN. UEFHBEF , F2REHBER,

BEEAFREBERMBUR

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

HEEEE & HIRIZE Endpoints (IwEh)o

B EY R E i B

i##2 Actions (B)fE). Manage policy (BEHBX).

I#IE Full Access (REFR) LA ZEFERE , iE#F Custom (BHF]) MiEEBFTBUR,
BERT.

o g A~ W b

T %1 551 5% B4 R Bl A A 7 EX Amazon S3,
Example#ifl : BR#4FERFITRNER

BT | URSIRFEUSE S3 fFER. MBLN VPC AWS IR RAEA S3 MiFBN
Hity | EERAER.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-bucket",
"Effect": "Allow",
"Principal": "*",
"Action": [
"s3:ListBucket",
"s3:GetObject",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::bucket_name",
"arn:aws:s3:: :bucket_name/*"
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}
1
}

Examplegifl : REI4FE IAM BEHFE

B LB BUR | BREFE IAM AT, B4 AMER aws:PrincipalArn KRR FEH ERAFE
.

JSON

{
"Version":"2012-10-17",

"Statement": [
{

"Sid": "Allow-access-to-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {

"ArnEquals": {

"aws:PrincipalAxrn": "arn:aws:iam::111122223333:xo0le/role_name"

Example#i {5l : BREI¥4FERS P £ A ERFE
WO LA BUR | BRI E IR B M7 E

JSON

{
"Version":"2012-10-17",
"Statement": [

{
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"Sid": "Allow-callexrs-from-specific-account”,
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:PrincipalAccount": "111122223333"

}
}
}
]
}
UilENEPEr R

B RERREATMER, EEMBREERME  RASRFRKRERPBRIRMIEH.
WMEREAFAE DNS |, RIS LMIRREE 2
BEEATEEMBRRMERE

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ A&,
FEEE % HIEE Endpoints ().

12 B 8 i B

22 Actions (B)fE). Delete VPC endpoints (B} VPC % 2).
HIRMERRRE , FE—T delete,

E1E MR,

I o

& B A S 5 MBREE R R

+ delete-vpc-endpoints (AWS CLI)
* Remove-EC2VpcEndpoint (Tools for Windows PowerShell)

Amazon DynamoDB #Y & i 26

& LAME A FE VPC iw % VPC F112EL Amazon DynamoDB, BV REwE% , B UG HIFIEA
BHRXRPWEEZ , ARA® VPC 2 DynamoDB iR E.
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ERRERMTEEAE,

DynamoDB EX EFMERBN N EmE. FHRERE , A% VPC 7B DynamoDB , &%
VPC MBS RMEDS NAT £E& , tBFHNER., T8 , BERETAFRAIBMEE, Hit
AWS BiIFHWEE VPCs EBEHFEETERN. BEBERAT , ELEIA T AR (FEIAMT
B), MEFHMEN , 5528 (Amazon DynamoDB & A E#E/) F# DynamoDB ) VPC ix Zi ¥
#l, DynamoDB

B #%

- EEEE

- BYRMERS

- £/ 1AM BUREHI1FE
- BBEAE

. fmEE VPC imBiBUR

- I BR A IE ik Bh

ZEER

- BEREREELRYIZGENESPER, FHESERE DynamoDB ERRMEENEFHPEILHE
12

- MREFEAKZE Amazon DNS fAIARES , BIXERKEA VPC B DNS FH#EH DNS f#if. 0
BBMEABECH DNS f[IARES , EERY DynamoDB 2 HEVFE R o] EREREAT B AWSPTHEER IP i
ik,

- ¥AIER B IR FE DynamoDB KVE1TEER , T BFENRBILEAFFE L DynamoDB KR
B, BN EREBHARBHP S8 DynamoDB WFEIEE ID,

- ¥p0EIB B iR 277 B DynamoDB WE{T{ERE , FHBEMMEE ACL A HEAFFEH DynamoDB B3R
B, BEETEMER ACL HBIRSRBFEHEE , AL DynamoDB M F &5 E FH#S DynamoDB
7 IP it &5 E,

- MREEH AWS CloudTrail 528 DynamoDB 1 , BFE RS I ESRIEEE S VPC A EC2 #1T
EROAE P it , UREBRBITZEMBEROBEERS D,

- FERMERE IPv4 RE,

- SEEFEPHITERNIR IPv4 it SRAE IPv4 it B F A VPC RHFAE IPv4 bk, iwE
SYRBEREE , UERDEFRBY TCP EH, FALE IPV4 it EEETISEE, EREE
BUSBUEAEREFTERTEETLE. & , IRUBERENSB T ERTER BB EHRNER

%2 DynamoDB,
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html#types-of-vpc-endpoints-for-ddb
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U B AR T BEHE {8 H VPCo VPN E#, VPC HHEHE, EwEAES VPC # Direct Connect iR %
— ity B B TR 48 5% 55 A 9 08 i BH B DynamoDB & #A.

- BENMRFHNSEESVEREES 20 ERERS , WEEAETHE, S VPC t84h 255 EF
Bim R HYBR &,

B8R
FRATHREFENESRE DynamoDB K EE R
FREEAEIFERS

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

EEEH K HIRE Endpoints (S Eh).

BEEVNE,

¥ Service category (BRFEEER!) , #E AWS R,

SRS |, FTIEER R ERE = Gateway , A&IEE com.amazonaws.region.dynamodb,
¥ VPC , EMEEHPET KA VPC,

&H¥} Route tables (RS XR) , ENEHRIHHEANKAEAR, RMOSEBFEESH , SURKAEE
B R 2 45 0] v BB R AT H o

8. ¥R Policy (IE&%) IZEY Full access (SEE1FH) , LA VPC B EFrEERNFATE X EETAT
A, BA, ZH Custom (HE]) , iE#E VPC WWEIBE | REURES| @ MERE VPC K LY
EREITRENER,

9. (BA) ZEMHMBER  FHiBIE Add new tag FTEER) , REWAEBRNENE,
10. BIEETIRE,

N o o bk~ w0 DN

& EERDTHEILFER

 create-vpc-endpoint (AWS CLI)

* New-EC2VpcEndpoint (Tools for Windows PowerShell)

5 1AM B #|1FE

WA LA IAM BUR |, AR SIRLE IAM =R I UAFEASE VPC imEFE DynamoDB & #l k.
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Exampleg8 5l : BR 4% E vm R4 BY 7 HY

IEALAE A aws:sourceVpce RHEER , BV BERRRHIEFE VPC in B FE. BRIEFERIEERN
VPC %% , BRITHIBRESEEFEIRS 78 DynamoDB BB K., I RABEEE —EBEEH , i
AT 5 I R BIFT R FEUERR.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-endpoint”,
"Effect": "Deny",
"Principal": "*",
"Action": "dynamodb:*",
"Resource": "arn:aws:dynamodb:us-east-1:111111111111:table/*",
"Condition": {
"StringNotEquals" : {
"aws:sourceVpce": "vpce-1laa22bb"
}
}
}
]
}

Example&ifl : AFFRBHEFE IAM BSEHFE
B LB AFERAESE IAM ABEITERNER., TIHBERERTFEIUEEN IAM A,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
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"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:PrincipalAxn": "arn:aws:iam::111122223333:xole/role_name"

}

Examplegifl : AFFRBSERFHNFR

B RN ERFRBERPETEFRNBR. TIHBRREHEERFHINEAERTFEFIE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-account",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"
}

B Bk %5 E 3%

BUSFHERERMERNEEER. ECEHEERE A EDHERA  SUBBLEENRE
ERREEENTE, ERECERARNEEE  RMAISEDRRBARTBIRGMEHE,
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HEEATREREABEHER

1.

L T

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
HEEEE & HIEIZE Endpoints (IwEh)o

AR E i B

iZIZ Actions (B11E). Manage route tables (BEHEHRK).
REEZNEEUHETEH R

iZ1#Z Modify route tables (S HK).

EREA DT IIREBEHE

» modify-vpc-endpoint (AWS CLI)
» Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

e VPC im R

BRI AR BRI Im B BUR |, B HIE VPC EiB iR 2 ¥ DynamoDB MFEL, EHIRBBURE |
BFELANEERELYE, ARBERAHTEEN., MEHEENR , F2EARBECE,

FEEATREBERMBE

1.

o 0o A~ Wb

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

EEEH K HiRE Endpoints (S Eh).

122 B ) & v R

i#E Actions (Ei4E). Manage policy (BEEBX%).

BE Full Access (REFR) LA TEFERY , Ri#EEF Custom (HF]) WiEHEBIFTBUER,
BE/RF.

EEEAD SIS RREERR

« modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

T 51| 85w 25 IR B A ) 7 EX DynamoDB,
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AWS PrivateLink

Examplegifil : AFrHEBEFIE

B R R EUR B AR TR BR, THBRER T , U HANMER DynamoDB Bk,

"Statement": [
{

"Sid": "ReadOnlyAccess",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:ListTables"

1,

"Resource": "*"

Example#ifl : FR#I4FEER K FE

B MR A, BR&EI4EE DynamoDB ERI RN FE. TFIBXKAFFEIEERN DynamoDB &}

o

"Statement": [
{

"Sid": "Allow-access-to-specific-table",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:Batch*",
"dynamodb:Delete*",
"dynamodb:DescribeTable",
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:Update*"

1,

"Resource": "arn:aws:dynamodb:region:123456789012

:table/table_name"

DynamoDB #9i% 2
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T B 3 e
BOIE IR B R AR AN AT MIER. EAMBRRIEREE  RMSMR T ARG R BRERER,

HEEATEEMBRRERR

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
EEEH & HIRE Endpoints (S Eh).

12 BN F & i B

iZ1Z Actions (E1#E)., Delete VPC endpoints (B VPC i ).
HIRHERRRE , FE—T delete,

EE MR,

o a0 k~ w N~

=B LA S 5IMEREE R

* delete-vpc-endpoints (AWS CLI)

* Remove-EC2VpcEndpoint (Tools for Windows PowerShell)
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%18 17HY SaaS Efm AWS PrivatelLink

£ B AWS PrivateLink , BRI LAFA T ZE SaaS Em , MBRELEHCH VPC R#T—H.

B &
+ B2

« BN ERE

BE

B LUER BRER, BENMHE AWS PrivateLink B 1=24t# SaaS Em AWS Marketplace, WMFFHE
A, ESHEEH £2 B FiFE SaaS AR AWS PrivateLinko

&8 L AWS PrivateLink #f8 AWS S1ERZ#KE XEH SaaS Em. MEFMEN , F2E AWS
PrivateLink §1E& .

TEBERNFAIER VPC inRi K& SaaS Em. RBREESEILRIMERS AR TEFHinRRE
WFEE, ERBRBEEE  LAIUEYTE VPC in¥ , ©A#E VPC HH — B 28 78 R ik B AR
T BEMIER.

Region

)

VYPC endpoint Metwork Load
Balancer
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- AL Ll
3 37 97 [H Ui B

FEATHRFEILEHRE SaaS EmMMNNE VPC i%E,

BR
TR
EERUAEBABHNN EREY

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
EEEH & HIRE Endpoints (S Eh).

BERIRH,

MRIER BB R AWS Marketplace , EF#IT T HIENE -

A

a. SHHEEA | BIE AWS Marketplace BR#%.
b. EH R,
5. WMREMEH AWS Service Ready 1EEFT B ARTS , FEHIT T FIEE -

a. STHER | #IZF PrivateLink Ready & 1EEB RIS
b. WARBHNER K ARBERIRE.

6. ¥R VPC , ENEERPEFIRERL VPC,

7. Y TR ENEEHPELRBERNEN FRE.

8. ¥ Security group (Z£84) , ENERGREMEBENEEYBHNZSHE, T2BFERAUMLE
RFF VPC HHERMiG AR T H 2B RE,

9. (EBH) ZEFEER , BHIZF Add new tag (FTIEER) , AZBAEBNENE.

10. BEERVIKI,

MEERERENMNHIRENENR , 5528 the section called “5XEN HiwmEH" o

EVE 88
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#E1R FEUEEER{E AWS PrivateLink

B LAE A Gateway Load Balancer , #REBBGHERERZENEE., XMETARZERE, &
R, BEREHIAEA AR, EBRILERI VPC HmE R KFIEE Gateway Load Balancer, Hfth
AWS R EEBE Gateway Load Balancer Ui B 3 17 Bl B R 5

EE

R EETAES S HE Gateway Load Balancer inZBiHV @/ N RIEKRE, RFSHEE
ENE CB ERmEKRE, MEFMEENR , FSBAWS PrivateLink E{E,

B #%
- BE
o IP HhyH3EA
i

- BEVMBEZRFKES Gateway Load Balancer i 2 R 75
- f£f Gateway Load Balancer i B 2R EHRER K

MEFHMEN , 2B Gateway Load Balancer,

R

TEERERREX MRS NMAER FERERLEME AWS PrivateLink, AR ARSEREEESE
VPC M F##1T. B LEME VPC W5 — @ F#+E L Gateway Load Balancer im#, FiEE
BERERREEEARKEESE VPC HRE® £EHAZE Gateway Load Balancer i B A EETRE |
AREBERHAZENEFHE. @K , #EEARXARIBNVIEREZE A ZE Gateway Load Balancer
WmH UEETRE , ARBEBRRBEKREEED,
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Region l
- 3 =

™ 3 ST ™
—_— 5 Y 4 | H
p— r = >, H —
- 9 N T
Application servers Gateway Load Balancer — '
endpoint i Gateway Load Security appliances '
Subnet Subnet — Balancer :
' Endpoint service

R IIERAEXARSENRE (ERFHE)

1. REZBMREKRFEEEAREHEESE VPC,

RIBEHKRMERE | S FREBEEZE Gateway Load Balancer i 2
REFEBZ £ RIEEIEZE Gateway Load Balancer #1782,
RESEME 2 %EDZ Gateway Load Balancer i 2
RIZE A RERE , BREEEXEEARMFRSES.

.0":“.0-’!\3

AR FARFIERERNRE BESH)

1. BRI AKRMERE | A REFEIEE Gateway Load Balancer i 3,
2. REEIBZ £ RIEEZEE Gateway Load Balancer #{THE,

3. REREREZRENEE| Gateway Load Balancer it

4. RIBBRBARERE , KREE:ERKARKME

5. REEEDEMREE.

# 90



Amazon Virtual Private Cloud AWS PrivateLink

P ith i 25 HY

RAGIRME T LUER IPv4, IPve, HEREMEA IPv4 M IPve M REIE EBEE RIS E |, BN
HLZ2RBEXE P4 t—K, MREBASHETE BEHEBEZETUREFH IPv4 EEUEM R
& MHmEFLULLEBESEHR IPve FEUER R

R Gateway Load Balancer in B X% IPv4 , Rlin 2R REESR IPv4 ik, 2R Gateway Load
Balancer i 2% 8 IPv6 , Aliz ZHBER R EEE IPv6 thilt, SERMABERERIGZEEFEN IPv6
b, WMREFER IPv6 st R BRBENE , FFEE denyAllIgwTraffic ERA.

Aim RIS IPv6 RIER

- mERBEH VPC MFRALEEFHERA IPv6 CIDR E#f,
i 2 IR FTE Gateway Load Balancer #AEEAEHEE 1P it HE, 2B HIAIFTEXE IPv6

;ﬁlio

% Gateway Load Balancer i Z5RUH IPv6e B ESR

BRSNS EEEEE IPv6 BN IP it R,
- Gateway Load Balancer §J IP bt ¥ 8 % JHE2 Gateway Load Balancer B F#EMHEZE , M FATR :

* IPv4 - 1§ IPv4 it FEIRAG B In BB R E . RBEEMAZEMN FHEEMES IPv4 it SER |, o
XEIIEE,

* IPV6 - #% IPV6 it FEIRAG B Im BB T H . RABEEFMAZEMMN FHEEE IPve FHE  FXE
B’IE,

» Dualstack - #§ IPv4 # IPv6 bt 35 RIS BN IR N EH. RBEMAEERN FRHFEER IPv4
IPv6 it SEE AT |, o TR ILIEE,

- IRBEAE VPC R FHRERIRHRALERA IPv6 RE , MEL FHRBNMER ACL LA IPV6

;ﬁ:io

B EH

EELRERHETRERE , BBFEHHE ID, #% Gateway Load Balancer i B8 E A BH XD B E,
HALE , BEREFEREBERTD , WTFFR. A Gateway Load Balancer i 2 A& B 128 , £%&
ZRFEREREEABNM, HELERKD , SHBEARTE IPv6 BH,

MR AEER FE R BR R
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WEBERNEEGRHE , SENAEREXARIZNREEEE Gateway Load Balancer i 3o

B B4

VPC A IPv4 CIDR [&= 15

VPC A IPv6 CIDR [ 3

#u#an## IPv4 CIDR vpc-endpoint-id
#u#n###t IPv6 CIDR vpc-endpoint-id

BEEAEREN ARSI FHERBR
WEBKRNEEGREHR , SEARXARSELHNIEREZIEXZE Gateway Load Balancer i 3

BE BE
VPC A IPv4 CIDR &35
VPC A IPv6 CIDR 15
0.0.0.0/0 vpc-endpoint-id
/0 vpc-endpoint-id

B & Gateway Load Balancer i B89 7 #83% B 5%

HERARMEEREECNREEEXZTHSEXKEN . HRFERABERNRE , FHEHEKRE
EERARAMARSR. YRFREERAEXARSF[NORE , FHEEH , SEREEEERBRIERE

=

B4 A&
VPC A IPv4 CIDR (15
VPC A IPv6 CIDR [ 12§,

B 92
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BE BE
0.0.0.0/0 internet-gateway-id
::/0 internet-gateway-id

BIURERHIES Gateway Load Balancer U 2 IR

BRI R M ERA BATHY B B IR AWS PrivateLink , BARERYE. LRREHEERD , MELERE
EAREY AWS ZREARBBHEE.

v B4 AR % F Z Network Load Balancer = Gateway Load Balancer, EWERT , Ei5EH Gateway
Load Balancer 3 i B iR, 0E A Network Load Balancer B in B REHFMER , FSE &
WATE TS

B #

- B

o SERGRH

. RUBERY
. BENBERETA

ZE

o U R ARFS SR M AR RY B R AT A

- EREEEEMIGRRENVEBREAR , MAREEEERERHEERINTAREE. REREM
FHERBRKEEEEZEATRIRFE , U4 EEHEE (B0 us-east-1a) BHEZFE AWS IREHFH T
FAERBTHARESE. BUUFER AZ ID —BitEBRENTARE. MEFHEHR , F2E (Amazon
EC2 £ &) H# AZ IDs.

- BRE-EHE AWS PrivateLink . INEFMER , S BAWS PrivateLink A&,

FORIRH

- EUAESPRIEVEEMEFHORERESE VPC, MBEBRBEEHTETH, —EFEARZ
2REHITEE , 5 —EFHRARN Gateway Load Balancer,

#1I Gateway Load Balancer %25 iR %% 93
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- ERIEIRMEE VPC I Gateway Load Balancer, ﬂﬂ%"é‘ﬂ%f’ff“‘%ﬂﬁﬁ%tﬁiﬂi IPv6 & |, A
HZA1E Gateway Load Balancer FIAEHEXE, MFRFHEN , F2HFEKEA Gateway Load
Balancer,

- ERBEMHE VPC mRB R 2R , Y@ E R FEEE RREEMEM,

B B AR
FAT5REF , RA Gateway Load Balancer 3 i Zi R 75 -

{58 P £ 12 & 22 31 i 3 AR

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ A&,

HEEEEKF |, 82 Endpoints Services (i BARTE)o

i##2 Create Endpoint Service (2 3 iz B IR75).

&%t Load balancer type (B 5 F #2558 2) , :#E Gateway (F&).

& ¥t Available load balancers (Rl AV & 8 F#28) , FHEEUEH Gateway Load Balancer,

¥ Require acceptance for endpoint (B3R 2 i 2) , i#EX Acceptance required (ER1E%) ,
DERFEHEIHIRHRBENERGB R, 58, REgaHEs

7. &¥ Supported IP address types (XY P it FH) | ST Y HEH P —ERE -

o o K~ w0 N

« B IPv4 - RAA BRI LAEES IPv4 B3R,

-« IZEHIPV6 - RAAIm B AR IS LA IPV6 5B R,

« JEE IPv4 1 IPv6 - RUA R BRI LAE R IPv4 R IPv6 B3R,
8. (1B £EIHMEER , FZiBIE Add new tag (FTIEER) , REZAAEZEBNENE,
9. EEEV,

EEFERAG YR IR R

* create-vpc-endpoint-service-configuration (AWS CLI)

* New-EC2VpcEndpointServiceConfiguration (Tools for Windows PowerShell)

R IR i B AR A W A

B RMAELANT TIERE , TRABHEEERHERE.
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« FEASERBEHEEEEIRHMRBHFTA. MEFMER , 52 Bthe section called “EIEFF

- ARBEEERERBEBNZIXEZNTRAREE , AEMM TSR T EIRS , EMmERESENR
%, MBFEFHMEF , F2RTENER.

- EZREBRBEEENWIRIEERBER, WEEZEH , 52 Bthe section called “EF HIEEERFE
X7

AWS A LUEIBZE Y Gateway Load Balancer i % , A T EREZ BN IHER. WFEHMAENA
2@ 3 Gateway Load Balancer 3% 2o

2

£ F Gateway Load Balancer iw B RFZERE Rk

BRI A VL Gateway Load Balancer i B SUE#RE AWS PrivateLink Sz & #Y im 25 AR 75 o

HRER VPC REENSE TR  BMNEEFRTELGRMBERITE , LBy SEPAHE
MALE IP sk, WmHMERNTARAFEEENRAME ; BUNE PR AWS tkFE , BEEZETE
H,

BMgofWRES N NGAERRENEEE, WEFMEN , 528 Gateway Load Balancer ix 2 E
&,

B &

- 2B

. SRIGH

- BiRE

- REKH

- EEER

- MIBX Gateway Load Balancer i# %

Z

- BRARERKEEE VPC HEEZE—EITRAEE. Z2RBL8F N FE. EEETRFHEPER
Gateway Load Balancer i3 , BI24ZBE2 M #H Gateway Load Balancer i %o

« BALLAEERIEHEE T B [EEZE I B — Gateway Load Balancer i % , {E 44781212 Gateway
Load Balancer XMW A AEE, REEHAEEREEEEZEATRKRSE , A EHERE (Hlan

il
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us-east-1la) HEZEE AWS IRFFNFRBER A EE. B UERA AZ ID — BB B IR/
AAEE. MEFMEF , 528 (Amazon EC2 FHERE) T/ AZ IDs,

- NEAERBREFZEIERBRZR  STEARMERE. REELER VPC inB@EN VPC
FHREREREHER, KBEREEE VPC FNWERRBARENEE,

- SEAREEHTHRREUZESETRAES (AZ) 51 10 Gbps WiHEE , W BEERE 100
Gbps.

- MRIHFRIEELZ{E Gateway Load Balancer tHE3E# , Al Gateway Load Balancer i 257 &8 7] A
EiEER - Ea BT EHRELER.

- FENRERBEMHEANTAHAREA , BREEENHEXRENSETARE PRI Gateway
Load Balancer %2,

- EREEIR Gateway Load Balancer i B 3% F1 &% B , X & Network Load Balancer i Fif IP &
2 | BN{# B 28 Network Load Balancer L AtEEIHY VPC 1t —#,

- MREAEXMIREEF Gateway Load Balancer in Sy AERH F#E+ , AIEFERERERR
k25 %] Gateway Load Balancer i Zh#95R2E NACL & 8,

- MREFEH Gateway Load Balancer # Btk i fREMBPRBEFEE , AIFRE IPv6 RE. FARRE
R R B A E AP X AE R R,

- BIR-EH % AWS PrivateLink . INEFMER , S BAWS PrivateLink B &8,

SRR

- ETHESPRIELEEMEFRNREEEE VPC , BUURFPFERSE. — B FRARER
EX[ARSE , 5 —@ET#HAR Gateway Load Balancer i 2.

- PERFTIRBREZERLTARESE  BERAEEAE describe-vpe-endpoint-services & R i
e

- MREBVEFRNAEEHEE ACL N FHRF , FHEEMAK ACL AFFREMERAEN VPC FERZE

=1
Elg;ﬁ:io

%8 3] 5 B
FATIEFEILEREZERERRinE KRB Gateway Load Balancer i o

EEFEHA AR Gateway Load Balancer % 2

1. 1E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
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EEEE K PIEE Endpoints (ImE).

BIEETRE,

SHEER | REZEMSEA NLBsH GWLBsHH B R .

&H¥¥ Service Name (IR B ) , B ARKEETE , RREFEIE Verify Service (BER).

#¥ VPC , ERAERPFEURRBRKH VPC,

HR R  FENEEHPE I GMERAEN FRE.

&%} IP address type (IP it FEHY) | T 5)5RIE HIRIE -

© N o o A~ w0 Db

o IPv4 —#5 IPv4 it iSRG IR AR T H. REEENNFHEKRES IPv4 it EER | X8
thiEIE,

« IPV6 - #& IPV6 bt FERIGIR BB N E. REEEIN FRK2ER IPv6 W FRKE , X
Bth#EE,

« Dualstack — 7% IPv4 # IPv6 it 18 R4G IH BAE T H. REEEIMMN FHEKREEESR IPv4 H
IPv6 #hit EEE RS | B HLIRE,

9. (ZBRA) ZEMHMEPER , F5iRIE Add new tag (FEER) , REWAEBRNENE,
10. BIFEVIRE, BIHARAES pending acceptance,

EEFA® YR Gateway Load Balancer % 2

+ create-vpc-endpoint (AWS CLI)

* New-EC2VpcEndpoint (Tools for Windows PowerShell)

AR IE B H

FRAUTEFAREEES VPC RERHER. NMEAZELREHEELZEAEXARSZNEANR
EFTLZEWME, MEFHMENR , 552 Bthe section called “B&H”,

EEFRAFEARERA
1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. EEEHKD , EIZF Route Tables (B§H &),
3. ERBEMRBERFEERARIHTUTRE

a. 1EIF Actions (E1E). Edit routes (FREHH),
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b. MBMHEZE IPv4 , FEEIE Add route (FTIBEE ). $H¥ Destination (B Kith) , B A FE AR
N ARES FHH IPv4 CIDR [E#R, &%t Target (B4E) , F51EHE VPC imE,

c. MWRMHELZE IPv6 , FFEE Add route (FTIBEEH). ¥ Destination (BHIith) , B AEARE
N ARES FHHY IPv6 CIDR [E#R, &H¥t Target (B4E) , F51ZE VPC im B,

d. EERREFEE,
4. HEREARENMARSEN FEZEEEHEREATUATERE

a. 1EIF Actions (E11E). Edit routes (FREHEH),

b. WMREZE IPv4 , FBIRIE Add route (FTI8EEH), &% Destination (B &) , @A
0.0.0.0/0, &% Target (B4E) , i #H VPC i 2,

c. WREZE IPv6 , FFERE Add route (FTHEERH), &% Destination (B1E) , WA ::/0, &¥

Target (B 1) , & VPC i,
d EEREEE,
5. EHEH Gateway Load Balancer in ¥z TR HERK , WHMTUTRE :

a. 1EIZ Actions (BiE). Edit routes (R H).

b. MWMREXZE IPv4 , FFiEIF Add route (FTIBEEH). &% Destination (B 1) , @A
0.0.0.0/0, £¥f Target (B1E) , FBiBHVBMEEEE,

c. MREZE IPv6 , F51EE Add route (MBI H). &H¥ Destination (B4F) , WA ::/0, &%
Target (B1%) , FHEEARBEEREE.

& EEABTYIRERH

+ create-route (AWS CLI)
* New-EC2Route (Tools for Windows PowerShell)

EEER
R A K Gateway Load Balancer in % , AR B ZRIBHEMBZ RETHRAH D H,
EEFRIRAEEER

1. ¥E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
2. TEEBEHEIKFIEE Endpoints (IHE)o
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3. EBEEUTHIRH.

#12 Actions (B11E). Manage tags (BEEBEZH).

HREFEBNSEER , 552 Add new tag FTEER) , ARBAAERSB/NERE.
EEBRER K FEZEBEESB/NELAHN Remove (BRR).

BERF,

N o g &

EEERABTIREZER

- create-tags M delete-tags (AWS CLI)
« New-EC2Tag # Remove-EC2Tag (Tools for Windows PowerShell)

il B% Gateway Load Balancer ¥ 2

iR B R R BN AT MKk, MIBR Gateway Load Balancer % B th &M BR iz BB N HE. WRBHES
BiEOmIENER , B EMBR Gateway Load Balancer U% 3o

= Z Bk Gateway Load Balancer % 2k

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. EEEBEKD , EIZ Endpoints (iR E) , AREBIBEUEIRE,

3. i®#Z Actions (BifE)., Delete Endpoint (M ERi%2E)o

4. TEHESREES | iEIZE Yes, Delete (2 , MIER).

= Z Bk Gateway Load Balancer %2

* delete-vpc-endpoints (AWS CLI)
* Remove-EC2VpcEndpoint (AWS Tools for Windows PowerShell)
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* create-vpc-endpoint-service-configuration (AWS CLI)

* New-EC2VpcEndpointServiceConfiguration (Tools for Windows PowerShell)
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 create-vpc-endpoint (AWS CLI)
* New-EC2VpcEndpoint (Tools for Windows PowerShell)
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» modify-vpc-endpoint-service-permissions (AWS CLI)

« Edit-EC2EndpointServicePermission (Tools for Windows PowerShell)
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» modify-vpc-endpoint-service-configuration (AWS CLI)

» Edit-EC2VpcEndpointServiceConfiguration (Tools for Windows PowerShell)
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BERERADTIEIPIEBERE>

- accept-vpc-endpoint-connections I, reject-vpc-endpoint-connections (AWS CLI)

« Approve-EC2EndpointConnection % Deny-EC2EndpointConnection (Tools for Windows
PowerShell)
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» modify-vpc-endpoint-service-configuration (AWS CLI)
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» Edit-EC2VpcEndpointServiceConfiguration (Tools for Windows PowerShell)
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fRez L EFHBEIEE, ERBEEEFERAIE DNS Bl zn , RFRHEE L F#RBAMEEZEE.
WMEFMES , FSHELE DNS 28,

ERERAERMRIEFLE DNS 28

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. HEEBEKT , B2 Endpoints Services (i 2 RTS).
3. EBEURER®.
4
5

iZ1Z Actions (B14E). Modify private DNS name ({&2{#. 8 DNS &),
i#HY Associate a private DNS name with the serivce (##%.8 DNS & 8B RRAS 2 3 FERE) , Wi A
#.75 DNS &%,
- BEEBYXERNE,
- BULERBEBFEAERFT (BIW , *.myexampleservice. com).

6. EEREEE,

7. EBRJTMRREA verified (EERFE) 65 , 7.5 DNS ZRBEIHEREEEEEH, NMRRFREEE
MEERFBREERIER , BERENERTZFE,

HEEADTIERIRRRHETLE DNS B8

» modify-vpc-endpoint-service-configuration (AWS CLI)

» Edit-EC2VpcEndpointServiceConfiguration (Tools for Windows PowerShell)

FEEAERARMBAABREEF

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. HEEBHIKT , 1B Endpoints Services (i B IRTE).
3. ERURRR®.
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https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html
https://console.aws.amazon.com/vpc/
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4. iBE Actions (Bh4E). Verify domain ownership for private DNS name (B8 #,15 DNS & BRI
FrE#).

5. HIBRMERRIERE , BWA verify , RERIEE Verify (FERR).

EEEABTSIIRMBRAARIESF

« start-vpc-endpoint-service-private-dns-verification (AWS CLI)

» Start-EC2VpcEndpointServicePrivateDnsVerification (Tools for Windows PowerShell)

R RN EE

BE SRR RBHN — A EEE. BXALRENA , FTEMBNARSE, SEEBRAERIR
Y B,

BRESR  BBEEEERZZUFNRS  SEEEABRKEDS. BRESTEXEEEMREE
BNRARHN. EEBRESN , RAZBEEEXEINTAREHMER,

& im F R B EE

1. 1E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
HFEEEKSF |, BE Endpoints Services (i 2 IRFE).

128 B e R AR A

BERE. EUAZENES,

REEZRNEUHERES,

o o kw0 N

EE W IP thut a5
ET BT E RIS T IEN IP thut R,
S

EERIRURIGREMIES IPv6 555K , H Network Load Balancer 4B EHE P g8, B
TEEZE PG REB. MEFMEN , 55208 (Network Load Balancer &) FH IP 38

2,
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https://docs.aws.amazon.com/cli/latest/reference/ec2/start-vpc-endpoint-service-private-dns-verification.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Start-EC2VpcEndpointServicePrivateDnsVerification.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html#ip-address-type
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html#ip-address-type
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AWS PrivateLink

FEEAEREBUEN IP it

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

HEEEEKF | 812 Endpoints Services (i BiARTE)o

#E VPC i B BR 7%

i#1ZE Actions (B14E). Modify supported IP address types (1St 1 IP it FH),
&H¥f Supported IP address types (X#E/ IP it FA) | BT TIEP —@iRE .

o & 0N~

- JBEY IPv4 - BUAR B RS AR IPv4 3B R,

- JEEY IPv6 - BUA R BRI AR IPV6 FER,

« EHIPv4 7 IPv6 - A RB AR LAES IPv4 # IPv6 FER.
6. BERTFEE,

EABTIEURXEN IP it FE

» modify-vpc-endpoint-service-configuration (AWS CLI)

« Edit-EC2VpcEndpointServiceConfiguration (Tools for Windows PowerShell)

BEER
BABRERENER , UEBERBEBFERRETHRR NS E.
EREERA ALK REEEER

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
HEEEEKSF |, BIE Endpoints Services (7 2 ARFE)-

EH VPC i B R

#1Z Actions (E1fE). Manage tags (BEEZH).

S SEEHEWER , FH5EIE Add new tag (FTIBER) , A2@AZBNENE,
EEBRER K BREZESBNELAAMN Remove (BER).

BERE

N o o bk~ e Ddhd o=

ERAERERENRHEREEER

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

EEER
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
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HEEEEKS | 82 Endpoints Services (i BARTE)o

BE VPC i B BR#E , A% 1E#E Endpoint connections (is ZiE#R) RE5I1EH.
BRES BNEAR | RRIEE Actions (B)YE). Manage tags (BEEEZEH).
SHYEEAEHEWER  FHiRE Add new tag (FTHEER) , RAEBAEBRNENE,
EZEBRER K BREZESBNELAAN Remove (BER).

BERT.

N o g~ w N

EREE A RN RR RS EEER

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ A,
HEEEEKS | 82 Endpoints Services (i BARTE)o

ZE VPC iwBiERTS |, A%IEE Allow principals (fo3F £ 88) R5I1EH,

BEENER | AKIERE Actions (B11E). Manage tags (EEEFEH).
HYESEEMENER , 5B5EIZE Add new tag (FTIBER) , AW AEBNENE,
EZEBRER K BREZESBNELAAN Remove (BER).

BERE

N o g A~ w N~

& EERD T ENERER

- create-tags # delete-tags (AWS CLI)
« New-EC2Tag # Remove-EC2Tag (Tools for Windows PowerShell)

B VPC In B IR7&HY DNS &1

RIS IEMBTUBHIGHIRIEELEFE DNS BB, BERRKIRMAEEBLE RN REIREER
%, MERBREECEALEHIEN DNS BBBARIREHNFAE DNS B8 |, AR EEE T UUE
AHENAFREARITFRABREIHHRE K mMESESHR, NRFRKEBRKEEE VPC, FA
& DNS A RES €45 DNS BBHET AWM T EE IP thit, BH| , 08 DNS RS 24 DNS &
BRI ALNBIRE,

ERENRHERERELS DNS BB 2hl , ELAYMTHEBFMERRERE , URALEESXEE.
ZEBEH
- IR REARF R REBER — @38 DNS B,
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-tags.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-tags.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2Tag.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2Tag.html
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- EHEEEVRERBUEREECNRER  BRUSBLNERAEERS , WEHERKEEE VPC
BUB. RMAEAEREREPEIL CNAME 26 , BinHREMFAE DNS EBMHF ZE VPC i
MV [ELE DNS B8, EMAERBEREXZZRBEN/AE DNS BB , A5 DNS RS FRHE
W AREMER T EAY P #ht,

- BATRIME  FLEHEELEIHERBRLE DNS 21 &,

- FBUL R TFRENMEIE. Hli B LERE example.com , TIE a.example.com, =& DNS E&
EZAE 63 fiFxrn , HEERSEBNERETSEEA 255 ¥ T,

MREFIGHAMFR1E |, BLAREFHEIRNZRE. Hlwn , FREEEE —@ a.example.com &
BRI example.com., EBEEA b.example.com #BFAHE DNS BBHE, BSLALRE
example.com B b.example.com , [RIHEBEE FBEFERAXBE,

- Gateway Load Balancer in 3 F X #EFf,H DNS &,

WA R

R ME R — A B BARTS (DNS) SCekHHEE , MARER DNS REEREFEL K, TXT iLixR
—® DNS iEsFEE | IRHBENENEENESESA . HEBNEERK. TREBRET , BL4EE
TXT REHEE L FMAERY DNS RS,

ERMEMER DNS REFERAEFE TXT b |, BEmAEREES K.

Frigacek® | WA LR Amazon VPC XA REREREBEFNWME, TEBEHKTR |, BEIE
Endpoints Services (i BiR). BEUHE R , WK E Details (FEMER) ZEAF Domain verification
status (MAEERFEMRAE) WE., MRPERIFEABERE K FESLE ) EWEHEEEE, WRFE
B L\ F BB B IR, 1B Actions (BI4E). Verify domain ownership for private DNS name (B¢ &
F.E DNS ZEBWRAEFTE#E).

ERFRER verified (EERF) K , 05 DNS 2BHIAIRBRBEEEER ., NRBERELE , FH
BRFARGEREE  BERANERTXHE,

MR ETARRER failed (KBR) , F2 B the section called “¥H#8 15 5 78 B REHE 1T 5 2EHEAR

EmEBAE

BMSRMEE TXT BEPEANEBANE. Hlm, EFAE AWS EEBXEAP A, EEURE
BR7 , RESBiREIRIE Details (FFHEEA) BEH A Domain verification name (#81352 3% & 18)
# Domain verification value (#8i5EREE), &L LAEA T35 describe-vpc-endpoint-service-
configurations AWS CLI fip 5 SREBEIE E i B AR 2 A DNS HBHAENEREA.

W EERE 17


https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-service-configurations.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-service-configurations.html
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aws ec2 describe-vpc-endpoint-service-configurations \
--service-ids vpce-svc-071afff70666e61ed \
--query ServiceConfigurations[*].PrivateDnsNameConfiguration

UTAREH@EE, SHEERY TXT SRR Value M Name,

[
{
"State": "pendingVerification",
"Type": "TXT",
"Value": "vpce:16p@QERx1Tt45jevFwOCp",
"Name": "_6e86v84tqgqubxbwiilm"
}
]

Bl | BREREHMEIE B A example.com , M Value # Name MBI/ E16lE BT R, T&RE TXT
SCEREX EE B,
8 i Value

_6e86v84tqgqubxbwi TXT vpce:l6p0ERXITt45jevFwOCp
i1Tm.example.com

BMRBEMER Name EARZFRE , RAERBEEBIREESEFERAF. TiB , MREHW DNS 12
HETRAF DNS LB B EI SRR , B LLEARE "_6e86v84tqgqubxbwiitm" , MFE TXT FR8&FEME
A "example.com",

ERMERE " 6e86v84tqgqubxbwiitm.example.com” 2% , IRIEHEZE W LAEA "example.com" -+
#8313 (%0 | "service.example.com" B "my.service.example.com")o

¥ TXT o#x 2 &48EA DNS AR SR

T8 TXT e &R ER M AIEH DNS RRES 2 R SR IREH DNS RIEMHERME TR, £ DNS #
FERS AT BER Amazon Route 53 =5 — B8 BEIME.

Amazon Route 53

ERAMENBBEBRRACHNARRAERREYCHK, ERATHINE :

18 TXT o8k 2848158 DNS AR 118
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- &r¥f Record name (FE& &) , A AREN FRE,

. ¥R Type (BH) , &I TXT,

- &H¥ Value/Route traffic to (E/#$REK B E]) , Fia ABEHRFEE.

« $H% TTL (Seconds) (TTL (#)) , # A 1800,

WMEFMEN , 52 (Amazon Route 53 A AEERE) FMERATEAEILE,

—REF

HIE48HY DNS REE ML Z NEIIRSE, EXREENAERNMEL DNS L&k, URMARKNERE
MERFIE TXT 128k, DNS iCBREMAUTRFTEZIZE 48 MEF TEN , EREVNFHEE SRR,

MEEEBMNIET , /5260 DNS REEN XM, TREHEERE R DNS RHENIHER, EFE
YAEHE , b FERHELLARENERNBRBHES,

DNS/FEE it FErs X AERE
GoDaddy 8 TXT 5C8%
Dreamhost ¥738 55T DNS FE#%
Cloudflare S8 DNS icék
HostGator £ 8 HostGator/eNom &I DNS it %
Namecheap Wn4a] 5 3 BV 48183 18 TXT/SPF/DKIM/DMARC &2 8% ?
Names.co.uk 2 F EIREA DNS 3RE
Wix B Wix 1RF PR E s E T TXT fo#&
WE TXT xRS #M

FBAIEAU TSR REENTE DNS S BB EERE TXT Lk 2 EREZMAZIEM DNS [R
25, BEHITHEAR Windows F Linux B nslookupii o

BRERAALNBERMRIA DNS Ak:R , RASLARKFS S LWBNEHERA. RNAEAEE
FIH M DNS AfRR e R E— LK.
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-creating.html
https://www.godaddy.com/help/add-a-txt-record-19232
https://help.dreamhost.com/hc/en-us/articles/360035516812-Adding-custom-DNS-records
https://developers.cloudflare.com/dns/manage-dns-records/how-to/create-dns-records/
https://www.hostgator.com/help/article/manage-dns-records-with-hostgatorenom
https://www.namecheap.com/support/knowledgebase/article.aspx/317/2237/how-do-i-add-txtspfdkimdmarc-records-for-my-domain/
https://www.names.co.uk/support/articles/changing-your-domains-dns-settings/
https://support.wix.com/en/article/adding-or-updating-txt-records-in-your-wix-account
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B EMEFIERY TXT SR EBMEER DNS RARER

1. EANATHTRERBEN B BERKRSR.

nslookup -type=NS example.com

BHEIHREHGEINEBARSE. SET - SREEIHEP —ERRS.

2. ERAUTHS , R TXT ik CEEEM , Hd name_server REEL—BSBHHRINETE
AREEZ—o

nslookup -type=TXT _6e86v84tqgqubxbwiilm.example.com name_server

3. HEL—F@whird , #5% text = REMNFHE TXT EMEF,
EEMNELP , MREHRCEREMG  BEFEEUATAR,

_6e86v84tqgqubxbwiilm.example.com text = "vpce:16p@ERx1Tt45jevFwOCp"

HiBEERE AR TR
MRMARBERF LY, THEAGHAY BEETRY IR,
- FEERIEH) DNS REE BT AKE TXT CHEBHEAKR. MREMW DNS BEETAFEAR

R, B LAERE TXT RSk PBEEmERR (Bl |, "_6e86v84tqgqubxbwiiim"),

- TEFDIEHY DNS R ER DKM BB INE TXT BHMFER. B DNS RHtESHBHEEI
BB IR TXT GCHENBEERE. RATHRXERNPESERE , FEEY TXT EREFREARBE
BREMNLEAH%R. EGH AL DNS #HfE , BEFEK BB BH B TXT 8k,

- TEFRIEHY DNS Rt EREBCH DNS EREBA/EEA NIRRT, ARERTTHENBHEEER
PRENETSHEFR R SRBENESE, MR DNS R ER TXT BKELEAIER N
BFE, FBE ISR,

. BOUBREEZRRBENBEE , RALXEZEAESSHZE AWS IRE, MRER DNS B2HELRA
e SESHEBM RN TXT 84k , BHEEHN DNS BHERBAHEEZEBLEEIR
WBHEEIRY TXT 528%, flan |, R ER DNS B Amazon Route 53 & |, A LUEATIRF.

1. 7 Route 53 =A™ , RELEE—EBESPRF|BERFIEILN TXT Lo
2. &t¥t Value (fB) , BEREBMUHENKEE , REIZ Enter &,
. HBHMESNWEMHE , ARRETFLHESE.

HiPE R R B EE TR 120
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RIEHY DNS REHEF A EK S BERTIGHERAY TXT 5ok , BUNER TXT REBHEREH
MERRE —ABEE  YES -IRIFPRBEEBIBRZE. T8 , £RERBARNEIMIR.

BEWm R BRI S ARV IR EE

EEMRIBA , EWRERREABGSESHNRE, N RESRBEERERE  GEKI)
BT B4,

5%

« B SNS EA

© SR AU

. FHSMBE

# 1 SNS BAH

FERUTHBENA ABAET Amazon SNS £58 | WiTRZ T =,
EEFATEAETYRERENBEA

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
HEEEEFKSF |, BE Endpoints Services (7 2 IRFE).

1 Hi R AR S o

£ Notifications (B &) &5|#FE,+ , i#IZ Create notification (EILEH).
# Notification ARN (BA ARN) , FFEIFZEILHM SNS £EH ARN,
HETREH |, 5B Events (B4) HIEELL

o o bk~ w0 DN

- Connect ((E#) - R EHEEEZUN N HRR. SEHERFBREXERBRESE,
* Accept (#3) - RIFRMU BRI ERFR.
- Reject (IE#8) - R H BB ERF KR,
» Delete (MBR) - BREEEE MR EIRER
7. iZIZ Create notification (B3I EAH).

BRRERG SRR =


https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud AWS PrivateLink

HEERADTIEVIRMRIHEA

+ create-vpc-endpoint-connection-notification (AWS CLI)

* New-EC2VpcEndpointConnectionNotification (Tools for Windows PowerShell)

#Ti8FEUBUR

IR E SNS /8 , AWS PrivateLink R5F KREBMGEH , WTFFR. MEFHMENA , 5
SR WNATHREIRA Amazon SNS EEHFEUBER ? £ aws:SourceArn # aws:SourceAccount
LGSR UPHLEREEEFREANER.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
}I
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-1:111111111111:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:us-east-1:111111111111:vpc-
endpoint-service/service-id"
},
"StringEquals": {
"aws:SourceAccount": "111111111111"
}
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpc-endpoint-connection-notification.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpointConnectionNotification.html
https://repost.aws/knowledge-center/sns-edit-topic-access-policy
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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B TRBUR

MREEANRINER SNS £E , KMS M ERBERLAEE AWS PrivateLink = 8EFFIL AWS
KMS API #4F, SRBEREHMT,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "vpce.amazonaws.com"
},
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
1,
"Resource": "arn:aws:kms:us-east-1:111111111111:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:us-east-1:111111111111:vpc-
endpoint-service/service-id"
},
"StringEquals": {
"aws:SourceAccount": "111111111111"
}

i B v 26 AR 5

W REEREAR TR, WREEMHEEZESER available & ¥ pending-
acceptance ARAERV IR BEARTE | RIS EMI BRI B AR TS

MBrmHERB T EMREBRN A TER W FeFEQE R TEHRE SHATMNEAEA AR,

g S BUR 123
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& B T WBR R R AR

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
HEEEEHKS | 82 Endpoints Services (i BARTE)o

12 B # PR A%

212 Actions (Bi1E). Delete endpoint services (MBRif 26 BRT)-
HIRFERIERE , 8 A delete , AAKIEIE Delete (MIBR).

o ~ w0 bh =

= EE R o T 5 M BRim R AR S

« delete-vpc-endpoint-service-configurations (AWS CLI)

+ Remove-EC2EndpointServiceConfiguration (Tools for Windows PowerShell)
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-vpc-endpoint-service-configurations.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2EndpointServiceConfiguration.html
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#E1B 7 VPC &R AWS PrivateLink

BUERER VPC HmH (BRGNS ) A THEERS—@ VPC 1 VPC ER, ERGHAEELE
BReMFE VPC ER , fIMNERE,. Amazon EC2 #H1T{EEE., AR KEY. BEZEEE , A
BENIA S — 18 VPC R E FHREIAIBIBIRER IP thit, MREEERFE , BLAKBER
R EEHIEE VPC , IfEA AWS PrivateLink /7 %2 # Network Load Balancer FEVER. &R
BFAEEEHTHE , RILEBAEREER VPC ER, VPC ERHERMARER T, ERHEREERRF
JE 1H BR

EE

EATHERFEENERE K XASHEHEEER VPC RENSENEREKE, EX4EIM BER
i, L2k GB RENERMEKE, MEFMEEH , 5528 AWS PrivateLink EfE, EERERER
AREMERFEERAHERNENER , RESHHERFERENS GB ERRAKE, MEFHAE
F , 552/ Amazon VPC Lattice EfE,

B #

- BE

- DNS X#E%H

« DNS f##fr

- #,%5 DNS

- FRERETARESE

o IP syt $EH

- EBER VPC inHEFEIEIR
- EEERIKE

- VPC ERNEIRIERE

« VPC Lattice FHE R EE

BEE

FBALUEFRIREFFNER , IRE—ERFHEEAHLANER. EEFNER , BB IER VPC
WmE, RRHECAMERNEE VPC AN FREREERCEEER, BNtA ERNREEEH
DNS it AERm MR T ENFAE IP ik, A%, RESEBEREE , £/ VPC mEEERZ
B EREEEER,
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html#loadbalancer
https://aws.amazon.com/privatelink/pricing/
https://aws.amazon.com/vpc/lattice/pricing/
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TEERAERFINERGR , FRHAERSFAESLZER T AXNLANEIR AWS RAM :

Region §

Consumer account Resource-owner account

o) o
" share
-
W - [P —
@ I i E
Resource Resource Resource Resource
endpoint gateway  configuration

ZEEH

° ij:g TCP Sﬁrio Z:i*g UDP ﬁ;%o

- BRERLARTESERRIN VPC B , MARREBERN VPC i, BEIRR VPC EEME
i & VPC KRR E AR

. ME—XEM ARN BEJFRRE Amazon RDS &R,
s VPC ImEMERFENZEL>—BUREGSEAER,

DNS =#Z#H

8 AWS PrivateLink , A AEAMERESREEELIZTER, EREVYER VPC inBiiE , RS
BIyUEE DNS 2% (fBATERDNS B2 ) |, AKRERE VPC MIANPENERERA. RAES
I&MEF DNS MIEmE IPsHERZELRHN BR, BIR VPC inHAIFEER DNS EBEE T 5IFE;

endpoint_id.rcfgld.randomHash.vpc-lattice-rsc.region.on.aws

EEREM ARNsH IS ERFRIEREYER VPC A , B LUBATLE DNS, ZEiB#HE DNS , &
AILAEERERA AWS lREAZRMERN DNS fRBOERIELHER , AEEBRER VPC wEHIARLE
iR, MEFMEN , 552 MBthe section called “DNS f#47”,

T35 describe-vpc-endpoint-associations T A &R ERIHEH DNS BE,
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html#AZ
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-associations.html
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aws ec2 describe-vpc-endpoint-associations --vpc-endpoint-id vpce-123456789abcdefgh --
query 'VpcEndpointAssociations[*].*'

LT REAAFAE DNS B2 Amazon RDS BRI EMNERin® @ HEHl, 3 —1{8 DNS EBR AR
DNS £#, %8 DNS #BREBRNLEAEES , EER LB HRMNFREN A FEENE
WFAE IP tbiik,

"vpce-rsc-asc-abcdl1234abcd",
"vpce-123456789abcdefgh",
"Accessible",

{

"DnsName": "vpce-1234567890abcdefg-
snra-1234567890abcdefg.rcfg-abcdefghl23456789.4232ccc.vpc-lattice-rsc.us-
east-1.on.aws",

"HostedZonelId": "ABCDEFGH1234567895000"

3,
{

"DnsName": "database-5-test.cluster-ro-example.us-
east-1.rds.amazonaws.com",

"HostedZoneId": "A1B2CD3E4F5G6H8I91234"

b
"arn:aws:vpc-lattice:us-east-1:111122223333:resourceconfiguration/
rcfg-1234567890abcdefg",
"arn:aws:vpc-lattice:us-east-1:111122223333:resourceconfiguration/
rcfg-1234567890xyz"
]

DNS &4

R AEHNER VPC in BT A DNS L2 0. Hitt , B DNS BB REfT. T8 , XK
B VPC 588y DNS @ERNEEE ERin AR N ENFAE IP tiit, RELEEESHIEIB VPN = Direct
Connect ZEVE Rk BFTER VPC , BRI A AEL DNS ZBBIREAZBEEFEEE R,
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& DNS

WMREAFEH ARNs W EERELERAER VPC B HFHE DNS , BEH VPC EIEEA DNS £
HEZEA DNS #47 , RMEAEEBHET DNS EBNERERRIBEMN AWSSELERAEEE,
EERTGITEERTER DNS BN HE  HEMITA VPC P ERIBERENEOILE IP Muit,

Amazon B&H VPC 124t DNS fAiR8S , A Route 53 Resolver, Route 53 Resolver & B B i #T 4
B VPC REEBANALEREETPHNGEH, B2 , BEENR VPC A Route 53 Resolver, 1R
R ERAEBEMIRFE VPC inE , B LAEFA BET DNS 8 , 8 LA A Route 53 Resolver
% Zh#0 Resolver R A, MEFHMER , FSBAWS Transit Gateway B2 AWS PrivateLink il &
Amazon Route 53 Resolver,

F ARG EA ] A [ 13

A LA VPC ImHRREASE A EE —E 7Rk, RASEFHEBETEIL VPC imEME HE BT
H. RMSBRIZ VPC imFiay P it A | REFRPH P it iEiRiG S ERMMRN N H. £EE
RIEH  ATERSTHMENEYL  RMAEBASE VPC hBREELMETHESE.

P ith k257

BERIBE T TE IPv4, IPve SREH BN, X IPv6 HinBi ] LLER AAAA EC#%E FE DNS &£,
BERHMN IP it EHR S EAEERIREN FREKES , TR

o IPv4 - # IPv4 bt iSRG BN IR R A EH,. REEMAEZRINN FREES IPv4 it EER | X
EiigIE,

* IPv6 - #§ IPv6 it fEiRIG BRI IR B N H. RABEREENNFHEER IPv6 FRE , I ZEIE
Ho

+ Dualstack - # IPv4 # IPv6 #ilt 15 RAG SN IR MR N H. REEMEEIRN FHEEES IPv4 M
IPv6 it EE R | F BB E,

MBER VPC in B IPv4 , BligBBENEES IPv4 tiit, INRER VPC inEi#E IPv6 , Bliw
BN EESR IPv6 i, FEERPBMRERESRIREEKAELN IPv6 ik, MMREFER IPv6 bt i
RUHEERAE |, 35EE denyAllIgwTraffic ERA,
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EIBER VPC inEEFIER

B ERAERIFFR VPC IR |, fla@E 2, IP #hitsl Amazon RDS ERE, EiRim#EMH

BRNAEFEE, BEUERFHME , B EEE -, #EN ARN EENERERE, ERinHREE
H-EEREEEVEY, SRERBTURRE-ERI—HEER.

T RAR

FEEBVERRE , BYLAFETIITRES,

- BAABBCRUNERER IR EB BEYMAANS —EIRFE AWS RAM,

- MREFHEERRS —ERFEEHLR L4 AREAYEITSEREENERLA. WREFME
# , F2H (AWS RAM R E1Er) Y < EZRIBEEE >,

213 VPC &R
EATHRFRRY VPC ERiE%. BYBRBHZ%  AREEREZLBENER,
R VPC ERH

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EEEH & HIRE Endpoints (S Eh).

BER T IR,

BAILEERR , UEBRSHRNER iR,

SHEER  BEER

SHHERERE | BERNERAEARE,

SHPERERE  ENEERPEFEIRERN VPC,

MRERERTFEERARHNFSE DNS & | BB EMERE. A DNS 8, ZEFHILLY
gE , FREECERA VPC WEBMRA DNS = #EBA A DNS X&E., WHRFMEN , F2Hthe
section called “EREAEN BT HBE AR,

9. ¥R, ENBAEHPEIRIERAEN FER,

© N o o K~ 0D =

EEERETR , ATERSTRAMMNEN , RMNEBASME VPC inH
10. PR LA  BNLLHE.

RE =D WE A EE.

MRERIEERSHE , AIGEVE VPC ARTEHER B,
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https://docs.aws.amazon.com/ram/latest/userguide/working-with-shared-invitations.html
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1. BERM W

£ 5 HIE M &R iR R

 create-vpc-endpoint (AWS CLI)

* New-EC2VpcEndpoint (Tools for Windows PowerShell)

EE & R

BUYERREZE  AUUEEAZRSHERER.

%
- MIBRUmRE
- ERTImRE

0 B4 i B

VPC Uit Bh#E5 3R A A & BN ] il BR o
FF E2 A MBRiw 2

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. HEEEBEHKTIEE Endpoints (FHE).

3. EEUmR,

4. iBE Actions (B1E). Delete VPC endpoints (MEk VPC % 2.
5. HIRWFIRTE K F&R—T delete,

6. EE MER.

{52 A on 5 1 M BR i B4

» delete-vpc-endpoints (AWS CLI)

* Remove-EC2VpcEndpoint (Tools for Windows PowerShell)
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https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-vpc-endpoints.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpcEndpoint.html
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= Ll
5 i 2

& AT LAUEHT VPC R

ERER A ERXimR

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,
2. TEEBEHEIKFIEE Endpoints (3 E)o

3. EHUmR,

4. EBEDE, AREEBENEE,

5 KBIRETRIEIEN.

£ Al a5 = 5 E R v

» modify-vpc-endpoint (AWS CLI)
+ Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

VPC BRI EFRERE

EFRAEAREGEREM VPCsHMRF PR AP RFRNERNE R E, SRERERAER , £
et VPC MRFEHRHNAF IR , RFFAR. 2. ERM@EERE VPCsHNEIR, BRMARREE
WO B K B R 8 AR A B

B 8

- ERERENEE

- EREE

- ERRHENBITEEEE

- EFRAEN BRI EEEE

- BB EEESENEIREEE

- ERER

< BABE

- ERERHE

- FRER
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- ERRR AR SR Y BB

- FRIGHEERAVIEE

- EB HHERERE AWS RAM

. B

« 7£ VPC Lattice PN &RHRE
« &I VPC Lattice EiR4HAER) EABH

ERARHNER
ERERTUERESE, TREENHBRRTAELNER. HLA .

E-GRERE : 1P it i@EEE. eAUBULHLA,
- HIEERERE . TERERBNES. EUNEIHA,

- TERMERE  BEEREEBHRE, ERAXK IP HuRBEEE. C/EBIHA ; MBEREHRA
AN H, B ERERETIENBER, EE  HEegBH I #FEANAER
B,

« ARN R4 : RERHA AWS REMHEMNEERER, Hla0 , Amazon RDS ERlE, FEIRHLE
B BEEE AWS,

ERFE

BREEHEEREERER., ERFEAER—4H ENIs , AMfiBERATEN VPC BAE., ZEEFRHERE
A RN ERFEEHEER, EHM VPCsHRFHHAFIRTFR VPC AN EIRE , EREFIR
B VPC A ERRAENSERE,

EREEENETEEEE

BERRAETUREFREABEZIERERE , flW example. com , HUFA & A LAE A E R RFE
BREE, BFIIMERBULBRERERERENERE  wALRE=FH AWS B, BREHER
LERERERRALARNEEMN Katka #5E, TLS HERARBEASHHM AWS ER,

THEEBHARNERERRERS

- BRMEREREE—EATRE.
- EREEBHNETEEEBRELEE,

EREENER 132
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. FEARARDAENTERLITBNEE,

« SEAILAER VPC Lattice FHBEABRERFRBEEIREERE. NFFMEN , F2H

https://docs.aws.amazon.com/vpc-lattice/latest/ug/create-and-verify.html,

- BREAFENTENERARE  SLALEREERER LEEHEME, <& , TERERET
LEEBRFHERES FEENBFIRE, NRFELIAHERE  SUUAFREREMNEIRAER
7 , {8 VPC Lattice TE€AERMAE VPC PN FRBEEZBHREMTEEE,

ERNAZENE BEEE

EERNAEMAREE BT RSB BNERERERE | IR L2 VPC Lattice EH VPC HEE
Route 53 FARFEEEE. ERNAERBMENEE , MABRERFF VPC Lattice EEM A ERER
W

EFEBERinE., REMEREGHNREEE VPC B A RS RERNERE , EREAEITURE
private-dns-enabled 2%, BRT private-dns-enabled 8% , JHEZE LA DNS R#IER
EEMMH L VPC Lattice EEFMBLEERTNMEE., HEEZALLUEET5IFE DNS REFRE :

ALL_DOMAINS

VPC Lattice IR BT REIBBHELFTEERT,
VERIFIED_DOMAINS_ONLY

REEHERCRREBFTREEBBE , VPC Lattice T EMEZLAREES.
VERIFIED_DOMAINS_AND_SPECIFIED_DOMAINS

VPC Lattice @ AFTEERBNBIIMEEBNERNAEEENEMtBEEBHELERER
H, BRIAESE private DNS specified domains 2P IEERBERE.

SPECIFIED_DOMAINS_ONLY

VPC Lattice B AERMAZEENHEEBHAELNEREESE ., EREBAERE private DNS
specified domains ZEFiEEMBEERE.

EIERUAFLE DNS B | VPC Lattice €7 VPC R AEE RERHABBN BT RSB BELLE
FAEEE., RIBETER , 78 DNS RIEFEERERA VERIFIED_DOMAINS_ONLY, EXTRRAEBEE
RRREECRESIIBEEEE , TEERYLEAEEE. MREHTIE DNS REFSHERES
ALL_DOMAINSE;, SPECIFIED_DOMAINS_ONLY , A& BT AE B BB IRE AT , VPC Lattice
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HEEUIERERES., EAEETRERILERAEEER , £ VPC 2IXBENFERENIER
VPC Lattice i¢H. ERERAEFLELBTREE BN REREB VPC Lattice ALL_DOMAINSH:E A
VERIFIED_DOMAINS_AND_SPECIFIED_DOMAINS, 3§ SPECIFIED_DOMAINS_ONLY{R%F&&7E.

REPREEREREEEZETSE DNS RIFRERS VERIFIED_DOMAINS_ONLY, EZEHEEZRE
fUFF VPC Lattice AERHEZIIRFHEREFNREMBALEGAEESE , RiNEHEZEFE,

EEZEEFAE DNS EEMEFEE , ERRAE T R ATEERERE , flm
my.example.com , SEAEAF T , W *.example.com,

THEEBRRERERENERAE

- 75 DNS BASHEEEE,

- BHERBAREFREAB ERUAFE DNS , LUEHE VPC REVNBRE. HREFER K REERE
REABIYFAE DNS AR EE B B IR H R in M AR T 888 VPC BABiAYF.H DNS BRI &,

R EREREN B BEEE

AR ¥ 485 EIREEBAYFAE DNS A B EE R IREMI m A FAH DNS BUAH B M AR #5#8E% VPC
B,

MRBEBRAEEERIRE AL EREAR |, (BRAFE DNS , VPC Lattice T2 1E RIEHEEFEH
£ VPCs h AZEREEHENERERSE , BIFESEREMBRHH I REMEEE VPC IR BT
& DNS,

¥ ARN BRKERIERE , FAH DNS EEA true BTE,

BERER

EERERET , UTHHP—BHXBRIER

- 3%iB Amazon Resource Name (ARN) : B AWS [REMEN X EEFRER THE ARN #Fil, EXE

Amazon RDS ERlE, BEEZAT AHEINEEETERERE,

c KPBEBEE TN LFETNBEEE. NRENBIEEBIEGE VPC A&/ IP, BIAEE
VPC H EE NAT &,

o X IP 3k ; 8 IPVA , RTHIEEIEERE IP :
10.0.0.0/8. 100.64.0.0/10, 172.16.0.0/12. 192.168.0.0/16, &t¥f IPv6 , & VPC {EE IP. FXIE
(L\\|PSO
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B ERARER  ATNESERSXENERBE. BEXE TCP BARE.

EiREHE

EERVEREAE  CTNESLSESEROERS, FTANELMERE FERASR,

FH EIR

HEEWUER VPC iR siEBRFMEE , EEtHE VPC FRRERER. FRAFEEE , LTMA
€ VPC FEUEIRF AV ERIERE , SUEBHE MRS RS AN ERERE AWS RAM,

- EEEDRERAR

& A LATE AWS PrivateLink VPC R EV EHEERHW VPC il ( ERWE ) , £ VPC A TERER
fHRE, MENMMELERiENFMAEN , BFSBAWS PrivateLink  FA&EERE) FHEE VPC
BRo

- FEIB AR 7 ENE R AR

A LS ERAA R B IR TS MBRR 2R ST B | YA VPC EIETREMEEK . LA LUEIB RIS & A R4
& VPC iw B | #& VPC E#EZE AWS PrivateLink FRISHEE .

MERBEEEBN R MET, | BFSMEE VPC Lattice FRISHEH 1 BIBH.

MERKMEK VPC BN SEMAEER |, 52 BAWS PrivateLink  FRAEEE) PN FEREERE,

REH VPC BUATLE DNS B , G155 A0 E 1 BRAB ARER 11 B Ri% B F IR TS 4B B B
B2 iR 5 A B IR B A B B

EHEEAERE LA EIRBLER | fli0 Account-B |, & AWS RAM , Account-B AT LAE #E 1B E R
VPC i B2 iE18 IR B B T EVE R A 58

= EFEBREMERFEIERERE , Account-B XA ERAREREMEREVED. REBEAERS
ZBEHA. Hit, Account-B ATELER Account-C £ A E R ( BHERALHERBEYN ) K BENE
SR A $E Account-C 12H.

ATHILEEEEREHRR , EAUEEERERELINEEERS ZBARANREER. NREEE
1IEIE |, B Account-B A A SRR EIRAE RERTIE 2 C A A SRR A SR EL AR 5 4 A B9 AR FE 4R
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AR FE BRI A

ERES —ERF L AERBARER | Hli0 Account-B , FEiB AWS RAM , Account-B AJSUEBLL T =&
FRZ2—ERER :

- EREREERN VPC ik ( EIR VPC ImE ) o
- EREESRBEMERN VPC vk ( BRIEHEE VPC ink ) o
- (EF RIS HEER VPC RABH,

B A RSB , SEERESH 129.224.0.0/17 BRIERESE FHEEN IP , ER AWS
BEBET AN, i8R VPC Lattice ARIZEIR VPC Lattice I RERHE RBENZEFEE
BELAWEE, EME IPsEHEEMEEH VPC BHER.

HAREREE VPC in AR A VPC Bl , ERMERLENEREIIRS B PHREMERE ., RER
BAERE 2 BH£ A, Hitt , Account-B AJLLEE Account-C A EREMEE (2EERMEE) K BL
MEIRARE Account-C 7B, A THHLEEEETRMHAA  SAURAEERBECHEEAERFZ
B ANREREE, MRERAFFERM , B Account-B M LGENERALEFIEE LA mf AR

H At bR 5 2 A B BRI EK .

ZEiB HHERER AWS RAM

BRERECDHE B4 AWS Resource Access Manager, R LUER BEE M 1R 5 X A ERERE AWS
RAM, E&E AWS tkRFHLAERMERER K XRFPHNAFHEIULTERER, BAUER PNE
REARLAERERE AWS RAM,

£/ AWS RAM £ A RRFEFENERLA, EAUUFHHNARER  UREEHFER AWS
HIWRF . MEFMER , F2EAWS RAM ( EAEER) FNESHLANER,

EEREEREEHBENEREFFNE —@E VPC FBER , FFAEEZER L HERERE AWS RAM,
Btime

AL\ EE R TRAEERR. B UEEEFEIXZAGFMN BN,

1£ VPC Lattice HE N EIRHARE

BMERERE,
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AWS EXE R A

EREFRARNERER

1.

N o g A Db

9.

10.
11.
12.
13.

14.

15

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EEBH KK PrivateLink f Lattice T , BIEERARE,
BEEIERERE,

BWAZAWS IRFHRE—HNEE, SRIEEVEREBZBELER,
gtfiiRe e | BEEE - TERNER , I FERFENEREAE,
BEELXNEVNERFEE K NIAEVERFIE,

(B ) EEWAHTHEEER , FRTTIEP —EHERE

NREBFE-FENERER , @ AGIRAEE, ERIAETUERLEES
BRTFEUENERERE,

NREEEHFEANTEANERERE  SLAXEHFAERERE LIEERERE, BT
®, TERERUTUERBREFARE TR BETAE,

(&F ) WmARRE D,

MREEERTHEFERE , FRMURE D. EURERHEENELEEEIER,
BELFENEREARRKRNERHELT,

BERELEHAERNEREEE,

S BABIERE | BELERERE RS AT LASE A] A A B0 AR S AR B 2 SRR B
SHHAAERERE  EETRNUTFRLEREEBNERLA,

(IEA ) HRER  NREVEERHERATNFRNEE , FRAEREFMARNRITE
HY 3t o

(CER) EEMEBER , BEZ Add new tag FTIEERE) , ARWAERNWENE,
BERVTERERE,

AWS CLI

T %l create-resource-configuration S S EEMNE—EFRERE WA HEGTREEE BIH
Btexample.coms

aws vpc-lattice create-resource-configuration \

--name my-resource-config \

BURREE =


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/create-resource-configuration.html
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--type SINGLE \

--resource-gateway-identifier rgw-0bba@3f3d56060135 \
--resource-configuration-definition 'ipResource={ipAddress=10.0.14.85}"' \
--custom-domain-name example.com \

--verification-id dv-aaaa0000000111111

T %I create-resource-configuration in S BERV FHEERERE , YAAHEGTRAEEE BEI1H

Btexample.com,

aws vpc-lattice-custom-dns create-resource-configuration \
--name my-custom-dns-resource-config-group \
--type GROUP \
--resource-gateway-identifier rgw-0bba®3f3d56060135 \
--domain-verification-identifier dv-aaaa0000000111111

T %l create-resource-configuration iF P &EIN FERERE K WAEHEBITHIEAE Bk

Bchild.example.coms

aws vpc-lattice-custom-dns create-resource-configuration \
--name my-custom-dns-resource-config-child \
--type CHILD \
--resource-configuration-definition 'dnsResource={domainName=my-alb-123456789.us-
west-2.elb.amazonaws.com,ipAddressType=IPV4}' \
--resource-configuration-group-identifier rcfg-07129f3acded87626 \
--custom-domain-name child.example.com

EIE VPC Lattice E/R{HRER BB

BERF P MAFRLRAERERIEEEIRFIUEZRERER VPC i SE 1B RBR IR IR F
WMERERE, Hitt , LA EIRE RS B A b R B3 B A AR 75 48 28 A B

EHE IR B R B
2 37 0 M R AR S O B B

(® Note

RIS RIS EERAER B EBENEFEEEAR , FRESZHN AWS RAM K
RRA , WEREARAK 2, MFEFHMER , F2E AWS RAM FHEIERM,
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£ E 42 & B 12 AR A % A

1. 7£ https://console.aws.amazon.com/vpc/ BRI Amazon VPC £ &,

FEEEEKN PrivateLink F Lattice T , #EERMERE,
ERERAENEBUMAMEHEEAER,
BRI B BB 3R B R

BIER S RIH,

& VPC Lattice Br#5#88% PREVRIE M. HERMRIEMAE , FHRZFRE I VPC Lattice M,
(R ) BENEER K FRARBERER ZEENEER AR ARRRCIBNERE,

(iBF ) TZERALREBREREHNISE DNS 218 |, 52 ERATE DNS &, mEFA
B , 552 Bithe section called “IRIEEEIHEEEN BT RBETE .

9. i##E Save changes (RREEE),

10. EEMKREE , FHENEBNKEG R , ARIZZSE. MER, HRBFERTE , FAA
confirm , REZIEIE Delete (MBER).

©® N o 0o bk~ b

R BRI ER AWS CLI

£ create-service-network-resource-association #p

£ M BR AR %5 48 2% B B AWS CLI

{5 delete-service-network-resource-association i

EHEE VPC ik B9

AIEREERERSEIIRFHAFHKIWEEERFAUEAER VPC in R RFIERMARE., MREH

ERERESETMAEERE , S ERARATSE DNS KA VPC Lattice BERHE Rin 2 RS

BinEHELETEERSE., EK , AFRTNBEZEEGREEBRFMERERE, NWEFHEEHR , F2
Edthe section called “EREVAEHN BT MEHE R

AWS EEFEA

1. BEEVFINHMER  FoEEAEEERP M PrivateLink 1 Lattice , AR BF iR,
2. EEEVRH.

3. EWNEEEER VPC WERMERE,

4. EWVPC., FHEBMZLEE.
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5. (R ) FERMTE DNS 1 E DNS ZH , FZHUNAH DNS B,
6. (EA) FELR VPCIHE A FEENEER ARG AERZRIBNERE.
7. BREBRMWH.

AWS CLI

T % create-vpc-endpoint in &M FEHAFAE DNS B9 VPC in®, FAH DNS [REFRERE
% , VERIFIED_AND_SELECTEDMZENHI#A1E A example.com#l example.org, VPC Lattice
ReAF e BRI MIH example. comsl HEFBFEE EFHexample.org.

aws ec2 create-vpc-endpoint \
--vpc-endpoint-type Resource \
--vpc-id vpc-111122223333aabbc \
--subnet-ids subnet-001laabbcc2233445 \
--resource-configuration-arn arn:aws:vpc-lattice:us-
west-2:111122223333 :resourceconfiguration/rcfg-07129f3acded87625 \
--private-dns-enabled \
--private-dns-preferences VERIFIED_DOMAINS_AND_SPECIFIED_DOMAINS \
--private-domains-set example.com, example.org

£/ 3 VPC unRiEHE AWS CLI

DA
T o

% create-vpc-endpoint @

£/ Bk VPC inBhE3HE AWS CLI

£/ delete-vpc-endpoint a9

VPC Lattice FH &R 1E
ERFERERMEZ VPC WEAGKES, vEHZETAHEE,

MRETER VPC ANBERAIEE M VPCsHIRFFE , VPC X EERFERME, SLRANESEER
HEGRFEHEER, EHM VPCsHIRFFHWAFiRFR VPC FNERE , EFREFIIHREZX VPC
FERFENAERE. RENKEF IP RERFER IP i, BAILESE P it iEikieE R
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55 BEE 2
EREEE 2
BEREME =
BRER =
BRI (RSHE) 2
ACL &
ABAC (BRI ER) =
iy e =
E3 Bl 2
REAE B
RBERAS &

EEZ2M 7 # AWS PrivateLink FMEfth i{TEE K Z & IAM ThEE AWS BR7 #BEFER , F2E (AM
AEIERE) PR IAM AWS 2EFE AN RS,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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1 & 2 B B% AWS PrivateLink

XESDBEBE

o BBRERMME S5 (Fla0 IAM /A&, EREFASNAR) B JSON FFABERN A, BELR
RAEH S EMERG TREBEERATHERF, NFTHRUOMELSIEBER , F2H (AM
EAEER) PHEEBEFERBRER B IAM A,

ER IAM B2 BEBER | SR LUEERFTSIEENBENER , AREMERG T AFFIEEBIF, W
BT H#RIEE JSON BERRERMMEE , F28 (AM E£REERE) T/ IAM JSON BETES
%

0 & o BBR € 5] AWS PrivateLink
EER AWS PrivateLink &2 B BRI 5] |,
W EREBE AWS PrivateLink
SEERBEEK : 2

28 15 9B BUERE B AWS PrivateLinks

ﬂh
%

ERBBREZM MBI ERH JSON R, EREBERNEE REFIZ 1AM ABEEBEN
Amazon S3 REEEBEX, EXEEREBRNEES , REEEETUFERACHREHEISEER
WFEER. HRMNBENER  BREEREEN IR ILUEZERATHNEEUAREMERET
BITHEME, X EEEREBRPIEETE. ZXATUEERE. AL, AG, BEG2ERE
=; AWS IR,

WEMABREFEIE S EEMIRFREEMBIRFS IAM EREAEREBRNER, NF
AHEEA , F2R (AM EREER) 8 IAM FERIES ERF .

AWS PrivateLink [REXE—EUERAEBRNBRER K BARBEE, WmEHBEREHIHL AWS E
o AR R FEIRE RIS, MEFMER , 52 /Bthe section called “im B BEE,

BB B AWS PrivateLink

XEBUREME : B

EEE A LMER AWS JSON BUERRIEEH AIUERMAR, WHER , BHMEERE T BERA T oSt
EEREITHL B F,

JSON BURRE Action TEBERETARARAFHIEBBRPFRNEF, BREERADERETH
1TAABABR BN ERVET T,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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ec2 B ZE P EIME

K E LB /E AWS PrivateLink  Amazon EC2 APl N —#% ., ELBREIEFER ec2FH. MEFM
B, 5528 (Amazon EC2 APl %) dpyAWS PrivateLink B4k,

vpce & EBHP BN

AWS PrivateLink tBi2tEBRAl1lowMultiRegionsf TV ENVE, WWEBEREIMEME vpceFEH,
FIBR &R AWS PrivateLink

XEHERER : B

EEEWLER AWS JSON BERRIEEH T AFHAR, tWH2R , MEEBE M BRA T o E
BEEIREAITHLBF,

Resource JSON BUR £ WIEEEERABEN YT, REEBEHKRMEAE Amazon Resource Name
(ARN) RIEEEER. EHETIEEREBRFT , FRAEBAF R () X ZFERNEBEARMEER.

"Resource": "*"

BRI R 5|88 AWS PrivateLink
T IERBSERERESE 2

EESWLER AWS JSON BURRIEEH T AFHAR, twpER , MEEREERE T oA
EERHITHLEBIE,

Condition TEERBERNIRY , EERBXNBITRBE, BB ERFRTEETFNRTER
X (BINSFRTIR) , REBBRPORGENFBRPNE, EEEFHME AWS £ERGREIE , F2
B KIAM EEREIER) PHAWS SR ABTREI#E,

THlEHZES|EEBR AWS PrivateLink :

* ec2:VpceMultiRegion
* ec2:VpceServiceName
* ec2:VpceServiceOwner

* ec2:VpceServicePrivateDnsName
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-privatelink.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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* ec2:VpceServiceRegion

* ec2:VpceSupportedRegion

WMFEFMEN , FSB Amazon EC2 W RHZR.

i #9 ACLs AWS PrivateLink
TEACL: B

FEUZHIEE (ACL) FHEFIBL X (RFKE, FRENAC) HEFIEEZERNFFT, ACL EHR
ERAPCR , BEMTEM JSON BERMXHFER.

ABAC # B2 AWS PrivateLink

%18 ABAC (B M) : £

B RFEUES] (ABAC) R—EREXRE , MBBEARRNBMRERT T, LU REREEE IAM
BB AWS MEIR , RRRET ABAC BEX , LMEEZREANRBRNSER LVERE RFHRF,

MERBERIZHIER , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys R4 %58 , ZEERNFGTESD , RHEREA.

NRBBHEXESEEREENLH=BRGR  REZBBEMS , EA Yes. NRBBEERELE
REHEN SN =ERH® , AEA Partial,

WMFT ABAC HIEHHAEH , F2H (AM EREER) PHER ABAC RIEESRFTT. WEEESAR
E ABAC ZERRNHERE , F2H (AM EREERE) FHNEABEREFEEZSE (ABAC).

i FAEREEAER AWS PrivateLink

XERKERE : &

R EAERRMYE AWS ERNEHFN , YEAFEABMESRVBRACKAETEY., AWS EEE
BEELAHREAEN  MAREARMENER. UFFMAEFA  F2H (AM EREER) F1
IAM 7 B R s &2 2 B RS BE 1) £ |AM FE B EERIAWS AR#S o

1Y 5 IR 7% £ RE5F 7] AWS PrivateLink

YEEEFNIERR FAS): 2
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-policy-keys
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BIX I TERE (FAS) SRR MEFEAFTA AWS BRTE |, &S AWS BRI BRE T ERERH
AR, MFRH FAS BREFNERFHET  FSRERFHTERER.

W R A& AWS PrivateLink

XERKAG B

REACRRBEEETN AM S€ , AIRETEE, IAM EES LKL IAM RE, 18K FN M BRIREE
Af, MEFMER , F2H (AM FREERE) PNEIHEUEIRFITHE AWS RiE,

1 AR F5E 45 A & AWS PrivateLink

XERBELAG &

BHEFACGREGE N —ERBAE AWS . BB TUREARENTHENAR. REERS
AEgHREEN F AWSIRFE |, YHERBHEE. IAM EEE TR  EFRRERKERSEHN
AT A,

0 & o BB SR & 5] AWS PrivateLink

BIBFFER , FAENACTEMBELNIEN AWS PrivateLink ERWER, EERTFHEAEHERS
ERPATEENFTE , IAM EEERUEY IAM BUR,

NFETHROAERISLES JSON R XMFEY IAM B BEEE , F28 (AM EAEREE) FHE
3 IAM BUR (£ B).

WE EBNBENERELNFMEF AWS PrivateLink , IEBEEREEMN ARNs B |, 2
B (RBEESE) B Amazon EC2 W ENE, BEIRFRHZESIE,

W%

g4

5% VPC im B

- BIBRBHEEEZRS VPC mFET

- BHAA VPC mRRFIEENFTLE DNS £718
« EHFS VPC mHBRBEENREERE

2l VPC i B Y fiE

BIFFER , EFAERAEARNENTT, EUNBISSHEBEKR , BEMY. SR, RANMERRIEN
BRETEAE, THIR @,

REAE 157


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action":"ec2:*VpcEndpoint*",
"Resource":"*"
}
]
}

WMEMEA VPC im B HIREEFEINERH , 552/ the section called “x BB,
BIERBEE & ZE VPC mBEIL

BRI AR VRREME B R (amazon, aws-marketplace SiRF ID) , /A
ec2:VpceServiceOwner {fH &84T E Y VPC ixE. THEHASSHEFERIEENREESS
B VPCIHEMErT. EEMALES , FERES. 1RF ID MERE#HEE.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:us-east-1:111111111111:vpc/*",
"arn:aws:ec2:us-east-1:111111111111:secuxity-group/*",
"arn:aws:ec2:us-east-1:111111111111:subnet/*",
"arn:aws:ec2:us-east-1:111111111111:xoute-table/*"

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [

RIFRBHEE ERH VPC ImBE T 158
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"arn:aws:ec2:us-east-1:111111111111:vpc-endpoint/*"
1,

"Condition": {
"StringEquals": {
"ec2:VpceServiceOwner": [
"amazon"

1

EFI A VPC im R RIS ERIFLE DNS B3

A AR REE VPC W B RIS M B R AV AAE DNS 28 , £ ec2:VpceServicePrivateDnsName
RESWIEHTIERHELN VPC inERE. THEHFISREFERIEENWTE DNS BBEI VPC iF
HRIEMET R, BEEMFEALES , BFEIRES, RS ID FMFAHE DNS &,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ec2:ModifyVpcEndpointServiceConfiguration",
"ec2:CreateVpcEndpointSexrviceConfiguration"

]I

"Resource": [
"arn:aws:ec2:us-east-1:111111111111:vpc-endpoint-sexvice/*"

1,

"Condition": {

"StringEquals": {
"ec2:VpceServicePrivateDnsName™": [
"example.com"
]
}
}
}

ZHE A VPC IR RISIEEFLE DNS &8 159
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AWS PrivateLink

1

HI A VPC i R Bk 35 18 E 1Y IR 35 &

BT LAARYE VPC BRI B HE |, 1 ec2:VpceServiceName H &8R4 Z K VPC wE,
THEHEREAFRIEENREBZBE VPC InBMEFr, ZEFEAES  BFERED, RS ID

MR 4 8o

JSON

"Version":"2012-10-17",

"Statement": [
{

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource":

"arn:
"arn:
"arn:
"arn:

"Effect":

1,

aws
aws
aws
aws

tec2:
tec2:
tec2:
tec2:

us-east-1:111111111111
us-east-1:111111111111
us-east-1:111111111111
us-east-1:111111111111

"Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource":
"arn:aws:ec2:us-east-1:111111111111

"Condition": {
"StringEquals": {

"ec2:VpceSexviceName": [
"com.amazonaws.111111111111

tvpc/*",
:security-group/*",
:subnet/*",
:route-table/*"

:vpc-endpoint/*"

.s3"

BHEA VPC BRI EENRE BB
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52 7 i BE BUBR AR B VPC i B 2R 422 il 7 B

i B BUR R R E# R VPC im B AR HIHRLE AWS R AU Ain B FE NWEREBER AWS R,

HMBRTEBERIAMKE T EBRREFREBR, Hlan , MREEHRERHIEEE Amazon S3
BB ER Amazon S3 T BIRREZH B E R TIFE VPC BREFIFENFEUE.

B $

- ZEETH

- FRRRRBUR

« N EmFBE

- FERMNER

- EE#f VPC imBBUR

ZEEH

IHHBER2EA IAM BEREES Y JSON BUR X, HMABEE Principal THR, mEBERH K/NART
#Bif 20,480 E=FETT (BEZEK).

- BERR BANENRERME AWS BRI, B SE - nMBREZS R, &0 UREREH T
RBK, MREAREERIBEER , ABRMSERF R BE,

« WIEPRAE & AWS RIS ZIEBRBBER, MR AWS R TXEREBEER , RAAFTEEZIREH
R 2, MEFHMENR , 552 Bthe section called “HiRiE BB E L,

- BEA AWS REBUANIKHERBTEY VPC infils , BAgAF BTN,

- BEEBEAFR (R ?) IBERFEEFHSERRELERNITNLBRERS|IE (il
aws:PrincipalAccountd} ) #¥E £ Haws : SourceVpc,

- ERERAFERTEETR , S4AESEBAFAZARCRERAZEDLANEEEF T,

- BEREERSFETESIEE ARN B | ARN BWIRFE S T A ZRIRF ID XEAF T , BFERR
@Em%o

- EHmBEEERE  BEAUNFEREDE,

TR Rx U R BUR
FRGHER SR T RN TR,
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"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*"

}

]
}
71 T i 6 BUR

WE MR BURE B AWS BRTE |, 5528 the section called “BEWRE . RETNE—HBETSERE
AWS PrivateLink B9 32 4F&E & AWS BRFS. IR AWS R X EHEBE  EX4easkBEBESE
'{§IJ0

EIPENE Y IES

FEAMERER , TRPrincipal X EREAS *. BEEBERTA , BFH aws:PrincipalArnff
HEi|,

"Condition": {
"StringEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:user/endpointuser"
}
}

MREUTIRRIEERTA , AWSIRFIRERAE IRAESEIERT A MARKFHNAEERE
Mae,

"AWS": "account_id"

MERERNRHBRAES , FSETIIEE :

o HEAM Amazon S3 #Y i 2k
« DynamoDB K9 2

E# VPC ImE R
ERATHIRFRER AWS RENHEBE, EFRERESR BEENBEREIE,

I E S BBUR 162
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BEMER TR EE R

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

HEEEE & IEIZE Endpoints (ImEh)o

#EL VPC i Z

i#E Actions (Bi4E). Manage policy (BEEB%).

EIZ Full Access (RE7FH) UAFTEFERE , S&EE Custom (BEF]) MWiEZEBFTER,
BERE

2 e

HREABTIERRIBUR

» modify-vpc-endpoint (AWS CLI)
» Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

AWS B ZE B AWS PrivateLink

AWS SEBRZH AWS AWS ZERRBUNEENBIBRELEATSERARGIRMTT , UESR
A LARRRE T ARG A E, FHEANAE,

AARCE , AWS REBRARTERTFTRECARIINSFEERT , RAELFTAHAE AWS &
FfEM., RMI2BEERERENEARFINEFEERCE , UEE-SRDFFT.

BREEEE AWWS SERERPESZSNIT, IR AWS EF S AWS ERERPESNGT , IEHER
ERREZNTEEIAED (FAE. BENAR® ), AWS R S50 BB RHH AP BETH
R EIREE , AWS RBEAREEH AWS Z2EBUR,

MESHBET , FSH IAM EAEEEHN AWS SERE,
AWS PrivateLink AWS SEBENEN

18 B IR B HEE L AWS PrivateLink LA |, AWS SEBEEHMNFMET.,. NFEHERT
SBEWEEIZE 55578 AWS PrivateLink XHBE S EEm LMW RSS HE,
gF iR Date

AWS PrivateLink B 438 it & AWS PrivateLink & B4 8 2021 £3 A1 H
3 H AWS ZEBERWEE,
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B CloudWatch #84& AWS PrivateLink

AWS PrivateLink €45/ Ei% 2. Gateway Load Balancer ¥ B #lif 2 IR IS Y E R B2 E Amazon
CIoudWatcho CloudWatch AIZEFE A —HRFEF I ERNE RN RBESELERBENHEBRETER ,
MEEE. EUUSEERAZERNEY  BENNEXERETRAREYENE, SAERMEEN
Bﬁﬂﬁﬁﬂﬁﬂﬁﬂéﬁnﬁu‘fﬁiﬂﬁﬂemuo

B ERERRERRENEFETSEY. fin  FERERERARARINEER , BRI
CloudWatch B/RREZIEENERL HTEIMF (@Uﬂﬂﬁﬁﬁiﬂﬂa%iﬁ#iﬂzﬂt)o

SHEFTENEImE. Gateway Load Balancer Ui 3 Ml 2RI R HIEE, AT Y FERHNE
AEESERMNIRMREEEERM, RIFER , gU—2ENEMR AWS PrivateLink A4 EEEIXE
CloudWatch , EEFENAER,

MEHMER |, 5528 Amazon CloudWatch EFA &R,

B &
i IR M E
i Rh AR AE S R A HE BE
- B CloudWatch 158
- EAMREM Contributor Insights #7 8l

i i 15 AR A E

AWS/PrivatelLinkEndpoints @& ZEBE T 5 EHi% 2 Gateway Load Balancer i B #1515,

R Description

ActiveConnections ERPETEENEE., EZEEMN SYN_SENT £ ESTABLISHED
AREEHYIERR

HEHRY  REHE—DERABRNRE,
RETEA - RERANKITEAR Average, Maximum E& Minimum.
HE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

I RE RN E 164


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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EE Description

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint

Id, VPC Id
BytesProcessed W NREREEARBNLTEE  ERELSRLRE., ERHE

FEEFENENVTER. IRESI GB KRENMERILE,
HEFRNS  mEE - ERNERNRE.

RETEA - RERANKITENAR Average, Sum, Maximum
Minimum,

HEE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

NewConnections ERmEETWINESREE,
BEHG . REE—SEANBRBANRE,

RETEA - RERANKITENAR Average, Sum, Maximum
Minimum,

HEE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

I RE RN E 165
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BE

PacketsDropped

RstPacketsReceived

Description

mMERNECHE, ESURTIEHEIAEHSBR, BNNE
] BE 3R 7R Ui 2t B s e AR A5 1B AT R AN o

HEHRY  REHE—DEABRNRE,
RETEA - RERANHKETEAR Average, Sum & Maximum,
HE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

IR IR RST HIBE, WM EER R RINBREETRET

+
+ o

HWERY  REHE— S ERBERNRE,
RETEN - RERANKITEHR Average, Sum B Maximum,
HE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

EEREMBELER  FEATIME,

MR
Endpoint Type
Service Name
Subnet Id

VPC Endpoint Id

Description

Rin BB EIRIEZEER (Interface |GatewayloadBalancer ).
KR & BERIEFEER.

KA EEERER,

& VPC in R EnRERE R,

I RE RN E
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i o Bl 755+

Description

&k VPC EREiERE R,

FMMEE

AWS/PrivatelinkServices @& ZB SR BRBEH T IER.

BE

ActiveCon
nections

BytesProcessed

Description

EBimR AP iRE B ENERPERNRARE ., HMAYETRE

Eo 8 HIGERE R R,

WEFRM BRI BRI IR BT — D EREERE
MATERA : RERNKETEFAR Average & Maximums,
HERE

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id

+ Service Id,VPC Endpoint Id

EMESE L, 8RS 2~ B 3 T B
WERY  ERIREBRENIREE P ERNEERE,
RETEN - RERANKITEFAR Average, Sum B2 Maximum,
HE

e Service Id
* Az, Service Id
* Load Balancer Arn, Service Id

e Az, Load Balancer Arn, Service Id

R

IR RIS IR A E
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BE

EndpointsCount

NewConnections

Description

* Service Id,VPC Endpoint Id

1B R ) i R AR 5 9 i R
HRERGT - A ERABHREE,

AT EF - RERNKTERAR Average & Maximum,
HERE

* Service Id

BB R P inE B R EMAVFERBE, BMNETRERIEED
SHHERTEEE

HERY  ERTRERBNRBE— P EREERE.
METEA . ZRERANHKITEFAR Average, Sum B2 Maximum,
HE

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

IR RIS IR A E
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EE Description

RstPacketsSent R B RS EIXFIIR B RST HE8E, WIMNEFRERSEERRTE
1 B &,

WEEY  ERIIRERENIREE D EREERE,
RETEN - ZRERANHKITEFAR Average. Sum B Maximum,
HE

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id

* Service Id,VPC Endpoint Id

EERMBELER  FEATIMHE,

HWE Description

Az KA A R EEIERER.
Load Balancer AT EHRFEERER,
Arn

Service Id Kin R AR EEIEFEE R

VPC Endpoint Id fix VPC im B ERE ISR E R,

248 CloudWatch 1512

A LAE A Amazon VPC E£# 4. CloudWatch 12 A5 K#tRiELE CloudWatch #84E AWS CLI |
WM Ro

## CloudWatch #51& 169
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ZE# A Amazon VPC £ AMIEIEE

1. 7£ https://console.aws.amazon.com/vpc/ BRI Amazon VPC £ &,
2. HEEEBEHKPIEE Endpoints (imH). BEUEWIHE , AREIERE Monitoring (B12) B,

3. EEBEBEHKD , i#IZE Endpoints Services (BRI, BEENIRIIRT , RERFEEZE Monitoring
() 28,

£ CloudWatch =& ®RBIEE

1. 7E https://console.aws.amazon.com/cloudwatch/ BRI CloudWatch £ &,
2. HEEBERT , BREER.

3. i®H AWS/PrivateLinkEndpoints #5% ZE &,

4. JEH AWS/PrivateLinkServices in & Z= M,

£/ miRERE AWS CLI
AT % list-metrics 5! 77 H %% 2 A Gateway Load Balancer Ui B89 Al S 4Z -

aws cloudwatch list-metrics --namespace AWS/PrivatelLinkEndpoints

AT 5 list-metrics ap R % B in S RIEHI o] AIEAE -

aws cloudwatch list-metrics --namespace AWS/PrivatelLinkServices

FERARER Contributor Insights & Al

AWS PrivateLink A& im BiIRIEIR A E Contributor Insights 32 8] |, HEIESHRBLIREESEX
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