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EE AWS Verified Access ?

#EiB AWS Verified Access , A UEREHEEARANZSEN , MAZEEFAERALEAE
(VPN), Verified Access LB EEARRNER , Y HEREAEREENSEENZEERE
FrEENEEERARER,

Verified Access B2 2k

- WELZENE - ERZ2ERSTE—RER , URFEAEFNMEERENNER, Verified
Access EEIRTHERAEAERFIRER. EXSEEHEEH U —EEARRHE S —EEH
2,

- EZLRENES - Verified Access B 7 MNREEERBES , TIE AWS ME=FHR
#. Verified Access FRIBLRBEHIMNER , RB—IMERLERBECAENEENTEE , 1Y
B ERE R R EXEFEIERAREN,

- NEMFEFAERE - Verified Access AIZEFAETBEERMA VPN FRUEHNERRER. EGBREL
VPN tHEARRE S R R B RFIBE,

- BLBERENER - RETHESCEMAFNER  RUERAEXFRNEFTRMYE | HEIER
REEREEHNEZFR,

FHE B H 17 EY

B LAERA T HE— T E R Verified Access :

- AWS EEZEA - Bt Web R , TARBUMEECREBNEFNER. BAAWS EEEE
A , YM1E https://console.aws.amazon.com/vpc/ : // BIEX Amazon VPC E#5&,

« AWS Command Line Interface (AWS CLI) - BEZH =#Has T AWS k¥ , 23F AWS Verified
Access. Windows, macOS H Linux AWS CLI X , ZEHE AWS CLI , F2E AWS
Command Line Interface,

« AWS SDKs - 2 H{EES S EM APls, AWS SDKsEEHZEFFMEA , fINTEEE | URERE
ERERMEEEE. MEFMENR | BF2E AWS BHEEH,

* Query API - IR EATBAER HTTPS FERFUEKRER API BifF, EREM API EFEIMEREFH
MREESN, T8, eEEENEREAREREFEES , AINEEMEREZFRVNEESE
R. MFEFMERN , F2H (Amazon EC2 APl 8%) iR FEEN1E,

Verified Access B {825 1


https://console.aws.amazon.com/vpc/
https://aws.amazon.com/cli/
https://aws.amazon.com/cli/
https://aws.amazon.com/tools/#SDKs
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-verified-access.html
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AIEFRPENAER AWS BB FEA REV, FHMERE Verified Access EiRo

EE

Verified Access tBEEARER S/ N FHESMEWEER , M Verified Access R NEURIENE
BREER, MEFHMER , 5528 AWS Verified Access EE,



https://aws.amazon.com/verified-access/pricing/
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Verified Access RYIE{ES I\,
AWS Verified Access A RBEFERAENESRAEARERNGER , X AFRETYIEE H#TFE :

- BIMENEERMEE (KB HE=F ) FiX AWS HEFER,
« 1FEUEIE Verified Access R HBEK,

EFRAEEAEINERENE | Verified Access EREFTREENSHER , YR BZAEARENR
ENBRETTE. REEERAETELEENLTLERT  REFRISEFUMBREARINE
i, RIBTER  TEERAEABRHSERIEE , BEZBEKRERAL,

o, RETIEREEAEMER  UHBEREEREZESHMEKFBR.

Verified Access B RS T4

TER % Verified Access (WS PEBLE ., FFAEFEAFREARERNNEEKR, Verified Access 2R IEEH
HERBERURTMEARRNSENRBEBERERTEER. IRAHEN , B ReBBRMEEEIEEH
= WA

|
\; Trust data providers

Verified Access

- ERBEFIHTER -STERRSERNSLENZEERRAMEAEXBERLR FFEUE.
- CRENFIRY - SEREAREBAEN, 2B+ , EARAREEHARRTEREEN
EC2 #{T{ERE L.

Verified Access HIEB& T 3
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- Verified Access ###l — Verified Access ImHMNES. RMERECHEFTRULEERNEARRHN
MO, UELBEREE, U, B SmEHERARE N RE s HE &,

- FEHE - —HEAEERNRAA , TRERBAFIIERUEARENFER., BUUEERRE
&, BECEAEFINEELERE, BRI LLAEE Verified Access BHEE  FHAFEUBEE |, B
RABEPNFIEREESR, SULLZEMHEBEYREARINSENER , WSHEEISENIRE,

- EERME -BEEFREGIREBELEMRENRE. Verified Access ATEE AWS ME=SEER
HERBMER, BUAZLE—EEFEIRHEEEZZESHE Verified Access FIITERE, BN E—
B EERHENZELEETRMEEZTSME Verified Access HITEEE.

- EEER - SERMEEFERER Verified Access ZERAEREENLZHBER, tBAFHEE
EREEASR. Hl , FRENEFEH U REBNEERRRE. ERJFHEIVEREFZEERRE
NN EBEFERET , 2REBEBHFIBER R G LER,

Verified Access HIEB& T 4



AWS BRI FE EREES

#HERFE : Verified Access A9

A2 ERER IR HA AWS Verified Access. 48 7 R fN{a] 2 31 M 5% E Verified Access &R,

EARHBRED , LB EARERZE Verified Access. EHEREERE , FECAETLUEBHE
BAREFINZERER , MEEMFEH VPN, k2 , £&2#EH AWS IAM Identity Center 5 & 2 E1E12
HE, FIE , FYERETSREAREGFERME.

7%

« Verified Access U2 RE £ RIEH

- FR1: EVERBENFIETRESE

- SR2 BUECRIFHETER

- B3 EVCRIBENEE

- FBR 4. BUVCEBETIURE

- SB5: RECRIFFEUREH DNS

- SR 6 AIEEEERAREXHER

- SR7 B ERFNFIEEERFIBER

- JBBR Verified Access IR

Verified Access 2023218 50 iR %44
LT R A S SRR S SR

- AWS IAM Identity Center TE#EEFEE A AWS B 89 FEUA . A% , LF LA 1AM Identity
Center A EHE Verified Access WEERMHE, WFFMEF , FSEAWS IAM Identity Center
(EREER) PR AWS IAM Identity Center,

- AREHIEAEAFINZ2&E. FFHKE VPC CIDR WATEBARENAMEBHRE.

- £ Elastic Load Balancing AZEHFER/EBHFATHWEARS. $EN R ERERTHREL
)8

- BEREBHRLE TLS BHE AWS Certificate Manager, FAESRRES 1, 024 5 2, 048 #Y RSA
B,

« NEREMBNERFEE DNS FESEATFENEFF T,

TORIRE 5


https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
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- BBEY AWS Verified Access #ITIERRFTEZTATAY IAM B3R, MFEFMEF , FS2REEIL Verified
Access #AT{EEHBUR,

SR BEYERENFEEERMEE

FATHRFE RES AWS IAM Identity Center &R SIEREE,
337 IAM Identity Center S1ER L&

1. ¥E https://console.aws.amazon.com/vpc/ BABX Amazon VPC £# &,

EEEERT  BEREEFIEERME.

BEEVCOREFIETRME,

(EA) HIREBEENER , W ACEREBEFNEEREENSBANER,
WABRTRBA , LERREABRRSEEBNBCRAARER, Sl , B&a@E A idc,
HYEERUERE  BEEAEEEREESE,

SHEIEAEGSTREEHRE | &I IAM Identity Center,

BEEVCRIBFIETRME,

© N o o ~ w D

SR 2 BV CHMEFIFHITERE

FERATHRFRE Verified Access H1T{HEE,
1] Verified Access #1117 E &8

1. EEBERYD  EECRIFIHTERE,

2. EERVERIFEETHEE.

3. (EFEA) #HHEBIHER K WACHREFRHTERNEBRNER,
4. ¥R Verified Access EEREE , BEENEEREME,

5. BEEBRVCRIFIHTER.

HER 3 BN CRFEFIEHE

A THREFERE Verified Access B,

BAUGHEREE 6


https://console.aws.amazon.com/vpc/
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37 Verified Access Ef#A

1. ZEEERYT  EECBEFIEE.

BERIEREBFIEE,

(EA) sHHERERNER , W AFENEBAHER,

#T ¥t Verified Access B{TERR , EIZEM Verified Access BITERE.
RBERERREZH. BRERESRPITEFEBRBK,
BEEICORIBFIEE

o o b~ 0w DN

FR 4 BUCHBIFIRS

FERA TR FREL Verified Access iiBh. LtHERRERAH EAE T Elastic Load Balancing B IR
MEHMFERFERS T , YEEPHITLEMEEHE AWS Certificate Manager.

3] Verified Access i 2,

1. ZEEEERT  BEEBREFIRE.

2. EBEERVCRIBEEURE

3. (EBEA) #HHEBEENER K WARENEBIHER,

4. &t¥f Verified Access #HH , BIZEHEM Verified Access B4,
5. MFRMFMESA  FETTIEE

a. SHHEAGE K BIREHFEH|[AVERL B HTTPS & HTTP,

b. 7 Attachment type ((E#EFHEE)F |, ##ZF VPC,

c. SHHIREER  EREEHIER,

d. EEEEP BWASHTEH[EBREXCANERERE, 60, HTTPS & 443 , HTTP &
80,

e. SHHEFFEES ARN , BELNEHTPHERS,

. SHEFEE  EERELHNERFEREEBN THEE.

g. SHHRLEE , BNENLLEE. ACNERTEHRNRAECEAHERNZ2EE , TAHT
PzERRE, NWRETHEAERNZSHE  FEXSZARTHENRERLEE , U
FEIRERENRE,

h. $HEEEMEEFTE  WABITEBR, Hl2 my-ava-app. LLFEEHIINE Verified Access
E4H DNS BH,
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6. WERABRNFHEES A FHTTIHEEF:

a. SHYERARENEE K BAEAREXN DNS B8, REXAFSHEEERREPHMEE,

b. &H¥EHEIEERE ARN | BEUEEEFEM Amazon Resource Name (ARN) AWS Certificate
Manager.

7. BBRFHEAREZA, SRERESRDFRFABRRFIBR,
8. EREVCERIEFIURE,

HER 5 FRECHRFEFHURERY DNS

ELLSRA | EBu LB ERAEXWAEZEEE (HlI www.myapp.example.com) BREf Z Verified Access
mEAEE B R, EETHK DNS RS |, 5 A DNS HEME L IEX BBk (CNAME), &I
CNAME 8% , FREHEREXNNFTERREEEEE Verified Access,

MSRMNBEAEE

1. EEEERD  BERIFIRE.
2. EEUREVIREL,

3. EEFHHEARSIER.

4

R EEER B, UTRimBEREBES - my-ava-
app.edge-la2b3c4d5e6f7g.vai-la2b3c4d5e6f7g.prod.verified-access.us-
west-2.amazonaws.com.

B & DNS HEMRMMNIERKEIL CNAME Bk, FARAENRBEERBMAREZER A 1§
Verified Access i Zh BV #8318 & B A RS 8&E.

SR 6 : AFEEMAENRER

TR ETLUAREEAREREREED. £ Web BIESSH AEAEXNNWRE R, Verified Access BV
RITAREEMARR. AREMIL KA Verified Access BURHTIEZHER KL , AEmMEZSRIE
EREE,

SRR T B CRENTFIEEE R FEEER

F A T 52 F RIS W] Verified Access BifH , W EAHEERZTEARINEIBER, BERNFMEN
BURKATE IAM Identity Center FERERN A EMEHE, MFEHBEEN , FSEEREBHNFIECE,

REIRFE DNS 8
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{&2k Verified Access B 40

o ~ w0 bh =

o

EEEERKG , RECHREBTIEMAE,

BEIE BE,

BEBEE, SREERBFIEFEBCE.

R R A B

B ABCR , AAFF |IAM Identity Center WERAEFEUENEARER, WFEEH| , 5528 the section
called “BUREHI",

EEENRCRBFIEEBER.

RESNBEEBRCRE  FEEL—ESRWAE , UERAFER. MRAFKHER , RRgR
RIEEIR IAM Identity Center EABHEE A, ERREFERAESBNRE % , O EEENE
AER.

& B Verified Access &R

SERAHERER  BEATIEFMBREH Verified Access B,

MR IEHY Verified Access &R

1.
2.

EEEERT , ZERIEFIRR, EHRH  RREEDE. MRSRIBFIURS,
EEEERT  ERFCRIFIEE. EINEE  RREEDE. MRCHRIBFIEE, B8RS
B 2 v B4 M BRTE 7 S Ao

EEEERT  BEECREFNHTHER. ENENTER  RARREDE, sHERIFIE
FRMHE, BENEERHAE  RRZEIRMCREFNEERHAS

EEEERT , EERRFNEERME. ENENEERMEE  ARREDE. MERERINT
MEERME,

EEEERT , BEECREFNHTER. ERENHTER K ARZEBE. BERESHENFN
YT ERE.
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ERENFEHTERE

AWS Verified Access #1TEEB R —& AWS &R , oI i#HBREBEFIREEF Verified Access Bl
HITERESTEERAELER , U REFEENLTLERFE T FEEE,

7%

« BYMEIE Verified Access 11T {E 2
- MBREREFIRHITEE

« # Verified Access B S AWS WAF
- Verified Access B FIPS &%

B MEIE Verified Access 3 1T{EEE

&R LAE A Verified Access #1TEIBE RAB MR E IR E M Verified Access B, A TIIRFEN
Verified Access B{TEER , AR EETRHUEEREE Verified Access , it Verified Access 2 BEE1E
RAtE,

%

- BEVEREFIETER

- BIEEIRMEEES Verified Access #{T{HE

« 1¢ Verified Access BITER D BIEERMHE

- FIBEFTFEE

EYERBEFIRHTER

A TR FERE Verified Access 1T {EEE,
FERELRAE Verified Access #11T{EEE

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

2. EEEERYT  EECREFDHTER K AREBERVCRIFNIITEE.
3. (EA) HHEEBIAHER  wmACHRIEFRITERNBEBINHEIR,
4
5

( #88% CIDR in % ) ¥R CIDR inEM BET F/1E , WA B5T 7/,
(A ) NREFTERIEIGS FIPS , BRERABBEAREFZE FIPS),

B FEE Verified Access H1TEEE 10


https://console.aws.amazon.com/vpc/

AWS EBRBHFE R EEE

6. (1EAR ) BN Verified Access BERME , BEEEEZ Verified Access #ITRIBHNEERMA
%,

7. (B ZEHMEER , Fi81E Add new tag (FTIEER) , RAZAAEBNENE,

8. EEERVCRETIHITHEE.

£ #3I Verified Access #11T{EE& AWS CLI

£ create-verified-access-instance inH

WS TIRMEEREZ Verified Access 1T {HEE

FRATYREFEETRMEEEZES Verified Access HITIERE,

o

FEAETEAKBETIRMEEEEE Verified Access #1T{ERE

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC E£# A&,
EEEERD  EECRIBFIETER.

BT E R

EERE, ERcRENTFIEEREE.

# M Verified Access E1ERRME , BEEEREE.
EREZERENFIETRME,

o a0k~ 0w D =

A EEFIEMEEERES Verified Access #1T{EEE AWS CLI

{# A attach-verified-access-trust-provider 855,
&€ Verified Access ${TEIRE 2 BE G EIRME

FERA T HFRRF#H Verified Access $1TEEE 29 BEFIRMEE,

A =A% Verified Access #1TEE 2 BHE(FIRMEE

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
FEEERD , EECRIBFRETER.

EEEATERE

EERE. sRCREFIEEREE.

¥ Verified Access E1ERME , BEEREREE.

o K~ w0 Dd =

IR E B R Verified Access #1178 11


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-verified-access-instance.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/attach-verified-access-trust-provider.html
https://console.aws.amazon.com/vpc/
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6.

BEoMCRIEFIEERHASE,

fEA #& Verified Access #1T1EI#E 7o BT 1R & AWS CLI

5 detach-verified-access-trust-provider 5 o
18 BT FHE

EATHREFRIERER B FRE. AEEEEMER CIDR mRE , X SR F@E,

ERAERAMEBER FHEE

1.

N o o &~ 0D

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
EEEERD  EECRETIEITERE.

BT E R

BERE., SRERIBOFIETER.

ST¥I4EE% CIDR inB5H BET F#818 , B A BT F#1E,
EEENEBRINFRITER.

B FRENEBAMRSR , @A Verified Access REN B BRAMRR. WEETEHTERFMAE
AR EB LB BMAMRETEUS

£/ #i8 HET 481 AWS CLI

5 modify-verified-access-instance % o

il B © B =8 17 BU A 1T (B B2

SERX Verified Access HTEEER |, B LUSEMIER, BXALBREMEEBNESTIRMEESR
Verified Access &40 , = sEMIBRBN1TIEBE,

A=A MBR Verified Access #11T{E g8

1.

2
3.
4

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
EEEERD  EECRETIHITERE.

#EY Verified Access #1T1EEE,

EERE. MRERBOFIETER.

g BT FaE 12


https://docs.aws.amazon.com/cli/latest/reference/ec2/detach-verified-access-trust-provider.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-verified-access-instance.html
https://console.aws.amazon.com/vpc/
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5. HIRMERIERE WA delete , REIFIE Delete (MIBR).

58 MIBR Verified Access #1T{EEE AWS CLI

£ A delete-verified-access-instance a8 %$

#% Verified Access B B4 AWS WAF

BR T Verified Access BHIBTHW G 7 RF|ANRER A2/ , Bu i ZEREEAFRRE. ETHE
GREEAERXESHMRE, B LS B4S AWS WAF | Verified Access BE 1 3 58 B L 2 4E,
AWS WAF 2 —7%& Web FERRRRPI AR , fELEREXETZRE Web ERARRNERN HTTP 55
R, MEFMEN , HSE (AWS WAF B AE3EF) https://docs.aws.amazon.com/waf/latest/
developerguide/,

IBAT A% AWS WAF Web ZERIZR#I5EE (ACL) B2 Verified Access B{TIEBEZE I BAE , BL AWS WAF
B2 Verified Access &, Web ACL 2 —1 AWS WAF &R , A ZE B4 REES RO ENME
HTTP Web 583K, BEIE AWS WAF BB BUEBBHEE R |, EEEIFITERAVET Verified Access i
HWAREGE R A updating, BRERRE , MESEE active, BAUER HREHR , £ AWS
EEFES N PREMKE AWS CLI,

R E 5D FERMERE [ AWS WAF REFRE. WREMEA IAM Identity Center , EEFERE
B9 RFT 28 AWS WAF RERE, MREFEMA OpenlD Connect (OIDC) AWS WAF |, SEFEAE
BORBEBERE,

B 8

- FREM IAM BT

- BBt AWS WAF Web ACL

- BEEBHAREE

- BUHE AWS WAF Web ACL Ky E3 B

FREEHY 1AM B 7]

AWS WAF £ Verified Access BEBERBEZHEZE AP RENERT B, ELBESE WIRE
RESEH AWS Identity and Access Management $§ i [permission only]. 20 (REEE
2%E) P Amazon EC2 HENE. BERFR4ERSIE,

EEMHH Web ACL , &9 AWS Identity and Access Management Z5E AL BEER THIFF,

8 4 AWS WAF 13


https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-verified-access-instance.html
https://docs.aws.amazon.com/waf/latest/developerguide/
https://docs.aws.amazon.com/waf/latest/developerguide/
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html

AWS BRI FE EREES

» ec2:AssociateVerifiedAccessInstanceWebAcl
e ec2:DisassociateVerifiedAccessInstanceWebAcl
e ec2:DescribeVerifiedAccessInstanceWebAclAssociations

e ec2:GetVerifiedAccessInstanceWebAcl

EAHE AWS WAF Web ACL

THZRREBMAER Verified Access A AWS WAF Web ZEUIZHIEE (ACL) B2 Verified
Access #1TEIRE 2 31 B H

FORMRAF

BtR <Al , st AWS WAF Web ACL, INEFHME , 528 ( AWS WAF BHEAEIER) #
ML Web ACL,

# AWS WAF Web ACL E& Verified Access #1171 B8 2 37 B3 B

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ A&,
FEEERT , EECBRIBFRETER.

iZH Verified Access H{T{EEE,

BENMESRSIER.

BEBME , REBIZEZFFEB Web ACL,

§t¥ Web ACL , IZEHBER Web ACL , A#EEZERIH Web ACL.

2 R

HE , BOULAER AWS WAF 24, MREFEHR AWS WAF 2 A5 API, BIFEZE Verified Access
#1T1EBE /Y Amazon Resource Name (ARN), AVA ARN BRI T : arn:${Partition}:ec2:
${Region}:${Account}:verified-access-instance/${VerifiedAccessInstanceId},

WEHEET, , FHSH (AWS WAF BIRRABIER) 4§ Web ACL B AWS ¥ RE2 1 BAH,
K E R AR AE

&I LA Verified Access 124 |, B3 AWS WAF Web ZEUR#I5EE (ACL) % 2 Verified
Access #1788 4H BB,

R EE Verified Access #1TEEE AWS WAF BESAIARRE

1. 1E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

3%t AWS WAF Web ACL 14


https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-creating.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-associating.html
https://console.aws.amazon.com/vpc/

AWS BRBHER (&SR
2. EEEERT  RECREFIHTER.

3. #HY Verified Access #1TEEE,

4, EMEBERSIER.
5

BME WAF BEEMRETIHNFHE. WRERBEBMRE  MESBERABEBMICKRER , UK
Web ACL %EUﬁo

BUEE AWS WAF Web ACL 89 B B

TH LR REAER Verified Access 12 A HUE AWS WAF Web FEUZHI7EE (ACL) B2 Verified
Access #1TEIRBHIEREH,

HUH AWS WAF Web ACL E2 E B 3% f7 ER 31T 18 B8 A B3 Bk

1. ¥ https://console.aws.amazon.com/vpc/ B Amazon VPC £# &,
FEEERT , EECRIBFRETER.

#EY Verified Access #1T1EEE,

ENMESRS|ER.

BERE , ARBUHE Web ACL HIBIES,

BIEFRUHEB Web ACL E1THERR,

o gk~ w N

HE , BALER AWS WAF £ 8. WEFHEEN , F2R (FHEASER) FHEUE Web ACL
2 AWS EIRAVEIRE, AWS WAF

Verified Access B FIPS &8

B EARIBIRE (FIPS) REBMMEABFRE | EEMERENLTLER | MREHBEA.
AWS Verified Access 1R EREMIEIE , SUES FIPS HARY 140-2, Verified Access # FIPS &
REAR T AWS B

- XBIRZP (H%E)

- XBIRBP (HEFH B =dbEf)

- EBIFEIP (nFI#EEEILER)

- XEFE (REHM)

« IEK (FEB)

HUBEE AWS WAF Web ACL HY B3 E# 15


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-dissociating-aws-resource.html
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-dissociating-aws-resource.html

AWS BRENFE R
« AWS GovCloud (US) #a&p
« AWS GovCloud (US) &R Zp

T EERANAEHNRBENERBFIRRRESFTS FIPS RE,

B 8%
« B FIPS &R EH AW Verified Access IRiE
« B FIPS &R EHM Verified Access IRIiE

5 FIPS £ EHR AW Verified Access IRIE

MREEHEBM Verified Access IRIFE , MARERHFRES FIPS HE , AFEMBRLEHREIIS
&R, TEEFERFIPS &8,

= EA4E B AWS Verified Access IRIEEFMIXEATTE FIPS RE , BHRRB T ITBHET,

1. MIBRRELEEY Verified Access Endpoint ( B8 FEURE ) . group(s) METEE, BUUEEFEH
BERENEEREE,

2. BUCHRIBEIHTER  SELEEHBMABRTEAREFELE (FIPS), i, EEIEHE ,
TR FEDZEEEEFAM Verified Access SRR E |, SUERZIEMRE,

3. B Verified Access #fH. RV AR , LA LASHERIZEM A Verified Access #ITIERE
VA )

4. B ZE EBREN TR, EEVRHEE  ZUBeME L —EXRPRIMN FHEE
2]

A FIPS &R EHH Verified Access FRiE

EENTEDS FIPS 8% AWS Verified Access IRiE | SHEE TS8R,

1. REEEREE, REERIUFAESIETRMEEN (BEM ) ZEREFRME  BENE
RME o

2. B3I Verified Access #1T1ERE , RS EERFPEMABITEAREFIZE (FIPS), A, FEIH
M, R EE R | MBS E— @S WBRIM Verified Access EERIEE,

3. B Verified Access B, EEVEEME , LAILUGHERZEIIRAY Verified Access #{TERRE
M B3R,

RARR 16



AWS BRI FE EREES

4. B —HZE ERFNFEUR . EEVHRMBEE S CME L —EPRPEY FHERY
A




AWS BRI FE EREES

Verified Access HN{E{FIEHH

EERHERBEERENEEBHEAEANRE AWS Verified Access. LLEABAEETAR. BN
BELNERES S AERNEN , fl "HE ABTFNEFEM U RKEER , AREEF , fi
ERENLZLEHBEANHERERA.

Verified Access XE T HIERINEETIREE -

- ERAESD - —BEORME (dP) BF , IFANEERERENRLE D,
- REEE - —EXETERR , BANELHERK. TREENEZEFHERE,

B &%
« Verified Access B fEF & B D {E1FiRHE
« Verified Access M B R E{FIRHE

Verified Access WEHA & B D EETREE

BT LR ZBE A AWS IAM Identity Center B OpenlID Connect R & 5 2 EEREE,

B #%
« f£/ IAM Identity Center AR E
« f£/ OpenlD Connect S{F1RHH

£/ IAM Identity Center A ETIRHE

&I LAME R AWS IAM Identity Center #5278 AWS Verified Access BIER & & o ESERMEE,

FRFGENZESIH

« K9 1AM Identity Center 31T BB % B2 AWS Organizations #{T{EEE, &I AWS RS IAM
Identity Center #i1T B RS & EE /.

« &1 |IAM Identity Center BT {E 8 X BELRERE I Verified Access EERMENHER AWS EiFF
A

- ERFEEE T LR ZEVELS IAM Identity Center ISR R S 1, 000 EEENFERE,

ERESE S 18



AWS BRI FE EREES

MEFEMTERERNFMHESA , F2R (EAEER) PHEE IAM Identity Center BV AR B A 1R
F#H1T{8%8. AWS IAM Identity Center

#1317 IAM Identity Center S1Ei2 &

£ AWS ZHtRF ERUA IAM Identity Center # , B LAE A T 572~ 4 IAM Identity Center 5% 7E &
Verified Access H{S{EIRHE .

#2137 1AM Identity Center FERMEAWS ( £/ )

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,

ESEERYD  EECRIFNEEREE K AREFERVCHREFIETRME,
(ER) #HHERBEENER , A AGERHUENEBIHER,

HYBERSELR , B ABRERBERR AIEANERE .

EEERMERET K EEAEEERESE,

EEAEEEREEEET |, EE IAM Identity Center,

(BA) ZEHMPER , 551212 Add new tag (FEER) , RAEZAAEBRNENE,
BEEVCORBEFIETRME,

® N o 0o bk~ w0 b

#1317 1AM Identity Center {S4F121t#& (AWS CLI)

» create-verified-access-trust-provider (AWS CLI)

fHIBR IAM Identity Center {S{EiR &

R REREEREEEENSTERPBRATEREMEBEEARE , TEMBREERME.
fiiBX IAM Identity Center SERAFEAWS ( £ A&

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. HEEBEHEKTP , EFE Verified Access E1EIRME | RETE Verified Access E{FIRHE T EENEM
BRIEFRMHEE,

3. EBEFE K ARZREMREREBNENESTRMSE,
4. TENFFHHdeleteh ity A URESEMER.
5. EIFE MR

IAM Identity Center 19


https://docs.aws.amazon.com/singlesignon/latest/userguide/identity-center-instances.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/identity-center-instances.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-verified-access-trust-provider.html
https://console.aws.amazon.com/vpc/

AWS BRI FE EREES

IBR IAM Identity Center {S4F1R & (AWS CLI)

* delete-verified-access-trust-provider (AWS CLI)

£ OpenlD Connect SR &

AWS Verified Access X #{# F1Z% OpenlD Connect (OIDC) A= &0 1REE, SR OIDC
MARMEEMABES Verified Access WERAEF D EERMEE. 1B , ARAEBERN OIDC HEMESR
g%, AWS ELRIFE S EE Verified Access Y OIDC B4,

Verified Access ¢ OIDC 2 EH BEFTANETEERUserInfo Endpoint., Scope SE AR
ETERENETERSE, WAEEERE , RASHBHEFTM Verified Access B3R,

B 2025 F 2 A 24 HEEIMWEFRME , RE OIDC EERMHEN ID ENELTSITE
fFaddition_user_context&i&d,

HRAE 2025 £ 2 A 24 B2 BB KSEIRME |, Verified Access T2 AR E OIDC BHEFTID
tokenfEiEZ 2z WETER. RERE WETEERUserInfo EndpointF 1R BURHITEE (L,

EREE 2025 F2 A 24 HEMMEERHEE  ARTFRRSERBLA—X. BT 2025F 2 A
24 A a2 NEFEREE  BRITFERFIERE/SEtX.

MREEEMBIEMEM |, Verified Access SEAEMBEEMBHRMA THEMERSEKE, WRRE
ENBEFZN , ASERERITFRRIGERE,

B 8

- B OIDC EEREEN TRIGH
- B OIDC EERH#E

- 8% OIDC EFEHE

-« M OIDC EFRAtE

3 OIDC EERMEE W TR GEMH
BETEERENETRHERBKREUTES

OIDC FER#E 20


https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-verified-access-trust-provider.html

AWS BRI FE EREES

« Userlnfo i 2

- AP ID

« Client secret (F F i 2 15)
+ Scope (ZE)

B3 OIDC [EERMEE

EATHREFEIL OIDC HALNEERHESE.

3 OIDC EERMEAWS (A

—

© © N o g b~ D

B T . e V. T Y N ¥
© N O o A W N =2 O

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

EEEERD  EECRIEFIERREHEE K AREERVCERIFIEEREE.
(EA) stHERERNER , W ASEREENEBNER,

HHBRSERR , WABRERBERRIRERANREBIR,

EEARHEEET  BREAEEERME.,

EERAEETREERAET , EH OIDC (OpenlD Connect).

#H¥f OIDC (OpenlD Connect) , BEBEFRHEE,

SH¥IEITE |, WA OIDC B1TENEBIR.

HHBEERR , BARBRINTE URL,

SRR |, A ERIRF EE URL,
. HHERERR  WAEAERENTE URL

(REFERARER OIDC) $#HHAEHEESBM URL, IALEZESHIFHNTE URL,

. WA A F% ID K OAuth 2.0 Al Fimak Bl #F.
. WA R PRWER OAuth 2.0 AFIRME,

BWABRENE P REEEZNUZE I BNEEEE, SEZEDopenidHFE &E,
(ZA) ZEHMPER , 55181 Add new tag (FEER) , RAEWAEBRNENE,

. REBRVCREFIEERHE.
. B AR EFER URI FBE OIDC REENARFBE.

HTTP FEEARER - #£A T % URI : https://application_domain/oauth2/
idpresponse, £ FEAH , B UERIFFIRENFHEFRIER LK EAERXE
B, B&EHIR Verified Access im B |, £/ AWS CLI = AWS SDK , ERREXBESESE
A,

OIDC ERAREE 21


https://console.aws.amazon.com/vpc/

AWS BRI FE EREES

TCP FEAREX - AT % URI : http://localhost:8000,

E1 OIDC R E (AWS CLI)

« create-verified-access-trust-provider (AWS CLI)

&2k OIDC E1E1RE#E
BYGEEMES% , BUNEHEERE,
€24 OIDC EERHEEAWS ( F#E A

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,

2. HEEBEHIKD | BIE Verified Access [S1EIRHEE |, REE Verified Access SR E TIZEMES
W ETRMEE,

3. BREHF A ARBESUCRENTFIEERMHE.
4. BREEBENEER,
5. EREBUCRENEFIEERMHE.

1828 OIDC EERHE (AWS CLI)

» modify-verified-access-trust-provider (AWS CLI)

kR OIDC EERME

BBRLREERHEEEZENDTERP BRI ARMMEFEAR S EMREREFEERHES.
fiiBx OIDC FERHEEAWS ( £2E )

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ 4&,

2. HEEBEHEKTP , EFE Verified Access S1EIRME | ARETE Verified Access E{FRHE T EENEM
BRIEFRMEE,

3. BEBEE, ARBEMRERIJOEIETRESE,
4., TENXFHMdelete A LARESEMBR,
5. EIE MBR

OIDC ERAREE 22


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-verified-access-trust-provider.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-verified-access-trust-provider.html
https://console.aws.amazon.com/vpc/

AWS BRI FE EREES

B OIDC {S4E124# (AWS CLI)

» delete-verified-access-trust-provider (AWS CLI)

Verified Access H & ERE{FIRMHE

& LAFE B AWS Verified Access fER R BEERMEE. EALUEE Verified Access HITERMER—
S EREFERME.

B %

- XENEKEGERHAE

- BURBEREERHEE

- BRREREEREHE

- BIBREEREERGEE

TENEEFTRME
T EEERME TR Verified Access S -

+ CrowdStrike — £ CrowdStrike 1 AWS Verified Access fREFAE ERAER
o Jamf- BEEERENEFRE Jamf £ES D
« JumpCloud — #%4 JumpCloud F1 AWS Verified Access

BYREREFETREAES
EKBTISRELNREEESETIRME | LUBE Verified Access £,
B Verified Access £ EFEFREEFEAWS ( FEAH)

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ A&,

ESEERYD , EECRIFNEEREE  AREZFEVCBEFIRETRME,
(ER) #HHEREENER , A AGERHUENEBIMER,

WGBS , LERRERABRRSESBNECRRAIRER,

HYETREEER  ENEES Y.

HEEBE G HE|A | BIE Jamf, CrowdStrike Z JumpCloud,

o o A~ W bh =

NEEAHER 23


https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-verified-access-trust-provider.html
https://github.com/CrowdStrike/Cloud-AWS/tree/main/verified-access
https://learn.jamf.com/en-US/bundle/technical-paper-aws-verified-access/page/Overview.html
https://jumpcloud.com/support/integrate-with-aws-verified-access
https://console.aws.amazon.com/vpc/

AWS ERBHFR fEREEE
7. #¥HEF ID, mAMEFERAENAEBIA,

8. (EHA) HALEZEESHMURL, MAXBEEIRHEELANE -2 URL,
(Jamf, CrowdStrike 5 Jumpcloud TEEIZ 8, )

9. EEEVERIFNEERHESE

@ Note

BEEKEFHERD URI B E OIDC RIHEBWAFTEE, Al , BFEMEA Verified Access
i 3iDeviceValidationDomainty . A EREFEFEIGHWFMEARSIZEET AWS &
BEEA , SR AWS CLI #iRixE , #BtEE, A THEEHEZE OIDC HEFM AT

= oo

JBE : https : //DeviceValidationDomain/oauth2/idpresponse

17 Verified Access REEERHEE (AWS CLI)

* create-verified-access-trust-provider (AWS CLI)

B R EREFERME
BUGERMEzR , BUUEHREAERE,
&2k Verified Access REEERMHEEAWS ( XA

1. 1E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
EEEERYD , EERIFIEERMEE,

BEEERHEE,

EERE  AREZENEAEREFNFIEEREE.
REZ G dER,

(IR ) HRLAEHEZSR URL, FEAXEEGERAEHLANE—ER URL, (MREHNEE
EERME R Jamf, CrowdStrike 2 Jumpcloud , RITEEL B, )

7. ERBUCRENEFIEERHE.

2 T

&) Verified Access & BfSfE1R & (AWS CLI)

» modify-verified-access-trust-provider (AWS CLI)

ERREREEREE 24


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-verified-access-trust-provider.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-verified-access-trust-provider.html

AWS BB TFE ERAEER
MR ERESERHEE

ERTRETRHER , ERLUHEEMBR.

R Verified Access EBFEERMEEAWS ( £ A

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EEEERD , ZEERETFIEEREE.

£ Verified Access EERMET , BEREEMBRNETRME,
BERE  AREZEIRRRERENFTRETREE.

HIRFERRIR R | B8 A delete , REIRIZE Delete (MIBR).

o ~ w0 bh =

fB& Verified Access & EFEERMA#HE (AWS CLI)

+ delete-verified-access-trust-provider (AWS CLI)

mprERBEREERME 25


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-verified-access-trust-provider.html

AWS BRI FE EREES

E B 78 Y 7 IR E A

Verified Access B4 3 E Verified Access % , URERZHFH B FIE R I Verified Access
K, BBSEEERLLERNBKEHIEE—E , Bl EEFTEZHARERELSERMNE —BEK
Ko Hit , BFZEEABERMEBEINHERIER,

Bl UL BHRERARA 7EE - , WREREHENFIBR, AR , S UERLLBER
AAMAHERARAER —BAERNRELLER, WA EZRBRELCBRER,

BYEAR LA EEE Verified Access FITERZIMEB . ARV IRIMNBESD , LERIRH
EREHAE 2R M RA

Verified Access BB/ % —EThEE R RES M BREMAWSIRS £ FHAWS RAM, SR REEFE—E
WREPERYMEERE  ARESERFLA.

7%

- BIFERE Verified Access i

- {&k Verified Access BHHBUE

- B85 —1B8 H A Verified Access B fHAWS k5

- MERE SR EFIEE

2B MEIE Verified Access 8 4R
B O] LA Verified Access B4H |, BIBIRBNZ L ERRBEBIRE ., EBE Verified Access im 2
B, A LAAS iR B EE B AR 72 T A

£7
« E 3] Verified Access &4
- ERERFENFIEHE

3 Verified Access Bt#H

FEATHIFERFRE Verified Access Bi#H, 237 Verified Access BHfH 2 B , BN EE T Verified
Access ¥ {T{EEE, WMEFHMMEF , 552 Bthe section called “E I B EFEETEE",

B MEE Verified Access B 26



AWS BRI FE EREES

EREFEE I Verified Access B4R

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

EEEERD  ZECRIFIEE  AREEEVCRIFIEE.

(EA) #HHERERNER , W AFENEBAHER,

& ¥t Verified Access #1TIERR |, EINEEEREE U BIHAY Verified Access BITER,
(A ) SHHBRER , WARIFFIBENEAZEE.

(EFA) BEEHMGER , 5iZIZE Add new tag FTIEER) , RAEZAAEZBNENE,
BEEYEREFIEAE,

N o g~ w0 Ddhd =

£ 237 Verified Access B #HAWS CLI

£ create-verified-access-group

E e BB FEEAE
5/ T 52 F R1E X Verified Access E##H,

fE A E = A8 % Verified Access BE4H

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EEEERD  ZECRIFIEE  AREEEVCRIFIEE.
BEEHE , ARBEBME, SRCRIFIEE.

(BA) EFHELR,

BEEYEREFIEAE,

BIEZTHEBFARI BB Verified Access #ITIEE.

o gk~ w N~

5 A &2k Verified Access E4#HAWS CLI

# F modify-verified-access-group o

&2k Verified Access Bf1E B

AWS Verified Access A FFIRIB R W FIBERFEUENEREN, SEZEZEHEM Verified Access
BEHBETNMAREEER, SuEEKEAEXSENBREEZEERERE,

£ TR FRIE N Verified Access BHERVBR. ETRER K FELIENHBFIIER.

R ERFENFEEA 27


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-verified-access-group.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-verified-access-group.html

AWS EERBHER EREEE
5 A B 18 %K Verified Access B¥#H IR

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
EEBEEKRD  EECRETIEE.

B BA,

BERE., BREREBFIEEBE,

(BA) SEERRBEERBABEK.

(A ) BREK , A AREBETFRERUEAEFE.
BEEEUEREFIEEBEK,

N o g~ w0 Ddhd =

£ 18K Verified Access B #HBUIEEAWS CLI

5 A modify-verified-access-group-policy & o

5 —1{& £ A Verified Access B #HAWS R F

EREEMAWSIEFE £ B EBEAER Verified Access A | B LIEELIRFELNEEDEY
Verified Access Ui 2. £ HZ 7 Verified Access B#EMNIREBAHEERE., FAXAFENIIKRER
ABAERE,

TERARLA Verified Access N FE, PRZLEKREFTIRSE A, tfIEE PHERENMEHE
AWS IAM Identity Center , W ERRMEFENASEARFIEMN Verified Access EiR , B4 Verified
Access E5FR# &, Verified Access H{T{EEE. Verified Access B #HF Verified Access BUR, FEM
EXEXESIIES B, MEEHTHABEARAENER , fIMEHFESS. Auto Scaling &
#8. Amazon Route 53 1y DNS #H%8 , LA KRB AWS Certificate Manager(ACM) By TLS &%, 7
PRZLERKEIRS B A Verified Access Bz % , BAEXNBER A LR L ARERE L Verified
Access %, WBIFHRLZLEBKA Verified Access ARV MBER , AMSRIEEFEIERAER,

Account B
Account A s
! Verffied Access | ! Verified Access instance | Route 53 ACM n
trust provider | Auto Scaling !
| ! e B rou
! i + 1+ Verified Access group | Shared group group !
! L D AD 7
| Lo x P = X []
IAM Identity i b - RAM Endpoint Load balancer
Center | ! Pt N e e

EEMIRS HARE 28


https://console.aws.amazon.com/vpc/
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#H¥ Resources , i#1Z Verified Access Groups #iAERER K REBEEHLANEREE,
BIENE - MEANER.

BEEHERLA,

o 0 bk~ W

MEFHMER , F28 (AWSRAM FHEERE) PHNEVERLA,

il Bk © B 17 BB+ A

ST Verified Access B % , BT LU EMER, MRBEHABEEEY Verified Access imh , RIS A M BRE
8o

ERATIEAMBR Verified Access B4R

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
EEBEEHKRD  EECRETIEE

BEE BA,

BERE. MERSRENFIEE,

HIRFERRIERE | B8 A delete , REIEIZE Delete (MIBR).
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« VPC TRBIAAXECRENEIRR. SREEUERA FREPEI Verified Access Ui,

- BUImHNSEERREHERE  LHRH - RFHERRIN -7, VPC HEEERT RLFHERIR
£

- REFHURMEEE AWS A#EEFEY , Rt EZZEBAHEH A

MFFHMER , F2B (Amazon VPC EAEREE) PHEEMIEFHLZE VPC,

BIUCHREFINER T EHIRIRE

AT SRR A Verified Access BV B F#z5mE. MESHTHE[NWFHMER , F2
Load Balancing £ & 1R

\\)ib

B Elastic

R

- EXE IPv4 RE.
- REEB TCP XERI HTTPS E# , 5l WebSocket E 4R,

- BEFEIHBR Application Load Balancer 5 Network Load Balancer , T B#4BR2 AP E & P&
2=

- EETHSNTRESEBRERNERILEER (VPC).

« HTTPS EH L EHEALUFEABREERLNE TLS BR, FALBRESA 1,024 52, 048 B RSA
BE,

« 137 Verified Access M B2 B , A BEE Verified Access B4, MEFMER , FSMBthe

section called “E 3L Verified Access B¥40”,

. BUBALATNEAERNEUASEEE, ERANEHERAREIEARNAE DNS BB,
ERHEEFAIMAEEHE 2 CN WAFE SSL BFE. BALAER B HEAFHE AWS Certlflcate

Manager,

EREEAEYAH T EHRFRE

-

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
2. ESEEKRT , EEREFIURR,

3. EEERIVCRIBEIURE.

4. (ER) sHHEBEBRNER W ARBNSBAHER,
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5. &% Verified Access &#48 , 1212 Verified Access & #H.,
6. WMERBFHFMENR , FHITIHEE -

a. SHHBEABE , BEBAHE.
b. 7 Attachment type ((BE#EHAE)F |, ##ZF VPC,
c. SHYIREER  BEESHTHER,

(HTTP/HTTPS) &H#HEEE | I NEEHIRRIS, (TCP) HRERIRHE , g \ERRHEF ,
REBBEIGE IR,

e. SHEBHFHEE ARN , BEERTEHER,
f. SHEFRK  BEFER. SETAESREEEE—BFRK.
g SHZTEEE , BERENTLEE, EERLBAZES Verified Access In B EAFIE
HRE,
h. SHEREERFE , WA BTHABIAF , AR Verified Access RimRELR DNS B,
7. (HTTP/HTTPS) MFEARAFMER , FHIT T HIEE :

Q

a. HEEAENBEY K WAEREXN DNS 28,

b. HEMEEE ARN T , EELE TLS B&E.
8. (EA) HHHEXESR , WARMHEREFIHK.
9. (BA) FEMEER , 55E1F Add new tag (FTIEER) , AR ASEBROVENE.
10. EEEVERFFIURE.

£/ 2y o FRuRR AWS CLI

£ H create-verified-access-endpoint @5 5o

2 3 B B 78 17 BURY 48 B o T i R
57 T 5IR AR T AR N R B

B3R

- EXE IPV4RE,
- PEAEMSEBREZSEBERNERLEEIR (VPC),
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« B3I Verified Access inBh 28l , BWAEE I Verified Access B, MFFMER , 552 Rthe
section called “2 3 Verified Access &40,

- WHARTHNEAERANRARAEEE. ERENEAEAREIERENMNLE DNS B,
ERHEEFALPEEE 2 CNWAHE SSL B, B LMER BYSREAZE AWS Certlflcate

Manager,

EAFEAR BRI HinR

1. £ https://console.aws.amazon.com/vpc/ BAEX Amazon VPC £ &,
ESEERYD , EERIFIURE

BEEI DRI FEURE

(EA) #HHERERNER , W ARBNEBIHER

&+ %1 Verified Access ##4H , 12 Verified Access ¥4l
MFBIRFFFHER , FRIT T HIEE -

o g kA w0 N

a. STHBEAHE , BEBAWE,
b. 7 Attachment type ((E#EEE)F |, ##ZF VPC,
c. SHIRRER  BEEHEKAE.

d. (HTTP/HTTPS) $¥hE#HHE | W GERERR, (TCP) HREZEHE A W A EZBRHH ,
RBIBEFIEZE,
e. STEMERAE, BEMAKAE,
f. $EZLHAE , BERBNZSEHE, EELTLHB RS Verified Access i BV E A FNE
HiRE,
g HEWHMEEFEP  WMAEFTHEBE , AR Verified Access Bim B E4ER DNS &1,
7. (HTTP/HTTPS) inEFEEARXFMEN , FHT THIEE

a. StHEREXESE , WAEAREXMN DNS BB,

b. EMEEFE ARN T , BELE TLS BHE.
8. (EHA) #hHBRER , MARNNERIFFIBE,
9. (B ZEHMEER , FZiBIE Add new tag (FTIEER) , RAEZAAEBNENE,
10. BERICRIFERS.

£/ 2y EREFERE AWS CLI
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£ F create-verified-access-endpoint &5 5o

B o RFEFHMEER CIDR ind

FRATHREFRELMBE CIDR iwE. Hlm , Sl LIERMBE CIDR %Y |, EBEEE 22 (SSH) £H
BEFHETH EC2 HiT{HEE,

B3R

- EX& TCP BABE.

« Verified Access I EIRFIEMA CIDR EE RS IP thut#Y DNS fo#k. MREMBRER , H IP it
WA BEEA , B Verified Access &R ¥ FER DNS 524%,

- MREIEE BT F#81E , Verified Access Bt ¥in® TR P RIEE CIDR £BE B AR FRAEHN
1918 1P HbHH R4t DNS 5265 , I RMIRHE DNS ARSEM IP thit, BN FBEREELR
B , LAE[E Verified Access DNS @ flR85. Verified Access DNS fAliREF &S ¥ 88 PR s IR AV F
fAIRERIEN BFERERN IP ik,

- B3I Verified Access ih B2 8l , BAEE I Verified Access B, MFFMENR , 552 Bthe
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7. (ER) #HERER , BAGRMNEREFIBUR
8. (BA) EEMEER , 55E1F Add new tag (FTIEER) , AR ASEBROVENE.
9. EEFERVERIFEURH,

R By BB FEURE AWS CLI

5 create-verified-access-endpoint T o
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AT EEUE Y Amazon Relational Database Service

A T 572 F RE L Amazon Relational Database Service (RDS) i &
R

- X% TCP BABE.
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7. (EA) #HHBEXER , BARSNEREFIBEE,
8. (BH) ZEHEER , 5B Add new tag (FTIEER) , RAELWAEZBNENE,
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£/ 2y EREFERE AWS CLI
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B AEAERNSRERSEE  LUEAHHREH Verified Access SMENHRE., BALLUBBFHIEEAR
AIRIEEHBNZEHEMARFRATIIRE, RAERZREBREMNEMEARR K BLENWERES
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4. EEBEEET , BERRZE2HE,

5. ENHEBESEMEEN cZEFANBZIMEHR , RREZHE, RESARA,

6. HEHIEFFRA Verified Access inBiZ REBNZEFERA , FAITTIIEE :

a. EBEFEHRA

b. S$HHEE K BEMAREREAFHNBERER.

c. SRR, BEBTLMLRBNZEEE D,
7. (EH) FEERREERBLNRIFIREY , FRREMEMEARSFERA,
8. EBEMRFRA,

EH EMMEAEXNZLEERR AWS CLI

£ A describe-verified-access-endpoints ar HREG R BHEM ID , A& authorize-security-
group-ingress @ RFTIEE AR A,

12 o B B =& 17 B
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EHUm R,
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REEG WRHFMAEAR,

BEES R EREFIRS
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EHUm R,

EERE. BREREFIURBEBE,

(BA) SEERRBEERBABEK.

(A ) BREK , A AREBETFRERUEAZRH,

BEE N E R E FEUR R BER,
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fEF E R E R FHRRBR AWS CLI
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il R 2 B e 17 B i 26

ER5E K Verified Access BT |, A LU ELMIER,

o

5 XS MBS Verified Access i 24
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EEEERYD , EERIFIURE

12 Bl Fho

BEBE. MREREBNFIRR,
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RASEIR M EEIEZE Verified Access H{EEE R

EEEB R AWS Verified Access EERMEBEE WER, EEEREEA "ERAEES. &
"MEERE. . EREECTESFRAEREBENHEEEN. EEERNEGIEFERAEE FEH. BER
EEK%, BREEERRERE, EELXLMREE, GEANEASREBEETREEMBMTRE , Rt EEX
SREGEERMENXY  UBESZEAEFNETEREE,

T8 , EiBFE R Verified Access Lk IheE , BB UEERETREEEEINETER. EEEER
FREEERERAESNBEREIEEEH, NEEEFHETEEETRENFMET , B30 BAIE
H Verified Access SR A,

FEHUSEHFEEENNES , HHERBRRBEER. LERHNEAEHRHA A , AFEXBE,

B &%

- Verified Access EEERNTERAR

« AWS IAM Identity Center Verified Access EEEEHNAR
« Verified Access EEERNE=AEERHEEAS

« Verified Access PR EE L BERENETME

Verified Access EEERNTERAR

AWS Verified Access TEFfE Cedar fHEFFERTEEHEBIBERN —LxE K HERERENETIRMG
EAM, BuLLBRERETEERNBER,

UTRESEMETHEED,

0]
« HTTP &R
- TCP Hif2

HTTP XK

PR | Verified Access fEcontext.http_request &8 TH Cedar AR B ESE &I HTTP
ERNEHR,

{
"title": "HTTP Request data included by Verified Access",
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"type": "object",
"properties": {
"http_method": {
"type": "string",
"description": "The HTTP method",
"example": "GET"
},
"hostname": {
"type": "string",

"description": "The host subcomponent of the authority component of the
URI",
"example": "example.com"
},
"path": {
"type": "string",
"description": "The path component of the URI",
"example": "app/images"
I
"query": {
"type": "string",
"description": "The query component of the URI",
"example": "valuel=1&value2=2"
},

"x_forwarded_for": {
"type": "string",
"description": "The value of the X-Forwarded-For request header",
"example": "17.7.7.1"

1,

"port": {
"type": "integer",
"description": "The endpoint port",
"example": 443

},

"user_agent": {
"type": "string",
"description": "The value of the User-Agent request header",
"example": "Mozilla/5.0 (Windows NT 6.1; Win64; x64; 1v:47.0)

Gecko/20100101 Firefox/47.0"

},

"client_ip": {
"type": "string",
"description": "The IP address connecting to the endpoint",
"example": "15.248.6.6"
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AWS ERBHFR &5
3

BUR A

LT RER HTTP BERERAVE | Cedar BUX.

forbid(principal, action, resource) when {
context.http_request.http_method == "POST"
&& !(context.identity.roles.contains("Administrator"))

};

TCP #i2

PR | Verified Access EfEcontext.tcp_flow& 8 TH Cedar RBEHEE B &l TCP HEM
BH,

{
"title": "TCP flow data included by Verified Access",
"type": "object",
"properties": {
"destination_ip": {
"type": "string",
"description": "The IP address of the target",
"example": "192.100.1.3"
3,
"destination_port": {
"type": "string",
"description": "The target port",
"example": 22
b
"client_ip": {
"type": "string",
"description": "The IP address connecting to the endpoint",
"example": "172.154.16.9"
}
}
}
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AWS IAM Identity Center Verified Access EEERNAR

FEBCRR , IR & AWS IAM Identity Center EZAFEERME , AWS Verified Access 15
ERGIRMEMERLIN "BRSELR, 2B THW Cedar ARHPBEFTER. EANEERE
A EEERBBUR,

® Note

EERHENARRSIBRELEERUCERHAERRENERSESE, HlU , MREKK
RBEEBRES "dp123" , RARKRSIEMA "context.idp123". BYBRE , FRESERAN
RIEBIABT TR,

T%I JSON fEis iR BRI E P e WEER,

"title": "AWS IAM Identity Center context specification",
"type": "object",
"properties": {
"user": {
"type": "object",
"properties": {
"user_id": {
"type": "string",
"description": "a unique user id generated by AWS IdC"

I
"user_name": {
"type": "string",
"description": "username provided in the directory"
I
"email": {
"type": "object",
"properties": {
"address": {
"type": "email",
"description": "email address associated with the user"
},
"verified": {
"type": "boolean",
"description": "whether the email address has been verified by AWS IdC"

}
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EAEER
}
}

}
I
"groups": {

"type": "object",

"description": "A list of groups the user is a member of",

"patternProperties": {

"Ala-fA-FO-91{8}-[a-fA-FO-9]1{4}-[a-fA-FO-91{4}-[a-fA-FO-9]{4}-[a-fA-F0-9]
{123$": {

"type": "object",
"description": "The Group ID of the group",
"properties": {
"group_name": {
"type": "string",

"description": "The customer-provided name of the group"

BT R RENEEERETERBREH AWS IAM Identity Center.

permit(principal, action, resource) when {
context.idc.user.email.verified == true
// User is in the "sales" group with specific ID

&& context.idc.groups has "c242c5b0-6081-1845-6fa8-6e@d9513c107"
};

(® Note

HREEZBOULIEE | IAM Identity Center A B ID RSEHE, EEMRBREEE
A BEPEBERRR,

Verified Access RIEERINE =N FEERHEEARR

AERBAE=HEEIREBRME AWS Verified Access HEEE R,
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® Note

EERHEENARRSIBRALERYGEREERRENBRSEER, Hln , WREKK
RBEBBRES "idp123" , ABARS|#1E A "context.idp123", EIBURE , ERESMEHN
= ERNABTEER,

B 8
- BIERRHERIER

o Jamf

* CrowdStrike
* JumpCloud

BB R R

MBEBITEAZEBETRABMABHFEIECK , RIFEE AWS Verified Access BB ERIIEEREME
ER M BIBESIEFTIEE, Verified Access B BI XX Google Chrome 1 Mozilla Firefox 2IE 5.

BB XE=AEEEFEIRME : Jamf ( X&E macOS £E ) . CrowdStrike ( X Windows 11
H Windows 10 €& ) # JumpCloud ( Bz Windows #1 MacOS),

- MBREBEBEERPHER Jamf SEER , BNERABESLBTEEEE L% Chrome Web Store 5 Firefox
B hn 7T 44 4 0k T~ I 2 8E AWS Verified Access 2B E R ThEE,

- MREEBERDER CrowdStrike &R , BEAENERAEZEZTELREAWS Verified Access [R4EEH
AEE (EETRER ). SEUTHTREREERAEREE LHITH CrowdStrike REFENEEE
TER, AR, ZRETHR , FABSLREEHEKE LR Chrome Web Store 3% Firefox Fff il 7t 443
Ui =gt AWS Verified Access 2B 28 i fRE4E.

. MREFEHABR JumpCloud , BHERESLBERERE L2 Chrome Web Store = Firefox Fff il
T UERY JumpCloud 2IEE 88 AE 18 4H

Jamf

Jamf BREF=FHEFERMEE. FTHMLEEKE , MREE Jamf EXAETIRME |, Verified Access BER
BEAGTRMUEEBEMBEELN "TBRSEZE8) 228 THW Cedar RETREEEEER ., B LURER
BIMLETEERNEE, T35 JSON EEERBE R TR asmEER,

BB R RIEE 45


https://chromewebstore.google.com/category/extensions
https://addons.mozilla.org/en-US/firefox/
https://addons.mozilla.org/en-US/firefox/
https://d3p8dc6667u8pq.cloudfront.net/WPF/latest/AWS_Verified_Access_Native_Messaging_Host.msi
https://d3p8dc6667u8pq.cloudfront.net/WPF/latest/AWS_Verified_Access_Native_Messaging_Host.msi
https://chromewebstore.google.com/category/extensions
https://addons.mozilla.org/en-US/firefox/
https://addons.mozilla.org/en-US/firefox/
https://chromewebstore.google.com/category/extensions
https://addons.mozilla.org/en-US/firefox/
https://addons.mozilla.org/en-US/firefox/
https://json-schema.org/
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WFEFEE Verified Access A Jamf MFHMAER , F2E Jamf B LK E S AWS Verified Access E2
Jamf Device ldentity,

{
"title": "Jamf device data specification",
"type": "object",
"properties": {
"iss": {
"type": "string",
"description": "\"Issuer\" - the Jamf customer ID"
1,
"iat": {
"type": "integer",
"description": "\"Issued at Time\" - a unixtime (seconds since epoch) value
of when the device information data was generated"
.
"exp": {
"type": "integer",
"description": "\"Expiration\" - a unixtime (seconds since epoch) value for
when this device information is no longer valid"
1,
"sub": {
"type": "string",
"description": "\"Subject\" - either the hardware UID or a value generated
based on device location"
.
"groups": {
"type": "array",
"description": "Group IDs from UEM connector sync",
"items": {
"type": "string"
}
1,
"risk": {
"type": "string",
"enum": [
"HIGH",
"MEDIUM",
"Low",
"SECURE",
"NOT_APPLICABLE"
1,
"description": "a Jamf-reported level of risk associated with the device."
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},
"osv": {
"type": "string",
"description": "The version of the 0S that is currently running, in Apple
version number format (https://support.apple.com/en-us/HT201260)"
}

LT BRI Jamf REHFEEERFHERBUEREH,

permit(principal, action, resource) when {
context.jamf.risk == "LOW"

%
Cedar 2 EEHM . contains () ERE , WJiHBIEESE | Hlal Jamf BV E B2 25 &,

permit(principal, action, resource) when {
["LOW", "SECURE"].contains(context.jamf.risk)
};

CrowdStrike

CrowdStrike R =FEERMHE, FFMHEBERE , MR E4E CrowdStrike EEAFEIRMEE | Verified
Access BEBIEEAGTREEHRELYN "BERSEEHE, c€B8TH Cedar ARFIEEETER
WA LU ER BT GEEERNEE, 7% JSON EEiHRERI M T SHmEER,

WMFEFEE Verified Access ] CrowdStrike FFHAE R , S BEMA CrowdStrike (REFLE EATE
3 , LA AWS Verified Access GitHub #3314,

{
"title": "CrowdStrike device data specification",
"type": "object",
"properties": {
"assessment": {
"type": "object",
"description": "Data about CrowdStrike's assessment of the device",
"properties": {
"overall": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts as a weighted
average of the 0S and and Sensor Config scores"
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AWS ERBHFR &5
iy

"os": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts for the 0S-
specific settings monitored on the host"
I
"sensor_config": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts for the
different sensor policies monitored on the host"

}I

"version": {

"type": "string",

"description": "The version of the scoring algorithm being used"
}
}
},
"cid": {
"type": "string",
"description": "Customer ID (CID) unique to the customer's environment"
},
"exp": {
"type": "integer",
"description": "unixtime, The expiration time of the token"
},
"iat": {
"type": "integer",
"description": "unixtime, The issued time of the token"
},
"jwk_url": {
"type": "string",
"description": "URL that details the IWT signing"
},
"platform": {
"type": "string",
"enum": ["Windows 10", "Windows 11", "macO0S"],
"description": "Operating system of the endpoint"
I

"serial_number": {
"type": "string",
"description": "The serial number of the device derived by unique system
information"
1,
"sub": {
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Iltypell: "String",
"description": "Unique CrowdStrike Agent ID (AID) of machine"

3,
"typ": {
"type": "string",
"enum": ["crowdstrike-zta+jwt"],
"description": "Generic name for this IWT media. Client MUST reject any other
type"
}
}
}

AT 2 #t¥ CrowdStrike IRIEMNEEERETH AN BERSEH,

permit(principal, action, resource) when {
context.crowdstrike.assessment.overall > 50

};

JumpCloud

JumpCloud BE=FEERME., FTMBERE , MREH JumpCloud ERAEERME |, Verified
Access BEZIEEAGERMEALLY "BERSEEW, 2£BTH Cedar AIBRHIEFETER.
BOLUEEREFMEETENNBE. T3 JSON £EBEAETRTAPIEWLEEH,

WMFEFEH AWS Verified Access £ JumpCloud FIFFMER , 28 JumpCloud s EHNES
JumpCloud & AWS Verified Access, JumpCloud

"title": "JumpCloud device data specification",
"type": "object",
"properties": {
"device": {
"type": "object",
"description": "Properties of the device",
"properties": {
"is_managed": {
"type": "boolean",
"description": "Boolean to indicate if the device is under management"
}
}
},
"exp": {

JumpCloud
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"type": "integer",

"description": "Expiration. Unixtime of the token's expiration."
1,
"durt_id": {
"type": "string",
"description": "Device User Refresh Token ID. Unique ID that represents the
device + user."
I
"iat": {
"type": "integer",
"description": "Issued At. Unixtime of the token's issuance."
I
"iss": {
"type": "string",
"description": "Issuer. This will be 'go.jumpcloud.com'"
I
"org_id": {
"type": "string",
"description": "The JumpCloud Organization ID"
I
"sub": {
"type": "string",
"description": "Subject. The managed JumpCloud user ID on the device."
I
"system": {
"type": "string",
"description": "The JumpCloud system ID"
}

LT 2484% JumpCloud R EERBFEAIBUEREH,

permit(principal, action, resource) when {
context.jumpcloud.org_id == 'Unique_organization_identifier'

i

Verified Access PRV ERA B ESEENSZERT

AWS Verified Access #{TREIKIIBRBFERAER , 24K dP WEINWFERESSHEIXZZE Verified
Access i E, FREELSREXE A BEAEXATLURIREE  wruLlRRES A Verified
Access Bi%, FELHIBREH , SFIETH HTTP Z5H

|}

BRERAESS
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X-amzn-ava-user-context

WIEEEE JSON Web FAF (JWT) BRAWFEAEBEES ., JWT &S EH base64 URL RiGHIEZE
B, AEMEFEE, Verified Access £/ ES384 ( £ SHA-384 #ZEEE EH ECDSA HEEEL )
REE IWT 35,

FERAEXATUELEEAREACSEMERAERENER. EAEXHRASEEFER , 817
THESREEMEMSESENE—HNREEE. —BRME , suWELGRBAEEFERENRES
o

B #%

- %155l . OIDC FAHEEENEHE JWT

« &5 : IAM Identity Center FRESEEHNERE JWT

N |

o S . REERAIARES JWT

g4l : OIDC ERBEEETHNERE JWT

T5IgEHI’R8 OIDC EAEEFWHREERENEARE IWT BXFERTEL T,

EHIESE -
{
"alg": "ES384",
"kid": "12345678-1234-1234-1234-123456789012",
"signer": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/vai-
abcl23xzy321a2b3c",
"iss": "OIDC Issuer URL",
"exp": "expiration" (120 secs)
}
A
{
"sub": "xyzsubject",
"email": "xxx@amazon.com",

"email_verified": true,
"groups": [
"Engineering",

OIDC FREESEM JWT 51
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ERAEER

"finance"
1,
"additional_user_context": {
"aud": "xxx",
"exp": 1000000000,
"groups": [
"group-id-1",
"group-id-2"
1,
"iat": 1000000000,
"iss": "https://oidc-tp.com/",
"sub": "xyzsubject",
"ver": "1.0"

&5 : IAM Identity Center FREEEHNEHE JWT

T3 HI/RE 1AM Identity Center £ & E &N ERNEARE JWT KXPERHER T

(@ Note
7 IAM Identity Center, REFERAEEAGETEEEEF,

SIHIRER -

"alg": "ES384",

"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/vai-
abcl23xzy321a2b3c",

"iss'": "arn:aws:ec2:us-east-1:123456789012:verified-access-trust-provider/vatp-
abcl23xzy321a2b3c",

" "expiration" (120 secs)

exp":

EF g

"user": {

IAM Identity Center fEFAEEEH JWT
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"user_id": "f478d4c8-a001-7064-6ea6-12423523",

"user_name": "test-123",
"email": {
"address": "test@amazon.com",

"verified": false

NETR

M Verified Access #TERBTEMEFEREST S , HRPIEZEEA Verified Access InEhEREA A
HTTPS, MR Verified Access In iR EAMER HTTP , BB A FEAZ S HERSIRENRE,

AETHARZSYE K SXAXRIBEE  TERBESHTEMNRE |, LI JWT ZEEHMHW signer #
NERESETAM Verified Access #1T{EEE ARN,

EEMBAEEE , BRIWT EHEIESR D, YAHERBERLAE LR,
BB Winds AWS B AT :

https://public-keys.prod.verified-access.<region>.amazonaws.com/<key-id>

g0 : FEELAIBRES JWT
THREXEE G RE ML Python 3.9 FEIS £ ID. NESBRNAE,

import jwt
import requests
import base64
import json

# Step 1: Validate the signer
expected_verified_access_instance_arn = 'arn:aws:ec2:region-code:account-id:verified-
access-instance/verified-access-instance-id'

encoded_jwt headers.dict['x-amzn-ava-user-context']
jwt_headers = encoded_jwt.split('."')[0]
decoded_jwt_headers baseb4.bb4decode(jwt_headers)
decoded_jwt_headers = decoded_jwt_headers.decode("utf-8")
decoded_json = json.loads(decoded_jwt_headers)

received_verified_access_instance_arn = decoded_json['signer']

L\\
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assert expected_verified_access_instance_arn == received_verified_access_instance_azrn,
"Invalid Signer"

# Step 2: Get the key id from IWT headers (the kid field)
kid = decoded_json['kid"']

# Step 3: Get the public key from regional endpoint

url 'https://public-keys.prod.verified-access.' + region + '.amazonaws.com/' + kid
req = requests.get(url)

pub_key = req.text

# Step 4: Get the payload
payload = jwt.decode(encoded_jwt, pub_key, algorithms=['ES384'])

RN RS JWT 54
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B B 78 Y F EUBUR

AWS Verified Access IR T ZEREEFI PAEZERAERANHRA AWS, BRI AWS BEES
Cedar 5., £/ Cedar , B[ LA T $H ¥ IR E A Verified Access BEFRAZz S REBRET
REEEHEEINETERETREINBUR,

W% Cedar BURFESHIFFMER , F2 8 Cedar 2E 1M,

B R3E T Verified Access Bf#HERE 3 Verified Access i ZhiE | B A LLBIZE & Verified Access I
Ko B L ETERZCREFIBENEBATELHEES RS , EMEFIGERTSEIHE  BEIE
EEBREAL, HE , B LAEREINIEEA Verified Access AR IR B & TP REFHE,

B &%

« Verified Access BUERIR K iE 18

« Verified Access BEERHWAEEE ¥
o B FEUBCREHE

- ERENTFIBEEEER

- BREFIEHIBER

- ERFENTFIBEEE

Verified Access BURBRIA G 18

THRFET Verified Access BURR .

T FBE

M A permit | forbid

scope (principal, action, resource)
R+ when

context.policy-reference-n
ame .attribute-name

};

BURBRR 55


https://docs.cedarpolicy.com/
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BUER T

Verified Access BIERBE T 5 T -

« MR -permit ( AFF) = forbid (L ) FHL

- HE-EARRNER. BENER, EUUE Cedar PNEERBIRER , FERELEBIIBFE
ZEEA, BEHER, FLRIFRT , BEREARABARNETRA. BENER,
- RETH - ERRERNRE.

/A Important

#1 Verified Access , R R ERBSERUEFAFNETERREELRT, BEREBENE—#F
REREER, AE , BUUER REFAPNE P NEEEETRBIRIEEFIE,

an BH
& O] LATE AWS Verified Access R B85, B EEAUBRITEHEBA//MNERNIT,
T 5 €55 B R R P RV EE AR

// grants access to users in a specific domain using trusted devices
permit(principal, action, resource)
when {
// the user's email address is in the @example.com domain
context.idc.user.email.address.contains("@example.com")
// Jamf thinks the user's computer is low risk or secure.
&& ["LOW", "SECURE"].contains(context.jamf.risk)

I

Z @+ a
BT LAER QQIBR FEBIRBAR P ERA ZERE T,

permit(principal, action, resource)

when{
context.policy-reference-name.attributel &&
context.policy-reference-name.attribute2

};

BETH 56
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MEENOEG) | SRR HIBE,
BEFTT

THEHREINAERTBEER : (25 ) BREEEK , ERBEFBESHWEEZE T,

permit(principal, action, resource)
when {
context.policy-reference-name['"namespace:groups"].contains("finance")

i

Verified Access BRI AR EE ¥

FRASERMFEIL AWS Verified Access BURHI AR , I PR Verified Access BUEBRIR R 448 |
B LA RUIBE FRITIEHMES. ZHAUEAFZHMEAREE T , AZHNBERRAFFIEEN
WREXED, TREEMEREBEE FUHSE,

EBET HHENIBH EEPU
! ME - HE BET R,
== A - E[ ¥F, BRAMEMERNS

g, EEETHEY. TEE
BNEXETERILESE,

I= 1T > E4T &R ; T2 REBEX (F2
LR ),

< (R. &) - ®©KE PR BREH,

<= (k. &) - ®tkE less-than-or-equal-toffy R &
o

> (. &) - ®KE AR NRERH,

>= (K. B) - TME greater-than-or-equal-to,

in (ER. BR ) - mME REREER (RS : AHH

A —#&25 true).

REFRT =



AWS BB TFEL

ERAEER

BET

&&

.exists()

=¥

like

.contains()

.containsAll()

.containsAny()

(fME. WHE) > FHRE
(fME. HE) > FHE
B - fME

(HEE. Btt) - wME

(F&H. FF) - ME

(%8, £#@) - HME

(RRE. RE) -~ HwME

(RRE. &RE ) - fME

DU

EXEEK : R (AFB)
|| (CHHIA) | .. MRESEE
JrE® , Al [B. C. ..] #F
B A A trueo

#EE M (=R ).
BEE B (EH) .
EREE.

Infix Operator &e has il
ABNERE T EEEM
WEBESF, false IR e TFF
TS eBEHFE BEREB
%, BER f, BHERATEKRTR
AERNRSFREE.

Infix Operatoro &t like
PRENFRE/FELEN p,
Hhaga@e*fFae 0 %@
EAFTHNERAFT. RTH
& PN EBEEEF L, B
DER \*H SRR F T F
Hlpo

REMEEKR BAAT
£)o

AHES ARBEEESEBH
HFr B T3,

AHES ARBEEESEBH
B EMITER,

NEEHET
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BEXHR—E—ERZEBRRRR (permit = forbidBiR=R ) . MBEHFRXFA (whenBiR
X)) Btrue, BIBKEA, ATBEBRRXHAFTER , MGREDXAEA—FEFTRE , mBEZE
ERATMRILEBE. URREBEANFUIERN/BEA —RZBERELEEEK |, AIBREXHSERFE.
MRIEEERFEA Verified Access B4 H Verified Access i B EZRBUR XM , EMEXHH S BRHFE
B, WMREEKRER Verified Access it BB XH , BIRE Verified Access BB R FEFEL

AWS Verified Access BBV BURERFERE L  EFr2RIBLERER TFTIPHRENER.,

£ B 78 Y 17 BNBUR B 55 0T

BB ERE AWS Verified Access BUR |, A T BEFER T FEREBERNETHTNER, REETR
FENARHSEER , BwmEE AN , Cedar HEELHRYFTHIERFEIMPBEE, fln , ESEH
IE#8 , A A fake_provider# bogus_key REERLLARH,

permit(principal, action, resource) when {
context.fake_provider.bogus_key > 42

};

EEBREEEN , BULER hasEE FRESBERER., MRhasEE FERE false , E—FFF
EHEERAXEFEL , T Cedar FTEELAEHSETREEEBEWERS,

permit(principal, action, resource) when {
context.identity.user has "some_key" && context.identity.user.some_key > 42

};
EEEESEMETREERMEENEREREA,

permit(principal, action, resource) when {
// user is in an allowed group
context.aws_idc.groups has "c242c5b0-6081-1845-6fa8-6e0d9513¢c107"

&&(
(
// if CrowdStrike data is present,
// permit if CrowdStrike's overall assessment is over 50
context has "crowdstrike" && context.crowdstrike.assessment.overall > 50
)
|
(

BURFTAE 59
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// if Jamf data is present,
// permit if Jamf's risk score is acceptable
context has "jamf" && ["LOW", "NOT_APPLICABLE", "MEDIUM",
"SECURE"].contains(context.jamf.risk)
)
)
};

B e 17 IS 5 R

SETLAER Verified Access R , ISEERAREAFIRER TREEMAENERE,

BURE i

o i1 : BEIEFEUER T IAM Identity Center Y EEAE
- 6|2 BEFRERTFE=SHERTHEE

- %5l 3 : £/ CrowdStrike X FFEUE

- &4 AFFSRIEBISE IP bt

5 1 : BEEERF IAM Identity Center Ry B4R

£ B AWS IAM Identity Center , XIFFEAEHEIDs RSEEH B, WREESFHENERE , EEHR
It & BT BUR BROR =

THEFHREAFEACRRBETB M o EEFETNEREFN ., BHEID A
c242c5b0-6081-1845-6fa8-6e0d9513¢c107,

permit(principal,action, resource)

when {
context.policy-reference-name.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&& context.policy-reference-name.user.email.verified == true

3

THEFBREEFERAEVRNIEEH A, FRAEEECREFNE B4t , B Jamf EERR S EE
B, FAFFFEELOW,

permit(principal,action, resource)
when {
context.policy-reference-name.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
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&& context.policy-reference-name.user.email.verified == true
&& context.jamf.risk == "LOW"
};

MESEERNFEERNR , 3828 the section called “AWS IAM Identity Center A"

gEHl 2 BERERTE=ZSHEFTNEE

THEHBREEFEAEMNEERE, FREEFCRENETEMF U , B Jamf KERERS BA
LOW B , F RFFEH. #HEANEBA "MK, .

permit(principal, action, resource)

when {
context.policy-reference-name.groups.contains("finance")
&& context.policy-reference-name.email_verified == true
&& context.jamf.risk == "LOW"

};

MECSEERNZEMER , 52 the section called “E=FRAE",

#1145 3 : f# F CrowdStrike ¥ 5 2 EUE
TR EHIEER SR E B R A 2 B AR 50 BEFER

permit(principal, action, resource)
when {
context.crwd.assessment.overall > 50

};
il 4 . RFFNIEBEE IP bk
THEFBERAFREIEE IP sty HTTP Ko

permit(principal, action, resource)
when {
context.http_request.client_ip == "192.0.2.1"

};
THEHIBERIELRBIEE IP it #y HTTP 3R,

forbid(principal, action, resource)

BERERTE= A HERTHHEE 61



AWS BRI FE EREES

when {
ip(context.http_request.client_ip).isInRange(ip("192.0.2.1/32"))
};

THEHBERAFFRBIEE IP #bikhy TCP FHR.

permit(principal, action, resource)
when {
context.tcp_flow.client_ip == "192.0.2.1"

i

SN FHBERBE

Verified Access BB 2 Verified Access EEAFNITE | qfARAZMAZENBE, cE—@
EMLERHRBER., #BHEABKNEERR , EUUEEPRENBEBER.

EERABRXETENEEREEME , BH Verified Access EE B AR HER EFERBEEEA
RN, ERMRATEER —BNEERFEETARURBFENBIEEK , LARAENRAEENS
FERHM.

T3 Z e R A A BURRE SRR E A=
%

- TR EEENER

- HEB 2 AENREHE

- SR3 . BRANEREE

SR BESHNER

ERRPENE-—BL  LAUEEECRANCRIFIURR. SUEEEERE ( LEFEBAibit
AAl)  WREMEEERERBN/HKRERFT. RIBHER  SEEEAENREFIARPHE
MR RERE, S UER MR IFRIN A FFRIEERE.

K&, FERE. RERR, mEBRNFERRFSERIET —EEm L,
A RUBUR BV B ¥ 5 TE SR B IR

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
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2. TEEEHEEAP | B#IF Verified Access H1TEEE , ARE—THREFHANWHITEEI Verified
Access #1T1EE ID,

3. EEMBBERHE,

4. HEFERAEESFEMiut  MASERENE FE 4t

5. ¥ Verified Access Un B , IEEVE R EE B 5 BUR Y i B o

6. (ER) tHHEB K RUEEAERR.

7. (ER) ERERFBT , BRUE-—NEERFIR.

8. (ER) HHYRELR K EZELEMANSERESRER., RIBRER , BEASKHNWIRERS
-

9. EET—,

SRR 2 . AEMmEBR
EREE L, SHEIUTER , 0EA

- BNETRUEEAFEREN (BEM) SEL—EALSBHEENEBEEEINEERS,
s F—ESBRHEEZERFFIUGEMN Cedar BUR,
. BB 2 Verified Access B #HY Cedar B,

O LA B H#mEE Verified Access i B MEHEM Cedar BUE , BEEEANBRRTBREN, BBEETIUE
At BEE R Cedar BERENEERR.

EFARBREE , RBEEARAERE , RESREETSEER L, SUNREBRLEXNAUHE
E,LOURERERUER.

EEREYBRFHNBEL %  HRET —SURRREDEN T —EEE,
TSR3 MENERSE

EBRBENGRE —H , C2EIECHBERAMNEE  UERRE. SRETURE —XBETEH ,
REREFEERBELUEREE,

WA BUER F-RAREE L —8F |, SURERCERTEBUEBUERBE,

HER 2 AR REBR 63
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HE4R F B s AWS Verified Access

AWS Verified Access IRtERAF R , BEUTUEEAEEBENIE HTTP AR 2BMAER. A
FingLsiMZFERAERE, MEBFERESFIPEANEERS , WAEHIKHZE Verified Access LA
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2. EEEERY  EECREFIETER.

3. i®HY Verified Access #1T{ERE.

4. BEDE. BELAFPRERBER,

/A ELAFImMAEREER AWS CLI

{# /A export-verified-access-instance-client-configuration #5. S HEFEZ json BR, BRIEEL
AL ClientConfig-FHHFHE,

ERERRAREN

FERATYER , A AFmEREERARER,
FRAFPREMREZEEAREN
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4. BAEBZHER Zé,mpgﬁ%ﬁmﬁo

5. BoEmBo%k  HRAETLER Verified Access I2tH) DNS 218 , B ZENAFERE
HERRER,
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ERERAFHRERS  ETURRREE,
macOS

1.0.1 R EHIRA

BI1¥ /Applications/Connectivity Client ¥#14T Connectivity Client
Uninstaller.appo

28 1.0.0 iR

TEEAR Mac Bconnectivity_client_cleanup.shig8SBEE Apple Silicon
% Mac #E Intel , FREESTHNHITNT , REFITESH , WTFR. https://

d1wobwuaox5vqg3.cloudfront.net/mac-arm64/1.0.0/connectivity_client_cleanup.sh

sudo ./connectivity_client_cleanup.sh

Windows

HEHE Windows EBEREZERAFE , FHATRERER  RREEBK.

BEER

AERTIREER

}

. RERIHARL S,
. EOERAREENRERAREASR

- ERETEERER , RITR ITEEERENEEEE. FEEENERTREENELEMER
H/REE,

- EREEHRFAETFUNRAEZN , BEBRHAFR.
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BRER : BBEENRAEREYFREFHABES
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ATEERE : T H M VPN BB | #ia0 AWS Client VPN, Cisco AnyConnect 5 OpenVPN Connect,

BORTTHR - RETEME AL VPN BERER. IRENAELER  FELEDPHBRSLERRKEES
HA

AIRER A : 7£ Windows F & L |, AAF IR EEE 80 LEA HTTP #H/TIR4IF B, 8 TCP Ei#E
12 80 HIBH A A& R B AT By LE 32 %) SEE&E A o

fRRT R - BE Windows B A BRI R B H AR LR AT $HEEE 80 LM TCP , XFAE,
£ A Chrome = Edge BB 35 E4R

AT8E/RE : A Chrome = Edge BIEERE Web EARERNE , BTN ELHAT IPve RBEFEEHE,
BRBE | BHE AWS X,
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MERZEM AWS RESEBEIEF. 558 AWS BF | BRI UZHRNERPONMERERE | L8
EAmERZEHRABHEFIRMEES.

ZEMR AWS BB ARRE, AFEEEASHERAERNEZEYE  NERTPHREM

- BIRNEEYE - AWS ESREE PHIT AWS RSN EBRE AWS Eig, AWS tAGIRMHATR
2EANREE. HFAWS 2B ED  FZHARBAEEEHIRNBRERMZLNER . BET
238 A AWS Verified Access A RETE] , ES2BAWS SRETEIN REEE,

- BERNLEY - ENETECRAEER AWS iR, St /4EHEMEREZEES  SFEERNBE
., BTN ERNBERERFNER,

A XA BN T MR Verified Access RERARSEER, THEERBPMMERE
Verified Access AT E BN L2 EHEBREE, St 7 HEN{AFEHREHM AWS RIS R FH B S EE = MR E
Verified Access &R,

B &%

- Verified Access PV ERMRE

- Verified Access BN & 7 MIEIREE
- Verified Access & BT

- BEEIRPAEY

Verified Access PRI ERRE

AWS HESFERBEAR AWS Verified Access PRI ERHMRE ., MERATIR | AWS EEREH
TAE W £IKE#ERE AWS Ein, FEEHZBTHERS R LAEATNIEGE., CHEREE
FRER AWS R ML ERBNEETE. IFENBAENFRET A FSRERBLEEREE
£, NEEHBMNERRENEBER , FSEAWS ZEHIBEE EHAWS HEFEFEEF GDPR
TEAMEE,

ERERREEYN , RARBEHRE AWS IRFE 2 AER , A AWS IAM Identity Center 5 AWS
Identity and Access Management (IAM) B2 EEBIERE, Mt—R , SECHEHASESRHETHK
HEKPABENRT,. RftEBRERATIANREER
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« £/ SSL/TLS & AWS BERBH. RMFEE TLS 1.2 WEHEMEA TLS 1.3,

. {$F RE API MERAEEEISE8E AWS CloudTrail, TNEAERI{EA CloudTrail B MHBEEL AWS SEEIH
B, BEZ2BAWS CloudTrail € EREERE) RHER CloudTrail B,

- EF AWS MEMARAR , UREPHWAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMNIREZEMFE Amazon S3 FEURE R,

o MRMEBE AWS BB HREIN APl FEH BEE FIPS 140-3 BN R IGm=ZEHR , 5FEA FIPS
imE, WERRE FIPS M FIPS IWmEMWEZHEEN , B2RB A ETREZEE (FIPS) 140-3,

BEMEEBRCEBUITESETFNETFBH iU FHZIBRAET  HEERI A BN FRL
B, flanE BN, ETEEERMEM Verified Access REAEIEA, API AWS CLIZK AWS SDKsH H
fit AWS RS B, BERBIEAEANZRUPBANEAERRAIRARGTERZE RS, MR
BRIV MARERA URL , RFAZIEBF D ERBCHUXMAMB[F RN URL P IEBREA,
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Verified Access €# Transport Layer Security (TLS) 1.2 SREFIRA , FiBREBERER B REREE
A& E®3 Verified Access BT EE ¥,

MR R E R

&I LA’ TE Verified Access RIR&I¥ VPC HiFEE RN FH. HRUEAEAERN I RE &
A URIRFEIR SN EAERE  REHTOVRNEN. WEFHES , F2RERBNFIHE
X,

AWS Verified Access RYTRREE #1125

AWS Verified Access TaER & A AWS HEER KMS €8 INZFEER., EREEHMBRERRLE
B, ERBREAREBRERMSRNRERENEMH MY, B  HuELREFSRENESHREMN
EHERNEZLEARR, THREIRM Verified Access IAEH KMS £i8ETHESEMBRPNEE
MMEA,
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- BASDHEBER
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AWS BN 8

Verified Access £ KMS £ HEIMBRBA G 2B ER PIl), ARERLEEERN , BELETT
B, B8, FHAREXAWS #ESBNER, T8 , EFFEXREASEREETMTERN , BT
RENFRECERN S, MEFHMEN , 5528 (AWS Key Management Service B A BI5r) F
W AWS BEEN SR,

HALEELERALENZSZNEAMBEE | BEFUERY Verified Access ERIFEETFZE
iR, ERE AWS AN NBE SR LHEE_ENE.

EFRE®R

Verified Access XEFRZEVNEENHBEFSESE K ERENERNF LFEE BN,
BH L EEEHEMND , R ITUTEL :

- BUNBES|RIK

- BIRM#E IAM BERNEZTRE
- MANERAEREE

- BRTRBHREREZER

- ¥R

- BYEBAA

« REESWAMER

MEFZLEF , 52 AWS Key Management Service A BREFNESFZE SR,

(® Note

Verified Access £/ AWS SR ERBBRABRENE , RERZEAZ DHBBIER,
B ERERAEFSESRE  SEL AWSKMS EA, MEEENFMEENR , F2H
AWS Key Management Service E{Eo
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BA &5 &R EF

THRWERA Verified Access EAMNBAF 2 HBIER (PIl) , AREMEBES R,

EREn AWS BN S| IR EFEESRMNE (ER)
Trust provider (user- 2 A 2 A
type)

ERAEENEEREESR
OIDC ;# , I Authoriza
tionEndpoint, UserIinfoEndpoi
nt, Clientld, ClientSecret

F  ELEEHEA Pl

Trust provider 2 A 2 A
(device-type)

HERNESEFRHETE
Tenantld , iEE#RA Pll,

Group policy 2A 2 A

EE I HIE K Verified Access
FHHHRRRM, SEREER
ARMAR, JEIEERAE
EZBNEFE 4 HUE P,

Endpoint policy 2 A 2 A

EE N HIE X Verified Access
me AR, ISREFR
ERPRA, JEIEEAE
ZRANEFEHHUE P,

AWS Verified Access #{a]7E R EARF AWS KMS

Verified Access EER FFTREFERALNEFRFZE SR,
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ELRENFRAEFRFZELEBIMAEN Verified Access BEJRMF , Verified Access &1&1B&i%X CreateGrant
EREG RRREBEILETETF AWS KMS, FHIEF AWS KMS AR T Verified Access FEURIRF &
ESESBNEFEE,

Verified Access EERF , TREBFFLFZESBAN T Y RIPIRE -
- BREZEREEZE AWS KMS UERMFZNER 8 , MEARBZRENER,

« {E3% RetireGrant 53R E AWS KMS LUMIKREF.

B L FERRSER FHEIE  SIBRBREEEFSESBNEFEIVE, MREIEREM , Verified Access
BELIENHEFZSESRNEZENEMESR  ESFEMMNXERNERE,

FBH Verified Access FHEFSEL8

B LAMER AWS BEEFIEAH AWSKMS APIs REVHBESZE SR, BE ( AWS Key
Management Service BiE A BI§mM) FEVEHBNEERNT R,

EIRBUR

SHREREEHEFZESBNEFIER., SEAEFZESHBLERE—ESWBER , HHIERE
HUUFEASBEREFERAARNHNERR, EEUEFZESHRET , TUEESRBE., WEFHEENR ,
528 ( AWS Key Management Service Bz A B1EM) THESBEBUR,

EFEBEFZESME Verified Access EREEMFER , XAESBBES LTI API RE -

« kms:CreateGrant : fEFZESHBANRE, RFEFHIEE KMS SBHNFEE , LUAKF
IR FE B FIATENRE, MEFHMEENR , 528 ( AWS Key Management Service Bi% A 818
) PHREL,

JE A] Z Verified Access #11T TSI EH{E :

- N4 GenerateDataKeyWithoutPlainText AEAMBZENER B MIUFE K RAERS
WA RMNE,

« Y Decrypt AEARBEFENNEERSH/REFIMEBHNESR.

- MERAEER , UAFFRBHIT RetireGrant,
« kms:DescribeKey - IRt BEFZEEWMFMER , LLAFT Verified Access BRFE L,
« kms:GenerateDataKey — fo&F Verified Access £ £ RN E R,
 kms:Decrypt - fuFF Verified Access B IMBZHNER S8,
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ERAEER

LT A AR Verified Access B & 88 BUE &5 61,

"Statement" : [

{

"Sid" : "Allow access to principals authorized to use Verified Access",

"Effect" : "Allow",
"Principal" : {
"AWS™ o "EM
I
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "verified-access.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal” : {
"AWS" : "arn:aws:iam::111122223333:ro0t"
I
"Action" : [
"kms:Describe*",
"kms:Get*",
"kms:List*",
"kms :RevokeGrant"

BRENME
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]I

"Resource" : "*"

}
]

MEFMEF , F2E ( AWS Key Management Service BIZ A E5/) HMET SBBEE N H#HE
fREBEE.

18 E Verified Access B RN EFSELS

BALEEEFZESR  ATIERRHAE-EME

- ERENFEEE
- BEFEURR
- EBRENFREERMAE

TIREH BNT(EEERE AWS BEEIES KU UEHMNE - BEAERYTEEREFSES
i, FUBERESD BINETNZERE (ER) ZESGHR , REWALEFEHN AWS KMS €48 1D,
Bt EESRBEEERSER KK AWS CLI,

(@ Note
MERARKEMNBHEE LRAEAERNEFZESRER , $EEBEFNERNARE,
i, B LMER AWS BEEERS 3 RIERXER AWS CLI , LERFNEFZESRAE

AWS Verified Access IIZRAA
MERABRZAN—ELH/EY  EhasARERNEMREEA. AWS KMS NSRS M

AENNCHRIER  UXECRENNR, ELENZERNERPEENZARE , SRR
A AWS KMS BEZMZNER, ZERZRER , BUNBEEFRDPETEHENNEAR,

AWS Verified Access INZRA

Verified Access 7EFTE AWS KMS ZiFiRZRETFEAEBHNNEAR , HP &8
A , aws:verified-access:arnM{EAER Amazon Resource Name (ARN), BAT & Verified
Access ERNMEBRR .

ERENFIEERHE
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"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessTrustProviderId"

BN FHUEE

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessGroupId"

BRE T HUR R

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessEndpointId"

ECIR IR INZR £ 88 LLE 1T AWS Verified Access

B IREE AWS Verified Access ERERAEESE KMS €88 | B LIER AWS CloudTrail 3Ki& it
Verified Access EiXMEERK AWS KMS,

T5|€ 6|2 CreateGrant, RetireGrant, DescribeKey, Decrypt# AWS CloudTrail 15
ffGenerateDataKey , BE:12 Verified Access LK) KMS B#E , U EREFZE KMS £\ ME/H
eI

CreateGrant

ERERHEFSESRMBERIE | Verified Access R RGEXEZRIREF AWS 248
HCreateGranti R, Verified Access EYMNEFTEBREEZF S ESBHEBBNER.

THEHMNEFEHSECHE CreateGrant B1YE :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
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ERAEER

"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T16:27:12Z7",
"mfaAuthenticated": "false"

}

I

"invokedBy": "verified-access.amazonaws.com"
I
"eventTime": "2023-09-11T16:41:427",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "ca-central-1",

"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",
"requestParameters": {
"operations": [
"Decrypt",
"RetireGrant",
"GenerateDataKey"
1,

"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae",

"constraints": {
"encryptionContextSubset": {

"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-0e54f58le2e5c97a2"
}
I
"granteePrincipal": "verified-access.ca-central-1.amazonaws.com",
"retiringPrincipal": "verified-access.ca-central-1.amazonaws.com"
},
"responseElements": {
"grantId":

"e5a050fff9893balc43f83fddf61e5f9988f579beaadd6d4sadedldf@7df6048f",
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"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"
},
"requestID": "@faa837e-5c69-4189-9736-3957278e6444",
"eventID": "1b6dd8b8-cbee-4a83-9b9d-d95fa5f6fdos",
"readOnly": false,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

RetireGrant
Verified Access £ RetireGranti®fE , EEMBRERIFBREF,
THEHNEGEHSCH RetireGrant B4E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
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"creationDate": "2023-09-11T16:42:337",
"mfaAuthenticated": "false"

}

.

"invokedBy": "verified-access.amazonaws.com"
.
"eventTime": "2023-09-11T16:47:537",
"eventSource": "kms.amazonaws.com",
"eventName": "RetireGrant",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": null,
"responseElements": {
"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"

I
"additionalEventData": {
"grantId":
"b35e66f9bacbh266cec2l4fcaa353¢c9cf750785e28773e61babf434d8c5¢c7632F"
I

"requestID": "7d4a31lc2-d426-434b-8f86-336532a70462",
"eventID": "17edc343-f25b-43d4-bbff-150d8fff4cf8",
"readOnly": false,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Decrypt
Verified Access 0l DecryptiRfE , AEARENMEZER S/ REFIINBNESR

THNSEFSHEEHE Decrypt B1E :
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T17:19:33Z7",
"mfaAuthenticated": "false"

}

1,

"invokedBy": "verified-access.amazonaws.com"
1,
"eventTime": "2023-09-11T17:47:05Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e",
"encryptionContext": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-00f20ases55e9340f",
"aws-crypto-public-key": "AkK+vilW/
acBKv70R8p2DeUrA8EgpTffSrjBgNucODuBYhyZ3h1MuYYJz9x7CwQWZw=="
}
.
"responseElements": null,
"requestID": "2e920fd3-f2f6-41b2-a5e7-2c2cb6f853a9",
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"eventID": "3329e@a3-bcfb-44cf-9813-8106d6eee31d",
"readOnly": true,
"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

DescribeKey

Verified Access £/ DescribeKeyiRERBRFHEECE RMBHNEFZESREREERIKRSM

EEH,
THHNEFISEHE5Cek DescribekKey B :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T17:19:33Z7",
"mfaAuthenticated": "false"
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},
"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T17:46:48Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",
"requestParameters": {
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"

},

"responseElements": null,

"requestID": "5b127082-6691-48fa-bfb0-4d40e1503636",
"eventID": "ffcfc2bb-f94b-4c00-b6fb-feac77daff2a",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

THMEFIEH K GenerateDataKey B1E :

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
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"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-09-11T17:19:33Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T17:46:49Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"aws:verified-access:arn": "arn:aws:ec2:ca-

central-1:111122223333:verified-access-trust-provider/vatp-00f20as4e455e9340f",
"aws-crypto-public-key": "A/ATGxaYatPUlOtM+1/mfDndkzHUmX5Hav+29I1Im

+JRBKFuXf24ulztm0IsqFQliw=="
I
"numberOfBytes": 32,
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
I
"responseElements": null,
"requestID": "06535808-7cce-4ael-ab40-e3afbf158a43",
"eventID": "1lce79601-5a5e-412c-90b3-978925036526",
"readOnly": true,
"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-

central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"
}
1,
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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FHUEFIEE (ACL) ATEFIBLEERE (RFKE, FRAENAG) HEFIEZRNFFT. ACL EER
EREBR , BEMAER JSON BERXAHEN,

ERCHFEIFEEY ABAC
%1% ABAC (BUERFHERR) : 32

B EFEUES] (ABAC) R—EREXRE , REBAERNBHERFTAIHE, S USRERERE IAM
B AWS MEIR , AEERFT ABAC B , MEEZRANEBASER LNRBE RFHREF,

MERBERILHIEE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys RHFR5|8 , EERNWHEETEP , REEBEA.

NMRBHEZESEEREEN LB =ERG SR  RBEZBBEMS , ER Yes, IRBBEIERLE
BREEN SN =EFGS® , AEA Partial

T ABAC WEHHEH , F2H (AM EREER) PHER ABAC RIEESRTT. WEEESAR
E ABAC ZERRNHERE , F2H (AM EAEER) PHNEABEREFEEZSE (ABAC).

FBH Verified Access FHERZEAER
TEREER =2

REEAEREM AWS ERNEHNFERE , ERERABSHRACRK SRR, AWS BERE
BEELAHREAEN K MAREARMENER. UFFMAEFA  F2H (AM EREER) P8
IAM 7 B B s &2 2 B RS BE 1) £ |AM FE BB ERIAWS AR#S o

Verified Access H ¥ IR EBBFF A

TEEEFNITERR (FAS): 2

Verified Access f{TER IAM #4255 F 90


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS BRI FE EREES

BXFIITERE (FAS) EAM HEFEAFFA AWS BR¥ |, WHES FR AWS IR @ TRBE L
AR, MFRH FAS BREFNERFHET  FSRERFHTERER.

Verified Access M IRIE A&

XERBAE . &

REAGRREETN AM A€ | ATREMTEE, IAM EEE LR IAM RET, 18R F M BRIRKE
A, NEFHMEENR , #28 (AM FAEERE) RFWETAGUERTTiE AWS R,

Verified Access RIS EE A E
YERKEEZAR 2

BREFACREGE N —EREAE AWS . BBTUREAREATHENAR. REHERS
AESHRELEN P AWS IRF |, YHREHEE. IAM EEEAURE  EFERERTEEAEHN
AT,

MERILNERE Verified Access [RIGEFZE B BWEFMEN , F2E FAREFINREEEZAE,
Verified Access B & 43 8l B 5K & 45

BIRFER , FAENACRKEEYRIEH Verified Access EIRMIFFA, BERTHEAEHHEMEER
MATEMERGER , IAM EEE LR IAM B,

WMETHMMERELES JSON BERXHETL IAM 5o BB , F28 (AM EREER) FME
3 IAM BUR (£ R).

WEHEES Verified Access EEMNEEMERBENFMEN K SESEERERM ARNs & |
B (R ESE) Fi Amazon EC2 BENE, BRINEHEE,

T
*

e

- BREEER

« B3I Verified Access 11T 1B B Y BUR
- AEAEREMMBECHET

HRREEK

BOoRABRRESYEEIRFINEBAERBAUEN, ZHEMER Verified Access EiR. ELE)ER
BESELN AWS IRFEAER, EREIRFRES »HBERE |, BEBTHEAREREE .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html

AWS BRI FE EREES

- FRIEER AWS SEBRRYERREERITT - eERBHEATRTENCERAENTELSE  FEA
B RTHAZSERERARGIN AWS REBEK., ©MTELEN RER AWS IRF, RMIEBRLEES
BERERARN AWS NEFZERR , WE—FROFHA. NFEZEA , F2EH (AM EAEE
) FH AWS XEBRSAEBHENAWS XEBXK.

- EAREHERT -RE IAM BERNFAATE  FERTHTEXRMENTT. KERLEN , B
UERERERG T IUEREERRINEE K SELBARKERREITT. WEEA IAM ERFFA
MEZHEER , F2EH (AM EAEER) P 1AM PR BERMEF I,

- £ IAM BERHP R E — S REIFEVE - BRI LUSHREFIEEBER | UREIBENE RN FE,
o, BALRBBORRY |, IEENSAEA SSL BIEAMARR. WRBBEE Flm £RAREDHH%E
AWS FRE§ , 4 th AT LAGE A R4 R 12 F H 7B CloudFormation, MEFEMER , FSH (IAM FEA
EIE™E) B IAM JSON Bk T & : .

« f£/ IAM Access Analyzer B IAM BUR |, fE{RFT 24 B 7 IEEEE - IAM Access Analyzer B
BHBEMBEER |, BRELBERER IAM BUREES (JSON) Ml IAM FRIEEH ., 1AM Access
Analyzer {2t 100 ZIEBERRERVEATTHER , IHBERERLBERANBE. WEFEE
#, F2E (AM EAEERM) PHEA IAM Access Analyzer B2 F BUE.

- FEZEERRFH (MFA) - NMREZHRPIFE IAM EHES FHRERAE AWS RS |, 55BR MFA
DSR4, MEEFY AP BERER MFA | 1% MFA fEHEBEENBER., NEHAE
#A, Bm2HE (AM E£AFEERE) FHER MFA E’J;zi API ZHL,

WE IAM A REEBWHEBEENR , F2E (AM FAEER) B IAM Z£HEER,

#1] Verified Access #{TEBE N BE

EER Y Verified Access HITEE , IAM TEESEZLHBANFRIARNFEZTH IAM B,

{
"Effect": "Allow",
"Action": "verified-access:AllowVerifiedAccess",
"Resource": "*"

}

@ Note

verified-access:AllowVerifiedAccess RERBIENER APl, EXAXEER. %
RGBT, 7£ ec2:CreateVerifiedAccessInstance APl BifE L EREIR. &
B GengeE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS BRI FE EREES

#17 Verified Access BTN EHIEK, EHEHAH | 123456789012 2 AWS tRESRHE , ™
us-east-1=2 AWS [EiF,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVerifiedAccessInstance",
"Resource": "arn:aws:ec2:us-east-1:123456789012:verified-access-
instance/*"
}I
{
"Effect": "Allow",
"Action": "verified-access:AllowVerifiedAccess",
"Resource": "*"
}
]
}
AFFEAEREMMB SN

WEH G REBMMEIBEER , AFF IAM FREREKNEBAEAES 2N AREZIERR, WBEE
AEETEAHER H AWS CLI AWS APl URBRRET AR TR BENFT,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
55 B BUER A 93



AWS BRI FE EREES

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

HOeRBENE D MEEETHEDE
FERAUTERARBEIEZE S ESER Verified Access H IAM BRI gEIEZINE RRERE.

RERE

o REIE Verified Access FHIITEIE

o RAEBHIT iam:PassRole HIIFZH#E

« BEBEAR LA AE AWS tRE FEFKE Verified Access ER

KREHEE Verified Access FH1TENME
MBBINBIEEER  FHNEBRERENTHE  BFNBELEEHT , AFERNTHE,

TH&EHIsEER G Emateojackson IAM EAEERAERAEZEARE —BERE my-example-widget
ERWFFHER , BAVEER ec2:GetWidget FFRAIRFRAE,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ec2:GetlWidget on resource: my-example-widget

ELBERT , BEEH mateojackson EHEBHNER , AFFFER ec2:GetWidget BEFE my-
example-widget BiR.

bad 3713 94



AWS BRI FE EREES

MRIEFEMB , BEIEEN AWS BEEE, ENEEERHENBERR.

K AEEHIT iam:PassRole HIFZ#E

MRBWFGERR | HHAEEEHIT iam: PassRole B , ENHRLEAEH , UAHFEKACEER

Verified Access,

BE AWS B AIREEREACEEGERE K MAREVFNBEACIRBEELC. NFH
TR , ELARERACBEEZ BB,

EE25A K IAMmarymajor FAEERFERAEEAE Verified Access PHITEIMER , 284 T FIEH
53R, B2 , BEBRBEEEREAGKE TN Y. Mary REKAGEERGRENT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WEURAEERH , RFFMHIT iam: PassRole Bk,
MREBEEGE , BHEEN AWS EEE, FHNEESRHENEEERE,
REIZ AT A AE AWS IRF FEEH Verified Access EIR

BRUEY—EAE  BEMIRFHINEREREEBABHNASTFIRENER, EUUIEEE R
EEENHENEXAR, HHXEERERNBERNFEUEHIEE (ACL) BVARES , BT LUERA ALK
KRBT AETFIENE RN,

NMEE-STH , F2RUATAS

« BZE TR Verified Access BB XIEELIIEE , 582 R Verified Access #{A &2 [AM FEELF o

- BETHRNMAWS 1RFE EEBEN ERBREFIE  F260 (AM EAEER) FHEEHE
B AWS IRF B9 5 — 1@ IAM /& PR FEE,

- BEETRINMEERNEIERMEBE=H AWS IRF |, 528 (AM FAEER) TS FEER
HIEE=H AWS IRF #H,

- MEFETHNMEEBES S0 RUFIE , F268 (AM E£REER) FHSEFIEREHEGENTE
THEIRENERE BMEE D).

- METHERAAGNEREBRETEIRFFINCENEZR , F2H (AM £REER) P IAM
Y ES IR F B IR L
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS BRI FE EREES

EHARIEFNNEREREESE

AWS Verified Access £/ IAM [RGB AR | EREFERLE AWS REHN IAM A6JEHE, Verified
Access WIS EE A ER Verified Access % , W SR AWS IR RERERI EHAb Fﬁ%ﬂ’\]ﬁﬁ
B,

RS EEACUREERZMEETE Verified Access , RABRSHFEFHIEHLEMEFA, Verified
Access EEZHRKEZAGWETT , BRIEBZEEE , BRIRE Verified Access TeElgEHAR, &
ENHFVEEETBERMBFTEE , B BREZEZEIEMEM IAM EB,

Verified Access MY RS ERE B @ FF A

Verified Access /& & AWSServiceRoleForVPCVerifiedAccess RIS ERZ AR , RGEEIRE B
FRREFIENER,

AWSServiceRoleForVPCVerifiedAccess lRIGEZEACEE N IREBEEIZAC

e verified-access.amazonaws.com

B A& AWSVPCVerifiedAccessServiceRolePolicy B9 & & 5T o] BUK /o 5F Verified Access ¥1iEERN EIRT
BT HIEE -

- MIEFREBRNLLBHec2:CreateNetworkInterface LW EE , LR ER EBNAAEREBNE

VerifiedAccessManaged=true
- BUBFAMEKNTHec2:CreateTagsHWENE
- BB EZB2FEMENHEec2:DeleteNetworkInterfaceENE

VerifiedAccessManaged=true

- BEE EBNAELSBENTEME N Hec2: ModifyNetworkInterfaceAttribute Bk

VerifiedAccessManaged=true

FBHA LE AWS ZEBRSEERETPRFLBERNFT ;
AWSVPCVerifiedAccessServiceRolePolicy,

!
W
&5

BAARERNT , IAM ER (NEAE. HERAR) T TEY., REIMRRBEESE, WEFH
ﬁﬁﬂ nﬁ/ Eﬁ IAM ﬁﬁﬁ%?ﬁﬁEFEﬁﬂﬁﬁ%ﬁ%iﬁ@ntFTo

ERRBERAR 5%


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVPCVerifiedAccessServiceRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html#service-linked-role-permissions

AWS BRI FE EREES

ABETHRIRRERAS®

BAZEEFHEY —ARBELSAG, 4T AWS EEFEA, AWS CLI API LY
CreateVerifiedAccessEndpoint B AWS |, Verified Access 8§ BB B RIS ERE AR,

EEMBRLBRKERZEAR  CREEBREY , BV ERFHFEANEEFEFEIAR, EERBR
F0LY CreateVerifiedAccessEndpoint B , Verified Access @B X AEREN R ERZ AR,

mECRIEFINREESAE®

Verified Access T it 5 & 4mEE AWSServiceRoleForVPCVerifiedAccess RIS EZE AR, ARAERESE
BUEESEZREELEAE  FULELIEEYACGCAEBFAEEHE. AMm , B FERH IAM RigiE
AR, MEFMEENR b BF2HE (AM FEAEER) PNHEERBELSAGHEIR,

MEREMBFINERESAR

BT EEF E)MIER AWSServiceRoleForVPCVerifiedAccess s, EEE AWS EE XA, AWS
CLIZE API FRIFIY DeleteVerifiedAccessEndpoint BF AWS | Verified Access 8/8BREIR , It A2 MR
R EFAE,

£/ IAM FERBREREESSE

fEA IAM £# & AWS CLI, = AWS API 2Bk AWSServiceRoleForVPCVerifiedAccess RIGELE
A, NEFMENR , B30 (AM EAEIER) FNRBREREELES6,

Verified Access RIS EHZACH T EEE

Verified Access X EBEEFTERRMEIRE AWS B ) R EARKEZAC, WEFMENR , F2BAWS
[ 13 B i 2

AWS Verified Access ) SEHE

AWS ZEBRZH AWS AWS SEBREVNEENBIBEELEATSEARGIRMETT , UER
A LARRE T ARG A E,. FEANAE,

FARCIE , AWS REBRABTERTFTRECEARIINFEERTT , ERELFTAHAE AWS &
FEA, BMEBREERBENEARINETLFEERE , WEE-SRDFFA,

BEEEE AWS SEREPEENTT, R AWS EFH S AWS EREFESNST , IFEHS
ERREZNTEZIAED (FEAE. BENAR ), EHHN AWS BRI BB API RETTH
BERBFEAR , AWS RETREEH AWS ZE R,

AWS SEHE 97


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_update-service-linked-role.html#edit-service-linked-role-iam-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_delete.html#id_roles_manage_delete_slr
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies

AWS BRI FE

ERAEER

WHFEFHMER , F2E AM EHEREEFH AWS ZEHE,

AWS ZEBUER : AWSVPCVerifiedAccessServiceRolePolicy

BFEEEEDREEEAE |, AFF Verified Access REREHTEIME, NMBFMEN , FSBEEAR
BEHEAC, BERFBENET , B LE F&EF AWSVPCVerifiedAccessServiceRolePolicy
AWS EE XA , WA E SEBRSEREP R AWSVPCVerifiedAccessServiceRolePolicy

K. AWS

AWS ZEBRRN ERFEFINEN

A5 B RSB HHE LB F LUK | Verified Access ¥ AWS BEHEFEHMNFEET . EHETE
EMBEEEEE , 5557 Verified Access Document B0 EHE LAY RSS B E,

gE

AWSVPCVerifiedAcce
ssServiceRolePolicy - B E#t
BUR

AWSVPCVerifiedAcce
ssServiceRolePolicy - B E#t
BE

AWSVPCVerifiedAcce
ssServiceRolePolicy - ¥ Bl

Verified Access T BBt &

2

DU

Verified Access CEHESE
BE , B8 "sid" ML TrE
BERY R

Verified Access BE#HH Z
EBR , KL+ BHEERHE
Zec2:CreateNetworkI
nterface ™,

Verified Access #7187 ##Y X
R, A CHEEIRFE e
A REFIENEIR,

Verified Access B BHAIBHEH
AWS SEBEWEE,

Verified Access & 1R ER 3%

AWS Verified Access AIERE A X BB P EARIEFRLE FIPS) 6. WFEARCREFTIEE FIPS &8
WS EARMEMEN , 558I1E Verified Access B FIPS &35,

ATEIEER , F2RAWS B# SR EHEEANRRBIFLAE
BHESRE. WE-—REF  FSEAWS SR E,

EETH RE AWS R ERES

Date

2023 11 A 17 H

20235 H 31 H

2022 11 A 29 H

2022 11 A 29 H

EREERRE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSVPCVerifiedAccessServiceRolePolicy
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVPCVerifiedAccessServiceRolePolicy.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/

AWS BRI FE EREES

WO LAER T&ERE=F RIS AWS Artifact, JIEFMEA , F2E THIRS in AWS Artifact

BER HHEREMS AWS R BUARERNEEYE, BRRNEREE  URERANEENER,
ZIU ﬁﬁﬁ H% ;E aﬁEE’J ni%ﬂiﬁﬁﬂ AWS Hﬁi% nﬁ E2 Eﬂ AWS Kéjﬁ:

R FEUPRYSE M

AWS £IRERRIERUL AWS B M TRERSAEREZE, AWS B RHESEERRHN BN
THES , EEEFRELE, SHEENSEREBRRER, BBTHES , &7 LR RRFNE
RAEXANERE s TRES BB REBEMASRETE. TRESNTAL, FEEINERE
RN, IBE-HSEERPONERERREES.

WFE AWS B M TAESNFEES  F2RAWS £ IRER R,

BRT AWS £ BRERESZHE 2 FL |, Verified Access BRI T HIThEE | LB ELN S TAMER,
ZEFHERUABERS AN

ECBRVAETEREEREFIGRME SIS SEFRRERREYEB, Rk EEHNEE
FTRESCABRTEN TR, EBEBSEFRER , S UERSETHRERERS TR,
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https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/about-aws/global-infrastructure/

AWS BRI FE EREES

BEs AWS Verified Access

B RHENTEYE., TRAMEMYRENEELS AWS Verified Accesse AWS 12T 5|5 T B3RES
& Verified Access, TERAERFHRY , WiBRFRINE BEE -

- FRNHF - HNENEREXFERVFMAENR, MEFMHEHR , 552 Bthe section called “EaFEFHL
S

« AWS CloudTrail — #8EL APl FEIUAH A REH B HOMEEEH , AWSIRFE YA RFERRINE
BIETER Amazon S3 REETEE. BRI LEARIFILAEREFIRE AWS, ETHFUARIR IP it |
IR IR R, INEFFMER , 552 Bthe section called “CloudTrail B,

BREFHHER

£ AWS Verified Access FEE B REFINFERE , CERHMEFNER. EUELER THERAERXRE
Y, WipBEIREEEL £ EHMERKER, Verified Access X IEBMBR L L EBHIRZEE (OCSF)
SRR,

B eEs  SEEXRTCEFEXHAFENENM, ARRERKENN IAM TREZEEFIEFENRT ,
FTREEEEE, BERHEEWMATEN IAMFUAE BREFEGEFTERPESR, Verified Access
SEBMEINAGFHN T EN

« Amazon CloudWatch Logs H 56848
« Amazon S3 fEFETE

« Amazon Data Firehose X4 & 7

B &%

« Verified Access &2 k2N

- B EFEGCERETA]

- RASEFERERBFRAER

- BAREA Verified Access EERE

- Verified Access BJ OCSF 0.1 ik B 55 &4l

- Verified Access 9 OCSF 1.0.0-rc.2 i A &%l
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AWS BRI FE EREES

Verified Access it &R Z<

RIZTERR |, Verified Access iC8& R F B MR 2 & B RZEH (OCSF) 0.1 MR, MEMMA 0.1 ik
WEH B 5 , 5520 Verified Access B9 OCSF 0.1 ki B 55214,

BRI ECEENRAEE OCSF 1.0.0-rc.2 B, MELEBHRNFMENR , 5520 OCSF F#E#HiR,
FEEH 1.0.0-rc.2 xRS B 5% , 5528 Verified Access B9 OCSF 1.0.0-rc.2 iR B 55 &34,

3

EE |, IR Verified Access inBifEF TCP BAHE , BIEEFEH OCSF 0.1 iR,

£ F £ & FHRECSkhR A

-_—

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

EEEERT , EEREFIEITHEE.

BEUEE M Verified Access #1TERE.

£ Verified Access #I{T{ERE R IFMARRRS|IEE L | BIFE N Verified Access 31T B 5iC sk AHRE,
T #H B FEMA TR B E A ocsf-1.0.0-rc.2,

BEEUCREFIHTERR AR,

2

5/ FHakFCSKhRAS AWS CLI

5 A modify-verified-access-instance-logging-configuration 5%

BB EREEH T

FRBEREE G AV ERFBEERENT , FRERERE. THEDRERSERER R
B

o

EERE CloudWatch Logs :

« ec2:ModifyVerifiedAccessInstanceLoggingConfiguration £ Verified Access #11T{E 8
i

* logs:CreatelLogDelivery, logs:DeletelLogDelivery, logs:ListlLogDeliveries,
logs:GetLogDeliveryM ZEFIE &R logs:UpdatelLogDelivery k£

« logs:DescribelLogGroups B Wit AFE&F#H1ogs : PutResourcePolicy by
logs:DescribeResourcePolicies, A

FCERRR AR 101


https://schema.ocsf.io/1.0.0-rc.2/classes/access_activity
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html

AWS BRI FE EREES

ZEX{FZE Amazon S3 ;

+ ec2:ModifyVerifiedAccessInstanceLoggingConfiguration 7 Verified Access #I1T1EE&
s

* logs:CreatelLogDelivery, logs:DeletelLogDelivery, logs:ListlLogDeliveries.
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- £/ OIDC M JAMF 2 F i FEE
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£/ OIDC & FHIFE
ELEHIBFFIEB H |, Verified Access LFFFEEE OIDC FREEEFRMUEN IR,

"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
I
"duration": "0.004",
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"end_time": "1668580194344",

"time": "1668580194344",

"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
},
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

iy

"http_response": {
"code": 200

iy

"identity": {
"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
I
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoe@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
}
},
"message": "",

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "0.1",
"product": {
"name": "Verified Access",
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"vendor_name": "AWS"
}
},
"ref_time": "2022-11-16T06:29:54.3449487Z",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
.
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"
.
"start_time": "1668580194340",
"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null

f£/H OIDC M JAMF 2 F 1Y 1FEUiE

EILEIHI HF5EE & |, Verified Access AFFEIEERESR OIDC M JAMF £EETRMEENIHRE,

"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {

"ip": "10.2.7.68",

"type": "Unknown",

"type_id": 0O,

"uid": "41b07859-4222-4f41-F3b9-97dc1EXAMPLE"
},
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"duration": "0.347",
"end_time": "1668804944086",
"time": "1668804944086",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/"
.
"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",
"version": "HTTP/2.0"

I
"http_response": {
"code": 304
},
"identity": {
"authorizations": [
{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "oidc",
"uid": "vatp-9778003bc2EXAMPLE"
I
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "4f040d0f96becEXAMPLE"
}
},
"message": "",

"metadata": {
"uid": "Root=1-321318ce-6100d340adf4fb29dEXAMPLE",
"logged_time": 1668805278555,
"version": "0.1",
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"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-18T20:55:44.086480Z",
"proxy": {
"ip": "10.5.192.96",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-3598f66575EXAMPLE"
.
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "192.168.20.246",
"port": 61769
.
"start_time": "1668804943739",
"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null

5/ OIDC F CrowdStrike &30 7 EE

EEHIHFFEEAS |, Verified Access /e FEUEIEFEAR OIDC # CrowdStrike £ EEFIR & IR

Fio

"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {

"ip": "10.2.173.3",

"os": {
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"name": "Windows 11",
"type": "Windows",
"type_id": 100

I
"type": "Unknown",
"type_id": 0O,
"uid": "122978434f65093aee5dfbdcOEXAMPLE",
"hw_info": {
"serial_number": "751432al1-d504-fd5e-010d-5ed11EXAMPLE"
}

},

"duration": "0.028",

"end_time": "1668816620842",

"time": "1668816620842",

"http_request": {
"http_method": "GET",

"url": {
"hostname": "test.app.example.com",
"path": "/",
"port": 443,
"scheme": "h2",

"text": "https://test.app.example.com:443/"
},
"user_agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/107.0.0.0 Safari/537.36",
"version": "HTTP/2.0"

},

"http_response": {
"code": 304

I

"identity": {
"authorizations": [
{
"decision": "Allow",
"policy": {
"name": "inline"

1,
"idp": {

"name": "oidc",

"uid": "vatp-506d9753f6EXAMPLE"
},

"user": {
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"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "23bb45b16a389EXAMPLE"
}
.
"message": "",

"metadata": {

"uid": "Root=1-cl6c5a65-b641e4056cc6cb@eeEXAMPLE",

"logged_time": 1668816977134,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
.
"ref_time": "2022-11-19T00:10:20.8422957",
"proxy": {
"ip": "192.168.144.62",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-2f80f37e64EXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "10.14.173.3",
"port": 55706

},

"start_time": "1668816620814",

"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",
"status": "Success",
"type_uid": "20800101",
"type_name": "AccesslLogs: Access Granted",
"unmapped": null
}
E#r 4> Cookie 1B FHL

EHEH BEERF | Verified Access Rk &2 BF% Cookie MIELFHL
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"activity": "Access Denied",
"activity_id": "2",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": null,
"duration": "0.0",
"end_time": "1668593568259",
"time": "1668593568259",
"http_request": {
"http_method": "POST",

"url": {
"hostname": "hello.app.example.com",
"path": "/dns-query",
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/dns-query"
1,
"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML",
"version": "HTTP/2.0"

.

"http_response": {
"code": 302

I

"identity": null,
Ilmessagell: IIII’
"metadata": {
"uid": "Root=1-5cf1c832-a565309ce20cc7dafEXAMPLE",

"logged_time": 1668593776720,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
.
"ref_time": "2022-11-16T10:12:48.2597627",
"proxy": {
"ip": "192.168.34.167",
"port": 443,

"svc_name": "Verified Access",
"uid": "vai-108ed7a672EXAMPLE"
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},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "10.7.178.16",
"port": "46246"
}I
"start_time": "1668593568258",
"status_code": "200",

"status_details": "Authentication Denied",
"status_id": "2",

"status": "Failure",

"type_uid": "20800102",

"type_name": "AccesslLogs: Access Denied",

"unmapped": null

HEREBIFE

L EHI BEEEE F |, Verified Access IR CRENFER , ARAFIEET RFFZHER.

"activity": "Access Denied",
"activity_id": "2",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {
"ip": "10.4.133.137",
"type": "Unknown",
"type_id": 0
},
"duration": "0.023",
"end_time": "1668573630978",
"time": "1668573630978",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
Ilpathll: II/II’
"port": 443,
"scheme": "h2",
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"text": "https://hello.app.example.com:443/"
1,

"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",

"version": "HTTP/2.0"

I
"http_response": {
"code": 401
},
"identity": {
"authorizations": [],
"idp": {
"name": "user",
"uid": "vatp-e048b3e@f8EXAMPLE"
},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoe@example.com",
"uuid": "Qel281ad3580aEXAMPLE"
}
I
"message": "",

"metadata": {
"uid": "Root=1-531a036a-09e95794c7b96aefbEXAMPLE",

"logged_time": 1668573773753,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-16T04:40:30.9787327",
"proxy": {
"ip": "3.223.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-021d5eaed2EXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "10.4.133.137",
"port": "31746"
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iy
"start_time": "1668573630955",
"status_code": "300",

"status_details": "Authorization Denied",
"status_id": "2",
"status": "Failure",
"type_uid": "20800102",
"type_name": "AccesslLogs: Access Denied",
"unmapped": null
}
AR BFEIEE

EEHIHFFEE S |, Verified Access EZAEATBNAGER  ALMSRHARAMNVBFER, EA
HARSEERTBEREENBFEFR,

"activity": "Unknown",
"activity_id": "@",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": null,
"duration": "0.004",
"end_time": "1668580207898",
"time": "1668580207898",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
.
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

},

"http_response": {
"code": 200

.

"identity": null,
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"message": ,

"metadata": {
"uid": "Root=1-435eb955-6b5al1d529343f5adaEXAMPLE",
"logged_time": 1668580579147,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-16T06:30:07.8983447Z",
"proxy": {
"ip": "10.1.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-6c32b53b3cEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.28.57.68",
"port": "47220"

}I

"start_time": "1668580207893",

"status_code": "000",

"status_details": "Unknown",
"status_id": "Q",

"status": "Unknown",

"type_uid": "20800100",
"type_name": "AccesslLogs: Unknown",

"unmapped": null

Verified Access B OCSF 1.0.0-rc.2 i B &5 &1 451
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{
"activity_name": "Access Grant",
"activity_id": "1",
"actor": {
"authorizations": [{
"decision": "Allow",
"policy": {
"name": "inline"
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
.
"invoked_by": "",
"process": {3},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
.
"session": {}
.
"category_name": "Audit Activity",
"category_uid": "3",
"class_name": "Access Activity",

"class_uid": "3006",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": @
1,
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",
"url": {
"hostname": "hello.app.example.com",
"path": "/",
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"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
I
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

},
"http_response": {
"code": 200

I
Ilmessagell: IIII’

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "1.0.0-xrc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-16T06:29:54.3449487",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"
}I
"start_time": "1668580194340",
"status_code": "100",

"status_detail": "Access Granted",
"status_id": "1",
"status": "Success",
"type_uid": "300601",
"type_name": "Access Activity: Access Grant",
"data": {
"context": {
"oidc": {
"family_name": "Last",
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"zoneinfo": "America/Los_Angeles",

"exp": 1670631145,

"middle_name": "Middle",

"given_name": "First",

"email_verified": true,

"name": "Test User Display",

"updated_at": 1666305953,

"preferred_username": "johndoe-user@test.com",

"profile": "http://www.example.com",

"locale": "US",

"nickname": "Tester",

"email": "johndoe-user@test.com",

"additional_user_context": {
"aud": "xxx",
"exp": 1000000000,
"groups": [

"group-id-1",
"group-id-2"

1,
"iat": 1000000000,

"iss": "https://oidc-tp.com/",
"sub": "xyzsubject",

"Ver": H1.®H

},

"http_request": {
"x_forwarded_for": "1.1.1.1,2.2.2.2",
"http_method": "GET",
"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.

"port": H8®H’
"hostname": "hostname.net"

EEREEARTARTHNFIE

"activity_name": "Access Grant",
"activity_id": "1",
"actor": {

X 10_15_7)
36",
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"authorizations": [{

"decision": "Allow",
"policy": {
"name": "inline"
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
I
"invoked_by": "",
"process": {3},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
I
"session": {}
I
"category_name": "Audit Activity",
"category_uid": "3",
"class_name": "Access Activity",

"class_uid": "3006",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
},
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",
"text": "https://hello.app.example.com:443/"
},
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"
I
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"http_response": {
"code": 200

},

"message": "",

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "1.0.0-rc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-16T06:29:54.3449487Z",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
.
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {

"ip": "172.24.57.68",

"port": "48234"
.
"start_time": "1668580194340",
"status_code": "100",
"status_detail": "Access Granted",
"status_id": "1",
"status": "Success",
"type_uid": "300601",
"type_name": "Access Activity: Access Grant",
"data": null

fE A& CIDR i B8 AE R

{
"activity_id": "1",
"activity_name": "Assign Privileges",
"category_name": "Audit Activity",
"category_uid": "3",
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"class_name": "Authorization",
"class_uid": "3003",
"data": {

"endpoint_type": "cidzr",
"protocol": "tcp",
"access_path": "public",
"idp": {

"name": "my-oidc-instance",

"uid": "vatp-09bc4cbce2EXAMPLE"
I
"authorizations": [{

"decision": "Allow",

"policy": {

"name": "inline"

1,
"context": {
"oidc": {

"family_name": "Last",
"zoneinfo": "America/Los_Angeles",
"exp": 1670631145,
"middle_name": "Middle",
""given_name": "First",
"email_verified": true,
"name": "Test User Display",
"updated_at": 1666305953,

"preferred_username": "johndoe-useretest.

"profile": "http://www.example.com",
"locale": "US",

"nickname": "Tester",

"email": "johndoe-user@test.com",
"additional_user_context": {

"aud": "xxx",
"exp": 1000000000,
"groups": [
"group-id-1",
"group-id-2"
1,
"iat": 1000000000,
"iss": "https://oidc-tp.com/",
"sub": "xyzsubject",
"ver": "1.0"

iy

com
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"tcp_flow": {
"destination_ip": "10.0.0.1",
"destination_port": 22,
"client_ip": "10.2.7.68"

}

}

},

"device": {
"ip": "10.2.7.68",
"port": 1002,
"type": "Unknown",
"type_id": 0

},

"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"metadata": {

"uid": "",
"logged_time": 1668580281337,
"version": "1.0.0-rc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"severity": "Informational",
"severity_id": "1",

"start_time": "1668580194340",
"status_code": "200",
"status_id": "1",

"status": "Success",
"type_uid": "300301",
"type_name": "Authorization: Assign Privileges",

"count": 1,
"dst_endpoint": {
"ip": "107.22.231.155",
"port": 22
I
"privileges": [
"vae-12345cbce2EXAMPLE"
1,
"user": {
"email_addr": "johndoe-user@test.com",
"uid": "johndoe-user",
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"uuid": "9bcce@2a-fcl5-4091-a@b7-874d157c67b8"
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{

"eventVersion": "1.08",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIKK40OINJWEXAMPLE: jdoe",
"arn": "arn:aws:iam::123456789012:user/jdoe",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "jdoe"
I
"eventTime": "2022-11-18T20:44:047",
"eventSource": "ec2.amazonaws.com",
"eventName": "CreateVerifiedAccessInstance",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",

"requestParameters": {
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"CreateVerifiedAccessInstanceRequest": {
"Description": "",
"ClientToken": "85893ble-49f6-4d24-97de-280c664edflb"

},
"responseElements": {
"CreateVerifiedAccessInstanceResponse": {
"verifiedAccessInstance": {
"creationTime": "2022-11-18T20:44:04",
"description": "",
"verifiedAccessInstanceId": "vai-0d79d91875542c549",
"verifiedAccessTrustProviderSet": ""
},
"requestId": "2eael95d-6bfd-46d7-b46e-a68cbh791ded9"

I

"requestID": "2eael95d-6bfd-46d7-b46e-a68cb791de@9",
"eventID": "297d6529-1144-40f6-abf8-3a76f18d88f0",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"

WNEBRI CloudTraill BHEREANE
contents,

%II

E28 (AWS CloudTrail fEA &) H A CloudTrail record

EHEH 126


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html

AWS BB TFEL

ERAEER

W BE%E AWS Verified Access

&0 AWS tRF EREE NE

EEEEN
AWS IR F- BB &R

W) AWS 1RF EB T %82 Verified Access #HEARYBLEE,

Name

ERENFIHITER

ERE N P A

ERENFNEERHES

EREAFEURT

HTTP 1258

HTTP R K/NRFII T,

Name
BRIT
E—HFH
BB AR
BEFRER

HTTP Hi&

50

| A

| A

| A

FEEx
16 K
16 K
32K

64 K

RECHE , TRIEARE AWS BRI, BRIEZHRA , TRAISERERZ

A

EFUEERNESPREYNCRER
s TR E LR,

EFUEENESPEYNCRER
WA EBE LR,

EFUEENESPREYNCRER
BEERHEERE LR,

EFUERNESPEYNCRER
HunR & LR

o o

7|

127


https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-17A8BD20
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-3829BC77
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-AF309E5E
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-5D439CF7

AWS BRI FE

ERAEER

ERFERKA0YW. MREARKXEEEB 60 WHNKREIREE HTTP R , AFRGWE HTTP

504 BERAFEEER, R Verified Access Logs BRUA , RITL T HTTP 504 §535,

OIDC E& KR/

LR 2 OIDC E&F K/MRH,

Name TE&% GG
OIDC E& A/ 11K =

IAM Identity Center

ER S FEL ] LAIR 2 EURELS IAM Identity Center iSRG EZ 1, 000 EEENERE,

128



AWS BRI FE

ERAEER

Verified Access fi£ A & 8 R RV S & 52 50 &%

T &REREA Verified Access B ST IR,

EEERTFXEFEER

BRI HTTP BB ESEE

B
B MR

AWS BEEH SEBR

BREARME

X & FIPS &%

HRBHR

AWS BEEH SEBER

GA IR

BEMRA

DU

E#HLladditiona
1 user_context ¥TiEE

OIDC EFH%E Ho

EIBIE HTTP BAHER LY
BERHEE.

JEEFEBRIEHTTP BAMER
B ERAI AR,

HHCREFRW AWS XE
IAM B R HE1TE#o

AWS Verified Access TEER &
A AWS BEEH KMS £ 0%
BREER,

REBRBEELZSS FIPS R
&,

Hi8EC 8% Th
BEHF,

e , BIEERRH

HHCREFRW AWS XE
IAM B R HE1TE#o

Verified Access & IEm/
GA A&, 8EAWS WAF #

o

|op>

Verified Access & IEm/
FE B R A

B

2025 2 H 24 H

20252 A5H

2024 £12 A1 H

202311 A 17 H

2023 9 A 28 H

2023 9 A 26 H

20236 A19 H

20235 H 31 H

20235 4 A 27 H

2022 11 A 29 H

129


https://docs.aws.amazon.com/verified-access/latest/ug/security-iam-awsmanpol.html
https://docs.aws.amazon.com/verified-access/latest/ug/encryption-at-rest.html
https://docs.aws.amazon.com/verified-access/latest/ug/fips-compliance.html
https://docs.aws.amazon.com/verified-access/latest/ug/include-trust-context.html
https://docs.aws.amazon.com/verified-access/latest/ug/security-iam-awsmanpol.html
https://docs.aws.amazon.com/verified-access/latest/ug/waf-integration.html
https://docs.aws.amazon.com/verified-access/latest/ug/waf-integration.html

AWS BRI FE EREES

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,

CXXX



	AWS 已驗證的存取
	Table of Contents
	什麼是 AWS Verified Access？
	Verified Access 的優點
	存取已驗證的存取
	定價

	Verified Access 的運作方式
	Verified Access 的關鍵元件

	教學課程：Verified Access 入門
	Verified Access 教學課程先決條件
	步驟 1：建立已驗證的存取信任提供者
	步驟 2：建立已驗證存取執行個體
	步驟 3：建立已驗證存取群組
	步驟 4：建立已驗證存取端點
	步驟 5：設定已驗證存取端點的 DNS
	步驟 6：測試與應用程式的連線
	步驟 7：新增已驗證的存取群組層級存取政策
	清除 Verified Access 資源

	已驗證的存取執行個體
	建立和管理 Verified Access 執行個體
	建立已驗證存取執行個體
	將信任提供者連接至 Verified Access 執行個體
	從 Verified Access 執行個體分離信任提供者
	新增自訂子網域

	刪除已驗證存取執行個體
	將 Verified Access 與 整合 AWS WAF
	所需的 IAM 許可
	關聯 AWS WAF Web ACL
	檢查關聯的狀態
	取消與 AWS WAF Web ACL 的關聯

	Verified Access 的 FIPS 合規
	為 FIPS 合規設定現有的 Verified Access 環境
	為 FIPS 合規設定新的 Verified Access 環境


	Verified Access 的信任提供者
	Verified Access 的使用者身分信任提供者
	使用 IAM Identity Center 做為信任提供者
	先決條件和考量事項
	建立 IAM Identity Center 信任提供者
	刪除 IAM Identity Center 信任提供者

	使用 OpenID Connect 信任提供者
	建立 OIDC 信任提供者的先決條件
	建立 OIDC 信任提供者
	修改 OIDC 信任提供者
	刪除 OIDC 信任提供者


	Verified Access 的裝置型信任提供者
	支援的裝置信任提供者
	建立裝置型信任提供者
	修改裝置型信任提供者
	刪除裝置型信任提供者


	已驗證的存取群組
	建立和管理 Verified Access 群組
	建立 Verified Access 群組
	修改已驗證的存取群組

	修改 Verified Access 群組政策
	與另一個 共用 Verified Access 群組AWS 帳戶
	考量事項
	資源共享

	刪除已驗證存取群組

	已驗證的存取端點
	驗證存取端點類型
	Verified Access 如何與共用 VPCs和子網路搭配使用
	建立已驗證存取的負載平衡器端點
	建立已驗證存取的網路介面端點
	建立已驗證存取的網路 CIDR 端點
	為已驗證存取建立 Amazon Relational Database Service 端點
	允許來自 Verified Access 端點的流量
	修改已驗證存取端點
	修改已驗證存取端點政策
	刪除已驗證存取端點

	從信任提供者傳送至 Verified Access 的信任資料
	Verified Access 信任資料的預設內容
	HTTP 請求
	TCP 流程

	AWS IAM Identity Center Verified Access 信任資料的內容
	Verified Access 信任資料的第三方信任提供者內容
	瀏覽器延伸模組
	Jamf
	CrowdStrike
	JumpCloud

	Verified Access 中的使用者宣告傳遞和簽章驗證
	範例：OIDC 使用者宣告的已簽署 JWT
	範例：IAM Identity Center 使用者宣告的已簽署 JWT
	公有金鑰
	範例：擷取和解碼 JWT


	已驗證的存取政策
	Verified Access 政策陳述式結構
	政策元件
	說明
	多個子句
	預留字元

	Verified Access 政策的內建運算子
	驗證存取政策評估
	已驗證的存取政策邏輯短路
	驗證存取範例政策
	範例 1：將存取權授予 IAM Identity Center 中的群組
	範例 2：將存取權授予第三方供應商中的群組
	範例 3：使用 CrowdStrike 授予存取權
	範例 4：允許或拒絕特定 IP 地址

	已驗證的存取政策助理
	步驟 1：指定您的資源
	步驟 2：測試和編輯政策
	步驟 3：檢閱並套用變更


	的連線用戶端 AWS Verified Access
	先決條件
	下載連線用戶端
	匯出用戶端組態檔
	連線至應用程式
	解除安裝用戶端
	最佳實務
	疑難排解
	登入時，瀏覽器不會開啟以完成 IdP 的身分驗證
	身分驗證後，用戶端狀態為「未連線」
	無法使用 Chrome 或 Edge 瀏覽器連線

	版本歷史記錄

	Verified Access 中的安全性
	Verified Access 中的資料保護
	傳輸中加密
	網際網路流量隱私權
	AWS Verified Access 的靜態資料加密
	驗證存取和 KMS 金鑰
	個人身分識別資訊
	AWS Verified Access 如何在 中使用授予 AWS KMS
	搭配 Verified Access 使用客戶受管金鑰
	指定 Verified Access 資源的客戶受管金鑰
	AWS Verified Access 加密內容
	監控您的加密金鑰以進行 AWS Verified Access


	Verified Access 的身分和存取管理
	目標對象
	使用身分驗證
	AWS 帳戶 根使用者
	聯合身分
	IAM 使用者和群組
	IAM 角色

	使用政策管理存取權
	身分型政策
	資源型政策
	其他政策類型
	多種政策類型

	Verified Access 如何與 IAM 搭配使用
	Verified Access 的身分型政策
	Verified Access 的身分型政策範例

	Verified Access 中的資源型政策
	Verified Access 的政策動作
	Verified Access 的政策資源
	Verified Access 的政策條件索引鍵
	Verified Access ACLs
	具有已驗證存取的 ABAC
	搭配 Verified Access 使用臨時登入資料
	Verified Access 的跨服務主體許可
	Verified Access 的服務角色
	Verified Access 的服務連結角色

	Verified Access 的身分型政策範例
	政策最佳實務
	建立 Verified Access 執行個體的政策
	允許使用者檢視他們自己的許可

	對已驗證存取身分和存取進行故障診斷
	我無權在 Verified Access 中執行動作
	我未獲得執行 iam:PassRole 的授權
	我想要允許 以外的人員 AWS 帳戶 存取我的 Verified Access 資源

	使用驗證存取的服務連結角色
	Verified Access 的服務連結角色許可
	為驗證存取建立服務連結角色
	編輯已驗證存取的服務連結角色
	刪除已驗證存取的服務連結角色
	Verified Access 服務連結角色的支援區域

	AWS Verified Access 的 受管政策
	AWS 受管政策：AWSVPCVerifiedAccessServiceRolePolicy
	AWS 受管政策的已驗證存取更新


	Verified Access 的合規驗證
	驗證存取中的彈性
	多個子網路以實現高可用性


	監控 AWS Verified Access
	驗證存取日誌
	Verified Access 記錄版本
	驗證存取記錄許可
	啟用或停用已驗證存取日誌
	啟用存取日誌
	停用存取日誌

	啟用或停用 Verified Access 信任內容
	啟用信任內容
	停用信任內容

	Verified Access 的 OCSF 0.1 版日誌範例
	使用 OIDC 授予的存取
	使用 OIDC 和 JAMF 授予的存取權
	使用 OIDC 和 CrowdStrike 授予的存取權
	因缺少 Cookie 而拒絕存取
	政策拒絕存取
	不明的日誌項目

	Verified Access 的 OCSF 1.0.0-rc.2 版日誌範例
	包含信任內容的授予存取權
	已省略信任內容所授予的存取權
	使用網路 CIDR 端點指派權限


	使用 記錄已驗證的存取 API 呼叫 AWS CloudTrail
	已驗證的存取管理事件
	驗證存取事件範例


	的配額 AWS Verified Access
	Verified Access 使用者指南的文件歷史記錄
	

