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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/tagoptions.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/index.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_iam-tags.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_iam-tags.html
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https://console.aws.amazon.com/console/home
https://console.aws.amazon.com/resource-groups/tag-editor/find-resources
https://docs.aws.amazon.com//ARG/latest/userguide/supported-resources.html
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
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https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html
https://docs.aws.amazon.com//ARG/latest/userguide/supported-resources.html
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REFR A MR EBER R B HAh AWS BREEZEM APIs BN EIRKFFTEHFT A,
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S EERESRT LR AWS ZEHEER

BREERIETI AWS REHX , B UEAEEBRALNEAERH - ARLERNFTT. &
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ResourceGroupsandTagEditorReadOnlyAccess

BERERFIEEN IAM ACREAEFFT , LA AWS Resource Groups MiZEEmIEETHIHEE
B, FEENERNER K LEXEZREBNBREEZERNGTT, ETHEETEEEH
iﬁ_i?ﬁo

ResourceGroupsandTagEditorFullAccess
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https://docs.aws.amazon.com//IAM/latest/UserGuide/ManagingPolicies.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateTags.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorFullAccess
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/A Important
AN MERRERTHUERFERRELEARRFESRIZENFT. T8 , BFEL
AHEAWUA BENGT , EXARELERFIAEERCREERNEER T, EERTER
R FEUE , BEMSREETHHEHA —EBUR

« AWS ZEBXReadOnlyAccess & ¢ ¥t B ERBHN ERETE FHBRENTA, EFBRTH
£/ AWS IR# B, AWS 8 B Bt BERIRIFESFTMRE,

- % RBRMABRKISENERE AWS ZEBE , B9 AREH REFIRBRAENER,
520 , Amazon EC2 £ AmazonEC2ReadOnlyAccess.

- BANEIBCWEBER , EHHEFLEERAEFINPDERBNERE FRERBRIENF
., WRERAAFEFERBIIEBFTERR,

AU BEEREFAEREAEINER  BEIAERETHEAT AL, i BUNE
FISEALL T BB BB TR

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [ "tag:*" ],

"Resource": [
"arn:aws:ec2:us-east-1:444455556666:*",
"arn:aws:s3:::amzn-s3-demo-bucket2"

]
}
]
}
REF , BAUFERAAFEFRAMEERNWERETERR , BLARNENERRN. EZEE

BINBE  BARAFEIRWMEEERE. U TEABREZESIERLFE Amazon Resource
Name (ARN) 5| i 5 E &R

JSON

"Version":"2012-10-17",

"Statement": [
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AmazonEC2ReadOnlyAccess

RiC AWS BIRMERRER EREES

{

"Effect": "Deny",

"Action": [ "tag:*" ],

"Resource": [
"arn:aws:ec2:us-east-1:123456789012:instance:*",
"arn:aws:s3:::amzn-s3-demo-bucket3"

]
}

FEHEEREERTT

« tag:* (WHFAAHFAEEREESRDE. WREXARFEAETANESE , BULHEERTAK
ABERE , HANERSRNEEBE, )

* tag:GetResources

* tag:TagResources

* tag:UntagResources

e tag:getTagKeys

* tag:getTagValues

* resource-explorer:*

* resource-groups:SearchResources

* resource-groups:ListResourceTypes

(® Note

BIRFRAERRSIBREEFRESK , resource-groups:SearchResourcess o] 7t ¥ 1E
BiRERIHER,
resource-explorer:ListResources F A EBRESRELESERKIEER , M

RTERERREERAFTT

= EHEH AWS Resource Groups MIEZEBmERNBEMEEZAE , FHIT T EBE,

BRYERARRREERNET M7 1.0 13


https://docs.aws.amazon.com//IAM/latest/UserGuide/list_awsresourcegroups.html

i AWS BRRIEREES R
1. BRRIAM EEAEZAGEHE,

2. SRLEZRTEEBRESTINAC, EEACGHNERBURAMACHRERR.,

3. 1£ Permissions (35 7) 2% L , i### Add permissions (371855 ),

4. EBEEBREERBBE.
5

6

BIERV K,
7 JSON FE& £ , B E FHIBERMRIR N,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"tag:GetResources",
"tag:TagResources",
"tag:UntagResources",
"tag:getTagKeys",
"tag:getTagValues",
"resource-exploxrer:*",
"resource-groups:SearchResources",
"resource-groups:ListResourceTypes"
]I
"Resource": "*"
}
]
}

@ Note
L EHIBERRIR N R FENTERIRE R B FRNET .

7. 1EIE Next: Tags (T—% : BH) , R%EEF Next: Review (T —% : BE),
8. BAFBENEBBMMER, Hln AWSTaggingAccess.,
9. EEEVBX.

BRYERARRREERNET hRs 1.0 14


https://console.aws.amazon.com/iamv2/home#/roles

RiC AWS BIRMERRER EREES

BRERRCREE IAM A | BRI BREEIEGIR  flnse, BENERE, MFIAKK
RMEERTANFRED , F2HR (AM EAEERE) FHMERNBER IAM 5550,

BIRERYRENFEEZRS

AWS fi# <ETFER :

o B)ERBEK - HlI , ORI AHFERAEHIT GetTagkeysH GetTagValuesBEMNEE , BEX
BB HABUR,

« BURFHEREBHRTA - 512 RBEEMEM ARNs EBERPEEERIER.

- DESAERNERE - F2REXEEERREPERERER. i, BB BER , A
FREXEFNECEAEEAHEERNEHE. NEFMEN , FSBAWS Identity and Access
Management ( fEfA#&EIEm) PRI{ER ABACAWS ?,

- TRBEAEN - £RAEVUEAAHERFEESRRFENBRREEAE,

ERRESTEERAEARBERAR.

MEZERRESTME AWS Identity and Access Management (IAM) BEWEFMENR | 5
Identity and Access Management  fEFAEIERM) PR THIERE .

ﬂl‘ll|+
W

RAWS

« AWS £/ IAM ¥ IR¥&
- ERIRESNEIE. ERMNFREREIE
o A BORREIE AWS ERNFE

RIBEREO RN FEIES W7 1.0 15


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com//general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html#management_svcs
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstageditor.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_controlling.html

RiC AWS BIRMERRER EREES

BREERNER

FRAERFES BB IEN , £—RNZEAWS EiF TARERNERFSERER. £&Z7
LURIE 20 EE BN ERER , HE2RIBAI resource types (FTEERER) RENEH, BHNEHTT
TDEEEEBNERIIEEBRNER. WEFHEA , 5208 ( AWS Resource Groups £AE T
M) PEXENEREANERFEESFECH.

RIZNEBNER <R , KU UERERFEESR K ERR , IBR. REIMBRER.
SERENEBNER

1. FAREERESREEE

2. (EF) BEEREAWS EBE HFESEEZERcERN . BIETER  2EALBaWESE, ¥
LFEF | 1#$E us-east-1 M us-west-2,

3. REFBHETHNABENREZL—FAERERE, ZUU—XFHEIFEEEZERZ 20 BERNE
IR | ERE All resource types (FTEERER), &¥HER |, #EIE AWS::EC2:Instance H
AWS::S3::Bucket,

4. (FR) EEBMUY  BARBRSIBIERRSIBNEY , KB # FHERRH AWS B
AREFRSEEERCNER. ECRARRRSIEK , B ESTFHNANERRSIBSTHRE
BER, BUNURBEFERERRRCIRE. FEREERSELAATEANF T TLHLHERAENER
Sl , ALREBTRERREIR, THRERE , B21F Add (¥18) HIET Enter @, HEBEH
B, B Stage (B BBRRSIBNEFETEHR. FRESZAN , B SHENEHN
R BENRESER , FiRE Add (¥118). EHFHKANDERE FETGER , ALERRgE
EEFFSEEEREENMEEERBRNER.

(® Note
ERRESRTESENIXEERAZ T,

FESREEARRRCIBEFZSEAENER  FHEHNEEAMEERIEBN S —EFR , Bi5E
TENE. FRELEEAEEEBRRIBNEBRUREFEMAMBENFMEER, BEES XN
Bo

HEBRARERFEZA , WEERN FEREEEENAEER AWS EBE, hEHSEQESE
ARENER , YAISREREBNER, EENECNEMBHRER A FEESEBNEL LN X
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https://docs.aws.amazon.com//ARG/latest/userguide/supported-resources.html
https://console.aws.amazon.com/resource-groups/tag-editor

B AWS BRFERFRER J—
EBREAERELEEENER , RS (2E).

® Note
EESREFEEEENERzH , GEERVACERIBE FEEEENEL —/EER
AWS B,

5. BENEHTE , 55E#F Search resources (BEER), RREUENRNFEABEREERES
EREEF,

EFREKEEIR , 551 Filter resources (ERHEER) P AT MENEXF , fINEREEH —

o

& i

\

® Note
BRI AR F F R RENERE R

6. (EA) EEXRCEBFENCERESERDETNE B EEERESERTNRERES
B o

£ Preferences (ﬁ!lﬁfz“i) HHL  EZRCRRERELNESERINIIE. NREEEEESR
BRPHNAEXT , FENSETEIG .

FRECERREESFRTENERIETHR. SUUHHESERPHENSARREIESHERN
BN FEETRERNR. ERIERENER 2R , BUUBRHTIIERE. FERRAERN , FE
BREBZNRETR K ARBHEHEASEASRK.

BREFA RMANE TSI | #1F Confirm (FEFR).

BENREMEERNEARTER
BRFESSETMEDR LN REEE  ELERUABRERUEREHNERT,

WMREWM E - AEMRERER S EESERIEEEEERNZERBIE.

BENFEEMEE RO REER hR4< 1.0 17



RiC AWS BIRMERRER EREES

® Note

AEERPAUAREENERNER, SHEAURRAEREZEAMEERNGEERR, UF
HEY  F2REACRRESREEER.

EESEREMRTARBERR
1. HEERENERL  ZEERBRHNE.

® Note

- MRFMBRERERBEERMBRSIBNER , AIESETA (KRERL).
- MRFMBRERNEBRERMERSIE , BRFE, MESETAS -,

2. ZBALW@AHE , IREFLEBNEMERLEFENTAEPETER, CETNEEBRE
® , (EEERTMHERER,

AR R E RN AT ARER
1. ESREGEREANERERT , ALERAREARENENEREERBRTHRF. Tags (B
B WP ARITRNERRIBRENER,

2. 1E Resource tags (EFEHR) TR R EER, EANREERERRE2EIBKRERK , Sda
BREEMRERNER , UBARLRE,

@ Note
MRLBBINCKICHEREANER , FESENEERLNABEREE.

BERELRZE csv iR

BULEHSKRERNER , BEARKRERIRE (csv) BR, csv ERTEEREHE. RH.
B, R IDs. BB, URESTESEE - FEBRSIBHERR. csv ERTHBERBRTE
ERHERCERE , IYHEERRERFEERRIT —BZE.

BEREHZE csv BR MRA< 1.0 18



i AWS BRRIEREES R

1. 7 Find resources to tag (RHXEMNERNER) EHNER T , i2#F Export resources to CSV ([E
HERE CSV),

2. ERERIEREN  BEREMAM covER  SEREISENLE.

EREHS csv ER
M7 1.0 19



RiC AWS BIRMERRER

EHERREREERR

BRIZEENER R , BALHE, BERIGES S e BESERNER. EREESRSERER
FERNEARE, cUeRFELERRTHERNRB IR AHER API EERFEESR THE.

ERAEER

/A Important

AR EABBESR (Pll) REMCEBRNHBEARFERRT, RAEARBRAGREMIRE
NEERKE. ERTERARLENBRER.

© EEREEHEMLS
AEEHREA P ERFESIEREEAWS EEERA, FA , AETUERATHITE
REE AWS EF LB -

- BALAER () FE® T , 7E shell AWS Command Line Interface IR RFETHEA = S
BresourcegroupstaggingapidnSAWS CLl,

o A LAER PHIAWS Resource Groups 1258 API 2R 37 M#1TPowerShell3E H i AWS
Tools for PowerShell Core,

« SRUILAERRERS APIs EREHAE , HIIN4ESS APIs Python EiZ:C APIs for Java , AME(AT AT
FA#9 AWS SDKs By M#EH;TER.

)

EEHE. BRIGEREERR K LREELESRERBERPENUSELEANBLEE R LNE
B, EULEEEEH L EEERNRS 500 BER.

RHERTEEZEZNNER

IBAILAE FZ R EE ST ¥ Find resources to tag (BHREMEZBNER) EHERPHNFMEERIMIEE
%,
(® Note

AETERPANAAEREZFERNER, L URERLNERNERE. MFEFMER ,
A2RRRNEREMZEERNEEER.

AR R R ER R4 1.0 20


https://docs.aws.amazon.com//cli/latest/reference/resourcegroupstaggingapi/index.html#cli-aws-resourcegroupstaggingapi
https://docs.aws.amazon.com//powershell/latest/reference/items/ResourceGroupsTaggingAPI_cmdlets.html
https://docs.aws.amazon.com//resourcegroupstagging/latest/APIReference/
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/resourcegroupstaggingapi.html
https://docs.aws.amazon.com//AWSJavaScriptSDK/latest/AWS/ResourceGroupsTaggingAPI.html
https://docs.aws.amazon.com/index.html#sdks

RiC AWS BIRMERRER EREES

1.
2.

MRIERRESRTES , AREXREN , WMEOEZERTNZEER.

ESRESCEIANERERERY  ERLEMEREBNERZNKEG R, EERRAIRKAYEERE
ERFAANTFFH , LGRS ERNERE,. ID. ERRS|IBHERE, £ Tags (BXK) M+ ,
AR BRINEREEARR,

BN -HSEERNZNAT R  ARBEEEMBERNER.

£ Manage tags (EEZ%) EE L , ®AEMEER LWEE, HARKEHEDEZER , B8
ZLREBEBMEELESE 1 PIEINER, B Add tag (FTEER),

WARBRSIBNZANERE, SHLERF , SRFEERRSIE TeanMERE

Development,

® Note

—EERRS A 50 EEAEEANER, NREEE 50 BEAEEANESR AT
WESFEMFREER. AWS EENERTERR 50 BEBR. EEFENER
f EERRGIBEAERNE ), CEE R REHRERT DN ERRS R
e

FEEETRE K FEEREYEREE,
MREEZEBE | FEIRIZE Apply changes to all selected (EREERIFFEZIMNIER),
BBECERNEREE , EAVESRUESTEL 2 ENRE., SR EEREHENRERE XS

BBETFHRRTEANEEH, REFE/RY , T EARRERRKERDEIR. FERDTKBHEIERE
MEHEL , ARBEE.

MRBPBFEERNEEEELRIY , B2RYEEEFETHEDZE . BRABNEEEE
# (BIUFTFAR) BUNEESBEAMNERLEHEREE, NFFHFAENR , F28the
section called “ER kM EHREF",

mEFMZEERNIRR

B LA AEBRESRY Find resources to tag (BHRENEBENER) EAZRPNMEEREERE
WEBE, FECESSFEAHREERSIBNMEMBERLNERE. CELEFTEESS
i, EUUMRESR  XFEAFEBEIER  UEREHEESER, SSRpRmMEERLEEXES
BOFTEES,

mEFMEE IRV RR W7 1.0 21


https://console.aws.amazon.com/resource-groups/tag-editor

RiC AWS BIRMERRER EREES

/A Important

A AR EABBESR (Pll) REMRRHHBEARFERRT, RAEARBRAGRERHIRE
NEERK. BERTERARLERBRAER.

1. £ Find resources to tag (BREMEENER) EHANERD , ENECEEFREEBNERSX
EX 5. 7E Filter resources (BFIZER) PMANFFH , UERERNEBR ID W —%B5. &
Tags (ZH) #4 , FIiZ  FRINERCERESR,

2. i##E Manage tags of the selected resources (B FTIZE RNER).
3. 1 Manage tags (BEEZ%H) HEE L , M Edit tags of selected resources (#mEEFTE &R IER)

F BARSERNERLNER, #ARKEATRECELNESER , ARS8 ELELSR 1
FER R BRI R,

4. BE, HEIRGERE. REEBRBLARERRIE  OERENRERAN.
EREFT  BMAISKTeanEBNEZESR QA.

MRGENNERERMERSIBNTEE , ERNEREETENERESEREEREM
o EUWBERT , BEERESRPERMEMBERT LERRSIRAATHENTHEE,

NRENBEFNEREELETENEZRE , ELAAEZRER , S8R AET. flln, MEE
MREFNEFRES QA , ELBA QR  EXXERAE T, THNXNFETNERIRAFRIFEE
BEHNERRE—H. MEMBERLNEREHLESEE, FHEMd K SHKER Tean BRRSIEM
FIEFMEERNERESZER QA, HNZE TeanZBNFMEEIR , QARHIBES ENTeani®
N

5. EREHEER K FEERELEAEE,
6. MRSITFIZET iR Apply changes to all selected (EREERMAZRIAIER),

7. RBEFENERBEME  REFBRTRIFEL,7ENKE. F7RFERNEARNIERR
SIRBTHABTRANER. MRSEXRY , T EHERSENIERIER. FERDTKBER
BREEEL  ARBEE,

MREIIBRFAEERNEREBERIKY , FSRYEREFTETHEDE ., BRERESFLAMUIE
AER (HIUHFAFR ) 2%, BUUEEBREFARNNERLESEBREE, NEFMAER ,
§52:Mithe section called “ER XMW EREE",

mEFMEE IRV RR WA 1.0 22



RiC AWS BIRMERRER EREES

BN ERBERER

BRI LAERERFES | ®1IF Find resources to tag (EREMEBNER) ERERTNMBEZERE
BREZER. @F{F’f"ﬁﬁ?ﬁ’igﬁ%*ﬁﬁﬂﬁﬁﬁﬁﬁﬁﬁﬁiﬁﬁlﬁ?ﬁﬁo HRABELREZESR DL URESE
EREEESR , TUBREBLSERKATEE, SEMBRMEERLEEXRSIBNFIEES,

1.

£ Find resources to tag (BHREMEBNER) EFRNERT , ENEEERPBREBENERS
HEXS . 7E Filter resources (BFZER) PBMAXFFH , UEHRERNBBZ ID W —

i##Z Manage tags of the selected resources (BEEFTZERNER).

£ Manage tags (BEZE®) HHE L , 1 Edit tags of selected resources (R FTIZ & RN ER)
F o BRREMEERLWER, MARKEATECERESER , BARSEELESE 1 4
BNz ERWER,

BEELEM RNV EMEREHN Remove tag (BIRER), BEHEFT , RAISBER TeanFH,

® Note
iE1E Remove tag (BRER) EREGXEENVMEENERBRER,

i#1Z Review and apply changes (B NEREE),
ERESEEME L |, 312 Apply changes to all selected (EREEZIFFEZIANIER),
BIBEMENERBEME K BRERUTEHEFSEL)ENKRE., F7HBEEITHRENRERER

SIEBRPRAMTRENER., MRSEXY  EEARREETKEKIDEIR, FERDTRBEER
BrEREL  ARBEE

MRBBPBFAEERNEREE LY  B2HRHIRETEE, AREREFE LR BRAKRE
(BIMBFTFRR ) 28, BULEEEEFLARNERLESEEREFE, NEHEER , B2
Bthe section called “ER KB EBREE",

RN ERBRER WA 1.0 23



RiC AWS BIRMERRER EREES

£ IAM FF A BUER R fE AR E

AWS Identity and Access Management (IAM) 2EARZBIL M EEFIBE AWS BRI 19, SUREH
A LEEEN AWS BR, BRERFER AWS RBEHLENZEA AWS EIRE | HEH IAM BUERE G
FH,

BLEBRAEARE ERNVEMEIE, S ARMFALFEENEH —1EIhEER BERKN
Conditiont¥E, ARV BREBIEELBARFSRERNWGEYE , LHEBERR2EWARE, BuLERA
ConditiontEWMEMEENT :

 EEFREBRCEAEIACHER,

- BEZERNER K ZIEREF RO,

EBNE SR FEUR S

BETUR AWS FHEZHRBNEEN D, NFEEBHEFEUES (ABAC) REEFEARRMABIE
MEF , F2E0E (AM EREER) PNERAERZEGE AWS EFENFE , UREAZRRZHY M
IAM {5 1 & F £ B F L.

F—EZENHERE  RPNAE AMHERETFEASEETEHTAISRNFENTFEIE £ &
AEEETRBEEZEERFIAWS ERMEFTA, AWS Identity and Access Management

MREEH SAML B 7 REE (IdP) ETE—ZA , B SEEEEEREFHEEIENETA
B, MEFMET , FZEAWS Identity and Access Management  FER&EE)Y BH IAM ZHEH
2 : £ ABAC i SAML T/EPEERZER .,

EBMEARFRSI#

TRRAEALE IAM FFABRPERANRG SR | SURIRERZSFH. EERERSIRTRES
ITT5IEME -

- BN BECEEANER.
- BRANERE RELBRSSH.
- HEGEED RESENCERNER.

NMERGEREEFEASANTRFAET  F2REKEER2BHEPERNEER,

BHANE R FERG MR 1.0 24


https://docs.aws.amazon.com//IAM/latest/UserGuide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_iam-tags.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_iam-tags.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/tutorial_abac-saml.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/tutorial_abac-saml.html

RiC AWS BIRMERRER EREES

=S EEB Description

aws:PrincipalTag HKEEZRHBERNETIA (AM BREFERE ) NERBEGBEBERDIE
EWEBETHLE,

aws:RequestTag BASEEERERNEBREHESERRPEENERBELHET
te#R,

aws:ResourceTag KEEZERNBEHEAEREPEENEREEHETER,

aws:TagKeys EERFRINERRSIBELEBRTIEENREIE,

ERZERNVES 1AM BUR

Example#ifl 1 : BFFEAEERLERREESEEER

THIEH IAM FF ] BER REB AR HIR Y gk IAM BREBNEAEKERIT S W Owner, It
A BREREBNEREAEBNEREFUETBANOWNer EBMEENE, EERUREERE , Fi
BERMAEEE Owner R , MAXKAFLEAEEXAZER. IRERBRIIBABERMARETE
OwnerfRH , RIBRT AT AR FT B,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "TagCustomerManagedPolicies",
"Effect": "Allow",
"Action": [
"iam:CreatePolicy",
"iam:TagPolicy"
1,
"Resource": "arn:aws:iam::123456789012:policy/*",
"Condition": {
"StringEquals": {"aws:RequestTag/Owner": "${aws:PrincipalTag/
Ownex}"}

}

ERRBHES IAM BUER R 1.0 25


https://docs.aws.amazon.com//IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principaltag
https://docs.aws.amazon.com//IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com//IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com//IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys

RiC AWS BIRMERRER EREES

1

Example#iffl 2 : FRABERKERNFREHAR "#HEE,

THIEH IAM FF AT BUR AFF A EFLE#ITHEY Amazon EC2 #/TEEE , iR RFU EEAE
FprojectBEHMTEBMEE.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditorl",
"Effect": "Allow",
"Action": [
"ec2:StopInstances"
1,
"Resource": [
"arn:aws:iam::123456789012:instance/*"
]I
"Condition": {
"StringEquals": {"aws:ResourceTag/project": "${aws:PrincipalTag/
project}"}
}
}
]
}

L5l R BRI FEURS (ABAC) MEEHI, MEFEA IAM BREERREFEUR SR FMAEAN
Hib g5 |, 552 FAWS Identity and Access Management R &EIERE) PR THIERE :

- EAERIZEEYE AWS ERHFE
- EASEREZFHE IAM EAENAGHER

- IAM HERE  REBEERESRFEAWS ERHNETA - FENAERSERRR T TEERNFHEN
TFEUE,

EREREEH] IAM BUER WR7< 1.0 26


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_iam-tags.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/tutorial_attribute-based-access-control.html

RiC AWS BIRMERRER EREES

AWS Organizations & BUR

EBEEREE PEIMBERER AWS Organizations. & 0] LAfE FAZE B BUER 2R 17 B Z 2 LA BIRF
TEERNER. EEFEAEZEBE , BEEBEMBAWS Organizations ( FAEER) HFHEBEE
AFHPAR TERE. NRXEEAR , EBNITERESESEKNELFEANER, EETREYL
£5% , B ERAESRREESREES.

FoRARGEFFT A

BARBEEFEERAREVENGT , T EEEBRESPIAAERIRNE R,
FE

o FHMEEBBUR AR MR IR

o FHMERESBRMNEEY

o FHMEREBEBS AN

. REFREM Amazon S3 REFIFEBR

AHERBBUR SRR SRR
FERBREN A RERETHIER |

o WA PR ILIIAE AWS Organizations , W& MEZERKK, MEFMHEA
EIAWS Organizations  EAEERE) PWTIEME :

- EEERBERR SEREAFETE
- BARRBGE
- BRBEAMN

TERESERLOTARER  SESZIESHEIRER 5| HNHTTEIES S EHNT
.

C EEIAREEANLE  CETEMEEIESOE BB 50T BRGS0 B
. EREEH AWS B ZERH (#ERILE) BRARBE.

T
s

Sy R

EIRFHN BRELSRTERBEBRTET T :
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https://docs.aws.amazon.com//organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com//organizations/latest/userguide/orgs_manage_policies_tag-policies-getting-started.html
https://docs.aws.amazon.com//organizations/latest/userguide/orgs_manage_policies_tag-policies-getting-started.html
https://docs.aws.amazon.com//organizations/latest/userguide/orgs_manage_policies_tag-policies-prereqs.html
https://docs.aws.amazon.com//organizations/latest/userguide/orgs_manage_policies_enable-disable.html
https://docs.aws.amazon.com//organizations/latest/userguide/orgs_manage_policies_tag-policies-getting-started.html

RiC AWS BIRMERRER EREES

« organizations:DescribeEffectivePolicy - BIREFEMEBRIRN AR,
 tag:GetResources - A HFEMEZERBEXENEREE,

* tag:TagResources - Ml REHER., CUFTERBBENFISTEELER., fln , ZEX
Amazon Elastic Compute Cloud (Amazon EC2) FERRER , BFEE MFfTec2:CreateTags,

« tag:UnTagResources - BBRER., SHUFERBBENT IS EBRER., fl , ZEEUEER
Amazon EC2 FIEIR , BFE MWFFdec2:DeleteTags,

T % example AWS Identity and Access Management (IAM) BURIZ T EIRFEZRSRENFFT,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "EvaluateAccountCompliance",

"Effect": "Allow",

"Action": [
"organizations:DescribeEffectivePolicy",
"tag:GetResources",

"tag:TagResources",
"tag:UnTagResouxrces"

1,

"Resource": "*"

WA 1AM BRI TR
RHAREABES R ENETT

AHEREABNERBRRSRMEZERETIE

A, B2 IAM FAEER.

- organizations:DescribeEffectivePolicy - EVSEZEZAM. HAMBMEN (OVU) RIRFWEE
BEARAR.

 tag:GetComplianceSummary - USHEBFIERFFAERERNEE,
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Wi AWS ER AR (&SR

« tag:StartReportCreation - BHEHWERTMEBERELE B, BEABBNESHE 48 DT
i — R

 tag:DescribeReportCreation - BREREE I MAREE.

» s3:ListAllMyBuckets — 3B FENVEBEMABH S HRERE

« s3:GetBucketAcl - REEKESEBEN Amazon S3 EFITEMNEZEIRFIEE (ACL),

« s3:GetObject — RIRFEHEEH Amazon S3 FEFETREREIE R RS

* s3:PutObject - ERMEMEIEEMN Amazon S3 TR F,

MBIEERFIEN Amazon S3 FEFETHE 21FEIB SSE-KMS % , ZEXEREZHRFITEN
kms:GenerateDataKey &1,

THIEH) IAM BERREFABEEBSRUENFT T, $Ee@1/BRKAKECHNER

« bucket_name — &8y Amazon S3 fE1ZiTEEEZ &
« organization_id - ##&#9 ID

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "EvaluateAccountCompliance",

"Effect": "Allow",

"Action": [
"organizations:DescribeEffectivePolicy",
"tag:StartReportCreation"”,
"tag:DescribeReportCreation”,
"tag:GetComplianceSummary",
"s3:ListAl1lMyBuckets"

]I

"Resource": "*"

"Sid": "GetBucketAclForRepoxrtDelivery",
"Effect": "Allow",

"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::bucket_name",
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"Condition": {
"StringEquals": {

"aws:CalledVialast": "tagpolicies.tag.amazonaws.com"
}
}
}I
{
"Sid": "GetObjectFoxReportDelivery",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::*/tag-policy-compliance-reports/*",
"Condition": {
"StringEquals": {
"aws:CalledVialast": "tagpolicies.tag.amazonaws.com"
}
}
},
{
"Sid": "PutObjectFoxReportDelivery",
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket_name/AwsTagPolicies/organization_id/
xn
"Condition": {
"StringEquals": {
"aws:CalledVialast": "tagpolicies.tag.amazonaws.com"
},
"StringlLike": {
"s3:x-amz-copy-source'": "*/tag-policy-compliance-reports/*"
}
}
}

WEAR IAM BERAF T WRHEET , BH2H 1AM EAEER,
W& AFH Amazon S3 R FETRREER

EERVRMEMABNESREE  BHKRMY StartReportCreation API BB A BREAFIEER
B (MEEEER4EER ) EiH A Amazon Simple Storage Service (Amazon S3) 2B B RIFZHIRE .
BEEBXEAFUSIHNBAER , BERBRERNEEENRF TR,
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MR AR StartReportCreation APl WREFIFRBNE2BRE—EIIRS , BIHERARGFTFE
H{th Amazon S3 FEFETRBUR,

MREAAFIL StartReportCreation API B9 & 7 tHE3E AV 1R 5 BB Amazon S3 FEFETFE VIR
ERR , AIXERTIRETRBIREZERETE., B8Em#BRALBECHER

« bucket_name — &) Amazon S3 REFIFEERE
« organization_id - ###9 ID
« identity ARN - FARAFEIY StartReportCreation API 9 IAM &% ARN

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "CrossAccountTagPolicyACL",
"Effect": "Allow",
"Principal": {
"AWS": "identity_ ARN"

},
"Action": "s3:GetBucketAcl",
"Resource'": "arn:aws:s3:::bucket_name"

"Sid": "CrossAccountTagPolicyBucketDelivery",
"Effect": "Allow",
"Principal": {
"AWS": "identity_ ARN"
}I
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket_name/AwsTagPolicies/organization_id/
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BE AWS BANEEENE RS
AR PSR

B AER AR ERBER R AER D (RFVSHRME,

/A Important
AECHERHRATERAMBEIHRELRF,
EESHRRFHPARELCNER , BFFERA AWS ERAEE BEMFEA WEHtag:none, WMFEFHH
B, FSBAWS EREE (FREER) PRESRERHNER.

BRHEBRBREEEEAZRFNELARN. AANEBRBRRIRFEANEAFREBEBERATER , i
FEEEZIRFNEAREBR. EEEERERERZERRK  ZEBRERSEREEBPHAR
BRF ., EESERBCREEIEMEN OV) B, EEARER OUs WATEIRFH OU,

® Note

MBEEHABYEBBEE |, 552 BAWS Organizations ( FAEIERE) HHEHBEEAM,

BEERTERER , EXEBEF T :

* organizations:DescribeEffectivePolicy
* tag:GetResources
* tag:TagResources

* tag:UntagResources

AHEIRFREANSEARNERBEE (X

1. BALEREHSAMNIKRFK  SRABMERBEEZE,

2. ARBEEBBXERGEIERLAEMNEE  UAREBNERR|R. EUURRERRGIE
LERHE. RAIRE A URREBHHREEREERAFHATENHEEES.

(® Note
MREEBRATEIRE , IFEREIRFUEFTHERNBREBRERER.
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3. HEEATEHABEBNERERY , 5E AWS BE EREMLEFESRER, BHETUEEKER
BEETRS. RRREESER,

RNERSETERSERERD. FELFSARENERTHNERMEDNERAE A FEE
REETR.
4. HESERT , ENEATESRAEBRNER.

5. HIHEBBREBNHRELIRS , BEEEEURMERE AWS BRI AEN . #RZAEEEELE

® Tip
NREBTHEERLEBLSE , FETEEBEETEATIRFINENEREEKXER, &0
EREERSIE LR EZERRA

o

6. EESERNEERERNERF , BEREZECHIRFERESEERSTHBERAL,

ERTAHER (AWS CLI, AWS API)
FERUTHSHMRERSETEHRNES

+ AWS Command Line Interface (AWS CLI):

 aws resourcegroupstaggingapi get-resources

* aws resourcegroupstaggingapi tag-resources

« aws resourcegroupstaggingapi untag-resources

MEE PEAEBRBERNTERERF AWS CLI, 552BIAWS Organizations ( fEAEER) THEA
BREBUR AWS CLI,

» AWS Resource Groups Tagging API:

» GetResources

» TagResources

» UntagResources

‘RESR

BMNERBRCERSHENBLEABENERF. &8  EICEINRFERTESERITHERER
BURALE,
FEIRP AR AR 1.0 33



https://docs.aws.amazon.com//cli/latest/reference/resourcegroupstaggingapi/get-resources.html
https://docs.aws.amazon.com//cli/latest/reference/resourcegroupstaggingapi/tag-resources.html
https://docs.aws.amazon.com//cli/latest/reference/resourcegroupstaggingapi/untag-resources.html
https://docs.aws.amazon.com//organizations/latest/userguide/tag-policy-cli.html
https://docs.aws.amazon.com//organizations/latest/userguide/tag-policy-cli.html
https://docs.aws.amazon.com//resourcegroupstagging/latest/APIReference/API_GetResources.html
https://docs.aws.amazon.com//resourcegroupstagging/latest/APIReference/API_TagResources.html
https://docs.aws.amazon.com//resourcegroupstagging/latest/APIReference/API_UntagResources.html
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SERNEETEREREENSERRNRERRF , 2B TIEE -

- BREBERERRRTRERERDEE,
- BYERKR K RE-LRKESTSRETEBTEREE,
- BERMHERIEHERERCERE , SREAIUBE,

- SERBRBCREAEEN DK , REEMRFNARNERBR. SEREBEURRIRFREANIK
Ry, hEEHBERNRERBE,

MREUEBPINEERFS BN , BETUELRE., LRESETEBIRS PAAEERELERN
MHEEF. MFEFEER , F2RALZEEBNER.

AT EEEESN SR

BULGFHEEBE EARERBRN AN, BUNELERE , JIHABTIRFHNFIERLER , 2
kBEERREENSARNERIBCK.

/A Important
REENERHARTERAMBEHRERLZRDP,
EFESRIRFHPARELCNER , FFER AWS EREE BEMEA WE#Htag:none, WMEFH
B , F2EAWS EREE (EAEER) FHNESRELHER,

RO RSN EBIREFELE S us-east-1 AWS B , EARENIRE X B HFIERE
2B (#EEEIEE ) EEAM Amazon S3 REFRE. RETEBXEESEENMEETEBER |, W
Amazon S3 EFERBERPM TR , LERERE,

FEELREABNARRE , ELAER T

* organizations:DescribeEffectivePolicy
* tag:GetComplianceSummary

* tag:StartReportCreation

* tag:DescribeReportCreation

* s3:ListAllMyBuckets

* s3:GetBucketAcl
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* s3:GetObject
* s3:PutObject

MFRTE LTI ES IAM BUER | R EREEBS R MENFT,.

ELXRERBNESREE (E28)

FREBEBEREEE,

BEFNEBRER  RARERERIHE , BEELERS
EEERGEE L , EEEFREENVE,
BEEFREL.

A w0 N =

EHRETHE , SUUEBRER LN TESRBESERTHERS.

ORI

EEEBNESRET 48 PIFFTME—IX. HBSEBLUTER .

- EEHRRERNEERZARSFSE B NRISETEEEAESNSRBED. i, &
BEE—(AEERRAREAERAEAERTNEENER., REHEBRNZBERERERSE
PRZABTAEHR 48 M,

o BMARBIUBEREERS , BEET—RFALTEHZE , REERTTFEN,

+ NoncompliantKeys &5 HER L TS ENEBEBENERESI#,

+ KeysWithNonCompliantValues #@5| H B RMBIRP ERN KSR , ELERS|IBUREETLE
BEFIERESITERENERL,

- WMREEE AWS 1RF EABBREN  EULBEHRERBRSRBERRIE 90 X,

ELXEEEMBHN SRS (AWS CLI, AWS API)
FEATIBSNREREEREEBNERRE. REELMRE , UIRBERS .

 AWS Command Line Interface AWS CLI):

* aws resourcegroupstaggingapi start-report-creation

« aws resourcegroupstaggingapi describe-report-creation

* aws resourcegroupstaggingapi get-compliance-summary
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https://docs.aws.amazon.com//cli/latest/reference/resourcegroupstaggingapi/start-report-creation.html
https://docs.aws.amazon.com//cli/latest/reference/resourcegroupstaggingapi/describe-report-creation.html
https://docs.aws.amazon.com//cli/latest/reference/resourcegroupstaggingapi/get-compliance-summary.html

52 AWS BRAEHFRES EAEER
MEE PEAEEBERNTERRF AWS CLI, 582 BAWS Organizations { fERA&EE) PHEH
BEHE;EE AWS CLl,

« AWS API :

» StartReportCreation

* DescribeReportCreation

* GetComplianceSummary
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https://docs.aws.amazon.com//resourcegroupstagging/latest/APIReference/API_DescribeReportCreation.html
https://docs.aws.amazon.com//resourcegroupstagging/latest/APIReference/API_GetComplianceSummary.html
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F I E M PR3 T#ERIER Amazon EventBridge ESi2EBEF

Amazon EventBridge X#& AWS ER ENEREE ., AL EventBridge HE , B LIEE
EventBridge RBIMRFEREBEE  YHE4BERHE—HZEER. flwn, BEETERUABEBLIHE
TRIZH AWS Lambda BB, AEERMEMFEA Lambda BEREERNERRSZERS ZNHEFRE
LR RE AWS R EWEBEE,

EEESFEEL EventBridge B

EventBridge UL FEIRHNRKEMHFR , RPABRNWEE AWS . 52 AWS ERERR , EL
BERR A, FRAEERNENT , TEXABNIEAWS B, EBRNEREARGSERADED
¥, FEERHR2EMB B,

£ EventBridge , BRI EREBRNEE  WERER LM AWS E&RME, K5l , R TERELUN
TheE , B REERIGERA APIsHGRAZEFW, RE , T AEBRNEE , SFEEHIRE APIs. FEER
fmERRNIZEL AP, HEEEREHRHBEREE, TIHH/IBETEREERRAEE EventBridge
=4, %EE/T%?E’J EEMRMBRNERZT S8 , REMEBRBHE.

"version": "Q",
"id": "bddcfld6-0251-35al-aab@-adclfb47cllc",
"detail-type": "Tag Change on Resource",
"source": "aws.tag",
"account": "123456789012",
"time": "2018-09-18T20:41:387",
"region": "us-east-1",
"resources": [
"arn:aws:ec2:us-east-1:123456789012:instance/i-0000000aaaaaaaaaa"
1,
"detail": {
"changed-tag-keys": [
"a-new-key",
"an-updated-key",
"a-deleted-key"
1,
"tags": {
"a-new-key": "tag-value-on-new-key-just-added",
"an-updated-key": "tag-value-was-just-changed",
"an-unchanged-key": "tag-value-still-the-same"

}I
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"service": "ec2",
"resource-type": "instance",
"version": 3,
}
}

PTG EventBridge EH-#MEHERN &K EEWN :

o WA -EFERBERT , WEEFMEEHPREL0(F),

- id-ABESHELEK—E. EEPRERSEHR , RACMEEERNBEHI B FELETREE,

« detail-type — #FIEE source WILES , HREFAEAMLPOBWALINE.

- source - MBI ASHRENRE. EBEEFNRIREA aws. tag.

. time - SHW BB,

* region — @ BIEHRIRE AWS B

- &R - Itk JSON [E%)2& Amazon Resource Name (ARNs) , AIEBIEHH S RNER. ERER
EE2FENER.

- FHHEFA -JSON I , HAZSREBSHEEMEMTE. SRERLNEREE L T2 TIFH
W1
- changed-tag-keys - WEH B FENEBRSIE,
- RS - ERFTBMIRKE, FELEHFI+ , RIS ec2 , Bl Amazon EC2,
- resource-type - RN ERERE, FLHEHIH , ©=F Amazon EC2 #ITEEE.

© RA - BERENRE, BRAR15HE  AEERSBERER., BUUER RARBREEREES
HEYIEFF o

- tags - BEREEZTERNER.
MEFMEF , F52E "Amazon EventBridge A& FH "Amazon EventBridge 418
gJ [

FBEA EventBridge , BTURBRTRWBLRIHAREEHHANRA, RNEHBRESTH
MAHTIIRIE. BIh , RPRRENAE O BEAEEE ST ERK EBF L Amazon EC2 #
1A, RFIEMA EventBridge MURBIMR , LFAME Lambda M2 HT BRWBES

Lambda 1 {7] iR 25

AWS Lambda EEERRREH , LEERTFHTERNR. AAEFERSIITERR , MFAEEM
fReR. BRAEFEREANBIERERENE, EBAEMARS , B FRTIRIBMAKSR. ELATH , &

Lambda F£&& @R 25 MRS 1.0 38
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FARSERTETEEME, RERETEAXRPTERNGHMAKREE. EHE AWS HITHAEELLERE ,
AL B AT AT ERE, WME Lambda WEEMAER , 52 BAWS Lambda ZE ML E .,

HEBRE  BEFLERDMLEEZERN Amazon EC2 #H1T{ERE

FEEE AWS IRF NEE AWS WEREETEHREK , EUAEARBRREER LD EER. FRE
FARBASENZEMSRBEARS. eEAREE AWS BER , ENERFEFEMNLER., B
¥ EMEERS K TeNSHAEEENER. T8 6 HERNEFTREEREREE  EMERLE
BEBCRmE,. SREREENEE  LUNUXRERFEHLVACE, EAREEREL , BURRE
MERERD BENEFEELEMENGER,

T O REBATEESE Amazon EC2 M TEER EWFRBEE  UHREENHTERRESRERSA
ENER, NRITEENEREE  ATEEBTEEAMENEFR , RIEWA Lambda WEIRE
BEMAHTER. HATEEERM? EURFMAERFRBEN L AERIRETRE , NERE
MR A DB, HEEHARIRE LR FEIZE (ABAC) FEZ£ M.

/A Important
B 2REETE TN B EENITERNIFEERSE PHTHBBRE,
AHEREFNEHIEBLERGIL RGN ZEERNHITER IDs FELNHITEE, &
HAERLREAAEERIDs REMEE. SEMRERETSEINEN BHFHNSERT
B8 AWS 1R,
AR z®  FREENAMEATEEIREL ANRLERBETRLE. AR, EUUBREER
BRFIAFE LHTER IDsERT.

L& BIfE A JavaScriptl 16.x lRAHY . Node.jsitt £ 51 {E A €5 65| AWS BRF ID 123456789012
AWS EBif ZBRE (#MSREIER) (us-east-1), FEMMRALESHAEIIRS ID MESE,

(® Note

MRENEREEREATANES , FELEBRBETRARREELHBERERRE
RANES, LHBREAYNERREAREMECRN RS EFHTRERENRE.

MRIEERATER BEHus-east-1 , FRES TIEXNBHOAFHMESELERGERNES,
ES- ]
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SER 1. B Lambda B

B2 RELEMN IAM FF

S B 3. HIEK Lambda EEHE TSR
SR 4. BIREBEEE EventBridge #R Al
TS5 AEATENBRAR

- HBRERFE
SR 1. 3 Lambda =

37 Lambda B

o a0 bk~ w D=

BB AWS Lambda BEEFE A,

BEEVEY , AREERFRKER.

& ¥f Function name (BE{& ) , @ A AutoEC2Termination,

¥ BITHE , 2 Node.js 16.x.

BB EMMURBEEETERE , AREEEYEI,
FAutoEC2TerminationF i EA EEMNEXNBRSIEE L |, B index.js BRUBTHERER
.

- MREBES indexjs WEE , B IRERXEBETNRESRRFEFEHELR,

« MREH index.js WEBKRFERK , FEEEE P AutoEC2Terminator BRI FIEM T index.js
R, AREREFREK.

£ index.js REIEEBF , #TIHEXBRIFEER RS , IUEAEFENERR,

# EH{XRegionToMonitor BEEHTH HEWESE,

// Set the following line to specify which Region's instances you want to monitor
// Only instances in this Region are succesfully stopped on a match

const RegionToMonitor = "us-east-1"

// Specify the instance ARNs to check.

// This limits the function for safety to avoid the tutorial shutting down all
instances in account

// The first ARN is a "dummy" that matches the test event you create in Step 3.

// Replace the second ARN with one that matches a real instance that you want to
monitor and that you can
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// safely stop

const InstancelList = [
"i-0000000aaaaaaaaaa",
"i-05db4466d02744F07"
iy

// The tag key name and value that marks a "valid" instance. Instances in the
previous list that
// do NOT have the following tag key and value are stopped by this function

const ValidKeyName = "valid-key";
const ValidKeyValue = "valid-value";

// Load and configure the AWS SDK

const AWS = require('aws-sdk');

// Set the AWS Region

AWS.config.update({region: RegionToMonitor});

// Create EC2 service object.

const ec2 = new AWS.EC2({apiVersion: '2016-11-15'});

exports.handler = (event, context, callback) => {

// Retrieve the details of the reported event.

var detail = event.detail;

var tags = detail["tags"];

var service = detail["service"];

var resourceType = detail["resource-type"];

var resource = event.resources[0];

var resourceSplit = resource.split("/");

var instanceld = resourceSplit[resourceSplit.length - 1];

// If this event is not for an EC2 resource, then do nothing.

if (!(service === "ec2")) {
console.log("Event not for correct service -- no action (", service, ")" );
return;
}
// If this event is not about an instance, then do nothing.
if (!(resourceType === "instance")) {
console.log("Event not for correct resource type -- no action (", resourceType,
")
retuzrn;
}
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// CAUTION - Removing the following 'if' statement causes the function to run

against

// every EC2 instance in the specified Region in the calling AWS ##.
// If you do this and an instance is not tagged with the approved tag
key

// and value, this function stops that instance.

// If this event is not for the ARN of an instance in our include list, then do
nothing.
if (InstancelList.indexOf(instanceId)<0) {

console.log("Event not for one of the monitored instances -- no action (",
resource, ")");

return;

console.log("Tags changed on monitored EC2 instance (",instanceld,")");

// Check attached tags for expected tag key and value pair

if ( tags.hasOwnProperty(ValidKeyName) && tags[ValidKeyName] == "valid-value"){
// Required tags ARE present
console.log("The instance has the required tag key and value -- no action");
callback(null, "no action");
retuzrn;

}

// Required tags NOT present
console.log("This instance is missing the required tag key or value -- attempting
to stop the instance");

var params = {
Instancelds: [instanceld],
DryRun: true

};

// call EC2 to stop the selected instances
ec2.stopInstances(params, function(err, data) {
if (err && err.code === 'DryRunOperation') {
// dryrun succeeded, so proceed with "real" stop operation
params.DryRun = false;
ec2.stopInstances(params, function(err, data) {
if (err) {
console.log("Failed to stop instance");
callback(err, "fail");
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} else if (data) {
console.log("Successfully stopped instance", data.StoppingInstances);
callback(null, "Success");

}

1);
} else {
console.log("Dryrun attempt failed");
callback(err);
}
1)
};

8. EEIBUREEE  UMAFBRSTHEE.
It Lambda BB &#E Amazon EC2 #ITERIIEE , W EventBridge P EREESHATHRS.

ELREFH  MREATNMTREBROMFNTERRSIR |, valid-keyHEEBRBAE valid-
value , AIHBEERFLHTER. EUNSELEEREIERHEEARFINERER.

BB R Lambda Fi2 A REBIR
HER 2 BREMLEMN IAM FFH]

EEXRDBITZH , BLARFENFLE EC2 HITEEMNFF. AWS EHHNA
tlambda_basic_execution’R BT A, EAXHBREF , LB NEEZHBHTABHTER IAM
HFUHE , ZABBA AutoEC2Termination-role-uniqueid., A BREFENRIKEINGTT
A ec2:StopInstances,

WMFRI Amazon EC2 H7E IAM BERHFMAER , F2E (IAM £ &) R Amazon EC2 : &
ATRBRFLE EC2 #TER  WURKEH FXNEZTEEPBREZLEE,

BY IAM A BERAZHEREE Lambda MEHHTAE

1. ETENBRBERRSIEBRIEEF , FIAM TRANACHEH.

M A A RERE AutoEC2Termination , Y ECHREFEFE , BIEAGER.
EAGHRBEEE L  EEFTRCIER , AREZECERNEERER,
EBRNBEER L |, BEBHEEICR.

ERBRESRRSIERL | BEMEEMITT,

YIRS | 1EF EC2,

2
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https://console.aws.amazon.com/iamv2/home#/roles/details/lambda_basic_execution
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_ec2_instance-securitygroup.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_ec2_instance-securitygroup.html
https://console.aws.amazon.com/iamv2/home#/roles

RiC AWS BIRMERRER

ERAEER

7. SHEfENE , 1EIE Stopinstances., LRAILEESSIStophia A , REEBEEStopInstancesfd

BB
8. HHWER 6 EEMAER , EEREABRK A ARREEBEREFLEE

EEHBRIFNBERRAE |, WHRRARE/EAKE,
BB BUR B R RERE U T 55,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "VisualEditox0",
"Effect": "Allow",
"Action": "ec2:StopInstances"”,
"Resource": "*"
},
{
"Sid": "VisualEditorl",
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "arn:aws:logs:us-east-1:123456789012:*"
},
{

"Sid": "VisualEditoxr2",

"Effect": "Allow",

"Action": [
"logs:CreateLogStream"”,
"logs:PutLogEvents"

]I

"Resource": "arn:aws:logs:us-east-1:123456789012:1o0g-group:/aws/

lambda/AutoEC2Texrmination:*"
}
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RiC AWS BIRMERRER EREES

SR 3, ¥IEHM Lambda EBUETHIZE A

HL SRS | CERAEASHREIEZERRE. Lambda AIFEENEFSARRIFBHRERHENAESZ 4.
HEEREARASH , RIFEEHRE EventBridge. BAUEATENEERSEAEEN , UH
TRABNAMETERS . USRS , KFRIAESH |, FHHH Amazon EC2 HTERNERCEE
E , BFEBT e s4ENERZESIBNE,

AR EH Lambda B8
1. fEM Lambda =2 AROEEHERSIEBE , WHIEL AutoEC2Termination BB KB Z51ERK,
BEBRIYHEH,

2
3. EH4&BWE A SampleBadTagChangeEvent.,
4

HEEMH JSON H |, BXFHRABHJELH , MTHEHXFHAR. EFFERERRS. BEHHH
1T1E® ID , WRAESHF BEEREF,

{
"version": "Q",
"id": "bddcfl1ld6-0251-35al-aab0-adclfb47cllc",
"detail-type": "Tag Change on Resource",
"source": "aws.tag",

"account": "123456789012",

"time": "2018-09-18T20:41:38Z",

"region": "us-east-1",

"resources": [
"arn:aws:ec2:us-east-1:123456789012:instance/i-0000000aaaaaaaaaa"

1,
"detail": {
"changed-tag-keys": [
"valid-key"
1,
"tags": {
"valid-key": "NOT-valid-value"
.
"service": "ec2",
"resource-type": "instance",
"version": 3
}

}

5. EE @R A RREE WA
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RiC AWS BIRMERRER EREES

RECTFRR , BRER.

BRERZEHELETHHITERRIBERP BRI TIER.

"errorType": "InvalidInstanceID.NotFound",
"errorMessage": "The instance ID 'i-000000Qaaaaaaaaaa' does not exist",

HLREREREAAAREHTFEENITERTFE.

PITHERRSIBBRENET , ERBARER F , FEEN Lambda RHBEKDIERFLL EC2 #
TEE. T8, eXR, RARAR —REEERFLIATERDryRUNBIRE , ERTHITER
ID X,

START RequestId: 390c1f8d-0d9b-4b44-b087-8de64479ab4ss Version: $LATEST
2022-11-30T20:17:30.427Z 390c1f8d-0d9b-4b44-b087-8de64479abss INFO Tags
changed on monitored EC2 instance ( i-000000Q@aaaaaaaaaa )
2022-11-30T20:17:30.427Z 390c1f8d-0d9b-4b44-b087-8de64479abss INFO This
instance is missing the required tag key or value -- attempting to stop the
instance
2022-11-30T20:17:31.206Z 390c1f8d-0d9b-4b44-b087-8de64479abb4 INFO Dryrun
attempt failed
2022-11-30T20:17:31.207Z 390c1f8d-0d9b-4b44-b087-8de64479abb4 ERROR Invoke
Error {"errorType":"InvalidInstanceID.NotFound", "errorMessage":"The instance
ID 'i-0000000aaaaaaaaaa’ does not
exist","code":"InvalidInstanceID.NotFound", "message":"The instance ID
'i-0000000aaaaaaaaaa’ does not
exist","time":"2022-11-30T20:17:31.205Z", "requestId":"a5192c3b-142d-4cec-
bdbc-685a9b7c7abf", "statusCode":400, "retryable'":false, "retryDelay":36.87870631147607,"stack
["InvalidInstanceID.NotFound: The instance ID 'i-0000000Qaaaaaaaaaa' does
not exist"," at Request.extractError (/var/runtime/node_modules/aws-sdk/
lib/services/ec2.js:50:35)"," at Request.calllListeners (/var/runtime/
node_modules/aws-sdk/lib/sequential_executor.js:106:20)"," at Request.emit
(/var/runtime/node_modules/aws-sdk/lib/sequential_executor.js:78:10)"," at
Request.emit (/var/runtime/node_modules/aws-sdk/lib/request.js:686:14)"," at
Request.transition (/var/runtime/node_modules/aws-sdk/lib/request.js:22:10)","
at AcceptorStateMachine.runTo (/var/runtime/node_modules/aws-sdk/lib/
state_machine.js:14:12)"," at /var/runtime/node_modules/aws-sdk/1ib/
state_machine.js:26:10"," at Request.<anonymous> (/var/runtime/node_modules/aws-
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_StartInstances.html#API_StartInstances_RequestParameters
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ERAEER

sdk/1lib/request.js:38:9)"," at Request.<anonymous> (/var/runtime/node_modules/

aws-sdk/lib/request.js:688:12)"," at Request.calllisteners (/var/runtime/

node_modules/aws-sdk/1lib/sequential_executor.js:116:18)"]}
END RequestId: 390cl1f8d-0d9b-4b44-b0@87-8de64479abs4

6. FEFREABIEEEALRNERREAFLITER , EUMEBYIRERS —ERASEH.

BEEABRELAWAIERSIER, TREEETEIRAER SampleBadTagChangeEvent IE

B,
7. BEEYWEH.
8. & ¥f Event name (B4£#) , 8 A SampleGoodTagChangeEvent,
9. TEHE171T, MBERNOT- LUASERES valid-value,
10. ERAASEHREER , BERT , ARREUH

BWHEERTIEE , FERNBHEERER , ATEEEAAITER.

START RequestId: 53631a49-2b54-42fe-bf61-85b9e91e86¢c4 Version: $LATEST

2022-12-01T23:24:12.2447 53631a49-2b54-42fe-bf61-85b9e91e86c4 INFO
changed on monitored EC2 instance ( i-000000Q@aaaaaaaaaa )

2022-12-01T23:24:12.2447 53631a49-2b54-42fe-bf61-85b9e91e86c4 INFO
instance has the required tag key and value -- no action

END RequestId: 53631a49-2b54-42fe-bf61-85b9e91e86¢c4

ERBIBE R PRI Lambda 15 FH K.

SR 4. B REBEREH EventBridge R Al

RE , BB YNFESEHILIED Lambda BESBHY EventBridge # 8l
EE# 3] EventBridge # 8l

1. ETFENBIERRSIEBRIRET , BB EventBridge FIEAZEBZIRAEME,
2. $HEW , WA ec2-instance-rule , AREET—F,

3. MTHBERVLSE, ABRBEHFTEI (JSON fRERR ) -

4. HERBHRT K BLTIEANF K RREET D,

{

"source": [

Tags

The
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https://console.aws.amazon.com/events/home#/rules/create

RiC AWS BIRMERRER EREES

"aws.tag"

1,
"detail-type": [
"Tag Change on Resource"

iF
"detail": {
"service": [
Ileczll

1,
"resource-type": [
"instance"
]
}
}

R BIRFS Amazon EC2 #1T{E8Tag Change on ResourcefE# , W HEE T —ES B
HIEER B ENEARE

#E & Lambda HEGNIBABE, HEE 1 HFHEPMENBET |, i Lambda HE,
EHET , BIELEREILMN AutoEC2Termination BN8 , REBET—F,

EREEBEEL  EET— ¥, ARERENEVER L  BEEYRE, EHLEEEHRT
EventBridge WA EE Lambda B EMIFT

SR 5 AETBNERG R

BN EC2HTEBYEFSEFRBHSRENER , LUARGKER.

ERAERSTERAEERRRS R

1.
2.

BB Amazon EC2 A EHTEEEME.

B3 Amazon EC2 #{TEE. BT 28 , FEA #valid-keyM & M MERvalid-
value, MEEBWNAERINBBHATERNEN , F2E (Amazon EC2 A EIER) ML
B BERTEE. ERFY , EEREBHTER  FESBEITRASEER  RRFRERE
HEZ%, BEFEER 6 REHA W£88 valid-keyM K{Evalid-value, MR #H TEE
EARIHBRENEN , BRITEETRZEMBRLEHTEE  ITUAEIESRENERTE
B, EXRIESHR 1 ERR A FRELXHBRE , EFFEHTIR 2 EREHTHEE.
wEEEEH Instanceld,

£ Amazon EC2 X# At E Lambda =8 A, E#E AutoEC2Termination BHE , BEREXBR
SIEH , REBIBIE index.js REIEBRIREERB,
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https://console.aws.amazon.com/ec2/v2/home#Instances:
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance

RiC AWS BIRMERRER EREES

5. B LB Amazon EC2 = AEHRME , InstancelistHBE hWE_@EHEE, FRE
#ZRegionToMonitorEFE B SR L2 HTEEN EF,

6. EEXBUBMALZNEE, NERECERTEBEEESPZHATEENEREERMA,
7. & Lambda = &4 E Amazon EC2 £# &,
8. MiBR valid-key EEREFZSBNE , UBFEZETHTHEBNEER,

® Note

MFEABMAIEZAITHE Amazon EC2 HTEEE L RERBHNEF , 52K (Amazon
EC2 EREER) AT (ERIE IR 38 MM ERER.

9. FEHEVE K ARREFBREIRA. PTEEBEZREITERREBERFL  RARBERCHE
1ko

10. ERAEH REH Amazon EC2 2 A ]3] Lambda 124 , RZBBEERRS|ER,
1. BEHHRRSIER , ARERBERAAXRED | iB4E LogStream MHPHKRFHEE

Amazon CloudWatch E#E A MM BFEHEH , 1T Lambda BN RZ —XAR. & —
&8 B Bl REXELL T HI &5,

2022-11-30T12:03:57.544-08:00 START RequestId: b5befdl18-2c41-43c8-
a320-3a4b2317cdac Version: $LATEST

2022-11-30T12:03:57.548-08:00 2022-11-30T20:03:57.548Z b5befd18-2c41-43c8-
a320-3a4b2317cdac INFO Tags changed on monitored EC2 instance ( arn:aws:ec2:us-

west-2:123456789012:instance/1-1234567890abcdef® )

2022-11-30T12:03:57.548-08:00 2022-11-30T20:03:57.548Z b5befd18-2c41-43c8-
a320-3a4b2317cdac INFO This instance is missing the required tag key or value --
attempting to stop the instance

2022-11-30T12:03:58.488-08:00 2022-11-30T20:03:58.488Z bSbefdl18-2c41-43c8-
a320-3a4b2317cdac INFO Successfully stopped instance [ { CurrentState: { Code: 64,
Name: 'stopping' }, Instanceld: 'i-1234567890abcdef®@', PreviousState: { Code: 16,
Name: 'running' } } ]

2022-11-30T12:03:58.546-08:00 END RequestId: b5befd18-2c41-43c8-
a320-3a4b2317cdac

HERERE

ARHEBRERE UL EventBridge R A , LALL¥ Amazon EC2 #iI{TEBEREH LHNEZEREE,
HMEAIIEM™ Lambda S, MRFTEBRZIEAMENES  ZHESEDEMHAHTER.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html#adding-or-deleting-tags

I AWS BRAEHREEES R EEE
Amazon EventBridge X AWS ER EWEEEE BT ESZ BEESHEDHE S TRE
AWS BR#§. ASLLInAEEE &4 AWS Lambda , BERETEREBEEMBRBERSR , UZSHER
AWS BER. BEERILFEHAEKER.

tag-change-on-resource EventBridge R E Mt AT gEfE A R I 2HE -

« MREBARTEEN P it FRENER , FREBES - EFAEBRREHFIEERNSESHFTHN
FIR P ik, MBHERESEL CloudWatch B4, BRI MERREERIR IP #utERA P it
UEEBHEITHRER , WHERIR IP it MR A S EFEBM4,

- ERERNEREFIRGIREHAEE - WREEFEAEY (ER ) BFEUES (ABAC) REEIR
Ky TFEVE | B LA AR EFTELR EventBridge B4 REB RZ 2 BBGETE X,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html

RiC AWS BIRMERRER EREES

HEBREBETHERZEH

EREHTE Find resources to tag (EREMEBNER) EARRTEHIMEZEREAREBREEERER
SR, WTREBETREFTER,

- ERUBKERERABENESR., —BME , EREZTE S0 BAEAEERNER., AWS ELEMN
BTG A S0 BEB LR, HtERAETESRNMEERIEREER K METAEEHRERNE
B|BUER LR,

- BEBREEHBRYEBRATTRFZFAE (FEATFNFAEETRS). MREERABKRFTTHNERE
FER 6 FREERRBX4THERER , URIBREATFELF T.

- BARERABREREBNT T, IREIERAERLREEENTT , AEEEFERNER,

- BURERAEBEERNGT, Z—AEEETRECREIHERPEERETEE,

- FAEAEIEFTREESHREIMBRZER, flan , RFREREEIUL CloudFormation Ht &k 2 X
B, MPHEEBCHMBRITEEREAPRE , AERTETBETA,

- MRFFOBMEIKL  RMRBERNWHMBER (WEEAR) ETF , AIEBEEST AT,

- MRECEEBEETH2ABARARAERLES|ERNEFEHN , EREETHEEAN. BEBEER
B, YEHRIBABEREREEEL , cREREEE.

R HEEFR S AWS Resource Groups Tagging API , {BEZR RIS ATRE S TR R & | &8
AJREREEIREFHAER API BREIZ B1EZR,

ERAMBEREE

NMREREBEEED—EMEERLAYN  ERGERSEAARSETMIEKEE, HRESETRMEE
BEXMEENERAL. HRESEER BRIV EBRRERELZEEBNBIEER, TEWE
FERUETHEZEH R  FERERLNERKNVERESE  UEEREREEAMNMLEERNE
%,
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RiC AWS BIRMERRER EREES

EBRESRTHEEMN

HERE LM AWS ERSELIEF. 55 AWS BF | SANAEN TSR EET S | RES
SEREBREBBEBHER,

ZEMR AWS Ml BN HREEE. AFEEEE BIEHEAERNEZENERANEZS !

- BT LM - AWS BEREE AWS R hHTHERRE AWS Bk, AWS h BERHAE
EEANEE. £ AWS ERFHEF , F=SRZESEHARLBRERMANZEIN. WFBEBRAR
BRFRER CAFTENFHET , F2RAWS SR SEE R RE,

- ERteM - ENEFIORREER AWS BB 1 . SHLAHHMRNEEE  SRFERNEE
. BRANERNMEAEENER.

AN HBETHRNAEEARBRRERSEARREEEREE, TIEERPNMARERRRERL
REENZL2NERBE,

£

- ERREERTNERRE

- BERBEESN ST NERER

- EEREESRPRBNER

- BERRESRNSHRERE

- ERIRERRTAVEY

- BRRESTHERRELEM

BEBRESRPHERRE

AWS HEEEEEEANERFRESRTHERMRE, MEERAE , AWS SEEREHITHA HEE
Bt AWS Ein, KEEHBLNERRELAERTNZGE, SUEKEEMER AWS R
MZEERNEREE. NFENRLENFAEN  F2REREBLEERBAES. WERBEBMNE
PREBEVMHEBER , F2H AWS T2 ME%EE LR AWS HENSEEEH GDPR SFEEXE.

ERERREEYN , RAEBEHRE AWS IRFE 2 AER , WA AWS IAM Identity Center 5 AWS
Identity and Access Management (IAM) B2 EEBIERE, wtt—R , SECHAEHASESRHETHK
HEKPAENRT. RftEBRERATIANREER
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

B AWS HRABHHANE EAEEE
- BERFEHEERAZSEERRRE (MFA).
- £ SSL/TLS B AWS EifBH. RMEFEE TLS 1.2 WEZRFEA TLS 1.3,

- /8 RE API MEHEZEIFZ 8 AWS CloudTrail. IEEEAEA CloudTrail BHHAREER AWS SEEIH
B , 2 BAWS CloudTrail  fEAEER) PHIERA CloudTrail B,

- EF AWS MEMARAR , UREPWAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HWEIRE R,

o MREE AWS FZBTTHIRES AP FE BFEE FIPS 140-3 BREN R IGHE=EHR |, 558 FIPS
UnEh, WEAER FIPS M FIPS InBHWEZHEEE , B2 EB T EARIEZE (FIPS) 140-3,

B RZIBRCBETEREFNE B SRERNBBEN , HEEERS BHEERNXFRA
B, flanE B, EAEESEAERFES K SIFEAEEE. APIAWS CLI, AWS SDKsHYH 1t
AWS R B, ZEEBREHEAXNFERUTRANTAERTTEEARTERZE B, WREIR
HAIBREREFM URL , RFAZIEBRF VN ERB LEHZARBEZFZRG URL P2 EBEBEA.

ERmeE

BELEATEME, HAKNE , ERAULLIESUATERE - Mo EANER , EbERHIET U7
BERLNEBRIFER, BHETUEAERLEEE l?%ltls T?HS(T%HA?EHH‘F_JO

BREINE

BREERIAFENNRHBEIEERES R, ER , FEM AWS BERE. SAUEERLE
Fiw (VPC) REABRBIRESR API X228 | UnB&EXLBILENMERRER S,

E P g

ERFEESRENSEERIRBHADENELUETHRDRNE. EFRERAETREN,
TREE

ERimEsS Ak B4 AWS Key Management Service , BT AWS KMS keys,
PR R E BT

BRIFESRER HTTPS ETERRESREAER 2BHAMAEEE AWS, ERFEESREASHELE
#(TLS) 1.3 , BT TLS 1.2,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/

RiC AWS BIRMERRER ERAEER
BERmESRN S D NEFIE

AWS Identity and Access Management (IAM) 2 —%& AWS BR¥E , AT HBIEE B R e T H¥H AWS
BERNER. IAM EESAEG#ATUNETESRE (BA) NRE (EFHT) , UMEAERGEE
&R, IAM BEATUREER AWS RIS #Y o

F&E

- BEHR

- FRSIRE

- ERABREEFIE

- ERFEESOME IAM BEFEA

- EBFREES D BBEREH

- HEBRESR I NEIRETHED

BEHR
fEFA A AWS Identity and Access Management (IAM) SRIBEHN A EBMERTE :

s REFERE — BEEEFENELIIGE  BRNEEERBEMENT (F2E HEERES S 9 M FIUE
HEITHERDE)

- BRBEES — AEREEAEFIRELRMEFARER F2R EHRRER NME IAM 6
)
« IAM BEEE — #RBURNEERFHURT (F2R ERRERS 2 2 BERES)

ﬂl'ﬂ

5/ & 20 B sE

BORIFREAWS FASSTBEEA WA, XA AWS IRFREAE. IAM EHERRE
IAM BEH#ITH 5 BmE.

B LAER B 5 R EAESR |, 6170 AWS IAM Identity Center (IAM Identity Center), BE—&A &
2 ERFH Google/Facebook BAER , UBESE7HWEXNEA, NEEBEANFHENR , F2H
(AWS B A EREERE) PHNUAZEALEN AWS IRF,

HRENRFTFE , AWS 124t SDK M CLI URIBHmZFA NEBFB R, WEFMAER , F268 (AM

EREERE) T API FERIIAWS 5 4 IRBERF
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html

RiC AWS BIRMERRER EREES

AWS IRF RERE

BER i AWS IRF |, 881t — @& AR AWS tRF theroot ERENEAF DB , RS0 EFHM
B AWS % M ERNTEFIE, BARBRTEEAREAERATEEER. ABRZEERERE
BENER , F2R (AM £REER) FHEEREAEBRENER.

{5 i & M AF 48

IAM 8 Fi & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html@ —& & 2 EfH 8 A=
ERAEXNSENTE, BERUREREENREGRIBRIEN IAM E£AE, WEFHEEA , F28
(AM EREERE) PHERAECRAEEABS SO RMER AWS FAKRBETFTH .

IAM BHEEEE IAM EREES  EEEAREEAENFIEEMNER, NFFAER , F2H

C(IAM fEFREERE) FH 1AM R E /YA =5,
y=h=:)

IAM £ fhttps://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIBI B2 BG4S EHFT#E  H
AL HEEEER, BALUEBRLERETME AM BE (X4 ) R AWS CLI T AWS AP
REREBEIAR, NEFHENR , F28 (AM £AEFER) PHNEBEASNEE.

IAM BEEARBE S0 EAEFR. WK IAM EREFT. BERFFIEEBREEN , URE
Amazon EC2 #ITHIEAEN, MEFMENR , F2H (AM EAEER) P IAM FHVRIREEIR
FE

EHBRREERFEUE

FBRILUEIB R M BUR YW AG HIE RS & 5 RNEIR AWS RIZEH AWS R EFER. BERERES 2 HEIRME
EABERET R, ERFEAREBERE AWS | SFHMEELBKR. KZHBEKEL JSON XH AWS FEX
FRE F. MEE—DTH JSON BRXH , F2H (IAM ERAEERE) F8 JSON BEREH,

EESEFAER  EBERBLEETRAUEBLERG TEBLEERATEHE , UEETFINEE,
HERERT , ERAENAEREFT. IAMEEESEY IAM BXRIEHETEEAG , #iERERE

B, IAM BERERBMENFTT , ERERAMERXHNIT.
SoBREE

BoRBRRERNMESD (EAE, FRAEFEANAR) K JSON FFABERN S, EEBEEH &2 A
HPLEERNITHLESE , UAREANGRE. NFTHROMELSDHEBER |, F28 (AM EREE
M) PHEBEFEEBRREZRHBE] IAM A,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html

RiC AWS BIRMERRER EREES

BEOBBRADBRNRBEEK (ERARRE-—52) ESERX (ANMNESES 5 HBEMLBER). 0%
THRNAEZEBRRRARBRRE 2BHEE  FE2HE (AM FHERER) PREZEERENRBE
ZFEﬁig;go

BEREHR

ERAEPER 2R ERA JSON BUERN ., #HEHE IAM A EEEBRE Amazon S3 FRTREE
R, EXEEREBRNEET , REEESIUEACAREHEREERNFIER. BLAEER
BREBRPEEER,

EREHRRURZBBEPHNARRBEK, SEEZEUNEFRAERNBERPERARE IAM B AWS ZE
HR,

FERFIFE (ACL)

FEUZFIEE (ACL) FHEFIBL X (RFKE, FRENAC) HEFIEERNFFT, ACL EHR
ERAPCR , BEMATEM JSON BERXHFER.

Amazon S3 AWS WAF#1 Amazon VPC 2 ACLsH RIS E 6, mMFEE—L 7#E ACL , 526

{Amazon Simple Storage Service & A B1ErE) PWFEURFEE (ACL) BIE,
H PR\

AWS TERHMBRER  IREESERBREER TR :

c FFHURRE —REGIEBETRE IAM BERBNVHR AT, WEFHMEER , #5280 (I AMFERERE
B i IAM EEFTERE,

o PRFEIEFIBIR (SCP) — A& AWS Organizations ViR AABEBEMNIEER AT, WEFMER ,
=2 B (AWS Organizations fEA&EEF) I IRFEIZ HIBER,

- BREFBER (RCP) — RELRFHERTAFTHN LR, MTEFMAE
Organizations A& EFE) P EIRZEF EZE (RCP),

- THEREBBXR —EUBRRRFHAIXAACRBE s FAEEIHETERERE , USEFEAEE
R ER., MEFHMERA , F2 (AM FEREKEE) T TERERBER,

&IIII

, EB2E (AWS

SEBRER

ESEEANBRERANGBERE , EENTUISERMMELER, B2 T7THNMTAWS £ RSEBK
REHRERBANFER , F2H0H (AM EREER) PHBEERLEE.

EABRERFEE W< 1.0 56


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

125 AWS ERMEBREES EHAEERE
EBimEss AR IAM ZEE A

HEER IAM EEERRESRNEFIE A , SR T HREBL IAM et RERIEERBEER,
HEZMEEREESRNEM MAEA IAM AWS FR# HEEeR  F28 (AWS R IAM EHEE
) FH EIAM BEFEA.

e

- ERmESRI D BEBE
- EREBE

- UEBAERNRE

- ERiRER IAM AE

EREERS DI EEE

£/ IAM 2 EBER | RT RAFFSEBBENRE I, BETUEEAFIIEBNBENER.
ERRERIEEEDE. BRVIFMRIE. FETHEE JSON BRHDERANABERLE , F2H
C(IAM fEREEE) #H IAM JSON BERTESE,

BF

EEESWLER AWS JSON BURRIEEH T AFHAR, w2 , BHMEEBE M BERE T o8
EERHAITHLEBIF,

JSON BURHY Action TEMRET L ARAFFHIEBERPEDRNEF, BEREERABERRTH
1TAEBABA BN ERVET W,

EBREFTIBERBELTBMEZEATIIFE  tag: . EBREERDEZTLETEAPHT, B
K HEEBtagHER FHE.

Bl EERTFEAFEA tag: TagResources AP| 2{EERRERNIT , BEHEERSHEE
tag:TagResourcesEfE, BEBARRN LB EE Action = NotAction THE, EBRESSEEE
W — B , RS S A RS BATHER

BRHEE-RAAPEESBRLZDE , FUERDRBEM , MTAR.

"Action": [
"tag:actionl",
"tag:action2",
"tag:action3"
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RiC AWS BIRMERRER EREES

BT ERBERET () RIEEEZEEE, Hln , WEREHRER Get XEWFFEEE , FEEUT
BE -

"Action": "tag:Get*"

FREERBRRESRDFNEE  F2RREEESEPNERFESRNEF, ERMFFRLIE,

Resources

EEEWLER AWS JSON BURRIEEH T UAFHAR, tWp2R , BMEERE M ERS T oA
EERAITHLEBIF,

Resource JSON MR t & WIEEEEAIENYMH. REEKBRFEHAHE Amazon Resource Name
(ARN) RIEEER. BRETXEERERSTT , FAEATFR () KRR EANEBARFEER.

"Resource": "*"

BERFEERRIEEMECHER. ARt , CEREERIHEM MEVERNTRESN (FR)
AWS BR#5.

R+ FR B8

EESWLER AWS JSON BURRIEEH T AFHAR, twpEaR , BHMEERE T ERE T oA
FEER#ATIRLE B

Condition TEERBERNRY , EERBXANHITRHE, EAUBLERFRTEETNRFER
N (PIUERTIR) , REHBRPORGNBFRDNVE. EBZEEME AWS 2ERFRSIR , F2
B IAM EAEIERE) FHAWS £EFRGFARSTREIE,

ERRESRTEEREMRBEBENREREIE,

g4

EERGERREESRS D EBRNES |, F2R ERREERS 2B,
BEREHER

BERBRERTIEUERAERNBEER , RATCKEREMECHER.
DUEBRAERNRE

UEBRAERNRESBABMEEFIURS (ABAC) NE2RKH —&7,
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I AWS BRAEHREEES R EEE
EERBERNEREFIHERNFE , B LA aws:ResourceTag/key-name,

aws:RequestTag/key-names R4 %58 , EEENRETEFRHEBREMN. aws:TagKeysE
AREHERE , ZUUEEREAZER.

FERBRSDBEBRES , LRBZER LNEBRREEFNER , 28 REEReGREE, WF
B EFEES (ABAC) WEFMERN , 528 (IAM ERERERE) P ERE ABACAWS ?,

ERimESS IAM AR
IAM AER FEERENT AWS IRF NWER. EREESIEIFEARKEAR,

EREREEREARREAER

EEEBREST  ZUUSARBREAENUBSE2E A, BEIAM A6 , IIREBREFAE,
AT LUEIBFE AL AssumeRolest & AWS STS AP 122K ER15 iR B é’é]\ﬁﬂGetFederatlonTokeno

BEERAE
FRISER A B R AWS FRE FREMBRETNER , URREER B
EREEEREREARSERA S,

REAE

W MBH AR CRERLAC,

ERFEESREREAREAE,

BBRESRS D EBREH

BIFFERR , ABNERAESE IAM TRIZEEUSBHEBRNT T, MALEEER AWS EEFZ
&. AWS Command Line Interface (AWS CLI) 3 AWS APIs#I{TEH. IAM EEEXERET IAM B
R, BTETANUAEECTERIITIRE API RIENFFA, AR K SEEVEARELHREEITE
ELFFATRYER,

WMEEAELE S JSON R EY IAM B0 BBERNRA , F2H (AM E£REERE) FH7E
JSON & T BX,

ES]
- BRBEE
- EAEREERTZEENEREEZT AP
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BIE AWS BRI BRI EREEE
- AFERAERBMFIECSHETH
- REERRAEE

HRREER

BoRABREVEERFPINEBASRETURY, FRHAMRERFERER. SELBETEER
M AWS IRFEABM, EREBYRRES 7 EBURE , FER T EARERSER

- FRIEER AWS SEBRRYEBERKEERTT - EERBRFTRTENCERAENTERR , FEH
B RTHZEREARGIN AWS RERK., ©MTELEN REMA AWS IRF, RAIEZREESR
BERERARM AWS HEFZERR , WE—FRDFA, MFEESEA , F2H (AM EREE
) P AWS ZEBURREBBEENAWS ZEBR.

- ERAREERFTT - 5RE IAM BERNFAR  FERTHTERMENFT. KERLEN , &
UESERERG T TUEREERRINEE K SELBARKKEBRITT. WFEEA IAM ERFFT
MEZHEER , F2EH (AM EAEER) P 1AM PR BERMFT I,

- EF IAM BUR AR 4 — S REEEE - S LUSREFIEEBER , URFHIBENERNER.
i | BALARBEBERRG , EEXEMERH SSL BEFER R, MREBRE SHERARKEE
AWS FRFE , & th AT LAfE G4 R 12 5 H1ZEU#E CloudFormation. MESEMEN , F52E (AM EH
#18r/) M IAM JSON BURTTE : &H,

- M IAM Access Analyzer B& 3 IAM BUR |, BRFT AT 24 B 7 IE 14k - IAM Access Analyzer B
BHBERMBBEBEE , BERELBERER IAM BUEEES (JSON) #l IAM HR{EEH. 1AM Access
Analyzer 12t 100 ZIEBERRERVEATTHER , IHBERERLBERANBE. WFFEE
7, F2E (AM FEREER) FHEA IAM Access Analyzer B FEBUE,

- FEZEEERE (MFA) - IREHRPIFE IAM £RES FHRERE AWS IRF |, BRI MFA
LIREREM, MEEFU AP BERER MFA |, 51§ MFA RE B EENEER. MEFHMAE
7, F2H (AM EREERE) FHEIRE MFA &% APl FH.

WE IAM FREBBNARER , F20 (AM EAEER) 1 IAM Z25EEH,
EASERmERTIZA NEREAZEK AP

EEFHNERFESRTRANERFERE AP, ZXARE —E5EFFT. ELFALEATET
AR EED PERCERNFMAER AWS 1RF. IRERVHRESEFTERBNS 5 EK
B, XA AP s THREEXBUERN IAM X8 EZMFEHIERE.

ARTRFRELEZIANMATVUERAEREFEESR  FRETIEKR (RESTIERMIFFAINEREK ) &
EEER. NFEFEEA  F2E (AM FEREER) PHIEFTRERE,
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RiC AWS BIRMERRER EREES

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"tag:GetResources",
"tag:TagResources",
"tag:UntagResources",
"tag:getTagKeys",
"tag:getTagValues",
"resource-explorer:List*"
]I

"Resource": "*"

NMERTEREESRNERFAR API FIENFHES  F2H RTEAERIFEESRET T,
AFHERAERG MM B ST

WESE REBMMEIBER , AT IAM EREREKMBMBAEAES N AREZEBRR, WBEE
SeEEEAFHFEH H AWS CLI AWS AP LR AR TR BENF T,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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ERAEER

=it AWS B RANER RS
iy
{
"Sid": "NavigateInConsole",

"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"

BRIFEBWARE

EANES S BREFEAKSE  RBRRESEEERESERN TN, LEAERNART A
RIRERNEE , ELEHTRERRE. T8, RAERAEEoject MERBRETU M

BprojectEBHERNWER , TER T,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "resource-groups:ListGroups",
"Resource'": "arn:aws:resource-groups:us-

east-1:111122223333:gxoup/group_name"

},
{
"Effect": "Allow",

"Action": "resource-groups:ListGroups",
"Resource'": "arn:aws:resource-groups:us-

east-1:111122223333:gxoup/group_name",
"Condition": {

tl\
f
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"StringEquals": {"aws:ResourceTag/project": "${aws:PrincipalTag/
project}"}
}
}

B S R E R EIRF RN FAE, MREAEBZES|IBproject MEBENFEAFalphaE
SRR E R B AtSEMNEER project=alpha, RRISIEEFERAEEFEN., REERE
project ff& Project M project , RAKRUGZSIREBTES X/ NE. MEFHENR , F2H
(AM EAEIERE) P/ IAM JSON BEETTE : 54

HEBRERS O NFEEETHREDE
R AT AR B E R B RS (B BIRIEE A AV B ALB IR % R,

x5
- REETERFESTHITEE
o BRAREBHIT iam:PassRole K IZE

BERTERRESRTIATIHE

WRAWS EEFIEE HRCEENT BE , AIXABBENEEESS KRG, ENEESRALE
HBEEBENAER,

EfFEA&mateojacksonERFEATEARIEER LNER , (B8 Ftag:GetTagKeysF iy , &%
4 TSI EFIFEER

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
tag:GetTagKeys on resource: arn:aws:resource-groups::us-west-2:123456789012:resource-
type/my-test-resource

ELBERT , Mateo 2FREEEFTHMMANBEEK , AFFMER my-test-resource BEFE
tag:GetTagKeys &R,

AR EBFH T iam:PassRole RIIZHE

WMREBWBHER |, EHEEEHIT iam: PassRoleBE , BNBERLAERH , UAHEKAGEER
BRmER,
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R AWS BB BRARE A% ER
BE AWS B# AIREEREACEEGERE K MAREYFNEBXACIRBEELC, NFH
TR , L ARERACBEEZ BB,

EEA K IAMmarymajor EREERERA TR AEEREERTUTEER  SRETHEHIE
o BR , BFFERBRBEEREBEBALR TN T. Mary RESAGEERERBHNFT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEFERBRT , Mary WBURAEEH , AT iam: PassRole Bk,
MREEERE , BHEEN AWS EEE, ZNEEERHENEERE.

EEBmEEas P o sk F ES 5
FMIEEBFEESBHEEREE A AWS CloudTrail,

£ CloudTrail G2 $%E B fmEET API Y

BERimERE S AWS CloudTrail , WIRBRHEAE, ACIERFEESR AWS R & FTEREE
fERyFCE#%. CloudTrail B ERRERNVATE API FIHENASH , SEREERFRERTEANT
W, BRREBERFERT AP NEXBFW, MREEIRR , B CloudTrail EHFER
¥ Amazon S3 #FiTE , BEERFERNEMH, BEERREER , AT LER CloudTrail £
EePNEBEHBELHEMERMEN. BUUER CloudTrail FIRENERR , HETHEBRFEERREL
RYEESR, IRHFRM IP ik, RHEFBRHAR, REFROEE , UREMFMAER,

4% A B CloudTrail KMABAEA , 588 AWS CloudTrail f /A &8/,
CloudTrail FHEBmEREA

EERENIRE AWS tRF B | 88 LS CloudTrail, BB EERFESIEBRFESTZAT
BAER  ZEHDEBHERIEDNEM AWS IR B4 —#5CHTE CloudTrail E# ., &AL
PR, SN TEHRIENESF AWS IRE, NEFMEN , 528 "#£A CloudTrail B4 F &£ 50 &k
BEH

EERHELE PHEHF AWS IRF , SEEBFRESNEY , FEIER, REREEF CloudTrail #H
HHERRE Amazon S3 FFETE. KTER , EREIRAPELEHE K ZXEMSERAZEMEN
AWS Bif, REGiLHE AWS ZEIETMERENSEMS , XA BFERR NI EEIEERN Amazon S3
RFETR. A, BULRERM AWS R RE—S DI HEE CloudTrail BFPRENEHE
B, MEFHMEER , FSETIER
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B AWS BRAEREES R
- RN BIRE AWS IRF

« CloudTrail BN REMNES

 EXXE CloudTrail B Amazon SNS &4

« BRSEEHA CloudTrail HFEERKRZER S EIRFRY CloudTrail HFEER

CloudTrail BRI EERmESREE , LK EEBFEES API 2EH, CloudTrall BiLHEEAH
MIZBAmEESENIE , WL tagging.amazonaws . comBRAEHeventSource,

B-EEMIARERFELSELFRENENA. BoERATHEHE THIEE

=L EE
aB

o

]
EE
ill I
al Hm

%

BEARE IAM ERERER L,
ARE , REEERATREAGEBME S S ERENTRRZERBE.
BH%—H AWS RIRIFR

EE3
aB

%
ﬁlm

illl

MEHMET , 528 CloudTrail userIdentity THE,

TR ERmER BIERER

EMtR—EHERE  EBEESHURAFBERNERARNIEEIEEN Amazon S3 #7FEr#E. CloudTrail B
%fﬂA—ﬁgﬂﬁ_ﬁS%o —BEHAEMARFIRENE—FR , WIEFREE. FRH B
B, BFRBHZFEN. CloudTrail BFEEBRIIFKLE API RULERIZCHRAVHEEHF , Rt A MEM
BEIEREHR,

LAT g5 B8 R 2B R TagResources E)¥EM CloudTrail BB H .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-1661372702",
"arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-
session-1661372702",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/cli-role",
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"accountId": "123456789012",
"userName": "cli-role"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-08-24T20:25:03Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2022-08-24T20:27:1472",
"eventSource": "tagging.amazonaws.com'",
"eventName": "TagResources",
"awsRegion": "us-east-1",

"sourceIPAddress": "72.21.198.65",
"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10 exe/AMD64 prompt/off command/
resourcegroupstaggingapi.tag-resources",
"requestParameters": {
"resourceARNList": [
"arn:aws:events:us-east-1:123456789012:rule/SecretsManagerMonitorRule"
1,
"tags": {
"owner": "alice"

1,
"responseElements": {
"failedResourcesMap": {3}
1,
"requestID": "8f9ea891-4125-460c-802f-26c11EXAMPLE",
"eventID": "b2c9322a-aad7-424b-8f0b-423daEXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1l.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": "tagging.us-east-1.amazonaws.com"
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RiC AWS BIRMERRER ERAEER
BRmERNSRBRE

EETH RS AWS ¥ TR ESRTBHLER , F2RAWS B#E SR EHEANRREZFLRE
BHERE. WFE-MREFA  FSHEAWS 5K E,

BaLAMER THRE =AM E AWS Artifact, NEFMEF , F2BEE P THME AWS Artifact,

BER BRNESREME AWS R BURRERNEEN, BLANEREE , UARERAEENER.
WMEER BREREENFMEN AWS BRI , F2H AWS £ X,

EBRERRPRYEME

ERFERSHATRBERHTED RS, ELHEABRLIAERAERE. HOSMNE , SEFENE
W, ERFERSEFEREFME Amazon DynamoDB H#,

AWS £IREMEERI AWS EE M TAESAEREE. AWS B RESEERRHNIBEHLD
THESD , EXEHRELE SHEENSEREHRER., ZBTHERES , BAMRFTERENER
EANERE  REAETHAESCEHEDRERE K MASREDE. TRAESNTRAE, FIHED
MiERES , IRE-HZSEERTONERERREES.

MRBENMBRIZESR , FBEAE AWS ZE B,

W% AWS B A TRAESNHEET , BBMAWS £ REBBIE,

ERRERTNERRELZ M

EREERTRARMBREERRENHMSI X, MREA , FERA AWS BEfRRH. BUUERE
BRIEEiR (VPC) FHERRIRERR API MEEE , S AKCEBIMEBNERRERS,

BT LAER AWS B 4REY API FFLY | BB FIERREESR. FRAERSAIETIER

- Transport Layer Security (TLS). B®MFEE TSL 1.2 W TSL 1.3,

- BfeEXEIEFAZR(PFS)WETEEM , Hlan DHE (Ephemeral Diffie-Hellman)s} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), R R (M Java 7 IEFBEAR)ASEZRELEN,

A HBEFEHE AWS Identity and Access Management (IAM) £ BB ZEEE ID MALFE
HEWREBHER, HE , B LUMEH AWS Security Token Service (AWS STS) EAZHMHREEA
BERREZFF R,

ERBERRE W< 1.0 67


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://console.aws.amazon.com/support/home#/
https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com//STS/latest/APIReference/

RiC AWS BIRMERRER EREES

BEREERTXEUERAERNBER,

B AR ABER L B 2 B ARE RS API IR , EEBRESEEIEUERAERNFEIECE ,
HA e DIERERIR IP thut RYPREI, 2t 7T LA A A 3 4 48 25 BUSR SR 42 I 3R B 4§ € Amazon Virtual
Private Cloud (Amazon VPC) im B 545 E VPCsTZBl, B L , kA ZRSRHMBEAKE VPC Hig
EER AWS K ZEL

EfRERs W7 1.0 68



RiC AWS BIRMERRER

ERAEER

Service Quotas

TREHRARERFERRBEENER,

ELEFLEE B R EE A Service Quotas AR, BB B,

=1
BEEREZNER
BERERERE
BRE

&

50 fEIfE & EBHERR (AWS
EENBRBETSIALRS, )

UTF-8 {4 118 , &% 128
{& Unicode F T,

ARFENEZTERFER. BF.
ZEERMTH=FT :

_ ./ =+ -a

EREZWTEELL FAE | aws: |
AREBZFE UM AWS &
Ao

(@ Note
B AWS R BN
MFTHRERS. 0
FHAEA , FSHESE
TE BR A5 89 324

UTF-8 &4 0l , &% 256
{& Unicode Ft.

ARENEZEIRFR. BF.
ZERERAMTHZFT :

_ ./ =+ -a

M7 1.0 69


https://console.aws.amazon.com/servicequotas/home/services/resource-groups/quotas
https://console.aws.amazon.com/support/home#/

RiC AWS BIRMERRER EREES

28 &

(® Note
B AWS BR#s BEN
M7 TREERS.
FAHMES , F2EHRT
TE BR 35 9 LA

AL GetResources APl #4E BWHZ 15 ER

YRR
FFOY 5 AP BRAERTER ! B¥&Z 5 @AY

» TagResources

» UntagResources

» GetTagKeys
» GetTagValues

W< 1.0 70


https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_GetResources.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_TagResources.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_UntagResources.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_GetTagKeys.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_GetTagValues.html

RiC AWS BIRMERRER

ERAEER

BEEBmERR FE L&

EERM AR EEES R
AT A

EEHAR

® EBERECD AWS —fgseE

BEXER

IAM REEBEH

KERRBRE B EACH
i=li]

BRESBBRNERIE

ERRESREXESERAR
AV E IR

ERimESRTEABH AWS

Systems Manager =2 &

DU

EE IR AN A RN
T, AR HBERAREE
eI

EHMEEGRENEERNR , U
RETRENATRRME,

BRAEE AWS EIRNEEE
*t BE AWS —RBE XI5
Mo

EFMTIERURFS IAM REE
%, MEEZHMER , B2
B IAM AN Z 2 RIEEK,

EREER VHREREEH
BEeMERAEREEY , mMFR
B AWS Resource Groups
ERAEEEN -5

A BEUWEESERBERIR
F# AWS Organizations , #&
AUEEBIRFHHNER L&
AT ERNER,

BREVUEEREESRPE
SRHRERBRREIBREH
BERENER,

EEFESETEARERIN
Systems Manager ¥ &,
B SRIR AR I LATE Systems
Manager Z I B+ 3% 2F
BiRESRTIEANER , B4

B #

2024 £8 A 28 H

2024 7 H25H

2023 3 A 24 H

20231 H3H

2022 £12 A 13 H

2019 11 A 26 H

2019 6 A 18 H

2019 6 A5H

W< 1.0 71


https://docs.aws.amazon.com/tag-editor/latest/userguide/tag-policies-orgs.html#tag-policies-permissions-org
https://docs.aws.amazon.com/tag-editor/latest/userguide/tag-policies-orgs.html#tag-policies-permissions-org
https://docs.aws.amazon.com//IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/tag-editor/latest/userguide
https://docs.aws.amazon.com/tag-editor/latest/userguide

RiC AWS BIRMERRER

ERAEER

EREREERTIECELRE
H

ERGEERREXEEZERE
B ELER

EBmESRAEIESEHE
RELZE CSV

EREERREXESHEE

BB EEEH

AUAEER £ E AN TR R
PrERERMEREERTIES
AWS MIEBE II:I o

EBREER, ERIERE
BimERNVER  BETAE
THRM AWS, FUAERR
Li-g

ERRERREITREEZHE
EFESNEEERER A I
BEREKEE A EEHE
EEREH,

&7 LA7E Find Resources to
tag (BHREMEBENER) EE
t, BEHNERELA CSV
BANER, EBRERESD
ERIPSETHTNESE, &
BREREEVELESE
EEBZRSIGEETZHENE
R, BRI BESELREA
RERSIBHHVHE—ERED
St o

BRI UEE—REFEE
AEREAEER 20 EEHK
o & R A LUETE All resource
types (FTEERER) LIEHE
HAHMEERER, B8
REFMEEEHN Tag key (&
BRSI8) B, nBhEE
REER —BMNERES|#.
MREBEEERLEERLR
B, BA L EEEBREE XY
NWERLBEEHAEHREE,

2019 5 H 14 H

2019 5H2H

2019 4 A2H

2019 3 A19H

W< 1.0 72



RiC AWS BIRMERRER EREES

BEREGEERREXEESTH SuUUEE-RFEFHEEZ20 2019%F2H26H
ZEERER BERERERAER. HHm
NEREEESERDE R
v, S8 HEENESERPRK
I EEE - RERSIRIH
FERIZENE RV

W< 1.0 73



RiC AWS BIRMERRER EREES

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,

RRZR 1.0 Ixxiv



	標記 AWS 資源和標籤編輯器
	Table of Contents
	什麼是標籤編輯器？
	資源標記方法
	進一步了解

	最佳實務和策略
	標記最佳實務
	標籤命名最佳實務
	標籤命名限制和需求

	通用標記策略
	資源組織的標籤
	成本配置的標籤
	用於自動化的標籤
	存取控制的標籤
	標記管理


	標記類別

	標籤編輯器入門
	使用標籤編輯器的先決條件
	註冊 AWS 帳戶
	建立具有管理存取權的使用者
	建立 資源

	設定許可
	個別服務的許可
	使用標籤編輯器主控台所需的許可
	針對標籤編輯器許可使用 AWS 受管政策
	手動新增標籤編輯器許可

	授予使用標籤編輯器的許可
	根據標籤的授權和存取控制


	尋找要標記的資源
	檢視和編輯所選資源的現有標籤
	將結果匯出至 .csv 檔案


	使用標籤編輯器管理標籤
	將標籤新增至選取的資源
	編輯所選資源的標籤
	從選取的資源移除標籤

	在 IAM 許可政策中使用標籤
	標籤和屬性型存取控制
	標籤相關條件索引鍵
	使用標籤的範例 IAM 政策

	AWS Organizations 標籤政策
	先決條件和許可
	評估標籤政策合規性的先決條件
	評估帳戶合規性的許可
	評估整個組織合規性的許可
	報告儲存的 Amazon S3 儲存貯體政策

	評估帳戶的合規性
	評估整個組織的合規

	使用無伺服器工作流程和 Amazon EventBridge 監控標籤變更
	標籤變更會產生 EventBridge 事件
	Lambda 和無伺服器
	教學課程：自動停止缺少必要標籤的 Amazon EC2 執行個體
	步驟 1. 建立 Lambda 函式
	步驟 2. 設定必要的 IAM 許可
	步驟 3。對您的 Lambda 函數進行初步測試
	步驟 4. 建立啟動函數的 EventBridge 規則
	步驟 5. 測試完整的解決方案
	教學課程摘要


	對標籤變更進行故障診斷
	重試失敗的標籤變更

	標籤編輯器中的安全性
	標籤編輯器中的資料保護
	資料加密
	靜態加密
	傳輸中加密
	金鑰管理

	網際網路流量隱私權

	標籤編輯器的身分和存取管理
	目標對象
	使用身分驗證
	AWS 帳戶 根使用者
	使用者和群組
	角色

	使用政策管理存取權
	身分型政策
	資源型政策
	存取控制清單 (ACL)
	其他政策類型
	多種政策類型

	標籤編輯器如何與 IAM 搭配使用
	標籤編輯器身分型政策
	動作
	Resources
	條件索引鍵
	範例

	資源型政策
	以標籤為基礎的授權
	標籤編輯器 IAM 角色
	搭配標籤編輯器使用臨時登入資料
	服務連結角色
	服務角色


	標籤編輯器身分型政策範例
	政策最佳實務
	使用標籤編輯器主控台和資源群組標記 API
	允許使用者檢視他們自己的許可
	根據標籤檢視群組

	對標籤編輯器身分和存取權進行故障診斷
	我無權在標籤編輯器中執行動作
	我未獲得執行 iam:PassRole 的授權


	在標籤編輯器中記錄和監控
	使用 CloudTrail 記錄標籤編輯器 API 呼叫
	CloudTrail 中的標籤編輯器資訊
	了解標籤編輯器日誌檔案項目


	標籤編輯器的合規驗證
	標籤編輯器中的彈性
	標籤編輯器中的基礎設施安全性

	Service Quotas
	標籤編輯器文件歷史記錄
	

