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EEEEERN IAM ERAE

AEEATYZERABZEI AWS Identity and Access Management (IAM) 53

E, ARKZEAENMEEEEEEFTNEE. WEMEA AWS Identity and Access Management

BR #5354 Storage Gateway B RIZEIHIFEMEA |

Storage Gateway,

EERVEESMFERE

EE— F

EER

EEE

AR

£ 1AM A SRR FN

|dentity AWS,

Center
EHREZEMREER—

(B=) B, FHEREEBNE
nﬂu y nﬁ/ Eﬂ |AM {EFH
EZREEHH IAM Z2
RIEE®,

£ 1AM FARBRREFN

H AWS,

(FE=

/)

/A Warning

2@ \dentity and Access Management for AWS

RIEE TSI E A —{ERIE,

R

FEIEE AWS IAM Identity
Center EA & EREMN AFIHF
MY EREA,

HEE (AM FEAEE
By FET IAM FERE

ETESFE BETR.

f& 7] LA

£ AWS Command Line
Interface A &EEFAHPERE
AWS CLI LAEA RE&E AWS
IAM Identity Centerf2 X 5%51 17
B,

AR C(IAM EREERE) +
MEE IAM EAENEFRS
iﬁg }:EJ‘)\*EETHXH-I-H_tﬁﬂyo

IAM R EERFEZLRBHNRAEAEN. ATHERELRR K ZBREIARELERE
RUITEBAENGT , YEFBREELEAERSEBR,

BUVEHEESERN AM £RE
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7ZH! AWS Storage Gateway

BAILAE A AWS Storage Gateway FE S RBFTREREBHEEBNERIE , S BRFBHEADR
{£F Storage Gateway EE8:%{H. BV, EENMBRTEERMNEAE, B, EEMMBER , UARE
2 Storage Gateway REE B TENEERENME. ATEHEZH , NEEEFERFEMA Storage
Gateway £ & Web MTHEHHTER. EAILUEIR Web BIESR1FH Storage Gateway £#E & , 8t
A : https://console.aws.amazon.com/storagegateway/home/s

WMRERFRNERFTHE , BIFTLAER AWS Storage Gateway FEFAE N ERET S E (API) v 5 R E
(CLI) RE&EFMEHE Storage Gateway ZBE R EIR, T Storage Gateway APl WEIE., &ERIFFERM
Fﬁ-;nn EHEEER |, 5528 Storage Gateway APl 22&, % Storage Gateway CLI BYF¥HHEFA |
S0 AWS CLI iR 8%,

B AT LAE AWS SDKs2K B % EE Storage Gateway A EIWERAER . BAM Java. .NET Hl PHP
AWS SDKs &3 Ef# Storage Gateway API , AL BB ERFTER. WETH SDK BXNENE
A, BB AWS BBAEH D

MEEBHFMAENR , 5528 AWS Storage Gateway EfE,

AWS [E1F & Storage Gateway

AWS EiF RItER EWERNVE , HP AWS BEZEATAESE., AAESHE —NZEBHE AWS &R
ROMER , BEERPOHBEERESR, BREMERED , YERETRNEREF. EXTEHE
AWS EiF SR By , Bt ESERE, BEEHAEED. BEMEMNRERED , tITRK
HE, BRIFGATRER AWS RBRUNEFDRE , FAEE—EESFEUNERTFERTMAH
ft @15, a0 , Amazon S3 #l Amazon EC2 X BB EEHER. AL R#E AWS Identity and Access
Management , it | REERHER. BAUERFESEERTRNUERE AWS BEiR. flf0, &6
RERE Amazon EC2 #1T{ER , UL AWS B ERBUMEY PEFEEEH AWS Storage Gateway %1 |
DEEZAZHNEMNERE  SIFEERER, £1 & AWS IRF REH E RIS T2 WL =5 H &
Ed

- Storage Gateway - MFE X E AWS W EFFIRFE AWS i 25 E Storage Gateway , @2 B (AWS
Storage Gateway ) ) i% 2 MELZEAWS — 2 E,

- Storage Gateway 8% - FE AT REERRBEANZE AWS B , F2H ) HHIAWS
Storage Gateway % EEFHAWS — 8%,
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REHMEERENE

BRIEZARA , BAUTHEREAFMEREAENERER.

e

- ERRRERTFEER

o« MRREFH AMBER

« XM Hypervisor B2 #ER
- XEW ISCSI fiEzs

ERR RS

FEEACMEL REERRRENABER  UREEXERTRAEN S UREH,
VM K RERE &

ERBENFER , CL4ARRENERE VM NERERTEARTIELER

. $ERIE VM BB R BRI RS .
- HRHKRERE K SNEREXSEAUTHEN RAM ;

- 16 GiB R & RAM , BARIREA/NSIE 16 TiB WEE

« 32 GiBRAM , HARREA/NE 16 TiB £ 32 TiB HWEIE

- 48 GiB % RAM , BARRELA/NA 32 TiB £ 64 TiB K FEE
o R VM BREMREER 80 GiB #ExZ=[.,

MEFHMBES , F2RASELFENE. NFLERZERE VM Rz HFRANEA , F2HE AWS
Storage Gateway Ei ¥,

Amazon EC2 #{T{EEHEANER

H& BEEZBE M Amazon Elastic Compute Cloud (Amazon EC2) B |, #{TEEH KNI AEZDEH
xlarge , BHRETREEREE., ER , HHEERECNHTERRSY , KNBAED A 2xlarge.
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® Note

Storage Gateway AMI EE2FH Intel 3, AMD RIEESH x86 HHTEBHEE, TXEMEH
Graviton RE 2R ARM B #1TE .

¥H Volume Gateway , & Amazon EC2 #{TERBERBREFTEARHAENREKA/D , EETIHE
Ef RAM :

« 16 GiB 8 RAM , BAARELK/NSIZ 16 TiB K&
« 32 GiB RAM , BARMREA/NE 16 TIB £ 32 TiB WEE
« 48 GiB {8 RAM , BARRENAK/NA 32 TiB = 64 TiB BWEE

At ENREEE  EATHED —EZRNATEREE,
B AR REEER E

« —IRAEHITERRS] - m5 5 m6 HITEEBEE,

- BEREMHTERRS - c5. c6 H c7 UTERER, HH 2xlarge RESHWHATEEB N NRYTS
HEH RAM ER,

- iCIRBREMHTEBRS -5, r6 T r7 FTEREE,

- RERRELCHTERRS -3, 4 7 PITEREE,

& 77K
7 VM #9 80 GiB RIBEERIZ A, EH0MIE BB RIRE,
TREWEFBENMERBFHRUBATEAN,

REEE RE (R/ME) HRE(BRAE) LEEEHEE HEEERE HhER A
(&/ME) (R KME) BRI R

REVEEEER 150 GiB 64 TiB 150 GiB 2 TiB —

&

BEANUEEREE — — 150 GiB 2 TiB 1 B LB

8 RBERRE
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® Note

B AR LERFERE —BARSESHEEE , LRARARE,
BRI L EEEEREANRAER , FHELELNER (Hypervisor 3 Amazon EC2 #11T
88 PEVHNER. IRENEKUREEARNI LERFE  SVEEREFUBENKX

o

WERMERENFEMER , BBH AWS Storage Gateway B,

A8 B BBy X il 7 5K

BN FETEFIUARMER, AMEK, WBEABRE (DNS) AR, AR, BHESF. BE
LT AR KRB A B EHR R 000 72 5FEIR By A & B8 F 2R 1T 7 XAV AR B E AR

® Note

EREERT , 8O LLfE Amazon EC2 E#F% Storage Gateway , SRIEHL PR % AWS IP bt &
ENRELZLBREAEMERENIEE (SEADBT ). EELHERT , & AWS IP #EE
SFR, MEVALBEIREEREE. BFEZEMAN AWS IP bt €55 B 774 SR BERT

£ AWS EFH Amazon REF&E+R, MEFEFBE IP HEENEN , F2E AWS — k8 E
EY AWS IP it B,

(® Note

HRAEERGRBERELERTENERNEEMEMTRE. E2FE 100Mbps FRERKII T
B, BANEfFE. ENERNEGESKREZETIEEHEMENER, EELEERT , &
A LATE Amazon EC2 E#F2 Storage Gateway S H A ER B

&

- EEEER

- Storage Gateway & B8 &% firs B 48 % BR By K A 3K

- RFIEIBR XA BEE AWS Storage Gateway 7EL
- EXFE Amazon EC2 FE#TEBHN L L&
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RS ER

HREREFEZRMREZL AMBEERER  TRKDIMENRE. TERERFTERLERE M
HtEERE AFEREARE , SIAERE VPC mAE.

W EREREEEER

@|mx  f 7| BEAG % A @E 4B fE:
ER E

Web B  &W Storage TCP 80 v v v N
B2 Web # Gateway HTTP RikH
= VM RES

Storage
Gateway
A
RE#®
A
Storage
Gateway
KE
K, =
2EMH
EER
80, Storag
e
Gateway
VM A
CEE
EER
80 AJ
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B, &
#3880
it
FEUE
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e v £
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Gateway MEHE
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fal AR 25

E
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W % ES| BAG R 1=ON B HE fimst
E E
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Gateway HTTPS Bras
VM
*R
EEA
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4 A 4 )

TCP 80 (HTTP - activation)

D _________________ TCP 443 (HTTPS)

Web Browser AWS
Management Console

TCP 443 (HTTPS - data and control)
Tape Gatewa
TCP3260 (iSCS) B v | _ ToP22(supportchemne)
-OR -- Storage Gateway
Volume Gateway \ Service /
iSCSI
Initiator
o
TCP 443 (HTTPS - activation)
./
A
TCP/UDP 53 (DNS) | UDP 123 (NTP) Amazon
: CloudFront
|
|
DNS Server ! NTP Server
|
|

-

Storage Gateway T 88 5% firs Y 48 5% B2 BH X BB E R
1@ Storage Gateway ERZRHMEE T FIBRERE

« WA EE  EBEMMARSR ENAERNE , £ FEKRNERIEBRER.
+ DNS fR#% : AREREREERIBHN DNS fIRaE: < E&@AR DNS IR
- KEERYE : HARAFEEBREN Amazon NTP B E R
o IP 3k : $EIREY DHCP EFAE IPv4 thiik, BT BEIEIK IPV6 ik,

Dell PowerEdge R640 fAIfRES#& A E 5 EERMEKERE, RETE (ARFARSVWEME) , BLER
BUOTR :

iDRAC
eml

em?2

em3

o K~ 0N -

em4
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BT L% iDRAC EIZEARE R ARSI EE,

8080
. "”.TP —> 443 * aws-gw.<region>.amazonaws.com
(activation only) HTTPS s3.<region>.amazonaws.com/s3.amazonaws.com

Q SSH_> 54201223107

123 *
— —3y *.amazon.pool.ntp.org
‘:L’ ‘j UDF/NTP

orage Gateway
Corporate Network Hardware Appliance DNS—> DNS server(s)

ERREEEUATERRS REF,

BAAWHE vh B Direction B BiE FERAFK
SSH 22 B EREER e 54.201.22 TEEBE
3.107
DNS 53 & W e DNS falfRas A TEERAT
UDP/NTP 123 BEH W E * _amazon. BRERES
pool.ntp.
org
HTTPS 443 & W e * _amazona RSy
ws . com
HTTP 8080 BEA AWS e sl 3833 (R
EEER
&)

BRMERETANHT , WERIEEZW T A REVREE MBS AR E

- EERIRAREMAEENMRERNHE.
« HREBEMR E AL ME—8 7R,
« REFTEIEEEE T E W A S E A B R A SR iR
- EORE—BEEBNERIEERRRE. OEFAER  F2ERCERREEESE.
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® Note
CEEERTABRFETERLERENGE , F2RERTRENERRIE

B —E#EX T E (NIC) EWFRA P b #RAANER —E 7  EREANMEREIH. TEER
TENEE,
@;Ie subnet \
.I
HostIP
(Configure on Hardware Appliance Console)

Lil

Service IP
Wﬁgure on Gateway Local Service Consoy

MEMBFREERREHHMER  FB LA Storage Gateway B,
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AREFEBR A B AT AWS Storage Gateway ZHL

BH BT EFE Storage Gateway FRISImE: , F8cEE B AWS., FEFERTEHE , RIBENWHER
REZNFAENHEERE, E8EH Fﬁkﬂ“jﬂﬁmﬁﬁmﬁﬁjﬁﬂﬁﬂﬁﬂ%umi , BIX B ER AR H
2, UAFEERK TR AWSHETELE

(® Note

MR E# Storage Gateway HFAE VPC inHiERE A AR IRERNERHEH AWS |, BIFE
TEGRLAEREBRREE. NEFAEN  F2REEEAEERTBARE

/A Important
RIBERIE AWS WWESE , A EREN##F BRI IRT i &6 8V [E .

Ui R SR A
=Rk
EL I ERMERIEE < H/ IPv4 RE AWS,

FEREBEETIIRB R TR EITRARNE,

bucket-name.s3.region.amazonaws.com: 443

BHEER (anon-cp, client-cp. proxy-app) MERER (dp-1) RIEVFEREHEE T 5 RE
im .

anon-cp.storagegateway.region.amazonaws.com: 443
client-cp.storagegateway.region.amazonaws.com:443
proxy-app.storagegateway.region.amazonaws.com:443
dp-1.storagegateway.region.amazonaws.com:443

T AP| FEOY B 478 58 A T 51 e i AR 75 Ui B o

storagegateway.region.amazonaws.com: 443
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(UrEREEREER)

T 2R EE (REE) EiF (us-west-2) PR BRI,

storagegateway.us-west-2.amazonaws.com: 443

EHBIRE
ELmM > ERERHE 2E IPv4 M IPv6 RE AWS,
FEREHEETIEHRBRB IR , FEEHIT o iw 7R EBIRIF,

bucket-name.s3.dualstack.region.amazonaws.com: 443

G (BA. 2F5¥E. AF) NENRE (E8YE ) RFORMEREHZEETFIEHRR

activation-storagegateway.region.api.aws:443
controlplane-storagegateway.region.api.aws:443
proxy-storagegateway.region.api.aws:443
dataplane-storagegateway.region.api.aws:443

FET 58 MM BRI v 36 BEE1T API FFAY,

storagegateway.region.api.aws:443

TH&EH2EHES (REM ) EE () PHFEEEHERFIHEus-west-2,

storagegateway.us-west-2.api.aws:443

NTP falBR=%

Storage Gateway VM FEZEHEEFET 5 NTP f[iR=%.

time.aws.com

@.amazon.pool.ntp.org
.amazon.pool.ntp.org
.amazon.pool.ntp.org
.amazon.pool.ntp.org

N N P

MEZEAWS B FRERENTEEE  F2HE F1 Storage GatewayAWS — i 8Z&,

JERFIEIR B A A B R AR AY B B EL
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&% E Amazon EC2 BE#TEEMNZ £ &HE

L2 BHEEHRE Amazon EC2 BEBTEENRE, BF

EREHER K BEEATIISE:

Xa

« REFETERAFRANBEEBENEANER, CREZIAFRERZREFARNHITERERE
B, MREFEAFUTERRAZLFENBERERE , RBER LFFERE 3260 (BA
R iISCSI E#x) M 80 (BARRA) LrVER.

- MREERFERSFEINIE Amazon EC2 THEIARIE , BI AFFERE 80 LRAZEHZ IP
Ut EAELR, REEENERUR A 1P that | RITT AR RGERHE 80 , WRMARIE , REE
STRR A R BARE R 80 LW FEL

REELER B #THEDEHE , T APEER 22 7. WEFEER  F2RXE CE8ZEH
Bh¥ EC2 BEH 1T HIERE

EREERT , &g FEH Amazon EC2 #TEBEARENIZ (LRI , EHRZE Amazon EC2 L
FrEPERE LR iISCSI BE), EEBERT , EREAMBIRNAE .

1. BB EFENER 2 Z 2R AT REIZRHAITER,
2. BIERERERFEUE | MR E R T ARG FEE.

MEEHEREFRMCERENENR , F2REEETR,

S #E# Hypervisor B2 F #ZE R

&AL Storage Gateway AZEPB/EBEBRBES (VM) BRIFNERERLE , 2L AWS 5 Amazon
EC2 #{TEBE T,

@ Note

ERMEAE 2.x, WEKERE 3x HEFE x EEEAZTSHEMN UEF BIER
(loader_secure=no). #{E qcow THEHEFEFREMA xml ER , MAREREHEHRE,

(® Note

ERE A RYE Hypervisor lR 4K —#t B , Storage Gateway i§4E R ¥15% Hypervisor
MRAWZE, MEBEISE Hypervisor IRAZ BRI FFHET , FFS R EENRE X,
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Storage Gateway X & T %Il Hypervisor hjxZ< 52 3= #

« VMware ESXi Hypervisor (7.0 = 8.0 i ) - ELERES , BB FEE VMware vSphere A F i HELR
B,

« Microsoft Hyper-V Hypervisor (2019, 2022 = 2025 fx ) - ELERES , BFEE Microsoft Windows
A EIRER E# Microsoft Hyper-V Manager = 6B 4R &  #,

o Linux ZOEREREEE (KVM) : RENBEBRRABERCEN. KYM ZERFIEMRZAH Linux
2.6.20 REFIRAH, Storage Gateway #&iB CentOS/RHEL 7.7, Ubuntu 16.04 LTS 1 Ubuntu
18.04 LTS #ITIRARVAIR , YZRHXE, EAEMBRN Linux BITIRE T LLUERE | B RFINEEE
MEE, MREECLELBRBIEHIT KVM BE K MALSERAER KM HEESR , BESFERALLREE,
MERBNFMAELRE  F2EIRMHM aws-storage-gateway.xml IR, EREE 2.x. MEERE
3x MEFFIE 3.x FEFALTLHBI UEFI F#E (loader_secure=no).

« #%10.0.1.1 KRBIZAEY Nutanix AHV (Acropolis Hypervisor) - BA KVM BEBENERILFEE , BEE
Nutanix BE&E# R (HCI) BRA R,

« Amazon EC2 #1T{E#8 : Storage Gateway R B & Fi&E VM BEIEH Amazon Machine Image
(AMI), EEER, REERENTFEEE T EEE Amazon EC2 LEE, mMFE W[ Amazon
EC2 I EREMNEN , FSH HEWKREFIEN BF] Amazon EC2 #1T{EEE.

« Storage Gateway TEB8 %1 : Storage Gateway AR BIBE RN , AEEERERHEESERR
W BRI EREERE.

® Note

Storage Gateway A EZEBHRR, F—EFEVM WERIER , ARREHN Amazon EC2
AMI 23K VM ERFEE. FENEE VM R4RBE , FRAFTNVEELKEZNENERE
FiE, MEFMER  F2REERHNERESEERER,

Storage Gateway T X BB REGCREMERGCEREA,

X EH iISCS| B EsER

ENBROUBEESFFOUBEERER , B ERE L2 iSCS| FEREE.
EEEFEFIEL iSCSI #& |, Storage Gateway XE T3 iSCSI B Ehzs :

* Microsoft Windows Server 2022
* Red Hat Enterprise Linux 8
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* Red Hat Enterprise Linux 9
« VMware ESX BiE2S , IR EAE VM Z Guest (EERZP BB ZANEBERS R,

/A Important

Storage Gateway F~X &R B Windows A Fi%# Microsoft Multipath 1/0 (MPIO).

MR EHAEEH Windows Server BB E# &£ (WSFC) i F7FHL , Storage Gateway A X &%
ZEFTHERIEENHEKRE, B2 , ZEELETHER WSFC WIER TR ZEXTHERERE
HWERE (. HE—EIEHE NTFS/extd BRRK).
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£ f Storage Gateway & g8 5%

@ Note

AR IEER - B 2025 £ 5 A 12 Bi@ , A BiRfHE AWS Storage Gateway B8 .
1#E#8 AWS Storage Gateway R{EMNREEZFAIEEFEANBEKZE , EFI 2028 F5 A%
1k, FE , BAILAER AWS Storage Gateway R A AR IRHAR SGHENEHKFEIETF
EIRHIN ERmRFET.

Storage Gateway WRERIEE—EERBEERE , H Storage Gateway B EFA LT EERL BRI
fRIPRESAERE L, BRI LAt AWS Storage Gateway E}Eé‘ﬂﬁﬁﬁﬁﬁnxfﬁ’?ﬁﬁ@ BEIBRNERRE.

BEFRRFEH IS NEN 1U AKS , EUUREBEENERFORARATBHEEL R XA,
"*"‘E%Ejtﬁiﬁéﬁiﬁg 2wy , MARFERERREEEN BB AWS 1kRF. AR , BNER

RiFSHAEEERERERR LN 2aF, BULSEEERERES S3 ERFE, FSx XM
B, WERERHRERESRE, SAREEERFELNEELMERENEFEERTA LNEFE
[,

WMEFE AWS [E35, Storage Gateway BRI BT HMAMERANZIEEE |, F2H PM Storage
Gateway B EEFAWS —8ZE,

ETFEEHD , BRI MARE, #EBR, BIR. RE. BA. K&, £AMMER Storage
Gateway B2 ERIBRIIE o
£
ERE Storage Gateway TEBE % 1R
- ERZRENERRE
- FEUERREEE
REERREERSH
« ERA Storage Gateway B2 %1
- EERRBELEVREE
- EERRELRERE IP it
- RERRIEBRRFERE
« MiB} Storage Gateway B2 =% 1@
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AWS Storage Gateway (R EFEEAERER)

% E Storage Gateway W38 5%1#

(® Note

ATAMALEEA - B 2025 €5 A 12 Aig , B~ BERM AWS Storage Gateway &% &,
TE#8 AWS Storage Gateway RIEHN R BT F A LMEEEAMBERZE , EX 2028 £5 A%
1k, SHE , BATLAERA AWS Storage Gateway FRIE R EARNIRH R SHENE R FIETF
TR HI N EWFET

2| Storage Gateway HEBRE®R , BAUUAERERREAB IR RFZEBE , SURHEE KEE
R, AWS SR A R. BUAESENREEBAREFBREEAN AWS IRFZE BB . AR
% , &BOJLA{E Storage Gateway A E) SI ERMAE, FSx EXFE, WMEFERUEKERE,

FERRWRERERE , FAT IR -

1. BEESHHIME L  IHELEFRNERER. NFHREF  F2REBZECNTEERIE,
2. REMERRE (EH) NERERBEAMES 4 R (IPv4) ik, MFFEEFR , F2HREER
RiBEE 2R

3. EEBEENAWS EFFHEIRAERRENHEEE L RAERRE. NEFHEA , F2EBA
Storage Gateway & B8 5% 1.

4. EBRRRELEVIRE, NFFRER  F2RELUKERH.

I&TLAE A BA1E VMware ESXi, Microsoft Hyper-V, Linux &/ E 1 E##E5 (KVM) =X Amazon
EC2 LR EREMNMEREL XN RKFZELERRIE LNREE,

18 h0 =] A Y IR B A7 B

ST SRR LA T AR AL 5 TR HME 12 TB. (SHMTRME AR | SUEEEER +
MER AWS, MBLITIBT 578 23k, MTLUREE(E 1.92 T8 SSD (BAER) , ¥ T AREEM
®|imE 12 TB,

RE  BALEEMANMAIEEX FEECBRAT. IRECKRBEENE  YEELES W TAR
FEEMME 12 TB, FHT FHRE :

1. BERERBERALMERE. WFENARTIIRENRE , FBiE AWS Support,
2. # A8 1.92 TB SSD #TEHEKE.,
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NIC 18
BIRETBRRBED , ©AIsEREM 10G-Base-T RJ45 fi#REL 10G DA/SFP+ ik~

« 10G-Base-T #J NIC #HZE :
- 7% 6 FRARAM 10G = CAT5 (e) , BAM 1G
« 10G DA/SFP+ NIC #H%E :
- FARES ARNEHMEREREBR
- BE/ABEREN SFP+ X2EEHR (SR =R LR)
- EAM 1G-Base-T = 10G-Base-T #9 SFP/SFP+ $R#R Uk 3% 25

BERZRENERRE

(® Note
ATAMALLEEA - B 2025 5 A 12 A2 , - BERME AWS Storage Gateway 8% &,
1#E#8 AWS Storage Gateway RiEHNRERZF A MEEEANERZE , EX 2028 £5 AR
Ik, BFE , B LAER AWS Storage Gateway RS E AR RHBRBFEBNE K FEE T

ERHNERET

THEREEF1UKE BRARNERERREIZES (IEC) B 19 N,

SRR
KIEWHE  BFETII T4

- BRR . —RAMSE, BEWMK,

- TENPERMGE REBRBETIENMEBENEF (NIC) ME), €8 DAC , SFP+ XEBEER (K
1SR A) B SFP F Base-T $HiF U335,

- BB~ , ER AANER (KVM) 1R A R,

(® Note
HITTHIREF 28 , BREMLMFSE Storage Gateway FEBE R B B M ER PAHRM
P8 Storage Gateway T &R fEEK,
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BERLRENERRIE

1. BERREHERE  YERBARTERBEHARSR,

TERRNEBRBNER , URAREZSR, 2AMKE. BERE. USB #87 iDRAC HE
=7,

Epd ), 1 | A ey | A
iDFIAC T 912 T QI“ T T

Power Power
emi em3 Connection 1 Connection 2

ERRER I AEBNEREERER.

2. BERRBAMEEREER, EUURS EA-EEREE , BRMARBREREEIRESE
RETT R R

3. BZAKWEHRERBEA eml EEIE | URHSFRARVERERER, en]l EREREEHMNEERE
MEREER (AR A) FRYE—E,

(® Note
ERRIETXE VLAN i, SEEEERERENXIRERBERERIFPE VLAN Ei
=2,

4. BEABBNETRSR.

5. IZAIERH Power (EJF) #Zilt (W TEFTR) , MEARIFER,
BEHEEEAFRERZBER,

Power
button
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FERERREEEZES

FHEREREEEE

® Note

AR IEEA - B 2025 £ 5 A 12 Big , T BiRMH AWS Storage Gateway B BEEX .
W#E#8 AWS Storage Gateway RIENREEFAEEFEANESXZE , EEI1 2028 F 5 A%
Ik, BEF , EALAER AWS Storage Gateway RS EAERNIBEHRBIFENEIHFEL T
ERFINER®FHET.

ECHBEERENERK  BTERMBTRAGETEERSL TRRETRARHEERN WEA
ENEAWS |, BRI ARREEREZRR. REVNEBESH , UARABXEEE AWS.

EEFRERBRETES , BRERBWAXF , WA Up. Right, DownFl Left Arrows# , LA
EENAOEEELBE., £AK Tab BUMKFOINEEED LNIEE., EREREL , BUEA
Shift+Tab BMkFEEBE, F/H Enter BAREFIRE , AR EEE LIREIRMA,

F-XHBREERBERER  SRETMRUER  YRTEREEESEAERFNER  RRTEF
WMEERE,

a. EREZGH , WAFBARLIZ Down arrow,
b. MR H 6 BXEALZNZE K ARBEE GERE.

RERBER  SETERIRAEHE. EEEE T eml. em2, em3 M em4 FBENENMEBREA , I
BERTIhaERRE

.« EREMR

- FARBRHZERES

- BERIG

- B

- FRxEEEE

FHERRBEEEES API kg7 2013-06-30 33
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T—5R

RERBEREEESE

REREREEESH

(® Note

ATAMARIEEA . 52025 5 A 12 BE , 7Bt AWS Storage Gateway FEBE % fi.
88 AWS Storage Gateway R{EHN R BT F A LMEEEAMBERZE , EX 2028 £5 A%
Ik, E , BAILAER AWS Storage Gateway FRE AEARE R RMURIGZHENZ R FEETF
TR HIN EWmFET

EREREAMYETERIRAPREEESEAEEBRFIERREEZRE  FEMTIIERFRER
EMRRSH , UEEVERRETUER AWS,

B B X E AR 1 1t

—

EEES , BEREMRE  AREK Enter, REVBEERBIHR, REMBBRERSBERRER
1I'“J: 4 [EFENEFPSENEL IP F DNS EF , ¥ I2ARFRESME T E DHCP HEFEih /Y
RERIZIE,

2. ¥ em1 fRE , MITTHEP—HEE .

« JBIZ DHCP , R&IR Enter IEABRIMIBRENIHE (DHCP) [IRES 1SRG B8 AR =i
B IPv4 ik,

ARk bnt | UHBRERBALSBHER,
- BIZTFEE | RE EnteriREREE IPV4 Hhill,

BA em! BRAENAERIP ik, FHAKEZ, BEM DNS FiRaF i,

TERE  BERT  ARE Enter BEER,

(® Note

BRT em1 25, BB LAERMLEFREREL MW E. WREREEMBNE , RIHSE
?EL\E@%‘KEFFEEU AWS i 5 18 B BY KR E AR
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R Rl Storage Gateway 7 X BEMER MBEEEEZFBEHAWHE (LACP),
EMTERER—EFAR LRESERRIE , RAEERTESEBEEHABE,

EEXHEETIZA

1. BERE , AR Enter REBHE,

2. 1BEZE  AREBIZ Enter REEDEM,
T—5E

B Storage Gateway & B8 =5 1%

B R Storage Gateway BB {H

® Note

ATAMAIEEA - B 2025 5 A 12 BE , T BIRAH AWS Storage Gateway BB &% i,
WE#8 AWS Storage Gateway BiEHMBRERZF A EEFANERXE B 2028 5 A%
Ik, & , BRI LAEA AWS Storage Gateway R AEARERNIRHBSHBBEMNERFIE T
BRI BRI

ERTE IP k& |, AT BATE AWS Storage Gateway FEAMER B L@ ALt 1P it , ARBAERHNE
BiE. MARFESREERIEHERS AWS

A OB EE AR EN PRALNEESRE AWS B, MEXENEE AWS Bl , F28 ) +
#y Storage Gateway @52 {EEFHAWS —#8Z&,

MERAENRFFREERRE,

1. BB AWS Storage Gateway B XA , WHESLEERAEBNIREREE A,

(@ Note
EZRMA , KBNS T HRM

- BNBERLANAERRENE —ERRE L.
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o SREIPH B RAZE S EFEREIE 8080 EHE B ARE HTTP FHL

2. HEEELANEESERZETEE,
3. BERARE.
4. ¥ IP iyt WMAZAEREREZERTEN IP it | RRBEFEE,

MEERRE IP iUt NWEFMAET , F2EREZERBSE,
5. AERXEWMAZE, BBRZUIZE 25 BFET , AU EREFET.
6. SHEEREALERE WAZEELREAT, IEEENAKREE, RBBET—F,

BRI RETERERN , LT 2 HMARRENSE, BREAT , MRKEREIERE,
ARTERR , EHSEE 1 T/ B R ERINETT

7. REEREAKEFAENERTIRAZE. IALE , EUNREL-SROWETERE, &
A, FEERBATRRA.
ERRESRLEESETMER  BHERRBEREA,

L, RECRERIRFEB. T—SPRENEARKELRENME S3 ERAE, FSxERFE. #
TRESERERE

%8R

R R L2V FE

TZEEE nXﬁH:J:E_L Fﬁ

(® Note

AR LB - B 2025 £ 5 A 12 Bi@ , ST BiRHE AWS Storage Gateway BB .
HERE AWS Storage Gateway FRIGHNBR AR F AILBEFANEKZE  EFN 2028 £5 AR
ik, E , B LUER AWS Storage Gateway FRE A EARENRERESBNERTFIET
ERENERFET,

A LATE EB B P W 4E A Storage Gateway HEREER L2 S3 EXRME. FSx BXME. MFEFED
RiRFERE, Storage Gateway
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FEEERRR LEYRE

1. BAAWS EEFIEH , W hitps : //https://console.aws.amazon.com/storagegateway/home B
X Storage Gateway 2 A,

2. EBEEIFEDRMENER , REE. ERNFRELEIFN Storage Gateway FH,

£ Storage Gateway AR TREIME®R , Storage Gateway S B EIFI R EFERE LT
T, MRRFEABREIMIERTE DHCP) , MBEXEATERARLAKETES 210 9E, &
ZRFE P it ERIGERENFIE , FSREREFEN IP i,

&,
HERHFE P iSRG RERE T RFBREFAENREAE , RENEBARXTUEAE,
T—58R

FERERS AR L AR E BE P bt

EEERIELRERE IP it

(® Note

ATAMALEEA - B 2025 €5 A 12 Aig , - BERME AWS Storage Gateway 8% &,
E#8 AWS Storage Gateway RIENREREF A LMEBEEAMESXE , EX1 2028 £5 AR
Ik, E , BAILAEA AWS Storage Gateway FRE AEARE N RMURIGHEN ZiRFEEF
TR HIN BT

EREERERECH , FEAEEEBENEIBR P thit, BELCHEBEB Y EH EBE Storage
Gateway , BFEHK 5 — 1@ P bt I5RiE EERBRIE LHITH Storage Gateway VM., HEEARTFEE IP
ISR R EERERBLNREE , FRXFENREREERERE IP ik, ZHNERARERX (6
I NFS =% SMB A Fif ) SEMEL IP ik, BALAEA Open Service Console 218 , i@ &
FREFHREEAKERE,

EERRELISE IP i UFHRERAER

1. EERITEAL | BEHRBREEERS , AKX Enter FRAEAKERENZATER,
2. AWS Storage Gateway A FIZEEZAEAGRTIEZAUSERRABNEMEE,

FEEXWRF 2 admin , FEERZEIE R password,
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AWS Storage Gateway (R EFEEAERER)

® Note

BERAM AWS BB/ A - BRRENERTHABETRENHERT  REHT
passwd 8% , MBEBERZEH. NFENABTHSNENR , FSH EAEEIEETAR
HHEFMEHTHEERAEG S, Bt Ll Storage Gateway TR ARERTE, MEFM

B3 , 528 Storage Gateway AR EA KT IR E R,

3. AWS EfERA - HEEEEE T HIWRERER :

4.

« HTTP/SOCKS Proxy #H&E
- WARRAERE

o RIAERERED

- BRERRERRE

- REEERE

- REEA

« WHRERTR

(® Note

BEERASHERERERENEHFEET.

WAHENEFUEEZ@REREAER.

BT THHEP—ERRERE IP #utk

- BEEERBEEHIBEEHE (DHCP) AARSRIEIRAY IP it , FFHERE DHCP M AHENRF |
AREBET BB ABMK DHCP HEEA

- BEBERTE P it , FRWAHEBHNAFTREREFE IP, RARETERABMA IP ibit
DNS &,

(® Note

BEMWRIEER P thut L ERFE R ERAHRBEAN IP thut VAR FH85E L.
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BREEAHEERE

B Crtl+] (B#E%) R, BFRTEAEET.

(® Note
AR R R G RREEAEERE M —F,

AL REERREE , ENREGERETEAT. BE , LALE Storage Gateway Fi2 & il
BRENRENBEREERF, WERA , F2H.

EIE IR E R REE R

® Note

AR IEEA - B 2025 £ 5 A 12 Big , i BiRAH AWS Storage Gateway B ER i
WE 78 AWS Storage Gateway FRiENREEF AU EEFEANESSE  BEFI 2028 F5 A%
Ik, BEF , BRI LAMER AWS Storage Gateway R BEAERNIBEHRBIFENEIHFEL T
TR BN ERm T

MRETIBEECHBAEFERE LMISETE Storage Gateway , BRI LAREERXETBREEHE, B
BREEEEE  EBULLBEIBHAEE |, S Storage Gateway T AMREERFEAS, BER
RN ERREEERE , BEA TSR,

B ERERRIBBREE

1. HIE https://console.aws.amazon.com/storagegateway/home B Storage Gateway £ &,

2. REIPLEELANEEERPEETER K AREECLERTBRAEER CRIBNERRFES
.

3. RBFETHNNRES  REBKRRE,

H R ERRH FE 77 8o
4. WRLEREENERRFEBRFERE K AR EremoveB A RFBMARKTH.
5. EEBRUKABRFEHRRE,
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® Note

BERFMEREBR  BELZEFREF, SRBENRERE  RERRAURSERES , ¥5l
RREBER . NEMPREENFMAES , F20R MEREN BFIEIW B RE RN &R,

BPREELTTEREIZAMBRTERRE, TRXFEEIREUMBREERE.

Ik Storage Gateway B %1

(® Note
AR IEER] - B 2025 £ 5 A 12 Bi@ , ST BiRHE AWS Storage Gateway BB .
E#8 AWS Storage Gateway RIENREREF A LMEEEAMESXE , EX1 2028 £5 AR
Ik, E , BAILAER AWS Storage Gateway FRE A EARE N RMURIGHBEN ZiRFEEF
TR HIN EWmFET

MRETBHEECMAR Storage Gateway R E , BT LK AWS BHVIRF T2 MIBRER &

(® Note
EERRMBETEN AWS tkF AWS B, SE , ELALREATIIRFEEMER , AR
FREENREELEBIE <& UBTEHER. NFFAEF , F2RPEFEE E FEUA
1t By ¥ A AR R B AT E B FE AT RS B

il RR A 0 R B R

1. NREECHEBRRIELLZERE , ELATBREBE , cRIEMREE. NFNMRENERE
RIEBREAENFRER , F2R tHEEREBRRAESE,

2. £ Storage Gateway IR AMNEREM L , BRIZEMRNERES,
. 1£ Actions (E)fE) 212 Delete Appliance (BREE), HIRMBERETES B,
4. TERECEMBRIEENERSR  AREEDARPEAMBRT , ARBEMER.

MIBREEREER fRAF , hEMBRKRE LK ARFEMABRBNAEER , EFSMBRERRFBEERS L1
¥
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AWS Storage Gateway (R EFEEAERER)

B FE

HEHEANBLER R ERIRM Storage Gateway BYEFEELS XN SHEREE. MEMEA Storage Gateway
FRABIBTERAEREREWstep-by-stepiEF , BFZEATHIEE -

« B EE Amazon S3 File Gateway
« B EE Amazon FSx File Gateway
- BEVHNRRAHTEE

- BEVHARRAHKERE

/A Important

Amazon FSx File Gateway T Bz #HEF. FSx File Gateway WIREZXF A BB EERS
R, WFEEL FSx File Gateway HITHAE |, S AL EBER T E,

B8 . BERS
MERAAEREME, BHLEEE AWS , AEREEHRELRAT.
RRERIE

& EFLE Storage Gateway , A EEFEEERVNWBEERE  UREEH HITHEERRFEHNEBRF
B. A, BALUTHAMEYSNFEEREESH R , WEHTBINECNATBERES. BHALE
Storage Gateway TPE AR RFWREHEPHIBNERTERZE , AHEA AWS EIRIIREHPH Amazon
EC2 #1T{HEE., HEMERRER , B EER I I HIEAAKEBRUEKZTR,

EHRE AWS

TS REENEEEEZEE AWS, BEEAM , FARELEZARE IR REEERRIE AWS BERKE
ZEEANREIRERE, tinB AR AR T, HEEE Amazon VPC REFEL , &AL
EHAZLEHBKRLLMER, A% SULUEEREYN IP it RERA SR , ERERERERME
FHAEER ARG IP thiut A €8,
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2 B3 3 =K A

i SR EHERRAEENREENEREER I EXEMETEE, REFMENMEREFE ,
AR RE, B4 AARE-—LEMREYRBYRFER , TRFRERASRBHRE,

BLE . RiEERE

(A Storage Gateway #& , BAEHMIT—LHANNKRE, EUTRP , EALRETFHEETHTESR
AENERRERE  UMMBEREAERDNS LEREE, A% , ZUREREEUBHER
Amazon CloudWatch Logs # CloudWatch Z/REZFENEEMEE , WIRFEENEER G BIFEE
M, BXAXBURTFER , THEBREACSHBMEZENFEIE.

B8 . #EER

RRAEXE Storage Gateway % , BFEERUHHFEANERF#EEER. AEEBEINEEEREME ,
B8 £ A Storage Gateway F /BN BERE, W Amazon S3 = Amazon FSx BRHEURE Y
B, SEFERANSCHHESENERREREEEEANAREFTERGE  XEEANERE
W2 AWS Ei,

2 37 4R 5B U Bh

ARG , ATURINATE, SENRAUREMEHRS.
e

. BERHEME

. BEORBREREEEE AWS

.« HRBASETE I B PO R A

. BERHEME

X E AR (B R E
REH R ERE

1. 7 AWS EEEH2 A https : //https://console.aws.amazon.com/storagegateway/home/ BAER , A&
BEELEEIRE AWS BE B
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2. EEERVHENEMBREREERR,
3. EREREEERT , BT FIRE

a. % Gateway name (HERRE) WARENER, BB StHBE , £ Storage Gateway £
RENEEEELSKREE,

b. #HHRMERE 6 BEELENBSHENSKEHERE,
4. HEEEZREERYT , SFYFEENZEUEERE AR EEHEKFRANURERR, SR T
FhREBE—FA
« REBBRE  SENETEERFERIE Amazon S3 , WK EFRNERMREBEASEIREF |, B
IRFEEGERE

- BEHHERE  SFrEERERELRE  BRLERS H R EHRE Amazon S3, FEALREESE
Ry R EEEIIEE Amazon EC2 L,

5. HETVABEERY , BT TIHRE:
a. HRIMTEE FEEECHLITBFENTESR , REMKE Storage Gateway FEAEHHE L
BTN TPARERERRBETHTA. BARTIERE—FA .
« VMware ESXi : £/ VMware ESXi T, IEMRERMEE RS,
« Microsoft Hyper-V : £ Microsoft Hyper-V . ZPEFE S 8 E B,

* Linux KVM : £/ Linux KVYM T8, HEMREREREREEE, NFEEZNRBAER
EZEIRMM aws-storage-gateway.xml IR, EREE 2.x, WKEERE 3.x MEFRHE
3x EEEHALZ MM UEFI BE#E (loader_secure=no).

« Amazon EC2 : Ft B FEE — @ Amazon EC2 #I{TEERAELHNEE, thiBETEA
AREEHEERFE,

- WRERRRIR - W FTREAERERERE AWS | UFREENRE.
AN

b. HEWFEREFES , BEEIMARAEREECHEMEIHR T EHATHELSR. WTRTER
RIEERIBEEHFTE,

6. EET -—FEEET.

BESHBECRETK , BFEEREFERNEFANSN AWS, MFRH , F2EMHUEKEFEERE
£ AWS,
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HE AR

MR EREERE AWS

AR EREERE AWS

1.

3.

4.

MRBEARTERBZEUEEFERRNER , BXREEF. THE K BEET—S , &
Storage Gateway 12 & P FRRBIEREE AWS HH,

EmBEBERERYT , SFHREBRE , EEREKARBANRKIEREE AWS, BRI TIEEE—
A :

AR - EHEE AWS SZB L FRERERE B, NRZIULEE , FEMACREA
FIPS Myim RIS R IEEER B ERFSHMBEFRERE (FIPS),

(@ Note
WMRBE AWS BB HRER APl FH BEE FIPS 140-2 BB Z G =&
i , FEERARS FIPS ZEMiRE ., MEFMEN  FSRBIBEFEEZE (FIPS)
140-2,
FIPS RIS IwEEBEAR AWS EiT, MEFMENR , F2H AWS — RS2 E By
Storage Gateway U 2 FEL &8

- VPC Ft& : £LHIRIEZEB VPC MV NERRE AWS EITEHF , AJREEFIMEBRRE. WREEN

g | BIAART R sERPREH VPC inRa 55 , SURMHHE VPC ik DNS 25
IP it , BUSERBH VPC imio

EREEHRBEERD , SHEHEREE | BENMATERERZE AWSHRE, BT IEEE—
f5EA -

o IP b - EHERCPRMABERN IP i, It 1P it XARNEN , ARSI RAREF

B, B &S ARESTE Web BIBSRERTIEX IP itk

BB LA Hypervisor AP mE AREBENAEERES |, IR Amazon EC2 HiTEBFMEEAER
BEHRRIMGFEE IP tbit,

- MAZR EEERUTRUERENRASR. SUUERARMENARIZEEELERASR, W

REEW IP it BAER | FERMEE,

BET —SREET,

RELCRERENERAR AWS , BKFERARE. NFET , F2ERERE Y BUH K EF

&.
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4 B 5% T 3 RSP T ok [ P OE
0 30 R A H RO BB E R
1. MREHAEEY  FERTHEEFARNRE

. BERBERE
. BENUBEMEERE AWS

TRE , HEET—4 , £ Storage Gateway T ARG REAI A EE.
2. BEEHLISEEBRNYKREEFHEER.
3. WMRERTEHREE , FEEFRENENEENREEELETEE,

® Note
BUFER , SEXEUEERESERFKE.

4. EERBRENEE,

BELCHBFE , E4RPTE —IRRE , UEEFARFEEFHURLRERLK. WFEET

TR [ A
A IE HATR [ 8

ENHRERFE LHTE —IRERE

kg

1. MREMREEM  FHEATHIEER ARG -
. BERBERE
. BENUBEMEERE AWS
.+ R BISRTE I Bl PO R i

STRE , 5EIBET —4 |, 7 Storage Gateway AR EREEE,

2. EREREFEERD , FATHUANRREDEE—EESR 165 GiB RENHMBRMARINGEEER
URED—(EEHR 150 GiB RENHUMHRIUH LERFEMEM . NEH 5 HNREHTRE RN EE

IHRFE LHENERMRHTR,
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3. 7£ CloudWatch B EHEERT , EEWNAFRE Amazon CloudWatch Logs LA ES 12 8 Y B 1E AR
BB, BT BEE—FH :

- BYFMNBREE  REFHN BFHANUERRE,
- FARAEMNEFEE  REEN TR EEREN BFEE.
- =5 : 5520E A Amazon CloudWatch Logs RESIZ ISR EIE

® Note

£ EHZIN Storage Gateway EEARRERS |, BH B BEEERBERP M EBEE FHEHFT,
Ganar BB BNSE B 584 resourceArn Eflo

"Sid": "AWSLogDeliveryWrite20150319",

"Effect": "Allow",

"Principal": {

"Service": [
"delivery.logs.amazonaws.com"
]

}

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:eu-west-1:1234567890:10g-group:/foo/bar:1log-

stream:*"

REEEFENTRAREAZER BFHER , TFE "8R) X,

4. £ CloudWatch B/REERH | BENMERE Amazon CloudWatch /R , LEEFEBIEERSE TSR
AR FIRFB AR, B THREE—FH

- BYREHEENERE R BEYBER , BEBEIMEEEMN CloudWatch B/R, MEEBETR
HEFMERR | 5828 7 # CloudWatch R,

(® Note
LIHEEFEE CloudWatch BURFFH] |, BELFF A EETRLREN Storage Gateway 5T
EFHBREDEBEE, FEREIVIEEMN CloudWatch B R Bl , FREELNZ MR
BIRETHIEF :
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« cloudwatch:PutMetricAlarm : BB

« cloudwatch:DisableAlarmActions : BAFAE RENE
* cloudwatch:EnableAlarmActions : BIRUE REIE
« cloudwatch:DeleteAlarms : fERE T

- BYBFTER : SREHMW CloudWatch B RLUEHNERENIEE, BEEBTEBRUE
Amazon CloudWatch &P EHXRENIEEE REE, MBFFMIES |, 528 (Amazon
CloudWatch fEF &)Y FHEH Amazon CloudWatch 2R,

- BER . F2KRIEEBEREMN CloudWatch B4,

(CER) ERBERT , BEENTERR , ARBAES XNEWREY , UikEIEE Storage
Gateway T EMNFERH LESNEGERE, EELTIR K AFEENEASBENER.
BIERRE TR M8,

EEREHEEMNAREE | 551 Storage Gateway HWHEMBEE LETES,

RHELCRKBYRE  SL4ARNBFEANUKE. WFERY  F2EELHEKE,

B TRk E

feal , FEREECHEE VM REREFN LERFNARER, RE , SUUEYERAEXRRAE
ABRNREFUEE, RESSURENKRIFHERREETRIFEERY Y ESERNFERSERE
Amazon S3. #HHEREFNHKE 6 SEREHFEE VM LERGFENERAEXERN B,

(® Note

& LAME A AWS Key Management Service (AWS KMS) 112 & A Amazon S3 FEHZ R
IR ENER, BBEAFEH AWS Storage Gateway AP| Z2EZ &R HITIEE, MEFME

Z , 5528 CreateCachediSCSIVolume = create-cached-iscsi-volume,

By BRE

1. BIfE https://console.aws.amazon.com/storagegateway/home BB Storage Gateway &,
2. 1f Storage Gateway XA L , BEBRIRKRE,

3. 1f Create volume (B BIR[E) HFEEH P , ¥ Gateway (FB) BERE,

4. SHEREEKRE K EREPRARE.
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¥ ER R | $E5 B2 Disk ID (Bi®x ID) {Eo
5. $#HHWKREAR , FNERFARLAHEVHRENREEE,

SHEMREVEERE |, 88 T 5IEE !

« Create a new empty volume (I #H B Z AR HERE),

« 1RI% Amazon EBS RREBE U RRE, wREEZFLREE , BIFFRM EBS snapshot ID (EBS 1
8 ID) B9 {E.

(® Note
Storage Gateway £ X #E# AWS Marketplace iR [E /Y 1R BB SR ENREREE o

« Clone from last volume recovery point (£ X EERMER), WRLRFLREE | BIFEE
# Source volume (RIFHIEE) BIBRBKE ID. MREGFREUEE , JIFSHBEIRE,

SHEFHHEERE , B THEER

« Create a new empty volume (I #H B Z AN HERE),

- Create a volume based on a snapshot (IRIFRBR U HER[E), MREFZFMEE 0 BIFREM
EBS snapshot ID (EBS 1R ID) &,

« Preserve existing data on the disk (R BRi LB B ER)

6. &¥fiSCSI BEEEW , WMAER.

BEZBAUANTENEFTR., BF. 9% () EFR (). EFRRZR , LEEEBEETA
iSCSI Microsoft BiE)gs Ul 2 B ZZEBHH iSCS| EEHHZH. HliN , targetl BWLHETE
ign.1007-05.com.amazon:targetl, FBHEHEZZBERMRIFZEEMEE (SAN) RA I —
Mo

7. HERR Network interface (#8357 H) 5% E SiEE IP thik , SEt¥ Network interface (#B88E R M) #
1 IP Hisit, &% Network interface (8% 5L H) , ¥ FIE VM IR EN S ESEEE T —E
P st R R — (B EZRRERE VM , BITREHE R Network interface (#8588 5MH) /&
B, A RARE—@EIP bt

&/ iISCSI B R A E S EEN MR EESR LER.

NREEERFEEMSEEREES  AIFERELRTFRAEEXARFEIEKREN P i
i, MBPREZEEBBEBNET  FBELSZE NIC FREFE,
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® Note
EREERBEESRECR  REEREENRTE,

8. (BEHM)&#t¥# Tags (BR) , ARSI BINEUREBRNEEURE. FERABS A NBHNRSIRE
1, B EEE, HENESHRE.

9. EEEUMRE.
MREZAEENEFHPETHKE , BIFUES ©FIFIE Storage Gateway EE & H,
Configure CHAP Authentication (%€ CHAP &2 5a:%) ¥i55 A RFERNH3R ., & B 81 o] AR ERER

EMHBE&IF?%T&E (CHAP) , th AT BURBEUHE I FE &R R E CHAP, IE CHAP BREMNFFME
Eﬂ y nﬁ / EW%EE’J CHAP % %}ﬁn.v.o

MREFEERE CHAP , AIFEMIAEARMBRE, NEHMEH  FOMEUBREEEIAES i,
AREMERER CHAP & 2 B R

CHAP EERBERIFFTFRREFUBEERF , HIpHEEXAKE, B Configure CHAP
Authentication (8% CHAP B&3%) ¥iza AR+ , IRMHBIR[E CHAP R ERMENER.

5% CHAP

1. BEERRERE CHAP WHERE.

2. ¥ Actions (BhE) , i&#2 Configure CHAP authentication (& CHAP & 2 B &).
3. HEMEFERE  WMALZKMBENERE,
4. STHEBERE , BALAKRRRE ISCSI MBENREEE.
5. $#IHEEWE K mAARBRELNEE CHAP BEMNMERERE.
6. 1B Save (7)) MFSEER,
MEREEMEA CHAP BB S ENFMEN , F28 RE iSCS| BEM CHAP 528,
TS558

AS TR RIE R EI A F i

REHBEEN CHAP &7 BRE API R4 2013-06-30 49
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A L iR B E 3 2 A P im

R LVER FmP R ISCSI BENRE  NEREHWKRE, ETIEFERE , MEREEENAFK L
SERAIBEEER,

/A Important

MR EHAEE A Windows Server REEBEHE £ (WSFC) % FFE , RIB T LAEA Storage
Gateway #ZEEMEBEZEZMHRNUEKEE, BEEERFER WSFC HER TS EEMER
ZHENHRE (fln , £Z—@EEHE L NTFS/extd BRRHK).

S|
« E{EZE Microsoft Windows F F i
« E#ZE Red Hat Enterprise Linux Fi B i

EAZE Microsoft Windows B F i

THRFHERELERE Windows B BFRERNSE, NRHMAET , BSWEE SCS| HE
E

E#ZE Windows F B

1. RA& iscsicpl.exe,

2. 1£ iSCSI Initiator Properties (iISCSI BRENR B 1) $FEF | F |, 1#$F Discovery (B R) R , A&
i##Z Discovery Portal (3 A O#5),

3. 7t Discover Target Portal (& BEA QML) WEEARTP , @A iSCSI BEM IP thit 4 IP it
1tk DNS &,

4. BFHWEEANPLERERELNRAFUEEEE,
5. EBEBE , ARRIEIE Connect (E#R),

6. 1f Targets (BE) BE+ , BE B EMRENES Connected (2ER) (EEHESEREE) , ARE
2 OK (FEE),

HE BT (R E 52 A F i API iz 7 2013-06-30 50
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E#RZE Red Hat Enterprise Linux B Fis

THRFERETERELESRZE Red Hat Enterprise Linux (RHEL) AE R SBNHE, MEFMEE
A, FESBIELR ISCSI BiEEs.

#& Linux Al FimiE#RE iSCSI B &
1. Z# iscsi-initiator-utils RPM &4,
BAUEA TGRS REEES,
sudo yum install iscsi-initiator-utils
2. HEEiSCS| mBBRAEEHIT,

H¥ RHELS5 56 , A TYH S,

sudo /etc/init.d/iscsi status

HRRHEL7, 859, @FEATYGS

sudo service iscsid status

3. BIRHYHEMERNHRER VILREBKR, FEATIRRD S,

sudo /sbin/iscsiadm --mode discovery --type sendtargets --portal [GATEWAY_IP]:3260

ERGTHREEEREZG T IEG&EL,
EEHBERE : [GATEWAY_IP]:3260, 1 iqn.1997-@5.com.amazon:myvolume

RUHEE
REBR

nlh+

i

520 :iqn.1997-05.com.amazon: [GATEWAY_IP]-tapedrive-01,

~

N
e

RS EEETTTIEEEREN [GATEWAY_IP] X IQN,

EATH o,

sudo /sbin/iscsiadm --mode node --targetname
ign.1997-05.com.amazon: [ISCSI_TARGET_NAME] --portal [GATEWAY_IP]:3260,1 --login

E{EZ Red Hat Enterprise Linux f Fif AP WA 2013-06-30 51
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5

Bp
s

BRAUHRECSEEZAFIRMEESR (E=H), Al , FEATS

o

1s -1 /dev/disk/by-path

BENEHEEREZET I EHE L.,

lrwxrwxrwx. 1 root root 9 Apr 16 19:31 ip-[GATEWAY_IP]:3260-iscsi-
ign.1997-05.com.amazon:myvolume-lun-0 -> ../../sda

BAEBRCERERBF 2R , KB EFTEH Linux iISCSI FREHFIHRINAR BET iISCSI F&E,

DL M N LRV HRRE

ERMEM ISCSI MBRERAFIRERIENHBRRE 2R , LT MNRICNENCENHEIRE,

ES-]

« 7£ Microsoft Windows L #1#&{t #11& =1t R ARGk (=
« 7£ Red Hat Enterprise Linux E#38{b Fi& AL B RiRE (=2

£ Microsoft Windows Lt ##a{t F1& XL B LR [E
FEFE AT 5587 Windows #1{LME LIS R E,

MBI MBI BN R FHERE

1.
2

FE diskmgmt.msc LABARX Disk Management (BB ) £2 A,
£ Initialize Disk (¥]3R{LHEER) BFEF R |, BHEREL KL A MBR (Master Boot Record) (MBR

(EFRMEK) 7EIE, BENMDEEBEAE K LEXEBEZERNERERE (RIEEFR) , BT
KA No
2 BB TSR ER

MBR (EF#icsR) - NMREHNFERTFHHEKRE  BRFFHERENK/NRFA 1 TB,
- MRZVFEESNNERE , BFEFHEEENKNDNDRA 2TB,

GPT (GUID S EIE MREHNEEREFHMBEREA/NS 2TB RE K,
&)

Db R BN R E AP WA 2013-06-30 52
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3. BAUMBHWERE:

a.

b.

HHERE FRER. MEAANEREENSEEREUBREEEEREF,
HRAR (REA8) BERSHURE , ARIEIEZE New Simple Volume (FTIEE ZRRE),

/A Important

SO DEBENUEESC. REURIEEERCHRESS LR BHAREE VM B
HERR KD, M EARRES Unallocated (RELE).

EEMBEANER,

BEERGET IR RERECNHRE , REIEIZF Perform a quick format (B{TRIEE R
1) BXILTRE,

/A Important

REVELRE ERZIEBZH A Perform a quick format (BIiTHRIEKR L), EFRTEIED
HEE1L 110, BUDNMIFIRIRB AR , URRIRATANHERE, 15085 F A REWE
EEEEHEETEBHNERNLER.

® Note
BACHEREMENFEIAREREN KD, LEFAEREESDES BT,

£ Red Hat Enterprise Linux E#B{L FHE R L IE R HLREE

EFE A T 545 BB 7 Red Hat Enterprise Linux (RHEL) E#1#{LFRER LB RIRERE,

MBI MR RN R FHURE

1. BBEHEFESR /dev ERK,
2. #1T sudo cfdisk s,

3. FEATIH®S , RHENFHKE, EESRINUKE , BTN HEHKEN S BELE.

$ 1lsblk

1£ RHEL E#a{t g 1L API WA 2013-06-30 53
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FHARDEWEEER R "EEHAURERR, #HR,

4. DRV EFHUEKEE, BEN2IEEXE  CEZXZEEESNEBRENDANER (REREN) ,
TR Ro

D EIEHRN BT 5IRAEREH

MBR (ER#5icE) - NREHBERFHHEKRE  ARFHRENXNRSS 1 TB,
- MRENFERRNEEREERE , ARFHRENXNPIR 2 TiB,

GPT (GUID 7&8IE WMRENFEERFHEEXRNE2TBREK,
&)
¥ MBR 2 E|E , AT &S : sudo parted /dev/your volume mklabel msdos

¥ GPT P2EIE , FEATY &S : sudo parted /dev/your volume mklabel gpt
5. EATIGTELDEE,

sudo parted -a opt /dev/your volume mkpart primary file system 0% 100%
6. BEEUBRMFIERGIIE  IFEATIGTELERRR,

sudo mkfs -L datapartition /dev/your volume

7. AT THEERRR.

sudo mount -o defaults /dev/your volume /mnt/your directory

ARG EE

BT THMER , LRIEHRERERE
1. BERBAZHEKRE,

2. B RER,

3. HRBERE 5 — KRR,

HIFEHREE AP A 2013-06-30 54



AWS Storage Gateway (R EFEEAERER)

BALEREVHRENRRBEOLERBEFRERT , REBMEHNRTE AWS, BEZSKRKE
REFHHEERE, SHRHESHERR PEENRRBERE AWS HEHEEKRE,

® Note
R ERINZE Amazon Elastic Block Store (Amazon EBS) Bk [EiERE ¥,

£ Microsoft Windows % 3 f#FHifR[EH Amazon EBS 1RER
1. 7£ Windows Eff I , S — LB ERTMHREEHUEE.

EATEY BRNEHNETEE, NMERBREUATRHEEREERER.
2. 7E Storage Gateway EEANWEEBERP , BIEUEKE,
3. EELABEMBINREUERE,

LEEEZAE —BRTURE, EFURENEREBM,

4. &4 Actions (B11E) , 3212 Create EBS snapshot (337 EBS tR#R) LI I i E R RER,
RIBHKR LNEREN LERE  THREZLVENKBIETHNE, BiL TRPEILRBZH
HENHMERE D, EALFER ID RESFKRE,

5. ¥£ Create EBS Snapshot (31 EBS tRER) HEE A+ |, RERBAER,

6. (EH) &Y Tags (BH)  WARSIBINELUSERFEERR. EBRAES KN NBNRS|RE
1, THHBEEE, BRNESREK,

7. 1#$E Create Snapshot (B RR), EHIREBEFM A Amazon EBS 1R, i TEWRE ID. &
EHNHMREMEINRBYEESETIEREET,

8. 71 EBS M+ , BELAHEYRBRIHUMKRENER , AEE Amazon EC2 £##4 £® EBS
RER o

BRBRRE S — AR E
ESMEY REHRE,
R SN HEERE

IBALAE A Storage Gateway , 1 BI{RZ A& Storage Gateway ik [E AR ERiE R FEEFEEEN AZER
SEEERRER. BALAfEA Storage Gateway = AWS BackupP R ERBHERERS | RO EHNAE

BB B HRR = API kg7 2013-06-30 55
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EBE Storage Gateway ik [E, EEMEER T , Storage Gateway Wik [E{H 7 E€ L Amazon EBS
REBF X FEMIE Amazon Web Services #,

FE
« fff Storage Gateway R M E
« {#/H AWS Backup R SRR E

£ Storage Gateway &P HREE

& LAME A Storage Gateway %“IEIE“:‘SE:"L Amazon EBS R I AR B FEFHR Amazon Web
Services , RIGMD BN KR, BRI LABY —XMERE | HEREMH Storage Gateway EE KRR
B2, BHEERLUEA Storage Gateway FEAE , BRBERIFWHRE, WFMM@LE Storage
Gateway R M ERREHNENR , FSETIHEE :

- AEEHREE
- BEUERRER
« REFRMHERREEEERE

£ AWS Backup {5 {28 iR [E

AWS Backup 2 —EE PN EH IR , °IZHETE Amazon Web Services Cloud FREZBEE AWS #Y AR
BeHBRREREERHECREARIER., ERMTHBEREEBRTERFEOERER, RHEE
R E , BEERM AWS Backup RE AWS RFHFE,. EREMERRK , WEBTTHEHE

REMEZEERD AWS HEIR.
- BEMLiBHHRE,
- RERFHE,
- ERMARIENEGERERER,

MR Storage Gateway E2 & AWS Backup , Rt AT E F £ H AWS Backup {3 £/ Storage
Gateway MR EETEHRBRIRREFENAILEHEEARER. AWS Backup X EREUH 17 i EL TR
EMNEAMER, WNE WEFEMEH AWS Backup , i82 B AWS Backup X#. WE HWEH AWS
Backup , 52 BIAWS Backup ( A EIEmM) PHEER AWS Backup ? .

& LAE A AWS Backup &2 Storage Gateway Wk ENHEOMNERIRE , MAXEIBITESE
RFEEE NG BED. A AWS Backup , BB AT S8 — AWS Backup ERMREIZ A IBIBB R
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BREFMDEER AWS ER, BALAFER AWS Backup B — X MEREEHRORER EENHEDTE
AWS Backup.

#t HU8 Y Storage Gateway Wik [E {50 AWS Backup L4 Amazon EBS REBHI X F1E1E Amazon
S3 H, A LAHE AWS Backup £ A Amazon EBS A& & Storage Gateway iRk [E 1o

A AR FR A IEIR EIEH Storage Gateway BiiR[E1Z R AWS Backup ZFAAZPELE FHE D E i FH
B, BtuLUig it BREEREFEEE L E Amazon EC2 #1TEREE AR Amazon EBS HEEE,

£ AWS Backup &1 Storage Gateway%ii i [ #9128 26

£ AWS Backup f&fp Storage Gateway B ENEREZULURESRER, BREELRE UK
EhEMEE, AWS Backup AIBEHIT T FIENE -

- REMFEBMHEOERNTETHERBOEE,

- REROFENBHR[A  RUETFTBEEERBENETH , AFHEELCHKRENSEMFED.
- fehrpREENERESERENE® AWS BRIVES.

5/ AWS Backup 2 I ik [E Y &5

(® Note

AWS Backup E3R#ZiE1E AWS Backup EXF#Y AWS Identity and Access Management (IAM)
Ak, REEZEILAE , BA AWS Backup TE2AEEIL, BHBFEEE AWS Backup FMit
IAM B zBRYEEER. MFMMARTIERNEF , 7528 (AWS Backup EAEE

M) . MBFWAHITLAEZEMNER , F2E (AWS Backup FAEIERM) PHELiEHEF Sl

1. BIRK Storage Gateway =& , AR ELANEEE K EERRE,
2. StHEME , BECER BEAURFEED AWS Backup SE I AWS fEETEl.

MREBERE Y Storage Gateway WIRENFEEEH , FEEERA B FERH AWS Backup.
RIKSEEE@ZE AWS Backup £ A,

MBEABEE Y HH AWS Backup 58 , FBREETY AWS 0518, RESHKEERE AWS
Backup £# &,

£ AWS Backup =& L , BAI BB g5 E. #% Storage Gateway Bk BRI EMDFTE |
DREILER. SR ETHENROEREE.
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#* SEIEREHREERE AWS Backup

EAILAHE AWS Backup £ A S, FERE Storage Gateway ik [E, MEFHMENR , FSE
{AWS Backup EAEER) . MEFMEN , 528 (AWS Backup FEAEIER) FHERS,

SHRNERERNEEKE

1. BARX AWS Backup AW SHKEEERH Storage Gateway WEEEH D, B LA Storage
Gateway RiER [E {591 E R 2| Amazon EBS R{ER[E D Storage Gateway Bk [E, BEBSEZERTE
SKREVIEIE,

2. SHHIERER  RETEFRMNEMEMRE Storage Gateway HiREWIREFTEEA -

- ERTFHEIEE , FB1R M Gateway name (FEHR ). Disk ID (BiHk ID) 1 iSCSI target name
(iISCSI BEER®’) WEM.
- ERREVEIEKE , FF1RM Gateway name (FEH& ). Capacity (AE) # iSCSI target name
(iISCSI BEE&®B.) WEM.
3. EE ERERREREHUEKRE,

(® Note
LA Amazon EBS £ A RMIBRAE AR AWS Backup.

BT R4 A 2

ERBNEESF , CEEURMERME  TEENTHERIFENREFREKRE. SREERTEIRHE
B ISCS| #RkE, HMMREARR K WEHEREHMOUKE, ERIFTNVHRE , REERT
BHEEPHR,

HERETHRRER  FEBUTSEE

C EEHBMEEASNME FORGEEBY TEARREEEEN LEEEA S AERE. o
AT, BOMYWER T 8RR ORI EREN R A,

FEENHMEHISMARAIT TIMERNHEBER
- FEE- S THRRERUREREESN , F2REEUKRERE,
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- MREFTHEEBEFEALCNRE , FEZRMBRFE , U2EEENER. UEFHEF A BF2EER
THRENER.

- FEAREMBEETHREDE , BF28 AENEEETREHR,

- FERECENFRE , F2RSEREMEE.

- HE T Storage Gateway IEEREREREMTRRAN AN , 52 H EE Storage Gateway,

- EEE—F THRRELFEN ISCSI BEUTFHER , B2 Windows A FimERE SRR

[=]
og o

EERTHHHERTHEER
B,

HYER T FEHFARCHRERENRFEAD

i, EHER—EER. TEFNRE. ER A AREBILUBENRRAETES ARERN THFEER.
ERFENFEERERNTFER , "?%Eﬂﬁﬁlﬁﬂfi.

ARCHRERFENFEFRA)D  URBEETFTENER , F2ETIE

1. BERBREN LEEF,
2. REL LERENER (BEEHARKE).

HLARTRRISITEREEBHE R, ELARNERERARE  CoESHEERN TEESRT
BRI A
BRERREEFRAN L EEERRDRETEA )

FREYEEREN LEEFEANPBERNARNRIAZ LEEFN RN, RFRZIBEEA LEE
FEREEZES 150 GiB, & L EEHFLAXSHMEIRRN 150 GiB , £ 150 GiB A ZNWEE L&
=&,

LERFLAAEERBREAREAIMENMEERRRAES NRXBZBNEE AWS |, RULEHE
HREABRNRERE. flU, BRENEARAENFZERSAFENERSZY 40MB , &
K12/ MENFERBEESEY 12 MB, BRXFENNBREREEA 21, ANEGEEL
FEREAKN 675 GB N LEREZMA.

ATERRERBEN LERFAN

EREHNHSREN CEEFAFHRNAR. RARIRBLALN LEEFRESD 150
GiB. # EEE/AREHHEER 150 GIB , HEA 150 GiB A EHEE L BES.

SHHERITFEARECURERENFFERAN API 7 2013-06-30 59



AWS Storage Gateway (R EFEEAERER)

HERFLAAEZERBREAEAIRMENMEERRRAES NEXBZBNEE AWS | RUEHE
HREABRNEBERE. flU, BRENEABRASNFTERSAFENERSFY 40MB , &
R 12 /0, MENRREEEAEY 12 MB, BRERXFERNBREEHAS 2.1, AXNEEEEL
EERBE AL 675 GiB W LEEFHZME,

ERTtHNLERs
1. BIfE https://console.aws.amazon.com/storagegateway/home B Storage Gateway £ A&,

2. 1EF Gateway (F18) £ , #1Z Details (FEHIEN) B , AE S Upload Buffer Used (Y
HERE) MORRGERER I L EEE,

3. RE—HZBEERRBMNELEEEFWER,
R IEZUVEZBEIE Amazon CloudWatch XA HREY — S ZE LEEFE R, 0, BOJLIEHE

ERINEENEREREMRREE R , MerHEE L5 BURNBENEABBRREE R, BF
REERMEES LERTG=RH. NIFEFEES K F2RREFELERFENREET LR,

£ VPC R A&

B ERSBERELEBEUREZRBFERRECBARBILEER, B EA L ERRBARE
W AFECKERERT AWS FFRE , MEEEBLERABBEETENR. FH Amazon VPC ik
%, BALEBTTERAESER (VPC) FRAE AWS BR , BEAEMB N N EHIRS, SR A VPC k&
EHENMRERERE , fla0 1P it EE, 7K, RARNBKREE, WEGE VPC WEHER , &
28 (Amazon VPC £RAEEmM) FHERE Amazon VPC?,

EE7E VPC HEAARE , BB A Amazon VPC 24 % Storage Gateway 237 VPC ik Z I E S
VPC %% ID , AR EBRMANRABEREEL VPC %% ID, NEFHMET , TSR EERIEER
B, AWS

(® Note
BB TE A Storage Gateway 237 VPC i B #9 48 [E = 15 B B B 8

e
« B #¥ Storage Gateway B VPC i %
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33 $t¥ Storage Gateway B VPC ¥ B

RIBELIERREN VPC ind. MREBERKREEAR Storage Gateway By VPC in% , BITTUAEAE
RENEIHEE,

317 Storage Gateway KJ VPC % B

1. BAAWS EEE#EH | W https://console.aws.amazon.com/vpc/ : // BEX Amazon VPC £
AN
Ho

2. ESEERT , BEFRN  ARBEEVRE.
3. HEMRMEMEL , sr¥RBEBIREE AWS B,

4. 7£ Service Name (fR#E& ) & , i##F com.amazonaws.region.storagegateway. 50
com.amazonaws.us-east-2.storagegateway,

5. &% VPC ,#EZK VPC , YR THITHESM 7B,
6. WESRARIZE Enable Private DNS Name (BUf#A%E DNS &),

7. &% Security group (Z£EHH) , BEEZAAEHN VPC WL HE, B LUIESERNRSHE
. MBEBLNLZLBEPSAME TS TCP E#EIER .

« TCP 443

« TCP 1026

« TCP 1027

« TCP 1028

« TCP 1031

« TCP 2222

BEEVIRY ., mEHRIRER pending (BEF), BAuImER , B TATFE VPC WwEH 1D,
BiUmE# , 55212 Endpoints (i) , ARBIEHNW VPC imE,

10. EMERFEMERMOFMAEFZBN DNS 28T , £AXK
EETAEERE—E DNS 2. &H DNS SBEEREHKRIE
¥ : vpce-1234567elc24alfe9-62qgntt8k.storagegateway.us-
east-1.vpce.amazonaws.com

RELE—E VPC ¥ , BAILRYEHRE, NMEFMESR , F

¢
&5
i
kr
]
ot
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EEMKERE

FEFEOESERBEEN LERETH. CHURE  URBT - BREBSTE. EENKREILH
& , 5528 AF9 AWS Storage Gateway.

REVEEREE 2 Amazon Simple Storage Service (Amazon S3) FHHEE S RBETEH EEFER
FERABRENERMN ISCSI Bif. BUUENATHREEEOMAHEMMREREGZRECHUEENER. &
Al LA T # 40MRI £ Amazon EC2 FEH #7318 M KR Amazon Elastic Block Store (Amazon EBS) i
&,

/A Important

R IRENEHRR B G = EEBHREFE Amazon S3 # |, RIS FERE & BN B A BE TR E LT
RERNERF. fl , TERERRERERRREEZERIEERE, TwIBRZERIMK
BFETK , EERHEEMER Amazon S3 PERNAMBERTREAHREH , BEEEHS
BERE, BRLUEANRERE ATENIEARDERERFEHER) , MARHTE
BRI,

TR ERBHUEEAN, FEREFHUREN/D  FEMURENRER | KRR IR RE MR R REE
BRE, FOUKETREARRPEIREBNVERE. NERANABKRERENSER |, F2RM R
BRE, MFERANAHEHREARREREFENNSR , F2EMGEFUERE,

FIEREE R EE R NIRBERFHEERZE Amazon S3 , S F A [ IREFIHINER (SSE) FEMR, T
1B, BEEFEA Amazon S3 API s HAt T B (|20 Amazon S3 BEE X A) RIFEULER,

BAILATE TEHREI M EE Volume Gateway BIRHIMEEIE A
e
- REEAREEN - THUOMFEA Storage Gateway TR AREREHAENEREN , SEBESR

. BEM CloudWatch B5:EH4H,

- MENBERURE - TRNAEESHEKENEERE IRERARAFTRNEREREAHUKRE
HY R/

- REFHERRNEERE - THRNARBEAHUERENERREUHNOUEKE K ERUKELMEER
— B RENEE R,

- WMAHBERE - THRNAER Storage Gateway TR ARIBHUBE L EHRNERE,

AP WA 2013-06-30 62



AWS Storage Gateway (R EFEEAERER)

- MR FHEER - THOAAERAEATELERRBRERE  JINEBEARXUERBRANFRFE

HERE.

- BENHEREBETENEE - THROMS B EMEEUKE  WREFTEBZNEFTREEK Y

REBETEANHEERERE , EEREM.

- BYEFRRE - THRUNARFENERERRIEZLERRR , UREYRRRAE Storage

Gateway FEAF K IZREBHNLE,

- REREHE - THRIOMEBSERKREXBVENKBRNHBERVAVERKETREIHRE,
- MBRFBEFHREARE - THROMAETBREETLEZARREFEEMER,
« THRHTREARENEL - T# Storage Gateway &N FEMIREAREE , LGB HEUEERS

ERER , IREFEARTEEERIBENEE,

- BERBENEE - THRUNMEZEMNNEETRVER , IRELRIEBFERN AWS BAE

EEEEBEER,

mEENREERN

O] LAE A Storage Gateway =S RERERENEAREN , TIEMERE, BEFR CloudWatch

H#E8HH,

mERERENELRER

1. BI{E https://console.aws.amazon.com/storagegateway/home B Storage Gateway &,

2. EERE K ARZELEFBELSEFNBEE,

3. #RBETHUXNERPEEFEREENA.

4. 7% Gateway name (FREER) WARENEE, BAUBSLERE , /£ Storage Gateway 12 &

WEEEHLSKREE,
® Note

FEEBYENR 2 E 255 HFxnzE , EFEIERE \ K /).
SBFREZBETEREAELRRENEM CloudWatch B R, BEEEMMERER , B
CloudWatch =# & R EHBEE =W GatewayName,

5. $HYRHERE K BRELENSHENSKEHERE,

6. SHEHBIZNMERE BFEEAE | BIZFBWNMEE Amazon CloudWatch Logs R E5#2 B & K iB/EAR B,

IERLATE T B ENGRE
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- BIFH BFEE - SREFN AFFEREREZNRE.
- EAREHNERRE - tHEN TN EETERREMN BERE.
- {ZF5C8% - A Amazon CloudWatch Logs EX$2 /&Y EAIE

7. ELTHERESENRER  BEERTFEE,

718 M R WA R [

REEAEXERNER  LURFERESHRENEERE , IRERRAFUREN K/, BEHE
ERFAMGRER K SAZRERERFENRIRFEN LEEFENA D, RELEAERRANES
EMRIMZERE , AEFHREER, NFFRER  F2RYEEREN LERTA D,

I&TLAE A Storage Gateway 32 A= Storage Gateway AP #TiBREEE., MEWM{AIFE A Storage
Gateway T AN EBHURENRA , F2H EURFUKRE, MEMEA Storage Gateway AP| 78
BENEN , 2B CreateCachediSCSIVolume,

BEUAERTHEP-—BLR ZRERAUEREN AN
- BUBERACHUKRENRR , AREABZRBEY XN EANHUKRE. NFIAEIREHNE
7, FZHREVLERRE. IFENAFEARRELFTHRENES  F2RELRFUEKE.

- FRAZERANRNEHRE , UERKPBANFTHERE, NFNMNERERENET  F2RLE
FHERREHUKE, NRIMEYHRENET A F2RELRFUEKE.

RERHERRNERE

&R LAREAEE] AWS B3 VRS B IR AU R R 2 AT EERE . (F F PmE@ IR (B 1Y SR ¥ 15 SR R 2R
BYHHOHEKRE, WREERNEURENMBERS -—BNKEKN., FEERURE , SEEE
VHBREHFES RN ERXEREERER  AREBNHKEFESIRERM.

REAWREERILEYT Amazon EBS REREREERBER, FARREURENSEHERR &
REMUTEHVTEN S A ERRRFHEEEREMNRE. Storage Gateway EREBA
BRI REZLERYN, SEETEV LRXERMNERE , FMRE Amazon CloudWatch H#Y

TimeSincelastRecoveryPoint E1&,

BRNERERRFHRERRE, tRER K SREVET-—URENSERTSRER L. Hlm, WX
EMBRRFHERERE , ATSRFEERNUKRE, SUUERKTFERE  BRBERENERREL R
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ERHPER, ERMITEXERFHRENRE, NFNIERERENENR , F2RELFFHR

=
oo o

BOT I ERREATEAERERF. UERFRES  F2RENVRIEEELZER K MEEZEEFRE
o

THREFRERNMAEHREEERMERURE , AR EAXERE,
AT I FEE RN E AR E

1. BIfE https://console.aws.amazon.com/storagegateway/home BB Storage Gateway £ A&,
2. 1f Storage Gateway 2 & L | BIZBRURKE,

3. 7 Create volume (B BHR[E) HFE LA |, $H¥ Gateway (FiE) EBERE,

4. #¥ Capacity (BE) , WALHKRENETE., FENANNEELERREEERE.

5

iE#Z Clone from last recovery point (¢ LIXBEREER) , A®RE ¥ Source volume (IFHERE)
EEHERIE ID., RIRELERE 7] LR PR B8 P M E AR ENELRR AWS B,

6. ¥ iSCSI target name (iISCSI HEZER ) , WMABRE,

BEZBANITENEFTR., BF. 9% () ERR (). EFRRZER , LEEZBEETRA
iSCSI Microsoft BX 8125 Ul = B Z21ZH Y iSCS| BEZ2H B, Il |, targetl BBWEETRA
ign.1007-05.com.amazon:targetl, RHEEREEBEMRTEEBE (SAN) AA LK —
o

7. HEFE Network interface (W8 5LH) FREREFER IP thit , &% Network interface (#85& 57 H)
B P bk,

NREECERREEAZERBEEES  AFEELRTFEARXAREINHEEKEN IP ik, &
HEEMEZNSEEREES[BARETLUZEN—@E IP #bilt,

MREEZ AP EREIRRERE VM , B Create volume (BN HREIE) HEEH R EE R Network
interface (AR E) WEE, ELBEEF , FHHHE VM AR ENSEEESER—E IP i
., MR R —(EMEREERREFE VM, IFSEREE , RARE—E IP i,

8. BEBIVEREEE. Configure CHAP Authentication (FXE CHAP &7 B ¥R A AN HIR, &
R LEEE CHAP, MEMEIENR , F2[E %E iSCSI BEMN CHAP &5 8%,

T—EZRESUKREEREAFR. WEFHEES , F2RSHREEESIAF K,

&
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RAHREAE

BIEKER B ARBRER , WTLE Storage Gateway BB ATREBEEHEHMBEELNERE, &
BEHREN FHER SRR T~UREREEA.

BERAHRENERE

1. BIfE https://console.aws.amazon.com/storagegateway/home B Storage Gateway &,
2. HEBHERT , BE HKRE A AREELREBNYEKRE,
3. EEFHMEARSIER.

THIR R AR ENABRER

o KN FERERENRRE,
- EEA : HKRELMEFERERB KN,

® Note
FRIFEASERIFRIE 2015 F 5 A 13 AZRBYMNHKRE , & RIS LETEH R
BRE,

) B £ 1 il o[22

ZUREEERAEIEREEHMRUERE , fin , WREZEBEARIUEARANREURE.
MR E 5 , BREEMREEAEXEAZTHEE, i, EHEHBEEREETHFNIRE, W
BHYHBEESMEHER | BIETLUE Storage Gateway T ANRBHEER LHET, MEHF
HEF  FSEREREYRE,

IBALAE A Storage Gateway £12 & = Storage Gateway API MIBREIRE[E, WEAEA Storage
Gateway AP| BIREBRENEF , F2REMGREEKE, THEFREUAERATER,

HEEMRUIRE R  FROER BV EZERNRRK, SHEFRERE , TSRS M
B, EEMBREREZR K REBEEER.

i BB K [

1. BIfE https://console.aws.amazon.com/storagegateway/home B Storage Gateway 5,

2. EBEWRE K AREBN-RSEEMEROVERE.
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3. HRENME, FBHEEMKR. HRERYEFELR,
4. BRECEMBREENHUERE  RAREEFBFRPBAMBR—[ , ARFBEZMER,

HIENEKRERETENFIE

BEECNERNYEZEREE , BURERERENHRERETRANMKRERE, HERFEH Storage
Gateway £ A AP| 7 BB ZHKE,

S EANEEMRER |, BT THERE

- BENHREBEEFNERTARNEHRN Amazon EC2 #1TEER.
- ENMEELMARENKEER,
 RBTE Hypervisor H v BB B RV RIRE,

DEERRER , FNREEF LEYKUREERMNPEER TN AWSHH Storage Gateway AR
BRETUSE I HUGEEEETMIXECTMT A LHRAE,

(® Note

EXEMNERESUREHKRERFERIE  EXERRLHKRES L, NFRIIREER
MEEES  F2RABLURE LN EREFE.

(® Note
R EE R O BE A LR
- WREDHMEERR., B8O BMERER K RESEDBEEKRE AWS 281 , B#RE LB
FEENLEE ., TR LENKEBIRNEEZE LENERENEBIZE AWSHEIRED
« MRESBREERE |, SEERILHEEKE S FREREEMER,
« MREDHREFRERE | SEER TR E SR REEEREENEE,
- COBENERETERERE , BEEER,
ELEETREKER K FETEERLEKRE  FEBRLEREERZERE,
- EXRRBEESNS HERER  EEESFRELBRFETK , TREALERE,
B RIE IR API FP o I R RR =

RENHBREBETRNREE AP WA 2013-06-30 67
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- MRBERZAFESHENHERERREREE , AISENERIEX, MERFER , FEEWY
BR[E 2 BHRETT AL
- MREREEERERMRE  SELEZXFEED HUKE,

T3S BRERA BN E Storage Gateway =R A D BMEZWRE, BREFEH API SI1THIBENE
ZEA , 52 E AWS Storage Gateway API 2Z Ffy DetachVolume % AttachVolume,

RERE D BRI

1. BIfE https://console.aws.amazon.com/storagegateway/home BB Storage Gateway £ A&,
2. EEEHKRE , EN-—RZEESBOEEE.

3. &H¥ Actions (B11E) , i##2 Detach volume (7 BEREE[E), HIRMERYEE L.

4, WFELEIBMEENHEKRE K ARERISFRPEAIBE A RREESB,

(® Note

MEBSHOUBREETFZER , KR ENREZR Attached (281E) EifK
Detaching (EE 2 8t) , EEIFIEER LETR AL, REBREEER Detached (EZ
), MEIAGLEEHR , BAEEE T2 Detaching (IETEHSH) iREE, NMRMBELERE
EH, RRBRIE 1 Attached (B1E1%) 8F A Detached (2% 8).

BREAUSHREEEETENRE,
AT R [EE 1 E FE

BI{E https://console.aws.amazon.com/storagegateway/home BRI Storage Gateway =2 &,
FEBHKL , EE Volumes (R E), SR 2 BNERESR T Detached (27 B) RIARRE,
RESTHNUKRESE  EELEERENYEERE, £ XRAEE—EHKRE.

&% Actions (EI1E) , Attach Volume (EIZRIREE),

£ Attach Volume (E#ZWIRE) HFEHRT  BRELEEZUKRENRE K AREACEERUR
[E/ iSCSI B,

o ~ @ Dhd =

MREEEERFRHRE , 754 Disk ID (B ID) & A HLEERE B

6. 1EIE Attach volume (EERIIRE), MREMMMNBIRE LB RKEEHR , Al7E AttachVolume #&
ERIIE , CEREIBHERADERE,
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7. TEHIRM Configure CHAP (3XE CHAP) B2 BFBRES , W A Initiator name (R ENZF A&
#). |nitiator secret (BXEIBFI ) # Target secret (B EWR) , AR%IRIZE Save (f§1F). MEFH
BB R EBEBRFBWHE (Challenge-Handshake Authentication Protocol, CHAP) & 7 Ba B HIFFME A |
E BB T iISCSI BEM CHAP & &,

BUERRR

THREFRANARFAENEGEERRBEIERRRE  UREERIRE 2% , A[1E Storage Gateway
FRAPRIEZRBONVE., SAREFHEIRERRE—R , B UURERRBRHERE , UEHBEERIEE
W ENEERE,

REARER MY EAEKRENERRR

1. BI{E https://console.aws.amazon.com/storagegateway/home BB Storage Gateway F# &,
2. EFRAHEEANEEERY  EEFE.
3. ERLERHEVRBNRE A ARBEFHEARSIER,

AEFRCIERERETIMERENBRRBAS.

4. JEFE Create recovery snapshot (B3 B /RRE) LABARL Create recovery snapshot (318 R 1R ER)
HEEA R,

5. RETNHRESEY K BELEEFRNEKRE K RREFEMRE,

Storage Gateway BB IE EHEENRBEF. ERBEFTHE , AL Storage Gateway
FERANUREEED LRAUBRER , EREHEFRIT| HARE,

WmEE IR AR
HRIZHREE , AWS Storage Gateway EE MV FERRBHRE |, — K —R,
® Note

BEEBBRARRRBIE. FREREFEEL —ARRIE. T8 , EUTNEERREXRE
ARNREHER (81, 2, 4, 8, 12T 24 /D) NEME , REEFRRIE.
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HRIREVEERE , AWS Storage Gateway T8 B2V AR RBHRE, RAZNERFHZE Amazon
S3, FIAFERUFERRE , AETFTEERBIRBHZNTETLHEER. T8 , FER , B
RFAT AR E R B HERE, BUREEBRENRBUREEANS XN EZTERERER.

RTS8, B REHERERNRBHRE,
fim BE R T [ B PR IB AR

1. BIfE https://console.aws.amazon.com/storagegateway/home B Storage Gateway £ A&,
2. ESEERT , BE Volumes (MIRE) , AREBERPEIRBHHUEKE.

3. 1£ Actions (B){E) i#32 Edit snapshot schedule (#mEE 1R FBHEFE).

4. £ Edit snapshot schedule (fR¥E R REFIE) WrREH T , EHRE , RBEE Save (RF).

il B fif 77 WA R (2 Y R BR

ZALMBRRETFHEENRR, fln, MREEE-—BREERRIFFURENZSERRE K MEFFE
RENRE , IRBEHTEERE. RARBREERD , TUNREMBRIRE , B SMBRE bR
BOAFENER,

F&E

- FRABEAR Java B AWS B E 4 MIBRIR R

- ERAEAR NET #9 AWS SDK fiERIR R

. {# 5 MERREE AWS Tools for Windows PowerShell

£ Amazon EBS £ & L |, &— X ] LAMBR —ERE, WFELAIFEHR Amazon EBS F12 A BRI EAY
B, 5528 (Amazon EC2 fEAEEr) FEVMER Amazon EBS R,

EE-RMBRZERR , S UEAEP — @K E Storage Gateway #1E AWS SDKs, WMEEH , 75
28 FHREARN Java B AWS BHEESMBRRE. EHEHAR NET 8 AWS SDK Ml BR1R BB F A
I BR R E& AWS Tools for Windows PowerShell,

EARERAR Java B AWS FHEEHMIBRIR R

HEMREEEUREZLBBNZERR , EUNERARERRET AN T 5 7R #1063 R R
Java B9 AWS HEEFRBEMHRMRIRR. BEEERAAPENS , CERSIFTBUMMAHAIT Java TREEH
BEX, MEFMER , F2H (EAR Java WAWS BRFZREAFBABRERE) PHAMN. IRE
REEMEBR—LERR , BEATRE , MR EREFHERERREAR,
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(UrEREEREER)

Example : fEAE AR Java B9 AWS B3 =4 M BR R R

T % Java B HEHFII HEE2SEAUBEENRRE , URRBHERFEERERHRAEENBH. ©
FERE AR Storage Gateway 1 Amazon EC2 B AR Java B AWS SDK APl, Amazon EC2 API
DEEARBHIRE,

EHEABURMHRKEIKE. BE Amazon Resource Name (ARN) , AR EERFERBHRE, &

) Bk Jbk 25 L BRF 8] 2 B0 T 222 3T Y PR B
RERHTIREMER, B , EFEARGEREBERHTENS (B, # viewOnly 5%

AW\ 0 jﬁm%%*

EMME viewOnly , EHERREMBRHRE | E
EA true) , A&

ERNBAMBRAAS., MNFEEL Storage Gateway B EFEH AWS MR HEIEE |, 28 (AWS

Storage Gateway ) F#i%

ROAECEEAWS

—fiRB2E,

import
import
import
import
import
import
import

import
import
import
import
import
import
import
import
import
import
import

java

java.
java.
java.
java.
java.
java.

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

.i0.I0Exception;

util
util.
util.
util.
util.
util.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

.Arraylist;
Calendar;
Collection;
Date;
GregorianCalendar;
List;

auth.PropertiesCredentials;

services.
services.

services

services.
services.
services.
services.
services.
services.
services.

.ec2.

ec2.
ec2.

AmazonEC2Client;
model.DeleteSnapshotRequest;
model.DescribeSnapshotsRequest;
model.DescribeSnapshotsResult;
model.Filter;

model.Snapshot;
storagegateway.AWSStorageGatewayClient;
storagegateway.model.ListVolumesRequest;
storagegateway.model.ListVolumesResult;
storagegateway.model.VolumeInfo;

ec2.
ec2.
ec2.

public class ListDeleteVolumeSnapshotsExample {

public
public
static
static

// The
public

static AWSStorageGatewayClient sgClient;
static AmazonEC2Client ec2Client;

String serviceURLSG = "https://storagegateway.us-east-1.amazonaws.com";
String serviceURLEC2 = "https://ec2.us-east-1.amazonaws.com";
gatewayARN

static String gatewayARN = "*** provide gateway ARN *#**'";
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// The number of days back you want to save snapshots. Snapshots before this cutoff

are deleted
// if viewOnly = false.
public static int daysBack = 10;

// true = show what will be deleted; false = actually delete snapshots that meet

the daysBack criteria
public static boolean viewOnly = true;

public static void main(String[] args) throws IOException {

// Create a Storage Gateway and amazon ec2 client
sgClient = new AWSStorageGatewayClient(new PropertiesCredentials(

ListDeleteVolumeSnapshotsExample.class.getResourceAsStream("AwsCredentials.properties")));

sgClient.setEndpoint(serviceURLSG);
ec2Client = new AmazonEC2Client(new PropertiesCredentials(

ListDeleteVolumeSnapshotsExample.class.getResourceAsStream("AwsCredentials.properties")));
ec2Client.setEndpoint(serviceURLEC2);

List<VolumeInfo> volumes = ListVolumesForGateway();
DeleteSnapshotsForVolumes(volumes, daysBack);

}

public static List<VolumeInfo> ListVolumesForGateway()

{

List<VolumeInfo> volumes = new ArraylList<VolumeInfo>();

String marker = null;
do {
ListVolumesRequest request = new
ListVolumesRequest().withGatewayARN(gatewayARN);
ListVolumesResult result = sgClient.listVolumes(request);
marker = result.getMarker();

for (VolumeInfo vi : result.getVolumeInfos())
{
volumes.add(vi);
System.out.println(OutputVolumeInfo(vi));
}

} while (marker != null);
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return volumes;
}
private static void DeleteSnapshotsForVolumes(List<VolumeInfo> volumes,
int daysBack2) {

// Find snapshots and delete for each volume
for (VolumeInfo vi : volumes) {

String volumeARN = vi.getVolumeARN();

String volumeld =
volumeARN.substring(volumeARN.lastIndexO0f("/")+1).toLowerCase();

Collection<Filter> filters = new ArraylList<Filter>();

Filter filter = new Filter().withName("volume-id").withValues(volumeld);

filters.add(filter);

DescribeSnapshotsRequest describeSnapshotsRequest =
new DescribeSnapshotsRequest().withFilters(filters);
DescribeSnapshotsResult describeSnapshotsResult =
ec2Client.describeSnapshots(describeSnapshotsRequest);

List<Snapshot> snapshots = describeSnapshotsResult.getSnapshots();
System.out.println("volume-id = " + volumeld);
for (Snapshot s : snapshots){
StringBuilder sb = new StringBuilder();
boolean meetsCriteria = !CompareDates(daysBack, s.getStartTime());
sb.append(s.getSnapshotId() + ", " + s.getStartTime().toString());

sb.append(", meets criteria for delete? " + meetsCriteria);
sb.append(", deleted? ");
if (!viewOnly & meetsCriteria) {
sb.append("yes");
DeleteSnapshotRequest deleteSnapshotRequest =
new DeleteSnapshotRequest().withSnapshotId(s.getSnapshotId());
ec2Client.deleteSnapshot(deleteSnapshotRequest);

}

else {
sb.append("no");

}

System.out.println(sb.toString());
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private static String OutputVolumeInfo(VolumeInfo vi) {

String volumeInfo = String.format(
"Volume Info:\n" +
ARN: S%s\n" +
Type: %s\n",
vi.getVolumeARN(),
vi.getVolumeType());
return volumeInfo;

}

// Returns the date in two formats as a list
public static boolean CompareDates(int daysBack, Date snapshotDate) {
Date today = new Date();
Calendar cal = new GregorianCalendar();
cal.setTime(today);
cal.add(Calendar.DAY_OF_MONTH, -daysBack);
Date cutoffDate = cal.getTime();
return (snapshotDate.compareTo(cutoffDate) > @) ? true : false;

FERAEAR .NET 89 AWS SDK il BR1R B8

EEMBREREEUKEZVBBMNZERR , BUUEARARS AR, THEHIREMMERER
R NET B9 AWS BERFA S E 458 2 lRFNZE 3 ARIRMIBR IR R, BEFAEFRERG  BEZATOM
1T NET T2 AERAER. NFEFMEEF 720 GBAR NET HAWS RBRBREHFARAERE
) FHAM. RERAFEMBR-LERR  FEATERE , WMEREFHERERN REFTR,

Example : fEAE AR NET B AWS SDK il BRiR B

ET5 c# BN IEEHIF , AWS Identity and Access Management { F & 7] LA %1 H B8 B =B R T [E /Y
RE, FAEEZTUHERBHERFEERERRAEEN B (REH) , URRBRESBRZHHR
BB, thEIHI6EAE AR Storage Gateway H Amazon EC2 9 AWS .NET API A& &4, Amazon EC2
APl B EERRBHYRAE,

THREXGHFFERAEAR NET B AWS SDK 2 2 RS 3 iR, BRI ERERAEHN NET EBE
BHTRA . MBFEEF  F2REBERARN NET B AWS SDK E5,

EHEABURHRESE. BB Amazon Resource Name (ARN) , AR ZBERERBHNRE, &
MBRLB LB ZAIFMEVHNRE, BEFEEESME viewOnly , EHEBREEREBRHRR | B
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SEBRFTREMER, B , EFEARAERERHTENS (B, #& viewOnly FREA true) , AE
ERNIEFMERE AR, METEE Storage Gateway ZHE FH AWS W REIHEEE |, F28 (AWS
Storage Gateway ) FHisH M A ZEAWS — 2 E,

BE, BEUFERE  IHRDIAMBEEEZEFERE, A%, CHEREN BBLRE,
THREIXBEEIAFEAERBRRENZ/DBE, EHEHF , BEDESE sgw-delete-

snapshot,

JSON

{
"Vexrsion":"2012-10-17",
"Statement": [
{
"Sid": "StmtEC2Snapshots",
"Effect": "Allow",
"Action": [
"ec2:DeleteSnapshot",
"ec2:DescribeSnapshots"
1,
"Resource": [
wen
]
},
{
"Sid": "StmtSgwListVolumes",
"Effect": "Allow",
"Action": [
"storagegateway:ListVolumes"
1,
"Resource": [
wen
]
}
]
}

T3 C# BEABERUEEREFHEHRENEEB LHBNAMARR , RETFIUMER,

using System;
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using System.Collections.Generic;
using System.Text;

using Amazon.EC2;

using Amazon.EC2.Model;

using Amazon.StorageGateway.Model;
using Amazon.StorageGateway;

namespace DeleteStorageGatewaySnapshotNS

{
class Program
{
/*
* Replace the variables below to match your environment.
*/

/* IAM AccessKey */
static String AwsAccessKey = "AKIA................ ;

/* IAM SecretKey */
Statlc StIlng AWSSGCIetKey = "*******************************";

/* Account number, 12 digits, no hyphen */
static String OwnerID = "123456789012";

/* Your Gateway ARN. Use a Storage Gateway ID, sgw-XXXXXXXX* */
static String GatewayARN = "arn:aws:storagegateway:ap-
southeast-2:123456789012:gateway/sgw-XXXXXXXX";

/* Snapshot status: "completed", "pending", "error" */
static String SnapshotStatus = "completed";

/* Region where your gateway is activated */
static String AwsRegion = "ap-southeast-2";

/* Minimum age of snapshots before they are deleted (retention policy) */
static int daysBack = 30;

/*
* Do not modify the four lines below.
*/
static AmazonEC2Config ec2Config;
static AmazonEC2Client ec2Client;
static AmazonStorageGatewayClient sgClient;
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static AmazonStorageGatewayConfig sgConfig;

static void Main(string[] args)
{
// Create an EC2 client.
ec2Config = new AmazonEC2Config();
ec2Config.ServiceURL = "https://ec2." + AwsRegion + ".amazonaws.com";
ec2Client = new AmazonEC2Client(AwsAccessKey, AwsSecretKey, ec2Config);

// Create a Storage Gateway client.

sgConfig = new AmazonStorageGatewayConfig();

sgConfig.ServiceURL = "https://storagegateway." + AwsRegion +
".amazonaws.com";

sgClient = new AmazonStorageGatewayClient(AwsAccessKey, AwsSecretKey,
sgConfig);

List<VolumeInfo> StorageGatewayVolumes
List<Snapshot> StorageGatewaySnapshots
ListSnapshotsForVolumes(StorageGatewayVolumes,

ListVolumesForGateway();

daysBack);
DeleteSnapshots(StorageGatewaySnapshots);

/*
* List all volumes for your gateway
* returns: A list of VolumelInfos, or null.

*/
private static List<VolumeInfo> ListVolumesForGateway()
{
ListVolumesResponse response = new ListVolumesResponse();
try
{

ListVolumesRequest request = new ListVolumesRequest();
request.GatewayARN = GatewayARN;
response = sgClient.ListVolumes(request);

foreach (VolumeInfo vi in response.VolumeInfos)

{
Console.WriteLine(OutputVolumeInfo(vi));
}
}
catch (AmazonStorageGatewayException ex)
{

Console.WriteLine(ex.Message);
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}

return response.VolumeInfos;

/*
* Gets the list of snapshots that match the requested volumes
* and cutoff period.
*/
private static List<Snapshot> ListSnapshotsForVolumes(List<VolumeInfo> volumes,
int snapshotAge)
{
List<Snapshot> SelectedSnapshots = new List<Snapshot>();
try
{
foreach (VolumeInfo vi in volumes)
{
String volumeARN = vi.VolumeARN;
String volumeID = volumeARN.Substring(volumeARN.LastIndexOf("/") +
1).ToLower();

DescribeSnapshotsRequest describeSnapshotsRequest = new
DescribeSnapshotsRequest();

Filter ownerFilter = new Filter();

List<String> ownerValues = new List<String>();
ownerValues.Add(OwnerID);

ownerFilter.Name = "owner-id";

ownerFilter.Values = ownerValues;
describeSnapshotsRequest.Filters.Add(ownerFilter);

Filter statusFilter = new Filter();

List<String> statusValues = new List<String>();
statusValues.Add(SnapshotStatus);

statusFilter.Name = "status";

statusFilter.Values = statusValues;
describeSnapshotsRequest.Filters.Add(statusFilter);

Filter volumeFilter = new Filter();

List<String> volumeValues = new List<String>();
volumeValues.Add(volumeID);

volumeFilter.Name = "volume-id";
volumeFilter.Values = volumeValues;
describeSnapshotsRequest.Filters.Add(volumeFilter);
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DescribeSnapshotsResponse describeSnapshotsResponse =
ec2Client.DescribeSnapshots(describeSnapshotsRequest);

List<Snapshot> snapshots = describeSnapshotsResponse.Snapshots;

Console.WriteLine("volume-id = " + volumeID);
foreach (Snapshot s in snapshots)
{
if (IsSnapshotPastRetentionPeriod(snapshotAge, s.StartTime))
{
Console.WritelLine(s.SnapshotId + ", " + s.Volumeld + ",
" + s.StartTime + ", " + s.Description);
SelectedSnapshots.Add(s);
}
}
}
}
catch (AmazonEC2Exception ex)
{
Console.WriteLine(ex.Message);
}
return SelectedSnapshots;
}
/*
* Deletes a list of snapshots.
*/
private static void DeleteSnapshots(List<Snapshot> snapshots)
{
try
{

foreach (Snapshot s in snapshots)

{

DeleteSnapshotRequest deleteSnapshotRequest = new
DeleteSnapshotRequest(s.SnapshotlId);

DeleteSnapshotResponse response =
ec2Client.DeleteSnapshot(deleteSnapshotRequest);

Console.WriteLine("Volume: " +

s.Volumeld +

=> Snapshot: " +
s.SnapshotId +
Response: "
+ response.HttpStatusCode.ToString());
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}
catch (AmazonEC2Exception ex)
{
Console.WriteLine(ex.Message);
}
}
/*
* Checks if the snapshot creation date is past the retention period.
*/
private static Boolean IsSnapshotPastRetentionPeriod(int daysBack, DateTime
snapshotDate)
{
DateTime cutoffDate = DateTime.Now.Add(new TimeSpan(-daysBack, @, @, 0));
return (DateTime.Compare(snapshotDate, cutoffDate) < @) ? true : false;
}
/*
* Displays information related to a volume.
*/
private static String OutputVolumeInfo(VolumeInfo vi)
{
String volumeInfo = String.Format(
"Volume Info:\n" +
" ARN: {@}\n" +
" Type: {1}\n",
vi.VolumeARN,
vi.VolumeType);
return volumelInfo;
}

5 8 MIBRIREB AWS Tools for Windows PowerShell

ZEMBREEEARBEERTEBNZERRE G UERRRRT AR, THEGREMAER AWS
Tools for Windows PowerShell 2RHBRIRER . EEFALHHIETIR , BEZRATZUNM[HIT PowerShell

EBoiE. WEFMER , B2 ) HHAWS Tools for Windows PowerShell A3, R &EREZM

BR—LIRER | FEEAEEE | WMBRGE TR EN REAR
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Example : £/ MIBRIRE AWS Tools for Windows PowerShell

T 5 PowerShell i RIREEHI5IHFE2 B EMRENRRE , MRREBEHARGEAENRERBRIEE
WEH, ©EMAERAR Storage Gateway 1 Amazon EC2 #9 AWS Tools for Windows PowerShell
cmdlete, Amazon EC2 APl 2 & i IR BHV R

ICEEEHIESTE , WIRMHREE Amazon Resource Name (ARN) MEEREFRBHKRE ., SMERILE
I BTN R, Bt EEREERME viewOnly , BHEREERRNWRE | EESERH
TIREEMBR. B , EEAMRRERMTENE BD, #% viewOnly FRES true) , UEFEXIEAT
IBREY A B

<#
.DESCRIPTION
Delete snapshots of a specified volume that match given criteria.

.NOTES
PREREQUISITES:
1) AWS Tools for Windows PowerShell from https://aws.amazon.com/powershell/
2) Credentials and AWS Region stored in session using Initialize-AWSDefault.
For more info see, https://docs.aws.amazon.com/powershell/latest/userguide/
specifying-your-aws-credentials.html

.EXAMPLE
powershell.exe .\SG_DeleteSnapshots.psl
#>

# Criteria to use to filter the results returned.
$daysBack = 18

$gatewayARN = "*** provide gateway ARN ***"
$viewOnly = $true;

#ListVolumes
$volumesResult = Get-SGVolume -GatewayARN $gatewayARN
$volumes = $volumesResult.VolumeInfos
Write-Output(" nVolume List")
foreach ($volumes in $volumesResult)
{ Write-Output(" nVolume Info:")
Write-Output("ARN: " + $volumes.VolumeARN)
write-Output("Type: " + $volumes.VolumeType)

}

Write-Output(" nWhich snapshots meet the criteria?")
foreach ($volume in $volumesResult)
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{
$volumeARN = $volume.VolumeARN

$volumeId = ($volumeARN-split"/")[3].ToLower()
$filter = New-Object Amazon.EC2.Model.Filter
$filter.Name = "volume-id"

$filter.Value.Add($volumeId)

$snapshots = get-EC2Snapshot -Filter $filter

Write-Output(" nFor volume-id = " + $volumeld)
foreach ($s in $snapshots)
{

$d = ([DateTime]: :Now).AddDays(-$daysBack)
$meetsCriteria = $false

if ([DateTime]::Compare($d, $s.StartTime) -gt 0)
{

$meetsCriteria = $true

$sb = $s.SnapshotId + ", " + $s.StartTime + ", meets criteria for delete? " +
$meetsCriteria
if (!$viewOnly -AND $meetsCriteria)
{
$resp = Remove-EC2Snapshot -SnapshotId $s.SnapshotId
#Can get RequestId from response for troubleshooting.
$sb = $sb + ", deleted? yes"
}
else {
$sb = $sb + ", deleted? no"

}
Write-Output($sb)

TR ERENER

B E#%REEHE —EMHEBRNRE , IRE - REANUKRENEFERE. KSHEB , KiREE
HEREEEEE K MALZFTFSERREAEE. EXEERT , JIRBELNEKRERE , 7
REREYARIFZELRKINE . EUANKITIER , BBEREMFEERIURE, Bl
£ Storage Gateway F# A = i H & —{@ Storage Gateway AP I2ERE BRI EAREE |, 0
DescribeCachediSCSIVolumes 2 DescribeStorediSCSIVolumes,
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£

o« T IRHLRR B AR RE

« THREEGIREE

o T AR IRENBETR B iR REE R

« TR R EREER

T BHREMRE

T FRE T Storage Gateway XA PR EME, FRETBSERTFUHEENUBRERESNSHE
£ Status (REE) M. EBEEZHBREMNARTES Available (FTF).

ETRF , EUUKISERFUEERENEL | M AREEZRIESERERIURE
5o Available (AT Fl) IREERHMIREN EFIRE, MKREEEAPE  IERAI REEHEXESL
AREE,

AR 5E Ex

AT A R ETHER, RERUREEEHITHMRE,
E Bootstrapping (5|58) FEERTR & , HER[EREE A Available (AT ) Ak
RE, LMRR , EHKEESE — XA Pass Through (B3E) ARRE% |, BE
BB R R EFT TR E,

518 FEEEAKELSEREFRR PHEREIR AWS, EBEETEEZHY
LREEERENEME , RARFHEREEXNB2BERTEHBES Available
(R A) AREE,

T3 2R [EARRE A Bootstrapping (5138) FIZRAI :

[ 188 K] 3F 78 5 IR X B

FECEB LEBRE., EARA+ , ELNUREMRESR Pass
Through (EiE) B MEANAE L EREER , 5IEEIEHER, &9
REFNAN LEREGEE , ARSZE L EREG=EER /LN —@F
Ro EHBFRINERAF , REUEENAREZRE Pass Through (EIE)
# X Bootstrapping (513&) B Z| Available (AT ). &0J1E It 5|8 5 R
EERALEKERE, T8, HEELHERERENRE,
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ARG %
REZUFREGERE K YREBREGVABEERER, EUHERMHF
N FEERn LERAEERE AWS, MIREERS|IEMRE , EFE
BHETRPHNAAERSMERIEPH/IE AWS, S5 EHE A A6
REERE, T8 , LEFEERBUERERNRR,
IEEEY BRI EEEVHIRE , HBEEM, Creating (EEEY) RERIBERN.
EFREUE R,
IETEMIER B A IEEMIBREERE. Deleting (EE7EMIER) BRIBIEME, BFERIUTAE
.
ERER WREREREIERNER. UFNARBRRANER , FSEEHK

|55 5 R X 1T SR B HF AR
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ARG %
BE AREZENENEEFAN NERTES AWS, BAMRES Pass Through

(BE) cHHRENENSEERINYT , ERHMRENRES K Bootstrap
ping (518). E5IEREMME AWS |, EERERKLEE

4 Pass Through (85E) MREEMNRERZ , T Fr5l

MEREHEECHAS LEREZHE , B WA Pass Through (B5E) ik
RE, EHIEEAAES Pass Through (BHE) i , B ERREX NI EFHE
EANREUEEESER,. ERERETERTHEEERNSARL
HE2EF , .t FrgStERNEATAR LEE AWS,

FESERKER A Pass Through (E) RREEZ 8l , HFE LEEEA
MR ENFEER. BHMKENMRES Pass Through (BE) B |, £/
EFPREENREURERBRE AN, WFENTEERZFUEER
BB FEREUBURER A Pass Through (B5E) HWEH , FSEY
R B BT R,

ARAE A Pass Through (85E) YRR [E 24 E T B Bootstrapping (515)
FEER , T EMEEA ACTIVE (fEAH) ARAE, 7E5IEHE , MKESE
NEHEIRDLS AWS , UMEMEMBEENEEESE ( B ) , K
FCreateSnapshot IZh&E. 7t Bootstrapping (5138) #if , Wk ES
AEESREHE LERE,

—XHERZERFHKESI SR , @84 Pass Through (BIE) k&,

— X R E—ERERFHEE. fl , REREE L MERFHER
B, AREECACMMEREFRENER. EEERRT , =
REUBRENMRESREE Pass Through (BHE) , EZIE —ERFHEE
SEREIE, BERHRGF , EFFERREARE, BERTFUHRER
TR , BEEEEK Available () MR8, BUUBERFRES
Pass Through (&5E) = Bootstrapping (518) BHRRE,

Pass Through (8iE) MREFTEERAR LEEEFNREMKES R, W
EARPIEFNBENES , F2RYUREREETEHERE,
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ARG %
EWRERE/EATHSIER  REHREERE, EEBERT ,
HEEEWIRA , ELERERETE , BEEEABA (BF).

ERUBREREAEAMRE , BREARBKERE , ME LR Pass
Through (f3E) AR5E, EXMNEMERAEHEERE VM BB M4,
EEBBRT , BRENEKRERSE LT Pass Through (BE) Ak

&,

Restoring (ERIER) ERBEANRBEFRUKE. EAEIABHAREFHEKRE, NFEFHE
7, F2RERERENEFEL K.

NMRLERKFERMERFUERE  EMEARTFURENRESETR

# Restoring (ERIER), BEREFHEERYTHE , H#SEBHEM
Available (I ) k&&, B EAMAESR Restoring (ETEER) B , AL
BERREUREYLHEBHERRE.

ERBRANRREFRHKE 24+ LEEEHE, WREBER R 7R
KRE, MEFMEA , F2RURERENEFL K.

7]
o
3
[

MRENHEEAS LEEEZE , EtWREM Restoring Pass Through
(EEEREE) RENRERz —, EHKREMRRER Restoring Pass
Through (EEEREE) i , FNEARXNUHETENRFUERER
BEH. T8 , EiRAEA Restoring Pass Through (IE1EiE REE) #R |
FEINBEREURENRRE, NFUNMARERTHEERAEIB &R
BEARELUBURRER B Restoring Pass Through (EEEREE) WER , 3B
SR HREREETREER,

Restoring Pass Through (EEEREE) RETERE T~ LEERFNEE#
BREXH. MEXRRGIERNEBENEF , FSREUREBEE TR
B

Upload Buffer Not BEFEVNERAUEKE K RARERRE LERT. 05F MNF7EREHE

Configured (REREL HKREREPAWRENE L ERTRENES  F2RUFERENLE

BixE) BEAD, MENMEFRERERETAUKENE LERGRENE
7, F2RHEEREN LEEFEA D).
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T B IR R

A LAE A Storage Gateway £ A APl , #tFE S HUEKE , EZUREEFE, TRET
Storage Gateway X AP WHIKREEEMRE, SRETSEFFUREENUREEZERENSHRE
Attachment status (EE#ARRE) . Hlan , REE D BN #ERES A Detached (B4 &) AIMRRE, MFEL
A7 BENEEUBRENET  F2REENERERETRNFEE,

Attached MR R B EEERE,
Detached iRk E B I RE 2 B
IE1E DB WGREEEEFRES . SEESBMEKRE  BUREHEPEERE &

A REE T RIS,

T B RENHRR B AR R

EATHRER , THRNFECHERESTE RNREER, ELFEFMATHILE , wEARERAR
B, M2, MREFEBTHRESHWRERENEFTK , LETRHEFHAES.

It B R #R Upload Buffer Not Configured (RE%XE L {E#% &) AREEDR Deleting (IETEMIBR) AREE, B

HRERESETAKRE. BRI ], EUMTRFBRELEE,
e B4R [ iR G
®eE IEEEEERE, MEREMTES Available (7T A)

HEL KB Available (T ).

i
B

W EAREE S Pass Through (BIE) B |, R RE#E
WkEREEEE. NRERERRA LERET
BEmmEE  AEREERT , BEEHTER
A, i BEEEESBREESR Available

(ATA) REE, EEHMBERT , BAIELBAERERH
BEZN LEEFHTH  BREHEEMREERK

Available (AT F). MFEMMAHEZE BB LEEE
RERRNENR , FLREUREREETRES
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e Wk [E AR R
., NENAHE L EEESRNET  FSHY
BEmEN LERE R,
AN EEUMBEENMRES Irrecoverable (EEER), £

EEBRT , CEXMRUERE, MFEIAHTIL
ERENEHS , F2HE RREEKE.

EAXREF , MEREEBNERUZBERE, 50 , £ Creating (IETEZEI) ARREE IR T Available (7]
) REEZIZEE A Create Basic Volume or Create Volume from Snapshot (3 E AR EREHREBE
VHERE), HERAREEEVRIERE. IFEURFHRENFAEN , S2RMENERY

T AR R R [ iR RE B it
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Create Volume

-

‘ CREATING

Create Basic Volume or Create
Walume fram Snapshot

) Y : .
Unable to Finish
AVAILABLE FW BOOTSTRAPPING J
L. .y |

A

Upload Buffer Start Upload Buffer
Issue® Bootstrap Issue®
N/ /
' -
PASS THROUGH

Key

Gateway ~ Temparary State
Operating or Recoverable |
" MNormally . Condition*

* eg.run out of upload buffer
** g.g. lost connectivity

® Note
Bk [EBARAER Pass Through (B3E) EEFRERAER. BETHE Storage Gateway T2 &
ZiRRES P ARREE R,

TBEREREREER

ERATHEGRER , THEFRFECHRESRE RNREER, SFFEFMETHLE  heEFRER
Mg, M2, IREAEBTHRESHURERENEELX , LETRAFHEERA,

T R TR B AR AR 4R API 7 2013-06-30 89



AWS Storage Gateway (R EFEEAERER)

It B8 R Upload Buffer Not Configured (FRE%E L E#EE) ARRE Deleting (IETEMBER) RFE, BIHH
HEERESERAKE, ERNIeA R, BU N TmiEEELER,

BEE HiRR[EARRE
e WREEEERE, HIREAMES Available (FTA)

WFZAL KA Available (A] ).

G ERERNRBEUREYRBERR , IRE—
R EERESIE , BEHMEHR Creating (IEEE
3) AREEEF Pass Through (3E) AREE, TEAfHI
i, AREEA Pass Through (IE) HHERES K
Bootstrapping (5/38) ARRE , RREE —EUEKE
SR BIERERK Available (T ) AREE, BRIFER
BIFFIR &SN , s (Pass Through (BE) AR AE)
EHREUBRETEEREE , RERNR LERE
EE, MREB LERERE , AIERERER TR
FEEETERER, ki, REURESEREE
E| Available (AT ) AkRE, EHAMBERT , BAIEE
VEAERENEESN LERERE K EREUR
[EARAEEI 8 5K Available (FTF). 0ZE M{aHFED
BiEd LERHERERNNEN , FSELUKRE
BREETREHRE, MENAHE LEREREN
B, BB EREN LEEFE XD,

e HERBRENMRES Irrecoverable (BEER), £
EEERLT , ZEZMBRERE, WFNAHITIL
EENE , F2H RRRTEERE,

ETEYF , MEREENERUZRERE, 50, £ Creating (IETEEE) ARREEIR T Available (7]
) REEEE A Create Basic Volume (BRI EARIRE), LERARBIBREURE K MTAREE
R R R ST R R [E
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Create Volume

AWS Storage Gateway

r

[ CREATING
— T
.-f'f ‘\\
- \ “‘x\
Create Basic Create Volume "~ Create Volume
Volurme Data Preserved fram Snapshat
\ \\\
* .
\ -
P AN \"'
- A
Unakble to Finish
Virite io Bogtstrap BOOTSTRAPPING \\ ( RESTORIMNG
Drigk=* v
A \ |
|
/ | | |
\ Uplead Buffer Start Upload Buffer /
',\ Issue* Bootstrap Issue* / i
u\ \ / / / /
, - & |
_\ ‘/ - - - III|
\\\ PASS THROUGH |- L Ea j.'
"
o, -, . ~
~
E“‘E-__ . P
—_— inish ——
KEY Restore
Gateway % (~ Termparary State ™
Operating J or Recoverable | -
Maormally Condition* J
e.g. run out of uplead buffer or local disk crash

"
** g lost connectivity or disk crash
*+% transition occurs only if another volume is bootstrapping

(® Note

HER[EAMEESR Pass Through (BE) EEHRBRAER, BEERTRE Storage Gateway 12 5&
ZMREHF RPN AREE REE,

WEEBBREN AWS BH , EFHEZBBBER, UTE

HERBEFRE

A LIEEERNMETRNVER , R
TR —ERE

=&
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« BENENBEEHFNEHFEEHERHMN Amazon EC2 #ITERE.
- ENMEELAFRENKEBER.

HERBEFNREMERNTRICRRIEHEFHNRERE,

/A Important

ERAEHENRERRE BB,
THEBBRAEEANAT 2.x IRNFERE. SEEEREMRERATERIERASNFIER
1o

HRFNERERENNEFEUKRERE

BEFNHREREZNTNFEHURERE

1. FLEEARAERENEEKERENEREN,
2. FEATIZERREUHBKRENRR K RAREFFRBITX.

a. BIfE https://console.aws.amazon.com/storagegateway/home BRI Storage Gateway £

Ao

b. EEBEERYT 6 BREWUERE 6 ARBELERPEIRBHEURE,
c. &H¥f Actions (Ei1E) , i#1F Create snapshot (I RER).
d HEEUREBHFELART K WARBHELR K RAREFEEIYRR,

B LRERIRBREAERAMENL. NRENNELEEHRE K FEFLETKE , BT
HIET—ELR, sEEFERBRELBIFLIARBERNBES , FENHKRE LHRKRE
f&o

3. BEATIITREFELERENUKRERSSE .
a. EEEERD , ZERFE  AREELEFLNERENUKRERE. FENMKES
Running (IETE#1T).
b. HRENME , BEFLREE., tHFEHREFRERE D, AREZFEFLEE.
FEFELE , RS FIALS  EHBENMKE, FEREK , ARNRDEERHESHE
EFMERES S, FERFR , FENRERERERE,
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10.

c. fEF Hypervisor £Z A B VM,

WENABEARENFAENR , F2E BBV ELERERE,
HEEFEHREEBMNRFHRERE VM H o8, ESHR VM BVREER.

5 F aJ ¥ Storage Gateway E & (https://console.aws.amazon.com/storagegateway/home) BX

BT Hypervisor VM & , BN REFRVEEITR 2 FE,
EEESR S PEARERENHKRERE VM R o BN ERFEFRER.
EERBEUBRLNAEER  BEATISBRELRENHEE,

a. 1f Storage Gateway ¥ A L | BRIZBBRURKE,

b. ERVHHFKEHFESRD  ENEELSRS PEINRBTFNVUKRERE.
c. TEBEPEEMKIDE,

d. HYHBREAR , ERREHUEK LRENEER,

MERVHERENFAES A F2E BLRFHERE.

(EA) ELBEMRE CHAP 5o REFET , FAAMEREHE. MBF[UBNEEME , AR
BEHT

WMEFARERIERFE T E (Challenge-Handshake Authentication Protocol, CHAP) & 2 B& & HI 55
&R |, 552 R % E iSCSI BHiZR CHAP B9 8%,

BERAREFNHEHEENEARZER,
BEFRENHREMEEREFER KU UARMKRERFHHRERME,

/A Important

HEMBREEH , 55
B, AlER TSR

BEEBNRBEARARAZFENHMRE, 0REMERGERM Y
Ko

AEATISRERBRERFNUKERE

/A Warning
RE—-BMER , MEERER,
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(UrEREEREER)

a. EEEEKRD , EERE , AREELEZMRNERTHHRERE.
b. & ¥ Actions (Bi1E) , i#1E Delete gateway (fHEREE),

c. EHRMHERHFBLRD  EEUZEUT RUAREEMER, FRESHARE

ERENHRERE K AREEZEMER.
1. MREBHEE VM, EMER VM BWER , 5528 Hypervisor X4,

A IREVE TR (BB EHT Y FB E R ER

SR AR (B R 2 T AV IR ENRE R B B B RS (VM)

1. FLEARABRBERERENEAER.
2. ERTSZBREREEMNERIMRAE

ID IEEBEMERH

a. BIfE https://console.aws.amazon.com/storagegateway/home BRI Storage Gateway £

Ao

b. EEEERKT , REFE  AREZLEEBNERINEKRERE.

c. WMRWH K FE-TUMEH, MRRE , REHWREESERITMRA L.

3. HREAERMFEEMNERRS|IER LW CachePercentDirtyEEA 0

4. {EEMGERA iISCSI WAREN A F iR HE M ENEMR, MEbrIfrlt A FimSE SR EER EE L

BRE , B RGELHEE LHNER —H,
5. EATIIRREIHBRENRR K RREFFMBTEX,

a. BI{E https://console.aws.amazon.com/storagegateway/home FARX Storage Gateway F 1%

L
Ho

b. FEEBEKF , BREUKE K ARBELER/PEITRBINEERE,
c. Sr¥EME  BIFE EBS HRER,
d. EEIVRBYHEFRS K WARRBER 6 KRB BEZIRE,

B RERIRBREAERAMEL. NRENNELEZHRE K FEFFLETKE , 81T
HIET—ELXR, fEEFERBREBALBIFLIARBERNBED , FENHKRE LARRE

o

NFEABRETRETREURERENFMAER  F2H T HUKRERENER, MERN
%

WREAENES , B 7 AR REERERE

AR R R B E A REE SRR
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6. FAEATIIRELERNEUKERE

a. HEEBERKT , RERE  ARRELEFULNERIEKERE,

b. HREME K BEFLRE. HFESREFTRE D, AREFFLFE, L THEID, RA
FEEHRNISRDE,

EFEFLE S EERERENFAE. EREMAME  ASNBBREREEH
REFHEAERD, FEBRAK , MENRERER.
c. f£HA Hypervisor T EBFE VM, MFERFIR Amazon EC2 #HTHEBHNFHREN A F2H

{Amazon EC2 fE A& EF) FWEILFEE N TEE, MEEE KVM, VMware = Hyper-
V ERMESNEFEER , F2REH Hypervisor X1,

WENABEARENFAENR , F2E BBV ELERERE,
7. REFEERMSRTORBAMAUE  SEBREEKR, RIEEREN LEEREHUHEKR.

® Note
AR TIRHMERMEERE ID , IR EZRHMBRAEEMANFEE D, BUUERESRIEAL
74 3

WMREFEH Amazon EC2 MTEBMAMRIEKEERERN VM |, 5528 (Amazon EC2 {#
AEEE) PR Linux #1T1ERE 25 3 Amazon EBS #ifE[E, Amazon EC2 MEHREHR
KVM, VMware = Hyper-V VM 2 B REBR RV FEME FR | 82 BB M Hypervisor 3L,

8. EI¥TH Storage Gateway Hypervisor VM #1T{E# , EFERHEMAARE. WEBREEILHN

Storage Gateway Hypervisor VM BVEFHIEF , 552 S EWREFRE, SAMFESEAER
B & DB Al

® Note
B EFEF VM RIS S EREHE. S0 VM EERE VM R R IRERE R
M EEEHER,

9. ¥TH Storage Gateway Hypervisor VM #{T{ERREEAEE VM HRNVMERMAERE. FENFERE
PRAERE A B REE MR REIE (DHCP), £/ DHCP , £ FEES B 815K IP it
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10.
11.

12.

13.
14.

MREFEFEREN VM NEFRE IP it F2H RELCHFERR UNEESFHBER, W
REREEXL AR Socket Secure 5 5 Mk (SOCKS5) I EAREI MR , 520 KBRS
#EFIBERE SOCKS5 K32 LESEZFHMET.

REFE VM,

RIEELSR 7 PREREERERE VM 2BV RERIFNRNERERE. RREERE
VM EMENIEFSEMEGEEFHEEE VM.

FIEMERSBLACERTE, F2EEUKEN) , RAEEERHRENEET -3
BBERENEE VM WA ERS | SHEFHEE VM 89 IP kR H Web 55K ( IR )
RBEFEEBRERF.

a. FEMFRAAMEREA  FHEH Migrate Gateway BiEHE | W HRIEREBREHRENEE
D, RAERTEHLENETERE LEANRERNIEFEE, EULLEEEATCM , HER
FHRECM. F2EENEELAEERES,

b. =H¥F , BULEATIERIN URL EEIFH VM , LIRS FEEBBERF.

http://your-VM-IP-address/migrate?gatewayId=your-gateway-ID

ERLAAHEE VM EREARERE VM FrAMEER IP #it, &8 URL FRREZNT
S gEfl

http://198.51.100.123/migrate?gatewayld=sgw-12345678

REBERFEMER curl MW TIIEAL URL REEBIBERERF

EREERREFRITEE  ZEFIREAIEBHAS.
DHERENREE  GESR 7 FRETHBKRE D,
BERE,

AR T 55 BRI B R BN AR R R 8

a. BIfE https://console.aws.amazon.com/storagegateway/home BRI Storage Gateway £

L
Ho

b. EEEEKT , RERE A AREEERDHNFEE, BENMRES Shutdown (EIH).
c. EEFMEN  AREERBRE.
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NEBBFEENFHRES , F2HE RBNELHKERE,

15. BPHBEEREETEBRFNEAE VM BT EHERAEXER, EBXIAESESERESER
BREERFTFHERRNAEAEMRFNFMAEN. NEESEMAE N EHHERBE 2 1P it NFEFERE
A, BESFEREEIEASNEIER, F2REERHEEAEERES,

16. ERLCHNHWBRETH , YMERERE VM, MEMER VM BWEFR |, 5526 Hypervisor X4,
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EZJ% Storage Gateway

ZEFER B I Amazon CloudWatch E5#% Storage Gateway , 2EEREBEMBHRANER. &0
DIESIRREN FEEFENREMEE, S AR Storage Gateway XA REFENISEMNE R,
flan | WA AR AR ERMEARENTHEE, BERNEAREFRTCHER , UR#% Amazon
Web Services BN E R FIENFE, FRER , SUUEHBAENEEMRE  WBREER , £—
RZEEEEETEZREUNFEANE,

Storage Gateway 2t CloudWatch 518 , BEXFEINER. FLEMBERIRBM Storage Gateway
EE, EBFEACBLEE , ZUUFRELEN , XEMTHEBENUEENB TR, Storage
Gateway 324 CloudWatch R (S#TEERRN) , BABE/NIE, WFE CloudWatch EEM
SMEF , 552/ Amazon CloudWatch E{E. fMZEHE CloudWatch HIFEHAE A , 35269 Amazon
CloudWatch fEA & ER.

NEERUREREREMBERNEEEN , F2RELRURERE,

e

- THREEER

- ERHERERE

- BERRIFEE

« T % CloudWatch 7R

- BIFMEHN CloudWatch R

- REWEIEEYT BT CloudWatch BR
- ERSNEKRERIE

TERERER

EAEENRT  SEEERERAHNERARENER ; 2R , CHAEREN

HEEE, RARESE —SZEHKEE , IABEEREEAREE LNAMEYUKE. 5

M, CloudBytesUploaded EERMEABEHBEELEERVUTHEBE. HLEFRTSHE LA
RHUHRERNEE,

FRAREEEERE K FECLCERRHEEZFENE —ZBITH, EERTIESE  BEE
GatewayId # GatewayName H, EFEEFAFENIEER K FEEENEEZHAPIEEREHE
NE,RESBEREURESRER. WEFMEN , F28EA Amazon CloudWatch 1%,
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(UrEREEREER)

® Note

REERRAERINEGHEEENERE  T2ELERME,

1eiE

AvailabilityNotifi
cations

CacheHitPercent

CachePercentDirty

CacheUsed

Description

R E £ /Y o] A MEEEFIRRE
BHHE,

FEALIEEER Sum KEFHE
£, BT EREEREREST
AT AMMEESt. NESH
WEEER  FEFLREN
CloudWatch H&&E##H.

B BF

RERIRFHERAEXRINE
o, |EHEE RS
o

Bfy: B0k

EESZS- L BERN: S =)
L AWS, $& HI A RS
o

£ A LSRR EL Sum #RRTE
#o

HEABRAT , LiERERE
Ko
Bfy:B870k

BB REN e 7 R R B E A RV
TR, REHBRERKESE
Hy*io

THERERESR
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(UrEREEREER)

BE

IoWaitPercent

MemTotalBytes

MemUsedBytes

QueuedWrites

ReadBytes

Description

B : A

B8 18 S iR 2 #4 T ik 1) FE Y BF
Ao,

B85kt

HEZREE VM B RAM &
B, UM AREN.
EB{y : {ustiA

FiE VM BRI EA A RAM
BE K MunBEREN,

Efv : fustid

—iRmE , LEAREFSEA
A REFVTEBE AWS
BHhEgRkRARERNNERE
#iE 5|8, HERENES
BF , SXREERRE R
S8E,

E{v : fustid

& HE & RE P R PR A R
RE , RENKIHREEAE
N BEEAY L TTARAR

A LIS ZFE B Sum KEHE R
AR 2L E , B Samples
fRETER AT RIE I0OPS,

By : uxi

THERERESR
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(UrEREEREER)

BE

ReadTime

TimeSincelLastRecov
eryPoint

TotalCacheSize

UploadBufferPercen

tUsed

UploadBufferUsed

UserCpuPercent

Description

HEHBHYREPHNAREH
KRE , RENAHBBRARE
RNPATHEEUREFEENRE
W

AL IEERE Average #f
FTERREEEE,

By 2%

B E— @ AEERA R,
WEFHBES , FSREHIR

WEEELERE K MEREE

Bfy:®

RELA/MEET (L Thl). |
S B AE R I,

B : {uti

FHELBEREENERESD
ko & HIEAE REEEUR.

Bfy: 8otk

FiELEBEEERESERNN
TR, BEBERKES
H %o

By : Ui

FEREFREEN CPU KE
B, RRAER LN FE
=18

THERERESR
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BE

WorkingStorageFree

WorkingStoragePerc
entUsed

WorkingStorageUsed

WriteBytes

WriteTime

Description

FiE TFREFR R RERNR
ZHE. HEHBEREEE
o

By : fuxi

FELBEREENERESD
L. & BB R IR,

B : Aot

Mg LEREEREEANN
TR, HREHBERES
H 4o

By

HEHESHREE DAY
RE , BAZELANNEEA
B TEER.

A LIS 2 A B Sum FKEHE R
AR 28X E |, BE Samples
RETERATRIE I0OPS,

By : {uxil

R HI B Y FE PR T AR
RE , RENKIEBEEARE
AFATRAREREENRE
B8

A LSRR Average #
STERTRS IR,

By E®

THERERESR
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Storage Gateway 1S{ZR#E

Storage Gateway BR#&#Y CloudWatch #r & ZE B A& AWS/StorageGateway, &R 5 P ERE B EIR
tEs,

HE Description
GatewayId , GatewayNa ELHERRREANFMESEEERFRNER, BUURE
me GatewayId =% GatewayName HM{EXREBEIZEFENRE, 0

FREERELEABRAEENKEEERNERTEANER ,
AIF5# A GatewayId »
FENEhEHEESERUZRENFIEUHEEARE, NEEF
BEAREEENFAENR , F2RAELFIER AWS BHY K

ab
BE,

VolumeId HHETEREOUKEREERFERNER . FHRTFRER
BRER Volumeld B , B ZEFNRFREUTRE. WEEH
WREEENFAER  F2EAUELEAEAERE BN

Lk
BEo

ERrEEgE

BRBEATRIMAERFE LERTENMERER , URNTRLER A RLERFTEEBEER
ERBREEN,. ERALGE , e EARTERFCISETRAETHEERE K MEFERARE
AEFLLFEDE AWS,

HEEHEN RS RERDERENMSEESNEE. NEHEET | BSMNUEERENEES
e

@ Note
£ Storage Gateway A 1T REREAR [E I EE
Bl , WorkingStoragePercentUsed, WorkingStorageUsed #l WorkingStorageFree
ERERARTHHEREN LERTE, RE , SEAUYENLERTERER
UploadBufferPercentUsed. UploadBufferUsed #l UploadBufferFree, EL5E
ERAEMERELRE,
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REBYIER BERRN
tERFEEAE B A UploadBufferPercentUsed ., UploadBufferUsed

M UploadBufferFree #5#ZEE Average #EtER, Hlan |, HEFEH
UploadBufferUsed EE Average #itER , U —BBRENREEA

=
= =)

AECHEAN LEEEEE L

1. 3B https://console.aws.amazon.com/cloudwatch/ BiBX CloudWatch £ &,

2. i#IZE StorageGateway: Gateway Metrics (StorageGateway : BIEEIE) #HE K RESREFLEME
AW REE.

i#1Z UploadBufferPercentUsed 1E1&,

&% Time Range (RFEEE) , #E—EE.

#1Z Average fETER

§t¥f Period (HifE) , 1E1E 5 D ENEUFETARBE [,

o o &~ w

HERcRREBHEFNERNESES LERFGECAT D .

FERATHRER , AR EA CloudWatch TR ABYER, MEEBRERNRENEMHEN |
{Amazon CloudWatch £ A& Er) FEVE I Amazon CloudWatch 7R,

3
¢
an

BREFRELERFENREETRLRE
1. 1EiB https://console.aws.amazon.com/cloudwatch/ BAEX CloudWatch 32 A&,
2. 1#EiF Create Alarm (BB R) LARE [Create Alarm] (B BTR) K&,

3. BEBTHER:

a. & "EVET, BEMEREEZEERL , BE AWS/
StorageGateway:Gatewayld , GatewayName #E , RERIEEFEFNEE,

##F UploadBufferPercentUsed 154, £/ Average Mt ERM 5 pERNHIA.
c. EEEE.
4., TERETER. HARNERE

o

B HEEEE API fR7s 2013-06-30 104


https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://console.aws.amazon.com/cloudwatch/

AWS Storage Gateway (R EFEEAERER)

a. 1f [Create Alarm] (B3I Z/R) FBEM Define Alarm (EEXEZ/R) EE L , EIBTE Name (B8)
F1 Description (&) 5 H 2B R A B R HR R FH B E T

b. EHXEREE,
c. EEHEE,
5. REEBRNE FEHSE

a. EEVETREENREREEEY , stHETHREEZER,
b. &% Topic (:78) , i##2 Choose or create email topic (IRIZHE I F &),

BUETHMHIE , RTREHRTE Amazon SNS R, INEFHMAEF , 528 (Amazon
CloudWatch fE A& Er) FEVERE Amazon SNS B A,

c. &% Topic (X&) , mAFZENHRERZE,
d. &2 Add Action (ETiBENE)
e. BRIEHEE.

6. MEBRERE 6 RZETER

a. 1E [Create Alarm] (B ZR) BFEMN Review () EE L , REBRESR., BEMEHEIW
MEBEENE (HIINEEE FEFEA).

b. EMREREEZ®R A FEE Save Alarm (REFEETR).
7. S EREEWETE -

a. BB Amazon SNS BEXEBERN TERPTIEE ZE FE 4 it 1Y E F 54,
b. E—TEFEHFRMNER 6 LIFHESRFTE.

] ERERERERI R

ERREEEE

BRI BENA TR A SR FERNEFAAEBRES , URNARYETR , REERINSHEREE
MERKIEN. ERALER , BMEM[R SR EHREERE.

FREEERIEEERBNRNHFE. NFFMAES  F2EURERERNEEL K.
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(UrEREEREER)

R HY1E B
RREA &

FH PREVIR (R AR B Y |
KRBT

MEBIRINE 7

- tBRER , EE88
HAREEE NAR
AWS

AEFH

B FEH CachePercentUsed # TotalCacheSize I1E#ZEER
Average fREt&EH. Bl , FEFEM CachePercentUsed EE Average
MEtER , Lo —BREENREAE,

REELKREF B ERMER , TotalCacheSize EEITEEE,
F&BL CacheHitPercent #MEFTERHMEA Average &,

—mE , BREEM CacheHitPercent REBAS.

B FEA CachePercentDirty 1E#EEE Average #HETEHR

—fRME , BEE CachePercentDirty REBAIK,

RERERHEMAUKRENRNESET S L

1. ¥&Ei# https://console.aws.amazon.com/cloudwatch/ B CloudWatch £ &,

2. j#IE StorageGateway: Gateway Metrics (StorageGateway : FEIEE) #E K ARBRSREFEHF

RBEE,

2

i#1F CachePercentDirty &,

&H¥t Time Range (BFE&EE) |, BE—EE.

i#1Z Average #ETE

&%t Period (Hif) , BE 5 P ENEURFEHERBERE,

HERcKREEEFNENRESESBEBE 5 PEBNRNESET .

AEHMBRENRNCEETS L

1. BB https://console.aws.amazon.com/cloudwatch/ BAEX CloudWatch 32 A&,

2. j#1E StorageGateway: Volume Metrics (StorageGateway : W EIEE) #E K AREREREFEF

PR

. iB#E CachePercentDirty E#&,
4. $H¥ Time Range (BRRE&E) | i#iZE—@E{E,

ERREET
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5. #JE Average #REFER,
6. &H¥f Period (HIR) , B 5 2 ENEURFEERBRETRAE.

HERcKREEEFNENRESESEE S 7ENRNESET .

T f# CloudWatch 7~

CloudWatch B RERFESENEEXERRFENHBENR. LU AFEHE CloudWatch R |
1 Storage Gateway AP RBEHME, MEAREBRUGERECIEERNEREN |
2R THRRAEEEN T MUREEE. HRSEETR , ZULUSESMEBH ALARM AREER R

f£. Storage Gateway FEAFMNETRREBEREERERNERSENILE  RLFERMTEHE
BEAREE, B ERREARBSENRESEEHFAAEIE, WFEHR CloudWatch B RIVEFHE
A, 528 (Amazon CloudWatch £ &’ FHIEEH Amazon CloudWatch &R,

y

® Note
MRIEZBHAR CloudWatch BIFFA , EGHERIRBELE T,

ERASEERANREER K BREEY TS CloudWatch BR :

« & 10 &{& : ToWaitpercent >=20, 15 9iER 3 EERI B
- REVEBER S : CachePercentDirty >80, 20 DEER 4 EER %

. BEARRBEHA : HealthNotifications>=1,5 98K 1 AERE, REUERE
FEREEEE A& notBreaching.

1"[‘-
a2
[
i
i

(® Note
HBEEMBEE CloudWatch R E LI REMTEH , BF R EREMNEANE R,

HABEE HA XA VMware T A LHFEE , RPERBEFER T HEENE CloudWatch B
g

- AAMEA : AvailabilityNotifications >=1,5 2R 1 EERSE. [EHERE , B
B X E R EIEERE A notBreaching.
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TRRAE RHORE,

Al iR

OK (F&7E) EESREXNETEZNRER,

BT EESREXNETEZHREN

ERTRE BTHIME  |EERES  IERTE , 8B4%
FIEBHEERAARE,

i AEFERLEMETR. BEEVUHET , B8
R AL FEE Y BT CloudWatch B7R,

Unavailable B RIRETE, 22 Unavailable (FEFE )

, AT 4243 Monitoring (B51%) EHB P HISERRE A,

EBIBERN CloudWatch /R~

£ /8 Storage Gateway i?ﬁ?’ﬁ‘ﬁﬁ%ﬁﬁﬁLﬁ B ER RS ERFTEDRIFIEEREN
CloudWatch B7R, MEHEFMEF A6 BF2ERCUEERE, IRECEARERENERNENERN
CloudWatch 7R , EEATIERF.

HEZARARMEMEHEREZEM CloudWatch BR

® Note

IheE T E CloudWatch BURFT A , EEFF AT SHEFA LR ER Storage Gateway 5t 77 EUH
RKPEBRE, EERABEILREMN CloudWatch B RZHI , BREELN T2 MREAIRET I
A

« cloudwatch:PutMetricAlarm : B ¥R

« cloudwatch:DisableAlarmActions : BARAB REIE
* cloudwatch:EnableAlarmActions : BIRUE REIE
 cloudwatch:DeleteAlarms : MBRE R

1. BIfE https://console.aws.amazon.com/storagegateway/home BARX Storage Gateway £ &,
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2. EEEERYT , BEERE , AREBEELEEY CloudWatch BREVFIE,

3. EREFMEANEEL , BEERER,

4, HERT , BEEENETR. EBNETSEHDEL,

BERERSIIHIBFERERNFA CloudWatch R, B NENEEFNMER—NSERE, R
XBEARERE , UREIHFE,

AR EERE I BET CloudWatch Z/R

CloudWatch £/ Amazon Simple Notification Service (Amazon SNS) fE & RiREE F R EXE R
B, BETEEEEERBANE—EE , IRBEESEARBRNEEREMEENEZERT RS
s . BEREEZE Amazon SNS BB, EAILAEE I CloudWatch B/REE I Amazon
SNS £/, MEBEFHMENA , 526 (Amazon Simple Notification Service BiZ A BI5R) FHHTER
Amazon SNS ?

A Storage Gateway £ A CloudWatch 7R

BI{E https://console.aws.amazon.com/storagegateway/home BRI Storage Gateway =2 &,
ESEERD , BEEFE A AREELEEENEE.

EFEFMEARR L  BREERER.

HERTH , BEEFEVYEBRIURK CloudWatch 15,

£/ CloudWatch A EVFENEREE, SUEVUATEENETR

o K~ w0 Dd =

- BREREEZR  BEMERECRERENER. EEERAREEIEENILHEE , B
=i A ALARM #REE,

FEEZVHREREEZT , 528 (Amazon CloudWatch A& ER) PMEIUFEREAR
B/ CloudWatch 7R,

- EEERAER EFENSRDBENEESER  YEVARENEDR, BuREEEEAR
5{E , CloudWatch IR ERRER  LUREREN "EF, €8, BaNERESE
SBEWN TEE, EHEE, S EEERERRUEEEZERBENESE, BNREE ,
%Fﬁ%g_o

EERVEEEIER, 528 (Amazon CloudWatch EAEEE) FHEIUEEZEIAE
B H CloudWatchZ /R,

- EEHEEERER  UHBEEAFFEAN 2 EEEEERNE R, FEREEXRERN, A
EMFEEAE,
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EERVEZHERENE TR, 528 (Amazon CloudWatch A &EER) FHEILIIEZE
BREAASE#EH CloudWatch B,

BER —BER, TEBEFHMETNETRERREERMRE, BEEBTRITHBERLD
ET\“?EEO

EERVESETR , 28 (Amazon CloudWatch fFAEIEE) PHNEIESER,

%

6. 7£ CloudWatch £ AF BV B /R% , EE Storage Gateway £ &, BT I EAH—{EF
BERBEAER

- EEEHKRD RERE K ARBELEZRANEE, EFEEFEEL  ABREE
CloudWatch 7R,

- EREERT  RERE  EEERGETNRE K AREFELRERR.

BERERSIIHIFERERNFA CloudWatch BR., BANENEEENMR—NSERE, B
A EARA RISEEF |, DAK R T RISE.

- EEEERT  RERE  AREELERGABETCRENERIRE.

MENMRERMBRE RNMEEBENR , FSEHEENMER CloudWatch R,

® Note
B 184 Storage Gateway 12 & M Bk B &8 Z FE BB FTAE CloudWatch B RthE
EELEH

ERESNHEKRERE

AERNEBERBOAERNEEERFFUEEREPERRRERE |, S1F 515 5 RS A BB A i
BREMELR LEEEE, SULER AWS EEEXEES RBKRFENIEE, Sl , BUUREARE
BMEARENVTHEEE., BERNEAREPMTCHRRE , AKR#E Amazon Web Services EimfEENE
RIFFEN B, EREE , BUIEHRRENEERRE  YEREETR , TS EEEEEERREN
AN S P ST

Storage Gateway £ CloudWatch 518 , BEXFEINEA. SicsEmBEHIRER Storage Gateway
B, EBFEAELEE , KU FRESLER  XEMNTHERENHKENHTRIT. NEEB
CloudWatch B9EE#E A , 2B Amazon CloudWatch & 15w,
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ES]

« {£/4 Amazon CloudWatch Logs EN{S itk & FIEEEMREHF - THMAER Amazon CloudWatch
Logs BX{SRAER [ R E M AR EREEREBHEBER

« A Amazon CloudWatch 1§42 - 7 a{aE A AWS EE X2 A = CloudWatch API BU{S R IE /Y B
BEH,

- ELERAESANBAECEHNME - THRNMTIEEREEE, ERIEENSWIRE , U THERRE
XA E Z B M EE.

- AIERIERE 2 EHREE AWS - TRIOAAEERIIAE, EXIEENSYERE , LT HEEN
AWS Eif 2 B KEE,

- THEREREERS - THROMHERMAEREMRBEUREARENNER.

£ Amazon CloudWatch Logs EX{5 iRk [E & EEAAE A 5

& E] LAE A Amazon CloudWatch Logs BN/ B BARRR E B EEERENEBE RN ER. ETLUEH
ELEHFREZRMEBINGESR, A, B LER Amazon CloudWatch FTEIERZRIEH , BEEIRE
BHFETN. WEESEA , 528 (Amazon CloudWatch A EERE) PHNEAFTEEBEERR
'*.

i, BERENFERIEREHA VMware ST A (HA) WESES , MBLFBZANEREREME
iRo WA LA CloudWatch HESHERERERRE , YERERLHRFREEH, ETUERA
FﬁLﬁ:ﬁEEﬂlFﬁIEﬂlib&%ﬂlﬁFﬁiEZé RERE. MEREIMNMAIERARERRE CloudWatch B
wEHEMNEA |, F2E REUMKRERE. MF CloudWatch BEEHEN —#REA , F2E (Amazon
CloudWatch ﬁﬁﬁ%?aﬁ>> R EA B SRR B S B R.

MEABNREENE EELERERVFMENR  F2RYUUEKERBEETSREHR,

THRFRPBUMAIERAREZRRE CloudWatch B,
#% CloudWatch HEEHERRE R ERENRE

1. BAAWS EEX#ESA | I https : //https://console.aws.amazon.com/storagegateway/home B3
B Storage Gateway 2 A&,

2. EEAISEERT  BERE  RRBRELH/ERE CloudWatch B FSEFHER FIE,

3. #HHEF , EEFEFEEN A JNEFHEARRLNVEFRREBBFNARBAT , BEREAFEH
HALABI R #mEE CustomerGatewayName ¥I5E 718,

4. SHEREEFERERFEHE , BETIHIHP -] .
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- MREFEMERA CloudWatch B FEHHERME  FEARK.
- BUFKHBFHEEEIFHM CloudWatch BHEFERH#H,

- FARENBEFFEREASHEEN CloudWatch AR E., RENBFFEEETRERR
Bl

5. ERREFEE,
6. FESHFREMNEERERR , FRTITRHUIT

1. BEEAISEERKF , BEFE , RARBEER/ESRTE CloudWatch B A ERYFIE.

2. BEFEFHMENAESR A RARTEEAMN B TIEE CloudWatch Logs. £ Amazon CloudWatch
FEEYT , MR AGFEFAERAER.

£ Amazon CloudWatch &

O LAER AWS BEE XA = CloudWatch AP EXS BRI EEZRER, A 2IRIE CloudWatch
AP| N R ERBER—RIE T, BHEALUEBE A —E AWS EERZEH (SDK) 5 Amazon
CloudWatch API TEf#E A CloudWatch APl, #RIZFER , BRI ERFFEABERREIRATNER L E
API| FEEREI B .

EROEEEREENTZAMN , EBLABEETIER

- EFANESHE., #ER —{HARERHBIEENEBEHE, Storage Gateway NHE R
GatewayId., GatewayName # VolumeId, 7E CloudWatch &/ , BRI LAEHA Gateway
Metrics M Volume Metrics ##f A BRRENHEEBNURESBWHE, NEHENFHEE
A , 208 (Amazon CloudWatch fEREIEmE) FHHE.

- IEEEM , i1 ReadBytes,

TREERPME LI Storage Gateway IEZERHFER,

CloudWatch @88 #E iR

Z2

AWS/Stora GatewayId , ELHESHEELARESREENEEZEER. B ER

geGateway GatewayName EFIEE GatewayId # GatewayName #HE , K7
EFANFIE,
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CloudWatch @88 #E iR

Z=E ]

MiENEEENEEERRARETNEHEEAR
.

BRE 5 PEREEBRHEER.

Volumeld HHEESHEUEEEBNIEEER, £AH Volumeld
HEBANEFANUERE,

BR s PEREEDRHEER.

FENEKREEENFEREUAREMRKIEENER, B ELUTHHE CloudWatch XA K EI—
LRE RIEETKNEH

. RIRTANEE

- EEENHKITER

« 3 CloudWatch 7R

A2 ERAREANRE 2 B MEE

BERrE, EREENSYRFRE=ENE  TREELTHEALRECEARRERAATR
o BRERERNRRETERE ST LER Storage Gateway BRI BIEL(E,

FfrstER, BEE—BRIEEHBANIEESEE, B CloudWatch HIRIEEMNER | SSetyER
HEE (Z®) £ Average T ER | $tHERBEE(BWUTEAR)EA Sum REFTER , XEHHE
WE/EIXRE (IOPS) £/ Samples MRt &R, MEFEFMENR , 552 B Amazon CloudWatch £HEE
BRIt ER,

TREZETUARAELEARATRER@IAE, EEN IOPS WiIEEREHENRTER,

R B IE HEAR
XS E A ReadBytes # WriteBytes #54EEE Sum CloudWatch #EHE

Flo Bl | £ 5 D EEHHIHRE AR Sum IE1EZ ReadBytes B , BREL 300
¥, EUSEUSVUTEARERSNRTIEIEE,
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REBYIER RERX

HESE BB A ReadTime Ml WriteTime $5#2EE Average CloudWatch #&5t
BH, i, Average 512K ReadTime E AR T R 1L £ 61 HA R A =@
BRIEWIEE,

IOPS B A ReadBytes Ml WriteBytes #54ZEE Samples CloudWatch %t

FHER, flun , 4% 5 DELHIHR A Samples E1EM ReadBytes {ERR
A 300 ¥, EATEL{S IOPS,

B YEREEM YA NER  FHERKBELBBTRNRE (KBFPEANBENIBAME)
RBIRETE,

AEREAEXIMRENENHIAE

1.
2.

©® N o 0o &> »

EiB https://console.aws.amazon.com/cloudwatch/ BAEX CloudWatch 32 4&,

EIF Metrics (i8£F) , ARZFEIZF All metrics (FTEIER) BH , AREIZF Storage Gateway (#1788
&),

#1ZE Volume metrics (IR [EIER) #E A ARSREFEFANYEKRE,
i#1¥ ReadBytes M WriteBytes E#&,

&% Time Range (FFE#EE) , #E—EE.

B Sum Rt ESRL

&% Period (BifE) , EE 5 P EHIESHE.

EREREREEEFNENRESS (B —fE=R ReadBytes , 5—fERAIA WriteBytes) , &8
BERMRUSEE (BELAY) , EARSEMNNEIAE, BEXE8RMAREEN MR,

filgn , MRBEEIEERE 300 WHIBEAR 2, 384, 199, 680 BT , AIZE R BEAYIE LU A B E
RBTH 7.9 MB,

REREAEXIMKRENSVER B A/ HIRER

1.
2.

iEiB https://console.aws.amazon.com/cloudwatch/ FAEX CloudWatch £# &,

B#IE Metrics (J81F) , REIEIZF All metrics (FTE1EE) BH] , AKEF Storage Gateway (#1788
BiE).

#1ZF Volume metrics (IR [ERIERE) #E A ARARSKEFEFANMEKE,
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4. JE1E ReadBytes Fl WriteBytes E1Z,

5. &% Time Range (BFREE) , &1 —EE.

6. IZJE Samples HETER,
7
8

#t¥f Period (i) , BE 5 7 ERNESHE.

ERREBREHEFNERRESSD (HP — @R ReadBytes , 5 —fHAIA WriteBytes) , #&
BERIBERAE (BEuAY) , EAEHES IOPS,

flgn , MREARENHEE 300 WHHMERA 24 , 373, AIZEREN IOPS A8V 81 AFEAR
=

AEFEE 2 BMEE AWS

BERrE, ERNEENSVRFBE=ERE A TRETHMEA Storage Gateway Z BAEAfTF
BHETRL. EEERERNERRFTENN , EMAKIREHMN Storage Gateway IEFRRIBIE=
BE, TREZRAETUARIIEEHMEN AWSHIEE, EENSYE/ BN (I0OPS) WEEK
HHEWRTER,

REBKIER HEAN
xR B EH ReadBytes M WriteBytes $54ZEE Sum CloudWatch #i5H#E

Rl Bl | £ 5 D EEHIHRE AR Sum IEHEZ ReadBytes B, BREL 300
¥, EUSEUSHUTEAREAXNRTHEIEE,

HEE FEBLEH ReadTime M WriteTime 354282 Average CloudWatch #f5t
BH, a0, Average 512K ReadTime E AR T R 1L S 4 AR A =1
BRIENLIE,

IOPS B A ReadBytes Ml WriteBytes #54ZEE Samples CloudWatch %t

FTER, Hlm , 1 5 HELGIHIEA Samples E1EM ReadBytes EBR
LA 300 ¥ , fEAHLIS IOPS,

¥ MEEE AWS B # A CloudBytesDownloaded #1 CloudBytesUploaded 384
B2 Sum CloudWatch #EH&E ¥, #lan , £ 5 2 EMNEEHRA , CloudByte
sDownloaded 354ESumMI{ERREL 300 # , WBELUESW NV THBEMNR
AWS ZIRERN#IEE.
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REBYIER BERRN
BRI IR AWS B CloudDownloadLatency #RETERMEA Average EE, fl
i , Average ¥#EM CloudDownloadLatency #RETERTTFET BT
£ 5 HA A A= E R ERVIEE,
BIERFEER B EEERBEILE AWS

1. ¥&EiB https://console.aws.amazon.com/cloudwatch/ BIEX CloudWatch £ &,

2. EIE Metrics (i818) , ARIEIZE All metrics (FTEIBIE) 28 , AREIZ Storage Gateway (78
FE).

3. #IE Gateway metrics (FEBIER) #E K ARSREFTLEFEANHEE.

4. 1E#E CloudBytesUploaded 5,

5. &% Time Range (R E) , &2 —EE,

6. IEIE Sum HETER.

7. &% Period (HiR) , BE 5 7 ERESHE.

8. EHERBEBHFNERMEST  BEEERMKRUPE (BELAY), EBSEEGHENE

EE,

BHEEEZENS TERETERENHERBENR K SEEEN LENMTE. S ERRI Period (A
B)E (b 28E), FUNSKEFAMNEEE, flin , MEFED WEIXZET 300 WHIBER AWS &
555 , 544 , 576 futil , ISR KNEIZE S 1.85 MB,

CloudBytesUploaded (Bytes) =dt Statistic: Sum = Penod: 5Minutes -
500,000,000 Value: 555,544,576 (Bytes)
Time: Tue Aug 09 2011 21:33:00 UTC
& Metric: B CloudBytesUploaded
0 Namespace: AWS/StorageGateway (3 1
GatewayMName: EC2-08-JaetStress-4
Gatewayld: sgw-7FA44116
Y -Axis: Left [switch]

\, Create Alarm
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A2 RESEIREREE

1. J3EiB https://console.aws.amazon.com/cloudwatch/ BEX CloudWatch £ &,

2. 1EE Metrics (B18) , RRZEEE All metrics (FTBEE) 2% , REIEIF Storage Gateway (#1775
LBENR

#1F Gateway metrics (FEIERE) #E A ARSKEFECANURKRE.,
##E ReadTime M WriteTime K,

&% Time Range (RFEEE) , #E—EE.

#IZ Average it ER

&% Period (HifE) , 1B 5 2 ENEURFSERBRERFE.

ERRKBEEEFNEESH (HHP—ER ReadTime , Z—ERIA WriteTime) , AEERE
FHIMWER AN , EFUNESRLEE (BEUAED).

© N o g bk~

RERREET NWERLE AWS

1. ¥&EiB https://console.aws.amazon.com/cloudwatch/ BIEX CloudWatch £ &,

2. BE Metrics (818) , RERFERE All metrics (FTEERE) F% , REIEIF Storage Gateway (#7F7H#
LBENE

iEIE Gateway metrics (FIEIERE) #E K ARSHREFEFANUEE,
i##Z CloudDownloadlLatency E#&,

¥ Time Range (A EE) |, #E—EE.,

i#1Z Average #ETE

&+¥t Period (Hif) , #1E 5 2 ENEURFESHERBERE,

N o o bk~ ow

HERZKREBHFNENNESETSEE (BELAEY).
#EEERIEENRELRERRES AWS

1. #EB https://console.aws.amazon.com/cloudwatch/ BBX CloudWatch £ &,
2. B Alarms (B7R).

3. 1#IE Create Alarm (BB R) LAKE) [Create Alarm] (BRI B R) BE,

4. JEIF Storage Gateway (RFHREE) #E K ARSHEHFEFANBEE,

5. i##E CloudBytesUploaded &,
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6. FEERET, BE&RE CloudBytesUploaded AR ERIEEEARBIEERBCENE
TAREE, a0, BWAILAEZE CloudBytesUploaded EZEAR 10 MB RiZ 60 7 EEHE TR
AE,

7. REBHHETRERIMNEE, HlI , SUUREEEE —HEFBHBENGRE

8. EEEVETR.,

Eft ERERHNRELRER AWS

X3

1. 3&E1B https://console.aws.amazon.com/cloudwatch/ BB CloudWatch &,
2. iRIE Create Alarm (3% R) LUEKE [Create Alarm] (R E7R) KE.

3. i®#E StorageGateway: Gateway Metrics (StorageGateway : FEISIE) #E A RESREHLER
A EE,

4. ji2#Z CloudDownloadLatency #&,

5. E&E CloudDownloadLatency EEAREREEEEFEBEEERHEZRNETRE , REE
B R, i, BALLESEE CloudDownloadLatency FEZ KR 60,000 EMW EARIE 2 NEFHIE
ET 28 RAREE,

6. HREEHBEBERMERINEE, flIn, BUREEEX—HETHBHENRE,

7. EEEVET,

T HRHRERR

FBAILELTARPHRIKEREHIRE 2 Storage Gateway IEENHBAEF. SEFENHEEH
AR EBEBAER.

BLHGREEENEERESEREEBNEERBHER, ELEERKRMEREENEE  EHEE
AUREMERE. BRI , FEECECARNEEEERUKREREE. ERBMS , ERAMK
EIEER  FEECERGEECATHUKRENRIRE D, MEFMEEN , F2BEA Amazon
CloudWatch &,

(@ Note
REESRRARERIEINERHBELEHENE T 2EEERM.

TREAGTLUARNESREFRUEEEZFN Storage Gateway 1ER.
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(UrEREEREER)

BE

Availabil
ityNotifi
cation

CacheHitPercent

CachePerxc
entDirty

CachePerxc
entUsed

iR R B Bk [

R EEEEN A =
MBEABE

By FT¥

R B B IRER SRS
IR ENEARER
BEURFE DL, W
o HA B A SR AR U

o

fim

ERBRAHREN
FE 2 REURF
i, LiEEEER
100%.

By : 5otk

RREFR AWSHEE £
REVEEEE B 20 LA i
BRENLE, &EHY
GECEEE- 50

ERARERN
CachePerc
entDirty EEAH
BARRIFE AWSH)
ERINERB DL,
MEFMEA |, FS
BT REEE.

B :Bok

FERIFFRERE
ERA D EFHRE
MEE, ®REHEE
REFEHU.

fim

T YRR [E
=
B
=
o

TR EER
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(UrEREEREER)

BE

CloudByte
sDownloaded

CloudByte
sUploaded

HealthNot
ification

IowWaitPercent

MemTotalBytes

MemoryUsage

iR

£/ CachePerc
entUsed $E#&ET
TR FE R 7 e
WERBERABE S,
MEFMER , FSB
BT HREEEE,

By :Bokk

ERE iR T SR
BN THARE.

By : fumi

B Eiw LB
ERfTHARE.

By : fuwmi

iR E S EENEE
REEBHEE .

By ¥
HRRE B B EEER

#Y loWaitPercent B %

8
By : Bkt

HATR[E B Bl £ A AR
iLREED .

By : Bk

H4RR[E B Bl £ A AVEC
RBEEDL,

R B K [

fim

fim

fim

R R E
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BE

ReadBytes

ReadTime

UserCpuPercent

iR R B K [

R A B R R A ERER =
ERAENFEA
ARG

A LIS R Sum
RETE R R = 8x
E |, ¥f Samples #&
FFEREIE IOPS,

B : fusid

i 45 HA RS 18 B R RSB =
ERARNEEIUR
ELFTEBNBEEY

o

£ A LIS R T

Average fRETER T

B B HEE,

B ER

HWREB M EEER =
WEBE CPU ERE
LB 7L,

R R E
=
=
=
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(UrEREEREER)

BE

WriteBytes

WriteTime

QueuedWrites

iR R B K [

HEHBEAZLER =
=P ERE I ARV L
ARG

5 A LIS R Sum
RETE R R = Bx
E , ¥f Samples #t
FFEREIE IOPS,

By : il

& B R /Y A AR
ERABAERAR
ELEFREENRER
Ho

fim

£ A LIS R T
Average fRETER T
B B HEE,

B ER

EEHBEANNTHEE
AWS | TE3REHAR A
REFEUR

fim

By : fuxi

R R E
=
=
2
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MRS FEE

HELHEREFELFARRNFEFEN LERFZHNARERAPNERE, EEERNREERR
B2, EEAERE  URELERBFAIMRAENHERERSFER. ELEBHRMERERREM

5]

FEER, BEMAERIRE 6 F2HRELRIE.

£

- B Storage Gateway W ARHERLER - TR GEERDNER, HERNMEE  UREBELRE

AR L RR [ R E DU 1T R A R 17 A9 A B R R

- EEHMRERENER - THRIMARSERES 8 LE@IXE AWS | URHIRHEEANBERER

o

%
- EEFEEN - THRUNMBRRSKEMMEREERN , WENURERENEERRIERE.,

- BEFARE VM- THRMREFEEEANEMN B FEERMESRUETHERZEEMN , Sl EwHE

X EHM Z Hypervisor B,

- MG EEY BREEENER - 7 ER AWS Storage Gateway EiRAMIBREE |, X EKR

MHBBNER  EeREECAMEEER,

B2 Storage Gateway By AR R

L]
)

F

EEEEES (VM) FRBRSHNEN AR RETEEFERFHEF. £ Amazon EC2 #1T{EE L&
FE €A Amazon EBS Rk [E i A A RITE

=

- REFHEULHEENBE
- REBENN LEEENREGEFE

REABURFEFERNEE

&

FERAFERENUBRBERANNERERE, REBENENFERRTR , REFET BNV

=

HWRERE
- FRNRERE
- REWFEFRE

D— AT , A LEREER,
DWEHT. —EMAREER , 5 —ERBS LEREER,

B H
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TREYEMBENFERBARUBRREFRA)N, BTN ERERMEZRAR TEESHFREME
MM ESARETR,

TR Description
EEE tERFEIERERER LEE

Amazon S3 8l , IRHERWERRE
g, BHFEEIEBMNZE Secure
Sockets Layer (SSL) B4R , A Lt#E
HER LEZE AWS,

REVA R RENGE 7 B8 1 A A EB B3R B 1 A 12 1
B, EREFRLEEGELLER
Amazon S3 W& ¥, EENERE
N EMRERT LHT /0 B,
FEEKERNREIRNREETSE
DRMREEFR., EZNER
EXUMEER M TFRERNE
FEgLERERNBTEREREE
B, 2BIER AWSTHESR,

@ Note

ELMENEKE  FLEEFNRNREFRCAMENERER HRNUE) , MBERET
ELLEEFERIEFEFRAEAKUE., ERERRTFEERSEE VMware FULEREKE
RRo BRHEEEVME  £EREEEN VM ERXRNERFHRE, R MEARMETE (B
o ARG EES LEEEER) B, SZAEKERUEGRTERERE VM MENERFER
Ed  SEHMERFERER,

EREBEB—EERENE 6 ZRMABNBEZLARDHFEREE—FAEREHRE K YA LEE
FRESN—EAERTFHE, RRELA—RBERERBUGNERTFNRE , ERHNUREHAR
MHEEEMN LEEFNRER  TESEEEER TERMER E, EEHDANEREN
RAID #8&E (fIt0 RAID1) B 8 E,

HEMENNBRENBETRE , KU NBBFMEHBR LEREFNHBRRBRLIRRATR, Sd
LA 18 TR BN f& 17 RE B B
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BT EREN LEERF XN

BALLEBFER LEEFELR , RYUEEREN LEEFGX), Bf@zIBRZLA L EEGEREED
150 GiB, EANEEME/NR 150 GiB , FFEH 150 GB #ALA L EEFTHRENHE, BULlAFT
FREESREEZ 2 TB N LEEFRE.,

(® Note

SHHHREFE  ELERFIEHAER K LSNUREESEABEERE, EitikREH
BERARABANFTENSEARIBEARE  EFEUALEE AWS . Fit , BEEHE
MERE, ELERTRERLK  MREMESEA BOOTSTRAPPING (58) iR, it
RET , FAEFARRENFERDE LES AWS, &R , MEKESOIMEAFRE, A
#& , Storage Gateway EREEFHE TWEL - ERFEAFAENEREERL AWS , &1
RSB HEEFNRR. NFEHRERENFHES  F2E T HURERENELR,

FEMTEREN LERTHE  SULHEHRENEARBHERNER | IFATIAN,
BAERRIRR
BERENERAEXGEAE  ENATHZERAEAR -REER , KERBSACRENE
£,
BHERRIERR
HERRIEN RMAREIEE | BMENRESER LEE AWSHER, HEREURN G/ HFERE
E. FAX LUREREBRAATRM. WEREBHEREETHARE, BEMLEE K AWS | B
EESTUREAERNBRRE. flU , e ENEREXENAMXT , BHRENE 21 WEMEMEL.

BR A BLERERBAZH  AREWREHEEIEINTMNENEBHREL  YHEUREFEESHREL
Bz,

BERTIME—BE  BARBREEEED 150 GB N LEERFGEZMH !

- BHEARSRELE,
« ZOXEE/NR 150 GiB B,

Application MNetwork Compression Duration Upload
(Thmughput = Throughput X F:cmr X of writes =  Buffer
(MB/s) to AWS (MB/s) (s) (MB)
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i, BERENEEREARARNFZENBTALRENRERSETY 40 MB , X 12 /M5, RIS
BWEEREY 12MB, BRRXFENNBREEREAS 2.1, AILES LEREFEEL 690 GiB WZ/E,

Example

((40 MB/sec) - (12 MB/sec * 2)) * (12 hours * 3600 seconds/hour) = 691200 megabytes

Bk FERABIRERYECFERERFENMA LEREFZENUBEXR D, REEFEMA Storage
Gateway I AWIEES LEEEHZTME, I, BALUEEA Amazon CloudWatch @ EISEREE +
ERFAERYNEEANRTRER, NIEEENREBERNEN , f2RER HERFE,

F) B E BB AV R B 7 R KD

LHREEEAERNFEFERERESKIIFICENNRIEEFN, ROFFEMASRNTHBE[AE
HE , FRESFRLERT LEE Amazon SSHER. —BRME , LEHRBEFEHIXNNRALE
BEAN 11 5. WFENAGETERBEFERINFAES  F2EYEHEREN LEEFE A,

&R LA S 6 A B B E 2R M R AR BN TR BR RO B RR . 2B AR LAEA Amazon CloudWatch B {EHE R 3R EE 12
REFEFRAE  YRFECATECHEESHATR, WEERAEENREETNET  F2REE
RELETF

REENM LEERFNRIEFE

REEEARANTEREE  ELENREN LERFIRIFEFRESE, EUUARERENREER
B, MASTEDRNERFHE, TEMEESREZBE , ENFE VM SERHERSFRBUIRE,

/A Important

HRES L EREHMIEERERER , BXAEREEM Hypervisor I Amazon EC2 #1171
RIEBEVHHE, F7BRIBFCHREARNS LEEEFENRBUBEKRD,

AEHRERERI LEERFIRIFFE

1. TEFEE# Hypervisor & Amazon EC2 #{T{E 8. L #2 — R Z @M ETR. WF A7 Hypervisor
PR ERRAVEF , 52 E Hypervisor X, M&FE S Amazon EC2 #11T{EEE#iE Amazon EBS
HWRENMEEEF , F28 CERRM Linux #1TMERER Amazon Elastic Compute Cloud A& &
) HH Amazon EBS Wik [E. EUTLHRF , BRRELHHEL LEEFHIRIETE,

2. BIfE https://console.aws.amazon.com/storagegateway/home BRI Storage Gateway =2 &,

3. EBEBKT , BE Gateways (HBFREKFE),
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4. HRFEDESENREE  HENE,
5 REBEMRERT , BEERERTRE

6. ERERMFRERTD 6 BB EHENHE,. NMRELIEFINENHE  FEFENRER REHNR
HRE, #HHE@Euk  fEEL THNADERPEE LERFURIFEEFE.

® Note
L ERGRERFHMKRERE LEE MBI — 7 HRE,

7. REREFEELUREFENBRER

EEWEERENEER

BAILARSE (SRR ) FEER W LEEXE , AWS St AWS HIFEN TREAXE, FABFER
A EHRFEEANBKARE. RIBER , MANRETE LEHTHEIBTERRH,

BOLAER IEERERE AWS BEEEEEA , SFEHA Storage Gateway API ( 552
UpdateBandwidthRateLimit) 2t AWS # B EEH (SDK) J«A&‘ﬁm'l‘)'ﬂ“ﬁ?amL$l3E$Uo FEBREREE
NN ARNETHEERR , BUULXZEBHEERS , Sl , FESFHINEE.

"‘ﬂz‘]l«,{?‘%FﬁLE%MEF&%EE‘%E’JﬁEF&;}M ZALUEBER S ZEMRERRRH ERREREER
PRF. MEFMENR , F5SBE A Storage Gateway F R A ETHRENEERE H.

REHBRANE—RE , HERERIENSE—HERRRHERREAETX , EHKEEA
00:00 , #ERIFEA 23:59,

® Note

AEHWEFEBARUSNUEERE, ZEEE Amazon S3 EREENEE
IE Amazon S3 HEERENSEE., Amazon FSx EXMEB A X EEERRR4H,

B
W
oo
| i}

FE

« /] Storage Gateway T AL F R BRI

- £/ Storage Gateway F# BHETHENWEERR

- A EMRAEERERRG EAR Java B AWS SDK
- A EHREERRERRE EAR NET # AWS SDK
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- [ EEEEEERKPRH AWS Tools for Windows PowerShell

£/ Storage Gateway TR AZEHER K

THIRRFERBIMAH Storage Gateway T A S EBENEERR
FERERSEERENBEERE

1. BIfE https://console.aws.amazon.com/storagegateway/home B Storage Gateway 5,
2. HEEBHERT , BEEFE  AREELEEENRE,

3. EEMED  EEREBHEERS,
4

EREBELRRFAFLRT , WAFTNREE  RREZEERTF. CHNEESHREREN Details
(FHIEH) BEh.

£/ Storage Gateway TR A ETHENBEERR

TR FREA UM Storage Gateway TR A S FRENEERTEERE,
SRS N FEEEE R R HERE

1. BI{E https://console.aws.amazon.com/storagegateway/home BARX Storage Gateway F# &,
2. EEEERYT  EERE 6 AREELEEENRE.
3. HEEED , EEREAEERRRIIPRE,

FENER-ZXRFUEEE N ERBARRERRFFEHF LIRS . REBER , FHRERR-
EREREGFERZH,

4. HEREBETERRGGEHFELRT , BIENERELUNMBET- ERREER. ASEAR-ER
PRI R A T 5IEA

- BN BULEHTIHER (EY—EEHH). BR (EBANEHR). —BHHNE-—XIH—B
PR —HZREVERERREIERE,

- FIRERE  BAREAEKEDERTERBHRSGERE (R HH: MM 1 3X).

(® Note
RRRRRHERSREEIEEEN 2 ERRKRS.
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- BWRED  WAREBERMEEPER-ZRREBRAERERD (/A HH: MM #3X),

/A Important

RERRRHERELEEEN S ERRGER, FEHFERE/ D REREERNER
FAEA 59,

HRHETHENERBR T ERRRERABRERATE , FaA 59 A
E—EERNERSE, HEREBRNFERDE K WA 00,

o TEIEE  mATRERES (LLEW KB (Kbps) BEN , SEHERSERA THWEER .
TERENHR/MES 100 Kbps,

- HEEE . mA LERRRH (W Kops BEN) , HEIERGIER LENEERR. LEER
A 50 Kbpso
EESWAE-EZRREMEE , S UEABRBSENETE.
EEBREE-ERRFEEGE , SULUREEMRZ EREAINEBER,
TREFER , BERT
5. BREFEEEYWMABL. FRNGERERE  URTEHN LERRREH , BEHICAERRREHHE

Blﬁo

/A Important

BEERRHERTEER. BRNABFELAEN —ERRNERKB R , URE
THIERH AR &L,

6. WMAFMARREXRFBRE A FEERTEEURERR-ERRHEHE,

R BRI RRBAGRE , TN ER SN HAEAERTEE B0 TR L ERRR4,
A EFFAEHEERRREG BAR Java B AWS SDK

FBESEANSAEFEERRRE  FUNEDRE—FBBAGRE | SNERERNEE, T
5l g6 51 R MR AR Java B9 AWS SDKEF BN SRR, LEEAGHERE , 5/
SRENABIT Java TRABARR., NERMET, , FSH GEAR Java # AWS SDK BIRA S
$EE) E AP,
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(UrEREEREER)

Example : £/ EFFEERETERRF BAR Java B AWS SDK

T %5 Java B HEHFISEMFENEERRRS, WEFEALEHIRNE , CEERURBHE.
[Fi& Amazon Resource Name (ARN) , IR FER TH R, 1% AJE Storage Gateway #HL
AWS M BRI um BB EE

520 (AWS Storage Gateway ) 7 HimZiF L ZEAWS — RS Z,

import java.io.IOException;

import
import
import
import
import

public

com.
com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws
amazonaws

amazonaws.

AmazonClientException;

auth.PropertiesCredentials;
.services.storagegateway.AWSStorageGatewayClient;
.services.storagegateway.model.UpdateBandwidthRateLimitRequest;
services.storagegateway.model.UpdateBandwidthRateLimitResult;

class UpdateBandwidthExample {

public

// The
public

// The

static

static AW

gatewayAR
static St

endpoint
String se

// Rates
static long uploadRate = 51200; // Bits per second, minimum 51200
static long downloadRate = 102400; // Bits per second, minimum 102400

SStorageGatewayClient sgClient;

N

ring gatewayARN = "*** provide gateway ARN *#**";

rviceURL = "https://storagegateway.us-east-1.amazonaws.com";

public static void main(String[] args) throws IOException {

// Create a Storage Gateway client
sgClient = new AWSStorageGatewayClient(new PropertiesCredentials(

UpdateBandwidthExample.class.getResourceAsStream("AwsCredentials.properties")));
sgClient.setEndpoint(serviceURL);

UpdateBandwidth(gatewayARN, uploadRate, downloadRate);

private static void UpdateBandwidth(String gatewayARN2, long uploadRate2,
long downloadRate2) {

fEH BAR Java B AWS SDK
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try
{

UpdateBandwidthRateLimitRequest updateBandwidthRatelLimitRequest =
new UpdateBandwidthRateLimitRequest()
.withGatewayARN(gatewayARN)
.withAverageDownloadRateLimitInBitsPerSec(downloadRate)
.withAverageUploadRateLimitInBitsPerSec(uploadRate);

UpdateBandwidthRateLimitResult updateBandwidthRateLimitResult =
sgClient.updateBandwidthRateLimit(updateBandwidthRateLimitRequest);

String returnGatewayARN = updateBandwidthRatelLimitResult.getGatewayARN();

System.out.println("Updated the bandwidth rate limits of " +
returnGatewayARN);

System.out.println("Upload bandwidth limit = " + uploadRate + " bits per
second");
System.out.println("Download bandwidth limit = " + downloadRate + " bits
per second");
}
catch (AmazonClientException ex)
{

System.err.println("Error updating gateway bandwith.\n" + ex.toString());

FH EFAEETERERG EAR .NET B AWS SDK

FBESEANSAEFASRERE  FUNEDRE—RBERGRE | SINERERNEE, T
Bl E5 61 RE AR EHAR NET B AWS SDKEF BN AR ERRE., SSEREMNERE , 268
SHENAHT NET TRABAER, NEHAET , BSH GEAR NET 8 AWS SDK BRAS
H5EE) hE AR,

Example : £/ EXFFAEETRERS BAMK NET 8 AWS SDK

To C BRBEFEEHMBENEERRRES, NEFRALEMNRERE  CEERMUREKE. BFE
Amazon Resource Name (ARN) , SR E{ER THREH, 05 B Storage Gateway B H £ A AWS
RIS IR B EEE | 3528 (AWS Storage Gateway ) FHIIwEFEZEAWS — kS #E,

using System;

using System.Collections.Generic;
using System.Ling;

using System.Text;
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using Amazon.StorageGateway;
using Amazon.StorageGateway.Model;

namespace AWSStorageGateway

{
class UpdateBandwidthExample

{
static AmazonStorageGatewayClient sgClient;
static AmazonStorageGatewayConfig sgConfig;

// The gatewayARN
public static String gatewayARN = "*** provide gateway ARN ***";

// The endpoint
static String serviceURL = "https://storagegateway.us-east-1.amazonaws.com";

// Rates
static long uploadRate = 51200; // Bits per second, minimum 51200
static long downloadRate = 102400; // Bits per second, minimum 102400

public static void Main(string[] args)
{
// Create a Storage Gateway client
sgConfig = new AmazonStorageGatewayConfig();
sgConfig.ServiceURL = serviceURL;
sgClient = new AmazonStorageGatewayClient(sgConfig);

UpdateBandwidth(gatewayARN, uploadRate, downloadRate);

Console.WriteLine("\nTo continue, press Enter.");
Console.Read();

public static void UpdateBandwidth(string gatewayARN, long uploadRate, long
downloadRate)
{
try
{

UpdateBandwidthRateLimitRequest updateBandwidthRatelLimitRequest =
new UpdateBandwidthRatelLimitRequest()
.WithGatewayARN(gatewayARN)
.WithAverageDownloadRateLimitInBitsPerSec(downloadRate)
.WithAverageUploadRateLimitInBitsPerSec(uploadRate);
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UpdateBandwidthRateLimitResponse updateBandwidthRatelLimitResponse =
sgClient.UpdateBandwidthRateLimit(updateBandwidthRateLimitRequest);

String returnGatewayARN =
updateBandwidthRateLimitResponse.UpdateBandwidthRatelLimitResult.GatewayARN;

Console.WritelLine("Updated the bandwidth rate limits of " +

returnGatewayARN);
Console.WritelLine("Upload bandwidth 1limit = " + uploadRate + " bits per
second");
Console.WritelLine("Download bandwidth limit = " + downloadRate + " bits
per second");
}
catch (AmazonStorageGatewayException ex)
{

Console.WriteLine("Error updating gateway bandwith.\n" +
ex.ToString());
}

FH EFFEEEEIERRERRES AWS Tools for Windows PowerShell

ERREEANAXNENBERRRE , EUUEHRAE—RSEANRSE , SlanERERNESE. T
B &5 45) R 8 a0 Al fE F AWS Tools for Windows PowerShel| BRI BB EE KRR, EEFEAEHIRE
G |, BEZBRMMBIT PowerShell 851, MEFMENR , 5526 AWS Tools for PowerShell fi£
AEEEPHAM,

Example : £/ E#FEEERERRF AWS Tools for Windows PowerShell

T %I PowerShell IR TGEfIEEFHMFAENRERERS, MECALEFNELST , ZEERERER
25, B8 Amazon Resource Name (ARN) , SA % E&EKk T R4,

<#
.DESCRIPTION
Update Gateway bandwidth limits.

.NOTES
PREREQUISITES:
1) AWS Tools for PowerShell from https://aws.amazon.com/powershell/
2) Credentials and region stored in session using Initialize-AWSDefault.
For more info, see https://docs.aws.amazon.com/powershell/latest/userguide/
specifying-your-aws-credentials.html
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.EXAMPLE
powershell.exe .\SG_UpdateBandwidth.psl
#>

$UploadBandwidthRate = 51200
$DownloadBandwidthRate = 102400
$gatewayARN = "*** provide gateway ARN ***"

#Update Bandwidth Rate Limits
Update-SGBandwidthRateLimit -GatewayARN $gatewayARN °
-AverageUploadRateLimitInBitsPerSec $UploadBandwidthRate
-AverageDownloadRateLimitInBitsPerSec
$DownloadBandwidthRate

$limits = Get-SGBandwidthRateLimit -GatewayARN $gatewayARN

Write-Output(" 'nGateway: " + $gatewayARN);
Write-Output(" nNew Upload Rate: " + $limits.AverageUploadRateLimitInBitsPerSec)
Write-Output(" 'nNew Download Rate: " + $limits.AverageDownloadRatelLimitInBitsPerSec)

EEREERN

Storage Gateway @& ZEEWBRBE tHMEERETH , BUUERTBBRE AWS EiFH
Amazon EC2 #{TEHE L HE. EMEBELHBEEHKIEH . AEHFHNETERAELERNESE,
MAERAERH , URNAEDBEFNEE LREEHEERE.

/A Important

B FERZ G Storage Gateway IR AZ EERMKES , BEAEESRUEMA X FREES R HLE
RAE. EFRFEH M AWS BEEHME (B0 SSM = Hypervisor TR ) AW A ERSE
REFTARBEN , TeeFEIEESRE,

Storage Gateway & BB\ E S MR , SUHBLZEHNBEM. Storage Gateway %1%
£/ Amazon Linux fEBEEREERK, BAILAE Amazon Linux Z22 FO0REERZINE
RIRHESRE (CVE) BEMNMEE, CVE KEERNSERTER 30 XKABEHER , 10 Amazon
Linux 22 OFTR. EHEXSETHEHRIREHELE  REEANEED LR,

Storage Gateway 7 X E £ cloud-init {5 FBE# Amazon EC2 FiE, MREFEAILS E
EHEE , AUEREIEEEEE  FREERASEABERE.
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EATERNARITR

AWS ERFEENERBBE LM K MAFEXRCHEMEN L. EHBNPMERFEERIEAKE
EH. BAMEEN TRIFEFERBNREAR. BRBEM, HENZSMENEIE , LRI IHEER
FEL ABEMBRREN  YEEAKEFAEARIBRE. IFFBESAENTESNRBERE
MEF , F2RRER BRI B R R,

BRAHEEHTASERREEETTHE., MEN VM IRFZTECEFHEEFRD , B EFERR
EHMNEFREE K FBEKEEELEA, RAZBEME ISCSI RBSRMNREREFMEFE , &
AL E AR PETW B RE R HK, MFEH Windows # Linux Z iISCSI MBI 25R KA FEEE
A, B2EBETER Windows iSCSI 32 EM B FTEM Linux iSCSI 58%E -

EERENRAMER  ERERRNSEEERRIE. CTURBEREERRIE. ThTUH
MEAREES , ERMBEBCSLRSMRRE,

® Note
EEENHEENCHE K ESEMERERBHERRIEER,

BEMEHERZBECH , &1 Storage Gateway £ A M £ AWS BEHEALE AWS Health &R
®o MEFHMERN , FBEAWS Health Bk, EESRNEEIRRENEANNE FE 4 , 52
BAWS (IRFEESEER) THEMEFHNERBIEA. AWS

BEHARK  MEFEEARCI SRR THENE, CUAUEFEEARIERLEFTERLX
FX I ERTRY B AR

B R = 28 B #E 5B S T

PR EEYN  FMESRBRENHESREADERGLEEN., NEHMER , 528,
MRHEFHCORE  FEETSADERELEN , BB —ETLUEA Storage Gateway 1%
A. AP CLI FHERSLEH, BRUBTEAN  BAFHERSE AR ENHERRBEER,

(® Note

THRRFRPUMAERA Storage Gateway TR AN FEERH, HEMEA API UERXR
SAREBEMNERE , 52 M Storage Gateway APl 22& H# UpdateMaintenanceStartTimes
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EE A Storage Gateway 1 A BRI BEARAMEEEH -

1. BIfE https://console.aws.amazon.com/storagegateway/home BB Storage Gateway £# A&,
2. EEEERT  BEEFE 6 AREELERTEHEEETHNEE

3. EEHE, AREEREHERTE.,

4. SHEHEBEN  ENFEREBE.

5. ZTR#E , BEEREFEE,

R A LATE Storage Gateway X AP REFIERENFHEARSIER LWEHZRE.

1Eoh FMEHERRERE

MRFBEEEH  FESREBHERBRIEEBDERELEN. BRHEEENREAMN , BSEWE
REELRENHEERBRBBER.

® Note

TR FRAMMAER Storage Gateway EHE A S EFEHR, BEMEMA API UBRHF
FREBEWRTE , 5520 Storage Gateway AP 2E ) UpdateMaintenanceStartTime,

£ Z A Storage Gateway 1 A 1S Ui BIFERHERE -

1. BIfE https://console.aws.amazon.com/storagegateway/home B Storage Gateway £ &,
EEEERD , BERE K AREELERCHBENMNEIE

BEDE , ARBEFEMERTE,

EHESERRARBRET ST TEE

W N

a. #¥HHE  EESEINEAUREREERRES,
b. MREREFFE A6 FEREHENKENE , AESBERBHEZRRBBERERER.

MRERESRA , FEXEABHNSENE , WAESEARGEZRRABRERER.

@ Note

AUSAGHTHERRENSZAES 28, HEHEEERER/HE 29 £ 31 RZBE/
EA—RBEA%AE.
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MREEREMFERFRIER , TRRTNENFHERBEBR, ERAFHERH
B, RREFABIRREHERFRIEE

5. A& , BEMFEE.

&\ LATE Storage Gateway F#E S RFBEFMEFENFHEFARSI BB LNWERRE.
FEIEAEMN

MRENFEERTANERER , BAUKRTIEFFHEN. AEHEENCERE  LFBHERE
Fihe BRI M A E A E#H.

® Note

TH2FERBMMEEA Storage Gateway FEASFHEREH. BEMFEA API UERXZFTH X
EITILENE , 552 B Storage Gateway AP| 22 /H# UpdateGatewaySoftwareNow,

£ E(#F A Storage Gateway TR AFHERBEHEEH

1. BI{E https://console.aws.amazon.com/storagegateway/home B Storage Gateway &,

2. EEBEERT , RERE  RARBELEENNEE,

MREFAR , TRAFEREFMEALZ I EBRLERECBAER , AP IS EAEMAE
H,

3. EBRVHEREMUMERRE.

® Note

HRESEEFTRKERTERE . FIHHE  FEMRERE Storage Gateway
FEATETRA OFFLINE, EMMTRLZER , RESHEALERE  BEREELER
RUNNING,

& A LATE Storage Gateway IR AP REFMEMENFHEARSIEER  UHRARERBECENER
AR
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B4R FE VM

EMREEERAMEMBEKREREE VM , SIS EHEXERAZERLCEERFE., B8 VM 2
B, XELEILEE, #HALHEERFER Storage Gateway EEF I ARMEBNEZILRE , fEl,\\H_ﬂ,_I
DAMER VM R A Storage Gateway AP| RAENFIEILEE, EEFHR VM WERE , BB E
FTRE EE

/A Important

MREEFERAEGRUERT , BELREKE Amazon EC2 & , WREMR K ABR. S8
BRRRACEHRERMBTHE. REFREBENRS E, H-HNERGEZMEREEL
FE# EC2 #{TE R LR — B RE,

(® Note

!ZD%"‘EWEE)'(E*E)\ZR RV HISFIERE |, AISAREIEBJETER. FIEFEZ
, e BB B U RAEMEST P EB RO R,

- FE VM AEEES  F2E EAMKERESREEZES,

== 3
AR

« Storage Gateway API : 5528 ShutdownGateway

REINF LR ERE
B LR E R

1. BI{E https://console.aws.amazon.com/storagegateway/home BB Storage Gateway &,

2. EEEBEKP , EEF Gateways (FB) , ARBEEFLHNFEE, FENARES Running (E7EH
7)o

3. 1 Actions (B)fE) 8% L | 112 Stop gateway ({ZILFEE) , WHRHFE L REFERE ID , RERIEE
Stop gateway (£ L&),

FEFELE  SUEeFIALE , EHRENME, FEBFE , AR Start gateway (B
B) RS HEE Details GEAEN) E&BT,
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EREFLRER  RECHBRT  SARELIFIRTFER IRFEEFLKREE LEESY , Al
EEMBREREEE.

BB HLTR E RE

1. BIfE https://console.aws.amazon.com/storagegateway/home B Storage Gateway £# A&,

2. EEEBERP , EEF Gateways (FB) , ARBEEMBNFEE, FEMNARRES Shutdown (B3
).

3. EERFMEN , AREERBRE.

il R A& B I8 3 7% BR AR BR B Y R

MBETHERBEAME , BEEMNRMENABBER. BRAFTRREECTT ERREESA
ZEROEA , LIHEIIEEAIRE,

EEMBREER K ©TASBHIEBE AWS Storage Gateway BEE XA L, MB HEEREIEEH iSCSI &
ROER. MIEFRESENREMBREFDBSEMERE ; T8 , REZERMBRNFAESEEUREH LHEE
MWEH  CEERESERPRBREEBMER,

O] LAME A Storage Gateway £ A AR ERET A R MIBREE, 4 —IJ«J\EJ«)\TW%‘EF?% Bl fE
FA Storage Gateway T2 AMIRFENMHEEERA. MRLBLUERFRIT A AMBRFEE , F2E AWS
Storage Gateway APl 2Z &%,

&

« [ Storage Gateway 12 & MR E

- RADPBBHNREEBRER

« # Amazon EC2 #{T{EE LB MEBRER

£ M Storage Gateway 12 & MR E

FERERENFERMREFHERE. T8 6 RECEMBRNVEESRRURERE LHEMENEHE , &
TRFRENTEIM BT EBREFMEEVEBHNER, BRELERVTHHEREINFTEELAZ
BERNEM.

(® Note
#¥f Amazon EC2 #I1T{ERE L HFNRIE , BRIFEMERAITER , TAMTERSHFERTE,
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SRS (VM) LATEBMEIE , ZEAMBREEZE , FE VM NASFERENERL
R, ZEBREREMSS , B8H VMware vSphere Fi F i, Microsoft Hyper-V BB &5

Linux # OB E RS (KVM) AFRERE M BIRZERMES, B8  SELEER
FAEMBREIEE VM REA I FE,

il B 9 &

1. BIfE https://console.aws.amazon.com/storagegateway/home BARX Storage Gateway £ &,
2. EERE , ARENEMRN —ERNZERBE.
3.  #H¥ Actions (BhE) , i#$E Delete gateway (MIEREE), HIRFEREFEF R,

/A Warning

TSR, FRERINAERARABTAZMENHRE, MREMERER TR
B, IERTREER. ME—BMER , BREHFERERE,

4. RLEMREENFE  AREHIARTAAMEBR—F , AREEMER,

5. (BA) MREPERUEBCHREENSEROE FAEROBHFELSR  RARBERR. &
A, FEERIR,

il

0

/A Important

EEMBRFEEZR  BRTIBEEXNERBER , E8REERET. Amazon Elastic Block
Store (Amazon EBS) R Amazon EC2 #HITEREEER. A SEEXXTELERNE
. &R LABUE Amazon EC2 5TE3 , BUEIZEBER Amazon EC2 #{T{EI#8H Amazon EBS 1R
B, MREEERE Amazon EC2 5TE , BIFTLAEA Amazon EC2 E#2 & Bk Amazon EBS
RER,

REREHENRERRER
EAMERTHRS , #ANBENMEBHRER.
&£ VM LB MR ERERRER

MREEMBRABEESFZEER SR (VM) £, AIEZFERMTIEBERBRER
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AWS Storage Gateway (R EFEEAERER)
- MIBREEE, WER , FSBE A Storage Gateway 12 & MilEREIE

o MBRFIEZLTEER Amazon EBS thRER, MERA , 52E (Amazon EC2 FREIER) HAIMER
Amazon EBS RE, Amazon EC2

#& Amazon EC2 #1T{ERE L AT E BRI RERREIR

RSB EMIBRTE Amazon EC2 #1TEE L BEBEMWREE , RPEREEREMELEEFER AWS HWE
R, 5 RN BB Amazon EC2 #1T{E 8. 1 Amazon EBS MRR[E , AR, E&RM
EHREBRENNERE,

# Amazon EC2 LS B R IEE ERREIR
MREEHE EC2 LHBEEREUMEENRFE , AIEZEEIN T SERMERFEEURBEREEIR

1. ¥ Storage Gateway E# A& , MIBRREE , 0 £/ Storage Gateway 2 & MIBREE F TR,

2. 7£ Amazon EC2 =&+ , MREITERREABTER , BIFEEL EC2 #ITHEE, TR, FK
IEHTEE. MREITERMBRUKRE  AIRER TEEERTERNEREFBFEEURRBELE
MBI , BRRIESTEE., SEEELEE FTaER R EMBRNEEKE,

3. £ Amazon EC2 £# A+ | ZZI]%@;F?T%'E)iﬁﬁﬁﬁﬁﬁﬁ?%fzﬂ?ﬂE%E’\J Amazon EBS Hif[E |
RIEETUABER, MEFHMET  F2H (Amazon EC2 FRAEEE) T ERIATHEENUMERE.

& Amazon EC2 #11T{EBE L FrEf B REBRER API hZs 2013-06-30 141
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AWS Storage Gateway (R EFEEAERER)

ERAAEEZESPITHELS

AEFIETHERE , BHNMEAFMERFEAKEIZEAYTHETCKNWHEEER, AT ESSEER
AERERBENERCEIRES L3T. HRASBERE , BALUEB VMware, Hyper-v 5 Linux
KVM Bt EMEMAEERA, ¥R Amazon EC2 & , £ LAER SSH E#EZE Amazon EC2 #
TEBRTFHERESE, AZEIKETANEHTE LBRERN B —LER,

X

- FHEEREEES - THRIMAZRAREERS |, BUEE Linux OEERBES (KVM), VMware
ESXi 5 Microsoft Hyper-V Manager ¥ & LFEEM AZTZBERE,

« EVMAHERE EHTER - THRIMAEAAEERATADTBEENEARRENERBRBT
%, BINERE HTTP RE, BEARRERRERBITHRIFERT T,

« £ Amazon EC2 A T2 & FHITER - THRUMMEAREEIES | L#1T Amazon EC2 BEME
RERENEMRERBER , FINERE HTTP RE, BARKERRERIBITRERT S,

FHREARAKEES

WAEERERN VM A ERES |, BURREHREE VM EBEBATER Hypervisor HE, EAREH |, &7
LA B a5 A Linux B0 B E BEKEES (KVM), VMware ESXi #l Microsoft Hyper-V B & 1FH VM
A EENEA,

&

- £/ Linux KVM EEREEAR#EEES

« fH VMware ESXi FENEEA#EIE A

« {# Microsoft Hyper-V ZER R E A E 2 4

A Linux KVM EEEEA#EES

BRIREAR Linux BT , £ KVM EBTHEREB[ETRN G E, RETITER KVM EEEER
BRINT, ERTEEHEN KVM BEMEFRTE,

A KVM ZEEENAEERA
1. FEATHHSHE KYM R EBI A AN ERRSE,
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# virsh list

wREEEEE VMs B ID, EBAREEABE. FEIRLERAHMBFAESAEEZRAIIN VM
B o

2. FERATISSRERAETEZA,

# virsh console Id

# I0 R AEE L —EPZBRHAEETH VM ID,

AWS RiEMEA T EAFRTEBRAUSEPERARBMEMERE.
3. MALNEREZABNEBURARESRTIES, NFEFAEN  F2REAUKERES#E

=R

BAR , SERAWS RIBRUA - HEThRER, S URERERRFIER RATRERREER. W
FHMET  F2REERESEIEIES FHTER,

A VMware ESXi FEH EEA#E T A

5/ VMware ESXi FHIEEN A KT &

1. 7E£ VMware vSphere AiFixH , BEUEHFEIE VM,
2. HERE VM ERM.

(® Note

MREWRE VM BRI, BRARXRELAN VM BERE R & HREERE R
VM BR. MREHME VM KB £TNRERARIREER TR ENREHK
BIRE R RBR

3. RERAEXGEAAEZEETERPHNERARIER,

EoER, AWS RiEFEAR IR ASRFIERANUSERRBABMELMERTE,

£/ VMware ESXi FEUREAR#E TS API fR7s 2013-06-30 143


https://docs.aws.amazon.com/storagegateway/latest/vgw/LocalConsole-login-common.html
https://docs.aws.amazon.com/storagegateway/latest/vgw/LocalConsole-login-common.html
https://docs.aws.amazon.com/storagegateway/latest/vgw/manage-on-premises-common.html
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@ Note
EEREIRAEERLRIFER , FFECHI+Al,

4. MALHNEREEBAZRURARESEEIRSG, NFHEEN , F2EEAUKRERESEE

7a.

BAR , SETAWS RiBRA - BREIhEER. SR UGEEEEPER RTREBRER. O
FAMES  FEREERMSEAEERE FYITER,

£ A Microsoft Hyper-V FEUREAREEE A

FEERENAEEIES (Microsoft Hyper-V)

1. 1% Microsoft Hyper-V Manager & Fi 72 3\ 1R & 7 fAll Y B2 58 4 85 T AR P Z BUSR B B8 R 1 R S S
2. WMECHRBMAE,

® Note

MREHWEE VM B, Running EBNERARXNRELAIERMBERS VM B
AREEM T, WREMWEE VM KERR , EUUEEARRNKRE A AN BEERTIEEH
P N5 G

3. ReBFEEREER,

Virtual Machine Connection (E##251E#R) RENSETR. FHASIRIRE , FRAERL
EERFEEERHRENBTAERRE.
LoER, AWS REREAKEIREAERTEERAUSERBERBNMEMERE,

4, BALZNERAEEBNEBURAFELRAEERE, IEFRES  BFSREEAURERELREE

=R

BAR , SERAWS RIBRUA - HEThRER, S URERERTFIER RATRERREER. W
FAMET  FSREERESEIEEIES FHTER,

1§ A Microsoft Hyper-V BN E A F it 4 API fR4s 2013-06-30 144
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VM RS EHTER

HREMBRSHENHRERE , EIUCEAREEREIR TS FIRNBESBIZSRHIT TSI
HETK, ELITER VMware, Microsoft Hyper-V # Linux /0B E #E#88 (KVM) Hypervisor #9 &
REK

T
C BABMBEMERHIRA - TROARAMEASERE  ETUERTREMEBRRELRE
BREE.

- REHASEERERE SOCKS5 K - THIUMIERE Storage Gateway LAi%EiB Socket Secure 58
5 i (SOCKS5) X E I fR2FEEHFTE AWS inBRE.

- BRELHFIEMEE - T NMAEREREER DHCP S5 REFE IP ihit,
o G FE SR A BR A B AV IE AR - T AR 00 fE I RDE AN M 12 B ORI R E BRI PR AR BR 2 B RV IE R

c EARIERAPAANNHEFENTREFREGS - THIAHTARTIZAS T  REHTHME
%, PlfEERER. BRE XES,

- BEFERBRERRE - THRINAIRERMBERETANESR CPU &L, REIREX/DN RAM,

BAMGEREARERS

E VM B AR , BEREASH. IREREEF-XRBEAVM AEERE | BALERATRE
ABEZEA. ELERBEAERNITREFIER , KANEESTREREHERRE  LRAEEEE
S2ERR, YVIRERAELBA adnin , WKFERA password, BLHAEE -—REARFEERR,

SERER

1. HEAWS ER{ERA - AREEIIRR L K WARFEZZaNHERHF.
2. 4T passwd 8%, MENFAMTHSNET , F2E EARITR AT RATHEREANTRHT

Eﬁ ﬂlj'l'-'o

/A Important

HRURERERMTHENRERS , FAERBA squser , BiFA sgpassword, R
BERZN , EHECEHEBFBRAK , FAEERBEEESR admin , ERBRHRETE,
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& Storage Gateway EEAREREEIESEH

& AT LA{E Storage Gateway Web B AEE AT IZENER, £ Web TR AEITHEMRK
IRBEENHEEEFE VM AR RAFEANEE , IRERRERAEEAN , SEHEEBE. W
RENEIZERERFIEE  ZHEHEFSE LK.

£ Storage Gateway B PREAEER B X

1. BI{E https://console.aws.amazon.com/storagegateway/home BB Storage Gateway &,
2. ZSEERY  BEEFE  ARENECEAHREMBBNFEE

3. HR Actions (BiE) , i##F Set Local Console Password (3% EZIK%E}E‘&EE%)O

4

£ Set Local Console Password (REXR#E R A ZW) B AP , MAFTNERE, BEREE
REZIRIE Save (EF)o

B RIBEEN B B BTG, Storage Gateway T EREEF. TR HER , MEL S HIFEIR N
FIRE R HEW R L2 T VM,

RIENAERERERERRE SOCKS5 R

MR ERENUFREE S EBEN RSB EEM AWSZB# Socket Secure 5 i (SOCKS5) KE#E
R,

(® Note
XEAE—REERE R SOCKS5,

MRESHEEXAFEARER RS EFREREN , FEAEEARMERE SOCKS RERE, £iFEB
BE IP thut B TREHN B RIRIRTE | RERULIESE, xﬁklﬂzﬂfﬁé Storage Gateway &&i8
R EBRRSEEHAMERE. WEREZHRERNENR , BSREBE ABER,

T 5172 Fr 35 B 204 5% TE Rk 2 R JE M B 75 R JE Y SOCKS R,

AR TE T Bk [ M B 75 RIE Y SOCKSS5 (i
1. BALREENAHEERE,

« VMware ESXi : MMEFMEN , F2E £H VMware ESXi FEHEXREEZEE,
« Microsoft Hyper-V : NEFHMER , S B £ 4 Microsoft Hyper-V FEUFEE A EE &

REHAEERBFERE SOCKS5 R API hzZ 2013-06-30 146
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ZIEI KVM E’Jn¥%ﬂ1ﬁnﬂ nﬁ £ ﬁ ﬁﬁﬁ Linux KVM ﬁﬁyﬁﬁ Z'K%EE :|:|:| o
2. % AWS Storage Gateway - #HREEIhRER T |, I A B M EF LUEE SOCKS I Al lREFMHERE.

3. % AWS Storage Gateway SOCKS RIEfHREThRER P , MABENE T , UBTTIHAP—ET
£ -

AT LS AT LIRS
X E SOCKS R
B A SR B BUEEGERE SOCKS R [AAR
o
BEEREIHBBNERBS BETRERE.
1% B BIRY SOCKS R IBHHRE
W AY T LRI B ATAY SOCKS R E
R,

MR AKRERE SOCKS KE , gHRFAE SOCKS

—n.-'-

Proxy not configured ., WME&%
SOCKS {3 , g R EMEBMAENER
B,

BBR SOCKS XE4HAE
W AB AT LRI ER SOCKS REMHERE,

SRRIE SOCKS Proxy Configura
tion Removed o

4. BEFREEN VM UEREN HTTP &,

R B R

RIE K TR R AR R A BV RE EMAH RB 13 E (DHCP), £/ DHCP , £ FES BB IP ik, EEF
EREAT  BUREEFHIERENFEE IP BFE P it , WTFAL.

RELWFELRATFE IP bt
1. %A‘dﬁﬁ EIJZIK*%EE :I:Do

« VMware ESXi : NEFFMER , FSE F£H VMware ESXi FEIRHEAREEIEA,
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* Microsoft Hyper-V : tIFEFHMEN , 5528 £H Microsoft Hyper-V FEUFEAREEE S,
- WFE KVM WFMAER , F2F £A Linux KM FEEERETIEA,

2. 1 AWS Storage Gateway - #HREEF TIRERF , W A ¥ R B SUR VAR A RS,

3. % AWS Storage Gateway W HAETIRERS , BT T I HP—BIE .

AT LTS AT LIRS

R \
B A SN BT SUERR A E £,
MEMERNEEEBHEE  RRSETEHA
NERBBHIM etho, ELISENBERARE
mm SEREESNTHAER -

| B ERS] (VAC) it
.|Pﬂﬁ¢

e

. 1 IP #t

DHCP B EhkAE

BEIRK
:t
BF , A

EFRE IP iR ERABENERAEF
UERAKEFHONEFERE,

E DHCP

?a":-

B A I FEAY B URENGRE DHCP,
ARG R NICREWB A EEA DHCP,

AREREHE P it )
WA RN F LB EREE IP,

RRGRTIEMATIEFARRERE IP
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(UrEREEREER)

AT AT

AT IR
MEREESREE

IP ith ik

W =

TRRR & b 41k
FEPHBBRT (DNS) tuk

#5Bh DNS bk

/A Important

MRAHRMEDHA , LKL
I 7 Storage Gateway 1% & EH R
B, RETRENM. MEFAEA , F
SEBPAMIE VM.

MRENFEEA — BN LR AE , E24E
AR BRI RERRE A LM DHCP SiFiE
IP ik,

fltn | FRERERIEE VM ERWERE A DHCP
HRE. IREBRE—ERARER/FE P,
S—ERESER. ELERT , BERAR
H , BB ERHRERBE P,

NRMEREZYOEHBRELAEATE IP it |
BBz %R EMESA DHCP , BIWM{ER mEE
£/ DHCP,

RELHRMERR
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AT AT AT IR
REFBENEHRERE WAYHENBFUERRREEHE B,

REERNOEERERCERCEENFEEH
£ , IER%E1B DCHP = rDNS BB EUS E#
=18

MREENFE , RESRTERUFPEIRE
# , I testgateway.example.com
WA yAERBRE,

@ Note
MEBAFEREREIHER A FE
ERMHHN EHEBUARE AN RS
i, BEMEE DNS RIEHERIT AR
8%  SREER IP it HFET S
28

EXFTERENMARKERS DHCP i
BMAYENEFLUEMSEERA DHCP,

PR AV RS ST B B E A A DHCP,

/A Important

MREZHEECRA , BXESEHER
I £ Storage Gateway =& EFEE
BHEE  RETRER. WEFEE
7, ES2REBEFARE VM,
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AT AT BMATULAESE

ARERIER AR SRR ) )
WAHENBFLUERRERRNEF

FEENERRERANNEF , RKSRREERN
Hep— @M mE-~514a0 etho,

MR REER DNS #HAE
B A\ E FER BF LU EUAR DNS #HEE,

FEENEE R EENRE DNS ZBRAARZRAY IP i
ik

RAREEH R
WA T R ERRER,

b BN F8 /R B Y TR AR BR o

R 5l R 15 B A R B Y I AR

BRI EAREN AR ERSAREPRARER, LAREEREZHRENRREER , REEE,
A R IE R A B B E AR
1. BALBEENAHEERSE,

« VMware ESXi : tEFMER , F26E £A VMware ESXi FHIEEAREETEZS,
* Microsoft Hyper-V : tIFEFHMEN , 5528 £ Microsoft Hyper-V FEUFEAREEE S,
- WEKVM WEFMEA , F28 £/ Linux KYM FERREEREEES,

2. % AWS Storage Gateway - #HREEEIhRER T |, I A B M & F LUREUR MK ERR

MRENFECERD , ERAFEEMUERG. YREABMHANEE , E4AEERMEE M
AWS B , 2R FIZ BRI

3. MREHIRMEN KRB , FaAHENRFURMFEN RMEE,

4. MREGERMANEHRHBER  FRWABENBFRENEEUS AWS EF 1 . 1FEA[EE Storage
Gateway #EEFRANZE AWS MR&KiHE AWS [EiF JEE |, 552/ BPHAWS Storage Gateway
i B AN ELEEAWS —RRS:E,

R 5 1 B A R A B Y S AR API fR7s 2013-06-30 151
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EEAENET , SERMBEER (EiB] X [K¥] , BERNRE , MTHAR :

AR Description
[&if] Storage Gateway E G EIREE N
E3:4 Storage Gateway % B fH8IELREEN -

EAEEEAFARNTLEFREN TR FFESD

Storage Gateway Y VM AT Z A A HBREARBRENZH FERBENTLIRE, FRAKRHEE
BAeT , BUNMTHELE  fINRERAR B ERE S,
BITHRERZEH G
1. BACHENAREIE
« MFEBA VMware ESXi AEE R EMFMEER , FSBEA VMware ESXi FENFEAREEIZ

VAN
Ho

- WMEFEE A Microsoft Hyper-V A= S WFFHER , 52 EA Microsoft Hyper-V FFEUFHEE
AEEEA,

o MFEEAKYM AHEREWEFMERN , BFE2EEA Linux KVM FEIFEEAREERS,
2. M AWS iR - REXMEERD , MAHENEFLLEREEEEA,
3. EHEXEAGTIRERIFETS , BA h,

ZEIEAERRUADTHRRETANSG S,

e B2z

dig HREFZHE P Uk S8 Y DU 1T DNS S EHERR
exit BEERIRER,

h BRTANSTIRE,

ifconfig RRNEEHERTE.
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W B

® Note
BREEH Storage Gateway F#E A
EAMNAEERAThRERBERREER
BBEL IP BE. MERET , F2EKRER
B,

ip BURRERE, RENEE,

@ Note
BRI EH Storage Gateway £ A E
EANAEEREIRERIERREREHE
BW IPRE. MEER , F2EARER

EHEE
iptables IPv4 £ EEHZEM NAT WEETE,
ip6tables IPv6 £ OEHEM NATHWEETE,
ncport AR LASE TCP EZENER.
nping & nping W EE s H LA 1T HBBE SE B HERR
FAHAXERE EHRZE AWS Supporto
passwd B OBRESE
save-iptables BEFW IP ERX,
save-routing-table RBEFMENBBARER,
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wme B
sslcheck FRRRRITEERR L
® Note

Storage Gateway fFFRFRITER
#H, TXEsslmE, MRLHT

[E] aws-appliance@amazon.com B %k
HE1TE , AIEARKXATREENT ssl
BE, ZEBRERT , RMERRKB
Storage Gateway & f&H ssl BRE,

tcptraceroute # TCP RE LHIE MR B HIRE R B /it
4. EREBEXEAEGPRRFERH K BALEFEAZHENEERS , ARKRBIERET,

EETRGT  BESPRRFATRTHA man + ##44,
B RERRERARE

EMERBE , TEMEEER CPU &0, BREREXPMN RAM, RRYHEELRRERESTEN
FEERERF, ERERENAEEREE ERBLRENGER,

BARKEFRRERIRE
1. BALREENAHEER

o WIEZ A VMware ESXi EEAMFMEN , 2B FEH VMware ESXi FEREEAR K TR A

« WMEFEFE A Microsoft Hyper-V X2 EWNFHEN , F2BEA Microsoft Hyper-V FELFHE
Z'K%E?I Ho

o MEBA KVM REFIEENEFHEER , B2 EA Linux KYM FERFEEARKEEZE
2. TAWS RERE - HEEYRERD |, MAHEEFZLLZEERAEZRFERRENE R,

BEERBEET (HE]. [BS) X [(KYK] , UETERNRE , ITFAR :

BREERRERMRE API hzZ 2013-06-30 154



AWS Storage Gateway (R EFEEAERER)

AR Description

[OK] HERDCBBERRERRE,

(&5 HERRFESEBNER , ELNFESEEE
{E, Storage Gateway EHERRAERBRERLR
HEAS

[ BK] HERRFEREER, ENHEEREELESR
E{E, Storage Gateway BB TRRIAERRER
RHAL.

IRAUEEEIREREERSHANERVNEENHE.

£ Amazon EC2 A E 12 & L HTERK

B Storage Gateway #HEABRFZELBARELAKEZRE , LEB 2 EE Amazon EC2 #1T{ERE
LB, &R LAEA Secure Shell (SSH) A FimfFEL Amazon EC2 #1TER L REEAREER A,
AEPHEERBNARARERE TR E L THRBIE

i
« BAZEEM Amazon EC2 FEARBETES - THW{AER Secure Shell (SSH) A Fim REZEME A

Amazon EC2 H{THEBHRAEARKEEA,

- BB HTTP KERBAEHEE EC2 WEIE - THI{AEZE Storage Gateway , #&FiH enpoint i &
i#iB Socket Secure 58 AWS 5 iR (SOCKS5) X322 fa] B 28 8% FH E Amazon EC2 FE#TER.

- AIEFERELR - T ERAFEAEER S KA FERSERREREARERER.

- BMEFERREFRME - THNAEABER TS RKRERERBTANER CPU &L, BE
BRE RN RAM,

- EARBEEESE FH1T Storage Gateway W5 - THRNAHTAEEZAD S , BETHMEE
fFlunfEEFRAR, ERE XEE,
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BEAEER Amazon EC2 B A4

I&TLAE A Secure Shell (SSH) A Fi#EEEEH Amazon EC2 #i1TEE., MEFMEN , F2HE
(Amazon EC2 A EER) PWHENESREN L E2iE, EENEEFNER , REZEREH

TEBERSISER SSH €88 ¥, NFE Amazon EC2 £#B8¥MEF , 552M (Amazon EC2 fER &S
ﬁ>> Y Amazon EC2 £88%,

BAZMESMTRA

1. BHAENA#ETIEE, MRERR Windows EELFEEMN EC2 #1TEE |, 3FL admin 0%
Ao

2. BAZ% , B=2EE AWS Storage Gateway - fAREFIhRER | B RFHITEE L,

BE TRILIE w2RALEE

RENRIBRE SOCKS KE FEB HTTP RIERHEHEE EC2 HWEE
RIS AR R = AR R 5 B A R AR

#11T Storage Gateway £ AH T EARMEE A E#H 1T Storage Gateway 5
BERKERRE BERERRERME.

= ERAFAFE , F# A 0,
BEEREETFRER , F8A X

ZEiB HTTP LR AT EBE EC2 WHE

Storage Gateway X E &7 Amazon EC2 #l AWSZ FE R Socket Secure 5 Kk (SOCKS5) {12
fHEE,

MBEHFAEXEFERANRERRESEMABRAERENR , REEEARERE HTTP RERE. BiBEBIE
E P #hut M ITRIBMN EMOEIZIRRNE | RERUIEE, EEMZE , Storage Gateway EF BN E
ARSI EAFTE AWS iRRE, BEFA HTTP RE , BN BN BA LS N,

FEiB A A BRI R H SN EEREEERE
1. BALRENAETEE, MERA , B2REEAZEH Amazon EC2 FEARBEEES,
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2. fRAWS KERA - BEENEERTD  BAHEHBFLLRIGEE HTTP RE,
3. fRAWS RERA HTTP REMREIERT A BALEHTZEBNERERTF

REHTTP RE  SEERMU I BNEBRETRETHERE,
- BMBEHH HTTP RIBAEAE : 20KRERE HTTP RE |, ENEE AL : HTTP Proxy not
configured, MEFE HTTP RE , ISERETKEBANNR BN ERIE,

- BERHTTP RIBHHRE : BN EERFAE : HTTP Proxy Configuration Removed,

//\“;itﬁﬁ %ﬁ% %?
EAERARENA IR S AEMRER, LAREERESERENEKREER  REEE,
R B E R E AR

1. BRALBENAEEIES, ERE  FSEBAZEN Amazon EC2 BEA#TiEA,
2. RAWS HERA - HEEIgERP , W ABEN B F LUEREURE FRER.

MRENFECERD , ERAFEEVERG. YREABMANEE , E4AEERMEE M
AWS &3 , TSR,
. MREHFENERND  FRANEHNBF ORI RENRIERE,
4. MBLEMABRBEE  FAOAHENBFRENEZAE AWS EE 89 . F & Storage

Gateway B ELERANZE AWS MK iHE AWS B FE , 528 PHAWS Storage Gateway
i S A BLEEAWS — RS #E,

REEAENET , SERMBEER (EiB] X [K¥] , BERERNRE , MTHAR :

AR Description
[Ei8)] Storage Gateway E B #EREE D,
B3 Storage Gateway % B #BEEEREEN

TR EE R E AR RE

EMEMEBE , CEMEEER CPU &0, BREIREXIN RAM, RAEHEELRRERETEH
FEEFER, ERUERENAEEEE ERBLRENGER,
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BARKEFRREAIRE

1. BALZRENAKEERS, MERHA , F2EEAELEH Amazon EC2 FEARBEEES,
2. T AWS RimEAR - HE X RERF | MAHEEFZUERRAZRKERRENE R,

BEERHESER ME]. [BE] X [KXK , MERERNMRE , TR :

R Description

[OK] LEREERRAERRE,

[BS HERRFSEBNER , BN FESEEE
{E. Storage Gateway BRI TRPERRERR
HEA S

[& ] LERAFEREER. CHBEETREELEE
iE{E, Storage Gateway SERRPERBRER
REHRAS

FEAUEEERRERERESENERVNETNHE.

EARM TR S EHIT Storage Gateway 5

AWS Storage Gateway £ & AJHBIIRMUELLMNIRE , URENDEHRENEE, FAEXEA®
BRI B ITHEEE , SINRERARIERE &,

BITHEESRZE ST

1. BAZRENAEITIEE, NMERHA , F2EEAZEM Amazon EC2 BEARBEIZE,
2. R AWS RfmBA - SREERERFP , MAHENEBFLLENRAEEES,
3. EREBEXEATTRERFERF , @A h

ZEREAERERUAGTHRERETANSG S,

W B
dig HEFE A o U 5o % H DU T DNS SEEEHERR
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wE B

exit BEEHAEINRE R,

h ERATANGRFE,

ifconfig RRNEEHERTE.
@ Note

BEREEMA Storage Gateway X2 AE
HAMNAEERATRERBERREER
BEE IP R Eo

ip BRARERE, RENEE,

@ Note
BEREEMA Storage Gateway T2 AE
SEANAEITEEIIRERBEREER
BEER IP R E,

iptables IPv4 HEEEH NAT WEETE,

ip6tables IPv6 £ ERHEM NAT HWEETE,

ncport B LA E TCP EEENER.

nping & nping W EE s H LA 1T HBRE SR B HERR
A ERE EHRZE AWS Support,

save-iptables BEFW IP ERX,

save-routing-table RBEMENBBARER,

sslcheck BE SSL MM LUEIT R B HEE
tcptraceroute 1 TCP & L /IEHEEE Ml H W E S B f i,
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4. EREXZABTRIFZRNF , WALEERAZHERNEEES  ARKRIERET,

EERBEEES  FAAETERE , RARWA -h 2R, W : sslcheck -ho
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R BR |2 R E R R BE M BRI 1L
EIER A Storage Gateway AL,

ES -]

- RIEE{LFBEREE

S aENAPERY
EZFEMARRARE

HEISFEERNSREMRE , Storage Gateway R E A FER T A MRI[HRA T HIFEHERE

- B4 24 AEBEER CPU &
- SHEHHRERE , CHNEREZSEAUATHEN RAM :
- £4 16 GiB R E RAM , BARRENA/NSE 16 TiB WEE
- £4 32GiB WRE RAM , BARREIA/NA 16 TiB £ 32 TiB WREE
- £4 48 GiB HWRE RAM , BARREIA/NA 32 TiB £ 64 TiB W&
- BiEX 1, AERMBRE, MTAR :
- £ NVMe #ZHI88H SSD,
- B2, AEMELEEE , TR -
- £/ NVMe 2 #8889 SSD,
- B3, AEMELEET , TR
. £ NVMe 2 #2589 SSD,
- TEVM #8581 EEREMMBEEEES 1
« A VM BB 1 RFTIEAREEA VMXnet3 (10 Gbps).
« £ VM #8582 FERER MR EEEES 2
- f5A VM 38 2 REEARERE AWSH VMXnet3 (10 Gbps).

MBERELENEE

THRBEARUEERENRERREIERER LSEREIELR (EWETS AWS Bix )
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« CPU &UH

- REVEEEEHRENEE

- RAM BB E

« HVRBRIAR AWS

- RERBEREFENREKRER

A UERECRENERATRINSER, NEERUEERNEZENREREENERAREXFERS
RER,

BRBAMATIHEP—RZESTE , RERMBINENEE , SR EREREL.
15 F & S RE BT
REUA D EREHREEE T ESREIFEN LEMNTEHMEE. MREERNRENRERER AR

Bt , FERAERNMN LEREUREEE  FEOT
« ERFEI RAID 10 2 EMHRAUL RAID REESHRIIZE , RIFRERTEH RAID 25125,

® Note

RAID (¥ iR T ERFES) S4% B —RBABRRAL RAID 4858 (40 RAID 10) RA$E ¥ F S|
TRERIEERERTBESERTERENERF. SEMAN RAID BReHEEED
RHLIRENAEE D, FHESE#MKSE 10 THEAH  RAD XKENERRBEEE
BRMEME - K E MR ERRIAE,

- ERIEEEEN S MAHER

BERELRENRE , SR LUHTIE SRR | PIMERERERR (SSD) M NVMe #2H125, &t
B ERUR IR E RSN (SAN) BEEEZIERN VM , M3ERE Microsoft Hyper-V NTFS,
HENHBEREBESURMESNREEREVE@ A /M HIRER (IOPS).

EERAEHEE  BFH ReadBytes M WriteBytes #E1E#E Samples Amazon
CloudWatch #ETE R, flan |, #% 5 2 E&HFIHAE A Samples $E1ZEH ReadBytes fETE KR
LA 300 # , EATHI{S IOPS, A —MFAA , EXRBEREENELIEER  FSREEEERK
|IOPS 8% , L5 R HERIAVIRSE,
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® Note
CloudWatch I ETBERARIERME. MEMBEENEN , 556 Ei2 Storage
Gateway,
B E 2 FEEEHE

FREIESNRAREE K FEOHMEME LERTHR. SENRARER K ERERALMH
FHEAEN EEEREHEKR. 28  RENARERNELCIRALS AN EERENHMR LEN , ¥ &
EAWS, MBES HERFHE TSRO HEEMBRATHIET /O FXBE, ERESEM
RMENSABILE.

B {18 5! B B TR AY 12 v 9 18 RE SR AR

EMBEUEKRE  BARBETEACRAARERERRTRUERN LERERRERFRMARER
MRk, Sla , #H¥ VMware ESXi , ERBERFREFREFRSUEREFRERT. ELNERE VM
i, CEREEFRA VM EEZNEREFRE. EENEZERUTR (PIW 48 LEEE) &, &)
HERURTFHREE VM HERTRENERFRE,

EEARE—EERNFRE A BMNEANEBLASELLEEUNARREATRERRE—EEY
FHE. RAA-—EERERHMRIENEREFRE  TRERNETE. EEREMEEMRERR
XERIBEFENRERET LERENERE  BA—AHF. At , EARDEMEE RAID
#HRE (fI40 RAID 1 2 RAID 6) X EMERFHIE , TREEBBNAET .

18 CPU ERELAIREEH

FEFHRARFNRETSRALNBEREER, FEKELRENE  FRAERGHE VM 1E
BERZERZIER CPU U XE, Wi, BEBEREBE RE#AMR[E CPU,

AEEEIN CPU M RIFETHARSRR , CEREFENEERE. ERMIRENRETTE
ERERRENEREAFRIIAHEFURSILER EEE Amazon S3, #ES\HY CPU th A {7 8)
BEACHREEEMEREM VM HER |, tEEEEEHH CPU B, RHAZME CPU BEFRHR K
EWABEA —MRENBR,

EEER AWS ElR 2 BHEE
BER HIEE AWS BB MEARENEL AWS ERNEAERIER, MRAKEELFER
EPHREEE , MAREMEAR (HINEREERENEE - MBRRERBRETE) , ERTUX

& REMRE.
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® Note

HRALES HEEMREEE (FIaREY L EREUEREEE,. CPU & LE. RAM #&
B, IBRERECHNER), SEINFAEMEIESERBRER. W, FEN
ERFRFLUSHFSARBENMRINEFE , EEEHBRINVMEEARIRER.

SHYRRERE  ELREFEESHREERNESRSFENGRE K FEESUKEFREET
ANFEE, LERENBRERARSREZENEARERK K FERASREERAREITRANE
B, B, —MmS A6 STEK—EFREHMENSHEERAENERH K AR5 —EREMHA
ENEREEERAEXNFER., EENELNEKRERIXE , BFH ReadBytes M WriteBytes
B,

MFEELERNFMAENR , F2R AELEAESNEFE B EE.

={E1L iISCSI 3RE

&A1 1E iISCS| BB 2R L8 iSCSI FREREL , SURFA /10 MEE. BRLHE
MaxReceiveDataSegmentLength # FirstBurstlLength i### 256 KiB , £ MaxBurstLength
E#E 1 MiB, MEBNEE iISCSI REMWFMEN , SR AR iSCSI RTE.

(@ Note
ELEBRETRAREYAE. ERELHEFTENEE ISCSI FHE , AIBURREERNRD
. MEFAET  F2RFEDKEBAIXF,

FEERIENERARARE
e AR R ARSI ME S NS

iISCS| R EN2RER 8 i AV B AR A e & PRI Ay L EM T Hkae. MRBENREABEENTER |
mEZERNRET CPURLBNHMKREIZE K FERE !
- AREHRRER  EEERBSNRECEREESHNER,

EERECHAENRE , FERZEABRINEEZEANEERUAMECEARINER. BUUE
FARER ReadBytes M WriteBytes 2R EEEREIXE,
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SHHENEAEN  BARENGEBERENWIAEETLER., SAENEEERRATFRNEIE
B, AIERRAMER  SnEAERXERECEBNARETRERE. B , & VM MA#EH
BRBEZEE , EUENWERBNER.

¥ CPU BRI LN EARNIRIR

HENEREATEREING CPUER , AIEMES CPU AIGEIENERARAERH 10 &#.
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Z % in AWS Storage Gateway

VERZE AWS BREBEIEF. A AWS BF , BUUZRERNERNF ONMFEREE , ELEER
ATRERZEHRABHZIRMEES.

ZE£R AWS BECENARTRE, HEASEEEEREHRAERNEZLUENBRPHREEMN

- ERMNL LM - AWS BE=REE Amazon Web Services Cloud R #11T AWS RIGHI BB ERHE,
AWS th BRIEMAIZ 2 FEANRE. FAWS §HRETEHR , FE=FRERAESTEHREFERIT KM
ZENEMME. EETHBAR AWS Storage GatewayfI &R 58| , FSBAWS ST EIN RIS
giE,

- BElRN RSN - ENEFEORNEER AWS HRE, ShXAHHMRZEE K SFERNER
. BRBANERMEAEENER.

AXHEBRET B uI7EE A Storage Gateway BHEAHRBEFEE, T {FEARBMMERE
Storage Gateway , SUERENZ M HEERBE, BT HNMERAEM AWS BRI R B IRE =
4R Storage Gateway &R,

FiE

+ in AWS Storage Gateway HJ & RRE

* |dentity and Access Management for AWS Storage Gateway
- AWS Storage Gatewayfy & i B 3%

« in AWS Storage Gateway KJ5EM

- EREEZ S in AWS Storage Gateway

- AWS Z2REEK

. 7£ FECEEFIEEIE AWS Storage Gateway

in AWS Storage Gateway H & RHRrE

AWS HEFFETBEHAMN AWS Storage GatewayF I ERMRE., WMILERFTIR | AWS B EREH
TFFE MEBERERE AWS B, FESHERLERELREATHNEFE, CHEBEE
FRfERA AWS R WEZSERNEETK, NEERBAENFMET K F2RERELEERDS
&, NEEBABNERRENEREEN , F30 AWS ZEMIPER LN AWS HENSEERF
GDPR &N E,
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ERERREEN , RPEBERE AWS IRE BEAER , WA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) X EEBBIEAE, Mt—K , SEACHEDBRISESRETK
HEBPAANTT. BAEEREFEATIAXREER

- BERFHECRAZEZEZRE (MFA),
« £/ SSL/TLS & AWS BERBFH. RMFEE TLS 1.2 WEHEMEA TLS 1.3,

. {$F SRE API MR EEEISE8E AWS CloudTrail, TNEAERI{EA CloudTrail B MHEEL AWS SEEIH
B, B2 BAWS CloudTrail  ER&ERE) BRHER CloudTrail B#,

- EF AWS MEMARAR , UREPWAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIRE R,

o MRMEBE AWS BBHTHREIN API FEH BEE FIPS 140-3 BN R GR=EHR , FFEA FIPS
imEh. MEHER FIPS fl FIPS iwHMNEZHEEN , B2RBI B EFIRIEZE (FIPS) 140-3

BRI ERCRETESEFNE FE i i SMESHREN , REEES BHENHXXFHNA
B FIINBZBEWAL, EBREEEMER Storage Gateway SEA A, API AWS CLISE M AWS AR
7% B AWS SDKs » ZBEEBEIEEEAXFRUPB AN EAER DU ARTERZE AGE. R
BIRMABEKREEN URL , RfEZIERFB N ERIBCEHZARBFHFE RN URL P B EBEEA

£ BYE RN AWS KMS

Storage Gateway f£ f SSL/TLS (Secure Socket Layers/Transport Layer Security) 3% i1 %% 18 5% i 82
AWS 2 EERNER ., EFERZERT |, Storage Gateway £ Amazon S3 ZEINZE &8 (SSE-
S3) RS IRNZF M Amazon S3 FRIFMBEE R, B LUEEZEFEA Storage Gateway APl RE&E
B8 , 5 F Al R85 im0 ZFFE B AWS Key Management Service (SSE-KMS) £ R INBREFREERNE
#o

/A Important
EBMERA AWS KMS €88 TRRSFIH MR , BXEBREYHE S, Storage Gateway T
BIEHBLB, WEFHMEHR , 528 AWS Key Management Service BiZ A SERFHIE
AEBENIEHELR,
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HAREHRR  BULSREEREAFER SSE-KMS |, LUfER AWS KMSHEE SR INBYHE, NE
5/ Storage Gateway API tINZ B AEREANERNFHRENR , 52/ AWS Storage Gateway API
£ ZH K CreateNFSFileShare.

hnE HE R E

HARBMBEENHEBERE , B LUE A Storage Gateway API , 5RERE LR AWS KMSZ &
SRMBFHREERPIUBTEEER. S —EZELREETA KMS €8, EARMNZH

RENSHEUBRERIZERMELEE, FEMF A Storage Gateway API RINZEE AREHF
HMHEBEENER , 5528 AWS Storage Gateway APl 2Z iy CreateCachediSCSIVolume =K

CreateStorediSCSIVolume,

DN

HRERRT , B LA Storage Gateway API FRERE , UAMBFHREZSRNVEFTERE AWS
KMSEE£#, Bl —EAZELRIEES KMS 8, BRARMBZHMEERNNESHMEMTEIZ
BRELEE, MEMEA Storage Gateway API BB AERRUTHERNWEEEN , 528 AWS
Storage Gateway APl 2Z 4 1) CreateTapes.

£/ AWS KMS m# SN ERIE | FBcE THISE ¢

- BFRNERREERPHFERET MR, ZEEREE Amazon S3 FHNE,

- 1AM fEf & SEHEE I AWS KMS API BEFTENRT A, MEFMER , FF2E8 (AWS Key
Management Service BZ A S18m) FHAWS KMSEA IAM BX,

- MREMERBER AWS AWS KMS €SB RERFF4F , MIBRLFEIHBRESRHF LNER, 0E
SEME , 552E (AWS Key Management Service BiZ A B385) HHIMIE KMS £,

« BERKMS MBNHKREZYRE , REGFENMNERE., RVESEEABREN KMS £,

« BB KMS MBZENRBEFOUKE  BEUKE HEENMBRE, EUUASMOEKREREE
TEH KMS 28,

® Note
Storage Gateway F X EH{t KMS INE T E R KMS InZ R BRI 18 R B 3 R N 35 Y BB
&,

WFE WEFMEEFA AWS KMS |, 552 BT E=E AWS Key Management Service ?
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateTapes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateTapes.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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REHMIREN CHAP & 2 BF

£ Storage Gateway F , iSCS| BB SEEEENHRE , LA iSCSI BAE, Storage Gateway
FAEREREIRE (CHAP) RERFE iISCS| MBI ER. CHAP §ERIBIR S 7 55 7
FHBREER , BDhHEEERE, #HHSEUREER , BUUEE—NZE CHAP BEAEHR, &
A LAFE Configure CHAP credentials (X7 CHAP EA B ) HiE AR+ |, St T RN AESRE TR
BIiELEAER,

FXE CHAP 2 AER

1. 1E Storage Gateway E#ZAH , BEMKE K AREBNEERTE CHAP BRNHEKE,
2. ¥ Actions (BhE) , i&#2 Configure CHAP authentication (& CHAP & 2 B &).

3.  &F¥ Initiator name (RAEIEREM) , WMALRBBRNER. EBNRELXERLVA 1EBFER , &%
A 255 =T,

4. SIERBHIME  RECERRBER ISCSI MBBNURERE. MBSZWEEBFNREL AR
LB 12EFT , &Z A 16 BF T,

5. &%} Target secret (HEME) , REHEZEARRIBENE D CHAP BEENMEERE. BERERRE
ENREMSERLA 12BFER , &% 4 16 BFTT.

6. iEIE Save (7)) HESEEE,
EEMREREHR CHAP BF , BLEHRELEN IAM A6 |, TREBEFHITHIRE.
BRMNGRE CHAP BF

BRI, BRIAEFEUEAEN CHAP BEAER, EERBIHFE CHAP B , BXAHEA L
B IAM ARFE , FREBREHTHZIRE  MADREEMEENFELAREREFNREE.

¥i8 CHAP 2 AER

1. 1E Storage Gateway A H , BEHKE K ARENEENE CHAP BRNEEKE,
2. ¥ Actions (Bh4E) , i&#2 Configure CHAP authentication (& CHAP & 2 8 &).

3. %t Configure CHAPS (& CHAPS) EE™ , REBIKN SR PR Initiator name (BRENZF A
). Initiator secret (BBI 2834 2) M Target secret (B B E) , AZIEIE Save (7)o

#BR CHAP 2 AEH
1. 1E Storage Gateway A H , BEHKE K ARENEEBLR CHAP BRNEEKE,
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2. ¥ Actions (BhE) , i&#2 Configure CHAP authentication (8 CHAP & 2 8 &).
3. BR—THREBRZBEAEREN X, REREF Save (RF).

E# CHAP EAEHR

1. 1f Storage Gateway XA H | BEHKE , RREBNEEEH CHAP WK E,
2. &t¥ Actions (B)1E) , i##8 Configure CHAP authentication (X CHAP & 2 ER &%)

3. 1£ Configure CHAP credentials (X CHAP 2 A¥¥) EE™+ , EELEFTH2EAERNIE
Ho

4. BERGE.

|ldentity and Access Management for AWS Storage Gateway

AWS Identity and Access Management (IAM) 2 AWS fR¥ |, Al GBI BB E T £ thinH¥ AWS BR
MR, IAM BEESAEHHTUETEIRE (BA) NEE (EFFY) REA AWS SGW &
Ro IAM RIEATUZEREA AWS BRI B .

&

- BEYR

- FRASDEBE

- FRABRKEEFIE

+ How AWS Storage Gateway 7] &2 |AM & B

« B Storage Gateway K & 7 BB K & 5l

- WEEE AWS Storage Gateway & 2 FM17H

SREEIE
A A AWS Identity and Access Management (IAM) RIBREN B EMEMTE :

- REFERE — FELIFNELEIGE  FOEEEREMENY F2HE SEZ2E AWS Storage
Gateway § 2 #11FE)

- REEEE — EEXEFHAEFRELRIMEFTFUHER (2B How AWS Storage Gateway ]
EE |AM BEEA)
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- IAM EEE — BEBRUEEFIRS (28 EA R Storage Gateway [ 5 2 B B & 5l)

B D BRE
ErBREBEELEAWS FHF I BRRBEANAR. BH4AL AWS IRFRFERE. IAM EAERIBE
IAM B 5 21T 9 EE

B LAMER & 9 R EAER , 5l AWS IAM Identity Center (IAM Identity Center), E—& A&
7B FH Google/Facebook EAER , LB sWEXEA. NEEBEANFHEENR , F2H
(AWS & A ERHEIER) BB AEN AWS IRF,

HWRENRFTFE , AWS 124t SDK M CLI AR IGHmFH NBEEF R, WFFMAER , F268 (AM
EREERE) T API FEREIAWS 5 4 IREEREF

AWS IRF RERE

BER i AWS IRF |, g1t — @& R AWS IRF theroot ERENZEAF DR , RE 0 EFHM
B AWS ¥ M ERNTEFIE, BARBRTEEAREAERITREER. ABRZEERERE
BENER , F2R (AM £REER) PHEEREAEBENER.

BE 55

REBBRERABCEREEABS S ORMHAE , JLAWS BE ERAKRBEFN

BEgos_RELEBHK. Web EoREENERE , REARE H 2 REH AWS iR BREFE
Directory Service . & B 7 EREIA/E , MAACERMUERERE.

EEEPCERFEUER , EEFEH AWS IAM Identity Center, WMFEFMER , FSE AWS IAM
Identity Center A &£ RVt =2 IAM Identity Center ? .

IAM {3 & F B4

IAM {8 F§ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html@ — & & % EfHE A
FEARARXNSENT#, ERURREFNREGRIEREN IAM £AE, WEFHEA , F2H8
(AM EREERE) PHERAECRAECABS SO RMUER AWS FAKRBETI .

IAM BHEEEE IAM EREERS  FEEAREFEAENFUEEMER, NFFAER , F2H
C(IAM fEREER) FH 1AM R ERER RS,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
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IAM B

IAM £ fhttps://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIBI B2 BG4S EFT#E , H
ALUVR BRI, BULUEBRERERE IAM A6 (E8EA ) P AWS CLI 5 AWS API
BRERRBIAR, MEFMEENR , F2HE (AM EAEER) FHRREAGH S L,

IAM B2EARBS S0 EAEFIR. WK IAM EREFT. BRFFIEEEREEFN , URE
Amazon EC2 #1fTHERER. MFEFHMEF , F2H (AM E£REER) hH IAM FHRIEF &R
.

EABRREEFEUE

FBRILUEIB R M BUR Y AG HIE RS & 5 RNEIR AWS RIZ2E AWS R EFER. BRERES 2 HERME
BABERET R, ERFEAREBERE AWS | SFHMEELEK. KZSHBKRELL JSON XH AWS BT
NFBRE P MFE—L TH JSON BERXH , F2H (AM £REERE) FHY JSON BURHIE.

EEESEEANK  BEREEMETRUTEWLRA THRLEERNTEE , UEETFINEERE,

HEREBERT , FAENACKRBFT. IAMEEESSEY IAM BXRIEEFEEAG , #HEAERE
B, IAM BERERBMENFTT , ERRAMERXHAIT.

B BBR

BOoEBREMMES S (ERE, EFAERENAR) #Y JSON FFABRX . EHBERES S 27
HIPLEERANITHLESE , UAREANGRE. NFTHRUOMELSDHEBER , 28 (AM EREE
M) PREBEFEERRERHE] IAM FF A,

BoRBRASBRNREE (EEARRE-59) ERXEHE (THWNESES 2B ILBEE), 0F
THROAEZERRRARBR BMERE  F28 (AM EAEER) PHEXEBRERREE
ZFEﬁig;go

BRBEER

BEREBERRH IR EIRA JSON BRI f. €6|8HE IAM BEEEBRE Amazon S3 AT
R, EXEREREBRNEBHES , REEESTUERAEMAREFE K EERNFEER. BLETEE
REBRPEEER,

EREBRRUAZBHEPNARBEK, SEEEEREBRPERARE IAM B AWS ZEBK,
HttBeREE

AWS TERHMBRER  IREESERBREER TR :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html

AWS Storage Gateway RS [ O £ PR 2 9 )

« FAURE —RESFPHEBERAKE IAM BERBNRAFT. NEFHMER , F208 (I AMERAEE
) PHIAM BEEFT T RR,

o PRFEIZEFIBUER (SCP) — A& AWS Organizations ViR BB BEMNIEER AT, MEFMER ,
=2 B (AWS Organizations fEA&EEF) MY RFEIZ HIBUER,

- BREFIBE (RCP) — RELRFHPERATAFAIN LR, MEFHMEFA , F2H (AWS
Organizations fEA &) P EIRZES EZE (RCP),

- TERBEBX — EURXRFARARACEBE S EAEELERTERER , LSEEXEE
MRS ER, MEFHMEN , F2 (AM FAEER) P ITIERERBEE,

ZRBRER

ESEEENBRERIBRE  EENUSEEMMELER, B2 7THNMTAWS £ RSEK
REHHRERBAFR , F2H (AM E£REER) FHBELERE.,

How AWS Storage Gateway TJE2 IAM & & 5

EIBMER IAM B8 SGW AWS WEEVE 2 81 |, f85 T #RWRLE IAM ThAETIEE SGW AWS B FEH,

& AT LAFE B AWS Storage Gateway A H IAM ZhEE

IAM IhE&E AWS SGW X &
559 BBE 2

SRR &

BRB =

BRER =

BE R (RBEE) 2

ACL &

ABAC (B3 B 2 ) #84

P =
HIAFEUTERSER (FAS) =
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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IAM Zh&g AWS SGW X #&
REHE =
BB EEAE =

EELHE T A AWS SGW FE M AWS RIGINMEE K28 IAM THEEHEBLER |, 2B (AWS IAM f&E
AEiErE) P IAM BEEAN R,

SGW AWS I B 0 B BR
TESSHBE R

SO BBERR ALK ME S 2 (Fla0 IAM ERE, EREHERAE) K JSON FFAIBERXHF, ELK
REEH &2 EMERG TRREBPLEFRATHLEDSE, NFTHROMELSSEBEK |, F26H (IAM
EAEER) PHNEBRFEREBRERHR] IAM FH,

A IAM BHBRE | BAALUSEAFRIEBNBENDR , UREMEEETAFRESDE, 1
T TG JSON BETERNFETE , H2H (AM EAEISE) Hi IAMJSON BETES
=,

SGW AWS 1 & 7 B BUR €5 451

\

EEMR AWS SGW o B BRI EE S |, 5826 B AR Storage Gateway BY 5 5 B UK £,
SGW AWS Ay E R BUR
TEERBBEK: &

BEREBRRH B EIRA JSON RN . EREBXNRE REHIR IAM ASEEEEMN
Amazon S3 REFATRER, EXEEREBRNEETS  REEESTUERAEMARRHHESEER
MFEER. BRMIIBERNER , BREEREEN TR TUHRBRERATHEEARE[AERSET
BITHEME, BXRAEEREBRRTEEEZR. ZERXATNESRF, £RE, A6, BESEIERE
2 AWS BR7.

MERABERSFEE , SN EHMRFEAEEREIRFS IAM BEEBEASREBERNEE, NFE
HHESR  F2E (AM FERERRE) P8 IAM PR IRIRE EIRFE.

SGW AWS B BUREIE
TEBESE: 2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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EESWLER AWS JSON BURRIEEH T AFHAR, thpER , BMEERE M ERE T oA
FEER#AT UL B

JSON BURHY Action TEMRET AR AFFHIEBERPERNEF, BEREERABERRTH
1T HEEAE BN RV R T

EEEF AWS SGW BMEBE | BZRRKBRESZEHH AWS Storage Gateway 7 5= 1 B 1E,

SGW AWS R BRBFEEBFEZBIERUTFE :

sgw

ERHEE-RRXPEESEEBE  FRERDI R,

"Action": [
"sgw:actionl",
"sgw:action2"

]

fai

EEZRE AWS SGW S5 B BRNE S| , 5528 B R Storage Gateway H 5 2 B BUR &,
SGW AWS MY BUR &R
SEBKRER : 2

EEEWLUER AWS JSON BERRIEEH T UAFRAR, 2R , MEZBE M BEES T oA H 4
EEREITH LB F,

Resource JSON BUR £ WIEEEERBENYH, REEBHKREHAE Amazon Resource Name
(ARN) RIEEEEIR. EHEFAZXEERBERTT , FABAFR () RAZBERXNEARMEER.

"Resource'": "*"

EEEE AWS SGW EREREKH ARNsHFE , F2RRKIRESEFRMHAWS Storage GatewayE
ENER, EETHREVUSEABESEEESHEERN ARN , 528 AWS Storage GatewayE & kY
B1E,

EEM AWS SGW BB BRI EE S |, 55826 B AR Storage Gateway B 5 5 B B K £,

\
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_storagegateway.html#storagegateway-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_storagegateway.html#storagegateway-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_storagegateway.html#storagegateway-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_storagegateway.html#storagegateway-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_storagegateway.html#storagegateway-actions-as-permissions
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SGW AWS WY BUR R 3R 5|8
XERBRBEBRKRGEER - =

EIEE A LAER AWS JSON BUERRIEEH AIUERAR, WHER , BHMEEBE A BERA T oSt
EERHTIRLBIE

Condition TEERBEBRMNKRY , BEERABXNATRE, EUNURMERFMES FNVIFRHEESR
X (BINFRIIR) , REBBRPORGNBRINE, EEEFBME AWS 28R4 REI82 , F2
B KIAM EEREER) PHAWS R ABTREIE,

EEEE AWS SGW R4 i FE |, F8 Bﬁﬂﬁﬁﬁ*&ﬁ%qﬂﬂ’JAWS Storage GatewayfIEr &, &
ETHREVUFERBRESB|NEBENEIR , F2BAWS Storage GatewayE & B,

EEWAR AWS SGW BB BRNE S |, 5828 B AR Storage Gateway #Y 5 7 B BUR &,

SGW AWS Ay ACLs
XEACL: &

TFEUZHIEE (ACL) FHEFIBL TR RFKE, FRERNAC) HAFIEERNFFAT, ACL EHR
ERAPR , BEMATEM JSON BERMXHFER.

ABAC #& Bl AWS SGW
%1% ABAC (BURFHERR) : 32

B RFEUES] (ABAC) R—EREXE , REBARRNBMHERFAI#, BTN ERERE IAM
B AWS &R , ARRET ABAC B , LMEEZREANRBRTSER LVERE RFHRF,

MERBERILFIEFE |, 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4G %58 , THENGRETESF , RUEBREA.

NRBBEXESEEREENLH=BRGER A REZBBMS , EA Yes. NRBHEZIERELE
BREEN SN =EFRGS® , AEA Partial

WEE ABAC WEEHIER |, 3828 (AM £HAEIER) FWERH ABAC REESRT. NEEFESHHK
E ABAC BN EBRFRRE , 520 (AM FAEEE) RHERABHEEFEEES (ABAC),.

BB SGW AWS ERAREEZEAE R
TIEEREEN 2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_storagegateway.html#storagegateway-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_storagegateway.html#storagegateway-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
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IR AERHEMEYE AWS BERNEHER , Y ESEABASIRAREETHETL., AWS BERE
BRERELABREAER K MTREARBENE®R, MEHMEN , F20 (AM FREER) F6
IAM R REF L < BRREE T E IAM EEIEENAWS BRI,

)X SGW AWS WY ZEL T 1ERSER
SEEHFMIERE (FAS): 2

WM TERE (FAS) AU BZRFEAFT AWS IR 4 AWS IRH HRE TRBIRHE
Ro WMERE FAS ARBNREFEET  ASNBREMTERE,

SGW AWS IR A&

TERKAE 2

REACGRBREREIN AM A6 , IREHTEE. IAM EEE ALK IAM REIZ, &3 BRAR
Af, MEFHMEENR , BF28 (AM FAEERE) RWEIAGUE R TiE AWS R,

/A Warning

P FERBA G ATREEFE AWS SGW ThgE. RBHE AWS SGW #1551 , T aEiRE
BEAE,

SGW AWS IR EE AR
TERBELAR 2

BREFAGREGE N —EREAE AWS . BRBTUREAREATHENAR. REERS
AESHRELN P AWS IRF |, YHREHE. IAM EEEAURE  BEFERERTEESEHN
AT A,

NMFERVREERBEFEACHFMER , F2ETEL IAMEFENAWS B, EERRPSRR
%, EHEeRBEEACRMTHN Yes, BIEFEZER , SIREXBRBHN R EREBEXH.

B Storage Gateway HI & 7 B UK #5451

BIFFER , FRAENACRBEEUTIEHR AWS SGW ERNFA. EERFERAEHHMEERIT
BENFEA , IAM EESAUEY IAM BUX,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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WE T MR E B L JSSON BURX M2 IAM S5 RBR |, F2H (AM FEAEER) PHE
M IAM BUER (E2B).

MFE SGW AWS EEMEMENERERWFHMAEN , SESEEREEN ARNs KX , FSERBER
B2 EHKE AR AWS Storage GatewayWI Bi¥E, BRMNIFHE L,

ES- |

- BRREER

- £/ AWS SGW E£# &

- RFFEAERBMFIECSHETH

HRREER

BoRABREHESRFANEBASRETUEY, FIEMER AWS SGW EiR, ELEERES
HEN AWS IRFELER. ERRVURRES D BBEREK |, FERATHERNEREE !

- BIAMER AWS SERFLENREERTT - EERREHTRTONEAENTEAN , HEH
B TBTHSEREMRIN AWS SEHE., CHAELN BER AWS B, BRRECES
BEREARG AVS NEFEERE , NE—SHIHT, NEESER , FSH (AV EAEHE
) i AWS FEREREHMAMAWS BEHE,

- ERREERET - RE AV BEGHTR  BEETATEBTBOET, ARRUAN 4T
NEBERERE T TUEHEORRRNDE | S 0BARERERAT. NHED AM ERHT
WESMMAR , FHH (AM EAEEE) P IAM POBEAHT,

« R IAM BER PR EGE— S REIFEE - SO LUSHREFIEEBER |, UREIEBEMNERNEE.
flan | WAILARBBERRG , EEXEME SSL BEFERR, MREBRE SHERARKEE
AWS BRFS , &t a] LUGE A R4 3R 2 T H 7BV CloudFormation, MEHMET , 28 (IAM £H
HIEE) FH IAM JSON BUERTE : R4,

 fEM IAM Access Analyzer B IAM BUR , BRFFAI 22 B o] IE iE4E - IAM Access Analyzer B&
BHBEMBEER |, BRELBERER IAM BUREES (JSON) Ml IAM FRIEEH ., 1AM Access
Analyzer {2t 100 ZIEBEXRERVEATTHER , IHBERERLBERANBE., NFEFAE
#A , BF2H (AM EAEERE) PRIEA IAM Access Analyzer 5878 BUER,

- FEZEERRT (MFA) - NMRZHRPIFE IAM EHES FHRERAE AWS RS |, FBBR MFA
LREREM, MEEFU AP BERER MFA |, 51§ MFA RH B EEHEER. NEFHAE
A, m2E (AM EREER) FHERB MFA BIZ % API FHL

WE IAM FREEXVEEBEENR , F20 (AM EAEER) 91 IAM 22 KEEK,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_storagegateway.html
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£ AWS SGW T4

& E1FHL AWS Storage GatewayF#8 & |, BAERE —HRIRHF T, ELFULEAFERIIENBER

i AWS SGW BRHGFMENA AWS tkF, IREEVHREARMKE

AP EBRSHN S 2 BEEE , AlY

REEZBERNER (FREHAR) NS , TEARELNESREK,
HAEMW AWS CLI 5{ AWS API I E , BFEEARHFBRETEZEAHT. k2 , REAHFEFILF

B ERNITZ API RIENBERALT
T HERER %%ﬂﬂ@ﬂ?ﬁﬁ—luﬁﬁ AWS SGW £#£7& ,

ReadOnly AWS SEBUREREZIER, WEFMENR , F
A#,
AFEAERGMMABE WA

LEPI S REMMAEIBER , 5T IAM ERERBMNIEMAERES S HARRKZ

E#& AWS SGW ConsoleAccesss
28 (IAM FEREREE) DT R E

EBR. WHR

SeEIEAFHEH H AWS CLIAWS AP UEBRET AR TR EENTF,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam:

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",

t*:user/${aws:usernamel}"]
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"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

WEED B AWS Storage Gateway & 2 F12H
FERUTERARGEEZEFIEIESEHR SGW AWS H IAM B AT LB 2N E R EE,
FE

- RE|ETE SGW AWS FHITEIME

. RAEBHIT iam:PassRole HyIZ#E
« BBEEARF AW AE AWS IRF FEFM AWS SGW &R

RERELE SGW AWS R ITEIME
MBANBIES  SARKESEYTHE  CHBELEET , ATEBTEHNE,

T5lgEfIgEsREEmateojackson IAM EAEERER TR ERE —BERE ny-example-widget
ERWFHEMENR , BAVEER sqgw: GetWidget FFAIRFE4E,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
sgw:GetWidget on resource: my-example-widget

FEHERT , HBEEH mateojackson FHEMNBE , AFFEA sqgw:GetWidget BYEFE my -
example-widget EiR.

MRBEEHE , FREEN AWS EEE, FHNEEESRHENEXERE.
R AKREBFH T iam:PassRole RIS HE

MRBWBEER | EHEEEHIT iam:PassRoleBF , BNBERLAERH , UAFEKAGEER
AWS SGW,

bl 2213 API hzZ 2013-06-30 180
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BE AWS B# AIREEREACEEGERE K MAREYFNEBXACIRBEELC, NFH
TR , L ARERACBEEZ BB,

E® A marymajor By IAM R EEHEMA TR AT AWS SGW RHTENMFR | 34 T 58 HI5ER.
BR , BEFRBEHEEBRBACRTHFT. Mary REKAGEERRRBHF,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary BURAEERH , AFFM#IT iam: PassRole Bk,
MREBFEERE , BHEEN AWS EEE, FNEESRHENEZRE.
REERF AP AER AWS IEF FEFEA AWS SGW EIR

ARy —EAe , BEMKRFPNEREREEBNATHAESFIENE R, S UEEZE LT
EEEVHIREZAR. SFEXEERERNBERSFEURHIEE (ACL) RYBRES , &7 SUE A BRL R
RRE T AEFEENE RN,

NMEFEE-STH , F2RUATAST

- BEETH AWS SGW 2B XEELIIEE , 552 H How AWS Storage Gateway AJEE IAM #EHELE A,

- EETHENM AWS IRE EEEEN R EREFIE  F20 (AM FHEIER) FWEEHE
B AWS IRE % — 1@ 1AM £ & 2 7R,

- BETRINMIBERNEFIERMEHKE=H AWSIRE | 528 (AM A EIERE) RPWEFEER
HIEE=H AWS IRF #H,

- METHRNAEBHE S 2REFIVE |, 320 (AM EAEKEE) FHSFEUEREBENIDE
TEPREBENERE BSE D).

- METHEAACHNEREBRETEIRFFIZHANEZER , 528 (AM FAEER) T8 1AM
R B E & RER.

AWS Storage GatewayHy & R BT

EZEEHRFEF , F=HEEAESFTTE AWS Storage Gateway R EMH AWS S, BL
EHE2$E SOC, PCI, 1ISO, FedRAMP, HIPAA., MTSC, C5. K-ISMS, ENS High, OSPAR #
HITRUST CSF,

MERESHTEEERN AWS WIRKEEE , F2RAWS 2FTEIEEANRE. ME—REHR ,
28 AWS Compliance Programs,

s
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WO LAER T&ERE=F RIS AWS Artifact, JIEFMEA , F2E THIRS in AWS Artifact

&R Storage Gateway RN EREME , FURRERN BRI, BLANSRER , LRERANE
FENER. AWS ERUNTERGEREESREER

- Z2HESGHREAPIER - ELNERTNRRABEER  YRUBBEUARLESRAFOCEER
BHWSER AWS,

« HIPAA Z2EEHEEBEARE - WARERPLRWMAFER AWS REI S HIPAA REHNERARE
Ko

- AWS EHRER - bk THEFMAERESTaEEARESHNEENVE.

« AWS Config % A B1Em P K £ AR BIFHEE R — AWS Config RESFAERAEFEATE
%, EXENTZRNEE,

« AWS Security Hub CSPM — AWS LRI 1Rt A2 & REBHTESIR AWS | HEIERERERS
REEEEENREERL.,

in AWS Storage Gateway HY5E %

AWS 2IKE#ERER I AWS EE M AESAEREE,

AWS EBif R2HRERFOLEEMENERVE, SAEEERPLOBERETHARES (A2),. S#
AWS B #HEs—EAHERBANES =ERHEEER 2 BAZs, BHMEREERTRE , EL4tEn
BESESERAE—ERPL , BE WZETHEERFH AWS EBiF EEBEFNES. SEAZ
MEBINER, HANEEZSM | YWEBHFEultra-low-latency VB EiEZ, MRENBEEEH
AREUAM , BUNESEAZSEBRENERSRES , LBERESHNAHEED,

AWS EBiF fFEeEEBRNERERLZS. SANERRE. AZ ZBENFEREENSNE. HFHHEWEE
BUFTER AZs 2ENEISEE. AZsAZESEIRBENERSEHE , LERSTHME. WRENHE
EAZsHE  FNERSZINEFNEHRNRE  £RAMEE. S, EEE. HEZRE, AZSER L
EEAHEHM AZ R —BREERNIERE , B ILIEBEERE 100 km (60 ml) A,

Mm% AWS Bl ITABENEER , BB AWS £ REBIRIE,

BRT AWS £IRE®ERE2 5\ , Storage Gateway IR EEIEE , UiHBI X B AN E R EMENED T
X

« £/ VMware vSphere &tk (VMware HA) , BBIRBREEL/EEHENER, EEEIBEEK
=, MEFMENR , F2B4 VMware vSphere High Availability &2 Storage Gateway & Ei {# .

£/ AWS Backup RIGDEMHEEKRE, MFFMER , F2RELENHEE,
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- REFMHEREHEKRE, NFFAEA , F2RARERNRERRIEEKE.

HEER e Z % in AWS Storage Gateway

ERAZERI , AWS Storage Gateway Z 2| Amazon Web Services : 22 FHIE H K &R Ay
AWS £ IR R LR FHRE

BRI AR AWS 24y APl L0 | EiBHEEE 7B Storage Gateway, FFix44EX & Transport
Layer Security (TLS) 1.2, AFmt S AZEEMTEEEXFE (PFS) WEIBEM , Sl Diffie-
Hellman (DHE) = #5 Bl # 4% [& % Diffie-Hellman (ECDHE), BA R (0 Java 7 MEHIRAE) KZ2EX
BIiELER,

Ho , BROACAFEREH ID FE IAM TRMEEBNLAEENSR/REE, NF , BALLEB
AWS Security Token Service (AWS STS) RELXERRZEBEREEHE R,

® Note

IR HE AWS Storage GatewayzX el AZ EERHEE K BETEEHA N AR X EFIHEK
HZE, Eiﬁﬁﬁﬁ BREEEFREUAN T EZLREHRBRETTARRES , TExE
BEEHE YA ERMZESEERENED,

AWS 27 E‘i’lﬁﬂﬂ DI FEE CVEs, BMIFEEENHBRABHF |, 4 ELRENIEEM
A Storage Gateway, EEBERESEHENEEBERER , AALEFEEHEFN—
EA, WERMEEFNFHEEN , F2H EEREEN.

AWS 2 HEEK

AWS R#FZ R  HEERBZNBEFECHREBRRER, ELHEERA—MRER , I
ﬁimgﬁﬁﬁéﬁﬂﬂiﬁxo ELERUTRTEARNELIREENRETFIR , ALFSERABRAEEMR
%, MAEEERER. NFHEER , F20 AWS 22 H5EEH.

£ ECEE A EEE AWS Storage Gateway

Storage Gateway B 82 RIEE S AWS CloudTrail , lLIRFEIRHBFERAE. AR Storage Gateway H
# AWS BRI FrERER 2 EiERYAC 8%, CloudTrail #& Storage Gateway KYFTE APl REMLFEER A4,
FEERHY R} B 3E R Storage Gateway EEAETH L | LUK &% Storage Gateway API R{EHE
WY, MREEURER , BAIEUE CloudTrail B4HERFE Amazon S3 f#17FETE , B1E Storage
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Gateway FWE#, BIEERREER , MATTLUEB CloudTrail ZE AT EHE L CHERR RIS
#, ST LARIA CloudTrail FrUREERY & FA R BB Storage Gateway B HIIFER |, AR HFERN IP
thut, AB. RFEMEMGFEEER.

EEHE—F T # CloudTrail , 528 (AWS CloudTrail &R ) https://docs.aws.amazon.com/
awscloudtrail/latest/userguide/,

CloudTrail Y Storage Gateway & &

EEBIRFR , RHEEIETE Amazon Web Services #&RFE FBA CloudTrail, £ Storage Gateway
BASEER  OTBEEHELPNEAM AWS IREEH4 —EECHTE CloudTrail EHH., EA LR
H. BEMNTH Amazon Web Services tkF PR RIEEH, MHEFMENR , F2E (FEA CloudTrail
EHEPREERIEEH) hitps://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-
events.html,

EF Amazon Web Services 1R F P IEEEITEH N H (B2 Storage Gateway I E#) , FFEILR
K, BHEAIEE CloudTrail #% BB REEZE Amazon S3 #FETE. RIBTER , EREERAFEN
RER , REGEAEME AWS B, XEMRSIEHRKE AWS 2BEFMEERENEHSH , YA
BERERINBEIEERN Amazon S3 AT, A, BT LIEREEM AWS RIS , SUE—S 2T FER
CloudTrail BEEHFIKRENEHER ., MEFHEA , FS2ETIARS .

- BIBMHEIE
 CloudTrail X EMNRENES

« ER7E CloudTrail B Amazon SNS &l
- EZ{EEEEW CloudTrail BFEFER , ARKEZEIRFEW CloudTrail BFFER

Fi& Storage Gateway Bi{EH &tk S MEBIEETEP, Hlm ,
ActivateGateway. ListGateways A% ShutdownGateway EifE3 HAYFEAUE7E CloudTrail B
WwERPELEE,

B-SEMHUAREXRNSLSELEFRENETA. B3O EATHEEHE T5IEE !

« E&RMFERABH AWS Identity and Access Management (IAM) £ & & A ERHEHER,
- BEZBERE , REAFRATHEACEMES I EFRAENERZLEH,
- BREGSHEM AWS REEH.

MEFHMMET , 5528 CloudTrail userldentity T3,
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T % Storage Gateway HiE#ERIER

BHE-—BERE , AAEHUARFERNEARNESLRIEEN Amazon S3 #FEF#. CloudTrail B
BEREE-VZEAFER, —ESHAETARFRENE-FR , AIEFRBDE. FREBHAE
B, FRSHFEF. CloudTrail BFFEILIFMELE API FFIREBRIERIBEF , Rt T MSEIE
FH#E.

LTI RIRRET BERN CloudTrail BEEHE .

{ "Records": [{
"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIISAUEPBH2M7JTNVC",
arn": "arn:aws:iam::111122223333:user/StorageGateway-team/JohnDoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "JohnDoe"
1,
"eventTime": "2014-12-04T16:19:00Z2",
"eventSource": "storagegateway.amazonaws.com",
"eventName": "ActivateGateway",
"awsRegion": "us-east-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/1.6.2 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": {
"gatewayTimezone": "GMT-5:00",
"gatewayName": "cloudtrailgatewayvtl",
"gatewayRegion": "us-east-2",
"activationKey": "EHFBX-1NDDQ-PQIVU-PI259-
DHK88",
"gatewayType": "VTL"
1,
"responseElements": {
"gatewayARN":
"arn:aws:storagegateway:us-east-2:111122223333:gateway/cloudtrailgatewayvtl”
1,
"requestID":

"54BTFGNQI71987UJD2IHTCT8NF1Q8GLLE1QEU3KPGG6FOKSTAUUR",
"eventID": "635f2ea2-7e42-45f0-

bed1-8b17d7b74265",
"eventType": "AwsApiCall",

"apiVersion": "20130630",
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"recipientAccountId": "444455556666"
1]

LT €867 R 2R R ListGateways E4EHY CloudTrail B5$EH

{
"Records": [{
"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIISAUEPBH2M7JTNVC",
": "arn:aws:iam::111122223333:user/StorageGateway-

arn":
team/JohnDoe",

"accountId:" 111122223333", " accessKeyId ":"
AKIAIOSFODNN7EXAMPLE",

" userName ":" JohnDoe "

.

" eventTime ":" 2014 - 12 - ©@3T19: 41: 537 ",

" eventSource ":" storagegateway.amazonaws.com ",

" eventName ":" ListGateways ",

" awsRegion ":" us-east-2 ",

" sourceIPAddress ":" 192.0.2.0 ",

" userAgent ":" aws - cli / 1.6.2 Python / 2.7.6
Linux / 2.6.18 - 164.el5 ",

" requestParameters ":null,

" responseElements ":null,

"requestID ":"
6U2N42CU37KA08BG6V1I23FRSI1Q8GLLEIQEU3KPGG6FOKSTAUUG ",

" eventID ":" f76e5919 - 9362 - 48ff - a7c4 -
d203al89ec8d ",

" eventType ":" AwsApiCall ",

" apiVersion ":" 20130630 ",

" recipientAccountId ":" 444455556666"

]
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RIEHNRIEETT R HHEE

BTR, BuRIEFE, THFE. WEE. SR, ERERNRBMHEBNREEBNEHIE
BEENERET. AN ERERAEREFRENECIEERCEELNREE. S TRMRERN
WEEETE EE T /£ VMware vSphere High Availability (HA) £ & E#THIEE,

£}

- MIEDE  FERREE - THRNATDE TEENFEIEE Storage Gateway £12 & HBEREE =AY E
&,

- WEDEH  FEMAHBNAIEE - THRUOMAEESRA Storage Gateway K| A EBEEERE
B,

- HANHEFEEEETRELNR - THREAADBHEFEFTEETNVAREEE , AR R
& ERZEREEUGBSEDSE.

« 5 Microsoft Hyper-V 52 EHEIT R 2 HEAE - T ##1E Microsoft Hyper-V & L #® Storage Gateway
AT BEIB B Ay B BV R 38

« 5 Amazon EC2 B ERIEHETRHHE - SRETEFERH Amazon EC2 L EZRE R BB 1] AEIB B4 B8
HEBENMEEER.

- BIEREMEETREN - TR Storage Gateway T #& 5% fis W] 8L B 2 AV B o

- BRI EBBEETEER - SREECEAMBERTREBEINASEAERE , UREMEBEK
HY B9 B VE 2RI IE B L I RERY AR R E o

- WETAMBBEETRSERE - THRNREE VMware HA IREFHFENREERIKEE , ZEEH,

HIEZE - FEBRERE
MRFEABEREHEERL , AWS Storage Gateway =5 F T 5 58 B HEE 5 3 58 4 B 32 B E
HARUT—E=ZZERER , ZHNFEEsEER AR

- BEEEELEE Storage Gateway IRIG i B,
- FEEENER,
- HFEEEBBRNREERD PENERS SN , 2K,

BERFEEMN LR FREBAAEREHRERENBEE,
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T & HH BB BV By MR A3

MREERAEREACEARE , IEEEREESRBRE , FRERESMHABHNFIGRA, RKER
B K478 S RFHE Y Storage Gateway FR B ERENRBRMNRE. WRFHEA , F2EHE
% B A 7 SR A ER M Bh X B T Ko

BERERENEE SSL SUREHEIRE

MREAEREEN 2ENMERREHNT SSL VREHSTME AWS |, BIRIE Al sE & L E T % H R ¥ i
HEF. FEBREEF LR , CHEAFARE,

& Hypervisor ¥ F A B ERFET N ERKIE

FiE Hypervisor T# M ERFET R R R E e EHFESINEM B ELER. ERESRMNMBE
BIRE |, SR EER T BIER.

MERE LR EEARBSRREREN. NEHEEY  FSNSCEBERERNBEES.
BEMBABHNYREREESAREE

MREDF—(EREREEBEBAYRINETRET B, SFEIHAB) , RECER , ENFETRSH
#Ro

R Hypervisor ¥ K T EREVRERE

1. BAHREE.
2. EFTHTIERHER.

(@ Note
IS S TR T8 EAE R A RERR BT B

3. ENREFE.

MRREERER, ERAIER/BRN

1. BARERIE.
2. ERREHTR.
3. EMRERIFERNHIER.
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4. EFREBRE.

WEDE - RERMAPENAER

Storage Gateway AR REAEMERKREE. AFREENEABARREEREREER 80 ERE
B Y R B 25 (VM) 2R Amazon Elastic Compute Cloud (Amazon EC2) #11T{E 88, nREEMRIhiE

WRRAFER , ME®HE Storage Gateway i BB , UIEWMA SR, MRFEELERE Storage

Gateway in % , FEGURIERASEEAF iR

FERANTRHEGMREN  HEEERMA K, MRKREAEPERASZEEN AWS Storage

Gateway,

@ Note

o SETSAAGE R BT E B RS I R R 5 Amazon Machine Image (AMI) MRASZBE 57 HY B IE
MREESARAEABE AMI HEE |, BEWE REREEER,

- TEAMI 28l , FRLENEENENEEFMEERE, SEREREER ova EREM AMIs
@ , EFATE#,

R RASE R 78 i s P R JE B Y B R
EERRAEAAEREBAMERNRARE BT TIRENEL,
BEMENERE

HRAEBENFE , FREREEH R LRERERECHRM. HREBEE Amazon EC2 #1TERE
LHRE , FeEERERRENTERNZ2FE LRM. EERFRERECREK , FRRARSIYHL
BiRFEHT telnet 5. WARRLAERENVAERNFREES. S0, T telnet tn 5 & RIFERE
1B 443 HER

telnet d4kdg@yaxexbo.cloudfront.net 443

telnet storagegateway.region.amazonaws.com 443

telnet dp-1.storagegateway.region.amazonaws.com 443
telnet proxy-app.storagegateway.region.amazonaws.com 443
telnet client-cp.storagegateway.region.amazonaws.com 443
telnet anon-cp.storagegateway.region.amazonaws.com 443
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EEMBDEAEASTUIERS  FRFIEAENAE VM X248 (EARRITNENME ) . E ,
&AL SSH EI ﬁﬂ’ﬁﬂ?ﬂlﬁﬂ (BAREREE Amazon EC2 LHIEE ) » AR , BITHEEERA
. HERDAIEEDE [PASSED], MEFMER , F2RAEEH FEEREFEMEE,

(@ Note
FMEXEENTEREAFERAERBA adnin , THERFEEA password,

BARBAXBEZETEBARFEEEELARMHHS

SSLE, REHERERHMEANPHARRLAUES TERRESZNH T, MREMARETE
HAf8H SSL B , Bl SSL RIEG XA, EERBRRIEETHH SSL BE , FEEEE 443 NETER
AimE (anon-cp.storagegateway.region.amazonaws.com) E#1T OpenSSL ti v, BLAR
BREMNAHEE FRBNEBRETIHSS

$ openssl s_client -connect anon-cp.storagegateway.region.amazonaws.com:443 -
servername anon-cp.storagegateway.region.amazonaws.com

@ Note
BB AZH AWS EiF,

MERBEETHH SSLRE , IR TSERELMTHELE

$ openssl s_client -connect anon-cp.storagegateway.us-east-2.amazonaws.com:443 -
servername anon-cp.storagegateway.us-east-2.amazonaws.com

CONNECTED(00000003 )

depth=2 C = US, 0 = Amazon, CN
verify return:1

depth=1 C = US, 0 = Amazon, 0OU
verify return:1

depth=0 CN = anon-cp.storagegateway.us-east-2.amazonaws.com
verify return:1

Amazon Root CA 1

Server CA 1B, CN = Amazon

Certificate chain
@ s:/CN=anon-cp.storagegateway.us-east-2.amazonaws.com
i:/C=US/0=Amazon/0U=Server CA 1B/CN=Amazon
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1 s:/C=US/0=Amazon/0U=Server CA 1B/CN=Amazon

:/C=US/0=Amazon/CN=Amazon Root CA 1

:/C=US/0=Amazon/CN=Amazon Root CA 1

:/C=US/ST=Arizona/L=Scottsdale/0=Starfield Technologies, Inc./CN=Starfield Services
Root Certificate Authority - G2

3 s:/C=US/ST=Arizona/L=Scottsdale/0=Starfield Technologies, Inc./CN=Starfield Services
Root Certificate Authority - G2

i:/C=US/0=Starfield Technologies, Inc./OU=Starfield Class 2 Certification Authority

n H un

[N

MREFHEN SSLRE , OESERCBENTRE , TR :

$ openssl s_client -connect anon-cp.storagegateway.ap-southeast-1.amazonaws.com:443 -

servername anon-cp.storagegateway.ap-southeast-1.amazonaws.com

CONNECTED (00000003 )

depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.ap-

southeast-1.amazonaws.com

verify error:num=20:unable to get local issuer certificate

verify return:1

depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.ap-

southeast-1.amazonaws.com

verify error:num=21:unable to verify the first certificate

verify return:1

Certificate chain

@ s:/DC=com/DC=amazonaws/0U=AWS/CN=anon-cp.storagegateway.ap-southeast-1.amazonaws.com
i:/C=IN/0=Company/CN=Admin/ST=KA/L=New town/0U=SGW/emailAddress=admin@company.com

R R BB SSL BER , TE2EX SSLXE, EXRTHEHRMNELHRESATZEEF
PrXEEATHRE, ELRETRR SSL REFREHIRE.

BEREREES

REBRAEEER SSL XIEHE., HRANLBHE , BUUFEARENSTHE VM TRERBER
EBNRERS., FREAHMTEAR 60 #., MEFMEEN , F28 your Gateway VM Time,

RFBEEERIETEARE Amazon EC2 #1TER LFEEMNRE, A 7R Amazon EC2 & A LA
EHEESERE , S Amazon EC2 #1T{E8 7] LUEBE IR UDP 1 TCP 123 EREZET I NTP
fRESEEBEE -

« 0.amazon.pool.ntp.org
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* 1.amazon.pool.ntp.org
« 2.amazon.pool.ntp.org

« 3.amazon.pool.ntp.org

iR A Amazon VPC i 2B BB R H $5 38

EEMRMEMA Amazon Virtual Private Cloud (Amazon VPC) i ZhEUFA FE R RN A EEER |, BEIIT TS
BEMERE,

BEMERIEZE

REAMPARE (EARADHENRME ) T2 E (BAR Amazon EC2 FHENME ) AK
HEEEIB O, SREERE Storage Gateway VPC inZiFF BRI EEZE | BEREERE L AR
ST EMEEZERE, EIEZE Storage Gateway VPC i B EE T 5 EIEE -

« TCP 443

« TCP 1026

« TCP 1027

« TCP 1028

« TCP 1031

 TCP 2222

MEFHMEN , FFS BRI Storage Gateway B VPC ix B 37 Storage Gateway #J VPC ixHi,

LA\, BEREIEEE Storage Gateway VPC imH W Z 28 H, EEZRMNEARZT BB TR AR
MVERERE, BYMNZSEA , AFKRERE IP it SENFEBBATENERE, RE , BX
ZEBEERT VPC mE,

® Note

5 Amazon VPC A REEERET VPC mEBNEZLEHH., ®EEA®IR Storage
Gateway VPC in % , AR BERZLBERS|IER,

EERDTENEZECRR , 8T LUE Storage Gateway VPC %2 E#I1T telnet & v, WS ARE
BB REE FRBNARSATELES S, BULEREETHESNE—E DNS 28 L#{TH
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o i | T% teinet S EEA DNS B vpce-1234567e1c24a1fe9-62qntt8k.storagegateway.us-
east-1.vpce.amazonaws.com BRI FT SE AV R4

telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 443

telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1026
telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1027
telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1028
telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1031
telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 2222

BRB AL TSN EFEIXZE Storage Gateway Amazon VPC i BH £ 3

SSL &, REHERERHMAFLANBABRZEARETERFESEZNHE, NREBARME
Hifgok SSL B , Al SSL XEPS KM, FEMIKIBEITHA SSL E , F51E Storage Gateway
VPC iin & E#11T OpenSSL &%, BAAREREMNHEE FRBNEBEATHST. SEEALEN
BEEEHIT BT

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1.vpce.amazonaws.com: 443 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1026 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1028 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1031 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-

east-1l.vpce.amazonaws.com:2222 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

MRREETHH SSLBE , AT EERENNTHEE
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openssl s_client -connect vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com
CONNECTED (00000005 )

depth=2 C = US, 0 = Amazon, CN
verify return:1

depth=1 C = US, 0 = Amazon, OU
verify return:1

depth=0 CN = anon-cp.storagegateway.us-east-1.amazonaws.com
verify return:1

Amazon Root CA 1

Server CA 1B, CN = Amazon

Certificate chain
® s:CN = anon-cp.storagegateway.us-east-1.amazonaws.com

i:C = US, 0 = Amazon, OU = Server CA 1B, CN = Amazon
1 s:C =US, 0 = Amazon, OU = Server CA 1B, CN = Amazon
i:C = US, 0 = Amazon, CN = Amazon Root CA 1
2 s:C = US, 0 = Amazon, CN = Amazon Root CA 1
i:C = US, ST = Arizona, L = Scottsdale, 0 = "Starfield Technologies, Inc.", CN =

Starfield Services Root Certificate Authority - G2
3 s:C = US, ST = Arizona, L = Scottsdale, 0 = "Starfield Technologies, Inc.", CN
Starfield Services Root Certificate Authority - G2

i:C = US, 0 = "Starfield Technologies, Inc.", OU = Starfield Class 2 Certification
Authority

MREFHEN SSLRE , RSB RCBENTRE , TR :

openssl s_client -connect vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com
CONNECTED (00000005 )

depth=2 C = US, 0 = Amazon, CN
verify return:1
depth=1 C = US, O
verify return:1
depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.us-
east-1.amazonaws.com

Amazon Root CA 1

Amazon, OU Server CA 1B, CN = Amazon

verify error:num=21:unable to verify the first certificate

verify return:1

Certificate chain

@ s:/DC=com/DC=amazonaws/0U=AWS/CN=anon-cp.storagegateway.us-east-1.amazonaws.com
i:/C=IN/0=Company/CN=Admin/ST=KA/L=New town/0U=SGW/emailAddress=admin@company.com

R Amazon VPC i B R FE R $5 38 API fR7s 2013-06-30 194



AWS Storage Gateway (R EFEEAERER)

R RmE R BERE SSL BREE , 78X SSL XiE, EXRTREEBMREREEHE VPC ¥
KRBT SRR BT REE, Jflt:ilﬁﬁ—l = SSL REHREHETME,

BEREREES

RFEBRIUEEEH SSL REHR. HRANHBFE , EUUEARENETHE VM TZEARBER
ENRERS., HEHMTEAR 60 %, MEFMENR , 528 your Gateway VM Time,

R LH%FEEJ%IEEIETLFEHAE Amazon EC2 #1TEE® L5EENEE, A 7T 4R Amazon EC2 BER LA
IEFERI R | F57EEE Amazon EC2 #{T{EEE mJ LAUEIRE IR UDP F TCP 123 E4ZET %] NTP fa
RESEEEE -

* 0.amazon.pool.ntp.org
* 1.amazon.pool.ntp.org
« 2.amazon.pool.ntp.org

« 3.amazon.pool.ntp.org

BEHTTP REXHEZEMHABBNZSHERTE

BRA 28l , 5ME Amazon EC2 L HTTP RERBFEERNNTERE VM LEREAEREIE 3128 £
B Squid REB, FIIBERT , FERTHIEE :

« B3EZE Amazon EC2 £t HTTP REMZHEXLBEEEARL, WEARIXNEARFREBEE
VM IP #hii 2 E 238 3128 A Squid REFRE.

« E#ZE Amazon EC2 VPC iR Z 2 HELAEREARA . EEBEARALEARFERE
1026-1028, 1031, 2222 # 443 £HRE Amazon EC2 L HTTP RIEH IP it KR E.

FRER AN EIREMMARE , E¥E VPC #H Storage Gateway VPC w2
BFRY 25 52

EEfREMRE VPC F58 Amazon Virtual Private Cloud (Amazon VPC) B85 | i\ B ik 2R B
ERFVEEES , BT FIIMENMARE,

# Storage Gateway VPC 2 F REAARBAFAE DNS BREERE
MRMATAE DNS SR EMA , ERELRMARX VPC BN B NI ARE,
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H2FH%%E DNS 8188 H .

1.

N o o bk~ w b

BR Amazon VPC £# &,
EEEERPERRE.

1242 Storage Gateway VPC iwZ,

BEEBME,

BEEERSE DNS 2,

Y RAATAE DNS B8 , BRILIHBHIRA
BEEUFLE DNS BBURERE.

HAEEREREET R

BRLUETERIAREAABHRERERTRESNAEBENENR , URNARA XE Uik
REETHRED .

TR 6 A AR AR B 8 i — ik AT BB 2RI BB

il PREVENE
BHRTERERN IP #bilk, ERERCEEREFAFPRERIENIH , SKFE IP bt

« &A VMware ESXi , VM 8 IP #53t AT £ Summary (I E) E&HH
vSphere Al P+ K% E,

« &5 Microsoft Hyper-V , AR EIESEITHKE VM 19 IP i
ik,

WRMBEAFEFE IP it
- FERE VM REREB. REE VM BREE , T84 IP i iEiRia

ERIE,
o FRVM BBTR. WREN VM FRIFER , BEREEL E
FRESER R F 3

ARSI ENEE, - AFRECEREENERE,
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L] PREUEN

« THERAA SSL BREERE/ME, Storage Gateway fEFHEE TLS &
PEBFE. IREMAE=ZFEARIELABES/EBT—RE , BIX
BRI RN,

o BERERAB KBS BERRERB R RE , AISEREHK
A HES , UAHELRME HE AT AWSHTEL BN, ME
PR APy KB ERNEFHEEN , FF2E EEEABER,

& & 7E Storage Gateway . RIEYAFI ping VM , RER B W FZEEE VM,
EEFEaTR-TRER . paom VM E5E8REKNERES. B8 KEERE
RERE  BHRERAE  socks KB, MEESEALNFEES , FSUALNALNHNE
Ko A58 33 E SOCKS5 R,
- BEIUNEEAER, IRERRESHKE B BHHEBKKRE
WE (NTP) RREERY , LUEFE VM BEERIER. ERS
ERCEERFEIMA VM BENER , F2HEEDT VM KREE
Hyper-V 5§ Linux KVM F#EE.
« BITRELSRE , WA LAFEH Storage Gateway T2 A FEFRE
HEARERE A EFRFERNE.
o FHERRA SSL BB F/ME, Storage Gateway FRHHEE TLS &
PEBFE. WREMAE=ZFEABRIELABE/ZBT—RE , AIX
BRI RN,
. BFREBH VM EZELE 7.5GB # RAM, 1R RAM 2R 75GB
FERERAKN. IFEFEER  F2EEEUEERENER,

SEERREEALEET NEEABREESLEEFEMIMENRY  HSH LUED
ERGRE, B BTE  BEER,
B REM e
B, REEAAEEESRA
f BB RS A AR,
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(UrEREEREER)

L]

LEEREFEE AWSZ
BHEAR,

&£ 7E Microsoft Hyper-
V E A (§8%8) Storage
Gateway,

PRENE1E

B EEEEEREXNFE VM 2 B AR EEEEE (NIC) AWS

LEE AR MERRIER , AWS LIERFER HWEE, mREMKRE
EEHEER, AWS MERERGEEFH , LHRERRER
HE , REBUL A EEEER. HRERXETHEEHNER , &9
LA Direct Connect £ AIBREBE B M AWS Z B 1 5 A%
EiR, EENERBEERWER AWS , EFEARMEN CloudByte
sDownloaded Al CloudBytesUploaded #84&, MEFEN
HHEN , FSREIERERE 2 BN MEE AWS, BABEBRMERER
EEOEBRBREN LEEFETEZRASE,

+ 7 Storage Gateway FEAWHEERER L , BIFEHE VM B

IP it REMEEINFEAENERCEEREFAFPHEE (LR

= VMware vSphere f Fii=l Microsoft Hyper-V Manager) # IP

ihutFEE. MREHBFFMEAEF , FBH Storage Gateway FEEE

MR BRI RAIE | 0 BARARE VM P, EFTEREN# , Storage

Gateway TR ACBHEZRTH IP i FEHRMN I | BEFE

BRERIEERERFAFPWmARENFIE IP i,

« £A VMware ESXi , VM 8 IP #b3t A] £ Summary (IBE) 2%
B vSphere A Fim % E,

« & A Microsoft Hyper-V , AR EIZSEITKRE VM 1 IP it
ik,

. REMEY WEEAWS | I BEE SRS RS
2.

. REEMEN NIC 8% YREFSTEAMERANNELE
A, SESECMENEREESEE | BREREAN WEE
B iE R IRME | BERUR RS R AR,

B A LA Amazon CloudWatch iR ARRELEFEEH ANEXE,
MEBREFEN < BEXENFMER AWS | E2E IEHEHE
ZFﬁEIJ%& AWSO

28 A Microsoft Hyper-V TEREHEHE | LA T ##1E Microsoft

Hyper-V S ZFENFE RE&E

HAEERE BB R R T R S
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L] PREUEN

FLEWEILLTAR : "The MRENEEVM 2SS —ERFE VM NERGREFIEYL , g
data that has been written ~ Z|WFAE. MRFREEER , FBE &,

to the volume in your

gateway isn't securely

stored at AWS .

AR XE BB AHEXTENRELETHED

Storage Gateway IRMtABEZRE , B UARFTREHXEZTE , BEMA B UFRENRE |
B ISR MR RERE, ERSEH X FIENEE, BuLUEBRFTHNAE TS R#ALE
B, EEAHN B FRENEE K BEZAZTHENAEERSES , EEZE Storage Gateway BWEREH
REBEREZERRESE.

AR XE FRUENRE

—

BALEHNARERA,

« VMware ESXi : MFEFMER , F28 £A VMware ESXi FHIFEFAEEEE,

« Microsoft Hyper-V : tIFEFHME , 5528 £ Microsoft Hyper-V FEUFEAREEZE S,
2. HERTE, GABRENEFLENEEHRRE,
3. WA hMUBAMATAGSIRE,
4. BITUTEE—HE:

- MRZHFECEALNERY  FETATTSHEETH A open-support-channel JERE
Storage Gateway B F X &, fFF TCP E#IE 22 , HITHM AWSHXEEE, BERERE
EFE X 88 | Storage Gateway 21ER— 1I§?§5FEE%‘FA R, FEaC NEH R B,

- MREBHWAELA VPC i3 , FETATTHRETH A open-support-channel, MREW
FEREA , FiRft VPC imBD IP ik LUE#RE Storage Gateway WEFXE, AFF TCP E
I8 22, BIAIBARN AWSHI X B EE., BEREREITFXER |, Storage Gateway EERk— B
%ﬁﬁ%@ 18, BT EHNZERE,

A X8 At Bh SR S HERR R R R B API jiZ< 2013-06-30 199
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@ Note

BEERBT2EREHBEAGBE/LAEENTBEARE (TCP/UDP) EH#EHRE, X
Z FIE LA Secure Shell (SSH) (TCP 22) E#R 2| Storage Gateway Al fiR2s , WA ILiE
RHNZEEE,

5, BUXEEER A FRXERBRBRMAE | B UME B TURHBEDEHY.

6. EXETIERETRE , @A q8HEFZER. £ Amazon Web Services Support BHIEZ BT/
PEER TR 2 8 , SEZBARA THERSER .

7. B exit UIEHEEZIZA,
8. MBRIRERAHEERS,

A Microsoft Hyper-V 5% €& 1T 5¢ St HE 7

£ Microsoft Hyper-V £ & L& Storage Gateway BEF Wt BRI BBEM TR,

Ll REUEN
REREABEALWRITS HEROBEREIDT :
iﬂﬁfiﬂ% ;

c MRETRENBRBERERFERNBE K, CEEAERHE
TEREAERMESERRE SRAFARPEEN SRR — B2 EA AWS-Storage-Gatewa
AfRERER. BAKXK. & y o flan
wE [..]1 THRAIER

IIIWI

MUSSRE A fER. QS C:\prod-gateway\unzippedSourceVM\AWS-

F Hyper-V 237 & i Storage-Gateway\ .

BTSSR | FAEEAEEE - NENBEE , ERENERERMERNRAZEEANERKSRY

8, | MmARPHERMAEERER , Al VM EBUEABREREER
ME  MEBEEBRAKVEREAER. AEELEE , FIE
R @ERERERFER K REERIFOVE, EAFTNME
1 2 BB A SRR

NREHTER - ERBBNREERVERLZERE , AIXERE
MENERHSE  YAREAERBSEWFESIRINERFEE
EY P2
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(UrEREEREER)

ﬂﬂﬁﬁ’%iﬂ EE)U‘EE&O
)k&i%ﬂ/f& [..] &
BR . £FR7FE. (0x80070
050)"

TWESEARBIL KR TS
AR

]lI[W

k.‘.i‘.

FEREAERBERE
BAEMRFER. EAX
B, Import failed because
the virtual machine must
have a new identifier.
Select a new identifier and
try the import again.",

LERREFE VM LU EF
THSERFAL

(ERRE ) EEMER
BESAFRAEEERR, THE
E)ﬁﬂ%ﬁ%ﬁiiﬂﬁ&ﬁ%ﬂlﬁ
A, 'AWS-Storage-G
ateway' #EEBIL. (E
B D [..])

PRENE1E

WEiERE , MEEREREAFRERRRERNERMESE
EERNES 1%*43‘3 RlEsAEIbineR, " BB ERBE , F5&
Hyper-V & E%T:;EH%EHIJE*&E’Jﬂﬂﬁ%ﬁ'l’?‘é‘i%ﬁunﬁo

ECEAFER A6 FHLENERERMESE  WHREANERMEY
mARTNERMEERSR , RERMSREYHNE— 1D,

LERFERATEE R R A FEFE CPU MEM WA CPU 2 EH CPU £8
FigER. AEEERERCERREFXE VM CPU 78,

WMFEEIR Storage Gateway FRIFMEF , FSH HEWKRER
BHYE R,

% Microsoft Hyper-V 3% 7 FERE1E 1T £ B HE R

API fR7s 2013-06-30 201



AWS Storage Gateway

(UrEREEREER)

L]

BESRBEREE VM LU E
T3 EEEEAR -

(ERRE ) ERNESR
BB RE A EEER, 'AWS-
Storage-Gateway' %
MEt. (EHMEEE D
[..] ) EBEBUDEIE :
REERTRE , METHE
REIBBEIS. (0x800705AA)"

LR BN FE R EH L
BRREENAHNBEET
o

EEREREN
Microsoft Hyper-V Storage

Gateway 18 R 7t EHAVE

RE

ERIERCEERFR
REeRTERMHEAE
#o

R A A Broadcom
BREHIEESAY Hyper-V 8

FRUER#EERTS (VMQ) ,
B RS TR R A MEET

%o

A Amazon EC2 &

PREUEN
IEERR M RER A A REFTE RAM MEMATH RAM 2 E# RAM £
RFTE Ko

MFERAR Storage Gateway FERNFMEF , F2R REWKRER
B ER,

FiE VM WFET L EREBRVEERE K BARKERR, BFEALX
BEEXZRANBERSEE  MEXYFIE VM WEE, NMEFMEE
A, FZEELP VM BB EE Hyper-V 5 Linux KVM E#E5RE,

&IZE — % Microsoft Windows fRIBRESFT Y —#% , FEREH,
m, MREBRCEERREFEME S hyperv-server , BIERAfE
AL UNC & \\hyperv-server\c$ , HRE& hyperv-se
rver ZBRUEAEEIMERIBITNER,

£/ Sconfig.cmd TEBENEREZAER , HAERILEERE
FERNAIHEES,

MEBREMBAGENER , F2 B Microsoft X , FFSEEEL VMQ
BF Windows Server 2012 Hyper-V E#& F & #4825 1 8 3 SEE T

=,

B 1T B BF A

ETH&EF , BFBRREAIFE Amazon EC2 WEER , —RIEEIINEE. MFEAIHER
BAMEREE Amazon EC2 MEMER < ZENFMEN , F2H HEWKRERIBEA BH5] Amazon EC2

AT ERE

% Amazon EC2 BB R BEEIT LR B HE R
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FE

- BHREE —BEBZDABA

- BITERBEFRTEEN EC2 BMEHTHEE

« BB T Amazon EBS iR [E , (B REREIEN EC2 MEHITEE
o BELEREREETEEC2 FENHKEEBE

- BERESRFHERTURER , WAEUMBEAANAR

- ZREBREEL L ERETHENEE , B LEREZEH

- B EC2 BB AEIXERIT

- B SRERHY EC2 MBHTHRER

« £/ Amazon EC2 FiIE#E S EEIENFEFTER

BHEERE —BREBERDARA
£ Amazon EC2 X## & , ELTIER

- ERBITEEBMEEBNZSREAPRAERE 80, MFHMERLFHERUNFAES
(Amazon EC2 fEF&HER) FHFIELEFER A,
- FMEHTERETRABITP. £ Amazon EC2 T AH , #TEBNAREBERRIHATH,

o FEFEAREHN Amazon EC2 BIfTREBEAFSRKMEER , W FEFER MR,

3
¢
8

FEBER K FEABARBRAE. EEHTIHIRME , 5B Storage Gateway £13 & |, BIEE
Amazon EC2 - HIEFHWEE , AREHMWABTERMN IP it

HITERBFEPRTEEN EC2 FEHTEE
MBLEPRETHTERNERER , VETSHTEREEHNT , BHPEHD T BLHTERE T+
SR, EEBERT , ETURTATHAE , SRMBHTE -

o FEFITERMHEIRIER EHE Amazon Machine Image (AMI) B9 & %8, LA Storage Gateway AMI B
ERNHTEBNMAENFES aws-storage-gateway-ami,

- MREFHELL Storage Gateway AMI HERENHTER , FREFTERNRBERE , LSKIE
R BITEE.
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BE T Amazon EBS #EE[E | (BEEEZ KN EC2 MEHTEE

MEBMBEN Amazon EBS R ERFHEMENTERYARRNTAEST. METABREE
8 | FHESRIASTERME A BRI # 4 Amazon EBS BEE.

EELEBERERETE EC2 FENHKREEE

RELRBIATERFTANZEFERTEEUTRA  AFFEARN ISCS| R ERE, HERE
BERES 3260, MFBERIURENFHES , FFSBE Windows F FimiE iR £ B MRS,

ELERFEREHERER  WIEERITHNAR

RIBANRERERFRFURE, CLALREFRAMUEKRIRNE K RELEEFNRNEST , T8
ERUWKRERT. BAMELR Amazon EC2 WRIE , AR BT HITEREMN Amazon EBS iRk
B, IWIRRFARATRREASNITEEBEERMN Amazon EBS MREMESE.

BREHTHENHTEERSEEENERERBRFLEE, WRREMERRERBTFEE AMI FEHETE
RMEE), NEZNERTE, WESEEXNFHEN K F2RIPBUBEEREN BE] Amazon EC2
HATERE, EEMERES Amazon EBS Bili[E#® , EXERE LB VB ERT.

TREBREEA LEEREZHOMEE U LEREEH
B1E UEEREY L EEEGA) THSHR,

B EC2 HEH ABWEERTET

HEFEATEREEHNT. IRITEBRRLAEFTRBFRRMAE , FSEHTERBENRMD,

5

o, FHEFEEE IP REEE, MRHTERETFLEXETRD , MHTERHN IP it e
Eo ELE%/RT ;;EEFH&FH%EEIJFﬁLO

& T LAE Amazon CloudWatch 2 A RIBEEFEL ANBEIEE, MFREFEN < BHREEMNEF
HER AWS |, F2H AEFEE 2 ERME AWS,

¥ IE GAREHY EC2 MELTRED

Storage Gateway Rt AR# T2 E | EALARBTHEEETE , S BHA & UAFRENRE ,
BB R ERE, RS EH B FEENEE, BTLUER Amazon EC2 A ARM
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WEEL, EAILLEIB Secure Shell (SSH) & A Amazon EC2 A XA, ZEEB SSH RITEA |,
FLHTERN LS BE X AT TCP E#E 22 R Al

@ Note
MREEFVRAFTEBERENRZLEHE , TR ERIEAXRLTEBEANBEHITE
B, NEZLFEUARNMMAMERLEFERBNFMHERNR , F2E (Amazon EC2 ERA#E1E
) K Amazon EC2 £ &4H,

EERTE ERELNRBE , BAEA Amazon EC2 HITEBEBHNAKEEES , EEE Storage
Gateway WEER A , AR EHFEHE,

BRA¥E ] 1E Amazon EC2 I1TEE LM EEN & FH

1. & A Amazon EC2 #{THEEMNAKEIEE, MERE , 520 (Amazon EC2 FHEE) +
HIEAR S SR BT E R,

BAILERUL T TEA EC2 MTEEBNABERA,

ssh -i PRIVATE-KEY admin@INSTANCE-PUBLIC-DNS-NAME

(® Note
PRIVATE-KEY 2 .pem R , HHPEE EC2 RYMWIALERBE , EB7 AREE Amazon
EC2 #{T{HEE., MEFHMENA , 528 (Amazon EC2 A EIERE) FHENMESHEYEHLA
BER.
INSTANCE-PUBLIC-DNS-NAME 2 RAR#ITEIEZ Amazon EC2 #{T{ERKN A EMREEE
MR (DNS) BB, EAL7E EC2 & FEE Amazon EC2 #i1TER , ARKR—TH
RZHB LB E DNS B,

2. HIRIEREF  #WA 6 - Command Prompt ABIRK X8 BEX#EA,
3. MAhLUBHMITAGTIRE.
4. BITUTHEE—E :
- MREVHAEEALEREY  FETHBSHEEDRE A open-support-channel FERE

Storage Gateway B F X &, fFF TCP E#HIE 22 HITHM AWSHXEEE, BERERIE
B F X &R , Storage Gateway 85k — X ZRBE L. B TENIERE.
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- MREHWFERER VPC ind , FEATAWBSHRETE A open-support-channel, MREN
RERMA , FBiRME VPC wmER IP it LUERRE Storage Gateway WEF &, fFF TCP &
B2 22, AR AWSH X EEE, ERERIIFFZER |, Storage Gateway i8Rk — X
Eﬁﬁ%%“ 18, BT EHNZERE,

(® Note

HEERBEFREREFEARE/ ERAEERTEAWME (TCP/UDP) EERERE, R
2 , BB Secure Shell (SSH) (TCP 22) i#E#£%| Storage Gateway fAliR2F , 12 ALLkE
M ZEEE,

5. BUXEEECR A FRXERBERGBRMAR | <& UME <& TURABEDE .

6. EXEIERETHE, BAA qSHEER, £ I8 BALSZEIERBRETRZHE , B2
TEFEER

7. EA exit LA R Storage Gateway £ A,
8. MBEIFHBEBREZ W Storage Gateway #H1TERE.

£/ Amazon EC2 F3 £ A EEFIER FE 1T EER

O LAEFH Amazon EC2 FHIF iR ARG HERERMAM, MR EMEMEE, MEE TSR
., B2H (Amazon B EEEIRMFEAEIERE) FH Amazon EC2 F5|E2 &

A TE R RS (i R RE 1T 5 B HE R
THEBEEIHRETRELIBEIM Storage Gateway FEEEHRERE , IR RH BN ES,
ISR E R IP bt

EREETRKEE B AEARKEH IP thut | MIEFH P ik, FRBEEEESPRERK IP i
o, WEERBTEARETH IP hit, ECREBERREHEEINERIES, EERERTEAT
AR EES |, 5% Open Service Console (BRI EEA),

AT AT EERR A H R T RR (B 2

MREBEEREEE FHTERKEMTERE , BBiE Storage Gateway FEREERKIERZE , w0
T5 "%&, &o R,
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WA 1T IR I EFTRRED 2

MRECEEHTHEENRREFME , ATAFEA Dell iIDRAC BEENERBMITIIEE, MEFMEHA ,
#22 @ Dell Technologies InfoHub #814 E#Y iIDRACY E#ERER : iRim ERK Dell EMC PowerEdge
AR TR

U3F42 0] LAEN4S Dell iDRAC X ?

Dell PowerEdge fAlBRE3FEMT Dell iDRAC EENHEH, RMABZETHEE :

- MREMER IDRAC BEENH , RIEEERZRER, MFEERN IDRAC RENWFHENR ,
PowerEdge - 12 iDRAC HFEREABHE ?

- FREHERERIRE  UHIERERE,
* #% IDRAC M REBE—i (em) EEIE | AIREEHMAEHENE L LB EEER,

3
¢
a1
O
o

BT EER R %
B LAE A Storage Gateway F 3 & S Storage Gateway & B 2% 181 755 o
EESRERSREFR

1. BI{E https://console.aws.amazon.com/storagegateway/home B Storage Gateway £ &,
2. EHEHEANSEERZETER,

3. WEEHEELNERRE.

4, HERBHFHEARIER ELSRFRBL

ERRISERREXE

B EZBig AWS DS ERBRFENEM<E , F2R8 &,

®

XE ERTREEREHAXEEE , MERRBIRCHRERE. TEERIEEERRBIGFE
WIERREER  BETRHEFERSTERND, EUURERIRARAXEEE , MU TEFMT.

PR Y ZEE AWS

1. BARERERERA.
2. EEERIRATAERSVAMXEEE , ARE Enter,
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MR BHERERT KRR | BREEERRIREZEE 30 WARER. fl

AREE : FEIEHEER 19599 R
3. ARG MEERRBIASHREMRE &,

LR (B2 R B 1T 5% S HE AR
FBAIDKEEAKER —RETREEINVEEMERESR , UREMEREE EEAEMERRNE %,
&

- IREEHENHBRENREE

- IREEHENHERERLER

- BHREFESELEE K MEBREERER

- IREEHENHREAMES PASS THROUGH (EIE)

- BEERBURETEM I SERENIER

- BHERIER iSCSI BEARHIRE Windows IR EEFE S
- BRESFLHKEERN ISCS| BERR

- BHHEHEERBARER

- BEEBRIBREEN R

- REEARXIHRENREAERIT

- BRENRREERERE

- WiREEREERY PENDING (&) mREELLFEHA X

- B AMEERERA

FE O HENVEERE S RKRE

IR Storage Gateway ERAEHENHKREMREARBRE LERET , FTENFEMELEERFER
E, IARBREFELERT K LRLIEAFREREFNENERARINER, NEFHEA , F2REAEN
FERERNN LERFIRNREER.

FRAREENEREERRR

HRERMORRRE , R Storage Gateway TR AIEHANHBREREBRAELZER  ERTBEER
HREER[E, B LAERTE Storage Gateway FEAPMBREKRE, MRURELLBFER , AEUK
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BN HWBEEA VM 2 AR AEREYTUGRER  BEREN, ELENHNUEBER | Bl

Preserve existing data (REBRENER), BB LEMBRERER , LMBREFPHOUKRERRE. 0F
HMEN  FSENRREEUEENRE, IR Storage Gateway 2 A BRI E &N |, WAL

RANBEREBNUBREHR VM RTRERK , BEERREPBR.

HRREVVEIERE |, 2R Storage Gateway FE A HANUMKREREBAELER , ERTEEEH
HRRE, MRURELEER , BUUBUHRERR K RAECAXMBERENER , RERGZR
—BAERMERUKRE, BUUEERENERCARBREEE, NEFHMAER  F2RENRIEE
ErEE mMEEBEEREH.

HREFHRHHEERE "‘_IJ«X%E:‘ZHEEFZWﬁEFﬁ)ﬂE’Jmﬁﬁiﬁmﬁ %, MEFMER ,
REVFFUEKE. WEEKERENES  F2H T HUREMRENER,

THRIMREREEZERER K MELEERER

ESNFEELERE (flm , ERRMATE), SUNEELHREESRMEYRRIFEAZIRE , R
RRFHRENSFTERMIERFNERE. KUREERHERELEVRBELRAFLAEE, M
FHERURENFHAENR  F2RNLERNERRNEEKE,

w2

:lJI

Storage Gateway EREN UK ERELETASERUBRERAERY, WREEREE —EEE
LWRNHEEMEERE -8, mMESTEIRBRERUERE,

FiEEEH AR EMRE SR PASS THROUGH (B3E)

ERELERT |, Storage Gateway FEA A RESEHENHEEREREE, UKRENRES
PASSTHROUGH (i) B4 ERR. FLRRAFTERNEE , FETEE,

FEZ R ENBNERTBERE | BN | INRIERREMARAES PASS THROUGH (BE) , IR ~EHNEEE A
SHERETE, FERIECCHBBEN LEERE , £ LE Amazon CloudWatch 12 & R
UploadBufferPercentUsed E1f. MEFMEA A F2R ERLEEFE, NRENRHERAL
EREFEEZEIAEMEGEENRRE A CEZAFEREES LERFGEZHE, HEESREEZHKE
BENUBEEEBREEERARMBBEATH, ¥AURENMRELASIE  EFESENTHEENR
HER., FLERLEZE Amazon S3 WRFEE L, EFERE L IAEHEEERETE Amazon S3
%, WRENREREERTR , RBABRKRE, FIE , EEANHMEKEMRES PASS THROUGH
({83E) = BOOTSTRAPPING (5|8) K , BRI UFERUREMRERNEAER, WEHEES L
ERETZEANFAET A FSERYUEEREN LEEFEXN,

LR EREN LERFREREER R LERFTEBIR LRINEF, NFFEES  F2REE
FiELERTENREET LR,

FH}

X

EHRIMFEEELERE K MEREERER API fR7s 2013-06-30 209



AWS Storage Gateway (R EFEEAERER)

Rz , BHiEAMES PASS THROUGH (BE) i , FHBREESFHF5IE , RAR S —EMKRERR
SIEr | BIATFERMBENES, FES X518 —EKRE,

PASS THROUGH (&) RER I AR L EREHEEMERAN. NMRREERFRL , BEABK
Wik, MEBFMER  F2REAUKERERFER, NEUKRERENER , FS26 7 B EMR
REMEH,

R ERTEURE TR W SE TN IER

MREGEERTBUEEEME W ETENTER , MENEESEA Microsoft Windows BB 85iERFIH
RREE | A LA Windows CHKDSK 22 T2 =X R ER FE it Rk [E 1Y ST B M W (S B R RE [ AP E AT 85 35,
EERRHMEERSE , Windows BE#1T CHKDSK T& |, iEZTUBEHTE.

BHITR[ERY iSCS| BEARHIEE Windows HiEEEEEA

WMRIEHARER iSCSI B EARHIRE Windows WHIBRER TR EAH  FRELRBCREREN LE
wmE, NEFMEA  F2ELLEHNREREEIN FEETNRIFETE,

ERESFLHBRER SCSI BEER

MREBRESFERHIRER iISCSI BEEER , KL AMKRKUKRE , YAFTHNEESBBAFNEE,
MRERM , BRI AREUREFNER,

BB REHREREARHE

MRLNEUBREHERBALEE K FRELCHUBTRERERS A PASSTHROUGH (EIE) , =FEiE
W EERERERFEHERBEFEIIER, EALTE Amazon CloudWatch AP RERERN
UploadBufferPercentUsed 588 , Y BV IHIEENE R, NEFHEF , F2RERLERT
ERZEFELERFENREEZETRLR,

BEEBRI B R AR
NMEZLFERRBENUREERE , SIBRTFEENUEKE , BEZKLEER Storage Gateway £ A

BRURE, WEFMAEN  B2RMRUEE, AR, FAERLEREFAPRPRBRIEREFE
=

- &/ VMware ESXi , BBRZERFEE , WM BRRETFHEREPR,
« &5 Microsoft Hyper-V , BRI EBEREEE,
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RREEAENIHRENAEERTT

MRRECEARAINURENGZBCEIE  FEATIMEEX .

- MREFERBR VMware vSphere i Fif , FEREEHTRERN Host IP (X4 IP) it RERFE
Summary (HE) 2%~ vSphere A FiRFTBERNWE P —Eibut, B AERRENFAEAZE
H |, 1 Storage Gateway FE AP K IR FHEEN T P ithut, IP it ATRER4EEZE | fl0,
EREINFE P it RGEWRER. WEER , % Storage Gateway 2 & EFRE BN
FE , 0 ERARE VM Frik. EFMEE , EERTREZ ISCSI Target Info (ISCSI BEEA) EH
FH Host IP (E# IP) it , FERZF S RIE Summary (HE) 28 < vSphere iR ERH IP #b
Ht,

- MRFMEM Host IP (E# IP) FHARE IP it , MEAES LR, Hli | NREE T EHREBERARE
BEEET IP MRV HIIRE  EMEEMERESNMREES  RUEREEERR, BB
BREVE FERRTR EAHBREAY NIC B | IP it TRER SR REEM IP AP, AFAMERE , FMER
WRE K REBEFFURN , LUERSBEGNER,

- RELRARENEMN ISCS| MEBREED EHRRH IR EFHREN iSCSI B, UFERERMETHY
BRENFMEN , F2REK Windows A FinEiR E SR HIRE,

&1 #% Amazon CloudWatch A RRUBENHEEVYEVE TR, FTIELEAERRXIHEEE
BIXENFAEY  F2BESERRERNEEZBENMEE,

pNCEL:RPRENE AL 2 e

MREREN —ERNZERNUHRBELNE  AESHLEHERHTNHRENARRAE. ®BERE
EIEe AR T IIRAERRERE :

- MRREEBREEFISREEAMER | FIEFERRE P MBREER.
- MRRIEHROATUAFHATER , FEEEMERIIBE.

® Note
EREMELEFERER , MEMREEBTRER (FEMREEBN Amazon S3 HHNERE D R
B IRENEEER, WBREURE)DITA. fl, MRENFES = @RISR , M ER™ER
HEiE: , AVERRMVBT RHMRERSE "I REB, HtEFNHEESEGEELERNR

Lt
R&o
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R EME A E R A FER IR |, S RIS S T RHRE L | EEREMAEE
R, IREVEEBRAS EIE R, EREVEEEFN Amazon S3 T EILSKEMMETRESERERIEX,
Rkt | BT T {5 o S A TR A R R

HiREEREBHY PENDING (JBE) ARAELLTEHA AR

MNMRFIRERBRIF PENDING (BE) MENEBBA , RAUEEFE VM ERLEINER , 2R
EHREE T BT A PASS THROUGH (f55E) 5 IRRECOVERABLE (&8 E), MBESHFE—#RR ,
RIBERF PENDING (&) ikiE , BERBIERIITR. EELBRT , RMBZZEMBRRE,
FHMEA  F2ERREEFUEENIRE,

EWBRESD AVAILABLE (FTR) ARER |, FREMMNERERR, MEHERERENER , B2
FRETR B ARG B i,

= Al AEEEAR B E A

£ VMware vSphere High Availability (HA) ¥ & EETRER , B st 2R B EEREBBH, NHEEE
MREBHNFMREN  F2RE S A REEETREIR,

e At EEET R

MRBETAERBE | EFE T SIERA P K BRI B,

\ﬁ

B

&
« EEAREB A

EEAR B IR A

£ VMware vSphere HA E#{TRER , P E FEDF L EFREMN Amazon CloudWatch BFFEHHEES
THEEREBEN, ELXBHNEEALS AvailabilityMonitor B BEHER.

T

- BH  EFE

- &% : HardReboot
 J@ZX : HealthCheckFailure

R EIRIRA PENDING (J8iE) MREELLTEHI A API fR4s 2013-06-30 212



AWS Storage Gateway (R EFEEAERER)

« JBAI : AvailabilityMonitorTest

BH : ENRE

EFE VM EFfMER , AW EFBBEX. E9LAEA VM Hypervisor Management I 1%
B Storage Gateway R &S REFEFE VM, B ERBEHEZBHHECEARERERE
HRRE

PREUEN

MREFRRBOEERERSREHEEFRGIFEN 10 7ENA , EWEREENER , MAREM
BENEE. NRENMMBREFEEZERERNEL  FREFNEREEFHENRE.

E40 : HardReboot

EE VM ENAEFREE , BTl HardReboot BH, EEEFHBE TR RAER A H.
EEHBEREMES, £2 VMware B8 , B vSphere High Availability Application Monitoring #11T #9
ERTREEMBLLEH,

REUENE

ERHEEEERERHITH  BFME HealthCheckFailure BHIEZEFE , 2B VM B VMware
EHEH%.

BH : HealthCheckFailure

# = VMware vSphere HA LB , EEEMREBREXKEFE R VM EFEE R , BHJ6E
2 F HealthCheckFailure BXl, WEHCEEERTHAMNAKBERLE  YERR
AvailabilityMonitorTest BAIH, ZEHIFERT , AIFEH W EIHealthCheckFailure BAl,

(@ Note
138 EN{E B A R VMware &,

REUENE

WRMEHERE AvailabilityMonitorTest BAMWER TEERE , FREEH VM ERR
REEEE (REEZH. LEES). nRCEZHMHE |, BEE XE.
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B4 : AvailabilityMonitorTest

$HA VMware vSphere HA LRI REE |, AT LAFE VMware FR 1T 7 A 1 0 FE 2 =X BE 2 R AR S B
W E| AvailabilityMonitorTest &4,

BE

AvailabilityNotifications IEENEMERELER. LiIEESHEREELEN T HAMEEEERE
MEBHEE, /A SumRFTER TR ERESRRETMAITAMEREN. NEEHNFHEE

F, FSBEERERN CloudWatch BEEHH,
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartAvailabilityMonitorTest.html
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HEREFRENREER

AEHEIETIEE , BHEARE., AERER, RBMNERNCREEKRNMEEBENR. RAEELRELR
EiHBLANERR , WEREMELER , LUE KB 4 BE AWS Storage Gateway, 1152 BT ###
REEBURET2FRBENHMEES , F20 AENREEETEERE,

3

. BERY  ERENEH
- BRTLENER

. HOHME L Wi BETE

TEK ERENER

HASEBRELBRE  BENREREBIEELIERNKE, SEMETRELETENERMS
(VM), FEAS, AEREFRIIHMES, NRBEHE K BAEBRERBTISBEREHPHERR
BREH.

/A Important

Storage Gateway 3z #&E# Hypervisor 2, Amazon EC2 Amazon Machine Image (AMI) Fr &
MR BERBE VM, ZENEE VM RARE  BRAFNEE , dEATIERIEEN
EREREZFEE,

ES- |

- RERPHERMESEMRER
- RBENRER VM BRER
- REZEFNHGEERES
« REHBEAYIRINERERE R

- REFWERRBEEFRESR

- RELERNERPOEFRER
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HEFFTRIAEY E R AR B E R

WREN VM R RRBER (PIIEE) , ENFERSELERE, EEINERERERR , £
FEH T LEE W FRRIEREE, THRETRELKRENSR  AAREREHNESN

- MRPESHEREREE , EUNREDEILEE, NFNAEERERNER  F2EUER
18 B A PR A B Y I AR

- SHEREMERERTE , EENBEETEER  SNHBRESEMSIEMRE, LI TREASHAE
REFERFERE AP AWS, MFARENFHER , FSH T BUEKERENELR,

- MREHREREHURERHSHENDE , UBSERHAER  SUUNERENER . FRNMTER
ERNEF  F2RTIHIBERARERMNEE,

RHENEES VM BERER

MRENFENEREENE , EIUERE LEE AWS S FHE Amazon S3 BERENER, &
ARNERERE  SRREEERRERER, SHHTFRNERERE , &7 UG E S
Amazon EBS RIREFRER, stEHERE A SURERESE —EARNSEUSTERZMOETFFE,

MREGELERRNEEERE  EUAEATISTRREERRREREHN

1. P AWS EEEFRE  BEENENRE  BRELEERNHEERE K ABRRPERIERREK,

2. MEAMAFHNEURERE, NE , WRECRANUKRERETERER , BUERZXRERE
FHREER.

3. SREBVYMWRR  BeERIEFEENRENHERE,
4. BFHNHEREHESERNTBERAEN AR ISCSI £E.

NENARERREERROUREENOHEET , FSROORDMEREEE  TEEEERE

RELZERNVUREERER

R KRR R 48R IRRECOVERABLE (%8 R) , LR T acEE AL URE.

SHTHEKRE  SUAEATIZR  SEIERNUEUREEFEINZHNHERE

1. W88 M BRI 2 MR [ A F A R BRI M RTREER [
2. BB MVHRER  RERENER.
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3. MIBRPTA A E RHRENSERRER.
4. PEREMBREEE RAVHERE,

ERREERE  RAEBEEARNNERBERTNHERE.

MBLAREEERRREN SN FRRENEEET , BRI LA NN EE RS
B

RBENREEBEERER

RN R RS | RAEBRBENER  ERATISBERENER -

- MREBLEHENFREZRDNERCRENIRBER , FRMRE, ENHERKRLERRBME,
- MRRIEHRERIELTE , FRARE, ERREWEER, ERRNEFERYEENTRERE,

REFNERRKERESR
WREHRERGSIE  CUUEA fsck S HRBANMERRMBRY FUEHE. MRETUSER
RRG , CRTUARBRREOURERFRER , W FAB -

1. BAERAERER R | AR LM Storage Gateway EEFZR ARV ERRR. WRBAREFHARN N
HER AWS,

(@ Note
MRENERRFEEABE  IRBEBLEFEZIENTHK , EAEALRBRBARE.

MENMARLERRBNEN , F2RELEHRNFEERELEE K MEREERER,

£ fsck i T RELNERRMER[R L EFHIEE,

EFREEHREE VM

EXNERILERREF THAHBMENR , BRI shift @A GRUB FH#IRE,

HEEERRT e R,

BEROT (B=1T) , REET e RE.

A& T HRIEM INE & O TS : init=/bin/bash, A%/ E R 81K EIE SR M hnay
H,

N o g bk~ 0D
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8. MEREMIT console= , HRMER = FHFRREMNAEE , BRLUER S RBRIE.

9. #&F Return AEFEE,

1042 T b LEBHR BIERAGEKEE. ENEREFREME basht R,

118 A /sbin/fsck -f /dev/sdal IBRERFBHTHST , UIRESEEECHERRRK. MR
ETTEAR /dev/sdal & , EAILAERA 1sblk RHE / WRERRMERE | W XAZKRE,

NREERRATEBRENBEZR , ENRBHTER. GRUB RESERASFRKE , FEREER
.

IBFFERREFEZHTHIRE , REBERBRER,

ERBURBIREEE A R AHERE  RELTUARBERRBUCTREIRR | £ MERENRELFT
HRE. & , B REE BERR B PR B ST ARV IR BRI MR [E .

RRELZFINERPLERER

NRENFEEHERFOREARELERRAMEEZFN , EUURERERITEER D ON S —ERF
&, HERE Amazon EC2 #{TEBRFEENRE, MREEELIFNMSE —EERFL , RMEREE
Amazon EC2 #{TER LRV ME, SEFENIRIAREEERNREEEE,

RELZEDMCERPONBRERERRER

1. £ Amazon EC2 F# F BV ANMAFMNHKRERE, NMEFMEENR 6 F2E
5T Amazon EC2 #1T{E R,

okt

B2 fud Bix [55 P SE Y B

® Note
Amazon EC2 #{TEBE LT EREFHNRHIEE,

2. BIMHMHHIRENRE EC2 HEMABERE, MFFMAER  F2RELGEFERE,

HR#% Amazon EBS IREESH it G BR 2 RN MR EERIMETERRE MM EERE,
MRENHHRERURBAER  FRERRK D,

MRERRERHRERURE , FREFRRUEKE.
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== ) DL <N
BRALENEIR

MREEEYFERSHFREIAE , FERER , BREERNIELENER,

BERTIEENER

1. MBREMRR. WERSA , f%%ﬁﬂﬂﬂﬁ?ﬁﬁﬁ%ﬁ[ﬂ’ﬂ%ﬂ@

2. BRFGHEBEEABE , SRIFEHEMR. MBEFMESR , F2RMEREH FEHE L B REE BT
iR,

3. MAIPIBEHMBER Storage Gateway VM, HRMEEFE Amazon EC2 #1T{EEE L2 ME | &
BIEETERE.

nl‘ﬂ

BOUHEE LT ERTER

BEBRERIRPINERT —ESMREAERBEREFEEEPINER , IR ERUKRE LFIEROER
E, NRLEREUBELINHEREHE K BELOSERBERAS  UESH#EERBERIONERFHE
E, Storage Gateway RIZBMEREFRUBNHKREAEEA,

® Note
MREFEAMBRIESHRELNERBRERABHER  AITESREERAE, ERAARHE
RHEERAE,
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H b Storage Gateway &R

AERA AWS ME=1EE. TEMER , THBERESEERRFIE , AKX Storage Gateway Bt
%,

ES -]
- BPEMREFRE VM EH - T ER A SRR RE T E MR E E R R T

s FHUGKEFERTFER - THREUGREREFEEREBNER , fINBRAAMERNEERE
Amazon EC2 #1T{E# L # Amazon EBS B [E,

SRENBATE - TRNASKIENRERFTERUNBRASR,

EHR iISCS| B B2 - TR MAGER 25 AREBRER N EERRFAE (SCSI) B #RAY iR 5 =5E 5 i
TE (VTL) £iE&,

« Direct Connect # i Storage Gateway £ - 7 f##i{AE AZPIEREE M AWS Einz BRI Z A
PR IEAR

- BSEER BN IP i - TREMESKFAENEREII I P it , EAMBFNFAER K 8F
Eﬁﬁ%a*;bi&iﬂ:o

« IPv6 21 - TH# IPv6 BIER,

T 1% Storage Gateway EIRFER ID - T 104a AWS 85l Storage Gateway BN ERM &
o

% Storage Gateway ERIN LEE - TRNFAFEAFEEREBRIBLENER , Y ECMHERS
B,

- £ Storage Gateway W BIBURIRE L - TR RIEM Storage Gateway ThaEE=F TEMKE
R,

« AWS Storage Gateway Fi#E - TR ERENRHMERE , SIFEHEEXNDNBENZT ARG ,
DAR SRR KN ERR

BB MERE FE VM EH#

AEHH EERBMMEREMEIR Storage Gateway RiBHEBEMEITH | SEE VMware, Hyper-V
= Linux KVM E#ITHIRIBEPB R , A RTE AWS Ei Amazon EC2 #1T1EEE L #1THIRH.

ES-
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- HEUWRERENTEER Amazon EC2 £# - T I{AI £ ATEE R Amazon Elastic Compute
Cloud (Amazon EC2) #i1T{EfE L BB MB A KK ERE,

- HEBHIEEERIERN B Amazon EC2 #1T{E R - T A& an{a#E A B T8 EE Amazon Elastic Compute
Cloud (Amazon EC2) #1T{EIf8 L B EMMAUKRERE,

& Amazon EC2 # TR P HEERLETE - THWM{AIEZE Amazon EC2 FE#TERIIZEZE
A IMDS 2 1 ix (IMDSV1) WEAREERBER , RERMEPEERFERER IMDS % 2 ik
(IMDSV2),

« @ VM ERJEE Hyper-V 5 Linux KVM E#4EERT - 7 T4 48 RSP EEE Hyper-V 5 Linux KVM
FEERMEENERE  YSHRS ZBRSEBABE (NTP) [RES.

- @F VM KRB VMware EH#ER - 7R IAIRE VMware FEEREESHN MR |, WARFEER
ERELREIHSERE DRSS EMBREBABE (NTP) [RSS.

e £ VMware £# FERESEE - THUNAFRE Storage Gateway %@ VMware E#F & |, UUfE
ALERARBR/ N EEMRARREBE (1SCSI) 2HIEF.

- AENWFEREMAKREES - TRUOMUERREREUFERH VMXNET3 (10 GbE) R EEes |, Iiff
A ZEMARRERERS , SUERE fron nultiple IP ik,

« # VMware vSphere High Availability &2 Storage Gateway & E A - 7 NMAIEBRE Storage

Gateway B VMware vSphere S A A EEFER , REENRELEERENAER. Hypervisor 5
B U

BT E R ERNTESR Amazon EC2 £ ##
AEFEY HFEHAERBREIEE Amazon EC2 ¥ T ER,

#& 7] LA1E Amazon Elastic Compute Cloud (Amazon EC2) #1{T{E % F BB UEERE, AWS
Storage Gateway Amazon Machine Image (AMI) &A% 8 AMI I 1214,

@ Note

Storage Gateway 18 AMI B2 M ETE X E AWS, BAERZRME2LBRE AWSH R
fit#&,

1. BEERTE Amazon EC2instance , F87E THEREN F AIRIEE R IZIZE Amazon EC2 A E# Y
B, WMEFRTE Amazon EC2 H1THEEBMNIE R , 2B EF Amazon EC2 H1T{EEE LA FTE IR [E R
B,
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2.

EEVR B 1T {888 LL7E Amazon EC2 12 & BRI AWS Storage Gateway AMI 57 |, 3 BETH
fERE , flanEITEMER, BRRENZERE.

oE , WA LUEE Storage Gateway £ &P EATERERTE , AFEAFERBERIE Amazon
EC2 #1T{E.

EAFEREREE LM Amazon EC2 #{TEREE THIFERRIE

- HITEBIEE : m5.xlarge
- WERERE
- 8H¥f VPC | EEFELEHIT EC2 #ITERMN VPC,
- WRFHEEE , 18T EC2 HITEREEHE DB FHEEK,

® Note

RAEE VPC FHRHE VPC EEEZRAMA T BBEIRLMA IPv4 it 5 E R |, VPC
FRESEERETANBESR,

- BBSEAR IP: ERE

EC2 Z2HEESEV M EC2 HITEER. ReFERATIEAERERA

® Note

ERERENE , SEERBUEEE 80, BBE% , EEFESVEREE., 2% , BN
EC2 #1T{E 8. R AL EBFTIE VPC H EtiEHHEFHL,

FiE LR iISCSI BZRREREEEMNRER VPC PR EMFEL, MR ISCSI BEFE
# VPC LN EMER  CERXENEENZSEERAL

BT LARERHREB LA , HEREE R Amazon EC2 T EBEFMEAETE. BWNE
i, BEFLLFAFMENR , RAREELZLEE D,

hE

80 TCP RAREA
B9 HTTP
c3:)
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(UrEREEREER)

pER ] BAHE ERRHK
#HE
3260 TCP iISCSI
RERE

FARRRE  AMIABEE, HIEE2 RRRE 3

B R EX R EY
EEEZRE '/dev/sdb’  '/dev/sdc'
K 80 GiB 165 GiB 150 GiB
WBRERE  gp3 gp3 gp3
it
IOPS 3000 3000 3000
ERiERE B = =
i B
n#z B B B
BAE 125 125 125

SR BRI [E BRI BT Amazon EC2 #1T{EEE

&\ LATE Amazon Elastic Compute Cloud (Amazon EC2) #1{TEE BN AUKEERE, AWS
Storage Gateway Amazon Machine Image (AMI) 2t 58 AMI,

® Note

Storage Gateway #& AMI E&M ATE X E AWS, BOUEERMHE R BEE AWSH R
H®"E,

HWERERE AMIs FAUTERES. MIME AMI Z BN IRARET 2 M= S EMRARA mE
%,

aws-storage-gateway-CLASSIC-2.9.0
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& ZEA8E Amazon EC2 TR AFTEHMKERE

1.

£/ Storage Gateway FEEHKRRENMHE, WFEETR A6 F2RNEUEERE, EATLEE
HEERE , 1BE Amazon EC2 AZHT A , AREATITRRBAEELNUREREN
Amazon EC2 #{T1E .

® Note
Amazon EC2 T#F R EXERINEKE, REFHRERERLHNERE EC2 HITER
Eo

EIZRE 1T (B8 SATE Amazon EC2 = A H B AWS Storage Gateway AMI g8 | & A BATE
HAEREHMERE,

A PORERE) LATE R R E R E) Amazon EC2 #{TE, NE Amazon EC2 HRIER BN FERIRIEHIEE
B |, 52E Amazon EC2 9., Amazon EC2 By RIEEREN4HREFR 1Ko

HRAERE , WA Amazon EC2 HI{TEEBHNEE, NBHTERER S ESKERE &
Amazon EC2 ¥ AWNEFEEH LS KB ITEE.

ETEREHERP , RYTEREREES  AYTEBZEFEEAEARL, FRAEABKEFTSE
ENREER , FEXERE, BEEH mb.xlarge BITERERME  eASLREEEEEN
RIEEEER, MFEFMENR , B2 B Amazon EC2 #1TEEERNER,

VEE , BANERBHITER < RABATREEBH A, MFEFMEHR , F2H (Amazon EC2
EREER) PRBEEIATEERN D,

® Note

BLHTEBER  $$HIR IBEC2, €# A NVMe SSD fitlk, ©MEEEREHF L
REFERELRE ; flin , BAEFEXRINER, B2 CachePercentDirty
Amazon CloudWatch 5 , MBEEZ2 84 0 FRBIEFLENRFE. EERATHERS
B EREE , 35820 CloudWatch X#4H# Storage Gateway 1EZFHEE

EE8Y (BA) BERY | HHEHSRYUBBWE) , BREAEZEARZLESETHTEEN SBY,
MEXE , BB HNESRY, NEFHMER , F28 GEAR Linux B1T{E#EA Amazon
Elastic Compute Cloud fER & 1ER) FHEILSEWE,

HHEBRRERRY  REALRENREERE K AREEHFEUNBETIRM
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10.

11.
12.
13.

14.

a. HRVPC: KEIEH , FRELERE Amazon EC2 H{TEEKN VPC, MEFMEN |, 5
28 (Amazon Virtual Private Cloud &)Y 9K VPC W{a:&E,

b. (ER) BN FHE , FEEEEHPEE Amazon EC2 #ITERK FHEK.
c. 7t Auto-assign Public IP (BE1EiRAE IP) # , i#$F Enable (A).

ERARE (Z28E) FTERY , RETELARENREE, BUUREEEFEES Amazon EC2 #
TEBEINFZ2BEENTEREBANRE  EERRELHEERB A ERA,
EEARSHFHARAUFERS , FIERHAERE , IBEKRAEHEHREREHNTERMNEEZE,
NMEMREFEMEEEENGFHEET  F2REEEER, NEFHHEEN , F28 (AR
Linux #1T{E&#Y Amazon Elastic Compute Cloud R &Em) R L= EEBE R,

® Note

HWREREFTEZFRK TCP EEIE 80 UMEBAREMER , Y EMERBHBET —RE
HTTP 7El, BUAR , &R LIt EHIE,
ok, BUAR ISCSI FFEBR TCP E#HE 3260,

HEERERARTERD  BREAFELRENRE , YRFRETEE.
EHERFREN L  EFENENNHERESFFRNEIEHBENTER,

/A Important
BRTEERENREEEZI , BESEAHEEL—EEE 165 GiB ZEH Amazon EBS
HMEREEUARREREREER , UREL—EEE 150 GiB BREHM Amazon EBS Rk [E LA #
tERGEFER, ATREENE , RMUABRFZASTEES 150 GiB W RENVFHZE & %@ EBS
RBRE,

HERFAETNERT , REARALARENREE  LRFEETEE,
BEEZRMBHITERLUER ERERNREERMEBFH Amazon EC2 BEHITERE.

EERFFHTERREEANKE , FEEE Amazon EC2 TR ATHNHTERER , ARE
BHESTHTER. BEATEBREESAITHIURERSREZEG SR , BREEIGHRE
SR, SRR EZEGCH.

RFMEATMERNYTER. RPTEEREZERER LA IPv4 it | REERE Storage
Gateway FZEAFHREFEEHR , BERETURERE,

& LAE A Storage Gateway FE R ERER AMI ID, AWS Systems Manager
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HEHE AMIID , FATUATREZ— -

 {£f Storage Gateway EZABRBRENMFE, WFEET , F2HRAREHURERE. BERIEFE
BIFREEREF , F5#E Amazon EC2 AT HYE A , AR EEMBFITEE AT Amazon EC2 £ A
B AWS Storage Gateway AMI 78,

R EEMEME EC2 18 AMI HE , A LME URL FEFZE AWS EFHH AMI ID,

- & Systems Manager 2R 7FHI[E. B LUER AWS CLI 5 Storage Gateway API , 7 REUELER
EFRERTFHRERERE /aws/serv1ce/storagegateway/aml/CACHED/latestEI’J ZEET
& Systems Manager 2/aws/service/storagegateway/ami/STORED/latest EZ &, #i
m, FEATY CLI s S 87E AWS EiF BI5EMN FEE B &l AMI B 1D,

aws --region us-east-2 ssm get-parameter --name /aws/service/storagegateway/ami/
STORED/latest

CLI s S EEEE UL TAE@E K.

{
"Parameter": {
"Type": "String",
"LastModifiedDate": 1561054105.083,
"Version": 4,
"ARN": "arn:aws:ssm:us-east-2::parameter/aws/service/storagegateway/ami/
STORED/latest",
"Name": "/aws/service/storagegateway/ami/STORED/latest",
"Value": "ami-123c45dd67d891000"
}
}

&k Amazon EC2 #1T{ERE i & ¥hER

HITERTFEERRE (IMDS) R—BHTER Y , AIRAYH Amazon EC2 #iTEEBHEERNE
2EFH, BTERUREAESZFER IMDS % 1 Mk (IMDSV1) WEARBERER  RERFEHHRE
RIFERMEMA IMDS 2 2 X (IMDSv2), IMDSv2 S TRERERMER , WHEATREAREHAFTR
IMDS W¥ERFERE, WFE IMDSv2 WHHEEERA , 5528 (Amazon Elastic Compute Cloud £/ #&
EmE) PHETERTEERREE 2 IRNEEFR,

HHRFEE Storage Gateway FIFTE Amazon EC2 #11T{E# , MEZEEEE IMDSv2, Amazon EC2
RIBTER , TETREBNREEHNTEERHEE IMDSV2, MELRENHTERNRESEZ IMDSVI
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R ERER , 528 (Amazon Elastic Compute Cloud &) FHEZFA IMDSv2 , LI
BERATEESEERZEUZTEMSH IMDSV2 HWRA, EALNESEAEEEFREAITEE.

B4 VM B EE Hyper-V 3 Linux KVM 3 8 5F E]

HNRERBIE VMware ESXi EHIRE |, 3% E Hypervisor T IFR I AGE M SERES B EEH 2
LB met, MEFMEN , F2EEL VM BREE VMware TR, ¥AIEEE Microsoft
Hyper-V = Linux KYM L EE , EBEEA T IREFEHRERESEEERE,

4% Hypervisor FIEEHMBENKRE A YR EELS ZMBREEALE (NTP) [R:R
1. BEAZRENASIHEES .

« WFHEE A Microsoft Hyper-V A F 2 B NEFMER , F2BEH Microsoft Hyper-V fFELFE

TEEES,
« MFEBA Linux BROBEERMER (KVM) ZETZENFAER , F2E £/ Linux KVM FEE
EXEEEE,

2. 1f Storage Gateway #HEEFTIREREBME L , WMAHENEFUERNRKFEAEE,
3. EXRFHEEERDERERL K WAHENEFUERRRNREDS RKRRE.

MEAHIRASRTENNRREED  YAEHE NTP ARFHBENSEETLER , ARBEM
RZENEER |, LW REN,

4. MRKEAZRAR60Y , F@A yUESRHFEE NTP BE, &8/, @A no

REED RE T E — LA,

B2 VM BB VMware 8 05R

BEAYBALHRE  S4REE VM KEEIRESEEZ K mMEXHEEREER, E4HF ,
BREREY VM ENREEIMERE, AR CREIHEE K IEFERREIMRERE  UARREE
HEBED HSEEPREBHME (NTP) @RS,

/A Important
FEFS VM BEREEFHEER | FRERTIBRARE,
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B VM B ) B2 3 4 55 [

1. &RE WM K,
a. 7% vSphere AFIRF , ERARARELAEARTHEE VM EB LR -—TEERE , B
VM HARRE K ARBERERE

Virtual Machine Properties (EE#t#25 B 1) ¥I55 75 5 K8 BN BA AK.
b. BEBERSIER K REMBBEFEDEE VMware TE,
c. EERMSBMEESIRAANERERY RECHIMREIHERERE , RREER
Eo
VM 8RR HEEEEH,
2. EBREFMERA,

R TEE S EMFERE S ERIE, MREERREEZHEE , BT T ITRREZENE
FEE NTP A fRaER.

a. % VMware vSphere AAFim® , EEAZRIERPH vSphere THETR , AR EBFHRERS|F

%,
b. #H Software (¥ #8) E4R P H Time Configuration (EFEIEAE) , A& EE Properties (B1%)
EiE,

Time Configuration (FFREI4HRE) ¥55FRBEEI K 3],
c. TEBHHFMEEAET , 8% vSphere = #4AY B HARBFRE
d. REXHEBERDIHERBENTP @R,
i EREARHEFEARAPEERIE , ARE NTP BEBER (ntpd) BEHFES RS | BEL
BIEAR P NTP 52 7Eo
i, BIE Add (5718) LASFE NTP RS,

ii. £ Add NTP Server (#7118 NTP faf28) ¥ L+ , @A NTP @R[ TB R BB
IP iut , AREREZE OK (FEFE).

BT LAER pool.ntp.orgMBMEE R,
iv. 7E NTP ##B1EX (ntpd) BIEBHFEF P , BELAERFH —HK.
v. EREGST , BERBURERE.
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FOER , MREBEL NTP AREE2%E , BRI —E2Z , ITEEFNRIBR
%, LAGE AT R ARER

e. I1EIE OK (FEE) LAREEA NTP Daemon (ntpd) Options (NTP #BIRE = (ntpd) i&18) ¥R A
f.  12iF OK (FE) LLEEEA Time Configuration (BFREAHRE) HEEH .,

£ VMware F# 32 ESE#HL

T AR MMELE Storage Gateway :ZfEH VMware #F & |, UUEFA 2 EFRCARER/NE
B RFEREHE (ISCSI) 25185, £EE ISCSI BHIBEESNAEMTIEHE , TESERESHNE
EENERN CPUFAE, SEERFBKRESSHERFRE, BARLUERESRERE iSCS| #5185
K , Storage Gateway ER MRS T MEXRAREMFER , UAFBEEZE AR EH B EEEKS
YRR RLRR

@ Note
BRETAMTER , IBRERETZAPREELHWBRRHERE,

#& VMware THF ERE/ER L ERLIRHRR

1. & VMware vSphere iF i+ , EEARARELASESEKTNRFEEREF[EB LR -TE
BAR  URRARRE K RARBERERE

2. EEBUFRBUHHELRD  REERRSIER.
3. EWHERS|IFERL  FEESCSI#2%185 0, AR BESFHA,

4. X8 SCS| =4S EBHFEAIRSP | B VMware Paravirtual SCSI 2425588 | REIBERE
TELAREIELERE,

AIENRIEREMREBERSR

HBIEFEER , Storage Gateway 2R EA A E1000 NIC R | BEALLEFHREEHEEEH
VMXNET3 (10 GbE) NIC, &t A[ LA E Storage Gateway , EE AIHZE IP it 7, 3RE LA R
EfE A2 EEREESR AT R EE,

ES |
- RELZHNRELH VMXNET3 8RR
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- RZENIC RERE

SsE A RRIE A VMXNET3 4888 881 3

Storage Gateway 7£ VMware ESXi # Microsoft Hyper-V Hypervisor #1537 E1000 NIC $EH,
FiB , VMware ESXi B EEEF R X VMXNET3 (10 GbE) fBiR s |, mEmmmEEs
FLE7E VMware ESXi BRIV EBERFF , ERUTUEMZELNFEEEA VMXNET3 (10 GbE) JTH
FEA, NEESLEERNFMAER , 528 (Broadcom (VMware) #8315 £ 5B E K RIER
BEESR) .

/A Important
B BEEE R H A BR Other Linux64 (Efth Linux64) , = 8E:ZE VMXNET3,

A EREUT 5l B ERARER E SRR FE A VMXNET3 8528

1. BERTERRH E1000 B\#ER,
T8 VMXNET3 &35,
ENREENEE,
AREMRE R,

w0 N

WABITRESELSRNFEET.
BERFARRAY E1000 EiE2R W E SR RMEMREM VMXNET3 Eixas

1. £ VMware # , FRAEEN AR (RAE) BE , REI1EE Edit Settings (lREEXE).
2. %t Virtual Machine Properties (EE##28 B 1) B+ , ##F Hardware (FE#8) EX.

3. &% Hardware (FEB8) , 551212 Network adapter (#8E8E#288). 55X = , Adapter Type (EiEZ23%8
B BB alAVEEES - E1000, EASERA VMXNET3 BB It B 28T,

4. 1BIE E1000 MR EERS | ARERIBIE Remove (BRR), EAHIF , E1000 #EKE #2252 Network
adapter 1 (MR8 E 2R 1),
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® Note

HACT SN MIERBHT £1000 Fl VMXNETS B WS , BRATREMEE
f , BACREHBHHBE,

i#1E Add (#718) BARK Add Hardware (3878 8) BE.
#HI1E1F Ethernet Adapter (2 KM ) , ARIEE Next (T —F).
EMRBERBED , StENMEFEE |, BE VMXNET3 , ARIBE T—F,

£ Virtual Machine properties (JE# 23 B %) BEH , #E52 Adapter Type (EHiZFHE) EERH
Current Adapter (B BIBVE#ES) BB A VMXNET3 , RRIEE OK (FEXE).

9. 7 VMware VSphere A Fims , EARAZRHFEIE,
10. 1€ VMware VSphere AAFim® , EFMEBEHNFEIE.

© N o o

ENMRBENFEER , FENMRER B EES | URARELBRERENBERER,

ol

1. 7E£ VSphere AAF iR , i#1F Console (E128) EBURMBAKER S, FAEZNEAERRE
ARBHAEEZEAURBNHARTRE, NENMAERATERERNEREN , F2REHEREE
BAREERS,

2. WHEARTER 6 BAHENEFLUEERARKERE,

3. REETE K GABENET 6 NENEHERA DHCP , ARERRRRERMENEFUE
ABEEHIBREHEDHCP)E Ay (RERR). iAW AEER[KEREM DHCP,

MEZNFECRA , B4ELERATE , BI Storage Gateway EB XA EHEE ., FHEEH
BB 2% , BAERFEMABRERNANRER, NENMREMARERNFHENR  FSEAIERE
E 1 PR A B B I AR

AZE NIC FREMIE

MREREFEFEAZEMEBRERES (NIC) , ERABASE P titfFH, EBREETIESP-—BERR
REATRLAESR -

- BALEAIAE - EFREEREIRER  EREEACRERIXE,

RENFEREMR EER API fR7s 2013-06-30 231


https://docs.aws.amazon.com/storagegateway/latest/vgw/manage-on-premises-common.html#LocalConsole-login-common
https://docs.aws.amazon.com/storagegateway/latest/vgw/manage-on-premises-common.html#LocalConsole-login-common
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AWS Storage Gateway (R EFEEAERER)
PREAER  ZuUEEEREARIXEAREHEEN SN, il , Bl EERZERHETE
AEXFEA—EBALEEERN I EEES.

- RIS - EHNEARARRARFEESLRE ISCSI BE , MERIEM 2B ZRAAERN BB
B, BAREN AWSHY B AR TR,

FHANSEHERCEARMT S —EBERR[EAREBANKRE AWS ( BIFERFE ) . BRIt
EE%% , MBS ANTE iISCS| B EMNEERURMERN FHERP (BEF[ERINEL iSCSI B
B)o , TRE B EZHETAE B R EA. IREARBFANHEEEZSELZERE AWS | AIXBEM
AWS /m,EEI'J iISCS| REA R RN EESE,

EIRERE— BN EFEHRE Storage Gateway £ A , ARFIEE _@ENHE 5 , Storage Gateway
EEHBRERAREAEF_ENEFAERANEH, ZIEI AR ESEEESENER , B2ETIE
i,

« £ VMware ESXi 8 5% Z B8R EiES
« 7E Microsoft Hyper-V E# 5% E % {4858 EiZ s

£ VMware ESXi £# 5% F Z BB E s

THERFBRFREVEE VM EEZ—1B NIC , T BRBWATHIE VMware ESXi B — BN EHF.
BT AE A VMware ESXi 44 i H it 4 3K #8542 28

1. BHFE,
2. 7E VMware vSphere AAFix™H , EEUERFEIE VM,

LER2 By VM AT SUR 35 B RRGAR A8
3. HAFIRT , MREE VM WAR (RA8) 1ZE , RREE Edit Settings (IREFXTE).

4. 1 Virtual Machine Properties (FE#EH#25BE 1t) ¥5E 5 BRAY Hardware (FE88) ZH L |, i#IF Add (31
1B) igEE,

5. &f& Add Hardware (¥TiE8TERR) BB R A8 M E#EES,
a. 1£ Device Type (EEBER) Bt | i#IZF Ethernet Adapter (2 KX MM EEES) FigEiEss |
RBIRIZ Next (T—2),
b. HEMREAEEY K BMECHEEIEIMERBEER K AREE T-%,
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ERAERMFEH VMXNET3 NIC 2 Storage Gateway, MERIAEHREEEREE R 2 EiE
BREANHMER , S8 ESXi # vCenter @RS AP EERER,

c. 1E Ready to Complete CEfgF ) BHEH , MBAER , REREE Finish ().

6. BEVMHHE EE A6 ARBE Pt HRENRIA LI, EEKES Pt iESERETH
REWMEEMNFTE IP i, RS HEEY HE=@ IP ithit,

(@ Note
AREFEE—LHE 6 EEREEISERAEHEE VM BHEEA,

7. 1f Storage Gateway & , BREE.

8. 7t Storage Gateway FEAMEBE KT , BEFME , ARBELCHEMNEFHREE., BRE
Details (FHEHR) BB HE—E IP ik,

W% VMware, Hyper-V fl KVM #z A F =8 EREKNFMAENA K F2EE VM A#FEa L
ITER

£ Microsoft Hyper-V F# 5% % {E {85 EiE s

TIHRFRFRENFE VM EER—EREREESR L mMEASKSWEE —@EEESRE. EEFBERNM
A Microsoft Hyper-V F#HTig 85223,

£ Microsoft Hyper-V Z# R EZRNRE , UEABENN B EEES

—

£ Storage Gateway £ & £ , BFRE.

£ Microsoft Hyper-V Manager # , #t & #4425 HARIZELFEE VM,

WMREIE VM EREEA , BE VM BB LE-TEREARURBMRBTERE , AR EIZFRA,
EREVM BBLE-TERARUBRBRABINRER , ARIBERE.
EREHFEARPVERT | BIEMEEHR,

EREHFHFRAANMEERTDRT  EEEREES  ARBENEUNERE,
REMREERS  RRIEE Apply (ER) LERRE.

EREHFEARVERT  BIATNEREERCHEEEREE , RAREERTE,

{# A Storage Gateway T A FIREE,

. 1E Storage Gateway FZAMNEBMHRT , BEFE , AREBENECHEEHERINFE, BIEE=
8 IP it ESIEFMEARSIREP,

© ® N o g bk~ 0w DN

-
o
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WEE VMware, Hyper-V #l KVM =z AR EE REBNFHENR K FSEET VM A#EEa L
BITER

#& VMware vSphere High Availability 82 Storage Gateway &8t & F

Storage Gateway &8 8 VMware vSphere High Availability (VMware HA) &K —HERARER BRE
EREERE |, £ VMware t RS TAMY. A ETHLER#TIEERLRER. Hypervisor 5
HERRHPE, EthEBIAREIEEE R | SINESREFNEREASUBEREEFEH,

vSphere HA BB ST AR ERMBREMENTHERIEES , UREHREE, BEFNIHES
FIESE  MRBAHE  ISEBARETMLLEFTREHEETH ENERBEE, —BRME , LERZRE
HIT , FEIBEXER, WME vSphere HA PEEMERR , 582 VMware XHHH vSphere HA iE{EH

Ho

(® Note

BN EE RSN EM EEHE ISCS| EEMENBBEURARIZRE | flinx
BEXRFENERER. URERE., MHEERN SANRFREFERS R, ATHAEBREEHE
BREREK , FEESEHEREPRRWES,

= B H FH Storage Gateway B2 VMware HA |, BE#1T T 5I$E :

- EEBEN—MEEH LT VMware ESX .ova AI FEEH , EHP B E Storage Gateway
VM,

- #BFE .ova ENE , FENTEREEIRARNERTFRE, it EARETREEH
HUUAFHNENFHRE, MREEMEETHARNERNFRE K MEETHBE AT EE
ERBEENEMEIHREFNENRE K MAREREIS —EEHITERTZRI,

- FEMULRBSEAEPENEEFAFUREPEER  SERSEERKNWER ISCSI 5
E., EREBEENT  THEEELVIL ) ENRE , THEEREPERENT IR
BFEE VM, Windows H Linux A FIRHVERER iISCSI M KRB EBE B A FTEN —iREF
B, %% BET Windows A FimB R ENFMENR , F2BEFTEH Windows iSCSI 58
Eo WHEBFT Linux A FRREFERENFMEN , F2BETEM Linux iSCSI 52 7E.

- FRARERER  MREE ova ENHEEEE  ABERRERGENEMEHZRE
B, 3E K CUNEEBEZESETHEH,

T3 EBERPUWMMIE VMware HA HBEF ZBE Storage Gateway :

ES]
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AWS Storage Gateway

(UrEREEREER)

« E%%E vSphere VMware HA # &

. 1% Storage Gateway £ A T & .ova &
- HERE

- (ER) AESLHNHEM VM BB RRE

- BMARE

« JAIE VMware High Availability #H58

ER7E vSphere VMware HA # 5

B, MREEBREAREY VMware B8 | S BB, WEWAIEI VMware EEWEEEE |

VMware X#H #9237 vSphere HA # 5,

ETXR , & VMware HFE5%E &8 Storage Gateway & Hl:ELE,

RE VMware &

3
¢
&n

1. % VMware vSphere Y fRERERE HH L , B EHY VM NEAEREREE VM B2, &

BEEKM  FASERERETIIE

* Host Failure Response (E# 1 fEEfE) : Restart VMs (E#EXE VM)

« Response for Host Isolation (E#F= 2 FE) : Shut down and restart VMs (B3ER Iz EFEXE) VM)

- EEPDLHNERENE : EFA

- BEF APD WERIFHE : EFH

- VM B2 . VM FIE AR R Ein
2. BETINEUNREEBREE .

- KUER : FlERE , MRREWE VM AR , ISEHRKRE VM.

- REWTRE : £ VM RBUFKRER VM TENARE  EESEFERBEENRERE,
- B VM NBEXRER : EREAERKHEEAR , EEFENRE VM HERRE.

- RAERKHHEE : FHESHE VM ERNSARERRBNEHEERE.

MRETREEREWLEE ,

3

ERE LR ESD :

(af
K

. KHEME:30%
- REHTRE: 120 %

HEEER VMware & 7 F £ 82 Storage Gateway
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- BEVMHWRAERRE 3
- RREREEEE 1)

MBLEHE LERMEERTH VM, STRSRERETH VM SANSEE, 1% ova HE
VM, BESEER Y, NEREELENREAT | HSMGRE) AR LI VM S
&,

% Storage Gateway £ & T# .ova B&
THEZNFEER .ova BRE&

£ Storage Gateway T ANREFMEEE L , BERNENEAEERNIME S K REEHETEA
RIZMEAERERTH ova , M ERIEEBIEMR,

EEFE

EERENEED | 1 ova MEIPEBRNHEP —EHEEFH,
ZBE & .ova B&

1. # ova REFBIBEFHEF—EEH,

2. WMFLEEANBHENERTREARRRATHEETHVMEEHER. £ VMware RAIFEP
FBIRIE P ILE Storage Gateway .ova BRE , SEHRBERAFXER SCSI #iik,. "2EE
by 2ME VM EEEMEXRAREEENERN , BXRATUEREHTIEE VM 1 EERER.

RRE VM BAE R £ E R HI2R

1. £ VMware vSphere A FimH , FREE VM AR (IRE8) BE , ARIRE RERE.

2. 7£ Virtual Machine Properties (FESEH#4ER B M) ¥I5E 8RS | i#IF Hardware (T 78) 28 |, &
HY SCSI controller 0 (SCSI #2485 0) , A& 1E#F Change Type (BEFHR),

3. 7£ Change SCSI Controller Type (2% SCSI £ #Ig5 581 HWEEA AP |, BH VMware
Paravirtual (VMware £ E#{t) SCSI #2588 A | REIEE OK (FEE),

(EH) ABE LM EAM VM HEERRIE

MREBEFELLBEHMEEHITH VM, BB EREAHESE VM EANEEE. NERH ,
2R VMware vSphere #& £ iy BETE B EF#ES,

3
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ABEELWHM VM FEEREE

1. 7 VMware vSphere 1Y B E EH L , BEEREURMEEER , REBEE RE.
2. EEHEER K AREBEEWEE,
3. VM BEEEIUBESEE.,

£ vSphere HA - VM EEER T ABMEEEERE T HIE .

- VM B2 BERERA - VM MEMENER

- VM EERBRE BRERA - VM MEAREXEE
- VM E5#2 : BFT

- KHER : 308

- REWITHE: 1200

- HE VM IR KRERRE : 5

- EXRFEEELR : 1/NEUA

R 8
EHERIER ova & , FRALHREE. MERAERSEREREMBRTE.

B
mEE T EEPHRRHNER !

a. BENHHREREZRE AWS
b. MEERE I RAHKERE
C. FXIEWARKIE FE

BIE VMware High Availability #H &8
RARER , BEAREHERE,
BIER VMware HA #HEE

1. BI{E https://console.aws.amazon.com/storagegateway/home BB Storage Gateway F# &,
2. HEBEHRKT , BE RE , AREELEZAE VMware HA B FE,
3. &Y Actions (B)E) , iZ#2 Verify VMware HA (B85 VMware HA),
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4. FEHBH Verify VMware High Availability Configuration (B23 VMware High Availability #25€) 75
| 1B OK (FEXE).

® Note
B VMware HA S BB RE VM AP BT REER. AR TREELS ENKE
FETHo

MRRERTY , Verified (BEE) MESRTE TR MENFEETERT,
5. BEEEH,

T
r

& T LLTE Amazon CloudWatch BiEEHEF K FIE R VMware HA SHMWER., MEFMER |
BIiEiB CloudWatch B 55EH4H VS HITE [ B EE/ERRE B 55

EHHERERERFER

AEFHNEERANAEREEFEEREREREERIR T SHEBBNRTER. SOFEEEZERE
Hypervisor T AN ERUMKREER , AR VMware vSphere ESXi, Microsoft Hyper-V 3% Linux
BROBEREESE (KVM) ERCERBRUEBRNIERR. St OEEEEZTIFIE Amazon EC2 #1T
{EB8 Y Amazon EBS R [E , AT AWS Ei% Amazon EC2 LFEEHRME,

ES]

- REBEBREULE - THRNREEEREERN VMware vSphere ESXi, Microsoft Hyper-V =% Linux #%
DEERBEEE (KVM) ER(CEM T AR RUBRIGXEREM , Sl , mREHEERUHRLE,

 7£ Amazon EC2 & L E¥E Amazon EBS #BR[E - T fif 20418 izl m A Bt E 414 Amazon EC2 #i,
TERLAEECFAEN LEEFERREFEEEN Amazon EBS MR ERE |, fln , IRENWER
BARTrREEREEFEEMIED,

1 FEE R BRERR
HATEZNEERRERE  BEBENEREBKRREUE (F1 |, 28 —EHREN R,
% VMware ESXi LEEE W R EBERRIRE

BRLMERTHRR |, #f VMware ER{LEERF LREERNREB R,
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B L EREGEFE BB (VMware ESXi)

1.

1£ vSphere AAFURH , MRIAR (RGHR) BE , WHEERFE VM B8 , R%1EFF Edit Settings
(HREEERTE)o

£ Virtual Machine Properties (JE¥E#ES B 14) ¥IFE 5 A Hardware (FEE8) 28 L |, ENEEA
FEEFEZENEE  ARIEE Remove (BER).

A E RS EMEE IR EREESNHEEAL LTI THWHEREE, ERMERERE
B BRIE MRV RETR

i#1Z Removal Options (BBRIZIE) EIRFHIEIE , RRIEIE OK (BE) REXNBRUBEER.

£ Microsoft Hyper-V EFEE R BB BRELRE

BT LMER T 5IRERF , #& Microsoft Hyper-V EH{t EEREF LEE R BB BRI,

BEReH ¥ EEREEATEENER BT (Microsoft Hyper-V)

1.

£ Microsoft Hyper-V Manager # , BRUAR (IRG8#) BE , WiBERE VM 818 , AR EE
Settings (& 7E).

£ Settings (FX7E) ¥IFEH HREY Hardware (FE88) BEF , ENMEBRIVEER | A%iEE Remove
(BBR).

BB EREENUMES R EEESE R SCSI #B4I35EE T, EMHER Controller (2%18%)
Location (L&) EEFE LRI THHEEE. EAMEBNREREBRERNTEE,

Microsoft Hyper-V Manager PR ~EY 58 — {8 SCSI 12428 =22 HIEF 0.
BE OK (HBE) UEREE,

& Linux KVM LEEE W BER BRI

E R REERE Linux O ERBES (KVM) EE#ES Hypervisor EHVRE 2 B | B LU A ML
THEH—@E virsh s,

$ virsh detach-disk domain_name /device/path

WMEEE KVM B FHER , 528 Linux BITRRIVERIAEXXH.
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£ Amazon EC2 1B - B Amazon EBS Bk [E

B8 —RIRREREHITA Amazon EC2 TR , BEEE Amazon EBS MikEMA LEEF
MREFFRERA. —BREzE , EANERAERXTEREN , KR EH A Amazon EBS &
BEMALH, SHATUBKRZAEERN Amazon EBS #lE , BESEENFEEE., WE Amazon
EBS WFFM&EF , 528 (Amazon EC2 £ EIER) HH Amazon Elastic Block Store (Amazon
EBS). Amazon EC2

ERMERHEESRERCY  CEZCRENATRERENERAEXER , RELEEFNRIFHT
RN, BEIHATIESR , F2RHETERE R £ EEE /N B ZEE A REIUEFE XD,

FAEREA IERENRINRENRETEREGRE. SUEEEEN Amazon EBS Bl [EER
FENBITHEE  EERESELHKREREA LERFNRINMFEEEE , TERBELHFENG
¥, MEFHMEN , FSBAWS Storage Gateway Bl

AN BB I8 K& ERE Amazon EBS R [E
1. 3 Amazon EBS #{ik[E, MERA , 582HE (Amazon EC2 A EER) FHEIHER
Amazon EBS ##x[E. Amazon EC2

2. # Amazon EBS Bift[EEEZEM Amazon EC2 #1TEEE, WMERMA , 552/ (Amazon EC2
FRAEERE) DAY Amazon EBS Mk [EEEZZHT{EE. Amazon EC2

3. BELFEALEBEFRREFEEHN Amazon EBS B, MERH , HSHEE Storage
Gateway By AN BERERE o

ARRETRZREIFTEALERFAKENRIFE,

Bk Amazon EBS #[E
/A Warning

EESTREBANSES LEEEEZMI Amazon EBS BIRE , TiE AR 2 ik REAY BT

=
oo o

1. EBEERFE VM —EiHhAriRfy 5 £ B FE.

2. #% Amazon EBS WiBE[E R Amazon EC2 #1T{EIRE 0B, WMERA , F2E (Amazon EC2 £
Eigm) PRI ITEE 22 Amazon EBS Bif([E, Amazon EC2
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3. fHBER Amazon EBS Mift[E. MERA , 52 (Amazon EC2 FREIER) HHMER Amazon
EBS Hi#E[E., Amazon EC2

4. KIREARARIE VM — iR FTRHY 5 LR B 8,

WSFENBA R

EEERBEENRASE  FoOREEREESE (VM) REBERER. ERMSSENISRASBNE
FEm  ZEHMECLEM ActivateGateway API BIMEMNEF —ESBEE , s ERENHERE,
MEFMET , 5520 Storage Gateway APl 2EZEZ Ry ActivateGateway,

® Note
MRKRER , MEMASREHE 30 FERBH,

FHFEE VM RENBRISETHA AWS WEE, ENEnZEEREEN URLEEER

& activationkey WEHFESY, LEAFESYERLNRALR. EHFENKRIW

T : http://gateway_ip_address/?activationRegion=activation_region., LtZ&EHEIE
HEERAERMNEE,

It URL t2@%& vpcEndpoint £/ VPC in BB ELER 2 BB VPC im 23 515,

(® Note

Storage Gateway @ #85%1E. [ERM MG ETZARF Amazon ECZ Amazon B & (AMI) EFE
FREHFEWANEIEABFTIRN Web FFRFIEN HTTP i, BFAFERERLERELL
KA TH AR,

FE
e Linux (curl

 Linux (bash/zsh)

» Microsoft Windows PowerShell

- ERATHEIFES
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Linux (curl)

LA EHIEERINAEA Linux (curl) EVISEUE €48,

® Note
MR BEETHEBRRAAMENERE, THEINENT

« gateway_ip_address : a0 , FiEERHY IPV4 H#bak 172.31.29.201

« gateway_type - BERMANRERER , 20 STORED, CACHED, FILE_S3, VTLE
FILE_FSX_SMB,

« region_code : BEMARENESE., F208H (AWS —2EZEME) FHESRS. R
RIEEHSE , I RENEHFHBRITFEENET , AT HEER Aus-east-1EH,

« vpc_endpoint : a0 , FEER VPC in B E T vpce-050190485128F2Fd0-
iep@e8vq.storagegateway.us-west-2.vpce.amazonaws.com,

EENGERERMOMATE

curl "http://gateway_ip_address/?activationRegion=region_code&no_redirect"

23 b

e

RIS HRIRENMASR

IPv4

curl "http://gateway_ip_address/?
activationRegion&endpointType=DUALSTACK&ipVersion=ipv4&no_redirect"

IPv6

curl "http://gateway_ip_address/?
activationRegion&endpointType=DUALSTACK&ipVersion=ipv6&no_redirect"

FIPS i 25
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https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
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HEHS FIPS in MM RUA 248 -

IPv4

curl "http://gateway_ip_address/?
activationRegion&endpointType=FIPS_DUALSTACK&ipVersion=ipv4&no_redirect"

IPv6

curl "http://gateway_ip_address/?
activationRegion&endpointType=FIPS_DUALSTACK&ipVersion=ipv6&no_redirect"

VPC %2
£ EHE VPC BB A &8 -

curl "http://gateway_ip_address/?
activationRegion=region_code&vpcEndpoint=vpc_endpoint&no_redirect"

Linux (bash/zsh)

T EHIRERIAEA Linux (bash/zsh) #EER HTTP EIfE, Z4F HTTP EBRESRA LB F N,

function get-activation-key() {
local ip_address=$1
local activation_region=$2

if [[ -z "$ip_address" || -z "$activation_region" || -z "$gateway_type" ]1; then
echo "Usage: get-activation-key ip_address activation_region gateway_type"
return 1

fi

if redirect_url=$(curl -f -s -S -w '%{redirect_url}' "http://$ip_address/?
activationRegion=$activation_region&gatewayType=$gateway_type"); then

activation_key_param=$(echo "$redirect_url" | grep -oE 'activationKey=[A-Z0-9-]+')
echo "$activation_key_param" | cut -f2 -d=

else
return 1

fi
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(UrEREEREER)

}

Microsoft Windows PowerShell

T % &5 45 B8 7= 704 fE FB Microsoft Windows PowerShell #8EX HTTP [EIfE. 24t HTTP ZEsE & EE R A
ok {: Al

function Get-ActivationKey {
[CmdletBinding()]
Param(

)

[parameter(Mandatory=$true)][string]$IpAddress,
[parameter(Mandatory=$true)][string]$ActivationRegion,
[parameter(Mandatory=$true)][string]$GatewayType

PROCESS {
$request = Invoke-WebRequest -UseBasicParsing -Uri "http://$IpAddress/?

activationRegion=$ActivationRegion&gatewayType=$GatewayType" -MaximumRedirection @ -
ErrorAction SilentlyContinue

}
}

if ($request) {

$activationKeyParam = $request.Headers.Location | Select-String -Pattern
"activationKey=([A-Z0-9-]+)"

$activationKeyParam.Matches.Value.Split("=")[1]
}

ERATHEERE
THBHRENAERAABTRAREENBERRASH.

Amazon Linux 2 (AL2) E &

EAIBURIR AL2 BREREURZES FIPS iiFi.

®

Note

FIPS inFiitIF£ ¥ AT A AWS B, MFEFMER , F2RMKAEHE D ER FIPS iwE.

%

AT EEE AL2-based FEMN B A £458

1.

NEBESTBEALNEEEEA,

Microsoft Windows PowerShell
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https://aws.amazon.com/compliance/fips/
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2. fRAWS RfBRLA - AR IRERT , B 0 IRERERA LR,

A BRI IEIRE Storage Gateway.,

WARERARE AWS N EE.

STHMERER M 1 RRQE , @A 2 X7 VPC,

HRWRHER WA 1 RREE, WA 2 XRTBHEARERE FIPS).

o o ~ w

Amazon Linux 2023 (AL2023) B &
BRI AL2023 AEBHFEE , AIEATHwE

- BERR (EXEIPVY)

. FIPS 8% (EXIE IPv4)

- BHBIRE (XE IPv4 1 IPv6)

. @B FIPS B2 ( XIE IPv4 F IPV6)

WEFMES , F2RRMEE,

WA = A S AL2023-based FEM R £ 88

1. BALZHAEERE, WREEMR Windows BEGEREEM Amazon EC2 Si1T{ERE , B
admin F95 & A,

RAWS RfBRUA - AREE Thae RS |, EH 0 UREFEUSRIA TR,

A FEERSEIEIEE Storage Gateway,

WARERARFE AWS BB,

HRERERE @A 1RFLHF, S8A 2 X7 VPC ink,

HREEURRER , A FIPS? , @A Y SRR FIPS N A FIPS i,
HRImMHEE @A 1 RREERE WA 2 R TEHBRE,

N o g k& w0 b

- HREMERE  WHNEE IP RAHER -, WA 1 KRR IPv4 5 2 RR IPVv6,

E4R ISCS| Bl Eh 2R

EEEMXRE , BFERAERN Internet M ETTEAN RSO (iISCSI) BIRATFHBHELETE (VTL)
RE. WTHIRERE , iSCSI BAfR2S. srERTHE , BER VILEE, EHITEHRE , &3

ER iISCSI BiEh a5 API fR7s 2013-06-30 245
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TEBGEIELHIZE, BFTISCSIF&E. # Red Hat Linux AFImER , URBRERBREREHE
(Challenge-Handshake Authentication Protocol, CHAP) iE 8.

&

« £ Windows f FInE R E BN HRRE
o M volumesiE R Linux A Fim
- BT iSCSI &E

- EXJE iISCSI BE# CHAP &7 8E

iISCS| RER PR BEANME (P) BEMFHARE , TARNKBNEE P BERTFEERAF IR
ZERER, TIEEER—LFAFE  ARRA iSCSI ERMFIEMN TH.

iSCSI initiator (iSCSI EXE)2%)

iSCSI MM AF T, MBS HEREAE ISCSI BE, MBI UNEHRERNFEHTUE
fE, Storage Gateway & EEBEENES,

iSCSI target (iISCSI B 1)

iSCS| A AARBRTH  TREKRNEEREMERNFR, SEUKEHS LA ISCSI BER.
Ri&— 1Bl iISCS| B BB EMRE—1E iSCSI B o

Microsoft iSCSI initiator (Microsoft iISCSI Bi&)23)
Microsoft Windows Efi§ W EERER  EEKAFREN ASTESHERBEAZRES
FERAREXNER) ERZ/EiSCSI HAElfES BIFE), EAFTHERN IARBEREFELE

#%. Microsoft iSCS| ExEh25 E3&EiB Windows Server 2022 £/ Storage Gateway ¥ TER . EXE
BRNEREERKED,

Red Hat iSCSI initiator (Red Hat iSCSI F{ &)

iscsi-initiator-utils Resource Package Manager (RPM) E#41E Red Hat Linux Ei B
FRE/ERY iSCSI B EIss. WEHXHITE iISCSI BAHEN FARSFHBIER.

BEEHNEEZRITLUERE ISCSI LE , MAKRABITELER , TR,
£ Windows Al FimiE iR E SRR

HWEERESHECHEREMELNHRELRA ISCSI BR. WEFMAEN , F2RLEHKREE
e Vi D T
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® Note

FEERTHTERR A FELRACRELERFTE, MRRREREN LEEEFE , R#K
EARRERF A UPLOAD BUFFER NOT CONFIGURED (RFEBE LBEEFE), BEREFTHK
mﬁln__n'“*ﬂlﬂﬁﬁ EN LEERTRE , ﬁﬁﬁ%"‘\ﬂﬁ REREBN LERFNRINETFE, B

RERNEERERETRE EE’JL%‘%@IE ASHRALHFERERNN LERFHIRNEE
2o

TEx BERARE Storage Gateway ZR#EHHY iSCSI B1E, MEFHMEN , F2RURERENERE
F .

Your Data Center

s N~ E—

Client / Volume Gateway VM\
& €—iSCSH—P >
2 o
<> E g
= &
= Volume Snapshots
Application Storage
Server Cache Upload
Storage  Buffer
‘ Hypervisor 8—;
..‘ K Host /
- Volume Snapshots
Storage
Users

Storage Area Network,
Network Attached,
or Direct Attached Storage

& 0] LA#E Windows = Red Hat Linux i FimEfR ERERE, S LURAMERE CHAP i AE—AFik
KEA

EHFEEERURELAFAREREMEEEBMN ISCSI BE , YHeTE ML
ign.1997-05.com.amazon:, Hl , WMREEERBFEEE myvolume , AR AREREHUEER
iSCSI HZR iqn.1997-05.com.amazon:myvolume, MEWMAFREEAERIER iSCSI HEBUE
EREEAERA , F2B% Windows AFIRERELHNRERE,
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2 ASH

T

# Windows B ZHR[E, B ZE Microsoft Windows F B i

=
£ Red Hat Linux EHF EHEE, E#RZE Red Hat Enterprise Linux f B i%

X E Windows M Red Hat Linux ¥ CHAP &% %7 iSCSI B CHAP &7
B,

# Windows A FIm B ZERFHRE

1. 7E£ Windows AAFmEBRAEREE L K RESEXNERSHRPEA iscsicpl.exe , WK E|
iSCSI MBEIZRRER , AR FUHIT

(@ Note
BLRERRAFPRERNEESERN , X817 iISCSI KB

2. WMBERFKERR , BIEEZRE Microsoft iSCSI B B3 IR

3. £ iSCSI Initiator Properties (iISCSI| RiEIzS B M) ¥EE S+ |, iBFF Discovery (ER) 28 , A%
1212 Discover Portal (R A O#B).

4. EEZBEAOMWEEARED |, 1% IP #huksk DNS B8 A iSCSI BEMW IP it | REE
BRE, EEZHEMERN IP it , 558 E Storage Gateway T2 A LHBHEER, MREEHE
Amazon EC2 #{T{HEE LB RE , Bl LAE Amazon EC2 T AMNERERTHRIIANE IP
DNS #hit,

|P 4t 33 £ & IR 7 Discovery (%) 28, Target portals (EZEAOBY) FER,

/A Warning

&% Amazon EC2 #11T{E 88 EFTEfBMEE , TXEB B LA EHBHERKESFEREZEE
B, Amazon EC2 #1TEEEAEM IP st L ER B EtutF A,

5. B¥FHNEBEANNLEREFRELNRBTFURERR .
a. 1B Targets (B1B) &,
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(UrEREEREER)

MO BRADRUENSEEERPRE-BET, BErNEREBEXREESR 1 Pt

RBERREFTIEENBBHEE.
b. EENBE&E 6 A%KIERE Connect (E#R).

MREHAREABRER , FAANSR 1 TN EREHE. TEREERUELRS | &

HSILERATEE "TREBR. BE  RREERE.

c. HEEEERY K HEBERENEACER (EEHEERER) , RREERTE,

SERAE A LA Windows #I#A{L B R RFHIRE , RSB EE LRTFERN. BEHTIEE

A Windows BRI EE T B,

(® Note

HATRETREEEM , BRZEBKEEEH Windows iSCSI

FERREIH iISCSI FRE,

IR MY volumesiEHEZ| Linux A P im

HRHAEBTESR

£ Red Hat Enterprise Linux (RHEL) B , A BAfEA iscsi-initiator-utils RPM EH#ERE

FIE iSCSI B (MEREW VTL £iE).

#% Linux Al FimiE#R=E iSCSI B &

1. Z# iscsi-initiator-utils RPM E# (B AREERFIR L),

BRUEAT IS REEEN
sudo yum install iscsi-initiator-utils
2. FETE iSCSI BN EEHT,
a. EATHHEP—fEaT , #0iSCSI HBEAEEHT.

HARHELS = 9, FFEATII® T,

sudo service iscsid status

b. MEAREGTARELMREBEENT , FBEATIHIET —Er s RRUBEEEN,

# volumesiE#E| Linux A F iR

API fR7s 2013-06-30 249



AWS Storage Gateway (R EFEEAERER)

HARHELS =9, HFHEATIHHT. FEETEEPHEREIiscsidRiE.

sudo service iscsid start

3. FERRHUMEMERNUKRER VILEKERRE , FEATIERG T

sudo /sbin/iscsiadm --mode discovery --type sendtargets --portal [GATEWAY_IP]:3260

el — B SHH [GATEWAY_IP] 8% , BERAEFEN IP thit, &7 LLTE Storage Gateway
FHACHKRER ISCSI BEZEEFABHEHREIFE P,

BROTHRLETERGGTIEL@E L.

EEHBERE : [GATEWAY_IP]:3260, 1 iqn.1997-@5.com.amazon:myvolume
ERUERE , 520  iqn.1997-05.com.amazon: [GATEWAY_IP]-tapedrive-01,
B iISCSI 1AW (IQN) EEFIEMERNEBAE , BA QN BHRERKME—_RKE—1. B

ENEREHRRtERUUKRERIEEN B, BT Storage Gateway F 24 HiREHRRER |
A LAE iISCSI B EEFABMHER PRI BEREER.

4., FEEEZTEHE 6 BEATHGS.
iR REEAEEDODIETEIERN [GATEWAY_IP] #1I1QN,

/A Warning

&% Amazon EC2 #1T{E#8 LTS BHME , TXEEIB LGB ARERRZEE
B, Amazon EC2 #1T{ERAYEM IP thut A E K B Ehut £ A,

sudo /sbin/iscsiadm --mode node --targetname
ign.1997-05.com.amazon: [ISCSI_TARGET_NAME] --portal [GATEWAY_IP]:3260,1 --login

5. AEWMRHMKREEERERAFIREE MBH) A FEATIRS,

1s -1 /dev/disk/by-path

wENEEEERSETIES@EL.
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lrwxrwxrwx. 1 root root 9 Apr 16 19:31 ip-[GATEWAY_IP]:3260-iscsi-
ign.1997-05.com.amazon:myvolume-lun-0 -> ../../sda

MIBEBCENREREE R, KB BETEM Linux iSCSI 52 E PEIRMNABEET iSCSI BE.

BE] iSCSI & &E

BRI 2RAERERDR 2R , BFTER iISCSI 3E AR B3R P K54 B A ER.
WTFZRAREM ISCSI BEE , KRENEBARAEENREEFTREANBARE , UREAMAT
BRI R, B anA8 R P A

® Note

BERE2N , ZEZLES —OBRE, NFEBRVERESHRFERZHEOEIEARAEMREES
KB , 5528 Microsoft TechNet Library B Registry best practices.

xR
o BHEIT#H Windows iSCSI :%5F

« BHEIT&EM Linux iSCSI 52 E
- BEITHBEREMN Linux MERKRRTE

BET &/ Windows iSCSI 5% E

£/ Windows B FimbE , L E#E A Microsoft iISCS| BB EMARIEHBEEREE, MENMEZE
HEENE R , B2RSWEEERED Pk,

BET/4&H Windows iSCSI 58 E
1. RBREFERETIHERE LR,

a. REBEHIRESS (Regedit.exe),
b. BEFHBHERINSEM AT (GUID) £ , HE5 iSCSI #HI8ERE , WT IR
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/A Warning

HeE R R E CurrentControlSet FHEHR T K MASEMAIESIE | 4l
ControlSet001 = ControlSet002,

HKEY_Local_Machine\SYSTEM\CurrentControlSet\Control\Class\{4D36E97B-E325-11CE-
BFC1-08002BE10318}

c. SIiBAM Microsoft iSCS| RABIERHY THES | INTFIRA &1t [###### ] o

e ER B Uy AV SRAS AR A , fl4n 0000,

HKEY_Local_Machine\SYSTEM\CurrentControlSet\Control\Class\{4D36E97B-E325-11CE-
BFC1-08002BE10318}\[<Instance Number]

RICEEEELZENABME , Microsoft iSCS| BLEIZS AT sER 2 FH415 0000, & A LUE
B FEDriverDescEE H , RERECEIMEEMN FE5|#EMicrosoft iSCSI

Initiator,
d. HEHTISCSIFRE , FH&IZE Parameters (B 8) FHE.
e. BRBAR (RAR) ZREHS MaxRequestHoldTime DWORD (32 {ut) & , &1 18k , A%
HBEZFE A 600,
MaxRequestHoldTime 8§ EEEHDevice RemovalZE# LEZ#i , Microsoft iSCSI BXE) 2§
ERBLEARTRGTHRE, LEXRTRBZBEFEBA 600 ¥,
2. SBULMERTHISE , #80iSCSI HaAPEENERE LR :
« FirstBurstLength AT HIRKEERNBEABREANSHNERE LR, BHERA 262144 T
Windows {E¥(RRTERE , UBSERE,
« MaxBurstLength LA FirstBurstLength , EHZEFINERKERNEAFREA SRV ERE
EBR, #UL{EERS 1048576 = Windows EXRMTERE , WS EBE,

« MaxRecvDataSegmentLength AT #2#IE2 58 —1f £ B £ & jv (PDU) MHBIERN B R E R K/ LR,
HE LB A 262144 = Windows EERMRTERE , UBRESERE
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® Note
AMATE iSCSI FRERBEiRPERBREL , LBEFANR. NEHIELS

LERATRRENE , F2HROEEBH X,

SHY IR

3. REHBREE, MTAR:

a. WHEKRE , BB REREST (Regedit.exe)s
BB F| CurrentControlSet 2 Services (BR7) FHIEHH Disk (HiER) FHEE , W TR,

b.
HKEY_Local_Machine\SYSTEM\CurrentControlSet\Services\Disk
c. BRBAZR (BRAR) ZREHS TimeOutValue DWORD (32 i t) & , iBEE N , AR EEEE

% 600,
TimeOutValue EEHEE R EHMBEREA TFRERERZE , iISCSI RBRFFEED

M. tEARE 600 BEVREHE.,
AERFTNVEREEN , FEMBBENRT,

ENMMEBE  BLAREUREMERARFNERMBELE. FEIITIEE,

SRETHRENHREER  BENKE.

RA TS TR IR

=L

HET#& M Linux iSCSI 58 E

/LJ\

BAREBEEREME 2R , BFTEHY ISCSI FRELP LB 2R P EEL B RAVER. MR
LRENEAERAEZENEEFTKREANBEARE  UREGTRERE

FrRiEHN iSCSI REFE |, £
Bl 048 3% 7 6

(® Note

AR Linux Rt BEREN G SAERE TR, THEHIRLL Red Hat Linux BERE,

BET&/ Linux iISCSI 5% E

1. REmERTINERE LR,
B /etc/iscsi/iscsid.conf BRHESHK T EIT

a.
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node.session.timeo.replacement_timeout = [replacement_timeout_value]
node.conn[@].timeo.noop_out_interval = [noop_out_interval_value]
node.conn[@].timeo.noop_out_timeout = [noop_out_timeout_value]

b. # [replacement_timeout_value] EE%% 600,
# [noop_out_interval_value] {HE%% 60,
#& [noop_out_timeout_value] {EZRA 600,

E-EBEEUDREN,

® Note

MBFRFRE iscsid.conf BRETRERRFE, MERRIEBHREREABE ,
MIBHESER , BRI UFERA TG SRIRREREMERIEE. AR , BULLEHFIRES
BREALBEFAAERE,

iscsiadm -m discoverydb -t sendtargets -p [GATEWAY_IP]:3260 -o delete

2. EinSREEETEHNERNE ERE.
a. BA® /etc/iscsi/iscsid.conf BEISHK TIHEIT

node.session.iscsi.FirstBurstLength = [replacement_first_burst_length_value]
node.session.iscsi.MaxBurstLength = [replacement_max_burst_length_value]
node.conn[@].iscsi.MaxRecvDataSegmentLength

= [replacement_segment_length_value]

b. EBEEATIE , LEANEE. ENiROREBARFEEATEERETREN , RItF2HE
TR XM A S &R R

¥ [replacement_first_burst_length_value] EREH 262144 T Linux IEXRHK
EEE , URSEA%E,

# [replacement_max_burst_length_value] EEXES 1048576 = Linux {E¥R KT
, LB S &A%,
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# [replacement_segment_length_value] EERXEA 262144 = Linux EERHKER
B, URSEA%E,

(® Note

AR ATRE ISCS| REM S ERMEEKEL  URESANTE, NEHFTELSH
RYPRLE(E AR S0 5 R R AL AE , B2 HiBtd MBI,

3. AMARFTNERELEN  FEFMBENRK,

ENMEzE  BLEREHMFTESARENERHBCIHE. "EEEMR , FAHRMTEEN
5 E8

BT ERER Linux BERFERE

MREEANRUKRERE |, BT £ —HAURK iSCSI FREZI , BEFTLBEET T Linux B iR®R

=

axX X o
BT/ Linux BEERESRE
1. ERAERPRSURREE,

a. WMREFEFAMNE RHEL 5 BE38 , 38BR /etc/udev/rules.d/50-udev.rules R
EH,T1T.

ACTION=="add", SUBSYSTEM=="scsi" , SYSFS{type}=="0|7]14", \
RUN+="/bin/sh -c 'echo [timeout] > /sys$$DEVPATH/timeout'"

LR RAERTFER RHEL 6 = 7 BB , R ELAERATIRAURREILE,

ACTION=="add", SUBSYSTEMS=="scsi" , ATTRS{model}=="Storage Gateway",
RUN+="/bin/sh -c 'echo [timeout] > /sys$$DEVPATH/timeout'"

ZEE RHEL 6 FIEUUREE , BEATIGS , ARHEII XM RHERT,
sudo vim /etc/udev/rules.d/50-udev.rules

BHEHE RHEL 7 FEUORIME , FEATIIGT , RARIMEHIXARNERR,
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sudo su -c "echo 600 > /sys/block/[device name]/device/timeout"
b. #& [##] {EER A 600,

LLERRREA 600 ¥,
2. RABWEFNWEARELEN , FEFTRBENRRE.

EXNRE < , ELAREUREMERARENERBEIE. BEATIER , FLHERE
HWiRE , BENRE.

3. BRERT S e RREERE,

udevadm test [PATH_TO_ISCSI_DEVICE]
W SEERERE ISCSI £E/ udev R A,

A% iISCSI BEM CHAP &7 5

Storage Gateway EARBRIBERFEA B E (CHAP) , FERIEH iSCSI BiEzs < B TR . CHAP
SEHERTE ISCSI BN G HEE , UERHREN VIL ZEBE |, RHARBUM LBHKE,

® Note
CHAP fRREREME , (BMERRRE,

EEERTE CHAP | B4 AR BE1E Storage Gateway 12 A LK A ERE B ZEH iSCS| B B35 #i B
REE. Storage Gateway EfF ¥ [ CHAP |, BB HZH B ERFREBE,

AE B REY ¥ [ CHAP

-

£ Storage Gateway F & £FXE CHAP , Ul 7£ Storage Gateway £ & LR ERIERE B EZH
CHAP R &Y ERo

2. EENAFHRMEIZRKES , 5T CHAP R :

- HE% Windows A Fin LR E# @ CHAP , 552 B Windows A Fin LR EE @ CHAP,

« ZE7 Red Hat Linux A F i L3R E# @ CHAP |, 5527 Red Hat Linux FAF % LR EE M
CHAP,

FXTE CHAP 55 5% API fR7s 2013-06-30 256
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£ Storage Gateway £ & LR ERERE B #Z/ CHAP

ERERFT , CEEMEARERNNEAMBEENRZ SR, THEFD  SFEAELMERNESMRE
ERAFHEE S,

1. 1E Storage Gateway X AMNEEER L | BEUMRKRE,

2. &t¥ Actions (B)1E) , i##8 Configure CHAP authentication (X CHAP & 2 BR &%)

3. TERRTE CHAP HrEaRHsmmpiREBERNENR,

a. STHEIEERE , WAL ISCSI MBHRNER., LLEBRAmazoniSCSI A (IQN) , &l
$# iqn.1997-05.com.amazon: , EABEEZRE, TR &6,

ign.1997-05.com.amazon: your-volume-name

BELAEA iISCS| MBI SR B RIKEIMBIHZEHE. Fl0, &% Windows AAF IR , ERH 2
iSCSI| BiE88 2 Configuration (H58) F& LWE., MBFHMEF , FZBE Windows A Fim
LEREE @ CHAP,

® Note

EESTFHERER , BMEKER CHAP , Y 1E iSCSI MEBISFEM T B E/B RS
B, REEAFHEEBMA CHAP,

b. SHRBERBATANKE , BMAFTRBEROME,
WRBENRELBRLA 12BFET , %5 16 BFT,. LEERZRSR , MEEES B
Windows F Fif) A BFEWZ ST EES BN B Z/ CHAP,

c. SHEEERFFIAMNME (2@ CHAP) , BAFBROWE,

MBEAREXEAZLR 12EHFT , &R 16 BF . LERREESR K MEEXEANE
MWEEIRT 2 HENRBEIRRHN CHAP,

@ Note
FZRERE B RNV B L ARRE B RNUETRE,

d. BERE.
4. BIE Details (FFHHEN) EH, , AW HEER iSCSI CHAP authentication (iISCSI CHAP & 72 Ea#) 5% 7E

5 true,
X E CHAP B0 EE API i 2013-06-30 257
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1£ Windows A F ik L2 E% @ CHAP

EEERFF , KEAAREEIERA LREWKEZ CHAP WHEEE® , 7 Microsoft iISCSI R EN#F H3%
E CHAP,

1. MR ARKE iSCSI BRENZS , B Windows B Fis BRI B RS HiBIBHT , A8 A
iscsicpl.exe , RZRIEE BT MITEN,
2. ERERNENES (BN Windows A Fif) K@ CHAP A& :

a. &IE Configuration (#H5E) &5|EH.

(® Note
Initiator Name (B EIZ8 & 1B) EHRBBBN L AIXERKE—W, FIEMBETHERR
& 1E Storage Gateway XA 2 E CHAP B9 BB F AR P ATERNE
HHXEBPIABATNEBERTE A,

b. iE1E CHAP,
c. TEiSCSI|EiEIER¥ [0 CHAP REFEFE A , W AE [ CHAP W#FE,

FEHHFFELRD , S AKEER (Windows A F i) AXREREBE (REHEE) WRE, It
WEUZEEZENNEAMERE, WRFERE CHAP B0 RFBLHFEH RPN B Z8RFFTH
WMZ (€@ CHAP) SR AT AN ZMEE, MEFMEF , FSEEE ISCSI BEW
CHAP 5% B &%

d WMREL@MANESEBRELR 12 BFSEIE 16 EFT , AISHRKREZ CHAP ERiERY
P

BERE  RREHMBASER,
3. HEARBBINWERERR , EHEE CHAP R,

a. 1BIZ Targets (B1B) &,

b. WMREAEEREESY CHAP BREMWBEZ , RIFFERBE , 3i##F Disconnect (FF ENE
%), A B EPEER.

c. EEUEEEY CHAP BREMBE , ARIEIE Connect (E#R).
d. & Connect to Target (E#RZE B F) HFE AP , EIE Advanced ().
e. 7t Advanced Settings GEFEERE) HFEA A , BRE CHAP,
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i.  EEEE CHAP & A,

i. WARIERMBBAENWE, WMBERE CHAP 5o REHE T RPN B ZRBE A
RN BELRAMEANBEMEE, MFEFMES , F2EERE SCS| BE# CHAP 5%
B

jii. 12EY Perform mutual authentication (H{TX B & 2 8 &),
iv. EEERARE A FHEE OK (HEE).
f.  7E Connect to Target (B#RZEBE) HFFE AP , BIF OK (FEE).
4, MRLERHEENWESSE , RMIBEZEEHETR Connected (BIER) EE,

1£ Red Hat Linux A Fim L5 E% @ CHAP

EREFP , BEHARE Storage Gateway 1A LEXERTRE 2 CHAP HiERI £ |, £ Linux
iISCSI B B2 ERE CHAP,

1. FREISCSI HMBERNEAEHT , MELCRKREREZEE, NMRBERATREMEIE
#£Z Red Hat Enterprise Linux f F i,

2. HENERNBREERE CHAP 2 B ENEAREHERE.

3
¢
g
[=

a. EHESKHERR K ITHRATERCEZMWHERE K SEATITSIHMEFNHERE,
sudo /sbin/iscsiadm --mode node
b. EBEPENELR

THHEEEZ B myvolume BEZEM Amazon iSCSI &1 & % (IQN) iy B EF EER
REEHHENEREERZEZBA IQN,

sudo /sbin/iscsiadm --mode node --logout GATEWAY_IP:3260,1
ign.1997-05.com.amazon:myvolume

c. BEREFENMER,

TH oS EBER myvolume B EEMHEELE,

sudo /sbin/iscsiadm --mode node --op delete --targetname
ign.1997-05.com.amazon:myvolume

3. f#m¥E iSCSI #HREEERLAEA CHAP,
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a. ISRE=ENERE EIEEEERNAFRE).

TH@meSER /etc/iscsi/initiatorname.iscsi EERIMEBRABREERE,

sudo cat /etc/iscsi/initiatorname.iscsi

e B R H I TR

InitiatorName=iqn.1994-05.com.redhat:8e89b27b5b8
b. B /etc/iscsi/iscsid.conf &%,

c. BUBBRAPTIETHERE , XIEE username, password, username_in ¥
password_in HIEE{E,

node.session.auth.authmethod = CHAP
node.session.auth.username = username
node.session.auth.password = password
node.session.auth.username_in = username_in
node.session.auth.password_in = password_in

MEMBEEENES , F2HETXR.

HHREERE Value

username
BELMERFNG—ESBPRINREEEE, LENKEES
igno I3 , iqn.1994-05.com.redhat:8e89b27b5b8 =
B username &,

password BEEE (R EEFRANAFIR) HEKRERAR , ARBIRERN

username_in

BEMEKEN IQN, WENEES gn , BEEEABEEZR. 4
7 , iqn.1997-05.com.amazon:myvolume =E W
username_in {H.

password_in

B (MRE) BRBFEARF , ARREEENRESR.
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d ®MEEBERDHEE K ARBEAER.
4. BRMEABE, ZEEEM , FBKBRIELSZE Red Hat Enterprise Linux F F i $ 89 25 BT,

Direct Connect ¥ it Storage Gateway &

Direct Connect 518K R ZPHB IR E 45 ZE Amazon Web Services Cloud. #iBfE A Direct Connect #&
Bt Storage Gateway , BAI LBV SHZETEEHERNER , FABHEFERE cHREZEAN
HBRELR AWS,

Storage Gateway .\ Bi% %, 3 Direct Connect iB#R% , BB LAEERNE , UAHR
E B E Storage Gateway U2, A 7H E R H S KB SR K PN EBRMERRKERMLE, Storage
Gateway fR#/2E Direct Connect i B A1 SLEE (N B AEREK AWS EiF , B T AT R AWS
EiH,

TERE R M{afE A Direct Connect Storage Gateway Y &34,
BEEBETRER AWS EREREREE IR Storage Gateway,

THRFRFRECEILEEEENREE,
Direct Connect ¥t Storage Gateway f# F

1. ERIBEBER PO Storage Gateway i B Z B I ME L AWS Direct Connect E#R, MFE
B WA BRI E R |, 5828 (Direct Connect &) H#IDirect Connect AFIIE
Mo

2. HAEPLERFE Storage Gateway 5% fi#iE#EZE Direct Connect B&H 25

3. BUNBERAE K ARUEAEAXBRELNAIIBERBSE. BEFEH Direct Connect , B4R
£/ HAProxy 23 VPC im®, WEFMENR , 528 (Direct Connect EAEER) FHEILE
B E.

WE WEEMEFA Direct Connect , 552 BDirect Connect A& FE) BRI ER Direct

Connect ? o

NS FERER IP it

HEERETHUKRBERE VM <& , IERNBARE, EEATHER , EFEFE VM IP
ik, BATLAERENAEEEESES IP thit, BB ALXEERES  URIZEEEERIE IP i
ko
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S ERASTBMITENEE , B UARERCEEEFEE IP #bit, #¥ Amazon EC2 & , &
A LA Amazon EC2 B 1 A H8 Amazon EC2 #{T{EEER IP ik, FE 7T A N{AESFEER
IP #hit | FESETIHP—IE :

« VMware £# : £/ VMware ESXi FERAEAREEEE

 HyperV # : £/ Microsoft Hyper-V ZER B AKX L4

o Linux B OB EREES (KVM) 4 - F/ Linux KVM EEREERKEZEA
- EC2 # : £ Amazon EC2 #ENS IP bt

EERE IP ity | BT . A% , BE Storage Gateway £ A , WHEFZAFEA IP Mk,
# Amazon EC2 £#E 8 IP it

EEMSFEEIRBATEZ Amazon EC2 HIT{EEER IP it |, & A EC2 BI1THEEN A TS,
#,RELEEHEKEE IP ik, MERP , FLEEAZEH Amazon EC2 BEARETIEA,

WA LAE Amazon EC2 BB AEE IP thit, BEEBEHLE IP it FUBRA.,. ZENMSLE
IP it | FEEAER 1, RBZEREXAFEAEN IP it , F2EERF 2.

BF1: £AAE IP huERERE

1. BI{E https://console.aws.amazon.com/ec?/ FARX Amazon EC2 £# 54,
2. HEEBHKP , EIE Instances (FTER) , ARZNEFEHEBAEMN EC2 #ITERE.

3. EIFIKIBAY Description (HR) BE, , RELTLHE IP. BAILFERAL IP b BEREZME, EE
Storage Gateway £ & , WA IP ik,

MREEEREN P it FURA , FEATIER.
B2 EHEY P it ERERE

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 £# A,
2. HEEBHKP , EIE Instances (FTER) , ARFNEFEHEBAAEN EC2 #ITEEE.

3. BIEKEPMY Description (IR) ZH , REFCT Elastic IP (5 IP) B, &R LAFEFLLEM 1P hut
EHEEME, FE Storage Gateway 32 & |, W AEM IP it

4. ERALNREZR A FEELARBANRE  RARZBEEISFERFPH VTL devices (VTL KE)
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5. BUSEME VILEENER,
6. SHHBEBERZR , BT TIHSREZERF.

iscsiadm -m node -o new -T [$TARGET_NAME] -p [$Elastic_IP]:3260
7. SHESEEE, BT TIGREREA,

iscsiadm -m node -p [$ELASTIC_IP]:3260 --login

EHRERE R LER EC2 MATERAYEM IP bt FLUERR

IPv6 X 1&

IPv6 X E{EiE AR RIERRIE 3.x RBEMRA, BERE 1.x M 2.x REEZEHA 3.x. BLABBH
A RER R 1.x H 2.x ik , X BEENIG IPv6 XIZ-

IPv6 ZEETHEHBIRE, WEHMEH 6 F2HERHEE,

storagegateway.region.api.aws:443
activation-storagegateway.region.api.aws:443
controlplane-storagegateway.region.api.aws:443
proxy-storagegateway.region.api.aws:443
dataplane-storagegateway.region.api.aws:443

T & Storage Gateway ERFEIR ID

f£ Storage Gateway # , TEERRE—EFE , EEMERERTE  WBRE. EERF. iSCSI B
BEMVILEE, eMBATER , L ERMEMEBB T EFE.

BEEERMFEREEE —E M Amazon Resource Name (ARN) EZEH FAEAE | 41T RFTRo

BiR@|a ARN #=

& ARN arn:aws:storagegateway: region:account-id :gateway/ gateway-
id

HBRE[E ARN  arn:aws:storagegateway: region:account-id :gateway/ gateway-
id /volume/volume-id
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BiRma ARN #=

B & ARN arn:aws:storagegateway: region:account-id :gateway/ gateway-
(iISCSI B#f) id /target/iSCSItarget

Storage Gateway th X B EC2 #1T{EE LA K EBS Wk EMIRER, 1ELERE Storage Gateway
AT EF B9 Amazon EC2 IR,

FHREIRID

EIRE M EJREE | Storage Gateway A5 —E R ID IRHEER. LER ID &R ARN B9 —&%
ER DWERAERINGT HEHEETR) URE—NW\BFXIEBFEE. flw, FHiE DK
A sgw-12A3456B , HH sgw RFEMNEIRB IR, #EKE ID WEXA vol-3344CCDD , HAP
vol ZHLiER[EH EIRB B,

SHEERHT | SRS ULUERE DEM EEEFTNFTE , kAR

Storage Gateway EJR ID A KE. Ti8 , ESLRBEMEAELER ID & Amazon EC2 API

K , Amazon EC2 RHiEIR ID A/NE. BH4EKER ID BER/NE , THEGTEHE EC2 API B &
F. 5130 , ¥ Storage Gateway 7 , B EH ID TJAER vol-1122AABB, BE&EFEAL ID BES
EC2 AP| B |, BB TCEE S vol-1122aabb, & HI , EC2 API TR E INFa HAIE/E,

% Storage Gateway &R LEH

£ Storage Gateway # , A LFEAEBERERLNER, EBTUESEIRERNTEIENERL
HENERETHE  FERESNREE, SEESNRALERN SR/ EHMER. EUKER
FIETEE, MRENERES. SUMAREBEFENEBESKGRELER.,

filgn | EE LA AR RB A EEB P B IPIFTEAMN Storage Gateway iR, BRI A &S FHEBFIFT
FERANEENUEREEFEERNT ; (key=department M value=accounting), EEETLUFER
LERETER , SR ENEFTBMAMEANFMERENHERE  RREALEARYERAE, MEFH
HES  F2ECARAREEENEAEREES.

EEEECNELEBNERET K MTSEFETESERR, B  SERFESEMTHENES —
BRE A SR SREEFVEES.
&

BETEREMESER  MEEHEENFETTFSH,

ﬁ:ﬂh
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AT BRHIE AR R

- BERERBETEI KPR,

- BEERNERE RS 50,

- BEREBOFEETTR aws: . KWFEHEREBM AWS FEA,

- TRBUENAERFLA UTF-8 FRMBF, ZREBRFET+-=._ /T @.

REER

I®AILAE A Storage Gateway £32 A& . Storage Gateway API , 52 Storage Gateway @5 %5 (CLI)
REAEE, UTEFETREEIES LY. RERMBRERN S,

MERR

1. BI{E https://console.aws.amazon.com/storagegateway/home BB Storage Gateway F# &,

2. EEEERT , RELFENERBNER.

it , FEAFENEER 6 FEE RE , ARRFEFETEELFEMEERNBIE,
3. EIF Tags (EH) , AERI1EEF Add/edit tags (FTIB/IREEE).
4. 71t Add/edit tags (FTHE//REFER) HEFEH R |, #IZ Create tag (BIULER).
5. #Y B WAL WY B WMAE, i, BAUHE LB A Department , W {EE

A Accounting.

(® Note
B A LA Value ({B) FRRE =B,

6. BHiF BVER UHEESER, LUNUAE-ERMESERER,
7. TRFEERE  FEE RE

mERR

1. BIfE https://console.aws.amazon.com/storagegateway/home B Storage Gateway 5,
2. EELEREZEBNER.

3. BIE Tags (BH) LABARK Add/edit tags (RTIB/iRERZE) HEH R,

4, EBEERELFERECEBENMEET K AEREEER.
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5. THRBEERR  EEFT.

& ZMBRER

1. BIfE https://console.aws.amazon.com/storagegateway/home B Storage Gateway £# A&,
2. EELERBREBRNER.

3. EIE Tags (RE) , ARIEE Add/edit tags (FTE/MREFERK) LAF L Add/edit tags (FTHE/REBFRER)
ESEE PR

4. EBELEMRBEERSN X BFR , RREE #7F.

A Storage Gateway KB HUR 1815 Jo 44

AEERAR I BIRME Storage Gateway THEEFTIPEEM E =5 T EMZE,
T o ERME AWS Storage Gateway B BEFTFEM 2 4 EFR MR B TR E B T HRIRIRE , UETH -
« WREREE VMware ESXi LHIEE , 55 T & sources.tar

- ¥REBTE Microsoft Hyper-V EHIFIE , BT & sources_hyperv.tar
- HWAZEBE Linux ZORBEEEES (KVM) EHREE |, 55T & sources_ KVM.tar

W mEE OpenSSL Project FiiBE 3% LA M OpenSSL Toolkit BYEXEE (http://www.openssl.org/). &
FIEMEKE=STENHBARE K B2RE=FFE.

AWS Storage Gateway Ei %8

EREER |, BRI LUK E Storage Gateway Hik R EERERACEE. HREFNNEERZENFERBRERA.
£

- RiRENEEE

- HARERENEBRREBEER AN

R 52 Y i 28

TRILHERENEE,
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iR TRER L B (= 7 R 12
B E A/ EIR 32 TiB 16 TiB
® Note

EERREEREEINRE
K/ 16 TiB , BRI ASIRER
B[R E Storage Gateway
B[E , EFALERZE Amazon
Elastic Block Store (Amazon

EBS) BB E.
BEFRENUMEESE LR 32 32
) 38 Y P S AR (R A K/ 1,024 TiB 512 TiB

R NSNCBEL: k= £ 2N - 174 SA N

FEEE REX (/M) REX (HAfH) HERTGE (&) LEEEE (&KX
&) &)

s RIE 150 GiB 64 TiB 150 GiB 2TiB

(® Note

B AREMN LEREHERE A S EABURE , LRARKABE,
RS LERGEERENEER , BESESRNER (Hypervisor 3 Amazon EC2 1T
B8 PEVHNEE, NMRENCHUEREARDNI LERTE , FVEEREUBENK

Po
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Storage Gateway By API &%

BMRTER A2, LETLUER AWS Storage Gateway APl U RRFT AR RENEERE, &
EiER 8 AWS Storage Gateway R1E. B0 BRFBIEREBNEEREE, WFE Storage Gateway A F
EE MG EFFMAER , F2E AWS —#k2ZE FH AWS Storage Gateway i ZhEEFLFH,

@ Note

&L R BAZE R AE N AWS SDKs AWS Storage Gateway. &AM Java, .NET
A PHP AWS SDKs @& E# AWS Storage Gateway API , B{tL IR RFHER. WETH
BRAREAEXENFREN L B2 Bﬁi’zﬁz‘tﬁ%&‘mﬁo

*RE
- Storage Gateway HJ A EFERIEE
- HFEBKR

° E!nAE”E
- BfF

Storage Gateway 9 EFERIZETE

REIR AR A TE B EEIXE Storage Gateway #9 POST BERF M LWL EEZEE, £EEBTE
HTTP 25 , RESIFARBERNWBAREF K SSLFEFUMNIRE, BFROBH , URRTRELHA
BERFHENER. EETESANE , WEEBENIEFEFTEE,

LA T & HI &R RE ActivateGateway R4EA 5 F BYAZESE,

POST / HTTP/1.1

Host: storagegateway.us-east-2.amazonaws.com

Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120425/us-east-2/
storagegateway/aws4_request, SignedHeaders=content-type;host;x-amz-date; x-amz-target,
Signature=9cd5a3584d1d67d57e61f1201f35102d6b3649066abdd4bf4bbcf@5bdof2f8fe2
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x-amz-date: 20120912T120000Z
x-amz-target: StorageGateway_20120630.ActivateGateway

LT ANBEDEEEEILZE Storage Gateway Z POST FERFMIZEHE, LT "x-amz" AWSFSEEZE
ERBEENESR, FTAEMIEHNERRSR HTTP XERFEANE RER,

=5 Description
Authorization REEBETSLRFERNEN , =F| Storage Gateway AEYI BT FERE BEE

EMSREABNEE. LEFENEAUT (BARTHEECHEST)

Authorization: AWS4-HMAC_SHA456

Credentials= YourAccessKey /yyymmdd/region/storagegateway/aw
s4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-targ

et,

Signature= CalculatedSignature

ERDREEEH |, /48 E YourAccessKey, &£, A, H
(yyyymmdd), region , SA% CalculatedSignature, REZIEMENEUR
R AWS V4 HEBREFNER, BENFHEASEESHEREIEPIR.

Content-Type £/ application/x-amz-json-1.1 {AFEEEZE Storage
Gateway FFRHABEHE,

Content-Type: application/x-amz-json-1.1

Host 5 EMIZRRIEELEFHILFE RN Storage Gateway I Hi, 451K
iR , storagegateway.us-east-2.amazonaws.com R&Kk%EE

R (BXZA) EFHIRE . W% Storage Gateway 7 A ik BV FEAHE A
, SE2 B AWS —i%2#& |y AWS Storage Gateway Ui B B2l F8

Host: storagegateway. region.amazonaws.com

x-amz-date IBAERM HTTP DatetEZEE AWS x-amz-date ZEARRRREER
iCo (BEHTTP AFWERNETHMLRE Date BIHE, ) B x-amz-
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B Description

date #ZBE1FTERF , Storage Gateway B1EFEK & 2 Bh 5% B RE 1B AT
Date 28, x-amz-date #ERNSEARS 1ISO8601 Basic , HEX A
YYYYMMDD'T'HHMMSS'Z', &R &#E A Date fl x-amz-date #FHE ,
Al Date FEEMNEREARFEER 1SO8601,

x-amz-date: YYYYMMDD'T'HHMMSS'Z'

x-amz-target HWEEGIEE APl WIRAE , UREFERNEE, BEERERERFE
AP| fRA K APl 2B , BEEERXUT,

x-amz-target: StorageGateway_ APIversion .operationName

operationName {8 (fil#0 : "ActivateGateway") AI# API j5E (Storage
Gateway HJ AP 22&) F 3|

T|EANK

Storage Gateway ERBHKBFER , YRR ENBEBRETEIRE. EEXEHR , BEANE
%Emﬁiﬁﬁﬁﬁﬂiﬁﬁﬁo MEZEMER—ERE, HIRBERAER —El —WHEE, LHERENH

BERRNLEZETFTHEBHONF, %EE%{@E@ B#=E K SREETEEFRPBARE, &K
ﬁizanﬁ‘k Authorization fZBEHH —

W EIFER% , Storage Gateway B ABRRSCAUERBEROMEH EREET A K ENTESRE, W
RELENESHAFERBDWEE | Storage Gateway KEREEFER, B8, BFRESEDIEL.

Storage Gateway X #E# A AWS Signature £ 4 IiRETE 7 BRET. STEXENEFTUD K =T
%

1 BIIERGER

¥ HTTP B REFHMEAERN SN, FAEEREENVNEN , A Storage Gateway EEHFTE R
BEUHEMEENFEETEERE  SEERERNEERE,

c B2 BEYBAFH
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BU—EF%  LEFRALTFEMARBRERENZERENEPT—BRMAE, LFHE  BAEAFTH,
RMBEEENER, BRAH. BAERSEEFHNI —BEBHNEXFRNEBE, BAEREE
BFXEAX52 A8, EEMREERANSBE,

« EHK 3 BIUKE

FRESMERAFTENEBREMZRERBIBRNEE . £ ZEAFZRNTESEB, "1
S8 NHESAXERAALZEMESBHSR , YEA "EAEREE, FRREIL—RIFEHFHAL
59 EBE (HMAC),

BETHEED

T OIS HIEZE L RRMAIE ListGateways HENFHEF . LEHITAEREREHEFELEN
22, Amazon Web Services 585 &RH Signature Version 4 Test Suite @ 2 HM S E5HE,

A EHIRERIT

. EREEERIBETA "Mon, 10 Sep 2012 00:00:00" GMT,
HREBRL (HXR) BiF.

SE T

® )

—XFERFE L (24 JSON RX) & :

POST / HTTP/1.1

Host: storagegateway.us-east-2.amazonaws.com
x-amz-Date: 20120910T000000Z

Authorization: SignatureToBeCalculated
Content-type: application/x-amz-json-1.1
x-amz-target: StorageGateway_20120630.ListGateways
{}

S ER 1 BYIEAGER IATEZBERNERNBRAE

POST
/

content-type:application/x-amz-json-1.1
host:storagegateway.us-east-2.amazonaws.com
x-amz-date:20120910T0000002
Xx-amz-target:StorageGateway_20120630.ListGateways
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content-type;host;x-amz-date; x-amz-target
44136Ffa355b3678al1146ad16f7e8649e94fb4fc21fe77e8310c060f61caaff8a

FXBERNWEER—TREFRANNHEEE, B/, FEEERX
(REA Storage Gateway AP|) REEHBH,

2

RAPH

Het
=

B=1T. EREAL API

B TBAFEH E 2 BEYBAFER

AWS4-HMAC-SHA256

20120910T000000Z

20120910/us-east-2/storagegateway/aws4_request
92c0effabf9224ac752cal79a04cecbede3038b0959666a8160ab452c9e51b3e

"BEAFHR NETREEXR, E-TRBERAR. F=1TR 'EAEHEGE, K mMRE—1TERE
E% 1 NIEXFBRME,

HEER 3 BURE, "ITESR TUERA

derived key = HMAC(HMAC(HMAC(HMAC("AWS4" + YourSecretAccessKey,"20120910"), "us-
east-2"),"storagegateway"), "aws4_request")

MREARBFREE® wlalrXUInFEMI/K7TMDENG/bPxRfiCYEXAMPLEKEY , BIFtHZ#ER -

6d4c40b8f2257534dbdcad9f326f147a0a7a419b63aff349d9d9c737¢c9a0f4c81

RELSBRRE Authorization R8H, HRREFH LI AKIAIOSFODNN7EXAMPLE , &5 (&
T AR mATIE T #T) B

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120910/us-east-2/
storagegateway/aws4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-target,
Signature=6d4c40b8f2257534dbdcad9f326f147a0a7a419b63aff349d9d9c737c9a0f4c81

SHER O FE

ES- |
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« BISIRIR

- BEHERAE
- SHERMOIFE

AREIR B E AWS Storage Gateway $HEMNSEEH . ELEREUEREERBREHBRBERT.
flan , BEEREFERLEME , 5 API EEREM InvalidSignatureException SRR, B
2, RESEBRARE ActivationKeyInvalid & H ActivateGateway API &[El,

RIRERNEE | Storage Gateway AIREREEEEE , SRARFEEEERIEFEEBRNRE., HEOE
WEHEEEEEEPRET.

BISAAR S

T£%IH AWS Storage Gateway API 7k ik, & AWS Storage Gateway #E/EE

EEEREER  BEAXEBEHP —EFNAMRR. InternalServerError
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html

AWS Storage Gateway (R EFEEAERER)

BRAFERRE AE B R RR AR ISR R E

NotSupported PR EEENRE, ActivateGateway

AddCache

AddUploadBuffer

AddWorkingStorage

CreateCachediSCSIVolume

CreateSnapshot

CreateSnapshotFromVolumeRec
overyPoint

CreateStorediSCSIVolume

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteGateway

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes

BRAESHRNRT API jiZx 2013-06-30 290


https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
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