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£ AWS CloudFormation $i &8 B 2 SR G RT N SEEFRENT -

1

3.

. EEEHREEN BEERRBBEARS, HEREAEZAERRS UL
2.

CloudFront 255 &£ S3 1B B AY Web Ul,

Web Ul F|F{# A APl Gateway ZE& K WebSocket &, API Gateway H E 5] Lambda ## 5 &K
BRETE  ZXHHSREBREFEAEFEHN Amazon Cognito B , EEIEEH AWS Identity
and Access Management (IAM) B3R, BLBERTFHXTE DynamoDB A,

. Amazon Cognito R FEF A& , &G CloudFront Web Ul 1 API Gateway,
. REEEFAENEARRER API Gateway EIEZE Amazon SQS 1775 , AR EIEZE LangChain

Orchestrator, LangChain Orchestrator & Lambda EREH layer WES , AIIRHEEBELURZ R
BREEFERAENER. T ERA API Gateway B2 Lambda BE W IERFBRIE, T EEREA
EEZE Lambda BN , AR EEGE R B E API Gateway Websocket B4E , A EREEHITH
I,

. LangChain Orchestrator 8 Amazon DynamoDB HU8:&EH LLM BIBFM A EH TEREREA

( PIINEN KBS FCE% ) o

. MRIPEBERAAMEE | Bl LangChain Orchestrator @& Amazon Kendra 5 Amazon Bedrock

HY 58 SR 1T 12 8 B 7 AR N ST AF R 8%

CFERAMEBENN KBRS, EHMAZR , LangChain Orchestrator @2 HIKIBR , WAEFERE

3% ZE Amazon Bedrock 3 Amazon SageMaker Al EZEE# LLM,

. EEFER LLM EE B |, LangChain Orchestrator €& B A FinEAREXEMFEAK APl Gateway

WebSocket &7 @] [E] FE

10££/ Amazon CloudWatch , IR A RERBEERBRERFEER  LELBFIERR , BEEE

EBE R B FE LR E,

MMREBAEZEREGEWE , BITTRIAFIA Amazon APl Gateway #J REST APl in B RINEFAEER

1) 8

125 REERIE lambda, EAEMEARIBFENTEER (HINEANER ) REBEINWER

B8 , WS ERMFRIE Amazon S3 #1 , BUt DevOps A E B &2 T M#EmE

® Note

WMRIEEEE Amazon VPC FERBERR AR | BRI B EN LB,
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https://aws.amazon.com/iam/
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https://aws.amazon.com/bedrock/knowledge-bases/
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Bedrock Agent £ Fi 24l

iR Bedrock Agent fEFARHIZRHE ( £FA VPC BENER THER )
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endpoint @ through WebSocket
7
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i ; Amazon SQS
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I
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Custom authorizer Policy Store for

o l authenticated users

Amazon CloudFront  Amazon Cognito

During resource creation, a custom resource stores
config information required by the Ul
(user pool, APl endpoint) and pushed as a Ul config

o

Amazon CloudWatch
Custom dashboard

o

Amazon Bedrock Agents

oF:

Amazon DynamoeDB
Use Case Configuration
Store

Y

___@\@

Parameter Store

R Bedrock Agent fEFARBIZE ( ERUA VPC BIEME R TEER )
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AWS Cloud
~

on WebSocket
connection

VPC ln VPC

Private subnet

g 5

1
Reglon L ! o
Availability Zone 1 : m I Availability Zone 2 :
o : l @ ; —VPC Interface
{\{b’} v | | endpoints o
] 1
N mwtﬂ D ] I ! I C\\
I i 1
Amazon APl AWS Lambda | Public subnet : | @ Q
I b | 1
Avm\::avz \WebSocket s Gateway | _> - \ Amazon CloudWatch
endpum( ream respcnse : | 1
I
I 1
1
| @
1
]
1

I
I
I I
I
: | Rout
| Amazon APl Amazon SQS  AWS Lambda | LT
| Gateway FIFO Queue LangChain ! B
| Elastic
| orchestrator
J | network
! mterfaoe
| | — Lambda Amhonzer i Elastic network
—= (Custom Authorizer 1 \r i
validates JWT Token !
Client issued by Amazon Amazon DynamoDB
T
Cognito) o R — N U
authenticated users VPC Gateway VPC Interface
@ endpoints endpoints
Amazon CloudFront Amazon Cognito o
Business @
users Amazon DynamoDB Amazon Bedrock Agent
Amazon S3 Amazon S3 Configuration Store
Web app (Ul) Feedback Store

£/ AWS CloudFormation S4B 2 R A R THNSEEFRREZDT :

. EEEFREMR BEERRFBEHARS, BmEFEAHEZAFERRH UL
. CloudFront 25T &£ S3 fE1FEFE A Web Ul

. Web Ul R API Gateway ZEH WebSocket 4, API Gateway H HE] Lambda 25K
FRMXE  XHEFRERFFEAEFMEN Amazon Cognito B#HH , EEEER AWS Identity
and Access Management(IAM) B3R, LB ZMFE DynamoDB .,

. Amazon Cognito E8FEEAE , A{EE CloudFront Web Ul 1 API Gateway,

. REEEFEHAENBEABRER APl Gateway BEZE Amazon SQS 175 , REEEZE AWS
Lambda &, {7528 AP| Gateway B2 Lambda BE M ERSIRE, TS EFEABES
Lambda B8 , R%EEEASERBME AP| Gateway Websocket B4R , U EREBEHITHHER T
i,

. AWS Lambda B{&{#  Amazon DynamoDB 8 EZEH S R Hlsa4E

(EAERER ANT AR EAEMIEAE , AWS Lambda MBS EZRAB A BEXER
Amazon Bedrock Agent , LR 2 ERAEEZE,

. EEFEH Amazon Bedrock K ERERNEEE , Lambda KB EEBAFHERRENEFAMN API
Gateway WebSocket &7 Bl [ FE,

EH
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9. 5/ Amazon CloudWatch , tt#ER A RENZEREWERIERE  LELEBITERNR , BHREER
ERB I BEFEEARRE,

10MREBAEZERESEWE , BITTRIAFIA Amazon API Gateway #Y REST APl in B RINEFAEER
&,

11 EIEEX & Lambda , FREANFEARGIBEPEERREARRERINWELE , WEERTFTHRE
Amazon S3 # | LU DevOps EA & B & oM.

® Note
WMREZEEE Amazon VPC HEBILARS R , ERSELSNABHERPEE.

MCP {a] B 85 f5E F3 2= 451

iR MCP Server (£ R FI12848

AWS Cloud
~—

.  om

Amazon CloudWatch

@ Custom dashboard

Amazon S3
API Schema Store

@ o
o Amazon Bedrock & Tool
8 % > ":! o Agentcore Gateway ) invocations
8 —=—
Business Client ) Amazon Bedrock
users [ Agentcore Identity
) Outbound Authentication

Amazon Bedrock
Agentcore Runtime

Amazon Cognito o

Amazon Elastic
Container Registry
MCP Container
Store

MCP fa B 25 18 A 5251
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MCP Server i Fi 245l 7] £ Amazon Bedrock AgentCore - ZfE #1& 12 & & R A8 15 7 [ IR
25, MCP fAlfREsA Al EARENRHEE(AT , UERIE, ERMEEERRR,

AR RIEMEISBLE

- BESE  BRAW Lambda BIE. REST APIs S5\28 MCP RIS A MCP T E , BBEE
BB EEE

« FITHIAE : % Amazon ECR MG EHTA St MCP AAR:S

MCP Server BN SERERREZNT -

1. EBEEFAEFEATBERIREE MCP AREEARS , BINFEERHITHDBB L %
2. kB A Amazon Cognito B& 3.

3. HAFMESE , #RF REE T Amazon Bedrock AgentCore Gateway , A3 EH Lambda &
2. APIs /3 MCP {AiREFE# A MCP HHA T &, HRBTHNE K MRS RSFEHERN
ECR B{& , £ Amazon Bedrock AgentCore #{THIZBE AR5t MCP falARES.

4. FEZEBEHKE Amazon S3 F EN N BEREULER APl/Lambda/Smithy fE@#R , HEBERE
MCP Server URL i

5. FITHAZBE &% Amazon Elastic Container Registry (ECR) #EEUE A &R A 25t MCP {7 fR3%
6. MCP fAIBR254# / Amazon Bedrock AgentCore Identity OAuth i 5 i3 1748

7. MCP Server 87E /mcp it HZMHMEN T E , MEAFRABRR,

8. Amazon CloudWatch & MCP iRz BUREREREMBEE , SUETERNBERZE.
ERAEBEERFEAZRG

Depicts Agent Builder 2848
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AWS Cloud
‘

Amazon CloudWatch
Custom dashboard

WebSocket Stream response back °
endpoint (V) through WebSocket o ° MCP Servers

ettt
—>
1 ° = ——————— b | | |q °
! WebSocket
! integration Amazon SQS
1 Amazon API FIFO Queue AWS Lambda Amazon Bedrock
1 Agentcore Runtime
1 Gateway Amazon Bedrock
: \l/ Agentcore Gateway
a8 @, gt :
8 —= - )
Business Client AWS Lambda - . °
users Custom authorizer "M220n bynamo S
Policy Store for S
e ° l authenticated users Amazon Bedrock
Agent Runti
Amazon DynamoDB genicore Runtime
@ Use Case Configuration
E @ Store

Amazon CloudFront Amazon Cognito

Y —
oo jwiuiletpiolut lalaiuivinisioiuisielnisiuiniaieiaii it [En
uring resource creation, a custom resource stores a
Amazon S3 config information required by the Ul Parameter Store
Web app (Ul) (user pool, API endpoint) and pushed as a Ul config

£ AWS CloudFormation Ei4~#& 2 Agent Builder T SREFRENT :

1. EEEFREMER BBERIRFBERARN,. HEFEHEBZAERRH UL
2. CloudFront 125t &£ S3 REETE A+ Web Ul,

3. Web Ul RIF A API Gateway BEH WebSocket &, API Gateway H HE] Lambda Z#EH K
BRMUXE  AHEFRERFFEAEMEN Amazon Cognito B#HH , EEIEER AWS Identity
and Access Management(IAM) B3R, BLEUR 77 FE DynamoDB &,

4. Amazon Cognito EtE £ A #E , I {EE CloudFront Web Ul 1 API Gateway.

5 REMEMFAENEAFRER API Gateway HIEZE Amazon SQS {75l , RAREEE AWS
Lambda &, {75/ =2R A API Gateway B2 Lambda BEHERSIRE, TS EFEEAEEE
Lambda B , REBEIZiGHE REME API Gateway Websocket B4R , A ERBEHTHH R
ny,

6. AWS Lambda B E &% DynamoDB #HSIERE X HAE,

7. FRAERAEWANTAHEEBNERRGERE  AWS Lambda EREIEEBERRAE , WEHEAER
Amazon Bedrock AgentCore #117Hi E#{THRERER,

8. REEAFEREMEIMW MCP ABR:E , IA§ TEZEME strands KEEAMITER, REREAE
ZERBTEHBNERF R BBEINAITEE.
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9. EEIFESE Amazon Bedrock AgentCore 1 1TEFEEE B , Lambda REEEBHA Fin

F# API Gateway WebSocket &7 Bl B fE,

® Note

s REENEEERM Lambda BITREF (15 28& ) .

HR TERERERERE

nEAENEMR

AWS Cloud

o . Specialized Agents

Supervisor Agent

WebSocket Stt;eam ’r,\eslil)ogsse iajk o
endpoint 'V ______ _through WebSocket W o

oo
o Wi~ o 49
1
1 I;:?: ;rztci‘;;‘ Amazon SQS
1 Amazon API FIFO Queue AWS Lambda Amazon Bedrqck
: Gateway Agentcore Runtime
1
1

!

e N

Business Client AWS Lambda
users Custom authorizer

Amazon DynamoDB
Policy Store for
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@ Use Case Configuration
= @ Store

Amazon CloudFront Amazon Cognito

Y —
ey E] .
During resource creation, a custom resource stores E]

Amazon S3 config information required by the Ul
Web app (Ul) (user pool, API endpoint) and pushed as a Ul config Parameter Store

45
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Agentcore Runtime
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Agentcore Runtime

o
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Custom dashboard

58 AWS CloudFormation S4B 2 TERERESR THNESREFRRENT
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2. CloudFront 25t & £ S3 fE1FErEF /) Web Ul,
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3. Web Ul R/ {#EH API Gateway ZEH WebSocket 4, API Gateway B 5] Lambda S5 H
FRMUIE  XHEFRERFFEAEMEN Amazon Cognito B#HH , EEEER AWS Identity
and Access Management (IAM) BUR, LBERFAE DynamoDB H,

4. Amazon Cognito EF £ A E , LEE CloudFront Web Ul 1 APl Gateway,

5. REBEFERAENBEARZ RS API Gateway BIEZE Amazon SQS {75 , RAEREEZE AWS
Lambda B &, THEEA APl Gateway E2 Lambda BA M ER S EE,

6. AWS Lambda A& &t DynamoDB #EEX T/ RIZAHAE , BIEZF A Agent Builder KEREXKIFE,

7. EAEAER AN T/EREERE  Lambda 2B REEZEAETEREBERERM Amazon Bedrock
AgentCore #1THi,

8. EEREREA S AgentCore FITHIRFEFE M ATBEEZE Agent Builder {CEEZ X AN EH1TE
B, ELEMREEXEMA AEEXABATEEAEMATE, AR , TESREBERAEHR
MEBER , ABRNAEE TEZRCEMNETRAS,

9. TEEXEMAEEREEEERAENER , LHERKEE , $EHEEZE Lambda , SAEIEIR AP
Gateway Websocket &R E A Fin AR

(® Note

- THERBEEERMN Lambda B1TRE (15 8 ) .

AWS Well-Architected %3t Z 2518

LR R A RAVERETELA AWS Well-Architected Framework W R{E B , AtHBIEFEZiHPERETAR
ERR, 2. SREFERAUEZHNIEESR,

ZEERBA AR E 22 B b AR 5 REEE A Well-Architected Framework 5% R BIFMREE.
Bl E
AERBANAFEREEE ETHENRNREERREBULBRER

« &MPIEA Amazon CloudFormation 7% f# R 5 RE & Ainfrastructure-as-code,

« Lambda BB BETIEE#HIEE CloudWatch # BET CloudWatch &&k4R , SABSIER AR REVIE/E
AREE,

- BRARETHRKBEEEMRANL  TELETREEISEN TH,
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https://aws.amazon.com/sqs/
https://aws.amazon.com/bedrock/agentcore/
https://aws.amazon.com/bedrock/agentcore/
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RERPUAEALZEENRINFEEBREBLERT R,

- HBEXRRAFIEFERRGEZ A Amazon Cognito 1T B 2B FTE,

- FTIEREEBEFEFER AWS IAM BE&,

- FTEBRARACHRERSEHEREN ; tMER , REBRFRMENRES T,

- FIEEREE , 245 S3 =i, DynamoDB # Amazon Kendra #3ETREEINZ

G135
RETRAMAER T EEIENRAMNSEERREBL RS .

- DUEARREHHERRS,
- BMRETRES, KPUERMENMEERERREREABDERNES,
- ZREERFVRRMFBER , AR EKERIKRIHBH.

RETREAMAERAMEER R AN RAUANSKEEBREBLERT R,

- FRRAFRMEA DynamoDB , ER—E£ZEHEMARES NoSQL ERE , EERFERE I,

o BERFRFER Amazon S3 T HREFEMFEEMIL ( FEE® CloudFront) , B 11 & 9s it A IR K
A, TERM,

A BAE(L
RERPMAERRAREL LN RANSEEBREBLART E,

- EURENERT , RABERRSRUACERAERRSFRESE  REEREXNERENEN.
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/performance-efficiency-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/sustainability-pillar/sustainability-pillar.html
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RIEFMER
AERABRUAR S RO TR AWS JRES | SURSE LT 00 — SRR SRR,

HEBRR T P HY AWS BRFE

AWS BR#% Description
Amazon AP| Gateway B, LR RMHIEERRN REST APIs

LA R E A =618 WebSocket AP,

AWS CloudFormation B, MR RAZELL CloudFormation #24<#Y 2
R4 , ™ CloudFormation €3 A5 W
AWS &R,

Amazon CloudFront #1. CloudFront £ Amazon S3 FFEEHRY
Web W?égo

Amazon Cognito Bt WIREEEREE APINERESTENS DR
#o

Amazon DynamoDB ¥/1v. DynamoDB EFHEZEBERRNIBEE
AMMBEFHET . CTHIIKELCEMEEE
IDsTFREXFEARGIF , UAHFEELR

HBAEH I &=,
AWS Lambda B, RRFRMEA Lambda BEIR -

* JR[E] REST A WebSocket AP| % * RIEF
1 {5 A 32451l 173 A 25 AU % 0 B 88 * #E CloudForm
ation BB EEBITER

Amazon S3 # o Amazon S3 FEETHRE Web AA.
Amazon CloudWatch YE, MBRARGKEBEFTRBRERE

REME CloudWatch Logs , S HEIEIE 2%
#iZE CloudWatch 515, SRR EEIL
CloudWatch & F A SRR 4R b & Ko
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https://aws.amazon.com/api-gateway/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/cognito/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/lambda/
https://aws.amazon.com/s3/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html

AWS EHIAER Al EREXEER

HiEEE

AWS BR#%

AWS Systems Manager

AWS WAF

Amazon Bedrock

Amazon Bedrock AgentCore

Amazon Elastic Container Registry (Amazon

ECR)

AWS Distro for OpenTelemetry (ADOT)

Amazon Kendra

Description

Y, Systems Manager 215 RIREF KA
ERNERAEABRERELRMAEBL, AR
ESEEHERFRERER,

&, AWS WAF ZE 7 API Gateway &2
i, UREE,

MEA.L . BIRFEFA Amazon Bedrock
EFHREBHETEE, Amazon Bedrock
Agents, Amazon Bedrock &IFEE. Amazo
n Bedrock REZREES , W LGN ERBHER
AWS AR,

B f#fRARAES] Amazon Bedrock
AgentCore #{THIZ & MCP Server E#R , &
Agent Builder #1 Workflow £ F =41,

MER, . HRREERXEESEHE  ECRE
FHMsBREEXRERG. BRAREH
ECR Pull-Through Cache BE)#t GAAB BB
F ECR REERRELRENRERENRE,

"EAL . HRERARRERLE , ADOT £
HERASTHAENEBRA , SERAER
ERUA 2 B BB S B L EE 8%

"ERL . EXNFHEARGR , EBEEFEAER
LUZ M 1t 3R EE 2 Amazon Kendra & 5| |, LA
FEE LLM BFERABE, EAREHER
BALM, FHEHNEHEERERAZEN,
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https://aws.amazon.com/systems-manager/
https://aws.amazon.com/waf/
https://aws.amazon.com/bedrock/
https://aws.amazon.com/bedrock/agentcore/
https://aws.amazon.com/ecr/
https://aws.amazon.com/ecr/
https://aws.amazon.com/otel/
https://aws.amazon.com/kendra/
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AWS BR#& Description

Amazon SageMaker Al MEA.L . BIRFEFE Amazon SageMaker
Al #RimBES , UEE AWS IRF R EHREE
EFMs , 3t H 2B 1IEERIBER AWS #8E 0 [R 1T
BE,

(® Note
182 ZR 7 HE A Vi R A 9 A R [ 33 P B
BRI R,

Amazon Virtual Private Cloud "EAL . BRAERHBFERABMA VPC RS
BB THHIEIE, FRERA VPC WHEEIE
BRFRE , B IRERERBASRALREN
VPC , REAFERIBEBHE RS R2MERE RS
EiFHHIERE VPC (FEAEE VPC), NR#HE
REREMN VPC , bEBRU L ENMFERTH ,
SIEFHER. ReFEARERAA, KAK, #H%
ACLs. NAT Gateway, #PR#EHEEE. VPC i
BREBE,

B ERIR
AP| Gateway BEJIZESH

FERE T , APl Gateway B Lambda BEFT#&R# 5 FARFTAE APl I (RESTful 1 WebSocket & ) ,
DB EENEAERSEERBHPMBRHESTIHENT. HBETRESDHSSSEFEBEN
DynamoDB &Rl XRBMHZE, WA API B | APl Gateway €A BET#E# 5 Lambda HE , ES#F1E
MM Amazon Cognito FEUVER , LYIEIEREFMBNERAERE. A%  BERENRSKFEERE
BN , EEXEENERIBUR.

EBXRFNEARGISEL  EEEBBERBEEN , UTFAFHRARRN , AFEXFERARMIN APl £
#11T execute-api : Invoke BifE, MIBREARFIRE , HENBRAXSRBEEPBRR,

HRABENEARMZBLNEHE K BRPEFEE—HAEX , AFFESHREARLIN API #1T api :
Invoke Bh{E.
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https://aws.amazon.com/sagemaker/
https://aws.amazon.com/vpc/
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HRILER , BRERRGIFENEAERE ST UAFEERRN AP, E—ERE WA LFBH
BEZEFE , UAHZEREERAZSEERRM.

/A Warning

MREBERHEARFINFERERTRECAERHE , O TNEBRERRTFBRERE
EFENBER. MEREARGE (BIEECFDHFEE )  CSMEREARGIFE , RIMBRE

VLSV

MREARGIEBRBIYNE (TEARBERKR)  RIE/KIFERIL Amazon Cognito A H
EE AT ESUFIEERREMN APINE—EAE, KEREEEEBRILERARS K TEREM
BIARE A,

R IEE R
BRXE

EOXRERAERS  EERMACEXEAEERNEEZRR, LLMHERTEFTELVET L EN
BE  FOMAFEFRESKEANRRB L EFREE. Fit , BfE LLM RHEAFFKEESREEE
Ao HEBLOEEZE , BUAEEEESEFR , MAREFFREEHERTK.

ABTXEMERILINEE  XFFERAREMSEEMEA WebSocket APl R IZHI K EEER, 1tk WebSocket iEiB
AP| Gateway &, #£H WebSocket AP| AJfE B R TEPSERBARBF B HER |, WiE BB IR R E
FE, ENZEainERENRAEFNFEREEER,

® Note

BERBERHERZE , EFX—ERTERD RHEMER WebSocket API & [ fE R R ]
o BRARFEMABEE  UAXESEEEREENSR. RSRTA , EBEEH
BRI ERERERA/FALL I8,

AWS R AR FNERR Al ERAEREERNMIEE

FEESHREIEENEERNED , R, BEYNEEMONRENEARGE. BBLEXR
R, EEEEAETUFITIEME :
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html

AWS FRYERR Al BRRARES { Vet
- MREBFE

- BB

- IREBRENDE

- BRDBWHELUEIFNIEE

- MERERE (3FiB CloudFormation MIBRREUEMEEIR )

o KAMBREBHAEREFMER

i BEERREESERAENERARIIER

Use case AWS Web
deployment Clone deployed use case to Console
dashboard Deploy a new use case

<coxtends>> -+ J
.7 “
& .|
Admin user
ludes:
<< - o

Configure LLM | AIngest datain the

provider and model Knowledge Base
ludes: T s T e
Edit / update use - SRS
case CEEL
<<optionally includes>>, Delete use case

EEEFAETRELIEEFR AWS 84, BEEBRLT K EEEFHENLEE DevOps
FRESE , ULXESEREEZE Kendra HIFEBEEEE,

HRXFHEARS  BREAETUFRERENE , EE LLM BIX, WEENFAETARHERE
EFEAERENBFIRERES, EXFEARGT , BRERETFIMTIEE

- EBPRNEEEFAE

AR Y AR S o8

ERY R S fo 8%

- BERRTR

« WERET

AWS R R ENER Al EREXEZERNMEE 25
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HiEEE

iR

NFERRMzERERAENEARIIB R

Use case J

4

S

Business user\

. 1
<<includes>>

Clear conversation
history

<<extends>>

Edit prompt
Chat / ask questions

1
:<<inc|udes>>

~
~
~

<<includes>>

~
(N
~

-
-

1

3%E1@ Bedrock XIBREXFEHEN |
EEEMFRAETUEISBRES
T 5IEHE -

SN NS

aX JE1E

BEIR T EEE
BRHEEL R &
ARYFRE LR &

iR

¥R E T LAEFER Ul EE52ER Amazon Bedrock X EEXEI K,

LEFMEFA . 1E Bedrock Agent EARAIH , BEEAE A7

R Bedrock RIEEREXEARFINEBEREEARIIER

AWS R R ENER Al EREXEZERNMEE
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Use case J
Chat / ask questions )
LR "'Wjaa
o

\ I | Invoke Agent
Business use Add conversation
history context

cemutandsscs

View conversation
history

«<ancludes>

Clear conversation
history

ERAEEERR

Agent Builder 121 Amazon Bedrock AgentCore £33, HEBMEBLERE Al REERXNF
AEFRARM T4 MNEEFMEA,

AgentCore B4

Agent Builder EREER MBS ZHRERLRENREERARE , LBARE, Z2ATRENHRE
EEE,

RAERENRERARE

ERAERFMBEH GAAB BXE CI/CD EEHMERE , U RHELHE ECR EFE. SEMRGRAE
EREAEZE GAAB BERARIRA ( H4N v4.0.0 - gaab-strands-agent : v4.0.0), B2 2L Strands SDK
AE® WEE:

ERAEBZER 27



AWS ERIERR Al EREXRES EfeiSmE
- REEXHTRERE

- MCP RFimE&

- EREEEE

« OpenTelemetry %8l

ECR 1ZEUREL

fi#iR 75 EFE A ECR Pull-Through Cache BEBI#REEXMERLE ECR REESHEEZEFNAT
ECR. Lt AWS ZE R :

« B—IRHUEHRENR R (2-5 77 SEHESE )

- HERBFTIRRIESLESE

- REREHFBOEHRE AT

- REEHEFRMME-NREGRA , iR ER

HERE

REENARER A LA RHIER B FMHE DynamoDB #, SEEREIE :

- RIFRTEE

- RERMEMER D

- HESH (BE. max_tokens)
- MCP falfiR252 & w24

- RERERE (RETZERYER)
- BEHEER

AR AR A 2 S5 A

DynamoDB ¥¥IR&E M AT AN RERXMEIRAR LR URIs , BARSERMEHER M,
RERAERE

RET

RERTEERTRAETA. AN, EESERAETL

RERNEE 28



AWS ERERR Al BARRRES B
- BBERASRERS Ul REERELR

- SETEAENOERXNRSA

- ERERATRRER

FEREEY
REEXNEESSE v4.0.0 /9 Amazon Bedrock & :

- HEAEMHE - Amazon Bedrock ( R v4.0.0 FAYIEIE )
- {EAEIZE : Claude, Nova ME Mt Bedrock & #!
« BRSE  BE. max_tokens, top_p MIERIEERE

MCP fAfR2EE S
BRERRBABEARFIBREEAEFNEXTIENER

« #EiB GET /mcp API ixE R IREF IR R
- BREEE  BEEFEAB

- SOBRBENIRMEER

- ERABNIENEELE

BRI
I

Agent Builder £t AgentCore #81% %] WebSocket B Server-Sent Events (SSE) i# 1T B i [5] F& &5

NS

« Lambda EE{€ % 37 &2 AgentCore H{THIH SSE EiF
- BREEEE API Gateway WebSocket

- BxAtoken-by-tokenE RS E A F i

- HRERIEEHITHERNER

B2 2 PR i 4
v4.0.0 FREERXEEERA Lambda TR :

BRMEEE 29



AWS EfERR Al BARRRER BT
- RREERE : 15 28

- BSREER

- BEHREERABNPETERE

o $¥ va 1+ REWEFRFERS ZE

iiEREE
EHACIEE
{# F B 5T MemoryHookProvider BIFTE Z AR A EFEZREA -

- IEiB Strands B EEFE X EEHFES4
« fik actorld 1 sessionld #B#% A & Fw B

- EIERBDHBHFEARS

- BEESE AgentCore CiEME

REGCER
£ strands_tools f#H AgentCore Memory Tool #i& F Zh&E :

- ERABRERFEAENEPHEHELR
- EEERBRENEERIERRE

- BBEATEFUHRERNZHFE

- BIERMBFREENER

- f# conversationld #% sessionld

CIE:y:l}
AWS OpenTelemetry Distro (ADOT)
AHREENESEEMARERR !

- BRELERERARENER
- BRI ARN D BIEHE
- ERMERE IDsiEBFC ek

REEEE 30
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« H CloudWatch XS EEE 4

B RERE

5 I & 3%® Amazon Cognito fEf BE] Lambda RES BB JIWT ERETE S RE K ZBRESER
1515 3 & BB 1% DynamoDB #EEX IAM B,

:ETFUwifii 5%

ITEREEEREBEITEFTRAE  FHAERAEMATEZEREXRIGAZEERAEEESRE
RAER , LRAZEERAEHA,

IVE/}IL*EE%*%

BA& T

- FEFRAE  BRFEAERRAEBZREEETRAENEAREETRAS
- EMERAR ERAEBRERCARFIEEMATENIE

- REEXZHE  FHRAEERIERBIPEERLN DynamoDB ERl &

- HEEERE ;% REREXHN SDK BEERIEER

ZERAEBTERL
BIUFHRERR
FIESMRERXBEEMR AgentCore 17 H I AR A MB T EHR1L -

1. #% DynamoDB BV ERENEE

2. B &8 Agent Builder REEFEHAB N 1TE R

3. BERERXHEHERCH MCP [ ER
FEERABKEXERASEMATIE

5. Strands SDK EXE &R A B EFENEIR

THERERERSR 31
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RE| BRI EDE

RERAR BB AR, L2t EENMEEEZE.

/A Important

LR R =R A Amazon Bedrock fEATFE Al EAX RN T ERK, BN ALEZREFIE
B FREEMRARPEHAEDL, MEFMENR , 528 (Amazon Bedrock fEAEIER) F
KRR IZHL,

X EH AWS [EiF

/A Important
LR R T R OEE M A Amazon Bedrock 1 Amazon Kendra BR# , 1B B &l & R1EFFE
AWS EFiRft, BN ERRMEELRBH AWS BEFREIARSF R, NERESE AWS R
BHORMAAMY , 588 AWS BiFREEE,

T5 AWS BEXE AWS EER Al EREXEES

Eh =R

XEIRER (%) MEX ()
XEIRER (MES fESadbER) BUM (CEREE)
KEIFAER (07 @ fE EE1LER) BUM (ZFE)
XEIFER (BRER) BN (3
DRHE (RE) BUM (OKEA)
DRME (B/H) Europe (Paris)
DAHE[E (F70K) BUM (ErfESTE)

TEN AWS B 32


https://docs.aws.amazon.com/bedrock/latest/userguide/model-access.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

AWS EHIAER Al EREXEER HiEEm

EiFE B
DAME FE) Middle East (Bahrain)

DARME (RR) rAEN (ERE)

@ Note
MEEHBRFEHAE AWS ABERHWERER  FeENREHEH APIs JFANESE, W
RE APISEEARELES , AuEBISEEIEERREANAIBE, BEEBHNER
MERBERKETRE , UFALHERNBEEHABRNEELREE,

Cost

AL AWS ERER , BRRAEREANERNE K MARAREEAUREER. EREXNTARK
BERN Al FARGNERR , UARBENEAEARIINER, SFFLEHRGKABURNERE,
EHIMERE

1. EEMNTREERMR , A KK 20 USD,

2. " EBEEBENEEMBIRUB[ACEHRS , FAMTRRBEIRE (MSERIEP ) WHERRE
8% , H Amazon Bedrock 12X | #ZFEXH , 8 A K4 200 USD,

3. Amazon VPC EFIRHIFHWRERE , SRXZE 8, 000 A& , BBHEL XM , A1, 500
USD. EARMINKASRIFAEMERTE , AINFREREHENIFEARG. RERAR
HUERa4E R (RAG) , UL,

I—|I

THEEHRHA RMmA (E7T/A )
BP BB RARAY S5 LA BH20%

3 5 B e Y 8 51 B AR BH40ER

( BREHEBERRA 1 EXFEARS , 8R40

100 fEEE )

= AEEMERR Al Z5 5| 2R S5 KA A 1,500 %%

Cost 33
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THEEERA REAAE (%T/A )

( BIEMREBERR. 1 AXEZFERARA , UK
RAG 9 Amazon Kendra &5| , 8 X&% 100K
fmEE ~8K EEHH XY , AERA VPC

RIEE A E BB 78 1Y S P A A BH 840 %R

( BIESEBERMR. 1 EESEA Amazon
Bedrock &% & Amazon Bedrock E1# /Y
Bedrock REEXFARH, X 100 BE
g)

MCP {a] Bl 25 B9 £ 51 A A BH22%R

( BEHBERMR. 1 BEE Lambda BERHE
FER MCP fRIRSBRFEARA. 88X 100 BT
25 )

ERA S22 B 2509 S5 R A BALG X

( 2EBEERR. 1 ERKRA MCP BESNRH
iREENERARZESREARG. 88X 100
BEE )

TR B 2R A S8 51 B AN A 109 £

(BREBEERR. EF3EAFRASRERA
EEAN 1 BAITERE. 8R40 100 EES )

/A Important
ELEHERAR B ERGBETFEEBNRAR, EATEN LLMs, ERER AWS BRH AN
BELHEAE (P, EARKSR/ERITEREMAR/ERTE ) . EETERS , EREER
AWS Cost Explorer 2V FE, EXTHEEH, MBETEFHET  FERLBRERFEA
K& E AWS BRIEH EERE,

Cost 34


https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html

AWS EMERT Al EFRREXEER HiEEm

HITEDE B RARAYSTHI AR

THREHR—EAXBERE (HSEEILE ) EHFERERSHM 100 BERAPEHEZBFERR
HYRRASBRAR |, ¥98 A 20 7T,

AWS B HWE BA [Ex]

API Gateway, DynamoDB, C #& A 5, 000 {8 512 KB REST 1.97 &7t

loudFront, Amazon API FEOY | >R BEARER

S3. Lambda, Systems

Manager 28 FHE

Amazon Cognito #A 100 ERAERZLINEE 555%%
BRE#EiB SAML = OIDC B
BESEBEANFERE

AWS WAF % 1 {8 Web ACL M 7 BIE 12.60 =T

5 BI# 10, 000 & Web &
R, MREEMARAEE

B ERRER A 20.12 £ 5T

N B2 B 5 Y S 45 A AR

HERRRAULUEEERBBEFZEARMS. TRETRER LLM 8X#1T 100 BEHM 1 EEESE
AEERE RAG WERTHENFEARMIMNKABM, EHFL WebSocket LR XFIHALREE , |

EelFRHRERERE , MREREMASRR. £ Amazon Bedrock Nova Pro 82 | STt ERAR
BN RN AT A 20 £,

AWS PR 7% WE BA [%Ex]
AP| Gateway (WebSocke X100 XMXES, SEFA 061%x

t), CloudFront, Lamb BEWFHAEKRNE 32KB ,

da. Amazon S3, AWS BEERS 5 piE,

Systems Manager 2877/ [E

YITEMEERREOEHI KA 35



AWS EHIAER Al EREXEER

HiEEE

AWS BR#%

CloudWatch

Amazon DynamoDB

FERARBIRAN DT (TR
LLMs)

Amazon Bedrock (Nova Pro)

Amazon Bedrock (Nova Pro)

B AR A

(® Note

HEE

= EEAFMEESHN 1.5GB
CloudWatch BEETER

HEREL R, 1GB ERE

LLM {EREE RIR. 1 GB ffF
e

#X 100 REBHRRK :

*BX 190KEH A FRFNE
AR = $0.152 x 30 * 8K
16K @& H F TR = A KA =
$0.0512 x 30

10.89 £t ( EARMIMAE )
+6.10 327t (Amazon Bedrock
BN )

A (=]

723 &TT

3.05 £t

10.89 £t

6.10 &7t

17.00 =7t

BLFAMETTESYH AWS BN SPREETHHRTURAR, MREREHR AWS ERE4
%, E2E LM B EHENEEREE,
ME AWS BREHEFEIERE , 5528 : Amazon Bedrock E{EH Amazon SageMaker Al &

.

SR EREEN Al EF 5| ZREHIKA

TRIZHEEA RAG W E A RHIR K AEAME |, 3 LA Amazon Bedrock Y Nova Pro #8245 LLM, #7118
Bedrock AR ER , IWERARFIMNEBRNASA 1300 £

BAERMEER Al EF0 5 BAEHIKRAE

36


https://aws.amazon.com/bedrock/pricing/
https://aws.amazon.com/sagemaker/pricing/
https://aws.amazon.com/sagemaker/pricing/

AWS EHIAER Al EREXEER

HiEEE

AWS BR#%

API Gateway (WebSocket)

CloudFront

Amazon Bedrock (Nova Pro)

CloudWatch

DynamoDB

HEE

#X 8000 XMXEE), &
BFA SN FERAE KNS 32
KB , BEEMRA 5 7.

8 A 240, 000 f@7&K , 100
GB EXE@m 2B |, 1
GB EXE@m 2| R 46 A AR =R

REK

B A Z%F = promptTemplate
(400) + WA (400)+ chatHisto
ry (1080) + &3 B A FH&F
(20)= 1 , 900

BWHFRF =160 (F¥19)
BXHE 8,000 FEXRH ,

FRBAFZARA (1, 900 x

8,000=15, 200, 000 &=
F x B{E=F%F 0.0008/1000 &
1)

Z AW HER A (160 x
8,000=1, 280, 000 {@&#E
Bt x Z{E#EMR 0.0032/1000 B
%)

FHRA (($12.16 + $4.10) x
30)

£/ 5 GB ERHHE B M 1
BERRA 24 EiEER

DynamoDB & #} 5% A& ¥t 55 &
RENHERLRLE  BRR

A (=]

38.89 &t

8.76 =TT

487.80 E T

972 £

11.70 E£T

BAERMEER Al EF0 5 BAEHIKRAE
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AWS B #% HERE A [%]

Z 1KB &#l. 8, 000 X=&
MEA

Lambda A A/N-128 MB, 512 MB 20.89 £t
TR

@17 , 2 ARRREN
Lambda BIE

A8e A/ - 256 MB, 512 MB
TREME. 8% 5 EFRE
20 ¥ EH K E

L IEL RS $ A 577.76 £ + MR
* (HBHTX)

@ Note

# AWS BN T IRFE 2 A API R AT B SEIELTEGEF, MRKRAFEH Amazon
Bedrock , 582 LLM HESN EEIERM.

T8 RIS E R R A
MBERARRBEANMBERD | UK (4 Bedrock WEMT ) MMBEEMANEIHHBEHET
BFRE,. HRNEEARETERRSTRNEEN,

Amazon Bedrock #1:%&

RARTEEESRMHETTE Amazon Bedrock ZIFEMEINE R, Amazon Bedrock 1§ F &I E
e R BT EELER , EBXAEHFEARMMEANRRIER | e fWEER, i, BHAHRE
HRIWEEFEHRE ( HlE , Amazon OpenSearch Service FHIZE 5| , X Amazon Relational Database
Service ANERE ) KELEBREZEHERMIFTENVHEER,

HRERSETEENERN Al EH5IZ RS, LLARFEF I Amazon Bedrock RIHRAE B A & 4 B9 B AN
/(1

B A E Y A 38


https://aws.amazon.com/opensearch-service

AWS EMERT Al EFRREXEER HiEEm

AWS BR#% HE A [%Ex]
Amazon Bedrock (Amazon #X 8,000 AEH#H , BE 9.00 =5t
Titan Text Embeddings V2) &3 1, 900 EE A FHF =

15, 200, 000 A= =X

0.30 USD,

BHAZA x30 X = BARAK
9.00 USD

Amazon OpenSearch Service £/ 4 x OpenSearch E&E 691.20 =T

(Serverless) EHl A& i (OCU) Ky E 7 & {a) lR 85 4A
B (HEFTE) =8X23.04
USD

BHEA x30 X =691.20
usSD

(® Note
IS TR ALK RV TR
RARLTHEEIKE
EFE% OCUs , MER
B 2 OpenSearch
ERNEFSELRELE
L3rg 3= 0 5% N

RIS 700.20 %£T

Amazon Kendra

BRI R AT LA R IEME Kendra R5| , A LLEfR. TEAR LRSS TREREEERR Al EFEIZEN
BRI AR AT

B A E Y A

39
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HiEEE

AWS BR#%

Amazon Kendra

(@ Note

MERE A& [Ex]
#X 0-8, 000 AL , UK
&% 100, 000 @ EH 0-50 {&
BRI HRA Amazon Kendra

Enterprise Edition 324

1, 008.00 &7t

BRI L\ EFEA RS 2B A Amazon Kendra R 5| , BiETJRERE NS EARINEHRHE, W
HEAFREBM Amazon Kendra Enterprise Edition , BISUWEZENER .

AERAZRGIEA Amazon VPC )B4 hn
TRIBHIEMIE AZs B ERRHIBA Amazon VPC BRI,

AWS BR#%

Amazon NAT &

AWS PrivateLink (VPC %2 )

NE IPv4 tbhk

HEE A (=]

B 2 EURAEETE , 74.70 E£7T
BETHEEHBE NAT

Gateway. #i8 NAT Gateway

BRIEH 100 GB &R 730

B, SRREE 100 GB &E#

Bk 2BAZHE , BE@AZ 9784 %R
BE 1 BRAETREE , 18
VPC iz EH 2 EEHMEN

[i:1] (ENIS)O

6 18 VPC %% , 18 VPC iR
2L 2ENIs, 730 /NBs , AR
1,024 GBHI&EHR

e 2 EUARREE 7.30 £t
BETAES 1 BABE TR

B, BENE FRRESEA NAT

AEARFIEA Amazon VPC B R 2438 i1

40
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AWS B #% HERE A [%]

Gateway., BEFEA 1 @/EA
FAE IPv4 5XER NAT
E,

2 BERT AT IPv4 ik x &
A 730 /B x 0.005 ExTE /I
BER=73%x

BAEH 179.93 £t

( ‘BA K Amazon VPC)

ERAMEEEIENRATE

HEBEIERASRBRECEHMENRBEERNEARNE , UARAGHEENNEBEVAAFRRIE, £
RfimrEeELENER,

WMEFHMAEFAMup-to-date BB , 5528 Bedrock EfE.
{55 F B5 [ 43 HE S Y B R

FERAEERESHEANEHIEMERESENER, ARSI HNERERRR EE R+ HWERE
&,

REREN BB E Y S5 AR

E8FH Amazon Bedrock R BRI , RASRBEESREEXN THEEBIKE | flunBimER
MAFE (WRERA RAG) , UREHBIWEMIIEE, TRETRFEMAREE Claude 3.5 Sonnet &
A Amazon Bedrock &% EF Amazon Bedrock Ef#:%E /Y Bedrock KIEFE = 185 F = HIHY X 2<B8
.

B %78 Amazon Bedrock £ ERI ALl | LR A RASEEHMEE Amazon Bedrock KIBE
RNIEENER,. WARAFEHTIEELFH Amazon Bedrock HEEEMN KA  BEEEE THIKA :

- HRERGTENEESHERARER

- ABENEIREEEFEMRE (HI , Amazon OpenSearch Service FH% 5| , 5 Amazon RDS AI#Y
ERE)

EAMRAEENRAZE 41


https://aws.amazon.com/bedrock/pricing/
https://docs.aws.amazon.com/bedrock/latest/userguide/cross-region-inference.html

AWS EMERT Al EFRREXEER

TREZRESXRE 100 BES , SEEHE 1, 900 B A FAFH 160 {Eim H =5,

HiEEE

® Note

RIS Bedrock RERAERARM , MRBRER/EAINE API HEMERE | AIIELRA
ERENN, THABEHLEERKRPITENEE.

AWS BR#%

APl Gateway (WebSocke
t), CloudFront, Lamb
da, Amazon S3, Systems

Manager 28 FHE
CloudWatch
DynamoDB

BANET ( FBHE LLMs)

Anthropic Claude 3.5 Sonnet

#A R Amazon Bedrock Al
% EE#Y Amazon Bedrock
(Amazon Titan Text
Embeddings V2)

HEE A (=]

X 100 XMXES , BAIFA
B KR/N 32KB , BIRER
5488

0.61 %7t

£ LEAFMEERXN 1.5GB
CloudWatch Logs #{TE R

723 7T

1KB 28 K/ 1 GB 1788
B LLM #{BREE RIR

0.25 &7t

8.09 £t

* B8R 190KEEM A FZ RN ER
B 7K (0.003/1 , 000 f&=F%F )
=0.57 &t +

24.30 &£t

BHMA x30 X =17.10 £
*BX 16K B H F RN ER
B (0.015/1 , 000 {EF%F )
=0.24 &£ +

BHEA x30K=720%7

BX 190K Eim A FRWE B
AR (0.00002/1000 F4& ) =
0.004

0.12 %7t

BHEA x30X=012 %%

REEABE SRRV EHRE
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HiEEE

AWS BR#%

Amazon OpenSearch Service
(Serverless) E 6l A&

Amazon Bedrock [ & #4 4l

Anthropic Claude 3.5 Sonnet
XENREERXRARENEK
piN

HEE

£/ 4 x OpenSearch EEE
i (OCU) Ky EL A& (A R 25 4H 28
(RIEFTE ) =8X23.04 %
JT

BHAZA x 30 X =691.20 %
JT

190K R K ZFR M 760K
(190 , 000 x 4) F5TH 3 , 800
B3 F B4 (760K 3 7T/200)

ZREAABTERES. @A
B RBIER (Pl) EREGRME.
BRERAERME (RAUKE
X ) MEFERFERENE
]

B HARERIFGRA
(0.75/1000 X F &7 ) + Pl
BFZ R RAS (0.1/1000 X
FE ) + BREAEGEK
# (regex) + X FERERM =
$2.85 + $0.38 + $0 + $0

BARA =FHMKA x30 X =
96.90 =7t

$8.09 ( EARBIKA ) +
$812.52 ( H K EREXHRE
)

A (=]

691.20 &£t

96.90 &7t

820.61 £ T

REEABE SRRV EHRE
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HiEEE

® Note

WMRERER AWS EREME | FSH LM BRHENEEERE. 0T AWS RBNEERE

M , 5528 : Amazon Bedrock FEfEH Amazon SageMaker Al Ef&,

MCP {al B 25 B9 851 B A

MCP f{a] iR 85 fi£ F§ 225 AT #£ Amazon Bedrock AgentCore LS BMEEE R AR BAGEMMKE. TX

FRERA Gateway FERBEE A Lambda EEH MCP Server i F =449 5 A< BA 4

fRR S REEE AgentCore Gateway HPEMERE, BEEXFUTER :

« EMRMEKZA (APl Gateway, Lambda, DynamoDB. CloudWatch, S3)
- AgentCore Gateway FAE (BEIEFHA)

« Lambda BEFITHA (EARESE Lambda BENFRES L)
- S\EB API B (ERAMRER API = MCP fAfkss B EMREESE , iEA )

HH

Amazon API Gateway (REST
API)

AWS Lambda ( i#EHEE )

Amazon DynamoDB

Amazon CloudWatch

Amazon S3

Amazon Bedrock AgentCore
Gateway

B

HX 100 BTEMEN x 30 X =
#AH 3, 000 @553

£X 100 RIA x 30 X x
1¥FH x512MB=8A
3, 000 GB-®

A 3,000 EEE/B A
+1GB f#F

3, 000 &4 AR REEZ MG
%

EEMRENMBER (REAE)

AR 3,000 ETEMA

Cost

0.05 USD

0.05 USD

0.15 %7t

1.00 &7t

0.25 %7t

0.05 USD

MCP fa] B &% 9 & 51 Ak 2=

44


https://aws.amazon.com/bedrock/pricing/
https://aws.amazon.com/sagemaker/pricing/

AWS EHIAER Al EREXEER HiEEm

HH TE Cost
H#E Lambda & X 100 XA x 30 X x0.5 0.25 7T
¥x128MB=8AH 1, 500
GB #
A RAEE 175 %7 (EMWERE) +005 1.80%Er

% 7t (AgentCore Gateway)

@ Note
RAGRIFIHESZE (FEHEMTHRBE ). BEERENAEEXMEMTE. #THAEHE
SE4 AgentCore FIITHIE R , MA R Gateway A, &8 APl RAMBTRBTERER
-EBIN: T

ERA SR ERNEHI KA

Agent Builder TJZ &7 Amazon Bedrock AgentCore EEI MEBBEHITRERER, TRETEH
Claude 3.5 Sonnet. MCP fAlfR=R& & MRUA RHIFCIEEERER Agent Builder 5/ S 5K B A B34

R REEHE AgentCore MITHIEIBEMERE, EFEXINUTER !

- EBRMEAKA (APl Gateway, Lambda, DynamoDB. CloudWatch, S3)
 AgentCore H11THI# A ( BBEERREEAMTREN CPU M EREEFE )
- ERERME (WANELFER)

- AgentCore itEf2 ( EHSHNRIFEF/MEE )

THREZREXRE 100 BEE , B#EEHE 1, 900 @@ AFRFM 160 @ L7 , SEERHFEE
RAEHTRESR S5 ¥,

AWS PR 7% HWE BA [%Ex]
API| Gateway (WebSocke BX 100 XHXE® , F95A 061 %7
t), CloudFront, Lamb BEXRNERIFAE 32KB , 4|

R 5 o iE

ERABEESRNELIKAE 45
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AWS BR#& HE BA [Erx]
da. Amazon S3, Systems

Manager 28 FHE

CloudWatch = LEAFMEESXH 1.5GB 7.23 &

CloudWatch Logs #{TE

DynamoDB 1KB 8 K/NF1 1 GB & 025 %%
#9 LLM #ERE&E Bk

E R R AR NET 8.09 &£t

Amazon Bedrock AgentCore *CPU : 1 {8l vCPU x 5 # x 0.40 £t
#ITHA 100 B E & = 125 {@ vCPU-#/

X =0.140 & vCPU-/NBF/X +

FHKA : 0.140 x $0.0895 =

$0.013 + AR : $0.013 x

30 =$0.38

* 50188 : 512 MB (0.5 GB) x
5% x 100 R E & = 250 GB-
/X = 0.069 GB-/NE/X + &
B A : 0.069 x $0.00945 =
$0.0007 + % A A : $0.0007
x 30 = $0.02

Anthropic Claude 3.5 Sonnet *GR 190KEWMAZHNER 2430 7%
FXZ (0.003/1 , 000 fAF%F )
=$0.57 + BHHA& x 30 X =
$17.10

* 5K 16K000 1E# & = 7
AR (0.015/1 , 000 EF
) =$0.24 + 8 ARAE x 30
X =$7.20

ERABEESRNELIKAE 46
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HiEEE

AWS BR#%

Amazon Bedrock AgentCore

ERAY

&% Claude 3.5 Sonnet 19

Agent Builder FERRERE KA

@ Note

HEE

* THARCRER | 100 B SE M/
X x 0.25/1 , 000 E£TEH =
0.025 E£T/X + AR :
0.025 %7t x30=0.75 %7t

* REGERERT (K
BRREE ) © 100 EFLHK x
$0.75/1 , 000 FFE8&%/ A =
$0.075/A

* REIGCISREFEEY : 100 Xi#
HUX x 0.50 &7t/1 , 000 X
#EEL = 0.05 =T/X + BAMK
7 :0.05 %75t x30=1.50%
JT

$8.00 ( ELR#EEHE ) + $0.40
(AgentCore #4THi ) + $24.30
(R ) +$2.33 (2ER)

AgentCore BIITHIEBURAEAER ., EREKAREURR :

- REEXHTRE (FAFEREHEN CPU MEREAE )

- BEEIRBRHEEMM

- MCP TEAE ( ARIEHTHEIN CPU/RER )
- RCIEREAERE (RUAEHERBRRRE )

W% AgentCore EEMNFMEN ,

A (=]

233 %7

35.12 £t

%2 Amazon Bedrock E&.

ERABEESRNELIKAE
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https://aws.amazon.com/bedrock/agentcore/pricing/

AWS EMERT Al EFRREXEER

HiEEE

® Note

MR AN APIsSRARIEH MCP fRIARSS , AL R ARREAKA , BEHFEMN
HE, &, MR AgentCore BIES = Code Interpreter TR | & vCPU /NS E
0.0895 =7t , ¥ GB /MW E 0.00945 =T,

TERIZEERAV S KA

THEREEZERSEIHRAZSETRAERERETERAENTEFRASE, TRERER 1 AXENR
HREAM 3 EEXREEXZERAEEANTHERENRAAME , ArEREHBSHA Claude 3.5

Sonnet M RHFCIER,

RE% -

AWS BR#%

APl Gateway (WebSocke
t), CloudFront, Lamb
da, Amazon S3, Systems

Manager 28 FHE

CloudWatch

DynamoDB

E R R AR NET

Amazon Bedrock AgentCore

BITH (EEMREERN)

Amazon Bedrock AgentCore

H1TH 3 EEARERERN )

HEE

BX 100 XMXE® , FiT5A
BEXR/NMZHIAE 32KB , 4|
EiR 5 8

£ LEAFMEERXN 1.5GB
CloudWatch Logs #{TE

1KB 528 K/NF1 1 GB 1788
B LLM #EREE B K

*CPU : 1 {8 vCPU x 5 # x
100 {8 & & = 0.140 1@ vCPU
NRF/R x 30 = $0.38 * REEfR
#2:05GB x5 x 100 A&
&) = 0.069 GB “INEF/K x 30 =
$0.02

* FIEJIREE 2 XEIK = 200
RERABHIT/R * CPU : 1

X100 XREE , BREBFE 2 REBRAEEZR , BETRAS 5 DHATHE,

A (=]

0.61 %7t

7.23 ET

0.25 &7t

8.09 £t

0.40 &7t

0.79 =7t

TERERERNEHI KA
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AWS BR#%

Anthropic Claude 3.5 Sonnet
(EERERER)

Anthropic Claude 3.5 Sonnet
(EAREREN)

Amazon Bedrock AgentCore

iRl (EEMREEN)

Amazon Bedrock AgentCore

iR (ERRERERN)

A3 ERERAZTERE
BERNEAENERA

HEE

X VCPU x 5 ¥ x 200 = 0.278
X VCPU-/INF/R x 30 = $0.75
* 501888 : 0.5 GB x 5 # x 200
= 0.139 GB-/)M/X x 30 =
$0.04

*EA 190K BERU/X x
$0.003/1K = $0.57/Xk x 30 =
$17.10 * E i : 16K BEB/X x
$0.015/1K = $0.24/X * 30 =
$7.20

*BIXEBYHE 2 RER @
A : 380K #EHL/X x 0.003/1K
=1.14 & JT/X x 30 = 34.20
X CEH 32K ERUX x
0.015/1K = 0.48 & JT/X x 30
=14.40 &t

*5EH 100 EEH/K x
$0.25/1K x 30 = $0.75 * K Hf
f#71F : 100 {@z2#k x $0.75/1K
= $0.08 * RHAREEN : 100 {EHE
HU/X x $0.50/1K x 30 = $1.50

* 5EH - 200 EEH/K x
$0.25/1K x 30 = $1.50 * K Hf
f#71F : 200 {@z2#% x $0.75/1K
= $0.15 * RHEAFHEEN : 200 {@EHE
HU/X x $0.50/1K x 30 = $3.00

$8.09 ( ELREIIHE ) + $1.19
(AgentCore #4THI ) + $72.90
(R ) +$6.98 (CEE)

A (=]

2430 &£t

48.60 % 7T

233 %7t

4.65 % 7T

89.16 &£t

TERERERNEHI KA

49



AWS EHIAER Al EREXEER HiEEm

® Note

« BENERRERGRLHIEIMFRIHRE

Nz AgentCore EEMFFMERR , 52/ Amazon Bedrock EE,

ZE

BT AWS Ef S FBRERRR  R2ETSHEE AWS HEAER, EFEEER TREBEN
ZEER , IA AWS SRE. EENEHTH K SEZMELRRK. EELE  URREEERER
HEREZEM, WFE AWS ZE2MHFFHERR , 55&5 AWS Cloud Security,o

£ Amazon Bedrock E{EFREEER

Amazon Bedrock 5EE ##t Amazon Nova R B HaF TEMBER (FMs) W —RFIEH, #£H Amazon
Bedrock B , FTEERESFTEE AWS EREREH., ERRMEA Amazon Bedrock 13512% LLM 12fit#&
B, FTEHWBERBEREE AWS HIRF |, R RE LT SRHE SN EE,

@ Note

&8 Amazon Bedrock IREMFIEERIER (FMs) ZREZEFEEE AWS EENBEEHN AWS B
Bt RERHEESEEITNEFER , MR TAEE , 2 Amazon Bedrock fR# A 5.
MZFEHEI Amazon Bedrock Z&AREMN HMEF , 5528 (Amazon Bedrock A EIERE) #
#) Amazon Bedrock H Y& EHRZE

IAM B &

IAM A EZFSEHTEIBENFUERE AWS EiE FWERENEAE, WBASREEY IAM
At BFHRAEN Lambda HEEM EHE RN FZIE,

CloudWatch Logs

BU L EFEASEERNEIZEZERN , T HEMRETHECEARMISHMAFMEER. FHEXTRA
MY CloudWatch BEE , BB EEMNREER.

T2 50


https://aws.amazon.com/bedrock/pricing/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/bedrock/
https://docs.aws.amazon.com/bedrock/
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® Note

RRAFMENE | bR AR ERIA XM (R RAG) MR , HP e SmR
ﬁ%ﬂo

VPC

ARG RIRHEME Amazon VPC #HEEIRIE :

1. BRARHRAKEEE Amazon VPC,
EHEMEAL B O Amazon VPC UUEBRAEHRFER,

FMRRARBEEE Amazon VPC

WMRLBFFEMRSTRERE Amazon VPC HIEIE , FHRENE AR 2-AZRE , CDREEA
10.10.0.0/20, &AILLEZEMEA Amazon VPC IP Address Manager (IPAM) , 8@ AZ FEE 1 &

NEFHERMN 1 ARE FERK, BRAREESELE FHREHPEIL NAT Gateway , ME%E Lambda
HYEMEFHERPEY ENIs, b\, HERSBRYRARKHIER, RLBFERERAR, @K
ACLs, VPC ix% (FEMNAHEIRSH ) o

EELEH28 Amazon VPC

£/ Amazon VPC SR AT R |, BAILURELE AWS IREMEZHEHE AR Amazon VPC,
MERCEELOMETHEE SRS VPC , URARSTAM., K VPC X EEEF TS VPC imE ,
LAK VPC FEHZRARENHERE 1AM BUER,

¥R E]BFE K IR Amazon VPC

1. DynamoDB #9 38 i B o

2. S3 WREIRE.

3. CloudWatch K R E w2

4. AWS CloudFormation K9 5% if 2o

¥ A ERAZE B Amazon VPC

1. DynamoDB #Y 38 i B o

VPC 51


https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
https://docs.aws.amazon.com/Lambda/latest/dg/foundation-networking.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-ddb.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-s3.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CloudWatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-ddb.html

AWS ERER Al EAREXEZESR BEEE
2. S3 WA EIRE

3. CloudWatch K R E w2

4. Systems Manager 28F K [EH F Him .

® Note

fERFRAEE com.amazonaws . region. ssmo

5. Amazon Bedrock #J 5 Eim 2 (bedrock-runtime, agent-runtime. bedrock-agent-runtime)s.
6. #MA : MEHBAMFER Amazon Kendra fEAZIFEE , BIFEE Amazon Kendra BY 77 E U 2o
7.8  MEHBAFER Amazon Bedrock THET LLM , BIZEZE Amazon Bedrock Y77 H i 2o

(® Note

fERAFRAEE com.amazonaws . region.bedrock-runtimes

8. 1M : MRIBAEEHH LLM £ H8 Amazon SageMaker Al , BIZEE Amazon SageMaker Al B/ E
U Bh o

® Note

FHABfRE VPC SBBIER , MRS RTEMBRRNISEHK VPC 1HRE, TiB , TEMBRMBRER
EAREIN VPCSIBEHREIMNMEM VPC, Hit , e B HBECHHRMRRATREEN VPC
B, BAEDD,

fitn | ZpB A EHAREY VPCEIE, SE B FRMEHNE AEIN VPC B VPC, 1R
B A EIE B ZeEEIMER , AIEE B ELEENE , RACMER VPC, b4 , HREB
B £/ Lambda BREZE I ENIs , MIBREE A TR R EHB I RERERE R,

Amazon CloudFront

LR REFELERE Amazon S3 REFETREPH Web 125, ATHERELEES RERZSMY ,
ERFRIEEFRBENZ TR CloudFront 7 , ERRMUHMRSRP LR FTRABTLERE
EXHY CloudFront fEF&. MHEFMER , 528 (Amazon CloudFront B ABERE) FHNERARR
EEE 2 BRE% Amazon S3 AR FEL.

Amazon CloudFront 52


https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-s3.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CloudWatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://docs.aws.amazon.com/bedrock/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kendra/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/bedrock/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/sagemaker/latest/dg/interface-vpc-endpoint.html
https://docs.aws.amazon.com/sagemaker/latest/dg/interface-vpc-endpoint.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/WebsiteHosting.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html

AWS EHIAER Al EREXEER HiEEm

® Note

CloudFront KY#&k 5 BAREECHE RS A 20 BEERERR, ERNREZE MRS REEN
BETEREEBR, WREE AWS REEARHLH 20 AR ENERR Al EREARER
#DF , #ERE AT RS B A 1E BB #E PR I K o

EEMALRIRE , B KB T OIS ER | £ AWS Service Quotas £ A A5 R 18 N E FEETEBUERE
2R

1. BB AWS Service Quotas F# &,

2. HEEBEES | iBIE AWS services (AWS RTE).
3. # & 3IEE Amazon CloudFront,

4. BEEOREBRIKRESR  ARBEFREHEM,
5 RBRRERES AWS 1RF B ZERF,

EBENEEREBRE R , B UER AWS EWERR Al FRAEXRERSHFEARFINHNE
TERAE R KK,

[

R EEE (LB ARS) 2E& AWS tRFHNBRBERIURFEBE &ZAE.

SEE#R T = AWS BRFEHYEC R

AEELRLERTETEFNSEREEENNERE, MEFMEENR , F260 AWS RBEHE,

b

ERAATEREZREN El. E2ETBRERNER TREX4 A AWS BRI AR IE
B, B ARE PDF RRB R NEERETHNEF.

Amazon Bedrock AgentCore Bt ¥

¥ Agent Builder F28 , 55X & T % Amazon Bedrock AgentCore ARF§ELEE :

[ 53


https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws-general.pdf#aws-service-information
https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/bedrock-agentcore-limits.html

AWS EHIAER Al EREXEER

HiEEE

[

BERFHNERS TERERT
EEH]

BEKRFHERASRE
B EIIR S B AR AN

XEIRER (HES fEsadbED)

1000

1,000

1,000

Hit =

500

1,000

1,000

Amazon Bedrock AgentCore Et£8
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AWS ERERR Al EAREXBESS BEEmM

CIE RS

LR R T REH AWS CloudFormation AR FHE &R B B){L HEE, CloudFormation A& 15 i€ Lt fi#
REZFSEHN AWS EEREBM, CloudFormation # & & & A b FmR N &R,

HEBEEFEE

RREBBRF R, FREAREEPHWmAEAE, 28, Z2ENEMEESE,

/A Important

WNMREETEIEA Amazon Bedrock , A BEERAHER 2o REIER, MEFHEE
A, 5528 (Amazon Bedrock A &) PHETFHL,

HERRE 410 D&
TR BRBABERNCEDR

SR 2 HEEHAFED

TR3: ERHBEERREELEEARD

SR 4 HERERE

RE , MRETBEATBERR UI S APIs , AITJBUEBRT RS BRIBEARM,

o HBE N FEHEMG
o EREWG K Bedrock KIEFEE AR

BT LR DynamoDB Bl R4HRE,

/A Important
AR RESAEREA LIRS RNVBEEREEE AWS ( "TERL ). RAERALERR
Eif TR P AR ARG RANEBHNRENER. AWS WELERNZ AWS BIAER
Ed E R

HEEFHRE 55


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
https://docs.aws.amazon.com/bedrock/latest/userguide/model-access.html
https://aws.amazon.com/privacy/
https://aws.amazon.com/privacy/

AWS ERERR Al EAREXBESS BEEmM

AWS CloudFormation &i7x

BO LA ESB 28 FHE LIRS R CloudFormation 78,

@iew templa‘@

generative-ai-application-builder-on-aws.template - £ F bt EE AR iR R 5 RAFrE MBI T #F. TAERAA
REMEELFAALREEN AWS RERRINZONMZERRER , BETUBTERUFEEN
BEE K.

(® Note
AWS CloudFormation EJR2# AWS EixB&EH (AWS CDK) BEEHEE L,

Itk AWS CloudFormation Ei28 &1 AWS Eiwfy AWS LEHBA RN Al ERAERXEERS.

SR 1 RBESBERMER
B A P Wstep-by-stepRE | FEHRT RIS BB BHIRS .
SHERM : 4010 P58

1. B AAWS EEIEE , RRBEURMALUE generative-ai-
application-builder-on-aws.template CloudFormation #4<,

Launch solution

2. IRIBFERR , @ASHERBRI (HFEZILE ) BEME. EEETE AWS EEFPREBERS
R, FEAZESERITHESRRER.

(® Note
LR A 2= E A Amazon Kendra 1 Amazon Bedrock , B Bi & REE AWS EiFiEH,
MRERELINEE |, BN BERERUESLEREN AWS BEFREILAERSRE, NESEEHMN
BHAT MY , 5528 AWS EBERESE,

. EEVMEBHEME L , HIRE#ANEZSR URL U Amazon S3 URL XFH#RF , REBRET -,

AWS CloudFormation &i4< 56


https://s3.amazonaws.com/solutions-reference/generative-ai-application-builder-on-aws/latest/generative-ai-application-builder-on-aws.template
https://aws.amazon.com/console
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://solutions-reference.s3.amazonaws.com/generative-ai-application-builder-on-aws/latest/generative-ai-application-builder-on-aws.template&stackName=&redirectId=ImplementationGuide
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

AWS EHIAER Al EREXEER

HiEEE

4. TEEHEBFMNEAREL , RAEZNMBRERZHBIERER. EEEGEFIRIINENR , EF2
B {AWS Identity and Access Management & 155) FH IAM F STS Rl

5. 28T , MELARARELANSY  YRFTEBNELSH. WERSRER TIIERE.

2% TR
EEEERAEETEH No
VpcEnabled No
CreateNewVpc No
IPAMPoolld (ER@A )

Description

EREEIMEERRNER
EFRAEEFEHFbut, 0
Rigft , AEE T EFHEN
EEFARERMIFFAIA Amazon
Cognito F#EFFEAE

B LAEHA placehold
er@example.com REIL
BH4H , BETREEA FRAE,
ERECAESEENHEREE
, R FaEAEEEA

o

| |2 ‘S

HERRREZEIEE VPC
A

HRETE VpcEnabled & B
A AYes, WMIR{EA Yes , i#
BEEY VPC, IEEIUK
VPC REPERRA R,

&R VpcEnabled & Yes ,
M CreateNewVpc =& No ,
RAIEXRRMIRAN VPC #H
& (ExistingVpcld, ExistingP
rivateSubnetlds, ExistingS
ecurityGrouplds, VpcAzs),

BAILARRE IPAM |, MRt
M ID AEA , BRI
HBIRFREMA IP uk &

FBR 1 REBBERRRHER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-limits.html

AWS EMERT Al EFRREXEER

HiEEE

B8

DeployUl

ExistingVpcld

ExistingPrivateSubnetlds

ExistingSecurityGrouplds

VpcAzs

CognitoDomainPrefix

&

Yes

(EH®@mA )

(EFR®@mA )

(ER@mA )

(ER@A)

(1EZA®mA)

Description

B, WE IPAM NEEEEA |
FHSE IPAM BEESF .

B LURETERE Web £
ENE (A% Web SBEFTE
W AWS EIR ) H1ER T
EDBERIR. EEEER
T BRAARGBBMEER
WERHE , 235 REST API i
B, HEEEHASEECH
Web REEIFBERIR APIs
Ba,

REEERERECEUNER
VPC H#EMRD R F
=

REEEEREEEERINRE
VPC HEEBMATRESE
E, Lambda EHEUSIBEEL
FHEEE,

REEEREECEUNE
B VPC REEMRIS RES
FE, BRLZEHEEREY
TCP E#RAVFT A,

REGEEEERCEANES
VPC I BRRFRESE
=,

REEEREELRINES
Amazon Cognito fif i & £ [E
HEEBMRARBGTEE, W
RETRMYE K BRAIREE
£ ZE.

FBR 1 REBBERRRHER
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https://docs.aws.amazon.com/vpc/latest/ipam/how-it-works-ipam.html

AWS EMERT Al EFRREXEER HiEEm

25 FEER Description
ExistingCognitoUserPoolld (ER@A ) AEREARERLRANEREAE

Amazon Cognito fFAE&KE
HEEBRRAERFTEE,

ExistingCognitoUserPoolClie (ER@A ) AERGEEELREINR
nt & Amazon Cognito & &

EFHERRSRRTEE,
MREFREE , BRAERE
BNERAEREEAFPK. RA
&R ExistingCognitoUse
rPoolld B/ , FEERE LS
2,

6. EE-F_io
7. 1 Configure stack options (FREHBIEIR) BEH , B Next (F—%),

8. EMBENEVEMEL , wEXWHRERE, BEHEFREAEEIL AWS Identity and Access
Management (IAM) B JREY 558,

9. BERXXIUMBHE,

& O] LAIEARRERERY AWS CloudFormation £ A F R HEEWRE, BREZSEKRN 10 2 ERKE
CREATE_COMPLETE #t&E,

SR 2 HEERARN

/A Important

HEBRIHER K EMEFHB4SEEIERENEESEAEETEMH, EEEFERAETUME
AELEZEAEREAREERMNR , LMEA Web BRER.

(® Note

EEEFEHAWS EEB X2 AW DevOps FAE , M EGEHBEBTERSAEEEFRAERUSEE
4R Ul 8 CloudFront URL, 8] LAfE CloudFormation &K & H &S| EHEF K URL,

HER 2 WELARM 59



AWS ERERR Al BARRRES B
1. LEEEHEAES D B ABBEERIR.
2. tEARXBEEE L | EEHEHFNERARSL.

EERBNERE  CIECEEFEARM.

HRMEBERREEEE - 2HIE

ative Al Application Builder on AWS

[ tive Al
A::E::tli‘;: Builder Deployments (0) ..

v | Application Status v | DatecCreated v | Model Provider v | Application Access

® Note
NMREFERHEMERAEFEEHE , F2HEE Cognito FAEEEUMBESHMEN.

SR 3 EFRANEBERTGELZERRD

EHBRERINEGES , BHXAEETIEE :

- XNFHERAERG - BBEARA RAG NP XEARER

« Bedrock {REEREXE XS - £H Amazon Bedrock RER N RTEREHK DR BB EEHN THERRE
- MCP fafzs - EARERBTRE S EHENEE MCP [k

- Agent Builder - 7 AgentCore L/ MCP B4 EREERENBBEITNEERX

- TERERER - FARKBERHFASBETRASEERKEREN

BRAOEEE BYNFEARA, B Bedrock REBEXNFERARS|, B3 MCP RIRESFEARA, 2
VYREEAEESFARGIEL TEREBEHRH,

FR3: EAREBRREENEERAR 60



AWS EHIAER Al EREXEER HiEEm

Generative Al Application Builder on AWS > Create deployment

What would you like to build?

Create Text Use Case O Create Bedrock Agent Use Case O
(] <>

Description Description

Deploy a text based chat application using Amazon Bedrock Knowledge Bases or Amazon Deploy an agentic use case, that uses Amazon Bedrock Agents to complete tasks or
Kendra, with RAG capabilities. automate repeated workflows.

Create MCP Server Use Case O Create Agent Builder Use Case O
{ >

Description Description

Deploy and manage Model Context Protocol (MCP) servers to extend Al capabilities with Build and deploy Al agents using Amazon Bedrock AgentCore with custom prompts, tools,
custom tools, resources, and integrations. and memory capabilities.

Create Workflow Use Case O

Description

Deploy a multi-agent workflow that orchestrates specialized agents to handle complex
tasks through the "Agents as Tools" pattern.

SR 3a . MEXFEMARS

AERHEBEXFEARHNRA.

EELfE F R Pl
EEERYNFEARAN U SRREREARAEE. BRETHIENR

- ERARERE,

- EFTBEEM RS Amazon Cognito EFEEENEARVIFEREAEZRAE T EHFibu | ARES
BEHEBE BN,

- BREEZFEALEARGIEE U, MRETEER EARGIEE U, AITTUEREHZN APl ini
RiFEEARENER,

i F RHIFFAEE A
EARGFHMEAS RTRCANEREHMRE.

RIFFER , RERTBHBERRE , XFFEARFIEAEEIFMELE Amazon Cognito fEH &K
2, ﬁﬁiﬂ&ﬁxsEﬁ*ﬁlﬂﬁﬁ%%l-ﬁqﬂ%ﬁﬁiﬂ’ﬂﬁﬁﬁ%%%ﬁ‘%%ﬁﬂ’ﬂﬁﬁ?ﬁﬁﬂo i@ , REEEREH
B2 # Amazon Cognito FAERKEMNAFIHREFARS , SN EHSBHIRERENERELRRE
ID FA F i IDo
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/A Important
EBIPBHEERI Amazon Cognito FHERKER , EEEFRAEVURIFESRENEAR
fil, MREEDEBHHRUBECHERERE AL ERREEEERFFMENEFEARGIN
ATl
BB FEE Cognito WEABEXAFIKHEHRAFFWEMF URLs MAFFHNEE URLs, BEH,
TS -

BE S Cognito £ &

212 User Pools (EA&EKE),

BEELNERAERE,

BELARE FWEARXAFRK,

BELEEUNERER AP,

BERAHERSIER.

B ERELHIBEHN URLs,

BEEREEE,

© N o a0 bk~ Db =2

o MREFESESEAEMBEEARS , F2REE Cognito EHEEE—H,

s

EE AR A RE

WREL R EEMEAELFEESFHN Amazon Virtual Private Cloud (Amazon VPC) ZR&{E A R4,
MREMFALFEZN VPC , BFERM VPCID, &% 16 EFH@K ID M5xZ 5 @LL#HE IDs, F
REEELE VPC BEEA. REAREATRLFEN VPC , BIgABREELRE.,

ERREE
EERERESRP  SAUURTHNEEFBRFRNIREME, EMERE : Bedrock M SageMaker,

N RFEEL SageMaker , ] LATE SageMaker Al £ A HE L SageMaker Al R iR S |, WiRMHER
TR @ A S EEIR | L% LLM EERN & E JSONPath, &R LA2:E FF Amazon SageMaker Al #§
A LLM BHE—8 , URFBRFR GitHub FEFESIRMEA SageMaker Al S &l

R REIE Amazon Bedrock |, & Uk 2 PY{@EE1E -

« REAFIEE - REAPFI-RIEETEEE/MERENER, EBEANEEENE—REEAE
N WERAARECREHRNBFEDZFERELHE,
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https://console.aws.amazon.com/cognito
https://aws.amazon.com/vpc/
https://github.com/aws-solutions/generative-ai-application-builder-on-aws/tree/main/docs/sagemaker-payload-examples

AWS LRAERS Al ERRXRES B

- HEBRER - FRTENNENEELE N FERESEENERER, HBRE0ELMAFNE
Bedrock lEEERERER D,

o HERIWIARE - HERIWIREF A Bedrock WEEIHHR , ERIEFEHARR BB EREHEIZE
AWS EiF , RS HEEW RNEZEM, WRETZEZGAZFERNHEBRIRER D,

- HEER - AREE-FNECEEI/FESNERAEEAERE, BB 1R A ERE Amazon
Bedrock f£ AV M2/ BETHE I ARN,

ERRESBO A ERREERERIRTE, WMERTE Amazon Bedrock Guardrails, Amazon Bedrock
mEm*EMEMERSBNFEENR K F2EER LLM 525E,

5 (58 330 HE S

EEEERERETR AWS EiFHEE | #B) Amazon Bedrock A EEREEENRERE, &
EFAEEEHR  CEEHERERERE., ERBEERRE—HEZRE AWS Eiﬁﬂﬁﬁﬁmﬁﬁ%lﬁﬂﬁ?ﬂi
Ro ©AIBLE }J?ﬁ"‘%ﬁlﬁﬁﬂﬁ?&mmﬂiﬂﬁmﬂ"fﬁliﬂﬂ RENS —EESE. EANEZMEAWS EE
WRED M, EFRERKEERIBERE S ERIESENIERAEM,

HREAERUESENERNESGR, EXAREFEENETh—(EAREFUHEBRRERE. Hl
MTRR , #HHMERER ID us.anthropic.claude-3-haiku-20240307-v1:0 RFFRED MHE
BBREBNERMN us-east-1M us-west-2[EHE, RERAEBRARBEREEPNHERZERE.

HREXERE HEERERESR ID TENES
US Anthropic Claude 3 Haiku us.anthropic.claud XBIRI (SR EILE) (us-
e-3-haiku-20240307 - east-1)
v1:0
EEEZP (REMA) (us-
west-2 )

MBEEEFAHBIRERE ID MIEEE ID, BAIXLERBEENHRIER 1D, MEFMENR , 5
28 (Amazon Bedrock fEFEIER) PHEMIEENZEEFHMESR, 7 Amazon Bedrock 312
B EASEEETHNEREHRBESRMELHRERE IDs.

AR EEANERRER ID 2® , EUNERREEBEIAT TSR, UERT !

1. 12 EY Amazon Bedrock i BERIR 4 E,
2. B R EE R IEIRMEE,
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https://docs.aws.amazon.com/bedrock/latest/userguide/cross-region-inference-support.html
https://console.aws.amazon.com/bedrock
https://console.aws.amazon.com/bedrock
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3. EHBEMNXFHRF I AR HRRER ID.

WEHRERENFEMENR , 528 (Amazon Bedrock A EIERE) PHEABESERIEEM,
EHL A B

MREEELFIEMEUEREE (RAG) EARM , ATARIBL SR,

i, MREBEEEBBPRA RAG , BIRE IR HTELRERN Amazon Kendra &5 ID 3§
Amazon Bedrock HIZHE 1D, &t AJ LA T #THY Amazon Kendra & 5| , LB R F REBEEH, #
R 75 % H 8l £ Amazon Kendra 1 Amazon Bedrock &k E A LA RAG A E /8 A REIZF 2 A9 A0
BES

MERERENENBENEL RAG EABCEANES S , F2RARENEE —§.

HPE RAG #HRE

BEAECRIGEMER , UBE RAG HEMFA , flUSXAEEHEAE HHERZHEN XHH
2, EMBEPRTEXHRE , LLM WHEXFEE, REERET LLM BEEMN S 4RFEUETR
2REE, BB ERE Amazon Bedrock £ EfEH Amazon OpenSearch Serverless & , &
Amazon Kendra R E A ES EHEE , fINAGEFEES (RBAC) RESESER, NEELHR
RENFMEN  FORERABERE &,

(@ Note
SEH HFE B 2 R B ERE Y BB R R AR £ A RIHE B A FE B B R S H 215,

BEEUR RN F AR

EU SR | B LR ERRUEE LLM /8, B TRuUEEEENE , 6110 {input].
{history}# {context}, ELFEEZENMNERE T LLM #UREHFEHEBMA, HUFERLIHE 6 UK
RAZBEREEMNER,

« ¥ Bedrock AR HE K HARMEYIE RAG FARGIRERFINZAKIR R, B2 Bedrock #EH
REENERETIEEEZD>WMETASZME - {input} M {history}

- ¥ SageMaker HEEMHE, RAEMNERET , MEBEEZELWMETEBZNMNE - {input}H
{history},

- B RAG ERRS , BREEERREHRE K BAFTE{context}HEME.
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https://docs.aws.amazon.com/bedrock/latest/userguide/cross-region-inference.html
https://docs.aws.amazon.com/kendra/latest/dg/create-index-access-control.html
https://docs.aws.amazon.com/bedrock/latest/userguide/kb-test-config.html
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WEFBES , FE2RARELNRET. SEUUSZERREFHRFINETEE , BFAEHRERE
HF RFBR IR

BB A

WETRUREAERARGBRAZSERNW AT, BAN , FRAETU LENEZzRGNIXHREXFE

#Ho

R RE R BB BR SR -

- ¥8 . BRIAERERSZ 20 ¥, BAXGH KRN FTEBEIB 3.75MB, SEMNEERESEB 8, 000
pXo. ZERIME : png. jpeg. gif. Webp

« X BRIFARERSE 5 BXH. SHOXHFHNRNTEREB 4.5MB, ZTENER :

pdf, csv, doc, docx, xlIs, xlsx, html, txt, md

MAERSEER A

1. EFEARPIEBHEEA MultimodalEnabled 2
2. EMRREY , FRAETUURMELS RN LEER
s B—THX@ALTRPH LERE R
- ERSERERIPXNE
3. BRE LEZE Amazon S3 , W HIBEMIER RIE
4. TENEREE 48 NFEEBMER

ERiREEH -

DevOps £ A& AT LAEE#E DynamoDB AWERHEER , HH3F LERENEERE, BRUUEA
THIARRE -

 BE-RBRLECHBEEMARTR. ERELEFANLEE URL BIHIHMEE,

- FE-EERERIILEE S3, WERIFHERERE,

- EMER-FERECRRER  BEFTEBEIUETEE,

- EBR-ERRIRELAR (HN, ERERTFTRLTLHILN)

ERFEREARAR LENERSE TTL BHREBER, BRARERERES LENESR,
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S3 ZEEREITEE A DynamoDB &R RMultimodalDataMetadataTabled BIIEE B FE 5| &
MultimodalDataBucketName # BYEE & R ARE H F R4,

@ Note

WHFMBEERTESER A, ERALIIEZH  FRESCEZNNEETEENXTE
H, %28 Amazon Bedrock X EHNERER | UREREEE X ELBRE/BAE
o

/A Important

FAE LENERE 48 MENE B BHBEFHRE Amazon S3 1, AR LEERNPEE
#EF M Amazon DynamoDB # , EREE 24 NG HFERE B # TTL,

BRENEE

HUFPR R  FREAGEDNNRE K AREFVECARI. AR, FNEARISHELEHEE
RIWEPER , S-S EHE,

$ER 3b : B2 Bedrock RIERER & FH M

Bedrock REEXFARFIRMEEBKXKBLZLHMT , AT ELRHNERARFIHILA Amazon Bedrock L
B, LT ERRASERESEA A BNNBEETREENDI6 , £5EERER, ERXE.
HREAERXANEAZEHECEABRANANTZIREE , AREFERNZSIEE,

ORI
#37 Amazon Bedrock REBRER 28I , iBEELETHEE

1. P8 AWS LEKR Al EARENEEZEZMW AWS IRF |, AIZHL Amazon Bedrock £## &,
2. B FETE Amazon Bedrock KB MWIEE IAM 37,

37 Amazon Bedrock X EE =,

WEEVREEXNFMARA
N BALARREEE , fil

528 (Amazon Bedrock &) PHFHEIMBRERERE

. REBAWET (£75)
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https://docs.aws.amazon.com/bedrock/latest/userguide/models-supported.html
https://docs.aws.amazon.com/bedrock/latest/userguide/agents-create.html
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C ABE  ARRBERENHASHELET
. ERASWEER  TEERASRARSETARRNER (8230 X)

B IhE I Amazon Bedrock REBRER % , Bl LIEBEIT AWS Bedrock REEZXNFEARFIBERREL
MEKS Al ERERXRER, 2EEEM A FESBERNLBESBHFNEARS , REBEINET
Bedrock K EBREXFEARG, EEBEXFER TISBRREKZEEARH,

N A R

WS RE LA FEARGIERL

IR EN D A8 G

WS RE LA FHEARGIERE

BRERAS

ELLS B | BUEREBET 2 Amazon Bedrock RER XM REREX ID MBIE 1D,
B8R 3c : #BFE MCP {alBR 25 £ FA =45

MCP (#EERBRBAME ) AMRSEARMTEEBBNEETE Al HRANRERESH MCP
fABRES. MCP AIRESIRHEEE/IM A RNKE Al ERAERXARIE, EFMeE, SAURREN
Lambda BERE{H APIs 237 MCP fafkes , REABSMRGFEE BF] MCP RRES.

SEIRIGH
EBE MCP Server FRARAIZ 8 , BREEEETHER -

1. TBB AWS LERR Al EAEREEEHEMN AWS 1R,
2. By FEE Amazon Bedrock AgentCore ERIEBE IAM 351,
3. RIBEEENEBI AL
- ¥WHREIES % (Lambda/API/MCP @ RES ) : Lambda BB, APl iRk EYHENEEBIERESR
(Lambda #J JSON #3. APIs#Y OpenAPl/Smithy) 8 MCP {7 fR2§ URL %24

- HR#ITHISE (ECR) : #% Docker RERM G #IXE T E MCP A REFEER Amazon ECR

MCP fa iR 28 3 5%
R RZEMEREY MCP fAIMRSRRYTE

¢ Lambda. API 8 MCP fAIBRZRE ( BMERE )

HER 3a : EXFEARM 67



AWS EHIAER Al EREXEER HiEEm

A EEEY MCP B , BLIEBRBEM Lambda B#{. REST APIs 5 &F MCP flfReR , e F A
D& MCP TEFH. BEgRE MCP BEARARE2ENBEABEER,

« Lambda B1E : 2R 2 ARN FEREKEE A /& H &M JSON EEBHEAER , UBSEEN
Lambda B2

« OpenAPl B#Z : 5/ OpenAPI #1& (JSON = YAML 13 ) B4 REST APIs , ¥ X # OAuth 2.0
=® AP £88 5 95 FE

- Smithy B : BE A Smithy HEER (smithy = .json X ) E&XK APIs

- MCP fafRES B & : i&EB URL M EEERE/NI MCP fARET , AFFESIREN MCP [ARES , M
EEMENNERR

B LIEE — MCP MERREZEERE (RZ108) , SEABEBRKRTEANIERIEE.

£ ECR Image 5t& ( BI1THIFZE)

b5 EE % Amazon ECR BREGEI B R 2R{L MCP fafkzs. EEMBEFT MCP ARREFFEMAB
RFEAITE , FBEALLTE A,

- IRt ECR M URI ( XZETEEE , W0 :latest™ :v1.0.0)
- BEMMERERESE  USEREEELANESE
- BBMEBEE MCP BAHEN LT ENIRE

#FE MCP fAlfR=s

B EHE MCP ARSFEARS , FEBBERR LZENFIRNERARS , RRIZEUEZM MCP R
ESREEARS, BEBELER T SRR EEMARH,

2 A =6

bbBBREE iR S F E R RBIMEE .

B R AR RS

BRERMALBEER , BFXE VPC #1T netwrok &,
#3 MCP fAfR=7

HUWHBRP | BERE MCP ARREEF

MCP fa iR 28 3 5%
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BEMERMSE

« % Lambda, API 5 MCP flfR8§Z2 1 : ®*IEEM Lambda HE, API BB IEE MCP [RIRESIwEh
3 MCP 88

- 1€ ECR BRFEE : RABMEEE BT MCP AAR=R

(@ Note
MERBEZBERV5E. NREFENRITE , AILEFHN MCP RRSRER R,

RE4EAE (EAR Lambda/API/MCP RS % )
MELBENEES L FRE—ZEEE :

1. BEER (LE) BRIt BESEEBNILER
2. BEHER (EA)  WEEDENEHEHER
3. BEHE ENERENARER .
* Lambda : @AM AWS Lambda B &
« OpenAPI : B ES OpenAPI 1&APIs REST API
« Smithy : BAREHR Smithy REEERR APIs
- MCP fAlBRES : AREB URL i BB EEEZ S8 MCP ARES
4. RBERER (XE) . LEHRREENEBERER

« ¥ Lambda : R A /& HE XA JSON BBHERIER., WFERY Lambda T EGEBHIRAFF
& , 528 (Amazon Bedrock AgentCore F'aﬁ?ékﬁ?aﬁ>> FH Lambda T EfE#EH#HR

- ¥4 OpenAPI : OpenAP| A& (JSON 5 YAML), 113 OpenAP| &R E R SEAE
A , @28 (Amazon Bedrock AgentCore FAE A B3E8) HH OpenAP| fE &R

« ¥ Smithy : Smithy BB E R (.smithy 5 .json), WMFERE Smithy B ZWNFFMENR ,
{Amazon Bedrock AgentCore FiZ& A B15F) FHEE Smithy B &,

5. Lambda BN ARN (Lambda BEZEE ) : ZE 4K Lambda EE ARN

6. MCP fAllR8s URL (MCP RIfREFEEFE ) : EERE /I MCP AR5/ URL in®. URL 4 AEIE
Himis , MCP RIfREF X B & MCP B EMRZA 2025-06-18 B T ETheE, WFFMENR , 72
B {Amazon Bedrock AgentCore B3 A E15F) HH MCP falfrzs B &,

7. BH B 5 RE (OpenAPl BEZEE ) : %% REST API HIUM 5 7B =F
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https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/gateway-add-target-lambda.html#gateway-lambda-tool-schema
https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/gateway-schema-openapi.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/gateway-building-smithy-targets.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/gateway-target-MCPservers.html

AWS E# %R Al ERERRES B
- BORFBEA ; BIE OAuth 2.0 = APl £
- EHESEEIRME ARN : Amazon Bedrock AgentCore RN EFEAERHEHEHN ARN
- HERE RS RBHEIME !
« ¥ OAuth 2.0 : FREEHEM BT S
- $HH API 288 BENE (EEIEFSH ) . 2EEBNEAFE

BAILLEEHE S —EEERFEZEER (&Z 10 @) . BEEFENK MCP [AR:[LFEAIER T
EEizhae.

ECR #8%8 ( BAM ECR Image 5% )
MREEMTHG L , FiRfdt

1. ECR B{& URI ( #Z ) : Amazon ECR & Docker MR 5EE URI
« ¥ : account-id.dkr.ecr.region.amazonaws.com/repository-name:tag
- BRGNAETPEVAMERE AWS B
- FEE® (HlW :latest, :v1.0.0)
2. RIEEY (EF)  RESH/EY , UERITHBEEZ LN AR
- EHELREHRER. BEAERTETER
- BERSALE 10 ARESH

BENRE
ARE MCP ARz & , FREASERIMNERE A AREFMECARL, RE , A MCP Server £
ROSVELHEREERRAPET , WEE-FEE,

® Note

MCP Server #88& 7 Amazon Bedrock AgentCore HE Y &R , ZIEME, HTEHBMIE
B85, EXERH MRAAREBERE , WEERERERROIEER

SR 3d: HE REEXREREHEH

Agent Builder TJ & 7E Amazon Bedrock AgentCore 231, FREMIBBLEERE Al RERER, I
REBRFRR, BERE, MCP ARFESNTREEE  RUHBERASTANT S,
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HEEFERRENFEARGERE , B LEEER,

22 5 R 52 1

25 BRER L3 3 5 AR S BIAR A

EARAIMET

25 BRER L3 3 5 5 PR S BIAR A

SERERR

HiSES | CERERORERARE  SEXGER. TAN MCP ARE/FET ENTES.
KRR

AERTREEEERARNGTS. AR, BTN

« REERRBRTHEA
- ERAERATEREIERRBHEA
- BETEAENDERNXNRSA

MCP fAfRz=REE (&#H)
REBBEARBABERRS , RENREREXFMEXIENEHR

1. ®TRNBEFH A MCP fa Bk 85 FiEH
2. BRI HERASFRNEXTHIA

(® Note
HERBzHl , HARENFI MCP ARz, WERMRRKRERN , FSE MCP X,

EfRmEs
RERBEANAHERRANAME -

- EHFCIEEE ERAFAEERAEBRA, EIERBRTHBUHERS,
- REIGEIER VLB TERBRMEMNMEERR. £/H AgentCore it BB O E R ERERE,
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BRENRE

HU SRR  FREALGENNRE K AREBENECARI. TRMABRERNEEESE 1015
DEATH. AR, FNEARFESEREERIREATET , WEE-FEE,

SR 3e : HBIEREEARYG

THEREBRERTREEUIETRALE  FATRAEMATEZREARGASBEERASEESR
BERAS, WIHERAREEEFEAREN Agent Builder BEREERHEN SR ERX TERE.

HEEFEREERASRERBLNEN , UREBRASRRMEZN EbLER,
EELfE A =5

It 2 BRER 34 32 5 A SR U AR 1R

£ AR HIFFHEER

It BRER 34 32 55 A SR U AR 1E)

REFEREEN

ERSRT  LEREFTEFRAE  UHHASFINERASRZERETRAL.
R

RARTEERTETRAEBERREXRTRMABNEELN, BAIL

« WEBERRBRRER

- BEERABEENZRNER

- EBRNARBZSEFRASHER
- ERAERATERIZMERFERER

@ Note
RERTEBRER IR NAEASESESHREREN, ERAESHREREENZREBE
=,
REEE

ENTETRAESNERER, TEFTMASEALERR
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HiEEE

- THRERERS

- EREENERERAE
- BAREREXHT

- RN EE

BNEXRERAR
HU SRS | GRUENEETUARRIENERAERERERAS,
HEAEREN

1. B—THBERAEURBMERASZEELFZ IR
2. RBFETEEZE-RZAERAERERETRAE
3. MEAKRMAKIENERAEER

4. HERDEE

® Note

- TFEREFEED 1 BERARRESRERARS  MABMNERAR
« EEMITFEREZE , KARNEERBEMNERER

BRENEE
BETEREERE , 2

- TEFBRAERBRERRNER
- EFREREANFE

- RICREERTE

BERECARS, TEREHSBEFEEE 1520 7EATH. BEERTBRETSR TN ITER

B, UEE-SEE,

SR 4 WBRIERE
AR B ERERRAT RO RS,

HER 4 PHERERE
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Amazon S3 EETERAZES ., B BRXRNEEGERS

ERARFTEEHBYNREFTR LRFTENBHRER. RABRBTIMER

- RELEEBNEMBEHHERE, WEFMHEF , F2E (Amazon Simple Storage Service £ &5
M) PNEREFEIE LR EAmERERE,

- RIFMEFRSTROEARS| , BUA Amazon S3 REFBNRAEZEFINEEHRER.

Amazon DynamoDB &3

It f#R 7T BA#& DynamoDB AR ZEMAIE ( F2RILFERAFEFH AWS i), BRARTEAHE
MHERKRBARR. BEBREAEEBBEININEENHER. WFEFMEF , 528 HD DynamoDB
ERIRMEH DynamoDB B AWS Backup.

Amazon CloudWatch & XRxFE R

f# R RETE CloudWatch HEIE BFTERR , IEF B RMEEN AWS REEENER. RMNE
#IGE Y CloudWatch B7R , WARIBREDF MRS RN EARHIFEBEA,

Amazon CloudWatch Logs

Lambda AFREAKTIBE , M API Gateway BEEREABH 10 £, BOLAEHME R B FFFENE
HIRFRE , RS EMNRHEREBBUER,

BB TLS v1.2 REFMMABEDN BF] Web #8130
3R 5 R CloudFront 22 Web Ul A1 Edge Optimized API Gateway, CloudFront Y #8i5 ~&i&

FIEIT TLS v1.2 REERAWNEE. RMEZBEER Amazon Route 53 E I BET#IE. £/H AWS
Certificate Manager B3 BE , MR ENEABERERE  BEAREERE.

ME\EHABFFMER , 5528 Amazon Route 53 BB AS15F , W APl Gateway FiEE BT REN R
K TLS R,

£ Amazon Kendra 1&ER&

L ERR T RO B IEFEFH Amazon Kendra BSHEELHI SXHF#1T NLP XEN B ERE S, HRABARNWIE
88 & LMERA T % CloudFormation 28318 i Amazon Kendra B E :

Amazon S3 fFEFEMRAERS, £WBAMBRENEESES 74


https://docs.aws.amazon.com/AmazonS3/latest/userguide/how-to-set-lifecycle-configuration-intro.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Backup.Tutorial.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Backup.Tutorial.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/backuprestore_HowItWorksAWS.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://aws.amazon.com/route53/
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/certificate-manager/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-custom-domain-tls-version.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-custom-domain-tls-version.html
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25 FEER Description
Amazon Kendra BN EHERE 0 RN BENEHBRE

GetQuerySuggestions B &,
REINWBENBREENSREMH
A# 8,000 BEH,

Amazon Kendra 38/\@EFZRE 0 RENBEINRERERE, B
—REENREM 30 GB WRFT
ZZf=R 100 , 000 13X # , BA
REFNERLE,

Amazon Kendra kR4 Developer Amazon Kendra 245 A8
MZERAREILIRS, NF
Amazon Kendra R A2 B Z £
WEFHER , 2/ Amazon
Kendra Ef&.

& EEUUEL CloudFormation Z2EME , REHENBHENEENE, NEEHNREREENDN
B  BBREARAE,

@ Note
MRARERA RAG MER THMEXFEARS , T EEMZE L Amazon Kendra %5/,

A Idp Bi&5&E SSO

LR RAFFEZE SAML = OIDC #HE S5 HNNME D RUERS, EMAFRIER , ©E
REBBRRARAEBIFEARBIE L Amazon Cognito EFRAEEENERIEAEXAFIRES, RIEIHNE
Idp , 55:81& Amazon Cognito BB ASREMIPAEAEEERES T RHEE—HPRHENIR AR
BENEERRNVEARXAPRES , NEBEREMNEMREIRRE SSO.

EESFEREREENEEEZ RAGEBFHARESNEFKE , BEEKFEREFARAI Idp
BREFZE Amazon Cognito fEAE R, RS RRMIBHHE Lambda BB RIRM , LUHERR
EEHIREE. Lambda BEREIEE group_mapping.json R , XAEFUIRHEEAME ., FSEER
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-kendra-index-capacityunitsconfiguration.html#cfn-kendra-index-capacityunitsconfiguration-querycapacityunits
https://docs.aws.amazon.com/kendra/latest/dg/API_GetQuerySuggestions.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-kendra-index-capacityunitsconfiguration.html#cfn-kendra-index-capacityunitsconfiguration-storagecapacityunits
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-kendra-index.html
https://aws.amazon.com/kendra/pricing/
https://aws.amazon.com/kendra/pricing/
https://docs.aws.amazon.com/kendra/latest/dg/adjusting-capacity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-identity-provider.html
https://github.com/aws-solutions/generative-ai-application-builder-on-aws/tree/main/source/lambda/ext-idp-group-mapper
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-lambda-pre-token-generation.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-lambda-pre-token-generation.html
https://github.com/aws-solutions/generative-ai-application-builder-on-aws/tree/main/source/lambda/ext-idp-group-mapper/config/group_mapping.json
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools-working-with-aws-lambda-triggers.html

AWS ERERR Al EAREXBESS BEEmM

Amazon Cognito X Lambda B2 KK Lambda B2 E4 BT FERAEERE TERE. Amazon
Cognito

FHFERAEREMERE

NMRBEEEHEHETEEEEERFEREAEE FH4 , AIAZATE Amazon Cognito FF E1E I iE
ENFERAERE , URREENET

1. EIBERMRT , EEM Cognito FEAEEEAINInTEIL A A WEHE,

2. N BEERARG , £8H Cognito EFAEES${UseCaseName}-UsersEFET R A WEHE , &
F ${UseCaseName} REHNBENEAEIINEZTRE.

BLEHERREMFIEEEFNLERE., FRARRTFIENEALRAERLANEEEENEE,

WMREE placeholder@eexample.com , #EE I Cognito A , 1B R LA BB EF
&, WA HEREEE,
HEZEAEM

WEER T REH Amazon Cognito 518 Ul EEZRAHH, EZHTAEEAER , F28 (Amazon
Cognito A ABIEM) PN EFTREZEAFNFREE,

HitZ & ZREER

RIBEHBRRSENEARS , RETIZ2ES

- BEFZE AWSKMS MELH® - RARFRZRFEHA AWS ZE AWSKMS £ , R ELERET
BENER. RELZNERARS  HEEREEZEFNBRFRUEHAEFSZEN AWS KMS 18,

« APl Gateway (R FR A - R T REFEH AP| Gateway EFESRBRRRAETIHE, BEBELEN
FRARGIMNEHNIZE , BRFIEELA APIs RERFK. MEHMBENR , F2H (Amazon AP
Gateway AP| Gateway B8 ASIERE) TS API BERURSHIAE.,

- BXA AWS CloudTrail - (FARBNZLEX , BZEEHNBHARAS RN AWS tREHR A AWS
CloudTrail , LATE AWS tRFE FREC#% APl FE0Y, mNEFFAER , 552 AWS CloudTrail £ 4 & 18
EO

- {mEH{EA - RPIERE CloudFormation H & FEXEREER , UEBHI CHRBHRS REENEN
EEEFEWNIBHN, MEFHMER L FSREEEERLBHEE AWS CloudFormation 3# & #Y
mEk.
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools-working-with-aws-lambda-triggers.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-app-integration.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-app-ui-customization.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://aws.amazon.com/blogs/mt/implementing-an-alarm-to-automatically-detect-drift-in-aws-cloudformation-stacks/
https://aws.amazon.com/blogs/mt/implementing-an-alarm-to-automatically-detect-drift-in-aws-cloudformation-stacks/

AWS EHIAER Al EREXEER HiEEm

- Cognito JSON Web Token JWTs) - #5175 R Amazon Cognito #1TJWTs K& REST API i%
B, BM8tY D FRNGFHFHARETHoERHNARS R, EEAEZLE , HEETERDN
REOSEIMSE ENMBEENSEIHE ). T8, TARRBEZE , ¥ AP iWmEHNEAFER
g TERE , FACMERENNER. BRRERARINZEEE  WHRBFRHEIM.

EHEXL LS

HREERE , FREBEZVARZSERRENFARBEDBHBER. 5208 (Amazon Simple Storage
Service EAEERE) PWERFITE LERELEMEHHERE,

ZRAERBENE DAY

MEBE A HRARAZERE A A (MultimodalEnabled 5REA Yes) , #RAREET Amazon
S3 fEFITERER L ENES |, T DynamoDB BRI R R EBHERPEER,

FRRR A e IE MR

- SR : 48 MR B EMIBR
- DynamoDB H#EE ¥} : FLHRETE 24 /NGRIBH (HFEELEHE TTL)

ZEE

Him

- BREKMEARS ID, F£/AE D, YWEE ID MFALE ID ETDE , MERSL UUID BB
7. UUID EERE R A MRS A[ 7 DynamoDB BRI ER R K F

- FREREENACHEP LENESR
- FRABRNMBFEABTERELRE
« RFEFBEA Amazon GuardDuty Malware Protection for S3 i LENERREEEEEAR

EREIE M N T =

BB Wstep-by-stepRE | FEHAT RILH BB BHIRS .
B ;4 10-30 £

1. BAAWS BEEEEA , ABEREEUHBEEREN CloudFront F7,

SRAERFBENENBY 77


https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-the-id-token.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-the-access-token.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-the-refresh-token.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/how-to-set-lifecycle-configuration-intro.html
https://docs.aws.amazon.com/guardduty/latest/ug/gdu-malware-protection-s3.html
https://aws.amazon.com/console/
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BedrockChat.template

Launch solution
SageMakerChat.template

Launch solution

2. IRIBFERR  @ASHEXBERY (HFEZILE ) BEME. EEETE AWS EEFPREBFERS
R, FEERAEEAEEI PN EEHREES,

EE R FEMER Amazon Kendra 1 Amazon Bedrock , B BiiEREFFE AWS EiFfiE4t, 0
RERELEE , BN AXTREMELRKEN AWS BETRELFERIR, NEXESNSHTH
M FSE AWS EEREEE.

3. BEVHE *HHEL , MR EM#AEZA URL {UR *Amazon S3 URL *XFH#tH , RAREE *T—
&

4. EEEHEFMER EHL , AENHRFRHEBERERE, NEEATEFIRHENENA , B
28 (AWS Identity and Access Management fEF&ER) FH IAM F STS BR#,
5. BBET , BRILBRARELANSEY  URFTEBRELSH., BREEEATIERE,
UseCaseUUID <_## input_> 36 = x&A UUIDV4 , AR
HEEAREXAN L IEFEH
=6,
UseCaseConfigRecordKey <_## input_> ENEERSIE  HPas

IR HE Lambda E#1T
RFEMMENAERE, ERky
ek A EEBHE L EER
HEWBYE  UREBEMEH
REWAREEME, mMREAF
WEEHEHEEFSEA, &
REFERARGINEILIIHE ,
FE7E UseCaseConfigTable
Name H#ERNWER KD FE
BYMIEHR,

BB X P RS 78


https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://solutions-reference.s3.amazonaws.com/generative-ai-application-builder-on-aws/latest/BedrockChat.template&stackName=&redirectId=ImplementationGuide
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://solutions-reference.s3.amazonaws.com/generative-ai-application-builder-on-aws/latest/SageMakerChat.template&stackName=&redirectId=ImplementationGuide
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-limits.html
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UseCaseConfigTableName <_## input_> HEB S 1E 2488 UseCaseCo
nfigRecordKey IR E B It &
BRERKRPAVIERE

ExistingRestApild (ER@A ) EFANIRE API Gateway

REST API ID, INRAKREM
BlE&Z I #H APl Gateway
REST APl, {R¢EZBEBERARI
EREEZRM,

AR EREENEZEE
MERRGE , FRARE
APls BBIRELERER
WL APIs NEE, B
MERRFIRHIRE APIs
i, BEEE®RRAPI B8
EEAFEHERENSERS
(B). DENFEERE/
AAEARRE (EIRAE
HRENGE I ROIGFHIERA ) |
PARIBZE MR E /feedback
B%H ( 2R FeedbackE
nabled FXE# Yes LARA
LLM B X Bl fE /Y B R [l 6
£8). A, AR M
ExistingApiRootResourceld,
ExistingCognitoUserPoolld #
ExistingCognitoGroupPolicy T
ableName,

BB X P RS 79
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B

M

ExistingApiRootResourceld

FeedbackEnabled

ExistingModellnfoTableName

DefaultUserEmail

(EFH®@A )

No

(EFH®@A )

placeholder@exampl
e.com

EFANIEE API Gateway
REST API R &R ID, &a LA
£API ) TEIR,) EBEHiR
EREIR (/) , & AWS £25&
H 1§ REST API fR& R ID,
RE , BERIDBEREER
FEFAERP, BB E
REST API L#1TH#R API
W, AESHRBEIR D,

MRRERE , AIRENER
ROER{EEZFDNERER
IjJﬁbo

B HRRH DynamoDB EHI&

28, HhasEREANE
BB, BBETFEEHN . MR
#BE  AIEBNHFHNERRRE
EHRERERE,

WERARGINTFERERAE
BEMH, BUNEFEH
# Amazon Cognito £ &
DERERRS, mRARE
fit , BIF &% I Cognito &
HARERE, B UFER
placeholder@exampl
e.com RE F#H , BEFEE
A ERAE, NEREEAE
SENHEENR , F28TFH
FERELREMERE,

BB X P RS
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ExistingCognitoUserPoolld (ER@A ) ERTHFERARMNEAS
Amazon Cognito F & £ [E
# UserPoolld, BEERIE
BRRTEBRREME  BEEBT
ERE LA RGBT LE
Ao

CognitoDomainPrefix (EAm\A ) MREELEAS Cognito EHEHE
SEAFmRMEEE  FEA
BH. MREBRREMHE A FES

EE_1EO
ExistingCognitoUserPoolClie (1EAWA ) REGFEAEEERAFR (EA
nt EXAPR ) UEARENE

EAFim, fRERBAMER
EEERFR , AIgRMHH
EREEEAFR, ABER
HEENERESERE D &,
FReRBUL B

ExistingCognitoGroupPolicyT ~ (ZFA&A ) DEERAEFEBEN
ableName DynamoDB &Rl &k A B, &
EHEFTRESEEARAW
APl LER, —MmE , &7
DEfePE T ABERFR M
A, BEBI B L6 RH
B LA BEE A,

RAGEnabled true MERZA true , BISFBHIE
ARVIHEEBSFEREIN
Amazon Kendra & 5|32
it RAG Thag. MRRER
false , FAHESREZE LLM
&,

BB X P RS 81
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HiEEE

KnowledgeBaseType

ExistingKendralndexId

NewKendralndexName

Bedrock

(1EA®@mA)

(EFH®@A )

AR RAG HAZERAE, R
£ 7 RAGEnabled & B F3%
Etrue. AILAZE Bedrock =
Kendra.

A= : RE%E RAGEnabled
A true B AR

ARERARMINIESE Kendra
RE|IMES| ID, MRKBMHE
fil , B KnowledgeBaseType
# Kendra , B REE I
]

EE . RB7E RAGEnable
d & trueH Knowledge
BaseType 4 B 48
B8Kendra.

ERIEARBIR IR
Kendra £5| &%, REEXR
1 ExistingKendralndexId
R EHA,

EE . AE7E RAGEnable
d A& true B Knowledge
BaseType & Kendra B 48
228

BB X P RS
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HiEEE

NewKendraQueryCapa
cityUnits

NewKendraStorageCa
pacityUnits

NewKendralndexEdition

(1EZA®mA)

ERMEARGEIFR
Amazon Kendra % 5| By H 1t
EHREEN, REEXRRE
£ ExistingKendralndexId B
TERA , 28 CapacityU
nitsConfiguration,

EE . REE RAGEnable
d & true B Knowledge
BaseType A& BE= 4
BKendra,

EANERARGIEL
Amazon Kendra & 5| ZE5L
BEAEEN., REELRRE
fit ExistingKendralndexId B
FiEA , 28 CapacityU
nitsConfiguration,

EE . RETE RAGEnable
d A& trueH Knowledge
BaseType A& B4
B@Kendra,

EsrH A RGIZE I
Amazon Kendra & 5|#
Amazon Kendra iR 2%,
REFEREM ExistingK
endraindexid BT iE A , E2
B Amazon Kendra Editions,

EE . RB7E RAGEnable
d & true B Knowledge
BaseType A& B 1
BKendra,

BB X P RS
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https://docs.aws.amazon.com/kendra/latest/APIReference/API_CapacityUnitsConfiguration.html
https://docs.aws.amazon.com/kendra/latest/APIReference/API_CapacityUnitsConfiguration.html
https://docs.aws.amazon.com/kendra/latest/APIReference/API_CapacityUnitsConfiguration.html
https://docs.aws.amazon.com/kendra/latest/APIReference/API_CapacityUnitsConfiguration.html
https://docs.aws.amazon.com/kendra/latest/dg/what-is-kendra.html#kendra-editions
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HiEEE

BedrockKnowledgeBaseld

VpcEnabled

CreateNewVpc

IPAMPoolld

ExistingVpcld

(ZFH®@A )

No

No

(1EZA@mA)

(EFH®@A )

B RAG ERARGIREH
HRIm A E ID, WRE
f ExistingKendralndexId =%
NewKendralndexName , HI

|EARREE,

EE . AEE RAGEnable
d & trueB Knowledge
BaseType & B4
B@Bedrock,

HBERRBHEE VPC
Si

MREBFLERRERRIBEL
FHY VPC , XARMERAR
@IJYeS , %EEEEHR o

EE . BT VpcEnabled &
B tHEYes,

MREEEREA Amazon VPC
IP Address Manager 5k
CIDR #H , FRHEFEAN
IPAM £ & ID,

S¥E : R VpcEnabled &
Yes B CreateNewVpc & &
= #HEENO,

ARERRMIBNERE VPC
VPC ID,

EE . RBTE VpcEnabled &
Yes H CreateNewVpc & B
?*EBQNOO

BB X P RS
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B

M

ExistingPrivateSubnetlds

ExistingSecurityGrouplds

VpcAzs

UselnferenceProfile

DeployUl

6. igj%-lt_io

(EFH®@A )

(ER®@mA )

(1EZA®mA)

No

i

R RN EELE TR
IDs /EE , AR ERE Lambda
B8

EE . BT VpcEnabled &
Yes H CreateNewVpc & B
?*HB%NOO

HARZE Lambda B R
B VPC ZeHEZEDRE

&,

S¥= : RETE VpcEnabled &
Yes H CreateNewVpc & B
j*EBgNOo

LUESR 2 IRAY AZs BE , &
HEEY VPCs B FHEEE

S¥Z : R VpcEnabled &
Yes B CreateNewVpc & B
= 8EENO,

MREZEREEZ Bedrock ,
BRI LAtE R S £ A Bedrock
B9 IAM BERAGTE B B B 1
BERE. MEFMER , 7
ZBT % https : //https://do
cs.aws.amazon.com/bedrock/
latest/userguide/cross-region-
inference.html

B HE 1R LASR 2 It #0F AY Bl v
Ul, EEE , RERVFE
APISHYEREZRIE. APISH &5
BE , UARBIREE,

BB X P RS
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AWS LRIERT Al FERERRES EiEigm
7. 1 Configure stack options (X EH&IEIE) HH , ##F Next (F—%),

8. EMRR HEL , MRFHRMWERE, BEFEREAHEEIL AWS Identity and Access Management
(IAM) B R 5 .,

9. 1#1Z Create stack (B HE) UK BHE

O] LATEARRERE Y AWS CloudFormation £ A F R ENRE, BEZEE RN 10-30 2 EAW
Z| CREATE_COMPLETE #R&E,

YR K Bedrock CIEE R A =4
BB A EI R Wstep-by-stepiR il | MRS RIS HEB A IRS
MBEEA - 49 10-30 248

BEAAWS EEFEA |, RBIBEURIR AR E CloudFront E4K,

BedrockAgent.template
Launch solution

2. RIBFERR , ASHEXBRS (HFEZILE ) BEME., EEETE AWS BEFREBERS
R, FEATREEEIFHERERESR.

(® Note

Lef##R 75 = EM Amazon Bedrock , B BIIE RIEFTA AWS EERH. MREEHELD
fE , BX4AERHEELERBHN AWS BEEAPREBILBERATR. NIFSEESNSEH IR , &
é}ﬁ AWS Eijﬂﬁﬁ%l%go

. EEVHEEH L  BIRIEHEMNEZAR URL U Amazon S3 URL XFEHiEH , AR BET—%

4. EEEHEBFHMENET L , RENERFREBERER. UEFEGEFIRHENENR , F2
B8 AWS Identity and Access Management £ &1+ HY {https---docs-aws-amazon-com-https---
docs-aws-amazon-com-IAM-latest-UserGuide-reference-iam-limits-html} [IAM #1 AWS STS &
#] .

5. H2HT  MELKBARSTRELNZHY , YRFEBRELSH. MBRFRERA TIIER

ERZ M I Y Bedrock {CEBRERRE A XM 86


https://aws.amazon.com/console/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://solutions-reference.s3.amazonaws.com/generative-ai-application-builder-on-aws/latest/BedrockAgent.template&stackName=&redirectId=ImplementationGuide
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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HiEEE

B8

UseCaseUUID

UseCaseConfigRecordKey

UseCaseConfigTableName

DefaultUserEmail

FEER1EH

<_## input_>

H###

<## input>"

placeholdereexampl
e.com

Description

36 {E=FT&M UUIDV4 , AR
i Bl B AR Ay L BR B E A

=5,

HEERHENRSIE K Hha
EHXRIBHE Lambda EREIE
BT RIFTERERE,

ERRPHNCHELEEREL
EARFNSREBYE , ARES
PR B RGBT,

MRLEEFEESEA , B
HANBEFLAREA. HRILE
ARVINBUBE K FEE
UseCaseConfigTableName
PEENERRFFHEIHN
HH,

HEBZEHERENER R
BEEARGIERE | X ERA
UseCaseConfigRecordKey A
EENGCHED®,

WERARGINERERAEE T
B, AT REALEFE
#3231 Amazon Cognito {3
%, UFBUERARSG.

EBEIB I Y Bedrock {RIEFE R R4
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HiEEE

B8

ExistingRestApild

ExistingApiRootResourceld

FEER1EH

(EFH®@A )

(1EZA®@mA)

Description

EFANIRE APl Gateway
REST API ID, IR KM ,
RIS E K AP| Gateway
REST APl, ftEBEFETRARID
ERBEESRM,

AR EREENBZEE
MERARGIR , FRRE
APls BEBIRBIVERESE
W APIs NEE, A%
MERARPIRMIRE APIs
i, ZFERERR API 2%
EERANEENALERR
(B). BENRERE
AR EARE (WX
HWEEARBIFMAER ) |
PARIBE MR E /feedback

¥ H ( 28 FeedbackE
nabled BE & Yes A
LLM Bl R @ fERY E R D E&
£8) . I, hAAEREM
ExistingApiRootResourceld.
ExistingCognitoUserPoolld &
ExistingCognitoGroupPolicyT
ableName,

EFANIEAE API Gateway
REST API {R&JR ID. £ API
W TER, BEREPIERERER
(/) , BN #¢ AWS Ei=AEHE
REST API IREJR ID, EIR
ID BN g R EERFHE
AmEMRF, EHATLE REST
AP| E#11TH#HR API FEIY | LA
SRRER D,

EBEIB I Y Bedrock {RIEFE R R4
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HiEEE

B8

FeedbackEnabled

CognitoDomainPrefix

ExistingCognitoUserPoolld

ExistingCognitoUserPoolClie
nt

ExistingCognitoGroupPolicy T
ableName

VpcEnabled

FEER1EH

No

(EFH®@A )

(EFR®@mA )

(ER®@mA )

(ER®@mA )

No

Description

MRBRERE , AIEENER
ROPEBKBELEFNER DS
HhRE,

MRIEEES Amazon
Cognito FAEEERAFimiz
i , FRAE. WRET
RMHE A MALTRSEL—E
B,

LERTBHEARGNRE
Amazon Cognito fEAEEKE
# UserPoolld, FX : BB E
ERFBERIRTEBRRMAL
ID , BFEB L IPE I FE ARG
EBEULUEEKE,

RECEAEREERAFR (&
RAEXAFR ) UEARE
NWEEAFIR,. MRETER
HEAELEERAFER , R
FREEV—E,. REELRE
fit ExistingCognitoUserPoolld
i, TRERHELLSE,

CEFERAEBRAREN
DynamoDB BRI &k &AM, &
=HEITREFEFERARMN
API LR, FE . BBEE
HHEBERRBERRMALR
B EERELNBEHFEAERSG
HBREFUUEKE,

HBEREEEEE VPC
e

EBEIB I Y Bedrock {RIEFE R R4
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HiEEE

B8

CreateNewVpc

IPAMPoolld

ExistingVpcld

ExistingPrivateSubnetlds

ExistingSecurityGrouplds

FEER1EH

No

(EFR®@mA )

(1EZA®@mA)

(ZFH®@A )

(ER®@mA )

Description

Yes MR BHLEMHMRARAE
BIUHM VPC , A EAR
LLEARS , B, EE
RE% VpcEnabled & B | It
ST HEEYes,

MREBEREA IPAM ik
CIDR €58 , FREEFEH

B IPAM £E ID, & : R
A 7E VpcEnabled & YesE
CreateNewVpc & B | It 28
= tHE8No,

EAREARGIZEE VPC
M VPCID, & : RE

£ VpcEnabled & Yes B
CreateNewVpc & B |, [t 28
= HEENO,

ERESBEHNRELE 7B

3% IDs EE , AREE
Lambda B, FE : R

£ VpcEnabled & Yes B
CreateNewVpc & B | 28
= tHE3No,

PLESE S EIRE VPC
ZEBEFE , ARSEE
Lambda B, FE : R

£ VpcEnabled & YesH
CreateNewVpc & B | IS8
= tHEINo,

EBEIB I Y Bedrock {RIEFE R R4
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25 FEERIEH Description
VpcAzs (EAEWA ) LLESE D IRH AZs JBE |, H
hEEI VPCs K FHE

5= . RBEE VpcEnabled &
YesH CreateNewVpc & B

?*HB%NOO
BedrockAgentld HHHH E£EAH Amazon Bedrock &
BiEX ID,
BedrockAgentAliasld HBHH E£AK Amazon Bedrock £

EEXBIE ID,

DeployUl Yes B AR IE LLER 2t R B Y Bl i

IR Ul, #E No EHEYT
FtE APIsE®EEEHE. APIsHY
BoBE  UREZEWX Ul
M &R imEIE,

6. EE-F_io

7. ¥ Configure stack options (FXEHEEIH) HH , #E Next (T—%),

8. ERMR HEL , MRFHEFENWERTE, EERFEARKEL IAM ERN S,

9. 1#1Z Create stack (B HE) UHBHE,

O] LAEARRERE Y AWS CloudFormation £ A F R EMWRE, BEZEE RN 10-30 2 EAW
Z| CREATE_COMPLETE #R&E,

&1 DynamoDB Bl K#H&E

& F A X=HIF , UseCaseConfigRecordKey # UseCaseConfigTableName 2 E# BT EBERIREA
A E CloudFormation 28, FEERIEEFEENHERRNBINERE , MEWITE AP B2
B AOQ,

HITHEIMIEE | BABHTTHIEE
1. BV BB SR ERSIEH DynamoDB &Rl &,
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2. FEEERARMIERBHNERRPEIUCHE , MAKRSWGEE . {key: some_use_case_key,
config: {your_configuration}.

3. EERBEF |, 5 IBIEM UseCaseConfigTableName H1 UseCaseConfigRecordKey
(some_use_case_keyZEIEHlH A ) SBEEEFERARAIHESE,

FERBUNBEUEENERE , EUURBEERMEULENERARS , ARAREHNRERT
%%, BH|, EALURERT 5 Bedrock SPE £ HIREMEB S HIERE

{
"UseCaseName": "SampleUseCase",
"ConversationMemoryParams": {
"ConversationMemoryType": "DynamoDB",
"HumanPrefix": "H",

"AiPrefix": "A",
"ChatHistorylLength": 20

},

"KnowledgeBaseParams": {
"KnowledgeBaseType": "Bedrock",
"NumberOfDocs": 2,
"ScoreThreshold": 0,
"ReturnSourceDocs": false,
"BedrockKnowledgeBaseParams": {
"BedrockKnowledgeBaseId": "SOME_ID",
"OverrideSearchType": null

}

},

"LlmParams": {
"ModelProvider": "Bedrock",

"BedrockL1mParams": { "ModelId": "anthropic.claude-v2" },
"PromptParams": {

"PromptTemplate": "some prompt",
"MaxPromptTemplatelLength": 187500,
"MaxInputTextLength": 187500,
"UserPromptEditingEnabled": true,
"DisambiguationEnabled": true,
"DisambiguationPromptTemplate": "some prompt"
.

"ModelParams": {3},

"Temperature": 1,

"RAGEnabled": true,

"Streaming": true,

"Verbose": false
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}
}
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{$ F Service Catalog AppRegistry 512 f# R 5 R

fRR 7 D E Service Catalog AppRegistry EJR , AJ#% CloudFormation EAMER &R A
Service Catalog AppRegistry 1 Systems Manager Application Manager FHYFERAER

Systems Manager Application Manager &R AR T REREERNERAEBERER , UESRT
>
« RRPRNVEEREER. BHEN AWS IRFHBEERNAA | SIKEE I #FRRS ZAERBA AE,

- FEARANATHRBRUERST RERNREER, fim , BEHRE. CloudWatch BR, EIRIE
RENBRIERE,

T EEREA Application Manager iR 5 R B K ERAEN R EF,

Application Manager iy iR AR R 75 Rt B

AWS-Systems-Manager-Application-Manager Start runbook

[ Components (2)

Name | Alarms Application information | View in AppRegistry [2

=] 8 AWSs-Systems-Manager- Application-Manager

Application type Name Application monitaring
[ Aws-Systems-Manager-A AWS-AppRegistry AWS-Systems-Manager-Application-Manager © Not enabled
Description

Service Catalog application to track and
manage all your resources for the solution

Overview Resources Instances Compliance Monitoring Opsltems Logs Runbooks Cost

Insights and Alarms info Cost

Monitor your application health with Amazon CloudWatch. View resource costs per application using AWS Cost Explorer

Cost (USD)

RBUA CloudWatch Application Insights

1. & A Systems Manager £ &,
2. TEBEEKSD | 1B Application Manager,
. EEARIY , BSUBRFRNEAERNERE , ARERNE,
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ERAEAZBEEARARRMISEEARARSE MASHEHRLREBE,. BE, RF ID
HBREBNES.

4. ELHRERE &S | BRELERANERRESH#HE,
5. EEE R 5| EHAY Application Insights & | i#E B 5% E Application Insights,

Application Insights &R AR ~EBIEI R BEERN B BEREREE,

Overview Resources Provisioning Compliance Monitoring Opsitems Logs Runbooks Cost

Application Insights (0) infe (® View Ignored Problems | Add an application

Problems detected by severity

-

Q, Find problems ‘ | Last 7 days ¥ ‘ | c | &

Problem su... ¥ Status v Severity ¥ Source v | Start time v Insights ¢

Advanced monitoring is not enabled

When you onboard your first application, a service-linked role (SLR) is created in your account. The SLR is predefined by CloudWatch Application
Insights and includes the permissions the service requires to monitor AWS services on your behalf.

l Auto-configure Application Insights

RECHARRARANEE , YRR TIRETR

Application Insights f&RARFE R A EIZRAARA R .

Overview Resources Provisioning Compliance Monitoring Opsitems Logs Runbooks Cost

Application Insights (0) it ( View Ignored Problems | Add an application

Problems detected by sewverity

Q. Find problems ‘ ‘ Last 7 days ¥ ‘ C ‘ 1 )]

Problem su... ¥ Status v Severity ¥ Source v | starttime v | Insights ¥

&) Application monitoring has been successfully enabled. It will take some time to display any results. Please use the refresh button to
view results.
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RO EL IR 75 SR AE BB Y B AN R R

RARAFRTREEBNR AT EERR , ELAEERLIIEER , LEBUARTROIAE, BE
BRI A D BRE

1. & A Systems Manager #2548,

2. HEBEEKSD | iBIZE Application Manager,
. EEARERY , BEMMASRNWEARIERE , ARENE,

FRARAZBEERAEARERMISERARAERE MASHEHRLTREE,. BE, RF IDH
HRBEBWAES.

4. EBERSIEBHIKASP | BHETHERERR,

iR Application Cost #TiEFAEEBEMNNEFHENER

View resource costs per application using AWS Cost Explorer.

el

To enable cost tracking, add the "AppManagerCFNStackKey" user tag to your CloudFormation
stack.

Adding the user tag will require redeployment of the stack.

Add user tag

5. EMEERAEFEBEE L , @A confirm , ARBEGTEERAEER.

RBARFRZAREE 24 My ETH , TETREREHR,

FERDERARIR 75 SR AR BA B BY B AN IR AR 96


https://console.aws.amazon.com/systems-manager

R B2 f# R 75 SRAE BB Y BN 0 B AR R

A Cost Explorer 2% , 8 AARR AR fR RS RBBEBHN KA D BEER , TREEFUBRARNK
K, BRADEEBREREBNEERFBA. EERARASBES :

1. A AWS Billing and Cost Management and Cost Management £#& &,

2. EBEERYD , ERHEDEER.

3. ERADEEREMEL |, &2 AppManagerCFNStackKey Z%# , AR RBERNE R PiZIER,
4. #12 Activate (BA).

AWS Cost Explorer

& 0] LB B4 B SE R B AWS Cost Explorer 4 |, 1 Application Manager =2 AP &EFEEE A
BRANEREXN THHEBENKABIE, Cost Explorer EiBIRH —REMAN AWS ERRANHENS
5, BEEEERAR, EEAMAIGRMA Cost Explorer :

1. A AWS Cost Management £ &,
2. EEEEES , #E Cost Explorer LA AR5 REEFENRANAE,

R B R 75 SR AE BA M A B A ) BR AR R 97


https://console.aws.amazon.com/billing/home
https://console.aws.amazon.com/cost-management/home
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ERTERIR 7 B

MREBEFEBBHRAR , BKBUHEFEFRNHERATERM CloudFormation # 8 | LIEVS R IFTAITHAE
MIBRINEE, FHREF D A=ZEEHD -

- TR EHHEERR
- SR2 BREARIERE
- SR 3 EHEAHRD

(® Note

1. £ 2.0.0 k¥ , B 7 X & Amazon Bedrock #l Amazon SageMaker Al , E 3 8 Anthropic
F Hugging Face FWE S, &AILUEB SageMaker JumpStart 282 Hugging Face 1= HIE
B, MEFMES , FSEEBEMEA Hugging Face B2 Amazon SageMaker Al

2. ERTELIRE K FHRLEFLEERRDPAZERER.

LB 1 EXMEABRRR

1. B A CloudFormation £ #& , EEUERRBH CloudFormation #& , REBZEEH.
2. BV B BT g A,
3. EIEEEHAT :

a. 1EH Amazon S3 URL.,

b. BHREFH CloudFormation EAER,

c. #&E#EBEE| Amazon S3 URL 7787,

d. B8 Amazon SSURL XF T ERNEZAR URL RBEER , AR BIET -5, BIOEE Next
(_F_i)o

4. #B2ET , REHANSBAREESR. WFESBNFAET A F2EIER 1 BBHEERR

==]
=]
= o

5. igg—lt_io
6. 7£ Configure stack options (5% Eﬁ%ﬁlﬁ) BHMHE , B2 Next (F—%),
7. B HEL , MRFRENRE, DBRMREASRKEL IAM ERN S,
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https://docs.aws.amazon.com/sagemaker/latest/dg/hugging-face.html
https://console.aws.amazon.com/cloudformation/
https://solutions-reference.s3.amazonaws.com/generative-ai-application-builder-on-aws/latest/generative-ai-application-builder-on-aws.template

AWS ERERR Al BARRRES B
8. REMRBEEIRITEE,
0. BIEEMEUBHS,

& O] LATEARRERRRY AWS CloudFormation £ A HREHEENRE, BREZEEKRN 10 2 ERKE
UPDATE_COMPLETE #R&E,

WMRIVERRRRSG RRATE v2.0.0 28 , EFEEIL Web Ul B8 ( LA Cognito FEE Ul MK EAE
EMamplify-uiB{E ) MEKY CloudFront URL , — B BikAEAR UPDATE_COMPLETE , ENAJ#
CloudFormation X2 & #ia H [E EREUS.

(® Note
HETER TSR E , FERREM v2.0.0 ZBIRABIIN BB EHRS

SR2 . BRHEMROER (EEHER 2.0.0 BIMRAE )

2.0.0 RPREFNEBERNGFEERARAIEREN AWS REEEFE, £/ gaab_v2 migration.py IEH
1% , J81& GAAB v2 Migration fEA EiEm P PTRK LR, https:/github.com/aws-solutions/generative-
ai-application-builder-on-aws/blob/main/source/scripts/v2_migration/gaab_v2_migration.py#l{TiE S 15

® , BUAERHEERRERECHENEARS.

® Note
BRRKET ISR RER AR,

SR3: BEMERARN

IET LAE R S FTARASHY GAAB FRZ LAY RTThAESRIREE C AR BV E ARG, WMFMMAER LIRS =
HIZhREMVEF , B2 EERBRE R,

EERFEARGEFERTRE , BLEEHBERIRPEH Edit'use case TR ( HARERAEF R
HETEMEE ), hBFSRREARNEARRAN CloudFormation & E #,

HR2 BERERARGIMERE (EEMER 2.0.0 WRAE ) 99


https://github.com/aws-solutions/generative-ai-application-builder-on-aws/tree/main/docs/migration/migration.md
https://github.com/aws-solutions/generative-ai-application-builder-on-aws/tree/main/docs/migration/migration.md
https://github.com/aws-solutions/generative-ai-application-builder-on-aws/blob/main/source/scripts/v2_migration/gaab_v2_migration.py
https://github.com/aws-solutions/generative-ai-application-builder-on-aws/blob/main/source/scripts/v2_migration/gaab_v2_migration.py
https://docs.aws.amazon.com/solutions/latest/generative-ai-application-builder-on-aws/use-the-solution.html
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® Note
A AX W 2x MRS REVNEARGITRELIRRENRAER, Hit , RMAEREE
BEFERMREREA v3.00 ZHIBRABUNREEARS. A&, BESEBAEA v3.0.0
2R BB #TRR A2 3L A9 T2 A R AIEAR
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%S HE AR

REFRAEERBNER BRTT RN R HHEAE R,

MRELEREEHRENERE | FFBHE Support REFEALLER S KA ERGIAIERHA,

BRE . FRAAKEN VPC ZBERA VPC WAERELE
HBERIRHE RS RPIHEBLHIE , BA CloudFormation fEEME VPC K E R

Resolution

BEEIRFH VPCs MEMY IPsELRERS|, FERREIASE AWS EHZE AWS tRFEM IPs A
VPCs % 5 10

(@ Note

EMARRTREN VPC K , E—/A VPC HNEE (HEERRIERARS ) B 2-AZHE , B
BRARSEE 1 BLEHN 1 @LE 7K , SEL R FHEBHEIHE 1 B NAT BE. £H
2 fEl NAT BER , ESFEAERERS TN 2 BLF IP ik,

FEIEN—ERE ( BERE. SEES ) :

- VPCs & -5

« NEIPHUHE -5

- FE VPC in B EE - 20

- Inteface VPC i BHI & - 20

BRE : EMERITBERIREE 2% , #E 7 CloudFormation 5 il BR
ERARGIHEE
B IEMB S EREA%B >3 | 7 CloudFormation R BESRAVESR  BIEFH=ARKTLE

ERENEHEE (BEER ) K& EREAMEBEEREREYN AM AGTERE , BEEAEAR
Bl

B . ERAAREY VPC FBEC A VPC WAL 101
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Resolution

/A Warning

BRREGEEARYEABRENFHEYNAC, ELREAMNA , £AETURAELSFA
REFHE,

EFMEILCSMBRE IAM A , BUA CloudFormation 3 & # i BR :

1. BIRX CloudFormation £# & , WY EESEEHEHBEEN AR,
a. B LAEER IAM AR HEEAERFKIEAE ARN,

b. AE&EEE IAM A€ ARN F : role/ REMWAZR (B0 arn : aws : iam : : <account-id> :
role/<role-name>)

2. ZEIAMHEVEERBRACGRENTAE.
a. B AWS BRBMBAGENER , ARETHXBEHEZEE CloudFormation.
b. MBLEMNFT, MRETHEEMEFEWET , JLAEA AWS Z& AdministratorAccess BlR,
c. MARSR 1 PNBTsHRNABGER.

3. iR[E CloudFormation F12 & 3t PR ERIHEB

4. RIhMBRFIESEENHBRE , FHIRE IAM XMERFR 2 FEINEFAAE,

B EARM U TERREREPHEE

EFEARAE , Ul 282 CloudFront, i , B CloudFront 1RERZEE , AR IS REEAH & 10
AR EMNEERESR Rt ELEFE RSB RER,

Resolution

CloudFront e[ LAk |, LA HlAG FTH B EB R IREA &,

1. BARX CloudFormation 8 4& , 3t ¥ B2 &89 £ A R I3 BAEEIEEAY CloudFront % i,
a. EARGIHEEELUREISE A RAIFEANIER S B,

b. REEEE Ul NERHER, FEiEEBBEU
WebAppS3UINestedStackS3UINestedStackResource R R,

Resolution 102
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c. EERELSIEET , #&E AWS::CloudFront::DistributionBH MW &R , A ENMEE ID, EE
CloudFront £ A F BB 2,

2. BEERNURITR , AREBEEYRY , RARBA /* WERE, ESEMABERN.
3. BB CHBIERT , MBEREME M RGIMBEAVEM Cookie MIREUESR.

Bt %% AWS Support

SR IRA AWS Business Support+, AWS Enterprise Support 5 Unified Operations , & 1] LL{# F
AWS Support Center EXS LR B RNV ERE B, AT EEAERMERA,

= RviE 3]

BAXEF D,
2. BREVRN,

an{a iR R 15 B 2

1. BREFERM,

SHEARTS | EEUERIR G .

SRR EIEMART R

SHHBEM , ENENSEERARMNREE,

EtmARYE. ERNBREMK K AESEAERYESHBENES. IREELEHAELER
REEREE  FFRET—F . Atb&EA,

.U":h.o-’!\’

Ht&EA

1. 8T E  BWARESHBENF,

2. SR |, FBFERPBE S RLFERFRNERE  AWS EHERK Al EREXEER.
. EEEEER,

4. JE3E AWS Support BEFERFTENER.
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https://aws.amazon.com/premiumsupport/plans/enterprise/
https://aws.amazon.com/premiumsupport/plans/unified-operations/
https://support.console.aws.amazon.com/support/home#/

AWS LR Al BRRARES
{7 B 3 P9 S AR B SR S Y SR A5

1. MABRNEA.
2. BET -SSR MAFARIBEEM,

HiEEE

37 BV R B b e R AP

1. MBI EDER R TT R
2. MRBEEFRELFBRARNBE , FEEFBEEM  BABRNET , AREFRX,
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BREEBRT R

(® Note

EiB BBERIRBINBENEARE BRARZIHNETERE, 7 CloudFormation il BRHE
BOH |, BEAREBERRPMBRAFREMZIE,

Bt AWS EEFRARFER AWS iS5 REMBRRE AWS fERARLENERK Al BARERE
B2, BABAFHMBRILE RS REIN Amazon S3 f#1ZErEE,. Amazon Kendra & 5|2k CloudWatch
Logs. MREEEREWREFTER , AWS fRAFRT 2 B EMER Amazon S3 #FET#. Amazon
Kendra &3]3 CloudWatch Logs,

£ AWS EE XA

1. & A AWS CloudFormation £#5&,
2. BB EMELE | BEHRUMBAFTRNELZEME,
3. EIF MIER.

£/ AWS a5 =5 SR E

VBT IR REHD 2B T EH AWS Command Line Interface (AWS CLI), MIERERA | FS2HE
(AWS CLI £ EER) RHMER AWS S 5IAH, B AWSCLI ATA# , BT N IeS.

$ aws cloudformation delete-stack --stack-name <installation-stack-name>

FHRRELEDER
M B& Amazon S3 fE1FZETEE

IR EREMBER AWS CloudFormation 8 | RS RERTEAREHRF REIR Amazon S3
FiTEE | BB ERIER, BREEMRARZE , WREBFEERGER , B LLFEMBRILL
Amazon S3 fFETE., BB TS EBRMBR Amazon S3 FEFETE.

1. A Amazon S3 4.

fER AWS EEEEE 105


https://console.aws.amazon.com/cloudformation/home?
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/s3/home

AWS EEERR Al AR RES  JE
2. EBEERYD , ERRFITE.

3. #& % <stack-name> S3 FEFETEE,

4. EH S3 ETFATRE , REBBIEMIBR,

HEEA AWS CLI MiER S3 REITE , BT TGS, £ force BIER , EAFERRERER
8.

$ aws s3 rb s3://<bucket-name> --force

& Amazon Kendra 5|

BTHLEENERIEL | RS RZESEME AWS CloudFormation B REBRERAREIHN
Amazon Kendra &5l, MBREZEBAFTRCE , BULFHRBRTFTBEETERBZERH Amazon Kendra
#5|, FHRETHLTBMER Amazon Kendra %&5l,

1. & A Amazon Kendra £# &,
2. EEEE®RYD , EWNKRS,

3. REWEFREEMBRANZES|,
4. ZEEUMIBRAMIBRPTEZR B,

5p
d1>

ZE/EH AWS CLI fllBg Amazon Kendra &5l |,

En

AT
$ aws kendra delete-index --id<index-id>

f#BR CloudWatch Logs

BTHIEENERIEL , MREREMEBER CloudFormation & | RIS ILERS R EARS
CloudWatch Logs. CloudFormation fEBRZHERF R | ﬂﬂ%ﬁ?;ﬁ%ﬁﬁﬁﬁﬂ , e LAF 2
BRAF. BB T 5ZERMBER CloudWatch Logs.

1. B A Amazon CloudWatch &5,

2. EEEERD , EIHFEE

3. RHMRF REYK BFEEE

4. BEVH A — BB FEE

5. IEE Actions (Bi1F) , R&REZ Delete (R VPC).

fB& Amazon Kendra & 5| 106
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fEH BRAR
ZFELUI

HHEBNEEFYE (BARSEERRVNEARS )  EFBHSEEERENEFBH i, B
FHHEISERETAREMMFER Web NMNENRREZEAER,

(® Note

EREERAWS EEEEAM DevOps FHE , M EGHBEBEREBEATEEFHERMESBE
&M Ul B9 CloudFront URL,

HAGERARS , EERBERIR U FRENEESFRE VY ACHEBETKBAEEFERERMER
24 Ul B CloudFront URL,

BAR, HRAEAUUEBRAREUIs B , TEEEBATANBEERR , AEFEERAERRTH
£ M,

R EATEDE

ENERERRER (AMENHEETARE ) £, SUNGERENSMERANER. ERERBER
CREATE_COMPLETE 3 UPDATE_COMPLETE MR ZE.

BRYERARMER N  AEAEMERSFALUIRELRE. RESFELRRES EXNMMENED A,

BIBEFMENFRESE  SHTEFEFEMTE. NREZXECEE (Hlwn, ERBE ) | Al
TEUVENRERE ﬂU%?kE’JEﬁ SHEAEZECEE | AlTREE B 30 pEMEE (6w, &
RBXZEHAEH RAG B Amazon Kendra &35l )

REAIITHRE , EARNREKEHRET UPDATE_COMPLETE iR5&, B#I , &R LLEIR CloudFront
URL FEXEBER Ul , SEE BN TBBEE,

(® Note

MREBEELBETRNREDS LLMs , AJAE R FR i side-by-side#1TZ BT, EHAERIEE
PRIEE A 3R A MY A RE R B B FT Y 2D B

FE Ul 108
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wn{aEREE

ENBREEXHREE (SAMBNFMEREE ) £, EUTUERTBAMEANERE, SRTSSHBE
ENMNEARCIBE  EAZSERMUEHELE )\*EHE’JEO

ER-EHFENRE , THPEREEREFCLERENTE. ERERCHROIE , NELREMER
EEFHIZE LLMs,

a0 1rI M BR &R Z

ERBERHNEE (NPBNFMEEAEE ) £, BUUETBEENRESHSEMBR, M2 eny
F CloudFormation 3 &l kR4 | thLﬁﬁ‘ﬁE"B%E’Jﬁ/ﬁo

RIBETER , CRBRNBENEREETERIRL , URRAERDE, FERERRTLBREE  UEE
Ul FRELEIERE | FE7E MIBRTEESAR & FPB K AMER,

/A Important

RegReTHEBMERBERE ELM?E?EJJHH*JF?O MFREPBLE RN B RIELE IR
MEHMRES  F2EFDHEREE

RREXRBEFESEE (LLM)

WE LLM BARENERARS , BURREFRFAENABRERE , ARECAEZRINEFBRER,
BRERBEREAFCERREAENE K MEEERACRHRLENTE LXEWM‘I‘FEEE@%J&EOE%&TO

AlEANZEBHEERERE , At ELEABRERESFINER, REICRITNREER , UBRERES
EFTEERNER,

(® Note
MREBEANRIFNEIHBRER , FHELERA AWS IR (a0 Amazon Bedrock =
Amazon SageMaker Al) EEH LLM i#18, BEFEAHRE=HFHEFMTEN LLM it | EFEBE
B BIEA AWS @ LREERRASHENER LT SMEE,

MTEREE 109
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£ Amazon SageMaker Al % LLM {2 FErRS

£ v1.3.0 B , Amazon SageMaker Al AIMfEAN FHEARFINERZMHE, HWIsEABEERABRS
Rh AWS IREREETEM SageMaker Al #ifRinE . UTR—ERAERANTE,

/A Important

RRAFRTEEE SageMaker Al in B £ wmiEH, BEEMBRTEZEN SageMaker Al i
B MELELEBEANAER.

3 SageMaker Al i 24

&R LAE A Amazon SageMaker Al JumpStart R IE 2 Bix 2,

B A LA X FEL R SageMaker Al im % |, S FEFAEZAR SageMaker Al RIS TIHB, wFE (A
SRR ETHRNWEZELIERE , 2/ SageMaker Al JumpStart 34,

(® Note
ERER/IILMs BEHEX , BEFECEAARMEEETHN/TER, RIFFEFR , £ AWS ik
FrhagfsERELERANBNTERE. FBHEEAR SageMaker Al BiFH , WREAENZZ
BiEE RIEINELRE , SUERE RAEEE XM,

£/ SageMaker Al In BB I X FEARBIITB

EE A SageMaker Al in B EBEFN X FEARFIAEITHER

1. EBHNEBERRBEEUTNEARS  YERKRE , EFFEREENER AL,
2. ®RBEHEME L |, #H SageMaker Al (FABERREME, EXELFTE-AERERAERANBITR

- BWEMFHAN SageMaker Al i 2 Z 8, DevOps A& AT LAE AWS FEAREBHER.
i B A AU R BB AR 5 RATE M AR P M [E I+,

e
N
el

AWS =28 FinFBBNLE
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https://aws.amazon.com/sagemaker/
https://aws.amazon.com/sagemaker/jumpstart/
https://docs.aws.amazon.com/sagemaker/latest/dg/jumpstart-deploy.html
https://docs.aws.amazon.com/sagemaker/latest/dg/jumpstart-deploy.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-jumpstart.html
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Amazon SageMaker » Endpoints » meta-textgeneration-llama-2-7b-f-2024-01-11-18-25-16-703

meta-textgeneration-llama-2-7b-f-2024-01-11-18-25-16-703

Endpoint summary

Name Status
meta-textgeneration-llama-2-7b-f-2024-01-11-18-25-16-703 © InService
ARN Creation time

Type
Real-time

Last updated

- IRWHREHNBARRERER, FEXEREZNGRME K EESEAELATHRRDRER

HEMEMARRNCNAR, TEARERED  RHEGERE
ARER, THEER

Re BAILFHBTHAENVE , SHFENBRET

Ui B 2 SRR 5 229 JSON #5 84

MEFEEME ;| \<\<prompt\>\> BB REIK AT B A (0, BFiEik. RAEMNBIFIRRE

ANEAE@RA ) , EHTHBEIZE SageMaker Al %2,

- BRAFEBNE : \<\<temp\>\>* | \* URERERSHPERNTASEBAI ARG IR, T
AEBEU\<\< M \>\> FEFEZMNENTFH (I, \<\<max_new_tokens\>\>) M IHE BB

RYHE R 2 2 BE EA

Bl A BER - SRESEM., BRABRE , UK BT ERK2 2 max_new_tokens, #itH

BB HEALEMH JSONPath F &gt

Generative Al Application Builder on AWS

Step 1 Select model o

@ Select use case

Step 2 - optional

@ Select network configuration Model selection

Step 3 Model provider Info
@ Select model Select the model provider you want to use.

[ SageMaker

3

Step 4 - optional
Select knowledge base

Sagemaker endpoint name - required  Info

Step 5 Enter the name of the SageMaker inference endpoint in this AWS account to be used.

Review and create [ meta-textgeneration-llama-2-7b-f-2024-01-11-18-25-16-703

)

Note: The SageMaker endpoint name is case sensitive.

Input Payload Schema - required
Provide the input schema that your endpoint expects.

1 A
2 "inputs": "<<prompt>>",
3 "parameters": {
4 "temperature": "<<temperature>>",
| 5 | "max_new_tokens": '<<max_new_tokens>>"
6 +
7}

JSON Ln5,Col42 @ Errors: 0 A Warnings: 0 @

You can use <<prompt>>, <<temperature>>, and any keys from the Advanced

Model Parameters section, wrapped with "<<key>>" to inject the values into the

expected structure.

Output path - required

Rendered Input Payload
Rendered payload with the provided prompt and model parameters.

JSONPath expression that evaluates to the location of the generated text from the model's output response.

[ $[0].generated_text

)

31 SageMaker Al ¥ 24
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3. LLMs HEHARFPELEFHEOENMLE. ELHA JSONPath REX XM , UiEEHAERE
BrINERFEEERERMNEDWHNEEREFIRNALE.

T8 E1E SageMaker Al M AL BIERPFERANHEKERSEES (E2EE 2 AES £aHIEE/
ERIE )

Output path - required
JSONPath expression that evaluates to the location of the generated text from the model's output response.

[ $[0].generated_text ]

v Additional settings

Model temperature
This parameter regulates the randomness or creativity of the model's predictions. Use a temperature closer to 0 for analytical, deterministic or multiple choice queries. A higher temperature
generates creative responses.

L )

Min: 0, Max: 100.
Verbose Streaming
If enabled, additional logs will be written to Amazon CloudWatch. If enabled, the response from the model will be streamed

Prompt Template Info
Optional: a custom prompt template to use for the deployment. Please refer to the info link to learn about prompt placeholders. {history} and {input} are mandatory. You will also require
{context} if you are using RAG.

[INST]
{history}

{input}
[/INST]

Advanced model parameters

Model parameters are passed to the model as they are inputted. Please consult the model documentation to know what parameters the model accepts

Key Value Type
[ max_new_tokens ] [ 1000 ] [ integer v ] ( Remove )

(® Note

SageMaker Al REXZBEEHERIERLTESEER | B B AIMZEH SageMaker Al
Studio ( 3I5 Studio Classic) H P& i B FFRY TR ER A A8,

MRIEWIHBLUERE S RERE , B EEH InferenceComponentName HiB EHEEER S E
B, EE%@EMS?‘EE@FH MERZE,

#1371 SageMaker Al i 24 112
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HEPE LLM 52 E

{5 Amazon Bedrock B |, R LA S8 RIZEE ‘LJEB 4ERTE |, 170 Amazon Bedrock
Guardrails. Amazon Bedrock H i E , UNREMERSZE,

Amazon Bedrock B 1 &l

Amazon Bedrock Guardrails  Amazon Bedrock B9 —IEIhAE , AR IBFER ERENBERTEFERAER
AR LLM EIfE | SWiRMEN—BRE | ER {Eﬁﬁ%l’jﬁﬁﬁﬁﬁhggﬂﬁgﬁ LLM &, EWETE 2 &
BER , THEBRTRIEEZHIINARE :

1. FEFTHEUEZ—HEFAEEARRAARHTEEANEIE  finsnERARENIREESE UK
2. ARG EBREAHGREBSEEARNAACHERIREREE,

HRERS Al ERAERNEESMARAETNER , X EAFEFHEIEMWBEE Amazon Bedrock £i#2 4
FEREEM, Bu% , B LRM Guardrail #BIRFF Guardrail fRAS | #§ 1tk Guardrail #7i8 Z & 8REF
SBHhWEMERESD , BBEKR Al Application Builder SR FRBEE MBI X EHEH,

HIRL2HEE - BUA Amazon Bedrock E1#

HERE LLM R E 113
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r Step 1 Select model
@ Select use case

Step 2 - optional

@ Select network configuration Model selection
Step 3 Model provider | Info
@ select model Select the model provider you want to use.
( Bedrock v J
Step 4 - optional

Select knowledge base
Model name* | Info

Step 5 Select the name of the model from the model provider to use for this deployment
Select prompt [ anthropic.claude-3-sonnet-20240229-v1:0 v ]
Step &

Would you like to use an on-demand model or a provisioned model? | Info
Amazon Bedrock supports Provisioned Throughput to support a higher rate of inputs and outputs processed by the model. Provisioned models have an unique ARN
that is required to process queries. Provisioned throughput can be configured through the Bedrock console.

Review and create

© on-Demand
O Provisioned

¥ Additional settings

Model temperature
This parameter regulates the randomness or creativity of the model's predictions. Use a temperature closer to 0 for analytical, deterministic or multiple choice
queries. A higher temperature generates creative responses.

L )

Min: 0, Max: 1.

Would you like to enable guardrails? info
O Yes
O No

Guardrail Identifier - required | info
The unique identifier of the Bedrock guardrail that you want to be applied to all LLM invocations.

[ alphabets012 ]

Guardrail Version - required = Info

( DRAFT )
Verbose Streaming
If enabled, additional logs will be written to Amazon CloudWatch. If enabled, the response from the model will be streamed

Amazon Bedrock RV fiiEEx &

B {ERET Amazon Bedrock R HEFIFEEHMELERIRF ARG, #l40 , Batrock £

#9 Anthropic Claude 2.x B Bl o ¥F7E us-east-1 F us-west-2 EiFh &2 ERE 500 EFERM

500 , 000 AR, WA LUEMRR S RERLBMARFEALIRNVEREBREH. BREEHTE
B8 , Amazon Bedrock AFFHENENIZE , AFARNERATAE -—BNHBRIEESRE., HFANSE
BAIENER  DUAREERERRER.

£ Amazon Bedrock ZEAHBEMBRIZER , REEEERE ARN DUHER, BRETUEEEE
MSBNERS Al EARXZERBEPIRMMER ARN, ZESHKM , 7528 Bedrock i AEE
RMtE , UK ARTE Amazon Bedrock EZRAHELNMHEERE ARN WERIEREZE, AR | BERE
TEBANMRERE  BEHN THEER, | WREERE ARN,

IR BREE - BUA Amazon Bedrock W2 HIXE

Amazon Bedrock B2 E#AE 114


https://docs.aws.amazon.com/bedrock/latest/userguide/quotas.html
https://docs.aws.amazon.com/bedrock/latest/userguide/prov-throughput.html
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Step 1 Select model i

@ Select use case

Step 2 - optional

@ Select network configuration Model selection
Step 3 Model provider | info
@ Select model Select the model provider you want to use.
[ Bedrock v ]
Step 4 - optional

Select knowledge base
Model name*  Info

Step 5 Select the name of the model from the model provider to use for this deployment.
Select prompt [ anthropic.claude-3-sonnet-20240229-v1:0 v ]
Step 6

Would you like to use an on-demand model or a provisioned model? Info
Amazon Bedrock supports Provisioned Throughput to support a higher rate of inputs and outputs processed by the model. Provisioned models have an unique ARN
that is required to process queries. Provisioned throughput can be configured through the Bedrock console.

(O On-Demand
© Provisioned

Review and create

Model ARN - required | Info
ARN of the provisioned/custom model to use from Amazon Bedrock.

[ arn:aws:bedrock:us-east-1:123456789012:provisioned-model/z8g9xzoxoxmw ]

» Additional settings

Advanced model parameters

Model parameters are passed to the model as they are inputted. Please consult the model documentation to know what parameters the model
accepts

Add new item

(@ Note
BB M ERIAB SN ARRENDZERRNERAROBERURERNESE,

RESH
LLMsBEZZHEFRANSEES Y. RERUEBRSRUMEZESHEREARN K.

EREESYPERBESERER NUFRLBRSURELR. IEXEZHNENE
PR BB K H B XA

RE RNEEXEESR

Agent Builder IRt A ERE Al RIEESNTRMARIRE, AERANMARENEE Agent Builder
HE,

EHBH 115



AWS EHIAER Al EREXEER HiEEm

RiFiR A RE

RERTEERNEEANTH, AN, B8

RERMED :

1. EERAERERBET  SEEREFRAESR.
2. EXFiRERPRERFRTHEA,
3. BB LT IR B MEARETR
- ERAEBNBEMEN
- MAEATANTE (MCP fAARSR )
- IEEXRERE
- TRESREH
4. MBEE , FEAERAARIRARER R IGH A,

ERAERTHRESR

- ERHRAREREXAIENRS

- REFEIT RS

- SETEFEAFANFAAREEETR
- EHRCIEERHE

« REFRAETH/HRR

MCP fAfRESE S

BRERIFEAME (MCP) ARF[AURAEEXFNEETIENER KRR, HEFRKE MCP RS :

1. EREREEXT RS , & MCP AR=RER.
2. TR KIIRER PRI AT A MCP fal iR 25 iR EN -

® Note

EHEREEN 20 , LALREMER MCP ks, KAEBEEXSBHRENEARE
MCP ARz AR TR, F2H MCP X4 LAEUS A ARERREM T EAERE,

RIS 116
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= B =L =
SRR E

Agent Builder IRt B WAL RE R RERB RS M A

mHARCIERE
FRRABFEERAERA

- EIFREBRPHEBHERS
- BEBHIRFERAEAENERASEE
« i actorld 1 sessionld #B#&% , LAEE1TIEE #Y R 5

REIFEER
RRE TR ERFHRRAEA R

1. EREREEXT RS , KICRRERRER,
2. Y1 MAERMANRALEE.
3. BAR , KEREKXATMN

- BHEERNTREEES

- RELBH TEEREREERAR

« {6 A fm 4 5 E M1 R 52 5T 8% Y 48 B8 N

(® Note
RHEAGCIEBE A AgentCore FCEREEHT

F <z
=P8

CiERE R M BERRERE

Er REEXEESRTE
Agent Builder %18 CloudWatch &R R MISZ RS Y EIE,

#7HY CloudWatch & &R

1. BEE AWS 1RF R CloudWatch 12 4,

TEERE 7



AWS EEERR Al AR RES  JE
2. REMEEZEERR.

3. 3B A WEXRIAgentBuilder-<UseCaseld>,

4. MRS EN B E REEE R,

B & F A 2 47
R EFERN HFF W1 CloudWatch Logs FEUS :

1. £ AWS £ EHEEZE CloudWatch Logs.

2. 3R FHE A WHFEHE/aws/bedrock-agentcore/runtimes/,
3. £/ CloudWatch Insights &z 1% #7 B 5.

4. BEHERER IDsHEBRER,

RELFEREEER

Workflow Builder BB # THEZMIGEREBRAREERERAENETETRALS , BRAZEERAER
(EEC

B TERE

1. EEEHRFBERR
2. BHEM THEREERRM
3. REXFENRERN :
- BB ITERENERERRE
- HR : BRATIEE
« RERT  BERABZRNBHNE R
- BE FTEFERASNERER

FERRNREET :

- BFRERBEASEEANERERX
- BERZETRAESRBERNER
- EROEEARERE

« BREZIRITHHISR

BREIEREEESR 118
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ERASREE

BNERASRERTRAL , LIEAEMTRAS

1. R—TIEREBEARPHHERERX

2. BESHETANETERABEESRETRAE
3. REAERAEHER

4. ENECSEEIERETNERASE

ERA SR
TEERAEEATRAEHBRREZZTEHETRAL, BREDEERA

- ERAENEZEBED R
- REEXEENEHER
- WA/BHEE

B TERE

HBZ2E -

1. BRBEERRFNIERE

2. FREEZEREEXNERETAR
3. 1 CloudWatch AR EZERBREXEIR
4. BEEERENEZRER

5. MRRRAEE  FREIERT

BEREFNFREAVETR

AR BRAIRTEEREAEESE LLMsFHRH, ARIBRARENRIRISEERREH/ERTH
ITHY R AABR B Ao

& Z BRI RN FERATHIEME !

1. AV EFEANREEMNRG, ELEESERECHTRERRANER  RkERKZ
Bl , SRS T B ANAR,

ERABIEE 119
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2. B ENRRTE  FRECKAR  YERBREARTHNEMNBERRBESORA. S, FH
EamA, MRXEBLERK, XHEES.

3. ERTMERRHEEY , REEBHE L&A A/NRE , IRFR TP I SNHFEERH.

4. EABEEEEETREXHELRE, ERFREEAEA LLM RHEHNARRAITER HEE
EHENTE  EFREEFNRAFBEEEREELE.

5. RE—LREEE, TERIARRIINEE , FERIEREERS , fIRAAETH. REXH
RS R

EE MCP AR5 Docker B{GHY T ER

EFETEAWS LFA MCP (BERARBAME ) AKRF[EERNK Al ERAREXERES , CFEELE
Amazon ECR #EFEEFREEFMEFEME Docker RGIEAE -2,

® Note

B.EB#( AL , Amazon Bedrock AgentCore $1{THRE P E G EE MCP AR ELELHE
GAAB, ZEH# MCP fAlfR5:EZZEB GAAB EYMNRERER , MAEEEB GAAB B,

HER 1 BM MCP fafRs5

B% , BEEEHET MCP FRRSFEE. MFEEIL MCP FARBFMNFEMIET , 528 Amazon Bedrock
AgentCore B A B35 - Y MCP fAiR&%.

BMEREATIEREE

### __init__ .py

### extras/

#  ### extra_dependencies.py

#  ### Dockerfile

### requirements.txt

### server.py <-- Server Entry point

¥ Dockerfile #5# , EERFEABLUT I HIAE

FROM ghcr.io/astral-sh/uv:python3.13-bookworm-slim
WORKDIR /app

EE MCP fAfR25 Docker BRIEGHI S BR 120


https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/runtime-mcp.html#runtime-mcp-create-server
https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/runtime-mcp.html#runtime-mcp-create-server
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# All environment variables in one layer

ENV UV_SYSTEM_PYTHON=1 \
UV_COMPILE_BYTECODE=1 \
UV_NO_PROGRESS=1 \
PYTHONUNBUFFERED=1 \
DOCKER_CONTAINER=1 \
AWS_REGION=us-east-1 \
AWS_DEFAULT_REGION=us-east-1

COPY requirements.txt requirements.txt
# Install from requirements file
RUN uv pip install -r requirements.txt

RUN uv pip install aws-opentelemetry-distro>=0.10.1

# Signal that this is running in Docker for host binding logic
ENV DOCKER_CONTAINER=1

# Create non-root user
RUN useradd -m -u 1000 bedrock_agentcore
USER bedrock_agentcore

EXPOSE 9000
EXPOSE 8000
EXPOSE 8080

# Copy entire project (respecting .dockerignore)
COPY .

# Use the full module path
CMD ["opentelemetry-instrument", "python", "-m", "server"]

SR 2 AR MCP AiR2:

EHEE AWS 28l , FRELEREAE MCP [RES , AEREMEMREIE, FEAEREFHE
iREA , §82 [ Amazon Bedrock AgentCore BiZ A B15R - FTE AR MCP A iRES -

$HER 3 : #BEZE Amazon ECR

EARBE T FRE MCP AR E , BB T IT B HEIEEZE Amazon ECR :

1. BREEECREFIRAH AWS CLI M Docker, WEFMMEN , 552 F Amazon ECR Af9,

SER 2 . EAHGEIE MCP A RE: 121


https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/runtime-mcp.html#runtime-mcp-test-locally
https://docs.aws.amazon.com/AmazonECR/latest/userguide/getting-started-cli.html
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2. BN B D REBEFH , WO B HEER Docker A Fiw, £H AWS CLI :

aws ecr get-login-password --region us-east-1 | docker login --username AWS --
password-stdin <account-id>.dkr.ecr.us-east-1.amazonaws.com

3. FATHHSEE Docker 1R, MERBERHIHRERE Docker BRENE
RENBGCEETR , B UKBLI S

E‘{_ull

52 [ Docker 34,

docker build -t <repository-name> .

4. BETHRE , FBRGCERRE |, SUEET DUASREHEIE Bt 7 E

docker tag <repository-name>:latest <account-id>.dkr.ecr.us-east-1.amazonaws.com/
<repository-name>:latest

5. AT THG T , MULBMRIEIX B BB AWS RTFE :

docker push <account-id>.dkr.ecr.us-east-1.amazonaws.com/<repository-name>:latest

MEZENEBERA , 5528 Amazon Bedrock AgentCore FiZ$ A E355 - #§ MCP ARESHESE
AWS,

HER 4 . 7t GAAB F A ECR URI

B Ih# Docker BR{GHEIXZE Amazon ECR 2% |, it ECR X AEHM &K URI, FEiB AWS HEREE
ERERS Al EFRARRNEERIE MCP RIRESE |, BEFER L URI

EI A [R[ MCP FiE R gL R

Amazon Bedrock AgentCore Gateway AJZEEIREHN AWS IRIEF APIs Bt 5 At S RIEBRNXE
A® MCP TE, Gateway XEZEBEEHE K ELERESKERHRE.

xETHERRE .

« Lambda B1E : # AWS Lambda EREE#A MCP TE, mMEFFMRA |
AgentCore FE A B1EM - #11 Lambda B 1%,

« OpenAP| B : £ OpenAPI R 1#&4#% REST APIsE& A MCP TEX N5, MEFMRA |
B Amazon Bedrock AgentCore Bi% A B 155 - OpenAP| iR,

2B Amazon Bedrock

=28

$ER 4 . £ GAAB A ECR URI 122


https://docs.docker.com/engine/reference/builder/
https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/runtime-mcp.html#runtime-mcp-deploy-aws
https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/runtime-mcp.html#runtime-mcp-deploy-aws
https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/gateway-add-target-lambda.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/gateway-add-target-lambda.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/gateway-schema-openapi.html

AWS ERER Al EAREXEZESR HiEER
« Smithy B4E : /8 Smithy EREREE MCP T |, L#TERLT S API B4, NFEFHMARHA ,
2R Amazon Bedrock AgentCore FE A &35/ - & Smithy B,

- MCP fAlfR25 B : iR URL in B EEERE /NI MCP RS , FLEESHRAEMN MCP RSz, W
FEEMMERE | 5528 Amazon Bedrock AgentCore BiZ% A E357 - MCP {AlfRES B &,

3

MFER I MCP Gateway B ZEH H &5 5| M BERRE , 5155 Amazon Bedrock AgentCore il f# 7
E.

A% E A

AEER A MAAEE RIS S AR A RIBIAANERE, #RA %R B 512 Amazon Kendra #
Amazon Bedrock HIFREMAELL RAG AEBNFERRGISENHEE,

Amazon Kendra

R EEH Amazon Kendra i HIEE | 5528 Amazon Kendra R A EEE , THRIAFEAZE
BRI RFRIEREES R 5B ISz BB ERRREEE R,

EE: AMLEBHNERER , EMERSBSCEEE RS RTEEEMER Kendra £5| ( EWEH
BRAERBEMARNEN ) . WREVEMRABELFLEERSN , F2RFDEELZE—MH , TH

B8 IR LL R LA R a1 E BRIE L B IR AV EF A E Ao
Amazon Bedrock H15% &

Amazon Bedrock M EFUHEETRNOEEHERESE K SEEHENEERERRER RSN
e, EENTENEALHAZE 528 Amazon Bedrock A EIEE.,. EEME , F28E .

- BEARELNERERR
c RREXENOEFRERSEHNARMERENERS, iR NREEEYAEENE , &£
Bedrock 2 ARER MMREEMHMHCBFRE, B#IE , BT ABLITER,

« &R, BB ABEYED EERENER KR,

1 PE A E R E

HREAERERE  AINABEGEZNEE/ACHEFEIEFN RAG , TR BRFR, EEFAGETRF
EiZ2#8 RAG 435 E A Amazon Kendra B |, I EEZ 0 L ERBHET —EHEE,

RE AR E 123


https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/gateway-building-smithy-targets.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/gateway-target-MCPservers.html
https://github.com/awslabs/amazon-bedrock-agentcore-samples/tree/main/01-tutorials/02-AgentCore-gateway/01-transform-lambda-into-mcp-tools
https://github.com/awslabs/amazon-bedrock-agentcore-samples/tree/main/01-tutorials/02-AgentCore-gateway/01-transform-lambda-into-mcp-tools
https://docs.aws.amazon.com/kendra/latest/dg/data-source.html
https://docs.aws.amazon.com/bedrock/latest/userguide/knowledge-base.html
https://docs.aws.amazon.com/bedrock/latest/userguide/knowledge-base-ds.html
https://docs.aws.amazon.com/bedrock/latest/userguide/knowledge-base-setup.html
https://docs.aws.amazon.com/bedrock/latest/userguide/knowledge-base-create.html
https://docs.aws.amazon.com/bedrock/latest/userguide/knowledge-base-ingest.html
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8 B B

BRFRIBCEREANZBESRWER RAG HEBERTIPEBFEARHIR , $E Amazon Kendra

J& 4 EF B R - 2 Bedrock A EEREERERE R, https://docs.aws.amazon.com/bedrock/latest/
userguide/kb-test-config. htmiIELEFBFH EEX MM EHABEDNER R , SlES KK, Ef
NHWESARERE,

HEEMBEBRAT , JSON MHEa A RBIRS E R X4 FIEEN B A RIEERERMRE (WMEE
%) o

&3] 1 : Kendra AttributeFilter

{
"EqualsTo": {
"Key": "_language_code",
"Value": {
"StringValue": "es"
}
}

}

&35l 2 : Batrock RetrievalFilter

{
"equals": {
"key": "language",
"value": "es"
}
}

$F Amazon Kendra iy & B FZEIZRHIM RAG

A aRFERS (RBAC) St &Ik Le 5 F & sl 8¥ 48 1] LL1ZE Amazon Kendra R5| R EV4EESH |, =
EESERTEEBEXH. EEFH AWS (GAAB) EHERR Al ERERNEESFERARMIRRE
Amazon Kendra &5| ID 8 RBAC , S EE TSI ER :

1, E%E Amazon Kendra & 5|

1. FBRIESE I Amazon Kendra &38| , ¥ E D #1E —EE R KR,

A E R 124


https://docs.aws.amazon.com/kendra/latest/APIReference/API_AttributeFilter.html
https://docs.aws.amazon.com/kendra/latest/APIReference/API_AttributeFilter.html
https://docs.aws.amazon.com/bedrock/latest/userguide/kb-test-config.html
https://docs.aws.amazon.com/bedrock/latest/userguide/kb-test-config.html
https://docs.aws.amazon.com/kendra/latest/dg/create-index-access-control.html
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2

N

RBEAEHEREERRRENFEIURSH . BN S3ENKR , FERXHTHNET , #AK
Amazon Cognito £/ &K EHE MR FE A BRREFIUIZRHEBE (ACLs), EFHERERE
R fRIERENEERERERRN X HNESER,

® Note

HEEMH Kendra REIPHERAEFIEHT , BFFRERAEFIEHREAT. ELE
SR2PHAACHFEEGRE , AWS ENERN Al EAR N EERSRERES S BET
RFENEENES , WETBUEEEL.

. £ GAAB ZPERBEIE RAG AR

B GAAB HEBERETHNEERERS , BERKEINRENTE 4 REEE RAG,
. ESBRENZRNAZBELSRH | #EF Amazon Kendra EA B EFR,

. EEZRBHEERAEN Amazon Kendra £5| , EREEVFHNES|, IREFRENEKS| , Fie@
SRS EBAFE A FEEUEHEE (ACLs) 52 EHR Amazon Kendra &3] 1D,

.BAACREFEIRGEIE, WBREMREARBEBEERAENSRFMEERST , 8HZH Amazon Kendra &
S[EENESER,

. REAFIBEERERAL,

. §% % Amazon Cognito

. ¥ i GAAB B FrfEFA# Amazon Cognito fEA&EKIE, 1tk Amazon Cognito FAEEEBEHRE
EXEERMR CloudFormation B,

. 7£ Amazon Cognito FREREFEUFHERAE. BUFHER , FEN EXAEFHEEFE &
B, BEAEERE T B EREREARE. EVENEHAEFMMANEZE GAAB ERER,

. £ Amazon Cognito FAEEREFEUFEAEFH. BRARBEBBTLAS Amazon Kendra £ 5|
ACLs HEREMFHH, EYXAMA RBAC ZHEE , RAFAENWFEAKNBEER REMPI A LT
BHESER.

 BREAENAGHNENT  #EAEERGCEENSE, LAKEREHREE Amazon Kendra

%5 ACL FREREHE , SARTE GAAB SR EHEZ VN EARASERE, EVERERAEHST
B4 EEARGINERESEROLET,

£ Amazon Kendra 9 & &R ZEUR M RAG 125


https://docs.aws.amazon.com/kendra/latest/dg/s3-acl.html
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BEELLR , L AEN GAAB HFREAGEFIUES (RBAC) , HARMEAE RERIZHIEIRAY
EREFHENGT , FREERARENEANNEEER,

(® Note
REFAL , 2B Amazon Kendra £ AWS EHARR Al ERERREER T EAEEN
RBAC. ¥/ Amazon Bedrock HIZEE , T RBAC , BE A AEAPEE R ENERGRE

REEEENEHR, MEFMER , 5528 Amazon Bedrock fEH & IER,

ARELNRT

HERRHFEERRTNERSR  TREEFTRTEBRMELR , LS| EFEHAEN Al BECENE
B, ERFNEELREHNRE A BENSERAMBNEOEZEREE,

e Al RN EERBRNITR.

- RTREARE LR UHBREAERTELANRELR (UWFAAEN ). BENETE Al BRI
EZAR  EMEEAFERNEE, T8, BRARTHURESEEMT , YHREELEERTE,
¥ Amazon Bedrock ##® K FHERERFHRIFGERTELARE LRNFERE (UAFAE
)., WREIE Bedrock PiRENSEERNELE , 'EXATERE,) RASRAET , X ATARK
BB ERTERE. ¥ Amazon SageMaker Al {8 | R TAEWTERE  ERELHRER
BER  WHEHRZEELEREAREIRMBGANFTRE, NEFHET A FSHEEERFRR
B 1 B9 B BR — Ef

s MANFRELR : WERERSRIAEHAEWMANFTNRELR (UFAAEN ) . BRERNEATEE
TETHBEMWER , BN Al EEES T B T ZEHE B FEAY LB

- FAERTHEE  LBERECHASEACAEERNX Ul SRR REARNINEE. FRALLIEE
B — B | B IEH IR REITENEE,

RNEAR

FEHUREER Al EEBEANERRERES, RIEFAEFSERESSIEARBENENEE
PIaERENBA, 2EBSEMPIRE £ 5o

 BRREAX . ERETURBRESRM FFIERNEANTIENFET, BAERES A EREBEHILEN
ARMIER. CBELETIEZMNE :
o {input} : WFEBMEH N Sagemaker Al FEM S AT , YEMKAFERAENRARE
#o
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https://docs.aws.amazon.com/bedrock/latest/userguide/kb-test-config.html

AWS EHERS Al EREXRES Hieism
« {history} : LtFAFBMEH R Sagemaker Al ZPEM S 2AHIMHN |, WiSENR A B HENIX
P 5 52 6%
« {context} : LFEBMEHN RAG HPERAHIMHN , WASEK BREREN HEERSH XU
8%,
- ERME?  EE (FEEARRAGHE ) SAEEEER A KRS , REEERFECHE =
FEHENRBBALEH, ENMREEHEREINEERETHRERAENEZER , EMELFEENE
P,

RERTEHANERE  FHELES A RERARHNABTNIE R <EREYE , BNER2BRKRN
EENET  EWSERMATMAERE,

MR RERTE

AE ARSI WA E Al ER 2 REFRL L HE,

- EMEERHEHAN KRESGRAERZESERRETFHENARBE, BHERATIER
REBRLLH\mARTEANEBRRIELS, FIE  BIERAE , MAFTEERTELHEFE
{history} HE LB, EHTHE , EERRAZEFH,

- R BRAUERMEBH. RHFBRSEREREDH Al EE,

- ANFE  ERARBAERAETHRELCHETEEICARNFE,
- Al 7H  ERARBRIHEE LT Al BEERCASNFTE.

k&R R AR R
FEWREERERAERAEEERENHNBEZN  REARBUEBEEREBANTANEL,

- BAKE  BERSYEERERARTEXEEEEARELSE.

- BHRRETREAX  ERETEA , AREERIANBEREREAEAA, RILRTEENBHEAE
BEEHBENER. FARREEREAENRKREARBEMELENRE,

Pl BAKERE K REEHEER "BARZL 7. TREEES TBNENERNERRS
L2, EMELEEHFNESER,
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{52 F &R B By X = fiE A =

NFEARGNAE U EEEFXECRAERERRNEREESERAERINNE. BEEHAEMY
MEESERGHETFRREN. BXERELCAREESFHEHAMAELEE K EESFEHETN
ERELSEREMEANIE , IHARHE EH.

WX U EETHTH

- RRE
- BIR&@ AT

o

* AXE
- JEBREEE

MRRE

RETENHFEEE, RAARANFASREEEERE , REARBHASREREN LLM. FIE
LLM EIfE - 87 E — @ EHEEERTR , AEEREROE,

B R ey A 75 3R

EERPKREERDB2IMRAMA TR, F£EE K B¥EFEHAETUBAZEET LLM WAE, WAL
ELEAREFARE, MREBEHEBEX (S, AREE ) , TAEENXALBESEBHEILFTNELR,
HAEE Y WebSocket ERRFRE , WEREFEEERNERE,

RIS RN BATHERANTRE LR, NREBLRS  EHESRIRE  TATLEER

B8N0

AR MRFRE Amazon Kendra £/ RAG , BIHEL AP| S8 EHEENS 30 BFFF. MREHEH
ERARERE , FHEETREHEESNE.

"

AX AE
ATEBEFERABEAREEBTIRMNER  WEAKREER , Kon-the-flyfRigis E B HRERIE

(PIMERREAR ) , BLEBE IAREN TFRRMAKBET. BERARE  BRYFSENRAERER
ENHRE,

AR EEESHERETVLESRHENENRE,. ERTSRHE , wMATULLEBREENEREE
1TEN R ¥E

AR B L1 A 5= 451 128


https://docs.aws.amazon.com/kendra/latest/APIReference/API_Retrieve.html

AWS ERER Al EAREXEZESR HiEEE
AR EE

HEHFEBES , BRI FEHBHRELCHE , UABFERR, ETRAEHRENRERE, 88
ERHFEIMBREEDOFFEIRELLE  FREVRAERiRH ERYEE . WEERE 88
M TERE , AEHRBARERE,

FENZMERAZSRENERER

B v3.00iE , BEERREFBERERREHE  AFEABERRIBENXFM Bedrock RERER
FEARA , EE LLMREERRNEACEHENEREEESIE. $HR2 , FAETURHEEAREER
WEREE , UREANT R, NREAEFRMUEAEAEREE MU E-SERE+T—BAEEE
Bl THAIER, . "FREIHIFZE. . "BEL M/ "Hb,

FREREHER0ER  ERNBSEREKREARS ID. FHMABRSEIN S3 RFEITFEF. &7
DEDEBERRPERICEHARS D, LA ERBEREENEEEHEENE L PRIIEEE S3
fE1FETHE -

WA EHDE - SKEREGERETEEE

@ Stacks (7) © DeploymentPlatformStack-UseC Set ” KSet-FT AC & >
Q Filter by stack name ( Update stack ¥ ) ( Stack actions ¥ ) ( Create stack ¥ )
Filter status Stack info Events Resources Outputs Parameters Template Change sets Git sync
Active v @ View nested -
g Outputs (3) @
Stacks Q. Search outputs 1 frx}
”””””” Key a | value v | Description v | Export name
DeploymentPlatformstack-
CopyUICustomResourceNestedStackCo D JseC:
| pyUlCustomResourceNestedStack-320 | p_carunstackFeedba mbdaDED27DE5A ast Functi
91XP330RE " U b 908 WeQI
2025-05-21 18:22:59 UTC-0400
© UPDATE_COMPLETE o
NESTED 72Ref
DeploymentPlatformstack-
deploymentplatformstack-use-
UseCaseManagementSetupFeedbackSe FeedbackBucketName ep oymentpiatiormstacicuse- The name of the 53 bucket storing feedback data
©  tupStackNestedStackFeedbackSet- feedbackbucket8d9a3ce8-yxbl59imk2wh
FTV9SGE4P4AC

(© UPDATE_COMPLETE

stststst
DeploymentPlatformStack-
UseC: mentSetupUseCaseMa

2025-05-21 18:20:20 UTC-0400
(© UPDATE_COMPLETE

stststst
DeploymentPlatformStack- I
WebAppNestedsStackWebAppNestedst

| ackResourcedE994CAT7-
US0CUDFZHJTO
2025-05-21 18:13:39 UTC-0400

© UPDATE_COMPLETE

NESTED

DeploymentPlatformstack-
DeploymentPlatformStorageDeployme
ntPlatformStorageNestedStackD-1XPIP
QX7CA3TK

© UPDATE_COMPLETE

Deploym mStack
2025-05-2118:12:32 UTC-0400

(© UPDATE_COMPLETE

EREEROBEUIRRD —HEFAN AP

s
%
@
bi
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"useCaseRecordKey": "alb2c3d4-e5f6g7h8",
"conversationId": "12345678-1234-1234-1234-123456789012",
"messageld": "87654321-4321-4321-4321-210987654321",
"rephrasedQuery": "What are the key features of the Generative AI Application Builder
on AWS?",
"sourceDocuments": [
"s3://bucket-name/documentl.pdf",
"s3://bucket-name/document2.pdf"
1,

"feedback": "positive",
"feedbackReason": [
"Incomplete or insufficient"

1,
"comment": "The response was helpful but could include more details about important
features."

}

A% , Lambda EFH EIPERE ARG EMRELERN useCaseRecordKey R ILAE, StiE

RRAMNDESEROGENISEEFMEN , HI70 ConversationTable WEHE ( BEFEYEMAIMAIA
BEF5) K MmELEE#E—SHAAEINER userInput 11mResponse, HtFEAHE T th e/ nZ
WE R EIgECs , flin Bedrock KEREXEA R FlagentAliasIdhY agentId# modelProvider ,
AR {6 A It 4B RE Y S E A R HIKY bedrockModelld, %, WMEM{AFEULARNFMAEN  BSHE
THWEITERESEWRS —&, SESEANEREEFRBERFA JSON ¥4 , mMEBFEREERRC

BEERGXFEAEL

"useCaseId": "12345678-1234-1234-1234-123456789012",

"useCaseRecordKey": "c@7a2e3b-2f31bled",

"userId": "22345678-1234-1234-1234-123456789012",

"conversationId": "dd5lde5d-5afl-4ec6-91d2-aadf14352109",

"messageld": "32345678-1234-1234-1234-123456789012",

"userInput": "What are its key features?",

"rephrasedQuery": "What are the key features of the Generative AI Application
Builder on AWS?",

"l1mResponse": "Generative AI Application Builder on AWS can help you build
production ready enterprise chatbots rapidly.",

"feedback": "negative",

"feedbackReason": [

"Incomplete or insufficient"

]I
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"comment": "The response was helpful but could include more details about important
features.",

"timestamp": "2025-05-22T18:48:08.340Z",

"feedbackId": "42345678-1234-1234-1234-123456789012",

"useCaseType": "Text",
"modelProvider": "Bedrock",
"bedrockModelId": "amazon.nova-lite-v1:0",

"ragEnabled": "false"

¥R Bedrock REEENEARS] , HBELUEE

"useCaseld": "12345678-1234-1234-1234-123456789012",

"useCaseRecordKey": "c@7a2e3b-2f31ble0",

"userId": "22345678-1234-1234-1234-123456789012",

"conversationId": "dd5lde5d-5afl-4ec6-91d2-aadf14352109",

"messageld": "32345678-1234-1234-1234-123456789012",

"userInput": "What are its key features?",

"l1lmResponse": "Generative AI Application Builder on AWS can help you build
production ready enterprise chatbots rapidly.",

"feedback": "negative",

"feedbackReason": [

"Incomplete or insufficient"

1)

"comment": "The response was helpful but could include more details about important
features.",

"timestamp": "2025-05-22T718:48:08.3407",

"feedbackId": "42345678-1234-1234-1234-123456789012",

"useCaseType": "Agent",

"agentId": "AHFXUJCAK1",

"agentAliasId": "KSEDKOS@BL"

Rie, HEREMTARE-SRE, SHNBUSHFINERDSOENEE, SHTAFRET
BET , SRR S RER lambda i & R EREEE.
HEIE R EeRIR G

HBERIRNTEM LLMConfigTableAIEEF € WIBERMHEBRAHEBE L P K
F|LLMConfigTableName, LLMConfigTable B&&EFERARANMELRE A6 REBEEEESEZBMBEE
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HiEEE

KB ENEFARFFERNEE. SEAEARGIEREBHHE BAluseCaseRecordKey, T2

Hh Y 51 f5F A R AEREEC #kLLMConfigTable :

{
"key": "2dd76cfa-bclal4da",
"config": {
"ConversationMemoryParams": {
},
"FeedbackParams": {
"CustomMappings": {
"NumberOfDocs": "$.KnowledgeBaseParams.NumberOfDocs",
"ScoreThreshold": "$.KnowledgeBaseParams.ScoreThreshold"
b
"FeedbackEnabled": true
b
"IsInternalUser": "true",
"KnowledgeBaseParams": {

"KendraKnowledgeBaseParams": {
"ExistingKendraIndexId": "d2831033-667f-4539-ab28-e6c7c7c5988b",
"RoleBasedAccessControlEnabled": false

b

"KnowledgeBaseType": "Kendra",

"NumberOfDocs": 5,

"ReturnSourceDocs": false,

"ScoreThreshold": 0.3

},
"LlmParams": {

"BedrockL1lmParams": {
"BedrockInferenceType": "QUICK_START",
"ModelId": "amazon.nova-lite-v1:0"

b

"ModelParams": {},

"ModelProvider": "Bedrock",

"PromptParams": {

},

"RAGEnabled": true,

"Streaming": false,

"Temperature": 0.1,

"Verbose": false

b
"UseCaseName": "test-rag-usecase",
BT ZREEMET
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"UseCaseType": "Text"
}
}

MREAEARGINEREEE , BB EEFeedbackParams— @Y , RFFHAZD

I CustomMappingsYIFEEEEFMBEE RO S3 RFFBPEFHNEREEE JSON ke FiEH
f LK JSONPaths, BN , ¥R LR 51 A EFIAEAE , CustomMappings IBE L configfk
A ScoreThreshold JSONPaths 1R B ##9 CustomMappings ¥4+ @& NumberOfDocsH
JSONPaths, EiBIIERE , REFEEEREEE S3 FFITEFHSE JSON REEHSMBRECEANEM
HSiE 2 EEEIMES

THMEREEEHR

EROEEREL JSON WHMERERE S3F, UTRELERCEERNES N FIMAITH —L
FE

£ AWS Glue # Amazon Athena
AWS Glue Hl Amazon Athena 2B MRS HERIEE . EFMNIMENERLEER,

AWS Glue AJZE&RE AWS Glue [ERERX , UHE S3FEFEINER . HETHA&BRER | Wi
B rrAMHEEREER, 2% , Amazon Athena ZEHNREATAREHER,

BT L 8#E AWS Athena 34 |, T A AWS Glue Data Catalog #$%= R B8 S3 17T HE
Amazon Athena BRI L ER, EHATLIER Glue —EF R AR IIAE | ik E RS THEERMEHA
(ETL) £ , Y HERABS LB, I EREFHIREARGINEN. FH Glue , BAUHIT L&
BE, PINEEEEREEREBERENTE. EETMRIONEN , A BHERBAS —BREF
& , plan%s —18 S3 FEFEERI TR AWS ERFHE,

(@ Note

BRIBENERARG , FERBHE Glue REBEXERYNT (HUFE ) MAREBRIAT , UK
FUARAE , AAERERERTRERBHR,

£ ARG 2R CloudWatch Dashboards

BB AT LA ELEE fRR 5 R — R EE M CloudWatch Dashboard , LARIE S @A E4 A GIEMEERMN
EEZEOt AESEOEERERNZEEE, BaLlIE AWS CloudWatch & # Dashboards
F, FRENERARAZERSKIERR

SMEBREEER 133


https://aws.amazon.com/glue
https://aws.amazon.com/athena
https://docs.aws.amazon.com/glue/latest/dg/add-crawler.html
https://docs.aws.amazon.com/athena/latest/ug/data-sources-glue.html
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#5224 CloudWatch E&&R4x

Autosav ®
test-d8b73596-us-east-1-Dashboard v 7 “)fe)[ h sh 12h 1d 3d aw  Custom B || UTCtimezone ¥ \-@- save (@8

Cognito Sign-ins & Sign-ups @ i LangChain Stats

Websocket Count Stats ® i Websocket Connection Latency Stats ®

ccccc

o
0200 0400 o4 040
0 00 00 . N ® "
® Connectcount ® MessageCount @ ClientError @ ExecutionError ° ® A esses
LangChain LLM Query Processing Stats H Kendra Query Stats H Kendra Latency Stats. H Feedback Sentiment Count Stats
nnnnnnnnnnnnnnnnnnnnnn
range.
o
453 02:00
020 0 ° 00 030 o4 5:00 o4
L L] e L] L] L] L]

nnnnnnnnnn

BT LA ERRPEBEH /N TR | s3I Amazon Quick Sight &&R R,

ERRESRER S THREER

i S RFFELEFENEDBHER  SBENERDRENHFERARENRERE
HEBEEARGZIMER 2 , LB ERENNERS

BUYSROERE TAESREEEBTEINERFFRIEE

EHEHERR R , SUEERRIEAH B 5 M B ok BBt

WRHEBNRERER

HBEBERRANEHAZFIHERFEN B S M CloudWatch &R , ATEMF RS ENZSEIRIERE, &7
LAfEFELE CloudWatch ERRRHGELLBEARNWHE, EEFEERKR :

1. EEF CloudWatch A&,
2. BREHMEZRIERA MK —FBIAF (VUID) RESTETEENERR.

Flan |, X ERARGIBEM B , TBH WebSocket EiFHEE, FAEEXANGMNEE, LLM RE
SERFTCENRRE , B, ERFUUEABLERRKRILRIPENEE _quantitative _metrics,

BREDBNRERE 134


https://console.aws.amazon.com/cloudwatch/home
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Example

REIBREAZSTRACARFNSERENELER. EAERYNEREMBZEHNE , UEETLL
BErbEEm

7ZH CloudWatch Logs %

LLARR T REFCH Lambda BRBIWVERRR. BE. BEANRETALS. e EEFRCHENASEE

1. £ AWS Lambda F# &+ S K EBERHORE.
2. #11#€ POWERTOOLS LOG LEVEL IRiZ&£ %,
3. KEYRTEABRANAEER,

MFBPE—FHER , FBEAWS Lambda Lambda F#AS1EE) FHEY Lambda RFEEH,

TRIHEFTLURER BREERER,

Level Description
ERROR (#478) BRI EEMEH BREXKNER,
WARNING BRIEEMAREHRYEF -, EF—ES

BYREABNET. BRFBESHERAR.

INFO HREZSERRBEEFINSRENRA, Bttt
4£ ERROR 1 WARNING A&,

BRiE AR SREHEEERTREEEYNET. A
122 ERROR, WARNING #l INFO F8..

F AT 5 FH# CloudWatch Logs SRIZEHTIB = R F R,

1. B BIMEER BEEEE ¢
a. A AWS CloudFormation F# &,
b. BIELMNBEHE,
c. EMERZSIER , XESEMNBE Lambda E#,
d. A AWS Lambda 12 & , REREESEBF Lambda HEH,

#ZH CloudWatch Logs SFIZE 135


https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://console.aws.amazon.com/cloudformation
https://console.aws.amazon.com/lambda

AWS EHERR Al BREARES { Vet
e. $FHEE B Lambda g , BEERERSER , REZRBERE CloudWatch Logs,

f. BREZ/FHEEVIRN BFFHEEE.

BEZ Amazon CloudWatch A,

HEEEPRRNWART , BEERFER,

£ Logs Insights EHE L , ## Logs R5IEH,

RIR 1 HSERFEERE,

BRTIHP—EEEHER , UEHEBIEHRLT

a. BEBFIFMIERAFRAINAMRR :

o g ~ Wb

fields @message
|[filter @message like /(?i)Exception/|stats count(*) as exceptionCount by @message

b. EEMEB A BHEEAE

stats count(*) by function_name

c. EERNMASERRANARTH

stats count(*) as invocations by bin(5m)

d. ZEMEFE AWS X-Ray IDs :

filter @message like "XRAY TraceId"
|parse @message "XRAY Traceld: * " as traceld|stats count(*) by traceld

e. ZERIENEYEE X-Ray JBM#t ID HHEIRV B

filter @message like "your-traceid-here"

f. EERMECREEEN WebSocket 532 :

fields
@ingestionTime,
@log,
@logStream,
@message,
@requestId,
@timestamp,
errorMessage,
#ZH CloudWatch Logs SFIZE 136



https://console.aws.amazon.com/cloudwatch
https://aws.amazon.com/xray/

AWS ERERR Al EAREXBESS BEEmM

errorType
|filter @message like /Unauthorized/ and emessage like /websocket/|sort @timestamp
desc

0. EEMMCRMIERR

filter @message like "CloudWatchMetrics"
|parse @message /"Metrics":\s*\[(?<metrics>.*?)\]1/|stats count(*) as metric_count
by metrics

17HY CloudWatch Logs JE % 137
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FHEASEM

RERBBRARNFEHENS, BEEE. BillEEN API 2E,

RS

AAERRMM GitHub @7 E , THILFERGRNREER , YEGAHAENBEFTER.

AWS SR FNAERR Al BFARRXEZEREHER AWS ZinFHEEH (AWS CDK) BEXE, MEHME

# , 528 README.md &%,

BoEmM

BEMRG RNVFGTUEBRRT, RS RNHENEFERMEM LangChain ZE. &REE
LangChain ( SAELTHRA LangChain EERNE=F ) XENEARERMHE, NBERHFE
ARREENTEERERS R,

RHEXEN LLMs

BEMES —EEERERE , FINERT LLM RHEE  BLFERERSRN T I =@xH

1. B FH TextUseCase CDK & | SIBFEABEF] LLM EHERENIREAER -
a. ERIIFERGEMN GitHub f#7FE |, ¥ README.md ERHEMHNIBERREELNEEBIR
B,
b. 8% (HEMHH ) source/infrastructure/lib/bedrock-chat-stack.ts &% , #§
HELZHAEMWEBE & YA EEH MR A custom-chat-stack. tso

c. ¥ BRPN BRIEFWEREENWER , S0 CustomLLMChat,
d. BRI LURIER Secrets Manager EAFIEZ LR | UEREET LLM HEAER, SAIUET
—BRFWRHNEIX Lambda B , EEEFRAHEHEBELZEAER,

2. BEWEZTE TG 2 BAREME Python BXNEM Lambda B, ¥/ Amazon Bedrock fEAR
B KRR , langchain-awsPython X E @& LangChain £ L5 H BETERSR , JUE
EE AWS ERIRMHE (Amazon Bedrock 1 SageMaker Al), ZIF&E (Amazon Kendra 1 Amazon
Bedrock &IFE ) FMiCEEER ( Hl DynamoDB), E#is , HEREMHEthE 5O HEE
2. WETHEAEZ N ERREMEN Python BXNE , LEEWX Lambda B £ FHIELEE
2z, EEUALLM (FB3), EUMRARP , BFTEEMNRERANEEMEH COK EEEEN
Lambda B, EEABIEERMERENNERIFT layer :
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https://github.com/aws-solutions/generative-ai-application-builder-on-aws
https://aws.amazon.com/cdk/
https://github.com/aws-solutions/generative-ai-application-builder-on-aws/blob/main/README.md
https://www.langchain.com/
https://github.com/aws-solutions/generative-ai-application-builder-on-aws
https://github.com/aws-solutions/generative-ai-application-builder-on-aws/blob/main/README.md
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a. ¥ % source/infrastructure/lib/utils/lambda-aspects.ts ERXFH
LambdaAspects¥EHl,

b. BREMNIEREERFIRMEMN Lambda BEERITHREN ISR ( HIINETIE
getOrCreatelLangchainlLayer’t ) . EEFEMALFAZE ( Hla0
getOrCreateCustomLLMLayer) , FEERIREH#H source/infrastructure/lib/utils/
constants.ts #ZRPALLM_LIBRARY_LAYER_TYPES%I&,

3. #&E chat Lambda RBIAEEHHEENRER. AFRNEEEN,

source/lambda/chat @& @ LLMs # LangChain E#f , AREEBIEL LLMsH X EHEAI, &
Y EERNEREEESNYHEQRFTERNREL LLM,

SEEREERX (/W bedrock_handler.py) @2 AFin, MERBERSENE
MIRRBH , AR get_model 5 EHRHEE LangChain LLM 5, #EEgMI =
£75%% , LA LLM Y EESEE M, LangChain B 81 # Amazon Bedrock #8572
fE , \BFR X & SageMaker Al, RIFEFRFRFIERTRINEE , FILEER WebSocket EIE
X (WebsocketStreamingCallbackHandler = WebsocketHandler) , LAfEH
post_to_connection’ &S EIEEEE WebSocket EAR,

clients/builder EX XIS E R i%E)E A Builder #£3XiEE LLM Builder, H% , 1t
DynamoDB #AREF M [Euse_case_configfEll , FTHREEBCHEE, HECERNEREHN
HiMER. cESSHBNERFRENR , INERSENIRETR,. EESEZEPNERE L JH
E., BUHBRELREBIUHEE LLM WEFERE. AERMERREFEREEER LangChain EIFE
DRBBREANEREREY LLM B, EERNEERRNBEFEARIIE (EAEERIEHE
BRIENBLEARGIHEETEPRMUEAEDIR ) , DynamoDB #HAES 7 3 F A R FIRF 1718,

clients/factories FE X R aAi#HBIEIR LLM AES EE ENYEICEEMNAREER, B
EERRWIEH I AEEEEIENTMEMARESRGCIEEER,

shared FER KRB EEEREIRMAMTERBCNABRENHECLERNIESEEE. CEESEE
LangChain AFAH Amazon Kendra 1 Amazon Bedrock XN EREENES , LAKEEL RAG ERARHIH
X4 , BA% LangChain LLM & & B 89 5/,

LangChain EfEf£f LangChain RIZXNFES (LCEL) RiE S ¥,
RunnableWithMessageHistory3BIARKEEE BT LCEL SEMNHFERE R , BUATEE , 64l
MERNREXH , URFEAEEZZEAERENER (REUEKEZ ) BB , UEREXE LLM,

EREVEHTRHEENERERF , BB

RBVZ M LLMs =
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a. % bedrock_handler.py BRI B VLN EHITREER ( fl@ custom_handler.py),
SBRULWEITHAFH (W CustomProviderClient) ( E FHIZBHIEE ) o

b. bedrock_client.py FRAFRERKHER . SHEHGEA
custom_provider_client.py ( MBI ERBREHRERR , fl0 CustomProvider), &
i ZHPHER |, HlaCustomProviderClient# & B9 LLMChatClient,

f"|||

A LAEA RN A E , LLMChatClientHREBCHEERERELEKE,

get_model HFEEEE CustomProviderBuilder ( EZ2H TSR )  AFHARERLTEWY
2B RER construct_chat_modelW 5%, A EERERENXF FEE Director,

c. EEH clients/builders/bedrock_builder.pyZ®
custom_provider_builder.py , A HE#H B AEA LLMBuilder
CustomProviderBuilder®y &3 (11lm_builder.py). EALAEA LLMBuilder
RENFZE K IRECECNEERBEEELEE., EERTREEAF RN
construct_chat_model A ZAfkFMA |, #la0 set_model_defaults,
set_knowledge_base®l set_conversation_memory,

Zset_llm_model FEMERZAIBA WA ERENMEERELER LLM RE, E8m
g, B LR DynamoDB H#Y LLM #HREHERNrag_enabled variable#y B3I RAG ()
CustomProviderRetrievallLM=3E RAG (CustomProviderLLM) LLM,

WHHRERTE LLMChatClient$ERIH retrieve_use_case_configh & HEEL

d. RIBEREFE RAG 3 RAG ARSI, £11lm_models FERKRHPEMHELEMN =
CustomProviderLLMCustomProviderRetrieval LLME{E, BFELERN XS EINEESD
BI7E3E RAG BaselLangChainModel#l RAG A RHIM F Retrieval LLMEE R 1R,

B LAER 11m_models/bedrock.py BRI ETHENEE K SUFUSBEFFTRMEEN
LangChain # 2, {5141 , Amazon Bedrock f£fChatBedrock#EBIZRE A LangChain BYEN
RIEEH,

B4 FEEMEA LangChain LCEL $#E 4% LLM EIFE,

BB AT LAER get_clean_model_paramsJ5iEXKF{L BB LangChain SERFERWER S
.
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BB XEMN Strands T &

R RARECEZEMNEE MCP AR, Al RERVNSAEBEEXTERE. 2ERASRERRR
B, B LLERE MCP AR=R , AFRABRMBENNIIEE, BRT MCP AR ZIN , 84 AT LAF A
Strands ( #RARFEANEREE ) RENREIE,

WX ANBRAEREFALRE TS Strands TE :

- BRIRFE (FERARA)
- ATER (FERA/RKA)

e Environment

ERAEZESRBEFH MCP RIRESM T EREE , B RKNE Strands TE
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HiFEmR

Create Agent inn

Prompt

System Prompt | Info

Reset to default

Define the behavior and personality of your Al agent. This prompt will guide how the agent responds to user interactions.

You are a helpful Al assistant. Your role is to:

- Provide accurate and helpful responses to user questions

- Be concise and clear in your communication

- Ask for clarification when needed

- Maintain a professional and friendly tone

- Use the tools and MCP servers available to you when appropriate.

Memory management

Long-term Memory | Info
Enable your agent to retain information across multiple conversations

O Yes

Store conversation data for extended periods to improve cantext retention

O No

Don't retain conversation history between sessions

MCP Server and Tools

Available MCP servers and tools - optional = Info
Select MCP servers and tools provided out of the box to add to your agent

[ Choose MCP servers and tools for your agent...

Calculator
Perform mathematical calculations and operations

CI.IFTEI'I[ Time

[ B Tools provided out of the box
‘ ueL current date and time information

— A A J

0 @ Environment
Access environment variables and system information

EEMFAHM Strands TERREHRERRX |, FiE
7
BIE A A/ Strands TH |
filgn
FER 2 . ¥ SSM 2¥

# E7£ Agent Builder 2028 Ul FEt T E
X EPRLE Strands T E,

23 Strands TE

LEBRGEFHANITE,

ERAEPERN M ES R

BETERBEHENHEMBEREER.

= E#TE Amazon Bedrock A EREEZHEE , B UERAENITE

, 5B # AWS Systems Manager 2B EHREZE , LES

1. BEZEER AWS tRFEFAH AWS Systems Manager ZEZHE,

BBIZEM Strands TE
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2. &EF 28 : /gaab/<stack-name>/strands-tools
3. FATS JSON B EN T EHENEERAETENRER

{
"name": "Bedrock KB Retrieve",
"description": "Retrieve information from Bedrock Knowledge Base",
"value": "retrieve",

"category": "AI",
"isDefault": false

}

i Description

name ERABREREAENETEINERERE
description T EIheer e iR

value Strands TEEH#HHERNRY TEELRE
category Ul o T EEEER

isDefault RIBHERR  REEBANERAERAIER

R 3 RERREH

#t% Strands TEZFERREY T REETHE, BZUUEBMELSXNREELEHY
#IE 1 : AgentCore #I1THI L HE1Z4ERE

FHAFENIRES Y | BT Amazon Bedrock AgentCore I {THIEFHHEMWREBRER,
B2 HERETNERBHY

EEXERAEEERNRENELNZNSRE 6 FHERSHERNERESE, ERMIEINRES
BENV_<ALL_CAPS_TOOL_NAME> <env_variable name>2E#HTREBEHZEAREBRERNIIT
IRIE A <env_variable name>,

f5itn

« ENV_RETRIEVE_KNOWLEDGE_BASE_ID B{45 KNOWLEDGE_BASE_ID

BBIZEM Strands TE 143



AWS ERERR Al EAREXBESS BEEmM

« ENV_RETRIEVE_MIN_SCORE f%# MIN_SCORE

7 ENV_RETRIEVE_KNOWLEDGE_BASE_ID #HREMEER S H R

Multimodal support

Do you want to enable multlmodal mput support for this model? | Info
Enable file upload capabilities for images and doc as input.

O Yes

O No

A Make sure the selected model supports multimodal input. See AWS Bedrock multimodal models documentation [ for a
list of supported models.

Advanced model parameters

Model parameters are passed to the model as they are inputted. Please consult the model decumentation to know what parameters the model accepts

Key Value Type

[ ENV_RETRIEVE_KNOWLEDGE_BASE_ID ] [ DCSNGHTVHR ] [ string v ] ( Remove )

Cancel Previous m

A2RRETENXHARRERENS  UBAMENRREH. HRENTE , B0 EFERENGEF

BB 4 - FHI8 1AM 55T
FESEASERN IAM FF O E AgentCore HTHIHITAE , UAHREEXERA T,
flan | EEHEA Amazon Bedrock HikEF AR T & -

1. EEE AWS tkRF I IAM =&,
2. SRAREERXH AgentCore HITHHTAE,
3. ¥ T HIEFH -

{

"Effect": "Allow",

"Action": "bedrock:Retrieve",

"Resource": "arn:aws:bedrock:region:account-id:knowledge-base/knowledge-base-id"
}

IAM 2 & B REEE AgentCore #1THIEI1T A BRI StrandsRetrieveToolKBAccess B %
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bedrock-kb-city-92f77498-AgentExecutionRoleAgentCor-3PyfgwQY9XYS }.r ( petete )
Execution role for AgentCore Runtime
Permissions Trust relationships Tags (2) Last Accessed Revoke sessions
Permissions policies (5) it (@) ( simutate 2 ) (" Remove ) { Add permissions ¥ )
NN J \ J

You can attach up to 10 managed policies.

Filter by Type

| @ search || Alltypes v 1 @
Policy name |2 a Type
[ AgentCoreMultimodalPermissionsPolicy356D96A1 Customer inline
[ AgentCoreRuntimePolicy Customer inline
[l AgentExecutionRoleAgentCoreRuntimeMemoryPolicyBBOD1A2D Customer inline
[l AgentExecutionRolelnferenceProfileModelPolicy912018F8 Customer inline
( [E] StrandsRetrieveToolKBAccess 3 Customer inline
StrandsRetrieveToolKBAccess
1~ {
2 "Version": "2012-10-17",
3~ "Statement™: [
4~ {
5 "Sid": "BedrockKBAccessTool",
[ : "Allow",
i 8 (C
8 "bedrock:Retrieve"
< 1.
18~ "Resource": [
11 "arn:aws:bedrock:us-west-2:012345678901: knowledge-base/DCSNGHTVHR"
12 1
13 }
14 1
15 3
\, 7

BN ESTRRB I EMAFRTE. FSETEOXHN AWS RBTHE , SUHERERE 1AM 3
.

SBR5: AEAEEN

v

TREESRE  ARENRKERANRETAERSE
FEITEMUA.

IEFEEF, CERZEEFRAENHTHFENCLE

ERAERDERMNT EROEFRBERLERNEE
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aaae Generative Al Application Builder on AWS 2 admin ¥
®

agentbuilder: bedrock-kb-city c

o What is just one of the skate parks in the city?

e I'll search the city's Parks and Recreation knowledge base for information about skate parks in the city.

Based on the knowledge base, one skate park in the city is Ashbridges Bay skatepark, which attracts
skateboarders from across the city and province.

Called retrieve ¥

retrieve

al

Ask a question

£ >

0/30k characters. Only supports up to 20 images and 5 documents per conversation. See help panel for supported file types. Use of this service is
subject to the Third Party Generative Al Use Policy [2.

® Note
MFEAA Strands TERHINEENTRIBE |, 35260 Strands 48 T B XX 4,

REXENABENAFCEREEE

BEMEHRELCBRENNBENEE , 5 shared ERRPFEAMFENEE , ARFEIHENEE
HIBIR | LEIE LRI BT ER,

ELRMERESEEFEHRERN LLM HEER |, #gA%80 LLM BB ENHFECRERERA

HFE. Bl , ConversationMemoryTypeE $EE A DynamoDB B , & #1TE

#2 DynamoDBChatMessageHistory ( A& AE{§shared_components/memory/
ddb_enhanced_message_history.py). & KnowledgeBaseType {EE A Amazon Kendra

B, 22 #1788 KendraKnowledgeBase ( AJ#E WEISshared_components/knowledge/
kendra_knowledge_base.py),
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EENMHNEEAREE

£/ npm run buildFEERERN. MREMEIRE , FYIT cdk synthAEBEEHAERNME
Lambda EEO

1. B LAEA0/stage-assets.shiERE , SEANEENEEFHEFIRFPNRERETE.
2. FATIHRSRFBEIEHRTES :

cdk deploy DeploymentPlatformStack --parameters AdminUserEmail='admin-
email@amazon.com'

R E M AWS CloudFormation 2 th FEZZE2 AdminUserEmail 28— {2124,

EHEE
EIE Cognito FAEEE

EBEERAREF , B Amazon Cognito FAEEEUREESFRAE , URHEABRIXNE 5 RFE.
WEAEEESEDEERBNMECARGIXA, BEERREREINEEEXAESEHESBMEA
BEBRRBEBAMEFEARGINEFEE, LL#E R21EIB Amazon Cognito £ & K [EFHHIEAL,

REXRRBBEARE , MRREHREFEHMG , ASERACREREREMERE , UAREHEBER
RARBIES NEMAEFRE. AR MEUNEHAESHEE #iE  ETERAEFREARGNER,

NREEERHEMFERENBEEENEARS , BALUBIBE Cognito FREEEFREIMERAE , I
i =R EFEEMAEFRNERARS (&) BRNEERERILBER. WFstep-by-stepts
M, 2R AWS EEFRATNEVHERE.

E&it  NREHEEEVHMEREMFAE  AIXERYFNERSE  YEFEEEREEETNE
HEEHE,

EAERBRBEBE <IEAREREFBHN Mo RELe , M MEENERREM UUID (HiE
EEEFEAE-adminIBERT ).

EHERSIERD , KALBINCEAEARGERE (WRBEFRMHN ) MEARS VUID BBIZM
BEEARMNERESRENEE,
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HiEEE

APl 2&

RERMHRT RN APl 2%,

EEERR

REST API

/deployments

/deployments

/deployments/
{useCaseld}

/deployments/
{useCaseld}

/deployments/
{useCaseld}

/model-info/
use-case-types

/model-info/
{useCaseTypel}/p
roviders

/model-info/

{useCaseType}/{
providerName}

/model-info/

{useCaseType}/{
providerName}/

{modelId}

HTTP 7%

GET

POST

GET

PATCH

DELETE

GET

GET

GET

GET

WSmAEHE.
= vl b I E S
E.

WMEE—HENIHE
FAAIE R~

EXEEENERE,

ERIEER B E

HMSEFTHNER
E bk

MEEEFERARIE
B ARERASE

WMSHEREENE
FRGIEE A A AR

# |Ds

WEEERENEE
&, SREERBH

o

RERES

Amazon Cognito B &%
B JWT F5F

Amazon Cognito B& 3%
B JWT Z4F

Amazon Cognito B& 3%
B IWT F&F

Amazon Cognito B& 3%
B JWT 25

Amazon Cognito 5 &
B JWT F5F

Amazon Cognito B &%
B JWT F5F

Amazon Cognito B &
B IWT Z5&F

Amazon Cognito B& 3%
B IWT Z&F

Amazon Cognito B& 3%
B JWT =55

AP| &%
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® Note

OpenAPI| %1 Swagger #ER th o] LAfE API Gateway [BEH |, LAEEE API B4, EFSE% API
Gateway [EH REST API,

POST # PATCH #&#{

TR B POST AMEH/deployments , BT , ERE I EREH,

"UseCaseName": '"usecasel",

"UseCaseDescription": "Description of the use case to be deployed. For display
purposes", // optional

"DefaultUserEmail": "placeholdereexample.com", // optional, if not provided, the
Cognito Group and User will not be created
"DeployUI": true, // optional

"VpcParams": {

"VpcEnabled": true,

"CreateNewVpc": false,

// provide these if not creating new vpc
"ExistingVpcId": "vpc-id",
"ExistingPrivateSubnetIds": ["subnet-1", "subnet-2"],
"ExistingSecurityGroupIds": ["sg-1", "sg-2"]

},

"ConversationMemoryParams": {
"ConversationMemoryType": "DynamoDB",

"HumanPrefix": "user", // optional

"AiPrefix": "ai", // optional

"ChatHistoryLength": 10 // optional

},

"KnowledgeBaseParams": {

"KnowledgeBaseType": "Bedrock",

// one of the following based on selected provider
"BedrockKnowledgeBaseParams": {
"BedrockKnowledgeBaseId": "my-bedrock-kb",
"RetrievalFilter": {3}, // optional
"OverrideSearchType": "HYBRID" // optional

},

"KendraKnowledgeBaseParams": {

"AttributeFilter": {3}, // optional
"RoleBasedAccessControlEnabled": true, // optional
"ExistingKendraIndexId": "12345678-abcd-1234-abcd-1234567890ab",
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// provide the following in place of ExistingKendraIndexId if you want the solution to
deploy an index for you

"KendraIndexName": "index",

"QueryCapacityUnits": 1, // optional

"StorageCapacityUnits": 1, // optional

"KendraIndexEdition": "DEVELOPER" // optional

},

"NoDocsFoundResponse": "Sorry, I couldn't find any relevant information for your
query.", // optional

"NumberOfDocs": 3, // optional

"ScoreThreshold": 0.7, // optional

"ReturnSourceDocs": true // optional

},

"LlmParams": {

"ModelProvider": "Bedrock | SAGEMAKER",

// one of the following based on selected provider

"BedrockLlImParams": {

"ModelId": "model-id", // use this for on demand models. Can't use with ModelArn

"ModelArn": "model-arn", // use this for provisioned/custom models. Can't use with
ModellId,
"InferenceProfileId": "profile-id"

"GuardrailIdentifier": "arn:aws:bedrock:us-east-1:123456789012:qguardrail/my-
guardrail", // optional

"GuardrailVersion": "1" // optional. Required if Guardrailldentifier provided.
},

"SageMakerLlmParams": {

"EndpointName": "some-endpoint",

"ModelInputPayloadSchema": {3,

"ModelOutput]JSONPath": "$."

},

// optional. Passes on arbitrary params to the underlying LLM.
"ModelParams": {

"paraml": {
"Value": "valuel",
"Type": "string"
I

"param2": {
"Value": 1,
"Type": "integer"
}

},

// optional
"PromptParams": {
"PromptTemplate": "some template",
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"UserPromptEditingEnabled": true,
"MaxPromptTemplatelLength": 1000,
"MaxInputTextLength": 1000,
"DisambiguationPromptTemplate": "some disambiguation template",
"DisambiguationEnabled": true

.

"Temperature": 1.0, // optional
"Streaming": true, // optional
"RAGEnabled": true, // optional. Must be true if providing KnowledgeBaseParams above.
"Verbose": false // optional

},

"AgentParams": {

"AgentType": "Bedrock",
"BedrockAgentParams": {
"AgentId": "agent-id",
"AgentAliasId": "alias-id",
"EnableTrace": true

}

},

// optional
"AuthenticationParams": {

"AuthenticationProvider": "Cognito",
"CognitoParams": {
"ExistingUserPoolId": "user-pool-id",

"ExistingUserPoolClientId": "client-id" // optional. If not provided, the solution
will create a client for you in the provided pool

}
}

HREHN , BRELAMEE , B -EE85E

- BEEEHEARGER
- ERARGIRBHELERE VPC 2 , TRREFRZLHEN TR, VPC AHEEEE,
« MREAREREI Kendra RE|MARBE , AIRZE2EXREINERE (Hl

KendralndexName. QueryCapacityUnits)

HHEMZRS APIs

T%| REST API i 208 A X F#1 Bedrock R ERE I H A :
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HiEEE

REST API

/details/
{useCaseC
onfigKey}

WebSocket API

/$connect

/$disconnect

£ F RBIFFHERA AP

API i R R EUAS TE £ R ROV E AR FHAI &

HTTP 3% Ihee REREE
GET RSB EFERARGN Amazon Cognito B& &
HAREEEME A, B JWT Z5F
Ihee REREE

BXE) WebSocket H#5 It B 3%
B&,

& WebSocket E 42 H [ B 0y
Y s B o

illll

GET /details/{useCaseConfigKey}

Amazon Cognito BF&EHI JWT
TR

Amazon Cognito B& & JWT
FHR

B EERNRECARGNERFRET K SREESY, JBERENHMIEEERA. ©FE
Amazon Cognito BRFEH JWT BR T EETIRE,

NP ER =

WebSocket API

/sendMessage

Thre

BERENHRAREEE
WebSocket , AERZEN
LLM BEHEITERE,

RERESE

Amazon Cognito B&F&H JWT
TR

N FE R SR
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REST API HTTP A& IhEE RERESL
/feedback/ POST RS EFEARGIN Amazon Cognito B2 3
{useCaseld} FEREEREOEE, B JWT =4

sendMessage &&
MRBEEZE /sendMessage API B S | BIXEESF TIFERNMEEASHER,
B RAR

{
"action": "sendMessage",
"question": "the message to send to the api",
"conversationId": "", // If not provided, a new conversation will be created, with the

conversationId returned in the response. All subsequent messages in that conversation
(where history is retained), should provide the conversationId there.
"promptTemplate": "", // Optional. Overrides the configured prompt

"authToken": "XXXX" // Optional. accessToken from cognito flow. Required for RAG with
RBAC

BHER Type R e

Bk String B a1 EME X & WebSocket £
# TsendMessage. Bk

& String EEXELLMANEAERA

conversationld String BIEEER UUID, IR K
R, AEBIHNEE,
It 7£ Bl FE H{E B conversat
ionld, ZBFEFHFIERENRA
B (BH5LEREELEH/N
BHNE ) BEXHFEHRM

conversationld,

promptTemplate String [iEMA] BEHFARWRTRER, MR
AZTZDRREM , SERATE
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HiEEE

LR Type

authToken String

(] fE A &R
[ =8 [l FE

[(ER]

REA

R EMNR R, DEAREEN
HRBEEBEENTEEMNE (A
JE RAG Sagemaker Al Zf&
89 {history} M {input} , ZNERFFT
BHBEMEM RAG |, RIFE

{context}.

£ cognito BFE REEEBH
accessToken, FHABETTF
B4 (RBAC) M4 RAG
EREMEIX Websocket i 2h
B, ERLEMN. I JWT Z4&F
F# cognito : groups E& &
B AN EEI¥ Kendra &3]
XHETFEL. JERAG AR
BIFZEE NS H., £ RBAC
M RAG FRARGIEFFE,

WebSocket API 4§35 1 ( MMREASER ) RNZE ( WRBRARR ) JSON 4Ok  SEEHNE

BT,

{

"data": "some data",
"conversationId": "id",

}

BHER Type

&8 String

A

WMRBARR , AR LLM &Y
CIFEESR , REECE,
REASR , AEBEEEESX
B&ERAAS END_CONVE

N FE R SR
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SHER Type FREA
RSATION K EIFE , Ui HE
— R Bl R R o
conversationld String It sourceDocument [El FEFT B
HYEEE 1D,
AR S - B FE
MREEH RAG FARGIZRERBRRFENG , CHLEEAREYEENSERFEX4NSERES
REFWEI T HIESH,
{
"sourceDocument": {
"excerpt": "some excerpt from the",

"location": "s3://fake-bucket/test.txt",
"score": 0.500,

"document_title": null,

"document_id": null,
"additional_attributes": null

}’
"conversationId": "some-id"
}
BYER Type R e
i String IR H-H %o
g String RIRNXHMILE, EBURRE
ARNERRRMAZERR |
{BEERER s3 URIs SRFIL 2 58
AR,
T Number | String XA ¥ FE R PR R RE /Y AT 4E
E. Y7 Bedrock , ESE®R
0% 18 ZBE , ¥ Kendra
BlA%E (I HIGH, LOW
%),
XFEARM 155
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SHER Type FREA

document_title String BERREXGHNEE, EEHA
REA Kendra B,

document_id String BERRXHR ID, EEAR
£ Kendra B,

additional_attributes String SISt ENmER
ft BB 1, GnFEER BRRY &5 B P
EHB

conversationld String It sourceDocument [El FEFT B
HY¥SEE 1D,

E R EEE AP EE

AT RIREEY POST A E &l /feedback/{useCaseld} , eS¢ YIS EEARFIRIEAEZRMD
£ -

"useCaseRecordKey": "12345678-12345678",
"conversationId": "12345678-1234-1234-1234-123456789012",
"messageld": "12345678-1234-1234-1234-123456789012",
"feedback": "positive",
"feedbackReason": ["accurate", "helpful"],
"comment": "This response was very helpful.",
"rephrasedQuery": "What are the key features of Amazon Bedrock?",
"sourceDocuments": [
"s3://bucket-name/documentl.pdf",
"s3://bucket-name/document2.pdf"
]
}
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HiEEE

Bedrock Agent £ F R4l

WebSocket API

/invokeAgent

invokeAgent & &

Thee

KERENFAEEEE
WebSocket , LAMEFEAZEN

REEXNETEE,

R

Amazon Cognito BF&#HI JWT

7N

MREEEE S /invokeAgent API |, BIABEEBSF THIFERIEEESEN

{

"action": "invokeAgent",

"inputText": "User query to the agent",

"conversationId":

, // Optional. Empty conversationId implies a new conversation.

When not provided, a new conversationId will be created and returned with the
response. All subsequent messages in the same conversation should provide the same

conversationId (i.e. chat memory/history is maintained).

"authToken": "XXXX" // Optional. accessToken from cognito flow. If provided, it needs
to be a valid IWT token associated with the user

}

LR
B{E

inputText

conversationld

Type

String

String

String[Optional]

A

A& X8 WebSocket LY
invokeAgent BEj{E,

EEXELLM WERAE®E A,

ME—RBIEEER UUID, IR
BIARMEE  BREESE
MEFREEE  YELEHERDR
conversationld, Z¥I5EFHIFR
EREIE (LERERLR

Bedrock Agent & F 5245
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SHER Type FREA
HMABRHNE ) HEEXE

24t conversationld,

authToken String[Optional] #& Amazon Cognito BR &R T2
HEY8H accessToken, ~E
B8, nREEMHE , 8
gRE JWT 8. EEBRE
BRERLHERGTZE,

(] fE A &R
& RE [l fE

WebSocket API # LA — 1l ( IREFEAHFR ) RS\ ( MRBAFHR ) JSON YHLEE , BEEH
BB,

{

"data" "some data",

"conversationId": "id",

}
BHER Type ZR e

&x String REERAEFAANELE,
conversationld String HEERY 1D,
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ABABLRAS RN ERNKEER, MBRRNIER , URARILRR SRR ESAE,

XER LLM e

BORTRAETS LLM RHERS

1. Amazon Bedrock
« X4 : https : //https://aws.amazon.com/bedrock/
- XEMER
+ Amazon
* Nova Lite
* Nova Micro
* Nova Pro
« Al21 Labs
« Jamba 1.5 Mini
+ Jamba 1.5 Large
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