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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html#what-is-drift
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v2-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v4-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis3v0-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/pci-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/nist-standard.html
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https://aws.amazon.com/cloudformation/
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https://aws.amazon.com/security-hub/
https://aws.amazon.com/eventbridge/
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cwe-custom-actions.html
https://aws.amazon.com/step-functions/
https://aws.amazon.com/lambda
https://aws.amazon.com/dynamodb
https://aws.amazon.com/iam/
https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://aws.amazon.com/sns/
https://aws.amazon.com/sns/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/performance-efficiency-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html

AWS FHBEE{LRZEEE HiEEm

- BARFREIVREEINEAEBNER,
- EEERFPERA SSM BELHRESR

KA
AR AR 0 AT 5 PR AR AR B TR B A B B AR A ML AR T R,
- EARERE T REREERE BRI

KRN 9


https://docs.aws.amazon.com/wellarchitected/latest/sustainability-pillar/sustainability-pillar.html

AWS FHBEE{LRZEEE HiEEm

REFFHEN

RETFREAB L BR T AV ST AWS BRES | BAKIE £ o4+ 404 — i B AV SR B S B F AL

AWS Security Hub &

EBEautomated-security-response-admin#&@&E AWS Security Hub CSPM H) BET B1{ETh&E
&. & AWS Security Hub CSPM =2 AEAER — T 81F > A ASR 188K , ERNRAEERE
&% = EventBridge I #5258 THERE,

Bk S 5T M AWS Systems Manager Runbook 4ZEf£f automated-security-response-
member.template#l automated-security-response-member-roles.template
CloudFormation Ei42f B ZIFTH AWS Security Hub tRFE ( BIEEMKE ) . MFEHMAENA ,
F. WEERAHFEEFRFPBEEBEE,

3
¢
b

£ A& A LAE A Amazon DynamoDB k2 #IFZE £ BBV M, BB SERBEFTERNRG
AWS Security Hub i , BN ARBBEBFTEN S BEEE, RIBEREE , EBRBESHA, LBERATER
HEFERFEIBEHEEERE DynamoDB ERRKEE,

BikFEE

AWS tH BBt ZLEEFEABIRFAES , UBERFACETENXAERSEE, ELACEEMR
RARREHBEREIHERS. SESHBEERENACR, TERFHINEEREFSEEHT,
DEZERENIRFPREIBEAR. SERBAKRFAMTEZTEHLERN AWS Systems Manager
Runbook 11T,

Fff

—HEEEIANBAEFFMNES . EAEERRSRN SARRE, ENNBRFR. NFS
BFMPZREENER , F2RAXASER - Fi. KERTRENETSIFM :

- Security Control , B8 AWS Security Hub W& ffi2HIRERZERINee— R F M , MM 2023 F£2 A
23 Ho

/A Important
F Security Hub A & SHEGIMEBER | ER M —ERAEMRA R BANFM,

AWS Security Hub & 10


https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/en_us/solutions/latest/automated-security-response-on-aws/playbooks-1.html

AWS EHEBIb LR EE BEEmM

Center for Internet Security (CIS) Amazon Web Services Foundations E 2815, | 1.2.0 bk , 2018
5 H 18 A&,

Center for Internet Security (CIS) Amazon Web Services Foundations EZE8I5 | lRA< 1.4.0 , 2022
F11 A 9 B&M,

Center for Internet Security (CIS) Amazon Web Services Foundations E 815, | 3.0.0 ki , 2024
F£5 8 13 B&#,

AWS Foundational Security Best Practices (FSBP) 1.0.0 i , 2021 £ 3 A & f,
TR FEZEERLZSEE (PCI-DSS) 3.2.1 ki , 2018 &£ 5 A&,
B SR BT RFZE AT (NIST) 5.0.0 KR , 2023 % 11 B 84,

ERE#RIR 5 IAY CloudFormation & , B FMEIAIMEIER , EBFEANARA THY iz e
BEMAEHE.

Sl

AWS B35 L HEIR £ EIfEZE — CloudWatch Logs B¥#E SO0111-ASR, S AA S MRS RV
fhEcex , ARSI ANEERARAL R,

|

I A
I f#3R 75 2=24E A Amazon Simple Notification Service (Amazon SNS) EERBMEER R, BOLUE
Lt X REMFTRIRIBER RS RONEE, Sl , B LVEEEFHHEANNERHEERE,

+ SO0111-ASR_Topic - AR EXE B #ITIEEREEN — R EFAMEBRAE,

+ SO0111-ASR_Alarm_Topic - AR EREEPR —ERRARNERFEHBEN , RTEBALRRW
FERIRREE,

LEERRTT =AE AWS BRFE

BREREALT B, RURBREER BRER , MXERB A SEEZORE,

EL W S 11


https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v2-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v4-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis3v0-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/pci-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/nist-standard.html

AWS EHEE{tZ2MEE

HiEEE

AWS BR#%

Amazon EventBridge

AWS IAM

AWS Lambda

AWS Z £ H4E

AWS Step Functions

AWS Systems Manager

AWS DynamoDB

AWS CloudTrail

Description

B EventBridge # B AR B #EE AWS
Security Hub #1 AWS Security Hub CSPM 2 H
E4,

Bib. BEFZAE , UAFETEERETE
&,

Bl EREZME lambda BN¥ , HZBRE B
27 A SRIE B R,

B EL AP| Gateway B & 2 R R Web Ul
YR

B REFRME AWS Z2AREEH TEMRIR,

B, EBEBWHFARR , £H AWS Systems
Manager API FEOY 3R 818 X4

B, ZBE System Manager BE)ML X , HAh
DEMRRE ZREHITHIEE RS,

ERSBFHEREEFRRSRPEERNERE

1=

A fE o

B #§ ERBITHERRETEESEIRSNED
B, BIRECIEMAYBERE,

TR AWS Security Hub & AWS Security Hub
CSPM EXMAERER.

FREENBRRS RIEETEER,
REI@RE R Web Ul IERERFER.

XiE, BRRARYE AWS ERFIHHNEE |
I 7 CloudWatch &R LB TRELEE,

BLARIRTT SR AWS RS


https://aws.amazon.com/eventbridge/
https://aws.amazon.com/iam/
https://aws.amazon.com/lambda/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/step-functions/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/cloudtrail

AWS EHEE{tZ2MEE

HiEEE

AWS BR#%

Amazon CloudWatch

Amazon Simple Notification Service

AWS SQS

AWS Key Management Service

AWS Config

Amazon S3

Amazon CloudFront

Amazon API Gateway

AWS WAF

Amazon Cognito

Description

x&E. BPETEFMAGHNECEE R AR
o WEREERBETRHWEITERR BTSN
o

x&E, BEBETHKRRIEANN SNS £,

X, BIHFEEE  BEEIRG RAILFTHT
1EE,

£/ Lambda EventSource M 41 #E& Lambda
1T,

XE. ARMZAEREITEE,

T, 08B AWS Security Hub &8¢ 55 B9
BER.

x&E. FREHNEERELREENBAFER.

HEERTT R Web Ul EERE-—AHERAER
(SPA).

XE. RHEMFERTTEN Web Ul

XE, BYMBRERN REST APl AR E £/
%ﬁﬁo

XE, REHERTTRB Web Ul,

XE. ARBRENRETEERTT RN Web
Ul,

BLARIRTT SR AWS RS


https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/sns/
https://aws.amazon.com/sqs/
https://aws.amazon.com/kms
https://aws.amazon.com/config
https://aws.amazon.com/s3
https://aws.amazon.com/cloudfront
https://aws.amazon.com/apigateway
https://aws.amazon.com/waf
https://aws.amazon.com/cognito

AWS FHBEE{LRZEEE HiEEm

BB EREDE

RERATBIR T RZAMNEA, WikTE, XENAWS B, BERENHEMEEZEEEE,

Cost
AR E BT I ARR S R AWS BRIERA,
BB, Bt EARES

o /NEIERE (10 EINRF , 1 BEE - EEEIP/ALEB. #HZEEM ) - A 300 EE@EH 14.70 £

o HAEINE (100 @IRF |, 1 EESE - EERIF/ALE. #FEEM ) : A 3, 000 EE#HH 106.40
ETT

- KEEEE (1,000 1EIRS , 10 BE ) : §A# 7, 360.00 USD # 30 , 000 {E5H

/A Important
BERTEEE, NFETEFMEN  F2RLBRARPEANESE AWS RENEEEH,

(@ Note

T AWS RBEUERENR - EFUREBEANEERKERE, ERERATREAIERE
HEBEHH,

BEREIEIR AWS Cost Explorer BN F8E , UHBIEER A, ERTHEDR, WETEFME
A, F2RLERS ZRPEANEE AWS BREHNEEBHEE,

AR R ED
AT ILARIRTT R A BURRA T 5IE % -

« AWS Security Hub FREIRFHEE
- (ERATEBFERABENHE
- BENERE

Cost 14


https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html

AWS EHEE{tZ2MEE

HiEEE

LR AREATI AWS T, EERBENERELERS. EEHMEBANNE, PEMAEA

o

AR 7%

AWS Systems Manager B &)
1t - SBHE

AWS Systems Manager B &)
1t - TRISERE

AWS Systems Manager E &)
1t - =

AWS Systems Manager E B
1t - EREH

AWS Security Hub CSPM - &

ERE

AWS Security Hub CSPM - 2

KRS

REFR
BREIR

BREIR

BREAIR

BREOR

BREAR

B 10 , 000 {@events/account/
Region/ A 2R &M, Sk
Security Hub &£ 422 1H B3 B
A REERE 1,

EfE [uSD]

BEEATRASEHESESR
ER 0.002 USD, R LIRS
BEL , SEEEMFFIRFF
PITHFME L RAST ARR
MRS

&H{@aws :execu

teScript BESTBREVHS
IZEY 0.00003 USD,

8 A% GB0.046 &£t

S8 GB 0.900 £ ( BIE
FE R out-of-Region)

B 100 , 000 &Rchecks/a
ccount/Region/ZF A BRI E
0.0010 E T

T2 400 , 000 skchecks/a
ccount/Region/ZF A BRI E
0.0008 USD

#8i@ 500 , 000 #’checks/a
ccount/Region/ZF A BRI E
0.0005 % 7T

#8i® 10 , 000 {Eevents/a
ccount/Region/& A S{EZ=#
0.00003 £t

AR &


https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/security-hub/cspm/pricing/
https://aws.amazon.com/security-hub/cspm/pricing/
https://aws.amazon.com/security-hub/cspm/pricing/
https://aws.amazon.com/security-hub/cspm/pricing/

AWS EHEE{tZ2MEE

HiEEE

AR 7%

Amazon CloudWatch - &

Amazon CloudWatch - {& %k

Amazon CloudWatch - /R

Amazon CloudWatch - BE&

A
=

REFR

ERERRER (5 7EEE )
10

RIS (W 1 D HEME
%) 1

100 E1@ API 5Bk ( Fill
AR GetMetricData, Getl
nsightRuleReport  GetMetric
Widgetimage)

3EKRMR , BAKZ 50 AER

10 BERER (TERRS#
MEER)

5GB E#l ( H Logs Insights
EHFHENER, HERFFN
&)

EfE [uSD]

Bl 10, 000 EiEHRBATEE
0.30 £t

ETRM 240 , 000 fEIEEE
A%A%®\A 0.10USD

ETRRE 750 , 000 EEEE
A#A%A 0.05USD &

S AR 1, 000, 000 E1EE
& 0.02 USD

AP| FEAU4 1, 000 fEFESR
0.01 £t

BT ASEZERR 3.00 X

ERRATE 60D ) SEER
KB RAS 0.10 £

BRNE (109 ) SEERE
BHRAS 0.30 57t

BREEMERERASEETR
0.30 USD

EEMEERENSEE RN
A% 0.90 £ 7T

BEERNESHASR 0.50 %
7T

# GB 0.50 &7t

AR &


https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/

AWS EHEE{tZ2MEE

B

M

AR 7%

Amazon CloudWatch - B &6

1z

AWS Lambda - 553K

AWS Lambda - {85

AWS Step Functions - kA&
#

Amazon EventBridge

Amazon SNS

Amazon SQS

Amazon DynamoDB

REFR

5GB ##l ( H Logs Insights
EHF RO, HFE#EFN
&5

BA IMBREBS

# A 400, 000 GB HY:E & K ]

B A 4, 000 REEREE R

AWS FRI5 BB TR IRERE
EHERREN

= A #1100 E{@ Amazon SNS
EREREMN

& A 87 100 E{@ Amazon SQS
EREREW

Bl 25GB M FZEREREN

EfE [uSD]

FHERS GB 0.005 X7t

£ 1M00 BE7EK 0.20 &7t

# GB-# 0.0000166667

USD, #FERENERIURR
LRERHBNCRERE,
A IR HENRKRRE
B2 128MB £ 10 , 240MB 2z
BB , X 1MB REMSE

#,

Z%&%8 1, 000 fE/MEH 0.025
e

EHESSESE (il =N
EHE2::

$£=7 (SaaS) EHfEEM—8T
EXTHEH

Bk FE4SEE 100 BXT
R E R FE4

Z %% 100 BEFEX 0.50 %
7T

Z%&% 100 B2 1, 000 R 1E
AR 040 £

ZEE 100 BR—HERAE
A 200 £t

AR &


https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/lambda/pricing/
https://aws.amazon.com/lambda/pricing/
https://aws.amazon.com/step-functions/pricing/
https://aws.amazon.com/step-functions/pricing/
https://aws.amazon.com/eventbridge/pricing/
https://aws.amazon.com/sns/pricing/
https://aws.amazon.com/sqs/pricing/
https://aws.amazon.com/dynamodb/pricing/

AWS EHEE{tZ2MEE

HiEEE

AR 7%

AWS Key Management
Service

Amazon Cognito

Amazon CloudFront

REFR

& A 20, 000 @SS

1f Essentials A& |, &
10, 000 BE AERAHRERAE
=REN,

AR BEEAEEBAL AP
(SAML/OIDC) Bask i | thn &
FRAS BERERAPRERE

o

REHRTE 1 TB WERE
#W, LU%&A 10, 000, 000
{8 HTTP = HTTPS &R

EfE [uSD]

& 1 8 KMS £ 1.00 £t.
£ 10, 000 {@ API 5k 0.03
X, HREEERFEER

B KMS €88 , S8 E—
RHEZRwmEBMEA 1
USD ( #/DEFLES] ) BIRRA,

EE R AREE KMS
REZE(L (S3 EETES
i®. 60 28E SQS BRI &R
EEFEMA. 598 Secrets
Manager fREX ) , AT# KMS
API IR A4 70%.

i 10, 000 BEAENE A
ERREME 0.015 & 7T,

(US/Canada/Mexico) 5 —1{@
9TB A% A 0.085 XJt., &
T2RHK 40TB A% A 0.080 =

TCo

&H{@E HTTP 553k 0.0075
Ex, BEHTTPS &R
$0.0100,

AR &


https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/cognito/pricing/
https://aws.amazon.com/cloudfront/pricing/

AWS FHBEE{LRZEEE HiEEm

PR %% GREBEHR E& [usD]
Amazon S3 mEERR B 50 TB A& A& GB 0.023
USD,

# 1, 000 f& PUT, COPY,
POST. LIST &3k $0.005,

# 1, 000 {8 GET. SELECT

MPArE HAFER $0.0004,
Amazon APl Gateway FEAME 12@AR 100 )X  ®13.33EE API HIUSEE
REST AP| FERY, 350 =TT,

KMS B A& fE1L
B 3.1.0 lRE , HABRGREE KMS REBE( , THEBEBRIERRIEELN 70%

- S3RAFIESE . M2 S3 MBRIEMN KMS GenerateDataKey 04
- SQS EXEHREEFER : AEMEN 60 2 #EREVARM
« Secrets Manager tREX : Lambda BREHFHI 5 78 TTL

MEERE  ELEHREHK S BRENTEIERENIEERS 10-15 BY |, AFRERE , MASHEE
E

EEHS (AR )
g6l 1 : A 300 fEEH

- 10 fEIRF. 1 ER=SE

« #&{faccount/Region/month 30 1E1&#

« #{Baccount/Region/month 2 #Y 500 1@ Security Hub FEREEE
- Web Ul E=H

- BEEFEER

- BAMKA 1470 E5T

KMS R A& fE1L 19


https://aws.amazon.com/s3/pricing/
https://aws.amazon.com/api-gateway/pricing/

AWS EH BBt R MEE

HiEEE

AR

AWS Systems Manager B &)
1t

AWS Security Hub
Amazon CloudWatch Logs

AWS Lambda - &3k

AWS Lambda - B S

AWS Step Functions

Amazon EventBridge #3 Al

AWS Key Management
Service

Bl 12

S . ~4 BLSER * 300 E&HE
*$0.002 = $2.40

BHERERT : 10 # * 300 {E{&4@
* $0.00003 = $0.09

REAFTERS
# GB0.50 5t

300 {Ef&# * 7 K =
2,100 @S>

5,000 EAEHER * 1 @FE3
=5, 000 {EFE>

$0.20/1 , 000 , 000 fEIFER =
#|IXFER $0.0000002

(512MB FEiEE )

4,000 Z# * 300 fEEHE
$0.0000000083 = $0.00996

449 Z® * 5, 000 AFEER
*$0.0000000083 = $.0186

19 {EHRREEEH# * 300 @154 =
5,700

$0.025 * (5, 700/1 , 000) J/
# = $0.14

BRATKE

1 fE&8 * 10 @RS * 1 E=
5 $1=9$10

( INBR/ERZR APl FER )

#HEA [usD]

249 7T

0 USD
<0.01 &£t

0.00142 %=t

0.029 &£t

0.14 &£t

0 USD

10.02 £ 7T

EEES (8R)

20



AWS EH BBt R MEE

HiEEE

AR 7%

Amazon DynamoDB

Amazon SQS

Amazon SNS

Amazon CloudWatch - 52

Amazon CloudWatch - &4k

Bl #REHM [usD]

(300 fEMEHE * 2 EFER ) +
(5,000 EFREER 4 EE
k) =20, 600 fEZE:>

£/ KMS tRER : 20 , 600 *
0.30=6, 180 fEFER

£ 10, 000 fE75E>R $0.03 =
$0.03 * (6, 180/10, 000) =
$0.02

$2.00* 1, 000, 000 EEXFME 2.0625 %t

A =$2.00

(FAEHERK ) 15MB * 10 &
MRS * 1 {EEE = 150MB

(EsEFcEkk ) 10MB * 10 {&
WS * 1 {EEE = 100MB

#A® GB0.25 %7t *0.25
GB =0.0625 %7t

$0.40* 1,000, 000 fEZEk = 0.40%x

$0.40

$0.50 * (600 /1, 000, 000 {8  0.000 %73

BEH1) =$0.0003
( BEREHEEE) 210 £
$0.30 * 7 B BETHE1E = $2.10

$0.01 * (300 put metrics API
call/ 1, 000) = $0.003

$3.00 * 1 fEE =R = $3.00 3.00 &£t

EEES (8R)

21



AWS EH BBt R MEE

HiEEE

AR 7%

Amazon CloudWatch - /R~

Amazon CloudWatch - X-Ray
1E Mt

st

Bl #REHM [usD]
(BFERERER) 0.40 &£t
$0.10 * 4 {EE& = = $0.40

300 {E&1E * 7 Bk = 0.0355 E T
2, 100 {& Lambda FAH

5,000 ARELER * 1 @EFE>S
=5, 000 1@ Lambda A H

=Z{EEH#t $0.00005 * 7 , 100
EiEHt = $0.0355

1470 E£T

&6l 2 : 8 A 300 EEH ( BA Web Ul)

- 10 fEIRF., 1 EESE

« #&{Baccount/Region/month 30 1E1&#
& {Baccount/Region/monthZIE#Y 5 , 000 1@ Security Hub BEEFE

- BRA Web UI
- BEHEEER
- FAMEZA 36.35 XT

AR

AWS Systems Manager B &)
1t

AWS Security Hub

Ik #REAM [usD]

HER ~4 ELSER * 300 BB 249%Rn
*$0.002 = $2.40

BHERERT : 10 # * 300 {E (&4
* $0.00003 = $0.09

REAFTERS 0 USD

EEES (8R)

22



AWS EH BBt R MEE

HiEEE

AR 7%

Amazon CloudWatch Logs

AWS Lambda - &3k

AWS Lambda - 8RS

AWS Step Functions

Amazon EventBridge #3 Al

Bl
# GB0.50 &7t

300 Ef&# * 7 K =
2,100 @S>

5,000 AFEHER * 1 {E5ES
=5, 000 {@zER

$0.20/1 , 000 , 000 fEFER =
#IXFER $0.0000002

(512MB FEiEE )

4, 000 Z® * 300 @&+ *
$0.0000000083 = $0.00996

449 Z® * 5, 000 EFEHER
*$0.0000000083 = $.0186

19 {EHRREEEH#H * 300 fEI54E =
5,700

$0.025 * (5, 700/1 , 000) J/#H
# = $0.14

BRATKE

#HEA [usD]
<0.01 &£t

0.00142 %=t

0.029 &£t

0.14 &£t

0 USD

EEES (8R)
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AWS EH BBt R MEE

HiEEE

AR 7%

AWS Key Management
Service

Amazon DynamoDB

Amazon SQS

Amazon SNS

Amazon CloudWatch - 52

B 12

1 E&#® * 10 @RS * 1 @R
5 * $1 =810

( INZR/fRZR APl FER )

(300 fEM&#E * 2 EFER ) +
(5,000 BRAERER * 4 EFE
) =20, 600 fE5E>

£ 10, 000 fE75E>R $0.03 =
$0.03 * (20, 600/ 10 , 000) =
$0.06

$2.00*1, 000 , 000 EERFE
A =$2.00

(FAEHERK ) 15MB * 10 &
MRS * 1 {EEE = 150MB

(EsEFcEkk ) 10MB * 10 {&
WS * 1 {EEE = 100MB

#A® GB0.25 %7t *0.25
GB =0.0625 %7t

$0.40* 1, 000 , 000 fEFEK =
$0.40

$0.50 * (600 /1 , 000 , 000 1@
41 ) =$0.0003

( BEREHEEE)
$0.30 * 7 B BETHE1E = $2.10

$0.01 * (300 put metrics API
call/ 1, 000) = $0.003

#HEA [usD]

10.06 7T

2.0625 %£7T

0.40 &£t

0.000 %£7t3

210 &7t

EEES (8R)

24



AWS EH BBt R MEE

HiEEE

PR %%
Amazon CloudWatch - &R 4R

Amazon CloudWatch - /R

Amazon CloudWatch - X-Ray
1Bt

Amazon Cognito

Amazon CloudFront

Amazon S3

GIE S

$3.00 * 1 fEERR = $3.00
(EERAERER)

$0.10 * 4 fEE R = $0.40

300 fEf&1E * 7 @&k =
2, 100 {& Lambda A H

5,000 EARELER * 1 @EFE>
=5, 000 1@ Lambda S8 H

=&t $0.00005 * 7 , 100
EE&#t = $0.0355

(BEEXBR)
500 B& AERRERE

@15 & BHE 0 2 R 1A R IR 25
(48 GB) = 0.020 £ 7t

ESERERIBRER (&
GB) = 0.085 %t

BRFIA HTTP FENEE
(% 10, 000) = 0.0075 &7t

(Ul EEE)

¥ GB $0.023 * 0.002 GB =
$0.00046

(ESEFCsxfEL ) 8 GB
$0.023 * 0.50 GB = $0.0125

&1, 000 1@ GET 53K
$0.0004

#HEA [usD]
3.00 &£t

0.40 &£t

0.0355 &7t

0 USD

0.1125 &7t

$0.0125

EEES (8R)

25



AWS EHEE{tZ2MEE

HiEEE

AR 7%

AWS WAF

Amazon API Gateway

it

&5 3:8A 3,000 A&
. 100 EIEE. 1 AR

B 12

1 {8 Web ACL =% A 5.00 =
JT

7 ER A~ =ER R $1.00 =
$7.00

SBHE REST API BEIY 3.50 3
7T

« #&{Baccount/Region/month 30 1E1&#

 &{Baccount/Region/monthZIE#Y 500 1@ Security Hub f&%&

- Web Ul EFH
- BERFEEER
« A 106.40 R

AR

AWS Systems Manager B &)
1t

AWS Security Hub

Amazon CloudWatch Logs

CIE=

HBR . ~4ESER*3, 000 @
&% * $0.002 = $24.00

HAERER - 10 % * 3, 000 1@
&% * 0.0000 £33 = 0.90 %
5T

AEMFTBERE

# GB 0.50 £t

=k oo

JBE

#HEA [usD]

12 &T

3.50 £t

36.35 &t

#HEA [usD]

2490 £t

0 USD

<0.01 &£t

EEES (8R)
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AWS EH BBt R MEE

HiEEE

AR 7%

AWS Lambda - &3k

AWS Lambda - B8R

AWS Step Functions

Amazon EventBridge #3 Al

B 12

3, 000 f&@{&# * 7 EFER =
2,100 @R

50 , 000 fEIREHER * 1 {875
5k =50, 000 B>

$0.20/1 , 000 , 000 fEIFER =
#|IXFER $0.0000002

(512MB Ci&88 )

4,000 Z#® * 3, 000 {E{E# *
$0.0000000083 = $0.0996

449 E¥ * 50 , 000 BRER
R * $0.0000000083 = $0.186

19 {EHRREEEHE * 3, 000 fE1Z
# =57, 000 &

$0.025 * (57 , 000/1 , 000) /M
i = $1.425

BRATKRE

#HEA [usD]

0.01 &7

0.29 &7t

1.425 7T

0 USD

EE#HG (8A)
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AWS EH BBt R MEE

HiEEE

AR 7%

AWS Key Management
Service

Amazon DynamoDB

Amazon SQS

Amazon SNS

B 12

1 B€5# * 100 @EiRF * 1 EE
1 * $1 = $100

( INZR/fRZR APl FER )

(3, 000 fEf&#E * 2 EIRER ) +
(50 , 000 EFHERER * 4 EF
R ) =206, 000 {EzES

£/ KMS {REX : 206 , 000 *
0.30 =61, 800 f@zE>

£ 10, 000 fE75E>R $0.03 =
$0.03 * (61, 800/ 10, 000) =
$0.185

$2.00*1, 000 , 000 EEFE
A =$2.00

(PBEHKEL) 15MB * 100
ERE * 1 {EEH =1, 500MB

(BEEce#ksk ) 10MB * 100
RS * 1 EEiE = 1, 000MB

BHA®GB0.25%T *2.5GB
=0.625 £t

$0.40* 1, 000 , 000 fEFEX =
$0.40

$0.50 * 1, 000 , 000 fE@EZN =
$0.50

#HEA [usD]

100.185 & T

2.625 %7t

0.40 &£t

0.50 &£t

EEES (8R)
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HiEEE

AR 7%

Amazon CloudWatch - &

Amazon CloudWatch - &%
Amazon CloudWatch - /R

Amazon CloudWatch - X-Ray
B

it

g%l 4 A 30, 000 {E1&4

« 1,000 @RS, 10 EEF

Bl
(BFERERER)
$0.30 * 7 fEIEHETHE1E = $2.10

$0.01 * (3000 / 1 , 000) FhiE 1
1= API FEAY = $0.03

$3.00 * 1 fE{E &R = $3.00
$0.10 * 4 &~ = $0.40

3, 000 {E{&4E * 7 EFEK =
2, 100 {& Lambda 5@ H

50, 000 EFAEHER * 1 EFE
3k =50, 000 f@ Lambda &

Z{EEH#t $0.00005 * 52, 100
EiEHE = $0.2605

« #{Baccount/Region/month 30 {E{&#

« & {Baccount/Region/month ZE#Y 500 1@ Security Hub FEREEE

- Web Ul E=H
- BEREEHA
- SR $7 , 360.00

AR %%

AWS Systems Manager B E)
1t

B 12

HER . ~4 {BLER * 30 , 000 {&
&4 * $0.002 = $240.00

#HEA [usD]

213 %t

3.00 £t
0.40 &£t

0.2605 %7t

106.40 £ 7T

#HEA [usD]

249.00 7T

EEES (8R)
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AWS EH BBt R MEE

HiEEE

AR 7%

AWS Security Hub
Amazon CloudWatch Logs

AWS Lambda - 53R

AWS Lambda - 3 4&

AWS Step Functions

Amazon EventBridge #3 Al

B 12

FERE . 10% * 30, 000 &
&#8 * 0.0000 %753 =9.00 %
JT

REAFTERS
# GB 0.50 &7t

30, 000 &% * 7 @FEK =
210, 000 {E&3K

5,000, 000 fEAERER * 1
875k =5, 000 , 000 fEFER

$0.20/1 , 000 , 000 fAER =
FIRER $0.0000002

(512MB S2i&8e )

4, 000 E#® * 30, 000 {EIEHH
*$0.0000000083 = $0.996

449 Z * 5, 000 , 000 &
FERR * $0.0000000083 =
$18.63

19 {EAREEE#: * 30 , 000 @&
# =570, 000 &

$0.025 * (570 , 000/1 , 000)
MEH = $14.25

BRATKE

#HEA [usD]

0 USD
<0.01 &%

1.042 £ 7T

19.63 7T

14.25 £ 7T

0 USD

EEES (8R)

30



AWS EH BBt R MEE

HiEEE

AR 7%

AWS Key Management
Service

Amazon DynamoDB

Amazon SQS

Amazon SNS

Bl #REHM [usD]

(1 fE<£%# ) $1*1,000 fE@E 10, 018.05 =Tt
F *10 @& = $10 , 000

( INZR/fRZR APl FER )

(30, 000 fAE# * 2 EER )
+ (5,000, 000 ERFERER *
4 55k ) =20, 060 , 000

£ KMS $RER : 20 , 060
, 000*0.30=6, 018 , 000
EERN

% 10, 000 fEE53k $0.03
- $0.03 * (6, 018 , 000 /
10, 000) = $18.05

$2.00 * (10, 000 , 000 FEEXAM 82.50 =t
B A/1, 000, 000) = $20.00

(AEHRK ) 15MB * 1000
Ew&S * 10 {82 = 150GB

( BEEEE#ksk ) 10MB * 1000
fEtR~ * 10 {@EHE = 100GB

B8 A% GB0.25 %7t * 250 GB
=62.50 &t

$0.40 * (5, 060 , 000 f&7&E 2.024 &£t
5k/1, 000 , 000) = $2.024

$0.00005 * 1, 000, 000 @@ 0.50 ET
= $0.50

EEES (8R)
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HiEEE

AR 7%

Amazon CloudWatch - &

Amazon CloudWatch - &%

Amazon CloudWatch - /xR

Amazon CloudWatch - X-Ray
B

#Et

Bl #REHM [usD]
(BFERERER) 240 £
$0.30 * 7 fE BFT 4% = $2.10

$0.01 * (30 , 000/ 1, 000) £k
B 248 API FEIL = $0.30

$3.00 * 1 fEERR = $3.00 3.00 £t
( EFRERER) 0.40 £t
$0.10 * 4 {EE& = = $0.40

30, 000 1Ef&#E * 7 @FEK = 26.05 E T
210, 000 1@ Lambda A H

5,000, 000 {EFAEHR *
1 {E553k =5, 000, 000 &
Lambda @A

E=1E&Ht $0.00005 *
5,210, 000 fEi&H#t = $26.05

7 , 360.00 =7t

il 5:8A 30, 000 {E{&4# ( BRXA Web Ul)

« 1,000 @RS, 10 EEF

« #{Baccount/Region/month 30 {E{&#
« & {Baccount/Region/month ZE Y 500 1@ Security Hub & E

- BRA Web UI
- B)ERREEH
- SAERA 7 ,380.10 X

EEES (8R)
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AWS EH BBt R MEE

HiEEE

AR 7%

AWS Systems Manager B &)
1t

AWS Security Hub
Amazon CloudWatch Logs

AWS Lambda - 53R

AWS Lambda - 348

AWS Step Functions

Amazon EventBridge #3 Al

B 12

SR ~4 L ER * 30, 000 &
&% * $0.002 = $240.00

FERE  10% * 30, 000 1@
&#8 * 0.0000 %753 =9.00 %
JT

REAFTERS
# GB 0.50 &7t

30, 000 &% * 7 EFEK =
210, 000 {E&3K

5,000, 000 fEAERER * 1
fElFER = 5, 000 , 000 {EFER

$0.20/1 , 000 , 000 {EzER =
FIRER $0.0000002

(512MB S2i&8e )

4, 000 E#® * 30, 000 {EIEHH
*$0.0000000083 = $0.996

449 Z * 5, 000, 000 &
FERR * $0.0000000083 =
$18.63

19 {EREEE#: * 30 , 000 @&
# =570, 000 &

$0.025 * (570 , 000/1 , 000)
MEH = $14.25

BRATKE

#HEA [usD]

249.00 £t

0 USD
<0.01 &%

1.042 £ 7T

19.63 7T

14.25 £ 7T

0 USD

EEES (8R)
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AWS EH BBt R MEE

HiEEE

AR 7%

AWS Key Management
Service

Amazon DynamoDB

Amazon SQS

Amazon SNS

B 12

(1£%8) $1*1, 000 EIES *
10 {EE1 = $10 , 000

( INZR/fRZR APl FER )

(30, 000 fAE# * 2 EER )
+ (5,000, 000 ERFERER *
4 55k ) =20, 060 , 000

£ KMS $RER : 20 , 060
, 000*0.30=6, 018 , 000
EERN

% 10, 000 fEE53k $0.03
- $0.03 * (6, 018 , 000 /
10, 000) = $18.05

$2.00 * (10, 000 , 000 FEELH
B A/1, 000, 000) = $20.00

(AEHRK ) 15MB * 1000
Ew&S * 10 {82 = 150GB

( BEEEE#ksk ) 10MB * 1000
fEtR~ * 10 {@EHE = 100GB

B8 A% GB0.25 %7t * 250 GB
=62.50 &t

$0.40 * (5, 060 , 000 f&7&E
5k/1, 000 , 000) = $2.024

$0.00005 * 1 , 000 , 000 {&i&
= $0.50

#HEA [usD]

10, 018.05 %7t

82.50 &£t

2.024 £t

0.50 &£t

EEES (8R)
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AWS EH BBt R MEE

HiEEE

AR 7%

Amazon CloudWatch - &

Amazon CloudWatch - &%

Amazon CloudWatch - /xR

Amazon CloudWatch - X-Ray
B

Amazon Cognito

Amazon CloudFront

Bl #REHM [usD]
(BFERERER) 240 £
$0.30 * 7 fEIEHETHE1E = $2.10

$0.01* (30, 000/ 1 , 000) A&
B 548 API LY = $0.30
$3.00 * 1 fEERR = $3.00 3.00 £t
( BERAEREER) 0.40 &7t
$0.10 * 4 fEZ = = $0.40

30, 000 {Ef&# * 7 AR = 26.05 £t

210, 000 1@ Lambda A H

5,000, 000 {EFAEHR *
1 {E553k =5, 000, 000 &
Lambda @A

E=1E&Ht $0.00005 *
5,210, 000 fEi&H#t = $26.05

(BEEAR) 0USD
5,000 EESBEARERE

=15 & BHE 0 = R 1A R AR 28
(% GB)=0.020 £

0.1125 &7t

ESEEEIEREE (7
GB) = 0.085 £t

ERFIE HTTP HEMER
(%10, 000) = 0.0075 &7t

EEES (8R)
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AWS EH BBt R MEE

HiEEE

AR 7%

Amazon S3

AWS WAF

Amazon AP| Gateway

#Et

/A Important

Bl #RAEA [usD]
(UI FEE) 430 £t

# GB $0.023 * 0.002 GB =
$0.00046

(BSRCsREWL ) &= GB
0.023 USD * 100 GB = 2.30
usSD

£ 1,000 18 GET &3k
$0.0004 * 5 , 000 {EZER =
$2.00

1 Web ACL=%8HA 5.00 £t 12 &7t

7 ER A~ =ER R $1.00 =
$7.00

2 A8 RESTAPI A} 350 & 3.50 &7t
JT

7 ,380.10 £t

XA E®#E | KMS Key Rotation Costs AWS Key Management Service (KMS) S5 & B &
BR—REFSESLR, BARNHSELSELB/EF 1.00 USD AR, fitn , EE—E
B BEA 1000 ERS |, ERELBEANEE 1000 =T (1 E&#H%R x 1000 ELE x 1.00 =

JT) o

ERhEENFENER

ANERERI R AR T RAVIZ A ThREAR BV EEAA B A

ERDENENER
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8% CloudWatch FE&

MR EEE S BFyesH EnableEnhancedCloudWatchMetrics Z8UZE |, RASREAEHE
2HIEID BEUMEETEEN —EETR. NEABRREEEEIDs BB, XD, BABREZEEA
B2 %8 96 EFEMIES IDs , SAHIETRA LR,

BR 7% R5% 96 IDs * 2 = 192 @ HET #HEHA [usD]
BE

Amazon CloudWatch - §& $0.30 * 192 B EHFTHEE = 57.60 E T
$57.60

Amazon CloudWatch - 7~ $0.10 * 96 {EE R = $9.60 9.60 =7t

st 67.20 £t

CloudTrail Ei#E B %

HERMABE BN ESERERFT |, #RGTEEE CloudTrail EHFCHEFTERAEES
#ro Lambda ENBEEE HEARST REBN SN, ERTHEARCIRFHINERSHRABERN , B
BfRT REBNSHNHEREEIEH Lambda BNEUEZE.

HRTXR , BABRRERFHSEASE 150, 000 HEEEH. BERRFIRRERFHPNEREESH
8.

BR#%5 Bl #AEHR [usD]
AWS CloudTrail 150 , 000 * $2.00/100 , 000 =  3.00 7t

$3.00
Lambda 150 , 000 * 0.2 * 0.125 = 0.0925 £t

3, 750 GB-®

3, 750 * $0.0000166667 =
$0.0625 1 H B 5 B A

0.15 * $0.20 = $0.03 FB3R KA

ERDENENER 37
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PR 7% BIiR SRAEA [usD]
$0.0625 + $0.03 = $0.0952 #&
Lambda B4
st SERKERFE 3.09 £t
T

BT AWS EfEE L BERER , 2 BESHEN AWS HEAE, BHAAEREAEDENRE
81, A AWS 2E, EENRFITH , SRERERRMK. ERLE  URBRBBRERERERN
BERZeM. 0F AWS R MNFMEEF , FE AWS ERrT 2,

AP| Gateway &£ BUR

MREEFRAMAT RN Web EAETE , Bl APl Gateway REST APl &E2 Admin
CloudFormation & —EZFE , A Web Ul PATERENRIR, FBRFRIFEBHN RESTAPIEEHA
AP| Gateway WTEEX TLS R X , ERTLS-1-0st ¥ [E1FH APIs

i@ , £3BF Admin CloudFormation &2 % , WA SLUERFEHTEEREMN TLS ZLBHER
BET#ERF M REST APl, a0 , Al LUEEE TLS_1_2 security policy RPERHIfEMA
TLSv1.2 5 TLSv1.3. #Z AT LAfE API Gateway T3 & R BI#E RS RN REST APl , B8A
AutomatedSecurityResponseApi.

EERMRF RN REST AP BERLBER , EXAXBRERREERE. WEFHER , B2 AP
Gateway H/3F REST APIsty BiTiBE & 1.

WEKRLBERIEE REST AP| (FHAET , 588 AP Gateway fERIF I TE AP| Gateway A%
i) REST API BT B EL 2 BF,

IAM B &

AWS Identity and Access Management (IAM) A& 1] HE S SIS FEVBER MET T #5R4G AWS E
WP RBAERAE. WFRAREETL IAM AR BFERARNEBCEREEEE  LUESES
BN EFTIEPRITE/EE

EHEEWRFH Step Function B8k% SO0111-ASR-Orchestrator-Admin B, RELKBEFEEES
B X Btk F F#&1E SO0111-Orchestrator-Member, BESERARHEATREACHKEEEE AWS
Systems Manager BR#§ , AE{T45E/IEE Runbook, 1EEABBZFEEL SO0111 BIEE |, BEEE

T2 38


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-custom-domains.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-custom-domains.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-custom-domain-tls-version.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-custom-domain-tls-version.html

AWS FHBEE{LRZEEE HiEEm

A 1818 Runbook ZRHIEIR, Bl , SO0111-RemoveVPCDefaultSecurityGroupRules & ASR-
RemoveVPCDefaultSecurityGroupRules £ Runbook HI & &,

XEN AWS [Ei5

/A Important
EMRARTPRAZADETEGROIESENEGBFE, 152 , U TN EFEEERARBER
FROROTH. Hlan , REBEZRA Web Ul , IEH§# %7 GovCloud B B#E AT
£, BAEZE 2025 F 11 A , GovCloud (US) A% & CloudFront,

[ 15 & 78 B AT
BRI (Hx%E) us-east-2
EBIREP (S FEEEILER) us-east-1
EEIFEER (A e s 1L ER) us-west-1
EEEIP (REIR) us-west-2
Africa (Cape Town) af-south-1
DAME (FE) ap-east-1
DAHE (BENE) ap-south-2
SEARHB[E (HEINE) ap-southeast-3
DAHE (SEA) ap-southeast-4
TKREHE (ZE) ap-south-1
mAHE (KBR) ap-northeast-3
TAREE (BH) ap-northeast-2
SEKEHE (Fhng) ap-southeast-1

XEMN AWS B 39


https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/setting-up-cloudfront.html

AWS EH BBt R MEE

HiEEE

EiEE 8

DAEE (EHR)

T A B ()

IEKX (FEB)

BUN CER=E)

BUM (ZRN)

BUM (fR3X)

BUM (KER)

Europe (Paris)

BR (P HEST)

Europe (Stockholm)
BN (FRZR 1)

Middle East (Bahrain)
R (PRLEEE KN E)
mEM (ERE)

AWS GovCloud (US-East)
AWS GovCloud (US-West)
R (1L5)

thE (2H)

Besl (hiiEx)

& ARFEE (0 Fl)

E AT
ap-southeast-2
ap-northeast-1
ca-central-1
eu-central-1
eu-west-1
eu-west-2
eu-south-1
eu-west-3
eu-south-2
eu-north-1
eu-central-2
me-south-1
me-central-1
sa-east-1
us-gov-east-1
us-gov-west-1
cn-north-1
cn-northwest-1
il-central-1

ca-west-1

XEH AWS EiF

40
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Eif & B @15 XS
ERF (EBEFMH) mx-central-1
DA EE (EE) ap-southeast-7
DAHE (FRAD) ap-southeast-5
@ Note

EFIRFIHH AWS BEFH AT AEBAKBESRE , BEE-—BXHE.

[

R I (LEARS) BE& AWS IRFHNRBERIREBRE ZAE.

SEER T =P AWS BRIGHYEL 4R

ARELRLERTETEFNSERZEEEHNERE, MEFMENR , F260H AWS RBEHE,

ERANATEREXREN El. EE2EFURERNER FTREX4FRE AWS BRIEHY Service
Quotas , AW PDF IR in M A I RE PN ER.

AWS CloudFormation Bt %8

BE AWS tRFE B IFER S RPAE HERFEFTEMN AWS CloudFormation BL&E, &R T ##
BLEEE SRR EEILEERIIBUFE RS RNVIEER, NEFMER , F280 (AWS
CloudFormation £ A& 1E®) FH) AWS CloudFormation BtZ, AWS CloudFormation

AWS CloudWatch Bt %8

#£H AWS 1R BB E CloudWatch BIRBUEREER AWS CloudWatch Big , BERF SEERE
AFF 10 BERBER , Rt EEFRIEMERE , 528 (AWS CloudWatch £ EIER) FH AWS
CloudWatch Logs Quotas, CloudWatch EZE2H , FRELBNAR , URREEDEMRRS
REFTERBLHERE,

RE oy


https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws-general.pdf#aws-service-information
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html

AWS FHBEE{LRZEEE HiEEm

AWS Organizations

3R 5 =M Lambda B &I AWS Organizations AP| , LABEERE BIREHBIR , LBEERME
R R SNS FHEMAL D, ENEAEUTENNIRSFEBETRERRSRNEBAF |, SIMEEHEFNE
)2 8

AWS Organizations E€R#H|Z FARAE API inRiVIRR, MNREHBHERG RBEIBEIRFRERR
#l | &7 LUE A R BE R R Bl B Y 2hBE.

EEHTUERE  FEEEE A M Lambda B , ZBEES00111-ASR-sendNotifications{u
REEEE Admin BN EIFMERF ., AR KIS WRREEY , LAEER "False"
DISABLE_ACCOUNT_ALIAS_LOOKUPEE A& "True". BRFARBHTPWIRERZBBMURERRE XK
H,  BETEFEMRERENINEE,

AWS Security Hub &

AWS Security Hub 3} & F#H 58 2 bL iR 5 R SRR . ANEEERE AWS Security Hub CSPM B F¥#f
B , 528 (AWS Security Hub A EIERM) PHIERE AWS Security Hub CSPM, LR AF R
X #& AWS Security Hub ( 3F CSPM MR ) . IIFEERE AWS Security Hub BVEFMIEA , F2REA

Security Hub,

BEVHRBEETERFEDERE L EEER Security Hub, EALATEEE Security Hub EERSAHEBM bR
E (M AWS B ) #HEBIBERAR, EFE Security Hub EEMREBIRFH , BELEBBRE

1A | fAFF AssumeRole FFRI#ARE R H Z /) AWS Step Functions , ATEIRE F #1716 Runbooko

Stack B StackSets Zf&

HEBEARAEFEHE— AWS CloudFormation #5745 , B AWS [EiF7E AWS IRFHEVHE, €14
WRBEME , RS REBBERDBENVNENSARNRIZVER , UXEHBELE, ZRFEF
1B 2 A AWS Organizations WEFE |, IS ENEAMEEEZEARFHETHE, SR T
ZHEMEBM RS RFTEN TEE, WFE StackSets WEFFMEF , FSBEH AWS CloudFormation
StackSets,

AWS Organizations 42


https://docs.aws.amazon.com/organizations/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub-v2.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-v2-enable.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-v2-enable.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/using-stacksets.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/using-stacksets.html

AWS FHBEE{LRZEEE HiEEm

ERB R 5

/A Important

R Security Hub FME 2 FIFAEERIECHM , AIRGERBUBRSERRIERAL
£124 (SC) FM. WRARFBULIIEE , FFEHY Security Hub PRIAN Z 2R ERMAEFF

., wRETE 2023 F 2 A 23 Bz & BUA Security Hub CSPM , AIFEER €A & St FIFA
BER,

R R T REAEH AWS CloudFormation A F &R B B){L HEE, CloudFormation £ &$5 E 1Lt 7
RAEZRDEEN AWS EREEHBEM., CloudFormation B2 M EEH AP RANER.

EERBRAIRENE  LARE=HEHE, B , REMBHALNVE , ARREWMEHBLEL,

BB AERER | URMMRELBEPNNEM S, T8 EFMARBUOMNSESEEESES
Stack = StackSet,

REBFEHERBME

E-ZBEAKHETIEESE YIS TIER

- EHEHE . HRI[IBHE. BHHRAM Security Hub BETENE,
- KEHE : 1818 SSM BEML X,
- REAGHE  ARMEEN IAM A&,

EEEMHBUEANBEE-RFNE—EigHh—X, SHESFBEBREHREABB Security Hub FAE
BREAENHENIRFNES ., WREEEFEABEAFTYEREZEESH , ELATEBNER
REFRBREESIRFHBBEEEHE,

fRIR 7 R ETE Security Hub FREEE L& , Rt N REXIRF R = RERE BT Security Hub &
BEERFNESPHEEZE , BAAREELIERERFNEF P EEEE LIEE,
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/A Important

MREEABR AWS Security Hub ( 3E CSPM) , BIEEEERERIMA AWS Security Hub
CSPM KR, Btk F 0 A AWS Security Hub ( 3F CSPM), AWS Security Hub CSPM A5
HY 215 th FERFS AWS Security Hub ( 3E CSPM) R &EEH [EiF,

Blan | AEBEEEEESE us-east-1M FIEEMNKRFus-west-2 , HIEF111111111111 A EF A
B Security Hub ZEE Bus-east-1, WRF 2222222222221 333333333333 HBREREE
EitRF B Security Hub FREMKRF 111111111111, FrE=ERFHLAZEAKBBEFTER Ffus-
west-2%] us-east-1, EEEHEBNEINEE 111111111111+ MRS us-east-1,

WMESHREENFHENR , 5528 Security Hub ZIREE S ik F M5 @5 T E /Y
EEEMHBMNALTREE , TEBEXEHE , UERK SRS I PERFEMEERR.

RE#B L AREINCREEEREFTENBEIRFNED. EWRISFLLEHNEE ASR Admin HE
#Y Security Hub ZREE SRS, HEMLXHLAEREIIRFHHIT , FHEEM SSM Automation Ky
REIR,

FRALREF , MREEEEEFRERFNESNAEER  REHXEBXLELEBZME=FIKRF
(111111111111, 222222222222# 333333333333) MMEEH (us-east-1 F us-west-2)o

REAGHBNATRESSERSF B8 EKRFRARNE-ANEHER (1AM B2 ) , LXEF
KEAGHEEBNEFYAEE , QLA THERR K BAZENEINEEESHENMERESE,

FRLLRES , RPEZEHNEACHENER PHMAME=EKRS (111111111111,
222222222222# 333333333333)us-east-1,

R T LB S B
HEMHBRERS

« CloudFormation StackSet ( HEREEIFT )
« CloudFormation StackSet ( FRIEZE T )

« CloudFormation &

BEERBEEFFTR StackSets RHRAEN , HAEMNFIFTENRZBLACHAG  XETUBEHE
FEBPHMIRS, BRI, LA EFXERRER | BRMAE Admin HEENRSHEBPER. NEE
FAMENHE - HEBRKEACHE,

RIE T ERE B HE B 44
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AR MEINREEGR  AREERFTECEERN , AHNMRERESEEBEEIRS HaBE
BE , SRS BIEBERIRS

REHBNANEINSEKRFNES  EEEEAEFRBEZEF TN StackSets #F , RATIE
MR, Fit , RMEBEEAEFBREES W StackSets BRELLHER,

EHEEMERENE X, Ht LB A#E CloudFormation & K HEE—RENESHIEELEE
EEREEHF K StackSet,

BOFNEFIRERTE

& A LATE Security Hub &3t HIREFE R EANBER TEREABTNIIRS, 28
{AWS Security Hub fEA&E/) P EFIEEEE,

/A Important

R ThRER | WA AERRT R 2.0.0 RBEFHRE , Y EEESNKSHEEPRA
"SCy (ZR&#%H) FM. ELHEBSHEMEASIES IDs FENBBLXH. ERAEH
RFEFAEERE , EFLTERMEBERE (a0 AWS FSBP) ZREH &,

PEERE

BRARREXEETEESNE  EELAEATIRBZBAETEESET —RAHE , MTIEL
EEHAEHPRANBBZRE. MREETEESTHE  AEAXERMPRETZHREAN "REBE

RITR ) RBEERER, SMATUREM S3 RFTEER TREA , WiEB LEHRERREE

« automated-security-response-admin.template :

Launch solution

« automated-security-response-member-roles.template :

Launch solution

« automated-security-response-member.template :
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https://docs.aws.amazon.com/securityhub/latest/userguide/controls-findings-create-update.html#consolidated-control-findings
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Launch solution

GovCloud (US) Zp&

R 7T REBEEE GovCloud (US) B ERE |, {BEH AT GovCloud (US) EFHHH —RATREME
ATIME RS, MARNEREMEHFRENREZRE, MREHE GovCloud (US) BEIFEE |
AIEAAEETREEHRAN "REBFRS R REASELZER. SMATUEM S3 fEFEirEE
BTEEA , WiEB L EHANERREEHE R,

» automated-security-response-admin.template :

Launch solution

» automated-security-response-member-roles.template :

Launch solution

+ automated-security-response-member.template :

Launch solution

AWS CloudFormation &i7x

@'iew templat@

automated-security-response-admin.template - fEFA L E AR E) AWS BBRFRENWEBREEE, &
ASLEFERTRWZOTH. AWS Step Functions BRI ERHEE | URGEENSREAZSEEN
—EEMHEE,

1 AR R 52 & Amazon Simple Notification Service, AWS Key Management Service, AWS
Identity and Access Management, AWS Lambda., AWS Step Functions, Amazon CloudWatch
Logs. Amazon S3 1 AWS Systems Manager.
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https://cn-north-1.console.amazonaws.cn/cloudformation/home?region=cn-north-1#/stacks/new?stackName=automated-security-response-on-aws-member&templateURL=https:%2F%2Fs3---cn-north-1.amazonaws.com.rproxy.govskope.us.cn%2Fsolutions-reference-cn%2Fautomated-security-response-on-aws%2Flatest%2Fautomated-security-response-member.template&redirectId=ImplementationGuide
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https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/new?stackName=automated-security-response-on-aws-member&templateURL=https:%2F%2Fs3.us-gov-west-1.amazonaws.com%2Fsolutions-reference-us-gov%2Fautomated-security-response-on-aws%2Flatest%2Fautomated-security-response-member.template&redirectId=ImplementationGuide
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-admin.template

AWS EHBEB{tZ O fE BiEEm
EEERPXE

THEAREZHEE AWS Security Hub EXEEIIRF R , UHMEEZEN LTS RE, B UERE &
BERENTYMLEH Rautomated-security-response-admin. template,

automated-security-response-orchestrator-log.template - £ Orchestrator Step Function #3Z
CloudWatch H&&E##H,

automated-security-response-webui-nested-stack.template - B3 BRI E IR T RH Web Ul,
AFSBPStack.template - AWS Foundational Security S&{EE# 1.0.0 i35 A,
CIS120Stack.template - CIS Amazon Web Services Foundations 22815 |, 1.2.0 Mx#R Al
CIS140Stack.template - CIS Amazon Web Services Foundations E %815 |, 1.4.0 M8 Al,
CIS300Stack.template - CIS Amazon Web Services Foundations EX5815 | 3.0.0 Ak Al
PCI321Stack.template - PCI-DSS 3.2.1 xR A,
NISTStack.template - BI RIEZZER A FEFT (NIST) , 5.0.0 ARFR Al

SCStack.template - Z£ 124 v2.0.0 F Al

KEAE

@iew templata

automated-security-response-member-roles.template - EEZ& &8 AWS Security Hub X &R F PP E
HNiEEAE,

KBRS

Giew templata

automated-security-response-member.template - TEERER O ERA R , £518 AWS Security Hub
REIRE (SREEEEIRF ) &% AWS Systems Manager B E){t Runbook MFFAI#& , FBEALL
AR, HEATEREEERRNZLEETM,

SR BEMNEZEautomated-security-response-member . templateZ & T 5 &4 :
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automated-security-response-remediation-runbooks.template - —R ZE L BEMFERAN T RIEHE
N

AFSBPMemberStack.template - AWS Foundational Security Best Practices v1.0.0 :8 &, A f{EE
Runbook.

CIS120MemberStack.template - CIS Amazon Web Services Foundations EX815, 1.2.0 ARERE.
A RIS EEITF M.

CIS140MemberStack.template - CIS Amazon Web Services Foundations EX158, 1.4.0 ARERE.
T RIS EEITF M.

CIS300MemberStack.template - CIS Amazon Web Services Foundations EX158, 3.0.0 ARERE.
FF A M1E18 Runbooko

PCI321MemberStack.template - PCI-DSS v3.2.1 58E. A #{E%E Runbook,

kg

NISTMemberStack.template - B SRIEZER M FEAT (NIST), 5.0.0 lREXE. FFAFNSEHITF M.
SCMemberStack.template - Z£12HIFRE. 7 A FMEE Runbook,

automated-security-response-member-cloudtrail.template - AR BEIYE B EEThaE , LUBMEFFER M BRTS
SEE

RRRRES
EATHIEH —ERERENERRREA,

@iew templata

JiraBlueprintStack.template - MR EEH Jira AERRE , FHE .,

Giew templata

ServiceNowBlueprintStack.template - 1R & E A ServiceNow MABEZRRK , FHE,

MELBEEATRNASERAG , ETUEAR T —ALBUAER , THOAREICSHETE

A
Ho
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https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/blueprints/JiraBlueprintStack.template
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HE{LEBE - StackSets

® Note
RMEREMER StackSets FE . T8 , HRE—IRFHBRAANTHEN , FERHEERE
B3E,

BERRARCE , FREAAEREPHRNESE, BRAARAH. REUNRFTEEEE, ERAREGH
Hstep-by-stepsREA , FRIE RS RI A H =2 B EA AWS Organizations,

EERR : SIEIRSH 30 28 , BURR StackSet B8,
TERIRME

AWS Organizations AI#BIREFEE LIRS AWS IREMER, StackSets HRiBESE AWS
Organizations ¥ &£ A,

MRIELEBEHMBUARGT RN vI3x RERRA , AILARKRLZERENERLTR, NEFHE
A, BEREMERE =

ERBUBRARCE , BEREEHN AWS Security Hub Z5& :

« 2# AWS Organization F%EBE EIRA Security Hub BEEEIRF,

« Security Hub FEEREA B EBIESEEBBEE, WEFMEN , 528 (AWS Security Hub fEA &8
M) PHEEEEERERTE,
- REXTERHEE AWS AENSEESE AR BEBRBA Security Hub,

WREFBREERZEER AWS Organizations BIRF , I 2 Z ik AWS Organizations &3 & itk F #
AWS Security Hub BB EIRF,

EOEE , WERAREBEARN AWS Security Hub 1 AWS Security Hub CSPMo,

EPE B E

(® Note

L #RR 7T RV StackSets TBEFEARBEZEMBREE StackSets WS, BREEMN
StackSets A4 EHBBIfEA , KA TR EA StackSets , RIFEE R StackSets H A E,
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https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
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£ AWS Organizations Y EK'EIE S 1Rk F &0 F StackSets, https://docs.aws.amazon.com/
organizations/latest/userguide/services-that-can-integrate-cloudformation.html AWS Organizations

HE

£ T 5IRE R E) StackSets FE, EHENER , RRENZHEERI R FELE,

AWS Organizations admin account ID:
Security Hub admin account ID:
CloudTrail Logs Group:
Member account IDs (comma-separated list):

4

’

4

’

AWS Organizations OUs (comma-separated list):

4

’

4

~

(ER) S0 NEZBESMH

i

- MREHEFHERTIGE  FEAEERESHBIBEREMN Security Hub EEEIRF,
o RUHBER Lambda HYER  UKHBAETESHENAARME (F2EALTR 1),

HER 1 EEIRA Security Hub EXESRFPREEESHS

- FRABREE StackSet , £E Security Hub BE B AR EHA AWS Security Hub BE 81k
FE & automated-security-response-admin.template AWS CloudFormation 245, It
HAFEHAEMMEE,

- REERRNRERE, RIFFER , REEHSC (B=F ).

- BEEFHAMWNIEA Orchestrator B8 4., Yes MR ERIZEES00111-ASR- Orchestrator2#F
£, FEIEH,

- EERTRABRT RN Web Ul, NREEZRALLIIE , CHLARAZEREEZSAGHNET
Bt

- RIS SRS RIEFIREBIR CloudWatch 1ERH R IFERE o
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WEBHREE StackSets WEFMAEA |, 5528 (AWS CloudFormation EAEERE) FHNEFEREE
B,

HER 2 . £ AWS Security Hub REIREhZEEELAE

EESR 1 THHE  RASTR 2 WWEASESR 1 BEYHN IAM AE,

- FRARBEER StackSet , £ automated-security-response-member-roles.template
AWS Organizations F &gk F F I E — @5 BB AWS CloudFormation g24%, AWS
Organizations

- BEEHRFMALBNBBRELEA,
- BAEH AWS Security Hub B ERF MRS ID,

- B A W{Enamespace , WEMARB LEREBEMERFPHLNRALITIHEREFTR, BAR
Z 9B NBEREFANTFH,

$E 3. E818 AWS Security Hub REREHEEPEE K EHE

- EABREEH StackSets , £ AWS Organization automated-security-response-
member.template F#AEHEE Security Hub BEEEEE 2 SEIKRS P AWS RN FATE E15 P X
&) AWS CloudFormation &2,

(® Note
AR 2 E StackSets XEEMMER 25 , BAARMAEBVEATIRSE TSR,

- BIEERHEM Security Standard F i,
- 12t CloudTrail BF#MENER ( BIPSEEER ).
« BB AWS Security Hub BEEERFHIIRE 1D,

« WA H{Enamespace , EMARBELERESBEMERKRFPNENHLTHEREFTR, BAK
ZORNERBFINFTE, EEAFTELAREACHEBIERN Y nanespacefd , A, HEZEMHE
EFEERBENERFKE—,

(BR) $|0: HDEBRARSHES

1. MREBEFEARENRE , FERBERNESHR,
2. IB$E Jira & ServiceNow RHHWESHE K IEATCHUAEER , ABEELACHATES,

(BR) RO MBEBFRMESHE 51
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AWS £ & B %24 B { Vet
BEEIE Jira HE
a. WMAHBNET,
b. #% URI 12145 Jira BITIERE.
c. AREFEXERW Jira ERIZHERSH],
d. 7£ Secrets Manager P EV W E\/EMRE , ZWEBSRFEW Jira UsernameH Password,

(@ Note
BA LB Jira APl @B RENREHRE , FERSENERESBIEHA
Username , YWHSIRH API £8812#tA Password.

e. MBI ARN M AMEERNE A,
REHEEBETRE Jira EREFAM Jira API BEAEH,
Specify stack details

Provide a stack name

Stack name

[ ASR-JiraBlueprintStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 22/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Jira Project Information

InstanceURI
The URI of your Jira instance. For example: https://my-jira-instance.atlassian.net

[ https://my-jira-instance.example.com ]

JiraProjectKey
The key of your Jira project where tickets will be created.

[ )

Jira API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your API credentials. This must be a JSON secret with the following keys: Username,Password.

gy - )

Jira M{ALAHRE -

(ER) SR RBEBRRBSHE 52
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HiEEE

B Jira B 2% | EBALUEBTE Lambda BB EEXEIJIRA_FIELDS_MAPPINGIREZ IR H
5T Jira EXR#I, It JSON FHEEEETAR Jira EXRMA , BXEEE Jira AP &S,

E JIRA_FIELDS_MAPPINGAZE S KI5 EM AL RFAYTEER

- BEIERF : {"id": "3"} (FEEEXIERF)

« issuetype : {"id": "10006"} ( {£%)

« accountld : £/ GET /rest/api/2/myself API i % B Bi#EER

B E BT Ry SEHIAERE

{

"reporter": {"accountId": "123456:494dcbff-1b80-482c-a89d-56ae81lcl45a4"},

"priority": {"id": "1"},

"issuetype": {"id": "10006"},

"assignee": {"accountId": "123456:another-user-id"},
"customfield_10001": "custom value"

}

ERK Jira 814 IDs :
- BRIEFIDs:1 (B&E). 2 (®m).3 (). 4 (fK).5 (RIE)
- BEFERE D : fk Jira EEME ( HlL0 10006 for Task)
« 1RF ID : %31t 123456:494dcbff-1b80-482c-a89d-56ae81lcl4s5as

BRI LAE A Jira REST API 23K Jira #81Z IDs Mk IDs :
« GET /rest/api/2/myself #RF ID #9
« GET /rest/api/2/priority E%IEF IDs
« GET /rest/api/2/project/{projectKey} BARREELER IDs

MEFHME , FHSBY Jira REST API v2 [ POST 1.

EHEIE ServiceNow HE&
f. WMAKBNER,
g. #21#t ServiceNow #1TEEEH URI,
h. &K ServiceNow ER KRB,
i. 7£ ServiceNow FE AP| £ , YWEBABREEEAZERKRNHTT,

(7 E SRR EESEctetS Manager PV WE , API_KeyWiR M2 ARN A B A

53


https://developer.atlassian.com/server/jira/platform/rest/v10000/api-group-issue/#api-api-2-issue-post
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REMEEEZ T ServiceNow ERE AR ServiceNow APl EAE KL,

Specify stack details

Provide a stack name

Stack name

[ ASR-ServiceNowStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 19/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ServiceNow Project Information

InstanceURI

The URI of your ServiceNow instance. For example: https://my-servicenow-instance service-now.com

[ https://my-servicenow-instance.service-now.com ]
ServiceNowTableName

Enter the name of your ServiceNow Table where tickets should be created.

l Incident ]

ServiceNow API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your AP credentials. This must be a JSON secret with the fellowing keys: API_Key.

(O )

EEEVETESHE . @8RS RIHFSR Step Functions I LA S EEE LA Lambda
BB, Lambda EEMELA Step Functions RN A , RIFENEIFRAEREREAR , M@
B RRIBHEIIEZENER,

HER 1 EEIRM Security Hub EEBIRFPRBEEEHE

1. automated-security-response-admin.templatefEH &M Security Hub B ERFREBE
BEHE, —MmME , E—ERTESEEE—E. ARLHEEBERARMNREE  BUXERILEREE
ABREER StackSet,
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Parameters
B2Y FERR Description
HASCEESHE yes EERAERREEBTHMN
HE{&1E SC #4118,
#;| A AFSBP Admin Stack no EERAELZEEEE THI
B ENi&1E FSBP #2418,
H|A CIS120 EHEHE no BEERAELZEEEE THIU

BEE1E CIS120 #HIE,

HA CIS140 EXEEHE no EERBREREEEETHIU

HEEE CIS140 #2418,

i

A CIS300 EEEHE no EERBELZHEEEE THI
HE{&1E CIS300 #2418,

A PC1321 EEEHE no EERBELZEEEE THI
HESE PC1321 #4I1E,

;A NIST Admin Stack no EERAELZEEEETHMN
HEEE NIST #2=4E,
BEEFAnFARE BFEAE no ENRREEEFERAREN

S00111-ASR-0Oxrchest
rator CloudWatch Logs
B, EUE{LERTERN
Fik , MAEEXLRRAE
HWEFER ., MRILRSF
% RIEBOrchestrator
Log Groupf{ifFiE , yesis#
ERFEARAENOrchestra
tor Log Group i#iE 6 FH
A no, MEEREEV23.0FE
ENRAEITHEBEN , FiE
£ no
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HiEEE

B8

ShouldDeployWebUI

AdminUserEmail

£/ CloudWatch $51&

£ CloudWatch 512 & R

RemediationFailureAlarmThre
shold

&

yes

(EFH®@A )

yes

yes

5

Description

8] Web Ul JT# , ‘BIE API
Gateway, Lambda B EH
CloudFront 7 #f, ZEH M2
LARKH Web BIERENE ,
BEEESENEERE, W
REEZEAWIIEE , EOA
A LAfE A Security Hub CSPM
BETEMERREBBISEARE
THTBE

VrEEEFERENE FBM4
bk, SLEEFE SR ASR
Web Ul WEBEBEFIE, R
BEERA Web Ul BFEE,

BERABRMA CloudWatch 5
ERERBRAAR, E®EN
CloudWatch Dashboard 3 #
RIBE,

EERBBABRE RN
CloudWatch EZEE R, ES
ABEAFRNENBEEERE

ME o

EESEESE IDEELXHE
SHWERE, fl, mREE
A5, B4 1D EEEBHX
BB 5% MIEEE , Bagl

5%,

ABEETELR , t2
HIEEE (FSRER
CloudWatch Metrics B/R2
B

S 1: EZ MY Security Hub BEIEERFHRBHEEESHE
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25 FEER Description

EnableEnhancedClou no MR yes, SV HAD

dWatchMetrics CloudWatch $#E#& , LA{E5I
Bt CloudWatch &R £

BFrEEFIE IDs , WA
CloudWatch 7R,

BB A &, TRERE
I ERINRLES,

TicketGenFunctionName (ER®@A ) B, MRETBESER
Rir , FREZ=H, R,
AR R 0 NHERE IR
fit Lambda EHE(BETE |, fI
M : SO0111-ASR-Service
Now-TicketGenerato

Iro

5% 7E StackSet i#18

S 1: EZ MY Security Hub BEIEERFHRBHEEESHE 57
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Configure StackSet options

Tags

You can specify tags (key-value pairs) to apply to resources in your stack. You can add up to 50 unique tags for each stack.

Permissions

Choose an 1AM role to explicitly define how CloudFormation will manage your target accounts. If you don't choose a role, CloudFormation uses permissions based on your user
credentials. Learn more E

Servi(e-managed permissions ° Self-service permissions

StackSets automatically configures the permissions required to deploy to You create the execution roles required to deploy to target accounts
target accounts managed by AWS Organizations. With this option, you can

enable automatic deployment to accounts in your erganization

IAM admin role ARN - optional
Choose the |AM role for CloudFormation to use for all operations performed on the stack.

IAM role name ¥ AWSCloudFormationStackSetAdministrationRole v Remove

/A StackSets will use this role for administering your individual accounts.

IAM execution role name

AWSCloudFormationStackSetExecutionRole

IAM execution role name can include letters (A-Z and a-z), numbers (0-9), and select special characters (+=,.@-_) characters. Maximum length is 64 characters.

Cancel Previous m

1. STHIRFIRIBESE |, 8 A AWS Security Hub BB ERFHIRE ID,
2. StHHIEEEEZSH |, E#EBARK Security Hub EEEMNEE, FEFUTBTR , BEESR 2,

HEB 2 . 818 AWS Security Hub BREIRFHRZHEH AR

FEHAREEEN StackSets REPBHE A BEH A automated-security-response-member-
roles.template. Bt StackSet X EHBEBEXERFHN—EEFH®., ©ERT LFFHR ASR
Orchestrator & BREIEEITEIRSE APl RIIN£iHAR,

Parameters

2¥ TEER Description

HRZEG #H## BMARZIENEXEEFETH
T, EFBAELHEIAM AR
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25 FEER Description

FREBNHE—HEZ[. 8
E & ZEEZARRES
BNXEMHE, HRESERER
FRIZF , hFREZRME—
B, EFEEEHEREN A
2F, B ZHEFTTESHE
BX B IR R ME— Y,

Sec Hub IRF EE & HH#H # A AWS Security Hub B2
ERFH 12 MRS ID, It
EEHFIRTFEESRFHN
BRBRAE,

1. RIBENEBECK MBI EEES (AR ) REBEN,
2. FRNEB)ERE , #; AWS Organizations H KRS W EIE LEFF T,

3. I EERESY , ENE—EH. IAM ABR2EHN., ST StackSet FHEREBENTIR
3o

S7E StackSet F#IEA
Specify StackSet details

StackSet name
StackSet name

asr-member-roles-stackset

Must contain only letters, numbers, and hyphens. Must start with a letter.

StackSet description - optional
You can use the description to identify the stack set's purpose or other important information.

StackSet description

ASR Member Roles StackSet

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Namespace
Choose a unique namespace to be added as a suffix to remediation IAM role names. The same namespace should be used in the Member Roles and Member stacks. This string should be unique for each solution deployment, but does not
need to be changed during stack updates.

myasrdeployment
SecHubAdminAccount
Admin account number

123456789012
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S8R 3 . =88 AWS Security Hub B &1k 5 M [E 15 B B 5 & 3 &

HRANEHEEAEREE  SULATBERBREEMN StackSet, EFZEBBIEES AWS
Organization FREIFTIRF o

Parameters

B2Y FERR Description

RUHAREBIIEEGERGN  #oa4 $E7E CloudTrail 528 API

ERH LogGroup &8 Ay CloudWatch CloudWatc
h Logs ##H& . ERAM CIS
3.1-3.14 1818,

A SC KEHE yes BERBRELZERETHIB
B){&1E SC #4518,

;A AFSBP fKEHE no EERBEZERETHIAR
B){&1E FSBP 12418,

A CIS120 B EH#E no EERBEREMETHUE
B)f&1E CI1S120 #2418,

HA CIS140 K EiftE no BERAELZERETHIB
B)f51E CIS140 24118,

A CIS300 R EiftE no BERAELZERETHIB
Bf51E CIS300 #2418,

H|A PC1321 REHE no EERAREZERETHIUR
&% PC1321 2 &l1E,

H A NIST K EHE no BERAELZERETHIB
B){&1E NIST #5118,

% Redshift & #E T S3 no EHlyesREER FSBP

I RTEE RedShift.4 {821 S3 17

Brig. W% S3 REFATRAE
Tﬁﬂ’]#%ﬂiﬁnﬂ nﬁ /ﬁ <<AWS
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25 FEER Description

Security Hub &) &
B Redshift.4 {18,

Sec Hub EXEEIRF HH#H # A AWS Security Hub B2
ERFM 12 NEIRFE 1D,

WA

H
E

#HH#HH BMARDZ I ENEREF TN
FHE, LFEFHE IAM AE
ZBANBEER S3 REFTE
W—E0. SrEREHBIE
MREACHEEBTEMFAER
WE, BEBRAAIRIBBHT
REEZEE - , EFRFER
EEHMHEEE,

EnableCloudTrailForASRActio  no yes MR BB EE IR

nLog CloudWatch & &Rk L ##R7
RPITHEESEH , FiEW,
RRF REELIEN HNEE
R ERFHEI CloudTrail i&
Mtyes, BAEAEBRRST RE
EI AWS i, FTrERA
Ihee. ko , BRBEEAERE
iR 5 AR Y EE — R 35 P ROA BE 3D
BE. HSE A& —8 , LT
EEEENEARA,

&S
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Accounts

Identify accounts or organizational units in which you want to modify stacks

Deployment locations
StackSets can be deployed into accounts or an erganizational unit.

© Deploy stacks in accounts Deploy stacks in organizational units

Account numbers
Enter account numbers or populate from a file.

111122223333, 123456789012, 111144442222

12-Digit account numbers separated by commas.

‘ Upload .csv file [1] ‘ No file chosen

MEME : B LEERFRBNEBEMLNFE.

EEES  ERCESEREEENFAES, SUNRBESABANBEEERENSEE, B
WAT T AR AT,

BBt ZFE - Stacks

@ Note
HRSIRFEF , RFIMAEZRER StackSets #H=,

BEFALRZE , FRBEAEREPHRNER. BRFELGF. T2UNFRFTEESE, EBREAEHH
Hstep-by-stepiR B , BREMRR A RAASHILEBZ LIRS,

BRI : 4930 98
TRMRAF

EEBUAARFTRZA , FFFHEE AWS Security Hub EBERN T EMRERFVAHERKN AWS EiF, MFR
BENCHBUBRAIR , AVERRZERENFRATR. WFEHAEF  F2EEFBRE =,

EE RS

EATIIHRE AWS EHBBURMERST R,
(ZR) S0 RBEBRRESHE
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- MRERECRARRDE , FLRRERESHEBILEIEM Security Hub EEBIRF,
« ELHERER Lambda HBERE , YWREMATESHBNAARSE (F2REISR1).

TBR1 BB EESHD

- £ automated-security-response-admin.template AWS Security Hub BIEE R F &
& AWS CloudFormation 7%,

- BEZRENZSEE,
- BEEMFEHMIIREA Orchestrator BEERHE (YesWR KL HIREES00111-ASR-0rchestrator27F
£, FFBEULEE )

$E 2 . 518 AWS Security Hub RERFHRZEIEERE

- EEERERFHN —EESFE automated-security-response-member-
roles.template AWS CloudFormation 2%,

« B A AWS Security Hub EXEEIRFH 12 VEIRF IG,

SR 3 REKEHEDR

- I5EEE CIS 3.1-3.14 1B E A/ CloudWatch Logs B #H B, ©H4EAREW CloudTrail B
B CloudWatch Logs BB E M, CloudTrail

- BERTEREBEAC, BERFREREELAR L
- BRERENFM.
« 8 A AWS Security Hub EE EIRFHIRE ID,

B4 (BA) FAEATANERER

- RESERSRFBREMAEH, LARELHTR,

(BH) ZRO0: RBRERRESHE

1. MREEEFEARERIIE , FERBBENNESHE,
2. 1% Jira & ServiceNow RN ESHE K AEATCHUAEER , UBEELACHATES,

EZEIE Jirag HE

(BR) RO MBEBFRMESHE 63
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HiFEmR

a. WMAHBNET,

b. #% URI 12145 Jira BITIERE.

c. AREFEXERW Jira ERIZHERSH],

d. 7 Secrets Manager P2V HH SW/ERE , BT

(@ Note
ZAISURIEREA Jira APl £BRREREN B

SR FRH Jira Usernamef Passwords

FERBENERERBRERS

Username , YWHSIRH APl £8812#tA Password.

e. MBI ARN M AMEERNE A,
MRHHEEEE Jira EREAM Jira APl ZEAERL
Specify stack details

Provide a stack name

Stack name

[ ASR-JiraBlueprintStack

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 22/128.

Parameters

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Jira Project Information

InstanceURI
The URI of your Jira instance. For example: https://my-jira-instance.atlassian.net

[ https://my-jira-instance.example.com

JiraProjectKey

The key of your Jira project where tickets will be created.

[

Jira API Credentials

SecretArn

The ARN of the Secrets Manager secret where you have stored your API credentials. This must be a JSON secret with the following keys: Username,Password.

gy - )

Jira M{ALAHRE -

WMEBET Jira EFWUNET , 520 StackSet BELER 0 H /Y Jira W HEE—H,

(ER) SR RBEBRRBSHE
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HiFEmR

& ZIE ServiceNow HE
f. WAHEERNERE,
g. 321t ServiceNow #1TEEH URI,
h. IRALEH ServiceNow BRI R B,
i. £ ServiceNow F Y AP| €% , WEBEBREBEBAZERKRNFTT,
j. fEH £487F Secrets Manager P E I WE , API_KeyX IR # %3 ARN i AMEBNE A,

RMEHEBEBER ServiceNow BREEFM ServiceNow APl EAE R,
Specify stack details

Provide a stack name

Stack name

[ ASR-ServiceNowStack

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 19/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ServiceNow Project Information
InstanceURI

The URI of your ServiceNow Instance. For example: https://my-servicenow-instance service-now.com

[ https://my-servicenow-instance.service-now.com

ServiceNowTableName
Enter the name of your ServiceNow Table where tickets should be created.
| incident

ServiceNow API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your APl credentials. This must be a JSON secret with the following keys: API_Key.

[—

Cancel Previous

Next

EFEREVEHTRAME . S RHEHTS Step Functions AT LA S EEE LA Lambda
K&, Lambda BNEFEELA Step Functions I E A , REBENEBRREREEASE , @

EHNRRRERIZERNFER.

(ER) SR RBEBRRBSHE
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SR RBEESHE

/A Important

LERARETEERRE, RAUCAELERNEF B TREFEALERLTR, HBERBNE
mi AR, AWS HERZBILBBRENER, ERRES AWS BILEEHIR.

Itk B B){t. AWS CloudFormation i€ AWS EirHIE AWS SRS R LW Bt ZLEE, B
HEZH , BHARRA Security Hub 3 58 & 5 3R 54

® Note

BRABRHTHRT REGFERN AWS RIERA. NFEFHBEFR  F2RAEETHK
A—8 , WBEIERG RPEANSE AWS BRENEBERE,

1. #£ B BIERE AWS Security Hub IIREE A AWS BB XA |, WHEH TENIRMERS
automated-security-response-admin.template AWS CloudFormation £,

Launch solution

BB TRETERERREENER,

2. RIBFERR , EASEXBERS (MHFRTZILE ) BEME. FEEFEN AWS EEPRE AR
BR, FEMAAWS EEXEAEE DR EERERSR.

(® Note

LLERR 75 ZREFH AWS Systems Manager , B BI{fEEARIFE AWS B, RAREAR
MIEXEBLEREN BE. IFEEESNSZHMAAMY , 28 AWS EBiER&ESE,

. EEVHMEEEL  BIRIEEMNEZAR URL U Amazon S3 URL XFEHiEH , AR BIET —F,

4. TEEHEBHFMEATEL , AZNBRSRHEBEREE, VEEEGEFRINER , B2
B {AWS Identity and Access Management £ & 155) FH IAM F1 STS Rl

5. H2HEE L , BEET %,

II]]
%

SR RBEESHE 66
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AWS EH BBt R MEE

HiEEE

B8

A SCEHEEHE

A AFSBP EES# &

A CIS120 EXEEHE

HA CIS140 EXES#

]

A CIS300 EEEHE

A PC1321 EESHE

;A NIST Admin Stack

ERER AR B SEE

&

yes

no

no

no

no

no

no

no

Description

EERBERKEEETHIU
BEEE SC #FIE,

EERBELEEEE THI
HEN{&1E FSBP #2418,

EERRERREESTHNU
BEEE CIS120 #2518,

BERARELZHEEEE THI
HEN&1E CIS140 418,

EERREREEESTMHNU
BEE1E CIS300 2 HIH,

BERARELZEEEE THI
HEN&1E PC1321 #2=4|1E,

EERBERREESTHU
BEEE NIST #2515,

ENRREERFEAREN
S00111-ASR-0Oxrchest
rator CloudWatch Logs
B, ERfB{LERLEN
FR , MAEIEXR LB
M EFER. MRERFH
% BiZBE0rchestrator
Log GroupfiiFiE , yesi@
EEFEARENOrchestra
tor Log Group B K6 &
AlA no, MRMEHELE v2.3.0
EENRAEAHTHEERN , &
1 no

SR RBEESHE
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HiEEE

25 AR
ShouldDeployWebUI yes
AdminUserEmail (EA@A )
£/ CloudWatch 151 yes

£/ CloudWatch {E2& R~ yes

RemediationFailure 5
AlarmThreshold

Description

8] Web Ul JT# , ‘BIE API
Gateway, Lambda BEH
CloudFront 2 #f, 1EE "2
LARKH Web BUERMR |, LAk
REEFENSEAMREE,

NpERESFEHENETEMF
#ruk, LLEERE BB ASR
Web Ul #9522 & 7 EUE,
REERMA Web Ul KF &
=

BERARMHA CloudWatch 5
ERERBRAAR, EFENL
CloudWatch Dashboard 3 #
RIBE,

BERBEAMBRARMA
CloudWatch EZEE R, ES
ABEAFRNENBEEERE

M E o

EESEREFE ID BELXK
B LEHERE, fln , nRE
A5, B4 IDEEEH

HA Sk BB 5% WIS ER | &

SREE TR,

AEEEVERE , k8
HIEEE (FSRER
CloudWatch Metrics B/R2
B)o

SR RBEESHE
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B ¥ERR Description

EnableEnhancedClou no MRA yes, SEVHAM

dWatchMetrics CloudWatch 154 , LA{E A
B#t CloudWatch & &4 £

BFrE2EHIE IDs , WA
CloudWatch 7R,

BB A B, L THIE
BEEWENRE,

TicketGenFunctionName (EABWA ) BER, IRETFEEEE
B, ERSE O MHEE
H AR HE Lambda BB
B, flz0 : S00111-AS
R-ServiceNow-Ticke
tGenerator

(® Note
HBREFHERIT RN CloudFormation &% | BB Admin lRE AR F B B E81EE.

1. 7 Configure stack options (FXEHBIEIR) HH , iEIZE Next (T —F).

2. TR HE L , MRFHEFENRE, AEMFTERKEIL AWS Identity and Access Management
(IAM) &R 3,

3. ##2 Create stack (BRI HE) LI BHE,

& LA ARG HY AWS CloudFormation 12 & RARIERRRAE, EEZKEE XK 15 S ERUKE
CREATE_COMPLETE #t#&

HER 2 . =88 AWS Security Hub EXEIRFHLZRIEELE

StackSet automated-security-response-member-roles.template REEHBESERERS
W—EEES, ©EET LFFKE ASR Orchestrator ZEREREETISIRE API RIUP £ A G,

SER 2 . 1E8{E AWS Security Hub RERFHRREBEAE 69



AWS FHBEE{LRZEEE HiEEm

1.

EAEE AWS Security Hub REWIRFH AWS EEEXHA (BEEEERE , EKE ).
AR LARAE) automated-security-response-member-roles.template AWS
CloudFormation E87%, &R A LA FTRELERBEEERNEE,

Launch solution

CRIBRRR , XS EXERE (#HFREILE ) BEME. EEETEN AWS BEHRE L E#ER

FR,FERAWS EEFEAEEI P EEREESR,

EBRVHMEEELE | BIRIEEMNEZR URL L Amazon S3 URL XFEHiEm | REIBIET —2
EREHBHMENAERL , AENERSRMEBIEREE, NEEEGEZTREINER , F2

B CAWS Identity and Access Management A & 1E58) FH IAM F1 STS PRl

. EZEEARL  BEETHZEH  RBBET—F,
BY FERY Description
R Y BMARZ IENEREFTH

FH, EFNE/ERE IAM £

EEBERNE-—wE =™,

BB AR HE R A
HENGEZE. HRESER
RIEREE , LFREZXRMH
—H , ENREEHEREHY
BME28FE. aETZHEFTES
BEX SRS —HE—#.

Sec Hub tRFEEE #Ht## # A AWS Security Hub &2
ERFH 12 N EIRS ID, It
EE¥TURTEESIIRFHN
RRARAE,

6. #£ Configure stack options (FXEHBEIR) HH , #E Next (T—%),
7. 2% HEL , SRAHEFENRE. AERFERKEIL AWS Identity and Access Management

(IAM) EiRR 5 $8,

8. 1##Z Create stack (BRI HE) LI BHE,

SER 2 . 1£518 AWS Security Hub RERFHLZEBEAE 70
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BT LATEARRERERY AWS CloudFormation £ A H R HENRE, BREZEEARN 5 2ERKE
CREATE_COMPLETE #it&E, B LAE RS AREET — B,

TER3: MEBREHS

/A Important

ERAREBEERRE, RAUCAELERNEF B TREFEALBERER, HBRBNE
m AN, AWS HERZBIBBRENER, ERRES AWS BIEBEROR.

automated-security-response-member &% HZHEEFME Security Hub REIIRF ., LS
BEX BEEEMN Runbook, BRSNS K EIE S 7] LA S Al FE18 I 3 B 11T R L 548

1. B ASE AWS Security Hub FREIRFH AWS EE XA (IFEEEEIRF , LEfKE ) . EW
EREMLARAE) automated-security-response-member.template AWS CloudFormation &3
o

Launch solution

BT THREAMABAEENRE, BIFHER  @XAFEXBERE (HFEEILE ) EIHME,
ERETEN AWS BEFRELERLTR , FEHA AWS ERERAEEI P EERER,

+

(@ Note

LERR T REA AWS Systems Manager , BEBIRIEARZE AWS BEIEA. AR EAR
MEXEESEREN Bif, WESEERENGHITAMY , F28 AWS EFREEE,

1. FEVHEEMELE K WEEHAOER URL VA Amazon S3URL XFH#HF , RERBET -5,

2. EIEEHBHMEFEEL  AENBRRAAREBERER. UEEHEWEFARFINENR , F2
B CAWS Identity and Access Management £ & 15F) FH IAM F1 STS Rl

3. B2HEAEMBL , EETIZ2H , RRBET—F,

SEB3 . MBKEHE 71
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25 FEER Description
RUEARELIEFERIREN  soan 8% CloudTrail iC8& API FELY
BRI LogGroup &1 B CloudWatch CloudWatch

Logs ###E &, EAM CIS
3.1-3.14 {&18,

A SC REHD yes EERBEREMBETMHLA
E)fE18 SC #2515,
B A AFSBP B E# & no EERBEREMETHUE

1518 FSBP #2418,

A CIS120 i EHE no BERRELZERETHIB
1818 CIS120 #2418,

A CIS140 FEHE no BERBELZERETHIB
1818 CIS140 #2418,

i

B A CIS300 KB & no EERBEREMETHUE
E){&18 CIS300 #2%FI1H,

A PC1321 REHE no BERBELZERETHIB
518 PC1321 12418,

A NIST R EfE no EERRERENETHIUB
E){E18 NIST #3241,

% Redshift 28 EI S3 no EHyesE R KA FSBP

R RedShift.4 {8823 S3 /17

BTE8, W3 S3 FEFETEMNE

EHNFMEN , F2H (AWS
Security Hub & 188) &

#9 Redshift.4 118,

Sec Hub EXESIRF HHHH & A AWS Security Hub &2
EIRFH 12 (LIRS 1D,

SEB3 . MBKEHE 72
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25 FEER Description

mE =l #H## WARZ 9 ENBREFTH
Fé, LFHEEHA IAM A
@%*ﬁ%ﬂiﬂ’ﬁ H& S3 R
BN —Io, HHEREHEY
%%ﬂﬁkﬁﬁ@iﬁ“’%%ﬁﬁﬁ*ﬁ
ENE. SEAMRAIETEN
FHREZSK—N , EFFEE
EHEEHHEEE,

EnableCloudTrailFo no yes MR RABEE 47

rASRActionLog CloudWatch &&= LR T

RYITHEBEEHN , FEE,
RRF REELIEN NEE
REMRF B CloudTrail J&
Htyes, BUEARBRERY
EZF AWS Organization BB
FLtIhee, BEo , BREETEME
EtRFPHE— Etﬁqﬂﬁﬂlﬁﬁlﬁt
Thee, HSRE N B, X
THRESEENBEINNL,

4. 7= Configure stack options (FXEHBEIH) HH , i#EIZE Next (T —F).

5. AR HEL , MRFHFENWRTE, DRI EIL AWS Identity and Access Management
(IAM) Z B9 5 58

6. & Create stack (B E) LI BHE

O] LATEARREME Y AWS CloudFormation £ A R HEEBWREE, BEZZEKRLN 15 nERKE
CREATE_COMPLETE #REE,

SBRA4: (1BER) ABRTHNERIER

MREBERKERFBRBESE  EUNEREMZEFREN ZAHERRATIHEE. BTHEL,
EMHERBETSEETRMEDR,

Z A AWS CloudFormation 324 , A IBINEAREE,

HEBR4: (FER) RETANBRER 73


https://console.aws.amazon.com/cloudformation/home

AWS ) B Bt R 2 EIFE Gt
2. BEEH.
3. EMEMEMMEDR  RRBEFNHEL,

ERT IR R

Update sharr-v130-rc1-member- X
PlaybookMemberStackPCI321-LWXPIU3B3J89?

It is recommended to update through the root stack
Updating a nested stack may result in an unstable state where the nested stack is out-
of-sync with its root stack. Learn more [4

Go to root stack (recommended)

© Update nested stack

Cancel Update stack

4. ZHRERBRSEA , RREET -5,
5. AR A ANMAIER, BAAFEHENERER Available , WRFAFEMNZHIEEES Not

available,

(® Note
BAR IS M E B IRE SR ENE RN AR RIEH Runbook,

6. 7 Configure stack options (X EHBEIH) HH , iEIE Next (T —F),
%

7. B EEL , BRFHEFENERE, AERFEANKEEIL AWS Identity and Access Management
(IAM) EIREI 532

8. FRREEMMER,

BT LAIEARRERERY AWS CloudFormation £ & F R HEEMWRE, BEZSEKRY 15 2 ERKE
CREATE_COMPLETE #R&E,

Control Tower (CT) &

EA R AWS Control Tower (CfCT) W BEETIERERNAEES. DevOps EXAE. BIYHEKME. IT
EEREZREE  URFLEAHENTNEFBITNIERHE AWS Control Tower RENRZHKEESHE. ©
REFEH CICT BEIEHBETHIERE AWS Control Tower IRIEMHHEIE A

Control Tower (CT) #& 74
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HERRT : 4930 98
TERMRAF

HE UM R A, FHRMREEAR AWS Control Tower BEE.

E AT AWS Control Tower E2AH APIs RERREE , HERE TSR :

ZERKBER AWS Control Tower |, 5528 : AWS Control Tower AFS

EETRMALTENERES  BSH BN EEE
EERBNNBLNBRES, B0 BEENNEEED
EREBLER

EA T HIZERIE AWS EEBUERS R,
FB1: EENE S3 REiFrE

(® Note

S3 AT - EEARN ADMIN, ER—AMRELSR , TRHKKERAEEEHNIT, S3
RETBEFRHEENS | 2FEH1T ASR FrERY AWS CloudFormation #82<# Lambda 723
. ELERIMA CfCt 3¢ StackSet HBE.

1. BXE S3 RFATEE

REAREFERNREHBEEND S3 RETE.

2. E RE

ERZENFEEFMENLEREEY,. EABNMAIE,
3. EXE S3 fFRrR IR

ERWEREENREFITRBCR , SUESIEDRHNEFFT,

4. Efmil 2

fmeE, HEIUHMLTXERENEABRANEELNETHE,
5. EHEEE S3

TORIRE
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AWS FHBEE{LRZEEE HEEE

RERENEZEKM LEBEEER S3 REE.

S 2 HEIEZE AWS Control Tower

1. 323 ASR THHNEBEEAFTE
ERERENFE , SIHPAE ASR . HARA, HEMEMBEZRET.
2. E#1 CodePipeline

12 AWS CodePipeline fA5€ | LABE2pE ASR THFIENFHEEL R, KmBEER,
TR BENHEE S3 REFITE

AWS R G REAMERFITR | BB HTTPS FRCEAN 2 EFIMHENE  UREFNESANE
ENEEFFEE , H120 Lambda BN,

1. iE S3 AT

BEHE-NREFIEEE , SIW asr-staging, ERIRHE EEREMERRESEY , P —EEZE - 2%
AEBNEIREETESRE 5 —EAREHENSZEANER

export BASE_BUCKET_NAME=asr-staging-$(date +%s)

export TEMPLATE_BUCKET_NAME=$BASE_BUCKET_NAME-reference
export REGION=us-east-1

export ASSET_BUCKET_NAME=$BASE_BUCKET_NAME-$REGION

2. RIERE

&N AWS tkFH | FRELERBEYMEREFETR , S0 asr-staging-reference F asr-staging-
us-east-1, ( B2EEEZEEASRE CloudFormation iR | EEEEFIrEEREMEEMEE | §lW
lambda BB EH. ) BHRBEFITREXNBEL R AFAREFER

aws s3 mb s3://$TEMPLATE_BUCKET_NAME/
aws s3 mb s3://$ASSET_BUCKET_NAME/

(® Note

BAREIREE  FRATCMHATTLHEEE. CRAEREEIEEE. FALEEN. £
KMS &, EEcal , FERAEFIrBEe g,

SR BENDEE S3 REFLRE 76
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3. S3 RIFATRBURRE

E# $STEMPLATE_BUCKET_NAME S3 & FZErBEK , LE@EHTIRF ID B9 PutObject 357l #&lit
FAIEREHTIREFIEESARTITEN IAM &6, HBREAERERE EERFDEIFELE
B,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": "*",

"Action": "s3:GetObject",

"Resource": [
"arn:aws:s3:::template-bucket-name/*",
"arn:aws:s3:::template-bucket-name"

1,

"Condition": {

"StringEquals": {
"aws:PrincipalOrgID": "org-id"
}
}
b
{

"Effect": "Allow",

"Principal": "*",

"Action": "s3:PutObject",

"Resource": [
"arn:aws:s3:::template-bucket-name/*",
"arn:aws:s3:::template-bucket-name"

1,

"Condition": {

"ArnLike": {
"aws:PrincipalArn": "arn:aws:iam::account-id:role/iam-role-name"
}
}
}
]
}

BHEE S3 RFITRBRATEHN T, BUEFTERGHTIRFFEEEAREITREN IAM AE,
ASEESEEREIE (HW0 asr-staging-us-east-1, asr-staging-eu-west-1 & ) EELRE , i
FEZSEEESBE  MESE EERFFEYREFITHE,

SR BENDEE S3 REFLRE 77
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4. R %fE

- BHIEE

« AWS CLI v2
Python 3.11+ & pip
AWS CDK 2.171.1+

Node.js 20+ #H npm
Poetry v2 £ EL EZ[E HONEBER

« Git 8% https://github.com/aws-solutions/automated-security-response-on-aws.git

Bt , FRELSCERRERRFHIT npm L&,

EERFEEENIBER RS | #1T build-s3-dist.sh , BEREFETEBNERTE ( H0 mybucket) FIE
EEBMRAE (0 v1.0.0), HRPEBRIBM GitHub THEHAIARA ( HlI0 GitHub : v1.0.0 , B4
# : v1.0.0.mybuild)

chmod +x build-s3-dist.sh

export SOLUTION_NAME=automated-security-response-on-aws
export SOLUTION_VERSION=v1.0.0.mybuild

./build-s3-dist.sh -b $BASE_BUCKET_NAME -v $SOLUTION_VERSION

5. BEMHIEBE S3

cd deployment

aws s3 cp global-s3-assets/ s3://$TEMPLATE_BUCKET_NAME/$SOLUTION_NAME/
$SOLUTION_VERSION/ --recursive --acl bucket-owner-full-control

aws s3 cp regional-s3-assets/ s3://$ASSET_BUCKET_NAME/$SOLUTION_NAME/
$SOLUTION_VERSION/ --recursive --acl bucket-owner-full-control

SR 2 HBEIREZE AWS Control Tower

1. B ASR THEREBEEAFE

# ASR B MEFBE S3 7T 2% , SBEH Control Tower EEEFFEUSEHRAE , REER
EEHIT , 552 : Controltower 2f&

SR 2 HBEEEZE AWS Control Tower 78
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AWS EH BBt Z2EE

HiEEE

/A Important

& ZHER ASR BRI RNV IEREE |
BNSBHEANFEES. UATE

ASR THHEFABTEMN TR :

region:

version:

us-east-1 #<HOME_REGION_NAME>
2021-03-15

# Control Tower Custom CloudFormation Resources

resources:
- name: <ADMIN STACK NAME>
resource_file: s3://<ADMIN TEMPLATE BUCKET path>
parameters:

parameter_key: UseCloudWatchMetricsAlarms
parameter_value: "yes"

parameter_key: TicketGenFunctionName
parameter_value: ""

parameter_key: ShouldDeployWebUI

"yes"

parameter_key: AdminUserEmail
parameter_value: "<YOUR EMAIL ADDRESS>"
parameter_key: LoadSCAdminStack
parameter_value: "yes"

parameter_key: LoadCIS12@0AdminStack
parameter_value: "no"

parameter_key: LoadCIS300AdminStack
parameter_value: "no"

parameter_key: UseCloudWatchMetrics
parameter_value: "yes"

parameter_key: LoadNIST80053AdminStack
parameter_value: "no"

parameter_key: LoadCIS14@0AdminStack
parameter_value: "no"

parameter_key: ReuseOrchestratorLogGroup
parameter_value: "yes"

parameter_key: LoadPCI321AdminStack
parameter_value: "no"

parameter_value:

parameter_key: RemediationFailureAlarmThreshold
parameter_value: "5"
parameter_key: LoadAFSBPAdminStack

BEZEE S AWS X |, LLENE CloudFormation #i4<#E
FAE#E : CloudFormation Ei S B & 15/

SR 2 HBEREZE AWS Control Tower
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https://docs.aws.amazon.com/en_us/solutions/latest/automated-security-response-on-aws/aws-cloudformation-template.html
https://docs.aws.amazon.com/solutions/latest/automated-security-response-on-aws/deployment.html

AWS EH BBt Z2EE

HiEEE

parameter_value:
- parameter_key: EnableEnhancedCloudWatchMetrics
parameter_value: "
deploy_method: stack_set
deployment_targets:
accounts: # :type: list
- <ACCOUNT_NAME> # and/or
- <ACCOUNT_NUMBER>
regions:
- <REGION_NAME>

no

no

- name: <ROLE MEMBER STACK NAME>
resource_file: s3://<ROLE MEMBER TEMPLATE BUCKET path>
parameters:

- parameter_key: SecHubAdminAccount
parameter_value: <ADMIN_ACCOUNT_NAME>
- parameter_key: Namespace
parameter_value: <NAMESPACE>
deploy_method: stack_set
deployment_targets:
organizational_units:
- <ORG UNIT>

- name: <MEMBER STACK NAME>
resource_file: s3://<MEMBER TEMPLATE BUCKET path>
parameters:

- parameter_key: SecHubAdminAccount
parameter_value: <ADMIN_ACCOUNT_NAME>

- parameter_key: LoadCIS12@MemberStack
parameter_value: "no"

- parameter_key: LoadNIST80053MemberStack
parameter_value: "no"

- parameter_key: Namespace
parameter_value: <NAMESPACE>

- parameter_key: CreateS3BucketForRedshiftAuditlLogging
parameter_value: "no"

- parameter_key: LoadAFSBPMemberStack
parameter_value: "no"

- parameter_key: LoadSCMemberStack
parameter_value: "yes"

- parameter_key: LoadPCI321MemberStack
parameter_value: "no"

- parameter_key: LoadCIS14@MemberStack
parameter_value: "no"

SR 2 HBEREZE AWS Control Tower
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HiFEmR

- parameter_key: EnableCloudTrailForASRActionLog
parameter_value: "no"
- parameter_key: LogGroupName
parameter_value: <LOG_GROUP_NAME>
- parameter_key: LoadCIS300MemberStack
parameter_value: "no"
deploy_method: stack_set
deployment_targets:
accounts: # :type: list
- <ACCOUNT_NAME> # and/or
- <ACCOUNT_NUMBER>
organizational_units:
- <ORG UNIT>
regions: # :type: list
- <REGION_NAME>

2. BEAIREEERM

&

EiE

\//

ﬁ&Eﬂ

SERERIFIEE custom-control-tower-configuration.zip I #1T CodePipeline ,

AR BB

HER2:

HBEBILEZE AWS Control Tower
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https://docs.aws.amazon.com/controltower/latest/userguide/cfct-codepipeline-overview.html
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£ Amazon CloudWatch &R AR EEIE AR R T RHVIRE

W RR T A EFRTE Amazon CloudWatch E&RIR LW BEETIEEME R,

CloudWatch BRRMBE RS ERFRS RNRE , YEBREBEBERRHE R,

R A CloudWatch 151, BRMERNR

CloudWatch Zh&EHE M{E CloudFormation Ei4< 3 &,

CloudWatch Metrics
UseCloudWatchMetrics

Enable collection of operational metrics and create a CloudWatch dashboard to monitor solution operations
Lyes *)

UseCloudWatchMetricsAlarms

Create CloudWatch Alarms for gathered metrics
(yes v

RemediationFailureAlarmThreshold
Percentage of failures in one period (default period is 1 day) to trigger the remediation failures alarm for a given control ID. E.g., to specify 20% then enter the number 20

(s )

EnableEnhancedCloudWatchMetrics
Enable collection of metrics per Control ID in addition to standard metrics. You must also select 'yes’ for UseCloudWatchMetrics to enable enhanced metric collection. The
added cost of these additional custom metrics could be up to $65/month.

(o =

1. UseCloudWatchMetrics - # L5 E ByesBAREREZENES , WE I CloudWatch EFRMR AR
ELEEE,

2. UseCloudWatchAlarms - #§tEXE AyesRU AR T RV FERE R,

3. RemediationFailureAlarmThreshold - —EX B R K IS LS| R E RN B 2 L.

4. EnableEnhancedCloudWatchMetrics - it B BERE R yes , ANES@EZFIE ID WERER. B
BER , WSBEERA no, A RSWEFTEEEE IDsIEE, SEZE4E ID WEREENER
SELBENEAR.

£ CloudWatch &&E R

BEERAERR

1. BB ZE Amazon CloudWatch , A% E B F Dashboards.

BtA CloudWatch B, BRAERK 82
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2. B A "TASR-Remediation-Metrics-Dashboard s £Y1& & o

CloudWatch E&RIREZE T IIEE :

1. BB ERE - AIRERA T BERGT REKWIEER Security Hub BEREHE.

2. BEKRY - BRKRMNEERE  LBSLLAEN , URAMER, KEXAR ISR RETETE
EFFENAERRT RBEERNEE.

3. kIR HITE ID S IERIN/ AR - MBREBEIBIFAMEEEEE , RESMKESIE ID 7 BEEER,
ESELAMERB RS ANERR  FFEETANRNE s HEIZEIEHIE IDs , ERREBELLEIFHIE
IDs k8,

4. Runbook EEABAM - BTHRAZRBRAIEHEABZIRFHNEEERMEBENKBR
. HARDAECMERBEBBEERAETERAN  EERTLENHE, EHBAKRFHPRERES
BifE, EABRFREINFA EventBridge R B , SNBUEEE Security Hub H iR F RV EREE , LR
R UL EE,

5. it ASR N EmMRREEEF - 5 HEETBEFEEA EnableCloudTrailForASRActionLog 2 #Bt A

BFRFNAEREIRFHFR S REEDFE. EERREMN AWS IRFHBREFRNNEREE
B, /N TEAHEET# BRERREEBERT ER,.

CloudWatch xR tLFEM AL ERNE T , REE BRHRFERER,

1. MREEHERTE 24 PNFHAIBAELIT > 1000,

a. BERTHARERETVER TEHRARDHIERSREL.

b. A LAE A CloudFormation 28 # % F{E.
2. kA = NOREMEDIATION > 0 H{&E k&

a. EEERBETIEE ASR FHBHE, EFRRTIBHRIESUATSBBAEBNISHE,
3. Runbook fEEABKEK >0

a. ERERBEMASENIRFRED LEZBE. ETRRTIEEAEHRA  LIELEAHE
ZHIRF.

BRMEUFTBEBRRE , UFESERIHEERER,

£ CloudWatch & &R 83
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Cloudwatch > Dashboards > ASR-Remediation-Metrics-Dashboard Autosave: Off @ Period override 1 hour (auto)
ASR iation-M.

trics-D dv ¥ | th 3h 12h 1d 3d 1w  Custom EI | Localtimezone vH c | v ‘@‘ Actions v =

Remediation Failures by Type

State Machine Executions Remediation Outcomes

Remediation Failures by Type
Count 2

2 This widget displays the frequency of different remediation outcomes.
2,000 /\
Remediations started >= 1000 for 1 datapoints within 1440 minut...

If there Is an Increase In NOREMEDIATION results, this Indicates that
remediations are being attempted for remediations not currently included

. a2 In ASR. You should verify that this Is not caused by a modified automatic
S04 remediation rule.
/\ .
. .NOREMEDIATION >= 1 for 1 datapoints within 1440 minutes (1)
7 —_— 2 T . 23 28 12717 12719
1203 125 1217 12119 1213 12715 2 271 ° @ rem TACTVE @ on
@ Remediations started @ FAILURE @ SUCCESS @ STANDARDNOTENABLED
Remediation Scheduling Queue Length ® ¢ Maximum Remediation Delay Remediation Scheduling Widgets :
Count Seconds These widget: related to of
2100 5200 Triggered remediations are inserted into a queue and a scheduling Lambda
picks them up to schedule the remediation execution.
The queus length represents the number of triggered remediations that
o050 2600 are waiting to be scheduled.
The maximum delay is how far out, in seconds, that the scheduling Lambda
N o . has scheduled a remediation for execution.
1213 1215 127 12019 23 215 27 219
® Queue Length @ Delay

Runbook Assume Role Fallures ¢ Runbook Assume Role Failures g

285 This widget displays the frequency of the remediation lambda failing to
A assume the role necessary to remediate on a different account.
This may indicate that ASR Is attempting to remediata on a spoke account
. that does not have ASR Installed.

, __Runbook Assume Role

>=1for1 ints within 1440 ...

1213 1215 12417 1219

@ Runbook Assume Rale Failures

1. E¥F Amazon CloudWatch - R~ > FFIE &R,

B
BEFLEBUNETR , ARENBF - RE.

2

CloudWatch x| CloudWatch > Alarms
Favorites and recents » Alarms (3) (] Hide Auto Scaling alarms Create alarm
Dashboards ‘ Q_ ASR- X ‘ ‘ Any state v ‘ ‘ Any type v ‘ ‘ Anyactions... ¥ 1 &
ASR-Remediation-Mefrics-
Dashboard O Name v | state v | Last state update v | Conditions | Actions v
v Alarms Ao @17 @0 NOREMEDIATION >= 1 for 1 datapoints within 1
AoQm O O ASR-NoRemediation @ok 2023-12-25 15:36:25 4 P @ Actions enabled
In alarm i
Runbook Assume Role Failures >= 1 for 1
All alarms 1 ASR-RunbookAssumeRoleFailure @ok 2023-12-22 18:27:56 @ Actions enabled
datapoints within 1 day
Billing
ExecutionsStarted >= 10 for 1 datapoints within
1 ASR-StateMachineExecutions @ok 2023-12-15 16:47:41 h @ Actions enabled
our
v Logs
Log groups

Log Anomalies
Live Tail

Logs Insights

¥ Metrics

1. BRESESFENELRHE.

EE RRE 84
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CloudwWatch » Alarms » ASR-StateMachineExecutions » Edit

Step 1 - optional
Specify metric and conditions

Step 2 - optional
Configure actions

Step 3 - optional
Add name and description

Step 4 - optional
Preview and create

Metric

Graph

Specify metric and conditions - optional

This alarm will trigger when the blue line goes above the red line for 1 datapoints within 1 day.

b4
Count Namespace
AWS/States
1,000
1,000
Metric name
‘ ExecutionsStarted ‘
501
StateMachineArn
‘ arn:aws:states:us-east-1:221128147805:stateMachine:S
1 .
01/05 01/07 01/09 01/11 Statistic
@ ExecutionsStarted ‘ Q sum x ‘
Period
‘ 1 day v ‘
Conditions
Threshold type
O Static (O Anomaly detection
Use a value as a threshold Use a band as a threshold
Whenever ExecutionsStarted is...
Define the alarm condition.
() Greater O Greater/Equal ) Lower/Equal ) Lower
> threshold >= threshold <= threshold < threshold
than...
Define the threshold value.
1000 -
Must be a number
» Additional configuration
Cancel Skip to Preview and create Next

1. EEZE CloudWatch ERRFERXEPHER , IFEHRE.
a. ERYENTEL EANEMAR.

b. B2 Edit ({R88).

EE RRE
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c. BEARARSIER,
d. BB REBUNEHKRE.

State Machine Executions .2 Persist time range @ tTh 3h 12h 1d 3d 1w Custom Local timezone v | | Line v
Count
1,000 Ty : i =
Remediations started >= 1000 for 1 datapoints within 1440 minutes (1,000)
501
1 -
01/04 01/04 01/05 01/05 01/06 01/06 o1/o7 o1/07 01/08 01/08 01/09 01/09 01/10 01/10 01/11 o1/1
@ Remediations started
Browse | Multi source query - new | Graphed metrics(1) | Options | Source Addmath v ‘ ‘ Add query v
Widget type
‘ Line ‘ Datatable | Stackedarea | Number | Gauge ‘ Bar ‘ Pie ‘
Legend position Live data
Hidden © Bottom Right Display most recent data point, even when not yet fully aggregated.
Left Y axis Right Y axis
Label Label
Limits Min Max Limits Min Max
Show units Show units
Horizontal annotations / thresholds &
Label Value Filt Axis Actions
] Remediations started >= 1000 for 1 datapoints within 1440 minutes [ 1000 [ None A4 > X

Add horizontal annotation

Vertical annotations Info

Add vertical annotation

TE & REA

EEEERSSD , ;TEEEEH#E SO0111-ASR_Alarm_Topic 23 #J Amazon SNS =/, E€HE
REAN ALARM iR BERFIE AN 12

%

HEE- B R 86
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ERTERR T =R

/A Important

- ENBRERE , TREFEEEESRFFFHENBABBEERA. F2HRBAE£EH
LigE,

- MRIEMFEH Reuse Orchestrator Log Group ZEIRREB R , FREAEHEFHNHE
FHERE , LR AFHEENEUSEXRAFRERE. F2RNEHRTR, NREE
REMRIT v2.3.0+ WHEBRES  FRE "5,

1€ v1.4 Z BIRY AR ATt %
MBLEHDE V14X ZHBBRASR , BRREE | RERERTIRE

1. BRZELNHBENFERER, F2EBRTERRGE.
2. MBRHMHER, FERTEMERT =,

@ Note

MREEH v1.2.1 HERRAFARE v1.3.0 REFMA , BiSFEHBREMN Orchestrator
Log Group FXE5A No. MRBEEHZHE v1.3.0 REFMMA , BRI LlYesst ¥ fhiR1ER
BY . IR IE A I B0 8% Orchestrator Step Functions BY#H[E B 5584

#E v1.4 FEFH AR T+ 4R

MRERE V1.4 Ak , BEFATAEMED StackSets , WRFAR :

1. EHARIFHE AR EFH Security Hub BEIEEIRF S,

2. EBEKBIIRFEF , EMRMEBANT,

3. EERIHENMEERETNEBEKERFD , REMNVEREMKEHE,

4. MREBA Web Ul , BEEH T £ 8 TicketGenFunctionName , BIff CloudFront RER %
¥, ABRMEE

aws cloudfront create-invalidation \

# v1.4 Z BBV RRAFHR 87


https://docs.aws.amazon.com/solutions/latest/automated-security-response-on-aws/enable-fully-automated-remediations.html
https://docs.aws.amazon.com/solutions/latest/automated-security-response-on-aws/enable-fully-automated-remediations.html
https://docs.aws.amazon.com/solutions/latest/automated-security-response-on-aws/deployment.html
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-admin.template
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--distribution-id <distribution-id> \
--paths "/aws-exports.json"

% v2.0.x FHik

MRBELE V2.0.x Fik , BAHEKE v2.1.2 REFMRAR, EFHZE v2.1.0 - v2.1.1 7 CloudFormation
R,

# v2.1.4 RE R RAE TR

MREBRE V214 RERRAFALL , BABEFARE v2.3.0, FTEARESH v2.3.0 WEMARAE, &
Bl  HBEHMREKSAY, & , BULBKREEFBEMERARNME  MARHITHEEH,

# v2.0.x FHR 88
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5 S HE AR

EAEEFRIRHEREAMERNIE R, MRELIETELMBREHEE , BB AWS Support 12t
AR 7 2B AWS Support EHIRIEREA,

ﬁg/kjﬂ_ﬁ H 70}

FEUERBRLSRNYEDEHES  F2RITENELASE,

WERR T REHETE AWS Systems Manager T#1THIEE Runbook W |, I A&4E R & E AWS
Security Hub B ERF H500111-ASRHI CloudWatch Logs ##l. SEZRFHESXE —ESER.

Orchestrator Step Functions €# i G & BRE#EC#E] AWS Security Hub EE SRS FH S00111-
ASR-Orchestrator CloudWatch Logs ##H. Ltk BFE= —EREXIRE , AIcsk Step Functions &1{E
HITIEBEAARREER, =@ Step Functions #1T#E —E B R,

1@ B 55 EE 2 A AWS KMS Customer-Manager £ (CMK) #1713,

THSEEMEFFER S00111-ASRAGFFFE. FAL ALK AWS Systems Manager Automation
F# A, Automation Executions B35, Step Function £ A M Lambda B iR H#H HERERIRE,

MREERY , BEUUTABTNALKELEHD BEFMS00111-ASRHAVZREE, #2HIEMN B H, 5
un : CIS-2.9-2021-08-12

ERROR: a4cbb9bb-24cc-492b-a30f-1123b407a6253: Remediation failed for CIS control
2.9 in account 123412341234: See Automation Execution output for details (AwsEc2Vpc
vpc-0e92bbe911cf@8ach)

THASEMEMEFMER., HEHEKB ASR Runbook , BEARETLEENZREE, Hli0 : ASR-
CIS_1.2.0. 29

Step fails when it is Execution complete: verified. Failed to run automation with
executionId: eecdef79-9111-4532-921a3-e098549f5259 Failed :

{Status=[Failed], Output=[No output available yet because the step is not successfully
executed], ExecutionId=[eecdef79-9111-4532-921a-e098549f5259]}. Please refer to
Automation Service Troubleshooting Guide for more diagnosis details.

WEASERLAY  FRFAPRERERFHIETHN FEEL, EERMBYBILEE  EXEEAK
ERFHHAWS EBFIES (RLEARFAL ) , 511 AWS Systems Manager , EEZE8)1t , ¥RE
1T ID W BFH Heecdef79-9111-4532-921a-e098549f525,
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- FORE : BRFRIPBLAH , WHIEEESR |, F5H Amazon CloudWatch FEEERAI A,

RRF R : ME CloudFormation ER/EHERFPIEH AFHEACFENERAR, ASR HBHX
ARHEEFRAREN BB, BREEEMEEFER,

- B : BRTRELE EventBridge A EE T F M EAR B P ASHERETEE
fRRF R . BAREEE S| EventBridge HAAIMWELRE , WEHBFMNEHE, B LE Security Hub

hEAEABRAERTH SC FREHNEHRFFAERR. EXBAAZENFM , RFEREM
EventBridge # BIEL &R , LB REERE R

- B RER-RF PN SEEEP T Security Hub, RBEEZEEH P EBF LRSS =,

fRIRF 2R - 2B Security Hub EESMHRIMNIRF N BEFPHEEES#HE, £CRE Security Hub
RENSERFMEFHPLEREER, £ Security Hub FRIAREM,

- R9%E : #E% , SO0111-ASR-Orchestrator FEHS B Bt XA ARRE L B | H3R 502 88
2 : TLambda FEMFRESY , BB KMS FEUEIE, BREREMN KMS £85%E, KMS
BISAAR R © UnrecognizedClientExceptionKMS F 5. : B RFEENLLFZFEN. (R .
AWSLambda ; #REERE : 502 ; $E52%5 : KMSAccessDeniedException ; 3R ID : ... ™"

FRRFE  HMTIBE R , MERARRBEN 10 D&, RBBENATFE , FRBRXERER
GitHub R,

- BIE  RERBERERE , ERBEEEMER.

BREE  RERELERNES , TRREENER,. ERNEESBEBTEIEEHEE. Bal,
MPERZEEBEIUANEE , AIRLIEZERAERARGEGEERE, QEBRSRAFE. £ £#A

AR CloudWatch Logs. &3 SO0111-ASR CloudWatch Logs &#H. HEFEE , LABRRIEE
M ERR, BERNEAERRT-HEBEEENAFER. FEXSEBEREIMER. KRN —EFREE
ATRER  BEBERGIEGEEFTHER. BIRFEE (HAXE)  IBEBECHEE. R &
EHETABWRR , FREBFLBEBMEZERR.

- B%E : BFAA181E% , Security Hub A hAVARRE I REH,

fRRAR - Security Hub R ATEEBHEN., EFEBEER MR, BEBENREEEN., BE
BETREEH/ EBSERANERABR, HEERENEM RFEEEZE AWS Security Hub B9
EHERRIMN , il AWS Config, EFFTARANKEABRRER R, MREBEHARMEE ,
ESELRN TRERSERERE , ERBETMAEE, .
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- B HHRB[SREHEIE B BLXHARRER R « I AssumeRole #RAFRF 84 5 R

(AccessDenied),

RRFR  REHAREARRER ASR EEERBEREFTENKEIRFD, EFEKEHANHERE
o

- B : Config.1 Runbook k8 , R AR #HKIFIA R EE EFE,
RRAR . FHREERN AWS Config 5%7E , AHE{R Config EIEFRE. EXLEERT , B&LE
EHEEEEREBH AWS Config 5% E.

- %8 : {EEMRI , BEEAL "No output available yet because the step is not
successfully executed."

FRARAR  ERMRAFHNEANEE , HPHLEEE Runbook TEELEE, £ Runbook #%1E
BRY , WEMRRS RELEEREHAR,

- BE  BRARABMAEEMRIER
BRAFR  BMEHESRAEESESHBERNERRENHE  MARERAL. EXRERE
PERFREE, IREEEHY , FRABRIERR.

- B BRRETBEERLMN v1.3.0 HBKXH,
FAFR  BREEBESHATRESERRBITBDERLR. EREET —ERAHBEN S HMREE.
MRBEEERER :
a. A AWS Security Hub BB X 24,
b. EEEBIIRFH , BIFERE,

EMBTEBERSIER

. FEIMERER ASR 5EHIER,
e. BIXMIRHER,

- B ENMHEEESHER  SREHE LXMAssumeRole,

o

o

BRER  ENNEEEEHBEIHERSIRFHTEEEACENBIRFTIREACCEHNEEE
o BULAEFMBERERFHENMEXNEACHD,

- FEAEE : CIS 3.x 81EEBiB 24 /NEEPASSEDE AT T

RABE . WREBERERF KA SO0111-ASR_LocalAlarmNotification SNS FRERIET
B, ERERNEBR.
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BEZENEE

SetSSLBucketPolicy & AccessDenied #5531 %k B

TEEEEAAY I &ITE - AWS FSBP 1.0.0 S3.5 ik, PCI3.2.1 PCI.S35 k%, CIS1.4.02.1.2 fkR. SC2.0.0
S3.5 kR

B : SetSSLBucketPolicy %k B3t 3} AccessDenied #5358 :

P04 PutBucketPolicy & /EEF2% 4 $532 (AccessDenied) : FEUEIE
NREMAREITENSEARFIGE , SEANERTIREE  HPI3 AT RFRHERR
X, BEREAN. EBRETSHERRINREFIRER , ARMAZRRETBROLAEFIE
¥R, BDAE R ARRE,

1818 ConfigureS3BucketPublicAccessBlock ( FHEF#=HI1E : AWS FSBP v1.0.0 S3.2, PCl v3.2.1
PCI.S3.2, CISv1.4.02.1.5.2, SCv2.0.0 S3.2) th Al LU REFIRERLRE K RBCETEEHE
FRHERNBERTRELAEFNEREE,

SetSSLBucketPolicy 8 RAX 8 ZREFITREBUER , LIEETFEH SSL @R, EFSBHBEH

MEMERAN , Bt , MIRFEAFLRAFIRNRER , AEERELIEARENTEELRARANE
R FITRBUR.

BRER  ERREETBBERUABKRAF AR FIREMEFIE LHHRARFIREGRIERK,

PutS3BucketPolicyDeny % B{

FHBEBEAY 118 - AWS FSBP v1.0.0 S3.6. NIST.800-53.r5 CA-9(1)., NIST.800-53.r5 CM-2
RERE : PutS3BucketPolicyDeny HIR T 5§55
Unable to create an explicit deny statement for {bucket_name}.

NREEREFTRBLABBRNERHER T  BRARDELZSEEBRRFTEZERFEFE B
AREEHEHMAEBNMAREIREF,

BRAR  ERFEETEBER , AMHRERFIATEE  MARER T 8 , XRFIEBHD
o
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BRF RPEFERTRERN TS,

1 FRE-ZFENEBEE

-

. EEEERST , BEZE AWS CloudFormation £ A&,
SREESHEBYRAHBLRIER,
#HRemediationConfigurationDynamoDBTable HHI{E,

BEZE DynamoDB A& WHBISEHEREER R,
iZH Explore Table ltems (JRZRERRIEE),
EREREHEET , EWMEA,
EHEIEZSIE : controlld L& ARFIE ID ( Hlf0 Lambda. 1) , A&IER—T#IT.
EERERNIEE  ARR—TE8F > FEERA,
. #%automatedRemediationEnabled B4 EEE A False,
103&— T REFILEIRA,

©9°.\‘.°>.U":'>.°°!\’

=B 2 . FRMAEZRHEANEBEE

1. KRB 1 FHFR 1-5 FREEERBERRER,
2. EFHREHEE T , BREURH MR A REH,

3. ¥ % automatedRemediationEnabled #%%4 True NS ERHIE | #BEUER , ARE—THHE
> {mEEIEH .

4. #&automatedRemediationEnabled B EEE A False , A& IZ— T REFIFEER.
5. B EEANFMAERFEES TR,

5613 FRRFNFBEE

1. BE X EventBridge A&,

2. TR PIERR AL,

3. BHNFEREHERELE S Remediate_with_ASR_CustomAction,
4. BEUREA , RARIR—TEAKH,
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Bt %% AWS Support

R EH AWS Business Support+, AWS Enterprise Support 2 Unified Operations , #& 7] LA {5 A
AWS Support Center EXS LR B RNV ERE B, AT EEARMERA,

= RviE 3]

BAXEF D,
2. BREVRN,

an{a iR R 15 B 2

1. BRI

SHEARTS | BEUERIR G .

SRR EIEMART R

SHHBEM , ENENSEERARMNREE,

EEBARY. SRABEME RESEARSNEDHEENER, MREEE SRS
RARRE  BRET— : HEH.

.U":h.o-’!\’

Ht&EA

1. 8#H8EE  BAREEHNBENF.

2. ST | FBEAFMRIARE , SR RNBBNEEANRA |, #l0 : AWSVvX.Y.Z LB E
BL4LOE,

3 BEBEERER,
4. JE$E Support RIEFERFTENEA.

7 B 3 P9 S 1R B IR S8 B9 SR

1. MABRNEA.
2. BET—S8R : LAFARBEERM.
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R EMRS R

ERATIRERF , Bl AWS EETREMERTEFRG R

V1.0.0-V1.2.1

¥ 1.0.0 lRE 1.2.1 ik , FBE A Service Catalog f##BRZ % CIS F/=k FSBP Ff. EFBfEMA v1.3.0
Service Catalog,

1. & A AWS CloudFormation £ & WEEZE Security Hub EERS,

2. 1#1F Service Catalog UK ILEAHENFMH, BREMARLEFHE., AEIFERE,
3. #& Security Hub X E R FBRE S CISPermissions. template# 7,

4. & Security Hub BEE B MK IR F BBRWEEAFSBPMemberStack . template# 7,
5. BB F Security Hub TEIRF | BEERF RN RZEHEE |, REBEZFMER.

(® Note
CloudWatch Logs B#H HHERE., RMERBEEBABHNEFREBRNERREZELH
o
V1.3.X

1. automated-security-response-member.template B EKERFEBER .
2. automated-security-response-admin.template REEERFBER .

(® Note

BER VIS0 PHNEESHATREEBRETDFRRM, ERSET —EREAPEENE
HEE, FERATIIERRIESELREE :

1. A AWS Security Hub BB X2 A,
2. EEEBIIRFY , BIERE

3. BRI BERGIER,

4. FEIMBRER ASR 5EMIEE,
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5. BIRMIBRHEE,

V1.4.0 REFRAS

HEBETE

1. automated-security-response-member.template R EEKRERFBER .
2. automated-security-response-admin.template fEEERFBER .

StackSet ZpE
¥ A @ StackSet , BERHEE K RRUNBHMERIEFZER StackSet,

iR BEBKRER , thZautomated-security-response-member-roles.templatef®R&
RE K IAM A, Wtk—X , FRELAGWEERMEREERE. E8-F CloudTrail | CloudWatch
CloudWatch F2#%5, RDS B BEREEMAFBETBERR , TUAFBBEREL SO0111-* A,
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EEEEE

R ME A &R R B R
SRMASREER | BAEH TFIRHIRRS ROBLEHEERA.
HERANAAREEBOLE .

- EEEMBRRENENKEACHBENENRFTIREBE (EBBETBFITLEEL) |
HEBSIRFRBEEASHIE,

- EEXLRRIRFREFHERTRNES , FOEXEIRXEACHDRFINELIRFHER,

Security Hub FHIIRF BB FAERE REEAERE .

- EEEHERRHTREEESRFIEBENAEFERBEBEE (BBETHFITLEHEIL ).

- FEXREERIRFREFEFBRAIR , FUVLEELRFHES , UKBESTEFLINNEEES
HENAREESIRFMNESR,

HE T LR RS
. EIEENE LAY O B EREIRS FESHHERSIE Runbook WIRSIERMBIEH (HBET
BAERSABL ) . SLASEEENREHBEE,

- EIE S B ALY Remediation Configuratio DynamoDB & ¥R b A ViR & B S £ B 815
@o Jttﬁﬂﬁ = HB%E“%IEEIPE}gO

- RTHEY , RAEZBREEEEINEEIRF P — B iBBRE, WRERHRO AWS FSBP M CIS
1.2.0 iy , FREMESEREFHERTBINEERSIKRS , YK EMERRKEHBIEEIZEX SR
FME.

ESEEAKREHERRIF T WLES Runbook :
- EEEMD R Y HXSHBHWEEREEBFEXSRSMESEHEFLHE Runbook Y12
HEBEE (EBATBFREEEEL) .

- FENREEEMAWMLEGIEETERMNEZESG K EENSEEMEEREEHRBEGHIE
Runbook HI 28, #S#E4IIERN SRR EAE "NOT Available" , LLEUH SR B %32 4118 Runbook,
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ARBANERZRER SSM 28

]I

- EEEHEREHHEBFREEESHEBIEN SSM 2HBMANZRERMBIER (EBETBHER
288 ).

- EEEHEE FEKEA "/Solutions/SO0111/<standard_name>/<standard_version>/status" #J
SSM 2 E({E% A "No".

TrHUf#R 75 22 Web Ul :
- MEEEESHBE  GBRI-HEFEM4  AhESERCESZHERUNETFEBFBuEA
Web Ul BV EREFE AE R,

- ERABFEEAEER , EEENEZREESJLIEFEMEREFE Web Ul S ERE ARG RN F
B,

EEENEREEESNUFARGEAEEARRANERRENFERE,
s BEE S THIFUUARNMAERRRE RN Web Ul , 582E the section called “Web Ul”,

SNS B 5l

RREME RS

"severity": "INFOQO",

"message": "00000000-0000-0000-0000-000000000000: Remediation queued for SC control

RDS.13 in account 111111111111",

"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",

"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}
}
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"severity": "INFO",

"message": "00000000-0000-0000-0000-000000000000: Remediation succeeded for SC
control RDS.13 in account 111111111111: See Automation Execution output for details
(AwsRdsDbInstance arn:aws:rds:us-east-1:111111111111:db:database-1)",

"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",

"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}
}

EEERME

"severity": "ERROR",

"message": "00000000-0000-0000-0000-000000000000: Remediation failed for SC

control RDS.13 in account 111111111111: See Automation Execution output for details
(AwsRdsDbInstance arn:aws:rds:us-east-1:111111111111:db:database-1)",

"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",

"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}
}
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/A Important
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ARZEULEE , ITEFINELHER (S AWS IAM EJR ) HENEERTE
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« AWS Security Hub 34
« AWS Security Hub Ef&
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FEAMMEELERETEREE—LEE, SULVEEHERE , ENREIEHNEE , #ELEE
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REERBRAERRER
R T 5S4

- BEFER
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/A Important
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ERERFHNE—EREYS , EEE AWS Lambda T2 & |, WEFHH Python MITREIEIEE.
AR - FFA T, EBERRAR |, A ERBE D %%H’J B T# URL WA,
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¥ Scan or query items

© Autopreview View table details

‘ () Scan ‘ [ O Query J
Select a table or index Select attribute projection
| Table - asr-admin-RemediationConfigTable24F19C3B-1P3HIID1Y6WG) v | | Allattributes v

Partition key: controlld

| Lambda.1

» Filters - optional

Reset

[ © Completed - Items returned: 1 - Items scanned: 1 - Efficiency: 100% - RCUs consumed: 0.5

<)

Table: asr-admin-RemediationConfigTable24F19C3B-1P3HIJD1Y6WG) - Items returned (1)
Query started on October 22, 2025, 14:52:57

O controlld (String) v | automatedRemediationEnabled
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Table: asr-admin-RemediationConfigTable24F19C3B-1P3HIJD1Y6WGIJ - Items returned (1/1)

Query started on October 22, 2025, 14:52:57
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Delete items
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LR, BB EERRERPMRE , TTH# AWS Security Hub H#) ASR BETBIEE BIEE.
SER3: (B ) rEEBRFHEYEBEERA

B8 (3F "BE. ) MBI AWS Security Hub IRZIFREFERRIUBBITIEH. ERALRERZH , FF
=B R,

1. £ CloudWatch Events HRRMHEIZ S ZENEHHIFR A, RANGTREES

standard_control_*AutoTrigger*,
2. REEANEMIEREMAEN,
3. 8% GeneratorIdELARFEMREEBE JSON GeneratorIdHH .
4. RELRARA,
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CDK TiFizsi &

2 , ASR REFEFTHN TIERSSEUAINE, HFLEHF , ElastiCache.2 HFIEHEREE SC
M AFSBP Ff.

(® Note

FIEFISEEERIEE SC FM , RATESH ASR PR ANAFIEBH. MRERITED
E—HEBEENFM (a0 AFSBP) , BIBRT SC FMzh , BT : (1) EBEHmEER
HIBFM (s) , = (2) &S 1B Z Y FE Security Hub Standard H EENFEFM. BEFER
B {EEEREEEM,

FELLE B |, ElastiCache.2 @ &£ T 5l Security Hub X+

- AFSBP

« NIST.800-53.r5 SI-2

« NIST.800-53.r5 SI-2(2)
« NIST.800-53.r5 SI-2(4)
« NIST.800-53.r5 SI-2(5)
- PCIDSS 4.0.1/6.3.3 ki

HA ASR TR R 2 E1E AFSBP 1 NIST.800-53 K9 F M , HUELERT SC 24 , BRIt S Eig
EELLFM,

Modify (5 )

+ source/lib/remediation-runbook-stack.ts

- source/playbooks/AFSBP/lib/ [standard name] _remediations.ts

* source/playbooks/NIST80053/lib/control_runbooks-construct.ts

- source/playbooks/NIST80053/lib/ [standard name] _remediations.ts
* source/playbooks/SC/lib/control_runbooks-construct.ts

+ source/playbooks/SC/lib/sc_remediations.ts

source/test/regex_registry.ts
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Add

+ source/playbooks/SC/ssmdocs/SC_ElastiCache.2.ts
 source/playbooks/SC/ssmdocs/descriptions/ElastiCache.2.md

 source/remediation_runbooks/EnableElastiCacheVersionUpgrades.yaml

® Note
% Runbook ERMERBAUREMFH , ARCRMENHAREE — 3,

 source/playbooks/NIST80053/ssmdocs/NIST80053_ElastiCache.2.ts
« source/playbooks/AFSBP/ssmdocs/AFSBP_ElastiCache.2.yaml

LR

1. B3 1818 Runbook,

2. 217 Control Runbook,

3. #%1@ Control Runbook E& Playbook &,
4. BIAEE 1AM AEHNESEE Runbook

5. EMEMAIER

S 1 B151E Runbook

ERARBESERN SSM X4, ©H4EAE AutomationAssumeRole 28 | EREEHITIEEN
AR IAM B, EIFIEE Runbook B , FRRIEEMN ERsource/remediation_runbooks/
EnableElastiCacheVersionUpgrades.yamlfiB &%,

FRE 8 Runbook #FEFTIEE source/remediation_runbooks/B .
FSER 2 : B2 %] Runbook

2%l Runbook 2 FM45ER Runbook , AIIEEMNZEIIMAELERER , WHITEHENIEE
Runbook. HAREFIE & ElastiCache.2 {E1E T8 E SC. AFSBP # NIST80053 F , Kt KM% A
ABEFMEBELFTNEFHHTFM, RAEBRITIER

CDK I{EmEstE 164



AWS FHBEE{LRZEEE HEEE

+ source/playbooks/SC/ssmdocs/SC_ElastiCache.2.ts
« source/playbooks/NIST80053/ssmdocs/NIST80053_ElastiCache.2.ts
« source/playbooks/AFSBP/ssmdocs/AFSBP_ElastiCache.2.yaml

Example

EERRNGEEREE , ASEBREER <PLAYBOOK_NAME>_<CONTROL.ID>.ts/yaml

ASR R FELEF M TypeScript # /9 laC 2% Runbook , MEAF ML EREE YAML #8, 2
ZEBFMPNBREEHBAES ., THEHF  BRABNHEFER 1aC B SC Fit.

£ SC FMh , BHYH#2%|E Runbook FEE HiEE ControlRunbookDocument It & &1518
Runbook BRI, FEEFLUUTEYH :

export class EnableElastiCacheVersionUpgrades extends ControlRunbookDocument {
constructor(scope: Construct, id: string, props: ControlRunbookProps) {
super(scope, id, {
...props,
securityControlId: 'ElastiCache.2',
remediationName: 'EnableElastiCacheVersionUpgrades',
scope: RemediationScope.REGIONAL,
resourceIdRegex: <Regex>,
resourceIdName: 'ClusterId’,
updateDescription: new StringFormat('Automatic minor version upgrades enabled for
cluster %s.', [
StringVariable.of( Parselnput.ClusterId’),
D),
1)
}
}

« securityControlld RE#IBZEEMIEHIIE ID , BATE Security Hub B & GHE G ERR H
E&E,

« remediationName R %1 Runbook EEN L,

- scope RERESENERER  EHEREEREHERBEREF,

 resourceldRegex R ARMBEZEMASHEEZ 1S Runbook Z &R ID HJ regex. {EFERREN
— @& , FTE B AREEETN, MRECEEEERME ARN , FE LB,

« resourceldName R EAMFH HEWER ID SR EMN B MBresourceldRegex , EEEREE
Runbook FHYEIR ID SEEBER.
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 updateDescription BREFLEEMBMAINE , FEIRIE Security Hub HRBERZRMN THEE, BB
FH,

B NEEHES WiBcreateControlRunbook , ZHEBEELEERINHEITERE, HR
ElastiCache.2, 01 N FAR :

export function createControlRunbook(scope: Construct, id: string, props:
PlaybookProps): ControlRunbookDocument {
return new EnableElastiCacheVersionUpgrades(scope, id, { ...props, controlld:
'ElastiCache.2' });

}

HA controlld REMEEHERFEN FREABBNZ2EEFERNET ID.

MR Security Hub #2418 EH B EEEZ 1518 Runbook B E , B LUEBSEBHIBE TH A ER
BEELSBH : - getExtraSteps : BEREH Security Hub Hét 1R HHEENSES BN TER

® Note
3B Security Hub B ESH# XL RIEETFER

- getInputParamsStepOutput : EZ#%H Runbook #J GetinputParams 5 BB i

- S{E&@HEE name, outputTypefl selector, selector R RgetExtraSteps HEZBEH
55 F B9 ME [EE 1 88,

 getRemediationParams : EHEEZ £ Runbook BB & , % GetinputParams % BR# H #8
'8

EERGES , BFEEE source/playbooks/SC/ssmdocs/SC_DynamoDB.1.ts X,

HEE 3 : #5EE#E%] Runbook B2 Playbook &

HREL—ESBRPEIINSEES1E Runbook , BBEEXEKEEHPEBMEFFMINERIZRE
=EE, BERSMEES Runbook FILA T FEE,

/A Important
MREEAFRER YAML MIE typescript laC 2372 #%38 Runbook , s&8kEI T — &,
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f£/<playbook_name>/control_runbooks-construct.tsfEAEHE I IE 4] Runbook &R
o, WTAR :

import * as elasticache_2 from '../ssmdocs/SC_ElastiCache.2';

#®E B Ay 3

const controlRunbooksRecord: Record<string, any>

WA EIRFIE ID ( FMSE ) HWHFBEBFBEMLRE I createControlRunbook I 5%

'ElastiCache.2': elasticache_2.createControlRunbook,

HKFMISENEZEEE ID FI8E AIEEEBE , <playbook_name>\_remediations.tsfITFT
N

{ control: 'ElastiCache.2', versionAdded: '2.3.0' },

versionAdded B EZ R BERFT RWEFRA, MRIFIGEEEREARKR/DRSE , FFigH
versionAdded, A URE FEEFMREHEF I SNIEHE Esolution_env.sh,

SER 4 BIAIEHE 1AM B ESE4 Runbook

SEEHABEECH IAM A& | EEH 17184 Runbook FTER BRTEFA. WAL , EEMY
RunbookFactory.createRemediationRunbook’si% , FREASEIES R 1 PRI MIEE Runbook
8 Z R 5 EM CloudFormation AN,

£ Aremediation-runook-stack.ts , H{E{&%EE RemediationRunbookStack$EBIHEEH
CHERBER, THERNEERFE RS ElastiCache.2 1S#E MM IAM A FE# Runbook

AN
(=

Y EREEEEEEEEEEES
// EnableElastiCacheVersionUpgrades
//
{
const remediationName = 'EnableElastiCacheVersionUpgrades'; // should match the

name of your remediation runbook
const inlinePolicy = new Policy(props.roleStack, “ASR-Remediation-Policy-
${remediationName} );
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const remediationPolicy = new PolicyStatement();
remediationPolicy.addActions('elasticache:ModifyCacheCluster');
remediationPolicy.effect = Effect.ALLOW;
remediationPolicy.addResources( ‘arn:${this.partition}:elasticache:*:
${this.account}:cluster:*");
inlinePolicy.addStatements(remediationPolicy);

new SsmRole(props.roleStack, 'RemediationRole ' + remediationName, { // creates
the remediation IAM role
solutionId: props.solutionlId,
ssmDocName: remediationName,
remediationPolicy: inlinePolicy,
remediationRoleName: ‘${remediationRoleNameBase}${remediationName}",

1)

RunbookFactory.createRemediationRunbook(this, 'ASR ' + remediationName, { // adds

the remediation runbook to the solution's cloudformation templates

ssmDocName: remediationName,

ssmDocPath: ssmdocs,

ssmDocFileName: ‘${remediationName}.yaml’,

scriptPath: “${ssmdocs}/scripts’,

solutionVersion: props.solutionVersion,

solutionDistBucket: props.solutionDistBucket,

solutionId: props.solutionlId,

namespace: namespace,

1)

SRS ENREMARE
BROENEBEACRENMUHITETAH,

Bt , BUABEMFARAIRER (HARHE ) FEE source/test/regex_registry.ts
EBER, LERSHHERASE Runbook P EENEEFRAREREFHTHURE. EF
addElastiCacheClusterTestCasesE B AL H] , LERB AN RE ElastiCache EEFFEAMNR
Al®E,

K&, BRFEEMSEHEENRER. RBEZRAIZEFH CloudFormation #AEE , ARIEHYE ASR
ERRErA B E, ST deployment B ##T TS REMELRBER

./run-unit-tests.sh update
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BEZCEREHBFNEMH | EEZTTENEZENDZER , UNSEAFTEERZENTBERGT R
B e o

118 F i

& GitHub EZE T AWS SRS RFM LW BB LR ERMERE RARTE,

AWS CloudFormation EJR 2% AWS CDK THEIH A6 MERSEFMEARENE , aTAREILM
REFWFM. WERTCERNETFMOEFMEER , 528 GitHub 9 README.md =R,

AWS Systems Manager 2 EFH 2

AWS L BBt Z £ EES A AWS Systems Manager 2R ZRERFBFREER. THBEEE
RESEFHRES

7 =] £
/Solutions/S00111/ AR FSBP £EERH EBERETNREFESR ,
CMK_REMEDIATION_ARN AWS KMS &8 f5lan CloudTrail B
/Solutions/S00111/ ASR ARINZE R AWS fRR T RERH =
CMK_ARN KMS €8

/Solutions/S00111/ fRRITEM Amazon SNS =88 {SHSEHMEH
SNS_Topic_ARN ARN

/Solutions/S00111/ AWS Config E##) SNS £f&  Config.1 1618

SNS_Topic_Config.1

/Solutions/S00111/ R RTT RARA

version

/Solutions/ enabled BHEERREMRAFTRTER
S00111/<security RIERAFARRE, EAT LG I
standard long BESFE L UERAEHEE
name>/<version> /status disabled

/Solutions/ String ZEEENTEERE,
S00111/<security fn : CIS. AFSBP, PCI
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AWS EH BBt R MEE

HiEEE

=1

standard long name>/

shortname

/Solutions/
S00111/<security
standard long
name>/<version>
/[<control> /remap

/ASR/Filters/Accou
ntFilterMode

/ASR/Filters/Accou
ntFilters

/ASR/Filters/0OUFil
terMode

/ASR/Filters/OUFil
ters

/ASR/Filters/TagFi
lterMode

/ASR/Filters/TagFi
lters

Amazon SNS FRE

String

aE. HREER

AWS Rk IDs &3k 0 fRiEE

2. BEREEA

LLESR o RV A EE ID BE

aE. HREER

EREBRSRMOVERDRE

- B EEE

£ H

E—EEREERES —EE
HEMARNEER , ELES2H
2 e A E RS

#HTE BBLEERNIRS ID
ERTA

R RIEEHZE B BLIEER
AWS & IDs B E,

B+ BB IEENEBEN
(OUs) BRZ{T 5

AR REEEBBLIEERN
OUs 5§$o

ZHxTe BB LEENERE
BENRITA

R RIEEHZE B BLIEER
ERERETRFE,

AWS LW BBt L2 B EEE T Amazon SNS £ SO0111-ASR_Topic. AFXBERAARMERISE
HEENEHR., UTE2EXS I FEN=ErTse@EH,

Remediation queued for [.replaceable] <standard>"

in account [.replaceable] <account_ID>"

control [.replaceable] <control_ID>"

Amazon SNS £ - (§1E#E
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Remediation failed for [.replaceable] <standard>" control [.replaceable] <control_ID>"
in account [.replaceable] <account_ID>"

[.replaceable] <control_ID>" remediation was successfully invoke via AWS Systems
Manager in account [.replaceable] <account_ID>"

ERTHAR. ERTEEETK , REHER ; , BRI IEERN&KRER AWS Config & M/
FERE,

B512 SNS FEEFTR

Amazon SNS 5T B EFZ R4 BUR -

1. BEFE SNS TEMETER.

2. ERTEEBBRFREBRT |, BW "wE .

3. BF TRTEIEMBARMEGR, WU TRTRIERBRMRABUR L BRI BRE R
4. EBH "RAEAN. #E,

5. B BUERFEE JSON fREE=R.

6. MEFEE,

EHIBUR -
MR 5 BFiE

{

"finding": {
"account": [
"11111111111211°",

222222222222"
]
}
i
{
"severity": ["ERROR"]
}
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R 42 1| TR B

{

"finding": {

"standard_control": ["S3.9","S3.6"]
}

}

Amazon SNS =/ - CloudWatch &/

IR A REE Y Amazon SNS & S00111-ASR_Alarm_Topic., WEEARBHERETR,

FMEA ALARM REN B RFAEFBSEEE L THE,

£ Config FAE4#E £ LRUE) Runbook

R 5 R A AR IR B T AWS Config FAERREME Runbook, HEEHRM , BFEE :

1. SREEBEN AWS Config S BIE T, ERLAE AWS Config 2 Security Hub &Lt BIE 4R
EFERPIKE,

2. EEZE AWS Systems Manager ZE8EHE , REZBEEIS S,

3. RAIMWETERES /Solutions/S00111/ [.replaceable] Rule name from Step 1

4. ERRXEZWT :

{

"RunbookName" :"Name of SSM runbook",

"RunbookRole": "Role that Orchestrator will assume"

}

1. RunbookName 24 EWH , &2 IEE It Config 5 RIBF#11TH Runbook., RunbookRole 217
BEFATHACEERINAR, EXTRSERN , MREXL , HIHASSERAEAREFNRES
&,

2. FRESTHE , WA LAERA Security Hub L3 ZI8Y "Remediate with ASR, BT EI{ER &8 Config
#Al,

Amazon SNS E 3 - CloudWatch 2R 172



AWS FHBEE{LRZEEE HiEEm

Web Ul

BER TR Web Ul RFFERE — #1518 AWS Security Hub BIREEFE, REMTHBENEBE , UK
FIRE ARG RNWER.

Web Ul REEFRA BRAR ; & , ZAUREXTLEBBLNEHE  UBEFHHTHER , KFIA
AWS Security Hub CSPM £1% & £/ Remediate with ASR BT BV ERXEN &4,

(® Note
EBE Admin HEBEF | B4 EH ShouldDeployWebUI S8R ES "R, , THEEABRER
# Web Ul,
EERAR

BRI RE Web FERE T HERH Amazon S3 5EE , I H Amazon CloudFront % 288 — B H Web
ERRER., BRARtEFEH AP|I Gateway 38 REST APl , BLX#E Web Ul Y24,

8] Admin HBEF |, f#R5RM Lambda REERHBEM Admin IREPFENBRERZENAE
AWS Security Hub FAZE## R & A DynamoDB, R % , Web Ul HERMNAEREREHE Security Hub
REFEFERRES  EERWRERARIEEN EventBridge R 8l

BiBRE ARG RN Lambda BB , AEHEEFHE Web Ul PEERH AWS Security

Hub FAZE# RH DynamoDB Bk, EHRFRERBENER , 3t HIEKMA DynamoDB ER

TR Fup-to-datedR e, MREBESNHEREFERATREEMERL , FHEKS00111-ASR-
SynchronizationFindingsLambdaWeeklyRulefU A B HE R AR EREFHFEEERFF A
% B EventBridge # 8l
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EZ1E Web Ul F#11T181E

aws o
= 2
Automated Security < Home > Findings
Response on AWS _— .
Findings to Remediate (50+) @ Actions 3
View Security Hub findings across all member accounts that are supported for in Security Response on AWS.
Remediate | @ search Findings o)
Findings @ Show suppressed findings
Execution History Aemodiat Socuriy Hub i
- . emediation ) ecurity Hu inding
()| Finding Type Finding Title e Resource Type Severity Oretaten Tho L
Access Control . securty- Oct 23, 2025, 10:19 AM Security
0 SorolDynamoppss  DYnamoDB tables shouid be tagged @ Not Started AwsDynamoDbTable Low oot Hb D2
Invite Users
 securty- Oct 23, 2025, 10:19 AM Security
View Users 0 oolDynamoppss  DYnamoDB tables shouid bo tagged @ Not Started AwsDynamoDbTable Low oor T
 securty- Oct 23, 2025, 10:19 AM Security
) DynamoDB tables should be tagged Not Started AwsDynamoDbTabl Low
Documentation [2 O control/DynamoDB.5 ynamoDB tables should be tagge @ Not Starte wsDynamoDbTable EDT Hub [
security- VPC default security groups should not Oct 23, 2025, 10:19 AM Security
) Not Started AwsEc2SecurityG HiGH
~ controlEC2.2 allow inbound or outbound traffic O Not Starte WeEczSecurityGroup EDT Hub [
) security- 3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
) Not Started AwsS3Bucket Low
— control/S3.13 Lifecycle configurations © Not Starte WweS3Bucket o EDT Hub [2
security- 3 general purpose buckets shouid have Oct 23, 2025, 10:18 AM Security
Not Started Ay 3Bucket Low T
' control/$3.13 Lifecycle configurations © Not Starta WsS3Bucke © EDT Hub [2
— security- 3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
Not Started o
: control/S3.13 Lifecycle configurations O Not Starte AwsS3Bucket Low EDT Hub [2
. securty- 3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
L controvsaa Lifecycle configurations O Not Started AwsS3Bucket Low EDT Hub [2
~ security- 3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
) Not Started AwsS3Bucket Low Securty
: control/$3.13 Lifecycle configurations O Not Starte weSIBucket EDT Hub [2
 securty- 3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
) Not Started AwsS3Bucket Low
~ control/s3.13 Lifecycle configurations © Not Starte i EDT Hub [2

EEEEERE L K EEESRZMEESMCAE TURRHRAREZIENFTE AWS Security Hub &
BELETIEE. ETFEMEA Security Hub =EEMRF MMAHR Security Hub RERFHAEHE R, MR
BRAROHBEEAREY  AOEEREAMABRSPNEERE, EERGHBRARIENRE
RBREE , F2H FM—.

Account Operator i & REEMBRE R AWS tREHPHEEEE , MEL AWS IREEREEFE , mE:E
HFATESR. WA, M R e SR HARRA BV IR B PV B IRMITIE RS

HEHTEE , FENENRPEERENER  ARE-TBF > BE, EhAlE-TEF>R
BARBHEESE , EEtERBRTRRENNBERTE. SUUAERKE - TERERERNEBEFEY
BB RRENEEEE,

EEEERRIEER , BAUR—TEBERER , ARFailedEHTREEHER LIEEA In
Progress=iE#ZE&#E.

ERE A AN EEFENEE

EEBERENSTELLHKEE L , &7 MRESEMENENRPEHENEAERRRGZERRFET
&R,

flon  EEEFEEEL , ZAUR-TESIVREMEFELE K GREAEFEFIUESESESE
BB AWS Security Hub FIREEEE ( 5130 Lambda.1 = Athena.4).
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HiEEE

® Note

EESIHEBEANEFTRRTAENNTREE, SERSFRENEREENCRE EE

IWERE Ul FRVEH.

BUALEE-BEPESZERY. fim SN ERSPEREABEFEREMNERID, MU
YTEEBANDE R, LA, BAUERAZEMARNEERERUTEEORES |, fINBEFTERE -

Lambda.1 FEREFE

Web Ul Y & 77 B 58 M X8

R 7T IR Web Ul ZZ| Amazon Cognito 12t & o EaERE. MEMAARE , REFHEE Web
Ul #iEZFEZE Cognito fEAELKE. Cognito BARIAFixM Cognito EAEXEERT. WA
Admin #BSHRENETFBHF U SEEREREAER , YR TFEESH Web Ul HFEE,

BR-EFTUEBEAEREAEH Web Ul BIfFEL :

AT EE

EBEES

RFIEHE T

FEUE &

£ Web Ul RE£ 24 ; AT
BEFMEBEFTENBE,. ¥
TSR , UARBE/RRE
AERE,

Web Ul YRR A& ; 7T AR
BB RERENEE., BT

ISR , URBHBRRIIRS
BEBFERE., BEE Web Ul
PREIRREEENEZRE

BE,

Web Ul FEYERRIZH] ; ERR
R EEE AR IRSE F
BANESERBEE, 853
EOEREMERE,

$H = Athena.4. HEMNRABRARAITELICHEEMR

(IEESE]

REAEMFEAZE CloudForm
ation FPEHBRUHA S FBH4
Muth , TEH ERIGHEE
BEEHBNFERE,

EEEHERAEUBEERE
EEHERAERZREBRA R
MFEE | ZERAEREAY
ITNEREER,

EERERFIEUEEMNA
W&k P F R R HITIEE R Day-to-
dayfEf &, EEEHNEREE
EEEHFELEAELESR
HEiE,

Web Ul FEY & 5 Br e M 2
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FEERERLARERESRNEMEERSEF , TREA Web Ul, EEBFHMERE K EEERE
REE S A LE Web Ul WBFFEEAERE LWARLE FEA LU NFF T ER.

EEENMEREESLAURE, EENMRRENERE, eEEEMEEAENEE  FEEER
BREAERME,

EREERANERE  FREMRPEIERAE K RRR-TEEERE, AR, EUUE-TH
BREAERMBRERE, MREAERIRFERE T , EUNERRTZNARPERBMIEEFIN
AWS iR IDs FBE., BRIAXERERAEAENTIEE,

BIE  EREEERARENEEESRESERE.,
B\ IdPsE S

BHLLERTBRAREHN G p BB  UAKFEAEFEREZECH OIDC = SAML B iRHEE
A, f5l#0 Okta =% Microsoft Entra ID, EAAE IIPsEEM T3 FBEEFIEZE Admin HEH AWS
RE,

/A Important

EEALRERERBRG RNEMIAL 1P BAZE , MXEBFERAE. A EEEH
IdP REEKE FE it XA EBFE T RUNEF B4

FR1-HKHBRIFENEAEERE
£ Amazon Cognito 3 A | HE|& B SO0111-ASR-UserPool R A REAEERE,

R—TERENEEENEAERESRB SO0111-ASR-UserPool, X , BB 5| EEHERZ M
PRI,

SR2-FRENF I RHEE

EHXMNBHERERL  BR—TALANFES S RHUEZRE,
RIZEN & 2 RMHFEH OIDC 5 SAML.

BEERHEREE  RRESRTSEHASSREENHEBENA.

A SAML HIETSIER T SR

BEHER IdPsEE 176
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1. RHEER  REENZLER

IdP B(EhEY SAML & A : i#HI Require SP-initiated SAML assertions - Recommended
R E R X RR ;- iBE Upload metadata document

PEER X . £1E IdP REM SAML REER X,

£ SAML HERNERAEEECBNRNBMHT , Z—THES—EEYE. #HEERAEEER

%, email R FHRFEERIER . &% SAML B , m AEAEE FBHH4 Ut FHRE SAML 55
REENEMESSE, HIW0 http://schemas.xmlsoap.org/ws/2005/05/identity/claims/
emailaddress,

6. B—THBETRB{EUARBEFEE.

o b~ DN

IH5% OIDC RHEEN T I

1. HEEEE  HEENSEEE

A FE4 ID : 8 A OpenlD Connect &2t ERHEMNWAF i ID.

A E %% : WA OpenlD Connect &2 12 HERHEN A FiRHE,
FEEE : @A openid profile email

BMFERAZE : POSTIRIBES DR EMNERERE GET »

REFE - £ OIDC #EMEERAuto fill through issuer URLIf#AZ1T#H URL, HFE ,
FE@mAE,

7. 7 OpenlID Connect R ENFEAERE2ENRFABYLT , E—THES—EABH. sHERAE
EEBY , email R FTHRNFEAFIRE , $¥ OpenlD Connect Bt , MAFEREE FEHtut1F
HM1E OIDC B REENBMLE. HlW email,

8. B—THEH T RUEURFRE,

o o A~ W D

/A Important
B A RemailERAEEEBMEREEERS  MEENS I REENBEEBER email,

PR3- BUHEGHEEHERSIENERERHFPIK
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