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https://docs.aws.amazon.com/lambda/latest/dg/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
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« AWS Identity and Access Management (IAM) — f F bt R 7] 2 £ 32 $1 ¥ AWS BERHFE. 0FE
HMEA , FBRMTER IAM?

« AWS Security Token Service (AWS STS) -5k IAM FAES BEBB 2 FERENRE. GRERS
# (BMEEIERAE ). NEFAEF  F2H AM PN ERERZLEBE.

 Amazon EC2 Systems Manager — &£ A Lt IR 2R A2 1R M2 Gl S B ER e AWS, WFEFMER
2B ELE AWS Systems Manager ?

3

#ZHY Snowball Edge BR#&

B LAER AWS Snow RIIBTEFIZAS FHEEE API REVNEEEK, WEMFEH AWS Snow %
DIEE A WEMEN , 552/Snowball Edge AFj, MEEHKEE API WEF , 552E Snowball
Edge WEBEE API 2%,

FHL AWS Snowball i85 £ &

& Snowball Edge £ERERIZ 2% , BALAERA LCD ERERE IP it , REMEA Snowball Edge
AFimDR fRHEEE AWS OpsHub, A% , BT R TERERIEFEETHE. WEFHE
# , FEZE$EW Snowball Edge.

Snowball Edge K EE

MEEBREREZEHERNOEEMERER , 52 B AWS Snowball i2# EE,

AWS Snowball Edge Yy Ef#2

AWS HEEEE Snow 2 & |, W7E Snow KEERE RKINEREENHAEEN AWS EF, R Snow E£E
RIELHFEZE AWS B , Bl AWS FEEE#E Snow HE,

MR AWS ERFEXEENEE K MAFEMRERRIE , AWS gBHAE, AR , KUUKER

BER  BRSEEREHREL, ERFHEAER , BA Snow KEERTEE Snow KERKER
o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
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MERBFEMBENMEBES , F2B AWS Snowball i2#5 KEFEET.
H5RE—STHRIEBNWER | B2 7 # Snowball Edge £#%,

INZE WAIEE A AWS Snowball 4% % B #end-to-end## | 5528 AWS Snowball 45 iB4EH R
ERERITERBFERR , 528 Snowball Edge A,

MEERE LFEHEEHNTERBHNEN , FSE1E Snowball Edge 5/ EE Amazon EC2-
compatiblelEE #1T{EE.

o ~ w0 bh =

AWS Snowball 24 £ EFEEEA

FiE Snowball Edge #REHEFERIY , fINMAXNNEE , EETEAEENER , UFESHEH
A%, EREANERRTNEESRTESRTEM  MEREERTNEBASREESER CPUs
MEEEE, KEFRMAEE Snowball Edge REMNERSMHRHLEHANRERIRNEA,

&

+ Snowball Edge # E#HAE

« AWS Snowball i2#% % BR %

+ Snowball Edge X 1Y #8 5% EEE

Snowball Edge #E#H7E
Snowball Edge $#EH T 5l EHREEIE

- Snowball Edge i1z & {£1t, 210 TB - It Snowball Edge % {&;21HE%5 210 TB WA AR TR &,

 Snowball Edge :EE &1E1L - Ltk Snowball Edge & ( £/ AMD EPYC Gen2) EERZHEE D
B2 , BB SIE 104 vCPUs, 416 GB MIECERE , LA 28 TB MEHE#TEREA NVMe SSD,

(® Note

EiEL#EE FF A Snowball Edge £HY Amazon S3 AR ERE  TTANREREEMT
E. 55287 Snowball Edge L/ Snowball Edge E# Amazon S3 Amazon S3 1B & f#
17 , LAEUYS#E Snowball Edge £{£A Amazon S3 HARENREFRE.

MEE=EREBEEENEENFFMENR , H2BITE Snowball Edge £ 8 Amazon EC2-compatible
EEHTEE, LERE TBHWIERINHMBERSEEE,
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https://docs.aws.amazon.com/snowball/latest/developer-guide/s3compatible-on-snow.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/s3compatible-on-snow.html
https://docs.aws.amazon.com/snowball/latest/api-reference/API_CreateJob.html
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® Note

ERFIZZE Snowball Edge £ B , ESRERENMAZAEE. EEFERAN—HZERE
RURAERERE |, RPOISHBRERE 3,

THREEZRNAREREEACANEZR, NFERRARESA

CPU

vCPU
ARG EE
ZE2F

SSD

A A/ HDD

MEETHE

Snowball Edge & EFE&EL
210 TB

AMD Rome , 64 @& , 2
GHz

104

416 GB

=

210 TB NVMe

TEA

« 2x 10 Gbit— RJ45 ( —{EH
)

1 1@ 25 Gbit - SFP28
* 1x 100 Gbit - QSFP28

- BEEM IR
- AR

- NFC Z%

- BHEZUEA

« ARERERIE Android FE
AR

- BEBBEHM

FHFSBAWS Snowball ;&4 BRI,

Snowball Edge f£/H AMD
EPYC Gen2 #1 NVME #1718
HEE

AMD Rome , 64 {@#&2D |, 2
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104

416 GB

=

28 TB NVMe

TEA

« 2x 10 Gbit— RJ45 ( —{EH
)

« 1 1@ 25 Gbit - SFP28
* 1x 100 Gbit - QSFP28

- BEEM IR
- AR

- NFC Z%

- BHEZUEA

« AREZERIR Android FE
AR

B EE R
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AWS Snowball i85 s EHRE

FEAREH , B LR E] AWS Snowball i&#%k KEFER MER R,

i
- Snowball Edge Storage Optimized 210 TB 1%
« Snowball Edge Compute Optimized £ & #51&

Snowball Edge Storage Optimized 210 TB ##%&

T Z&E%E Snowball Edge Storage Optimized 210 TB 2 B F &R %

HH Snowball Edge Storage Optimized 210 TB #R#&

EEMCIERARK

CPU 104 vCPUs

RAM 416 GB

RERE

NVME R ERE 210 TB AT A ( AR NFS ER{EH )

SSD #EFARE i3

TR ERRSE

ER FEEE AWS B8 : NEMA 5-15p 100-220 k45, 7EFTE AWS B |
HaESERE

HEE FHHERRGS 304 B, BEERHE[NEEILRE 1200 R

ER 100 — 240V AC

SRR 47/63 Hz

AR AR ER 2x 10 Gbit— RJ45 ( —fETA )

1 & 25 Gbit - SFP28

KERE 6
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HH

miax

HERMEERSL
Weight
Height (& )

Width (B )

i}
Kt

BEHE

Snowball Edge Storage Optimized 210 TB #31%&
1x 100 Gbit — QSFP28
&8 AWS Snowball i2#% % E#RFER 45 EBI R/ ERN BEIRR, TREM

HaBRaobl, BEFMEF , 528 Snowball Edge X EH R E
B,

AWS Snowball i2# ZEZEAP L FREMRGT , FFESERFLE
=

FHEME , AWS Snowball 24 EESEL 68 2 ENET K BELRE
RREETRERR,

49.7 B (22.54 N FT)
15.5 T (394 L&)
10.6 EN (265 &)

28.3 TN (718 L\ 7)

FAE R ASTM D4169 Truck 2 | #% 0.73 GRMS MR fEE M
FER 70G (MIL-S-901) KIR/ER&

MER 50G (ISTA-3A) HIFREEH
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HER 0-12, 000 2 REVIEERMEREA
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Snowball Edge Compute Optimized £ & & 1%

HH

EHE MR

CPU

RAM

il T7 A%

SSD #EFAE
R R AAE

TR

R MM EIERR

i

Snowball Edge BHE REL R

104 vCPUs

512 GB RAM ( &/ 416 GBRAM - BF TH )

28 TB NVMe SSD

EZE AWS Ei8 : NEMA 5-15p 100-220 R4, A
AWS BEH |, 5T EERE

FHEERARSA 304 B, BEERHUERNEEDEREA
1200 K

100 — 240V AC

47/63 Hz

2x 10 Gbit—RJ45 ( —@ A )
1 1@ 25 Gbit - SFP28

1x 100 Gbit - QSFP28

18 AWS Snowball ##% & EERFEMT 4SS EB R/ [EHE
BiR. TERMHABRILE. WEFASH  F2
BSnowball Edge X ER A IEEE,

AWS Snowball i2# ZEEH AR LN ERIEMERET , IEFEHE
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BB Snowball Edge BE &{E L RE

HEMEERE

Weight 49.7 BE (22.54 N FT)
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B AWS Snowball i## ZEMNRERE , EEFIEUT I EFENEBEATRERR AR ER
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X RN ERERE
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£ Snowball Edge Y 5T 3R %4

B A Snowball Edge 281 , IIREZERSE , AIFEEFM AWS 1RF ., BEERETHRUOMEE
EENERMEEHNTER , LUIEBE Snowball Edge .

AWS Snowball ## EESSENRY. Rit , ELRAEHEZH  BEE BB TEEN FEH
AWS Ef, EREEMA B Amazon S3 BEFEBTAMEE AWS Bl SMRANEREE , KRS
EHEBITIBEBNED.

= E#% Snowball Edge L# Amazon S3 AR FHEAKEGEENRTFTEENEERELEELREME
B, CEERTBREEEREE HHE S3 BE, Snowball Edge £E# Amazon S3 AR EE B
AR ETEREE  NAESUUERIEERELER K EEEREE LB S3 FFTHE.
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Management Service (AWS KMS) £, KMS AR MEBEBHNFHT, MFEEY IAM AR
KMS £88HFFMERR , FFSRE L EELAETEE Snowball Edge # &,

(® Note
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2. FEERLETRET
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MFA &,

BUERERFHENERE

1.  BA IAM Identity Center,

MEER , F2E (AWS IAM Identity Center EAEIE®E) PHVEA AWS IAM Identity Center,
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LERERFRENERAESSEA
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BEFE bt EE URL,

MFEAFEA IAM Identity Center EAEZ ANRE , F2HEAWS BA ( EAEERE) FHEA
AWS FERA O#8YE,

EREFIEREMERE
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MEETR , F2E (AWS IAM Identity Center &I dWELHFAE
2. BERAERRERE , AREZFEERE —EATRE,
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FERENIRE
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AROERREERE (FE , EaERAEREIRREDNER ) . WRRE , ERERTTE
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REERARER , RERBERE, ERAREREINERTREEZFNEAFTR,

BAREWIRE 14
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https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
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AR R A X AWS Snowball i&#& &R &k 2

Snowball Edge % #& RJ45, SFP+ = QSFP+ @ EEEE, ML IR Gigabit ik, &
PR RETE , ©AREEER gigabit 3 10/100/1000, Snowball Edge £E AR X BB E M TR
10/100 3%,

ERESRRFINERERE

BHLIE , MELHDHEBASRKTT , CTHSBIEE, BA Amazon S3 RFRHTT
EREHLRETIIFT
. RAHR (V)
« ERFEWM (")
« BERIE (V)
. ERER(T)
. BEHER (T)
TN R (<)
TR R (")
« ESESIENE ASCIlI 7T (128 - 255 T# L F IT)
< FEAR (V)
« BHLFT (%)
IR ()
. %
< SR ()
« HFH ()
. BESREMETT (1)
MBLEWRRENG EBAE RS BELT T, FEAWAHERE AWS Snowball B £E 23 E
FREWE, BREBEREAZHEN Windows £ ZEERERMHRATEES BB, ES
4, UEIBEEEBIASTROWAEE. U TREBHRNE.

EEZD EEEE : testfile.txt

Windows “C:\Users\<username>\desktop\test file.txt”

ERBHRFET 15
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EX£RKR EREM : test file.txt

i0OS /Users/<username>/test\ file.txt
Linux /home/<username>/test\ file.txt
(® Note

BEBHE— 4P RENENHEBRARD,

£ B9 Amazon S3 112 AWS KMS
ETLERERN AWS SEREFSENRSE  CEAREHERBRESNER,
B AWS KMS SE4£i8F A Amazon S3 AR FEEFHFE MR

A BA AWS ZE % AWS KMS

1. BBV https://console.aws.amazon.com/s3/ B9 Amazon S3 £ &,

2. BEZLEMZFM Amazon S3 fEFETE.

3. ELAERNEES , EEBM,

4. EESRMEBARAF , BEER (LBBEERRE ) UMARENE,

5. BIE AWS-KMS fiAMEAZE , REBELEFEAN KMS €8, LeBARNERFTRETD
PUT 899144,

6. EERE.

EY Snowball Edge 2% , EEAERZH , #RAXFHEEZREN IAM ABGHBR., EREHE
FIBBREPEVUNAR, REBIKEDR K RERACEBERREL Snowball-import-s3-only-
rolesf Snowball-export-s3-only-role,

LT REREBR KB S
AREAEHR

R IEAE A R BRES IR IR R B AWS KMS ZE £ 48 (SSE-KMS) 3R in %7 £ [ A {F 7548 BB AY Amazon
S3 R  FHEERTIRAXIIEE IAM A6,

£ B Amazon S3 fZ AWS KMS


https://console.aws.amazon.com/s3/
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Example Snowball EEA IAM A& & &4l

"Effect": "Allow",
"Action": [
"kms: GenerateDataKey",
"kms: Decrypt"

1,
"Resource":"arn:aws:kms:us-west-2:123456789012:key/abcl23al-abcd-1234-
efgh-111111111111"

}

RREHER

WRIEE A RARER RN Z L E AWS KMS 2 E €88 h0 2 B E HEFHEEIBHY Amazon S3 RfFRTEE |
BEMLAR T HIREXHEE IAM BE,

Example Snowball [EH IAM & &

"Effect": "Allow",
"Action": [
"kms:Decrypt"

1z
"Resource":"arn:aws:kms:us-west-2:123456789012:key/abcl23al-abcd-1234-
efgh-111111111111"

}

i AWS KMS BEF € fE S3 Ak EriEmnE
R A LAE FAFE R Amazon S3 REFEEMZREAECH KMS R RGELEAFNELWEL,
FREAE R

5 BAZEFZEME AWS KMS

1. BEAAWS BEEFXEA WU https : //https://console.aws.amazon.com/kms BJ AWS Key
Management Service (AWS KMS) £1#2 &,

2. BFEEFEAWS EBE , FEAEEE AN EEEESR.

3. HEAEASEERY  BEXFIZESR  AREFHLEFEANREFITRMAEREBN KMS 248,

£ B Amazon S3 fZ AWS KMS 17


https://console.aws.amazon.com/kms
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4. MREARBMESMEEK  FRHASMIER,
5. EEMEREERRT , EEMEXES IAM AR, B IAM AG , RRBENE,

6. TE , BUNRERIBRREUERERBERNY , LERAXTEESREEK, UATR K
RAVEEH,

Example AWS KMS EFE S E &8 BUR

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::111122223333:role/snowball-import-s3-only-role"
]
},
"Action": [

"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource": "*"

HELBERHEE AWS KMS BEFZESR®E , EFEENE Snowball EHHEEBK IAM 6, RIiR
¥E5% , A4 snowball-import-s3-only-role,

Example Snowball EA IAM A&H

{
"Effect": "Allow",
"Action": [
"kms: GenerateDataKey",
"kms: Decrypt"
1,
"Resource": "arn:aws:kms:us-west-2:123456789012:key/abcl23al-abcd-1234-
efgh-111111111111"

}

WMEFRES , FSRAHE EAUS T HEBRIVBUR (IAM BUEX ) AWS Snowball i##%.

EHEMEAN KMS |UTAR :

£ B Amazon S3 fZ AWS KMS
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“Resource”:“arn:aws:kms:region:AccoundID:key/*"”
ARELESR

Example AWS KMS EF ZE BB

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:role/snowball-import-s3-only-role"
]
I
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,

"Resource": "*"

L BERFIEE AWS KMS EFXEERE , EFEEME Snowball {EHEHEREE IAM B, RIR

R, AEFRRAT
snowball-export-s3-only-role

Example Snowball [EH IAM B &H

{
"Effect": "Allow",
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- BEEReM, EXNBAREHRE
- BEEBHESEVENER

BEEEKRER

BUABHNE-SRHGETENEIHER  XER BHREER AWS Snow RIIEEEES,
BEENEHER

1. BAAWS EEXRE , AEREM AWS Snow RIIEEFZEAE, MRERLE—XELPRIE

% AWS B , £& % 2] AWS Snowball Edge Hifi. &8l , AR EIEEEBHNEE,

2. MRERLITBEBNE—EEIHK , FHRIZEFTE AWS Snowball Edge #£E., MREEHEZEET
HERBIB 500 TB WEE , FBEEIT AR S00 TBHARERERTE, B, FELAEE
FIFBIZEEN K., BET—SLUBRRREENEEER.

3. HEBEBERT A6 EEXEBIRTRERHEBNERE,
4. RBEHNER , BETIEF-—EEHER
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. E]\ Amazon S3 - EEFIIEIE | FE K= Snowball Edge #i& AWS BiXiGE, B LUEEE
R AR |, W #1T Snowball Edge A Fim. BAJLAEA NFS A S3 HiZsmSERE
HAEE L | BEHEEHR AWS jﬁﬂ%"é‘ﬂﬁﬁﬂtﬁ | AWS,

« # Amazon S3 B — BIFLBRIBEAASE R Amazon S3 REFIFBREHELNEE, AWS &
ERELBACNER , UKHEFTERER, B EEEZEDAEMER  WHIT Snowball
Edge AF i, B ERREEEREMFRIE. THE , FHBEEET AWS , ENER
MEREEER,

- ERAREENFRE - ERELHTEENREIERE K mAERER,

Choose a job type

O Import into Amazon 53 Info Export from Amazon 53 Info

Local compute and storage only Info

5. iB¥E Next (T—%) ##E&.

ERENEE AR

#1F Snowball Edge #EWERFE. ETESHEHPH Amazon EC2-compatible#HTE . ERARH
FHEAFMEE,

EEX#ENEENREEER
1. £ Snow REEERF , EEEHFK Snowball Edge &,

BELNEENRHFRE 33
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@® Note
L Snowball Edge FAJREEEMEA , BURR AWS [EiF BFTEHN MESEENTHRER

2. EEELNEEEEERYD , fEELANEEEEEER K EEEEAENKIENEERE., W
REEE 1 FY3FHEMNEE , ZEBHEND , EEBBUZEHEERREHENEE , &
BREBANEEHBERBETEBENEE. WFE Snowball Edge EERHIEERIBNFAE
A, FBEREEHBE Snowball Edge KERHEE, MF WEEEE AWS B , 2/ AWS
Snowball :B#&k EE.

3. HEENRFREERRT A REBEENFERETEE:

o S3ERES . £ S3HiESR  FBEEXRFTAXMEMA Amazon S3 REST API B){EFIR
Snowball Edge E#& %!,

- Amazon S3 &R : £ Amazon S3 A7 , 78 — Snowball Edge EERZREEE
HhIE S3 A, MAETEENYHRET.

- NFS B &ERHEE : FAMRERRMA (NFS) RERHER |, SERRENWERIERZE Snowball
Edge £# Amazon S3 fFZETEE,

/A Warning

NFS EERMEH TR E S3 Hikss, WREBEELNFS AERNEREW , AIXARHSE
NFS AL E@Y#H. FH AWS CLI &85 E kK.

WMEFME , 552E AWS Snowball Edge Edge BIZ A BRI A NFS ETEEAR
ExEm,

® Note
AANRBFERBREIARGEZNEHEERMN Snow £E.

WRIEEE S3 Adapter AREEE , UENMXERRAEFNEE , FH/T FIEE , ENEY
EHEERELN—HZE S3 RFTRE -

HREEH S3 REEBERT , BT T —HSEREREN - ZE S3 fETRE
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1. BEERERE SSRETREEBFERERAN S3 REFTE.
2. tBESEEMNUY K WMALII T FEFETREE , UEHRERS L TANRETREE
RBREERTIE
3. BERBUNMN S BEEITEURLHM S3FEETE. FNRBTFrEtBe LR EREIrE
EWEED, HEELEE,

LU EE—HEE S3 RETE, ELRFTFESEENEKE LB TALRY S3 REE.

Select your 53 buckets info

The 53 buckets you select will appear as directories on your device. Data stored in these buckets on the device will not be transferred to
53 on returm,

Create a new 53 bucket

Q. Search for an item
53 bucket name Date created
my-gobally-unique-bucket-name 3/15/2023, 5:20:20 PM EDT
do-not-delete-gatedgarden-audit-6694195309129 2/11/202%, 5:13:13 PM EST

5. WMREEE Amazon S HARTFHAREEE K FESIREEREERPHIT T EE -

a. BEUEE-E£ERNEEHEE LFH Snowball Edge EH Amazon S3 AR E. BSEAE
B HER AWS Snowball 845k E &£,

b. EZHEZER M Snowball Edge £ Amazon S3 HHARFRNEBHEE.,

(® Note

# Snowball Edge £/ Amazon S3 AR FRE , AU ERIKEREENEY
Amazon S3 f#FEre , Mt ETFFERITBREEEM. F2RAEEPH Snowball
Edge E£# Amazon S3 & fZ-
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S3 storage capacity

Select device type

O Single device
Cluster

Select storage amount

25TB Single device
I"::'=;|"l' Wi ¥

6. MRELIZFELNFS %Eﬁﬂﬁﬁﬂ%ﬁlﬁl%ﬁﬁﬁm IR S mEArRERTD BT T —
RSEBEREN—HZE S3 RELE

a. RELEE SIHEFTERWEETEAN S3 RERE.

b. EESHEMUYP A GALHIHFIREFETREE , UGEEHE LUANRETRBEE K A%
ggﬁﬁﬁj’ﬁ%o

c. EFEVNMN SIFAEFITRBUELNMN S AEFENE. FINFAFrEeBEeHRERENES
BBEER, FREBWEE,

d. EBEEENFS ERERERMEAN S3REFRB R | iFEEEF S3 RFrBILAE AMIs 1Y
I“_—“iﬂﬁﬁo Eﬁ%ﬁlgg ﬁﬁgﬁj’%ﬂgig’%o

BULBE—RSE S3 RAFNE, ELRFTRSELNRE LETRATRYE S3 RfFiTE.

Choose your NFS storage
These 53 buckets will appear on directories on your device. You can transfer data onto these buckets using NFS.
@ Only data stored in these directories will be ingested to your 53 buckets in the cloud.

The NFS storage limit is B0 TB

| Create a new 53 bucket

| QU Search for an item

] S3 bucket name Date created

[ this-unique-bucket-name 6/14/2023, 12:20:08 PM EDT

BELNEENRHFRE 36



AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

£ EC2-compatible i {TEBNER - EAERY , RENIKRFHEEZETSERHELY
Amazon EC2-compatible AMIs, =& , EES@WUYP , WA AMI W&BRIBHEH , UEHEIEH
LRI AMIs JBE |, RERIEE AML,

= THIMARERSRE (SSH) 8 AMI

3
¢

ZB5XE Snowball Edge 1 SSH #J AMI

SR AER | B2 EAEETRNER EEERRTIE AM

LR EELEENER., WHEFHEEN , FSBAWS Snowball i## EE,
BIE Next (F—2%) %,

7.
mE

8.

EE

IR

0N

Y ZhBENIE IR

BEETEE AWS Snowball Edge & EFKHHITIEENEIE , @1F Amazon EKS Anywhere for
Snow, AWS loT Greengrass #{TEBMRIREBEEEINEE,

BIEER TR NIE R

1.

2.

£ Amazon EKS Anywhere on AWS Snow EBEH |, ZE7E AWS Snow ‘@& Amazon EKS
Anywhere , 35 ZHUE Snow £&& Amazon EKS Anywhere , A& 8117 T I E4E,

® Note

EBZEEEH Amazon EKS Anywhere X EH & #7171 | Kubernetes iR A3 I Kubernetes
BE, MEFMENA , 55208 Amazon EKS-Anywhere [RA 245, mMREHNEFER
EEBERAH Kubernetes , B H Amazon EKS TEZ RS IE X B IR A EM
Kubernetes Mk 7, EREIFEMNEwELRE , FZE Kubernetes lRAH BT EH
B, EHBERAeHEEITEFAN Kubernetes IRAKREBEXE, NMFHMAENR , 3
289 Amazon EKS Kubernetes &1T71T7E /&,

EEELBECH AMI B | BIELE S Amazon EKS Anywhere 2BAMIs, 552/ 1£ Snow
A Amazon EKS Anywhere 5T AWS Snowball Edge £ & 2 5 2 52 5L Y B 1E

3

EETHAMEERF , EEEZE Snowball Edge 2 E % Amazon EKS Anywhere #5 |
EEZOSEITETNEENE,

£ AWS loT Greengrass Snow EBEH , EEEE loT TEEHBHN2EE AMI, FENERMN
Snow & %% AWS loT Greengrass E58 & AMI,
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3. EHEFB AWS OpsHub =% Snowball Edge A FimE A Snowball Edge #EMNIRIRE I |, 51k
HUfE A AWS OpsHub =X Snowball Edge A Fisf#tiRimE B IRM Snow HiE,

4. &HQT—ZFEﬁHo

BEReM, EXVNBARERE

&

« i#4Z Snowball Edge WZ £ RIFRE

« JBEZWHERE Snowball Edge BYE % R iFE
« 242 Snowball Edge F# B K R IF&E

K3
it

i#$Z Snowball Edge N Z £ RIFRE

BEREMEAEM AWS Snowball Edge EHE#FIEFF I MMEBRE , Ui EEHPREARBENE

RENEIBRELESM
1. EMZEEED , BELSZEFEHN KMS £18,
- MBEEE[FH default AWS Key Management Service (AWS KMS) €88 | 551212 AWS/

importexport ( E5% ) . ERFERLH , TEARERHME SRR REBLNEANEL TR,

- MRLBEREBECH AWS KMS £ , FZREBA TR ARN , TS ARN H R
Amazon Resource Name (ARN) , REZBZF AL KMS €38, €38 ARN S¥EEEE,

2. EERERBEFEIERERD , ST TIHP —HRME
« 12 Snow EEAKEN I FHAREKELEACRAREEFER AWS ER., #F AWS Snowball

Edge R & & Amazon S3 H Amazon Simple Notification Service (Amazon SNS) FY&F I,
A EEHE AWS Security Token Service (AWS STS) AssumeRole £ F Snow IR#

 BEFEEFHNRERKEAR  LUEELLEENAE® ARN , REETUFERERAE,
3. EE-F_io
BIZEIWAEE Snowball Edge BB A RIFERE

ZEUWHERE Snowball Edge £EF R REEAEE , R BB L REERNELENR,

BEzet, EXNBARERE
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REEXEFHEER

1. EEEMUHERY , RERGM I NIRRT,

- MRCEEERZITAMY |, AISBERER LNt FREBFEPEZCBEN MU,
- MRGBEFEHE Y  FREFRO WU EF. & AWS Snow RIIEEXERE REENITEE

&R,
® Note
S PRENER/HEXAFESRENBNHEIRME , M BEXAHZER/HE
B

2. EEZEEERY K BEEIHENEZZEE. EXREFARTEERIABHR—KE , BAUSR
WEEKE, MEEHEREE AWS FERYIERE it & BERH I R,

HEXZH , REZTRFE 4 BHREAECNEBHENERRE. KLEEHBMAGHERE
£, R REEER,

BRRENEREES

- BHEE (1 EIEX)
- MREZE 2 BEIEX)

1#1E Snowball Edge E#@ AWV R IFERE

B EFH Snowball Edge AWS FHMIRFTARAE, BATLLEIN SNS £ |, WETHKRESFIFIE
& B Amazon Simple Notification Service (Amazon SNS) #J & FE 4,

REBEA

« EREBAERRF , AT TIEF-RRE

- MREGVECABRBNSNS £E , FEEFEARBHISONS TE , ARWBETEEETE
Amazon Resource Name (ARN),

- MWMREEEEVHA SNS £E , FEEFEEINM SNS THE, WAFENEBUAREEFH
bt

BEReM, BENBARERE 39
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® Note

FIBEXEES (RGeS ) MXERS (RYPM ) EEMPEILZ Snow £
BENEBEEBXERE (MHSEEILE ) EEEKA. Eit , Amazon SNS FR#%
it e EBRBRE (MFREILE ) #T, RMEJEEXERS (HSFEDR
JbE ) ESEUFHH SNS £/ , UBBRERER.

BHSREENERN T E A —ERERE :

- BEVER
- EfpfE

- [EEERERX
- EEERKER
- EXMHRE
- B@mE AWS
- ED BRI

- £ AWS

- EAH

- BEMK

- BEUH

MBEBREREBMAME SNS TEOHMET, , FLMWAISHHH Snowball Edge B4,

ERT 5,
BREEIHEHESLETENER

IR E AWS Snowball Edge (EEMFIE L EEHE |
25 %E/# Snowball Edge LUBE IR

FRREBILETEY, BUEKE , AWS

ERZRHEBFR/BEN L ORFEZROR , TRFELHORE, XEEONBHOZROER. #ib

REIR/EEMEXBEENERER,

BETERELE T BHNEH
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1. EEBHEREY  REMEER , BREIUAK., NMREGEVELTEE K BHHEENEREER
B, RRREEA,

2. ERZRRENRER 6 FEFEMER.

® Note

BV LAFTE Snowball Edge RE#®R , SR UEEBRIGRERIVEE L MASELER
AER. MEFMER , F2REB BUEEH AWS Snow RIIEEFRE

E
¢

BMERR  SUUEEBREERTESEBNMRE, NEEBRENFMAENR , F2EEHK

o
%o

BUBEFS LAET B Snowball Edge

B EHELAETEE Snowball Edge £E# , B LUEIR BUEER AWS Snow RIIEEEIRA, IRE
BUHER , BT 8 WRBEITBNEE, &‘F‘ REABRER/EBRELKREUHER, TKEBILREE
% ERELECHER. WEHEETR  FERTHMRE

ELEEBEIGRERBUEERE | T2 @EUWEL Snowball Edge REMNER. REEREREZIE
FigEe® , TEREHE,

1. %A AWS Snow RIIEEIFIEA,
2. EEEHEUHENER.
3. BIEEME, RHBRMNEED | BREEVHER.
Jab & PR
=1 .

:::::::::::

Clone
o Sngwhall Erg Srapwbiall g Coamgeate Ciptimized Hae Local we -

4. BUREBRRERALE., EERZSHUHELR , 8 A job name , ARZZFBUHIER. EEKE
Ef , CHUHEHREREM T,

BORER T
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Cancel job X

Cancel Snowball Edge order permanently? This cannot be undone.

To confirm cancellation, please type the name of the job.

Snowball Edge order

Cancel

£ PEREHLETE Snowball Edge AWS Snow RIIEB XA

ERE-RBIEANEBRAREENRFERE , EURSBRBEFESE AWS Snowball &4 &
B, ASEAEBURFTHEESNFFAREE-KEMEN A AMUSESERERTEEERIZHE
%, EVHENEKE  BULEZTEEFBEREBIRELRER AR , A UERAEFTER,

® Note

EREBREZREPRANES , TRLEEREVENNER. NREREAEHEE AP
REVEHR , AEBRUTEBELG T

EREREREBZLEMEVEE  EEDBEANEBRN. SERE-—EHEREF.
EXEZEETERER

1. 7£ 1 AWS Snow RIIEEF#HA , RERKRPBELNTE,
2. &t¥ Actions (B01E) , i##E Clone job (B REHK).

Create job (B E%) BESHMERE —H , H Step 6: Review (58 6 : ®E).
3. WMBEAEA , LFBRBFEMN Edit (REBE) RARETTAEEENESE,
4. BFEBRNEEHNEE , 55 EIZE Create job (BILEFK).

BREBNDEERRSE Job Name (####)-clone-number (##). BEIFHBEEKELE
WiRSE  RAEEAERNRERRENERCHRE., Hla , ApriFinanceReports-clone

BRI LLETE Snowball Edge 42
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&R AprilFinanceReports {3 5 — B4 REH# , ™ DataCenterMigration-clone-42 {3
DataCenterMigration {E# #5519 + X8 &,

##UX Snowball Edge

EZIRE] AWS Snowball i@ RER , BUREIRITCTRAHRELRP, RREXR S HE2ZE
RMEBERR, ERBEFNIER  FREH % CRERNAECBESR. NRERRKEREMEL
RNEE  FOSHERZENRMBMIT. kR , FBE AWS XE WEAMBPILWEE , SESH
k BEEER,

/A Important

AWS Snowball ;84 £ER 1 B AWS, B AWS Snowball i##& £EiEx AWS [JiEF
WERABE., MEFHMER , FSEAWS TEINFEHABE.

KRENBUTERTR.

#1K Snowball Edge 43
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MRECEFBHFEREERTIALMAE , F2RT —H,

T —E: # Snowball Edge & 2 2| {8 A A B4R 2%

#& Snowball Edge 1% 2| & 1Y A< 48 3%

ERLLTRERF , #& AWS Snowball 25 REEEI AN, XXRETTEREREMBBRNEK. KER
=1{&rg : sIf. &FIFMEIF.
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AR B E R =M

1. FERETFIMEPR , BeMBAKEMER, EVREIEANRERELERMN LCD BnHRBRE
F,URFENEDMERERE,

® Note

£/ Snowball Edge & EK , BRI MEM. RN TREZRAAKE. EEA
KEREAMATRESERRERMA , UbLBE,

2. FREM , RERMARTRENSERER K AREEER/LER.

3. EE RJ45, SFP+ Z QSFP+ RBRBMNAEDP —E , AREREERZHR, WREREVESR
EEH,

4. T LCD st LAWEIRRE , BE AWS Snowball i2#& HRE SR,

5. BERERIR , ICDETHFREERECTRBRETRER. RBYtHER K KESTHHE,

6. (EH) &R LCD FA/~RE5i%#Z CONNECTION (E#R) REEFERMIMAIERE

BO L IP Nt B FATEMNFEMN K METLUER T REFRELFEMI,

HRHFMEEETREIR  F28 Y Snowball Edge # BRI BEETHIEZ .

#% AWS Snowball 84 £EH IP #bit
1. ¥ LCD FA’RE5 L , i##2 CONNECTION (iE#),

EMMEENE R AWS Snowball i2#% K EMN B aIEKERE,. FTHXNBFETHW IP it BEEH ,
LU BR AWS Snowball i#% 2 EFE K DHCP i,

2. (IBA)# P tutBF AFRE P ik, BALURIETRS,

HEEERECEEZEE,

/A Important
RTHILEERES , FF2HE AWS Snowball ##& B ERD A RS E HLEREE.

T—H: 5 & A& ¥ LAEE Snowball Edge

EARE IR AR
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HEE AERLFE Snowball Edge

BETEHE—HEAER , B4EH AWS Snow RIEE IS REBKEE API BB |, IRFEE
¥ Snowball Edge 77El, EEXBRABREMENERAFEERNEBRBORFREG, EFAEEERS
SERERUREEMBE TN EEZEEA,

(® Note

BU L EHEERKECERMEEAER, BT FEFEKHME AWS Snow RIIEE
FRE, NEHMEEH , 52 B Snowball Edge E#HIAREE,

EREEAMEENEAER

1. BAAWS EEFEE WHE AWS Snow RIIEEFIEA,

EERAL  BESENRUTREBREARTENRERY , RARBEZRES.
RAZIBREER , ARRERRERFMEN.

EHBRWFMEAEKSD | BB Credentials (BAE ) , REHITTHEE :

w0 N

- FARC MR (BREFR )  RACTEERRUME 29 BAFteiHEE,

- EHEFEAIRD  BETHEABE  RAEKBRETKIKEARTERRTRELNEK. ERF
EERENEBIEE Job ID (7 ID)

(® Note

BREATESHEHBNI A AREEERPEXTEEATEMRNMNE., MFEFHEER ,
552 B A Snowball Edge £#BHRIEER.

RELCHEEEAER , T—ESBERTH Snowball Edge A F % , AR AWS Snowball i&#& 2
=8

T—H: TEHIEZE Snowball Edge A F i

B EAERLAEE Snowball Edge 46
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#2385 Snowball Edge

AEERAAE A Snowball Edge A Fimf#$H Snowball Edge #£ &, ZZE A Snowball Edge B AWS
OpsHUbBIXERENTE (GUI) TERMHKE  FSBMHEE,

R Snowball Edge X BERERFHTEEFETETH il , CREFRRETRE, BREERE

B, ZEREMELANBZAERREBEFTIEENED : 20 NHNWARHEBNEFRFTEREE,
RBREERER B E—PRELEE. KERNBASIBLHEE., RENEMAE Amazon EC2-
compatible¥ 1T {ER ZE,

ERBREERECH , REXEB/ASRENBER. BB, URERW IP thit, 728 3 Snowball
Edge EEZIEH A B, BFEE Snowball Edge EEMWMHEEIER :

« T&EI %% Snowball Edge A Fim. MHRFMENRA , F2E THILL L Snowball Edge A Fim,

« R EISEAER AWS Snow RIIEEFEE, R -—HZEREIULEE , 8 Snowball Edge BV
HISMEFBFEER, BN Snowball Edge RENESE , BEN —ARHBN —EEABTERER,

METHBRAERNWFRENR , F2H IUSEAERLIFE Snowball Edges
- AREBEEZENER , YAHEZIBNWMER., NEFMEENR , 5285 Snowball Edge E#Z|

IR

(LD

HY A AR BE o

£/ Snowball Edge i FimfiiHE I E

1. 7E AWS Snowball i2# EHRFRS|IEE THEER LCD B3 LS AWS Snowball i## EER

IP st 52 Ta% IP stk

2. {#M unlock-device®$ , £/ Snowball Edge #J IP it &Y & A B R R ER B 184
Snowball Edge BY##E , 21 NPT 7Ro

snowballEdge unlock-device --endpoint https://ip-address-of-device --manifest-
file /Path/to/manifest/file.bin --unlock-code 29-character-unlock-code

KEEHCKIDBEREE  WERTIIFALE.

Your Snowball Edge device is unlocking. You may determine the unlock state of
your device using the describe-device command. Your Snowball Edge device will be
available for use when it is in the UNLOCKED state.

f#$H Snowball Edge
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WMRHBSEE connection refused , FSE E#ERIEE Snowball Edge #1THFER K.

Example unlock-device G H

EHEGS BN IP A 192.0.2.0 , EFEEREREES
JID2EXAMPLE-Qc40@-49a7-9f53-916aEXAMPLES1-manifest.bin , T 29 {f= T HY iR S5 15
5 12345-abcde-12345-ABCDE-12345,

snowballEdge unlock-device --endpoint https://192.0.2.0 --manifest-file /
Downloads/JID2EXAMPLE-Qc40-49a7-9f53-916aEXAMPLE81-manifest.bin /
--unlock-code 12345-abcde-12345-ABCDE-12345

£/ Snowball Edge i Fimfi#$H Snowball Edge £ B # &£

1. HERZBSIFEBTHNEHNEREN LCD BERiL , SREEPSE AWS Snowball 184 SEEMN IP
ik, T IP bk,

2. f#MA snowballEdge unlock-cluster®® , ERBEFHEP—FEREEWN IP i, BNBEAE
BABEFREEEN IP il , REEZE AWS Snowball i## HBHEBMNEFE , MTAR.

snowballEdge unlock-cluster --endpoint https://ip-address-of-device --manifest-
file Path/to/manifest/file.bin --unlock-code 29-character-unlock-code --device-ip-
addresses ip-address-of-cluster-device-1 ip-address-of-cluster-device-2 ip-address-
of-cluster-device-3

REESERTOANMEE  WHERTIFAL.

Your Snowball Edge Cluster is unlocking. You may determine the unlock state of your
cluster using the describe-cluster command. Your Snowball Edge Cluster will be
available for use when your Snowball Edge devices are in the UNLOCKED state.
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'iu

MBS EE connection refused , 2B Y #EERETE Snowball Edge #1THED KT,

Example unlock-cluster S H

EHhESIF  AEEENEE  BEPFHP—EEEN IP A 192.0.2.0 , EABFEERS
FBA JID2EXAMPLE-Qc40-49a7-9f53-916aEXAMPLE81-manifest.bin , M 29 E=FthIf#
$HIE A 12345-abcde-12345-ABCDE-12345,

snowballEdge unlock-cluster --endpoint https://192.0.2.0 --manifest-file /
Downloads/JID2EXAMPLE-Qc40-49a7-9f53-916aEXAMPLE81-manifest.bin /

--unlock-code 12345-abcde-12345-ABCDE-12345 --device-ip-addresses 192.0.2.0
192.0.2.1 192.0.2.2 192.0.2.3 192.0.2.4

¥R RREETE Snowball Edge #THER

Runlock-device@ S {&E connection refused , BIFJAER @ %/ffﬁﬁli’*m , RE B
BRAVAHAE R REPH LE A EIIE Snow B, REUELBIERBREERN
1. BES ERBAGTS,
a. EAEKELHN LCD EBRBIFMTHEAN IP it BEIER,
b. BRGTHEANERASTEERKRTLER , SHERER,
c. B AWS Snowball Edge EE XA RBEG PP EANBHBRSER,
2. BARIEME AR EMKEE Snow £ B A MEE R F /88 L.

3. MELEANERMMMAEREAR AT Snow RE., ERAEXRRREN ping T RHEEHZE
A LUEBAEE EE Snow RE., MEHSHREHBERE, Fﬁkﬁmﬁ\ﬁi’é\ ERM B (VPN) B :521&335&
Mg r Hba R,

RELTLUBRIKREM Snowball Edge.

T —H: 7£ Snowball Edge FEREARBMEHE

HRBREETE Snowball Edge #THIED BT 49
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£ Snowball Edge LEREARBEHH

LT REZER AWS Snowball 184k B LREAXAMERE SN R,

1. HHEHREREEAESR

£/ snowballEdge list-access-keys #l snowballEdge get-secret-access-key HX
BENABEANER, NFEFMAER , 528 EYS Snowball Edge BB AER,

2. fff aws configure FRERFEHEEAER

B AWS Access Key ID., AWS Secret Access Key Hl Default region name. [EiF
BEMSAER snow, AIEERM Default output format. MERTE WFFMEFA AWS CLI ,
=2 BAWS Command Line Interface  EAEER) PMERE AWS CLl,

3. HERELBVY-HZEAMERE

5 create-user M ERAENEEENEE,

aws iam create-user --endpoint endpointIPaddress:6078 --region snow --user-
name UserName --profile ProfileID

BBENZBERNBEAER , EULUE AWS RERFREZENMVE , WERARKRS MR
EEER. MFEML IAM ERENFHAENR , F28 (AM EAEER) PHE PEY AWS ik
FIAM £ &,

4. BUERENTFIRER

/A Warning
IRHIFZEAEAFFFRNRAEAERN IAM AL , EGERRLAR. AT
BRI R  ERERAELEERAERUAITERIENT , UEFBREELME
RERKEBR, MELE , JUEFRFRER. IRFREF , F20H (AM E£REE
M) PHEFHEFREZR.

f£F create-access-key T ALNERAERYFINER.
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aws iam create-access-key --endpoint endpointIPaddress:6078 --region snow --user-
name UserName --profile ProfileID

BERTRENARTFEERLRBRGEAE,
5. BV

BUREFETENEREHEE LNYREFEBHRNFIE., TIHFSEILEAR s3-only-
policy WIBERX# , WisHEEEFRE,

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:*",
"Resource": "*"
}
]
}

aws iam create-policy --endpoint endpointIPaddress:6078 --region snow --policy-name
s3-only-policy --policy-document file://s3-only-policy --profile ProfileID

6. MBREZEINENERE
£ attach-user-policy # s3-only-policy EBEEFEHE,
aws iam attach-user-policy --endpoint endpointIPaddress:6078 --region snow

--user-name UserName --policy-arn arn:aws:iam::AccountID:policy/POLICYNAME --
profile ProfileID
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3

MEEREFER IAM BWFEFBERR , 528 £ Snowball Edge EZAR#E A 1AM,

B HTRE) Snowball Edge #E

E#EE Snowball Edge ZEZ 8l , R EFfIEERWELENEREBB 2= 1L,

ERERRBEMMBERE
1. BERKREBENMABADERE  FiE LCD EF LANERZMKEEREE. KERENE 20 ¥,
ERERMNE , LCD EEEERALS  BHRELEEBM,

EHRE Snowball Edge &
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Snowball Edge

Snowball Edge

Shutting down, please wait.

»

EFEE Snowball Edge #&
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® Note
WRLCD EHEREABERBAMSERERAS  FRTEALNENRBETRIRE
ZEEEIEERKE,
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Snowball Edge

Snowball Edge

Shutting down, please wait.

)

Restart display

2. BTEFRRE, ERERZE , ICOD ETHEEEECTRBRETRER. KBV T7ER , &

ASEp:

EFEE Snowball Edge #&
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3. BHHEE. F2[E #iH Snowball Edge,

= Z A Snowball Edge AF IR EHMMEBIEE :

1. BREENMEBABERE , FHEA reboot-devicem THHEFHTME. EREMRR
5, LCD BnSREERECTRHBBEREH, EBO+2ER  RECAMHE,

snowballEdge reboot-device --profile profile-name

2. fR#HFEE., FF2E M Snowball Edge.

E9EH Snowball Edge

ERTHAERERE AWS Snowball @4 HEMFRR  FEMRERRE AWS, EEEER , B
RHREETHNMAENERHCFL, MREEM NFS AEERER K FERMEEER2ASHE
FH. MEFMENR , F2EEE NFS TH,

ERRENTABEARERE , FR LCD EF LANE RIS HRN. REERNT 200, E
ERAEARF , LCD EHEERAE , HHEEEERAM.
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Snowball Edge

Snowball Edge

Shutting down, please wait.

»
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® Note

WRLCD EEEREREREARSETERAS  FETEALNENTRBE RS K 28
[ B 3 EE#RE,
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Snowball Edge

Snowball Edge

Shutting down, please wait.

)

Restart display
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KEMMAE , ExEASETEEINKETRSE L, WRE Ink BRaFLARETRERELAENR , BB X
&

T —H&: #E Snowball Edge &

&[5 Snowball Edge #E

£ 5E Snowball Edge B ERE , BEEXESHHELDE AWS, EEXESEDHRHUKEEIEN
BHERIG, EHERBEHERE P AWS Snow RIIEEEES, BUNE TEAPREEHHMRESF
MER , SFEERRBMNESEEERBILAER. WEHEFEEF , 5526 Snowball Edge ZERY
EEEE,

EEXEEFBERNE AWS iRl , WASRBEEE AWS ERF0, EERHL , AWS i
REBEEAHBARERNER , BEBERERY., WREETESEEA Amazon S3HWER , AWS &
FBEAT. BAl, £B LWERNBEZLMER, BULE f AWS REEEBHFERRESTE AWS
Snow RIIEEFEA, MREBEERVTEUFTREERENZOEE , IWEMREBEEN Amazon
SNS BH, MEFMEN , FSEEEEAMRE,

BRI EETIEMEFUWE] AWS Snowball 384 & AWS., MERHREREAN , URMAETHR T/E,

(® Note

MRKRETELEEA Amazon S3HER , MEFFEEARE LWER , FE B FXR
HUH Snow £#, MREBUHER  RAKKEBERN SR K Y ERCEINEFZEHBRE
B, AREMBENEEENRERSF  BMNEIERMNRETRFESENERNERE,

4% AWS Snowball ##5k 2 & LA 17X BIEIE

1. BFMEEER. WEFMEENR , F2BEET Snowball Edge,
rh B B B N T AR B R
KBRERZR. B EEMRE AWS Snowball 4% & B EixNERE T,

BAEA AWS Snowball i#i% B EEAIF. FIMPFT, HEMEPTEZRER , EXERIWAE T ELE—
BRIl

w0 N

T —E: Snowball Edge HJiBEiE %
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Snowball Edge HVIREEi*x

AWS Snowball i2# ZEEEH® AWS ERALNEBEELRNE ., ZE LW E Ink EALVFEMNEE ﬁ-ﬂ
‘BEIXE AWS Snowball 84 £ER i, BENELAREFSEBRIELEFNEREXRE, &
LIER BHARREE T AWS Snow RIIBETEE W EBLETNESXEEREMGERE,

MEMMAEE AWS Snowball i85 EBHHAET , 5528 Snowball Edge FIEXE#E,

/A Important

KBRIEBERT AWS |, BRI A EBHIEIXERRE] AWS Snowball i8#& £E, —EFEH
AWS Snowball ;24 £ & E Ink B RSS LtBETRIEZEEA,

Snowball Edge HViEiX ¥ &

BB TR LAFT#E Snowball Edge £ , iR R EIEIX AWS Snowball i##& B MU, FER
EFNEGEEXEFEEMR AWS 1%31"]"9‘ 1«)\&1@&3@%?@] MEEE AWS, EZENERE R EfMmEIEAR
BB, BN FREHELAEA.,

B{EEIX AWS Snowball 84 K& EHE —EBHRTE. STUERAAWS Snow RIIEEFEAEK
BRINEBEIE API, RIERESRIENIE MR LR ER .

AWS Snowball i##& £EZEELEEESE .

- ¥HIRENE , Blue Dart REF¥%E,

- WRAEE., B, BMFEE , Kuehne + Nagel REE &,
- WARBETER , SF. Express EEE%£%E,

- HEMERENEEXERA UPS,

£

- BUM., EE. XBE., FEIEMMNEKXE Snowball Edge UPS EBl#F
- HEH Snowball Edge ¥ #

- B Snowball Edge Y4

« SEMAY Snowball Edge Y4
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- EIER Snowball Edge Y4

- FEEH Snowball Edge ¥4

- FAM Snowball Edge Y4

« ¥hN%E. BAFMENER Snowball Edge W

« Snowball Edge AR E K A BEHFERAEE

« Snowball Edge fiEXRE

BOM, EBl. %E., EIEMMEKRE Snowball Edge UPS Bt
UPS BETLERMN. £B., HEH. MIENMESAREENEE, A TR - LERNEES

o EEEB UPS RHEEUE |, S8 AWS Snowball i24 £ B IEEXEMN UPS SERERE AWS,

- EInk BEREs EWTER UPS EXEZEBE S AWS Snowball i8#& S ERVERD Mt

« AWS Snowball i##& £B S E AWS HEFERE , WEIEE AWS ERF L, UPS BRRAEBHE
BRI,

/A Important
BRIESEET AWS , BRI EBNEXEHEEE AWS Snowball i2#& £E, —EEHARE
TEZEE E Ink RS LHEAER,

UPS # Snowball Edge £ EEEEI THIBUMK S BISR/ME : B, LRI, RMAE, =BRE
D, BEDWHANER. #R, BE BEYED. S8, EE. R, FE. T8, AR, BEH.
PRgMERE, M MsE, EAER. St TW. KW, 887, BFEE, Hgfkx., HgMEE, A
T MEmE,

(® Note
REMBEER/MENGTERTRABERIE , FEERBEKREBREFRE, WRESE
EERENBNCEEXEE , BEEIB UPS RHRHHBEZH , BEETHHE
<snowball-shipping@amazon.com> EIKFIREBEHERE,

EAR Snowball Edge Em# UPS R¥EERE —ERER/MHERBER,
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B #Y Snowball Edge W4

EXRE , FFER T YER , F UPS WEX Snowball Edge :

o IBTTLAE BB UPS ZHEUNEY AWS Snowball i##% ZEiE | A& AWS Snowball i#2#%k 2 EH T EE
AR UPS G@RRIERRME AWS,

« E Ink B2 LW UPS EXEH I EERE AWS Snowball 184 KER ERELLIL,

« AWS Snowball i2#% ZEERXFZE AWS HEFRHE , WEXE AWS ERH 0. UPS EEBEHRE
R B MRS

/A Important
BRIEZHET AWS |, BRIBHTERERREEFEBREE AWS Snowball i##k RE L, —#&
ERABTRERE E Ink BRa3E LWEXEA,

EA R Snowball Edge ZE MY UPS BRIGEE — BB SR/t [E AR,

(® Note
B 2021 £ 1 A2 , REITBREUNN —5B2 . B H b B B =R/ [E 2 B H
FTEREMRITE , F— RN TAMEFREZERESKRNBBRERFZE, WREF
CERE  WEHBEREERESEE LHR KR EBEEEEEER , M0 AE%xn
<snowball-shippingeamazon.com> F&REE , SAMEE UPS ZHWEVIRIE 2 Bz rg %
BE,

E7EH Snowball Edge W4
LT 2 UPS EEFULEL Snowball Edge B/ — %8|

- Ef%{HFIRE Snowball Edge # &K , 55 0800-770-9035 LAEB UPS ZHEE 4+,

* Snowball Edge BB RS , HA T3 26 @M F Distrito Federal,

- WMREH—1{E Cadastro Nacional de Pessoa Juridica (CNPJ) #2#& ID , EEMEELAEL ID , REB
BIABNER,

o REXRITHEENXHRER Snowball Edge #&£E&, 181 Imposto sobre Circulagdo de Mercadorias
e Servigos (ICMS) &t , FERKIIEBEMEMNZE T FIMLE X4
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- HERE-BEFTEFEICMS EEMNBETRBEEE (NF-e).
- ERBUN -BEFETHEE :

- JEICMS Ef

- BRIBRE

« ETERE (NF-e)

® Note
HREICMS MBRAES , KMERECELESNHAEIE . —BRANKEH , SHA=0RANE
Wi,

BIMEY Snowball Edge W4

BN, WREEAH AWS Snowball 384 Z£EEE B Wit AWS , FREREHER (LRI EEL
BRI BEH ) MIE Snow EE LK E Ink BE L,

I
Plyre < elnk glass screen

Transport
Label to
Consignee

@ Note

MRELZERBEEERER , BEEEFEHHZE knau.snowball_return@kuehne-
nagel.com , HH B RN EEFRHSERE.

& ZZHE Snowball Edge BWERE , FEATHEERHERIERLNY QRG, EENEEL , gHEA

EFBAAENEER. ASSEEFEMF . TENRHRBAFTERBEEA. EFRHEBH,

HRNBHEFAESR , NERTMEERREHAINAKR At
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RETURN INFORMATION

Please scan QR code and fill in required info.
If you need support, please contact: snowball-shippingBamazon. com,

Send to knau, snowbal | _returnBkuehne-nagel, com
Title Snow Device Pickup Request
Customer Info Shipment 1D : MS16861774
Pickup Address : WA, 46 Belmont Avenue,
Scan the QR
with a Mobile

_ Device/Tablet

ENE/Y Snowball Edge W4

FEEE , Blue Dart 3612 T Snowball &, EE%EmIFIEE Snowball B , FH4EH BRI %fE
REE, EEEEWAER , EEREEFEH = snowball-pickup@amazon.com , W £ E{TH A
Snowball Pickup Request » EEFE#H+ , IELUATEMN :

- {7 ID - EEEEEER Snowball HHEBH T ID AWS,

« AWSIRF ID- B %<2 AWS tRFH ID,

- BRBH - BHL Snowball £ B WEH BHH,

- RERRGERE (ZHNERRE ) - 8% 2L Snowball £ —XP &K B4R R,

- BRBRKGERE (ZHNERRE ) - 8% 2L Snowball &8 HRE.

- BEER (EA ) - WE Snowball WAEAHREIETR , SEHBAVFHEEFBEN.

Snowball Edge BB & B2 Blue Dart ZEFU 4 |, W EEEREFE 4G, Blue Dart BERRMHIEEE

EAZ® | YWHIE Snowball Edge &,

/A Important

6] S B9 M 4R 3 P B MR B AR B 3L ¢ o

A

o EENEAEA Snowball B |, 555C
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- AWS REED 72 MFHBH , TREMEEEXDEXFR, AWS EEHHE 72
RREPEELEEFR , HEEAEEERA.

BB/ Snowball Edge W4

8B [E , Kuehne + Nagel S REBAN W H, ELERBFEDENRER K FEXETHHR
snowball-shipping@amazon.com , 7 F §1T5EA Snowball Pickup Request , BRI & & B L HEU
HiEE, EEFEENAXT , I EUTER

- {17 ID - EAZEE O K Snowball BBV ID AWS,

o Wttt - WEREE BRI M3,

- WHBH - CHREREZFERGHN B,

- BH&E OFMER - Kuehne + Nagel T AE R ERAREEBHENERE, EFBA Ut MELEF
o

FA , 8K E Snowball BREENREEMREF B4 , HPasfRENKERF L EF. BEFE
WEHRBEE , WERFRENRKYSE , FEEETR 1300 = 1500 2 H,

E#EH Snowball Edge W4

EBM S.F. Express S REBLZN WM. ELEMIFEEEER | FEIEEFEBHE snowball-shipping-
ap-east-1@amazon.com , Y 7E £ § 17 5B Snowball Pickup Request , R & A B2 HEWN 4 BF
B, EEFBHNAXF  BEUTER:

- £# ID

- AWSIRF ID

- BHEABTR

- BHEEFERT

- BHEEFE byt

- BEERERHFNAT

« REWRHRE

- RBWRHRE

o Wit
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—BH|EERERHIFWENA R , MELENLTHRRE,
EEAH S AWS F. Express RITE ., IEEBRENIEZEEYER RS JRE T HREMIEIERRE,
F¥rhnik, BZARFENERY Snowball Edge W

EHIK, BANMNE , ERERFBERER , FEAENTHERRHBE E Ink TR LETRH
QR ., EXEEFENEIEFBHER, FERWM BH/KEBNBEFHMBER.

RETURN

AES Jobs 1D QFGLNIGKTIMF
LTSRS 2R 20T138Th0022
R US14003547

MBI L AT

BEOIEN Srowball Phelup Regqusst

"HFOEI-FEAF+ Y LANELADE
A=A TIERERNVELEY, ©

- - . . ] 15 MS119682 70
EREFELA kajp, enowbal | _rotud nilkisshme-ragel, o = = tintia i

Snowball Pickup Request

[ 3 Seem Ball Pickup Reguast

LHEAR EARE WE14003547
SImA{RA - BEA
HER B
ERESS - BREA

(® Note
MREH bt R R AR BRI TR , FEEFBAFATR BB , AEBHEEN
%15%%0

(@ Note

FRAZAR | EELTUWEL 120.00 ZThEXRER, BERMNERIESL Snowball Edge , Bt E R
ERARFTE Snowball Edge.

Snowball Edge P HE#E K ABI M FEWANEE
BT 2754 IR EE AWS Snowball 3845 58 R B EEH — LR,
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W Snowball Edge £&

FERBEFHEU Snowball Edge £EKR , E UPS BHLIRCEMFEIXR , FBHHE. BSNHLA
RERBHNAPIEE,

MREBNRREERBFPEARE , FERIREREERLEHA (POD),
{&[E Snowball Edge &

{8 Snowball Edge B | SEIEHE 600 544 743 HiEB UPS MBI5EE UPS ZHEM#E | L% HE UPS
WEEE, ERREECH , FRERBELEASETREE Ink BRes L, 528 EE Snowball
Edge £&. ZAAEREP , EEWE UPS EBEN RIS RBEERENBHE , FHE. BSMLA
A A BIHRY Gate Pass,

E Ink BEREs LM TE UPS EIXEA T EEE Snowball Edge B Y IE M4t

Snowball Edge B &R E AWS HEFRHE , WEEE AWS ERF0. UPS ERBALNERRME
BHERE.

/A Important
BRIEZSEERAWS , FRIBH T ESEBIEEXZERZE Snowball Edge £E&., —EFEHHE

RELE E Ink BURSR LAEERERER.

B Snowball Edge ZE R i UPS BRIGEE — BRI/t [E R IR,
Snowball Edge HYIEIXRE

BEBEXRBETENEIEETHER. ELEXREIURNEEIE AWS Snowball 32#5k 3 EREIZR/
Wi, EXEREWNT :

« BUM. B, FIK. HE. K - EELER/MEEXR , BALFER 1 8 3 RWEEEIXRE
E,

- BE - EEERAEIER , SR LFE UPS domestic Express Saver % , BEXAEE L HRFEN
MEIERREE, MERBERTASFEELRE,

- B2 (EV) - &1k B B B2 R RV (R 1T Bl 3R/ i [R BF M—IU\T?-HS&’H{LJ_ —BmE , EERIE AWS
Snowball B4 NEREANEE—RRARfT. I, BRERH KIS %‘i%ﬁﬁ’fi—%ﬁﬁ)’i‘t , BESR
F AN AAE,

- BA-EEBEREEE , ZUFEREREIE,

BExE 68



AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

- HE - ZEERANEEER , Snowball Edge REEHEWEIFTEMHBERE 4R AWS 7 BTERR
P,

- PIRBBE X ABEEFE - WA LA Courier Express Saver &%,

o WE (UK) - EREREAELR , BUUEFEERREBEE, —#&ME , Snowball Edge B B4 RIE KX
HEE-—RXART. It , BUUFREEEE K EBEEETE —BANEREE,

« XB (US) MIMEK - EXEHMEXFERNEER , BAILER - X 2 RIZENEIERK.

£ Snowball Edge E512 & A AR &E

BEETEAPELEAEHIRE  FEEULEH AWS EH 5 AWS Snow RIIEEFEGHE
A REMRFEFCEEHRNEYR FBEBEEERRLANESIPRENSHRESER, &
WEBR  ERRPERTIZEBOFAES | 2 BRETEBERIREN S,

(® Note

MRBAREEREFDFT AR E[EE , MEHIFIEER Snow HEKEREARMNER
B, BFEERBEHNE  MEARMARMABHZBR , £8 30 RNSE AU EREE, M
REBEARBR , KM TESEUEER Snowball Edge £ , WL EMBRE R

H#HEBIXER AWS |, EHEBRESRER D AWSEBEEE AWS, FHEmME , EREA Amazon
SSFE—RNEESEHB. BREAR , ZEENWARESEES Importing (BEAF), EERME
Snowball Edge AWS [E AFTE M BB KAV EA E BB ZE Snowball Edge KEFEER. EAERE , £
BREEE8FEACTERME,

Rz, LR 8% —EEBEA Amazon S3 AWS Snowball i## WEBETHK. EAIEEEAER
BSENERNEERG. FERIZAFIULERE  FREMRDENES , YRFET UBE RN
AAIES . BIF Getreport (MFHE) , BENERTHREET THA PDF ER, NFFMAESA , F2
BFHESEREH TR TARERE M HE,

T—H: SERERER ARG N A

IS ERMER TR T RS M B

E &4 A Snowball Edge # & HBHE A Amazon S3 Tt E HE R , EGWEIT THRHN PDF F#KEHK
Ho BREAER , IBESESREARFISERFERTH, HRELTE , EHNEERESER
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BERMNEBHEMH AWS Snowball i@# WEREBREFEHRGE. IBZRBETERARSTEEENE
BEER,

EH|E ARERA T ## Amazon S3 BERHBBNMRE, RESELHEBREREAEBFRE
. EHHRELTESERRK , RAHUEEHE Amazon S3 2 BER N WML THEBEN SEEE,

MFERABE IFTE@YAAGIRE |, BUTUEEWMEMABELN B . KW BAFNEAREE. BFERU
EHROMRE (CSV) KX\ f7F , MESERFNBBHMI IR ID R AFRANTHEL

&R LAGE AWS Snow RIIEEFRAETHBEMBR. AT REHHE.
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Snow Family Job Completion Report

Region: us-gov-east-1{0SL)

Job ID: JIDdEd95004-fe1a-42d3-895d-684f357ef840
Snow Device Serial ID: 207117851234

Job type: IMPORT

Device type: Snowball Edge Storage Optimized
Storage type: 53

Job creation date: 2022-06-02 19:32:27 831 GMT
Job state: Completed

Customer address:

123 Any Street

Any Town, USA
Transfer details:
Transfer type Total Success Failed
Objects 2,635 2,635 0
Bytes 3227TB I22TE =]
Job state transition details:

The job was created on 2022-06-02 19:32:27.831 GMT

The snowball got allocated on 2022-06-06 19:10:43.670 GMT

The snowball was shipped on 2022-06-07 21:59:50,937 GMT

The snowball was at customer on 2022-06-08 14:04:45 856 GMT

The snowball was shipped to AWS on 2022-06-28 20:57:42 246 GMT
The snowball was at our sorting facility on 2022-06-29 14:06:20.737 GMT
The snowball was at AWS on 2022-06-30 23:12:45.017 GMT

The data transfer started on 2022-06-30 23:21:34.805 GMT

The data transfer was completed on +54473-09-10 22:23:46 GMT

Flease review your job’s status from the consols.
For Snow job details, please see: hitps.fdocs. aws. amazon.com/snowball!

WMEENEBREMAE

1. BEAAWS BEEF#EA IR AWS Snow RIIEEEFEA,
2. REPRPEELNEBIERMEHG , ARERREBER,

HIR={E®1E , TRHAIRESENEEHREMBEE : Getjob report (AREEH ;). Download
success log (T &M Ih B ) & Download failure log (T & kB B ).
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3. EBELEETHMBEG.

T BERARETH ATRE

- BREK-ERBERNTR. EAUEKRY BFFRIESHFHMBEA.
« ERIERER - ENHI NEBERKRER., EUTUAERRBERHRIESHFMAER.
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{$ 8 Snowball Edge #IT AR ERER

RAMMBUEETAEENERERFMANRE., HBHENAT , URFENERKNERE AWS,

BMRBREERBEB AT EERNBEBRE , UBEREBEBILAH. BHBAENER KRN TR,
AWS Snow BR#& 1] 1% Bh #&3Ei8 ##9 Snowball Edge Large Data Migration Manager (LDMM) Zh#g 3% 52
B, FIBNMERAREREBRER AWS Snow RIIEEEES,

X7 , £/ Snowball Edge 38 2| X B &g LA N £ Snowball Edge RIE AR EiifR FBHERBRRE
o T LAMEA Snowball Edge LDMM BT ERE{CFEIFER,

&

- {#/8 Snowball Edge 18 & K& Fig

« M Snowball Edge & IE K B &g

» {#H Snowball Edge 23 AE & EHERETE|
+ #&E Snowball Edge EFR AR ERLERETE

M Snowball Edge 3 2| K & &

BEREEATIHREPER , RERNRELSEMLNFIRER LHE AWS Snowball ;24 HNERE B
MY KRB & RHEH

&

- IR THREEBEZEHENAR

- $B 2 HELNBEEEHEE

- SR 3 YEBFEEZ 2 Snowball Edge

- SR 4. BIABHNER

- SRS BERSHERER

SR TRESBEERNAS

/R BaE—EEK 28 AWS Snow RIIEEERA  ERELTEEEERNERE. BRFRW
B, URERHEHIINBNT, BARELA PBREANELRER | LEBRLEEDAET R
Snowball Edge F|ERFFE R,

REEH KB ER 73
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MRIER AWS B BE—XKEREBRE | RAEBLRAEREBEE, EREBTEE—RZE
B4t CREFANREERF , DIHBREARA KRR MW R AREE.

ERRUSE  CRAERBEITHRNENEE,
SR 2 FTEENE SEmEER

AT, BRI ERERIERESEMRMRIEN Snowball Edge RIERE, ELEFTEREL MB/A
REM  RELEARRERERRE , KEREERNREHE Snowball Edge HERIEE,

(® Note

HRA KRB GRS | BEMFEH Amazon S3 ERMER 5L, BERE PIIBEEN K, BXEAER
ERtiEE AWS Snow RIIBE XA,

HRYIHEEGRER | F—/EHoNERERH S Snowball Edge £E , Si/E# 10 GB WEHIER
WHEREEE.

YEEEEHEER , Fid , EUIZEBRBRERASHIEE K TERKERE, SFEREE.
ERVERKD , URARAE A RZFENERNEE. Amazon S3 BiERSEEMNERGEAFTNER
T, SREERERE Snowball Edge.

HER 3 ¥IEEFEEZ D Snowball Edge

FHAEHERBREERNENEE, AHNERRE A UREEEATSERBEEDIHNRE AWS , ¥
BT KR EERLEBFTER Snowball Edge # &, RBIFRFEEHE | Snowball Edge HEEHF K4 39.5TB
% 210 TB WATAREZHE, flin , mMREBER 300 TB WERBE AWS #i 10 X , T EE#E
E %A 250 MB/s , BIZEE 2 {8 Snowball Edge & , Hf#EZZEREA 210 TB,

(® Note

Snowball Edge LDMM Rt EE R (5T A BB Z R Snowball Edge #&, MFEFMHER ,
2B Snowball Edge B AR EREBREE,

30

SR 4 BAEHER

HEFEEZD Snowball Edge 2% , BLEEABRBAREEVEAEH. Snowball Edge LDMM A (L
ZEETHNEL., NEFEHEF , F2RNET —EEHIERF.
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® Note
BRI —MERETE , Y EEREERNEIRTBHEADKAMEETLNE., NEFHEE
A, FBREENEBEFIERE,

HEBR5: RERDRERER

RS RZEEBENARERNEGNREEYR  RMNEBEUEBELFABENTEKSEEDS, EEZR
EENERE, ENRL-—XEAsEIIE , XA TERSE ERE, RESIERK , FREDEE
M & RHE S S EIEH Snowball Edge. #l0 , BAILUEBR FIEFMAR B ER I BRI EE

- FWAILUEN 10 B2 EIE , SES3IE 20 TB, AEEEHR 210 TB fEFZ A Snowball Edge &
BEEM.

- HRAABEER  SEZEERTLUR Amazon S3 ¥4 ERI 2 ZIE , K/NERE 5TB,

- BESIENKNAESRE , MASEENSZETAHMERBRNERER , i, — B2 EEH
WNEER, S—EA7EETPHRBRERE. Z—EIAETHAEERSE, kA EZTHBEHETE
FRWERNFOERER,

(® Note
TREMRFEHESEAGRNERIAIT. ERMERNA)D BN ERFRETE, Bt , &
AN EARERBERBANES. HHAEEERIERRANELNER , JERESERNN

ab
Beo

BUEBNEBHERTARLCEERMREMAEH[E , RAEERUT - RIEAZR , ERH AR
REEMETHESEH TRREM.

B8 PB RERERE  RMAEZRERAMBFFLEERESHE Snowball Edge £E , LR
IE S8 A9 38 FE A AR S e R 1S

£ Snowball Edge ®1E A & &g

BUNEREE - EARMENER D EIRRREERNEE. ERECERNZEIEE K LEEERE
Snowball Edge £ &, REHSERFHEHZENEERERD, IRRENGRENERERER &
ALARRERERERNZ @RS, EUBERAT  FEABNENEASEIEEERE.
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EREMBEENEFITERRE  ETECEIENEREN AN TERNEREERNER, &
REER—EERAPHHITER , X TH B EEmER,

BAERATIHIEP —ERHFTERER  LERNEEKERE@E Snowball Edge :

 #¥1E8E — Snowball Edge & , E T/Euh L £/ S3 BRI ZE TEMR R,
« $¥E — Snowball Edge & BE ZET1Evh LM S3 EiERMN 2B THERE
- £ S3 REMSEITEMRER (EAE-—HZMEIEW ) , AZ{E Snowball Edge & B &

TERIELS R , BEXMEREREHE Snowball Edge HEBREER SR,

£ Snowball Edge 23 KEEREBZFE

Snowball Edge KB ERHEBFTEITHRE T R 2@ Snowball Edge IRISEm , HE, B, B
FEEBRKR 500 TB E={E PB W AR ERER,

ERAAEEREBRTEDRRKEENEREENEBES  SINERENER KD, AWS BURER
BB EMMERN Snowball Edge HE. £ FFEAERERERBLTRALRE  UREBNERIF
HFg , AR B R,

(® Note
Bl , EREBFTEEAR KR 500 TB &Y EAEH,

ES- |

- TR REEBHEEH

- FER2 BEENEE, RENBHRER
- PR3 REANEVENE

kg
wit
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SR EEEBHEEN

® Note

REEREBBTEEAR AR 500 TB WERIE®, ¥/ KA 500 TB WERMEBWER |, £
Snowball Edge LERIZMNEKITE, MEBFMEA , F2EFNEEPNELEB LT E
Snowball Edge &,

1. B AAWS Snow RIIEEIFIEAE, MREREBE—XMEH AWS Snow RIIEEIEA AWS [E
i , BE2EF Snowball Edge HE. & H , ZF2FIBREEKENEE,

2. MREREWE-—FENEBRTE FRIEHEZEUECNAEERERE, B8 FEEX
HERERHE, REEVERERHEURBGIERLRE.

3. EAZMERERFENED , RHENEBRIERRE. FTEEBEZTEF 64 BFT. BRFR
BAZ az, 09F.- (EFH )., ;TEEBHERLSA aws:,

4. HEEEBIMNEREZ AWS , BALEEBINERE AWS,
5. 71 Snow #EH , i## Snowball Edge &(&,

(® Note
XENKERBIURSRBIHE FHRETHEMBRTRE AWS EfF,

6. HRATEE , G AGALUERELEERERH Snowball Edge BE, MREFTHEE ,
T—8 , U FEALTEEMERBERYENEENERENR.

7. IEE Next (T—2%).

s
=
o

ERAETERELESRER
WATRBEHERETHHEHBEARENEB BT EANLTRERE,
EHER

- BEMITHSERE  LAEENERER S E , LEMAREFA Snowball Edge % BRI B ¥ EE.
- EAERER AR IR FRIER,
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SRR MABRKFRER
B, BERRBERFERENNSAERBEE.
1. HEEEBNERRER  GALHEEBHNERNE,

SPHEN | BELHEEBNERNENAEEN (GB F TB),
2. HEEATRBENENHE  GALTARRKREFRFETENEBNERPRR T EHE,

Number of active network interfaces info

The number of network interfaces that can be used for migrations

Mumber of active network interfaces used for data migration

1

3. HHMEBRAERE 6 EEREFRRNERAMRE, @EEERENSY Gb KEN,

Network interface speed info

The speed of the network interfaces used for migrations

Metwork interface speed (Gb/s)

10

4. SEBAERGEE K WALESSRIHEMRAEZRHREFREEBAEZNRAMRBEE, @WiX
2L MB/S BE{L

Maximum network throughput info

The maximum sustainable throughput for the data source

Maximum tested throughput of data source (MB/s)

5. HREFRHERERE A BHREFRERSHRRFREEFLRABK,

- MBRAAP  BFEER, BILrEERMAE—BRNREEE
- MRLARPE , FEER. WAE—FRNRFEER , BL MB/s B,
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RESREBEENERE  EFEEKSNERRIFE (MB/s) ENRAEBRIEE.
Storage backend network usage info

Metwork shared with storage backend traffic?

Is the network used for migration being shared with your storage backend?

Yes v

Speed of storage interconnection for single stream (MB/s)

This is a single connection throughput that can be sustained from source to destination

6. iZIE Next(TF—%),

SER2: MABRBIHFUHSH

B LAE S yourSnowball Edge E#EEIREFRIR ( HlE0 Microsoft Windows RIAR2S ) » &R LARE
W A# yourSnowball Edge B — = ZE T , SURFEFREERER,

1. HREBITHFULAHE K FRELEENITFGLARERE,

- EBEE - EECRENRRERRERRREREN , MAEATIFE  RARBET—F,
- EEHM - ERERTIAEL (BRIEY ) REA-JSBITEERERESR,

Migration workstation usage info

Type of migration source used

| Other - Use copy workstation(s) v

2. HHERATBEBENENHE  BARRENEBRNEREHE,

SR BEERFHEES 79
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Hkk

Number of active network interfaces info

The number of network interfaces that can be used for migrations

Number of active network interfaces on the migration workstation

1

3. HHWEENEZEE  BEUSY Gb KAENMMMRNHRE,

Network interface speed info

Your workstations Metwork card speeds

Metwork interface speed (Gb/s)

|1IL‘I 'F|

4. HERFRFEMRAED  BHIFUMENEERTERRHTLA,
MRHR , BEER.

MRRHAH , FRER. AR -FRNRELERE , ) MB/s RE{,

Storage backend network usage info

Network shared with storage backend traffic?
Is the network used for migration being shared with your storage backend?

Yes v

Speed of storage interconnection for single stream (MB/s)
This is a single connection throughput that can be sustained from source to destination

FEERBENAA K EEBTFUREBTETER. IRETEARER , BUUFHEEHF, LE

FEHREABENEBRHENLITEEF,

SR BEERFHEES
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Number of migration workstations info

Recommended number of migration workstations used

0

% E% 3 : Snowball Edge Vi A P19 E@maixE

1. & Snow REERBEEMUT K GALESSREHBEINEREEE , 2 MB/s AE

o

Average Snow device transfer throughput info

This is the throughput from your migration workstation to the Snow device you saw during the proof of concept

Average Snow device transfer throughput (MB/s)

BEESRBENTFHEEE K EEBHEFHEAPENE
EFR,

#IAT Snow KEHEMITEEH

2. EFFERALRBURETEDREERHEET. EET—F K RARAETESR (TR 2 . =

BENEE, R2ABHARERE).

(® Note
BEZ LA 5 @17 Snow &,

SER 2 BEREEREE, ZENBARERE

1. HERMiERF , BERA U SRE I,

(® Note

It NBER/MEXEFERENENBBER/ME , BEHZBERMES Y.

SR2 BELNER, ReNBAREFRE

81



AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

2. HEEEZERBFEHEES , FTTIEP—IR .

« foFF Snowball Edge A2 U FHHNBRKEEZEAE , W E[HFRHMH Snowball Edge EHH
CloudWatch ¥ Amazon SNS BHKNFIA S EFF T,

- MEEALEFTNRARKEAG. NFNARELAGHNES A FSHEEL 4 - BHNAES

tl:

Al MIEEBER,

3. HEEXBEHN , REREEEEA. FIE 6 NMRERETEZEHEENERFENEAN , BB

BREIRALENEMN , BNHESRIEBBA.
4. HREREBEA ,

- BEMCMHRBH SNS TE
° EEEYL%EEI‘J SNS E\EEEO
HER 3 REXEIBHETE

1. EFEFMAEANER, Z2UHNBARERETREENES  LREERE,
2. EREVERERBTEUNRIE.

& Snowball Edge fEA KB ERLEZFE]

BYAEREBH B2 | AUNEREENFRANBRERE EEEREBRFNEBH .
BENTEHEFE R

37 Snowball Edge AZLEBIHBIZ % , LA LU AR I FHE SRR 1 3T 0.

(® Note

BHEMXNDRATREREETFHENSGERHERE. NREBRKEZIETF B
F,BEEBIRFEScuEr  IEEEBRE. IREEBNITERR BT | 5
EEEBHE.

SER 3 MBI E T BHETE
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del Job ordeving ichedul Jobi erdared

Recommended job ardering schedule Actions v

Thin ik provides sn sutimabed whedule fo plase Seow jobnin 2n shires your daka migration gealy The sutimabed srdering whaduls in subsmubically sdanbed baud on your dabs migration peed

B Fiteer by o dode and time range o "“'—"D":""ﬂ 1

Recommen dard date ki L v Number of devices to onder v Mumber of ordered devices Dievice type v Status
Thas Mar 23 2023 2 Snowhall Edge Siorage Optimized with 21078 (3) Mot Ordered
Fl Mar 37 3023 2 Snowball Edge Storage Optimis o with 21078 & Hat Drdeved
Sat Apr 08 2023 Fd Snowball Edge Storage Optimized with 21078 @ Kot Ordered
Sum Apr 16 2023 2 = Snowhall Edge Storage Optimized with BOTE E} Mot Ordered
Mon Apr 24 2023 ) Snowhall [dge Storage Optimized with BOTE (B Mot Grdered
Tue May 0z 2023 Fi Snowball Edge Storage Optimized with BOTE IEI Kot Ordered
Wied Mary 10 2023 2 Snewhall Edge Starsge Optimiz ol with BOTE () Mot Ordered
Thaa May 18 3025 2 Snowhall Edge Storage Dptimized with BOTR (B ot Ordered
Frii May 26 2023 1 Snowhall Edge S1orape Optimized with BOTE (3) Mot Ordered
Fil May 26 7025 1 - Sncwgone S50 & Hat Drdeved

BE T —BERIEFF

BENE, MARFHEVUEY  RAEREHFEELENE , EUNREERAIFFNEBRIEY
REEANER,

BEERER

1. RESNEBHFHEPRET—EIEF (EEREFRENE—FER )  RRREDHFEDRE
PEREERER. EREBREBEIHIR,

2. HEERAEBRES K EEHHEFERY , REERRNER.

3. EMEBFMAEARRT , BREEEITBNEE. YRNSEFMENEE K FREBESREBEMENE
BEBEA, LALUBEBRERERE,

4. BEWRR  AMBRETEERIERF. RESEREEZENER.

BEEVHNER

1. RESNEBHFHEPRET—EIEF (EEREFRENE—FER )  RRREDHFEDRE
PREBEVNES. BUNEHEERMEIHER,
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Ricaminanded [ob sqdering idhoduls Jakd ardined

Recommended job erdering schedule [ actians &

T st proindes an stissabind ichidule 10 plice Sncw jobr in order to achines your dils sigration gosti. The sutimited ortring icheduls b itarmatically cuibed bined on your dati mkgrition ipeed

B iieer by o dote and thee ronge [ o] Hidi Ovdared

Facommanded date 1o crder - Number of device to crder v Numbsar of ordered device Darvicn typa v Sraton

o This Mas 25 2023 H = Snewball Edge Storage Optimized with 210TE (E Not Ordered
Fri bae 31 2023 H - Sngwball Edge Storage Optimized with 210TE (® Hat Srdered
Sat Apr0d 2023 2 - Snowball Edge Storage Optimized with 21078 () Mot Grdered
Sun Age 16 2023 2 - Snowkall Edge S2orage Optimized with B0TE (@ Mot Crdered
Mon Age 24 2023 2 - Sl Edge Storags Optimited with BOTE &) Mot Oedersd
Tue Mary 02 2023 2 - Snwkall Edge Srorage Dptimized with BOTE @ Haot Ordered
Wed May 102023 2 . Snowviall Edge Storage Optimized with BITE (& Hot Ordered
This May 18 2025 2 . Snowball Edge Storage Optimized with BOTE & Hot Crdered
Firi My 36 2025 1 . Snowball Edge S1orage Optimized with BOTE & Mot Ordered
Firl My 6 7025 1 . St 550 (E) Mot Ondered

2. EREEZEERT , EELEITBHRE, REEE.

Create New Jobs X

Device Selection (2/2)

Select which devices you would like to order

Device type

Snowball Edge Storage Optimized with 210TB

Snowball Edge Storage Optimized with 210TB

Cancel Continue

3. BUNHHEMALR, ASHSH , fINEHEE, EXtit MRERHRRBHERE, RiRg
AEBERERMER.

FANEEIBRIBRDTERDET. RYBUNEEEEDHLEE,
EHRHFRE

BEFEFEETEBHFEE. —REREN. BEERKITBEIHE , S URBEI R PRI
BER  SEBMEEENE, SELEFENERSEERERR B,
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i , AR BIMETRERPBEEBRER , REBHFBEEFBRER

RMARRCERH BT RENEBIFHE  ERFBBER,
BERERR

RERFIBEFTEIR |, EUNEERKIEE AWS ETHEE , AEXRIRLEEIER, ELEEFETHEE
EHERE

- BBE NES AWS-AWS ZBFIALLEBE HERE.

- BEEHEBHFHEN - SEAETHNTFHERNE | L TB REMN,

* Snow BB - HENESRELFHNER , BEFH Snowball Edge FHEE.

- BRAEBNFOFERE - ER0FHFRERE , UXR/EN,

* Snow EIRE - BEREFNERHE.
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{#F AWS OpsHub B2 E

Snowball Edge REREZ R EHAMN T E AWS OpsHub , ITAREER LB MAE AWS R, &0
LA Fim AWS OpsHub Ef¥ LA REITER , SINBEHNREE—SRERE. EWER
LK BB ME R TE Snowball Edge E#ITHIFAITIER . &R LAEA AWS OpsHub REHE Storage
Optimized M Compute Optimized Snow $EEHFE, ERIAREFEH AWS OpsHub AR,

AWS OpsHub #% Snowball APl FFiE TN R ERE  UKEBETABEERENE. LAEAH
BB RERASERBBE , AWS Eif Y E Snowball Edge LB #FEEEAREN.

AWS OpsHub #21it Snowball Edge L3117 AWS 2RI HE —R7 , WiEB B BLREFEKE AWS
Systems Manager. &8 AWS OpsHub , EEF R MTZEAFEMN £ A E T UEE KE Snowball
Edge. RERETEBR , BRI EEE, ERHER. EEE Amazon EC2-compatible#1T{EEE ,
DREZREBIRE,

E Snow REIELMNPEILE , BN EAFRER (FINEREEM) TR, ZRNAE AWS
OpsHub FEAEER, Z##%E , B LREEEWHRERLE K WEAEERAIEN AWS RiE.
AWS OpsHub IRIEHERR , MERPLE LNREFIENEAPHITEREZHBRER, vERH
AWS Snowball Edge EXEN—RIIRB. LoER , ERATUFABERERIIRE,

e

« T & AWS OpsHub #E AR Snowball Edge Y

- {8 ##8 Snowball Edge £ & AWS OpsHub

« B@ZE B9 AWS OpsHub PGP #Z (i#H )

 f£f 1 Snowball Edge - & AWS fR# AWS OpsHub

- £/ EXREIERE AWS OpsHub

- B EEFRERE AWS OpsHub

- £/ EBFA%EE AWS OpsHub

- £/ fmEEEHIE AWS OpsHub

« £/ OpsHub EBNEELRBE

+ HY48 Snowball Edge Y E#

« BE¥F AWS OpsHub FEATE

- £/ BELENEEER AWS OpsHub

o [FH REEEN NTP BRE[EARES AWS OpsHub
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T & AWS OpsHub @AM Snowball Edge B

T & AWS OpsHub

1. BEZF AWS Snowball EFEHBIL,

) racE CONTENT

What's New
OpsHub

Snowball Edge
Client

Featured Content

Documentation

Webinars
Videos
Blog Posts

Free Training

OpsHub

OpsHub is a graphical user interface you can use to manage Snowball devices.

OpsHub makes it easy to setup and manage Snowball devices enabling you to

rapidly deploy edge computing workloads and simplify data migration to the cloud. With
just a few clicks in OpsHub, you have the full functionality of the Snow Family of

devices at your fingertips; you can unlock and configure devices, drag-and-drop data to

devices, launch applications, and monitor device metrics.

* DpsHub documentation

OpsHub
Windows 7 or higher Download
Mac 05 X 10.10 or higher Download

Download
Linux (Ubuntu versicn 14 or higher, and Fedora version 24 or higher)

Eqn:ltnrp]

2. T:E AWS OpSHUb EEQI:F ?_}Ju\Eﬁ{’E%%l ngg-l—ﬁ %1&@1@?%55’%0

£/ &3 Snowball Edge #£& AWS OpsHub

EENRERECHNPUER  F-PREENBEHEKE, AWS OpsHub AIREEA TG EEA, #

HNEERE

. ZM%— EERAMBEARE | &,
FBERER

c Bin-EEERBFARE , BN ARBMRENSIR , XEREKEA EBdevice-order-
region.amazonaws.comZHBRERE . ARAERZELELEMN B4 AWS Identity and
Access Management (IAM) B AE R AWS IRF ( EEERNALEZSH® ) .

MEARIREENEBERSHWER , 528 7 Snowball Edge £RUA Snowball Edge £

=,

VEARMEREER , WAHERSAEER, RAREHBHEHBNE

BE

T & AWS OpsHub
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&
o {F EARKAEE Snowball Edge & AWS OpsHub
« 5 MiEiRAEE Snowball Edge & AWS OpsHub

{FFH £ 2788 Snowball Edge #£#& AWS OpsHub

EABERNBREEENERE

FREELNE , RIERR  LEHEEIER,

2. [EFMRER (BEFRIAMIK RIS ER ) BREEEIENER  ARFRMAIERLFERE
B ER,

B AWS OpsHub FERIREN, MRERF-—RER A RMERTEEEFS. RAREET -
&
RN OpsHub HH L | BEEASHEEE K AREEEA,

-_—

o

B

Get started with OpsHub

(o ] Sign into local devices Sign into remote devices
¥ou'll need an unlock code and You'll need an access key & secret
manifest file key

5. EEAXMESEME L , BIZFZM Snowball Edge FHE | RZBEE A,

6. HEEAEEL, WAKE P it M@AHET, FEEMRELEAFTE K FEEREER , ARE
BEA

EARBEEE
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QA=

Sign into your Snowball Edge

Sign in with an unlock code and manifest file

Device IP address
Unlock code

Manifest file

[t] Choose file ‘

Mo file chosen

=N o

7. (BA) BEENBRAERREARERE, BREREDSAIREE Save profile name (RERERE
B8/, WEREENFHMEN , F2REH EEFRERE AWS OpsHub,

8. HEFXMREXRSIFERL  BEREUESEFHFMEEN , fINEEE LHTHMERNTE AWS FAR
%, BOAURLEZES|IEBEEEENFMEN , SE&FEHA AWS Command Line Interface () —
BREEHEEAWS CLI, MEFMEA , 52 B LA £ Snowball Edge EEE AWS AR AWS
OpsHub,

#7H AWS Snowball Edge #£EERE B&% WEE , B LRERMARIKREEBBULIIEE,
EHMET , F2HEH AWS Snowball Edge £EEE & Snowball Edge.

EARBEEE
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F/ = ixAFSH Snowball Edge #£& AWS OpsHub

fA KR $EE Snowball Edge T3

=3
IRY
1.
2.

EENEHEENERE

FREELNE , KIERR , AAHEZIE
ER CAMBRER (BER RIS ER ) SEEEEIENMAE , RREMEERLFEREER

==
1= =17 1%

® Note
EERRIGMFRRETE K BHNERENLERHMERE device-order-

reglon .dMazonaws . COMo

FAR{ AWS OpsHub FERITEX ., MRERE—IXER A RRSRTEREFS. RBRET -
&,

ERHEER OpsHub HE L |, BEEARREE K RAREEEA,

EiRRHEE

90



AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

Get started with OpsHub

Sign into local © Sign into remote
devices devices

You'll need an unlock You'll need an access key
code and manifest file & secret key

5. BEREARREEEAEL , WAEZELREEN AWS IRF B AWS Identity and Access
Management (IAM) B AE R ( FRERNALZSI® ) , RARBEEEA,

RRBEEE of
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Sign into remote devices

Sign in with an access key and secret key

Access key

XOOCXOOOOOOOIXXAXXAXAXXAXX

Secret key

LA L R L R R R R R R R R R L R R R R

o | I

6. EERKERSIFRER  FZEFEEZERBEREEN Snow REESF.
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File Edit View Window Help

OpsHub Local devices US East (Ohio) - us-east-2 ¥ {8 Preferences
——

& Back | Remote devices

Remote devices

Devices (0)

Q 1

Managed device id Associated job id Device type Unlock status

No devices

n this region

7. EERKRERSIBRL  ZEFENREUEREFAENR  SIMEARENRRNE,. RREEFH
SHUREHEE,

& Back Remote devices smd-cap7kptcoiedtiol

smd-cap7kptcoiedtiol

Device information

Managed device ID Last updated Device type Total HDD storage

smd-cap7kptcoiedtiol Tue Feb 21 2023 14:44:06 GMT-0700 EDGE_C 36.147T8B
(Mountain Standard Time)

Associated job ID Last seen State Total SSD storage
JID6058e21¢-9626-4383-88ab- Tue Feb 21 2023 14:44:06 GMT-0700 Unlocked 6.35T8B
1a2000e6d3a8 (Mountain Standard Time)

Network IP addresses

172.16.0.0

REREENFHEAETTD , BEUUEFTBBEELEECM , BEEA AWS Command Line
Interface () —#AWS CLI, EERKRTR FHRKEE AWS EiF , FRESEEI LWERIE
1, AREFELERENEE. WEFMENR , FSE LA 7 Snowball Edge EEE AWS R
AWS OpsHub,

Ea ¥ MY AWS OpsHub PGP &= (&H )

Linux fE3 %% AWS OpsHub AR X ZEBXE4BUEBRESNES, CTULALES
BRBRIFLZEEINEMHARRANEREUN, MRERBERISR , BEEAKR, BAALUFEA GNU
Privacy Guard (GPG) REZERRNEHNEE, LRIFREAMN. NRCERERBEATIANEE
B LARE R #11T o

AT LA AWS Snowball Edge &JREBL Snowball Edge ER F& Linux E£RFEZERERN
SIGNATURE X,

7% VERE AWS OpsHub 93
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£ LEFE Linux EERHEH AWS OpsHub ZHEH

1.

BHRHTIHILNEEH KHREEER , YWHEER, HW opshub-public-key.pgp.

xsFNBF/hGf8BEACOHCDV8ul jDX02IxspibkmPu4xqf4ZZLQsSqlcHUG61loL /c
/zAN+mUqJT9aJ1rr@QFGVD1bMogecUPf1TW1DKEEpG8ZbX5P8VR+EELQ/TW/
WtqizSudy6qy59ZRK+YVSDx7DZyuImI07j@@UADCL+95ZQN9vqwHNjBHsgfQ
1/1Tqhy81l0zTZXcI/+u+99YLauglIP6ZYIeDfpxnghqyVtaappBFTAyfG67Y
N/5mealVqlzd8liFpIFQnl+X7U2x6emDbM@1lyJWV3aMmPwhtQ7iBdt5a4x82
EF5bZJ8HSRMVANDILD/9VTN8VFUQGKFjFY2GdX9ERwvTTb47bbv9728V1284
41w2wlBl@07F002v/YQukrN3VHCpmIQS1IiqZbYRa@ODVKEURS5QNVUL j5fwWs
4qWOUDPhT/HDuaMrMFCejEn/7wvRUrGVtzCTOF56A1/dwRSxBejQQEb1ACS]
uuyi7gJaPdyNntROEFTD7102L6X2jB4YLTvGxP7XeqlY37t8NKF8CYTpOry/
Wvw@iKZFbo4AkiIQalyBCk9HBXhUKa9x@6g0Onhh1UFQrPGrk6@RPQKgL76HA
E2ewzGDa9@wlRBUAt2nRQpyNYjoASBvz/cAr3e@nuWsIzopZIenrxI5ffcjY
f6UWA/OK3ITHtYHewVhseDyEqTQ4MUIWQS4NAWARAQABZzT1BV1MgT3BzSHVi
IGZvciBTbm93IEZhbWlseSA8YXdzLW9wc2hlYilzaWduZXJAYW1lhem9uLmNv
bT7CwYQEEAEIACAFALl/hGf8GCwkHCAMCBBUICgIEFgIBAAIZAQIbAwIeAQAR
CRAhgc9adPNF8RYhBDcvpelIaY930b0vqiGBz1p@80@XxGbcP+gPZX7LzKclY
w9CT3UHgkATIaw0OSXYktujzoYVxAz8/j3jEkCY@dKnfyqvWzZDiJAXnzmxWwbg
cxg1lg@GXNXCM41Ad68CmbAOLOLTaWSQX30ZbswzhbtX2ADAlopV8RLBik7fm
bS9FyuubDRhfYRQqOfpjUGXFiEgwg6aMFxsrGL1v4QD7t+6ftFIe/mxLbjR4
iMgtr8FIPXbgn@5YYY/LeF4NIgX4iLEqRbANfWjPzqQlspFWAotIzDmZgby+
WdWThrH4K1rwtYM8sDhgRnMnqJrGFZzk7aDhVPwF+FOVMmPeEN5JRazEeUrl
VZaSwbmu@n4FMGSXuwGgdvmkgnMe6I5/xLdU4I0PNhp@UmakDW0Oq/aldREDE
ZLMQDMINphmeQno4inGmwbRo63gitD4ZNR5sWwfuwty25108Ekv7jkkp3mSv
pdxn5tptttnPaSPcSIX/4ED119Tu@i7aup+v30t7eikYDSZG6g9+jHB3Va9e
/VWShFSgy8Im2+qq/ujUQDAGTCFSuY9jglITsogbayEZa/2upDI1m+40HK4p
8DrEzP/3jTahT8q50fFWSRDL17d31TSU+IBmMPE3mz311FNXgiO8w+taY320z
+irHtb3iSiiukbjS8s@maVgzszRqSOmhaEn4LLOzoqrUicmXgTyFB7n2LuYv
07vxM05xxhGQwsF2BBABCAAJIBQJf4RoCAhsDACEJEBFZvzT/tDi5FiEEi+09
V+UAYN9Gnw36EVm/NP+Q0LNNEQ/+J4COMN8j0AebXrwBiFs83sQo2q+WHL1S
MRc1g5gRFDXs6h1Gv+TGXRen7jloeaddWvgOtUBxgmCOjr+8AKHOOtiBWSuO
1sS8JU5rindEsKUrKTwcG2wyZFoelzlE8XxPkLRSRN5ZbbgKsTz1611HgCCId
Do+WJdDkWGWxmtDvzjM32EI/PVBd108ga9aPwXdhLwOdKAjZ4JxrIXLUQJIjRI
IVDSYyMObEHOUM6a/+mWNZazNfo@LsGWqGVa6Xn5WIW1wR1S78vPNT0O3BQYuO
YRjaVQR+kPtB9aSAZNi5sWfk6NrRNd1Q78d067uhhejsjRt7Mja2fEL4Kb1X
nK4U/ps7X1030/VjblneZ0OhJK6kAKU172tnPJTI31Ib0xX73wsMWDYZRZVcK
9X9+GFrpwhKHWKKPjpMOt/FRxNepvqR172TkgBPqGH2TMOFdB1f/uQprvqge
PBbS@JrmBIH9/anIqgtMdtcNQB/@erLdCDqI5afOuD10LcLwdIwGS/bSrfwT
TVEE3WbXmJ8pZgMz1HUiZE6V2DSadV/YItk50I0jjrOVHOHV1FMwGCEAIFzf
9P/pNi8hpEm1RphRi0VVcdQ3@bHOMOgPHU5VOf1IhyCL1zU3LjYTHkq@yJID5

EASE KI3EE AWS OpsHub
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2.

3.

YDA1x01MYq3DcSM5130VBbLmuVS2GpcsTCYqlgQA6h/zzMwz+/70wUQEX+EZ
/WEQAOAY8ULmMcIIQWITr14V0jylpJleD3qwj7wd+QsBzI+mOpOB/3ZFAhQiNOL
9yCD1HeiZeAmWYX90IXrNiIdcHy+WTAp4G+NaMpgE52ghbDjz+IbvLpllyDH
bYEHPjnTHXEy21bvKAJOKkw/2RcQ0i4dodGng5icyYj+9gcuHvnVwbrQ96Ia
@D7c+b5T+bzFqk9@nIcztrMRuhDLINIpi70jpvQwfq/TkkZA+mzupxfSkq/Y
N9gXNEToT/VI2gn/LSOX4Ar112KxBjzNEsQkwGSiWSYtMA5J+Tj5EDQuUZ/qe
omNblA1D4bm7Na8NAoLxCtAiDq/f3To9Xb181HsndOmfLCb/BVgP4edQKTIi
C/0ZHy9QJ1fmN@aq7JIVLQAuvQNEL88RKWEYZBqkPd3P6zdc7sWDLTMXMOd3I
e6NUVU7pWOESNYRTUF+0T4s9wAJhAodinAi8Zi9rEfhK1VCI76j7bcQqYZed
jXD3IJ7T+X2XA8M/BmypwMWOSoljzhwh@44RAast/fAzpKNPB318JwcQunIz
u2N3CeJ+zrsomjcPxzehwsSVqllzal2ureJBLOKkBgYxUJYXpbS@1lax1TsFG
091dANOS9E j8CND37GsNnuygjOgwXbX6MNgbvPs3H3z1/AbMunQ1VBlw@7IX
zdM1hBQZh6w+NeiEsK1T6wHi7IhxABEBAAHCWXYEGAEIAAKFAL/hGT8CGwwA
IQkQIYHPWNTzRTEWIQQ3L6XpSGMPd9Gzr60hgc9adPNF8TMBD/9TbU/+PVbF
ywKvwi3GLO1pY7BXn81QaHyunMGuavm080faRROynkHOZqLHCp6bIajFOfvF
b7c@Jamzx8Hg+SId16yRpRY+FA4RQEPNNNMT93ZgWW3EbjPyIG1mO/rt@3SR
+Qyn4/1d1g2KfBX4pgMoPCMKUAWXGIrmDETXsGihwZ@gmCZgXe81K122PYkSN
JQQ+L1fjKvCaxfPKEjXYTbIbfyyhCR6NzAOVZXxCrzSz2xDxrYWp/VO02K1xda
0ix6r2aEHf+xYEUhOaBt80HY5nXTuRReCVU789MUVtCMgD2u6amdo4BROKWA
QNg4yavKwV+LVtyYh2Iju9VSyv4axL1Q4xKHvcAUrSH73bHG7b7jkUJckDOf4
twhjJk/Lfwe6RdnVo2WoeTvE93w+NAq2FXmvbiG7elt10XfQecvQU3QNbRVH
U8B96WOW8UXJIdvTKg4fONbjSw7iJ3x5naixQ+rA8hLV8x0gn2LX6wvxT/SEu
mn2@KX+fPtJELK7v/NheFLX1jsKLXYo4jHrkfIXNsNUhg/x2E71kAjbeT3s+
t9kCtxt2iXDDZvpIbmGO4QkvLFvoROaSmN6+8fupe3e+e2yNOe6xGTUE6AgX
I2+X1p1g9IduDYTpoI20X1leHyyMqGEeIb4g0iiS1oTp50i3EUAYRGT1XuUgAT
VA19bKnpkBsJ0QA==

=tD2T

gpg --import opshub-public-key.pgp

Exampleds 5 BV &

gpg: key 1655BBDE2B770256: public key "AWS OpsHub for Snowball Edge <aws-opshub-

signer@amazon.com>" imported
gpg: Total number processed: 1
gpg: imported: 1

BMEIEN, BHXHE Bfkkey-valueR E—BLSRPH EH. RMER

1R

70N

£/ GPG RERFEE/

FRRGHRENEEN |, 5180 GNU Privacy Guard , 2B £IBE A keyring , W T EEIN &8
=

EASE KI3EE AWS OpsHub

95



AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

gpg --fingerprint key-value

R TEEEEUL THE L,

pub rsa4096 2020-12-21 [SC]
372F ASE9 4869 8F77 D1B3 AFAA 2181 CF5A 74F3 45F1
uid [ unknown] AWS OpsHub for Snowball Edge <aws-opshub-
signer@amazon.com>
sub rsa4096 2020-12-21 [E]

EMENE TIER :
372F ASE9 4869 8F77 D1B3 AFAA 2181 CF5A 74F3 45F1

WMREMTHER , FPLE AWS OpsHub ERRER ., FHiE XE.

4., BBREENEMH , WREMKRTH SIGNATURE BX , BRESHTERNOEBNEERRAT
;o

5. MRREBEXNEHEE, BB signature-filenameM OpsHub-download-filename
A BE T SIGNATURE &2 M AWS OpsHub B R FIEEMNE.

GPG

gpg --verify signature-filename OpsHub-download-filename

e TEEEEUL THE L,

GPG

gpg: Signature made Mon Dec 21 13:44:47 2020 PST

gpg: using RSA key 1655BBDE2B770256

gpg: Good signature from "AWS OpsHub for Snowball Edge <aws-opshub-
signer@amazon.com>" [unknown]

gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: 9C93 4C3B 61F8 C434 9F94 5CAQ 1655 BBDE 2B77 0256

EASE KI3EE AWS OpsHub 96
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/8 GPG B , IRWMHEEEHEBAD signature , FRERBEEHAITERF. NREHEISG
LEIE | BHAE X BT EZE REEX, FBREAENBEAEEFTRTIEEEN , RREMXK
BEAEESR. RELRECEEEMEENERTEET.

{# F #£ Snowball Edge L& AWS R AWS OpsHub

%8 AWS OpsHub , #& A LA#E Snowball Edge EEAFERE AWS R#%. B8, AWS OpsHub % i&
THER :

« Amazon Elastic Compute Cloud (Amazon EC2) #1T1EI#8 — £ H Amazon EC2-compatible$i 1T {E &8
ITRERERARRE LNER  MASEEEE AWS Ein # ’T)ﬁfio

. PBRERRE NFS) - FABRAASERBEENER., EULUSEBERD AWS |, KEREEH
B AWS Ei% , A DataSync E#@ZEIH i AWS Eix V&,

* Snowball Edge £H#) Amazon S3 HARE - LESWEM. ERMNERMN Amazon S3 API Zh&E
£, RARE. TEEENPEERNRRRHELZLNMHERFAET. £ Snowball Edge J:{Eﬁﬁ Amazon
S3 AR , B LUE Snowball Edge LREEFEERTHITESTALERARER | TRBZEEH,

AWS OpsHub for Snow Family

[§| Start computing Get started

%.I Transfer data Enable & start @ Sync with cloud st |

Upload files ta the device so that they can be physically moved to Sync data on your Snoweone with Amazen 53, Amazon Elastic File Run pre-installed software on virtual servers linstances) Llocally on
another location or back to the AWS doud when the device is Systemn (Amazon EFS), or Amazon FSx for Windaws File Server. the device.
returned,

Transfer data Syne with cloud Compute

&

+ 5/ 7£ Snowball Edge EE{@EE Amazon EC2-compatible¥1TE# AWS OpsHub
£ £ Snowball Edge £ {Z1EE& Amazon EC2-compatible¥#l{T{E& AWS OpsHub
{8 7£ Snowball Edge LR @)EE Amazon EC2-compatible¥#1TE# AWS OpsHub
£ P FE A B EC2-compatible 1T E 8 £y £ #8 ¥ AWS OpsHub

/8 #& 1k B Amazon EC2-compatible#1T {8 AWS OpsHub
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#£ Snowball Edge A i 7Rk B E AWS OpsHub

£/ HEBRRE A B B2 Amazon EC2-compatible AMI AWS OpsHub
5 # Snowball Edge flERR# AWS OpsHub

£/ 7£ Snowball Edge LEUEFEf AMI AWS OpsHub

£ F £ Snowball Edge - & Amazon EC2 # % AWS OpsHub

{8 1€ Snowball Edge LE&E Amazon S3 & f#1F AWS OpsHub

£ H E¥ Amazon S3 Ei#Z8# T AWS OpsHub

£/ B NFS 5E AWS OpsHub

M 1£ Snowball Edge £ E{EIEE Amazon EC2-compatible¥#1TE# AWS
OpsHub

EKETYEER , A BEE Amazon EC2-compatible®1T {88 AWS OpsHub,

(B E&2 Amazon EC2-compatible® 1T {E &

1.
2.

BARL AWS OpsHub FEARRE,

EZEFKR LM Start computing (FIREER) BERH |, 1#1F Get started (ABRER). HE , BIEER
# Services (BR#%) IBE , AREIEIE Compute (EC2) ((EE (EC2) LABIEX Compute (EE) EE., &
BN EEEREELHE R Resources (BR) B,

MBEBHEE F#H1T T B Amazon EC2-compatible#i 1T A ©MSHREATERE THHTE
BEEED, SUNEHER LEESERTERNFASA.

BRIERBHITEE, BB TEEBBEEREBER,
$HY #HE | RIBLEEREE Amazon EC2-compatibleZ Snow & iE&.,

X ENER Amazon EC2-compatible {7 {8
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Launch instance X
Device

192.0.2.0 v
Image (AMI)

snow-ald-test-ami-1.0.2 v

Instance type

sbe-c.small v
© Create public IP Use existing IP Do not attach IP
address (VNI) address (VNI) address

Physical network interface

S5FP+:a.bc-1d2ef456996789gi2j v

IP Address assignment

DHCP v
Key pair
© Create key pair Use existing key Do not attach key
pair pair
Mame

test-instance-key-pair

The name can include up to 255 ASCIH characters. It can't include leading or trailing spaces.

Create key pair

BB EE Amazon EC2-compatiblei# 1T {E B 99
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6.

10.

HR Image (AMI) (BR1& (AMI)) , #75E i Amazon Machine Image (AMI). It AMI & F 2R X

BENEITER,

#1 Instance type (FTHERER) , FETEE—FHE,

BELER P i EREIHTERN SN, BB TINER .

« BYAA IP it (VNI) - ERLER , SAERREEAEELNN P i, BEERERAE
0 1P b1k 3R

- FREAEWN IP it (VNI) - BEWBBEUCHBREEN IP it |, ARFEABRENERRRNE.
REEEARAEMNERMRKAAE.

o SEV)EE P Mot - MNBETAEERE IP it | FHiBEMIREE,
BELENAGSEYHEEEHTEE, SETHEE

BYSRY - BEIERUEVFNERY | XERALSRERBIFHHNITER,
ERARANERY - RELRRUAEARANSRE RABATERE.

AERE P i - MRETFREZRSRY | FRELER, E4RRRESRELIERELHNITE
B2, BRIFCEEAEL AMI REN BT,

MEHMENR |, F2B7E P FEHE EC2-compatible# 1T BB K £ 8% AWS OpsHub,

BIERE., BEZEE Compute instances (EEHTER) EEE+ B EENVETHEE ERS
i, State (AREE) & Pending (FE) , RARETHEEE A Running (F1T7%H).

£ £ Snowball Edge L{Z1EE Amazon EC2-compatible#i1T{EE AWS
OpsHub

FERATYIZEBRMER AWS OpsHub 3R{Z 1EEE Amazon EC2-compatible#l1T{EE

%1k B8 Amazon EC2-compatible®1T {2

1.
2.

BB AWS OpsHub FEATE

EERMRA Start computing (FARIEEH) BT |, 1BIE Get started (FABFEA). HE , BEERHD
Services (IR#%) iBE , AR%IEIZE Compute (EC2) (EE (EC2) LABIRX Compute ((BE) B,

BIrENEEERE2L M R1E Resources (BR) BEH,

MBEBHEE E#1T T B Amazon EC2-compatible#i1T{EEE A ©MSHREATERE THHTE
REBEP,

{Z 1k B8 Amazon EC2-compatible¥{T {f && 100
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4. EELEEFLNBTER  BESENRER , ARBEFEFLL, State (IRE) FBE A Stopping (£
b)), REBESTHEEE S Stopeed (BFLE),

Starage volumes ey pairs Spapshats ages

Artach Wi

------

{# M £ Snowball Edge LR E)EE Amazon EC2-compatible# {T{EHEE AWS
OpsHub

FERELSBRAEFER 9 EC2-compatible¥#1T{EE AWS OpsHub,
F(E)E&2 Amazon EC2-compatible® 1T {E &

1. BERX AWS OpsHub FEARER.

2. TEEFTMRKY Start computing (BIHER) BB |, #1F Get started (ARERA). SE , BEERD
Services (IR¥%) iBE , A%KIZ#E Compute (EC2) (B (EC2) LABIRL Compute ((BH) HMH,

B EE ERHLHE T Resources (BR) B,
. ERTEREBEENHTERT  SREZRBNBITER.
4., BREHITEE  REIRE Start (FIB). State (HREE) B Pending (FE) , AREZREBEFTA
Running (#179).

Storage volumies Key pairs Snapshots Images
) Attach VNI 3
Start
Instance Mame Instance type Ctate Private |P Stop
Toerminate
harbor she-c.xlarge 25 192.0.2.0 sirrsmens ] 5= 2f9-451d-9141-868a38 16015

£ £ HEE EC2-compatible#l1TEIRE Y £ i@ ¥ AWS OpsHub

E BB E Amazon EC2-compatible{TEERILITE A SSH BRI HTERE , ELARHESER
¥, B LAERA Amazon EC2 BN WY , b UEARGNSRBNEELNSRY.

BB Amazon EC2-compatible® 1T {3 101
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By, EARNEESRY

1. £ AWS OpsHub &&RR -BHREE,

2. HEEEHKD BIEFEH (EC2) HH , AR ZEEBRYURSIER. RALKELEHNEQE
Amazon EC2 24 , Bu A\ EEAREYT, EAREELNSRY.,

3. MENMAEIMNEASRBENIER , F28 (Amazon EC2 A &) HH Amazon EC2 &8
A Linux #1718 . Amazon EC2

F/ #& 1EE Amazon EC2-compatible¥#1T{E & AWS OpsHub

#& 1L B8 Amazon EC2-compatible#l{TEB & , BRELZEMRBHITER.
#& 1k B2 Amazon EC2-compatible® 1T {E &

1. BARX AWS OpsHub AR,

2. TEERMRLA Start computing (BREEH) B , #IF Get started (BB ER). HE , BEEIR
# Services (BR7%) IBE , A& IEIZE Compute (EC2) (EE (EC2) LABARK Compute (EE) EH. &
A[LA7E Resources (BR) ERHPEEFEMENEREIR.

3. HEHTHEBSBENITERT , SKREERLENHTHEE.

4. BEHTER K ARBEFEBENGER. REBETRERD , BIELL,

Instance Storage volu Key pairs Snapshots Images

Attach VNI
a ! 1
Start
Instance Name Instance type State Private IP Stop
Terminate
harbor she-¢ xlarge =] Stoppsed 152.0.2.0 ToToeron T 19-4574-91471-86Ea8 1600 51
§ |

5. ERIEFTEBRES , EEMBKL

#& 188 Amazon EC2-compatible®i 1T {8 102
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Terminate instances X

Are you sure you want to terminate the following instance?
s.i-83f363fb9582e8976 (harbor)

/A\ Any data on the ephemeral storage of your instances will be lost.

l Cancel ‘ Confirm terminate

@ Note
HITEREILR , SEEEZBENKE.

State (IREE) BE A Terminating (¥ LLH) , REEBE S Terminated (244 1E).

£ Snowball Edge L F A< {78 17 M4 Bk R 2 B AWS OpsHub

Amazon EC2-compatible®# {T{E &£ Amazon EBS M EETRHE., EUEFT  BSENRER
BRE , WER SHEZZEHTER AWS OpsHub,

Y R HRE

1.
2.

B AWS OpsHub FEATE

&R LM Start computing (BEHE) RERH |, #1F Get started (FHRER). HE , BiEHin
# Services (BR7%) iBE , REIEE Compute (EC2) ((EHE (EC2) LABIRX Compute (EE) HMH.,

i#$2 Storage volumes (REHHEE) R EH, MRENEB L EREUEE | AIWBEENEHA
B SR RTE Storage volumes (REFEHIEE)T 7,

#1Z Create volume (B Hi#k[E) LAFRK Create volume 2N HTRE) B,

EE EBS Wk E 103
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&« Back | Compute (EC2) Create volume

Create Volume

Device
Select the device on which you wish to create the volume.

JID5a11d1db-8b98-4f37-80bf-97af46e45eb2 -10.24.34.0 v
Size
Define the size of the volume, in GiBs.
100
Vol l ume Typ
Sele: erformance type for your volume.
acity-optimized HDD volume (sbg1) v

e m

5. BEELEBRVHMKRENRKE K BALEEYNAN (UGB AEN) , AR BEUKREFR

6. EIFRXR, State (ARE) & Creating (BIUF) , THEEEA Available (TH) . BAILTE
Volumes (HER[E) R EBHEFENWHBRER HFHEER.

B RERFUREEEDENIITER
1. BELBRINHEE , ARERE Attach volume (EEHEE).

Attach volume: s.vol-0a12b34def5678901 X

Compute Instance Id
The Compute instance you wish to attach the volume to.

5.0-0123a456b789c012d v

Volume Device Name
The device name of the volume.

Jdev/sdh

2. £ Compute instance |d (EE#HTER ID) 1 , BELETEEUBEENSTEE.

3. 1£ Volume Device Name (IR EEEEZE) P , MAMKENEZEEZE (Bl , /dev/sdh =
xvdh),

4. JBIE Attach (E#),

B EBS HikE 104
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NMRETBFERWRE , B HENTER DB , RESEMER,

£ AR E A & B Amazon EC2-compatible AMI AWS OpsHub

IBA LSRR A R ER BB A Snowball Edge £ & , Y i$H M A8 Amazon EC2-compatible Amazon
Machine Image (AMI), REBER L RFEFHEENEILR , JRAREYL AMI FHMFEFUEE, FEBE
B, BRI AR SRIFS B HBRGHB R ENEE | WASHEE /B Amazon EC2-compatible#i 1T
8,

AR R T 51 25 BR 5T A BB AR 1R

1. SRBLEEZEE EH Amazon S3 17T,

2. REMSEWET |, LI F Amazon S3. Amazon EC2 #1 VM Import/Export By 7ZEUE | tbIhEERA R
BE A BE HH AR BR

3. BRBRE S3 REFTFBEALHNEEMARS.
4. ARG EE A EE Amazon EC2-compatible AMI,
5. # AMI BE A E2 Amazon EC2-compatible 1T 1E 8,

® Note
#1R R E/EZE Snowball Edge B , X E T HIRH,

* Snowball Edge B RIEZEE A RAW BGHEXAVIRER,
- Snowball Edge B BIEXEEA K/ 1 GB E 1 TB HIIRHR,

SR BRELEERE LM S3 REFITE

BRATERIBEEERE LAY Amazon S3 , TREEARR. ERAAMRBRABREEREE LTH
By Amazon S3 EA, EEARFHE , SAUERE L RERFHMRERN S3 #EFTE.

HERER E B ZE Amazon S3

« PFEEEY S3HEITE , B2 E Amazon S3 #FE,

EERRRBLEE S3 FFirR , F2HEER LEZE Amazon S3 Storage.
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SEBR2: S REEFITBEARR

EZNRR EEE Amazon S3 i, BRI UEHEAEHERE, MEEEAREEEANRRBHFSETR
HEIRBRRSIREP,

RRBEAZHEE

1.
2.

N o o &

BARL AWS OpsHub FEARE,

EEFKIR LM Start computing (FAREE) EBER T |, 1#F Get started (FARER), E , BIEFEER
9 Services (BR75) JBE , AREIEIE Compute (EC2) GEE (EC2) LABIRX Compute (EE) HEH., &
FIEMEE EREFLHE R Resources (BR) EBEH,

BERRBRRSIER , Lxﬁéaﬁkiz%lﬁ’”ﬁﬁ’l‘iﬂﬁo Amazon S3 FHIMREIERZE raw ER , g
MRBAEXEACHWEE, BAILMKIRER ID RIRBAREEITEE , LS ?kﬁm’f?&ﬂﬂo KA LLRE R
BB ID LXEE&T?&E@E’JE#H]ﬁEHO

BELZEEANRR  RAREBZFEARBURMEARREER,

SYEE | BRIEBLEEAR Snow Family E£ERY IP it

SHETE AR AR BER |, | A SERZE

EABEEYS  BEEANEANAE®, Snowball Edge £/ VM Import/Export EARER, AWS
ERIUHAE , AFAERREEANRRE, WREHN LREEAE AWS Snowball 24 , FEFRK

AWS Identity and Access Management (IAM , &R BA1E AWS OpsHub H A2 A# 1AM A,

A EEEGHTEAFE VM Import/Export EFATHIBUR, BAELMBFEZEEAG,

T EA  ESRERELAEER IAM,

AT 2 BEREV S,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal":{
"Service":"vmie.amazonaws.com"
}I
"Action":"sts:AssumeRole"
}

1

RGBSR FE A SRR 2 B B B Amazon EC2-compatible AMI 106
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}

BEAAWS EEEEA WHABMR https : //https://console.aws.amazon.com/iam/ B IAM 12
L
A

o

LEINAEREEBFE Amazon S3 RIEFFT. U TRREBRNEH,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"s3:GetBucketLocation"”,
"s3:GetObject",
"s3:ListBucket",
"s3:GetMetadata"
]I
"Resource":[
"arn:aws:s3:::import-snapshot-bucket-name",
"arn:aws:s3:::import-snapshot-bucket-name/*"
]
}
]
}

8. EBERE S K ARBEQSLEEAZREN S3 REFHE. RERR , RBBEFER, REF
BTRIEHEKE L, BULLRERR ID UEFFAEA, EUURLEREUEEARF.

SR 3 S REREEMAE Amazon EC2-compatible AMI

REABRBHBSET Amazon EC2-compatible AMI W2 FB A, BEAXBNTFBMLELT
M, FeER B B EE Amazon EC2-compatible¥i1T{EEE,

7% FE A RV BR R EE ABIR R

1. BERX AWS OpsHub FERRER.

HE AR B X R0 2% (B A B2 Amazon EC2-compatible AMI 107
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2. HEERMRLA Start computing (BREEH) BB , #IF Get started (BIRER). HE , BEEIR
# Services (BR#%) IBE , AEIEIE Compute (EC2) ((EE (EC2) LABIEX Compute (EE) EE., &
BN EEE REELH R Resources (BR) B,

3. EE Images (BR1%) RE|EH., B LUKETE, ID REEHERG , UERBEE R
4. BRELEZMOBG  REZBBETMRE,

Image | Deregister image Register image
Q 1
=] Name Id State Daescription
test-image 5.ami-8087a170e24a3124d IEI Available test-image-oopshub-1.15.6
SnowAL2 5.ami-88833957b18097f46 () Available
test for 1.15.2 s.aml-8c4d8b29618568414 @a‘a:-a.l:-'::l-.‘
testing s.ami-8ded47d2e397937318 (& Available tesing
test-windows 5.ami-8f12682f18b1dede2 () Available windows-test

5. HEMREEEL , RHBBMHEL,
6. HHREKRE , EEREENEE.

EEBAEREERD , SUUSEHBREN /D NERERE,
7. WMREFLEEHTERKLGMHERERE  FRFKERHER.
8. MRLHUEHMEESUKRE  FREMEHURE.
9. ZEH& , BHEERX.

BB 4 . BiEEE Amazon EC2-compatible AMI

- EFMEN , BSEREE Amazon EC2-compatible® 1T {E .

£/ % Snowball Edge MIBRIRE AWS OpsHub

MBEABEERR | AJLARENESMBRMRE, Amazon S3 FHMGBERE raw EXR , SLURERS
RNEALHEE, MEECEMRORBHMRGER , AIELIMBRT. EATRRE , BH 0 MR L&D
#E FH Amazon S3 B raw X,

IBR R AR 108
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i B AR BR

1. BARX AWS OpsHub EERAER,

2. TEEFTMR LK Start computing (FHEE) EBERAF |, iBIF Get started (FARER). & , BEEIRK
# Services (BR#%) IBE , AREIEIE Compute (EC2) ((EE (EC2) LABIEX Compute (EE) EE., &
MEREEE RE L Resources (BR) BEH,

3. EERBERSIEBUEENECEANIRRE., BOLMRRE ID SIRBREBETERE , USHEEE
RER

4. BRELEMRARR  RAREEMER. STURESERR.

Snapshots Delete Register image Import sRa| ishat
=] 1

Snapshot 1D State Capacity Description Start Thme

senap-01aZb3cd 367482040 (&) Completed B GBs Snow marketalace AL2 AMI1.02 This, 0% Jun 2023 1EZ7:2Y GMT

5. EMBRRIBEEEEHG RS  ZEMERRE, WREHVMERRT , RBSGERBRIEBETHEESR
BRo

£ 7£ Snowball Edge LEUEEEM AMI AWS OpsHub
BUE R AMI

1. BAER AWS OpsHub FERER,

2. TEf&R&RIRLH Start computing (BIHEE) RERXH , 1B IF Get started (FBER). HE , BiETHiK
B Services (BR7%) iBE , REIEZE Compute (EC2) ((EE (EC2) LABIEX Compute (EE) HH., &
FIEMEE EREFEHE R Resources (BR) EBEH,

3. IE#E Images (Bg) R5|IER, FTERGHEIIH, BAMKER. ID IREBEHFELG , USK
BEFB.

4. EFLEECHEMBORE  RARBEIUHEM.

BUEEEM AMI 109
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ImagE Deregister image Register image
o] 1
=2 Mame Id State Description
test-lmage 5.ami-8087a170¢24a31244d &) Avallable test-image-oopshub-1.15.6
SnowAL2 s.aml-88835957b 1809746 E’:‘ Avallable
test for 1.15.2 gaml-Bc4dB8b2o618568414 @.-‘-:.-.ll..l!l.-'
testing s.aml-8ded7d2e397957518 ) Avallable tesing
test-windows saml-8f1268211861dede2 E‘} Awallable wingdows=test

5. HEMFRBCHEMBRGRES , #FEMRE D, ARREIUHEMRG. BUSEMAIIE , RESHR
REBBEPBIR,

Confirm deregister image X

Are you sure you want to deregister the following image?

5.ami-8de47d2e397937318

Deregister image

£/ 7£ Snowball Edge =& Amazon EC2 #£ AWS OpsHub

Amazon EC2 BER—ERE , T —RBMEREERSE, EEEHESE  HE LW AWS BBLEERE
Rin# EHIT, BESREBETRELERATHNBERE. BUBRBREEZEREAES

3 Amazon EC2 #5&

1. EEIBAEW Snow HE, MFNRAERALBENETR , FSBEH #H Snowball Edge £E&
AWS OpsHub,

2. EEEHEEML , ##2 Snowball Edge #5% , RERBET—F,

3. 7 Connect to your device (E#REIEHNEKE) EEH L , REKEN IP it AR BEEPHMEEN
IP ik,

4. iEIE Add another (FTi8Hth) HEUFIBESEKE , RAREE Next (T —F),

EEEE 110
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5.

£ Provide the keys (1Rt &£i8) EE L A WMALBAFIRHRHEE , LEREEHFE |, WiRE
Upload (L&),

Snowball Edge #£EFFH 256 (L tiN® , UGBBERENNZEHNTEESE,

(EA) WMASBUBIRERE AREEREREEER. RREFSEERERIR , BN E
EREEMEEE.

BBRELARBRER AWS REMNEBELNEBE, ZUUGERENANTEE —EREEEEFH
HITEE, MERE , BF2EEH £ Snowball Edge EEE AWS BR#E AWS OpsHubo

£ £ Snowball Edge L£&&E Amazon S3 & f#F AWS OpsHub

Snowball Edge fR#% L# Amazon S3 HERFREZRAEAY, BELEHEREE L RERE , B
BAEESHEEE LBV MEREEREMAENTE (VNICs) , BUERES s3control# s3apiiih.

£ |

+ B9 Snowball Edge £ Amazon S3 B EF R &4 AWS OpsHub

« 7£ £ Snowball Edge EH# Amazon S3 HHAFZ & 3 5% Ei€1E AWS OpsHub

« f£f £ Snowball Edge £ Amazon S3 A 17 AR R EIZH AWS OpsHub

+ 7£ Snowball Edge LE%%E Amazon S3 HHERIFUAER B ERE AWS OpsHub

« £/ £ Snowball Edge £# Amazon S3 HERFRPEILFMFETE AWS OpsHub

- A BERMER K LEZE Snowball Edge f#17HT8 LAY Amazon S3 A #F AWS OpsHub

« AWS OpsHub £/ #F #£ Snowball Edge f#FETE EH Amazon S3 AR ETBRERNER K

AWS OpsHub

+ #& Snowball Edge £#) Amazon S3 AR HEEFE P MERGHFITE

#9 Snowball Edge £# Amazon S3 HHA/EF £ RE M4 AWS OpsHub

EEA RERERFE ZH AWS OpsHub , FFHEIIT T HIEE

BARL Snowball Edge £EBMWEIR , W AS HE T RV REK

EAMERE , THLARBHIRAHN AWS OpsHub, ERZREREE , UEREAFTEERK
HFEREE, WEFMET A FEHREREEERE.

/A £ Snowball Edge £3%%E Amazon S3 #&f#1E AWS OpsHub 111
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£ F{EH Snowball Edge £H# Amazon S3 A fEFE R 3 R EIEE AWS OpsHub

MREHBEER DHCP |, B AEENRERE, FANEE K ELBIRER K ESEXEEL
HEZE VNICs,

1. % A AWS OpsHub , A% BIZEEHT

ERG AT E Snowball Edge & PEEE LH Amazon S3 AT
2. SHHREBRBREHE  BREGE,
3. EEMEBRE.

@ Note
EFBRXESENEBRTK , BURREEANKERE,

BHEE , RERERERF , BRI

Amazon S3 compatible storage on Snow stop service
Use Arr 4 53 it t A 15 W LC anage fMles and folders ¢ ' dev ). Add fi
& so they can b accessed locally
Amazon 53 compatible storage on Snow resources (_,_‘ Enable service auto-start
@ act
3 endpoint stat 5 endpoint Info sCantrol endpoint status 3Control endpoint Infe
@ Active 10.0.0.8 @ Active @ 10.0.0.1
Buckets (8) e c R
1 @
Mame - Creation date v

1bucket Thu, 16 Mar 2023 00:51:53 GMT

£ £ Snowball Edge £ Amazon S3 A fEEAY P EREIRIE AWS OpsHub

MRENBRERFE IP Ut NERBRERERAREN VNIs , FEAERRERE, EALEE , &
ALAFEAFEEERI VNICs,

1. & A AWS OpsHub , REBBREZEEERHE

fEF £ Snowball Edge E£E%E Amazon S3 &/ AWS OpsHub 112
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ERE AT E Snowball Edge & FEEE LH Amazon S3 HHAfEF-

2. STHRBRERERE , BREFEMK,

3. ENMZFEEARHEYT VNICSHEE,

HREE LEEREBEMEE , T Snowball Edge BR#E LBE Amazon S3 HAf/ME. =
HHBEENHRARE.

® Note

BREBEEREPVNRABBERY  BLEARERETHMERE , BUHBHME. HR
BREME , MREFEREAR , EUUEREKETE , BRES A ERIRERED.

4. SHESEZRE  EFRAN VNIC SUZEUEM VNI

BRXEHEFE—EARYHREN S3 mEHN VNIC , 5 —ERARFREEFEERIEER S3Control iR
£

5. MRMLEEY VNIC , FEEFERMERAE , ARBAGRE P it N FRKES K RARBEFEY
R R,

6. ZIM VNICS z#& , FFRERBERRK,

® Note
EEELPENRBRTHK , BURREEANEKERE,

RERMEBE K BREREAERD , XEHIRH,

£ Snowball Edge L£&%E Amazon S3 AR FUAER BEME AWS OpsHub
1. A AWS OpsHub , AR BEBEERFHE.

B ZE1E Snowball Edge EPERE EH Amazon S3 AR TF.

2. 7E£ Snow ER LHY Amazon S3 MA/MEF , BERMARKEBRE., RRSKBREREAKRRE
BRE,

fEF £ Snowball Edge E£E%E Amazon S3 &/ AWS OpsHub 113
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Amazon 53 compatible storage on Snow resources c able
@ Act ]

c3 endpoint infe ndg - S3Control

@ Active (910008 @ Actiy @ 10,001

£ £ Snowball Edge £#J Amazon S3 HHARFHEPEILFEFETE AWS OpsHub
fFH AWS OpsHub RETEEH Snowball Edge & F# 3 Amazon S3 17T E8,

1. BERK AWS OpsHub,
2. HEEEFED  BEMKBER. Snow EE LM Amazon S3 HHAREFZEAERI LI,
3. EREFTEY  ZEBRIUMEIR. EUMEITESEMEALE,

Create bucket

Bucket settings

Bucket name  Info

test123

Default encryption

Amazon 53 key (S5E-53)

4. EREITEIRETD  BAREENER,
(® Note
EEITRBBWELL Snowball REHBETLARKE N , EFBEZEERIARF
&,

5. EEBEVRETRE. RESEVRFEE , 7 Snow EE LM Amazon S3 HAREFEESTER
EREFEITET,

&/ 7£ Snowball Edge 5% Amazon S3 #& 1 AWS OpsHub
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F /A SERMER K LEEZE Snowball Edge f&7Er# E# Amazon S3 A E AWS
OpsHub

FH AWS OpsHub N EERFMER K LEZE Snowball Edge #7878 £ Amazon S3 HARE
B, ERMERRILER -EH—K E,

1. BABX AWS OpsHub

2. HEEERENES ZEEZIEERNMGEERTE, ZHFEFENEmEEAIHE,

3. EREFREEEY , EELEESR, tEEEBEEHE,

Upload ...

lllllllllll

4., BREFEPRREXZRFERZEEEHEEE AWS OpsHub 188 , BT FHIBER LER RS
BER*® -
a. BEGHEERJFEERK,
b. ENELEN—HZEERIRER K, ZEFR.

RAEERENMWERNENR LEZRE FHREFE, LEXTHE , ERNENXRNEBELHR
ERERMERRBER,

AWS OpsHub £ ¥ % Snowball Edge 77878 E# Amazon S3 AR FEHBER
EEME LI AWS OpsHub

£ AWS OpsHub RE# Snowball Edge £ & £ #Y /@ 7ET R B BRAK A MBRIE RME R 3k,

1. BB AWS OpsHub,

2. EEEGRTIRET  ENERPRRERNERRNFEFIIREE. ARETENEEREER,
3. ERERVERRF  ENEKAMBRNERNER KA LIS .

4. ZEH Remove (Bk), RMERKELNRFIBBRERIERRK,

fEF £ Snowball Edge E£E%E Amazon S3 &/ AWS OpsHub 115
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#£ Snowball Edge £#J Amazon S3 AR H MR FTE

ERREEMRBETECHN K FETFBLERTN,. REFTFEBERERNENX , AIEAZTEREE
FRTE, ZEBRERNER K , H2E AWS OpsHub f#f B # Snowball Edge f#17ErEE LK
Amazon S3 HHAREFBBREZMER K AWS OpsHub,

ERAZAMETETIR

1. BERK AWS OpsHub,
2. EEEREIEY  ENESFTENRATIRBEERHE,
3. EHZH., ZaRETFEBEAEMBELE,

Empty bucket ...

A . Emptying the bucket deletes all objects In the bucket and cannot be undone

* Objects added to the bucket while the empty bucket action is In progress might be deleted

If your bucket contains a large number of objects, creating a lifecyele rule to delete all objects in the bucket might be a more efficient way of Go to lifecycle rule configuration
W g | 9 ye | ¢ Ty ¥ 9
emptying your bucket.

Permanently delete all objects in bucket "test123"?

‘o confirm deletion, type permanently delete in the text Input field

permanently deletd

4, EZHRBFERBREENXFSRT , @A permanently delete,
5. ﬁﬂy Eo %l Lglﬁgﬁﬁﬁ?ﬁgo

il B z= Rt AT B8

1. EEERETEY , ENEMRZHFIFENERRE,
2. EHMBER. MERFFABEEMEEGLR,

Delete bucket "test123"?

To confiem deletion, type the name of the bucket in the field

3. EMKRREFREENXFART  BAREITENERE,
4. EEMER, RSREKEMBRFEEFTR.

/A £ Snowball Edge £3%%E Amazon S3 #&f#1E AWS OpsHub 116
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£ E¥E Amazon S3 #2577 AWS OpsHub

IETILAE A AWS OpsHub 3R 3 FME I Snowball Edge £E# Amazon Simple Storage Service
(Amazon S3) #7788 , M FA S3 HE{[FETEANE LTS,

£

- £/ FH Amazon S3 f#1F 8 AWS OpsHub

- /A R EEZE Amazon S3 #7178 AWS OpsHub

« £/ & Amazon S3 7B THEZR AWS OpsHub

- £/ #% Amazon S3 B MIBRE =R AWS OpsHub

£ 7H Amazon S3 #1788 AWS OpsHub

BADKERLEIRKE T EAHEIRER, KAUEBERKEMBERELNS —BUE , HEEKE
EE AWS Ein FSEEAE

Snowball Edge £/ Amazon S3 EFErBBRFEFMEELE LHER,
f7HY S3 TR

1. BERX AWS OpsHub FEAER.,
2. TE&RIRIREY Manage file storage (EEERRAEFR) BERY , B#IZF Get started (AR FER).

MREHNEECHER Amazon S3 EEEFIEITE  CASHREERIYAREEENRETEE
B, ERENYEFEFERL , SUUEEEERETENFMAET.

(® Note
WMREM NFS S FIETBEE | AIRENMBA NFS %  RErEEBaHRE
HEMERTHS. MFER NFS RENFAEF , F2R £/H 53 NFS FE AWS
OpsHub,

EE S3 REER 117
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File & object storage

Use Amazon 53 to manage fles and objects staned on your devioe, Add fles te the device so they can be

accessed logally. For Impsort jobs, the fles will be trarsferred 1o AWS wiven the device is sent badk.

Resources

Storage avallable
92585 GB avallable of 925.55 GB

EEL

(£} Select 3 bucket below to start ranstering Ales o your device,

Buckets (7]

Q

Eucket namsa
show-cutput

swi-bucker-a
swb-bucker-b
swh-bucket-c
swh-bucet-d
awh-bucket-e

swih-bucker-1

F /A BERLEES Amazon S3 128 AWS OpsHub

HEER

Date created

Mon, 12 Oct 2009 1050050 GMT

Mon, 12 0ot 2008 17:50:30 GMT

Mon, 12 0on 2000 1750030 GMT

Mon, 12 0ot 20083 17,5030 GMT

Mon, 12 Ot 2008 17050050 GMT

Mon, 12 008 2009 1750030 GMT

Mon, 12 0on 2009 175030 GMT

1. HEBEFRMRM Manage file storage (ERERETR) BT |, EIF Get started (AHRFEA). MRE
WEELH Amazon S3 REFIE , EMEHRERRRATFEE LNRFITRERD., EAUER
HitEESERZFIRNFERENR,

2. RELELBERNFRERE,

3. EELERARIEER  IRERERIIRETRE  AREERTE,

B S3 RFE
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File & object storage: swb-bucket-a

Objects (0) |
. c | T
Upload files
2 Uplpad folder
Haimie Last uploaded Shze
Mo objects
Youl don't have any abjects in this budket
@ Note

EEERANER , SR LUEA Amazon S3 R 9 B EEIhEE AWS CLI, IFER

E S3CLI BREMFMEN , 5520 CLIS3 {HAE, MEPREBNFMET , BFSH
{Amazon Simple Storage Service EF&ER) P D& L EHEH

AWS OpsHub X #EFH AR E R L EHE B E| Snowball Edge, MNRERI R K/NIEE
K, OpsHub BEER/ERRBEZFTE—LHME, OpsHub EEBEIERNERKE ,

SREREEEHR., T8 6 tHRESELEEFRREREREEEBRSR.

£/ & Amazon S3 EZFHE TH:EZR AWS OpsHub

METHER

1. HEBEFRMRH Manage file storage (ERERFEFR) BT |, EIZ Get started (FAKRFEA), MRE
WEELE SSRETHE , cMELREERAETFEELNRETRBRERY, ZANEERLES
BEREFETENFEMRER.

2. BELETEERNRERETRE  ARABELEITENER. BE-IZEER.

File & object storage: swh-bucket-a

Objects (1) r ) )
S c Attlens a m
Delate
Q Downlaad file 1
Mame Last uploaded Size
[ cutputixe Fri, 17 Feb 2023 192005 GMT 2356

3. 7t Actions (BiF) BEH , i##ZE Download (T #).
4, BEETEERNME , ARIBIE OK (BE).
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https://docs.aws.amazon.com/cli/latest/topic/s3-config.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/mpuoverview.html
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£ H #%t Amazon S3 77 B MIBRIEZR AWS OpsHub

MBEAIEEERZE | W% Amazon S3 FEFEFEGRRIRE.
EEMBRER

1. EBRIRH Manage file storage (EEERFEFER) BB , 1EIE Get started (BAIREMA). MRE
WEEE L H Amazon S3 7T , eMEHREERREFEN LNRETRBERY, BAMUEER
HitEESERFIBNFAENA,

2. EBELEMBRERNRRHEEIE K ARIEZLEMBRNER,
3. TEREThEER L |, BIZEMER,
4. TEHBHOYEEEFRS | BE Confirm delete (FEFEMIBR)o

FF & NFS S E AWS OpsHub

LR ERRR (NFS) MEMER LEF Snowball Edge , MK ERAHRFIMEXERK —K.
EURLESREANSANERER  RALTUERERRENIIE  SINERER, BHER , X
HttBRALERENERE. KE LAEE S3 RFAFREALUIA NFS MHIRIER | W HEHLL
BRER, NFS RAEATAREAER,

IR Snowball Edge HREREATERIUBRENTHERTESE , BUUEA NFS TH. MREE
KREREASE NFS MHE , 55 S3 Edge LK S3 B S = Amazon S3 AR ERRERER, W
£ S3 EEBRNHMEN , BF2H FA B Amazon S3 EEEEH#F AWS OpsHub, #E Snowball
Edge £ Amazon S3 HHERFRMNFMEF , F28 £ £ Snowball Edge 3% E Amazon S3 #&
7% AWS OpsHub,

FUENEF , NFS SEE/H 1 GB WECEEM 1 18 CPU, EWEEERFI/E Snowball Edge E#1THY HAth
RIEEE | S LAHITH EC2-compatibleE1THEEEE.

EiB NFS AHERNERTSEERP IS, 8E NFS REE , B0 LR # CIDR [E# , Snowball
Edge SRR EGELER Ut A FinERFE NFS M.

HELFNEZSEELOE BFEHZ Amazon S3 AWS, MEFMENR |, F2EEEHEE A Amazon
S35,

MFREEREERRMER NFS WFMAER , F2EERRBEN

£/ NFS SREE , FBRCE T HIFHEER,

EIE NFS RE 120


https://docs.aws.amazon.com/snowball/latest/developer-guide/importtype.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/importtype.html
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- NFSMTHALE LNERNRTFRHAKBFIE, HREAEE , T2E¥RELABFIENER
A Amazon S3.

- EBREERE Snowball Edge LA S3 EEEFRIPNWYHF LB, SWAEWE — R Unicode FtT ,
HUTF-8 mBRERZA 1, 024 B, BRMBRESZTEEMER NFSv4.1 , A Unicode
UTF-8 fRGHERERE , UERAKINEAER., KU UTF-8 BENEREBAIELTE LER S3, HE
A LEIEETEAERABBHN S3, ERFUAREEAK NFS R,

- FREEERECHRE LR/IRK 1024 B=FT,. Snowball Edge TXE KRR 1024 {E=F THIHEREK
& EBHERRECRESEBEREAER,

- WEHMEA , 528 (Amazon Simple Storage Service FHERE) PHWYHESE,

- B NFS B {EHy | 2% POSIX KX P EERFTLHE Snowball Edge EEA Amazon S3 KT8 ZEY)
. A, BB R PEE R "x-amz-meta-user-agent aws-datasync" , &M B &iEH AWS
DataSync ¥4 Amazon S3 for Snowball Edge FE A B2 NFS 32 18 (R %5 E A B HIH —EB 25

o WO LAEFE — Snowball Edge £EEH RS AOMEER. MREFEETE TP EHER
AMERER , FHARERER , RS8R ERWERY., YREFIEEE NFS RHE S3 RHEHMW
Snowball Edge #i& , ERIERAURFEMK/D , BRANLEA 5TB,

B L MER ST SRE (CLI) T& Snowball Edge AAFImREREMEE NFS /M H. MEFMENR ,
ESHEE NFS ' H.

F&E

« 1 Windows e R ER(E) NFS IR

- £/ BEERE NFS SR E AWS OpsHub

- £/ FE)ERE NFS 5 E AWS OpsHub

- f5/ 7£ Snowball Edge L& NFS 2 AWS OpsHub
- FAFPmER LHE NFS in2

- £/ £1E NFS FHE AWS OpsHub

£ Windows fEX£ R _LRAE NFS BRF

MREHAFimEMER Windows 10 5k E, Windows 7 i XM1EXRRE , FEAFIREK LE
NFS fR#% , A®R%E AWS OpsHub FEARERXHERE NFS,

1. ZRAFPRERLRRER , BEFEHE K AREEEXEL,
2. i##E Turn Windows features on or off (BIRX =R EAEA Windows IZh&E).
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingMetadata.html
https://docs.aws.amazon.com/snowball/latest/snowcone-guide/shared-using-nfs.html
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® Note
HEH Windows ZheE , AR ERHERNEESERAEEBNENR,

3. 7 Services for NFS (NFS B RFS) T , i#Z Client for NFS (NFS B Fil) , SREZ1Z#2 OK (7
E)o

5/ BEERE NFS SE AWS OpsHub

NFS REFERTETE Snowball Edge #£E L#1T , ALEEERE T , TeeERE LRRAERER,
RERYT |, Snowball Edge i AT URIE B B) B EBEE NFS N H., Bt LAETERE NFS /T, W
THHES  FSBEA FEHEE NFS RE AWS OpsHub,

1. HEBERRM Transfer data (H#ER) BEH , 1EIZ Enable & start (A LK), EFEEE—M
D EETHETE Ko

File storage [ Enable & start |

Network File System (NF5) Resources

2. B NFS BR#E , NFS REM IP it SRR EERIRL , ERERERE LRBERERM TR

&

3. EIFTE Explorer FBRK ( WWR A Windows = Linux EE£R#E ) , EEEXERKENERBERF
FRERAZ | WHHKRSERERZ Snowball Edge, BAILRAFIKREMERME EER | &
BERBHREERXEZD, £ Windows EERKT , FNEREZFERBE T buckets(\
\12.123.45.679)(Z:),

® Note
 Linux fERR#EF , B8 NFS in M FERREF,
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5 FEERE NFS SE AWS OpsHub

NFS R EERTEE Snowball Edge £ E F#1T , AN EEERBE T , TEEHE T RAER EE,
A LUR AL 7E Snowball Edge & E#IT 2 EBRMBENE (VNI B IP bt |, WIRFERFIBERELEZRN
FE , AFEERE NFS T H. FEIFRE NFS REZH , 557 Snowball Edge & 5% E EERRE R
M (VNl), MEFHEF K FSEEEHTEEBNFERERE,

#& A LAZE Snowball Edge & BE15%E NFS /1 H. WNEFMEENR , FSHEEHA BEFHERE NFS RH
AWS OpsHub,

1. EBRIRL Transfer data (F#ME R BERIEKE , #EIF Configure manually (FEIFZE).
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https://docs.aws.amazon.com/snowball/latest/developer-guide/network-config-ec2.html
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2. 1#{Z Enable & start (BB BIR) LABERL Start NFS (BXE) NFS) 8B, CEAERBRAEBN.
Start NFS X

Physical network interface

RJ45: 5.ni-8459d6c7273eed333 v
O Create IP address Use existing IP
(VNI) address (VNI)

IP Address assignment

DHCP v

O Restrict NFS to Allow all hosts
allowed hosts

Allowed hosts
Provide a set of CIDR blocks allowed to connect to the NFS service.

192.0.2.0/24
X
Add allowed hosts
Allow instances on this device to access NFS
Enable
Cancel

3. &I Create IP address (VNI) (B3I IP #tbiit (VNI)) =& Use existing IP address ((EFHEREH IP
#3t),

& NFS RH 124
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4. MBELSBIFE IP ik (VNI) , 5512 IP i $5R5E 8 5 ¥ iR DHCP B4 IP,

/A Important

WMREAER DHCP #8% , NFS ZER IP #hit ATAe &4 DCHP A ARESE i8R, EAAE
SELEEPENEFIEUW IP it 2 B4, MREREAFNEIHER , BRA SRt
B8F  AlZ—(ERAFmATANEZbL, FRIERT , FAFHREAIERAAR, EE#HE
EEEN , B DHCP REHNFEE IP bk,

MREGEZEAREN IP it , FREBEENEFESRPEZERBENE,
5. EBERFGE NFS SEMNFE , WREAFNVMER MU [ER , AR LNEAREFR
Snowball Edge £/ NFS 5 H-,

- ZERHI¥ Snowball Edge £ NFS M HEIMNEE , 58121 NFS REIA RN E#, EAFW
F#h A —#H CIDR Eff, MNREEEARHFFEZE CIDR E#f , FFAS —HER, EE
BR—IHER  HRETESERIBAEMN X, BIEHEAFNEHR,

® Note
WMREZEN NFS REIA AT TR | EXRIRMEAFFH CIDR [E#R , Snowball Edge &
EBFTEHE NFS REMFER.

- EEANER LNEMEBEIRNFS N E , FEELAFIEEH,
6. EEAIE Snowball Edge L#{THI EC2-compatible¥#{TEEEZEX NFS Ei#285 | FEiRERA,
7. i#IE Start NFS (B8 NFS). BB HREREEAN — 25 &,

/A Important
NFS T HERENEF , 5520888 Snowball Edges

REFERERRM (NFS) ERERY , NFS RENRESERAERD. LFEHHN IP ik |
RSN HHBARFREM EAARERTRE,
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£/ 7 Snowball Edge £ & NFS iw# AWS OpsHub

Snowball Edge L& {@ S3 fEFErRBERTARE , WHIEHEREH, BB NFS REE , #HBiR
BOAEREHIIRE IR RREEHER, AREHE—ARY. EEHRTEANKEY , FEH
BB BIAY iR 2

B E i R
1. EHEREERS , #ITTIHHEP —EBERZERS

- EEFERIEMVT  BASHHFoRETEEE  UHEEE LARRMNEE , RREZER
Bho

- EHEBEREETEEEHENIRE,
2. BIEHE NFS %2, Snowball Edge H&Eix2i A FE A,

il AR

1. EHERKERY , BEZHHNIKE,
2. BEHHIKZ, Snowball Edge €H=HIxY , BEABRMEMFER,

(® Note
EHSRM 2 , FRERBEN M ERNER IR

ERAFIRERE L8 NFS im#

FRE) NFS MELHBiRH 2R , BRERHEAAFPREK LN AERETE,

1. HEHEERECH  BEEHHSRENERE R, TR REBSEETENIEELRKES,
2. BAT 2 Windows. Linux #l macOS fE¥£ RN FARBHED T,

 Windows :

mount -o nolock rsize=128 wsize=128 mtype=hard nfs-interface-ip-address:/
buckets/BucketName *
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e Linux :

mount -t nfs nfs-intexface-ip-address:/buckets/BucketName mount_point

* macOS :

mount -t nfs -o vers=3,rsize=131072,wsize=131072,nolocks,hard,retrans=2 nfs-
interface-ip-address:/buckets/$bucketname mount_point

5 /5=1£ NFS S HE AWS OpsHub

8

B IR SEREEERET Snowball Edge & F#Y NFS RES A E@ERE , BE LA,

1. REBRIERE Services (RFE) , RERIFEIZ File Storage (FBRREF)-

2. ¥ File Storage (& #1F) HE L , ;&2 Disable data transfer (5 & ¥{E#), NFS izZEEE
Z2pETERERRPEX.

FH EREIZEE AWS OpsHub

BB TS BRER AWS OpsHub EFRENEH Snow £ B,

/A Important
EEFRBZEEZH  BERCEEEELNFEED. ENMMBEESEFLITHTE
B, WHETEEE LM Amazon S3 BIFIFENEAE A,

ENRBEE

1. £ AWS OpsHub BRIR L , # RETSRENEE, RREFEEUFMEEFMAEARR,
2. EREEERYER K ARZBEEFRE. BEALRAFTLR.
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Edit device alias Check for updates Downlzad access keys Device Power &

Ribaot
Device information Shubdowm
Dwdice ID Device type Total HOD storage
1p- 52-41-78-72-22-05-07-19- Snowball Edge B4R
58
State Network IP addresses Total 550 stoeage
Unlgeked 192020 63578

3. GEYREART , BEENME. ENKESRBEMRKE.

Reboot device X

(@ We highly recommend that you suspend all activity on the device before you
restart the device.

Restarting a device stops running instances, interrupts any writing to Amazon S3
buckets on the device, and stops any write operations from the file interface without
clearing the cache.

EREBRMNN , LCD EEEERAR  BHKRELEEREM,
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Snowball Edge

Snowball Edge

Shutting down, please wait.

»

ENRBERE
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FH EERERE AWS OpsHub

BRI BMRER , MEARERRM LEERFENZAER, £A B AWS OpsHub , &7 LARERF
BECEAEKE P i, BREBNEFFTEERKEILMNFRER,

&t BT LABEREEF Snowball Edge A FIRRE MR ERE . FHSBEXE Snowball Edge A FimfEE
o

|.

Xa

BMERERE

1. EAMMBRETSNEE , YWRE PWEREAFER ##E Snowball Edge #Z£ & AWS OpsHub,
2. BREEDRIUIRE Save profile name (FFREEBZRE).

£/ BRAZEE AWS OpsHub

BB TS EBRER AWS OpsHub BERREH Snow £E&,

/A Important

MR EHEAEECHEFEEE LWMBETE ., BREESELMTETEE , LB
&8 FK Amazon S3 fFEFEEFENEAE A,

EAFREE
1. £ AWS OpsHub &R L , ERETSHRENEE, AR EFEEUFMEEFMAEARR.

ccccccccccccccc

Rebot

3. HEYFREAHRT , BEEE. ENRERKBEM,

5 EERERE AWS OpsHub 130


https://docs.aws.amazon.com/snowball/latest/developer-guide/using-client-commands.html#client-configuration
https://docs.aws.amazon.com/snowball/latest/developer-guide/using-client-commands.html#client-configuration
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Shutdown device X

@ We highly recommend that you suspend all activity on the device before you
shutdown the device.

Shutting down a device stops running instances, interrupts any writing to Amazon 53
buckets on the device, and stops any write operations from the file interface without
clearing the cache.

EREEME , LCD EEEERALS  BHRELEEBM,

FMEE
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Snowball Edge

Snowball Edge

Shutting down, please wait.

»
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£ fmEEEERIE AWS OpsHub

FERELSBRMER RELENEEFIE AWS OpsHub,

mEEERNRA
1. £ AWS OpsHub R L , EHETSHRENELE, BEEERREEFHEFEANEE,
2. iEfE Edit device alias (fREZERB) BE.

[ deie s ] o orsodoes | [ owniond sccrs ks | [ ovie power ¥

3. £ Device alias (EERIR) b , MAFBRE , RRIEE Save alias (EEHIB).

Edit device alias X

Enter a device alias to more easily identify Snowball devices.

Device alias

£/ OpsHub EEB LN E i BHE

BELAUEIR HTTPS BAABERB A ESWBR , T2 EE Snowball Edge &5 Snowball Edge
HEEE LHIT AWS WIREEE), EALIER HTTPS BAKEEE IAM, Amazon EC2, S3 E#
2%. Snowball Edge £# Amazon S3 HH&F#. Amazon EC2 Systems Manager #l Snowball
Edge & AWS STS & AWS (R EH, MRRREES , AIFEE—BE K MATHESEPNEM
#EEE, —H Snowball Edge £EELBELMHEE , LR AILIFEA Snowball Edge A Bkt &
REIE, ESFMEREE.

EEBETYEHE |, Snowball Edge £EESEEBE :

- Snowball Edge B # & 5 X ERETE,

- MEREER (FH delete-certificatem B HBHIBFE) , Snowball Edge £ B = £ 2R RIE
E AWS OpsHub,
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 Snowball Edge #EREE ST BRE B R EMAE WL EREE,

BEELAHBRK K BEREBTEAN. BREELZAR—FRAEXN

& A LAEA Snowball Edge AFmREBE LA TREBE. MFFMER  F2HEEELEERE
=

Az o

3]
« M OpsHub THAE BB
« £/ OpsHub BN E i BH

£ OpsHub TELAE R EFE

BRI ERFH LA TREBETHIENER.,
1. £ AWS OpsHub &R L , £ RETSHRENEE, ERERMREFHEARENEE.
2. EREFMENEEYT  REETEBEMRER., RIERT  EEFTHERE.

3. UWREHERE-—ERE , SUUEEFHEETHNERER  RARREFERLETHIERENN
B, BEEMF,

£ OpsHub BN E TR BE

EBHLAESREBRCH , BELLFTAHEE Snowball Edge £ B E R EEH , X EF LT MEEHITH
EC2-compatible, MFBFHMEF , FSRAIEE P IF LE Amazon EC2-compatible# 4T {E#E .

1. £ AWS OpsHub &Rl L, ARETSRENRE, REERMEEFHETRENEE,
2. EREFMENEEYT  REETEBEMRER., RIERT  EFENEE.

3. EBHNEBERED , RenewEHMM I A , AREEEWN. Snowball Edge EEEMBRBEENL
ELBEE  YEMRBEEREE,
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https://docs.aws.amazon.com/snowball/latest/developer-guide/snowball-edge-certificates-cli.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/snowball-edge-certificates-cli.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/manage-ec2.html#stop-instance
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Renew certificate X

The following certificate will be deleted:

arn:aws:snowball-device:::certificate/example

Stop all activity on the Snow device or cluster before proceeding.
Clicking Renew will automatically reboot all devices attached to this
certificate and terminate any ongoing data transfers and other running
processes. A new certificate will be generated when you unlock the device
or cluster after it reboots.

To confirm, enter Renew in the field and then choose Renew

Cancel Renew

HY 18 Snowball Edge HYE T

BULMERENEN , YZREM. RE

EHEE
BB TS ERER AWS OpsHub EF &K Snow £ &,
EHEE

1. 71£ AWS OpsHub E&RIR L , ERETSHRENEE, BEEMREEFHEATEANEE,
2. iZIZE Check for updates (REE #) R5IER.
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Check for updates (MEEH) EESHEREE L HINWEKBIRAE , URSEMPVRBRE (MREH
I

Check for updates X

Device software version: 100

Latest software version: NA

Download update

3. WMRBEHN K FRETHEHH. T8, EE Close (BFH).

E ¥ AWS OpsHub FERRET

BEITEHA NWBEEERH AWS OpsHub

1. £ AWS OpsHub &R L , BERHFERE.
2. HREFHESIER.
3. MFECEDNRABDHEN. ARSHABEBERN.

* Updates

Autocmatic updates

#.utmamlupdal.esrenabed
MRFZBIEA BEBER , EGEEEIE AWS OpsHub fE AR &R,

FH BELENEEEI AWS OpsHub

& LAMEF AWS OpsHub 2R B B1{t.7f Snowball Edge E&EHTHIRETK. EUUBRMNERRESE
BITEUREEEEERLBTHEE , fINEFMEBERMFRES. F1EE Amazon EC2-compatible®
TEEE, SRENEBC X TLZLETRETE , LE AWS ER L XEHTRE, BhaT i
E—#IT TERRE

FE# AWS OpsHub 136
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® Note

BEETXEBHRTES
EEFERMER , BB LRBE Amazon EC2 Systems Manager R#5. MEFMEN
Snowball Edge LR Snowball Edge #£EE &,

3
¢
a1
Bt

&

- A B HEEEHE AWS OpsHub

- E PRBEBHEHEEFR AWS OpsHub
- £ P MIBRER AWS OpsHub

F A 23 MRBEEH AWS OpsHub

ELRVAKE  BRUEEEBEANTHNERER  RERHER M , EFESRITEBNET.
FRXHE YAML = JSON X, A% , ZAUAEREHSENSE , XBHBEK,

BIAEHR

1. EBERIRH Launch tasks (RENEH) EEH , iB1E Get started (BIZAEA) LABIRK Tasks (£#) B
H, MRECENTHK , EMFHBRE Tasks (%) TH.

2. #IZ Create task (B3I F%) WIRHBETHKHFHER,

3. ¥M Name (BH) , MATHENE—ER,

® Tip
ERREXEANAIF 128 BFT2EB. BRFERTA a-z. A-Z, 0-9, .. _H -,

4. BHa]LUERER Target type-optional (B EEE-EH) FEFRIEZEEEEE, SRERENTER
WERER,

Flan | BATEA/AWS : :EC2: : Instancels & I FTE Amazon EC2-compatible®l 1T {E 8 £ 3
17/, SEMEERER L3117,

5. ERBERD , #IZE YAML = JSON , WIREHTEKNIESE, EEMERE , YAML 5
JSON ¥, MEFH , B2 PV EFKEH AWS OpsHub,

6. EERVY, ZELBUNTES LR Tasks (%) EE L.
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https://docs.aws.amazon.com/snowball/latest/developer-guide/aws-sdm.html#enable-sdm
https://docs.aws.amazon.com/snowball/latest/developer-guide/aws-sdm.html#enable-sdm
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IR ER

1. EERRHW Launch tasks (REMETR) B |, 1B1F Get started (BREA) LABHIRL Tasks () B
H, BHNEHEHIBE Tasks ((EH%) T A,

2. BESNEKELABR Start task (BRETR) EE.
3. i#$F Simple execution (IE#1T) £ B ZE L#H1T,

22 Rate control (RE 24 MEZEEEZELZLHT , WERWTMERMEFE, HRAL®RE
& A LATE Rate control (ER124]) EEFARMENAN B EMEREREEA.

4. REXIENWASE , RERIRIE Start taks (BFBEH).
FXKHREE S Pending (1FE) , MEEKCIERZITE , 88F A Success (FKIh).

Y {E R &5l AWS OpsHub
THEHlEEHEE B Amazon EC2-compatible#{TE#E., ©EEMEBASZE : endpoint A

instance ID,

YAML 545l

description: Restart EC2 instance
schemaVersion: '0.3'
parameters:
Endpoint:
type: String
description: (Required) EC2 Service Endpoint URL
Id:
type: String
description: (Required) Instance Id
mainSteps:
- name: restartInstance
action: aws:executeScript
description: Restart EC2 instance step
inputs:
Runtime: python3.7
Handler: restart_instance
InputPayload:
Endpoint: "{{ Endpoint }}"
Id: "{{ 1d }}"

TimeoutSeconds: 30
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Script: |-
import boto3
import time
def restart_instance(payload, context):
ec2_endpoint = payload['Endpoint']
instance_id = payload['Id']
ec2 = boto3.resource('ec2', endpoint_url=ec2_endpoint)
instance = ec2.Instance(instance_id)
if instance.state['Name'] != 'stopped':
instance.stop()
instance.wait_until_stopped()
instance.start()
instance.wait_until_running()
return {'InstanceState': instance.state}

JSON #if5l
{
"description" : "Restart EC2 instance",
"schemaVersion" : "0.3",
"parameters" : {
"Endpoint" : {
"type" : "String",
"description" : "(Required) EC2 Service Endpoint URL"
},
"Id" : {
"type" : "String",
"description" : "(Required) Instance Id"
}
b
"mainSteps" : [ {
"name" : "restartInstance",
"action" : "aws:executeScript",
"description" : "Restart EC2 instance step",
"inputs" : {
"Runtime" : "python3.7",
"Handler" : "restart_instance",
"InputPayload" : {
"Endpoint" : "{{ Endpoint }}",
"Id" . "{{ Id }}"
},
"TimeoutSeconds" : 30,
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"Script" : "import boto3\nimport time\ndef restart_instance(payload, context):\n

ec2_endpoint = payload['Endpoint']\n instance_id = payload['Id']\n
ec2 = boto3.resource('ec2', endpoint_url=ec2_endpoint)\n

instance = ec2.Instance(instance_id)\n

if instance.state['Name'] != 'stopped':\n

instance.stop()\n

instance.wait_until_stopped()\n

instance.start()\n

instance.wait_until_running()\n

return {'InstanceState': instance.statel}"

i PRRKREBHFFEESH AWS OpsHub

LU BREEEBNFRER , SIS TERRNRANSH
EERAEBNFRER

1. TEBERWRH Launch tasks (RAENMER) [BEH |, i#E Get started (BB ) LABIRK Tasks ((£#) &E
[i:18
2. £ Tasks ({F%) EE L , HHE W BBLESEFHEANTE,

3. IEIE View details (RRFMEN) , ARBEHP—BARSIEBUEFFHFHRENR. 6
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{52

RELEEM NTP K[ AREF AWS OpsHub

AR R T 5l B ERAR AR M SE 7 AR AY 5% B 4 R B VR L B 1) ) R 2R B 25 R

BERERIR
1. £ AWS OpsHub BRI L  E HETSRENEE, EEERMESHHETEANES,
2. HEERERFEERKRPEINEEHE FPEENRERFEEE,
B B SRR E R R A T EE R
o Mgt : BERESRAY DNS ZFE/IP ok
o REE  HEEZEFERR BN B BNELFAREE | B 5 Er e AREE ;
- BEl: BREXKEE R EEARBLSRERE
- COMBINED : KRERIREE B si RIRFEE
o HEBR : A OPEEESHERRIFREI IR
- LOST : HEERFENEREIELR
o FAIEAM . EUWERERE , EPSHEELHG AR ERLEEM AKX
- . PRIFEEAME (NTP) KRR AR ARSI RE S, F£HETLER update-time-
serverin PR EMRET , MY FAR[REFEAZBEPHEM Snowball Edge £ ERERE , I
EEEEEHIFB BT,
- 28 RKENDB. B8 1 XRIEGARERSERENRIE, FLZE Stratum 1 IR RIRER
EA Stratum 2, RIFTEDE 2 RIFEHRIFEDEZES Stratum 3, LULLIEHE,
E R R IR ES
1. £ AWS OpsHub BRI L  E HETSRENEE, EEERMESHHETEANES,
2. HEERERFEERKRPEINEEE FPEFENRERFEEE,
3. BEBERRERRK EWEHRNEEARES.
4, RHUESFERERIHENREMIRESH DNS 2B IP thit | AR BEFH,
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Update time servers

Update time servers on JID-206843500001-52-41-78-72-22-06-07-19-58

rverriding Existing Settings
Updating the time servers will gvisrride existing time server settings.

XEN NTP £iEHE MER A

eeeeee

NTP FEAREMSE 2 I BEFEESELBERE, T8 , BB 77 IRJEFHRAH Snowball Edge
EIMBENEHELEERTENTP, ZEERERZS /A NTP , A Snowball Edge CLI &5 F

describe-time-sources,

RELKEMN NTP BB MR
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REFBEA Snowball Edge A F i

Snowball Edge AAF 2 M w57 E (CL) TE AWS , AR Snowball Edge =% Snowball Edge
BE, BULFEH AFIRRAAHE Snowball Edge SEB#EE, FXE Snowball Edge, EH£E LREF
ZIERTE , URAREEE@®E R, Snowball Edge A FimEE Linux, macOS Hl Windows fE¥ R Lt
BT EKES,

&

« TEIZ%E Snowball Edge F Fif

« X% Snowball Edge F B kIR ERE

« £ Snowball Edge F FimhR4s

 HY{8 Snowball Edge & A E X!

 7£ Snowball Edge Lt B{E BR#E

+ 7£ Snowball Edge L= 1t BRI

+ 1% Snowball Edge ¥R & B &%

« ##R Snowball Edge HJAREE

» 7£ Snowball Edge E#17 2 BRFEHY#R IEARRE
« ##R Snowball Edge ZhBERYAREE

+ ER7E Snowball Edge K9 B & {a] iR 25

- 118 QR B LAERH Snowball Edge NFC 2%
« EH MTU X0

T &I %% Snowball Edge A F i

& T LATE AWS Snowball 32#% &R T8 Snowball Edge A F K, EZEME L , SO URIEERK
ZREH,

BRBETIERLZENMREMF iR,

Linux

(® Note
RE 64 It Linux B{THRA X & Snowball Edge F F i,
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1. fEB#E snowball-client-linux.tar.gz &%, ©€E3 /snowball-client-linux-
build_number/binEXKEHE , W EXERHEUER,

2. BT TS TRREERK.

chmod u+x snowball-client-1linux-build_number/bin/snowballEdge

chmod u+x snowball-client-linux-build_number/jre/bin/java

3. # /snowball-client-1linux-build_number/bin¥ii8@ EEERFKEN SPATH RESH |
1EMT B 8%311T Snowball Edge A Fimmn T, MEFMEN , B2REEEERKY shell Y
Xt

macOS

1. f#B#E snowball-client-mac.tar.gz R, ©8#I/snowball-client-linux-
build_number/bin& R REHE , W KEMBEUEZR.

2. BITTIWTRREER K,

chmod u+x snowball-client-mac-build_number/bin/snowballEdge

chmod u+x snowball-client-mac-build_number/jre/bin/java

3. #8 /snowball-client-mac-build_number/bin¥Ti8 EEERHKEN SPATH IRESE |, UL
#AE{T B #3117 Snowball Edge AAF iRt ©. MEFHMEN , B2REEEERAR shell 1Y
X

T &I %8 Snowball Edge f Fiff 144
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Windows

M FimE %A Microsoft REBLZEREN (MSI) ER., BB ER , YRBREBBETHRETRE, &
KRAFim& SR REAEFATE  MEFEAENER.

#%TE Snowball Edge i FimfIERERE

BIR#T Snowball Edge AFmMN SR , EHFRMUEFSTERR. MEHBM Snowball Edge B9 IP
thit, BAILAKNA configurem TRFHEFFTERENBRR., 29 BF THFER , URBARE
ERim 2 (Snowball Edge B IP thiik ) , MARESRHTHCRREMHEELER, HE2E , BN
£/ Snowball Edge AFiwtn T , MAXFHABEWTRMABLE K FEREW ST EEREESR
7, 8’7 Snowball Edge AFRz % , EAE LM F JSON &R FHEE home directory/.aws/
snowball/config/snowball-edge.config, MEEENRECREAATEEIMER,

/A Important

AT AT A FF ER AR REAE R A9 A BB AT BA7ZEX Snowball Edge R EEE LW E R, EEUERNAE
BiErREHRENEP—EEESE,

B LAEA R AWS OpsHub I FRERE. £ PEIEERE AWS OpsHub ATEE Snowball Edge
BAEImEEMER , M PRIMWERERE AWS OpsHub A8 Snowball Edge Fi Fim#EELEA, MEFH
MEN , F2REEERERE,

I.
111}

BYMERER

1. EEERFENGSHRAETEA ©5. profile-name Z2EMWERRERENEE, BRKIEEH
1T Snowball Edge Al Fimtn SRR,

snowballEdge configure --profile profile-name

2. Snowball Edge AAFimigiR "G ABESH ., HRETE , @ ALIRZFN Snowball Edge W&
Ao
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® Note

endpoint ZEHE R Snowball Edge 9 IP #h3lt , FE A https://. BALEREBIE
M LCD &% E# 2l Snowball Edge #£E#Y IP i,

Example configure &+ HI % H

Configuration will stored at home directory\.aws\snowball\config\snowball-
edge.config

Snowball Edge Manifest Path: /Path/to/manifest/file

Unlock Code: 29 character unlock code

Default Endpoint: https://192.0.2.0

ERRNBHBESER. NRTHAN , a58FL, T28

Snowball Edge AFmEgREEAFTE
BRER , REBXRHT 55,

URER. mERHEBNEFES

Bt

HEEM HINE  F

MREERZEBEILA Snowball Edge , £ LA &S @ Snowball Edge BAURER. EEEV S — @
RERE , BFBEXHIT configuremm® , B prameter - -profile RHFREMNE , WIRHE —EAEEN
=1

S EEE--profile profile-namef&MEMA .

Example#i 5l snowball-edge.config #& %=

WEHIBEREE = ERERNERER : SnowDevice2profile, SnowDevicelprofile#
SnowDevice3profile,

{"version":1,"profiles":
{
"SnowDevicelprofile":
{
"name":"SnowDevicelprofile",
"jobId":"JID12345678-136f-45b4-b5c2-847db8adc749",
"unlockCode":"db223-12345-dbe46-44557-c7cc2",
"manifestPath":"C:\\Users\\Administrator\\.aws\\ops-hub\\manifest\
\JID12345678-136f-45b4-b5c2-847db8adc749_manifest-1670622989203.bin",
"defaultEndpoint":"https://10.16.0.1",
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"isCluster":false,
"devicelIps":[]
},
.
"SnowDevice2profile":
{
"name":"SnowDevice2profile",
"jobId":"JID12345678-fdb2-436a-a4ff-7c510declbae",
"unlockCode" :"b893b-54321-0f65c-6c5el1-7f748",

"manifestPath":"C:\\Users\\Administrator\\.aws\\ops-hub\\manifest\\JID12345678-

fdb2-436a-a4ff-7c510declbae_manifest-1670623746908.bin",

"defaultEndpoint":"https://10.16.0.2",
"isCluster":false,
"devicelps":[]

},

"SnowDevice3profile":

{
"name":"SnowDevice3profile",
"jobId":"JID12345678-c384-4a5e-becd-ab5f38888463",
"unlockCode":"64c89-13524-4d054-13d93-c1b80",

"manifestPath":"C:\\Users\\Administrator\\.aws\\ops-hub\\manifest\\JID12345678-

c384-4a5e-becd-ab5f38888463_manifest-1670623999136.bin",
"defaultEndpoint":"https://10.16.0.3",
"isCluster":false,
"devicelps":[]

ERMERMRERERE , FENFREFRTREREEER,

R ERNE
1. EXFHREETF , snowball-edge.config#t BB home directory\.aws\snowball
\config.
(® Note

AEESNRECREAANFEFN REMMNBALESE

2. HBAERFEER. flin , EESFHENEEHEBEAN Snowball Edge IP thik |

¥defaultEndpointIEH,

%ﬁiﬁ

FX7E Snowball Edge F Pk R ERE
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3. RELEMER.

il BR A% E AR

1. FEHAXZF{RES , snowball-edge.configft BEX home directory\.aws\snowball
\config,

@ Note
ARELHNRECREAAEFN RFNMBEALESR,

2. MBRESREEBBHT. REESBOIRANKER , URELFERPHAR,
3. BELEEEE.
£ Snowball Edge A F iR

M version®m$SR&EHF Snowball Edge &5 %52 E (CLI) A BiwH R,

A&
snowballEdge version

0 5%

Snowball Edge client version: 1.2.0 Build 661

HY1S§ Snowball Edge #9%& A& ¥}

£ snowballEdge list-access-keys#l snowballEdge get-secret-access-key@m® ,
& LAELE Snowball Edge AWS 1RF £ #) BEEBEFAENEAER, BAUFHSLEEAER R
31 AWS ldentity and Access Management (IAM £ %& ) MA® , UREERESEH AWS CLI = &
AWS SDK BB FEIRMEER, BEEAER R FE Snowball Edge W {EBI{EIEHRE | M B&ERAEE
KREFRERELFEA, RKEE FREMEM IAM FFA AWS Ei,

2% Snowball Edge F BifARA 128
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® Note

WMREEH AWS CLI #E Snowball Edge , RIABEEERE CLI BEAESLEAER, MEHX
E BEAERRIEEEER AWS CLI , 552BIAWS Command Line Interface  fEA&IEFE) F
KIEZE AWS CLI,

2

A& (&EH Snowball Edge A F % )

Ll

snowballEdge list-access-keys

Example#i H
{
"AccessKeyIds" : [ "AKIAIOSFODNN7EXAMPLE" ]
}
B& (3%EHM Snowball Edge A Fi )

snowballEdge get-secret-access-key --access-key-id Access Key

Example#i H

[snowballEdge]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

£ Snowball Edge BB RS

Snowball Edge #REXEZE . HHPIHEEHTEER. BEERKK (NFS) T E. Snowball
Edge #£EE® , LAK& AWS loT Greengrass, Amazon S3 B85 R#. Amazon EC2 1 IAM FE5%
ARE) AWS STS , EEEE LS EFHRE ., FiB , NFS FE Snowball Edge Device Management
AWS loT Greengrass AILUEIBEE start-servicem S EAERK ID REkE, ZEERESSERE
AR ID , BAILAERA list-services %,

—\l.

EEHTHGTE , FARVE-ERRARAEAREEELEEREBNERE. NEFHMBENA , F28
Snowball Edge £33 fEH A5 R H o

t

1£ Snowball Edge ERXEHBR % 149
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snowballEdge start-service --service-id service_id --virtual-network-interface-
arns virtual-network-interface-arn --profile profile-name

Example start-service S HVE H

Starting the AWS service on your Snowball Edge. You can determine the status of the AWS
service using the describe-service command.

#£ Snowball Edge L{=1EBR#E

= E{F1E7E Snowball Edge L#1THIARTE , B LAEH stop-serviced®,

Amazon S3 28, Amazon EC2 AWS STSH IAM RIS &£ = 1k,

/A Warning

MRPEERRFE (NFS) REERRENEFTERNBETAREZHFL , AR RLEERIE
Ko MFEMEA NFS RIEHFMER , 552 £ Snowball Edge EE#E NFS M H,

@ Note

£ Snowball Edge fR# L5 1B Amazon S3 AR , EFAFENTEREEEREE L S3
FEErREPNER., BXEE Snowball Edge £# Amazon S3 AR , 2EREFH., ¥

MA7E Snowball Edge £/ Amazon S3 AR FRUAMEE , R Snowball Edge & ER

BERBRE®E, F2RAERPHEEE Snowball Edge.

snowballEdge stop-service --service-id service_id --profile profile-name

Example stop-service @H R H

Stopping the AWS service on your Snowball Edge. You can determine the status of the AWS
service using the describe-service command.

1£ Snowball Edge EfZ1-AR#E 150
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AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

#£ Snowball Edge # R A T 2 B &

ERERNIBMBERFOM Snowball Edge 2 EIEWMERE , SHBEL AR, MREKERERE
KEMEBIRBNER , BUUERNTHS , K BFEEIAFEIRRARSR,

B-EHEAFHEENG T

» list-logs - M@ JSON BRM BFEE. BFESREAFHRN (MU BEAEN). BFH
ARN,. BFERBRT ID , AR BEREE,

ik
snowballEdge list-logs --profile profile-name

Example 1ist-logs &Y% H

{
"Logs" : [ {
"LogArn" : "arn:aws:snowball-device:::log/s3-storage-JIEXAMPLE2f-1234-4953-a7c4-
dfEXAMPLE70Q9",
"LogType" : "SUPPORT",
"ServiceId" : "s3",
"EstimatedSizeBytes" : 53132614
3, {
"LogArn" : "arn:aws:snowball-device:::log/fileinterface-JIDEXAMPLEf-1234-4953-
a7c4-dfEXAMPLE70Q9",
"LogType" : "CUSTOMER",
"ServiceId" : "fileinterface",
"EstimatedSizeBytes" : 4446
1]
}

- get-log- 4 EH EfE’JE Z4¢ Snowball Edge THEIBIEENBE LWEE, CUSTOMER =3
B .zip BX@EE , MG UEEEEAFGUREERS. SUPPORTHFEME , MBXREEH &
WAWSigo@TM&EEnEEH%W%ﬁﬂ%@O

R&

snowballEdge get-log --log-arn arn:aws:snowball-device:::log/fileinterface-
JIDEXAMPLEf-1234-4953-a7c4-dfEXAMPLE709 --profile profile-name
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Example get-log & A& H

Logs are being saved to download/path/snowball-edge-logs-1515EXAMPLE88.bin

* get-support-logs - #% Snowball Edge H i ESUPPORTEE! H 55 H &4 T | El 18 E B% T H AR
%

A&

snowballEdge get-support-logs --profile profile-name

Example get-support-logs @5 H

Logs are being saved to download/path/snowball-edge-logs-1515716135711.bin

/A Important

CUSTOMER HE TR B EREAC 2ERNBRENR. ATRBWEBEHBENR , HFIRZ
BE-BREEL BFNEERMEREM,

48 Snowball Edge HIARAE
A LA describe-devicednH R ¥ E Snowball Edge YR BER — MEEAR R,

snowballEdge describe-device --profile profile-name

Example describe-device S EVE H

{
"DeviceId": "JID-EXAMPLE12345-123-456-7-890",

"UnlockStatus": {
"State": "UNLOCKED"
.
"ActiveNetworkInterface": {
"IpAddress": "192.0.2.0"
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},
"PhysicalNetworkInterfaces": [
{
"PhysicalNetworkInterfaceId": "s.ni-EXAMPLEd9ecbf@3e3",
"PhysicalConnectorType": "RJ45",
"IpAddressAssignment": "STATIC",
"IpAddress": "0.0.0.0",
"Netmask": "0.0.0.0",
"DefaultGateway": "192.0.2.1",
"MacAddress": "EX:AM:PL:EQ:12:34"
},
{
"PhysicalNetworkInterfaceId": "s.ni-EXAMPLE4c3840068f",
"PhysicalConnectorType": "QSFP",
"IpAddressAssignment": "STATIC",
"IpAddress": "0.0.0.0",
"Netmask": "0.0.0.0",
"DefaultGateway": "192.0.2.2",
"MacAddress": "EX:AM:PL:EQ:56:78"
.
{
"PhysicalNetworkInterfaceId": "s.ni-EXAMPLEQa3a6499fd",
"PhysicalConnectorType": "SFP_PLUS",
"IpAddressAssignment": "DHCP",
"IpAddress": "192.168.1.231",
"Netmask": "255.255.255.0",
"DefaultGateway": "192.0.2.3",
"MacAddress": "EX:AM:PL:EQ:90:12"
}
]

£ Snowball Edge E#11T 2 BRFF RV LESRRE

IBALAE A describe-servicedm® , ¥ B Snowball Edge # & #1172 IRFSHIARREF — AHEE
REE, BATLALEHIT list-services v , AEFWLERKEEEHIT

e list-services

Ri&

snowballEdge list-services --profile profile-name

WA BRIEHIREE 153



AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

Example 1list-services s HIE H

{

"Servicelds" : [ "greengrass'", "fileinterface", "s3", "ec2", "s3-snow" ]

}

* describe-service
LTS ERRENREE., BRESFEAEEDRAREFAZEERMENREEN, ELREBU TR
o
« ACTIVE - R ER#THAER,
« ACTIVATING - FRISIEERIE , BEEEFEA,
« DEACTIVATING - RR#&E1ZEARA,

« DEGRADED - ¥/ Snowball Edge £# Amazon S3 AT , WRER REETHN —NZ AR
REECEEA. Snowball Edge R# LK Amazon S3 AR EAFASHE BT , BELEXRTEHEER
EABERZAERIBRAZIRENEE , UEERENNERBRERE. F2REEAERPINES
Eisi.

« INACTIVE - BR# B i R¥1TBEEER,

A&

snowballEdge describe-service --service-id service-id --profile profile-name

Example describe-service @5 H & H

{

"ServiceId": "s3",

"Status": {
"State": "ACTIVE"

3,

"Storage": {
"TotalSpaceBytes": 99608745492480,
"FreeSpaceBytes": 99608744468480

3,

"Endpoints": [

{
"Protocol": "http",
"Port": 8080,
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"Host": "192.0.2.0"

.
{
"Protocol": "https",
"Port": 8443,
"Host": "192.0.2.0",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/6d955EXAMPLEdb71798146EXAMPLE3f0Q"
}
}

Example Snowball Edge BR##i tH £ Amazon S3 HHE®RF

describe-service %A service-id 288 s3-snow BIEMTHE@ L,

"ServiceId" : "s3-snow",
"Autostart" : false,
"Status" : {
"State" : "ACTIVE"
},
"ServiceCapacities" : [ {
"Name" : "S3 Storage",
"Unit" : "Byte",
"Used" : 640303104,
"Available" : 219571981512
} 1,
"Endpoints" : [ {
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.2.123",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a65ba817f2c5ac9683fc3bclael23456"
},
"Description" : "s3-snow bucket API endpoint",
"DeviceId" : "JID6ebd4c50-c3al-4b16-b32c-b254f9b7f2dc",
"Status" : {
"State" : "ACTIVE"
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}
[ PE
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.3.202",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a65ba817f2c5ac9683fc3bclael23456"
},
"Description" : "s3-snow object API endpoint",
"DeviceId" : "JID6ebd4c50-c3al-4b16-b32c-b254f9b7f2dc",
"Status" : {
"State" : "ACTIVE"
}
Yo &
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.3.63",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a6b5ba817f2c5ac9683fc3bclael23456"
I
"Description" : "s3-snow bucket API endpoint",
"DeviceId" : "JID2ale@deb-38b1-41f8-b904-a396c62da70d",
"Status" : {
"State" : "ACTIVE"
}
[ PE
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.2.243",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a65ba817f2c5ac9683fc3bclael23456"
},
"Description" : "s3-snow object API endpoint",
"DeviceId" : "JID2ale@deb-38b1-41f8-b904-a396c62da70d",
"Status" : {
"State" : "ACTIVE"
}
Yo &
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.2.220",
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"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a6b5ba817f2c5ac9683fc3bclael23456"
I
"Description" : "s3-snow bucket API endpoint",
"DeviceId" : "JIDcc45fa8f-b994-4ada-a821-581bc35d8645",
"Status" : {
"State" : "ACTIVE"
}
[ PE
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.2.55",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a65ba817f2c5ac9683fc3bclael23456"
},
"Description" : "s3-snow object API endpoint",
"DeviceId" : "JIDcc45fa8f-b994-4ada-a821-581bc35d8645",
"Status" : {
"State" : "ACTIVE"
}
Yo &
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.3.213",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a6b5ba817f2c5ac9683fc3bclael23456"
I
"Description" : "s3-snow bucket API endpoint",
"DevicelId" : "JID4ec68543-d974-465f-b81d-89832dd502db",
"Status" : {
"State" : "ACTIVE"
}
[ PE
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.3.144",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
ab5ba817f2c5ac9683fc3bclael23456"
},
"Description" : "s3-snow object API endpoint",
AR AR AR RS
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"DevicelId" : "JID4ec68543-d974-465f-b81d-89832dd502db",
"Status" : {
"State" : "ACTIVE"
}
3, {
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.2.143",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a6b5ba817f2c5ac9683fc3bclael23456"
.
"Description" : "s3-snow bucket API endpoint",
"DevicelId" : "JID6331b8b5-6c63-4e0l-b3ca-eab48b5628d2",
"Status" : {
"State" : "ACTIVE"
}
o Aq
"Protocol" : "https",
"Port" : 443,
"Host" : "10.0.3.224",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-device:::certificate/
a65ba817f2c5ac9683fc3bclael23456"
},
"Description" : "s3-snow object API endpoint",
"DeviceId" : "JID6331b8b5-6c63-4e@l1-b3ca-eab48b5628d2",
"Status" : {
"State" : "ACTIVE"
}
11

¥ #2 Snowball Edge ZhAERY AR RE

EE5|H Snowball Edge EAJHIhBEMIARRE |, 5 describe-features@o

RemoteManagementState #§H Snowball Edge Device Management BJARRE | WEE THHEF —&

VL
RRE -

« INSTALLED_ONLY - B &g tkIhée |, BREA,

WL AR E

158
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« INSTALLED_AUTOSTART - BAFtkIhEE , HESERKER AWS EiF BERE#EIT,
e NOT_INSTALLED - Z£EFR X ELLINEE , RERME 2 8 E7F WL,

A&

snowballEdge describe-features --profile profile-name

Example describe-features & H % H

{

"RemoteManagementState" : String

}

E%7E Snowball Edge HY B {2 AR 25

BT AR Snowball Edge A Fimdn ©3R#4R B TS IR B A E (NTP) 488 | WiRIZERARET
HERBHERE, ELERFERETEMNMBRETEMER | BOLIER Snowball Edge AFR&® T,

BREARMLZ LM NTP BEMKRES. SEREREERN NTP KBRS , FB6EA update-

time-serversmfo

2 Snowball Edge HY iR 3R IR
EEEEHEB B FEEFMN NTP BERIE , B describe-time-sources@m®o

snowballEdge describe-time-sources --profile profile-name

Example describe-time-sources & HY & H

{

"Sources" : [ {
"Address" : "172.31.2.71",
"State" : "LOST",
"Type" : "PEER",
"Stratum" : 10

[ PA
"Address" : "172.31.3.203",

R TE B ) R AR 2R 159
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"State" : "LOST",
"Type" : "PEER",
"Stratum" : 10
o Aq
"Address" : "172.31.0.178",
"State" : "LOST",
"Type" : "PEER",
"Stratum" : 10
3, {
"Address" : "172.31.3.178",
"State" : "LOST",
"Type" : "PEER",
"Stratum" : 10
o Aq
"Address" : "216.239.35.12",
"State" : "CURRENT",
"Type" : "SERVER",
"Stratum" : 1
11

}

describe-time-sources i HEEERKEREMRENEE. SARFREHTS
Address., Type. Statefl Stratum ##fI, AT RELBUNESE.,
« Address - KR RIRHY DNS £ #/IP thilt,
« State - RERZRBRFRZEMN B NERMRE, FAEAREMNME
* CURRENT - ¥R B sl AR E S K.
- COMBINED - RFERIREEL B I RRFES o
* EXCLUDED - B RIRH & SHEE EHE R,
- LOST - BRI SRIRIEMR EIE Ko
* UNACCEPTABLE - RMFENRE , AP S HEREZMEAABRBEIEEAZEEN,

« Type — NTP BrRZRIRAI AR AREERE EF. BILUEIR update-time-serversin©ERE AR
85, WEHAEREETHEM Snowball Edge £E& , £ H £ B BRE,

« Stratum- LtV ERREN DB, &8 1 RIERAHERSERENKF, BSRDE 1 KR
HRFRLRDE 2, BSESE 2 RFNRRULRDE 3, ALk,

NTP BRI A R A RES R E., FAHETLUEM update-time-serversi HEXEMMRES , M
LRk RERBEFHEAM Snowball Edge £E, &+ , describe-time-sources

2 B R SRR 160
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FE 5 5 Y Snowball Edge LI , I E 4 EHEMN 1 BRKE. BENSEA 10, mAKSS
WHEAR 1, Bitt , FAAREFHHEEA B 5l BB RIR,

55 37 B 5 ) Bl =%

£/ update-time-serversin o FMEFE A REF 4L , 4 Snowball Edge FREAMEA NTP A AREF
HEHIT NTP,

snowballEdge update-time-servers time-server-address --profile profile-name

® Note
update-time-servers L BEELHIM NTP R [ REFERE.

Example update-time-servers & H & H

Updating time servers now.

HU 18 QR G LLER TR Snowball Edge NFC 2%

BUERALRTREEREREN QR IE , LUIBE AWS Snowball i&i#& BRERAEXNER. 0F
NFC BRI MEEHN , FF2R BE NFC %,

A&

snowballEdge get-app-qr-code --output-file ~/downloads/snowball-qr-code.png --
profile profile-name

Example#i

QR code is saved to ~/downloads/snowball-qr-code.png

E# MTU K/h

£/ update-mtu-size@ HHIEH Snowball Edge £ EEE R H AEHE (MTU) LTE KX
M B ERERNEMEBBRANFMEEREERNENEERBENENSREAMERN MTU Kb,

BT o
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® Note
/N MTU K/M & 1500 Bzt , ZRAKNE 9216 BT,

WA LAME R describe-devicem B RMEVEL REMNERBEENME IDsF B 81 MTU K/h, MEFA
B3, 52848 Snowball Edge HIAREE,

WA LAMEA descibe-direct-network-interfacef describe-virtual-network-
interfacem S RBEELREB G MTU K,

A&

snowballEdge update-mtu-size --physical-network-interface-id physical-network-
interface-id --mtu-size size-in-bytes --profile profile-name

Example update-mtu-size &iHH

{

"PhysicalNetworkInterface": {

"PhysicalNetworkInterfaceId": "s.ni-8c1f891d7f5b87cfe",
"PhysicalConnectorType": "SFP_PLUS",
"IpAddressAssignment": "DHCP",
"IpAddress": "192.0.2.0",
"Netmask": "255.255.255.0",
"DefaultGateway": "192.0.2.255",
"MacAddress": "8A:2r:5G:9p:6Q:4s",
"MtuSize": "5743"

}

}
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£/ Amazon S3 B3 ERE® E| Snowball Edge T it H
2RBE R

LA 2 Amazon S3 B#EZRNEIE , BKAUEATE , UEAFKFHXEM Amazon S3 REST API B
£ AWS Snowball i##% &£ & F B1F7EM Amazon S3 FFEITE 2 BE®RE R, It Amazon S3 REST
APl X RERREETE. ERIUERALBEFEERAP—E AWS SDKs , IERFRFT AN EWE
¥l AL Amazon S3 X E#H AWS Command Line Interface (AWS CLI) &s & F & , UEERER
A ERELR,

MRENFRTREM 1.11.0 BAR Java B AWS SDK [RREHF IR , BAEER T
S3ClientOptions :

« disableChunkedEncoding() - R "AHFA X EERFE
« setPathStyleAccess(true) - SREFEUHFAERREABTEFE,

WMEFHMER , FSEEAR Java B9 Amazon AppStream B EH4H R EERI
S3ClientOptions.Builder,

/A Important
BMEBRE-—RACA—BEH ERBERAMBEAERZE AWS Snowball i##& HE LN AT
Brie. EIREAMEREREFTR LM NFS /TEM Amazon S3 Eis: , TREESRER/E AT
R,
AWS Snowball i&#5 B s FF4HER ARSI,
& EZE AWS BRI TE Snowball Edge LIEFIE/E , B4 A RFRENIEREE, MEFMER ,
&2 BSnowball Edge £ AWS IRIEGHEREEERK,

&

« FTEIEZE 1.16.14 AWS CLI iR AFEE Amazon S3 EiZ5{F A

« 1£ Snowball Edge & £/ AWS CLI #l API ##4E

* 7£ Snowball Edge LBV £ A 44 Amazon S3 B AER

« Snowball Edge £ #) Amazon S3 E#85FX EH Amazon S3 Ih&E
o BRBRE/NAEER | LAkE Snowball Edge K& BHE WAL

163


https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/s3/S3ClientOptions.Builder.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/s3/S3ClientOptions.Builder.html
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« X% Snowball Edge Z BE{EHE R AWS CLI i5 5
 Snowball Edge £t X EARERE®E Amazon S3 REST API Bi{E

TEIZEE 1.16.14 AWS CLI fRA#EE Amazon S3 EiZg8F

B 87 , Snowball Edge #E &% AWS CLI & Amazon S3 EZe5 = EF AN 1.16.14 IRFE FhR
A, BUTARAEY AWS CLI B Amazon S3 BiEBETHE , RATMTXE S3 BIZBNWFTE T,

(® Note

WM RETE Snowball Edge LM Amazon S3 HART , BRI ERARKIFRAKN AWS CLI, &
ETRALFAZEHRAE , F52 8 AWS Command Line Interface A& IER,

1£ Linux fEX X4t AWS CLI &g

AT RER T

curl "https://s3.amazonaws.com/aws-cli/awscli-bundle-1.16.14.zip" -o "awscli-
bundle.zip";unzip awscli-bundle.zip;sudo ./awscli-bundle/install -i /usr/local/aws -b /
usr/local/bin/aws; /usr/local/bin/aws --version;

£ Windows {E¥F# AWS CLI E%&

THIEMTEERRNEZERERNESR

o B Python 2 MiEH 32 U T REER
« B Python 3 #EH 32 U T REER
o B Python 2 HiEH 64 U T REER
« B Python 3 #iEH 64 U T REER

- BB RN 64 UAZEREANZTRER , EEDHTRIEBRE

\-|

T&EIEZZE AWS CLI 164


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://s3.amazonaws.com/aws-cli/AWSCLI32-1.16.14.msi
https://s3.amazonaws.com/aws-cli/AWSCLI32PY3-1.16.14.msi
https://s3.amazonaws.com/aws-cli/AWSCLI64-1.16.14.msi
https://s3.amazonaws.com/aws-cli/AWSCLI64PY3-1.16.14.msi
https://s3.amazonaws.com/aws-cli/AWSCLISetup-1.16.14.exe
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£ Snowball Edge % & E{FH AWS CLI H API &4k

£ AWS CLI 5 API #4E7E Snowball Edge L3 H IAM, Amazon S3 #l Amazon EC2 T B , &4
BREFIEES "1 snow. BALUER AWS configure REMHAFAHMITIIRE | DT HIEH
7 Ro

aws configure --profile abc

AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE
AWS Secret Access Key [None]: 1234567

Default region name [None]: snow

Default output format [None]: json

G

aws s3 1ls --endpoint http://192.0.2.0:8080 --region snow --profile snowballEdge

B Amazon S3 API /' E %% AWS Snowball &%

E&E A Amazon S3 E#2358F | TERRE A AWS Signature 5 4 REEZXRESEEE, IZEE
ARRFLERBEROAENER, FIENENRZHSETEE LHT. RINBHNERN —EFTSFERE
®EF,

ERSRER , FBRE TSR :

- HERBEH Amazon S3 BEAE R LZEE LY AWS Snowball B4 REMNFEKR , BT
snowballEdge list-access-keys#l snowballEdge get-secret-access-keys
Snowball Edge AAFmar 5. WMEFHMEN , FSBEENEA Snowball Edge Al Fif, LA
Amazon S3 BEAERTE—HELR  FHERNLESR, CLeREYRIKERBMNEES
M. CSREEE REA , AWS Ein KAEFEE AWS Identity and Access Management (IAM) ¥
£15,

- BEAN AWS BEAERTEEEMNMR SR, £ Signature £ 4 lREFE L ZBEANRIBREERIR
HEHIAENER. Hit, BEBKEFTFERARME Snowball EERHMZEEER,

% Snowball Edge EBU{SH & A A # Amazon S3 B AEH

)R B Snowball Edge W E B)#F& £/ AWS Signature 5 4 NUEEEETHE R, NEREENFEE
A, BEZE O FHEES 4 TREBEFAWS —BRSBZE,

£ Snowball Edge & £/ AWS CLI 1 API #4E 165


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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WA LA#AT snowballEdge list-access-keys#H Snowball Edge AAFIwE , VS A # Amazon
S3 B AERHKEEBY snowballEdge get-secret-access-key Snowball Edge A Fif Edge
HEMNFER , 55208 S Snowball Edge BB AE R, BLAME Amazon S3 EAEBRETE—HE

W FHE® D NAEER, BXBRAEREEARELNTHEERBNEE. EM&EE REA ,
AWS Eix RAEMEE IAM HEE,

BA LGB B AERHIEEMREE LM AWS BRAERER, ARBEAEHREEEEMVR
~/.aws/credentials , BN EN st ZREBEBELEMEMTRE. WERBFHFZ AWS SDKsH #£HA
AWS CLI, BALAFERARERSRBRBESIEEANER | MLATEHIFIR,.

[snowballEdge]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

X E AWS CLI £ Snowball Edge E{FF S3 EiZ35 A i% B

EI&fEH AWS CLI [a AWS Snowball i8#& £ ER Han T , B LUEEIRE = Amazon S3 E1E385,
WA LOUREER HTTPS IR EHRAL LW HTTP iR % , 1T AT .

HTTPS £ B

aws s3 1ls --endpoint https://192.0.2.0:8443 --ca-bundle path/to/certificate --profile
snowballEdge

HTTP A& & inE
aws s3 ls --endpoint http://192.0.2.0:8080 --profile snowballEdge

WMREMER B HTTPS inE8443 , BN ER S MR LT 2 & E) Snowball Edge. IthINE REB
Snowball Edge EEU{S#T IP th it B EENBERER. BT REZR , RUUSHEREIETHE ca-
bundle.pem &R, A% , B{HULUE AWS CLI REEREATESREMNEE , MTATR,

7 48 1Y I8 7% B2 ) D i R 222 57 A B

1. #% Snowball Edge EZZ|ERMMAERE , AR HRBK.

2. HEHEZTHREZE , FBio THEAREMEIE L IP thit,
3. fREBMEEE LMK BEZT B ping Snowball Edge.
4

B IH# P #HIT snowballEdge get-certificate &9, MEMGSHFFMENR |
BJ7E Snowball Edge L EBNE B EE.,

"
s

#% S3 EEERERE A AWS CLI ix 2 166
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5. # snowballEdge get-certificate i FHEHFREFERR , HIW ca-bundle.pem,
6. REWKIFEPHITTIBS,

aws configure set profile.snowballEdge.ca_bundle /path/to/ca-bundle.pem

THEFZE , BUUBRELFTHENER. LHNERE , UREIEENHIRHAIT CLIwT , W
T IR Ro

aws s3 ls --endpoint https://192.0.2.0:8443 --profile snowballEdge

Snowball Edge £ Amazon S3 B2~ &M Amazon S3 IhEE

£/ Amazon S3 B85 , B LUEBRENERET A X EMA Amazon S3 API E1fE4E Snowball Edge 2
HmER, T8 , A Amazon S3 EiZ858 |, WIEFTHE Amazon S3 EHITHEER AP Ei{E# X R EE
Snowball Edge REREEM. Fla0 , LT IhaEMEET X EEE Snowball Edge B EEA :

 TransferManager — WA AR EEABEAR Java B9 SDK |, #EREAEIREFE@W T Amazon
S3, mERUASXEN API B)fEZ AWS CLI s EEREEEFEH,

« GET T8 (HEYH ) 52 K- It GET BMEBFSEaRErEDHs L (&S
1,000 18 ) WY, FEZEEMER GET Bucket (FIH¥I#F) 55 1 IRENMES Is AWS CLI &%

. ListBuckets - *XEEEYHIHEH ListBuckets, FHIEHTFEAMR Snowball Edge L Amazon
S3 HERF :

aws s3 ls --endpoint https://192.0.2.0 --profile profile

xR/ NARESR | LLkZE Snowball Edge BY & Bl {E I AL

BEERBRERRNBMAE —LHENER., EEINEG/PNEEREHZ AWS Snowball 324 £BHNE
F, BaUEE-HERSESIAERE -, EREEREIAE—ER  NRefAUEF—EXZEN
HERIHOXER , AT EEMEA Amazon S3 BB EFEEEM.

BE  EZSKIABER 1 MB WERMA#LR D, REBFIRGETUEHRIFEENEREE |
BEZBEARRREI B KL 10,000 EER, #xFERIB 100, 000 AEERSFEELERELED
FEEREA Amazon S3 HWiEE, EMEZESEIXNWER/PNTEREIB 100 GB,

SAmazon S3 S3 &g 167


https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/examples-s3-transfermanager.html
https://docs.aws.amazon.com/AmazonS3/latest/API/v2-RESTBucketGET.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketGET.html
https://docs.aws.amazon.com/cli/latest/reference/s3/ls.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
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HXREERR—ELEUUEENFBHRERF., HAEERERE , BEA W 5RE --metadata
snowball-auto-extract=truei®IE , AWS CLI cpi$ERE#E Snowball Edge £&., IEE &%
B HIEA Amazon S3 Bfsnowball-auto-extract=true BEBHEEHEERNRS , REHAESR
KK/ 100 GB,

(® Note
A Amazon S3 B , TEHIEEA AR 100 GB BV #EIX,

HREEPEER

1. RELBRZUPERASRNEENEER, BEBRBEINEE TAR, ZIP M tar.gz KX,
2. HPEREERLRAEENNMEER  eREXNNNEERBHRXEENERYE,

3. EMRIMSERMRERE , WTSIEFIFTR.
« BR Linux , B NERAREERERHERENAR G TP HIEERESR,

tar -cf - /Logs/April | aws s3 cp - s3://amzn-s3-demo-bucket/batch0l.tar --
metadata snowball-auto-extract=true --endpoint http://192.0.2.0:8080

® Note

HE , IUEALRENHELAAER , MMAFXNEERFEA—SSEAEHEFE
B, A, BEESEHFEBE Snowball Edge 28l , WA EFEERAN T ERFRET
7,

« B Windows , EFfEREHUAMTR SR B &HE , BER T &6 o5 RIREE

BER:

7z a -tzip -so "test" | aws s3 cp - s3://amzn-s3-demo-bucket/batch0l.zip --
metadata snowball-auto-extract=true --endpoint http://192.0.2.0:8080

BERYTHTHAEE HFYRREEER  FEATIEMNGS

7z a -tzip -so "test" "c:\temp" | aws s3 cp - s3://amzn-s3-demo-bucket/
batchol.zip --metadata snowball-auto-extract=true --endpoint http://10.x.x.x:8080

BREEPEER 168
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® Note
¥ Microsoft Windows 2016 , tar EAER |, BT LA Tar for Windows #8345
'_I_|
Eo

&R LARE 7ZIP #BYE T E 7 ZIP,

4. EENFER K BILCHEFEFREFEMA Snowball Edge E#E Amazon S3 /N EERABILE,

5 BHEFENERE®WZE Snowball, MREEEGHHENER , YEAFRALENESTR 1 PRI
Hp-—EXENHERER , FFEH AWS CLI cpin B2 H --metadata snowball-auto-
extract=truei®Ig,

® Note
MRBIHFER , FOEALDS.

BUHGFERK  HHSHERINERERE, EXRTURZEITEERMNERKNEFE
X , Snowball Edge #$EHEE Amazon S3 EFHBEEFEIHER,

HEERESMBREEFHNR NERBE &+ , YHERBEERREE, Bk  SRITERY , B
AR EREE - -metadata snowball-auto-extract=true., &8 , Snowball Edge 7 &7 & ¥l
fE A Amazon S3 B #EERE ¥,

MBRIEHE /Logs/Aprill BRI KEE K HPhESESEER a.txt, b.txtHf , BEALE 3 PHE
flc.txt, MBHEFFRZERMEBEE /amzn-s3-demo-bucket/ IR B & , BIEREEREERESWMT
R

/amzn-s3-demo-bucket/Logs/April/a.txt
/amzn-s3-demo-bucket/Logs/April/b.txt
/amzn-s3-demo-bucket/Logs/April/c.txt

MR HFEESHA /amzn-s3-demo-bucket/Test/ , BIFEERE M TR :

/amzn-s3-demo-bucket/Test/Logs/April/a.txt
/amzn-s3-demo-bucket/Test/Logs/April/b.txt
/amzn-s3-demo-bucket/Test/Logs/April/c.txt
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X #87f Snowball Edge 2 B E&#ERIA AWS CLI 55

B LAE T E R EI BB M{A7E Snowball Edge L18E Amazon S3 Ei#Z835 Amazon S3 A7 M
% applicable AWS Command Line Interface (AWS CLI) S8 S im B EF . SR B X EFE A EE
225k Snowball Edge LH) Amazon S3 AR FBAFERHE#HZE AWS Snowball i## EEHK Amazon
S3 AWS CLI tr /5,

(® Note

MEEALZRNFE NWERA AWS CLI , BIEEELE AWS CLI HIUM[EE , F28 AWS
Command Line Interface £ &1EME.

B &l , fEF Amazon S3 E$#35 AWS CLI B |, Snowball Edge #£EE X1 1.16.14 iR EERAH
2B 3 Snowball Edge AAF R4, MRIEIE Snowball Edge EfEH Amazon S3 HARE , &
A BAE AR FTARASH AWS CLI, HEETRAEFEAKZIHRAE , F2 8 AWS Command Line Interface &
AEEBE.

(® Note
Z8 AWS CLI 1.16.14 fR 2 &l , FBEREERE L Python 2.6.5 LA ERRAE, 3.4 LL AR,

> & {#F Amazon S3 # Snowball Edge #{T&RHE#HA AWS CLI 55

LU 2 AWS Snowball i##k %8 X B#) Amazon S3 AWS CLI S S HIRE F MR, mMERIH
WEHEE , IFXE, EULERBRCESRERZTIENEE , M0 --sse & --storage-
class, T8 , B BEGHZK K MEFTEFEERNEAAR.
- cp - RERIYMHFERE AWS Snowball B4 HERREEER, UTRUHGHHIERE .

o --dryrun (HME) - BEAEEGTSTHTHERESETHITHERTET.

« --quiet (HME) - FTEETEERTHITHRAE

e --include (F&8) -BVEDTHHRFAESEEENNERSIYH. NEFMHENR ,
AWS CLI G 582E) HFiEFART TS EREE

* --exclude (Z&) - #FSEERAN BT HHRAAERIIH.

s
$
a1

FHEH =B AWS CLI 55 o


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/reference/s3/cp.html
https://docs.aws.amazon.com/cli/latest/reference/s3/index.html#use-of-exclude-and-include-filters
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« --follow-symlinks | --no-follow-symlinks ( fi#fE ) - REERFMERRK LE

Z Amazon S3 B , T EEBRIER ( fF5RER ) - Amazon S3 T ERRER , HItEREE
ENAREUERNEBLE., EREEMMEER , AR2E//AR.

« --only-show-errors ( itkfE ) - ASHEREB[RMNES, SWHMEHME T,
« --recursive (HtfE ) - R EEEEBHRIFE THAMEERIMH LT
« --page-size (E¥ ) - BXEEFERFEFEEENERBE, FERER 1000 (RFFHHZK

H), MRFEERE , AERBENETERM.

« --metadata (BRE ) - BB Amazon S3 I —EF RN PEERRS . SHLHEER

IBRALEBERNE—BYH. BTESH , IERREAEENERTISWRIIFHNHEER, £
F{E Amazon S3 U B 2 BERE , BRIERZERTE , REPLACER Blmetadata-directive 3| & &

=N
AX s o

— B AWS Snowball i##% B LY., UTEHGSHNIZEE ;

¢ --human-readable ( AMfE ) - BREXDPEUAETENEREIET

e --summarize (fME) - HEEAMKBEET,. WEAAYMHEE REKPMEE,

« --recursive (Ml ) - FHEEEEEHINFE THWMEERIIH LEIT,

* --page-size (EH ) -BROEFERFREEONERBE, FERES 1000 (RFFNHEK

H), NRERERE , AEABRENETRERR,

 rm - MR AWS Snowball i@# & E LY. AT RLGHHEE !

« --dryrun (FME ) - BEREESTITHRESETHUTHER TER,
« --include (#& ) - FOVEGTHHERTEEERANERIYM4. NFFHEEF , F2E (

AWS CLI s 52%E) FayEABEBRMNE = EnE kRt

« --exclude (F& ) - RFEEERAN BT PHBRMBEERII 4.
* --Tecursive (HME) - W TEHEIEE R KHFE FHAEERIIH LAT,
* --page-size (BH ) -BAOEBFERFREEENFERHE. FERER 1000 (RFFHZAKA

H), NRERERE , AEABRENETRERR,

« --only-show-errors ( HMfE ) - AGRETRERNES. SNHAEHME L,
« --quiet (HiMfE) - TEETEETSRITNERE,

« sync-AFBHENFEH. LR TEEFHNENNERNRREFKERIENE, EHTREES
E-NZEERE , EEAMPRIA &,

/A Important
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AR ER—1E AWS Snowball 24 £ER L E| 5 — 18 AWS Snowball i2# £iE,
LR IRIERE DS AR ERHFEF M Snowball Edge 2 EBHAR,

« --dryrun (ME ) - BEREESSTIITHRESETHTHER TER,

* --quiet (HME) - FTEETREERTHTHRE,

* --include (#& ) - FVESTHHERTEEERXNERIY4H. NFFRER ,
AWS CLI t5 5 2%E) P EA RN SRR,

« --exclude (F& ) - RFEEERANB TP HRMBEERII 4.

« --follow-symlinks 5 --no-follow-symlinks ( fi#fE ) - SAEERFIEERRFELES
Amazon S3 K , T EEFERARIERL ( FFRER ) o Amazon S3 T EMFFFRER , HILERZBEE
NWARENEZNER LE, EREETMEER , ER2E/EAR.

« --only-show-errors ( #tkE ) - ASEREBRNES., SWHMEHME T,

« --no-progress (fiMfE ) - FTEETEREREE, RERREM --quiet M --only-
show-errors BIEK , T2ERALEE,

« --page-size (B ) - BREEFERERFESEENERBE, FERER 1000 (RFFHHEK
), MRRERE , AIFEABRENETEESA.

- --metadata (BREY) - EEE Amazon S3 FYIH —EEFEHRIPEE RS, EBHEEER
FERUBROE—AYH. HTRASHE , LDWERTEHAEBENEZRTFISWIFNTEER., &
{8 Amazon S3 (U Bz EEHE , BRIEFHIEE , REPLACES Blmetadata-directives| & &

=
AX s o

3
¢
8

/A Important

% 1 [E —1@E Snowball Edge E#t—1{E B $&E4 2 %2 — 1@ B $%.
AZER—E AWS Snowball i#2# ZERZL F 5 — 18 AWS Snowball i:8#% £ E.
&R e A LRI R E S A EPERB E BH#EF M Snowball Edge Z BIVAR

« --size-only (#t{E ) - FALRER A6 SESKHN KX NEE-—ARRESBRRERELSE B
Y 3 B 18R 44 o

« --exact-timestamps ( #itk{E ) — #& Amazon S3 RIS B AMFEEEN , REEKEERE TS
MER , TE82ZBMERAXPINIER, BRTARZBMEBAXNMMIER | BRIFRMRAL Amazon
S3 MRANEF,

* --delete (fMME ) - ASZHBEEMRENEHFEERFERREPHESR,
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O LEREEBhETRINERNERR , FlI my photo.jpg My Documents. Fifg , B
ERE AWS CLI PR IEREEZTK, MEFMEN , 2 BAWS Command Line Interface { £
EIEE) HWIEE CLI B AWS 2 E1E,

Snowball Edge £ E AR ER{F#@AY Amazon S3 REST API ik

WA LAE TEKREIZE R Amazon S3 B#223H Amazon S3 REST API BiEBE, LBEESE
AP| B)#E10{IEE Amazon S3 HBELEAMMHBEFER. EEHEE Amazon S3 API EjfEEE AWS
Snowball 24 REHEEEZBTANEMER, £ AWS Snowball i2#& ZEBSEMNFTEEERNS
B Servers AWSSnowball , #1 B & HIFT R,

HTTP/1.1 201 OK

x-amz-id-2: JuKZgmXuiwFeDQxhD7M8KtsKobSzWA1QEjLbTMTagkKdBX2z7I1/jGhDel3j6s80
x-amz-request-id: 32FE2CEB32F5EE25

Date: Fri, 08 2016 21:34:56 GMT

Server: AWSSnowball

N

Amazon S3 REST API I} ZEE Sigv4 28, MEEER AWS CLI 2 AWS SDK #H1TiELE API
n, BIgRAEE Sigv4 #£F., B0, CEEEFBECH Sigv4 BEMRF R, UEFHER ,
B {Amazon Simple Storage Service fEF & ER) FIERFEER (AWS FBEMAK 4),

3

%

- GET @FireE (JIHEYH ) 1k -X& T8, ik GET BENEES , FXETHIEE :
© HE
- 1JiC
« DR
- BEBER , T2HFEE
REEE 1 R, & GET Bucket (5 H¥1#) 2 2 k.
* GET Service
« HEAD Bucket
- HEAD %14
« GET ¥+ - 2 Snow % & S3 REFErE+ Y448 DOWNLOAD,
- PUT ¥4 - EF #&¥# EE=E AWS Snowball i##k $£EBRFPUT Object , &4 ETags.

ETag BRI #ZE, ETag RERMYGABTNWESE K MIEHPEESNNEE, ETag ATeER (1B
ATRER ) MHERH MD5 BE, E ETags WEFMEN , 5528 (Amazon Simple Storage
Service API &) N E R EEZEHE,
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https://docs.aws.amazon.com/cli/latest/userguide/cli-using-param.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/sig-v4-authenticating-requests.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketGET.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTServiceGET.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketHEAD.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTObjectHEAD.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTObjectGET.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTObjectPUT.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonResponseHeaders.html

AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

- DELETE ¥1#¢

- BEDERLEE - EHEED , ¥ AWS Snowball ig#& RE LEENYHRE 2 R LEFRE EMER
2. Rk, eEREDRERE AWS Snowball i##x £ E.

< IS BREE

- EBRE

- ERSBRLEE

- FIEPEREE

® Note

T2 2 I B R B B9 4T Amazon S3 B8 REST AP| B4, T AT X EH REST API &
fEER Snowball Edge #EEAK , QERHEAL  BEFXEZDE.
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#£ Snowball Edge & NFS '@

ERMEBRERRR (NFS) REMER LEZE Snowball Edge , BiBEREREXRFNEABRET K,
EUREEZNEANSTAERER K RAGTUEREXERMRNVIIEE , FIMERER, EHER R
HttBRCEREN TR, KEEWSE S3 RFFRERATLUIA NFS MHmIEA | LT HEHLL
BREB, NFS REAAREAER,

R Snowball Edge #EREATEEIIIBRENTIKRI ST , BFLUFEA NFS 1 H, MR
EARREASTE NFS RE , BFEMA S3 B2 Snowball Edge £# Amazon S3 A RE
WER, WFE S3IEEBNFMENR , 528 £/ ¥ Amazon S3 BiZE{#F AWS OpsHub, %
% Snowball Edge £ Amazon S3 AR FRNFHEN , 528 £ 7 Snowball Edge £F&E
Amazon S3 A E AWS OpsHub,

FREDEF , NFS REEMFH 1 GB icfBEM 1 @ CPU, ETRERRHI7E Snowball Edge #1178 E fb iR
BHE SO EITH EC2-compatible I TEEEE,

ZEIB NFS AEEHNERTSEER PN, 5%E NFS REEF , B LUE# CIDR [E#R , Snowball
Edge SR4IRAFHEMEINNFS RE , TS ELERP AL,

HEINERSEEOE BEHE Amazon S3 AWS, MFFMAEA |, 2B EEHEEA Amazon
S3A =,

MERBRERERRKER NFS NFMEF , F2RERREN X,

£/ NFS SREE , FBRCE T HIFHEER,

- NFS RERMHAKRBEFIE , AREELNERMT. HREATE , TESREAMRFIRINE
¥ A Amazon S3.

- EEXEEBR Snowball Edge EA&# S3 EEFBIPNYNH LR, SWEBR —RFIH Unicode
F, HUTF-8 mIBRERZ A 1, 024 B til. RFEBERTTLEER NFSv4.1, A FEH
Unicode UTF-8 fRIGIERERE , IBBRRRIEAER, KU UTF-8 BN EREBIETE LET
S3, REWVHELEBESIUEFFTEANERER , EREURAEEAMN NFS HFH5.

- FREERERENRE LR/DMA 1024 FT. Snowball Edge FXE AR 1024 E=F THE R
&, BBHERRCRESEBIEREA#ER,

- WEHMEA , 5528 (Amazon Simple Storage Service FAERE) PWYHEEE,

- ¥ NFS 2 {Fi | 52 POSIX X P EERSER Snowball Edge EEA Amazon S3 BF#TiEEY)
. b5, e E B P EE R "x-amz-meta-user-agent aws-datasync" , R AP B B ER AWS
DataSync {fEAREPE AMGIA —F2 , LA NFS [EA Amazon S3 for Snowball Edge.
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« BT LAEE — Snowball Edge £ EERRZ AOMERR., NRAZTELEE —FTHKFEHER 40M
BEER , FHRAEEER , UBLBAERNERRER. HREFEEE NFS FHE% S3 FHEHM
Snowball Edge & , ERIERH KX/ LERA 5TB,

T LER GUI TA AWS OpsHubRRENEE NFS RE. MEFEET , H2H
&

3
m

¥ NFS &

Snowball Edge #9 NFS #H&E

NFS R EFERTEE Snowball Edge £E L3117 , A EEERBEC IR ERNERELSE, BN

FEIBR M Snowball Edge E#IITHESRMELTE (VNI) IP bt , WIRFERBERHAEZNFE , XK

3RE NFS NM'H. #ERE NFS REZA , 557 Snowball Edge LR EERMEHRAME (VNI), WEFHEE
# ., FEEEETEBNREKAERE,

FXE NFS SHEHH Snowball Edge

« {#H describe-servicemm G XRYE NFS RHE R T EAIER FAMREE,

snowballEdge describe-service --service-id nfs

WO ERE NFS IRIEAIARAE , ACTIVESK INACTIVE,

{
"ServiceId" : "nfs",
"Status" : {
"State" : "ACTIVE"
}
}

mMEStateBWMEA ACTIVE , Al NFS N HEHREAEAS , B LUEHE Snowball Edge NFS
BRE., MEFHMER , FSHE

FXE) NFS RE®R , SimFBRARAFIRER LN H#ETRE,

LA 2 Windows. Linux M macOS fE¥ RGN ERHIFEDS.
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 Windows :

mount -o nolock rsize=128 wsize=128 mtype=hard nfs-interface-ip-address:/
buckets/BucketName *

e Linux :

mount -t nfs nfs-intexrface-ip-address:/buckets/BucketName mount_point

e macOS :

mount -t nfs -o vers=3,rsize=131072,wsize=131072,nolocks,hard,retrans=2 nfs-
interface-ip-address:/buckets/$bucketname mount_point

. HMIR{EA INACTIVE , BAEARE RIS,

£ Snowball Edge L&) NFS BRI

BB E MR E (VNI , INEXE | 557E Snowball Edge LR &) NFS fR#§. MBEXLE | BiE NFS iR
B, IR AR ER., MRERREMT b , Q¥ NFS iR EFEHE T Z RS,

1. ffM describe-virtual-network-interface®SZ & Snowball Edge LA VNIs,

snowballEdge describe-virtual-network-interfaces

R —=K %@ VNIs Snowball Edge EEREAFME , RIS EERTHEE,

snowballEdge describe-virtual-network-interfaces

[
{
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"VirtualNetworkInterfaceArn" : "arn:aws:snowball-device:::interface/
s.ni-8EXAMPLESEXAMPLES",

"PhysicalNetworkInterfaceId" : "s.ni-8EXAMPLEaEXAMPLEd",

"IpAddressAssignment" : "DHCP",

"IpAddress" : "192.0.2.0",

"Netmask" : "255.255.255.0",

"DefaultGateway" : "192.0.2.1",

"MacAddress" : "EX:AM:PL:E1:23:45"

A

"VirtualNetworkInterfaceArn" : "arn:aws:snowball-device:::interface/
s.ni-1EXAMPLE1EXAMPLE1",

"PhysicalNetworkInterfaceId" : "s.ni-8EXAMPLEaEXAMPLEd",

"IpAddressAssignment" : "DHCP",

"IpAddress" : "192.0.2.2",

"Netmask" : "255.255.255.0",

"DefaultGateway" : "192.0.2.1",

"MacAddress" : "12:34:5E:XA:MP:LE"

FEXEEHE NFS A EBBEMEAM VNI VirtualNetworkInterfaceArn&EE{E,

2. WERKZETHAM VNIs , 55 A create-virtual-network-interfaceds %A NFS REE
VNI, WIFEFHMENR SRR EERERBRE (VND,

3. fEM start-service@m TRE NFS IR , WiGHEE VNI B EIHE . EERSIE NFS REMNF

H , 3B @5 EE service-configurationf AllowedHosts Z#,

snowballEdge start-service --virtual-network-interface-arns arn-of-vni --service-id
nfs --service-configuration AllowedHosts=CIDR-address-range

4. fEM describe-serviceMm T RBERBME, EStateBBWEA B , EEHITACTIVE,

snowballEdge describe-service --service-id nfs

WO EEE RIGAREE , LL% NFS imERY IP ik MEEEERE | Uk AFFEURER CIDR &

o

1y
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Hkk

"ServiceId" : "nfs",
"Status" : {
"State" : "ACTIVE"

o

"Endpoints" : [ {
"Protocol" : "nfs",
"Port" : 2049,
"Host" : "192.0.2.0"

11

"ServiceConfiguration" : {
"AllowedHosts" : [ "10.24.34.0/23", "198.51.100.0/24" ]

}
}

ERAFIRERE EHE NFS %2
BB NFS RE#® , #nEERAASHEK EHRMHETE,

LA & Windows, Linux 1 macOS fE¥RHKNTERBED S,

 Windows :

mount -o nolock rsize=128 wsize=128 mtype=hard nfs-interface-ip-address:/
buckets/BucketName *

e Linux :

mount -t nfs nfs-interface-ip-address:/buckets/BucketName mount_point

* macOS :

ERAFIREIE EHE NFS W2
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mount -t nfs -o vers=3,rsize=131072,wsize=131072,no0locks, hard,retrans=2 nfs-
interface-ip-address:/buckets/$bucketname mount_point

£ Snowball Edge L{£1E NFS i E

R REIR NFS R EEHIESR , WEFEA Snowball Edge 281 , £ stop-servicem T REL
NFS R#.

snowballEdge stop-service --service-id nfs

fZ1E NFS RE 180
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£ Snowball Edge £ B Amazon EC2-compatibleiE & #
1788

BAILAEA sbel., sbe-cH #ITEMEE , £ Snowball Edge E#TFEE R Amazon EC2-
compatibleiEH sbe-g#{TEEE. sbel #ITEBEEER MR ESE Snowball Edge Storage Optimized
BIBMEE, sbe-c HITEEERBEAMRESR Snowball Edge Compute Optimized :Z2EHNEE, WNE
S ENHTEEEREE | 528 Snowball Edge #£ B FHEE S TEER S,

X &7 Snowball Edge £ERE FLFEANE=EEEHITERESR , ¥ Snowball Edge & E =M —
M. MEEMAMEENERBITEE & , ELHTEEFEE Amazon Machine Image (AMI) = &
By, f£2 3 Snowball Edge &2 81 , B LUERE AMI A ERBTERH ERBRE,

= Z 7 Snowball Edge EEAEEHTERE , FFEMTHERETE Snowball Edge 25 & M 15 E & /Y
AMis, SETJLAERR AWS Snow RFIEEEEA, AWS CLISIE A —1E AWS SDKsR#ITILIRIE, B
B, EEUEES , B EEEAPTHNERGH , TeeEABTER.

EENEBXEZE , ERUUBRERE AMI FZITER. BTLUEBE Amazon EC2-compatiblelf
25, 7£ Snowball Edge - EEEHHTERE. HIRHHERETE SDKs FFFZ% EC2-compatible CLI i
MENME AWS , IEEETE Snowball Edge AWS B XA LEA REEEHN AMIsTIEEH1TEE,

ERFERATEER 6 FEHEES AWS, IREEAEKHREAEE |, AIEA Amazon S3 B
NFS REE#WHERSEA Amazon S3, BHl , B SELEXAERFATEENTEEBR AWS, It
B RBREBATAEER MR (NIST) 800-88 Z%,

/A Important

+ FXEFE Snowball Edge & £ 5 INZAMIs,
* 1£ Snowball Edge E#{THEHHTEBTIHNERTEEA AWS,

&

Snowball Edge E# Amazon EC2 1 Amazon EC2-compatible 11T < B =R
Snowball Edge FHEEHTEEEE

« 7£ Snowball Edge £ £ 8 Amazon EC2-compatible AMI

HE E B BS IR [E A Snowball Edge &

« 7£ Snowball Edge #£i& & AWS CLI Al API ##4E
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Snowball Edge HiEE #{T1EE A MR ERE

{F ) SSH ;#E#£ 2| Snowball Edge - HiE & 17 {E &

#E R EC2-compatiblei® E 317 1E 8 & EI4H[E Snowball Edge LH S3 7T
B 88 EC2-compatible# 1T {E 82

#£ Snowball Edge L {# A EC2-compatibleii 2

£ Snowball Edge Lt AR B 2 B B) R E) EC2-compatible# 1T &5

1£ Snowball Edge E{#F Instance Metadata Service for Snow & Bt 82 Amazon EC2-compatible
fr{ERe

2B Snowball Edge EB) Amazon EC2-compatible #1788 F F [E$R {17

£ Snowball Edge YR & EHAEHIERRE

Snowball Edge £ 312/ EC2-compatible# 17882 o 4 & ¥ M 4 F & & ¥

£ 1% Snowball Edge E#11THY EC2-compatible#11T &

Snowball Edge £# Amazon EC2 1 Amazon EC2-compatible 1T
Ef B ESE

AWS Snowball Edge EC2-compatible#i{T{Ef8 AIZEE F £/ EC2 APIs F5F AMIs TERFEANE
¥ Amazon EC2 EC2-compatible ¥ {T{EIE&.

Snowball Edge LHEEHTERBEE

EAEEHTERTRRENER., WFEFMAER , FSHEAWS Snowball 2% EE,

£ Snowball Edge L 82 Amazon EC2-compatible AMI

#E 7 AWS Snowball Edge #£& L £/ Amazon Machine Image (AMI) , S BLEEFIBTEE,
FA LUEB T 515 X HE AMI

AIBERER EE AMI,
B R EIXELA AR EETE AMI,

FEFI 7 Snowball Edge #Y Amazon EC2 EE#TERSRIBEMNEELER Amazon EC2 AMIs &
), Amazon EC2-compatible AMIsXz & Linux 1 Microsoft Windows E3 R ##%.
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Linux

ST Linux EEERE -

« JEAR Snowball Edge #9 Amazon Linux 2

® Note

Lt AMI B S FTAR AN 1E Snowball Edge Zf@iE ik RFIR Mt AWS, & B/ UNEE B B T bt
AMI B AR A | 55269 HEIE AR Snowball Edge ) Amazon Linux 2 AMI MR4,

CentOS 7 (x86_64) - EE# HVM
Ubuntu 16.04 LTS - Xenial (HVM)

® Note

AHEXE Ubuntu 16.04 LTS - Xenial (HVM) BR{& AWS Marketplace , {B{HX% &EiEiB
Amazon EC2 VM Import/Export ¥ Snowball Edge & L#EH |, S AMIs FRAREHIT,

Ubuntu 20.04 LTS - 584
Ubuntu 22.04 LTS - Jammy

EAREMNRIEELR , F£RITHH Amazon Linux 2 AMIs B | 7 Snowball Edge £ Z&H Amazon
Linux 2 AMIs fR#Fup-to-datefih 88, 5528 7£ Snowball Edge £ E#F &R Amazon Linux 2 AMIs,

Windows

T % Windows 1EE£ R4 -

* Windows Server 2012 R2
* Windows Server 2016
* Windows Server 2019

BRI LAER VM Import/Export #& Windows E##28 (VM) BRIKE A |, #& Windows AMIs AWS #7iEE
BHEE, SE , BUUEEBHRBIML 2% , TAERGEALCHNEE, NEHMAEA  F2HE
Microsoft Windows AMI #T3 = Snowball Edge.
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@ Note
RE AMIs AWS LRI E BN EKE,
SHE AAMIs #ERER BIOS R#EN , IATZE UEFI,

Snowball Edge X B8R (BYOL) #HH, MEFMEN , S5 Microsoft Windows AM| #718 &
Snowball Edge.

® Note

AWS Snowball Edge EC2-compatible#|{TEIBE AT E S FH EC2 APIs F&F AMIs FERE
FAFEE Amazon EC2 EC2-compatible¥#1T{E &,

FE

o TERMEFELLAFTEE Snowball Edge BFETIE AMI

« # # AMI AWS Marketplace ###Z Snowball Edge
. ERBIEERA AMI FI-ZE Snowball Edge

* # Microsoft Windows AMI #738 Z Snowball Edge
. ¥ VM B E A Snowball Edge
- [EH Snowball Edge KY&#T Amazon Linux 2 AMI

EE I EFLLETEE Snowball Edge BEETIE AMI

PR ER | SN LEMEA EC2 BT EENER - PHEAERTIRIE AMIs Fi8EHE AWS Snow
RYEBEFEA, FHEC2HTEENESE - BRAMNETHALENWFTE AMIs, AMIs B A& T 5%
Bl -

+ Marketplace AMIs AWS — B2 EN AMIs BEFEIH AMIs, IER AWS Marketplace
XEN AMI B3I AMIs HEBER , H2E % 48 AMI AWS Marketplace ##Z Snowball Edge,

« £/ VM Import/Export L{EAMIs — EERFTEEER , £/ VM Import/Export L&/ AMIs 517
AT, MEFHMAENA , FS2BVM Import/Export fEREREEHIER VM EA/EHE VM EA
ARG, NEFRZENERICRRENER , 528 VM Import/Export Requirements,

TR AM =
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#% #& AMI AWS Marketplace #1i#8 % Snowball Edge

IBA LA AWS Marketplace #%5F% AMIs 118 ZE Snowball Edge £& , &2 & AWS Marketplace
HITEE, RPEY AMI, AR AMI BREEELERDPETE Snow HEWHEEEHF. A%, B
ERIMERUFTRESR | BEEXE LSS AMI, £ Marketplace &1 AMI B , SEREECEEXE
WEmRKIBFEAE,

£

« ## Snowball Edge B9 AWS Marketplace AMIs = mATEMF A FMEA

- ¥EHE AR Snowball Edge B9 Amazon Linux 2 AMI iR ZS

« £%%E Snowball Edge & EH AMI

B2 Snowball Edge B9 AWS Marketplace AMIs ZE RN FE AEMER

BAE AMI 1 #H1BZ= AWS Marketplace Snowball Edge £ BWRRF 28l , BREEEHN FXE AMI #
ERBHNEAFMENR AWS B,

1. HI{E https://console.aws.amazon.com/ec?/ FARX Amazon EC2 £# 5.,

2. ®REBEI+  ENEMBHITEREN BiE , AREBERPEITHELFTE Snowball Edge $ERY
EiE., @ALEREMAREFEANERES , BRENVLERM,

3. EEEERYP , EE AMIs,

4. (EABHEGENESZERECETRN AMIs FE58E K AEEFESLEE4EAMIs, Hln |, B 12
HE89 AMIs AWS Marketplace , iR LB G, REFERHESRERE—TEHERE T AMISHE

- (FERA) BEEST  ARUURRPEEHFELNR  AREBE - BEE T, RREE

amazon B,
« (BEE#EH)IEE Search (B 5) 7 , RARIEBE K FEIE Owner (BEE &) F{E Amazon

images (Amazon BR&),

(® Note
FRIFEWH AWS Marketplace ‘@& aws-marketplace B9 AMIs,

5. 1E AMI ID ¥+ , iZ#E AMI 8 AMI ID,
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https://console.aws.amazon.com/ec2/
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6. EAM BEEHETR 6 FREEHEIAXEEMNR. UFFHAEF K F2RTXR.
X K AWS Marketplace AMI E RS

AMI YESE R R EmEXTS
Ubuntu Server 14.04 LTS b3dl4415quatdndl4qabkcud5
CentOS 7 (x86_64) aw0Oevgkw8e5c19413zgy5pjce
Ubuntu 16.04 LTS csvbh7oyg29b7epjzg7qdr7no
Amazon Linux 2 avyfzznywektkgl5qv5f57ska
Ubuntu 20.04 LTS a8jyynf4hjutohctm4102z18m
Ubuntu 22.04 LTS 47xbgns9Oxujfkjt189a13age

7. RE, UFERETVAFMAEATEUATEETINEF—@EIRAE.

« Amazon Linux, Ubuntu 5 Debian

Red Hat Linux bring-your-own-license

Amazon RDS for Oracle bring-your-own-license

* Windows bring-your-own-license

Y| BB AR Snowball Edge B Amazon Linux 2 AMI fRZA<

£ T 5152 7 R ¥ B Snowball Edge L&A Snowball Edge B9 Amazon Linux 2 AMI fRAR, FBXZE
KRR , AWS CLI BREE., mEFMEF , 528 AWS Command Line Interface  EA#HE
B PHNZELFEMERIRAEN AWS CLI ,

- f{£f describe-images AWS CLI i S R&EE AMI H#ER, A TEEHE RS, RBHUEL—ES
BN AESREBE. WFEFMEA , F20 (AWSCLI i58%E) ) describe-images,

aws ec2 describe-images --endpoint http://snow-device-ip:8008 --region snow
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-images.html
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Example describe-images @SRy H

{
"Images": [
{
"CreationDate": "2024-02-12T23:24:45.705Z7",
"ImageId": "s.ami-02ba84cb87224el6e",
"Public": false,
"ProductCodes": [
{
"ProductCodeId": "avyfzznywektkgl5qv5f57ska",
"ProductCodeType": "marketplace"
}
1,
"State": "AVAILABLE",
"BlockDeviceMappings": [
{
"DeviceName": "/dev/xvda",
"Ebs": {
"DeleteOnTermination": true,
"Iops": O,
"SnapshotId": "s.snap-0efb49f2f726fde63",
"VolumeSize": 8,
"VolumeType": "sbpl"
}
}
1,
"Description": "Snow Family Amazon Linux 2 AMI 2.0.20240131.0 x86_64
HVM gp2",

"EnaSupport": false,

"Name": "amzn2-ami-snow-family-hvm-2.0.20240131.0-x86_64-gp2-
b7e7f8d2-1b9%e-4774-a374-120e@cd85d5a",

"RootDeviceName": "/dev/xvda"

FELEHIH | EARM Snowball Edge B9 Amazon Linux 2 AMI fRZA A 2.0.20240131.0, ©
fEDescriptionBBHEFIKE
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E%7E Snowball Edge #E#) AMI

1. BIfE https://console.aws.amazon.com/ec2/ B Amazon EC2 £12 A&,

2. & PREZE AMI PFHITER AWS Marketplaces

(® Note

ERRBEITEEE  BREERGHTEENRERER A NBESENERRA, £
Amazon EC2 XA H , Bu A EHBRETBPAITIERE,

3. ZTENMREMLETE Snowball Edge FHTHWEARER , WA CHNBEBRER,
/A Important

- EXEE—RKE AMIs,

« AMI ) EBS R4TR[EFEAS 10 TB ED, BEZME AMI AERIFTER EBS HIEE
Kb, EEMRBLER AMI YiSHBAXBFENREHE, TEEBB2% , Bl
REXPDEEESHURENEEHITEE,

« AMI FJ EBS REBREB N,
4., BHREEBRIMBITEERAN SSH SB@Y M PEM = PPK R, BUERRBEEEFTEIAR

Ed Snowball Edge # BB ARES. B THERNEKRRE  RAELFEH SSH ERIIEELDN
EC2-compatible TR , EFELHER.

/A Important
MBEKREBRBUERF , E&UKE Snowball Edge £ B | EAFEH SSH EEZHI1TE
£,

5. BMPITERFRETMES AMI, MFEFMER , F2E (Amazon EC2 FEAERERE) FRIEAR Linux
#ITERE Amazon EC2 EAEEE.

6. HYEEMEM SSH ERNBENTEREEDSER 14, FHLEREE SSH £RY , WERT
FIrEEREREY AMIs,

7. BE, BEFTERER % AMIs AT LHEIENEKE,

& #7188 AMI AWS Marketplace 188


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/creating-an-ami-ebs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/creating-an-ami-ebs.html
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FEWEEKERS AMI B E Snowball Edge

EHBIXELNBME | S USHN AMIs S8 EZMAYE, NMERP |, FSRKEEEESREE A
Snowball Edge #£ &, FiE , #AZERE VMs , BEREXEN AMIs ERLBTEINEERF.

® Note

E&ER VM Import/Export #& AMIs T8 ERNEE , EEETBREA VM & | &7 LU
BERAEAEERKVMs, T8 , REXENEERKE T Snowball Edge #2388 5 M 5
B, PEEFETLREAKLEZ RERGPEMEERARNEBE O RIERLE

/A Important

= EE AWS RIS/ Snowball Edge LIEEIBHE , B4 A FREHNEEZE, MEF
&R , F52BSnowball Edge £ AWS FRIGH)ERZIEER,

#& Microsoft Windows AMI 738 Z Snowball Edge

R ZEMN Windows EE£RFERERMES (VMs) , EBATLLEIR AWS 8 VM Import/Export #§
Windows VM BUMREAZE | ESBEMUREEZSEHEAZTENEE | RHE AMI,

FEHAEERE (BYOL)

Snowball Edge X £ F & B 2 MR #EHE Microsoft Windows AMIs [E A RHIEEE, Bring Your Own
License (BYOL) @ EB RSB BREN AMI FE| WEF AWS, 4 BYOL EIE AWS RHELAMNE
AfEEE,

BRI LAER VM AWS Import/Export #% Windows VM BMKEAZEHWEE K RELEFEZENB
BREZEAZTENEE, SEXIEFEA AMIs AWS, Eilt , tIREEEE Snowball Edge £i&E £
FH AMI , BAEEINNEABSH Windows VM B& | W B CHEE, ME Windows ZHEM
BYOL HYE¥#HEFA , 5528 Amazon Web Services # Microsoft : & BRZ £,

E 3 Windows VM BRELLEE A Snowball Edge

&= E# 1 Windows VM B | BEZERCIRE |, a0 & Windows Fl macOS {EXRHEM
VirtualBox. B4 Snow £EE VM B , BRfIZBEREZEL P MEZLD , HFELTE 4GB 1
RAM, & VM BB HITH , A AR EEZERFE (Windows Server 2012, 2016 = 2019), EE R
Snowball Edge REFMEMNEBREN , FEBAEHPHNIET.
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https://aws.amazon.com/windows/faq/
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EE1E Snow EE E#1T Windows AMI , &4 EFT18

VirtlO, FLR. NetVCM. Vioinput, Viorng, Vioscsi, Visoserial M VioStor BREIFEX . EAUTH
Microsoft k& % #£F25% (virtio-win-guest-tools-installer) , LAEFE GitHub B9 virtio-win-pkg-scripts f#1%
EEfY Windows B E R EELREHER,

® Note
MRETER VM RREEZEASEEN Snow EiE , VM BREERLAS RAW XK,

37 Windows &

1. 7£ Microsoft Windows Ef& L , EIZFHR W& A devmgmt .mscEABRL Device Manager.
2. EEeeRTP , BEEE  ARBENEERER.

(® Note
¥ Windows 11 , BAZIUATEHRFWEMEE K RAEFEERERREISHE
EEENRERH,
3. ERBEYF  BET—F,
4, BELZERNFEFHEENTE (ER) K RBBET-L,
5. BEBETHAHE K ARBEBET-—F.
6. BEHEHE A RBEESTHRERAEFNER K RBAEE ISOER,
7. HEISORZED , BIEZE Driver\W2K8R2\amd64 B #% , RE S, . INF =R,
8. BIE INF R, BIZFH , AR BERTE,
9. EXRFIRHENZHEE K BRET Y  RLEFXNBRET—FH, ARRIEE Finish (5ER).
ESFAFNREHEANZEELE, ERERTEE  AHESEINECEERE K EHEE LN
B, BXAEERBE,
{EIETERE RS

1. FRERRERCRENRE (E-—THEEARR) BE
2. EEMBRZE  FRMRLEEXENESEARE K RARBERE,

EDHENCRE , CEEREFEEE LBE AMI,
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https://github.com/virtio-win/virtio-win-pkg-scripts
https://github.com/virtio-win/virtio-win-pkg-scripts
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# VM BR{&E A Snowball Edge

g VM Rz ®& |, SR SMEREF—ERE , SREEAGHERS

« £/ VM Import/Export EEwmH — EZEA VM BREEA AWS A AMI B |, BT BUER TET
B HMMEELMNER AWS Snow RIIBTEEXRE, WEFMEENR , F2BVM Import/Export £
RAEEETNER VM EA/EEE VM EASBRE,

- ERGHBHEE LA - BT LUEA AWS OpsHub 5 AWS Command Line Interface () #& VM Bt
BEZEEABHEEAWS CLI,

MEFEA WEFHEF AWS OpsHub , FF2BEZA#E A EL Amazon EC2-compatiblei®E & #17 1&

L

MEFEH WEFEAERA AWS CLI , F2E SERMEEMGAEA Snowball Edge £E&,

[t Snowball Edge BY& ¥ Amazon Linux 2 AMI

& EZAEH Amazon Linux 2 AMIs B AR ITRA , FFEK EL&HH Amazon Linux 2 VM BR{&
AWS Marketplace , A&#&Z VM BREE A Snow KE

1. f£M ssm get-parameters AWS CLI 8 S F &K Amazon Linux 2 AMI B S FTAR# ID AWS
Marketplace,

aws ssm get-parameters --names /aws/service/ami-amazon-linux-latest/amzn2-ami-
hvm-x86_64-gp2 --query 'Parameters[@].[Value]' --region your-region

mEEERE AMI B EFTRE ID, il ami-0ccb473bada910e74,

2. EHZHFH Amazon Linux 2 &, 5528 (Amazon EC2 £AEIER) FHIEEL Amazon
Machine Image (AMI) EEH VM. Amazon EC2 £ Amazon Linux 2 AMI BV S EER& ID 15
ec2 export-imagef@p T H image-id BEIE,

3. fEFA AWS CLI = #% VM BRIREE A Snow & AWS OpsHub,

- MFEMEA WFFMER AWS CLI, B2 S EEEESREE A Snowball Edge £ &,

- WEMSEH BFEME AWS OpsHub |, 3828 £/ SREE A &E Amazon EC2-compatible
AMI AWS OpsHub.,
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https://docs.aws.amazon.com/vm-import/latest/userguide/vmimport-image-import.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/manage-ec2.html
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1% E B MBS IR E A Snowball Edge £i&

A LAE A AWS CLI Al VM Import/Export RTS |, A& E & #EES (VM) BRRE A Snowball Edge £E
% Amazon Machine Image (AMI), EEA VM BRi& 2% , SESMEGEMA AMI , YA EEE AR
Amazon EC2-compatible#{TE &,

B LAE R MR LAFT B8 Snowball Edge #£E R , #& Amazon EC2 #% AMIs T8 Z % E, WE
Snowball Edge £E%& , BERANLER., NEHAEN , F2RRELNEENFTERE,

& LAEA AWS OpsHub £ VM MRER, NEFMEN K BSEAEEPNSREEAGHE
& 58 Amazon EC2-compatible AMI,

&

o SR EEE VM BRGI G HE EEE Snowball Edge &iE
« S8 2 : 7 Snowball Edge FEREMXBEHFFT

- $B 3 EAVMMBEH#A Snowball Edge LEYIRFR

- 4 BHREEMA Snowball Edge L AMI

« B 5 : £ Snowball Edge EH AMI BXBh 11T EI B8

+ Snowball Edge K Eftt AMI B)1E

FHER 1 g VM REILEEH EEZE Snowball Edge &

AWS ZEix 8 VM Import/Export # 8 Amazon EC2 AMI SR#TERE L VM MG | SR EIRE
MEBRLEAEABES VM BRE& | LUER VM BRE,

EEFA VM Import/Export # Amazon EC2 #{TEBEL A VM & , 528 (VM Import/Export
FEHAEER) PHFEA VM Import/Export A TEREL S VM. ZEFEA VM Import/Export #%
Amazon EC2 AMI EEHH & VM & | 5520 (VM Import/Export & 1ER) FRIEREK Amazon
Machine Image (AMI) EEH VM,

MERAMIREELE VM BB |, BFRAMRGAEERE AT Snowball Edge £ & EAE AMI, {RENIIRE
ME , BUgEFERENYIEER,

® Eﬁi*u;%ﬁ«ﬁ%%\nﬁo

. BRETHEE,

- BMREBZEBBRBBEABE (NTP).
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https://docs.aws.amazon.com/snowball/latest/developer-guide/manage-ec2.html#ec2-ami-import
https://docs.aws.amazon.com/snowball/latest/developer-guide/manage-ec2.html#ec2-ami-import
https://docs.aws.amazon.com/vm-import/latest/userguide/vmexport.html
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- MEHXE  FTE SSH LEE£R. HIESRYNAKEIR, WEFHEEN , F2EEA SSH EiR
#| Snowball Edge FHIEE#1T{HEE,

« REMERELESE Snowball Edge £ B L F AR IETEEE,

® Note
/& Snowball Edge % EX{HRIERREBE , FHEE TSRS,

* Snowball Edge B RIEXZEEA RAW BGHEXAV IR,
- Snowball Edge B BIEXZEEA K/ 1 GB El 1 TB HIIRHR,

# VM % L {E = Snowball Edge 2 & F# Amazon S3 /12878

#fE VM RRG%& | i H EEZE Snowball Edge R EHFES /Y S3 @FirRE. B LUEA S3 Edge £
#9 S3 E#ZES s, Amazon S3 HARER LEIRE,

£/ S3 EiEeR L EERMBRMEK
«  fEA cpm T VM RBERERIKE LHRFTE.

aws s3 cp image-path s3://S3-bucket-name --endpoint http://S3-object-API-
endpoint:443 --profile profile-name

MFHBET  F2EFTEEFZEN AWS CLI &5,

£ Snowball Edge EfEF Amazon S3 A E L& VM M &

«  fEM put-object@THRBERERIKE LN FITE,

aws s3api put-object --bucket bucket-name --key path-to-snapshot-file --
body snapshot-file --endpoint-url s3api-endpoint-ip --profile your-profile

MEFHMER , HSHTE Snowball Edge £i& FEH S3 ¥4+

SR g VM BEI K E EEZE Snowball Edge & 193


https://docs.aws.amazon.com/snowball/latest/developer-guide/ssh-ec2-edge.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/ssh-ec2-edge.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/using-adapter-cli.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/objects-s3-snow.html
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$ER 2 : £ Snowball Edge LERESEMEFT]

EEZEEARI , BHXATE Snowball Edge ££i&. Amazon EC2 # £ & LEXE VM Import/Export B
.

@ Note
RAEELFF IR R ABMBRAMR Snowball Edge #i& £

Snowball Edge £#9 VM Import/Export Fr 55 89 55 7

EFRBEAERFZH , FU4EENEGEFEEEY IAM A€ , FF Snowball Edge £& L# VM
Import/Export B#EZAE., AESEEBHEHMEFT , LLAFFEE LR VM Import/Export FEERIEEE
L S3 REFEPHMRE,

BN EEBUR json B

LT REZINAGMENGSEEERES , SUE VM Import/Export AT AFEEEMR S3 REFETEEAN
RER o

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",

"Principal":{
"Service":"vmie.amazonaws.com"

3,

"Action":"sts:AssumeRole"

FHEEBRE json EREI A

ABZBA LR vmimport, BELUER 55 —-role-name BIEETEE -
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aws iam create-role --role-name role-name --assume-role-policy-document file:///trust-
policy-json-path --endpoint http://snowball-ip:6078 --region snow --profile profile-
name

LUTE¥H create-rolefs SHEIHlE H .

"Role": {
"AssumeRolePolicyDocument": {
"Version":"2012-10-17",
"Statement": [
{

"Action":"sts:AssumeRole",
"Effect":"Allow",
"Principal":{

"Service":"vmie.amazonaws.com"

iy

"MaxSessionDuration":3600,

"RoleId" :"AROACEMGEZDGNBVGY3TQOJQGEZAAAABQBBG6NSGNAAAABPSVLTREPY3FPAFOLKI3",
"CreateDate":"2022-04-19T22:17:19.8237",

"RoleName":"vmimport",

"Path":"/",

"Arn":"arn:aws:iam::123456789012:role/vmimport"

BYABHEE

THEFHEEFEFE Amazon S3 FTEMNRIEFT . # Amazon S3 RETREBEELAEFME
WEHE, BWHREIM Snowball Edge £i& , & snow-id BEABMNEH ID, REBHEE &
snow-id BEAREE D, B UEAFEHE S VM Import/Export T #E B AN REBHME,
BEBKE L BUER json HER.

JSON

"Version":"2012-10-17",
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"Statement": [
{
"Effect":"Allow",
"Action": [
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:GetMetadata"
1,
"Resource": [
"arn:aws:s3:snow:account-id:snow/snow-id/bucket/import-snapshot-
bucket-name",
"arn:aws:s3:snow:account-id:snow/snow-id/bucket/import-snapshot-
bucket-name/*"

1

{52 F BRI SR MUK

aws iam create-policy --policy-name policy-name --policy-document file:///policy-json-
file-path --endpoint http://snowball-ip:6078 --region snow --profile profile-name

LA & create-policy #5<5 B H 61,

{
"Policy":{
"PolicyName":"vmimport-resource-policy",
"PolicyId":"ANPACEMGEZDGNBVGY3TQOJQGEZAAAABOOEE3ITIHAAAABWZIPI2VW4UUTFEDBC2R",
"Arn":"arn:aws:iam::123456789012:policy/vmimport-resource-policy",
"Path":"/",
"DefaultVersionId":"v1",
"AttachmentCount":0,
"IsAttachable":true,
"CreateDate":"2020-07-25T23:27:35.690000+00:00",
"UpdateDate":"2020-07-25T723:27:35.690000+00:00"
}
}
BEREEEAE
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BBREZEZLRAG  WRFENFAEERNFR, ETZA#E VM Import/Export IRFSHEEE LW
Amazon S3 TEHRE,

aws iam attach-role-policy --role-name role-name --policy-arn
arn:aws:iam::123456789012:policy/policy-name --endpoint http://snowball-ip:6078 --
region snow --profile profile-name

Snowball Edge £ #Y N E FrEE AV ET A

BR T E4#&1EH Snowball Edge VM Import/Export A2 , REXERREAELEAHEKAGHE
B4 VMIE WEFH], MREBHERAERBEAEHTEAN  REAECKREGMELENGTT , RELE&ET
DR IB LS ER |, REBRIELER 3,

#& T EIRME IAM FFALEE BB TEANERE.

* pass-role

* get-role

BVABHNEE

DUTRAFFEREAS IAM AEHIT get-rolefl pass-roleEERI EHIBUR,

JSON

"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",
"Action": "iam:GetRole",
"Resource":"*"
},
{
"Sid": "iamPassRole",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource'": "arn:aws:iam::*:role/snowball*",

"Condition": {
"StringEquals": {
"iam:PassedToSexrvice": "importexport.amazonaws.com"
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e AR ERE M BUR

aws iam create-policy --policy-name policy-name --policy-document file:///policy-json-
file-path --endpoint http://snowball-ip:6078 --region snow --profile profile-name

LA 2 create-policy &5 B H 61,

"Policy":{
"PolicyName":"caller-policy",
"PolicyId":"ANPACEMGEZDGNBVGY3TQOJQGEZAAAABOOOTUOE3AAAAAAPPBEUM7Q7ARPUES53C6R",
"Arn":"arn:aws:iam::123456789012:policy/caller-policy",
"Path":"/",
"DefaultVersionId":"v1",
"AttachmentCount":0,
"IsAttachable":true,
"CreateDate":"2020-07-30T00:58:25.309000+00:00",
"UpdateDate" :"2020-07-30T00:58:25.309000+00:00"

EEBRE , FEBEREZEE I Amazon EC2 APl & CLI #ELLEAREH IAM A E,

aws iam attach-user-policy --user-name your-user-name --policy-arn
arn:aws:iam::123456789012:policy/policy-name --endpoint http://snowball-ip:6078 --
region snow --profile profile-name

£ Snowball Edge EFFIY Amazon EC2 APIs FTEE#YEF AT

EEEARRE  IAM ERAESEESE ec2: ImportSnapshotHF ., MEFREERFIEFEHAENE
B, A LAMEA ec2: *EF A REBFZEMN Amazon EC2 FEl. A T2 A% E L# Amazon EC2
BRIIRFNGTT, FRAERNABREIBRER :

4 B8 2 : 1£ Snowball Edge LR ESEMFFA 198



AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"ec2:ImportSnapshot",
"ec2:DescribeImportSnapshotTasks",
"ec2:CancelImpoxrtTask",
"ec2:DescribeSnapshots",
"ec2:DeleteSnapshot”,
"ec2:RegisterImage",
"ec2:DescribelImages",
"ec2:DeregisterImage"

1,

"Resource":"*"

e A BRIERE M BUR

aws iam create-policy --policy-name policy-name --policy-document file:///policy-json-
file-path --endpoint http://snowball-ip:6078 --region snow --profile profile-name

LAR 2 create-policy &5 B & H #5461,

"Policy":
{
"PolicyName": "ec2-import.json",
"PolicyId":
"ANPACEMGEZDGNBVGY3TQOJQGEZAAAABQBGPDQC5AAAAATYNG62UNBFYTF5WVCSCZS™",
"Arn": "arn:aws:iam::123456789012:policy/ec2-import.json",
"Path": "/",
"DefaultVersionId": "v1",
"AttachmentCount": 0,
"IsAttachable": true,
"CreateDate": "2022-04-21T16:25:53.504000+00:00",
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"UpdateDate": "2022-04-21T16:25:53.504000+00:00"

EEBRE , FEBEREEZEEK I Amazon EC2 APl & CLI #BELLEAREH IAM A E,

aws iam attach-user-policy --user-name your-user-name --policy-arn
arn:aws:iam::123456789012:policy/policy-name --endpoint http://snowball-ip:6078 --
region snow --profile profile-name

SER 3 EA VM BREBA Snowball Edge LHIIRFR

T—ESRREA VM REMABRE LHIRR, S3Bucket BEMERI S VM RENFEFIrES
¥, S3Key ZHMNERKREFET VM REERNEKRE,

aws ec2 import-snapshot --disk-container "Format=RAW,UserBucket={S3Bucket=bucket-
name,S3Key=image-file}" --endpoint http://snowball-ip:8008 --region snow --
profile profile-name

MEFHMEF , F2E CAWS CLI ts52%E) FH import-snapshot,.

ta SR ET 5.

 [--client-datavalue]
« [--client-tokenvalue]
« [--dry-run]
[--no-dry-run]

- [--m#]

- [--EmE]

« [--kms-key-id value]

« [--tag-specificationsvalue]

Example import-snapshot &S EVE H

"ImportTaskId":"s.import-snap-1234567890abc",
"SnapshotTaskDetail": {
"DiskImageSize":2.0,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/import-snapshot.html
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"Encrypted":false,
"Format":"RAW",
"Progress":"3",
"Status":"active",
"StatusMessage":"pending",
"UserBucket": {
"S3Bucket":"bucket",
"S3Key":"vmimport/image@l"

@ Note

Snowball Edge B HI{EAFBEEE —XBT—BERAPHNEATE. EERBHVEAT
¥ FEFANEEEAH , EEEERS —ETANE R, S UEEEEEZERUER |l
WEA, &7 HRIEE , F2EEANETRENE Snowball Edge &, MREEHME
%%g BEAMEAN, MAEREANFIHE , SSHREE. ZERERBEAEBMRENN
B, CBEATIGS

aws ec2 describe-import-snapshot-tasks --import-task-ids id --endpoint
http://snowball-ip:8008 --region snow --profile profile-name

HER 4 B IRBEEM A Snowball Edge LHI AMI

ERBEALERIIE , BALUEA register-imagem HEME,

(® Note
&R ReE A RER W] A BFRE T AMIL,

MEFBER  F2HE (AWSCLI w2

V5

Z) HH register-images

Example register-image @5 5HY

aws ec2 register-image \
--name ami-01 \
--description my-ami-01 \

S 4 $IREREMA Snowball Edge L&Y AMI
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/register-image.html
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--block-device-mappings "[{\"DeviceName\": \"/dev/sdal\",\"Ebs\":{\"Encrypted\":false,
\"DeleteOnTermination\":true,\"SnapshotId\":\"snapshot-id\",\"VolumeSize\":30}}1" \
--root-device-name /dev/sdal \

--endpoint http://snowball-ip:8008 \

--region snow \

--profile profile-name

DT ZERBEEEIRE JSON W&, MEFHMEEN , F28 (AWS CLI v R28ZE) H register-
image B block-device-mapping 28,

[
{
"DeviceName": "/dev/sda",
"Ebs":
{
"Encrypted": false,
"DeleteOnTermination": true,
"SnapshotId": "snapshot-id",
"VolumeSize": 30
}
}
]

Example register-image 5 H

"ImagelId": "s.ami-8de47d2e397937318"

B8 5 : 1% Snowball Edge LHI AMI BX B 1T 1EI B
EERBHTEE , 520 ( AWS CLI 552#£) $ /8 run-instances,

image-id B2BMERMAB register-image®m S HImageIdN B BE,

aws ec2 run-instances --image-id image-id --instance-type instance-type --endpoint
http://snowball-ip:8008 --region snow --profile profile-name

"Instances":[

{
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/register-image.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/register-image.html
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"SourceDestCheck":false,
"CpuOptions": {
"CoreCount":1,
"ThreadsPerCore":2
},
"Instanceld":"s.i-12345a73123456d1",
"EnaSupport":false,
"ImageId":"s.ami-1234567890abcdefg",
"State":{
"Code":0,
"Name":"pending"
.
"EbsOptimized":false,
"SecurityGroups":[
{
"GroupName":"default",
"GroupId":"s.sg-1234567890abc"

1,
"RootDeviceName":"/dev/sdal",
"AmiLaunchIndex":0,
"InstanceType":"sbe-c.large"

}
1,
"ReservationId":"s.r-1234567890abc"
}
@ Note

BB AT LAER AWS OpsHub REXEN B 1TIEEE ., MEFHMEN , FSRAERFHEEHE
Amazon EC2-compatible#i 1T {E B,

Snowball Edge BYE A AMI B)E

ISR LAE A H A AWS CLI fh B REFIZREBEAMRE, BSEEANREBHFMEN. BUEEARR , %
K7 AR R 2 R MIBRREUHEEMIR R

£ Snowball Edge £ EE#7 1R BR [E A AR AE

EEEFEAEENB ARG | BRI LA#IT Amazon EC2 describe-import-snapshot-tasksdn
To W HXE LW ENEEtask-state,
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https://docs.aws.amazon.com/snowball/latest/developer-guide/manage-ec2.html#launch-instance
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Example describe-import-snapshot-tasks T H

aws ec2 describe-import-snapshot-tasks --import-task-ids id --endpoint http://snowball-
ip:8008 --region snow --profile profile-name

Example describe-import-snapshot-tasks G S #HH

"ImportSnapshotTasks": [
{

"ImportTaskId": "s.import-snap-8f6bfd7fc9ead9aca",

"SnapshotTaskDetail": {
"Description": "Created by AWS-Snowball-VMImport service for

s.import-snap-8f6bfd7fc9ead9aca",

"DiskImageSize": 8.0,
"Encrypted": false,
"Format": "RAW",

"Progress": "3",

"SnapshotId": "s.snap-848a22d7518ad442b",
"Status": "active",

"StatusMessage": "pending",

"UserBucket": {
"S3Bucket": "bucketl",
"S3Key": "imagel"

(® Note
B TREETRBE 7 RABNERIERBEMBREBNBE L, BFREZE Name=task-

state, Values=active | deleting | deleted | completed

BT AXETISH.

« [--dry-run]

 [--no-dry-run]
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HUE Snowball Edge £ #YFE AL

EEZBUHEAET , BT cancel-import-task@®,

Example cancel-import-task & HY

aws ec2 cancel-import-task --import-task-id import-task-id --endpoint http://snowball-
ip:8008 --region snow --profile profile-name

Example cancel-import-task ap S HiHH

{
"ImportTaskId": "s.import-snap-8234ef2a@lcc3b0c6",
"PreviousState": "active",
"State": "deleting"

}

@ Note

REKRRER B TAMRENER S 8ERUH.
LI R TXE TS E,
« [--dry-run]

« [--no-dry-run]

#& Snowball Edge LAY IRER

BARRBE , BUUFEARGSRERRE, EEMHRRE , ZUUEALTEAEKE
FEsnapshot-idsH YRR ID BA . Las S ZES volume-id, M #ITH HstatusHEF
Estart-time,

Example describe-snapshots &5 H

aws ec2 describe-snapshots --snapshot-ids snapshot-id --endpoint http://snowball-
ip:8008 --region snow --profile profile-name
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Example describe-snapshots @ H Y

"Snapshots": [
{

"Description": "Created by AWS-Snowball-VMImport service for s.import-
snap-8f6bfd7fc9ead9aca",

"Encrypted": false,

"OwnerId": "123456789012",

"SnapshotId": "s.snap-848a22d7518ad442b",

"StartTime": "2020-07-30T04:31:05.032000+00:00",

"State": "completed",

"VolumeSize": 8

T AXETISH,

 [--restorable-by-user-idsvaluel

« [--dry-run]

« [--no-dry-run]

# Snowball Edge £ & fl R R B8

EEBRECHEATEEENRR , BYLUEA delete-snapshot@fo

Example delete-snapshot & HHY

aws ec2 delete-snapshot --snapshot-id snapshot-id --endpoint http://snowball-ip:8008 --
region snow --profile profile-name

@ Note
Snowball Edge T X EMBRERFEMRERIEES AMI REEHRE,

ST XETISH,
« [--dry-run]
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[--no-dry-run]

£ Snowball Edge EEUHEM AMI

EEZFCHEMABEEAMIs , BRI L#T deregister-imagedto. BRI FXEBEUHEMER S
EAER AMI,

Example deregister-image i S #Y

aws ec2 deregister-image --image-id image-id --endpoint http://snowball-ip:8008 --
region snow --profile profile-name
HHRTAZETISH

« [--dry-run]
« [--no-dry-run]

#£ Snowball Edge % & E{EH AWS CLI M API &4k

£ AWS Command Line Interface (AWS CLI) % API #4E7E Snowball Edge L& 1 IAM, Amazon
S3 # Amazon EC2 s o8 |, B E# $6Eregion® "1 snow, BALUMEMR AWS configuresHi
WEASRBITIIRE | 0T FIEEHIFT R,

aws configure --profile ProfileName
AWS Access Key ID [None]: defgh

AWS Secret Access Key [None]: 1234567
Default region name [None]: snow
Default output format [None]: json

/)

aws s3 1ls --endpoint http://192.0.2.0:8080 --region snow --profile ProfileName
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Snowball Edge £1E& #4117 {E 88 /Y8 B& #H &E

£ Snowball Edge I RAENEEHTEREE , BLEAEBEURRNHERAHEREMM IP bk, Snowball
Edges XEMERANMEKAE | ERMERFAEMNEEARRTE.,

EEMERETE (VNI) - ERFERREREEHFZE Snowball Edge = EC2-compatible$i 1T 88 HY 2 2@ 5%
SHE., BRERESEHAEEREAE , HXEASE EC2-compatible#A TEE L VNI, B&iB VNI B
FEZRERENREFHARE, BRAAS VNIsEZ A XiEE Snowball Edge HE BB EZIBE T
2] 8

(® Note

VNI #4 F FAZE Snowball Edge HIHHFEE 5 H (RJ45. SFP+ =% QSFP), EEANKE
EENEBRFAEITEMNERRELEY VNI et 2B EEINGE R,

B S E (DNI) - B A (DNI) 2 —EERMERINE , IRAZSHEESER. EakaNa
HIrHEEARS, EBAMTERIESR layer 2 BRER , MAZEFTMANEZREGE , BT LR
& Snowball Edge #BRSHAEM M | S NEMIZ AL, DNIsZIE VLAN ZEA E 3T MAC #z3t, DNIs
FHRETZZLEHERE,

£ Snowball Edge #i& £ , DNIs AT LLEE RJ45, SFP = QSFP EIZEBEE VB, SEERERZERS
%12 63 DNIs, DNIsT%ELEFREE Snowball Edge B+ EE B AR EZ 2 HRIH

(® Note
Snowball Edge #F&EL (A EC2 EEIhEE ) £BT & DNIs,

&

« Snowball Edge DNIs 5} VNIs %R &4

« 7£ Snowball Edge LEREEEHEERE (VNI
« 7£ Snowball Edge LR EBEZHAERE (DNI)

Snowball Edge DNIs 5 VNIs 5t iR &4

F%E VNI 2% DNI 2 8 , SBHEELRE T T 5 5T R RHEF
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1. FERELHEBABR, MACHHS —ERROENE  5IN RIS EES | SHEM P i
2.

2. BEW{SERIZRTE Snowball Edge LfEA 2 BN A EAMEBEBA IP ik,
3. EXXE Snowball Edge Al Fi%, MFEFHMEF , 52 BERE Snowball Edge Al FiwHIEEERE,

4. FRE AWS CLI, WFEFMEN , 5528 AWS Command Line Interface  EAEERE) FMH AM
AWS CLl,

5. HMEHRE.

- fEF AWS OpsHub f#iHKE. MFRFHMER , FSRER I Snowball Edge AWS
OpsHub,
« £ Snowball Edge AR Fikf#HEE, MEFMEN , FS B Snowball Edge,

6. TEZE LRE EC2-compatible#1TER ., EAFEIL VNI B 31T 18 88 /Y BF Bk

7. {#/ Snowball Edge i Fi%#11T describe-device®$. P HNMHIGIEHERMERNAE IDs
RBEE. WERFMEN , 52 MmE Snowball Edge AIIREE,

8. WMREEAMNERMXAMEID, UKHELT,

£ Snowball Edge L% EEHMR R E (VNI)

AP ERMERAEN ID 2%, BULFAZERRAAREEEREERE (NI, SRATIRERRE
VNI, 23 VNI 28l , SR ABIT R ER

I VNI YR 1P bt

1. {£M Snowball Edge i Fif#l1T create-virtual-network-interface®m®. TF5I&iHIFREA
FAMETRER IP it iR A% (DHCP = STATIC) #fTIH &5, It DHCP Al A ERE X #4E
REBAAHE (DHCP),

snowballEdge create-virtual-network-interface \
--physical-network-interface-id s.ni-abcd1234 \
--ip-address-assignment DHCP \

--profile profile-name

//0R//

snowballEdge create-virtual-network-interface \
--physical-network-interface-id s.ni-abcd1234 \
--ip-address-assignment STATIC \
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--static-ip-address-configuration IpAddress=192.0.2.0,Netmask=255.255.255.0 \
--profile profile-name

ZMPEEEEE IP ity JSON i, BT IP it |, IEBRERFHHE ec2
associate-address AWS CLI s S# B EA,

BELEEL IP itk | B LUEA Snowball Edge A Fiw#$ describe-virtual-
network-interfaces Snowball Edge Al Fikan &2 AWS CLI fnFaws ec2 describe-
addressesXKEIB T,

2. fEFA AWS CLI # IP #u3it B8 EC2-compatible B {TERE L@ ST EXFZRRAENE

aws ec2 associate-address --public-ip 192.0.2.0 --instance-id s.i-01234567890123456
--endpoint http://Snowball Edge physical IP address:8008

#£ Snowball Edge L% E##8EK SR E (DNI)

(® Note

B MEINEEE 2021 £ 1 A 12 HEXRR 2K EM , W AT1E Snowball Edges 1R EMNFTE
AWS B R,

Snowball Edge £ DNI 89 58 R &4

R EEEEER SR (DNI) 281 , BBHEIAIT ERGEH ERPRES.

1. 7EE%7E DNI 2 BU#I 1T o R R - 1EH, WMERA , F2 B Snowball Edge DNIs = VNIs Fo R4 o

2. kAN BABEERE LB TEE. B VNI, WASHESTEEEEE., WERE  FS
BS7E Snowball Edge 337 BB A E (VNI)o

® Note
MREZEBin-the-lield NBEFNKEZBEMEERAFLRE , I RENBBREMAX ,
REST 2 BUA L ThRE
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¥ DNI I B35 IP bt

1. BTTYeS , BEVEZEEKRAEEAHEREZEE Amazon EC2-compatible# 1T858, T—1{E%
BEELEBEMN MAC ttbilt,

create-direct-network-interface [--endpoint endpoint] [--instance-id instancelId]

[--mac macAddress]
[--physical-network-interface-

id physicalNetworkInterfaceId]
[--unlock-code unlockCode] [--vlan vlanId]

OPTIONS

--endpoint <endpoint> EENERVIFKE. BEENHHSEEH httpsHEBHRREZ IP
3Ry URL, HiIg0 , tIREBH IP 3t B 123.0.1.2 , BIEEMIKEEE https://123.0.1.2,

--instance-id <instanceld> EE#ZFEHI EC2-compatible#|{T{EEE ID (ZEA ).
--mac <macAddress> FXEMEREH MAC ik (F#A ).

--physical-network-interface-id <physicalNetworkInterfaceld> BEEHFE
VHHERARADNERBERAE ID. BALUEA describe-devicedn HR¥IE Snowball
Edge AT AN ERBENE.

--vlan <vlanld> JRENHEHIER VLAN (EH ), EERK , #AEEXNMAEREHSUE
EM VLAN ID 852, BAGRESHHIEEN VLAN ID ETEE , Y EESERHTEE 289 ST
A VLAN Z%,

2. E3 DNI M HE EC2-compatible#{TEBE B <& , BXHETE Amazon EC2-compatible#
TERRETRMIRMHEREE,

- BAREE  WRFEIB eth0 EiXE EC2-compatible#{TEEE/BEIEBi 2 VNI B A,
- FEBFSSANEEBERAMBREATERMEMER DCHP SFEE IP,
LU 2 Amazon Linux 2 1 CentOS Linux #{TiELL4AREE T AY Shell IESIEEH,

Amazon Linux 2

# Mac address of the direct network interface.
# You got this when you created the direct network interface.
DNI_MAC=[MAC ADDRESS FROM CREATED DNI]
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# Configure routing so that packets meant for the VNI always are sent through
etho.

PRIVATE_IP=$(curl -s http://169.254.169.254/1atest/meta-data/local-ipv4)
PRIVATE_GATEWAY=$(ip route show to match 0/0 dev eth® | awk '{print $3}')
ROUTE_TABLE=10001

echo "from $PRIVATE_IP table $ROUTE_TABLE" > /etc/sysconfig/network-scripts/
rule-eth@

echo "default via $PRIVATE_GATEWAY dev eth® table $ROUTE_TABLE" > /etc/
sysconfig/network-scripts/route-eth0

echo "169.254.169.254 dev eth@" >> /etc/sysconfig/network-scripts/route-eth@

# Query the persistent DNI name, assigned by udev via ec2net helper.
#  changable in /etc/udev/rules.d/70-persistent-net.rules
DNI=$(ip --oneline link | grep -i $DNI_MAC | awk -F ': ' '{ print $2 }')

# Configure DNI to use DHCP on boot.
cat << EOF > /etc/sysconfig/network-scripts/ifcfg-$DNI
DEVICE="$DNI"

NAME="$DNI"

HWADDR=$DNI_MAC

ONBOOT=yes

NOZEROCONF=yes

BOOTPROTO=dhcp

TYPE=Ethernet

MAINROUTETABLE=NnoO

EOF

# Make all changes live.
systemctl restart network

CentOS Linux

# Mac address of the direct network interface. You got this when you created the
direct network interface.

DNI_MAC=[MAC ADDRESS FROM CREATED DNI]

# The name to use for the direct network interface. You can pick any name that
isn't already in use.

DNI=ethl

# Configure routing so that packets meant for the VNIC always are sent through
etho

=nes
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PRIVATE_IP=$(curl -s http://169.254.169.254/1latest/meta-data/local-ipv4)
PRIVATE_GATEWAY=$(ip route show to match 0/0 dev eth® | awk '{print $3}')
ROUTE_TABLE=10001

echo from $PRIVATE_IP table $ROUTE_TABLE > /etc/sysconfig/network-scripts/rule-
etho

echo default via $PRIVATE_GATEWAY dev eth@® table $ROUTE_TABLE > /etc/sysconfig/
network-scripts/route-eth@

# Configure your direct network interface to use DHCP on boot.
cat << EOF > /etc/sysconfig/network-scripts/ifcfg-$DNI
DEVICE="$DNI"

NAME="$DNI"

HWADDR="$DNI_MAC"

ONBOOT=yes

NOZEROCONF=yes

BOOTPROTO=dhcp

TYPE=Ethernet

EOF

# Rename DNI device if needed.

CURRENT_DEVICE_NAME=$(LANG=C ip -o link | awk -F ': ' -vIGNORECASE=1 '!/link\/
ieee802\.11/ &% /'"$DNI_MAC"'/ { print $2 }')

ip link set $CURRENT_DEVICE_NAME name $DNI

# Make all changes live.
systemctl restart network

£ SSH E#E 2| Snowball Edge Lt #YiE E 317 58

ZZE# A Secure Shell (SSH) E#£Z Snowball Edge EHEEH1TEE , BETHRE A IRHEET
SSH &8,

o BAILAVERINERLUTEBEER |, 124t Amazon Machine Image (AMI) #9 SSH £i8, WMEFHFME
A, F2EEMEKLLETE Snowball Edge,

. !ﬁTL}{EE:‘ZEEA Snowball Edge HYE#EHERAREREE | 121t AMI B9 SSH £, MEFME
BB EREESREEA Snowball Edge £iE&.,

« ®TTLATE Snowball Edge LBV 8% K WREFAZABEEN A ESBRBHTEE., MEFH
&R , 528 (Amazon EC2 fFAEIERE) FHIEA Amazon EC2 B £#8¥ . Amazon EC2

7,
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EiB SSH EREHITER

1. FRELNERECHMER. EREMBRAHRETE. WFFMEF , F2H# Snowball Edge
EEEE SR AR

2. ERFCHEEHTEBETHEKERE. MEFHMENR ,
RS,

3. EERELEFETARLISESTEEN PEM = PPK £#8%, fEM X ENEERELER,
i T PEM ERAERE,

4. BB SSH ERIIHTER , MTH R TEPIAT R, IP bt REFESnowball Edge LEEHITERE
HY MR AE RE AP ER TE 2 EE SR MBS SR (VNIC) BY IP ek,

§52BSnowball Edge LiEE#H1TEERN

3

ssh -i path/to/PEM/key/file instance-user-name@l92.0.2.0

ﬂliH.

WMEFMAENR ,
Amazon EC2

28 (Amazon EC2 FHEER) M SSHIEMEE Linux HIT1EEE,

15 & £t EC2-compatibleEE #1TE R E&H ZI4HRE Snowball Edge
E# S3 REFETRE

& LATEFEEBY Snowball Edge #£i& L | Eﬁﬁﬂ?ﬂlﬁgﬁ Amazon S3 EFErEzHERE
Bl BULUERAZEN AWS CLI s S HEEN R RETIHERE, Sl REEVEKER
#Fsbel.xlargeH{TIEE DI B ﬁ%i*ﬁlﬁ%ﬁtﬂ@ Amazon S3 f##Fkramzn-s3-demo-
bucketf. REZETE Snowball Edge 2 E£ A Amazon S3 A fEFhttps://S3-object-
API-endpoint:443, FEERATIER.

f£48[E Snowball Edge LM EEHTREBERZFIrB o HEHER

1. fEA SSH ERI#TEE.

2. T#HI%LHE AWSCLl, NMBENEITEENE AWSCL , FTFRKIELEE., NEFHEEHR , F2
BIZ % AWS Command Line Interface.

3. BEEHTEE AWS CLI L8 FREBMEA Snowball Edge L# Amazon S3 i, MEFME
# , FSB7E Snowball Edge EEVS I A A # Amazon S3 B AE R,

4. 1£ Snowball Edge &5 LA ER Amazon S3 AR EERE@WER, Fl
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstancesLinux.html
https://docs.aws.amazon.com/cli/latest/userguide/installing.html
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aws s3 cp ~/june2018/results s3://amzn-s3-demo-bucket/june2018/results --recursive
--endpoint https://S3-object-API-endpoint:443

B B B& EC2-compatible$ 1T {E &

Snowball Edge AF w2\ W o SFIRmE (CL) BAER , BUUERERHIT. BALUFERACE
Snowball Edge £#EBHEBEHEE LT —LEEBEK, WFEWNMAFER Snowball Edge A Fimfy &
A, BEWARREBNE LR , 55268 ZENEA Snowball Edge A F i,

ZAIE T EXRIEEFTERISERN Snowball Edge A Fiktr SAHEAEA , SIEFEREHI,

WMEESE T LATE AWS Snowball i##% & L FEAK Amazon EC2-compatiblein /5 E , F2H
Snowball Edge £ #H#) EC2-compatible AWS CLI &5

£ Snowball Edge L% 37 E2 EC2-compatible BB 4H 78

& Z1E AWS Snowball ##% & L #FIHE B ERAEIEE Amazon EC2-compatibleiZEH 1TE , &7
LS BB AHRE, EEIEHM , 35 H snowballEdge create-autostart-configurationd
'I'-I y ﬂUTFﬁT\o

A&

snowballEdge create-autostart-configuration --physical-connector-type [SFP_PLUS or RJ45
or QSFP] --ip-address-assignment [DHCP or STATIC] [--static-ip-address-configuration
IpAddress=[IP address],NetMask=[Netmask]] --launch-template-id [--launch-template-
version]

E# Snowball Edge EC2-compatible Bk Eh#8 5&

= EE# Snowball Edge FHYRERAEIFERE , A snowballEdge update-autostart-
configuration®i®. AZNMTAITR. EEMAREAMEERE , FBIEE --enabled ¥,

A&

snowballEdge update-autostart-configuration --autostart-configuration-arn [--physical-
connector-type [SFP_PLUS or RJ45 or QSFP]] [--ip-address-assignment [DHCP or STATIC]]

[--static-ip-address-configuration IpAddress=[IP address],NetMask=[Netmask]][--launch-
template-id] [--launch-template-version] [--enabled]
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flEx Snowball Edge EC2-compatible Bt Eh4H &

EEMBRTBFERANRBEERE |, 556 snowballEdge delete-autostart-configurationd
T, WTFR.

R&

snowballEdge delete-autostart-configuration --autostart-configuration-arn

5| 4 Snowball Edge EC2-compatible X B 4 7

& E 5 18 1E Snowball Edge EZEHYRRENMERE , 55 A describe-autostart-
configurations®@< , M TR

R&

snowballEdge describe-autostart-configurations

£ Snowball Edge 7837 E ¥ R

= E 7 Snowball Edge E#TEEHTEBESEE NFS MH , AR ERBERE (VNI). ZE
Snowball Edge &8 = @& /T NICs) , I ENSEMEB N MEEHIEE, EEARAAMREET M
A RJ45, SFP Hl QSFP ;E#Zig,

@ VNI SR UEE VNI HER , MESTUETESE NIC HEBNESHE NI, FEEVER

B mE , 356/ snowballEdge create-virtual-network-interface @,

(® Note

EEAR --ip-address-assignment S8/ STATIC #IEK , --static-ip-
address-configuration Z28FE¥.

A&

BOLEBMES RFEAG T : 25%E Snowball Edge A F % , B AERE Snowball Edge A Fif
T 56 A€ HIEE R B R E Snowball Edge A Fimty %o
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snowballEdge create-virtual-network-interface --ip-address-assignment [DHCP or STATIC]
--physical-network-interface-id [physical network interface id] --static-ip-address-
configuration IpAddress=[IP address],NetMask=[Netmask]

T 5l A 6| R RERE Snowball Edge Al Fiwiy 5%,

snowballEdge create-virtual-network-interface --endpoint https://[ip address]
--manifest-file /path/to/manifest --unlock-code [unlock code] --ip-address-

assignment [DHCP or STATIC] --physical-network-interface-id [physical network interface
id] --static-ip-address-configuration IpAddress=[IP address],NetMask=[Netmask]

Example#ifl : 23 VNIC (f£/ DHCP)

snowballEdge create-virtual-network-interface --ip-address-assignment dhcp --physical-
network-interface-id s.ni-8EXAMPLEaEXAMPLEd
{
"VirtualNetworkInterface" : {

"VirtualNetworkInterfaceArn" : "arn:aws:snowball-device:::interface/
s.ni-8EXAMPLES8EXAMPLET",

"PhysicalNetworkInterfaceId" : "s.ni-8EXAMPLEaEXAMPLEd",

"IpAddressAssignment" : "DHCP",

"IpAddress" : "192.0.2.0",

"Netmask" : "255.255.255.0",

"DefaultGateway" : "192.0.2.1",

"MacAddress" : "EX:AM:PL:E1:23:45",

"MtuSize" : "1500"

14320 FE % 40 % SR T

EERRBCHEEELEIHN VNIC , 5BFE A snowballEdge describe-virtual-network-
interfaces %, AZM TR,

A&

A LEBRMES N FEALG T . BERE Snowball Edge A F % , 5ik5%E Snowball Edge A F i,
T 545 R g5 I8 R 2 5% € Snowball Edge FIFiwH 3%,

snowballEdge describe-virtual-network-interfaces
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T %I 46 A €551 B 7R R BR E Snowball Edge A Fimfy 75 3%,

snowballEdge describe-virtual-network-interfaces --endpoint https://[ip address] --
manifest-file /path/to/manifest --unlock-code [unlock code]

Example#ifl : 5288 VNIC

snowballEdge describe-virtual-network-interfaces

L

"VirtualNetworkInterfaceArn" : "arn:aws:snowball-device:::interface/
s.ni-8EXAMPLES8EXAMPLES",

"PhysicalNetworkInterfaceId" : "s.ni-8EXAMPLEaEXAMPLEd",

"IpAddressAssignment" : "DHCP",

"IpAddress" : "192.0.2.0",

"Netmask" : "255.255.255.0",

"DefaultGateway" : "192.0.2.1",

"MacAddress" : "EX:AM:PL:E1:23:45",

"MtuSize" : "1500"

ol

"VirtualNetworkInterfaceArn" : "arn:aws:snowball-device:::interface/
s.ni-1EXAMPLE1EXAMPLE1",

"PhysicalNetworkInterfaceId" : "s.ni-8EXAMPLEaEXAMPLEd",

"IpAddressAssignment" : "DHCP",

"IpAddress" : "192.0.2.2",

"Netmask" : "255.255.255.0",

"DefaultGateway" : "192.0.2.1",

"MacAddress" : "12:34:5E:XA:MP:LE",

"MtuSize" : "1500"

¥ # Snowball Edge /Y E BB M

BYEERMKAE (NI 2% , B0 LAEA snowballEdge update-virtual-network-
interfacem T EHMEMALE, RBMHIFE VNI B9 Amazon Resource Name (ARN) 2% , BREAEE
N EMTRREMEE.

A&

A LUEBMES N AL G : ©ERE Snowball Edge A F % , SiRE&E Snowball Edge A Fif.
T 54 F g5 B R B2 5% E Snowball Edge FI BRI 3%,
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snowballEdge update-virtual-network-interface --virtual-network-interface-arn [virtual
network-interface-arn] --ip-address-assignment [DHCP or STATIC] --physical-network-

interface-id [physical network interface id] --static-ip-address-configuration
IpAddress=[IP address],NetMask=[Netmask]

T %I 5 A & I R R E& TE Snowball Edge A Fimty 7%,

snowballEdge update-virtual-network-interface --endpoint https://[ip address] --
manifest-file /path/to/manifest --unlock-code [unlock code] --virtual-network-
interface-arn [virtual network-interface-arn] --ip-address-assignment [DHCP or STATIC]

--physical-network-interface-id [physical network interface id] --static-ip-address-
configuration IpAddress=[IP address],NetMask=[Netmask]

ExampleZifl : E# VNIC (£ DHCP)

snowballEdge update-virtual-network-interface --virtual-network-interface-arn
arn:aws:snowball-device:::interface/s.ni-8EXAMPLEbEXAMPLEd --ip-address-assignment
dhcp

i B% Snowball Edge B9 E #E4EE& SR

= EMIBRE B SE (UNI) , BALIEA snowballEdge delete-virtual-network-
interface® o,

A&

A LEBMES RN FEAL G S | ©ERE Snowball Edge FI Bl , 8ik5%E Snowball Edge A F i,
T 5 A E IR B 5% E Snowball Edge A BiwH %o

snowballEdge delete-virtual-network-interface --virtual-network-interface-arn [virtual
network-interface-arn]

T %I €8BI FE R AR E Snowball Edge A Fimty %,

snowballEdge delete-virtual-network-interface --endpoint https://[ip address] --
manifest-file /path/to/manifest --unlock-code [unlock code] --virtual-network-
interface-arn [virtual network-interface-arn]
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Example£i5l : ik VNIC

snowballEdge delete-virtual-network-interface --virtual-network-interface-arn
arn:aws:snowball-device:::interface/s.ni-8EXAMPLEbEXAMPLEd

£ Snowball Edge L5 EC2-compatibleli B4

BRI LAE T EHE Amazon EC2-compatiblelim BBV BIE, EA LIRS , B LA A EE Amazon EC2-
compatible API g€ | IR KT A X EEEH Amazon Machine Image (AMIs) FiEEH1TE R,

#& EC2-compatibleir; s E % Snowball Edge £# AWS CLI i 2

EI&EH AWS CLI [a] AWS Snowball i##& £ER Ha S , B LUEEIRE 28 Amazon EC2-
compatiblei B, BRI LLEIZEMEA HTTPS IREH AL 2/ HTTP %% , M TR,

HTTPS 4B

aws ec2 describe-instances --endpoint https://192.0.2.0:8243 --ca-bundle path/to/
certificate

HTTP &4 im 2
aws ec2 describe-instances --endpoint http://192.0.2.0:8008

MREMER HTTPS in B 8243 , BEWPNERBERBMNE, LhiNZERiEIB Snowball Edge E R
HERELENRERER, BTEEZE UM HREFE LAY ca-bundle. pem EBR, A& A6 &
ALAERE AWS CLI SRERE , LEBEBRNEBE , TR,

W& AR 1Y B % B2 Amazon EC2-compatibleiis B2 37 B3 H

1. 7% Snowball Edge E#ZEZIEFRMMR , ARGHRR.
2. ERETHBEHE 6 B THEAREBER LN P it
3. REMELNRIHE , FBELETE ping Snowball Edge.
4

B IHE P HIT snowballEdge get-certificate v, MEMGSHFMENR |
BI4E Snowball Edge - BB/ E SR EBH.

# snowballEdge get-certificate W HHEEHMBEFERER , 10 ca-bundle.pem,
6. REMKIHEEAETTIIWS,

Y
*

o
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aws configure set profile.snowballEdge.ca_bundle /path/to/ca-bundle.pem

EAEREES  TUERAEEAREAEE, BRRISENHRERAT CLIHH.
Snowball Edge £ #8#J EC2-compatible AWS CLI &%

B E] LAEIBEE Amazon EC2-compatiblein® , 7 Snowball Edge £ & L BB EEHTEE, SERH
BHF L Amazon EC2 CLI i 5 %1 AWS SDKs M EIE, MNERBREMRE HWER AWS CLI,
BIFIETE AWS B B E AWS CLI FEIERLE | F2E AWS Command Line Interface £ &5,

Snowball Edge £ X ##) EC2-compatible AWS CLI & /& EE

& T LATE T E % ZE Snowball Edge & F X /1 Amazon EC2 AWS CLI &5 5 #3187/ R,
REGSHRBEAREATIE  AIFTEXE, ZAUEEGRTESRETZTXENEE, T8 , RES

ZHELE D o

- associate-address — #E#E IP #hut EEHTERE VR K UETHE I =(AERBERAENHEF—E
A :
* --instance-id — E— sbe #{T{EM 1D,
« —public-ip - EFRFEETEBMESR P i,
» attach-volume — #& Amazon EBS i BEZERE LW ESF LT HOIATERE , XEHAEEN
REZBBELFEEHITHEE.
« -—-device value - £EZ M,
« —-instance-id — B & Amazon EC2-compatible#l{T{EE&H ID,
« --volume-id value — EBS B [EH ID,

« authorize-security-group-egress — % — = Z {El# H R BIFT € E 2 2848 , SAEE Snowball Edge %
EREEA, #Hil2  EABEATHTERBKRESEEE —ZEE ik IPv4 CIDR it E5E,
WMEHMERR , FF2BFEH Snowball Edge R 2B ERFIBERE,

« —-group-id value - &M ID
e [--ip-permissions value]l - —=%1@ IP ¥ A&,
» authorize-security-group-ingress — # — R ZEM AR BIFHIFEL £ FE, Y authorize-
security-group-ingress K , #2%4EIEE group-name = group-id 1B,
[--group-name value]l - Z£EHENERE,
« [--group-id value]l - Z£&#HM ID
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+ [--ip-permissions value] - —=HZ1@ IP FF %,

* [--protocol value] IP BB E. AIEEEA tcp. udp & icmp. BRIEEIETE "all protocols" HI{E
(-1), BRIFEE --port 51 &,

* [--portvalue]l -¥R TCP & UDP , AFFEEBENEE, MERURE-—BHNEHEE (&F/ME
ERKE)

BN ICMP , E—E & E (type-code) , HHH type Kk ICMP FHE®mHE , ™ code KK
ICMP Ri&#R5%. -1 EXRTAAE ICMP BEMWFE ICMP 1§, type ¥V -1 BEIELIEE ICMP B
HEFRAE ICMP K&,

e [--cidrvalue] -CIDRIP &H&,

- create-launch-template - B B E A, RBHERXTSMBBTERNSE., EEER
RunInstances MMEBI#TERE , AIEERMBEAMEBEEFZRIREEMEB 2., BEALERS
ALY 100 {ESEAN,

« --launch-template-name string - FXEV &AM B &,
« --launch-template-data structure - AEBVEARNEH. ZEATBM :
* Imageld

« InstanceType
* SecurityGrouplds
* TagSpecifications

* UserData

JSON % :

"ImageId":"string",

"InstanceType":"sbe-c.large",

"SecurityGroupIds":["string", ...],

"TagSpecifications":[{"ResourceType":"instance", "Tags":
[{"Key":"Name", "Value":"Test"},

{"Key":"Stack","Value":"Gamma"3}]3}],

"UserData":"this is my user data"

}

« [--version-description string] - BAENEAE —BIRAHER,
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« --endpoint snowballEndpoint — AJE & Amazon EC2-compatible API &€ | IR ERET S
XNEREEHTERNE. WRKFHEN , F2E 4 EC2-compatiblelin ¥ 15 E 4 Snowball Edge
EH AWS CLI 3w 2,

« create-launch-template-version — BEREV IR M FARA, & 1] LAS E IR A 1Y BL B & A AR AR 4T hix

AWER, RBEAMASREEVIEFETRR. SEEEE, SENBRABELSNREE.
BEMBHEANZFSAET 100 EIRE.

EFERPIEEMBER ID SREBEREE,
» --launch-template-id string — EXE &4 1D,
« --launch-template-name string - EXEV &AW BB,
« --launch-template-data structure - BAEBVE AW EH. ZEATBM :
* Imageld
e InstanceType
* SecurityGrouplIds
 TagSpecifications

* UserData

JSON % :

"ImageId":"string",
"InstanceType":"
"SecurityGroupIds":["string", ...1],
"TagSpecifications":[{"ResourceType":"instance", "Tags":
[{"Key":"Name", "Value":"Test"},
{"Key":"Stack","Value":"Gamma"}]}],

"UserData":"this is my user data"

sbe-c.large",

}
 [--source-version string]l - FThRAHIERENEEARRAHRER . FTRY MR 24 2 AH B R 45 i 2 B9 JBX
28 , {881 launch-template-data FIEEMNS BRI
« [--version-description string] — EXB)EIZA5E —ERRAH R

+ --endpoint snowballEndpoint — AJ & A Amazon EC2-compatible API ig4E | LI ERET S
NEHEEHEMTERNE. WHEFMENR , F2E EC2-compatibleir &5 E 4 Snowball Edge
+F# AWS CLI i 2,
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- create-tags - MERBRIEETERN —RZEER. SEAERNLREA 50 FER, SEAERETES
RE|RERAE, ERNERRSIBUXARK -, XEUTER :
 AMI
- BITER
- RRENE A
- REEHA

« create-security-group — £ Snowball Edge EEB Z£ 8, BRZWLEN 50 A28 H, B3
REBFER  BUEELMESRER !

« --group-name value - ZZ=HHEAN B,
« --description value - K E#HENHR. LLERAEHRSE, LENRESRZ A 255 BF .
- create-volume - BV TiBEF|EE FHN#TEEA Amazon EBS B E,
[-size value] - REBEEHIA/N , B GiBsBEM , AL 1 GiB E 1 TB (1000 GiBs).
[--snapshot-id value] - fHEIH#ERERNRE,
[--volume-type value]l - B{ER[EFEE, MARIEEL(IE , BERA sbgl. AEMNESEUT :
* sbgl EARBMHERE
« sbpl EAM SSD WikE
[--tag-specification value] - EZEVHEEAZHEENERERBE,
- delete-launch-template — MIBREA BN EEAS, MHIERERENE A S MBRE B FTE A

ERERFIEEMBER ID ABHELRERE,
+ --launch-template-id string — B(E) &4 ID,
« --launch-template-name string - BB E AN BT,

« --endpoint snowballEndpoint — AJ & A Amazon EC2-compatible API ig4E | LA ERET A
NEHEEHEMTERNE. WHEFMENR , F2/ EC2-compatibleirn F 1§ E 4 Snowball Edge
+F# AWS CLI i 2,

« delete-launch-template-version — MHBREXEY ETASHY — R ZBRR AR, S8 54 M BRI B & AN Y FE ER
R BUBRERTENRAMATERE, WREZRETEMEBEROME—RAE , BIEA delete-
launch-template 5+ 3R Ml BREE & A B €5 A<,

EFERPIEERMBEAR ID IREBEREE,
* --launch-template-id string — B{E) &4 ID,
« --launch-template-name string - BXEV &AM B &,
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- --versions (BB ) "string" "string" — EMIBRAY — K 2 B R E €8 A KR AN B MR AN w5 o

« --endpoint snowballEndpoint — AJZE&E A Amazon EC2-compatible API ig4E | LB ERET A
NEHEEHEMTERNE. WHEFMENR , T2/ EC2-compatiblein F 1§ E 4 Snowball Edge
+FH# AWS CLI i 2,

« delete-security-group — MHBR &= £ B8,

MRECEDMBRHN L FAREFTERBERY , IHAS —BRLBEMSENYER , AIRRFESX
I E DependencyViolation,

« --group-name value - Z2HHEAN B,
- --description value - K2 FHEMNHER, KWEFEHRSE, LENRERZA 255 HF .
- delete-tags - RIEEEMEIR (AMI, EEHTER, RBEALZLEHE ) MREENERE.

« delete-volume — MIERIEEHR) Amazon EBS BifE[E, RHEEMBNMIE available iREE (RiEETH
TIERR).

« --volume-id value - B{REER ID,
« describe-addresses — #REESE B F B sbe T EEEFEBEN —NZEEE P ik,
* --public-ips — EE#TEBMEIBIN — RN Z@EE P bk,

- describe-images - SREAB T AN —HZERE AMIs), BIANRGSEEHELHBMEE
Snowball Edge &,

* --image-id - AMI ¥ Snowball AMI ID,

« describe-instance-attribute — IIRIEEHNTEENIEEEBY, B— X REE—EEMH. ZEBUTE
M

* instanceInitiatedShutdownBehavior

* instanceType
e userData

« describe-instances — #R —HZBAHITER. DESEOERGHTERNEMNL2EE.
* —-instance-ids - #£& L 2F 1L 2 —HZ1E sbe HITEREH ID,

* --page-size - PP EMESNEEEEA), HEFTEXERTHETFEONHEBER. RENE
EANEND  HREHZRHNTURES |, EEEFUFEIRNIER hEd. EABIE ST UERE.,

« —-max-items - AR THEEPEENEEAY., IRTANAEEHBRIEENE  SEGS
f e PR M NextToken, EEREBE P H , FEREDPTH starting-token 5B iR
NextToken B,
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« describe-instance-status — #RIEEHTERIFAEMTEBHMRE, RIBEFER , RSHERFTHH
HTEE  BRIFFBBAETR EEMEHRTHEENME, STEBREBTETYITH -

« REEME — Snow B EHEHIT Amazon EC2-compatible T EIEE RS ITAREEMZE | LUGRBITEE
MERBERRE,

« HTEERE - REBBDATEBHR—ZE , ERTAEEATEE  EXNERILERILE,

ERAL TR, XEUTERRSE,

e [--filters] (BE)

ERIERAF,

- instance-state-code - M{TEABARENERLE , UL 16 U TEFREERT. T%_fifl:%EFH
RAZREIHRE |, EFLUZEE, RUTHRRBRROMRERE. BREAO0 (FE).
(B179 ). 32 (FE ), 48 (B#&I1L). 64 (FLL) M8 (BEFEL),

 instance-state-name - #{TERKMEE (pending | running | shutting-down |
terminated | stopping | stopped ).

« instance-status.reachability - k&5 # A reachability(passed | failed |
initializing|) insufficient-data BYEIITEEEARREHEITBRE,

« instance-status.status - {T{ERMAREE (ok | impaired | initializing |
insufficient-data | not-applicable),

« system-status.reachability - EREE B A ALERMEN RFAREE (passed | failed |
initializing|insufficient-data).

« system-status.status - B{TERH RHEAEE (ok | impaired | initializing |
insufficient-data| not-applicable),

« JSON % :

[
{

"Name": "string",
"Values": ["string", ...]

]

e [--instance-ids] (/BE)

#1T1E%E IDs,
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TR  MIREHFTEHITERE.
« [--dry-run|--no-dry-run] ( f#HE )

RELRBERBEMENGT , MEFERRLER , TRHEEREE, IREEXENFTT,
RI$%E5E €A DryRunOperation,
A RIA UnauthorizedOperation,

« [--include-all-instances | --no-include-all-instances] ( H#{E)
E Rtrue , SO8MEHTEBNEEMRRE, B Hfalse, RABIEHTHHITERNEEAR
A&,
J85% : false

* [--page-size] (EB® ) - EEBFETRESNEERE XA, LEFfSFEGTHLPEDN
HEH. RENEEAMEN BREZHNFURES  £SETUPERNREEED, EF
Bt 5o WP AL 3R B

« [--max-items] (EB® ) -EwTHERETFELNEBEEEY, MRTANEIREEHEBEEN

B, 2EGSWEEPIREME NextToken, ZEEREIEH , BEREH DM starting-token 5|
BFIRHE NextToken {Ho

« [--starting-token] (F% ) - AREERMAUERKBS ENFR. LA ERE LT CEBE
B K NextToken B,

« describe-launch-templates — FREA—H LB EE A&, describe-launch-templates P H_2—
HD R, BULLETZEARWY , SHEERNEAERE,

EFERPEERBELS ID AMBEREH,

* --launch-template-ids (J&E ) "string" "string" - FXEEAIDs JFE,

3=k 2o

« --launch-template-names ( /B% ) "string" "string" - MBIEANEBEE,

- --page-size - FIMAEMESHNEFAEARA ). LEFTEFEaTHEHPERENERY., BRENE
HANEN  BEEZFHNFURAS  ESEFUPHERWIER SED ., ERFBEZFURE,

« —-max-items - AW THBEEPEENEREY., MRTANBEEYEBEENE , 8Ew S

fE iR NextToken, BEREI E , FERBH DM starting-token 5| &R AL
NextToken {E.

- --starting-token — IEEEMRFB S BN FRF. WAL RKE LG SBEREN NextToken B,
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« --endpoint snowballEndpoint — AJE & Amazon EC2-compatible API &€ | IR ERET S
XNEREEHTERNE. WRKFHEN , F2E 4 EC2-compatiblelin ¥ 15 E 4 Snowball Edge
EH AWS CLI 3w 2,

- describe-launch-template-versions — #iR{E EM BN A —HZBIRAR. BRI ERFIBERA. B
BINRA R ZERA, describe-launch-template-versions TS R—ED EIRE, B Ll
TZ2ETNY  SUERERNEEERE,

EFERPIEEHBEA D KRB EHARE B,

* --launch-template-id string - B(E) &4 ID,

« --launch-template-name string - FXEV &AM B &,

 [--versions (list) "string" "string"] — EMIBREY — =k 2 ERAEN S AR AN B MR AR 5% o
[--min-version string] - iR Bk Eh &5 A MR AN B9 AR 254 555
[--max-version string] - FAZR#E R R B & 25 iR 45 B9 MR A 4w 5% o

 --page-size - FIMFAEMEMNEEERA . LEFEFEGTREPERNERY. RENE
EAPNR/N  BEREBZFHOTFURESZ , AEEATUPERWIEE R, EFEZFIURE,

« —-max-items - AR THEEPEENEEAY., IRTANAEEHBRIEENE K SEGS
e PR M NextToken, EEREBEP H , FERE DT TH starting-token 5B iR
NextToken B,

- --starting-token - IE EEMRRB P ENFRF, WAL RRE LGS EEIEERN NextToken E,

- --endpoint snowballEndpoint — A& A Amazon EC2-compatible APl #4E , ARG A
XNEREEHTERNE. WKFHEN , F2E 4 EC2-compatiblelin ¥ 15 E 4 Snowball Edge
L# AWS CLI 5% &

« describe-security-groups — iR — R ZE L LB,

describe-security-groups SR —EHD ERE, BRI ZE AP I RENEBERE
RE.
« [--group-name value] - Z2EHENERE,

[--group-id value]l - Z£##HEM ID,

« [--page-size value]l - B AWS [REFUFPEEBSNESEEARAD, X NTFEXEGTTH
HPEEWIEEY, SRERIMMEAXNSERYEREN AWS BIES | SXFUPEERNIE
B&D., AZEEBRBLLE AWS BREFISRE., MESAELS , FZEAWS Command Line
Interface  EAFIEME) THIE

. (--max-ltems value]l -&EHT E’Jiﬂﬂjqﬂﬁlﬁlﬂﬁlﬁﬁﬁﬁ MRTANEEESEBEENE ,
AL e B SN et ST T HY starting-token 518(Hs
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Bt NextToken B, BOEELE HEFEHANextTokenEIfETE AWS CLI, MEFEHESH |, 55
ZBJAWS Command Line Interface  fEA&EIE) T D E,
[--starting-token value] - EEEMEMBESENFF. KFLRREELTCEBEEEN
NextToken B, WMEMFAESF , FSBIAWS Command Line Interface  FEAEER) FH D
H.
» describe-tags - #RIEEER (image. instancem Z£FHiE ) N —HSEER. REFFEBL
Be, XEUTEREH

* launch-template

* resource-id
- resource-type — image = instance
 value
« describe-volumes - iR #§EH Amazon EBS R [E,

[--max-items value]l - fEHTHEEFEENEEAY, NRWANAEE B BRIEENE ,
SEWTHER L PR NextToken, EERE P EH , FERBEHTH starting-token 5| &
£t NextToken {Eo

[--starting-token value] - IBEEMEREBPENZR., HAFCERE LT CEHE LSRN
NextToken {E,

[--volume-ids value]l - —=Z{EHIRE IDs.
» detach-volume - #£ BF LB #ITH BT EEE 2 B Amazon EBS Bk E.
[--device value] - EEER.
« [-instance-id] - B#&E Amazon EC2 #1T{EEEH 1D,
« --volume-id value - BB [EH ID,
- disassociate-address — A$E#E |P bt 448 BRI A9 24 1T B B BB BR B
* —-public-ip - LEEFTEREUHBIBH ES 1P ik,
« get-launch-template-data — #EERIE E ¥ 1TERBAVHAEE B, thE R A A RE L KB EI AN,
* -—-instance-id — E— sbe #{T{ERAY 1D,

« --endpoint snowballEndpoint — AJE&EE A Amazon EC2-compatible API #4E , AR ERETA
XNEREEHTERNE. WHKFHEN , F2E 48 EC2-compatiblelin ¥ 15 E 4 Snowball Edge
L/ AWS CLI i E.

« modify-launch-template — &t R Bh & A,

]
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EFERPIEERBER ID KMEBEAETE,
« --launch-template-id string — EXE &4 1D,
« --launch-template-name string - FXEV &AM B &,
« --default-version string — & E & TEX MR A< 8 BR B £ A< iR S fm 5% o

« --endpoint snowballEndpoint — AJZE&E A Amazon EC2-compatible API &4 , LI ERET A
NEHEEHEHTERNE. WHEFMENR , F2/B EC2-compatiblein F 1§ E % Snowball Edge
+FH AWS CLI w2,

« modify-instance-attribute — S RIEEHITEBHNBE, XEUTEM !

e instanceInitiatedShutdownBehavior

e userData

- revoke-security-group-egress - #t X £ FHEBR— NS @@ LR A
« [--group-id value] - Z£&#EH ID
e [--ip-permissions value]l - —= %@ IP FF A&,

« revoke-security-group-ingress — #% — S Z B AR BB ELRLFHEH. MW revoke-security-
group-ingress B , BAAEIEE group-name & group-id M{E,

« [--group-name value] - Z2BEHENETRE,

e [--group-id value] - Z£&HH ID,

e [--ip-permissions value]l - —= %@ IP FF A&,

[--protocol value] IP BFAWHE. AIBE{EA tcp. udp & icmp. BRIEEZIERE "all protocols” HI{E

(-1), BRIFEE --port 51 &,

* [--portvalue]l -#® TCP & UDP , RFFEHENEE, E—EHIHE (ZNMEERK
E),

R ICMP , E—EEH&EE (type-code) , EFH type KF ICMP HEFES , M code KFE
ICMP X T&#miE. -1 EXRTRAAE ICMP BEKWFTE ICMP X1, type B -1 BIEHIEE ICMP &
HWFTE ICMP K18,

e [--cidrvalue] -CIDRIP &,
» run-instances — £ AMI #9 Snowball AMI ID BB £ BIEE 1T EE.
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® Note
BIRFAITERKN K/ NMESE | £ Snowball Edge LB EEHTERBRZIREFTE—/NEF
EI‘JH%FEﬁo

[--block-device-mappings (list)] - BB R EMEIER ., ZESH
DeleteOnTermination, VolumeSize 1 VolumeType. FMHEBEERMEBER sbgl,

LA SR JSON FEEM T AT Ro

{
"DeviceName": "/dev/sdh",
"Ebs":
{
"DeleteOnTermination": true|false,
"VolumeSize": 100,
"VolumeType": "sbpl"|"sbgl"
}
}

« —count- EFBWHTERBHE. MREHEEHE A SRELBZMBNZPEE (FRAH 1), W
RBmin:max HEXREHEEEE , SKFE—EAHERAZRBNS/NATERRE , ME=E
ARASERBHNRAHITERREE.

* --image-id - B LUEIBFAY ERB#9 AMI Snowball AMI IDdescribe-images. #4ZEEH AMI =
AR EEIT AR,

« --InstancelnitiatedShutdownBehavior — IRIETEFR , EERRHTERE B BEKE ( B IEH
WE) O BTEREEL, BULEBFESEERDE , FBEHTEBIAKLE, XESE stop M
terminate. FEER{EA stop. MEFMEN , 52 (Amazon EC2 Linux BiTEBEAEE
M) PHEFEHTEEBRBNERITA.

- —-instance-type — she #{T{ERER,

« --launch-template structure - ARMEBBTEBNREELR, FAEE run-instances HH
HIEENSHHLEETRBELATINERESE., EUNEERBHERNEER ID , ETEEREE
EmME,

"LaunchTemplateId": "string",
"LaunchTemplateName": "string",
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"Version": "string"

}

« --security-group-ids - —HZ AR £ A IDs. EALAEA CreateSecurityGroup RE N Z £ #F
. MBEREMTMAE , WEHBRINVBTEREBERBERZEFHEN ID,

- --tag-specifications - EHBHEEAZERNER, SRETRBEHHTERMNLER. 8
ENEBREEAZMERBBHERELNHTER, EECEREURAENLER , BFEA
create-tags.

« --user-data - ERMHEHITEARNEAEER . MREFEANE AWS CLI, AIGAEHIT baseb4
WS MBS RERIAXT. BE, BXLERM basebs HHH X F.

« —-key-name ( F& ) - SWENEBE. EALIEA CreateKeyPairs B £
¥ ImportKeyPair,

/A Warning
MREBREESRY , RFCEERERATERAEUREMATXNEAN AMI , BRIELE
RE BT

« start-instances — BB LB EE LA sbeHTEE, EEIXBTEBNMEERERBANE LN
EEBEGLHSFETELE  EEATEECKL , RS FLUSKR.

+ —-instance-ids - £E& F 2= 1t 2 —5 %@ sbe HITEEM ID,

« stop-instances — F L EE#THsbe#TEE., EZIZITEBNAAEEREREBMNE LAHVEME
BESPEHSSEFE  BEEHATEECKLE , RETIUER.
« —instance-ids - £#E LB E 1L 2 —= %@ sbe #HITEEM ID,

- terminate-instances — BB —RNZBAFTEE, EREERE , WREBZ XK UEHITERE  SEMY
HERT, EEIZHTEENFEEREEGNELINBEEARETHESSERE , BEHTEED
&1E , REERER,

(® Note
RIZTERR , £AMW shutdown = poweroff EHTH , ZXHTEE 1L, TiB |, B
f£H InstanceInitiatedShutdownBehavior BHREE T , BELH TR ILEEN
HITIERE, MEFMET , 5528 (Amazon EC2 Linux #1{TEEFEHEIERE) FHEEY
TERMEHEEET A
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« —-instance-ids - EREREB LR ILN —HZEsbe#ITEEEIDs, 515 TEEEFHKNFATE EEIB
BREAE K,

« create-key-pair — B EBIEERBBH 2048 It RSA £ ¥, Amazon EC2 EFEHAE S , It
AR ELRHLREERER. RESW/GLURMERN PEM RiE PKCS#1 FAEBER., MRE
HiEERBHNEBEEHE , Amazon EC2 EE[EI§:E,

 --key-name (:TH—$) - SR —28,

BRFIEM : &% 255 {8 ASCIl F T,
« [--tag-specifications] (list) - EERAZHSBYMWER,

{
"ResourceType": "image"|"instance"|"key-pair"|"launch-template"|"security-group",
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}

* import-key-pair —

« -key-name ( F&H) - SWEWHE R,

FR&IM&EH - &% 255 {8 ASCIl £ 7T,

« --public-key-material (blob) - A G £, ¥R API Bl | XFHER base64 fmis. HRHHIIT
8 gAR%#1T basebs R,

« [--tag-specifications] (list) - EERAZHLBYENER,

{
"ResourceType": "image"|"instance"|"key-pair"|"launch-template"|"security-group",
"Tags": [
{

"Key": "string",
"Value": "string"
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]
}

» describe-key-pairs —

[-filters] (BE ) - EREEM,
« key-pair-id - £#8¥#9 ID,
« key-name - £BE N E R,

« tag-key - EIIGE R BB REIE, EALGERGRSEEREARERSIBEBNAEA
ER , EWMERERM.

[--tag-specifications] (list) - EEAZH S RYENER,

- tag : key - ERGERZBEBNWR/EELE, CAGERGEEBPNERE  YHEEREFRE
BIRHE, Hl0 , ESKREBBEE Owner F{E Team ANWFTEER , BEHREHEBEEA
tag:Owner , BSENERHEIEESR Team A,

{
"Name": "string",
"Values": ["string", ...]

}
[--key-names] (BE ) - €WEHEBRE,
TEEL - HiRFTE 8,
[--key-pair-ids] (BE ) - €#®¥IDs,
» delete-key-pair —

[--key-name] (F& ) - SBHNEE,
[--key-pair-id] ( F& ) - S|WHEH 1D,

Snowball Edge £ #E# EC2-compatible API #1E

BA AE T E K EI T B2 Snowball Edge Bl AR EC2-compatible API #4E , 37 Amazon EC2 API
SERRINEERMNERL, Amazon EC2-compatible AP| FEIFEEEHZ /A 4 (Sigv4) HE, MEE
£/ AWS CLI 5 AWS SDK #1TiEL API B0 | BIgREAREE Sigv4 #£F, B8, EEEEHFBES
# SigV4 HEBRERF R, NFFHMENR , 552 B7E Snowball Edge EEVSF 24 # Amazon S3 &
AERL
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+ AssociateAddress — A&5E M |P 31k B2 35 17 1 88 =R 48 B8 SR 28 3T A B
+ AttachVolume - XETHIFERSE :

e Device
* Instanceld
* VolumeId

- AuthorizeSecurityGroupEgress — #§— 2 Z {8 LR B FT B EL 2748 , LU{EEE Snowball Edge # &
EoEA, SR, EESEATATEBBRESET —RNZEE Mtk IPv4 CIDR thit £E,

« AuthorizeSecurityGrouplingress - #— R ZE@ AR EELZ L 8H, Hu
AuthorizeSecurityGrouplingress B , #4838 E GroupName = GroupId FI{E,

+ CreateVolume - XETHIFERSE -
* SnapshotId

+ Size
* VolumeType
* TagSpecification.N

« CreateLaunchTemplate - XETFIFERSH :

* Imageld

* InstanceType

* SecurityGrouplIds
» TagSpecifications
* UserData

» CreateLaunchTemplateVersion

- CreateTags - XEBETHIFERSE
 AMI
¢ Instance
* Launch template
* Security group

« CreateSecurityGroup — £ Snowball Edge LI 248, BHRZTUE 50 L £8H, B
TEFER  BUNEEEMESRLEE.

* DeleteLaunchTemplate

« sxeletebaimebiamplaieafersions 235
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« DeleteSecurityGroup - iR R £, MREERMBRNZLBFAEBTEABERE  IHAS —
ERLBEEFMSENER , IIZRESXREAEERE DependencyViolation,

+ DeleteTags - eI EMNEREMBRIEENREEE.
+ DeleteVolume - XETHIFERSH :
* VolumeId

* DescribeAddresses

» Describelmages
« DescribelnstanceAttribute - XE T 5B :

* instanceType
* userData

* DescribelnstanceStatus

» DescribeLaunchTemplates

» DeleteLaunchTemplateVersions

» Describelnstances

+ DescribeSecurityGroups — #iR — = Z L £8#H. DescribeSecurityGroups R—E5 H&R
o BAILARH Z{E API LRI EFEZRERE

« DescribeTags - At S , THEESZEZE .
* resource-id
« resource-type — £[R AMI SEE#HTERE
* key

* value
+ DescribeVolume - XETRFIFERSH :

* MaxResults

* NextToken
* VolumeId.N
» DetachVolume - XEBETHIFERSH :

e Device

* Instanceld
e Volumeld

» DisassociateAddress

* GetLaunchTemplateData
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» ModifyLaunchTemplate
« ModifylnstanceAttribute — # X #& userData B,
- RevokeSecurityGroupEgress — {6 2 £ FEBR — = Z @ LR Al

- RevokeSecurityGrouplngress — # — X ZE AR BB ERLFHE, M
RevokeSecurityGrouplingress B , #8%BEE group-name = group-id H{E.

* Runlnstances —

(® Note
RIBHITERH K/ NHMEE | £ Snowball Edge LB EFHTERRZ ATREE—/NEF¥
E"JH%FEﬁo

» Startlnstances

- Stoplnstances - EEE2F L HTRBEBBNERSRFEREE. ZUMUKRLESTERRERNELE
Ro T8 , F{U4HEEE RIS E ZIMIBR,

* Terminatelnstances

#£ Snowball Edge AR BN E54~ B B)RXE) EC2-compatible# 1T {E
E%

B AE AR BN €54 M Snowball Edge A Fin BN ERETR © , EEMWEEE L B &) AWS Snowball 24
F{EEE Amazon EC2-compatible i 1T1EE&.

BB &2 21 Snowball Edge L2 3 Amazon EC2-compatible¥|{T{EEEFTEMHREE . BRI LE
ARBSEAREHBEBSE , RUETKESIRIE Snowball Edge ERE) EC2-compatible# 1T 1 8 B
*EIEL a§j{o

B &1 Snowball Edge LA B EBIRENARERE |, BT BLERE LR F L Amazon EC2-compatible$ 1T 1E 8
FIRMN S8, RE Snowball Edge 2% , EREMBBAMETE , cEEABDMBEBRBBE
BEREEZENHITER. EEAEABDRRECHBNATEREFL , cetRERREERRAR
#17,

® Note

BAREBBRGEER FEMEERMBZERE, MEREHTERRE ( EFt8/FFE
BENRB <R ) HEEKERRHEERBBANIT.
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ELBEBHITEREE | BEE AT LUEE Amazon EC2-compatible#{TE & # Amazon Machine
Image (AMI) ID, #{T{ERER, FAEER. Z2HENER, WEXENHTEREREE
B Snowball Edge £ & FHYEE S 1THBEEZE,

2
*

= EH R Snowball Edge £ BB E) EC2-compatible¥1T{EEE , AT TSR -

1. BEFTE AWS Snowball i2#& HER , FEVIERITBEFEEHTEEA Snowball Edge 2
B, MEFMENR , FSEEILEHELETE Snowball Edge,

2. IKEIEHY Snowball Edge 2% , FEHS HEBREEE,

3. {8/ EC2-compatible AP| i aws ec2 create-launch-template’RE I EENE A,

4. £/ Snowball Edge i Fim@s S snowballEdge create-autostart-configuration, #
&) EC2-compatibleH{TEEABHABEZENMERER, MEFHMEN , FFZHE Snowball
Edge £ 37 82 EC2-compatible BB A5,

5. EFRE , AERMBELHNEE, EH EC2-compatible# 1T EB S ABMBEARTIEENBHERM
Snowball Edge AAFE &+ B8R & create-autostart-configuration,

EERRATHHATEENAREE , 55FH EC2-compatible API 5% describe-autostart-
configurations,

(® Note

328 AWS Snowball Edge X ERMBIEARN TR ASEHREE AP, BAILER EC2-
compatible® Snowball Edge A Fif CLI a5 % , &M AWS Snowball i#2#% & F BEKE
EC2-compatible$ 1T {E &,

£ Snowball Edge L Instance Metadata Service for Snow &t
B2 Amazon EC2-compatible# 1T {E &

IMDS for Snow % Snow _E#J Amazon EC2-compatible$ 1718 88 12 £ 3117 88 & £ &5 B IR & (IMDS),
HITEEPESHEHNTEEBNEBERERN, c8SXTHER, SHNLLHAZEER . FH IMDS
for Snow , & ] LAfE A4 4T (B 88 P 8 E R R FZEUER BB Amazon EC2-compatible®h 1T & 88 BF 5 E WY
FEREER. Hl0 , BALEER IMDS for Snow RIEEFRTEHTEENSE , REFENESHERS
BELSE, BUNUEL MK AMI X FEAFERAEERRIEAMB FRENERBER,

EETHBTERPEERNEREERR Snow EC2-compatible#{TEE , FSREAEREPHZ
ENSTEETRENNEAEEN,

# IMDS for Snow E2 EC2-compatible® 1T & B& 4 & 4 A 238
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/A Important

HARACARENTERBATEFRHATERTFRENNEAEES , ERAURZ IRV HRRRE
FaRE, TERFNHTERBNEMA , IR ATREXATER LHATHEMRE |, 46
BEPEER, At , ETEZSHBREER PINEBIARBNZER) BEAEHRAEER,

® Note

AEBPNEFEABTERTEERREN IPv4 thik © 169.254.169.254, BT EERE
FEAK IPv6 bt FEEUA T ERR P EE R

xR
 Snowball Edge E# IMDS hRAs
« 7£ Snowball Edge EfEH IMDSv1 F IMDSv2 #EELEL 1T {E 88 o 4 & 5L 49 £ 51

Snowball Edge £# IMDS fxZ<

&R LAER IMDS 58 2 MxER IMDS 55 1 iR , feTHRAVTERFEETERHEER

« Instance Metadata Service 2 2 kR (IMDSv2) , — B T{ERERE QM 575E
- BTERPEERRESE 1 IR (IMDSV1) , —EFEREESE

RIFEH Snow EEERRA | BEILAER IMDSvV1, IMDSV2 iM%, E tHEURM EC2-compatible#{T
B HEITH AMI FE, BL AMIs , HlI1#11T Ubuntu 20.04 B9 AMI , EE IMDSv2, #IT{EE
EBERREERE PUTE GETEEEMNEFE , E® IMDSv1 # IMDSV2 53K, IMDSv2 £ FiE m{EHE
58, IMDSv1 {E£ A GETEH,

AWS B /A IMDSv2 m3E IMDSv1 , BA IMDSV2 B2 EaNRet, MEHMET , F28 36
EC2 #iTHEE D E SR RIEHIBRINEE , BB AR, REKREMRREEN SSRF (7 R8RSR
1BiE) BSHRBFERE N,

Snowball Edge £#J IMDSv2

ERMER IMDSv2 S RTEBFEERE , SRLFE/THIRA
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1. 6/ PUT @K , T ER T EERRB T i20H TR, PUT FREEETHEERFH , 7N
VACGEEHNITERPEERRBNRBCETHERY. ERTERRISERBN TERRFH. T
FERERFERERES 1Y, &RA 6 MR, EILEAE , EUUSHEEN TERRFZTARRER
R, FFEREBHR , ELABRRNBRELTN TERRFRF, FRHFLEFER IMDSv2 7
HPEER.

2. BFHEEEHTERPEERRBAITAE GET FXR,

a.

FRHRIATERBESEN SR, BRIEHM EC2-compatible#{TEE L&Y , MREBEHAEELHE
BEVEITERNERRR , AIEEREE,

 PUT BRAADEEEFRHFERM (TTL) , HESUDHRTARRTE 6 N8 (21,600 B).

FHEARBETFREER, TTLeEEFHERNEERE , bR TFERNFEHE.

EFAFIHE  FERETNHTEEPEES  SL4AERS — @ PUT FBSRE TR T/EMRE
EQO

BAEREREAFAREASERRRELHMZN. YRDEFXK , E8RFEEFIHATE

BPEERREE  REEERBEENLEERFR, @2%.7}5%)&&1 , AL RRFREE
REERNFENE K RAXBEECLAXTR , MATEESREFRUTERTEENKEA
PUT, ¥TFRHERFERRE  SEHARTECHITHERR.

HTTP GET & HEAD J53: T 1E IMDSv2 S{THEEAEERERPEH, MR PUT BERFIE X-
Forwarded-For €% , BIE€EZ|IE4E,

RIBTERR , HPUTHERWEIER IP BAMEBHRNEERERS ( FHEMB ) A 1. IMDS for Snow
RS RPUTEI FER BEE R #1,

THIEHIEER Linux shell IE TN IMDSv2 RFIMZ LEHATEERTEERIER ., LEH

1. £/ PUTRESREB I FHE B/ (21, 600 B ) B THEFREERFHF.
2. BTERRFHERFRER S BVEBFRTOKEN,
3. FRAFNFERELEFHEENIER.,

FAME® S RELE EC2-compatibleZ R, BALERIITH T , A —EHTHIT.

B, EAUATHTELEFN.

Snowball Edge £ IMDS R4 240
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® Note

X-aws-ec2-metadata-token-ttl-seconds R4 EMNEHE, IRATSHEE , £151K
B 400 - RO RERN S BEERNRBE,

[ec2-user ~]$ TOKEN=curl -X PUT "http://169.254.169.254/1latest/api/token" -H "X-
aws-ec2-metadata-token-ttl-seconds: 21600"

RE , FRAUATHTERAZNEER LEPEERIRE.,

[ec2-user ~]$ curl -H "X-aws-ec2-metadata-token: $TOKEN" -v http://169.254.169.254/
latest/meta-data/

(® Note

MRBUFARREHR  AEE BRPRAFERAL , MEARNFH , BaTHELE
=

BRI ERFRFLEETS. THEHFES LAMEGS , YT ERERFRHEETRERS WEE
FTOKEN,

Example&ffan &8

[ec2-user ~]$ TOKEN=curl -X PUT "http://169.254.169.254/1latest/api/token" -H "X-
aws-ec2-metadata-token-ttl-seconds: 21600" \

&& curl -H "X-aws-ec2-metadata-token: $TOKEN" -v http://169.254.169.254/1atest/
meta-data/

BUFHzE  BRUNEEERAERZHAL. THEHGSSESHARMETMEEN AMIID , I
REEFRESLEGPSTOKENEILH H,

Snowball Edge £ IMDS R4 241
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Example E#E A = 5F

[ec2-user ~]$ curl -H "X-aws-ec2-metadata-token: $TOKEN" -v http://169.254.169.254/
latest/meta-data/ami-id

Snowball Edge £#Y IMDSv1

IMDSv1 £ FFER-EEEE, FEFRYUTERPEER , FRGETHREEZHTERPEERR
%o

[ec2-user ~]$ curl http://169.254.169.254/1latest/meta-data/

BHHTERTREENTEITHINNTERIE , HLETEEMLM Amazon EC2 £ A AWS
CLIREME, AREERBREREHNITERUTHEST  EXSRAEER, flW , BLEIRHRE
PITERPEERNFIEHNTEEBNAE P it | EERENBEARENNER. BTERPEERNS
RBESE, NESEHNTERPRENERNNRY  F2ELAEEPHIENITEEFEERAE
HEE#

EERPTHINATERTRETERENNUTERPRER , BFERA T IPv4 URI

http://169.254.169.254/1atest/meta-data/

IP 3k 2 link-local bt BEEHTEEFEN., MEFMEF , F2EEETR LW Link-local

address,
FESTEREIREERFSUXFEER (HTTP ABER text/plain).
HREEPEENERNBERSEREENE , MRERFTH , AEE 404 - HFE HTTP S#HRAHE,

—RHPEERERNER (B URI A/ ZXEER ) SERTHERNEE , IRRBHEESR , A
SEL 404 - AT HTTP $5381%8, BEEBMATEMNIT , LATEZE (ASCI 7B 10) &1k,

HWREM IMDSV1 IRHAVEER , TEMER T3 HTTP $HERAHES -

« 400 - RO SEHSHEN - PUTEREN.
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« 401 - KRB — GETEREAEMNFZN. ERBESELETFH
« 403 - BiF - FAFFERIBEAMITERPEER KL,

#£ Snowball Edge Lf#EM IMDSv1 # IMDSv2 #EEUEH 1T 1E B A 4 & R HY &5 451
T 85I 2 T Linux BT EE L ERNHS.
Example ER 153 17 & 58 AP 42 & BH4Y 7] F iR AR

L E A EREHTEETFRENMNTHRE. SERFASSRERMNATERDRERERFNHT
ERTEENBE, BERKEFRAINRATFEBNEANESE , St LEUS KHTiRA,

IMDSV2

[ec2-user ~]$ TOKEN='curl -X PUT "http://169.254.169.254/latest/api/token" -H
"X-aws-ec2-metadata-token-ttl-seconds: 21600"° && curl -H "X-aws-ec2-metadata-token:
$TOKEN" -v http://169.254.169.254/

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 56 100 56 0 0 3733 0 ——le-ie-
-—l--I!-- --:!--:-- 3733

& Trying 169.254.169.254. ..
* TCP_NODELAY set
* Connected to 169.254.169.254 (169.254.169.254) port 80 (#0)
GET / HTTP/1.1
Host: 169.254.169.254
User-Agent: curl/7.61.1
Accept: */*
> X-aws-ec2-metadata-token:
MDAXcXNFLbAwJIIYx8KzgNckcHTdxT4Tt69TzpKEXIXKTULHIQnFEtXvD

>

vV V V V

* HTTP 1.0, assume close after body
HTTP/1.0 200 OK

Date: Mon, 12 Sep 2022 21:58:03 GMT
Content-Length: 274

Content-Type: text/plain

Server: EC2ws

P A A AN AN AN A

.0
2007-01-19
2007-03-01

fEF IMDSV1 1 IMDSv2 #EELH 1T E B b #8 & Rl 25451 243
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2007-08-29
2007-10-10
2007-12-15
2008-02-01
2008-09-01
2009-04-04
2011-01-01
2011-05-01
2012-01-12
2014-02-25
2014-11-05
2015-10-20
2016-04-19
2016-06-30
2016-09-02
2018-03-28
2018-08-17
2018-09-24
2019-10-01
2020-10-27
2021-01-03
2021-03-23
* Closing connection 0

IMDSvA1

[ec2-user ~]$ curl http://169.254.169.254/
1.0
2007-01-19
2007-03-01
2007-08-29
2007-10-10
2007-12-15
2008-02-01
2008-09-01
2009-04-04
2011-01-01
2011-05-01
2012-01-12
2014-02-25
2014-11-05

FER IMDSV1 # IMDSv2 #RER#1T 1B &8 4 K Hy 28 451 244
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Hkk

2015-10-20
2016-04-19
2016-06-30
2016-09-02
2018-03-28
2018-08-17
2018-09-24
2019-10-01
2020-10-27
2021-01-03
2021-03-23
latest

Example S8R LEF#EERIER

HEHENSRLEPRENTR, MFRLETEERHEBNFMAER ,

TEEPEENNEREER,

IMDSV2

[ec2-user ~]$ TOKEN="curl -X PUT "http://169.254.169.254/1latest/api/token" -H

"X-aws-ec2-metadata-token-ttl-seconds:

21600""

&& curl -H

$TOKEN" -v http://169.254.169.254/1latest/meta-data/

ami-id

hostname
instance-id
instance-type
local-hostname
local-ipv4

mac

network/
reservation-id
security-groups

IMDSv1

"X-aws-ec2-metadata-token:

[ec2-user ~]$ curl http://169.254.169.254/1latest/meta-data/

ami-id

ASRRNEERNEN

FER IMDSV1 # IMDSv2 #RER#1T 1B &8 4 K Hy 28 451
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hostname
instance-id
instance-type
local-hostname
local-ipv4

mac

network/
reservation-id
security-groups

ExampleElS & LB ERNE

THEHFEMEBELREHPREN — LR LEPREERNEENE. IMDSV2 FREFEAEZBIE S
THEINREFZE , iREFHARBH,
ami-id IMDSv2

curl -H "X-aws-ec2-metadata-token: $TOKEN" -v http://169.254.169.254/latest/meta-
data/ami-id ami-@abcdef1234567890

ami-id IMDSv1

curl http://169.254.169.254/1atest/meta-data/ami-id ami-0@abcdef1234567890

reservation-id IMDSv2

[ec2-user ~]$ curl -H "X-aws-ec2-metadata-token: $TOKEN" -v http://169.254.169.254/
latest/meta-data/reservation-id r-Qefghijk987654321

reservation-id IMDSv1

[ec2-user ~]$ curl http://169.254.169.254/latest/meta-data/reservation-id \

fEF IMDSV1 1 IMDSv2 #EELH 1T E B b #8 & Rl 25451 246
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r-Qefghijk987654321

local-hostname IMDSv2

[ec2-user ~]$ curl -H "X-aws-ec2-metadata-token: $TOKEN" -v http://169.254.169.254/
latest/meta-data/local-hostname ip-00-000-00-00

local-hostname IMDSv1

[ec2-user ~]$ curl http://169.254.169.254/latest/meta-data/local-hostname
ip-00-000-00-00

B Snowball Edge £ # Amazon EC2-compatible$i 1T {E 88 £ F =
RE#T

&8 Snowball Edge FWERGEE , BUURIBEAEANERFTERBRERFEEF. EEE
Amazon EC2-compatiblel {TEEBNHEGES L, MAREATERE T BPEBNREUEKRE, BT
FERAEEMN Amazon EBS AP BB F#TE,

£ f EC2-compatibleif B X B H £ Amazon EBS 5. XEMBHEIE attach-
volume, create-volume, delete-volume., detach-volume # describe-volumes, FE
BLHTHEFMER , 52/ Snowball Edge 37 # EC2-compatible AWS CLI fn 55 E

/A Important

EDBEKRECH , A EFEERRANKE LHREAERRK, SRATRSERELE
Ko

O LAE T H R E Amazon EBS WiBRERIEE , AR E A Amazon EBS #iEkEEERH A Amazon
EBS ilfEC M EE -

« Amazon EBS B EEEANREAEUBREENEE LH1TH EC2-compatible 1T

¥ El EC2-compatible¥ 1T {E8E F F [E R FE1F 247
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- WFEERERNBSEHE HDD (sbgl) RMEERE(L SSD ()sbpl., FEFRHMBEEFES sbgl,

« Snowball Edge &% Amazon S3 #14# Amazon EBS 2/ HDD i2iEf., MREHE L&F
A HDD E[E 3 fF AWS Snowball i@#% , BIEM4A Amazon S3 W#+ATAMEREERE, K
# , Amazon S3 ¥4 AIE 4> HDD ®if%[E = Amazon EBS B I AFCIBEE,

« Amazon EC2-compatible R Rk [E — 2 FE A IDE BREEXN. MRAA , Hfit Amazon EBS Bk EE
BEMEA Vitio SBEEXN. MRELFEA Virtio BEENFE , SBE 785 A IDE BEIEN., BEFEH
Virtio SREN R , AR T ATRMHBREREE,

« 3 Amazon EBS HiE[ER , FX# encrypted 28, TiB , BRENBEEE LWFFEE
o o

- BREAHXDANR1GBE 10TB 2@,

— EC2-compatible# 1T {E 88 & 2 738 #% 10 fl Amazon EBS B{ER[E,

« &TLATE AWS Snowball i8#% €& B Amazon EBS Mk EBERBERXREH., T
iB , Amazon EBS itk EERARESZRNEE LW THZTM,

£/ Snowball Edge &£ B HIEHIHEMRE

TEFETRA—ERE AR B -—RZERTERORE. BEBBTERR K RS —IZE
ZEFEEMTERELRE, SUNESEZLFHENERA , AFRETRREBEHBANHITE
8. MFEFMENR , 528 (Amazon EC2 AEIER) FH Linux B1TERH Amazon EC2 R£
#5. Amazon EC2

Snowball Edge #£E L Z 2B HAB LA BTN AWS Z2 84, Snowball Edge £EEF X EEKTL
BEiuw (VPCs)o

B LAE THE K E Snowball Edge T2 8#HM EC2 VPC R H BN HMESR .

- 1@ Snowball Edge £ E#A 50 EZ = FERH,
ERNEZeHEGRTMEERAREIEE,

« AEBTEERCBNRETUEALENITER P it AH IP ik, Hli, BEREFLEHR
SSH REFITERR A EZZIMITER B, TEBBERT , MRLZLHERBAFRE , MENEE P
H it AT AR EATIERE B WA IP A P it

- EXEA AWS CLI BHEM APl HIUZI HVS 8, ELXBEER EC2 VPC #iTHEBPZENIS .

MEXE AWS CLI BMEMFEMET , 5528 Snowball Edge £ ##) EC2-compatible AWS CLI &5
BE., MEXE AP BENFMEEN , 7526 Snowball Edge X #E# EC2-compatible API #1E,
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Snowball Edge £ #E#) EC2-compatible® 1T {E 8 m 48 & ¥l 7 £

ZEH

PITEETEEN EEREITERNESR ST ARRENEEHNITHHIHITER. Snowball
Edge X BEFHTEBNHTERBPEBERNERN TR, WEFHEEHF , F268 (Amazon EC2 EHE

B PRETERDPEENNERAEER,

XETHER ., EREMEBENEER 404 SHRFAL

Snowball Edge #E X ENHTERPEEZE R

ami-id
hostname
instance-id
instance-type
local-hostname
local-ipv4

mac

network/interfaces/macs/ mac/
local-hostname

network/interfaces/macs/ mac/
local-ipv4s

network/interfaces/macs/ mac/mac

network/interfaces/macs/ mac/
public-ipvéas

public-ipv4

TN

AR E#TERE AMI D,
#ITEBRMFLE IPv4 DNS TH#EHE,
BT IERAY 1D,

HATERAEE,

#ITEBRMFLE IPv4 DNS T#EHE,
HATERNAE IPv4 thit,

AT ERR AR FEUZS] (MAC) bk,
SENABEIRER.

BN EAEEEE AL IPv4 Hudit,

#ATEBRAY MAC ittt

B2 SR AR BRI RV SEME IP ek,

NE IPv4 Hbiik,

T EH EC2-compatible 1T {E &8 R A& E R A & E R

249
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aH DU

public-keys/0/openssh-key NES®, REEHTERRBERREMRTT
Ao

reservation-id =& ID,

userData Shell ESREERMBFKSENMEEEHTER

o

Snowball Edge £ & t X BRI AT ERBEE SRS

&8 iR
instance-identity/document EEHTEBBMN JSON, £ instancel

d . imageld. privateIp # instanceT
ype BEFE, BHMERNEMHES null. W
FFMER , 528 (Amazon EC2 A&
) PHEITER S 53X

Snowball Edge FHERKHTEEBFERAEER

£/ shell S HETFE Snowball Edge # B FHEHEHTEBEAEER ., B Shell R,
ERBEFGEREEAETHITEE, B LEM modify-instance-attribute AWS CLI %5 E
ModifyInstanceAttribute API BMEREBEFRHEER,

EEFEAEER

1. {#f stop-instances AWS CLI 5 E L EHEEHTEE,

2. A modify-instance-attribute AWS CLI @ % , 62K userData B,

3. f#M start-instances AWS CLI W S EH B AN EEHTEE.

EEH TEEEXE shell S, 7 Snowball Edge £& L #{THHEEH/TERE EF-XEcloud-
initEHES. WEFEHA AWS CLI S HEHER , 28 AWSCLI 58 %,

ERIITEREAEER 250
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{£1E7E Snowball Edge L#|1THY EC2-compatible® 1T 1E §&

AT ERENMBREEEE LEIH Amazon EC2-compatible i 1T{EEE , B RIEXRFKEBEARIT
Ef8. BIaEEZER shutdown = reboot i H. EERKATREMAEIITERNYAZRERFWL

terminate-instances W%,

Rz , A stop-instances I HREFLEREH Amazon EC2-compatible#i 1T E R

£ 182 EC2-compatible® 1T {E B2 251


https://docs.aws.amazon.com/cli/latest/reference/ec2/terminate-instances.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/stop-instances.html
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£ AWS loT Greengrass £ Snowball Edge L # Amazon
EC2-compatible®# 1T 1EI#8 L #1TTA K L LR B8

AWS loT Greengrass 2 —ER MR BBV A (1oT) R TEHEEMNZIRRLE , THBEELEL
BE, FBNEE loT EARER., ETLIEER AWS loT Greengrass 2B Hiig | EEBEAMIBIEHE
EENERRETE. RBUBSBTERHTEL  URGENFEEEER, MEFMEHRA AWS
loT Greengrass , 5528 ¢ AWS loT Greengrass Version 2 BiZ A B5R/) FMHERE AWS loT
Greengrass ? o

iEiB AWS loT Greengrass 7 Snowball Edge K& LA , BRI UREEREN S M EBREHEEN
ENER. BBORAMES , URESEER EWHMKEETZEER,

#£ Snowball Edge AWS loT Greengrass £ A& #&E EC2-compatible
#ITEE

® Note

#E AWS loT Greengrass Version 2 £ Snowball Edge #£ & %% | FRELHNEBCDER
R, R¥ER , Snowball Edge REFFEEMPRAEEIAIEA AWS IoT Greengrass.

X E EC2-compatible# 1T B8 AWS loT Greengrass V2
1. FEALXE IP it F SSH £#EAE) AWS loT Greengrass BB AMI :

a. f#M AWS CLI : run-instances,
b. f#EH AWS OpsHub : EE1EE Amazon EC2-compatible# 171 &,

(@ Note
AR N EEFITEREARREERAY 0 IP it SSH SI|E .

2. f£M SSH EC2-compatible# 1T, EEEHKM , FEEZIECEBENER LT TGS, &
ssh-key B A& PR E) EC2-compatible#{TEREK 8, #§ public-ip-address B A
EC2-compatible i {TEEBHN LE IP Hbiit,

R EEC2-compatible AWS loT Greengrass 252


https://docs.aws.amazon.com/greengrass/v2/developerguide/what-is-iot-greengrass.html
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ssh -i ssh-key ec2-user@ public-ip-address

/A Important

R E RS E A ERRAY Microsoft Windows , #8588 SSH e , B LA

SSH , B EELREIE EC2- compahble#ﬂlﬂrﬂﬁg = EERTE EC2- compahble#ﬂlﬁ
g8 , BUURENMBEE PUTTY , ER—EBEREMNHMRBT SSH AF iR, BXE®
SSH &8 .pem BNEMA PUTTY X , WFEHRE EC2 B1TEE. MFMARE EHik
A .pem PuTTY #BXXMWIER , 28 (Amazon EC2 R &) FMER PuTTYgen
BRI L8,

£ Snowball Edge AWS loT Greengrass L EC2 HHA#HIT{EME =%
EC2-compatible

ETR , 845 EC2-compatible 1T E B E & 7] A RHEBI R AWS loT Greengrass W&/ 88 E
Z 8 AWS loT Greengrass

1. FRATIGDRLE BNEREHEE AWS loT Greengrass, IttEs S &% % AWS Command Line
Interface (AWS CLI) v2, Python 3 # Java 8,

curl "https://awscli.amazonaws.com/awscli-exe-1inux-x86_64.zip" -o "awscliv2.zip"
&& unzip awscliv2.zip && sudo ./aws/install && sudo yum -y install python3
java-1.8.0-openjdk

2. BRFREAEHNIT AWS loT Greengrass BREEHVFF 7] , W FE sudoers HHREERPAEBEFFAI I root
ALL=(ALL:ALL) ALL froot ALL=(ALL) ALLA .

sudo sed -in 's/root\tALL=(ALL)/root\tALL=(ALL:ALL)/' /etc/sudoers

3. FATH&HSTEH AWS loT Greengrass /U EE,

curl -s https://d2s8p88vquow66.cloudfront.net/releases/greengrass-nucleus-
latest.zip > greengrass-nucleus-latest.zip && unzip greengrass-nucleus-latest.zip -
d GreengrassCore && rm greengrass-nucleus-latest.zip

1£ Snowball Edge AWS loT Greengrass £ EC2 HH & #1178 88 L% % EC2-compatible 253


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/putty.html#putty-private-key
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4, FRAUTHHREUEBZEAER , BLAKERE AWS loT Greengrass Core B8, AS&IHIEINKAE
HEAESR :

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

(® Note
BEER AWS EEF IAM FAENEAER , MR Snowball Edge #£i&,

5. FATHWSREZE AWS loT Greengrass OB, WS EELZOERBIRIEREN AWS &
B, WSRO ERBRERTE AMI BB ITHRFERE,

o THRMR TS

- region : SRBELER AWS WIESE,
« MyGreengrassCore : AWS loT Greengrass #/U0E B/ AWS loT Y4B,
« MyGreengrassCoreGroup : AWS loT Greengrass /OSBRI AWS loT Y4 BB R,

sudo -E java -Droot="/greengrass/v2" -Dlog.store=FILE \
-jar ./GreengrassInstaller/lib/Greengrass.jar \
--aws-region region \
--thing-name MyGreengrassCore \
--thing-group-name MyGreengrassCoreGroup \
--thing-policy-name GreengrassV2IoTThingPolicy \
--tes-role-name GreengrassV2TokenExchangeRole \
--tes-role-alias-name GreengrassCoreTokenExchangeRoleAlias \
--component-default-user ggc_user:ggc_group \
--provision true \
--setup-system-service true \
--deploy-dev-tools true

1£ Snowball Edge AWS loT Greengrass £ EC2 HH & #1178 88 L% % EC2-compatible 254
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® Note

a8 AR #1T Amazon Linux EC2-compatible B {T{EEE ., 1% Windows AMI , 552
%% AWS loT Greengrass /0B EE,

K% , BEE Snowball Edge £ & L #11T AWS loT Greengrass #&/U AR A#EE A,

1£ Snowball Edge AWS loT Greengrass £#) EC2 HHA#11T{E8E - %4 EC2-compatible 255


https://docs.aws.amazon.com/greengrass/v2/developerguide/install-greengrass-core-v2.html

AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

AWS Lambda & & /8 AWS Snowball i #

AWS Lambda £RA £l AWS loT Greengrass = —IEEE R , AIFEAEE Snowball Edge # & ERZA
HHITEMIRIFEX (Lambda BB ) o BAILEEA Lambda EBF S F5ER S (MQTT) ARE
Snowball Edge #£& LA Lambda EE , £ Lambda BB H11T Python 25 , WA &R
EisHIAHE AWS RS wE . &EHE Snowball Edge £EB £ Lambda & , BH4EE AWS E
1% X EH PE T Snowball Edge £5 AWS loT Greengrass. MEBBEE AWS BT , FSE AWS
loT GreengrassH iy AWS —f§2#, Snowball Edge L& Lambda AJ7£ 8] f Lambda #1 Snowball
Edge ZEMNEIFHPEMA,

(® Note

NMREABEREEERK 128 MB HidlERES B EE— I+ HERZLHE
Lambda BH &,

e
« 7£ Snowball Edge E{#M Lambda #J A P9
« #& Lambda EHEZZE E Snowball Edge &

£ Snowball Edge L Lambda By AP

£33 B Snowball Edge L#11T# Python 5 Lambda B2 8l , BEELRETIRE. B
MAEEEE,

Snowball Edge AWS loT Greengrass L B9 55 R &4

AWS loT Greengrass =% AWS Eif TheelER I A EEE N EE-. AWS loT Greengrass FJ B
BEREMIMEBEEARFTNESR , IREAHAR L22thEHEN. EERMHR , £/7 W
A B AWS IoT Greengrass AJLAE FRE B/ MARI[FENIT (Lambda BEE ) AWS Eiw, A% , A
DRZRGERENBHIBEELEE , BTEARINAREIIT,

/8 AWS loT Greengrass & Snowball Edge B , 5% 7 ## T %) AWS loT Greengrass #=: :

« AWS loT Greengrass E3R — #1%E AWS loT Greengrass ERMNTEEE , 5528 ( AWS loT
Greengrass Version 2 Bi# ASER’) PHER,

BAtaE A Lambda 256


https://docs.aws.amazon.com/general/latest/gr/greengrassv2.html
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« AWS loT Greengrass %/ — N8 AWS loT Greengrass /O EiBE | WisHLEEEEE EHITH
EC2 #TEE L, FSBARIEEFMAWS loT Greengrass £ Amazon EC2 H{TE R EFEH

# E £ Snowball Edge & Lf£f Lambda EKE , BN BXELE LMW Amazon EC2 #TEEB L=
g AWS loT Greengrass Core B88, &5T8I7E Snowball Edge & LM Lambda BREXEH
#RZE7E Snowball Edge AWS loT Greengrass £ & FZ#EWERIIREEM, EAE Snowball Edge
AWS loT Greengrass Ri& F &% WFFMER , 528 £H AWS loT Greengrass # Snowball
Edge £# Amazon EC2-compatible¥i T8 L E TR LT ENWEE,

- AWS loT Greengrass ##f — Snowball Edge #£ &= AWS loT Greengrass B — %5 , AR
HRNZOEE, MEFHANGFHEERN , 528 (AWS loT Greengrass M A E1E/™) ':F'E’J AWS
Greengrass loT &40,

« MQTT - AWS loT Greengrass EAEAFENKER MQTT BAWMEEEHAFEF. B AWS
loT Greengrass -+ MQTT HHEMNEMRERKBH AT AUA MQTT AL . MREEHRMEEEN
MQTT FAE , BEFALETEMA Lambda B &,

Snowball Edge AWS Lambda Lt B9 5%t iR &4

AWS Lambda 2—BEERYK , ZELHTERNE K MESTHENEEM[RS. #& Lambda &
Snowball Edge ¥ EERE , B4 T ## T 5 Lambda #=: :

« Lambda HE - B BEFTERE , LEWRMZE Lambda , 37 Snowball Edge L. 0FEFHH
B, 528 (AWS Lambda BiZ A E#8) FH Lambda B,

« Lambda 24 - BEHFP L&, FH MM Python FBE Lambda EKEELTE Snowball Edge LA
WERA, ZIEI Lambda 1 AMFMER , 5528 ( AWS Lambda FH#& A B3EmM) HH Lambda
EZ B

« Python — FAFA1E Snowball Edge AWS loT Greengrass L3 2 Lambda REH SPEENERETEE
o AWS loT Greengrass X #& Python 3.8.x R,

#% Lambda B E{EBE E Snowball Edge & E&

£ E1E AWS loT Greengrass E#HH#) Snowball Edge & E#1T Lambda ¥ , FESHREEA
Att, WMEMEH AWS loT Greengrass TIEAKKREBEAATHNTEEN , 528 (AWS loT
Greengrass Version 2 & ABIEFE) P4 Lambda HEEAATH ( FEE ),

1. 7E AWS loT £ A Greengrass THEME L |, BEEI TH.

Lambda B 53R 4 257


https://docs.aws.amazon.com/snowball/latest/developer-guide/using-green-grass.html
https://docs.aws.amazon.com/greengrass/latest/developerguide/what-is-gg.html#gg-group
https://docs.aws.amazon.com/greengrass/latest/developerguide/what-is-gg.html#gg-group
https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-concepts.html#gettingstarted-concepts-function
https://console.aws.amazon.com/lambda
https://docs.aws.amazon.com/lambda/latest/dg/foundation-console.html
https://docs.aws.amazon.com/lambda/latest/dg/foundation-console.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/import-lambda-function-console.html
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2.

© N o g &

ExHRRES , BIZFEA Lambda BB, £ Lambda HEF , BEREBWEZ . £ Lambda EH

MRAER | RIFER AR,

LBTHRRTHLRRTHNRS  BERBTMABARR , ARRBBH, ERR (D) &,

W AREMRAREHRE,

EEED , BEEREEHELNEE,

BEEIH

BELE,

EIES  BENEBEHEBE , RARBELED Greengrass &, BET—F,
ERBRGH , BEEEERTH

» aws.greengrass.Cli

» aws.greengrass.Lambdalauncher
« aws.greengrass.LambdaManager
» aws.greengrass.LambdaRuntimes

« aws.greengrass.Nucleus

BEERE

# Lambda EEEFE = Snowball Edge #i&
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#£ Snowball Edge Lf£/A Amazon S3 HARF

Snowball Edge £# Amazon S3 HHARFREZ MU , EEESHEM, BReED , SRS
Amazon S3 AP| THaE R ER ZRE. TEEEN P ENERWIRE, £ Snowball Edge E£H Amazon
S3 HARE , BRI LATE Snowball Edge LREFERLFITE TAMERARES , LETEBBEEE.,

& A LATE Snowball Edge 258 E 2 Amazon S3 f#77iTHE , S HFERAMEREFN., AEERERE
MERBEZNEARES , FRIBEPERANEERMH. Snowball Edge LH Amazon S3 AR FIR
I A TR SNOw , EfEA Amazon S3 APIls , EEUFE A BREN A X E Z{E Snowball Edge £
BERER, ETLE Amazon S3 E#1THY Snowball Edge 78T EEFAMERB/H APIs MIMEE , &
FERFTBEDBHBE, MENER. EREREEXER AWS , £ Snowball Edge £# Amazon
SIMHARTFRIEUSIENNAEERTSERER. WEFHEN  F2REAREENERRFE
%o

& LATE Snowball Edge LB I {HAE S £ {HAEZBE Amazon S3 AR, EBEILMERES | EALL
ERELMHESIBE K MAEUEARRRET. EREEED  MEERURBTEHAR S3 #7.
EERZUISIAEE &% 16 HEE, REEENA/)D , SSRBEEHIET 15 2 AEENSE

AEN.

£/ AWS DataSync , A LA7E Snowball Edge % & F#Z k% L Snowball Edge £ Amazon
S3IHAE AWS FEFEBERYH. WEFMEN , 5208 AWS DataSync ( ERHEER) HHE
Snowball Edge L/ S3 MARIFREER,

LAR & Snowball Edge £#Y Amazon S3 # &% , SAX Snowball Edge LA Amazon S3 & f#
FRCBURENERRTREE. UERENBHEEINRERE , F2H this table.

Snowball Edge Compute Optimized with NVMe storage

Snowball Edge £ Amazon S3 AR FRHNMRFAEE , LAX Snowball Edge BEE&EL (A
AMD EPYC Gen2 #1 NVMe R{F{tNEE ) HENEHRFHEZE

Snowball Edge #7F& & E£# Amazon S3 # ERFEFEE (TB)
WA (LLTB BEf)

3 17.5
5.5 14.5

10.5 8.5
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https://docs.aws.amazon.com/snowball/latest/developer-guide/computetype.html
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Snowball Edge f#F & & L# Amazon S3 BRFEEFERE (TB)
B8 (LA TB BEN)

12 6.5
13 9.9
16.5 1.5

Snowball Edge storage optimized 210 TB

Snowball Edge £ Amazon S3 AR FRNFFFSE , BAK Snowball Edge R HREIL 210 TB
HENERRTHE

Snowball Edge @#F & & £# Amazon S3 # ER#ETFEE (TB)
AR (WL TB AEN)

20 206
40 182
60 158
80 134
100 110
120 86
140 62
160 38
180 14
190 2

Snowball Edge #11& L& Amazon S3 AT :

* Snowball Edge #FIrR@HNBE LRASHRRENSEREE 100 .
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« S3on Snowball Edge RFErBER BEIRFHERFITEPNAMEY 4,

« R & Snowball Edge FErBHEE EIRFH S3 AT UH R FITRIMITRE,
« Y R/NBR&IEE Amazon S3 Y K/NREI— e

 TFHXIE Snowball Edge t S3 FHIFREYIHERE SNOW A REEREE,

- RIBFARR , FHIE SNOW REFERIF AN HESEMA ARSI HINZEE Amazon S3 REME S
iR (SSE-S3) #1TfF. Lt LABAMEREERARB[mMBRERT FRENINEZE SR (SSE-C) RKF
i &7k

. MRRERHHZEERIER Snowball Edge EEI¥I#H |, APl EEBRETRZHIAMR (ICE).

£

« 7£ Snowball Edge t&TH#§ Amazon S3 BT

* 7 Snowball Edge tEZEFMEE Amazon S3 HERT

+ 7£ S3 Edge LA EH Amazon S3 AR S3 f1FITHE

« YR 2 A T LAE Snowball Edge £ 77HY Snowball Edge #7878 L& Amazon S3 HA 1

+ 7£ Snowball Edge E#EE! Snowball Edge £ Amazon S3 A ETNREEFTE S EEH#EIrEE

+ 7£ Snowball Edge £ Snowball Edge L Amazon S3 A RIS IZITE

+ £ S3 Edge £# Snowball Edge k£ , £ Amazon S3 HHBRFEFEN S3 REFE
+ 7£ Snowball Edge #J Snowball Edge B} Amazon S3 AR EFETE

- A BEVNEEYHEmBHHERE AWS CLI

. BYHEERZ Snowball Edge £ Snowball Edge f# 78 Y Amazon S3 A7
+ 7£ Snowball Edge £ %lH Snowball Edge £ Amazon S3 AT P W4

+ # Snowball Edge £ Snowball Edge t Amazon S3 AR EFT N REEFITENSYH
 7£ Snowball Edge EfiBR Amazon S3 B FET RPN H

+ Snowball Edge £ Amazon S3 A FE X EM REST API Bk

+ 7£ Snowball Edge L Snow £EE £ FH Amazon S3 HERF

+ 7£ Snowball Edge 4B H L5 E Amazon S3 HAFTE

+ 7£ Snowball Edge EE&EA#E SMTP BA
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£ Snowball Edge L5T# Amazon S3 AT

# Snowball Edge £# Amazon S3 AT IBE BT Snowball Edge WEEFIFEE L, BE
FTEE | A BRI E AT LAETEE Snowball Edge £EHH |, WETHBRESIFELER

- HREZTKER K EEEXREENRE.

« 7£ Snow #ET , i##2 Snowball Edge Compute Optimized

- EEIHEERET | i#H Snowball Edge E#) Amazon S3 AR,

- HIRBURE K ERFFET , BEEE-KE K RREEMENRTE.

- HIREE  ERTFAETENESE , AR EZNAFENRESENRHEED,

#£ Snowball Edge L& EFMEXE Amazon S3 HHEREF

tt ZRAFZEKRITE AWS BB AMEIRE | LA Snowball Edge #EE S & EHF FE AR Snowball
Edge LM Amazon S3 HHAREFRER . A% , FAEL T ERERE Snowball Edge KEHFESE , I
7 Snowball Edge LB Amazon S3 HHAfEF.

FORIRH

Snowball Edge L#) Amazon S3 AT EZ&E4E Snowball Edge A Fim#l AWS CLI & 2 & #IR
B, @St u LR BAR NET # SDK H AWS Tools for Windows PowerShell , ¥ Snowball Edge
EfEA Amazon S3 HHAEfE. AWS EERFEA T HIMRANELETE

- Snowball Edge Al P — ERAKIIRA, NMEFHENR , FSEXREEPH THILZE Snowball
Edge Al Fifm.

« AWS CLI -2.11.15 IR E#F A, WFFMENH , 2B AWS Command Line Interface ( £/
Eigm) PHRE, FEFMNMEBRELE AWS CLI,

- EAM .NET # SDK - AWSSDK.S3Control 3.7.304.8 SE#hRA, MEHMER , FSHE
B .NET # AWS SDK,

« AWS #E AR Windows PowerShell I T B — 4.1.476 IiRSREFIRA, WMEFMET , FSB AWS
Tools for PowerShell A &I,

AREBH A MIRIE

AEFR A MAIFRE Snowball Edge A F i ME M A #EIRIE | LA#EEL Snowball Edge £#Y Amazon S3
HAREFEER,

1£ Snowball Edge £5T#& Amazon S3 HARF 262
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1. TEI L% Snowball Edge A Fi%

EO

3. MRZFEANE BAR NETH SDK

B, TR :

clientConfig.AuthenticationRegion =

=L

=% 7E Snowball Edge £ i&

£ Snowball Edge LF&E IAM

. MEFMENR , FZ
2. %X Snowball Edge AFIRMEERE., WFE

W

B R I %% Snowball Edge A Fifio

ESFMER | 552 BIERE Snowball Edge i FimlYERE
FAEXE clientConfig.AuthenticationRegion 8
"snow"

AWS Identity and Access Management (IAM) 7] {7 B & ¥4 7 ERAE Snowball Edge & £ #11T AWS

HEIR. B LER IAM RIEH 6288

Snowball Edge EA# & IAM, B ERAERE IAM REREZIAE® |, X IAM BEREES

BoaE (BEA) NMRECRAERN (BBFH) NAR,

EL A

B, B LUERE L BRRAFFATREIRMER AT EN FEUE,

T 5| &6l S 7 e FHL Amazon S3 API :

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor0@",
"Effect": "Allow",
"Action": "s3:*",
"Resource": "*"
}
]
}

MEEZ IAM BEREH |, 52

B AWS Snowball i2#% BIEE A BE™E.

RELNABIRE
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7 Snowball Edge fg# L B{E) Amazon S3 HERF

A T5I#ER , # Snowball Edge B # & £ B(E) Snowball Edge &% LAY Amazon S3 # &
7o

MBEBRREEZSAERANER BT L Snowball Edge R EBEH WB I EEREBHEERD
Amazon S3 A f#TE AWS OpsHub, @2 £ £ Snowball Edge L§%E Amazon S3 B /7
AWS OpsHub,

1. #FITTHHS , LM Snowball Edge BB H LM -
- WRE—KE

snowballEdge unlock-device --endpoint https://snow-device-ip

- HREK .

snowballEdge unlock-cluster
2. HBITTHaS , MR Snowball Edge £BREBHECHRETE -
- HIRE—HKE .

snowballEdge describe-device --endpoint https://snow-device-ip

- HREK .

snowballEdge describe-cluster --device-ip-addresses [snow-device-1-ip] [snow-
device-2-ip] /
[snow-device-3-ip] [snow-device-4-ip] [snow-device-5-ip] /
[snow-device-6-ip]

3. HRESHEEE (EREBE—HEIELE ) , ZEEXE Snowball Edge LR E Amazon S3 A= ,
BET T SIENME

a. #1TT%ldescribe-device@vPhysicalNetworkInterfaceId REEEREER

1£ Snowball Edge BR#% L8 Amazon S3 HAFF 264
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snowballEdge describe-device --endpoint https://snow-device-ip

b. #MiTT%lcreate-virtual-network-interface@ TR , & (BRARFEITEIERE)
M s3control (EARYHIRE ) HEERNERABNTE s3api(VNIs).

snowballEdge create-virtual-network-interface --ip-address-assignment
dhcp --manifest-file manifest --physical-network-interface-id
"PhysicalNetworkInterfaceId" --unlock-code unlockcode --endpoint https://snow-
device-ip

ZSEEEEA IP ity JSON &, ST IP Hbit,

WMEELMTHNFMERN , F2 B Snowball Edge LR EEEMRESLE (VNI).

@ Note
£ Snowball Edge L&) Amazon S3 AR EEFERHEEER.

4. #H1TT¥|start-serviced® , £ Snowball Edge FR¥§ LR(E Amazon S3 HHBfEF. 28
EEMW IP it | AREA s3control M s3apilm B HY VNIs B9 Amazon Resource Name
(ARNS) :

BEEE—RKE LREBR

snowballEdge start-service --service-id s3-snow --device-ip-addresses snow-
device-1-ip --virtual-network-interface-arns vni-arn-1 vni-arn-2

BEEHRE LRER

snowballEdge start-service --service-id s3-snow --device-ip-addresses snow-
device-1-ip snow-device-2-ip snow-device-3-ip --virtual-network-interface-arns vni-
arn-1 vni-arn-2 vni-arn-3 vni-arn-4 vni-arn-5 vni-arn-6

¥R --virtual-network-interface-arns , B2 B EL—EALSBHENNAE VNIs 1
ARNs, fERAZ=%2REME ARN,

5. #HHE—-#EBE#H T T describe-service®® :

1£ Snowball Edge BR#% L8 Amazon S3 HAFF 265



https://docs.aws.amazon.com/snowball/latest/developer-guide/network-config-ec2.html#setup-vni

AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

snowballEdge describe-service --service-id s3-snow

EIRBARES Active,

SHEEH T TS describe-servicem®d :

snowballEdge describe-service --service-id s3-snow \
--device-ip-addresses snow-device-1-ip snow-device-2-ip snow-device-3-ip

248 Snowball Edge ¥ & £ Amazon S3 A IEEE A

E Snowball Edge fR# L#Y Amazon S3 AR ERENITH , BRI LIEA describe-service
Snowball Edge A Fimtn 5 2R#x17EE s3control M s3api i BAERIEAAY IP it

snowballEdge describe-service --service-id s3-snow --endpoint https://snow-device-ip-
address --profile profile-name

Example describe-service w58 H

TELEEHIH | s3control i BEHY 1P M3k A 192.168.1.222 , s3api in kY IP ik A& 192.168.1.152,

{
"ServiceId": "s3-snow",
"Autostart": true,
"Status": {

"State": "ACTIVATING",
"Details": "Attaching storage"

3,
"ServiceCapacities": [
{
"Name": "S3 Storage",
"Unit": "Byte",
"Used": 148599705600,
"Available": 19351400294400
}

BB A
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1,
"Endpoints": [
{
"Protocol": "https",
"Port": 443,
"Host": "192.168.1.222",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/30c563f1124707705117f57f6c3accd42a4528ed6dbale35c1822a391a717199d8c49973d3
.
"Description": "s3-snow bucket API endpoint (for s3control SDK)",
"DevicelId": "JID-beta-207429000001-23-12-28-03-51-11",
"Status": {
"State": "ACTIVE"
}
.
{
"Protocol": "https",
"Port": 443,
"Host": "192.168.1.152",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/30c563f1124707705117f57f6c3accd42a4528ed6dbale35¢c1822a391a717199d8c49973d3
.
"Description": "s3-snow object & bucket API endpoint (for s3api SDK)",
"DevicelId": "JID-beta-207429000001-23-12-28-03-51-11",
"Status": {
"State": "ACTIVATING"
}
}
]

£ S3 Edge LfEHAEH Amazon S3 HHAREN S3 HE1FirEE

£/ Snowball Edge £# Amazon S3 A 78 , B LUE Snowball Edge & £ 37 Amazon
S3 RETRE  HHFELHERFN., AEEREENERNEZNERRER , EAREE P 7
FEEVYI . Snowball Edge £HY Amazon S3 AR EFIRAM AR FERI SNOw , HEEA Amazon S3
APls , EELE A BIREN AR EZME Snowball Edge £BFHE R, EAILAE Amazon S3 L#{T
#9 Snowball Edge f#7ETE8 L E AR APIs FThaE , SERBETEEMBEHBEE, MEMER,

fiEF S3 fE1ETEE 267
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EAILAE A AWS Command Line Interface (AWS CLI) 2i%i18 AWS Java BB EHLUERRETARE
Snowball Edge t{#£/H Amazon S3 HH&AfEF. A AWS CLI , BRI LAFRTE s3api = s3control imF |
WiER wFHEEES, RMEREMER s3api ind , RAMERN AR FIRBANM4RE,

(® Note

s3api WwEE AR Snowball Edge BXE8HY 8004 R EFIRA ., EESHRLTHEEEE LD
Snowball Edge BXBEfRZA , 556 snowballEdge check-for-updates@®,. EEEH
Snowball Edge £ & , 582 B E£# Snowball Edge £ & FH K,

A AWS CLI

EKRIELIER , £ £ E L&A Amazon S3 f#FETEE AWS CLI,
5%7E AWS CLI

1. EHREBRIMHIRENEERE~/.aws/config,

[profile your-profile]

aws_access_key_id = your-access-id
aws_secret_access_key = your-access-key
region = snow

ca_bundle = dev/apps/ca-certs/your-ca_bundle

2. REMNRENEERE. WFEFMEEF , 526 Snowball Edge FiZ A S5,
3. MRLEEHRREFRRUBRABEN  FEATIRSEERA -

source your-virtual-environment-name/bin/activate

REREZE , LA LUER s3api SDK = s3control SDK , 3#iB 7H Snowball Edge E#Y S3 178
# AWS CLlI,

Exampleff s3api SDK 17EY S3 1767 E8

aws s3api list-buckets --endpoint-url https://s3api-endpoint-ip --profile your-profile

£ AWS CLI 268
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Examplef f s3control SDK f7El S3 17T eE

aws s3control list-regional-buckets --account-id bucket-owner --endpoint-url
https://s3ctrlapi-endpoint-ip --profile your-profile

Examplef# f s3api SDK 12E S3 ¥4

aws s3api list-objects-v2 --endpoint-url https://s3api-endpoint-ip --profile your-
profile

£/ Java FREH

ERLLT8EH |, £/ Java FEEMHRER Amazon S3 @EFRrB MW 4.

import software.amazon.awssdk.services.s3.S3Client;

import software.amazon.awssdk.auth.credentials.AwsBasicCredentials;
import software.amazon.awssdk.auth.credentials.StaticCredentialsProvider;
import software.amazon.awssdk.http.SdkHttpClient;bg

import software.amazon.awssdk.http.apache.ApacheHttpClient;

import software.amazon.awssdk.regions.Region;

import java.net.URI;

AwsBasicCredentials creds = AwsBasicCredentials.create(accessKey, secretKey); // set
creds by getting Access Key and Secret Key from snowball edge

SdkHttpClient httpClient =
ApacheHttpClient.builder().tlsTrustManagersProvider(trustManagersProvider).build(); //
set trust managers provider with client certificate from snowball edge

String s3SnowEndpoint = "10.0.0.0"; // set s3-snow object api endpoint from describe
service

S3Client s3Client =
S3Client.builder().httpClient(httpClient).region(Region.of("snow")).endpointOverride(new
URI(s3SnowEndpoint)).credentialsProvider(StaticCredentialsProvider.create(creds)).build();
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fE1ZETEE ARN X

& AT LASE A b BE 51 H B9 Amazon Resource Name (ARN) #&33k 3 B Snowball Edge #£ & L) Amazon
S3 fEFHETHE

arn:partition:s3:snow:account-id:device/device-id/bucket/bucket-name

Hrp### 25T H Snowball Edge REM BIEHMN D EIE, MREERBEIUMN Snowball Edge EKE |, #
device-id & job_id , MR IEH Snowball Edge #% , A& cluster_id,

fEEITRAERN
BB ER ISR ER URFERN Snowball Edge #E. RMEFBUBNRRNT :

/device-id/bucket/bucket-name

MEHMET , 528 (AWS CLI H2E) H M create-bucket,

YR 2 R A A BAFE Snowball Edge £77HR Snowball Edge #7788
L # Amazon S3 HE R

T3 HIEA head-bucket@m HR¥IE Amazon S3 REFITRREERFE , MALEEFEA ETFIMN
ATA AWS CLI, BEFEAS T , FAEECHNERNNKESE £ %i‘?)&ﬁ L&,

aws s3api head-bucket --bucket sample-bucket --endpoint-url https://s3api-endpoint-ip
--profile your-profile

#£ Snowball Edge L#EHY Snowball Edge £ Amazon S3 AR F
PR EITESREE e 5SS

ffH list-regional-buckets= 1list-buckets¥H Snowball Edge f#ZkrE8 & Amazon S3
MARER AWS CLL
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Examplef£ A HEUR#FirB = [EE R TR RBNEE AWS CLI

s3api syntax

aws s3api list-buckets --endpoint-url https://s3api-endpoint-ip --profile your-
profile

WE list-bucketsi THEFMENR , 582H (AWS CLI T2 %E) H# list-buckets

s3control syntax

aws s3control list-regional-buckets --account-id 123456789012 --endpoint-url
https://s3ctrlapi-endpoint-ip --profile your-profiles

#2820 (AWSCLI mt8E) Hi list-

WMEE list-regional-buckets@SHFFMER ,
regional-buckets,

3
$
an

TFEMAR Java i) SDK #HIREE Snowball Edge £E LNREFHRAER. MBEFBER |
{Amazon Simple Storage Service API %) H#) ListBuckets,

import com.amazonaws.services.s3.model.*;

public void listBuckets() {
ListBucketsRequest reglListBuckets
.withAccountId(AccountId)
ListBucketsResult resplListBuckets s3APIClient.RegionalBuckets(reqListBuckets);
System.out.printf("ListBuckets Response: %s%n", resplListBuckets.toString());

}

new ListBucketsRequest()

T % PowerShell 815 &H18 Snowball Edge #£ & FHIfZIT 85 E,

Get-S3CRegionalBucketlList -AccountId 012345678910 -Endpoint "https://snowball_ip" -
Region snow

==

T %I .NET &4I=E S Snowball Edge # & F & FITEEE,

using Amazon.S3Control;
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using Amazon.S3Control.Model;

namespace SnowTest;

internal class Program

{
static async Task Main(string[] args)
{
var config = new AmazonS3ControlConfig
{
ServiceURL = "https://snowball_ip",
AuthenticationRegion = "snow" // Note that this is not RegionEndpoint
};

var client = new AmazonS3ControlClient(config);

var response = await client.ListRegionalBucketsAsync(new
ListRegionalBucketsRequest()

{
AccountId = "012345678910"

1)

£ Snowball Edge L Snowball Edge L# Amazon S3 & f#
FESRFATER

T 5 &EHIER £ Snowball Edge #1778 FEWS Amazon S3 A f/E AWS CLI, ZEFALG T ,
BEUZECHEARREE FRERAFTEMNE,

aws s3control get-bucket --account-id 123456789012 --bucket amzn-s3-demo-bucket --
endpoint-url https://s3ctrlapi-endpoint-ip --profile your-profile

WMELDTWFEEN , F20 (AWS CLI fi8#E) H#Y get-buckets

T % Snowball Edge L Amazon S3 HHAREFREHISEREAR Java By SDK BUER7FETE, W
EHMER |, 5528 Amazon Simple Storage Service API £Z/H# GetBucket,
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import com.amazonaws.services.s3control.model.*;
public void getBucket(String bucketName) {
GetBucketRequest reqGetBucket = new GetBucketRequest()
.withBucket(bucketName)

.withAccountId(AccountId);

GetBucketResult respGetBucket = s3ControlClient.getBucket(reqGetBucket);
System.out.printf("GetBucket Response: %s%n", respGetBucket.toString());

£ S3 Edge LHY Snowball Edge £ , £ Amazon S3 AR FEF
37 S3 AT e

B A LATE Snowball Edge & F# Amazon S3 T |, StHEELHER T, FAEEREE
MERBEZENERRES |, Fi2B&FEHRAEEYH. Snowball Edge E#Y Amazon S3 HAREREHH
#1755 SNow , EEfFH Amazon S3 , EEURF A BRENARNBELEEEFHRER. B IEHEHE
Amazon S3 FEZETEAERK APIs MIhgE , BREBEFERBEGBHBER., MBEMERL.

T5IEEHIEER & Snowball Edge &2 Amazon S3 417878 AWS CLI, ZEE#H TGS , BN
FECHERBRRERAEMAEEMNE,

Example 3 S3 #1768

s3api syntax

aws s3api create-bucket --bucket your-snow-bucket --endpoint-url https://s3api-
endpoint-ip --profile your-profile

s3control syntax

aws s3control create-bucket --bucket your-snow-bucket --endpoint-url
https://s3ctrlapi-endpoint-ip --profile your-profile
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£ Snowball Edge B Snowball Edge B} Amazon S3 AR =E
BTRE

& B LAfE A s3api SDK = s3control SDK 2R fil|Bk Snowball Edge £ Amazon S3 M AR FETRE DY F#
FETHE.

/A Important

- AWS IRF BUfFirEN HEXRTFIER , R — T USERBRNREFETRE,
* Snowball Edge EEFITEXARZER , FREASEMIER,
- BESEREMBREBNRBTITR,

T HIEE5)4E A MIER Snowball Edge #1788 £ & Amazon S3 ¥A #1778 AWS CLI, ZEFA Lty
T, BEUCECHNEFARRSE FRERATRENVE.,

Examplefft Br & 17 i 58

s3api syntax

aws s3api delete-bucket --bucket amzn-s3-demo-bucket --endpoint-url https://s3api-
endpoint-ip --profile your-profile

MEHRBGSHNEMAENR , 528 ( AWS CLI 8 H2E) F#y delete-bucket,

s3control syntax

aws s3control delete-bucket --account-id 123456789012 --bucket amzn-s3-demo-bucket
--endpoint-url https://s3ctrlapi-endpoint-ip --profile your-profile

MERGONEMESR , F28 ( AWSCLI 5 2E) fi delete-bucket,
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A BIUNEBEY 4L mBEEAERE AWS CLI

IETLAE A Amazon S3 £ aniBHA R F{E1L Snowball Edge £ Amazon S3 HAMENRERE., &1
DEVAEMBRFAE  EMHZBCRERABFNRERGEELYHFBE. SAUEY, A, FAXN
fiBRAE B R B, 05 Amazon S3 £ BHINFMEN , F2REELNREET AL,

@ Note
BIAUMRERTE AWS IRFE B AT , RE—TNEY, MA. FRAIMBRERBHRIN .

£E#H AWS Command Line Interface (AWS CLI) £ Snowball Edge fZirEE 2 EE
Amazon S3 HHARERBMN EamiBEIHERE , FSETHEH,

#£ Snowball Edge 7T £ & £ dn B HAFH B

T %] AWS CLI E5I€ 7 Snowball Edge fEfZErBB L BT BREREE. LBRIEEEEERLFE
(myprefix) MIEBENMEMHEE 10 REBH, EEEALES , FUAEECNETRRESE £H
EWATEEMNE,

B, SEaBHRERBERMATE JSON ER, FHEM+ , HEREA lifecycle-

example. json,

{
"Rules": [{
"ID": "id-1",
"Filter": {
"And": {
"Prefix": "myprefix",
"Tags": [{
"Value": "mytagvaluel",
"Key": "mytagkeyl"
},
{
"Value": "mytagvalue2",
"Key": "mytagkey2"
}
]
}
I

"Status": "Enabled",
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"Expiration": {
"Days": 10
}
1]

REERCE , BIRX JSON EERMA put-bucket-1lifecycle-configuration® < —
EEFALTS , BUACECHNEFRRERE EAEMAEENLE.

Example put-bucket-lifecycle 5 H
s3api syntax
aws s3api put-bucket-lifecycle-configuration --bucket example-snow-bucket \\

--lifecycle-configuration file://lifecycle-example.json --endpoint-url
https://s3api-endpoint-ip --profile your-profile

:l:llh+

MFLBTHFEES

s3control syntax

28 ( AWS CLI as58%E) H# put-bucket-lifecycle-configurations

aws s3control put-bucket-lifecycle-configuration --bucket example-snow-bucket \\
--lifecycle-configuration file://lifecycle-example.json \\
--endpoint-url https://s3ctrlapi-endpoint-ip --profile your-profile

MEWGSHWFMBENR , 528 (AWS CLI i 52%E) H# put-bucket-lifecycle-configuration.

Y E S E| Snowball Edge £ Snowball Edge 128788 E#Y
Amazon S3 A EFE

THEHEEEB sample-object. xml HIER_LEZ Snowball Edge #2888 /9 Amazon S3 8
AREFE K MEHAER WEAFTAWSCL, EEGALGS  FUECACHEARRESHE AL
WATEENE,

aws s3api put-object --bucket sample-bucket --key sample-object.xml --body sample-
object.xml --endpoint-url s3api-endpoint-ip --profile your-profile
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Hkk

T %I Snowball Edge £# Amazon S3 AR FREFSHERAERAR Java BV ABEH , BUHFERE

MHERFRBTTDG. sEEALeT  FUELECHNERADNRESE ERERATEMLE,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.CopyObjectRequest;
add : import java.io.IOException;

public class CopyObject {
public static void main(String[] args) {

String bucketName = "*** Bucket name ***";

String sourceKey = "*** Source object key ***";

String destinationKey = "*** Destination object key ***";
try {

// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-qguide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Copy the object into a new object in the same bucket.
CopyObjectRequest copyObjectRequest = new CopyObjectRequest(sourceKey,
destinationKey);
s3Client.copyObject(copyObjectRequest);
CopyObjectRequest copyObjectRequest = CopyObjectRequest.builder()
.sourceKey(sourceKey)
.destinationKey(destKey)
.build();
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

wRYHt
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}

£ Snowball Edge L% Snowball Edge £ Amazon S3 A& F
T8 PRI 4

TH&EHIER 5 H Snowball Edge #2878 E Amazon S3 AR EFEE Y4 AWS CLI, SDK

TR s3-snow:ListObjectsV2, BEEFALGS , FULEBCHNEARRERE EAERAFRE N
=R

aws s3api list-objects-v2 --bucket sample-bucket --endpoint-url s3api-endpoint-ip --
profile your-profile

MERGSHRFMENR , F2H8 (AWS CLIHS22E) H list-objects-v2,

T3l Snowball Edge £#J Amazon S3 AR FREFIERAERAR Java B SDK 5| F#EFEr R8P Y
#, BEEFEALGT , FULCECHWETRRESE EREaABENE,

L EBIEF ListObjectsV2 , IER ListObjects APl IR ERRFTIRA, BFBEMEAISITRAERE APl i
EETTREARENETHE, AT EHEAY , Amazon S3 SREZ B AP BENERA,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.ListObjectsV2Request;
import com.amazonaws.services.s3.model.ListObjectsV2Result;
import com.amazonaws.services.s3.model.S30bjectSummary;

public class ListObjectsV2 {

public static void main(String[] args) {
String bucketName = "*** Bucket name ***";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
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.build();

System.out.println("Listing objects");

// maxKeys is set to 2 to demonstrate the use of

// ListObjectsV2Result.getNextContinuationToken()

ListObjectsV2Request req = new
ListObjectsV2Request().withBucketName(bucketName).withMaxKeys(2);

ListObjectsV2Result result;

do {
result = s3Client.listObjectsV2(req);

for (S30bjectSummary objectSummary : result.getObjectSummaries()) {
System.out.printf(" - %s (size: %d)\n", objectSummary.getKey(),
objectSummary.getSize());
}
// If there are more than maxKeys keys in the bucket, get a
continuation token
// and list the next objects.
String token = result.getNextContinuationToken();
System.out.println("Next Continuation Token: " + token);
req.setContinuationToken(token);
} while (result.isTruncated());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
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Hkk

% Snowball Edge Lt Snowball Edge £ Amazon S3 HHAfZHHY
REITRES Y

THEHIER #& Snowball Edge #1778 LM Amazon S3 AR EREEER A sample-

object.xml BI¥I# AWS CLI, SDK @5 s3-snow:GetObject, EEFEAL TGS , FULAD

MEFARNEE EAERARENVE.

aws s3api get-object --bucket sample-bucket --key sample-object.xml --endpoint-
url s3api-endpoint-ip --profile your-profile

NP HHOHMER , HSW (AWS CLI HHBE) i getobject.

T %I Snowball Edge £#J Amazon S3 AR FREFISFEAERR Java B SDK BENH. BE
FALkGS , FULZECHEFARRESE EAEBAREMNE, MFEFHEN , F28 (Amazon
Simple Storage Service API 22Z) https://docs.aws.amazon.com/AmazonS3/latest/API/F#Y

GetObject,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.GetObjectRequest;

import com.amazonaws.services.s3.model.ResponseHeaderOverrides;
import com.amazonaws.services.s3.model.S30bject;

import java.io.BufferedReader;
import java.io.IOException;
import java.io.InputStream;
import java.io.InputStreamReader;

public class GetObject {
public static void main(String[] args) throws IOException {
String bucketName = "*** Bucket name ***";
String key = "*** QObject key ***";

S30bject fullObject = null, objectPortion = null, headerOverrideObject = null;
try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html

s
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AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

GetObjectRequest getObjectRequest = GetObjectRequest.builder()
.bucket(bucketName)
.key(key)
.build());

s3Client.getObject(getObjectRequest);
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
} finally {
// To ensure that the network connection doesn't remain open, close any
open input streams.
if (fullObject != null) {
fullObject.close();
}
if (objectPortion != null) {
objectPortion.close();
}
if (headerOverrideObject != null) {
headerOverrideObject.close();

private static void displayTextInputStream(InputStream input) throws IOException {
// Read the text input stream one line at a time and display each line.
BufferedReader reader = new BufferedReader(new InputStreamReader(input));
String line = null;
while ((line = reader.readLine()) != null) {

System.out.println(line);

}
System.out.println();
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£ Snowball Edge LR Amazon S3 AR EFEFE P4

BT LASE Snowball Edge f&1FETEE EHY Amazon S3 AR EREPMER—=ZEWH. T 5546
MiprE B sample-object.xml BI¥I# AWS CLI, ZEEFRA LGS , BUELECHWETRREME &£
RAEmAEEMNE,

aws s3api delete-object --bucket sample-bucket --key key --endpoint-url s3api-endpoint-
ip --profile your-profile

WMENRGSHFMEENR , 528 (AWS CLITH8%E) P delete-object,

T %I Snowball Edge L# Amazon S3 HHA R FREFISEREAR Java By SDK MERFEFITEFH
Mk, EEFEALED  FIEELEMBR2YHNSREE, NEFMAEN , 528 (Amazon Simple
Storage Service API 2% ) H#y DeleteObject.

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.DeleteObjectRequest;

public class DeleteObject {
public static void main(String[] args) {

String bucketName = "*** Bucket name ***";
String keyName = "*** key name ****";
try {

// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

DeleteObjectRequest deleteObjectRequest = DeleteObjectRequest.builder()
.bucket(bucketName)
.key(keyName)
.build()));
s3Client.deleteObject(deleteObjectRequest);
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
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// it, so it returned an error response.

e.printStackTrace();

} catch (SdkClientException e) {

// Amazon S3 couldn't be contacted for a response, or the client

// couldn't parse the response from Amazon S3.

e.printStackTrace();

Snowball Edge £ Amazon S3 M A/ FE X ER REST API BiF

T 558 Snowball Edge £ Amazon S3 AR FE B API 1#1E , @3 Amazon S3 FHEEIR

EREE AWS EiF,
s3api I EN R EETE API 2E -

* CreateBucket
* DeleteBucket

» DeleteBucketLifecycle

+ GetBucketLifecycleConfiguration

» ListBuckets

» PutBucketLifecycleConfiguration

s3control i B BV FEFETRE API 1R4E

* CreateBucket

» DeleteBucket

» DeleteBucketLifecycle

* GetBucket

» GetBucketLifecycleConfiguration

* ListBuckets

+ PutBucketLifecycleConfiguration

T ENYH API RE -

Snowball Edge £ Amazon S3 tHHE 788 2B M REST API Bk
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» AbortMultipartUpload

« CompleteMultipartUpload

+ CopyObject
» CreateMultipartUpload

+ DeleteObject
» DeleteObjects
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snowballEdge describe-cluster --manifest-file path/to/manifest/file.bin --unlock-
code unlock-code --endpoint https://ip-address-of-device-in-cluster

Example describe-cluster @ HH

"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"Devices": [
{
"Deviceld": "JID12345678-1234-1234-1234-123456789012",
"UnlockStatus": {
"State": "UNLOCKED"
},
"ActiveNetworkInterface": {
"IpAddress": "10.0.0.0"
1,
"ClusterAssociation": {
"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "ASSOCIATED"
1,
"NetworkReachability": {
"State": "REACHABLE"
},
"Tags": []

"DevicelId": "JID12345678-1234-1234-1234-123456789013",
"UnlockStatus": {
"State": "UNLOCKED"
1,
"ActiveNetworkInterface": {
"IpAddress": "10.0.0.1"
},
"ClusterAssociation": {
"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "ASSOCIATED"
},
"NetworkReachability": {
"State": "REACHABLE"
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},
"Tags": []
},
{
"DevicelId": "JID12345678-1234-1234-1234-123456789014",
"ClusterAssociation": {
"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "ASSOCIATED"
},
"NetworkReachability": {
"State": "UNREACHABLE"
}
}

3. fEH describe-service@ tRMERs3-snowfRIGHIARAES DEGRADED,

snowballEdge describe-service --service-id s3-snow --device-ip-addresses snow-
device-1-address snow-device-2-address --manifest-file path/to/manifest/file.bin --
unlock-code unlock-code --endpoint https://snow-device-ip-address

Example describe-service @S H & H

"ServiceId": "s3-snow",
"Autostart": true,
"Status": {
"State": "DEGRADED"
by
"ServiceCapacities": [
{
"Name": "S3 Storage",
"Unit": "Byte",
"Used": 38768180432,
"Available": 82961231819568

1,
"Endpoints": [
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{

"Protocol": "https",
"Port": 443,
"Host": "10.0.0.10",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMWELYpT"
I
"Description" : "s3-snow bucket API endpoint (for s3control SDK)",
"Deviceld": "JID-beta-207012320001-24-02-05-17-17-26",
"Status": {
"State": "ACTIVE"

"Protocol": "https",
"Port": 443,
"Host": "10.0.0.11",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMwWELYpT"
I
"Description": "Description" : "s3-snow object & bucket API endpoint
(for s3api SDK)",
"Deviceld": "JID-beta-207012320001-24-02-05-17-17-26",
"Status": {
"State": "ACTIVE"

"Protocol": "https",
"Port": 443,
"Host": "10.0.0.12",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMwWEiYpT"
},
"Description": "Description" : "s3-snow bucket API endpoint (for
s3control SDK)",
"Deviceld": "JID-beta-207012240003-24-02-05-17-17-27",
"Status": {
"State": "ACTIVE"

iy
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{

"Protocol": "https",
"Port": 443,
"Host": "10.0.0.13",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMWELYpT"
I
"Description": "Description" : "s3-snow object & bucket API endpoint
(for s3api SDK)",
"Deviceld": "JID-beta-207012320001-24-02-05-17-17-27",
"Status": {
"State": "ACTIVE"

4. fEF disassociate-device@m T REEFUHEBMBIREEMRETENETIE,

snowballEdge disassociate-device --device-id device-id --manifest-file path/to/
manifest/file.bin --unlock-code unlock-code --endpoint https://ip-address-of-
unhealthy-device

Example disassociate-device SR EH

Disassociating your Snowball Edge device from the cluster. Your Snowball Edge
device will be disassociated from the cluster when it is in the "DISASSOCIATED"
state. You can use the describe-cluster command to determine the state of your
cluster.

5. BXfEA describe-cluster® , UEREFMRETENETHEREETUHEH,

snowballEdge describe-cluster --manifest-file path/to/manifest/file.bin --unlock-
code unlock-code --endpoint https:ip-address-of-healthy-device
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Example describe-cluster o WS HERE R EBUE B

"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"Devices": [
{
"Deviceld": "JID12345678-1234-1234-1234-123456789012",
"UnlockStatus": {
"State": "UNLOCKED"
},
"ActiveNetworkInterface": {
"IpAddress": "10.0.0.0"
.
"ClusterAssociation": {
"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "ASSOCIATED"
.
"NetworkReachability": {
"State": "REACHABLE"
},
"Tags": []

"DevicelId": "JID12345678-1234-1234-1234-123456789013",
"UnlockStatus": {
"State": "UNLOCKED"
.
"ActiveNetworkInterface": {
"IpAddress": "10.0.0.1"
},
"ClusterAssociation": {
"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "ASSOCIATED"
},
"NetworkReachability": {
"State": "REACHABLE"
.
"Tags": []

"DevicelId": "JID12345678-1234-1234-1234-123456789014",
"ClusterAssociation": {
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"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "DISASSOCIATED"

6. BARMEELEFERETENEE AWS, MEFHMER , F2BEIR Snowball Edge M{EE
Snowball Edge &,

EERAKEXER A FAEATIHEFSENEERE,
MEBENREE

1. REBSENBREKE  UELUUEFNAERENER. FEMIEL.

2. FHERER , WRADIHERINEEEHMT I MEN AR, NFFRER , F2RERE
AR o

3. f{#M unlock-clusterm T TEHETEH IP ik,

snowballEdge unlock-cluster --manifest-file path/to/manifest/file.bin --unlock-
code unlock-code --endpoint https://ip-address-of-cluster-device --device-ip-
addresses node-1-ip-address node-2-ip-address new-node-ip-address

FEEMAREER , DEGRADEDERIZET —RBI RIS HEEERE VBB AL,
4. fEF associate-devicefn T AGEUN B BhEE % 5 32 3T BRI B,

snowballEdge associate-device --device-ip-address new-node-ip-address

Example associate-device S #i HH

Associating your Snowball Edge device with the cluster. Your Snowball Edge device
will be associated with the cluster when it is in the ASSOCIATED state. You can
use the describe-device command to determine the state of your devices.
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5. {#H describe-clusterdn< JRHE{R 370 Bh 2 2 S AR RA RS

snowballEdge describe-cluster --manifest-file path/to/manifest/file.bin --unlock-
code unlock-code --endpoint https://node-ip-address

Example describe-cluster s #HH

"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"Devices": [
{
"DevicelId": "JID12345678-1234-1234-1234-123456789012",
"UnlockStatus": {
"State": "UNLOCKED"
1,
"ActiveNetworkInterface": {
"IpAddress": "10.0.0.0"
},
"ClusterAssociation": {
"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "ASSOCIATED"
},
"NetworkReachability": {
"State": "REACHABLE"
1,
"Tags": []

"DevicelId": "JID-CID12345678-1234-1234-1234-123456789013",
"UnlockStatus": {
"State": "UNLOCKED"
},
"ActiveNetworkInterface": {
"IpAddress": "10.0.0.1"
1,
"ClusterAssociation": {
"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "ASSOCIATED"
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},
"NetworkReachability": {
"State": "REACHABLE"

iy
"Tags": []

"Deviceld": "JID-CID12345678-1234-1234-1234-123456789015",
"UnlockStatus": {
"State": "UNLOCKED"
},
"ActiveNetworkInterface": {
"IpAddress": "10.0.0.2"
.
"ClusterAssociation": {
"ClusterId": "CID12345678-1234-1234-1234-123456789012",
"State": "ASSOCIATED"
.
"NetworkReachability": {
"State": "REACHABLE"
},
"Tags": []

Hll'

6. EFHEL K BYMEBEEEBENE VNIs), NEFMENR , 55287 Snowball Edge BR#S RS
Amazon S3 A FHF

7. fEA stop-servicemm HREFL s3-snow R

snowballEdge stop-service --service-id s3-snow --device-ip-addresses cluster-

device-1-ip-address cluster-device-2-ip-address cluster-device-3-ip-address --

manifest-file path/to/manifest/file.bin --unlock-code unlock-code --endpoint
https://snow-device-ip-address

Example stop-service s #HH
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Stopping the AWS service on your Snowball Edge. You can determine the status of the
AWS service using the describe-service command.

8. BHEHMBEREER 6 BFEH start-servicem TR E s3-snow BRFE.

snowballEdge start-service --service-id s3-snow --device-ip-addresses cluster-

device-1-ip-address cluster-device-2-ip-address cluster-device-3-ip-address --

virtual-network-interface-arns "device-1-vni-ip-address-a" "device-1-vni-ip-

address-b" "device-2-vni-ip-address-a" '"device-2-vni-ip-address-b" "device-3-vni-

ip-address-a" "device-3-vni-ip-address-b" --manifest-file path/to/manifest/file.bin
--unlock-code unlock-code --endpoint https://snow-device-ip-address

Example start-service & HEY

Starting the AWS service on your Snowball Edge. You can determine the status of the
AWS service using the describe-service command.

9. fEH describe-service@t KRR s3-snow RIEEE.

snowballEdge describe-service --service-id s3-snow --device-ip-addresses snow-
device-1-address snow-device-2-address snow-device-3-address --manifest-file path/
to/manifest/file.bin --unlock-code unlock-code --endpoint https://snow-device-ip-
address

Example descibe-service a5 #iHEY

{
"ServiceId": "s3-snow",
"Autostart": true,
"Status": {

"State": "ACTIVE"
+
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"ServiceCapacities": [{
"Name": "S3 Storage",
"Unit": "Byte",
"Used": 38768180432,
"Available": 82961231819568
1,
"Endpoints": [{
"Protocol": "https",
"Port": 443,
"Host": "10.0.0.10",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMWELYpT"
I
"Description": "s3-snow bucket API endpoint (for s3control SDK)",
"Deviceld": "JID12345678-1234-1234-1234-123456789012",
"Status": {
"State": "ACTIVE"
}
[ PE
"Protocol": "https",
"Port": 443,
"Host": "10.0.0.11",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMwWEiYpT"
},
"Description": "s3-snow object & bucket API endpoint (for s3api SDK)",
"DevicelId": "JID12345678-1234-1234-1234-123456789013",
"Status": {
"State": "ACTIVE"
}
Yo &
"Protocol": "https",
"Port": 443,
"Host": "10.0.0.12",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMwWELYpT"
I
"Description": "s3-snow bucket API endpoint (for s3control SDK)",
"Deviceld": "JID12345678-1234-1234-1234-123456789015",
"Status": {
"State": "ACTIVE"
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}
[ PE
"Protocol": "https",
"Port": 443,
"Host": "10.0.0.13",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMwEiYpT"
},
"Description": "s3-snow object & bucket API endpoint (for s3api SDK)",
"Deviceld": "JID-beta-207012320001-24-02-05-17-17-27",
"Status": {
"State": "ACTIVE"

**Unable to locate subtitle***

}
Yo &
"Protocol": "https",
"Port": 443,
"Host": "10.0.0.14",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMwWELYpT"
I
"Description": "s3-snow bucket API endpoint (for s3control SDK)",
"Deviceld": "JID-beta-207012240003-24-02-05-17-17-28",
"Status": {
"State": "ACTIVE"
}
[ PE
"Protocol": "https",
"Port": 443,
"Host": "10.0.0.15",
"CertificateAssociation": {
"CertificateArn": "arn:aws:snowball-
device:::certificate/7Rg21P9tQaHnW4sC6xUzF1vGyD3jB5kNSMwWEiYpT"
},
"Description": "s3-snow object & bucket API endpoint (for s3api SDK),
"DevicelId": "JID-beta-207012320001-24-02-05-17-17-28",
"Status": {

"State": "ACTIVE"

3]
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£ Snowball Edge B4 B4%1 E5&E Amazon S3 HARTE

Snowball Edge L#) Amazon S3 AR F X ERIFASTIERNEH (MQTT) BABEETYH API
FEOY#Y Amazon S3 EHIEA,

A LAE A Snowball Edge £H) Amazon S3 HARER , £ S3 REFIFBFRERBESHREYVE
H, ZEEMABXN , BHIGEANMERE , R EFEREBGEHEH,

Snowball Edge £#) Amazon S3 HHAfREEXE T Y EMER -

- MMHERINES
- MHBERESH
- MRS

% 7E Amazon S3 E4EH

1. BZE , BNRERPLER MQTT EfRE.

2. 7£ Snowball Edge A FiiH , #11T snowballEdge configured$RE&E Snowball Edge %
B,

HIRRRE , FRATIIER :
- BABERERNRE,
- REMHEE,
- BB (B https://10.0.0.1).
3. #MITTFHlput-notification-configuration®m® , SBHEEENBRERER,
snowballEdge put-notification-configuration --broker-endpoint ssl://mqtt-broker-

ip-address:8883 --enabled true --service-id s3-snow --ca-certificate file:path-to-

mqtt-broker-ca-cert

"

4. #1TT¥%lget-notification-configuration® AR —YIEREERE :

snowballEdge get-notification-configuration --service-id s3-snow
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EEeEEAERN iR MR AR R AL,

HEESEEREABEIBAIMERPH MQTT RERX & , SEYH AP RIS ELE S4B,

(® Note

BEEFTE X s3SnowEvents/Device ID ( MIRZ2## , BIBE LK ID)/bucketName, &t
AEREBRAFT , SINEBEEBAILR # = s3SnowEvents/#.

LA £ Snowball Edge =4 B & £ Amazon S3 A fEEHIEEH

"eventDetails": {
"additionalEventData": {
"AuthenticationMethod": "AuthHeader",
"CipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"SignatureVersion": "SigV4",
"bytesTransferredIn": 1205,
"bytesTransferredOut": O,
"x-amz-id-2": "uLdTfvdGTK1X6TBgCZtDd9Beef8wzUurA+Wpht7rKtfdaNsnxelLILg=="
},
"eventName": "PutObject",
"eventTime": "2023-01-30T14:13:24.7727",
"requestAuthLatencyMillis": 40,
"requestBandwidthKBs": 35,
"requestID": "140CD93455CB62B4",
"requestlLatencyMillis": 77,
"requestlLockLatencyNanos": 1169953,
"requestParameters": {
"Content-Length": "1205",
"Content-MD5": "GZdTUOhYHvHgQgmaw2gl4w==",
"Host": "10.0.2.251",
"bucketName": "bucket",
"key": "file-key"
},
"requestTTFBLatencyMillis": 77,
"responseElements": {
"ETag": ""19975350e8581lefle042099ac36825e3"",
"Server": "AmazonS3",
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"x-amz-id-2": "uLdTfvdGTK1X6TBgCZtDd9Beef8wzUurA+Wpht7rKtfdaNsnxeLILg==",
"x-amz-request-id": "14@CD93455CB62B4"
},
"responseStatusCode": 200,
"sourceIPAddress": "172.31.37.21",
"userAgent": "aws-cli/1.27.23 Python/3.7.16 Linux/4.14.301-224.520.amzn2.x86_64
botocore/1.29.23",
"userIdentity": {
"identityType": "IAMUser",
"principallId": "531520547609",
" ": "arn:aws:iam::531520547609:ro0t",
"userName": "root"

arn

WZE Amazon S3 EHBHMFEMERR , 2B Amazon S3 EHE A,

£ Snowball Edge L EXEZA# SMTP &40

"R—IJ«}{EFE Simple Mail Transfer Protocol (SMTP) &#&# Snowball Edge £ EREAREEH, ERE
AREE (ERHR. BiR. FERAP ) BF K SBEFEFEAERES 80%. 90% = 100% & , A#EA
SEXEFHHIERENMRMRKRSR,.

FRtE Bl , FERERS

2

- RO LIEELEFHY Snowball Edge B B

- BNEBCHREELATHEA,

- BREETLIEREAMREE ( MREA Amazon Simple Email Service 54828 SMTP falfRES ) =
A SMTP Al fR25.

AZAEBHEZE Snowball Edge
% E Snowball Edge REXE FEHHE A,
A SMTP BAIREEE

1. BITS&T , & SMTP HEMEEEMRE !

# If you don't specify a port, port 587 is the default.

REAH SMTP EA 302


https://docs.aws.amazon.com/AmazonS3/latest/userguide/EventNotifications.html
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SMTP_ENDPOINT=your-local-smtp-server-endpoint:port

# For multiple email recipients, separate with commas
RECIPIENTS_LIST=your-email-address

snowballEdge put-notification-configuration \
--service-id local-monitoring \
--enabled true \

--type smtp \

--broker-endpoint "$SMTP_ENDPOINT" \
--sender example-sender@domain.com \
--recipients "$RECIPIENTS_LIST"

MEBERI , FWEIRE example-sender@domain.com KB E 74,
2. #iTT%lget-notification-configuration®mHRAFHLE :

snowballEdge get-notification-configuration \
--service-id local-monitoring

ESRERBIER A OEUTFSIBRBIER.
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£ AWS £ _Ef£AH Amazon EKS Anywhere

AWS Snow LEH Amazon EKS Anywhere A3 BI &7 Snowball Edge L7237 FM#24E Kubernetes #
£, Kubernetes EHMRHBIFER , ARBEBLAFLEARINNE. BERNERE, BUUEESR
R B I\ EARAY Snowball Edge £ & £ £ H Amazon EKS Anywhere, & B8 A S\ 8K &
PREVEE EFEA Amazon EKS Anywhere , 5 RR I A 88 2 8% 18 LA1E Snowball Edge K& E#1T. W&
Amazon EKS Anywhere By —fix & & , 2R Amazon EKS Anywhere X {4,

£ AWS Snow L Amazon EKS Anywhere B] &R T HITHAE -

« £ Snowball Edge ;& H{£{t & E L FH Amazon EKS Anywhere CLI (eksctl anywhere) #iZ&
Kubernetes (K8s) # 5., A LL#EE — Snowball Edge #£EH = EHZEEE L #2E Amazon EKS
Anywhere , AEES S ATA M,

- X # Cilium Container Network Interface (CNI),
* ij:g Ubuntu 2004 1&&%%«'5%%\1 Lo

I EFREAEBE £ Snowball Edge % & £/ Amazon EKS Anywhere &5,
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Snowball Edge Device

Cluster Gonfig

Bootstrap Cluster

7 e EKS Anywhere Cluster
: : | et e et Pt e Pt e ot Pl Pt Pt
Local Client =) = g Control Plane Nodes ],
-1 = 1
Virtual Network TTTTT " : _lllll_ _lllll_ _Illll_ i
Interface 4 = - S - !
[ ]
§ = - - =
4 (B 5 TTITT TTITT .
¢ (= = &) \
i 1
Iﬁ‘:r:ter ' Direct Network Interfaces :
[ ]
[} ]
=k _ ' = = = !
Physical % . LTl LTl LTl '
. - 4 == E
Network Interface . ' 3 E 3 s = E !
- o = L= = o =] 1
. TTTTT ITTTT TTTTT !
Virtual Network \é Data Plane Nodes I
interface: Grailaim (I e e i e e e T A A T T
* kube-vip
i B I””" Load Balancing
« - Services
= "
8 $ EKS-A Admin Instance " e O .
e e \ 888 cilium
I
: “I““ Container Network
0D— : Interface
|
o— l
i e
; (35 HARBOR
I
I
I

]
1
I
1
1
I
W = p——
1
I
1
1
I
1
I

| | | | | I | Container Image
________________________ ] Registry

ERAEMEMA Amazon EKS Anywhere X B & #7 A A Kubernetes iRARE 3L Kubernetes & &,
MEFHMET , 52B Amazon EKS-Anywhere A2, MMREWEARERN EEEERAH
Kubernetes , &M Amazon EKS TE R % 5§ ZE i 32 B P IR LAV 1E 1A Kubernetes MR, 72357 &350
ENLEmBERK , 5FZE Kubernetes IiRAM BTN X EAH, EAMBEBEHEITEFEAN
Kubernetes iR R EBEXE, MEFMEF , 2B Amazon EKS Kubernetes Z1T1TEE,

W& Amazon EKS Anywhere on AWS Snow HFFHIE , 552 B Amazon EKS Anywhere 3 4.
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&

+ 7£ Snow £ & Amazon EKS Anywhere 5T AWS Snowball Edge B 2 I EZ KK BI1E

+ ET#8 Snowball Edge 2 &L #EEL Snow £ Amazon EKS Anywhere AWS 1§ F

* 7£ Snowball Edge & & LFREM#IT Amazon EKS Anywhere

« 7£ AWS Snow Lt E&E Amazon EKS Anywhere # 1T F B ERIRE

« 7£ Snowball Edge #£ & F B2 FMEEE £

£ Snow £ A& Amazon EKS Anywhere 5] AWS Snowball Edge
KEZHETHNEE

BH#&l , Amazon EKS Anywhere B Snowball Edge ‘EERELEBHER. EEETHE Snowball Edge 2
B2, BEZTERSEHS,

- BEVRMEERKMG , LUARELEE LB EREMES.

« BRBLEEESTAR K8s 12| FHim BN FE IP thit |, W AFFhuEITEATE (ARP).

« &9 Snowball Edge #£E X ERBUSEEREE, MEEBBENFMERN , 528 Amazon EKS
Anywhere X4/ EEIEFBEA R E.

i
+ A Snowball Edge 23 Ubuntu EKS Distro AMI
+ % Snowball Edge & Harbor AMI

A Snowball Edge 23 Ubuntu EKS Distro AMI

ZE# 3 Ubuntu EKS Distro AMI , 52 B EEZ&HHME,

EEMN AMI EBASBREER capa-ami-ubuntu-20.04-version-timestamp, i capa-ami-
ubuntu-20.04-v1.24-1672424524,

£ Snowball Edge 2 & Harbor AMI

HEESEE Snowball Edge & E# Harbor FAE B 848 AMI , B LIEEE EEH Amazon
EKS Anywhere , MEZ/NIMERER . WREAE Snowball Edge B EN SR P EHERIBETEFER

1£ Snow £ % Amazon EKS Anywhere 5T 8 AWS Snowball Edge £ & 2 81 2 58 B K Eh1E 306


https://anywhere.eks.amazonaws.com/docs/reference/ports/
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Amazon EKS Anywhere , S EIMREE AMI FEFAE Kubernetes B8 EAIEEE LFA , BT LIRS
BZAE,

£ EE T Harbor N Z &8 AMI |, 552 B EE Harbor AMI,

i1 ¥ Snowball Edge # & LA EL Snow £H Amazon EKS
Anywhere AWS £ F

£ ZFTH Snowball Edge EHHE{t , S BIAISRE I (EH5 LAETHE Snowball Edge £EHH | W7
STHBR A SLER

- BESB1H , ERERAMEENRFNEHEL,
- 588 2 F |, &2 Snowball Edge Compute Optimized B & H,

- LB 3 H , #E AWS Snow £ Amazon EKS Anywhere , AREZIZBEREER Kubernetes hi
Ko

® Note

ATRMUEHNERE K ZRMATESEAL BT TARAEHI ESK Anywhere REZEEE,
MEFFMEN , 5528 (Amazon EKS FHEER) FHMAZEE,

FFIEZREMEA Amazon EKS Anywhere B &#H W A Kubernetes kx2S 3% 31
Kubernetes 5., MEFMER , 5520 Amazon EKS-Anywhere a2 %], NRIEHFE
AEAEERTEMRAEN Kubernetes , F8EA Amazon EKS TEZE L ERIRHME
il Kubernetes hxAx, FEREITPBN £ BHR , &R Kubernetes iR BT ER
HA, iE AT 5 Bh AR e Y BT E E K Kubernetes MRAS K EBEXIE, MEHMAET , B2
B8 Amazon EKS Kubernetes R A&1TEE,

- BEEZQGESEEE LMW AMIs , B1E EKS Distro AMI ( 5528 A Snowball Edge 237 Ubuntu EKS
Distro AMI) , ULRZEZEM T EEERBR Harbor AMI ( 5528 A& Snowball Edge & Harbor
AMID)o

- MREFEZE Snowball Edge RELEBSATAM , RS ITRAMETEELTENREEHE,

W E Snowball Edge &% , F51RIE 52 E Amazon EKS Anywheref Snowball Edge % & 5% & #
17 Amazon EKS Anywhere,

578 Snowball Edge % & LL#EE Snow L# Amazon EKS Anywhere AWS {5 F 307
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#£ Snowball Edge & L& E M 1T Amazon EKS Anywhere

RIS R , £ Snowball Edge & L5 EMEE Amazon EKS Anywhere, A% , BERE
Amazon EKS Anywhere E FENERNEE LIRE , FATHEMER , BPENS LR EHE/ABREN
EiR, MEFMER , FSEE AWS Snow EEXE Amazon EKS Anywhere #1775 BB 4R R 1E

F&E
» Snowball Edge £ Amazon EKS Anywhere BY#]38 5% E

 7£ Snowball Edge & I B 85X EMEAIT Amazon EKS Anywhere

%&£ Snowball Edge £ & £ F R EM#IT Amazon EKS Anywhere

Snowball Edge £ Amazon EKS Anywhere FY#]2A5% E

Ho B EER SN ABBEE., TH Snowball Edge AAF iR, MBEAERUREHEE  LESE

Snowball Edge & & L #ITHHRERE,

BITHIARRE

1. T#I %% Snowball Edge A Fix. WMHFFMENR , F2E THILLZE Snowball Edge A F i,

2. BEEBEEIECWAEAR, MEFMEEN , F208 Snowball Edge EEZE| B A HEHEE

3. BIBEAERUMREELNEE, FFHEF  F2EEEEAERLIFE Snowball Edge,

4., REHEE, MEHMET , B2 HAE Snowball Edge, B A LUERESBIE K MARFHE
HERE, FOREMEHER,

£ Snowball Edge & & + B 8158 E M#A1T Amazon EKS Anywhere

BT LME A &S T ERREREWHIT Amazon EKS Anywhere BEE#ITEE | LA LUFE)
#$1T. TEEFAESEIER , B2 Amazon EKS Anywhere W EMRERE, HRERE
B Amazon EKS Anywhere EE#{TEREE#IT2E , MREBFEE Amazon EKS Anywhere 5%
TE BT B {ARE o BE AR FF1E Snowball Edge #£E H#®1E , 5528 £ AWS Snow EE%E Amazon EKS
Anywhere TP ENEMRIRIE, BRI, 588 £ Snowball Edge #E LBV MHEEES.

EEFHREREILHIT Amazon EKS Anywhere BB {T{EEE , 5526 £ Snowball Edge £E = F
B)ERE M BT Amazon EKS Anywhere,

1£ Snowball Edge & 5% EM#IT Amazon EKS Anywhere 308
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#£ Snowball Edge & & t FE)FRE MEAIT Amazon EKS Anywhere

£ Snowball Edge # & £ E Amazon EKS Anywhere Z Bl , 555%E Snowball Edge f FiRkIERE
B, MEFHMENR , BSRFREMEH Snowball Edge A Fifo

£}
« B Amazon EKS Anywhere IAM Z<# i fi &
« (i#A) f£ Snowball Edge L2 ME A Secure Shell £

+ 7£ Snowball Edge E#1T Amazon EKS Anywhere B2 EHTHEE K WIS EENEREREREL
&

33 Amazon EKS Anywhere IAM Z<# i ff &

MERERZSLET , 557 Snowball Edge # & £ A Amazon EKS Anywhere B A# IAM EA &, &
ALEATIRFEFERETIRE,

(® Note
$T¥H184F A 1918 Snowball Edge #£EB#1TILIRE,

£ Snowball Edge L2 AN #{F &

M create-userf HREI Amazon EKS Anywhere IAM £ &

aws iam create-user --user-name user-name --endpoint http://snowball-ip:6078 --
profile profile-name

{
"User": {
"Path": "/",
"UserName": "eks-a-user",
"UserId": "AIDACKCEVSQ6C2EXAMPLE",
"Arn": "arn:aws:iam::123456789012:user/eks-a-user",
"CreateDate": "2022-04-06T00:13:35.665000+00:00"
}
}
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£ Snowball Edge E A #FERERE LR

BIUBERXH , FRTREL IAM BUER |, WASKZBUREREE| Amazon EKS Anywhere 2N &,
BY BRI AS HiEREZE Amazon EKS Anywhere Z<## i &
1. BIBRMHAVYEERBEELNERK. BUTBERERE X,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"snowball-device:DescribeDevice",
"snowball-device:CreateDirectNetworkIntexface",
"snowball-device:DeleteDirectNetworkIntexface",
"snowball-device:DescribeDirectNetworkIntexfaces",
"snowball-device:DescribeDeviceSoftware"
]I
"Resource": ["*"]
}I
{
"Effect": "Allow",
"Action": [
"ec2:RunInstances",
"ec2:DescribelInstances",
"ec2:TerminateInstances",
"ec2:ImportKeyPair",
"ec2:DescribeKeyPairs",
"ec2:DescribeInstanceTypes",
"ec2:DescribelImages",
"ec2:DeleteTags"
]I

"Resource": ["*"]
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2. f# create-policy®< , BIBBEXHEIT IAM B, --policy-document S B EERSE
ABRERNEBHRE, Hlw file:///home/user/policy-name. json

aws iam create-policy --policy-name policy-name --policy-document file:///home/
user/policy-name. json --endpoint http://snowball-ip:6078 --profile profile-name
{
"Policy": {
"PolicyName": "policy-name",
"PolicyId":
"ANPACEMGEZDGNBVGY3TQOJQGEZAAAABP76 TESMKAAAABCCOTR2IJ43NBTIRZBU",

"Arn": "arn:aws:iam::123456789012:policy/policy-name",

"Path": "/",

"DefaultVersionId": "v1",

"AttachmentCount": 0,

"IsAttachable": true,

"CreateDate": "2022-04-06T0Q4:46:56.907000+00:00",

"UpdateDate": "2022-04-06T04:46:56.907000+00:00"

3. fEMA attach-user-policym & IAM BUREEZE Amazon EKS Anywhere AR &,

aws iam attach-user-policy --policy-arn policy-arn --user-name user-name --endpoint
http://snowball-ip:6078 --profile profile-name

£ Snowball Edge L BV FRSBMBEAERER

% Amazon EKS Anywhere IAM A#FERER Y FHEHR. A% K BEUBAERER  ¥EHPEE
AARMFERESecretAccessKeyEAM AccessKeyIdHl H, BAERERTBEASH Amazon EKS
Anywhere EE E#1TEBFER.

1. fEF create-access-key®+ %A Amazon EKS Anywhere ZN¥FEFH E R FZEELE®,

aws iam create-access-key --user-name user-name --endpoint http://snowball-ip:6078
--profile profile-name

{
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"AccessKey": {
"UserName": "eks-a-user",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"Status": "Active",
"SecretAccessKey": "RTT/wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",
"CreateDate": "2022-04-06T04:23:46.139000+00:00"

2. BAUBAERER. #HD , LTHEXFEE AccessKeyIdH SecretAccessKeyfB,

[snowball-ip]

aws_access_key_id = ABCDEFGHIJKLMNOPQR2T

aws_secret_access_key = AfSD7sYz/TBZtzkReBl6PuuISzJ2WtNkeePw+nNzJ]
region = snow

@ Note

MREEABWRZME Snowball Edge BiE , BRTHNBEAERIEFELFEE , BEAFEE
HNEAENBERE —EERT.

£ Snowball Edge t Z VBB EHTEENERER

Amazon EKS Anywhere EE E#{TE#EE Snowball Edge £#BHEE , TeeEH LHT, B
BEREHEBFER , LUFH Snowball Edge & , LA Amazon EKS Anywhere B E#1TEEE%E
EH .

BUBHEER

1. M list-certificatesmHREEEETEIFE AN SE Snowball Edge B BE.

PATH_TO_Snowball_Edge_CLIENT/bin/snowballEdge list-certificates --endpoint
https://snowball-ip --manifest-file path-to-manifest-file --unlock-code unlock-
code

{

"Certificates" : [ {
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"CertificateArn" : "arn:aws:snowball-device:::certificate/xxx",
"SubjectAlternativeNames" : [ "ID:JID-xxx" ]
]

2. R W{ECertificateArnfi’B get-certificate®f--certificate-arnZ28MWE,

PATH_TO_Snowball_Edge_CLIENT/bin/snowballEdge get-certificate --certificate-arn ARN
--endpoint https://snowball-ip --manifest-file path-to-manifest-file --unlock-
code unlock-code

<

3. KEBREER, & N#itget-certificate MABERBRF . UT BAAREFE L AVE

=
Bl

o

@ Note

MREFEAWRZME Snowball Edge BiE , BRTHNBEAERIEFELFTEE , BEAFEE
HMEAENBERE —EERT.

ZWtzYSBzbm93IHR1c3QgY2VydGlmaWNhdGUgZWtzYSBzbm93IHR1c3QgY2VydGlm
aWNhdGV1a3NhIHNub3cgdGVzdCBjZXJ0aWZpY2F@ZWVrc2Egc25vdyBOZXNOIGNL
cnNRpZmljYXR1ZWtzYSBzbm93IHR1c3QgY2VydGlmaWNhdGV1a3NhIHNub3cgdGVz
dCBjZXJ0aWZpY2F@ZQMIIDXDCCAKkSgAWIBAGIJAISMONTVmbj+MAQGGCSqGSIb3DQ

4. FEFFA Snowball Edge #£i& E7# 37 Amazon EKS Anywhere IAM Zs# 5 F & 485 Amazon EKS
Anywhere 3 IAM ZA#EHE,

(1#F ) 7£ Snowball Edge L2 FE A Secure Shell £i8

R R ARERFE Secure Shell (SSH) £ 1FEUFTA Amazon EKS Anywhere EiBh#11T{E#E , 3
HBNEEIBEAFTA Snowball Edge #£E, REBWRELW SB/ER,
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MREEEBLFERF , Amazon EKS Anywhere S REZEHEIMEA SSH €88, LESB/EERE B
EEEHITEE E${PWD}/${CLUSTER_NAME}/eks-a-id_rsa.

B SSH £ iGHE A Amazon EKS Anywhere #1T1{EBE

1. M ssh-keygenip S RELE SSH €&,

ssh-keygen -t rsa -C "key-name" -f path-to-key-file

2. fEH import-key-pairfpTHEBREHNEKE A Snowball Edge #E&.

® Note
ELKESMEATTBRER , key-name SRNELEAEME.

aws ec2 import-key-pair --key-name key-name --public-key-material fileb:///path/to/
key-file --endpoint http://snowball-ip:8008 --profile profile-name

{
"KeyFingerprint": "5b:0c:fd:el:a0:69:05:4c:aa:43:f3:3b:3e:04:7f:51",
"KeyName": "default",
"KeyPairId": "s.key-85edb5d820c92a6f8"

}

£ Snowball Edge £#11T Amazon EKS Anywhere B2 E#1TEE , ¥ i$BRFNBEE
REHEHS

£ Snowball Edge E#1T Amazon EKS Anywhere &2 8 #17{E &

ik BRI 12 F F B #11T Amazon EKS Anywhere BB E#{TEE, REEESHTEERNERERA
M (VNI), BEHTEEAREE, 2] SSH €488 | URFEATCERITESHITER, SR LERE
flig B T E BB Amazon EKS Anywhere EE#{TEE , I BR N BB ERERZ LHITE
f8. B2 RBE Amazon EKS Anywhere EE#H TR, BESBIETHE , BAUBERLETE
B WHE BITEETT Snowball Edge £B FEVMMEEEE, MREELEFEHELE Amazon EKS
Anywhere B{TE R , FEATIIHER,

FEEREMF:IT Amazon EKS Anywhere 314


https://github.com/aws-samples/aws-snow-tools-for-eks-anywhere/tree/main/setup-tools#Create-EKS-Anywhere-admin-instance
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® Note

MR EFEF ZE Snowball Edge R EMEHRE , LA LA 1E Snowball Edge #E £ RIE
Amazon EKS Anywhere B & #1T{E &,

#1T Amazon EKS Anywhere B 2 #{T{E 88

1. M create-key-pair#+ 4 Amazon EKS Anywhere BEIE#{TEEEY SSH £, o
KEWFEEFEE $PWD/key-file-name,

aws ec2 create-key-pair --key-name key-name --query 'KeyMaterial' --output text --
endpoint http://snowball ip:8008 > key-file-name --profile profile-name

2. f£M describe-imagesii Tt HSKFAEA eks-anywhere-admin WIREERE.

aws ec2 describe-images --endpoint http://snowball-ip:8008 --profile profile-name

3. A run-instance®@ S RAEIEH Amazon EKS Anywhere BIEIRKH eks-a EEHITEE,

aws ec2 run-instances --image-id eks-a-admin-image-id --key-name key-name --
instance-type sbe-c.xlarge --endpoint http://snowball-ip:8008 --profile profile-
name

4. fEF describe-instances® ¥R E Amazon EKS Anywhere #{TEBEMNREE, FEEHS
EHTEERES running , BEE.

aws ec2 describe-instances --instance-id instance-id --endpoint http://snowball-
ip:8008 --profile profile-name

5. ft describe-devicemTHEEF K BT ERECEBCERBERA
EPhysicalNetworkInterfaceId® B, EASEMALIEEREIL VNI,

FEEREMF:IT Amazon EKS Anywhere 315
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PATH_TO_Snowball_Edge_CLIENT/bin/snowballEdge describe-device --endpoint
https://snowball-ip --manifest-file path-to-manifest-file --unlock-code unlock-
code

6. % Amazon EKS Anywhere EE#1TEIBEZE T VNI, A ®
{EPhysicalNetworkInterfaceIdf% physical-network-interface-id 2&M1E,

PATH_TO_Snowball_Edge_CLIENT/bin/snowballEdge create-virtual-network-interface
--ip-address-assignment dhcp --physical-network-interface-id PNI --endpoint
https://snowball-ip --manifest-file path-to-manifest-file --unlock-code unlock-

code

7. fEH W{EIpAddressffA associate-addressin i public-ip 28/E , i\ G ibutEd
Amazon EKS Anywhere & 5 3|17 {E 88 22 31 BE Bt

aws ec2 associate-address --instance-id instance-id --public-ip VNI-IP --endpoint
http://snowball-ip:8008 --profile profile-name

8. ¥&EiB SSHE#ZE Amazon EKS Anywhere BIE S #1T{EH,

ssh -1 path-to-key ec2-user@VNI-IP

BB EAERERE#HE Snowball Edge EMNEEEHTHEE

#1177 Amazon EKS Anywhere EXE ST 2% , 551F Snowball Edge #ENEZE AERNBIFER
EEEEHTHEE., KEE 7£ Snowball Edge LEVFHEBANBEAERERN A FRIJNERIE
EWHE B #H1T T 5 S 1E Snowball Edge FEV EHEEHTHEENERES,

scp -i path-to-key path-to-credentials-file path-to-certificates-file ec2-user@eks-
admin-instance-ip:~

B8 Amazon EKS Anywhere EE#HTEEB LWERASR. UTE2EAERTEBEERVEH,

[192.168.1.1]

FEFREMIIT Amazon EKS Anywhere 316
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aws_access_key_id = EMGEZDGNBVGY3TQOJQGEZB5ULEAAIWHWUJIDXEXAMPLE
aws_secret_access_key = AUHpqjO@GZQHEYXDbN@neLN1fROgEXAMPLE
region = snow

[192.168.1.2]

aws_access_key_id = EMGEZDGNBVGY3TQOJQGEZG507F3FJUCMYRMI4KPIEXAMPLE
aws_secret_access_key = kY4C18+RJAwq/bu28Y8fUJepwghDEXAMPLE

region = snow

ZWtzYSBzbm93IHR1c3QgY2VydGlmaWNhdGUgZWtzYSBzbm93IHR1c3QgY2VydGlm
aWNhdGV1a3NhIHNub3cgdGVzdCBjZXJ0aWZpY2FQZWVrc2Egc25vdyBOZXNOIGNL
cnRpZmljYXR1ZWtzYSBzbm93IHR1c3QgY2VydGlmaWNhdGV1a3NhIHNub3cgdGVz
dCBjZXJ0aWZpY2F@ZQMIIDXDCCAKkSgAWIBAGIJAISMONTVmbj+MAQGGCSqGSIb3DQ

KJOFP12PAYPEjxr81/PoCXfZeARBzNOWLUHS5yz1ta+sYUJouzhzWulLJYA1lxqcCPY
mhV1kRsN4hVd1BNRnCCpRF766yjdJeibKVzXQxoXoZBjrOkuGwgRy3d3ndjK77h4
OR5FvOmjGf7CjcaSjk/4iwmZvRSaQacb@YG5GVeb4mfUAuVtuFoMeYfnAgMBAAG]
azBpMAwGA1UdEwQFMAMBATf8wHQYDVROOBBYEFL/bRcnBRuUSM5+FcYFa8HfIBomdF

£ AWS Snow LEE%E Amazon EKS Anywhere 175 BiE&ER/E

£ Snowball Edge % & 5K Snowball Edge Amazon EKS Anywhere % & F# Amazon EKS
Anywhere ZESMERE | LU Amazon EKS Anywhere 7E58 8 S\ SR 48 B B 4R BV IR 38 h #1117

= E#§ Amazon EKS Anywhere 52 E & EE B S A EFIAE Kubernetes & #k1E  ENELR |
EKS Anywhere X #H i Registry Mirror #85€,

E
¢
8

MREE T Harbor FAE B I8 AMI , FFERAEHHHRER.

*&E

« 7£ Snowball Edge #& £ 5% & Harbor & 818

« 7£ Snowball Edge £ #J Amazon EKS Anywhere & #1788 £ £ Harbor % #4158

£ AWS Snow EF%E Amazon EKS Anywhere 34T B E 4R I8 1F 317


https://anywhere.eks.amazonaws.com/docs/reference/clusterspec/optional/registrymirror/
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#£ Snowball Edge & L 5% E Harbor & #1&

3

2B Snowball Edge & 53 Harbor,

£ Snowball Edge £H Amazon EKS Anywhere B E#1T{E8& L £ FH
Harbor % &8

52 B4 Amazon EKS Anywhere R 235 E A Snowball Edge & YA Harbor & &4E

£ Snowball Edge £ E L E U M#EEEE

£ Snowball Edge L BT EEHNREEK

EEE T Amazon EKS Anywhere 5% | B2REIEES,
£ Snowball Edge # & E# 37 Amazon EKS Anywhere #58 | FRETIREE .

- EFEIPHUEERNEIEE L , FEMEE Snowball Edge #£& FR G FEAMER IP it SEHNHEH
fhE £,

 7£ Snowball Edge £#E L2V EH DHCP EUtMBECH , FREARBENFTETLE IP thit £
B 7E£ DHCP £E F#E .

- BUZEREER S5 EESNIMELHT , BRYS —EEE.

F+#% Snowball Edge EHI#E 5

EE K Amazon EKS Anywhere B8 AMI 5 EKS Distro AMI , FEB##& AWS &, XE
REITE AR AMI Y Snowball Edge E#. A% , TRIL L E Snowball Edge EFT. F2H TH
Snowball Edge BRI E#T M L2 Snowball Edge EE W E#.

F+#% Amazon EKS Anywhere AMI 2% , EEREFTH Amazon EKS Anywhere EE#TER. &

2/ 7£ Snowball Edge E#11T Amazon EKS Anywhere EE E#1T{HE, RE 6 KLBER, 55
Rk, ZFAERMNBEREITNEESHTEBERIAMNATER. ELEURABETENERRK
.,

Bk Snowball Edge FHIEEER

MRETE Snowball Edge RE LBV ZERSE , ERERMKREMN , AIBNREERE[E , BR
EERERETEREY  MeRLEERAR, BUCEHEFECHEIEREHMER KEE

£ Snowball Edge £ & 5% E Harbor & #&1& 318


https://github.com/aws-samples/aws-snow-tools-for-eks-anywhere/tree/main/container-registry-ami-builder#configure-harbor-on-a-snowball-edge-device
https://github.com/aws-samples/aws-snow-tools-for-eks-anywhere/tree/main/container-registry-ami-builder#import-eks-anywhere-container-images-to-the-local-harbor-registry-on-a-snowball-device
https://anywhere.eks.amazonaws.com/docs/getting-started/production-environment/snow-getstarted/
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Amazon EKS Anywhere B E#1T{E8  Snowball Edge £ &, %28 Amazon EKS Anywhere on
AWS Snow ;BT E,

7&BR Snowball Edge FHIBEER 319


https://github.com/aws-samples/aws-snow-tools-for-eks-anywhere/tree/main/cleanup-tools#eks-anywhere-on-snow-cleanup-tools
https://github.com/aws-samples/aws-snow-tools-for-eks-anywhere/tree/main/cleanup-tools#eks-anywhere-on-snow-cleanup-tools
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#£ Snowball Edge L2 #4EFH 1AM

AWS Identity and Access Management (IAM) T 173 B & & 4 #h 3% 5] ¥ AWS Snowball 8% EE L #1T
Z AWS ERNEFE., ZALAER IAM RiZFHIGEBERE 2HBE (BA) IREFRAERN (EEFA) W
AE,

EENEERETE IAM, BOUFERRE IAM RERELHOERE |, LA IAM BEREREEIM,
B A ERAEEBERRATHTIEREEAIENFEE, flin , B REREENERER |, BREG
P2 37 #THY Amazon EC2-compatible 1T {E B2 RIBE S o

WA, B LAESE E A AWS Security Token Service (AWS STS) B AN TER BB BEAE R,
mE IAM RBHEF , F2E (AM EAEERE) PHAMN,

BREBNREAEREEZER , MALELIERIRFPHERABEEFN AWS 1RF REAE, &
MEBLRBREAEFTNES , YEBEY IAMEAERAER , UEEEEETHERD,

/A Important

BRI S E A E AWS Snowball 24 A #EEE FFEH IAM, MFEE PEA IAM BEEH
B AWS Eif |, 55289 1 Identity and Access Management AWS Snowball Edge.
EEZE AWS RIETE Snowball Edge LIEEEE , BLEAFRENWERZE, MEFHMEENR ,
552 B9Snowball Edge £ AWS FRIGHYEIZIEER,

F&E

« 7£ Snowball Edge LA AWS CLI #1 API ##4E
- Snowball Edge L EH IAM AWS CLI s /58
 Snowball Edge E# IAM BUER &i 45

« Snowball Edge E#J TrustPolicy &4l

#£ Snowball Edge L2/ AWS CLI #1 API #&4E

£ AWS CLI = API #/E7E Snowball Edge £ i IAM AWS STS. Amazon S3 #1 Amazon EC2 @5
SR, BN E IEEregions T, snow. BALUER aws configure BEG SRS RHITILER
£, TSI HIRR R,

£ AWS CLI # API #4E 320


https://docs.aws.amazon.com/IAM/latest/GettingStartedGuide/
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aws configure --profile abc

AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE
AWS Secret Access Key [None]: 1234567

Default region name [None]: snow

Default output format [None]: json

G

aws iam list-users --endpoint http://192.0.2.0:6078 --region snow --profile
snowballEdge

(® Note
£ £ AWS Snowball i8#& AEERNEHNEE 1D MENMARSWELE pHSRTB” AWS
Eif,

Snowball Edge £ #E# IAM AWS CLI fp /58

LA 2 Snowball Edge #£ & L/ IAM AWS CLI ;s S B EFENHEIR, MREGSITIREREL
T, AIFZXE, IS TXENSHEEERPEH,
- attach-role-policy - #EENZEBREZEIEEN IAM BE,
- attach-user-policy - BIEENZERREEZIEENEAE.
- create-access-key - BIEEMNEAZBEIFTHAE IAM AZFIERNEHEN AWS FEE£8 ID,
« create-policy - RENEER K IAM ZEBXR,
- create-role - REMNEEEIHNETE IAM B, TXETISEH :
* Tags

* PermissionsBoundary
- create-user - ATENEEBR I MWL IAM E£HE, TXETISH .
* Tags

* PermissionsBoundary

S IAM AWS CLI %6 391


https://docs.aws.amazon.com/cli/latest/reference/iam/attach-role-policy.html
https://docs.aws.amazon.com/cli/latest/reference/iam/attach-user-policy.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-access-key.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-policy.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-user.html
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- delete-access-key — MIBRIEE LA E N F A IAM AR FEEWALE EHN AWS FEE® ID,

» delete-policy — fFRIEEH ZEBUR,

- delete-role - MRIEEENAE,

« delete-user - MERIEERNFERE,

« detach-role-policy - RIEEN A BBRIEENZEBER.

- detach-user-policy - *IEENFEAEBRREENZEEXR,

« get-policy - HEUEEX EBURMNMAMEN , SEBRMTFARMRA , AR KM NBERAYAE IAM 63
. HENACBE,

» get-policy-version - HEUEE R EBREERANHEEER , BEBERXH

« get-role - MEUEEACNWHBET , 2HRABGNIEE, GUID, ARN , UERRFREEACHAINA
BEERX.

- get-user - HEUEE IAM FERENMERENR , SEERENEIL AL, BE, fE— ID M ARN,

- list-access-keys — EEIERIEE IAM A EHBE 2 FI £ IDs HWAHREEA.

- list-attached-role-policies — 5l HiEEZE1EE IAM BN MEZEBX.

- list-attached-user-policies — I HBEZEE IAM FRAENMEZEEXR,

- list-entities-for-policy — I HIEEZ EBRREBZENFTELRE IAM FHE, BENAE,
« --EntityFilter : % user M role &,

« list-policies — S HEA P IRENFAEZEBR AWS IRF, FXETISH .
 --PolicyUsageFilter

« list-roles - I H EFEERTFEHNEAE IAM A&,

« list-users - SIHEFIEEREFEN IAM EHE,

- update-access-key - BEEEENE MR EBRIEATEBELAFERAD , R2ZTR

- update-assume-role-policy - BT IAM ERIBEHESFFTHBER,

» update-role — E & &K IR N T EME B ISE R L BRERE

- update-user - BHIEE IAM EHEH BB/,

Snowball Edge £ EH IAM API ##1E

LA B AT L2 E Snowball Edge A H IAM API #24E , HFEE 1AM AP| 2Z h HiRKER,

« AttachRolePolicy - i ENZ EBREZEZIEEN IAM A6,

Snowball Edge Lt 1E# IAM API #24E 322


https://docs.aws.amazon.com/cli/latest/reference/iam/delete-access-key.html
https://docs.aws.amazon.com/cli/latest/reference/iam/delete-policy.html
https://docs.aws.amazon.com/cli/latest/reference/iam/delete-role.html
https://docs.aws.amazon.com/cli/latest/reference/iam/delete-user.html
https://docs.aws.amazon.com/cli/latest/reference/iam/detach-role-policy.html
https://docs.aws.amazon.com/cli/latest/reference/iam/detach-user-policy.html
https://docs.aws.amazon.com/cli/latest/reference/iam/get-policy.html
https://docs.aws.amazon.com/cli/latest/reference/iam/get-policy-version.html
https://docs.aws.amazon.com/cli/latest/reference/iam/get-role.html
https://docs.aws.amazon.com/cli/latest/reference/iam/get-user.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-access-keys.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-attached-role-policies.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-attached-user-policies.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-entities-for-policy.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-policies.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-roles.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-users.html
https://docs.aws.amazon.com/cli/latest/reference/iam/update-access-key.html
https://docs.aws.amazon.com/cli/latest/reference/iam/update-assume-role-policy.html
https://docs.aws.amazon.com/cli/latest/reference/iam/update-role.html
https://docs.aws.amazon.com/cli/latest/reference/iam/update-user.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_AttachRolePolicy.html
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« AttachUserPolicy - i EN S ERREZETIEENFERE,

« CreateAccessKey — BIEENFERAERIL WA IAM FARFERSBMNE B AWS FEEH] 1D,

« CreatePolicy - RENEEEIFHN IAM ZEBX,

« CreateRole - BRENEEE T HNAHE IAM B,

« CreateUser - BEMNERER VTN IAM ERE.

TXETISH :
 Tags
* PermissionsBoundary
+ DeleteAccessKey - fBRIEENFZEN S8,
« DeletePolicy — MIBRIEE /Y 2 EBUXK.
- DeleteRole - fHBRIEEM AL,
« DeleteUser - MBRIEEMNFERE
« DetachRolePolicy - ft{EEN A BBIRRIEEN ZEBUEK,
- DetachUserPolicy - ftIEEENFEAERBREENZEEXR,

* GetPolicy - BEUEEZ ERRNMEBES , SHEEERNARMA , IR BRI IAM £/
. BHENBERE,

« GetPolicyVersion - HEUEE S EHRIEEERANHERBER , BIBHEXH,

+ GetRole - HIVEEEABHNMARER , SFACMEE, GUID, ARN , URERTFREACRHFINA
BEERX.

« GetUser - HIEUEE IAM EAENHREN A SEELAENELBAH, B, H— ID M ARN,
- ListAccessKeys — EEIEIEE IAM £/ & MBI 2 FENE 8 IDs HWAHBER.

- ListAttachedRolePolicies — 5| B #Z1EE IAM BENWAMEZEBR.

« ListAttachedUserPolicies - 5| HE#EEE IAM EAENE ZEBXR,

- ListEntitiesForPolicy - #iEUEE IAM EAENEEEN , SREAENELBH, BE. E— IDH
ARN,

« --EntityFilter : % user M role &,

» ListPolicies — St A # FIRHUMNAEZEBR AWS IkRF, FXETHISH
* --PolicyUsageFilter

« ListRoles - JIL EFIEERTRFEHNEHE IAM A&,

Snowball Edge Lt 1E# IAM API #24E 323



https://docs.aws.amazon.com/IAM/latest/APIReference/API_AttachUserPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateAccessKey.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreatePolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateRole.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateUser.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteAccessKey.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeletePolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteRole.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteUser.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DetachRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DetachUserPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetPolicyVersion.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetRole.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetUser.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAccessKeys.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAttachedRolePolicies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAttachedUserPolicies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListEntitiesForPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListPolicies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListRoles.html
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» ListUsers - SIHEBEEBREFEMN IAM R &,

« UpdateAccessKey - #iEEF SRR EREATEERIEERATD , RZTFA,

« UpdateAssumeRolePolicy - E#&E ¥ IAM ER BT A THBER,

 UpdateRole - EFTA KN ERE TR RISERFE LRRE,

« UpdateUser - BHIEE IAM fEF & 09 & BRI/,

Snowball Edge £ & IAM BUERIRZAFIE

TR IAM BUREY A # 1AM STERIRA 2012-10-17 MBERIOEN F &

Policy type (BURHY) S EH L
DE5AEBRNER (EFRE/ABGEXR) "Effect". "Action" # "Resource"
@ Note

¥ 1AM ~% 8 "Condition
". "NotAction ", "NotResource "
M "Principal ",

LERAEBRNBRK ABEEERX) "Effect"., "Action" M "Principal "
(® Note

HREER  EAFAWSIRF ID HERE
IDo

Snowball Edge £ IAM B 5451

(@ Note

AWS Identity and Access Management (IAM) fEFHEFEZE "snowballdevice: *"FFAIF8E
FAWS OpsHub for Snow Family FEFRZ 3 2K EE Snowball Edge.

Snowball Edge £ X #B# IAM BURRR AR SE 324


https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListUsers.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateAccessKey.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateAssumeRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateRole.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateUser.html

AWS Snowball i2#% B A B5r

**Unable to locate subtitle***

LUF 2% F Snowball Edge & E & AT B £ 61,

A FFIEIB IAM API 7£ Snowball Edge = ¥3 #4515 F & # 1T GetUser FEAY

£ A T B BUR AP 845 6 A & &R |IAM API 'Y GetUser,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditox@",
"Effect": "Allow",
"Action": "iam:GetUser",
"Resource'": "arn:aws:iam
}
]
}

:::user/example-user"

A FFTEFE Snowball Edge E#J Amazon S3 API

A T HIBER L5 217 Amazon S3 AP,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditox0",
"Effect": "Allow",
"Action": "s3:*",
"Resource": "*"
}
]
}

AEFER IAM API £ Snowball Edge £ ¥ 8314 A & # 1T GetUser FERY

325
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AL EF¥ Snowball Edge £ Amazon S3 fEZ T EE# T EEVAE A FZH

EATIBRAFHBEREFFENFERNSATIE,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListObjectsInBucket",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::bucket-name"
}I
{
"Sid": "AllObjectActions",
"Effect": "Allow",
"Action": "s3:*0Object",
"Resource": "arn:aws:s3:::bucket-name/*"
}
]
}

FLFF1E Snowball Edge E5|H, BV MKIEY Amazon S3 #FErENFE
3

EATIBEAFE, WENMHMERE S3 RN FIE,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:PutObject",

S EFH Snowball Edge £#J Amazon S3 17 BT BT EELNE AZE 326
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"s3:GetObject",
"s3:List*"
1,

"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/*"

A FFTEIFE Snowball Edge L#Y Amazon EC2 API

fFEA T HBER A FF B FE Amazon EC2,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:*",
"Resource": "*"
}
]
}

R FERE F11Z Lk Snowball Edge £#Y EC2-compatible® 1T 1H B2
5 T BB R A B S LE Amazon EC2 $41TE 88 1 R ERE,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:StartInstances",
"ec2:StopInstances"
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1,

"Resource": "*"

BB ¥ DescribeLaunchTemplates BV | {B o35 ¥f Snowball Edge E£A&Y
Describelmages B Ffr & FEAY

FERATYBERIESBY DescribeLaunchTemplates KIFERY | B /o35 ¥ DescribeImages KIFFE
n,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"ec2:DescribelLaunchTemplates™
]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"ec2:DescribelImages"
1,
"Resource™: "*"
}
]
}

Snowball Edge E#J API FEIY BER

5|H Snow £E L TANFEZSERR , BELBEBCHNEFERSEHE, list-policies HHE Z5H4H
ﬁg;llo

JE#E Y DescribeLaunchTemplates #IFEAY |, {B /25 Snowball Edge £#Y Describelmages P& B 328


https://docs.aws.amazon.com/cli/latest/reference/iam/list-policies.html
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aws iam list-policies --endpoint http://ip-address:6078 --region snow --profile

snowballEdge
{
"Policies": [
{
"PolicyName": "Administrator",
"Description": "Root user admin policy for Account 123456789012",
"CreateDate": "2020-03-04T17:44:59.4127",
"AttachmentCount": 1,
"IsAttachable": true,
"PolicyId": "policy-id",
"DefaultVersionId": "v1",
"Path": "/",
"Arn": "arn:aws:iam::123456789012:policy/Administrator",
"UpdateDate": "2020-03-04T19:10:45.620Z"
}

Snowball Edge _£# TrustPolicy Zifl

EEBKRSEED—HAERZEEAER , BULUFEHELEAERREFREEEHEEZFIHAWS HE
iRo E‘ﬂ‘ﬁfsﬂﬂr’élﬁﬂmﬁﬂi%ﬁl& ARENSR/NELZLZHER. BE , BuEREFRER
AssumeRole HE{TEIRF FHL

THREEBRNES, MEESEBRNFMERN , 528 AWS Security Token Service APl 2Z H
K AssumeRole,

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS": [
"arn:aws:iam: :AccountId:xroot" //You can use the Principal ID
instead of the account ID.
]
},
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https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
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"Action": [
"sts:AssumeRole"
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#£ Snowball Edge AWS Security Token Service i

The AWS Security Token Service (AWS STS) AJi#BI&E A IAM ERAEFRER. BREENEAE
#o

/A Important

% E ¥ AWS RIETE Snowball Edge L IEFEIEE |, BABEAFRIEHGERE, MEFHMEN
&2 FSnowball Edge £ AWS IRIGHIEZIEER,

&

* 7£ Snowball Edge LA AWS CLI 1 API #1E
« Snowball Edge £ #E# AWS STSAWS CLI i &
« Snowball Edge X #E# AWS STS API R4E

#£ Snowball Edge L/ AWS CLI 1 API &1k

£/ AWS CLI 5 APl #4E7E Snowball Edge £ & £ IAM AWS STS, Amazon S3 Hl Amazon
EC2 Tl , BB FEEregion’ "1 snow, BATLIERA AWS configureBREG T AT RAHIT
LER4E | IR SIS BIFT R

aws configure --profile snowballEdge
AWS Access Key ID [None]: defgh

AWS Secret Access Key [None]: 1234567
Default region name [None]: snow
Default output format [None]: json

C1%

aws iam list-users --endpoint http://192.0.2.0:6078 --region snow --profile
snowballEdge
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® Note
£ EAMERNFEREH® ID MFRAAZEEHM® AWS Snowball 24 ELHE P SME R AWS
Fimo

Snowball Edge £ #E# AWS STSAWS CLI i

EARBE B assume-role 5,
assume-role XETHIZE :

e role-arn
* role-session-name

 duration-seconds

£ Snowball Edge LB AN FIHS

EERTAS , BEATI®S

aws sts assume-role --role-arn "arn:aws:iam::123456789012:role/example-role" --
role-session-name AWSCLI-Session --endpoint http://snow-device-IP-address:7078

MEEM assume-rolewn THFMET , FSENMER #E IAM A€ AWS CLI?

WEER WFMAEF AWS STS , F2ER (IAM EREER) PHEAZRZEEAER,

Snowball Edge £ #E# AWS STS API 1&1E

EAREETE AssumeRole AP,
AssumeRole XETHZH :

* RoleArn
* RoleSessionName

* DurationSeconds

Snowball Edge L% #E# AWS STSAWS CLI @ H 332


https://docs.aws.amazon.com/cli/latest/reference/sts/assume-role.html
https://aws.amazon.com/premiumsupport/knowledge-center/iam-assume-role-cli
https://docs.aws.amazon.com/STS/latest/UsingSTS/
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html

Hkk
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Exampleigf A&

https://sts.amazonaws.com/
?Version=2011-06-15

&Action=AssumeRole
&RoleSessionName=session-example
&RoleArn=arn:aws:iam::123456789012:role/demo
&DurationSeconds=3600
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£ Snowball Edge - BB NGB EHE

A LOER HTTPS BARERH A B R EBR , KL B Snowball Edge Z2E D Snowball

Edge HER&E E#IT AWS MR EE), SR HTTPS BAMESR AWS lRIEEE) , Flan
IAM, Amazon EC2, S3 &E#285. Snowball Edge £# Amazon S3 A& 8. Amazon EC2
Systems Manager 1 AWS STS Snowball Edge &, MMRZHEHE , IFEE—BE A K MAA
HBERNTMEEESLE, — B Snowball Edge EEEERHE W AFHEHEE |, LR AT LEA Snowball
Edge AFmmHRSIH, ESMMEREE,

Snowball Edge #ESER4E THEHRELRE -

« Snowball Edge £ B R E & B XBERETE,

- MEREBER (FH delete-certificatem T HEHIB/TE) , Snowball Edge & EHE LR HRE
E AWS OpsHub,

 Snowball Edge #EREBE ST BRE B R BRI A FFEREE,

BEELHBREK K BEREBTERN. BREELZAR—FREN

B e LAER AWS OpsHub REBANE SR BE., NEFAET  F2EALREBPHNER OpsHub &
BANEEEEE.

FE

« 7£ Snowball Edge L%|H &
 # Snowball Edge BI5 B &
 7£ Snowball Edge L MIEEFE

Az

%

Az

S

£ Snowball Edge L %IH &5

£ list-certificates@HREE HalBFEH Amazon Resource Name (ARNs),

K

snowballEdge list-certificates

Example 1list-certificates @K

B R 334


https://docs.aws.amazon.com/snowball/latest/developer-guide/manage-device.html#snowball-edge-certificates-opshub
https://docs.aws.amazon.com/snowball/latest/developer-guide/manage-device.html#snowball-edge-certificates-opshub
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{
"Certificates" : [ {
"CertificateArn" : "arn:aws:snowball-
device:::certificate/78EXAMPLE516EXAMPLEf538EXAMPLEa7",
"SubjectAlternativeNames" : [ "192.0.2.0" ]

3]

# Snowball Edge BV {5 & &

£/ get-certificate®d® , BIBEMMN ARN EEBBNE. #FA list-certificatesHmaR
S RFTM ARN , LLAYE certificate-arn 2%,

snowballEdge get-certificate --certificate-arn arn:aws:snowball-

device:::cextificate/78EXAMPLE516EXAMPLEf538EXAMPLEa7

Example get-certificate #H#Y

MEXRTEBENENR , 552 RE AWS CLI 7 Snowball Edge £ S3 EiEZE AR S,

£ Snowball Edge L lBREF

£/ delete-certificatem P RMBRE GIHEFE. £/ list-certificatesmHREBERHE
B ARN , LLR1E certificate-arn 88, EEELEHBR , FEMRBESEPH Snowball Edge
5,1 Snowball Edge, 5528 E#H X E Snowball Edge £ & =5f#H snowballEdge reboot-

devicem$.

snowballEdge delete-certificate --certificate-arn arn:aws:snowball-
device:::certificate/78EXAMPLE516EXAMPLEf538EXAMPLEa7
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Example delete-certificate #iH#Y

The certificate has been deleted from your Snow device. Please reboot your Snowball
Edge or Snowball Edge cluster to generate a new certificate.

Bk acetificates 336



AWS Snowball ;2% B A SR ***Jnable to locate subtitle***

R

Snowball Edge £ AWS FRISHVIEEIER

& E# AWS BRI AWS Snowball i2#k KE LIEFEE , BH4AAFTFRBOMAKERE,

LT 288 AWS FRIEFT R RV ERIRBE,

EBARIE BB E AR

22 (HTTP) TCP #EE{ERREMER EC2 SSH

443 (HTTPS) TCP S3 API F S3 #4| API HTTPS
i 26

2049 (HTTP) TCP NFS %25

6078 (HTTP) TCP IAM HTTP 3% 25

6089 (HTTPS) TCP IAM HTTPS i#% 25

7078 (HTTP) TCP STS HTTP %2

7089 (HTTPS) TCP STS HTTPS %8

8080 (HTTP) TCP S3 EiERE HTTP i 2

8008 (HTTP) TCP EC2 HTTP #% 8

8243 (HTTPS) TCP EC2 HTTPS %%

8443 (HTTPS) TCP S3 288 HTTPS i3

9091 (HTTP) TCP #BEHEN I

9092 TCP EKS Anywhere fl CAPAS £
BIETIESHEA

8242 TCP EKS Anywhere EC2 HTTPS

Uk ;RN
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EARIE

6443

2379

2380

BABE

TCP

TCP

TCP

AL

EKS Anywhere Kubernetes
API IR RV EA

EKS Anywhere Etcd API 5 2
HEA

EKS Anywhere Etcd API 3% 2
HEA

338



AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

5/ AWS Snowball Edge & EEE T Snowball Edge

AWS Snowball Edge £ EEE A ZARERIKEEEMN Snowball Edge MA#E AWS R, FIE
Snowball Edge # 1 Snowball Edge £EEE , WL &£ A Snowball Edge I X Z & AWS &
i WEE L,

£/ Snowball Edge £EE®E , BRI AT FHMETR -

- BMNEH

- BMETHMRE

- MEEHPRER

- BUEE®

- BMEHEEA

« #Z Amazon EC2-compatible 1T {E B AR AE
- S HREES

- JIHARIREEWEE
o« Sl B S E NI ARAE
- JIHATAMNEIR

o ARRESI TS

- JIHEKEHEHER
- ERAER

- BRER

&

- 5188 Snowball Edge BK5i### Snowball Edge % EE R AREE

- 7£ Snowball Edge LBXA Snowball Edge # & EE

* # Snowball Edge £EEEHFFAIHIEE Snowball Edge £# IAM &
- Snowball Edge £EE®E CLI v P

5] B Snowball Edge Fi#1## Snowball Edge & & B IEARRE

BB EKRETE Snow HER , B LURZFWRFEER Snowball Edge % & & E A5 R HEAR
B ERE, BRMA , RARZEFNMA. MREREEBRMA , BBEEFEH AWS OpsHub =
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Snowball Edge AFWRBAT , TEEAT. URECZEYKA , EUUEKREEES K EERER
HEEEE & , £/ Snowball Edge R EEE, SRR LAEEIFEB AWS Snow RIIEE XA, Snowball
Edge A F¥% AWS CLI, = Snowball EHEERE API FTiEEB NI , 1212 Snowball Edge #EE
EARRE,

& iE$E Snowball Edge £ EEEMRAE AWS Snow RIIEEFEA

1. BEEREBERENBAMN Snowball Edge HEER , FHFEZFEFEH AWS OpsHub = Snowball A F
ImIR I E B RM Snow HE,

2. EEEIEE Snowball Edge #EEEREEREA , F2ERFEA AWS OpsHub = Snowball FA
FimRinEEER Snow £E&,

MBHEET , BORAEEROSE 3  RBOHDEHEE,

= Z#% AWS CLI, Snowball Edge A Fifzk Snow £ EE API i##E Snowball Edge £ EEEARRE :

« {£A remote-management BERIEE Snowball Edge HEEEAMRE, &
Z{INSTALLED_ONLYHY{E R R E X% Snowball Edge Device Management , B R A, &
ZIINSTALLED_AUTOSTARTHI{EZR R~ E LI EAA Snowball Edge Device Management, 41 &
KRIEELLSEME , B INSTALLED_ONLY ATERE.

Example create-job i Z remote-management S 8MFE L

aws snowball create-job \

--job-type IMPORT \

--remote-management INSTALLED_AUTOSTART

--device-configuration '{"SnowconeDeviceConfiguration": {"WirelessConnection":
{"IsWifiEnabled": false} } }' \

--resources '{"S3Resources":[{"BucketArn'":"arn:aws:s3:::bucket-name"}]J}"' \

--description "Description here'" \

--address-id ADID0O0O0OOO0O0OO-0000-0000-0000-000000000000 \

--kms-key-arn arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab \

--role-arn arn:aws:iam::000000000000:role/SnowconeImportGamma \

--snowball-capacity-preference 78 \

--shipping-option NEXT_DAY \

--snowball-type SNCI1_HDD \

--region us-west-2 \

FTH8 Snowball Edge B2 Snowball Edge % & B ik 5 340


https://docs.aws.amazon.com/snowball/latest/developer-guide/import-job-details.html

AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

WEFMES , F2H (AP 2%) FHEHEE AWS Snowball Edge API 2%,

#£ Snowball Edge LRXA Snowball Edge & EEE

kBB LLE~F , £ Snowball Edge A FikRA Snowball Edge #£EEHE,
ERLRFZE , BT T HIEE :

/

B
W

s THRIZEEZFMRAH Snowball Edge A F ik, MFEFMEF , F2E TEHILZZE Snowball AF
o

- THEABFELERILEYE Snowball Edge R ERFHIE, MEFMEN K F2RNELENEAER
MIE,

« #% Snowball Edge £ B EEF| BN AKEMA ., MFFHMENR , BF2EEHREERE NetworkDevice,

- fRBREETE Snowball Edge #£ &, WHEFMEF , FSEHE Snowball EdgetE,

snowballEdge set-features /
--remote-management-state INSTALLED_AUTOSTART /
--manifest-file JID1717d8cc-2dc9-4e68-aa46-63a3ad7927d2_manifest.bin /
--unlock-code 7c@el-bab84-f7675-0a2b6-1f8k33 /
--endpoint https://192.0.2.0:9091

BRI |, Snowball Edge AFEEE T5I1EE,

{
"RemoteManagementState" : "INSTALLED_AUTOSTART"

}

1% Snowball Edge % EE R FF A #E = Snowball Edge £/ IAM
At
EFTREEEMN AWS IRF £ |, Z3I AWS Identity and Access Management (IAM) A€ | & T 5B

RHEEAG, RE , BAGERGBBEALMER Snowball Edge £EEBRIFEEEEN IAM FH
#, MEHMEF  FSBEE PET IAM AR IAMFHE, AWSIEF
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https://docs.aws.amazon.com/snowball/latest/api-reference/api-reference.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/using-client.html#download-client
https://docs.aws.amazon.com/snowball/latest/developer-guide/using-client.html#download-client
https://docs.aws.amazon.com/snowball/latest/developer-guide/get-credentials.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/get-credentials.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/getting-started-connect.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/unlockdevice.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
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BR

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"snow-device-management:ListDevices",
"snow-device-management:DescribeDevice",
"snow-device-management:DescribeDeviceEc2Instances",
"snow-device-management:ListDeviceResources",
"snow-device-management:CreateTask",
"snow-device-management:ListTasks",
"snow-device-management:DescribeTask",
"snow-device-management:CancelTask",
"snow-device-management:DescribeExecution"”,
"snow-device-management:ListExecutions",
"snow-device-management:ListTagsForResource",
"snow-device-management:TagResource",
"snow-device-management:UntagResource"

1,

"Resource": "*"

Snowball Edge #£EEE CLI a5 F

AEERBFE AT LAE A Snowball Edge B EEIRIHE 2 Snowball Edge #9 AWS CLI 55, &AL
fEF 1T — LRFEEEIE AWS OpsHub, MFEFHMER , FSREEREE LN AWS .

(® Note
EEKECH  FREXECHMER ERELHMER  LBETEREME AWS B &£
B o

Snowball Edge $£E &2 CLI oy 342


https://docs.aws.amazon.com/snowball/latest/developer-guide/manage-services.html
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&
+ {8 Snowball Edge £ BEEE I EE Snowball Edge HI{E#
- BBEEBHMELLERE Snowball Edge
+ {8 Snowball Edge #£EBEE#Z Snowball Edge #ItHEI & A
+ {8 Snowball Edge B EE 2 Snowball Edge £ EC2-compatible 17 1/ 8 &Y ik 5&
B EE M Snowball Edge E IR REE R
B
= e

+
+ {8 Snowball Edge £

 {£F Snowball Edge £EBEEEUH Snowball Edge L E#

+ %JH Snowball Edge £BE B iy F5E>

« FHATAREREER Snowball Edge

+ HIH ¥ Snowball Edge B Snowball Edge % & & B I IEiRAE
 {£/ Snowball Edge #£EE#E %I H Snowball Edge FHAIAEIR
+ %l Snowball Edge = Snowball Edge % EEBZBRNEZR

« {KAREEDH Snowball Edge % & BT

« #EBALE Snowball Edge £ EEEE# K Snowball Edge

« R*EH S Snowball Edge #BR Snowball Edge £EBEEEH

£ Snowball Edge &£ BEEE R EE Snowball Edge FVE#

EERER—DZEBEEEHTER , HINBREERNEFRE , FFEH create-task, EBAJLUE
A --targets SEIRHZIERE IDs FERIECHERE , YEEEMFA --command ZEHTHE
o —RABEEEBELHTE—TD,

XENDT

« unlock (£E3|#®)
» reboot (#ES3|®)

EEBVEHBBEBEHTHNEYE  SEATIGS. #8818 user input placeholder B#KE
BE2HNER.
wE

ap

aws snow-device-management create-task
--targets smd-fictbgr3rbcjeqas
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--command reboot={}

ISR

ValidationException
ResourceNotFoundException
InternalServerException
ThrottlingException
AccessDeniedException
ServiceQuotaExceededException

G
{
"taskId": "st-ficthmqoc2phtlll",
"taskArn": "arn:aws:snow-device-management:us-west-2:000000000000:task/st-
cjkwhmgoc2pht111"
}

BEEENMELLEE Snowball Edge
EERBETE—RNZEEEEBELHTZRRIBHAREE | BEEA describe-execution® v,
FEHEALETHEP—FEARRE -

* QUEUED

* IN_PROGRESS
« CANCELED
 FAILED

e COMPLETED
 REJECTED

« TIMED_OUT

EEREEHOMRE  BEATISGS. 8@ user input placeholder BEREECHENA.
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Hkk

DD
AR T3

aws snow-device-management describe-execution \
--taskId st-ficthmgoc2phtlef \
--managed-device-id smd-fictqic6gcldflll

Al

{
"executionId": "1",
"lastUpdatedAt": "2021-07-22T15:29:44.110000+00:00",
"managedDevicelId": "smd-fictqic6gcldfl1ll",
"startedAt": "2021-07-22T15:28:53.947000+00:00",
"state": "SUCCEEDED",
"taskId": "st-ficthmgoc2phtl11l"

}

£ A Snowball Edge % EEE#ZE Snowball Edge HIMHEIE A

EERTEERTEEN , HINESHER, HEBRA, IP it MBEEMRE | BBEA describe-
device@m®, WHtIETYER :

- lastReachedOutAt — EEE LIRBiFE B AWS Bk, RTEBD LR
« lastUpdatedAt - EXEEE LEHERNERE, EHENEERERIMVER,

EMBEHEEN , BEATIGS. 8@ user input placeholder BB EEHCHEA,

3> i

PN
e r)

aws snow-device-management describe-device \
--managed-device-id smd-fictqicbgcldflll

ISR

ValidationException

&/ Snowball Edge Device Management @ &= # B &
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ResourceNotFoundException
InternalServerException
ThrottlingException
AccessDeniedException

£ Snowball Edge #E&EE#ZE Snowball Edge £ EC2-compatible#i1T
BB Y AR RE

ZEMRE Amazon EC2 #1TEEEM B RiARRE , 35 A describe-ec2-instancesi®d. BHELR
describe-device@n Tt , BRERRKE PHEERER , AWS Ex WS ETHABNVN £,

EERE Amazon EC2-compatible#i{TEBBIME , BEATIIH T, #F8E user input
placeholder B EB S HENR,

O A
op

aws snow-device-management describe-device-ec2-instances \
--managed-device-id smd-fictbgr3rbcjelll \
--instance-ids s.1i-84fa8a27d3el5ell1l

ISR

ValidationException
ResourceNotFoundException
InternalServerException
ThrottlingException
AccessDeniedException

Lo

"instances": [
{
"instance": {
"amiLaunchIndex": 0,

{f# A Snowball Edge Device Management # 2 EC2-compatible#i1T1E 8 89 AR B 346
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"blockDeviceMappings": [

{
"deviceName": "/dev/sda",
"ebs": {
"attachTime": "2021-07-23T15:25:38.719000-07:00",
"deleteOnTermination": true,
"status": "ATTACHED",
"volumeId": "s.vol-84fa8a27d3el5elll"
}
}

1,
"cpuOptions": {
"coreCount": 1,
"threadsPerCore": 1
},
"createdAt": "2021-07-23T15:23:22.858000-07:00",
"imagelId": "s.ami-03f976c3cadaablll",
"instanceld": "s.i-84fa8a27d3el5elll",
"state": {
"name": "RUNNING"
},
"instanceType": "sncl.micro",
"privateIpAddress": "34.223.14.193",
"publicIpAddress": "10.111.60.160",
"rootDeviceName": "/dev/sda",
"securityGroups": [
{
"groupId": "s.sg-890b6b4008bdb3111",
"groupName": "default"

1,
"updatedAt": "2021-07-23T15:29:42.163000-07:00"
+
"lastUpdatedAt": "2021-07-23T715:29:58.
071000-07:00"

}

£ Snowball Edge Device Management # & EC2-compatible¥i 1T {E B8 #9 AR 5E
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£ Snowball Edge # EEE# 1R Snowball Edge LR #EE F

FEREEBE HETCEBENDEER , 55F M describe-taskiit. TN P EERITIETH|E
B :

BEEEE

- EBHMRE

B EA R

ERERE LERERNERD

EH TR

BIAEBRREHNELR (WMRBNFE )

EEREEENPEER  BEATIG S, B8 user input placeholder BEMREECHE
Fo
we

aws snow-device-management describe-task \
--task-id st-ficthmgoc2phtll1

BISIR B

ValidationException
ResourceNotFoundException
InternalServerException
ThrottlingException
AccessDeniedException

Lo

"completedAt": "2021-07-22T15:29:46.758000+00:00",
"createdAt": "2021-07-22T15:28:42.613000+00:00",
"lastUpdatedAt": "2021-07-22T15:29:46.758000+00:00",
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"state": "COMPLETED",

"tags": {3},

"targets": [
"smd-fictbgr3rbcjelll"

iF

"taskId": "st-ficthmqoc2phtll1l",

"taskArn": "arn:aws:snow-device-management:us-west-2:000000000000:task/st-
ficthmqoc2pht111"

}

£ A Snowball Edge £ EE ¥ HUE Snowball Edge L HER

EEEEESEEBEWEUEGER , 58 A cancel-taski$. B REEHUEQUEUEDER ARAE(E i A #1T
HER. EELECEEEFITHES.

(® Note
MR FEcancel-task TREAKRE I RTFIREEY  KEABENERNTEREY
1To

EERCHAER  BEATH®S. &S user input placeholder BRIEHCHWEA.

DA
AR T

aws snow-device-management cancel-task \
--task-id st-ficthmqoc2phtlll

ISR

ValidationException
ResourceNotFoundException
InternalServerException
ThrottlingException
AccessDeniedException
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Lo

"taskId": "st-ficthmgoc2phtl11l"

5 Snowball Edge B E®E v & MFE>

# E#[E Snowball Edge Device Management API FIEX B ©/FE , M help@t. &t
LAfE A helpﬁ‘%*%@?ﬁiﬁ VR ERAMEE £,

ERIHAMAXENGT , BEATIH S,

O
P T

n

aws snow-device-management help

EEEGTHFHMEANTE  FEATIGT. command #& KA ZREBNHTERE,

A
aT)

B> i

aws snow-device-management command help

HHE T ARIRHEERN Snowball Edge

EEZEOEHIT AWS EBiF S 5H F A Snowball Edge Device Management 2R F E a8
BEE  BFMH list-devices®®o --max-resultsH --next-token2EAM., MEFME
#, BF2E "AWS S HIREERAERERL PWEA AWS CLI 2 BEiEE,

EEVNHRREENEE , FEATY ST, #8@ user input placeholder BEKEBEH
&R

DD
AP T3

aws snow-device-management list-devices \
--max-results 10
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ISR

ValidationException
InternalServerException
ThrottlingException
AccessDeniedException

B
{
"devices": [
{
"associatedWithJob": "ID2bflld5a-eale-414a-b5bl-3bf7e6a6elll",
"managedDeviceld": "smd-fictbgr3rbcjeqa5",
"managedDeviceArn": "arn:aws:snow-device-management:us-
west-2:000000000000:managed-device/smd-fictbgr3rbcjelll”
"tags": {}
}
]
}

5| ¥ Snowball Edge 9 Snowball Edge 2 E BB I #iREE

ZEGEO-—HZEEERLBENEEMRE  FFEH list-executions®mH. BEEGELBFEURET
BRIERE— B EMRENER , BFEMH --state 28, --max-resultsH --next-token2iEH
M. WMEFHMENR , 28 "AWS oY REFAEERE. FHFEH AWS CLI 2 HiEIE,

EHRTUAR T HHP—BARE :

* QUEUED

« IN_PROGRESS
* CANCELED
 FAILED
 COMPLETED
 REJECTED
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« TIMED_OUT

EEIHEREBENTEME , BERATIH®S. 8@ user input placeholder BKEBCH
&=

-

o

5p
a4

aws snow-device-management list-executions \
--taskId st-ficthmgoc2phtlef \

--state SUCCEEDED \

--max-results 10

ISR

ValidationException
InternalServerException
ThrottlingException
AccessDeniedException

B
{
"executions": [

{
"executionId": "1",
"managedDeviceld": "smd-fictbgr3rbcjelll",
"state": "SUCCEEDED",
"taskId": "st-ficthmgoc2phtl11l"

}

£ Snowball Edge £ EEE %I Snowball Edge LV T AEIR

EEEOEE AN AWS EREE |, 55FH list-device-resourcesind. EEMRISEHIMN
BERENBEE | FBFEH --type 28, BHH , Amazon EC2-compatible#1T{E 8 21 — X ENERE
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B, --max-resultsH --next-tokenRiBAM., MEFHMEN 6 F2E "AWS o HREFER
Eig/m ) PWER AWS CLI 9 EZBIE,

EEIHEENTRER , BEATIGS. 88 user input placeholder BEMREEHCHE
Fo
we

aws snow-device-management list-device-resources \
--managed-device-id smd-fictbgr3rbcjelll \

--type AWS::EC2::Instance

--next-

token YAQGPwWATOL3wVKaGYjtdyS34MiQLWvzcShe90IeDIr@5AT4rXSprqcq@hhBEYRfcerAp@YYbImRT=
--max-results 10

ISR

ValidationException
InternalServerException
ThrottlingException
AccessDeniedException

L
{
"resources": [
{
"id": "s.i-84fa8a27d3el5el11",
"resourceType": "AWS::EC2::Instance"
}
]
}

5|4 Snowball Edge 5 Snowball Edge £ B2 EEEBNEE

EEEOSERBRIKNEBEE , FF A list-tags-for-resourcem®

o
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EEIHEBNESR , FEATII®S. K5 Amazon Resource Name (ARN) FRIX A B
ARN,

DA
AR T

aws snow-device-management list-tags-for-resource
--resource-arn arn:aws:snow-device-management:us-west-2:123456789012:managed-device/
smd-fictbgr3rbcjeqgas

BISMIR S

AccessDeniedException
InternalServerException
ResourceNotFoundException

ThrottlingException
B
{
"tagS": {

"Project": "PrototypeA"
}

KARBEFI H Snowball Edge £ B EB{E#%

A list-tasks@m® , REITHSM AWS EFFHEBBEEREFE., & ZE4 IN_PROGRESS.,
COMPLETEDE; CANCELED ARAEEFIBAER , A --state 28, --max-resultsH --next-
token2ZAM., MEFHMEN 6 F2E "AWS oy A EEHRAEER, FHER AWS CLI 9 B
1,

EEMMEIHEE , FEATI®S. 8@ user input placeholder BERHKEESHERN.

5p
4

aws snow-device-management list-tasks \
--state IN_PROGRESS \
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--next-token K8VAMqKiP2Cf4xGkmH8GMyZrgOF8FUb+d10KTP9+P4pUb+8PhiW+6MiXh4= \
--max-results 10

ISR

ValidationException
InternalServerException
ThrottlingException
AccessDeniedException

Lo

"tasks": [
{
"state": "IN_PROGRESS",
"tags": {},
"taskId": "st-ficthmgoc2phtlef",
"taskArn": "arn:aws:snow-device-management:us-west-2:000000000000:task/st-
ficthmqoc2phtlef"

= =
7]

S BEE Snowball Edge & EEE I Snowball Edge

EEALEEREE LNEBHERENRER , 5BFH tag-resource@®o --tags SEIEZLUENR
PFEfIKey=ValueBl ¥;EE,

EELEBERAEEREE  BEATIS®S. F8@ user input placeholder BREECHE
Fo

we

aws snow-device-management tag-resource \
--resource-arn arn:aws:snow-device-management:us-west-2:123456789012:managed-device/
smd-fictbgr3rbcjega5 \
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Hkk

--tags Project=PrototypeA

BISR B

AccessDeniedException
InternalServerException
ResourceNotFoundException
ThrottlingException

f1E# =k Snowball Edge %k Snowball Edge & E EEEH
EERBEREE FNTRBRES , 5F A untag-resourcesi®,

EERLEBRER , BEATH®D. B8 user input placeholder BRKEESHERN.

DD
AR T3

aws snow-device-management untag-resources \

--Tresource-arn arn:aws:snow-device-management:us-west-2:123456789012:managed-device/
smd-fictbgr3rbcjeqa5 \

--tag-keys Project

ISR

AccessDeniedException
InternalServerException
ResourceNotFoundException
ThrottlingException
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B ¥ Snowball Edge £ & F VB8

AWS EFHEBIHECEHAE , SBHNE, BAREBRE FHHFIRM Health &K , MW
CloudWatch B4 NRMH, EFHHBAEHR Amazon Web Services , Inc. BEFEZEEI AR

2] B8 Snowball Edge &2 AWS IRFHNE FE#ibit, ERWREBIBHAE , FEBARETERNIETR ,
WRRTHLLEEH , ABREFERARENTE. NF WFEMAENR Health @Kk , 28 AWS
Health &R, W% CloudWatch Events BIEFHIEFA , 552 B Amazon CloudWatch Events & F
EEME.

SR BATE THREER AWS |, WRHLZEEREEHFRRZETH Snowball Edge £iE £, ELEEH
EEERDHET. EUNEEEEEAEZE , ARSRITHNKER 22 TH AWS HIENEE, T
B, "EZEATENEN , S4AFLEE TN THEERI EHME.

AWS % Snowball Edge/Snowball Edge & (Appliances) iR B EH 2 RIGEFKE 9 HRATRH
BAE R

BRENMEATAR TEANRBLZERBEFRMREMR AWS, £FF (HEH ) BFERFHFIR
BE=7G (HEH ) () TEARBLZERBEMAENETARBEFRRER , ; (i) RBNFHERE
EXRPHNEMIIESER SR ETRRERAZREBEMOEMAMNE, EEANRE LZEERERN
% , BRBRARNK R ERZRIRIBNEMMATE EER H MERERER.

/A Warning

BMINERCEREEHN T EEELNMAEEDE.,. EHMEEVEHRRMBSELEBTHTRE
B I ETE A Amazon S3 FEEEFEMNEME A,

&

» 1£ Snowball Edge & - B BB MY So R IR

« T & Snowball Edge £ B E

- Z# Snowball Edge £ B E

« B3 Snowball Edge # & iy SSL B

« 7£ Snowball Edge FE#H &K Amazon Linux 2 AMIs
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£ Snowball Edge % & - F FTEREE Y 5 S RGH

HERUEFRREZR , BDAFEUT TRIGH

ERVENEE. EERGHBENEE , YEACKREMMRETE, MFFHFMEHR , 552 B Snowball
Edge AFﬂo

- EH Snowball Edge & 2i%iB Snowball Edge FAF IR K. &FRAHE Snowball Edge A F s

ATHUYZREAMRREPINER L  ZFERLEFTHLTEFN2EKENFERER. WEFHER ,
a2 B A Snowball Edge A Fifio

(B ) BHEE B Snowball Edge FAF IR ERTEE. MEFMEN , 2 BEE Snowball Edge
Fﬁ}alﬁ'ﬁﬂﬁ nX}E*‘“

HRELE Snowball Edge & L# Snowball Edge £# Amazon S3 A F8 , 5551k S3-Snow

R ZH BB, 5826 7 Snowball Edge £3%E Amazon S3 MR LAER BHERE
AWS OpsHub,

® Note
HREENMRE  BARKEBLEHTAESRS.

SERELEKE , UL THEHI LS Snowball Edge EEE .

T Snowball Edge £ B K E#

BEMES X AL T E Snowball Edge B E#T :

- B LARERE R4S ER Snowball Edge A Fimtn - R G F B E#,
- BULEBEARTAANERRE K UEBERKE,

THREFBRFH THENNRER. MFEHHBEER Snowball Edge EEME , FSREM
Snowball Edge configure-auto-update-strategy®#

(® Note

RGN E BERBREREEE , B LUER GetSoftwareUpdates APl TEHEFHER, A&
f£download-updatesfEA uri S8 KFiEmAEERMVE , M T IEHIFTR.
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snowballEdge download-updates --uri file:///tmp/local-update
B Windows fEER#E , &1L uri SEWE , MWTFAAR :

snowballEdge download-updates --uri file:/C:/path/to/local-update

BES TEHBIEEN Snowball Edge BB E

1. BB IRMEIEE  YHERMER describe-device@m© 84 Snowball Edge £&8., MREED
$HE , B unlock-device R RMARETE ., MEFMENR , FSBHBRIEE Snowball

Edgeo
2. HEBEBMREER , #17T snowballEdge check-for-updates &%, &S EEE Snowball
Edge BXBEMRF A AARMRA , IR EE EREH B BIMRA.

3. MELHWEEBHBOIBE , 51T snowballEdge download-updates @,

(® Note
MRBWEEREREMBRAEE |, FBEMEMA GetSoftwareUpdates APl FEE#IE R,
REMEA uri SEREETHERNAEEZTREIT snowballEdge download-
updates@® , W FIEHIFT R,

snowballEdge download-updates --uri file:///tmp/local-update

B Windows fEER#E , &1L uri SEWE , MR :

snowballEdge download-updates --uri file:/C:/path/to/local-update

4. BTLAMEH snowballEdge describe-device-software S RBEN TEHMNMRE, THE

70N

W, e TR RE,

Example describe-device-software SR H

Install State: Downloading
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BREMTREZHEEN Snowball Edge BB EH

1. BFIRRIHEIRE K YRERBEEDHWFTE Snowball Edge £E# /A snowballEdge describe-

devicemTRMREE. WREBSHE , FBFEMA snowballEdge unlock-clustermSiH

FRBRIEE ., MEFMERNR , FSRMAREE Snowball Edge,

2. ERSETHNAMARENHREER  FHHEEPFHNEBMBEREHIT check-for-updatesi v,

WS EEE Snowball Edge BB R Al ARA , UAREE EREN B BIRA,

snowballEdge check-for-updates --unlock-code 29-character-unlock-code --manifest-
file path/to/manifest/file.bin --endpoint https://ip-address-of-snow-device

® Note
BETAALENREBNEFFEREREBMER,

Example check-for-updates @ HY

{
"InstalledVersion" : "118",

"LatestVersion" : "119"

}

WRLatestVersionBBHWE AR InstalledVersionZBHE , BISRHERH,
3. UREBEFPHNESMEERE , FH download-updates®H FEEH.

snowballEdge download-updates --uri file:///tmp/local-update

(@ Note
¥ Windows #E¥£R# , &1L uri SEHE , TR :

THEHN
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snowballEdge download-updates --uri file:/C:/path/to/local-update

4, ZERTEEFSEELEBLTEHNMRE | FEMEH describe-device-software®m o

snowballEdge describe-device-software --unlock-code 29-character-unlock-code --
manifest-file path/to/manifest/file.bin --endpoint https://ip-address-of-snow-
device

Example describe-device-software & HYEH

{

"InstalledVersion" : "118",

"InstallingVersion" : "119",

"InstallState" : "DOWNLOADED",

"CertificateExpiry" : "Sat Mar 30 16:47:51 UTC 2024"
}

WRInstallStateBZFBAYE S DOWNLOADED |, BIEHE R TR Al %,

Z & Snowball Edge &£ BN E
THENZ® , CXETREFIEFRBELE , FHITSLENR. TIEFSSIBEFHREFTH,
¥4 Snowball Edge BN EE Y ESEHF THEEEFTNESEXEEL L,

® Note

ERERBEH < , LEFRELNARED, KEEMEFLHTHATERE , APEHE
& LB Amazon S3 REFRTERIVEMEA. EFREEHERIERX
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ZHEBTHEE I Snowball Edge FIEBE E 37

1.

FRBRIRMIEE  WHEARMER describe-device® £ ### Snowball Edge £&, MREXEEC
$HE , A unlock-device MR RMAREE, ME/EFHFMEF , FSBEMABREE Snowball

Edgeo
1T list-services TUAEFEE LANKRE., - 2EEREE LS80 HREHRE
IDs,

snowballEdge list-services

Example 1list-services s EIE H

{

"Servicelds" : [ "greengrass'", "fileinterface", "s3", "ec2", "s3-snow" ]

}

¥R list-services@ B RAIMEBERIS ID , 3BHIT describe-servicem T UEFREE,
{55 Atk & SR SR B E A= L Y AR 7S

snowballEdge describe-service --service-id service-id

Example describe-service SR H

{
"ServiceId" : "s3",
"Status" : {
"State" : "ACTIVE"
3y

"Storage" : {
"TotalSpaceBytes" : 99608745492480,
"FreeSpaceBytes" : 99608744468480

b
"Endpoints" : [ {

REFH
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"Protocol" : "http",
"Port" : 8080,
"Host" : "192.0.2.0"
Yo i
"Protocol" : "https",
"Port" : 8443,
"Host" : "192.0.2.0",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-
device:::certificate/6d955EXAMPLEdb71798146EXAMPLE3fQ"
}
1]
}

W HBERSIRBEAERATARE | K BMFEA stop-servicem B FLE,

4. f{EM stop-servicemTRELSERE , HPStateBBMENMRList-servicesm HTHE
HACTIVER, MRHITZERE , BFEFLESEREEEE.

® Note

Amazon S3 E1%85. Amazon EC2 AWS STSHI IAM ARG EF L. 20R Snowball Edge
L8 Amazon S3 HHARTFEREHT , FEREEFHZAIZELLE., Snowball Edge £HY
Amazon S3 HHAMEFEEBESR s3-snowlfEA serviceld,

snowballEdge stop-service --service-id service-id --device-ip-addresses snow-
device-1-ip-address snow-device-device-2-ip-address snow-device-3-ip-address --
manifest-file path/to/manifest/file.bin --unlock-code 29-character-unlock-code --
endpoint https://snow-device-ip-address

Example stop-service & H#iH

Stopping the AWS service on your Snowball Edge. You can determine the status of the
AWS service using the describe-service command.
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5. #1T snowballEdge install-updates @

6. IEALAEA snowballEdge describe-device-software R REELRENRE, ZHE
W, ZEERtGSERRE,

S|

0458y Hh

Install State: Installing //Possible values[NA, Installing, Requires
Reboot]

IEE I A Snowball Edge KELZ KRB EH, REENMIFTESHDRENERAIKE, HETK
EFNRE  LAEFRBERE.

/A Warning
EHEEEH Snowball Edge & , MAFLEE ENAMETHEEHERIEK,

7. BEEEBELNAFERBEHCELE  SEMMDEE, MERE  RAZENHAK. WIEERTEHE
REMNLE, WEEFTRBEENFRENR , FSBEHNE Snowball Edge, HEMFEBREE S
BERNFHER , FSEMABREE Snowball Edge,

8. ERBEEF-_ARENMBDEFAMERE 6 FHRBREERE,

9. #1T check-for-updates @, i 2EE Snowball Edge ERBEEMH AT AMRA , AR EE
+Z=EH B FRA

Z# B THZE Snowball Edge # B #H £ E R EH

1. SHEEETNESEEE , 1T describe-deviceM P RYEEBEELCHEKRETE, MBERED
$HE | BEMEA unlock-clustermm TS EHMRIETE, MEFMEN , FSEHEBREE Snowball
Edgeo

2. BREBEBEDTHNESEEE , #11T list-servicesPUEERLELTHANERKE. HoeEBEEE
=@ ] A IR HY BR#E IDs.

snowballEdge list-services

Example 1list-services RV E H
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{

"Servicelds" : [ "greengrass", "fileinterface", "s3", "ec2", "s3-snow" ]

3. #t¥ list-services BN E @IS ID , 14T describe-servicem S UEFREE, F
At EARFE B EF IR R

snowballEdge describe-service --service-id service-id

Example describe-service @S H & H

{
"ServiceId" : "s3",
"Status" : {
"State" : "ACTIVE"
1,

"Storage" : {
"TotalSpaceBytes" : 99608745492480,
"FreeSpaceBytes" : 99608744468480

},
"Endpoints" : [ {
"Protocol" : "http",
"Port" : 8080,
"Host" : "192.0.2.0"
Yo b
"Protocol" : "https",
"Port" : 8443,
"Host" : "192.0.2.0",
"CertificateAssociation" : {
"CertificateArn" : "arn:aws:snowball-
device:::certificate/6d955EXAMPLEdb71798146EXAMPLE3f0Q"
}
1]
}

btE B RS SIREERER P ARRE | LB stop-servicem B ELE,
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4, BHREBEETHNEMEEE , £ stop-servicem TRELBHERYE , HPStateBBHE
FElist-services@ HHEHACTIVER, MRHATLHERY , FLAFLEBEARKEEEE,

® Note

Amazon S3 %85, Amazon EC2 AWS STSHI IAM ARG EE L. 20R Snowball Edge
Lt 8 Amazon S3 HHARTFEREHT , BEREEFHZAIZELLE., Snowball Edge £
Amazon S3 HHAMEFEEBESR s3-snowlfEA serviceld,

snowballEdge stop-service --service-id service-id --device-ip-addresses snow-
device-1-ip-address snow-device-device-2-ip-address snow-device-3-ip-address --
manifest-file path/to/manifest/file.bin --unlock-code 29-character-unlock-code --
endpoint https://snow-device-ip-address

Example stop-service & H#iH

Stopping the AWS service on your Snowball Edge. You can determine the status of the
AWS service using the describe-service command.

5. HRESEPHWE[EEE , $17T install-updates@w T,

snowballEdge install-updates

6. BTALUEA describe-device-software SR E L REAAREE,

snowballEdge describe-device-software

Example describe-device-service f S HI#H
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Install State: Installing //Possible values[NA, Installing, Requires Reboot]

E Install State BfRequires Reboot , BEKIIZRE Snowball Edge 2 & HY #38 F 5,
ZRENMITSHBSENEAZRE, EETHEMNLTE , LAEHFMBEE.,

/A Warning
E# LB Snowball Edge REMMELLRE LWAEES , At ERERIEXK,

7. EFRBEBEDNFIERE. BEHEE K ARXBAEFRBBEETNELEE, MBEIERTEHREK
REFNRE, IEENMBEENFHES , FSEEFHNE Snowball Edge, MEMEREER
EESENFMENR , F2BHAKREE Snowball Edge,

8. BETMBSREXBEENMIMAE 6 BEMREEEE K ARMEA check-for-updatesin 3R
BEBERACEH. HSZERE Snowball Edge B RFH TAMRA , UREEB EL2EN B a0
A, IR B ERAMSZHOATAREAER , RRERDEFEE,

BIREERIIESH Snowball Edge EBEE , WHEREMEHFH Snowball Edge B8,
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Example describe-device-software &iH#Y

Installed version: 101

Installing version: 102

Install State: Downloading

CertificateExpiry : Thur Jan 01 00:00:00 UTC 1970
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* s3 : //bucket/folder3/
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4. WD AL - AWS Snowball i2#F EHRESEBAEEETEF. Bt , BAILLERR
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« HHY Identity and Access Management AWS Snowball Edge
« AWS Snowball Edge # i 50 $& FN ES 4%

- HWEBEEE AWS Snowball Edge

- MkERES

. A EREHEZR S AWS Snowball Edge

AWS Snowball Edge Edge F Y& RIRE

AWS Snowball Edge &g AWS HEEFTEE K HPIEERNRBHERNIEE S, AWS BER

EHITAE AWS RSN RERIE, AWS EHBHNHERR R LT ERNET S BREERRF
REMBEAERNRSHERERREG, SAEREHEREREEEN AWS EF M APN &1ER |, Hif
FBRA PREAEAEREE AWS B,

ERERREBERN , RMEREMEH AWS Identity and Access Management (IAM) {R3& AWS IRF &
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REEH

ERRE 389


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

- SERFHUEFHAZEEZRRE (MFA),
« {#F SSL/TLS B2 AWS EREM. BEMEH TLS 1.2 HEFRAS.

- fEF RRIE API FfEA EEEIFC 8% AWS CloudTrail,
« FFH AWS MZBRFR , AR RIEFFFE AWS FEREZ 2124,

- ERAERNZERLRE (B0 Amazon Macie) , HBIREFRERFFEE Simple Storage Service
(Amazon Simple Storage Service (Amazon S3)) F{EAEH,

o WMREE AWS FZBTTHIRES AP FE BFEE FIPS 140-2 BB R IGm=EHR |, 55EH FIPS
imE, WEAR FIPS M FIPS IWwEMNEZHEEN , FSRB A EAREEE (FIPS) 140-2 #1#,

BMaZIZRCEBHTEREFIRFRIBSHENEBIEF , HEEHENHENLG , HlmEEHE
I, ESFEELMER NEH AWS 24 AWS CLI, API AWS Snowball Edge =& b IR#EEF AWS
SDKs ., #&# A AWS Snowball Edge S H BRIV EME R A T sE BB AR B Bt . EERREMAT
fAREFH URL B , B ERBCHXARIFERN URL HEBEBEEA.

WERRERREBNFMAEN , F2H AWS Z2EBEK LAY AWS HESEEEMERE (—KERE
EME) (GDPR) BBEBNE,

ES |
- EERPEREEFR
- EENEEFREER

R REEH

AWS Snowball Edge E&#E B E A EHZE Amazon S3. BAUEHEAFTHE Snowball Edge £ E |
DREHRER , SRELNER. THRERAWAESEA Snowball Edge FFREEHR , UARER
EHREER AWS HE HEF,

X8

- B9INZ AWS Snowball i %
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B3R AWS Snowball 32 #%

B8 Snowball Edge i & HHEA S3 I , HEHMZERENMEERHNSEBMEKZE SSL MER
E, ATREBFLEER , AWS Snowball i## 2 A [BRESIKINZ (SSE).

A AR BS 5% AN 22 AWS Snowball i 45

AWS Snowball ##% ZEFEH Amazon S3 ZEMFE S8 (SSE-S3) WKW MNE, [AARESHMNEZ
BERREBHREER , M SSE-S3 EFRANZERERNE , 7 Amazon S3 FRAEFEER., NFE
SSE-S3 WEMET , 28 (Amazon Simple Storage Service £ &SR 1 HYE M [ IR 2T ik 112
& Bl Amazon S3-Managed % £ 8 (SSE-S3) REE ¥l

B#l , AWS Snowball i## TIRMHEHAEFIRMH S (SSE-C) WEMRES®MEE. Snowball Edge £HY
Amazon S3 AR EALAKEENFEFTIKEM SSE-C, T8 , BB EF A SSE BHRREE
ANER  RELURCHERAEEZERRELCZELNER., FELXERT , FERLTIEE

() EA—

MBEABEFEH SSE-C RiNFE D EA Amazon S3 W |, IEFEZZEFE A SSE-KMS 5 SSE-S3

mE  MAREIAZRBETRETITEERN -2, TiB , WREXEFEH SSE-C RINZCE
A Amazon S3 ¥ |, RIXEERBEFEEPAWH ISR SSE-C %, BRUHEWK CLI T
EHIM TR :

aws s3 cp s3://amzn-s3-demo-bucket/object.txt s3://amzn-s3-demo-bucket/object.txt --
sse-c --sse-c-key 1234567891SAMPLEKEY

C1%

aws s3 cp s3://amzn-s3-demo-bucket s3://amzn-s3-demo-bucket --sse-c --sse-c-key
1234567891SAMPLEKEY --recursive

- B - nREEERYMER SSE-C MENYH  FEAKELEYHERIIBAKR[IRMNE , NIER
FERNRETFIBBRPIEE SSE-KMS = SSE-S3 M5 —fER 7T,

st ¥ SSE-S3Amazon S3

£ Amazon S3 EEBXEAFFEATIRERF , BEA Amazon S3 WEREA SSE-S3, Amazon S3
AWS Snow RY|EE XA = Snowball &£ B FFEE(EMERE,
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EEAZEEA Amazon S3HERRA SSE-S3 % , REAZEANERNNFERETFTFERERETSE
BERENT, Amazon S3 IR LEFERAKEE s3:PutObject 2% , BIEESBREFAIER EY
# (x-amz-server-side-encryption) ¥,

AE A Amazon S3 HWERELA SSE-S3 Amazon S3

1. BAAWS BEEF#EH |, W hitps : //https://console.aws.amazon.com/s3/ BIRX Amazon S3 *

v'a L
T Ho

RFEFTBHNBFETEZECELENEARLDPNRFITR,
i#1Z Permissions (FF ™).
i21Z Bucket Policy (REEFEBBUR).

£ Bucket policy editor (REFETRBERRES)  , MATIIBEEK. BERBBXKRS , #&
YourBucket WATEHTRERBNRAREFIBNER SR,

o bk~ w0 DN

JSON

{
"Version": "2012-10-17",
"Id": "PutObjPolicy",
"Statement": [
{
"Sid": "DenyIncorrectEncryptionHeader",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::YourBucket/*",
"Condition": {
"StringNotEquals": {
"s3:x-amz-server-side-encryption": "AES256"
}
}

"Sid": "DenyUnEncryptedObjectUploads",
"Effect": "Deny",

"Principal": "*",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::YourBucket/*",
"Condition": {
"Null": {
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£ 1 AWS Snowball i2# , & AWS KMS RERARHAZEEME AWS Snowball ##% &&E FWE RN
nEeie, BITHER ST LUREBEREN KMS £48, IEE AWS KMS €481 ARN 5 X6H
AWS Snowball i##% B{E AWS KMS keys N2 AWS Snowball i8#k £ E FHIE— &8, T AWS
Snowball i##&k X #E# Amazon S3 server-side-encryptioniZIE WEEHE , 5520 P [ BRES I N7
AWS Snowball i##%.

F A EA M Snowball Edge AWS KMS keys B SERF

MR EBEEFHBEBHNIRFEIL AWS KMS keys B Snowball Edge ZEEF |, BERTIL B,
AWS KMS keys &R HV{EFEZEL

1. # £ AWS Snow RIIEEFRE | EFEVEK.
2. BELNEBERE  RREZEE Next (T—H),

3. RYERERFMEER , RERE Next (F—F),
4. EALHEBFHEER  RBZE Next (T—F),
5

RECHRSIMRE, EMET , YR KVS £ B2 AWS SES® £HE TRIN RET
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@® Note
AWS KMS key ARN 2% FZE LIRS IEME—HBI .

6. EBET —FLUETHIER AWS KMS key,
7. 3 Snow £& IAM FHERFE KMS £18,
a. 1£ IAM X4 (https://console.aws.amazon.com/iam/ : //) F , BI{E N2 < 8830 B RS &R 2 A
RMFEE FNERN KMS £88,
b. EE£M|EAET , BEHIE , S Snow £E IAM FAE , REBBELEE,

EY BT KMS EHmE R

BRI LURERE £A 8BS EFT AWS KMS EE NZ &8 AWS Snowball i##&k. MREREFEEVEC
MER ISEEEVEBNE-EBEPEIZER,

EEATKEILIBZH AWS KMS £18 , 5828  AWS Key Management Service BiZ A B35/) F
WE S8,

EENKRETFREBER

1R EBRE AWS Snowball 3845

UTERMEZELETH BEEN — 24 2 AWS Snowball i8# , UKk —LEREEIXIE AWS #
TREEMENCEMZSTEANERENSRER,

BMEBUATRR2RE
- EREF-NZER  FREAREZRIPAELBER. NRERREZEFE MU TRNEE
AR HEREENRIER. R, FBE AWS XE , RFIgEEHNEERE.

o{’

2

Gy

EZENRBELEHNZEAER  BREHLR. TAFEENEREFFTENRHBTHASHTFR
REEBBENEERR,

- BIREECSEHER,. SEHERE T2 ERKRZTRANRRIT. #HASME AWS Snowball 24 %
EXREMA  EXRUESEESRENEE, XEEEHE. BANEE K FREOR, BOFHKES
BENEEMIR , B EeHIRERH T EMRIERTR I,
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® Note
AWS Snowball i##%k E R H B AWS, EXEEER AWS AI#EZHNEARK, WEFHA

B , 552 M http://aws.amazon.com/aup/o

EFEATUTEEESR .

- £/ Amazon S3 EBiESRERERE , TEREYHTHEER, E—SREERNPEER R
filename M filesize, HEAFTEMHFEEREHKB T IEF PN A RERE : -tw-Tw-r-- 1
root root [filesize] Dec 31 1969 [path/filename]

- HANFS MHERERNE  SREVDEHPEER,
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3. EEFELNAKMER, WEFMEENR , 5284 Snowball Edge EEEIEH AR,
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5. FHI L% Snowball Edge A Fin, MBEFMER , FF2H THILZZE Snowball Edge A F i,
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TS , BIRMEFR (--device-sn) UEBE RN QR K. EREATBREEES
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2. BIBEEZREEN png BER , AREHRBR , UELREFEAEARERNRBHZ QR KRB,
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® Note
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/A Important
MBEAMEE EEA IAM BFFHAER |, 5520 7 Snowball Edge EZR#EEEF 1AM,
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Management (IAM) BYEEAAE A |, 552289 AWS Snowball i&#& , Wik UE FERER AWS E
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BEHR

FH A AWS Identity and Access Management (IAM) @ i~ E , EEECRABEEFHITH IE
AWS Snow Family,

RIEERAE - REFEH AWS Snow Family lRERETERE , FHNEESSATRMAMENBAER
MEFA, BEFEAEZS AWS Snow Family ZHEEXRE T TIER , BRI ZERBANG A, THERNE
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EREREAGTE, ERAEAEHRE-ASIEAENEZLEN EACNENREAEAZEECHA
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B IAM EREERE) PRRTAGHN S,

EAREREN IAM BBETIERLPIEEER

- BESPEREFN — UEMBES DR, FELAR  YRABGERTT. EBSESHE
TEIRIER  XES/SHACGEYRY IBRTHACERNTT. UEERBHSACHNMERE
A, FE2E (AM EHEER) PRAE=S57RME BE) BEUAC. MREMEHA IAM Identity
Center , AIEEREHE, ARHERBERULUFERANAZ |, IAM Identity Center #§5F A 5262
IAM RV A EHED ., MERBEFTAIENEF , 528 AWS IAM Identity Center £ /8 & B AYFT

EE
- TR IAM EREFF T - IAM EAEHA ST LUEE IAM SeRE K HIEEERRA TR,

- BIRFEFHE . BULER IAM AR | RFTREIKRFHHEA (FENER) FEUEKRFNER,
AEERTEIRFFIENIELSR. T , BREL AWS R , BRI EEEBRERIER
(MTAREABEUMANRE ), IFETHEAAGNEREBRETEIRFENCENEZE K F2H
(IAM EREEFE) P8 1AM FHEIRF EIRFEG

- BRBEFE - B AWS IR ERAEM PRITHEE AWS BRIE, Bl , EEERE P HETIRUE
ZREBEEEE Amazon EC2 H#I{TEAR R Y H# T Amazon Simple Storage Service
(Amazon S3) 1, IREATEEEFEAFWUERNFTA. FARBACHERREELACKRHITINE
%,

- BIEAFEHIT/REREER (FAS) - BEEERA IAM ERERACEETHTRER AWS , BERRAER
Ao ERFELERBE  BUREATEEEBE , EMETRRBHAB S —EEE. FAS E£AF
W MZEFEAFFA AWS BRE , #66 AWS BRI FBRE THFBRBREFER. REERBRIITER
Hft AWS fj#s = EREEFRETRRIFERE , TR FAS R, BIIBERT , BL4AEF/H
ITEMEERENFFT. MFRE FAS FRENBRFMEN , F2H (FBREMTEER) .

- REAE - REACEREEEN IAM A€ | AIRKREHITEE., IAM EEE ALK IAM R
3., ERFMERBRE AR, MEFMENR  F20E (AM EAEER) FHNELAGUEIRTA
4 AWS R,

- BBERAS - BRERACGRE—EERE NREAGEE AWS BR#%. RETUBEAREH
TERENAE, REEEACSHRESN P AWSIRF | YHREHES. IAM EEE T UR
B, BETeERERBERABGNET,

* 7£ Amazon EC2 L #{THWEAREN - BUEA IAM BEREERE EC2 TER LT EARE
XWREFBEAER , LURIREH AWS CLI 5 AWS API 5BR, ERE EC2 #HTERAREEFIESR
MBEFHAR. BEH AWS ABIERIE EC2 MITERBISHEREMIGHEMARARER , BaEME
EEFTERNBTERELNE, JTERREEIESXAE , AR EC2 HTEE LITH

ERANEBNFEURS 400


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

EANEGHREEE. MEFMAENR  F2E (AM FAEER) PHNER IAM B KE T aER
Amazon EC2 #1T{EE F# TR EHARE,

£ BR EEFHUE

FBRILUEIB R M BUR YW G HIERE R & 5 NEIR AWS REZBH AWS P FR. BXRR FH9H , AWS
ERGIRNEREVBEHE , SERHET, EEZFEA (£RE, BEAEIALITHERER) &1
ARE, 8 AWS FHEELEBR, BERFHFFTRERB A IIEERE R, KSHBEREL JSON X
fF AWS BIERFRFE . W7 JSON BRXHEBNATNFMENR , 28 AM EHEERETH
JSON BURHE.

EEEWLER AWS JSON BERRIEEH T AFRAR, tWp2R , BMEERE A BERS T o AH
EEREIT LB F,

HEREBERT , ERAENACRKRAEFT. BERTEAEHEMFZERITIFENT , IAM EEET
BUEN IAM BUR, AR, EEETUE AM BERFEEAG  SREFERBETIELAR.

IAM BURERZEMENFET , EREERAMES ERATERE, 6l BREREE—HEAN
iam:GetRole BIEMVIR, EBEZXBERNEAE TR AWS EEEHEE AWS CLI, = API AWS
BEAEEEN.

B BEBR

SO BBERRALKME S (Fla0 IAM ERE, EREFHERAE) K JSON FFAIBERXHF, ELHK
RAEH 57 EMERG TRREBLERATHLEDSE, NFTHROMELSSEEEK |, F26H (AM
EREER) FTHEBEFEEBREREF] IAM 51,

BOBERRAME-SOERARBRIAZERR, ARBRSEZARINE—FEHE, FEIAE,
RERREBUMNEEK , BUNERES PHSEERE. HFEANAE AWS 1RF, SEBRESHE AWS
ZERRNEFZERR, NFTHINMEIERRRARBKR 2ERE  F20 (AM EHEE
) THEXEBRMARBEERE,

BERBEBE

EREBRREETERN JSON XX . EREBENEEREHIZ IAM ABEEBEN
Amazon S3 REEIFBER., EXEEREBRNEREES , REEEETUFERACAREHEISEER
WEFEER. HRMNBENER  BREEREEN TR UUHZERATHWEEAREMERSET
PITHEME, BXAEEREBRYIEELE, ZEATLTERE, £HE. AG. BEGIHERE
=; AWS R,

ERANEBNFEURS 401


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html

AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

EREBRRURZBEHNABRBE, SEEEEREBEPERARE IAM B AWS REBK,

FHZHIFE (ACL)

TFHUZHIEE (ACL) ATEFIBL TR (RFKE, FRENAC) HAEFIEERNFFA, ACL EHR
ERAPR , BEMTEM JSON BERMXHER.

Amazon S3 AWS WAF#] Amazon VPC 2% & ACLsH IRF &, mFEHE— 7 # ACL ,
Amazon Simple Storage Service BiZ A Bi5EHP I FEUZRHIEE (ACL) #E#,

T
s
&

HttBoREE
AWS X RHMBAERNBREE, EEBRRBETRERE RBRREER FENGKKFFT.

« FARR-FFUHER-EERDRE  THERES I EBERERT IAM B8 (AM £AEHAR)
MBRAFFA. BUNAERREFAIRR. MEENFITERERNS D EBERMEFT I RRHR
B Principal MiUFEEEAENACHERERRUATEZIFFAIRRRE . AMAEEENK
RPWAREBHESERXR N, NFFTRRNFHES  F2H AM ERAEERSTH JAM HiE
AT A SRR,

- BRIFIEHIBR SCPs) — SCPs&2 JSON BUR , A[{EE HAMEMEN (OV) WERAFFA AWS
Organizations. AWS Organizations @ —ER#% , AR ENMEFERELERE AWS tRF W%
Bl . EEBAEBPNFTEEE , B SUEIREESIBER (SCP) EREE AR AIRF. SCP &R
FIXEREFHERNGT , SESEEE AWS (REFEREMAE, WE Organizations 1 SCP #YFF#H
B, 5528 (AWS Organizations fEA&EERM) I RIEIEE BER,

- BRIEFHIBR (RCP) - RCP 2 JSON BUR , TARBELIRFHPERN AT LR , HKEUE
BEARARTEEEFNHMELFTHEENESEERN IAM BER, RCP SRFIKEIRSE FERMN
A, XAREREF SN ERTT , @B AWSIRFRERE  BEREMER Eﬁ’% SRR
W% Organizations M RCPsHFFMIE A , FEXE RCPs AWS fRi§ 1Y BE , F2RAWS
Organizations ( FRAEERM) PHREREHIBER (RCPs).

- THERBBE - TERBRBER —BEEEX , Sl EERREE AN BRI ACSBEER
ENERTHEEERE  MASREER. MELETFEMERNFTEREAENACHN ST EBEERNITE
FEERBURRI RS, FTAAILIRBAEREER, AMAEEEBRTNWAREEREERH AN, WEHF
WMEF , FSE IAM ERERER P TEERBCR.

SEBRER
HEERRERERIFRE , H %*%%EJZE’J.:‘FEIQEJ%E%\ EmBLAERE, EETHENMAWS &
BREBBREBERRERBAFNBER , F2H (AM £REER) PHBEREEE,

ERANEBNFEURS 402


https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

AWS Snow Family Z0{a £ IAM

EEER IAM EBY WEELZET AWS Snow Family , 555 7 SR IAM ThEE T EE 2B AWS
Snow Family,

O] AR B BEFIAY 1AM ZhEE AWS Snow Family

IAM Zh &g AWS Snow Family
S BEBX =

BRBEBE =

BRB =

BREIR =

BUR IR RS RIBHBE) =

ACL &
ABAC(BURFHZH) B

il =

X FIR TR (FAS) =

RBAE =

RBEEAE B

#ELH T # AWS Snow Family FIE 2 AWS BRI MAE XS H IAM ShEEREER , F2H (IAM

EAEER) PRV IAM AWS BEEAH R,

&2 BB AWS Snow Family
TEGFTEBX . 2

BoBBRR ALK ME S (Bl IAM ERE, EREHERAR) K JSON FFAIBERXHF, ELEK
RAEH SO EMERG TREBEERATHERDF, NFTHUMELSDEBER , F2H (IAM
EREER) FHEBEFEEBRERHE] IAM 517,

ERANEBNFEURS 403


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html

AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

£/ IAM 2 BEBER | BUIEEAFRIEBNBENER , UREMERG T RAAREEEE. &
EELESSERRPEETR  RASESEMAZEERNEAESAR, METHREE JSON BUERHE
RBSFrE s , F2HR (AM EREEE) T8 IAM JSON BETES £,

# & o BB R & 5] AWS Snow Family

ZZ R AWS Snow Family &0 B BERWWE S |, 55260 195 2 EBERE B AWS Snowball i2#%.

FERERBEBE AWS Snow Family
TERERBEEEK . 2

ERBEBEE M MEIEREN JSON BEEX 4., EREBENREREHIR IAM BEEEBEEN
Amazon S3 EFETEBUER, EXEEREBERNERET , REEEEUUEAECAREHEFEER
MWFEVER. HRMMBENER , BREEREEN TBIUEXERBTWEBEUAREMERGT
BITHEE, EXAEEREBRPEEER. ZEATUETEIRE. FAE,. A6, BEeSoERAE
=; AWS IR#.

MERBRABIRFFIE , EUMEEEEMRFANFAEREDR IAM B2 , AEREBRN IR,
MEBERFEIREEREBR , RARBAUFEBRN —¥, EERANERNVRATENER AWS ik
F ., EERFFH IAM EEEUMXARTEREAER (EAENAR ) FRERNFT. HEBKS
DEPGREEIERRREFT, F8 , IREREBXEAMERFINEIBRTFER , EKMATTE
BENANBESBEBR, NEFHHEENR  F2H (AM EAEERE) 78 1AM P RIS EIRFEG

# BUR B /E AWS Snow Family
XEBEREE:

EESWLER AWS JSON BURRIEEH T AFHAR, twHER , BMEERECESRAF T T EA
FEER#AT UL B

JSON BRHY Action TEREHERE WU AR AT RIEBBRPEFRNEF, BERBFEY EREAER
Bf AWS API REHERBINER. B —LFIIMRR , AIAURBHERFE AP BENERFFUEBE, tF L&
EERFZBRTNZEEE. ELBANBFERABKEIF,

BREERBERR TUTHBBBENFTT.

EEEE AWS Snow Family BIMEEE |, 20 (RERESE) K EHMEIE AWS Snow
Family,

B R ENETE B 4E 2 51 AWS Snow Family fER T5F & :

ERANEBNFEURS 404


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssnowball.html#awssnowball-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssnowball.html#awssnowball-actions-as-permissions

AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

snowball
EERE-MRRXHIEELEEE , FRER SR,
"Action": [

"snowball:actionl",
"snowball:action2"

]

=ZRE AWS Snow Family 2B BERWES , 528 NS 5 B BEEEH AWS Snowball i##%.

B BRE IR AWS Snow Family
TEBEXER: &

EEE A LMER AWS JSON BUIRRIEEHAIUERMAR, tWHRHR , BMEEBRE A BERA T oSt
EEREATHL B F,

Resource JSON BERTEZTEEEEABHENYH. RN EEE Resource = NotResource
TE, REEEEMFEAHE Amazon Resource Name (ARN) RIEEER, B tH X EREERER
HEME (BAERBRFET) KEEM.

HRAXEERERFFAINEE (PS5 HRE) , FEABRAFER () RRTEEXERARAEER.

"Resource": "*"

EEEE AWS Snow Family ERER K H ARNs |, FF20H (REZESE) di ESHNER AWS
Snow Family, EETHETUERABLEEEESEERN ARN , FSE AWS Snow FamilyEZHH
Btk

=EZR1E AWS Snow Family 2B BERWVES , F28 N5 9 B BEEEH AWS Snowball i##5%.

Y BUR R 3R 5| 88 AWS Snow Family
TEBRBERERREHSH =2

EREE A LMER AWS JSON BURRIEEHAIUERAR, 2R , BHMEERE A BERAAET oAt
EEREIT LB F,

ERANEBNFEURS 405


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssnowball.html#awssnowball-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssnowball.html#awssnowball-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssnowball.html#awssnowball-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssnowball.html#awssnowball-actions-as-permissions

AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

Condition jt# (8 Condition EiR) AIELIEEERAN LR R, Condition TERERAE
B, BUUBRNFEAREEE FHRGEER BINERFIR) , REHBEPWEFENBERPHE,

ERERRXHIEEZME Condition tE , REEE — Condition TEHIEEZEERSIE , AWS
SEHEE AND BREFFEMM, WREZAE—RUHRSIBIEEZEE , EFEHEEORERIE AWS F14
R, DEAFEFERYE , TERERRHVETFT,

A EREREREAEBMNEEY, fln, ZANREERAEERE IAM FAEERBERE
HENERNFARTXIAM ERE, NEEZEF , F2H IAM E£AEERETHN AM BEERTE : &
BHER,

AWS X ELEFRG SRNBBEBEN IR SR, EEZEFTME AWS 2EKFR4FRSI8R , F2EH (AM
EREERE) PHAWS 2EERHERE RS,

EEEF AWS Snow Family RH4RS|IEIEE , F2E (RERESE) B FEM4ESIE AWS
Snow Family, BE T #EAUERRGRSIBNEBENER , FSE EXMNEE AWS Snow

Family,
=ZRE AWS Snow Family 2B BERWES , 528 N5 5 B BEEEEH AWS Snowball i##%.

F# ACLs AWS Snow Family
XEACL: &

FEUEFIEE (ACL) ATEFIBLERE (RFKE., FRAENAG) HEFHEEZRNFFT. ACL EER
EREBR , BEMAER JSON BERXAFEN,

ABAC ¥t AWS Snow Family
18 ABAC (BERHIER) : 25

BRFEUES] (ABAC) R —EREXRE , RIREMRERF A, £ F AWS , ELBUHBARR.,
BU D ERERD IAM BRE (£RAEFAE ) MFE AWS EF, AEBNERMN LFERE ABAC
ME—F, BEBERFT ABAC BX , A EFBNERREHERFINERERMEFRIRAE,

ABAC EMRRENRETFHEREY  YtERREELEHRKRAH.

MERBERIZHIER , 5FH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys R4 %58 , ZBERNFGTESD , RHEREA.

NRBBHEXESEEREENLH=BRGER  RMEZBRBMS , EA Yes. NRBBEIERELER
REENEH=EFRA® , AEA Partial

ERANEBNFEURS 406


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssnowball.html#awssnowball-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssnowball.html#awssnowball-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssnowball.html#awssnowball-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssnowball.html#awssnowball-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

WMFT ABAC EHHAEH , F2H (AM EREERE) PHEA ABAC BRIEERF . NEEESHAR
E ABAC ZERNHERE , F2H IAM EHEERETRNEABHEEFEZSE (ABAC).

Bl E£AEREEAZR AWS Snow Family
XEERERRE =

ERGERABEEAEREAE , B AWS R #5E/E, MEFMER , SREWL AWS RE FEH
MEEEAER , F2H (AWS R IAM FEHAEERE) F/8 FH 1AM,

MBI AWS EEEHA FAEAEEBENEEMANEAAEEA | IGEATREAER.
fm, BEAWS ERAATNE—BA (SSO) ERER B, XRFEADET RSB AR, EEUE
FESHBATEA  ARYRAEE  CERDRUENER, NEURACHNEET  HoH
(AM R EER) BWREREDRE AM B (E2A).

BRI LAER AWS CLI 5 AWS API FEIEVRREAER, RE , B UFERAELEEREAERRE
BAWS, AWS ZZLBREELRIFEAEL K MARFEARPENEE, WEFHMEHN , BF2HE
IAM R E R 2B,

HiX W EE TR B AWS Snow Family
X EETFIRIERE (FAS) : 2

EEER IAM ERESAGE PHTERER AWS |, BERRAETA. EAKLERKE  LTEE
BATEERE , EMEFRRBEPRE S —EEE. FAS ERAMW WEFTEAFFT AWS R , F&
AWS BR#% FERE TERBREFER. IRERBRIFERE M AWS RF% = BREB S RETRHY
ARE , ITERE FASHER. ERIERT , ELEEFATEMEDFENFTA, WHFERH FAS FRE
HBCRFMER  F2EEREMTFEEE,

AWS Snow Familyfy IRF5 & &
TEREAR 2

A ERRBEEEN IAM A€ , IREHTEE. IAM EEE TS IAM REESL, 18 SUH M ER AR
A, MEFHMEENR , #5260 (AM FAEEE) PWEIAGLUERETUES AWS Ri%,

/A Warning

B FRKEACKEF T A g2 B AWS Snow Family Zh8E, RAETE AWS Snow Family 12t
5| , TEEMEBEREAE,

ERANEBNFEURS 407


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

Y R 75 E & A & AWS Snow Family

xERBELAG &

BHERACRERE W—ERBAEAWS BE. BETURERRECATHENRE, BHER
AGEHRELN | AWS IEF | LHBBHEA. AV EEETRE , BT EREREEEA BN
S,

NMFERVREERBEEACHFMER , FSETEL IAMEFENAWS B, EREPSHER
HP2RBEFAGHTHN Yes, BERER , LR BRBHNRBERABXHS,

K & 2 B BUERE B AWS Snowball 38

BRIBTER , FAENACGTEREMIRIEH AWS Snow Family ERHVER, tfthEEFER AWS B
BX#EA, AWS Command Line Interface (AWS CLI) 2 AWS API R#{TEH, EERFEAEY
HArBERATEENTTT , IAM BEEETUEL IAM BEE. A% EEETLUE IAM BRFEEA
B, FREERRTELAE,

WEE T MR fE AR IE L EE ] JSON BURSUHE I IAM B4 BBGR | 528 (AM FAEER) vHE
M IAM BUE (E#8).

ME EENBENERERNFMER AWS Snow Family , TIEESEEREHM ARNs B | F2
B (RERESE) B HNEME., ERFHEMEZESIE AWS Snow Family,

£

- BRBEER

- fEF AWS Snow Family &
- AAAEAEREMMBCSHETT

HRREER

B EBRRSYEEREFNEBAERESLEN, ZEEMBER AWS Snow Family BiR, ELBE
AHEERLN AWSIRFELEA, ERABIUSRES I RBRK , FERTIEIRESRSEE

. BIMAER AWS SERELERREMRYT - EERABHTRTONEAENTEAR B
BHTETHSEREARAN AVS SERE. THAEEH FEAAWS IRF, RARHEE
FREREARGAVS WEFEERE , E—SHOHT. NBELER , HSH AV £RER
HRE AWS SERESEBMEMAWS BERE.

ERANEBNFEURS 408


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssnowball.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html

AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

- ERAREHERT - RE IAM BERNFAR  FERTHTERMTNAT. KERLEN , B
LESERERG T AUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MNEZHEAES , F2EH IAM EAERERETH IAM PRIBERMET .

- R IAM BUR AR 4 — S REEEE - S LUSREFIEEBER , URFHIEBENERNER.
Bl | BAILARBEBERRG , EEXEMEA SSL BEFAER R, MREBIE Sl FHRKEE1E
AWS FRFE , &t ] LASE A F 4 R 4% 5 EL1ZEUE CloudFormation. MEFFMMET , HSE IAM £
HERFH IAM JSON BURTE : .

£/ IAM Access Analyzer &3 IAM BUR |, #EARFF Al £ 2 B[ iEFE4E - IAM Access Analyzer &
BHBEMREBER , BRELBIFKER IAM BERE S (JSON) # IAM HEEH. 1AM Access
Analyzer 12 100 ZIHBRRERVEATHER , THPHERELXLBEANBER. WEFHE
A, B2 (AM EAEERE) PEEH IAM Access Analyzer B ¥ B

- FESEEERE (MFA) - IREHRPIFE IAM E£RES FHRERE AWS IRF |, BRI
MFA URSR£%, WFEEMFU API RERKFER MFA | 51§ MFA (REFFTEZENBER, W
EFHMEN , B2 (AM EAEERE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntml# §ViEiB MFA B %&£ AP| 7FEL

WE IAM AREBEBNEEER  F2E IAM EREEETHN IAM Z2HEEH,

£/ AWS Snow Family 124

EHERFH AWS Snow Family 24 , B4R E —EREHF Y. SEFIMXEAFEIHFRR F
AWS Snow Family EREHEEA AWS tRF, NREBEVHHEANEHFIEBREN G2 BEER |
AEREERBENER (FREHAR) ME , TEAMBELNMERERE,

HRMEFL AWS CLI X AWS API (9ERE , BTAFEAFREBEEESHT. Rz , REAHFEFIA
Bt ERMITZ API BRIENBER AT,

AETHRAEAENAEMHATLUER AWS Snow Family £ 4 |, 4% AWS Snow Family
ConsoleAccess™ ReadOnly AWS ZEBFKEZEFIER., WEFHENA , F2E (AM EAEE
M) PHFEFIEFERE.

RFHERERBMFIB BT

WEHE REBUNMEIBER , AFF IAM FREREKRNEMBAEAES 2N AREZIERR, WBEE
AEETEAEHER H AWS CLI AWS APl URRRET AR TR LB ENFT,

{
"Version": "2012-10-17",
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"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

¥ AWS Snowball i##& & 2 MEFEGETHER
FER T EARGE S EFISEFEHE AWS Snow Family F IAM B REIBEIH E B A&,

e

o BEETE PHITEE AWS Snow Family

« BRAREBHIT iam:PassRole HIRHE

- BEEAFT UAMAE AWS tRF FEFEK AWS Snow Family &R
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BREEE PHITEHE AWS Snow Family

MREWRER , FHERERENTEHE , CHBERLEAER , AFFERTBHNE,

THgEpIgEREEmateojackson IAM EREERFEA TR ARE —EER ny-example-widget
ERWFMENR , BAEER snowball: GetWidget FFAIBFEE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
snowball:GetWidget on resource: my-example-widget

HEHRBERT , BAFEH mateojackson EAFEMNER , LFFERM snowball:GetWidget EEFFEL
my-example-widget &R,

MREEEWGE |, BHEEN AWS EEE, FNEEERUHENEBERE.
R AREEHIT iam:PassRole Ry IZ#E

MREBKREEE | FHIEREFESIT iam: PassRole BitE , BHBERMSEEH , i
# AWS Snow Familyo

TR ABREER

BE AWS B# AIREEREACEEGERE K MAREVFNEBEACIRBEELE, NFH
TR , L ARERACBEEZRBIFT T,

A marymajor B IAM FEAEEREAEEATE AWS Snow Family R TEIER , AT HIEHlsE
R BR , BEERBREERBREARRFHNNT. Mary REKARBEEEZRBNTT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBEBRT , Mary BERAAEH , AFFMEIIT iam: PassRole Bk,
MREFEZHE , FHEEN AWS EEE, ZNEESRHENESZEE.
BREAT A AEB AWS tRF FEFEE AWS Snow Family &R

BUNRN—EAE  BEMRFTNERENEEBATNAEFIENER, BUUEEZ R
EEEMHDEZRAR, HUXEERERNBERNFIUERIBE (ACL) IR , SR LUERARL R
KRBT AEBTFRENE RN,

MEFEE-FTH L F2EUTRE
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- BETH A AWS Snow Family ZEELIhEE , 552 B AWS Snow Family Z{AIE A IAM,

« BETHNMAWS IkF EEHEN ERzBREFEE , F28 (AM EAEER) PHELE
A AWS 1RE 0% — 18 IAM £ & i FEUE,

- FETHRNMAEERNEIERMEE=S AWS IRF |, F2H8 (AM FAEER) P FEER
HIGE =5 AWS IRF #H,

- METHRNTEBHS S D RMATIE K F28 IAM EAEEETNEFEEREEG RN ETS
SERENEAE BESED).

- METHEAACHNEREBRETEIRFFIZANEZER , 28 (AM FAEER) 1 1AM
PR EIRE ERFEH.

PR FEE S AWS Eim

BRI R E AR EAERREEENFER AWS, T8 , BRIEEEHT , BRIEEEIREFE AWS
&R, i, BXEBEEENTHNETT , FEEFTEE Snowball Edge £E.,

T3 & EFRBIMAEE AWS Snowball S2ENEREFA, BRPEZRELHEMRE,

- TEE ERFIGFUHEIE AWS Eif
- $H¥ AU AEBRMBEE (AM B3R ) AWS Snowball & #k

PEE ERFIET RS AWS Eir

18 AWS EREH #E AWSIRF , MEVRENERNFTTEHFUBERER, REFEEET K
FATBURERET IAM By (BIERAE, BANAR )  BERKE (HlI AWS Lambda) tb X BASEF T
BUERE#ET BR,

(® Note

REEES (:SZ““EEE{EH%%) =EAEESRRNERE, MEFMER ,
EFE) HH IAM REEK.

:I:II‘H
W%

(IAM ERE

ES]

- ERERE

- THRERMAERE

- K hEEH EFRNEIRAWS Eik
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- BEBRRAE : B, REMNEFA
- EBEHEERYE

BIRERE

£ & AWS Snowball i8# , TEERETTE. AWS Snowball ;4% t1F Snowball 1 AWS Snowball
BEREEESEE T8, FRECREEENABZTHERELEEE, Amazon S3 EFZEFEM Lambda
BB 49 B2 Amazon S3 1 Lambda B &R,

MAERIFTR | 85 EHAHARBAY Amazon Resource Name (ARN), i , Hfth IRIFHIER , B0
Amazon S3 TR K MEEGHEHEMEBA M — ARNs) , I FRAAT.

AWS Snowball i2# IRt —HIRERBEINEERTE, WETHRENSBE | 528 AWS Snowball
Edge APl 2%,

THRERmAERE

AWS IRF HEREIIRFHEINER K ERHEVER, EENE K SEREEEERFTERENFES
AWS tIRFE IWEFEAER (BIBRIRE. IAIMERAES IAM A€ ) B, THIEHIFREEINMERE :

- MREFHEH B AWS IRE BIREZXAER KRR S3 FFrE | QS AWS 1RF EERNEEE
( £ # AWS Snowball i8#& , EFRE % ) »

- WREE PEY IAM FERAE , AWS RS X R FEFAIREML I U@L EFTEE Snowball Edge
#E , AFEAETUEIEHRETE Snowball Edge £iE, T8 , RSB AWS IREH BEEE
BER,

- MREHE PEY AWS IRF EERMAEBHFTN IAM B | BEAI A IBEZ A RN AZ TR
T HETEE Snowball Edge #£&., AWS IRFBEFFBHN BEEEER,

' PEEHE BRNFHRAWS Ein
FFABRERH U FIBLER, T—BRATHAREYLHTRENRE,

(® Note

AEFHRE REPFEH IAM AWS Snowball i8#%. EFREM IAM REWFHAET. WET
B IAM X4 F2BEIAM FREERTNAER IAM, NERR IAM BERFEENRBNE
#H, ESBEIAM EREERPHN AWS IAM RS2 ZE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html

AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

EEE IAM BN BRBAUE S BERNBER (AMBER ) , MEBEEERNBRBAUERAER
I, £ AWS Snowball ## ZEUE S AEBRBER (1AM BEK ) o

ES]
- EREBE

EREBE

H A AR% (140 Amazon S3) th XX BUERAERNFFITBR. Sl , BALEBREEE S3 REFh
B UEEZMETENFIETAT. AWS Snowball 4k TXEUERASERNEK.

EEBRRTE  BE. MRNEFEA

HREBEEE (FSHE EREERE) , RESEE—HA API E#E ( 52E AWS Snowball Edge APl £
), MBEUNEEZEK. EERTEL API R/EMFFA , AWS Snowball 24 SE& —HERUE
BURPIEENEE, flan , EHEEKERLUTEE : Createlob, Cancellob # DescribeJob,
AR, BT AP BRETRESESEERENTT.

UTREESHBERTE :

« ER - EBED | B LMER Amazon Resource Name (ARN) RE B EERABERNE R, MEEMA
B, F2BERERE,

® Note

JE % Amazon S3. Amazon EC2 AWS KMS, AWS Lambda Mz iR,
Snowball FXEBE IAM BEEFRR K ResourcetEFIEEEIR ARN, ZEAFFFE
Snowball , SBFEBER “Resource”: “*"HIgE .

- BifF . EABFRRFEBGEAFRIEENERERF, flm , RIBEEM Effect , snowball:*
AFFIIEBERENTARERENT,

® Note
i& X # Amazon EC2, Amazon S3 # IAM,

- R - LANEECEAEERETHERSEHERR ; TAAHFRIERB. IRERPEZTER
(oFF) BR , AIBSHEREN. LHaURREEEREN , SEMTRREAEEBLIENER
AETEBREZTRERER &,
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® Note
Amazon EC2. Amazon S3 # IAM Xt ThEe,

- I8 EUSSAERHOBE (IAM BX) # , BRFMEENERERERESTH., HRUERAE
BOBER , BUEEERPGFIANERE, kRF, REIEGCER (EEARNERAERNIK
). AWS Snowball i#i#& TXEUERSEREE,

WEE—FTHEAE IAM BERFEEZNRANFHAES , F2680 (AM E£REERE) P AWS IAM &
%%%o

WEFERATA AWS Snowball ##k AP| BIfERERIER , S8 AWS Snowball i##k API 571 : BiE,
ERNEHSE,

EBUERFIEE RS

BRI, A LMER IAM BURFES 15 E&Z%Qﬁ&*&ﬁ%ﬁ-ﬂﬂ’ﬂﬁ#o Pl BRRERERB 2R
ERBR, NECERABRBESEERGVFMAER , F2RIAM EREERP KR,

ARERRRGE | BRI LMERRALERNHREER. RE AWS Snowball E%ﬁiﬂﬁﬁﬁﬁﬁﬁo T8,
BAILREEMEA AWSE BRHREIE. FE AWS2RIIESHHTEEE |, F2H (AM EAER
) HEVRER A 2R,

S AU AEBAEE (IAM BEK ) AWS Snowball 12 #

AEEREUS S RERNBERES , REIRFEES N TBRREEE IAM 57 (BIEAE.
BEMAR ), EEBERERRTHT , LA FH AWS Snowball i##& ERHTIRE AWS Eif,

/A Important

BRELMETHEEE AWS Snowball i@#% ERFRZERNGSEERNRANBERE. W
FAMES  F2RTHEE ERFEETTNEE AWS Eik.

REERWEEHHETIAR :

o {#/A AWS Snowball i8#& TIEAMENST
« AWSH Z& (FAXTES ) BE AWS Snowball 52 #k
- EEZEBUREH
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LA BRFT R BUR S

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket"
1,
"Resource": "arn:aws:s3:::*"
},
{
"Effect": "Allow",
"Action": [
"snowball:*",
"importexport:*"
1,
"Resource": "*"
}
]
}
HBEREERMERER :

- F—ERRXEEH 1 Amazon S3 Resource Name
(ARNs3:ListBucket)s3:GetBucketlLocation , #FFiE Amazon S3 fEFiTE =18
Amazon S3 B)fE (s3:GetObject, ) K EFTarn:aws:s3:::*, ARNREEBAFT (%), &
£ & LR BEMEFTE Amazon S3 REIFERELER,

- FERRRERXFFIE AWS Snowball 24 BEMNFFA. RAELEEFRZBERBEMRETY , Al
LBESEEERAZT (*), MA Resource EtBIEEBERAFE T

EBERAEE Principal i , BASTEEUS S AERNEESD  BEENSEHFITNER. EEHK
HREREERER  EEEAERBEERA. EAKTREEEE IAM AR , RACGHNEEK
AP AR ZFEA BN ET o
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WMEFERFTE AWS Snowball ## TKEE API BIERHERANERNER R , F2E AWS
Snowball ;2#%k AP| 357 : BifE, BEREMNEHESZE,

5/ AWS Snowball i##& FEESFTENEFT

A BERIE AWS Snowball 84 EIEEE AP 24 , YERSREIBREMENGST. NEEBER
AP| BENFEE , 5528 AWS Snowball i2# API 551 : Bi{E. ERMGEHESE,

BEMEA AWS Snow RINEEERE , EFERTEMEENFTA , WTIFRIBERMR :

JSON

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:GetBucketPolicy",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListAl1lMyBuckets"

]I

"Resource": "arn:aws:s3:::*"

}I
{

"Effect": "Allow",

"Action": [

"s3:CreateBucket",
"s3:PutObject",
"s3:AboxrtMultipartUpload"”,
"s3:ListMultipartUploadParts"”,
"s3:PutObjectAcl"”

1,

"Resource": "arn:aws:s3:::*"

},
{

"Effect": "Allow",

"Action": [
"lambda:GetFunction",
"lambda:GetFunctionConfiguration"

1,
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"Resource": "arn:aws:lambda:*::function:*"

}I
{
"Effect": "Allow",
"Action": [
"lambda:ListFunctions"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"kms :CreateGrant",
"kms : GenerateDataKey",
"kms :Decrypt",
"kms :Encrypt",
"kms :RetireGrant",
"kms:ListKeys",
"kms :DescribeKey",
"kms:ListAliases"
1,
"Resource": [
wxn
]
},
{
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:CreatePolicy",
"iam:CreateRole",
"iam:ListRoles",
"iam:ListRolePolicies",
"iam:PutRolePolicy"
1,
"Resource": [
wxn
]
},
{

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "arn:aws:iam::*:role/snowball*",
"Condition": {
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"StringEquals": {

"iam:PassedToSexvice": "importexport.amazonaws.com"

"Effect": "Allow",

"Action": [
"ec2:DescribelImages",
"ec2:ModifyImageAttribute"

1,

"Resource": [

myn

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:ListTopics",
"sns:GetTopicAttributes”,
"sns:SetTopicAttributes”,
"sns:ListSubscriptionsByTopic",
"sns:Subscribe"

1,

"Resource": [

myn

"Effect": "Allow",
"Action": [
"greengrass:getServiceRoleForAccount"

1,

"Resource": [

g

"Effect": "Allow",
"Action": [
"snowball:*"

1,

"Resource": [

ERANEBNFEURS
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myn

]
}
]
}
JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:GetBucketPolicy",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:ListAllMyBuckets"
1,
"Resource": "arn:aws:s3:::*"
},
{
"Effect": "Allow",
"Action": [
"s3:CreateBucket",
"s3:PutObject"”,
"s3:AboxtMultipartUpload",
"s3:ListMultipartUploadParts",
"s3:PutObjectAcl”
]I
"Resource": "arn:aws:s3:::*"
}I
{
"Effect": "Allow",
"Action": [
"lambda:GetFunction",
"lambda:GetFunctionConfiguration"
]I
"Resource": "arn:aws:lambda:::function:*"
}I
{
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"Effect": "Allow",
"Action": [
"lambda:ListFunctions"

1,

"Resource": "arn:aws:lambda:::*"

"Effect": "Allow",

"Action": [
"iam:AttachRolePolicy",
"iam:CreatePolicy",
"iam:CreateRole",
"iam:ListRoles",
"jam:ListRolePolicies",
"iam:PutRolePolicy"

]I

"Resource": [

Mg

"Effect": "Allow",
"Action": "iam:PassRole",
"Resource'": "arn:aws:iam::*:role/snowball*",
"Condition": {
"StringEquals": {
"iam:PassedToSexrvice": "impoxrtexport

"Effect": "Allow",

"Action": [
"ec2:DescribelImages",
"ec2:ModifyImageAttribute"

]I

"Resource": [

g

"Effect": "Allow",
"Action": [
"sns:CreateTopic",

.dMazonaws

.com"

ERANEBNFEURS
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"sns:ListTopics”,
"sns:GetTopicAttributes”,
"sns:SetTopicAttributes”,
"sns:ListSubscriptionsByTopic",
"sns:Subscribe"

1,

"Resource": [

g

]
}I
{
"Effect": "Allow",
"Action": [
"greengrass:getServiceRoleForAccount"
1,
"Resource": [
wxn
]
},
{
"Effect": "Allow",
"Action": [
"snowball:*"
]I
"Resource": [
wan
]
}

AWS Snowball ##& FEAFTEELBE/NWET , ERMOT :
« ec2: - EEAHFFEAEHRE Amazon EC2-compatible#{TIEEE |, WISREBMUETAMER,
MEFMER , 52 B Snowball Edge L B2 Amazon EC2-compatiblei® & 17 {E

e kms: —l_u:b u:ﬁﬁﬁﬁ%E_szlEEﬂ-ﬂJﬂ&ﬁﬂE’J KMS éﬁﬁ yu;n¥%ﬁﬁﬁﬂ nﬁ/ﬁA S Ke!
Management Service £ F AWS Snowball i##%.

« iam: - EEAFEAEEYTERE AWS Snowball i##& FSEEN IAM B ARN |, IFEEEKE
M MR EEEBE AWS BiR.
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« sns: -EBEAFEAZEAHENWEKEINEE Amazon SNS B, MEFMEENR , F2
BISnowball Edge i@ A,

AWSH Z& (FEELER ) BER AWS Snowball i##&

AWS EBRHH ZUMEENEL IAM BER |, BRFFZERNERARS AWS, REBRREE RE
ARGIPLENFFE , BEERERTEBLS . WEHEFHEEF , F2H (AM EREEE) 7
AWS ZEHBX.

O LR E FRA T % AWSZEHE AWS Snowball i&#.
% Snowball Edge 217 IAM & &

AN BEH Amazon S3 REIFEERMES AT TN IAM AGBEK. IAM A& tH%EE Snowball
Edge EEEEB&R. HEEETBHR KT AWS AILE Snowball #l Amazon S3 FEFEITFEBHREAER
BURREREAEZRELER,

EIRE N LAE FETHE Snowball Edge £ E B AWS Snow RYIEB A , BUMLEN IAM AR
SEFTEBNSR 4 PRE, LAEBBHERF. BAFF Snowball Edge BEH IAM B , A EEEH
ERH Snowball IXER , TEARFERBALNRFFITR AWS, ZEFBRAT,

AER B IAM A6

1. BAAWS BEE IS I https : //https://console.aws.amazon.com/importexport/ BAEX AWS
Snowball &#&k A,

2. BEBRVER,

3. EE—ELSBEP , EEEAEKE Amazon S3 WEFHAEN , ARRBRET -5,

4. TEEZ@ELSEH , K Permission (5 7) Ti&#F Create/Select IAM Role (M /i#H IAM BA),

IAM EEFZAREARRE , BRAREYHERTEEE Amazon S3 RFATERHN IAM 6
AWS ,

5. REMEREELMFMER  RRBE Alow (F2FF).

£&IRE AWS Snow RIIEEERE , HHEZERN IAM A€ ARN @2ERIEILIZ IAM &K
Amazon Resource Name (ARN),

6. EET-—FUTKEL IAM A,
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LREFEEL IAM AR | ZBCEREFEIEAERE Amazon S3 EFBHNBEAF T, EUM

IAM BEE8TIEP—EEE BURRERSHEAEEEREHER).
EAEBH IAM BE

JSON

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"

1,

"Resource": "arn:aws:s3:::*"

},
{

"Effect": "Allow",

"Action": [
"s3:GetBucketPolicy",
"s3:PutObject"”,
"s3:AboxrtMultipartUpload"”,
"s3:ListMultipartUploadParts",
"s3:PutObjectAcl”,
"s3:ListBucket"

1,

"Resource": "arn:aws:s3:::*"

}
]

R IEAE A R BRES Im IR R B AWS KMSZE £ 88 (SSE-KMS) R inZE2 B A F 5 8E3BEAY Amazon

S3 IR , CUFERTIREXIMEE IAM A6,

{
"Effect": "Allow",
"Action": [
FEENEBHFEIZS 424
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"kms:GenerateDataKey"

15
"Resource": "arn:aws:kms:us-west-2:123456789012:key/abcl23al-abcd-1234-
efgh-111111111111"

}

MEMERPEK , AIAREATEFH Amazon S3 AAFREMEA PR LE, MREFEH SSE-KMS B
BoRLEE, IEFEREEN AWS KMS €8 nZrE LEMNES. ARSEDI> BB MR , Hit

MNERBZ 2B TREME  UERDER EE, Hit , E&FH SSE-KMS #1795 B L& ZE Amazon S3
B, WA BHE R AWS KMS €488 (kms :Decrypt) BIFF T,

LTREE kms:Decrypt ARV EAEHFAERN IAM SEEH,

"Effect": "Allow",
"Action": [
"kms:GenerateDataKey", "kms:Decrypt"

1,
"Resource": "arn:aws:kms:us-west-2:123456789012:key/abcl23al-abcd-1234-
efgh-111111111111"

}

LTREHEHAEN IAM AEEH,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation"”,
"s3:GetBucketPolicy",
"s3:GetObject",
"s3:ListBucket"
]I

"Resource": "arn:aws:s3:::*"
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}

1N SR 245 A R PR 25 Um I 22 FE B AWS KMS 3 & £ 88 2Rt 27 B2 [B i {E IS AE BB Y Amazon S3 & 17ETHE |
BHEELTIRRAXNFTIEE IAM BE,

"Effect": "Allow",
"Action": [
“kms :Decrypt”

1,
"Resource": "arn:aws:kms:us-west-2:123456789012:key/abcl23al-abcd-1234-
efgh-111111111111"

}

B LLEY HE W BET IAM BUR |, BAAAFFETRE AWS Snowball @4 EER AP BREFF T, EAILUIEE
EEITBRREEEFEELEH TR IAM £/ EHEE,

EFEZEBREN
EAREH , BRI R T EE AWS Snowball 384 EHEEBEFTNERAEBREN, ER

F AWS SDKs = i , BEEBREERE AWS CLl, ERFEREHEK , EERTERABENENG
A, E®E "#FH AWS Snowball 2 FEAMENET L FF R,

(® Note
FREHPIEER us-west-2 B , BEFHIIRS ID ER/ER.

& 45

o EH1: AFFERERMERUAER API T8 Snowball Edge B A BBUR
- 862 BUEAEENAGBEE

- 83 EVELEBNACREE

- il 4 EHNAGHANEERSE

« AWS Snowball i&#&k API F 1] : BitE. ERAEHESE

ERANEBNFEURS 426



AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

g5 1: RAHERAEERMEBLER API 5T Snowball Edge £EBMW A G®BE

DTHFIBRERANREAERERE API RTFTERSBERIF I 2T ABRNSETH. REAXEE
% Snowball IAM AN EEEERBEERRN.

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "importexport.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

ghl 2 BAEAEBHNAGEE

U LMERATYABEERE , BEM AWS Lambda EREH Snowball Edge 37 FE AE# AWS loT
Greengrass o

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"
]I

"Resource": "arn:aws:s3:::*"
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},
{

"Effect": "Allow",
"Action": [

1,

"s3:GetBucketPolicy",
"s3:GetBucketLocation"”,
"s3:ListBucketMultipartUploads"”,
"s3:ListBucket",

"s3:PutObject",
"s3:AboxrtMultipartUpload"”,
"s3:ListMultipartUploadParts",
"s3:PutObjectAcl”,
"s3:GetObject"

"Resource": "arn:aws:s3:::*"

"Effect": "Allow",
"Action": [

1,

"snowball:*"

"Resource": [

myn

"Effect": "Allow",
"Action": [

1,

"iot:AttachPrincipalPolicy",
"iot:AttachThingPrincipal",
"iot:CreateKeysAndCertificate",
"iot:CreatePolicy",
"iot:CreateThing",
"iot:DescribeEndpoint",
"iot:GetPolicy"

"Resource": [

g

"Effect": "Allow",
"Action": [

"lambda:GetFunction"

ERANEBNFEURS
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1,

"Resource": [

myn

"Effect": "Allow",
"Action": [

1,

"greengrass:CreateCoreDefinition",
"greengrass:CreateDeployment",
"greengrass:CreateDeviceDefinition",
"greengrass:CreateFunctionDefinition",
"greengrass:CreateGroup",
"greengrass:CreateGroupVersion",
"greengrass:CreatelLoggexrDefinition",
"greengrass:CreateSubscriptionDefinition",
"greengrass:GetDeploymentStatus",
"greengrass:UpdateGroupCertificateConfiguration"”,
"greengrass:CreateGroupCertificateAuthority"”,
"greengrass:GetGroupCertificateAuthority”,
"greengrass:ListGroupCextificateAuthorities"”,
"greengrass:ListDeployments",
"greengrass:GetGroup",
"greengrass:GetGroupVersion",
"greengrass:GetCoreDefinitionVexsion"

"Resource": [

Mg

863 BNEHERNABIR

BT LAMER T 5 A &1

3 & HAE o

A

FER |, BEHA AWS Lambda AWS loT Greengrass ERE#Y Snowball Edge 2

ERANEBNFEURS
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JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket"
]I
"Resource": "arn:aws:s3:::*"
}I
{
"Effect": "Allow",

"Action": [
"snowball:*"

1,

"Resource": [

myn

"Effect": "Allow",

"Action": [
"iot:AttachPrincipalPolicy",
"iot:AttachThingPrincipal",
"iot:CreateKeysAndCertificate",
"iot:CreatePolicy",
"iot:CreateThing",
"iot:DescribeEndpoint”,
"iot:GetPolicy"

]I

"Resource": [

nmgn

"Effect": "Allow",
"Action": [
"lambda:GetFunction"
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1,

"Resource": [

myn

"Effect": "Allow",

"Action": [
"greengrass:CreateCoreDefinition",
"greengrass:CreateDeployment",
"greengrass:CreateDeviceDefinition",
"greengrass:CreateFunctionDefinition",
"greengrass:CreateGroup",
"greengrass:CreateGroupVersion",
"greengrass:CreatelLoggexrDefinition",
"greengrass:CreateSubscriptionDefinition",
"greengrass:GetDeploymentStatus",
"greengrass:UpdateGroupCertificateConfiguration"”,
"greengrass:CreateGroupCertificateAuthority"”,
"greengrass:GetGroupCertificateAuthority”,
"greengrass:ListGroupCextificateAuthorities"”,
"greengrass:ListDeployments",
"greengrass:GetGroup",
"greengrass:GetGroupVersion",
"greengrass:GetCoreDefinitionVexsion"

]I

"Resource": [

Mg

g5l 4 FHNASHFITNMEEEE
THFERNAEHTRRRRARBACEANMSERR, ER—RMRE.

JSON

"Version": "2012-10-17",

ERANEBNFEURS 431



AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

"Statement":

[

"Effect": "Allow",
"Action": "sns:Publish",
"Resource": ["[[snsArn]]"]

"Effect": "Allow",

"Action":

[
"cloudwatch:ListMetrics",
"cloudwatch:GetMetricData",
"cloudwatch:PutMetricData"

1,

"Resource":

[

Mg

1,
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/SnowFamily"

TIRPNACEARRREEREACEANLEERR., ER XM

2
hil

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "importexport.amazonaws.com"

},

"Action": "sts:AssumeRole"
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1
}

AWS Snowball i#2#% API 55 1] : BiE, ERMNHEHGSE

EERERHEFIUZE AWS MW RBEES IAM 52 (52 BRBER) WFFTBRE , Al8E
THFE, L28E AWS Snowball i##& FHEE API R4 , URERURFHITEMET TN ES
B, CEIBEAUR T Z AWS ERNEE API #R1E, SEBEMN Action MUPIEERE ,
AREBEBUEM Resource WP IEEERE.

&R LATE AWS Snowball i@#& BURHEHA AWSERBRMFREIEERERMS. WFEAWSERIIZRA
TEEE  F2H (AM EAEER) PHATAER,

@ Note

EEIEEHE , BEARE AP REBRBHN snowball: F& (i
# , snowball:CreateJob),

AWS Snowball Edge B9 72 &% F1 E5 152

EERRHERE T AWS R AR T REM, ATAM AWS Snowball Edge FIXBEMNEET 2, BEZW
EEREH  UEEBRLESRAUREER AR, AWS RHBET EREIZERN AWS Snowball
Edge BRI B FEBEEH

AWS CloudTrail B

CloudTrail 1R HFEAE. ABE AWS IRIETE AWS Snowball Edge F3E 2 APl FEfEH AWS
FHEABATERINEIEREC#%. £/ CloudTrail FTENER , B SLHIET @ AWS Snowball Edge
IRIEIREE API FER, IREFERM IP k., REFBROAE, REBRNERE , URHEMFERE
o ME|HMET , F2BEH 528 AWS Snowball i8#& APl I AWS CloudTrail,

& RERTE AWS Snowball Edge

EETHAWS R REERESHTENEER , F2HEAWS ¥ SR SIARBELREABNE
FETEl, ME—MMEH , S8 AWS Compliance Programs,

B LMER THE=ZARKZEBE AWS Artifacte INEFMEF , FSBE P THEES AWS Artifact,
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BER BNESREME AWS R BURREBNEEE, BLANEREE , UARERAERENER.
AWS R TIEREHEIER

« ZEEREGE - EEMRASREFEEIANRNRTEREZE  YRUHNERLESRIENSE,
« HIPAA £ RIESE - 5 HIPAA 18 RHE. d3FFFE AWS BRHE #AFS HIPAA B,
« AWS ERER - K THEFRANERES TBRRNENERNIRE.

- AWS EFEHRER - BBERANAETHRARSARE, AEERERAEZEARE ( 2RERE
ERMPZEA (NIST), XN FEXRLZEBFREZSE (PCl) MERFRELER (1SO)) RE AWS FRIF
MRFEEEL2RHNRERR,

( AWS Config F#ABIERE) LM R AFHEEIR - AWS Config RS G ERERTSRE
B%., EXEATERNEE.

« AWS Security Hub CSPM - J& AWS fR# AIZEE+ERIAEF N Z SREE AWS, Security Hub f#
ALReEs , 7SN AWS ERERELNERERREE TR EREENREER, NEX
BHREMIEHEE , 5528 "Security Hub #H12% 5

« Amazon GuardDuty - ERERZNRERBEURENEEEE , L AWS R EREE AWS ik
E. I#E&H. RENERNBERE., GuardDuty IR ERESHRREBHARAENAGEANER ,
LA Bh IR K FE PCI DSS &£ & EFRMN AR ER,

« AWS Audit Manager — & AWS AR# AT t# B & 5E &% AWS AR , UL EEEREEI AR , X
REFESEHANERZEN SR,

AWS £IRERRIERUL AWS B M TRERSAEREZE, AWS B RHSEERRHEN BN
THES , EETHESERERLEE, SHEEBENSHEMBERZ., SBTRAES , BARGTRRFNE
REXNERE  RENETARSCBEBRERE K MASREPEH. TABRSN AN, RiE6e
HH|ERRES , HBRE-RSEERNPONERERREES,

0% AWS B MAAESNHBER , HSM AWS 2 RERBIE,

R EREEEZ £ AWS Snowball Edge

EAZERE , AWS Snow Family FF| AWS 2B EZLHNRE. WF AWS Z2RIEUK W
AWS REERRENHEEBENR , BF2HEAWS Exts, EEFEAERRELZSNREEBRERITE
B AWS IRiE | F2 B L2 AWS Well-Architected Framework FRH E 5 FE R E,
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BT LAE A AWS Ry AP FEIL . AWS Snow Family ZiBHERREFE . FRAERLAIETIE

=:

« Transport Layer Security (TLS), EMFE TLS 1.2 LEZEEH TLS 1.3,

- BTEXEEAFR(PFS)NWEBEM , 0 DHE (Ephemeral Diffie-Hellman)s ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), RARME (W Java 7 MEFIRA)KZEZEELEN,

WA, BRLACAFEREHR ID FE IAM TRMEEBNLAEENSR/REE, NF , BALLEB
AWS Security Token Service (AWS STS) RELXERZEBEREEHB R,
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ER T2 A Snowball Edge % EE#m &R

BTR, S8R0 AWS Snowball i##5k BEERHBEMNER , URETURBMAFELSER | Ui
BREREZHBN R ERTEMN,

EI8MEM Amazon S3 NMEMERUEAMERIRIFERE] Snowball Edge K , R ZEARERHN, &
CREANGAREEHENFESRIEER.

REMS K ZRASAESEAREE GA—BIoHWAEER) BN EEREHEN, B Snowball Edge , E
THEEE FNREETEHT T AWSCLI G5k, INfERELRELAN., RELANANEREER
EREEHBEINTEY , WIRBRREBERENER,

aws s3api list-objects --bucket bucket-name --endpoint http://ip:8080 --profile edge-
profile

EELREAMNMTAHETE  HEBNERTEEA Amazon S3,

REEREREZF Snowball Edge & ¥} /E 5k

£/ Amazon S3 EEZ25 5 CLI B , B E R E Snowball Edge WE RN AEEE, AMEEFNRS
ATAREAKAFRR AR LARBTEITEE,

5140

aws s3 cp folder/ s3://bucket --recursive > inventory.txt

Snowball Edge ERlEFHRNERRER

BARBIERE  HENEN (ERIAEERN B2 ) TEEABEN, UTERFHZRNER
REA :

- ERERTRER.

- EREREETEHEINER., EXNBERENRI RN , YELA XKV ER,
- ERERAPKR5TB HER,

- ERBERARN 2GB WEH#KN,

- ERRERERICENRTEERRTFSER Snowball Edge £E.,
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- BERBERERIIRENRE Amazon S3 ¥+ iR an & % AI#Y Snowball Edge & E.

EELRFBHBPNE M —ERER , BERKk, FUURRSRRFHEINBLERRBBERERE
FR, wEHEBEEH , B2 BEA Amazon S3 # , FE)EF Snowball Edge & H I E #L,

[E A Amazon S3 % , FE)E#E Snowball Edge EEHWE R

BAEETRR , BELERE ] FEERFE Amazon S3 FWER | TR,
BMEEKEEKREG MAEREB B

BEEMEARELE Amazon S3 K , HMEWME T THA PDF EHHE. EREAER , LE/E
EEEABFERHEENTA. NEFAET  F2ENEENERER RSN HF.

S3FE

MBLEZEER T HEKREEREEE] Amazon S3 , BIBIE S EE1E 5T R RS 7T s & 7% 8 Wt 7 B
B, Rz , BAILIES — = %@ Amazon S3 REFETE I EWHMIEE. Amazon S3 BERMEZH
PRE (CSV) BR , BEXIBHEETRENYHREHENFREER ., HEREE Amazon S3 #FITHE
RHEAFENYH (TFHEBEEAERFTRNYIH) .

EEBEAEEAEBRE Amazon S3 RIFAFEERFR , ST AERBEHESERRERLE LE@W
ERETHR, M—R , SR UREZ B RERNER,

5/ Amazon S3 B WH

MREH T T UEREMBMEE | BAIUHT AWS CLI @8 |, A BaNERETRKR
&aws s3 sync. W TEREDE &M S3 FH, WS IUEER 75 =48 H 89 M E#H AV HE RRERR
BEERIN B, WFEFMET  F2H (AWSCLI # T2 E) FNED,

/A Important

MREBIEEAEBERMALTTSHWENY K FEREEEERSERNEDR. ELERSHIETE
Amazon S3 KRR AREE,

A Amazon S3 # 57 & £ Mnaully 437
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Snowball Edge #93& 4

Snow N{AIEE F§ Amazon SNS

Snow fR# E £ XA Amazon Simple Notification Service (Amazon SNS) 2B KB, BT
FLARTHE Snow HER , BRI RME F B4 RIBKEBRMRESENER, HITLRER , &7
LURIZIRAM SNS TEREVHA SNS £, MR SNS FTHONR , CEEATERAEESE
KMS % , ¥EBEEFZE KMS £BBR, 52/ 1Z1Z Snowball Edge E#B £ R IF 5% E o

BYEHKR , BIEEAREE Amazon SNS BN EEE FEA it HEWSIRE AWS BHNEF
BUHALS , BRWRETETN. ETBHIRFNERELREEMITITER , LUHERETR. Amazon SNS
BAEFHASHESETHEREESITE , XIS AERKAWS Snow RIEEFIES,

BB A LARRE Amazon SNS # Amazon SNS = AEEREBEFEBHNNFAL . WEFHER ,
#5828 (Amazon Simple Notification Service & A B35m) I FHEEFA (SMS).

& AWS Snow EEAREEER SNS £7E

#H¥ Snow EMIRESERBAA SNS TEMATFZE KMS &, F£H AWSZE MR NEH
SNS FREHE LW Snow EKAREEE | BB Snow EA IAM BEELEFIZE KMS £8KH1T
AWSDecrypt#l GenerateDataKeyE{E, b4\ , MERBEZTE KMS AWSSBHBUEER,

5/ Amazon SNS B F#=A A SNS FEH [R5 im N &

1. BAAWS EEXEA |, LT https : //Amazon SNS 12 & BB https:/
console.aws.amazon.com/sns/v3/home SNS £ A&,

2. HEBHRKP , BEXE
EXEEEF , BEEARNEERESEBANEIE , ARBERFE,
BB Encryption (IN%) BRI EIT T HIENE -

a. 1E#E Enable encryption (RAAINE),
b. IBE AWS KMS £, A2H
c. HRNEEKMS B 6 HEERER, RFF KMS ARN,

5. EER AWS ZHIREFEABITSR , 552E AWS KMS €8 , ARMBEHIRIZEHTT KMS
kms. MZEREI BHEF] KMS BERA |, 5528 ( AWS Key Management Service B A B5r/) #F
OFERVACE A

Snow A fE A Amazon SNS 438


https://console.aws.amazon.com/snowfamily/home
https://docs.aws.amazon.com/sns/latest/dg/SMSMessages.html
https://console.aws.amazon.com/sns/v3/home
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EER AWS SRS HM AWS IREEHA BT KMS ARN |, 557 KMS & 8#@# {7 & A AWS
KMS €48 ARN,

6. J#fE Save changes (EFEF), CALNEIERARARSHMNE , YEREEEM,

FXE AWS Snow WEFZE KMS €8 BUR

BUAASIZEW Snow EEREEEBAN SNS EEMER , FFEH SNS TEMEMN KMS BUER |, X AFF
"kms:Decrypt"# "kms:GenerateDataKey*"E)fE" importexport.amazonaws.com"# Snow

AR E 88,
£ KMS ERBERFAFEAELBHAE

1. BEANAWS EEI#EH | W https://console.aws.amazon.com/kms BB AWS Key Management
Service (AWS KMS) £# 4,

EEEF AWS Bl , FEAEEA LANERZEER,

EXEAENALA , BEES AWS B #Y #F A5 Snow REFTBHRIFHEBHN EEH.
EEBHEKF |, 1BIE Customer managed keys (BEF ZE£8).

£ KMS €888 d , BEEFENN KMS £BRFIEHEHR D,

BESRBXRSIGR  FRBEERRRF , BUUEIESRBERE T KMS £REFIENE
B, A UE B M AT A EATRY B

7. &% Snow IRFEEE "importexport.amazonaws.com" , ¥ "kms:Decrypt"#
"kms :GenerateDataKey* "E{EH T B BURBUR R, -

o g K~ W DN

"Effect": "Allow",
"Principal": {
"Service": "service.amazonaws.com"
1
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource": "*",
"Condition": {
"ArnLike": {

RERFEEN KMS £#MBE 439


https://console.aws.amazon.com/kms
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"aws:SourceArn": "arn:aws:service:region:customer-account-id:resource-type/

customer-resource-id"

1,

"StringEquals": {

"kms:EncryptionContext:aws:sns:topicArn": "arn:aws:sns:your_region:customer-
account-id:your_sns_topic_name"

}

}

}

8. REMRFEELEASE A ARRERBURRE:S.

AWS Snow B9 Amazon SNS & &£ 51

EENEBRESER | Amazon SNS BAEEL THEFELHIAE., ELFAER Email-ISON SNS
FEEAHENESH,

EH R SNS &Xl JSON

BEEVEH
{

"Type" : "Notification",
"MessageId" : "dcle94d9-56c¢5-5e9
6-808d-cc7f68faal62",
"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl"”,
"Message" : "Your job Job-name
(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bd6d) has been created. More
info - https://console.aws.amazon.
com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx6235j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SyYAikP9jstZzDRm
+bcVs8+TOyaLiEGLrIIIL4esilllhIkg
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EBAREE

SNS & JSON

ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1lVyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRJ1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"

}

SNS B g4
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EHIRRE SNS J&EXl JSON

iz lm

{

"Type" : "Notification",

"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",

"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl”,

"Message" : "Your job Job-name
(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bd6bd) is being prepared.
More info - https://console.aw
s.amazon.com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx62z35j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SYYAikP9jstZzDRm
+bcVs8+TQyalLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"
}
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{

"Type" : "Notification",

"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",

"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl",

"Message" : "Your job Job-name
(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bd6bd) is being Exported.
More info - https://console.aw
s.amazon.com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx62z35j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SYYAikP9jstZzDRm
+bcVs8+TQyalLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"
}
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{

"Type" : "Notification",
"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",
"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl",
"Message" : "Your job Job-name
(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bdéd) is in transit to
you. More info - https://console.aw
s.amazon.com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx62z35j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SYYAikP9jstZzDRm
+bcVs8+TQyalLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"
}
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{

"Type" : "Notification",
"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",
"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl",
"Message" : "Your job Job-name
(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bd6d) was delivered to
you. More info - https://console.aw
s.amazon.com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx62z35j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SYYAikP9jstZzDRm
+bcVs8+TQyalLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"
}
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{

"Type" : "Notification",
"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",
"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl",
"Message" : "Your job Job-name
(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bdéd) is in transit to
AWS. More info - https://console.aw
s.amazon.com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx62z35j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SYYAikP9jstZzDRm
+bcVs8+TQyalLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"
}
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{

"Type" : "Notification",

"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",

"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl",

"Message" : "Your job Job-name
(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bdbd) is at AWS sorting
facility. More info - https://
console.aws.amazon.com/impor

texport",
"Timestamp" : "2023-02-23T00:27:
58.831z",
"SignatureVersion" : "1",
"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx6235j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SyYAikP9jstZzDRm
+bcVs8+TOyaLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkkapqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMD@1zmJuOrExtnSIbZew3foxgx8GT
+1bZklLd@ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4zDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a.pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el@3
9402-24e7-40a3-a0d4-797dal62b297"

}
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{

"Type" : "Notification",

"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",

"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl”,

"Message" : "Your job Job-name

(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bdbd) is at AWS. More info

- https://console.aws.amazon.com/
importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx62z35j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SYYAikP9jstZzDRm
+bcVs8+TQyalLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"
}
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{

"Type" : "Notification",

"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",

"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl",

"Message" : "Your job Job-name
(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bd6bd) is being imported.
More info - https://console.aw
s.amazon.com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx62z35j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SYYAikP9jstZzDRm
+bcVs8+TQyalLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"
}
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{

"Type" : "Notification",

"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",

"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl”,

"Message" : "Your job Job-name
(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bd6d) complete.\nThanks

for using AWS Snowball Edge.\nCan you
take a quick survey on your experienc
e? Survey here: http://bit.1ly/1pLQ
JMY. More info - https://console.aw
s.amazon.com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx6235j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SyYAikP9jstZzDRm
+bcVs8+TOyaLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkkapqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMD@1zmJuOrExtnSIbZew3foxgx8GT
+1bZklLd@ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4zDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el@3
9402-24e7-40a3-a0d4-797dal62b297"
}
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EHIRRE SNS J&EXl JSON
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{

"Type" : "Notification",
"MessageId" : "dcle94d9-56¢5-5e9
6-808d-cc7f68faal62",
"TopicArn" : "arn:aws:sns:us-ea
st-2:111122223333:ExampleTopicl",
"Message" : "Your job Job-name
(JID8bca334a-6c2f-4cd0-97e2
-3f5a4dc9bdbéd) was canceled. More
info - https://console.aws.amazon.
com/importexport",

"Timestamp" : "2023-02-23T00:27:
58.831z",

"SignatureVersion" : "1",

"Signature" : "FMG5t1ZhJINHLHUXvZ

gtZz1k24FzVa70X0T4P0@3neeXw8
ZEXZx62z35j2FOTuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZ
F+4uWHEE73yDVR4SYYAikP9jstZzDRm
+bcVs8+TQyalLiEGLrIIIL4esilllhIkg
ErCuy5btPcWXBdio2fpCRD5x90R
6gmE/rd5071X1cluvnvarllkk4pqP2/
iUfxFZvalxLSRvgyfm6D9hNk1VyPfy+7
TalMDOlzmJuOrExtnSIbZew3foxgx8GT
+1bZkLd®ZdtdRI1IyPRP44eyq78sUQEo/
LsDr@Iak4ZDpg8dXg==",
"SigningCertURL" : "https://
sns.us-east-1.amazonaws.com/
SimpleNotificationService-010a507cl
833636cd94bdb98bd93083a. pem",
"UnsubscribeURL" : "https://
sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn
=arn:aws:sns:us-east-2:1111
22223333 :ExampleTopicl:el03
9402-24e7-40a3-a0d4-797dal62b297"
}

SNS EE1Ei 4l 452



AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

£ 528 AWS Snowball i2#& API FEIL} AWS CloudTrail

AWS Snowball 5, Snowball Edge R#EEE & AWS CloudTrail , WIRFSIREERE., ABHRIEA
FRENE)ERYSC 8%, CloudTrail &H#EY AWS Snowball Edge FRISHIFTE AP FEAY, #EELAY I IL A $E R
B AWS Snowball i## R¥IEEAMHLU , URE AWS Snowball i## RIEKEE API HEXT
P, mREENEHE , BITTEAE CloudTrail E4#FER{SZE Amazon S3 f#ZETEE , BIERY AP
AWS Snowball ##& HIMEH, BIERRFEER , (KA IER CloudTrall FEEFHNEHESE
ERREHENH. EALAEA CloudTrail FIUENERR , ¥IEEA AWS Snowball ##& Family API
REMEER, RBEFBRG IP i, REFBROAE, REBROERB , UREMFMAEA.

EEHE—F T H# CloudTrail , FZREAWS CloudTrail {FEAEZEERE)

AWS Snowball i&#% CloudTrail FHIE A

EREINIRE AWS IRF B |, 88 =2 BUA CloudTrail, & EEE 4R AWS Snowball ## |
ZEBEREHARERHEPWEMRE AWS B4 — 252X 1E CloudTrail B4k, ERATLE A,
BENTHBEWEGH AWS tRF, MEFMENR , 528 (AWS CloudTrail FAEERE) PHEHR
CloudTrail S5 & SR g R =4,

EEFERE PHEMH AWS IRF |, B WS4 AWS Snowball 184 , FBEIIEH., RZERES
CloudTrail # AFERRX I E Amazon S3 REFITHE. RBIEFER , ELEERAEBIKRRK , BREE
BEIFrE AWS EE, BRELH AWS 2 EI[E AWS E1F FrfE WEH | 1§ A FEEEXTRIE
EM Amazon S3 RAEFTHE. WA, BULEREHAM AWS R , LUE—Z 5 FEE CloudTrail BEE
PATRENSEHER ., MEFMENR , 528 AWS CloudTrail FAEEBFHUTER :

- BVIBRIHEIE

« CloudTrail BN REMNES

« FXXE CloudTrail B Amazon SNS &4

- RZEEFEW CloudTrail AFER , MR ZEIRF K CloudTrail HFEFER

FIEEBEEBESHSCHEE AWS Snowball Edge APl 2+ | I i CloudTrail 528% , B8 T 54l
o

- BATREEZEFBBEN , 7858 CreateAddress B1E,

- FREMEE API 0 GEAMALL Get, Describe = List AT EREN API 1) TEECHKEET
E
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/snowball/latest/api-reference/api-reference.html
https://docs.aws.amazon.com/snowball/latest/api-reference/API_CreateAddress.html

AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

B-SEMHNAREXRNSLSELFRENETA. 5o EATHEEHE T5IEE !

- 2EMEAE R AWS Identity and Access Management (IAM & ) EAERHIREHEES
- REZBRE , RACEATHEACEBMS I EAENERLZERE.
- ERERSHEM AWS REEL,

MEFMEF , 5B AWS CloudTrail A FEREFHI CloudTrail userldentity Jt3&,

T W BEFEEZRIEB AWS Snowball 2#%

BHE—EHRE K TESHUEFEZERNTERARNZLEIEERN Amazon S3 f#1ZETE8., CloudTrail B
*E??@ —HZEAFER, —EEHATARFREMNE—FER , XITSHEREBIE. BFROWB PG

5, BERBEEEH. CloudTrail BEFENIEMRAHE API RIUMHEEEREEF , RETFEUMEMESEIE
V&fﬁ.o

T %| &5 88 'R R & DescribeJob #/ERY CloudTrail HEEE .

{"Records": [
{
"eventVersion": "1.05",
"userIdentity": {
"type": "Root",
"principallId": "111122223333",
"arn": "arn:aws:iam::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-01-22T21:58:38Z2"

11,

"invokedBy": "signin.amazonaws.com"
},
"eventTime": "2019-01-22T22:02:21Z2",
"eventSource": "snowball.amazonaws.com",
"eventName": "Describelob",
"awsRegion": "eu-west-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "signin.amazonaws.com",

"requestParameters": {"jobId": "JIDalb2c3d4-0123-abcd-1234-0123456789ab"},
"responseElements": null,

TR BEEERER 454
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"requestID": "12345678-abcd-1234-abcd-ab0123456789",
"eventID": "33c7ff7c-3efa-4d81-801e-7489febfff62",
"eventType": "AwsApiCall",

"recipientAccountId": "444455556666"
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AWS Snowball 2% Bt 58

B L E T EREIBRAEA AWS Snowball 4% &= ERFINEA.

/A Important

E & A Snowball Edge #%#& #HE# F| Amazon Simple Storage Service (Amazon S3) B |
s2fE , 1851 Amazon S3 ¥4I K/ fE sk /s 0 (L TTHEEIHZ K 5 TB (TB).

3

Y [E 15 AT A 1 AWS Snowball 32 #5%

THRKR BFET AWS Snowball 84 A A BES,

=15 Snowball Edge & A%
EEIRE (=) v
KEIRER (HE S B 2L #D) v
EEFEED (A e EzdbER) v
XEIFEED (BLEM) v
AWS GovCloud ( EEBIHREP ) v
AWS GovCloud ( EEIFELP ) v
MEKX (FEF) v
SRR (FEHNE) v
TXREHE (ZE) v
TAEHE (KER) v
DAEE (H) v
EAEE (F K Vs
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Ei5 Snowball Edge o] 1%
DAEE (EHR) v
DAEE (RR) v
BN CERAE) v
BUM (ZHEH) v
B (R v
B (OKBE) v
B (BER) v
BN (BT S RE) v
R (FHEEE K LE) v
mEEM (BRE) v

MEAAZE AWS WEFSMRHNEF , F28 () P AWS Snowball Edge imZ AL EH, AWS
—xBE

AWS Snowball 321 1F75#Y PR &l

7 AWS Snowball 8% EBETKEFEETHIREF :

- ERZ£EE | £A AWS Snowball i##F HRENEB L AT EREN 360 RKATHK. WREFE
RE—HZELEBHEIB 360 X , 5520 3 Snowball Edge # & L#) SSL BFE. &, £ 360 X
% LEQEINHETE, BLEEN, MAXZAMER, R AWS Snowball ##& £ B EATKHM
EIEE , RANATSEEE ENWREERER S Amazon S3,

« AWS Snowball i## X E#H Amazon S3-managedNZ £ #& (SSE-S3) WK HME , UKk
£ AWS Key Management Service & &8 (SSE-KMS) M RREFIw % . Snowball Edge £
#9 Amazon S3 HHB R F X & SSE-C #TAMEENRFEH. MBFHMENR , F2H (Amazon
Simple Storage Service EAEERE) PHEA ARSI HMNEZREELR.

- MREHEH AWS Snowball ;@4 REEAER , MEAFEE@WAYEREIBE — Snowball Edge &
ARMNER  FEYHMER., SEELTHETUERZE Snowball Edge # &,
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« WAL —IXBEEH Snowball Edge ZEEHENFERRBRFAZMEERS 1 8 AWS B, WREE
ERERBREASIELEETE , BHIE AWS &,

- BERERENYHTRENTERE, - SRFFERNFREMR filename M filesize, FF
BHEMATREMET GG FRER -

-rw-rw-r-- 1 root root [filesize] Dec 31 1969 [path/filename]

HYIE =R PR & AWS Snowball 32 #
Rate Limiter ARAZEHIRRB[ERREDPHNFRIER,
Amazon Snow S3 Adapter E 4R R %l

Amazon S3 E#) Snowball Edge E#RFEH _EPRA 1000, 1EfIE#IB 1000 HWERBEERIEE.

£ Snowball Edge & E & A B E AR F

BAZEH AWS Snowball i#i% KEREIHENERFETFIRS :

- FEETEANERLEARNFRERE, ShHEINERTEEA Amazon S3.
- TXEERAE—FE , AHEIB 1500 B THEN 2 KFEEAE,

- EMEEHNERE , Bl , EBRPEREERENYH (/ HN\) TE8H. EELSEERRNE
Atz al , BREMEEBUBRRR,

- FRAPBRERERE  HHEXDLERA 2GIB,
Snowball Edge #£i& t ) EEHTEREXE
LA 2 AWS Snowball i##% £ E HEEERNFBEFEBEN LA ERES,

Snowball Edge LHBEE ERFHFELRE

EEERTANMTFEIEBEIN Snowball Edge #£E LE A Amazon S3 EERHNER, MFHEEEM
TR :

Snowball Edge BEE HELREFEHTERKZ A#IT 20 AMIs 1 10 BHEHEE.

HYIRE R AWS Snowball 32 #k 458
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HATERREE vCPU iR xE
Bty (GiB) Ry &
BES

1]

sbe-c.24xlarge 96 384 EHE
RiE

1t

Snowball Edge £/ FiEE & )RR

Snowball Edge £ E FWWFIARBHEEARE LN —LEFRER, EARANCTHERTEEREY
Snowball Edge & B ERBHHEHEEIR, fln , MREEEMRE NFS M H , ARERERELSE
B E#1Tsbel. 4xlargeiEBEHITEE , NFS NEHBHEAIERE . UTHRTEEERELTHNE
R, AR S EREHNERER.

- MRRBEFRES ACTIVE :
- EREFESEEEL , 8% 24 8 vCPU M 32 GiB iLEE T AREHHTEE,
- EEEREMERL , BREHEHTERAE 104 8 vCPUsH 208 GiB HIFCRE.
R AWS loT Greengrass #l AWS Lambda £ # AWS loT Greengrass =& ACTIVE :
- EREREMERL  SERBSER 4 @ vCPU &0 M 8 GiB et
- EEHESEMEERL | SERBSER 1 8 vCPU &0 M 1 GiB B,

« SR NFS M2 ACTIVE , {87 Snowball Edge #£& LA/ 8 8 vCPU #&/U# 16 GiB HIEEE
B,

- SR Snowball Edge £HY Amazon S3 &7 E AMD EPYC Gen2 fl NVME &{E{LH
Snowball Edge iZ& A& ACTIVE , B Snowball Edge L H{K#H%E% 3 TB Amazon S3 A
FFRNE -2, ©F A 8l vCPU B/ 16 GB 212, ¥ Snowball Edge EEH#EIB 3
TB Amazon S3 AR IFRMNE—EI% , ©A 20 {8l vCPU &% /U 40 GB iLiEfE, HRESK
BfEA 20 1B vCPU #0140 GB fEC B8,

B LAE A Snowball Edge AAF IR EH @, HETBRFE 2B ACTIVETE Snowball Edge
snowballEdge describe-servicelt., MFBFHFMEF , FSBIE Snowball Edge F#1T 2 BRIEH
I AREE,
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&% Snowball Edge 2t E /Y PRl

T B BR %138 F FAIE )X AWS Snowball 324 & :

« AWS T&#§ Snowball Edge £ & &% ZIEBUS .

« AWS T2 3EEE [EiH < Bi&Ei% Snowball Edge £& , #lin , BN ( SEE ) JEN (EER
B) SEAED (BHR).

« TR Snowball Edge £EB ZE I IKKFTIEEE R/ EUAN L , M BiER AWS R K

=h
TAo

MBEEMNFMEN , 552 B Snowball Edge BIEIAE &,

B2 & [E Snowball Edge LAHETTFE A B BR &
EEREREA AWS , EBLEZFATIER
« AWS Snowball i2#& KEFTSEZAR. BRTHRER., SEMEBW=MEPF , RFEMELER

VZESRIBIREE 2N | B REERE R AWS Snowball 24 #iE,

- HEBRTBZE, BT LA Snowball Edge #£E M ={EF , EFIPHEREFEEAIL , LB
I,

 Snowball Edge £E& LM E Ink BT™M AR, CEXEETNERSTHRASEREHZE AWS Snowball
2R XBEREBELNERER,

® Note
BEENFTETRFAIELERE Snowball Edge £ EHLERER , EEHHITEMIE,
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WEES2 BT AWS Snowball 3845

HIERDEE

ERCET I —AR%EER,
« Amazon S3 I HIERK/NEEA 5 TB,

« E#ZE AWS Snowball @4 KENYWHNERKRE LRA 933 i, EREVBEFENFTEEE
ERZENMTE  XTREBNE[/RE LRMNA 933 BTl TRERENYESEERINH
2%, tFHRERFTE. At , AEEEREEAEREERABHNERTUERREREB 933

BTHENER, RESVRER  RETREBTISHAREH, —L&EHUOT,

nHER

sunflower
-1.3pg

receipts.
csv

bhv.1

mEEERE

pictures

MyTaxInfo

$7$zWwwXKQj$gLAO0ZCj$r8p

R MREE
BEH

sunflower
-1.jpg

/Users/Exr
ic/Docume
nts/2016/
January/

/. VfV/FqG
C3QN$7BXy
s3KHYePfu
TIOMN;jY83d
Vx

ugPY1lxVg/
evpcQEILT
/rSwZc$M1
VVf/$hwef
VISRqwepB
$/BiiD/PP
F$twRAjrD
/TIMp/@ONY

ERRE

15 8= T

47 fE=F T

135 8F T

463



AWS Snowball i2#% B A B5r ***Jnable to locate subtitle***

ERZ£EE2 , £/ AWS Snowball ## £ENTKLEEERN 360 KATKR. MREBEEZRE
—RZEEE BB 360 X , FSE F# Snowball Edge 2 & FHY SSL BF., &Al, £ 360 X% ,
HESEIHE, BXHEFHN , MAXEED, ME AWS Snowball 845 HEEE ATHHEES
HE , BMMATLEE LN REERMEBE Amazon S3,

mMREFEH AWS Snowball 1254 EZEBEIFFEHNERSR , RMFEAE. *Ei*ﬁl?ﬁ HE , ¥EE
MU REEASFIEE Fﬁéﬂ’]ﬁ%%ﬁﬁa R AWS &, WIFE BENFRAER  F20 ZEAEAR
Snowball Edge F Fifio

ES ]

{a s 5 Snowball Edge

¥ Snowball Edge BB BHEITHERD

¥ Snowball Edge HVE#REBEHEITHIED

¥ Snowball Edge BJunlock-devicefn+ FE BEHE1T I FE SO B
¥ Snowball Edge F9& A\ & ¥ BB 1T HEED B

¥t Snowball Edge W E RS B EHETHREZ B

M BE 2B Snowball Edge AWS CLI #F8R&

# Snowball Edge FHIEEFTEEETHREDE

a4z B Snowball Edge

£/ describe-devicem TS REEHE , RETE T RDeviceType P EHEEM E , LAHIETE
e,

snowballEdge describe-device

Example describe-device #iH#Y

{
"DeviceId" : "JID-206843500001-35-92-20-211-23-06-02-18-24",
"UnlockStatus" : {

"State" : "UNLOCKED"
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"DeviceType" : "V3_5C"
}
DeviceType 1 Snowball Edge 2 E#H&E

DeviceType f& SEAHRE

V3_5C Snowball Edge £/ AMD EPYC Gen2 #
NVME ETE&E HE1L

V3_5S Snowball Edge fF & {£1t 210 TB

HNZE Snowball Edge £ EHRNFFMEN , 55828 AWS Snowball ;2% EEEEEH.

¥t Snowball Edge BYBA#E B AT PERD

T 51 & 3R AT 167 BY 48 5% B BE A% BXE) Snowball Edge FFATREER E M R EHE,

- ZRERMETE 10 7ENRE, BRELTBBIREREE.
- BERHERNEEWNRETC LR EEE,

- BIEHUEFRNEREREMENERFHER,

- BRAERNEREED S —EENERFNER.

¥R HIE Snowball Edge &€ ER LCD R BEEETHIEZ K

BB , Snowball Edge £ EMMEIR®E , LCD B st B TIBE,
- LCD BERE®N , f£/45EH Snowball Edge £ BB ERIIZT LCD &R L NSRS
%, TEERES.

« LCD &/ T 2HBRELMN Snowball Edge , EFREFEX D ENKE, FAENERKAEETTS
BN,

YRR REE TR R E 465
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Starting up your Snowball Edge, this may take a number of minutes.

RTERZMA®E , LCD &2 RN EREBE

1. TR Snowball Edge £EZEEEER , BERETRMER,

2. BEBHERRFES 12K, BEEEIEMNETENMERE.
3. RE%EE ,LCD E®EEIAEA,

E Snowball Edge A A #8 B& #H A8 5 [ B EHREXHY BhE

ZEEEBERTEEM Snowball Edge £, ETFREEE L0 EMNERE, AR 10 28E,

HEEmL  EEENRBDETERS. BE. FAEKSHE  RARERELMN Snowball Edge , EFIAE
FELPENKE, ASKEHER K RELEERD.

N =

HFRHEEE LCD MR BEETHRED 466
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Power off

J Shutting down...

R LCD ERAREIBRELR Snowball Edge , EFREREXE S ENRE, FHEMMBERZ@BR
MFAE , BEATIER.

REVEIF

1. HLCDERLA K BRTERREARBHAEKE,

2. REBRBFBEELR,

3. RERESREARMIL P ENER 20 5,

4. EEERENERER.

5. ELCDEFELA , BTERZBURAMEENER.

MRBEMAREFE , BEHE AWS X UERIKE W IEWHTEY Snowball Edge EE.
¥REEE E Ink BRI B EEITHEZE
B, BB Snowball Edge £EER% , HEEWMN E Ink BREBAERRET FIIFR

The appliance has timed out

HABFTRIEERLEE, EEERAT , EASEBMUSHEEDR AWS , EENEXEASWMHE
R,

HEKERE E Ink BRESRNBEETHIEDE 467
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¥ Snowball Edge HYE#RERBEEITHIERS

THIEA T B & &HEHEARZE Snowball Edge R AJREEEI F L RREHEIT SR BEHERR -

« LUEH 100 MB RYIEEEFRYES B AR M B B AR Snowball Edge, HMEBRELRAUEW 1
GB (RER) FERIEER TR,

- MREBERETRMOERE , 559 Snowball Edge EIR. KERFIAER , YRE 10 2iE, &8
10 7ER , FEFMBBERE K ARBA K

- BRREEIPFBEE P, NS $H Snowball Edge B HI B ELR-
e 55XE , NFS BEM Amazon S3 REEETEH IP #it,

B ERERE , BT TSR

g

- WMREMEEE Snowball Edge BER , 58 ping Z£ER IP sk, & ping B no connect , FEMHEFRE
B IP it % A EAEEE AR RE,

- MR IP U FEBEEEHEMWIERERS  FEM telnet EEREIR 22, 9091 M 8080 LAIE
Bo AIFERIE 22 2¥/E Snowball Edge 2B IEFEEMRE, RIFERIE 0091 AWS CLI ¥ 25
ALARKGETEEEEE, AFERE 8080 ABNERIEE REEMFEA Amazon S3 S3 fEFETHE.
MR LA E R 22 FiELR | {BEEEEIEIE 8080 LiE4R |, F55BARA Snowball Edge WEIR |
REWBRFTERR. B2 10 ER , BBEENERLH R,

¥ Snowball Edge BJunlock-deviced+ BIREME 1T ED K

Runlock-device@H&ME connection refused , BIFJAER M N ZM AR , RESHNE
BREYAHARETTRERE L A S B Snow HE ., FREUSLE)ERMBIVEERER
1. BECERBMAGS.
a. EAEKE LM LCD ERREF T HEMAMN IP it 2E IR,
b. BRETHEANEFAFERRREER K SFEERER,
c. A AWS Snowball Edge EEFEARBEGTHEANFEHB IR LR,
2. BRIEE AR EILEL Snow 2 BV AR R+ /85 L.

. MELEAMNERMNPERERERAFFEN Snow £E., FRAEERKN pingm S RHUBERMRS
A LUEIRB MR IERE Snow KB, MEHERENAER. BHARAR. ERLFERE (VPN) RIEER
M ey H bR RS,
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¥t Snowball Edge WE A FEREZREEITHIEZE
SECEDERIEEANBNETEERE, NMBCRYSEEY  HERMEE TS ERRBEST

%o

MREBEIEAFERRRENFERRESR , FUUBATHEECABNEASTERER, B LUER
F#2 A AWS CLISKE A — 1B AWS APIsFRE T IR1E,

WMREIE Snowball Edge LHITEH , AIFETEFINEAZTERRLARNER. NETREAFE
BENENA , F2H BUSEAERLFE Snowball Edge.

¥f Snowball Edge B E A BRI B EEITHERZ B
AT 5 EE R BIEEER Snowball Edge £ B EAERIRRE,
T E| AWS CLI Snowball Edge V& A EH

WREMER FEIB Amazon S3 EEE AWS Snowball i8#k £Ei@EA AWS CLI , B aJsE 2B REEET
B, BHEFBEAER, BL#1T Taws configures REEEZERAER,

REUENE

EXE AWS CLI ARAEBHITHTH AWS EAER, MNBHMAENR , 528 (AWS Command Line
Interface SEA&IER) HMERE AWS CLI,

HMFERZET Snowball Edge $RERFAE : MELNIAR TN EBNES

£/ Amazon S3 MM E M & BHE# E| Snowball Edge B , B REEBZI T SIERAL

An error occurred (SignatureDoesNotMatch) when calling the CreateMultipartUpload
operation: The request signature we calculated does not match the signature you
provided.

Check your AWS secret access key and signing method. For more details go to:

http://docs.aws.amazon.com/AmazonS3/latest/dev/

RESTAuthentication.html#ConstructingTheAuthenticationHeader

RENE)F

& Snowball Edge A FinENS BN EAER . NFFHFMENR , F2BEEUS Snowball Edge WEAE
o

WEYHEASEEREE 469
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¥t Snowball Edge W& #{E & B EEITHRIER &

MREERHE®E Snowball Edge St & & B FIEEIRBERE , F2EEIR Snowball Edge B
REERMERMEER , LS XEERMNENERNIEE, TIHRATHBEELSERNEREREL
Snowball Edge & , AAJse R £ BBEHETHED

. BEEASERER S Snowball Edge R E 8%, MREEERERZTHEBEFREME , FRILS
ERERETR#, B FEKREFLETKPIEN Amazon S3 REFEER. FHERBIER
L1 B &g,

- MREFERNE Linux , MBEEEES UTF-8 FTHER ELEZE AWS Snowball i## $£iE |, "L
ERAEN Linux @ IRETEEHE UTF-8 Faimif. B SUESENRERE , FEAH locales EH
ZREZH Linux ffRsE L , YKERERAFERAEF—E UTF-8 #EFRE , f en_US.UTF-8, &
AILAE HIRIEE S LC_ALL (B30 export LC_ALL=en_US.UTF-8) 3i&E locales B :

- EEEE #H Amazon S3 REE AWS CLI , BUUEABBHISEHRNERRERK , Hl0 my
photo.jpgs My Documents., Fi8 , BELATLUEEEIEZEK, MEFHENA , FSEAWS
Command Line Interface { EAEIERE) PWEE WS E{E AWS CLI,

£/ Snowball Edge ¥ [E A RBBEETHEDE

BRERELEA Amazon S3, MRZBELTREE , FESREENBERBRENWEE, NMRERE
EZEAN , ABHeEEEEAEREAT. BREATCTEEEE Snowball Edge BV FTER,

HRYHEBRNERF T , EREEEA Amazon S3

MERRFERREBNFETAZ Amazon S3 X , ME B4 LEE, Amazon S3 EEEBEYHRA
B TAREl, MEFMEF , 528 (Amazon SIEAERE) PHNEIYGHSEETE,

REEN
MRBEWEE  CEEERERBEIEINELIBEACERNERRNEE,

EREBERT , FEGAEHA , WEEPHERAK , UBELEBRERREH, TELERT ,
IEFERZE U Y Snowball EAEH, BEERNERRBBUNGE Amazon S3 R 8| , REBIREH
E=,

MRERE/ND  BREAENER , BALLEIR AWS CLI = &8 RER S| Amazon S3 AWS EEE
2H. WEHMEN , 5528 (Amazon Simple Storage Service &) P K WASEZNE R
R’ EEZE S3 FFEE 2,
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£ Snowball Edge ¥} [E 1T B EETHIERS

AREIRERELIEN THFE, MRFLELUTHEE , FEREENBERRENEE, WRESR
B|EEL  AGTRFEERERENELE. BRELETREER Snowball Edge RIFTER.

8 5E 6 48 = [ 1 E Microsoft Windows Server

MR Windows TXEWRATEERIEBER K | Al ERZERE L F Microsoft Windows
Server, 5l , MREBWERLERRBEBASER (1), IEHS KK , A Windows FRFZF
THREEERJIERKREZEDR,

REEN

1. REERERZEBNEE, B EAFPRIBLIEH CERTNERNRNER. UFEFHE
A, F2E® Snowball Edge ®#R M T B,

2. #%F Amazon S3HEHHEBRIBMRA I ZEFZFTNYHEE,

3. MREBWMEEABWA K RUNBFEIMERAK , ABELESBHEAREKREE  FEIEMSY
R L5 497 14 B 7 BE HHAE 7 o

MERRB/ , BEREREERE , BFEIB AWS CLI = % Amazon S3 ERE#H B HNYH AWS
EEIEA, MEHMEENR , 2/ (Amazon Simple Storage Service A E ) Y ATR
SIRIFHTETHEYIHE?.

¥ Snowball Edge 9 NFS N EIREE T ED

Snowball Edge TJAER R~ NFS N ERIARAER DEACTIVATED, R Snowball Edge &R %fF1E NFS
NEHNERLTEMAER , AEgREEERER.

REUEN
HEBELEE , FEATISREFELIEHRBE NFS BT,

1. ffH describe-servicedn S RYETARISHIAREE

snowballEdge describe-service --service-id nfs

wHEERETHEE,

HEHEBBBEETHEDE 47
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{
"ServiceId" : "nfs",
"Status" : {
"State" : "DEACTIVATED"
}

}

2. {#f stop-service@mHHEL NFS RS,

snowballEdge stop-service --service-id nfs

3. f#H start-service®mPREAE NFS R¥F. MEFMENR , B

snowballEdge start-service
nfs --service-configuration

%

BIEE NFS /T H,

--virtual-network-interface-arns vni-arn --service-id

4. M describe-servicem S RERBREEEHT,

snowballEdge describe-service --service-id nfs

AllowedHosts=0.0.0.0/0

tEBStateZBHWEA ACTIVE , Bl NFS NEREAER®,

"ServiceId" :
"Status" : {
"State" :
},

"Endpoints" :
"Protocol" :
"Port" : 2049,
"Host" :

1,

"ServiceConfiguration" :
"AllowedHosts" :

llnfsll ,

"ACTIVE"

[{

Ilnfsll ,

"192.0.2.0"

[ "10.24.34.0/23", "198.51.100

.0/24" ]

472


https://docs.aws.amazon.com/snowball/latest/developer-guide/shared-using-nfs.html

AWS Snowball i2#% B A B5r

**Unable to locate subtitle***

HER S3 I W E R AL T VB R IERRET

£/ S3 AT Snowball Edge % & & & & B8 |
IAM ERESRBFFITEBERENER,

&/ RE

REUEN

1. WMELEEERN S3RETRBEXRER FHIFEEBEE,

THED

BT FEERER, WERAER

a. WMRBREAFESE KMS ERELEBER  FRABRKREEZTA ARN, IFRERE

IDo J’)\Tﬁ'{ﬂ T\IEﬁEEIJnn/ °

{
"Sid": "Statement3",
"Effect":
"Principal":
"Action": "s3'PutObject"
"Resource":

"Deny" ,

g n
’

"arn:aws:s3:
"Condition": {
"StringNotLike": {
"aws:PrincipalArn":
I
"StringNotEquals": {
"s3:x-amz-server-side-encryption":

"aws :kms",
"AES256"
]
}
}
.
{
"Sid": "Statements",
"Effect": "Deny",
"Principal": "*",
"Action": "s3'PutObject"
"Resource": "arn:aws:s3:

"Condition": {
"StringNotLike": {
"aws:PrincipalArn":

},
"Null": {

ramzn-s3-demo-bucket/*",

"arn:aws:iam::111122223333:role/JohnDoe"

L

ramzn-s3-demo-bucket/*",

"arn:aws:iam::111122223333:role/JohnDoe"

"s3:x-amz-server-side-encryption": "true"

# S3 AEFHUEIEHR
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}

b. MRBEHBBREAFESEERNWERE B2 FEE , Al Snowball Edge #£ER L
BEERTEERITAEREER, SHBEERAALTFAR LEERN IAM E£AZENHIARRT. ATR
BLIE B M IERERE L& B,

"Sid": "Statement3",
"Effect": "Deny",

"Principal": ""
"Action": "sZ‘PutObject"
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/",

"Condition": {
"StringNotEquals": {
"s3:x-amz-server-side-encryption": "AES256"
},
"StringNotLike": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/JohnDoe"

"Sid": "Statements",
"Effect": "Deny",
"Principal": "",
"Action": "53'Put0bject"
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/",
"Condition": {
"Null": {
"s3:x-amz-server-side-encryption": "true"
b
"StringNotLike": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/JohnDoe"

2. WEZAR Principal TTEPIEREEEHN KMS S8 BUR, FA2RUTEAE R ERNGEL,

& S3 REFEUEIESER 474
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"Sid": "Statement2",

"Effect": "Allow",

"Principal": {
"AWS": [

"arn:aws:iam::111122223333:role/service-role/JohnDoe"

]

.

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource": "*"

£/ S3 REERWERR , ¢r¥ 403 ZILHEEERE
£/ S3 /M HFE Snowball Edge £ E v B{EHERE , BZEEE

1TTHERE

F) 403 ZIF§ERR, MWEHRTRER

IAM EAERRFIRBIRNER. RELLEFERAN SSREFBRBRREE TIFEEHE,

REUENE

1. BURTRM PrincipalArn, A THBERMAE S , SAEA aws : PrincipalArn 2RI IRHTE B

IAM B ARN: *,

JSON

{
"Version": "2012-10-17",

"Statement": [{

"Sid": "DenyIncorrectEncryptionHeader",

"Effect": "Deny",
"Principal": "*",
"Action": "s3:PutObject",

S3 T HEHRY S3 FEIHEHER
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RoleName"

RoleName"

"Resource": "arn:aws:s3:::BucketName/*",
"Condition": {
"StringNotLike": {
"aws:PrincipalAxrn": "arn:aws:iam::1234567890:role/

}I
"StringNotEquals": {
"s3:x-amz-server-side-encryption": [
"aws :kms",
"AES256"

"Sid": "DenyUnEncryptedObjectUploads",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::DOC-EXAMPLE-BUCKET/*",
"Condition": {

"StringNotLike": {

"aws:PrincipalAxrn": "arn:aws:iam::1234567890:role/

},
"Null": {
"s3:x-amz-server-side-encryption": "true"

"Sid": "DenyInsecureTransport",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": [
"arn:aws:s3:: :BucketName/*",
"arn:aws:s3:: :BucketName"
1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"

S3 T HEHRY S3 FEIHEHER
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},
{
"Sid": "AllowSnowballPutObjectAccess",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::1234567890:role/RoleName"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::BucketName/*"
}

}s

2. R KMS BEREATERE IAM 18X , AJseERE 403 #HR. BRABRUAAFARLEER
B IAM ERERN ISR R, AT RULIE B R IEREFE EEH.

{{
"Sid": "Allow use of the key",

"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::1234567890:ro0le/service-role/RoleName"
]
b
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKey*"

1,

"Resource": "*"

3. |IAM BETRFEERBMFRRFRSE, RIZFERR , FHE Snowball Edge £E EWAIBYHEE
£/ SSE-S3 MZETNE. FRAUTEEAR IAM B2RHEIARR , LELEMBERENER
T LEEWH.

JSON
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{

"Version": "2012-10-17",
"Id": "PutObjPolicy",
"Statement": [{
"Sid": "DenyIncorrectEncryptionHeader",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::BucketName/",
"Condition": {
"StringNotEquals": {
"s3:x-amz-server-side-encryption": "AES256"
},
"StringNotLike": {
"aws:PrincipalAxrn": "arn:aws:iam::1234567890:role/
RoleName"

"Sid": "DenyUnEncryptedObjectUploads",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::BucketName/*",
"Condition": {
"Null": {
"s3:x-amz-server-side-encryption": "true"
},
"StringNotLike": {
"aws:PrincipalAxrn": "arn:aws:iam::1234567890:role/
RoleName"

4. SEERFASIEHEA NotPrincipal ¥ 8 IP &4 FEX PutObject EIE, #7318 Snowball Edge IAM A&
MBI , IR R
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JSON

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "Statementl",
"Effect": "Deny",
"NotPrincipal": {
"AWS": [
"IAMRole"
]
},
"Action": [
"s3:PutObject",
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:: :BucketName/*",
"arn:aws:s3:: :BucketName"
1,
"Condition": {
"NotIpAddress": {
"aws:SourceIp": [
"IPAddress"
]
},
"StringNotEquals": {
"aws:PrincipalAxrn": "arn:aws:iam::1234567890:role/
RoleName"
}
}
}
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