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https://aws.amazon.com/servicecatalog/details
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
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Constraints

[RESGEFETUARERIBBRE AWS ERN AN, EUUERAEMREARFIERAEETTE
BARA. BTEFEER AWS Service Catalog FREMFMF - RRBIBRBIRAF. 8 &1 BR {5 44 70 8 2 PR 1 5%
.

BEMBRS  SUAERESTHNEREEAC, FRALACERBKARER , FIL & LRSI
REFT  MASKEEHERBERTMEERNRED,

I8 N BR &l ok 4 AT IS 2 Amazon SNS X EESHBEHREH,

BEARHRGSRHEIEESY  ELSEUECHERDERKER, (flwn, EC2 HiTERBERESN IP
Wt EEE), FBEARS , BUBEBXAEEREABERAK AWS CloudFormation €248 | WA B EEMR
EREENERERRHBIER,

R EEE TERE

ERBERNEESRY A HNVDKITERE.

O Administrators

m Create and share product portfolios to their end users

Manage product portfolios Distribute portfolios using Maintain catalog

/ with constraints / account IDs or organizations

Obtain / author products
in JSON or YAML

Organize portfolios

Catalog 8 Add, delete, or deprecate products and versions
ffffffffffffffffffffffffffffffff _# Frmemmememe——a--
| — T BE . Portfolio A P X @ | -
: o - o - ! p - '  — '
v — - ! . X Organizations X -

o — u — N —
: o - ! : - 1 - . 1
1 Version 1 Version 2 ' - P S—— : : Version 1 Version 2 :
leeccccemccnen== PP AR _#

ProductX == N |  fecmcccccc-ccaaaa : - - -

Portfolio B 0 Constraint option: Account ID : : = : = :
i
" — \ : s et chiar) ! | . || n—-—
o — - — ' - Col h parameters & ' - = '
- o — -5 S = o A =
BT v )| -co loyment —— D |[Cetme] || Reen ||
_ _Product Y Product Z | across accounts and regions Users | temememssmeeeeaaa
Product Y Product Z - Control tagging it Product X
TagOption Library
Use the TagOption Library to ensure
consistent taxonomy and tagging of
provisioned resources.

B ERE TFERE

ﬁt.ﬁ%ﬁﬂi%ﬁﬁﬁ%m*ﬂﬁﬁlﬁum

Constraints 4
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End User

Can discover, self-service provision, and

maintain the life-cycle of their provisioned products.

Provide parameter inputs Manage product
D and launch products life-cycle

Provisioned Products

Product X
E— Te—
Oo— Oo—
Product X Product Y = d=

Service actions, updates, and
terminate provisioned products

* Version1  Version 2

e.g. LAMP Stack, data analysis stack

AWS Service Catalog 785% IR 75 Bt 28

n W

AWS ZHRE BB T 585 E % AWS Organizations : BR&E&EHG., EREES. ER. HEER. E

#. BRI BVEF TagOptions,

AWS Organizations

« AWS Service Catalog BEMEMNEZREES : 50

BR il % ¢+ i 88
- FERBASERNRBEE : 100

EmASEHE

EEmMMBSHNERE. &E. A€ 100
EEmBSHEmR : 150
EEmMMESHER : 20
EEmMMBSHLRAKRS : 5000
ERBER/NERE : 25

[
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- FERENERE, BENAS @ 200
- RERNERIRE 1 100

- RERWEE : 20

- HEBSMGEEE : 25
hEEmE R

- BMBREMNVER : 50

|58 15 B 28

- B
- B

#4100
: 350

a0

a0

AR B FEC 2R
- SEESHRBEBE : 200
- S{EE R R B EI : 25

TagOptions Bt &8

- F{EERH TagOptions : 25
« 1@ TagOption W& : 25

EmiE



AWS Service Catalog EEEIEE

2% E AWS Service Catalog

BAMAMEER 28 AWS Service Catalog , 8% T SIER.
£

- Ef AWS IRFE

- EVEFEEFRENEAE

« BEFIRF AWS Service Catalog EEE

« AT AWS Service Catalog Bi&FE &

- REMRE Terraform 5%

S AWS IEF

MRIERE AWS IRE |, R TS BRESL—E,
S AWS tRF

1. BARK https://portal.aws.amazon.com/billing/signup,

2. FREfEMRLETRET.

Mo EMEFREPREREN , A EESFR B ARER,

EEGEM B AWSIRF , AWSIRFREAESREY . REAEFRTFIIRFFHIFRE AWS IR
¥NER. FRZERAER  FREEFIEERGERASE  YEECRAREAERUTER
REMEFIENEL,

AWS EEFTMEF TR R EEBERE FEMHH T, BT LAFER 8 https://aws.amazon.com/ %
BRENIRE , LR EEFINIRFEBYEEIRS,

BEYEREEFHENERE

=t & AWS IRF | FHRE AWS IRFREAE. BUA AWS IAM Identity Center M2 EEERAE |
DR RERERANAEEE,

Et AWS 1R F 7


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
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1. BA IAM Identity Center,

MEET , FZE (AWS IAM Identity Center £ EIE®) PHIEA AWS IAM Identity Centero
2. 1£ IAM Identity Center # , i EEEFRERFEAE,

MEME A IAM Identity Center B ﬁ W59 KENHBRE , FSBAWS IAM Identity Center
(ERAEER) PHEAEREREMSHEFIIAM Identity Center H #%,

UERERFRENERAESSEA

EEFERAEH IAM Identity Center EAEEFE |, FEEMAEIL IAM Identity Center A EHREIAE
BEFE bt EE URL,

MFEAFEA IAM Identity Center EAEZ AWRE , F2HEAWS EA ( EAEERE) FHEA
AWS FERA O#8YE,

EREFIEREMERE
1. % IAM Identity Center  , B —EFF I £ RE/RERAKEERNREER,

MEETR , F2E (AWS IAM Identity Center A EIEE) dWELHFAE
2. BERAERRERE , AREZFEERE —EATRE,
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https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html

AWS Service Catalog EEBER

ES]

« EFAI® T AWS Service Catalog EE &
« BEFT T AWS Service Catalog & &

o RHEFMELTE Terraform fE5| 2

ERREMFERE  FNEEREECNERE, FETAR !

- FREERAEMEAE AWS IAM Identity Center :

BYERSE, BRE (AWS IAM Identity Center fE &) FHELERE BE,

- BEBEOREEE IAM PEENFERE .

BUBMSEINAG, BE (AM EAEER) WAE=S52EHE BE) BYAEHNET.

- IAM EA#E :

- BYSHNERETRENAC, FERR (AM E£AEERE) W5 IAM EREET AEPETR.

- (TER) BBREEMNNEERE K REAENEEEAERHE. FERE (AM EREER)
HUFTIEET A2 EAE (EEE) FIETR.

A& EF I F AWS Service Catalog B E

BAEHEES , REERZE AWS Service Catalog EEE X AREM IAM 357 , FREBTTHE
%

- BYHEHEERES

- BUHEEER

o FEEARFESE , WIRFHRERERBERFNZRE,

- HIEREIRS , LERRKKFEAEREERE AWS Service Catalog #B1EH IAM A

- BERNTFRRRETFTERERSE

BHEE IAMFFINEEELARBRERETHAHBREMEFN IAM £RE, HERAE,

HIFARTEREES

1.

BI7¥ https://console.aws.amazon.com/iam/ BIRX IAM £ &
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https://docs.aws.amazon.com//singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://console.aws.amazon.com/iam/
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2. EEEERT , BREFNEE K RRRECRE. IRECEVERFEHEESN IAM EA
E OFRECERERE  ARBENENT. BEREY , FRATIRENERE -

a. EEMEERAE,
b. HAFEHAERR 6 BWA ServiceCatalogAdmin,
c. 1EIE Programmatic access (BEXNERFTFE) M AWS BEEFEA FH.
d. 1Z#E Next: Permissions (T —2% : &),
3. EBEEREERARE,
4. BEBRVHEER 6 REIITTIEE

a. 1##E JSON EH,
b. WRTIIEHIBR , WAFHREBI BRI M -

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ec2:CreateKeyPair",
"iam:AddRoleToInstanceProfile",

iam:AddUsexrToGroup",
"iam:AttachGroupPolicy",

iam:CreateAccessKey",

iam:CreateGroup",

iam:CreateInstanceProfile",
"iam:CreatelLoginProfile",

jam:CreateRole",
"iam:CreateUser",

iam:Get*",
"iam:List*",
"iam:PutRolePolicy",
"iam:UpdateAssumeRolePolicy"

]I

"Resource": [

"

BEFUIRTEES
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c. EET—F B EH.
d (ZER) EENEER , SR/EHEEREVEAN, £5ZHE 50 BAFR,

® Note

BRREULIEZEERNE/EY. EFBRER. EBNESER, WEHEFME
7, F2EH (AWS — k8% 2EEm) PHEL AWS B,

e. igg-lt_i . *ﬁ%o

f. & ¥ Policy Name (BUR&#) , #i A ServiceCatalogAdmin-
AdditionalPermissions,

/A Important
BV ERTFEEES Amazon S3 571 , BL#FEL AWS Service Catalog 717 Amazon

S3 &R, MEFHMER , 5528 (Amazon Simple Storage Service £ &5
) FHEREBIREH,

g. EEE&E&%O
5. BREIABHFAIEEABERRE , #Z Refresh (EFERE),
6. HEESWUD , WA ServiceCatalog MAEFRBUERBE.,

7. 1#EH AWSServiceCatalogAdminFullAccess#l ServiceCatalogAdmin-
AdditionalPermissionsBURMIEIG R , RREET—F : K,

8. ERUEFEHMEAE , FBiRIE Add permissions (Fi8FF 1),

EREBNFERE , 5&F Create user (BAUFEAE), IBBEABERTEIERER , HiEE
Close (E3FA).

9. FELEBREEEFSEA, FEARFEEN URL,. EESHKRI URL , FEESEERLH
Dashboard (f&3&4R) , WiEF Copy Link (ERERE). ERBREPLEE K SEAELRSRS
FREMREH IAM ERAENEBNRE,

A& EF AT F AWS Service Catalog & FERE

EBRKRFERETLUER 281 AWS Service Catalog , %A F AWS Service Catalog &R FEREE
EERGNFIRE, EERTHEIVE , BEBREZIGRERAEMERAN IAM F£AE, BEISA
B, ETHEFF , RLiEAWSServiceCatalogEndUserFullAccessBUREEZE IAM ##8,

BRI RTRERERE 11


https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
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1. BIE https://console.aws.amazon.com/iam/ BIEK IAM 2 &,
2. HEEEBEKD | BEIZF User groups (EAHEEE),
3. EEEVEMEIHTTIEE

a. SHFEAEFEER , WA Endusers,
b. EESHMF , WA AWSSexrviceCatalog LAEFRBUIRIBE.,

c. iZHIAWSServiceCatalogEndUserFullAccessBURMIZEN R, B nl itk BiEE
AwWSServiceCatalogEndUserReadOnlyAccess,

d. i#IZ Create Group (B &#H).
4. HEEBEKRD  BEFERE.
5. EEMEEAELHITTIEE

a. Tt Username (FAEAR) P AEAENERE,

b. ZEEZEE AWS EEBEFEAFHEL

c. BET-—-F: &,

d. EEKEAEHREEHE

e. 1EH! Endusers (REFEAE) BHENZEAR , RAERMFEENext: Tags (T—% : E8) M
Next: Review (T —% : #B4).

f. 1 Review (#B9) EE L , i#Z Create user (BUfFAE), THREXNEAETR K REE
2 Close (B3FA).

RHEFELTE Terraform #iE 5|2

= EEE KINEEA Terraform Z & AWS Service Catalog , B4 BEBEEE Terraform Z @A
BEIRFE L EFERE Terraform HESIZ, EERMBER , BUER RBHH Terraform 5|
ZAWS , ZRIWFEE Terraform HESIZMENEXNIBNEREHE. AWS Service Cataloglth —IX
MEREARNEE 30 78, AWS Service Catalog £ GitHub 7 E , EFEESEHEZENETE
Terraform #iE 5| ZHERA,

17 514

BN IMEIR/ERF , & AWS Service Catalog 2BEABAL , WEXZEHESIZBHFNHERTY. B
TEEFHH ARN , AWS Service Catalog & T HIMBRER :

ZHEFERE Terraform #rEE 5| % 12


https://console.aws.amazon.com/iam/
https://github.com/aws-samples/service-catalog-engine-for-terraform-os
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- HESIZBURERBEEENIRS
« #ZE5|Z M AWS Service Catalog B #E TR K EE [EiH
- WHESIZTIERUTEFRN XML& EEHER

g0 , IR ProvisionProduct fEAMRE 1111111111 B E fus-east-1%EIRE
0000000000000 AL | HI AWS Service Catalog fRE& IEfERY SQS ARN A& arn:aws:sqs:us-
east-1:0000000000000:ServiceCatalogTerraformOSProvisionOperationQueue,

MREKEBEEAR FILE Lambda EMEDescribeProvisioningParameters,

KRB RIE AFIEE Terraform 25| 2

i ERVRERIEAARRRSIE | LIRS 1ambda: Invoke R ERY FEY

AWS Service Catalog IRt 5| ZE IS HEZMEE Lambda B EBAFIEEK , ERTFEIR
FElambda:InvokeZFal# AWS Service Catalog RIEE 28 :

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
},
"Action": "lambda:InvokeFunction",
"Resource'": "arn:aws:lambda:us-
east-1:111122223333:function:ServiceCatalogTerraformOSParametexParser"
}
]
}

EEX = B2 BS AWS Service Catalog MAIE EEEPTEMME —FFR, T , LA BUE
Flaws:SourceAccount)2 EREARABRLRSIRE —SRHIE—B. E AWS Service Catalog FiAFA
BEREETHIE , SiSMEIRFM ID AWS Service Catalog EEAE£#®, ERITEEEERESLAD
BEM, YHERRRERBERFEAENSIZE  SSBREEE.,

HRBEREAFIEE Terraform 25| %


https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy

AWS Service Catalog EEBER

Flan | ST LAGE R I TR REVIRE | A& 51 REAE AR E 000000000000 1 111111111111 K9EE
X -

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
}I
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:us-
east-1:111122223333:function:ServiceCatalogTexrraformOSParametexParser",
"Condition": {
"StringLike": {
"aws:SourceAccount": [
"000000000000",
"111111111111"

e FRRBEREAARARES|R , LR Hlsqs:SendMessageiRERI 17 EY

ERIESHEENE AWS Service CatalogiR Ry 5| ZE I Y Amazon SQS 175 , EFRBR A SRE
BEWRF sqs:SendMessage ( FHHBEA KMS) FF A4 AWS Service Catalog RS 88 :

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "Enable AWS Service Catalog to send messages to the queue",

HRBEREAFIEE Terraform 25| % 14
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"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
}I
"Action": "sqs:SendMessage",
"Resourxce": [
"arn:aws:sqs:us-
east-1:111122223333:SexviceCatalogTerraformOSProvisionOperationQueue"
]
}I
{

"Sid": "Enable AWS Service Catalog encryption/decryption permissions
when sending message to queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
},
"Action": [
"kms :DescribeKey",
"kms :Decrypt",
"kms :ReEncryptFrom",
"kms :ReEncryptTo",
"kms : GenerateDataKey"

1,
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key_id"

iEFEZ R B B4 AWS Service Catalog SAIEEBEFMENME—T, T8 , EBALIfE
Flaws:SourceAccount)2EREARABRLRSIRE —SRHIE—B. E AWS Service Catalog %A
BEELTFIE , SiSMEIRFSM ID AWS Service Catalog EEA &8, ERITEEEERESEAD
BEM, YHLERRRERBERFEAENSIZE  SSBREEE.,

BIn | S LUER M TR RE AR | 1631 SR BEATHRE 000000000000 H 111111111111 495

HRBEREAFIEE Terraform 25| % 15


https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "Enable AWS Service Catalog to send messages to the queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
}I
"Action": "sqs:SendMessage",
"Resourxce": [
"arn:aws:sqs:us-
east-1:111122223333:SexviceCatalogTerraformOSProvisionOperationQueue"
1,
"Condition": {
"StringLike": {
"aws :SourceAccount": [
"000000000000",
"111111111111"

}I
{
"Sid": "Enable AWS Service Catalog encryption/decryption permissions
when sending message to queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
},
"Action": [
"kms :DescribeKey",
"kms :Decrypt",
"kms :ReEncryptFrom",
"kms :ReEncryptTo",
"kms : GenerateDataKey"
]I
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key_id"

HRBEREAFIEE Terraform 25| %
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B 28 (€

BRI LA A AWS Service Catalog AFIEXNERERBEFNEP—EERER , FKBEHP—@EAFM
HEREFNSBRBEBRER .

HEHBERED  LEUEHKEEINEREREZIVTER. SAEKEER LU NRYERA
B, RBEIER. FARKERE , FUURBETUEHEREAEIRAYRBER. ERAT
HIE R —IF

« 1£ Amazon Linux E#1THERAEIIRE | LEEERYFEAZ AWS EJRH CloudFormation #4x
BEE,

« 7£ Terraform 25| Z L HITHBEMRKBEIIRE K UERERAUMEAZ AWS ERH tar.gz HEBER
BEH,

@ Note
Bzl , BREESDTEN PHEIEEBE RE AWS Service Catalog.

£

- AMERE

« CloudFormation Em AP
« Terraform Em AP

AFIERE

AWS Service Catalog 2 HEBRIFNERBEAAMERNE , BEHEUTUREAMN, BB AMRERE
EREETNEMNERERIEECHIRE D , REBBENERETE.

*RE

o SORIGH

- E—F TR
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Jo IR IR
EFEARMNAMERETFNEARCH , FRELSHE THIIER !
« £ CloudFormation SBAFRFIFT A, WMHEFMERN , FSE LA 2 HFEAWS Identity and

Access Management.,
- B AWS Service Catalogff BN EE ST, MEFFHMENR ,
BEEE",

ﬂliH.

2 @the section called “& % M1z

— TR

MERBEIFHNFMEERNR , 3828 AWS Well-Architected,

CloudFormation ZE fm A

IET LAER AWS Service Catalog AFIEXNEFREBERFNER—FERSELS , KBRAFIHBRE
PH S ERRFRIEEM o

EHEREY  LGLUHESEEEENRREAES?HITER. BAEBKEES , BUUEYT
porfolio , AEREIVEm. BARKERAE 6 BuUBRBEUUEHERERAEIRAYRBER. B
2T Amazon Linux LT EIRMARIRE , UEEERUMEA 2 AWS ERH CloudFormation &3
AEER,

(® Note
FIR el , FBERELETH FHEIEEEBEEE AWS Service Catalogs

&

« $B 1. T# CloudFormation &7

- SB2. . BuSigy

- SRI.BUERMES

- SR4 . EERESFEVHNER

« SER 5 WS AR RBIRME AR B ETE R AN
- SR 6 MERBRIAEKIAM AT

- SR7  BYBRERAEHERESHNEFIVE

TORIRE


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html
https://aws.amazon.com/architecture/well-architected/
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- SR8 AIEGREAEER

FER 1 . &, CloudFormation &7

B BAE A CloudFormation EARBRENHRERBEESHNER, ELHARXFERE , ALl JSON
o YAML #&= , WHREEMENER, MFEFMEEH , 528 https://docs.aws.amazon.com/
AWSCloudFormation/latest/UserGuide/template-formats.html {8 i & 5§ & 1 B9 CloudFormation £344&

o AL #REESS AWS CloudFormation B BN X FiRES KRBT NHFEA, EAHERF
B ZEMREBENSER  ZLETLURRER. SSXSEE ¥ SSH FHERENE — Linux #1T{E
e,

(® Note

£/ CloudFormation B8R FE B KT . MR <H , BECEEE ERNET T, MEHMAE
A, FESE PR EREHEAFERE,

AT

L BRBIRENEHIE AR development-environment . template £ https : //https:/
awsdocs.s3.amazonaws.com/servicecatalog/development-environment.template BX4§.

AL

B EARN X FU TR :
{
"AWSTemplateFormatVersion" : "2010-09-09",
"Description" : "AWS Service Catalog sample template. Creates an Amazon EC2 instance

running the Amazon Linux AMI. The AMI is chosen based on the
region
in which the stack is run. This example creates an EC2 security
group for the instance to give you SSH access. **WARNING** This
template creates an Amazon EC2 instance. You will be billed for the
AWS resources used if you create a stack from this template.",

"Parameters" : {
"KeyName": {
"Description" : "Name of an existing EC2 key pair for SSH access to the EC2
instance.",

SR THREAE 19


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-formats.html
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"Type": "AWS::EC2::KeyPair::KeyName"

I
"InstanceType" : {
"Description" : "EC2 instance type.",
"Type" : "String",
"Default" : "t2.micro",
"AllowedValues" : [ "t2.micro", "t2.small", "t2.medium", "m3.medium",

"m3.large",
"m3.xlarge", "m3.2xlarge" ]

}I

"SSHLocation" : {

"Description" : "The IP address range that can SSH to the EC2 instance.",
"Type": "String",
"MinLength": "9",
"MaxLength": "18",
"Default": "0.0.0.0/0",
"AllowedPattern”: "(\\d{1,3})\\.(\\d{1,33)\\.(\\d{1,33)\\.(\\d{1,3})/(\\d{1,2})",
"ConstraintDescription": "Must be a valid IP CIDR range of the form x.x.x.x/x."

}

1,

"Metadata" : {
"AWS: :CloudFormation::Interface" : {

"ParameterGroups" : [{
"Label" : {"default": "Instance configuration"},
"Parameters" : ["InstanceType"]

1A
"Label" : {"default": "Security configuration"},
"Parameters" : ["KeyName", "SSHLocation"]

1,

"ParameterLabels" : {
"InstanceType": {"default": "Server size:"},

"KeyName": {"default": "Key pair:"},
"SSHLocation": {"default": "CIDR range:"}

}
}I

"Mappings" : {
"AWSRegionArch2AMI" : {
"us-east-1" . { "HVM64" : "ami-08842d60" 1},
"us-west-2" : { "HVM64" : "ami-8786c6b7" },

SR THREAE 20
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"us-west-1" { "HVM64" : "ami-cfa8al8a" },
"eu-west-1" { "HVM64" : "ami-748e2903" },
"ap-southeast-1" { "HVM64" : "ami-d6elc584" 1},
"ap-northeast-1" { "HVM64" : "ami-35072834" 1},
"ap-southeast-2" { "HVM64" : "ami-fd4724c7" },
"sa-east-1" { "HvVM64" : "ami-956cc688" 1},
"cn-north-1" { "HVM64" : "ami-ac57c595" },
"eu-central-1" { "HVM64" : "ami-b43503a9" }
}
},
"Resources" : {
"EC2Instance" : {
"Type" : "AWS::EC2::Instance",
"Properties" : {
"InstanceType" : { "Ref" : "InstanceType" },
"SecurityGroups" : [ { "Ref" : "InstanceSecurityGroup" } 1,
"KeyName" : { "Ref" : "KeyName" },

"ImageId" : { "Fn::FindInMap" : [ "AWSRegionArch2AMI", { "Ref"
"AWS::Region" }, "HVM64" ] }

}
},
"InstanceSecurityGroup" : {
"Type" : "AWS::EC2::SecurityGroup",
"Properties" : {
"GroupDescription" : "Enable SSH access via port 22",
"SecurityGroupIngress" : [ {
"IpProtocol" : "tcp",
"FromPort" : "22",
"ToPort" : "22",
"CidrIp" : { "Ref" : "SSHLocation"}
11
}
}
},

"Outputs" : {
"PublicDNSName" : {
"Description" : "Public DNS name of the new EC2 instance",
"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicDnsName" ] }

iy
"PublicIPAddress" : {
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"Description" : "Public IP address of the new EC2 instance",
"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicIp" ] }
}
}
}

FARER

EERMBREE  SAEEERINER. CHTINEHBIEK :

- AWSTemplateFormatVersion (#FA ) — AREILILEARHAWS ERE R, RFTRIERE AR
K% 2010-09-09 , HEI =M —BRNE,

- R (EA) - EARNER,

- B (ER) -ECNERELAEESRRBERNS R, #1228 A2BNHEERNRS , @A
MEXENTSELRS . MFERHRGNFMAES  F2H £H AWS Service Catalog FRHEEAF.

KeyName 2R AZELEERRFERAETRBERIFLERME AWS Service Catalog #J Amazon
Elastic Compute Cloud (Amazon EC2) £ ¥ €, BHKET —EBSBHERISBE,

- FEEHR (EA) - BRUHEBANENEANYH. AWS : : CloudFormation : : Interface 8 E
ERRERETEARRERSEMN AN, ParameterGroups BHEERELSE UMM 2 E K
RIELEEM LIZE., ParameterLabels BEERBZLEINSEER. EFEAEEESHMU
BEANSRAERNERK K SREAEIEABIAKEREE Server size: 2 THETRERA
Instance configuration W& , EERRE Key pair: 2 TEREREEA CIDR range: &
Security configuration HWZE,

- M (EA) - RSIBVBEBENRS , THAREERGSEE , BLUREHER K. BUUEH
ERNBEESRFH Fn: : FindinMap AZPEE , BERS|IBEHEHENE, tRERTEEEF
B URHEZSEE AWS EEH Amazon Machine Image (AMI), AWS Service Catalog €1F f it
MG, RIBEAEE FIERAWS WEFIREZEAN AMIAWS EEFEA,

- BR (HLE) -#HBERREBYE. ZUUEEANERNGHERTS2EER, £ LR&EAH ,
EMEREEHIT Amazon Linux By EC2 #4T1ER , LAK 7oFF SSH FRHITEBMN R348, EC2
BITERERNBEERECRAEAERENEFRREANTEREEN SSH FRNERE B,

CloudFormation £ B 8189 AWS EE{ EaIEZ M REG FIER AMIID , Y ARIERZSE#HE, &
SHARBRELAFRERAEIEEN CIDR IP it £ B ¥ AFEUEEZER 22,

- W (BA) -SFHERAEERRBERNXF, RBRENEAREESHREBEITERINLE DNS 58I
BRGERE, FHAEFE DNS EBLAEA SSH EETHTEE,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/format-version-structure.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-cloudformation-interface.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference-findinmap.html
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NBEAEBEEOLMET , FSHCloudFormation ( EAEIEE) THEESE,

SR2: BEUSRY

EERCNBRERERMB UL Y ERENGEHERAERNER , BHUEEY Amazon EC2 &8
Y, eRYEUR L HEBNES  GLEBANRNEER , AEERUARBEER, NESWBENFH
B, FRELECEA AWS £ 4 |, R%EE Amazon EC2 FHEIEE T #E] Amazon EC2 £i8¥,
Amazon EC2

R B ERTEM CloudFormation #i74% development-environment.template@& KeyName B :

"Parameters" : {
"KeyName": {
"Description" : "Name of an existing EC2 key pair for SSH access to the EC2
instance.",
"Type": "AWS::EC2::KeyPair::KeyName"

}I

R EREEMA AWS Service Catalog MBI ABASERNERK , XA ARESRENERE.

MREEERFEANIRFHPEYSRYE  SUURE PR3 BEVERES, &8, A TIE
B

BY—EERY

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 £# A,

2. FEEEEEK Network & Security (BEEEZ£M) TF |, #F Key Pairs (£ %),
3. & Key Pairs (£ %) EME L , 1#1F Create Key Pair (B £#8¥),

4. 7E Key pair name (LY E8) PWMARFREENER , AREE Create (B1).

5, BEFXEARTLEREFINEESRERR K KeREEZ2NE.

/A Important
EREREFLASRERNE—H#S,

SER2: BUSHRY 23


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-reference.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
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SER3: BUEmAME

EEREmRBEGERE  FREVELERMNERBESHE,

1

BUYEmES
1. £ https : //https://console.aws.amazon.com/servicecatalog/ BB Service Catalog £#2 &,

2. EERIEEERT  BEERES K RAREEEBEVEMES.
3. BMATHE:

- EM#A B -Engineering Tools
- EmiSHIR - Sample portfolio that contains a single product.
- BEEE - IT (iteexample.com)

4. BEEV.

R4 EERESTEUFNER

BUEMBEZR , RN EEREEPEYER. EXHEBRRES , B8 Engineering Tool &
REEPFEILA A Linux Desktop WEmM , IR Amazon Linux E#ITHERBRIRE,

HEmBSHRIEMR

1. BRIERA—FR , AIEE T Portfolios (EREE) EE. &Al, R https : //https:/
console.aws.amazon.com/servicecatalog/

2. EREYHMEELSR2HPRINIEIEERES,
3. BEELEWER.
4. EEMFMESNERMNBYEREEL K BATIRE

* Product name (Em#& ) — Linux Desktop

- EM#HA - Cloud development environment configured for engineering
staff. Runs AWS Linux.

- BRE-IT
- Distributor— ( ZH )

5. TERAFMHEAE®EL , BIZBFEH CloudFormation &4<, AKIEEIETE Amazon S3 #74 URL ,
RBEBMALTRER :

S$E3 . BUERES 24
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- Select template ((ZZ&E ) - https://awsdocs.s3.amazonaws.com/servicecatalog/
development-environment.template

© RAEE-v1.0
« Description (#3iX) - Base Version

6. EXEFMEARRT K BATIRAE

o ETFEHBAS - ITSupporteexample.com
- XEEHE - https://wiki.example.com/IT/support

« XEMWIK - Contact the IT department for issues deploying oxr connecting
to this product.

7. EEEBEVJVER.

HER 5 RSN PR R 4F SABR &l #0117 8 88 X/

REEERBSEBRFTIES —BEMEH, RETTLIREHERNWBEME REIRH) SERAFIEE
CloudFormation #i7% (EZ<PRHR4F). WMFEFMER , FSRB LA AWS Service Catalog PR Hl &4 o

MEEAREIFIEE Linux REEMR , U ILERAEEREBFERARSTEEBET, BHEREHATE
FREZREAEIHTEREY ; WEHFHSKEXNWATEBERRHAMER/NVER t2.micro M
t2.small, MEFMER , F2B (Amazon EC2 FRAEIER) K T2 #{TEE, Amazon EC2

EEAPREIEFI®E Linux SEE R

1. EEREESFMERAEE L  BERSIRYE , ARBEEIRBIFM

2. HEEIRFEEL , $HEERRE Linux KE. A%, SrHREER | BB,
3. 1 Template RHEIEEH , BEXFHRESR.

4. BUTABRMIIXFRERT

"Rules": {
"Rulel": {
"Assertions": [
{
"Assert" : {"Fn::Contains": [["t2.micro", "t2.small"], {"Ref":
"InstanceType"}]1},
"AssertDescription": "Instance type should be t2.micro or t2.small"

HER 5 WEEARFRM 25


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/t2-instances.html
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5. &T¥PR&IEA | B A Small instance sizes.,
6. BIEE,

SER 6 FTIERMEIRH LER IAM A
RN PR I 215 E R AL & BB E MBS AWS Service Catalog IEEH IAM £,

ELSRP | BAERBRFFIEZE Linux REEmM , Bk AWS Service Catalog Al LA EABE R E @
AWS CloudFormation EZ<# IAM &R,

1835 TG E m i A BB RERAFEY IAM ABXKAEERTHIFFA

1. AWS CloudFormation
2. & AWS CloudFormation &7 Y BR 7%
3. BEERIEHEE R Amazon S3 FZETEE A AWS CloudFormation EAX1ZEL#,

HRBRFHATRESEKEAERBER , YERBEREHEEANEER. WEFAEA , F528 AWS
Service Catalog BB R &l

WMRLZEMEBRG , FEEHEAN IAMFIRTFHREAERE , ARMEMTEEEA Linux KREE .
f5lan , ServiceCatalogEndUserAccessBIERE&E T EL AWS Service Catalog H#EFEAEEEA
BRRFTENRIE 1AM 51,

FAMBRG TEAURE AM BERS | SRKERE AM TTREERERE. NEHMAER &
B8 (AM FEAEEE) PHETREREE.

1 18 R ED BR 1

1. FEMRE IAM EREERET JSON Z& 2 7 BERRE R
2. BR LT3 JSON BRI #F :

* cloudformation- RFFEI. BEL. E#H. MR, FIHEHMRE CloudFormation HE AWS
Service Catalog BT & 7,

HER 6 : WIERERFRM 26


https://docs.aws.amazon.com/servicecatalog/latest/adminguide/constraints-launch.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/constraints-launch.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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ec2— AFFHIH, B, BA, MEMELZBM AWS Service Catalog ZE fa — % # Amazon
Elastic Compute Cloud (Amazon EC2) &R AWS Service Catalog FIEEHF T, BIFELERE
AWS WEIR , ILFFA AJRE S E,

ec2- RN AWS IRFEVHNZERE , UKEENZERREEZEEN IAM AR,

s3— AFFFE #EAEHK Amazon S3 #ZET# AWS Service Catalog. BEZPEBEMR , AWS
Service Catalog EEFEUMER Mo

servicecatalog— AFRKREEXEAESIL, B, BEA. R NEEBEIRH AWS Service
Catalog ¥ ™,

sns— ft&F AWS Service Catalog FFAI 5. BEL, = AFMZEAEIRHIHREH Amazon SNS
FiE,

® Note
BIBECERENERER , B FES K& H JSON BUX,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStacks",
"cloudformation:GetTemplateSummary",
"cloudformation:SetStackPolicy",
"cloudformation:ValidateTemplate",
"cloudformation:UpdateStack"”,
"ec2:*",
"servicecatalog:*",
"sps:*"

1,

"Resource": "*"

},

HER 6 : WIERERFRM 27
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{
"Effect":"Allow",
"Action":[

"s3:GetObject"
1,

"Resource":"*",
"Condition":{
"StringEquals": {
"s3:ExistingObjectTag/sexrvicecatalog:provisioning":"true"

BET—F. B8,

BET-F, 8F,

EREBEREEYT , $HHABEW A linuxDesktopPolicy,
BIERITBXK,

EEBEERT  EZEAG, ARBREERVAGIHITTIIEBHE

N o g bk~ w

a. HRERETIHNER 6 FEEAWS R A RAERETHMRBEOEARST AWS | 2 Service
Catalog. iZHY Service Catalog fEA R , REZBET —F,

b. 12 linuxDesktopPolicy Bk , SAZZEULIZEN S 58,
c. EET—-F,
d. RAA®LZLBEE A linuxDesktopLaunchRole,
e. EERVAG,
8. 1E https : //https://console.aws.amazon.com/servicecatalog BRI AWS Service Catalog F1 &,
9. #{E Engineering Tools (LT E) EREE,
10. TEREEFMEATE L , BERSIFRAHRIER , RAREBZFETRGIRST,
11. HREM , BF Linux RE , YREBHER | BERKE,
12. BEZZEE IAM A, ZEIEZ linuxDesktopLaunchRole , AREBIBIEE,

SRT7 BRTFHREAEHERASHEIE

BELCEVERERYNEER , TS FHERTHRRERE.
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FRMRAF

MREBRHARABRKFERAERIL IAM B , F2E BT IR T AWS Service Catalog HEFERAE,

RHUFNERES

1. ZEREESHMEFAERL  BEFIERSIER,

2. #{E Grant access (FZEFZHE),

3. HEFERSIERL , BREKRFEAEN IAM BHERES R,
4, BEFEBFIE.

SR8 AEBKRERERR

FERTFREREAETURDTFNERERETLRARRLMBENER  FURKERE AWS 552
BA YHTELER,

EERRRREAERGREFNEREREEZES

1. FBERIAMEREREETRNER, LIAMEAESI2E A,

2. TEREF | BEMEIEngineering ToolsEMEE AWS WIESE, EARKBRES | HiE
us-east-1 [E13,

3. BRI https : //https://console.aws.amazon.com/servicecatalog/ B9 AWS Service Catalog F 1%
B, EF:

- Em-ERETUERANER,
- HENEm - ERAECRBNMEER.

BRERKEAE TS Linux SEEM
AR EAHEBRESF |, HEIE us-east-1 EiF,

1. EXEANEmERY , EE Linux £H.

2. EEROERUBBREERNEE.

3. TERE : Linux fEEEMEL , A Linux-Desktop SNV MENERE T,
4, HEBHEEL WAUTRE , RREET S

- fAfREg K/ - 1##F t2.micro,
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- SRY _BNEESR2 BEUSEY DBINSERY,

- CIDR i - BEERZTH/TEEN P it A B %M CIDR EE, EALFERTER
(0.0.0.0/0) R AFFHRAEM IP bk, IP thht /7B , BEEE /32 RIRHEFZEEWN IP ik |, =
TRME 2/,

5. REMDERUMBHE, TEASBEREAR Linux-Desktop HBHMBFMERAETHE. EmM

HREREEHR, AWS Service Catalog RBIEMBEL I ENRRE, EECERAME , B

ENEERERE. EnRER  MEBAWERE,

Terraform & fm AP

AWS Service Catalog BUAREHN BB , WIEEHFH HashiCorp Terraform #8& AWS, &7]
LAER AWS Service Catalog fiAE —TERAHEES, EEMDE Terraform #HEE AWS, AWS
Service Catalog X EEEEFEEIhEEH Terraform , IFZEMFASXZEN Terraform A B &%, 77
B S, hMrAfES, Eie , UREHEM AWS iRF A, £ B AWS Service Catalog , B REFERE
SEIMMTUFENERNREANBESE K RETUEE—BETHEELER.

(® Note

BT B ¥ HashiCorp £ 1T , R KIEK Terraform MBS E | & Lui¥ Terraform B
BREIEEI2E AWS Service Catalog F A/ 2. NBERBEE T ESE Terraform
Community Edition #¥X#8 |, % a1# 5 Terraform Open Source, ME IR A Terraform Open
Source EMMMEEREBRENTERBEMNFMEANGN , 528 BEEH Terraform
Open Source EmMHHEEREHANBEREE,

DTHERBEDNT BB BIEBEBFER Terraform Em AWS Service Catalogs

BREREER K LEPREESIRS (PMEIKRF ) AT, Terrafrm Community Edition Hl
Terraform Cloud Em#EE Terraform fE5I2 |, BRI LAE /% Terraform Community Edition # 5|
Z2 (NSBERERE )M DE—FTHRMHEEAR Terraform Cloud BV 5|2,

EHBRREY  LSECEERFHHT TIEL

« ff/ Terraform Cloud SR/ZBE BRI Terraform ZE M. Service Catalog 1 A SR E R E R K
¥ & Terraform Community Edition ZE fo

- BERNEEMBESE R

- BURERE , MAFBRKEREMEER
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. ERES
- ERREAERS (B\FIEF ) XAERESHN Terraform Em

EHERED  BUNACEAEEPERFHEBAAZERAAERES  KRIRFUREBHERIR
F. MEABHLANFEES , F2R LAERES.

BEHEBREFEIY Terraform ERFEE AWS WERZEER Amazon S3 fE1FZETE,

(® Note
IR ZHl , FBFRELETH FHEIEEEBEEEE AWS Service Catalogs

&

« #ZIEEH Terraform Open Source EmRFMEEREF ANTERER
o FRBH . BRAE Terraform #iEE5|E

« $EB 1 : Terraform fHREE R T

- B 2. B3 Terraform Efm

« B3 : B AWS Service Catalog EREE
- SR4 BERFEEERES

- SR5 . BURBAE

- SRR 6 BRERFIFIEE Terraform Em

c SR BYTERERAEFIE

- SR8 HBKREAELAERIES

- SR AFESKREAERR

o S 10 : EJE Terraform HERE

#& I B Terraform Open Source EmfREMENANBEREBR

BT BB HashiCorp £l , HRRIEK Terraform BEEE | M LY Terraform BERREL
B8 %E AWS Service Catalog E A3, HBEREEITEY Terraform Community Edition 3%
£, %tei# A Terraform Open Source, AWS Service Catalog 78 X 8 Terraform Open Source £
AFAFERIHAEERNERNEREE, EREFEFRKILREN Terraform BHRHRBER , 35
EmRAENGEER.
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MRBEREEY , BLRKBEAHRNIET , SPMBEHREW Terraform Open Source EmMMEE
mBRANDBER.

1. BHFIREBM Terraform £Z 5|2 AWS Service Catalog , A2 EH A EBF Terraform BIKRLA
BEREHENXE, WEBBERN Terraform 2E5|Z2MRA , FRERMHN GitHub FEFE,

2. FAFNMABEREREHNEIFEMIRAER Terraform Open Source Emo
3. MIER{EA{E A Terraform Open Source EMBENBEEER.

4. EFHERSGNERAERAFTNNBERER,

5. #& IL1E{AE A Terraform Open Source EmBHENWREMHEE R

BRRAERE , BHHTAEA targz HERERNTERERANSEREE,

AWS Service Catalog EREEXEEFTHNLEE, MREBLEBFFEZRIRFAIARELE , AXERE
BERIEES K BHEEN RERXBERIHE.

SoRIEH - BRE Terraform #2352

£ I Terraform Em I R4 = AWS Service Catalog , 2 Z87E Service Catalog EE SRS
( PAEIRE ) HREMBEMESIZE, Terraform Community Edition Efm ( FANASFERER ) M
Terraform Cloud Ef ( £/ Terraform Cloud ERER ) HEEMESIE,

® Note
SRR —IAMERE , KNEE 30 5i&,

2 Terraform Community Edition 85|28 ( AZERFH )

AWS Service Catalog ff FA /A Z0 7 m B E R X 8 Terraform Community Edition Ef. HAEBEMBE W
SEEMHEETE |, 83E Pulumi, Ansible, Chef SRS ZNARAERNIE,

¥R EBL HashiCorp B9 Terraform Community Edition £ F /A ZB7ZE m B AWS Service Catalog I E
m , BYUEE AWS Service Catalog EEEIRF ( FHEIRS ) PLEWERE Terraform HES|Z, &
AWS EERIEIZRHEEIR.

AWS Service Catalog 12 GitHub fE7FE , Eh I ELLEMERE AWSHTIRMH Terraform #2252 M
ET. REETETIER
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- BEREXR
- BREE AWS IRF
- ARMEIERE. RERINRAEGESR

#EE AR Terraform Cloud B 5|2

HRFEBL HashiCorp B9 Terraform Cloud £/ Terraform Cloud ZE m¥E# AWS Service Catalog B9
Em , B8 AWS Service Catalog EEEIRF ( PHEIRF ) PREMEXE Terraform fHE5|
¥, HashiCorp EERIRIREDEE L5 ZE,

HashiCorp 121 GitHub f1ZE , EFEE5RE Terraform Cloud 5|2 #5288 AWS Service Catalogo
REEGTETIER :

- RENRRIE

- BERNS

- HEE AWS RS

- BRMEIERE. RERINRINELMGENR

B2 1 : Terraform {HEERE R T H

IRAILAE A Terraform #HRERE SRR I M #FE HashiCorp Terraform Efm, ELHAERMXFER , I
RALEMRENER. EUUFEAREENNFRESKEY., ENMNREFERE. FEEVER , B
A& Terraform A& LB A tar.gz BR. EAHEBRED , AWS Service Catalog R HERHRERE
R, BEULBEBER, ARESET Amazon S3 EEETE,

HEERERTH

AWS Service Catalog 12 &iflsimple-s3-bucket.tar.gzfARERER , HEEAKEREHER,
EER CE R

EHEBERNFZNT ¢

variable "bucket_name" {
type = string

}

provider "aws" {

}

$E% 1 : Terraform {ARERERT & 33


https://github.com/hashicorp/aws-service-catalog-engine-for-tfc
https://github.com/aws-samples/service-catalog-engine-for-terraform-os/blob/main/sample-provisioning-artifacts/s3bucket.tar.gz?raw=true

AWS Service Catalog EEBER

resource "aws_s3_bucket" "bucket" {
bucket = var.bucket_name
}
output regional_domain_name {
value = aws_s3_bucket.bucket.bucket_regional_domain_name

}

HEEIR

FHREE R E1E AWS Service Catalog EEmMBBESTERUIMNER. THTIZHOHEK

- By (ER) -EEEFERAE (PEIRFEESR ) TERMATABHNEER. BBEH-FHR

H, ASFEEAENTR. SHRRFREANEBRESINEE  THAREETNREEHP XA
EME—, LBABARSHSERERGEE  YREAPSEBINE,

- RBHE (BH) - ERMENZRREIRME , EZE AWS. AWS Service Catalog only AWSHEA&12

#E&, Hit , Terraform fiE S| BES T MEMIHWIRHERRT A AWS,

« BR (ME) - MHEN AWS ERREER, EARKBRED | Terraform AEEREZIEE Amazon

S3.

- W (ER ) -EENEASNE  BUREARESELNE. EUNEARLER 888

{t TR EEBRE TERE,

LB 2 B3 Terraform E G

Z ¥ Terraform 51 8% , BRI UEH P E I HashiCorp Terraform Ef AWS Service Catalog,
EAHERESD , BREEUITEME Amazon S3 FFETEEM Terraform E M,

37 Terraform E &

1.

£ https : //https://console.aws.amazon.com/servicecatalog/ BARX AWS Service Catalog £# A&
YONEBEFERAEFDE A,
BEEEEER , AREBEEMBE,

BEBIYER.

EEmFHEAEBRNEYEREAE L , EENSBY Terraform Cloud Em#EE, Service Catalog
FERANETERERRKZE Terraform Community Edition E .

WATHEmRFMER

* Product name (Em &) — Simple S3 bucket
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- ERIER - A& Amazon S3 fREZETFEM Terraform E Ro
- EHE -IT
« Distributor— ( ZH )

6. HERAFMHEAERT  EELEHLER K AREZEZEEER. BERLE PTHHNERSR
1 : Terraform fARERE R T &,

7. WATIEHR:

c fRAEEHE-v1.0
« RZAIEHIR - Base Version
8. HAEXEFMETERT BMAUTAER , AR EEEVER.

- EFEHBiAE - ITSupport@eexample.com
- XEEHE - https://wiki.example.com/IT/support

- XEWIR - Contact the IT department for issues deploying or connecting
to this product.

BEEVEm.

©

RUMBIERE , EEEMREMEL AWS Service Catalog B RERREIR.
HE% 3 : B AWS Service Catalog EmiEE

A LATE AWS Service Catalog EXEEIRFE ( PERF ) PRUERES , UERRETERMER
WHBRERKFERERSE (&WIRIRS ).

BUEmBES

—

1. ¥ https : //https://console.aws.amazon.com/servicecatalog/ B AWS Service Catalog £ & |,
WUAEBESSE A,

2. EEREEERF K EEERAS  AREEERVEmAS.

3. BWATSIME:
- EmMES -S3 bucket
- EmiHAEHIR - Sample portfolio for Terraform configurations.
- BEBE#E - IT (iteexample.com)

4. EBEEN,

SER3: BUYERMESE
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R4 BERFEBEERES

BIYEMRBESR , BB EES R 2 FEIIH HashiCorp Terraform Ef,

1. BBEZEERBEHEA,

2. EWZESER 2 PEMYW Simple S3 RFETE Terraform Em , AR BEFEE, TN HEE
d REHEERETERMBES. AWS Service Catalog €F RHTIEMHE S3 fETEEERMESE
o

3. ENMSIREFFREMRES A AREMEYMBRE. HREKERERETRIBBRS
4. EEREmWHEEERMES.

RIIBERFEZEEREESR , EEERBEEME L AWS Service Catalog B REFENE,
TE5: BIRIAR

EWFBH | EBEEY IAMBE (RRBAR ) |, IBEE Terraform MBI BERRERAERD
HashiCorp Terraform 2 f B AWS Service Catalog I #B{ERIFF A,

BRI BB R HREIERIGEIE Amazon S3 #7FETEE Terraform E@RM IAM A€ (EBAR® )
NEBEFTHIFFT :

« 1FHY Terraform E RV ER AWS B, EA#%BRED  EaEY
s3:CreateBucket*, s3:DeleteBucket*, s3:List*, s3:Get*H
s3:PutBucketTagging Amazon S3 & /EH1FHL

« 7£ AWS Service Catalog# B Amazon S3 7 r g FEEN¥T Amazon S3 EFZAK FEUE

« 1ZHl CreateGroup, DeleteGroup, ListGroupResourcesMERTagi/HIRIE, ELIRE
AWS Service Catalog Al EE & REFHANER

£ AWS Service Catalog EEESRFHRIUMBAE

1. & A AWS Service Catalog BEXE SRS , F5E1E IAM £AEERMT JSON EH F2E T HBURW
BN

2. AIBHEE Amazon S3 EFETE Terraform EmMEBIBE, WBERMEBEELBRIBRB A CHE
M, WEBETHEHT :
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- s3— AFSIH. B BA. HEMEL Amazon S3 Ef AWS Service Catalog HI5TEFF
LI

« s3— AFFFE BEHH Amazon S3 fE1FETEE AWS Service Catalog, ZEIEEM , AWS
Service Catalog EEFEMER M.

« resourcegroups— ft& AWS Service Catalog 23, %/, MIBRFNZESE AWS Resource
Groups.

« tag— fiFF AWS Service Catalog =525 1,

(@ Note
RBEERZNERER , B FEEREREH JSON BK.

Bh £ T3 JSON BURX A -

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "VisualEditoxo0",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "*",
"Condition": {
"StringEquals": {
"s3:ExistingObjectTag/sexrvicecatalog:provisioning":
"true"
}
}
}I
{

"Action": [
"s3:CreateBucket*",
"s3:DeleteBucket*",
"s3:Get*",
"s3:List*",
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© © N o o &

"s3:PutBucketTagging"

]I

"Resource": "arn:aws:s3:::*",

"Effect": "Allow"

},
{

"Action": [
"resource-groups:CreateGroup"”,
"resource-groups:ListGroupResources",
"resource-groups:DeleteGroup",
"resource-groups:Tag"

]I

"Resource": "*",

"Effect": "Allow"

},
{

"Action": [

"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResources"

1,

"Resource": "*",

"Effect": "Allow"

}

}

a. BET-F. &8,

b. BET-F 6 BRE,

c. ERBBEEED , $H¥HEB@A S3ResourceCreationAndArtifactAccessPolicy.
d. BEEBRVBEX.

ESEERYD , BEEAG  AREBERVAG,

SHEEREINER | BEEBFIEEEX , ARBA TSI JSON BUX

BET -5,

EBERBEH |, ®HIS3ResourceCreationAndArtifactAccessPolicyBRIZEIM o
BET—F,

EAGBEBEYT , WA SCLaunch-S3product,
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/A Important
BEAEEBAAL "SCLaunchy FE , REZEMENASCERE,

10. EEEVAG,

/A Important

£ AWS Service Catalog EEERFHEIMEB AR ZE , BIBXLBEE AWS Service
Catalog X FEAERFHEVMHRNBBACG, RREAERFINACHXLEAEFTHE
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£ AWS Service Catalog R EAERFHEIRBAE

1. DNEBEFSBEARKERAEZRSE , A%RERE IAM FHAEER+® JSON EH L E U HBENE
o
2. E# LR AWS Service Catalog EEERFFEIRBHBHLER 2-10,

® Note

£ AWS Service Catalog R FEAEIRFHPEUMBACKE , FRELEBIFER
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s

HAELCEEEENERERBRFHAEIIRBACR B LUSRERFIFNIEEER,
SER 6 : SR EIPR FIFTI8 2 Terraform Em
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& 278K HashiCorp Terraform EmEVEIRH. RLZEMERES , ZKERERELMH
BEm.
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1. EEXEENERERY , #IF Simple S3 f#FETEE,
EBERBERUMBREERNBE.
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1. FMAWS EBEXHEE , WERSE Terraform HZ 5| BHNEBREHPREIRFHPUEEESF B A,
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. NEEREBNERRENEBRENR , FSHAWS T2 HIER LWAWS HEFEERM GDPR
TREMEE,
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ERERREEN , RPEBERE AWS IRE BEAER , WA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) X EEBBIEAE, Mt—K , SEACHEDBRISESRETK
HEBPAANTT. BAEEREFEATIAXREER

- BERFHECRAZEZEZRE (MFA),
« £/ SSL/TLS & AWS BERBH. RMFEE TLS 1.2 WEHEMEH TLS 1.3,

o {$/ RE API MERAEEEISE8E AWS CloudTrail, tNEAERI{EA CloudTrail B MHEEL AWS SEEIH
B, B2 BAWS CloudTrail  ER&ER) RHER CloudTrail B,

- £ AWS MEMRFR , URHEPWFIEFERZEES AWS BRI
- FRERNZEZRLRE (Bl Amazon Macie) , i BIEREF R EZEREFE Amazon S3 BB E B,

o MREE AWS BB IRMEIE API FEH BEE FIPS 140-3 BN R EmEZEHR , 55EH FIPS
wE, WMEHEE FIPS M FIPS BN EZHEAEN , FSEB A EFRIEZE (FIPS) 140-3,

Bz 2R CBETEREFNEF B4 SRERBREF , HEERS BEERN X FRA
d FlINBZ B, EBREEEMER AWS Service Catalog SER A, API AWS CLISIE M AWS
fR# AWS SDKs i, BEEBREHEANFERUP@MANTMAEREBAUEARGTESZE B, W
RERMASFRRI[A URL , BMRINEZFB I EREB LU XARSEF RN URL P I EBEBEA.

e &2 RREE F
BRENE

AWS Service Catalog £/ Amazon S3 7 Er8FEH Amazon ZESWHETHREMERN Amazon
DynamoDB E¥IE, EE#—5 7# , 5528 Amazon S3 Hl Amazon DynamoDB 12 it #9 &% &8 in % 8
BEHA.

= Lalesyiks

AWS Service Catalog fH Transport Layer Security (TLS) , AR I E R 2 BE@HEANHE %
m#z AWS,

BAILLEBE M VPC i% 3 , ¥ Amazon Virtual Private Cloud (Amazon VPC) AT 7FHl AWS Service
Catalog APls, £/ VPC imEE8F , VPC M 2B B AWS Service Catalog 8H AWS @K EE |
MAFEEHEEERFE, NAT BiEsk VPN &,

&3 — XK VPC 525 AWS Service Catalog £ #:4iff AWS PrivateLink , JEX8 AWS #{ii Al £ VPCs
FERAEGTAE IPs BEMBERNEH , FREZE AWS ERFAEER,
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H Y Identity and Access Management AWS Service Catalog

fZHL AWS Service Catalog EEERE AL R, EEEAERAXEEGER AWS ERMNEFT |, Hlin AWS
Service Catalog EmfAESREMR. B AWS Identity and Access Management (IAM) AWS Service
Catalog & , AIEAKR T AWS Service Catalog EEERVNEBERATEMNETT , UEREREF AWS
Service Catalog R FAERBERNEEMEERFIENG I, ELBREH BINEE AWS
FHEEENGEXREAEENELINERE, EERHTH , FRHELBFEREENR FRNERE.
BEHEMAE AWS Service Catalogs

BHRER

&5 AWS Identity and Access Management (IAM) B B FF A A LEUR A B ERN A/ AWS
Service Catalog,

#&3%iB AWS ldentity and Access Management (IAM) $E48 B 5F o] t8 o] LBUR AR ERN A & AWS
Service Catalog,

EEE - 54/ AWS Service Catalog 8 , FEEEESIEAN IAMFFUNTEFZEE , TrEH
TE® , fInEINERERBESTER. ""EFE%M%FF , AR B FEREERENFEUE,

BRERE - RRERAEUUEAENERZE , BEERTMMEFT , FhMIEHTFER AWS
Service Catalog R FEHAEXRE. Mt ITAEERBEREEEMEERNTT,

IAM EEE - IRZR IAM EEE  BREATH N ITREBRUEEFEREANFMEH AWS Service
Catalog, EEMIFETLUE IAM FERAHILL AWS Service Catalog &7 BERBRES , FFSH
the section called “AWS S &BE,

i & o B BUSR #545) AWS Service Catalog

ES]

- RRERENEEEFEN
- RREAENEREFR
- BT oR Y S I UK

REERENEREFE

AWSServiceCatalogEndUserFullAccess #l AWSServiceCatalogEndUserReadOnlyAccess
BEREAEFEMER T AWS Service Catalog REFEAEEIZERE. EEFELREZ—WERAE
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AWS Service Catalog £ HIRIERF AWS EEI A K BRRFERAEIEARASE MIMEEREHTT
ME M.

ERRFERE LUK IIEE AWS Service Catalog B R FEEENER A , B4EIREMPIZEINN
IAM EFA] | Sfb{IRES 6 Z W AWS CloudFormation 84 SEER AWS &R, Hli0 , NRE
mEZAZE Amazon Relational Database Service (Amazon RDS) , #8248 #&R F £ FH%& Amazon RDS
BMBERNFT,

EETRINMIESKRERAEERFHHTREEN AWS ERFUNEREBEBER , 5528 the section
called “EEFIFR #I”,

£ EH AWSServiceCatalogendUserReadOnlyAccess Bk , FHEERENGRERAEE
7E B EREERHEEEREERAIENER. SR ER IAM BELFFAEER FTRKRE
A%, EMREBERFZEEAEH AWS BFRNFE , IEEBREZERBACR, A% AWS
Service Catalog , BRI AEA SHBACERAZEERNMEBRESG . NEEARBAC. MEBACRKES
MEFBBB/RNEZEN , 528 AWS Service Catalog B E PR HE 4o

(® Note

MBEFFEHAE AWS Service Catalog BEIEEM IAM 1 , ISR BEREEEFEAR
R, BIBRTFHRKEHESLERER , RIFLFEMMREEEE TR ARBNEEVE,

REERAENERTFR

ERKRERAETUEALZRFERENERZ , BXARBMPEEAN IAM FT , LLAFMPE
FAE & CloudFormation EEAF KN SEER AWS ER, Hltn , MR EREARTE Amazon Relational
Database Service (Amazon RDS) , &% EIR FE A& Amazon RDS BB EmKIFF .

EBER AWSServiceCatalogEndUserReadOnlyAccess B , FREERENRAMEREEE
AR BHMREREBERHEEEMEERFESNER. SUNEEEELHITRT IAM FHHK
FHE , ENREBERFISEREAEH AWS ERNFEH , ESBREEZRBAR, RE AWS
Service Catalog , B LAEH SRBACERZEGHNRERE . WEEARBAC. RBACRH
MEPIMBABCNEZENR , 2/ AWS Service Catalog BUE R & 4o

B MR E RV EHBUR

B AR BT BR A BB S AN LS MER, THEIIRBUMERAERE. ALNIKRSERN
XERBEDEETFIER. EUURTEAERR. B RIEREEMEZEMNFIUE XM
EmNBRIHRESZCEAEIAEHACTHEMASMBAZANKRSERARZNL, LFREIEEN -
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BFIRFERFIECERTACEBREFIENCHEBREIVE K MHEACEREIECERTE
REBMRTFIE , ETERFIRFERTFIE, BULUER Condition EHRE policy JSON IEEIE

A accountLevel, rolelevel = userLevel,

ELEE BB A AWS Service Catalog APl B AIRENZEUSK :
UpdateProvisionedProduct# TerminateProvisionedProduct ,

LA FBEUE/E : ScanProvisionedProducts, DescribeRecord#
ListRecordHistory. ScanProvisionedProducts # ListRecordHistory API 24EfF
Fd AccesslLevelFilterKey B8 A , B SW|EEE IR Condition BREREY
FE (accountLevel &R "tRS M AccessLevelFilterKey {8 , roleLevel ¥ "&&,
userLevel ¥ "FEHE, ). MEFHMEN , 552 [ Service Catalog B EE A S5/,

g 45

- HZERNTEEESFEUE
- BRREAEHHEERNFE
- EHEERNSS EESFIE

HEERNEEE S FEUE
THRRAMBERFER B FFMEZERNBSTHTRARNNBAFTRE,

JSON

"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",
"Action":[
"servicecatalog:*"
1,
"Resource":"*",
"Condition": {
"StringEquals": {
"servicecatalog:accountLevel": "self"
}
}
}
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}

L BURRYThAEEE T B BUR M

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"servicecatalog:*"
]I
"Resource":"*"
}
]
}

M BERP RIEEConditionE# AWS Service Catalog , 2417 & 815

= === AN <

E"servicecatalog:accountLevel"FEUEMEM . 58EXE , accountLevel FHEE
roleLevel fl userLevel FHL

REEAEHMEERNFN
TIRREFBERMNBARENEIRERHIERGENEAECRINMEERNEERE

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"servicecatalog:DescribeProduct”,
"servicecatalog:DescribeProductView",
"servicecatalog:DescribeProvisioningParameters”,
"servicecatalog:DescribeRecord",
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"servicecatalog:ListLaunchPaths",
"servicecatalog:ListRecordHistorxy",
"servicecatalog:ProvisionProduct",
"servicecatalog:ScanProvisionedProducts",
"servicecatalog:SeaxrchProducts",
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct"

]I

"Resource": "*",

"Condition": {
"StringEquals": {

"servicecatalog:userLevel": "self"

EfEEMNED EESFEUE

UTHEBER (ERFEARERERE) BERRHZEHERATNERFHSATIRAN —EHER
"HoEEFEL WEFEE, KRREAETUETE BKIRFTNEAMEZERNEBERE  BEEY
ERERAERETNEAMEERIBS A TETEE

F—EHRRAFEAELENERAERINMEERETRSARE  EFSHEMARLNMEERE
THERE. F_EEBRSFEHEME (ERE. AGIIKRF) Bz MEE RN EIREFIUE.

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"servicecatalog:DescribeProduct",
"servicecatalog:DescribeProductView",
"servicecatalog:DescribeProvisioningParameters",
"servicecatalog:ListLaunchPaths",
"servicecatalog:ProvisionProduct",
"servicecatalog:SeaxrchProducts",
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"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"servicecatalog:userLevel": "self"
}
}
}
]
}
JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"servicecatalog:DescribeRecord"”,
"servicecatalog:ListRecordHistorxy",
"servicecatalog:ScanProvisionedProducts"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"servicecatalog:accountLevel”: "self"
}
}
}
]
}
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AWS By ZE R AWS Service Catalog AppRegistry

AWS ZEHBE : AWSServiceCatalogAdminFullAccess

IBA LA AWSServiceCatalogAdminFullAccess B3 %) IAM B8, AppRegistry th & #§ 1t BUERIE
EERKEAE , LA AppRegistry RERIEHAITEIE,

BBRER T, UANCZEFHNEES I RARA  YRTFTREVNEEERNEmESHET
G

ATARFEEA
HBEREE L TH,
 servicecatalog- AFFFRHUEESFTRAREANTENT , UREAZRUNERERESNE

m. BEERH, RFEREAENEIRE , UREHDPHTHMEERTHE AWS Service Catalog.

« cloudformation- AAFFFIH. FBHL. E AFESE AWS CloudFormation & AWS Service
Catalog FIZZEF 1,

- config- AFFER HEMES., EmFNMEERM AWS Service Catalog BFRFF A AWS Config.

c lam- ANEMBRBEANRYRYNERERNERAAFTBHBBERE, gopus RAGH TR
T,

+ ssm— 505 AWS Service Catalog £/ AWS Systems Manager %Il 5 1 :&H B &1 AWS RS AWS
B35 #Y Systems Manager 3 4.

BWARBUER : AWSServiceCatalogAdminFullAccesse

AWS ZEHE . AWSServiceCatalogAdminReadOnlyAccess

IEA L% AWSServiceCatalogAdminReadOnlyAccess iE#F| IAM B8, AppRegistry b &5 itt
BERERERZERBEAE , LA AppRegistry R R ITEIE,

HBERRF#410 , AFTEFNEEETZERE. KBERTERTFREVIEEERNERESH
TFEUE,

AT A EFAEE A
B BEREE LT,

- servicecatalog- AFFHEEEEE T ARGV HETT,
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« cloudformation- st§F%IH FFEL AWS CloudFormation & #) AWS Service Catalog BPREF
A,

- config- AFFER HEMES., ERFNMEERM AWS Service Catalog BFRFF A AWS Config.
c iam- AFETRBREVNEERERNERESENREFERE. BESLABNERT,

« ssm— 705 AWS Service Catalog £/ AWS Systems Manager %!l 5 1 :&H B &1 AWS 1R 5 AWS
B i Systems Manager 34,

BIRBUR : AWSServiceCatalogAdminReadOnlyAccess.

AWS ZEHE : AWSServiceCatalogEndUsexFullAccess

EBAT LA AWSServiceCatalogEndUserFullAccess E#EE| IAM B8, AppRegistry 1 &5t
REEZZREAE , LLAH AppRegistry KREHTENE,

HEBERBF 444310, UARZEFHSEREAETZARE  IRTHA , LABERNEERREE

Mo

SEE -

B RIE LT,

« servicecatalog- AFFREUSKRFEAEZIREABRENZTENT , UKRBERNEEMEER
HBED .

« cloudformation- AAFF5IH. FBH. E AFESE AWS CloudFormation & AWS Service
Catalog Y ZZEF ],

« config- /o7 AWS Service Catalog BRFFAIFILMEBENERAERES. EmNGEERMNFAE
# AWS Configo

« ssm— 505 AWS Service Catalog £/ AWS Systems Manager fEEL B 51 AWS 1RFE M AWS [EiF#
#9 Systems Manager X4,

WARBE . AWSServiceCatalogEndUserFullAccess,

AWS ZEHE : AWSServiceCatalogEndUserReadOnlyAccess

AT LA AWSServiceCatalogEndUserReadOnlyAccess E# T IAM B8, AppRegistry th &#%
WBEREZEZREAE® |, LA AppRegistry REREH1TEIE,
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BBERRTF##1H , AFHRREREIZORAETHRETR. EBRFTERTRBERNEZ M
BEMBEF,

e
BREDE U TR,

- servicecatalog : AFFREBRKRERAEZTRERENWEERTT.

« cloudformation- &% HFMEE AWS CloudFormation #&#J AWS Service Catalog HREF
A,

« config- f27F AWS Service Catalog ERFFAIZER 5| HNMBEREEERES. ERVNHAEERNGF
#ME A AWS Config.

« ssm— SLEF AWS Service Catalog £ AWS Systems Manager fBH B 87 AWS RS # AWS [EiF
By Systems Manager X #

BIRBUER © AWSServiceCatalogEndUserReadOnlyAccesso

AWS ZE MK : AWSServiceCatalogSyncServiceRolePolicy

AWS Service Catalog #% It BUR B EAWSServiceRoleForServiceCatalogSynclRIEZ /G
(SLR) , f25F AWS Service Catalog /A EBREFEF N EAREZE AWS Service Catalog Efmo

WBERERFH |, A EREE AWS Service Catalog B4 ( #i4n API FERY ) F1 AWS Service
Catalog fk¥BHY H t AWS BRI ENE.

ATAIRFAEER
LR BE LT,

« servicecatalog - 25 AWS Service Catalog & m[E% & @R &% AWS Service Catalog 28
APIsTZHYL,

« codeconnections— 05 AWS Service Catalog & m a2 & &R &% CodeConnections A8 APIs
FHL

 cloudformation- fo§F AWS Service Catalog FXm R A &R HI% AWS CloudFormation AF
APIsTFHY,

WARBE . AWSServiceCatalogSyncServiceRolePolicy.
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R ERE A B EEA

AWS Service Catalog @#% LIRFFAIFFMAEFRARERAEZERIULRZEHNEA CodeConnections AWS
Service Catalog B B PTE I AWSServiceRoleForServiceCatalogSyncH R EE AR, &
ATLAEF AWS CLI, AWS API 53&iB AWS Service Catalog A SR BER, MEUNMEMN., #*
BNRBRREEEACNFNEN K F2EFEARKEZAE (SLRs) AWS Service Catalogs

AWSServiceRoleForServiceCatalogSync FREEHZ AP I EMFTA AWS Service Catalog f
F RERBFFP BT T IIENE,

- servicecatalog:ListProvisioningArtifacts — ft§F AWS Service Catalog XmREL AR

SRS EmIFEPEARERZIEE AWS Service Catalog ERHMHER M.

« servicecatalog:DescribeProductAsAdmin — 72&F AWS Service Catalog B mE S A& ER
DescribeProductAsAdmin API 3RE{8 AWS Service Catalog ZEmIVEEMEN , R HEfRKEFEEH
HEAEZRLHWHEBGENR. RmEDACEEE AR E A R ERF MK M E m RS E
RS,

- servicecatalog:DeleteProvisioningArtifact — /25 AWS Service Catalog FXmEE &

MR ER .

- servicecatalog:ListServiceActionsForProvisioningArtifact — f2#F AWS Service
Catalog mEFZ ACYIEREBERTREMER MM , WkANREREBEMEE , AITeE
il BR AR 22 X o

« servicecatalog:DescribeProvisioningArtifact — /25 AWS Service Catalog R m[E%
A& DescribeProvisioningArtifact API #EERGEME A , B¥ESourceRevisionInfol
H AP RMAIESR ID,

« servicecatalog:CreateProvisioningArtifact — 205858 2% S\ 2R & 12 EE o B9 SRR EE AR
ERETEE (HlI, 5EX git-push) , SLEF AWS Service Catalog R E S A &2 HHERK

ARo

« servicecatalog:UpdateProvisioningArtifact — fofF AWS Service Catalog B m[EZ &
BENCERIBLSERNHENR.

« codeconnections:UseConnection — /2§ AWS Service Catalog mEL A& FEREBEEMNE
RREFMMELS Em.

« cloudformation:ValidateTemplate — f25F AWS Service Catalog B ma &2 £ & bR Hl ¥
#97FEL AWS CloudFormation , UEENARREEFERANSERNEARZN , WHIF RE T
CloudFormation X B &7,
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AWS ZE MK . AWSServiceCatalogOrgsDataSyncServiceRolePolicy

AWS Service Catalog #% It BUR E # FIAWSServiceRoleForServiceCatalogOrgsDataSynchR#%
EfEA® (SLR) AWS Service Catalog , A5 B2 @25 AWS Organizations,

WBEREFRFHT |, R EREE AWS Service Catalog B4 ( #il4n API FERY ) F1 AWS Service
Catalog fk¥EHY H th AWS BRI ENE.

FFAIRFAE A

RS AT,

« organizations— fiFF AWS Service Catalog ¥ #}[E A &R HI%¥ AWS Organizations 228 APls
#HL,

BIRBUEK : AWSServiceCatalogOrgsDataSyncServiceRolePolicys

IR ERE A B EE A

AWS Service Catalog 4% L IRFF A FH B E A AR ERA AWS Organizations # A E RA S FE
REVERMBESEARFIEIAWSServiceRoleForServiceCatalogOrgsDataSynch RIEERE A
B, B LAER AWS CLI, AWS API 5i&i8 AWS Service Catalog A E LK, MEMME
i, mENMEREREBEEFACHNFMEN  F2REEARBELEAE (SLRs) AWS Service Catalogo

AWSServiceRoleForServiceCatalogOrgsDataSync [REER AR I EMFFA AWS Service
Catalog f25F RERBEF#IT TSIk

- organizations:DescribeAccount — /25 AWS Service Catalog Organizations Data Sync &

B EEEUE EWRF# AWS OrganizationstHE3E .

« organizations:DescribeOrganization — fi5F AWS Service Catalog Organizations Data

Sync A EEEEREMEIRFFTBEBHES.

- organizations:ListAccounts — ft§F AWS Service Catalog Organizations Data Sync &%l

HERERBTNIRSE,
« organizations:ListChildren — f2&F AWS Service Catalog Organizations Data Sync & &%l
HIEER OU RBF B EMFMEHEMBEN (UOs) HIkF,

- organizations:ListParents — ft&F AWS Service Catalog Organizations Data Sync & &3l

A ABIEE T OUs Sk P 2 EEIERRE OU

- organizations:ListAWSServiceAccessForOrganization — /& AWS Service Catalog

Organizations Data Sync A &R EMAEELEMES AWS HWIRKEEE,
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ERANBEE
THEENBRE R,

- ServiceCatalogAdminFullAccess — e F§ AWSServiceCatalogAdminFullAccess.

« ServiceCatalogAdminReadOnlyAccess — &l AWSServiceCatalogAdminReadOnlyAccess.
- ServiceCatalogEndUserFullAccess — 2X i AWSServiceCatalogEndUserFullAccess.

- ServiceCatalogEndUserAccess — 7a X i AWSServiceCatalogEndUserReadOnlyAccess,

ERATIEFUAEABINBRBERAREEENEREAEERTER,

EERCEANBEREREIB aIMEER , 552 BAWS Identity and Access Management { £A &
) PHFERNEBR IAM 3295,

AWS ZE BRI AppRegistry E#

45 B I AR A5 5 24 18 MEE Le 8 B8 LUK AppRegistry AWS SEBREREHNEMEET.,. NMEHEEEEMN
B B)iRER , 555763 AppRegistry XH4FEB S0 EME LM RSS HE,

g8F #HiR Date
AWSServiceCatalogS AWS Service Catalog 25 2024 5 A7H
yncServiceRolePolicy - E#7%  #TAWSServiceCatalogS

EBER yncServiceRolePoli

cy BURBAcodestar-
connections #FA
codeconnections o

AWSServiceCatalogA AWS Service Catalog E5¥ 20234 A 14 H
dminFullAccess — EfiZEB  #TAWSServiceCatalogA
&K dminFullAccess

&, LLE& AWS Service
Catalog EEEEHIRFHE
M AWSServiceRoleForS
erviceCatalogOrgsD
ataSync BREEHZAE (SLR)
PG,
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gE

AWSServiceCatalogO
rgsDataSyncServiceRolePolic

Y- FHSERE

AWSServiceCatalogA
dminFullAccess - E# B
&

AWSServiceCatalogS
yncServiceRolePolicy - TS &

BR

DU

AWS Service Catalog #T
BT EEFAWSServic
eRoleForServiceCat
alogOrgsDataSync BR
BEZEAR® (SLR) B
AWSServiceCatalogO
rgsDataSyncService
RolePolicy , AWS
Service Catalog /L &F E2 B
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AEFFBEREE AWS Service
Catalog B)¥E ( 40 API IFE
) , AR AWS Service
Catalog PRI H At AWS AR
BEE,

AWS Service Catalog E¥
¥TAWSServiceCatalogA
dminFullAccess B3R,
#MA AWS Service Catalog &
HEMNMANHY , YEVHE
AppRegistry FIEA 4,

AWS Service Catalog &

18 BUR |, FZAWSServic
eCatalogSyncServic
eRolePolicy BUREERE
ZAWSServiceRoleForS
erviceCatalogSync MR
BEA® (SLR). WWBURAFF
AWS Service Catalog #% 5138
REEFHNELREFLZE AWS
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g% iR Date
AWSServiceRoleForS AWS Service Catalog B3 2022 £11 A 18 H
erviceCatalogSync - #THVAR#E  #BAWSServiceRoleForS

ERAE erviceCatalogSync fR¥#&

EEAE (SLR), EERAR
AWS Service Catalog = BEfE
F CodeConnections , AR 2
3., EFAERERB AWS
Service Catalog iR Mo

AWSServiceCatalogA AWS Service Catalog E&E 2022 F9 A 30 H
dminFullAccess - E# T 2%  #AWSServiceCatalogA
BE dminFullAccess B,

L8 & AWS Service Catalog
EEESNMESENT. B
RERAEEEIUHME
AWS Service Catalog &R
IS EBNME , SR,
iR, MERE, A BEE
EE8E A ERITMEIAI)
fe , M EFEUREI (ABAC)
AWS Service Catalog., A
BAC Al BEEAAWSServic
eCatalogAdminFullA
ccess BUREREAR | LA
AARERBRBEERE AWS
Service Catalog ER#HITH
B, %% ABAC HIFFHE
3, B8 O PHTES
ABAC for AWSAWS ldentity
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£/ 0 EREER A AWS Service Catalog

AWS Service Catalog use AWS Identity and Access Management (IAM) fRI§EL &G, RIGELRE
AEREEEEE WiE— IAM S&EHE AWS Service Catalog, BRIGEZ AR AXESE , AWS
Service Catalog 3 ZEZREA KRBT EM AWS REFFENFIEFT,

R 5 E 4% A e ] IR E AWS Service Catalog BRMERE , RAETLFHIIELENTFT. AWS
Service Catalog B EHZHRBEFAECWETT , BRIESEER , BAIREE AWS Service Catalog T
HAG, EXNFISEGEEEBRNFFIEER , BXFFUTBEEELIMNMEREM 1AM B,

BB SXMBRREEEACHMEBER , TEESHEHMER, ET{RELRM AWS Service Catalog BR ,
HAETFERTNMBRERERWEFT,

NEERXERKEEACHEM RENER , F2H AWS BHEE AM HEEH , YERBESS
ERTSREARNERE. BEEFERNE , SIREKRBHRBES S XA

AWSServiceRoleForServiceCatalogSync MRS ERE A REFT

AWS Service Catalog AIAEA & B HIRISER A AWSServiceRoleForServiceCatalogSync
—- HAFHIREEZAE AWS Service Catalog , F8EfEH CodeConnections It 37, FH MR
AWS Service Catalog E I 2K Mo

AwWSServiceRoleForServiceCatalogSync R EFABEE TIREUEEAE

+ sync.servicecatalog.amazonaws.com

£ A AWSServiceCatalogSyncServiceRolePolicy BV A& I BUER A 5T HIEEMEIR AWS Service
Catalog 52X T 5 Eh4E -

« Bj4E : CodeConnections L# Connection

« B)fE : ProvisioningArtifact AWS Service Catalog EEf7E Create, Update, and
Describe bHY

BAARERNT , IAM ER (NERE. BERAR) T TEY., REIMBRRBEESE, WEFH
&, F2H IAM EREEEPHREES S,

ERRBERAR =
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AWS Service Catalog EEBER

337 AWSServiceRoleForServiceCatalogSync fRISERE A&

B EEFEHEIAWSServiceRoleForServiceCatalogSync RIGEZE A, AWS Service
Catalog Ef&7E AWS CLI, = AWS APl 237 CodeConnections B AWS EE X 24 , SEHBAR
BURKEZAE,

/A Important

B EFEACATUBERELSNIRS  MREREMRE R TK —BEER , ATER
SERAGBHNINGE. A, MREE 2022 F 11 A 18 HZaif£A AWS Service Catalog
R% , ERBEFELCRBIERER , SEEMIIRS R AWS Service Catalog 1z
ZAWSServiceRoleForServiceCatalogSyncff, EE#—F TH#H A FS2EERMN IAM IR
FHRERNFTAE,

EEMBRUEBREERLEAR  CRFEEREY , BUNEREHEAEREFENRIAR, EFREI
CodeConnections i , €8x A AWS Service Catalog B RIFEEHE,

WA LAER IAM A BT EEFS AWS Service Catalog EREARFINERBEEEE, £
AWS CLI 5 AWS APl | EF RIS ZBE I sync.servicecatalog.amazonaws . comfRIEERE A
B, MEFMEF A6 F28 (AMEAEER) P0 "EYRBEEAE. . NREMERILREERS
Ae , BUUEALERNEFUABREIZAR,

AWSServiceRoleForServiceCatalogOrgsDataSync MRS ERE A BT

AWS Service Catalog A EAE A NWRKEEAE
AWSSexrviceRoleForServiceCatalogOrgsDataSync — AWS Service Catalog #H#8 E E It fR75E
AT EERIERZE AWS Organizations,

AWSServiceRoleForServiceCatalogOrgsDataSync RIEEZEAREETIRBURE/E

« orgsdatasync.servicecatalog.amazonaws.com

BR T AwWSServiceCatalogOrgsDataSyncServiceRolePolicyZEHEZ
4\ , AWSServiceRoleForServiceCatalogOrgsDataSyncRIGER A EEEREMER THEER
R 277

ERARBERAE 5


https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
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JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Sexvice": "orgsdatasync.servicecatalog.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}

% A AWSServiceCatalogOrgsDataSyncServiceRolePolicy H1 & &®EF i BUR 2 5F HIEEMNEIR AWS
Service Catalog 52 T 5 E1E :

- B)fEF : Organizations accounts LK DescribeAccount, DescribeOrganization #
ListAwWSServiceAccessForOrganization

« B)fE : Organizations accounts £ ListAccounts, ListChildren #l ListParent

BAARERH , IAM B (NERAE, BERAR) T TEY, REIMRRBERESE, WEF
&, F2H IAM EREEETHREES A B,

3 AWSServiceRoleForServiceCatalogOrgsDataSync [RIERZ AR

BREEFEEITAWSServiceRoleForServiceCatalog0rgsDataSynclRiGEHE A, AWS
Service Catalog €148 A & H F AWS Organizations= WEIEL A ERESIRE RREEES
3 SLR AWS Service Catalog FIEF

AWS Service Catalog &% 7 AWS CLI. EnableAwSOrganizationsAccess@X AWS API
CreatePortfolioSharediER = B AWS BB XA , SEBDALEIRKEZAR,

ERRBERAR =
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LR EF AR UBEREENIRS  RENEMBRFPTX—REFER , TUERAXEL
AENIE. EEE-STH K F2EEN IAMIRFHRHBNTAE,

EEMBRUBREEER/E , 2RFEFXREY , AU ERFHEAEREFEFTELAC, EEFE
3R EnableAWSOrganizationsAccess= KfCreatePortfolioShare , @BX A& AWS Service
Catalog B REEFAC,

fmEE BRI ER A AWS Service Catalog

AWS Service Catalog 7 /o FF & 4mEE
AwSServiceRoleForServiceCatalogSyncAWSServiceRoleForServiceCatalogOrgsDataSyncsl
RBEZEACE, RAEREERTRASSERBERLAE UGB EIEEVACGCREBEACER.
R, BAEAR IAM RiREAGHER, WEFAEA  F268 (AM EREERE) PNRERERBERS

A,

fiBR 89 PRISELE A AWS Service Catalog

ZELAER IAM E# &, CLIAWS 5t AWS API 3R F B il B
AWSServiceRoleForServiceCatalogSyncs
AWSServiceRoleForServiceCatalogOrgsDataSync SLR, EEiE B , B4 AL FEHBRE
ARBEZACHNAMEER (HW , BSENBREFENET AWS Service Catalog B ) , RES
REFEBRRREEGAR,

AWS Service Catalog RIS EH AR ENE

AWS Service Catalog X BERMHBBHNAME RSP EARBERAG. NFFMEF , F2H AWS
[E2 45 B v

215 & 7 B & 2 PRYZE AWS
Service Catalog

EEIRE (#HEmadbiEf) us-east-1 =

EERIP (H%MH) us-east-2 =

EE RS (hnF @ EEELER) us-west-1 =

ERRBERAR =
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

AWS Service Catalog

Ep =Ry

LEFEL (R
Africa (Cape Town)
TAE (BB
TAE (FEME)
TAEE (RE)
BAEH (KK
A B ()
TAES (F )
TAESE (B3
DA RS (RE)
A (55)

BUM CEBRAR)
BN (EREN)

B ()

BN (CKEE)

BN (EB2R)

Europe (Stockholm)
Middle East (Bahrain)
rAEM (EBRE)

AWS GovCloud ( ZBIXRER )

B & 5

us-west-2
af-south-1
ap-east-1
ap-southeast-3
ap-south-1
ap-northeast-3
ap-northeast-2
ap-southeast-1
ap-southeast-2
ap-northeast-1
ca-central-1
eu-central-1
eu-west-1
eu-west-2
eu-south-1
eu-west-3
eu-north-1
me-south-1
sa-east-1

us-gov-east-1

PR XE AWS

Service Catalog
=
=

=
=

fim A0 @D HWm A AD HD O AD AD FD WD AD FD RO A

fim

ERARKEERAG

64



AWS Service Catalog EEBER

EE&HE B & 5 P E AWS

Service Catalog

AWS GovCloud ( <EIFaEE ) us-gov-west-1 =

¥t AWS Service Catalog & 7 MIZEGETHER

ERA LT & ARG B2 B MIE IEE A AWS Service Catalog 1 IAM BB E M E R E.
3

- BREEE PHITEIE AWS Service Catalog

- RAREEHIT iam:PassRole IR
- REEARFF AWS (RFAWABFEIEK AWS Service Catalog EiR

REEE FHITEME AWS Service Catalog

ME AWS BEEFEA SRECEEST 83 , AIXNEBEENEEESRIGE. ENEEERAKE
MEBEBRIENAE, B mateojackson FEAEEHFEAEEEMRERE my-example-widget RV 4H
B, BREEBaws:GetWidgetFFls | 34 T HIEIHIEEEE,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
aws:GetWidget on resource: my-example-widget

FELBERT , Mateo 2FREBEEFTHMABER , AFFMEA my-example-widget EEFE
aws:GetWidget &R,

RAREESHIT iam: PassRole HIIZHE

ERINEEEER |, FAEA AR EESHIT iam: PassRole BIMEMIRE | BAEBIR BN ERE B LUIEH
B, ENEERERALRACAEEBAEBNAL., ERZIABEFENBER , AFLESACEER
AWS Service Catalog.

BEAWS BRTREKEFTALBERZERYE K MARBIUFNEEACIBBELAC, WFENT
ER , ELARERACEREEXRBNFTT,

EAA marymajor WEAEEHFERAERAEHPHTEER , SBAE T H|EHIFEEE AWS Service
Catalog, 78 , BIFEERKEERKACRFHHF., Mary RESACEERREHETT,
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEBRT , Mary ERNEESEMMABE , LAFFEIT iam : PassRole Bk,
BEEAF AWS IRF AW AEFEFR AWS Service Catalog EilR

ARy —EAe , BEMKRFPNEREREEBATHAESFIENE R, S UEEZE LT
EEEVHIREZAR. SFEXEERERNBERSFEURHIEE (ACL) RYBRES , &7 SUE A BRL R
RRET AEFEENE RN,

MEE—STH 6 BS2RUATAS :
- ZETH#E BH AWS Service Catalog X#EiELINEE , 2B < AWS Service Catalog EE 815

BIAWS Identity and Access ManagementAWS Service Catalog) FH#Y .

- BETHROMAESHESH AWS IRFHRRHEERNEIE |, B2 (AM £HAEER) FHNAEHES
Y5 —{B AWS 1RF RV IAM A & R FEE.

- BEETRUNMKERNEIERMEE=S AWS IRF |, 28 (AM FAEER) THSFEER
HIEE=FHE AWS NIRF,

- WETHNMAEBBE S0 RUEDE , F2H IAM EAEERPNSFRREEH#GENTETS
DTERMENERE BESED).

- BETHERAGNERERRETERFEFNCENEZE  F2H IAM E£REEERTHN AM A6
HEREBENER,

FEH17E

AWS Service Catalog EmiEESALNEEERHSRREAEHENFIRIER. ELSEAEHE
IERBER  EEFERETURAEYRBERASTNEMNER, WEFMEN , 52 [Ethe section
called “BEERES",

Constraints

[REFHZEFSEREAEAREERECRBERRKEERAMERA, LSEACMHREARFEER
EEERERRA. MERBRAVFMEER , 5526 the section called “EA RS,

AWS Service Catalog BIBIFRFI AIRLE —SRGFRREAEMENGT T, EEEEREREESIN—
BEMEBIMBRIEGER  RBRIGRGEEHHEESRRFEAERZEREERBRERKAE
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A AE ARN, FERLESR | BATEE AWS EREVWEFER, MEFMEEHR ,
called “BREh R Hl 54"

2:[the section

£ FECER N ES#E AWS Service Catalog

AWS Service Catalog B2 #& AWS CloudTrail , ttIRFEZHEEFTE AWS Service Catalog APl FE0Y |
Wi BFERRAFEEIEEN Amazon S3 FEFITE. MEFMENA , F2EEA CloudTrail Fo#k
AWS Service Catalog API FELY,

&t v] LAE F OB N BR MR SR ER E B B4 M Amazon SNS EH, MEFEMEA |, 552 Bthe section
called “i& HIFR HIE 4,

&R ERTE AWS Service Catalog

E=FH % AR AWS Service Catalog BEZEEHFTERFTMH WRLMM AWS 28 , SFE T
HE

- REEMEBEZES (SOC)

- IFFEXEERLZLEE (PCIDSS)

- B REEEREEEITE (FedRAMP)

- XERERERBEETER (HIPAA)

MBI EA R AEER AWS WEEE  BSMLRHBBEAN AWS . DE—RER
SBAWS 2R3,

3

B LAERA TEHE= SR E AWS Artifact, MFEFMEF , FSHE AWS Artifact F FTEHFHSo

')

IRTEER B A R E(E AWS Service Catalog BURRE RV Z M, B4
EEMZER. AWS REELERRIGEER

ANEREE , URER/

« ZEHESGHRREAPEE - ELNERFNRREZEE  YRHEEEFHBEUARLESRAELN
EERIBNLS R AWS,

« HIPAA Z2EEHREEARE - WAKRERPLRMAFER AWS REIL S HIPAA REHERRE
o

- AWS £ E R - WITEFMANEmESTREEAREHNEZENNVE,
« AWS Config - AWS LIRS EERERFERBER. EXEAMERNEE.,
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/logging-using-cloudtrail.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/
https://docs.aws.amazon.com/pdfs/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.pdf
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
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« AWS Security Hub CSPM - AWS BRI IRt AR SMREN 2 HRRIE AWS |, THBIERERS
TR EXEEENREER.

HEY5E M AWS Service Catalog

AWS £IKERRERU AWS BEMATARSAERZEN, AWS ESRHSEERRERHMN R
THES , BEEHUMREE, SHEENSERRNMRKER, BRTRESR , SREHRIEENE
REXANERE  RENETARSCBEBRERE K MASREPEH. TABSN TN, RiE6e
HH|RRES , HBRE-RSEERNPONBRERREES,

mFEAWS BFM A RAWFMER , FSE AWS £IREWFE,

BRTY AWS £BRERERME I\ , AWS Service Catalog iE32 i AWS Service Catalog BB EE, &
TEBXEE , EFATUBDERHEBENSERERAEIR  ARETERANZLER. SRAEEENE
AE RN BERSRRERAERTNHEONBERERENTE. HBREE, BITRENTS , URE
AWS Service CatalogfiERFF A, MBFHMEF , S B the section called “FEHREEN1E"S

PR EREREZ £ AWS Service Catalog

EBZER , AWS Service Catalog 2% AWS £ R ZEHNRE, E AWS ZLRBEUR W
il AWS REERRGEHWHBENR K FSBRAWS EinLts, EEFHERRBERZENREERRELS
B AWS RiE | F2 B R 2 AWS Well-Architected Framework i Ef#58 ibR &

BT LAE R AWS 2489 APl FERY | AWS Service Catalog EBMHERKRER . FAERSEZETYE

=

- Transport Layer Security (TLS). HMTFE TLS 1.2 WEZMFEA TLS 1.3,

- BEffEXEXTR(PFS)MWERIBEEH |, flt0 DHE (Ephemeral Diffie-Hellman)= ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARMR(M Java 7 MEHMBRR)AZEZEELER,

£/ AWS Service Catalog , A IR HERTFRAIENEE. EREENERIREEEERECSMN
EEHH, EBOUER CopyProduct APl RISERER I HMIESE,

M Z £ REET AWS Service Catalog

AWS Service Catalog Rfi5¥ZZ£Ihet , HEEHBNEEECHNLLEBERRER. UATHREEKA
—MRER , WFRRERTENRZEMBARASR, EEREEBTHETEARELREEWREER , ALEHE
BHAABERARBERET K MAEZEERET.
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BUNERSRA , REUCAEERBDERRRANSHE, ELRUBREERRG K RACFRHTE
m#Y CloudFormation SIAKEEL N, EAINERABENREREZLEARRE , RAREHEEA A5
EHDHO

AWS Service Catalog B EM RN ERREFN CECATHNERFEARS,. TEAIERESH
EmWFERGF , KESEAZBEHNRES., flw , BRE ERAFREAE Amazon EC2 #1718
i BEERESEMERS . —EAFFBEFEI GPU FEM EC2 HTEE , 5 —BEAFRE
t1.micro ¥ m1.small EC2 #1{T{E#., 1ELL&HI& , AWS Service Catalog E 5% —{EE BRI&HI IR EIF
# (t1.micro 1 m1.small),

EEHK IAM R EZZRB ALK , JURBREERAEY AWS ERHNEFHR. R%& AWS Service
Catalog , &R LAER B MEIRS  UERBERKER A,

EEE—S TH K SEHX AWS Service Catalog , 5528 AWS # ZEHZE AWS Service
Catalog.
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EIE A &%

AWS Service Catalog IRt EEETHAEEERMES. ERMRIMERENNE.

@ Note

EEBHITAHNEER , BXLEEE AWS Service Catalogl EE SR, MEFMENR |
FZ2 B P H Identity and Access Management AWS Service Catalogs

7%

- EBEMES

- BEER

« {E/ AWS Service Catalog PR #i4& 4

« AWS Service Catalog BR#5 EhE

+ # AWS Marketplace EmFIEELNERES
+ ffH CloudFormation StackSets

- EEEE

EEEmMMESE
AU EEEETHANERBEASEEL AWS Service Catalog 23, MENEHERES.

%

- BY, BRARKRERES
- BRERESFHEET

- BEUNMBRERES

- W8 Em

o i8R HIRAF

- B FEUERIGEAE

- HAERES
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- HANEAERESE

EY, mRNRBRERES

EmBSERERENCERNESTRINERESFE, CALEEREYFERES. BREMRE
SR AEARRIRFHMERERES.

BEERESEER

1. £ https : //https://console.aws.amazon.com/servicecatalog/ BB Service Catalog £#2 A&,

2. HEREMTENEDS.

3. WMRERFHTF AWS Service Catalog , L& EHE| AWS Service Catalog BHIEE M, #E [AF] XU
BUEMBSES. KBERBEUENE—RBERES , AR ERESHE.

£/ K AWS Service Catalog , B M FERFREIERESEH ; FEBSPEERKE & , REEBE
BERES,

BB EMASFRET

£ AWS Service Catalog EEE XA , EmEeHHEFEESIHEREEHNERE. FAKE
HUEEERAETHNER. BRFERAEERNFEHEER TagOptions &R,

118 Portfolio details (ERMBAESFHFMEN) BEE

1. £ https : //https://console.aws.amazon.com/servicecatalog/ BB Service Catalog £#2 &,

2. BELEEENERES.

2 MM EREmES
ERERESHEARRIAMNBERES.
FREREE

1. EEAISENRERY , BEEERES.

2. EEBVEMES.

3. EEVEMREESEEL ,, WMABRNER.

4. J##Z Create. AWS Service Catalog created E RS W RE MBS FMER.
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MBREmES

® Note
BRERBRETBERES, BANUBKREAN (A ) WERES , BEEEMBREANERE
AN

BB RAEBBREMBER. REGES. #iE. A6, €£AEF. HAMN TagOptions , FeMEREmRAE
B, RRERM  FRMEMESUETERESHMAET. ARBEEBRNER,

® Note
BERZER  FEBRERESHNRERYE , BBREFAER.

1. HEERIEEDgEXRSD | BEERES.
2. ENEZEMBRNERES,

3. EIE M., CREMBAIEERES, WREESAMKREAN (1B ) WERES , BIBEDE
B|AER

4. TERERRRBEF |, BIE Delete (MIER),

¥ Em

BULKHERERLBEERRAEMRES AT RAEREEMESEY BN  LUSERIE

EEMMASE.

® Note

E13I AWS Service Catalog Em , &7 LA L& CloudFormation #8753} Terraform #HRERE
%, CloudFormation EZfZ M Amazon Simple Storage Service (Amazon S3) F1FETEE
B, BFITREBEESR "cf-templates-". EMEEMEF , BEXEE TR HMHETFITEEE
YHEFF AT, MEFMER  F2HEL Em.
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¥ #E m

|.

BAUREREEFHETNEAEENENER. EGRILERBRYERK , §8HE AWS Service
Catalog $T8Z B eZEMNEmMES.

BENE—EHEm

1. BEEFERECEH , AR BELENEERNERBESERE,
2. HEERBEESHMETERL EHERER K AREZEELEFER.
3. &R Enter product details (i AE mFFHEF) MALLTER :

* Product name (Em&#) - EREE,

- EmfER (A ) - EmfR, kERSRETEERBET , NGBEERERNER.
« IR - ERER, WEHASEREERBETR , DB ERZERNER.

- BREDCRE - HEENSBAEF B, KEFMNBEETAR/ER,
« Vendor (£ ) - EAEAZBHENETE, MRUITRECHFERFE  UEERMSKE

]
AR o

4. 1E Version details (\RAFFHENR) EEL , MALTER :

o BEFEX - HA CloudFormation Efm , FEEFELEHCHWEARER., REREREH

CloudFormation &4 , 18 [ 1Z K TE Amazon S3 FRYEIZAR URL, IAH CloudFormation
& ARN iR | I FERENBRFEFNERESR,

B Teraform Em , FREFLHCHHEAER, NEHBRETH targz HEER , ERFK
¥ Amazon S3 HHVEEAH URL , SfEFENBREFESTH tar.gz HEER.

« IRAEREZERE (BRA) - ERMANER (Hlw "v1", "v2beta"), TRIEHAZEE,
- Description (#iR) (7€) - EMMRAHER | SFE I RAKE LT REANESR,
5. &R Enter support details (i A EFFHEF) M ALLTER :

 Email contact (B FE4BiF& A [REFM]) - BRERBDENE FE4 b,
« XEERE (ER) -MAMURL, FAETUEEKRIZEEARERER., URL XA

http://= https:// FHHE. EEEAEHEIEEANERENFIVE,

- XE#HR (EF) - RASEXNAERE FEBHBIRANZEER,
6. EEEVEM.

WiEEm
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HMEBRAEMm

BALUR=ZBAUESREERNEEERES ERESEE. EnleHMENEENERBER
Mo

EENMERAERIERES

1. SEFEmESHE.

2. REEmBES, RAREEDF - BERFEEERAS.
3. BREEMm  ARBEKERMEEZEEMES.

EXTEBERERK  FRERERESTEKR. ERNUREREREENEKPIE , mMALD
RULKERMEEEMERES. BAUU-—AREREEBRZEER.

EERERESTBRER

1. BEZEREAEE , ARRECEERNERES. EREAFMETEEPERIBRRK,
2. REEMEER.

3. BE-NZMEER, ARBEBR,

4. TEREHEE,

T8 BRI R 1

BIEZFIBREIFRG U EHFEREE EROVEE SR, WMFE AWS Service Catalog Sz R HIFE Y
SHHMERA , 5528 FH AWS Service Catalog R #lI&E 4o

LeEERBEAEMMBE R  BERMHERHKRE.
& BT E Y BR B R 4R

1. ¥ https : //https://console.aws.amazon.com/servicecatalog/ BRI Service Catalog £# &,
2. BEEERES A ARENEmAES.

3. EEMESHHNEAEEY , ERBURFIIRGER , ARBENERBIGRML

4. sHHER  ENEZEARFINER.
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5. SHHREIEE  RETHIHH—EZREE

BB - TJEEAS IAM BREREARMGE AWS ERNER. NEFHMEN , FSBAWS
Service Catalog BUEDBR &l 5 4 o

B - JELEERBASERE Amazon SNS T8, MFEFHMET , FSRBAWS Service
Catalog J& &1 PR & 4 o

A -TRERFSREAETRBERKTANRIR, #4802 JSON BRANNFER , HYP
BE-—HZERA. RASHFEEERFEAN CloudFormation A, MEFMER , FSRELX
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EEEH - TELEMEERRENER., WFEFHMAENR , FSBAWS Service Catalog 128 F #
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6. BREEE A6 ARBALENET.

= 2 im 28 R R A
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Service Catalog EEEF#E A,
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HMEFEME.

4. HERBSHMETEE L  EEFIRSIER,

5. EEMESFIT  EERTEFIE,

6. HHHEE EETREHE K ARBENEE,. Ae/HERAE, BE. KRS TUHE I EXERSA
.

7. BRERTEFIE  BERAHBNNERESEMEE.

EEBRYERESNFEIER

1. EERESFHEFEERL  ZEHE. ACGIFERAEER,
2. BEREBREFIE

HAEmES

EEZES—@ AWS IRFEH AWS Service Catalog EEESEHNERD BRABKRFERE  BEAH
account-to-account$t FA = E2th {9 £ B IEHY AWS Service Catalog = m#H & AWS Organizations,

E &£ Faccount-to-accountt AEMMB SR , CERLAREREENZE, EEANEREESHHE
BB FYE  SEEHHARERES (EAiANERERES) IMNEERS,

WA EEEEERDBRERG , BT LAREERAENE AWS Identity and Access Management 17
B,

® Note
FEEHARANER, SR EHAERNERES.
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2. EEREEDRRY  EEERES  ARENCEXAANERBEES. EEFEDRERD , ERH
Ho

3. EWMAWRF IDHF , mALREHLA AWS WIRFHRS ID. (A ) #E TagOption £ A, A&
®,EEHA,

4. # URL B4 BEIRFR AWS Service Catalog B8, URL EFMEAERESER , Y BH
RELAERBEEN ARN,

EA—EEmES

RS —{E AWS HEF# AWS Service Catalog EESRALAERMES , BEXERESEALHIE
F,UELAUKHEHERS RIGRKRERE,

T
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EEEAEMRMBS  BXEAREEENESEREAS ID.

EEREFFEEANERES , BHBULRA https : //https://console.aws.amazon.com/servicecatalog/
#) AWS Service Catalog &, EEmESER L , ENEAEZEER. RREANEREASER XK,
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B LAMER H A AWS Service Catalog Em#4E AWS Organizations.
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ANEREESIRSE, MEFMENR , F2E (CloudFormation EAEERE) PHEMEREEES,
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EHEERARERR, BEARKRSE AWS 5 OU #H,
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RERNEESIRF A
BBV E IR AT LS btk FEEMAMBUREEMAEBHNEREES,

EREEETLUGEERS —KEHBBFT LA AWS Service Catalog EiR. ffIEREEIL, MERF
HAERES,

EEFMIEUEEMEREES , BXAREERFER API 5 CLI, MEFMEF , F28 AWS
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® Note
EHEXNAELXTY | FEEKEZRAR EnableAWSOrganizationsAccess,

REREZESRFHAAERESHEFELEEIRFLARANEFAR , W EATRthe section called “f¢
EEREHA.

MRKEFUHEMAZREES  SRETIER

- RFRFEVYMNERBSHASWBER,
° MWET EE—L%EIJEHH%EE/\

(® Note

NREFREESEVNERASNMAAEZREESHUEEMRABE , FEXEMMBUEEE
MEREES, LBFEBRAIRFEYNERBESNHEA,

EARABRBERF

MBEEEBABEIRS |, RSB AWS Service Catalog ERESTEEEE,

WP R EEE B A EBEVHANERES.

EHXAEmRMBERLA TagOptions

BAEES  BUUENHFLIEE TagOptions, TagOptions R &i/EY , AIEEES :

- ERNEFHITEENDH,
- EEEBEEYSHEERNERBSEILBRE,
- EHEMIREFRARERBESHNERERBANEERRE,

ELETERFHFEIBRERERR K SFEDHERERMFAREP, ERHEARFES , EHK
£ &£/ TagOptions EEME , IS AARAHEER LEBNERZRE.
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@ Note
ERHAERMES  BFEEHESE AWS MIRF ID. # EREHNEM AWS IRFSHKIRF
ID,

(® Note

2R TagOption ERFE—EH , EEMERFHE AWS BB H#THE.

EHAERMBEERIELA TagOptions

—

EEAEEDRERT  BEERES.
EABERBET , BRYBRERES.
REEMWBEEFRELR , KRR BELRRE,
BIEEHM AWS IRE AL

WA 12 UEIRS ID SRS, BREURA , AREEHRA

o ~ b

BHANRFEETERE RANKRFERH, ©iEH R A E/RA TagOptions,

O EFHERBEHRZLEE TagOptions, BREMBEFERBFTAE TagOptions JREEE
REILRE,

EHERESHRZLTE TagOptions

1. EEfSEMRERT , BEEERES.

2. EAMEmMEST  BEREYFAMERAES.

3. WRLERNBEFREEHM.

4. TEER HAWMRFF , BIEFRF ID, ARBEBE
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ESRENERBUEH AR | FEZRAUREI R A TagOptions, EHANIKRFEREREE AN
MRFERF,

EREMHUEH AR , FRBETEELRKRE
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BREES  SUHUBRUGEFREBNEMRESHE, TREBEREEETUEERBEESPIEENSE
H, AENERAENER  AREERESHA. EAHLAERESK , 8 AWS Service Catalog 58
RELEFEAEBREEHEE. WREMMEETTE , AWS Service Catalog & B EIASHRFR IAM 88
EARAERESEIERE , UEERERTFERE,

(® Note

EXSIREERESCEVEME BEAEmMEESCREAMIEFRA , ATREgHREEN
BREIERE, YWRWH AREF3E AWS Service Catalog EEE{EREMET T ( £H
EAR) NERE  ZEREVUBRIRESERESIREBEBN IAM 88, #HAMER
ERRETHEEBMLERFEABBE BN AWS Service Catalog , 1B t4f B 88 7] SAKERIE A
., MBHBENZMKZEZME , Bl AWS Service Catalog BZEFH PrincipalTypet s
IAM, fERLLARERE | INHFEWRF P LACEE Principal ARN , FBEEE M BB,

ELEIERFHFERNBIRIBEBE , AWS Service Catalog E BBIGELEBEEAIKH AR
Fr, R, WHEANIRFHNEAEITURBESHTES

- BRERAETLUMAE, EMNKLERBESHER.

- BEEELEHEM IAM TREREANERBESEYRAB , LS FIERTRIRF S EN KK EA
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@ Note
FREBHEAEBAR AWS Organizations,

EHAERESKAATRERE

1. BEERIEEDRERY  BEEERES.

2. EFXMEREST  EELELANERES.

3. uEEEMRERYT , EBEHA,

4, JEE 9B AWS Organizations.

5. EWMEEEBER &, HEMEN (OV) EBKE.
6. EHAREY K BMAFRILARE,
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BHALEHNERESHRE , LESEBRRBHAE., ESRBAARFAABRXERESHAEERE
=18

ENEmASLRAUMAREREREE

1. EEAEEMRERTD  EEERAES.

2. EAMERBST  BELEEFNEMMES,
3. BEEHARSIER.

4. EMLEEFHHA K RREEHH

5

BEFHAR  ARRERALRB R AR, AWS Service Catalog ARERHAREHRHA
FREHE,

MREREBFLREEARFRAATREE  SEAERHAM.
HATEEABERGEABAER

AWS Service Catalog XEFABAF S ERESEINERT IAM X8 (FHRE. BESAR) &
B,oHmM ™R, FAEAZAERATRE—RESME IAM TEEZE. ARN BEMTHEE
BAHERERA=ZT,

AEZHEMF T ARN 6

 arn:aws:iam:::role/ResourceName_*

e arn:aws:iam:::role/*/ResouxrceName_?

BELEZBAT T ARN BVEH

e arn:aws:iam:::*/ResourceName

£ IAM Principal ARN #&3{ (arn:partition:iam:::resource-type/resource-path/
resource-name) F , BR{EEHE user/. group/ = role/s RETE resource-id [EBEXH K resource-
type 2% , FRFFER "2" M ™", BELATE resource-id RWIVEINZE EA4FBRF TTo

" ETBAE " F U, FFE resource-id R ER, HiL0

arn:aws:iam:::role/*/ResourceName_? E#FAfS arn:aws:iam:::xole/pathA/pathB/
ResourceName_l%ﬂarn.aws.lam...role/pathA/ResourceName_lo
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&S B #%.
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FEHAE,

EREANERESEERNEILR, TEANERESTHNERNRHEG K SHEEHXAAERES
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R B R , B BREEHEFHIE AWS Identity and Access Management (IAM) ZEUE, MEFFHE
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- BERE, HEANAGTREEEANERES
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ARN A AEEE, MREFEAAE ARN , BIESEAEHAEFBNIRFE AWS #ERE A IR
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® Note
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RERE. FHEN
ﬁ@lo

EHEEMm

BURNER. REENMRNEARBRITRARENER , Y¥ERIBIERESTH , e
BiGERSE

EmFMREACERCEREREREEFNERNAELAE, EASBRENK K BREAETUER
RENMEER,
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- BEEREE

- BEVEm

- BEGRMEBEERES

- BMESR

« # GitHub, GitHub Enterprise 5 Bitbucket }47ZE mE$ E &8I A =

- MREm®

- EERA

BEEMER
BAI LA AWS Service Catalog BB EFHEATNERBEEERNEEEM.
BEERBEEEE
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2. EEREmMBE,
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BIYEM

& AT LA#E AWS Service Catalog BEE X ATHNEREEREIYER.

(® Note

B Terraform EREELHINNEEE  2IF Terraform HES|IZBHKB A E., MEFHMET ,
F#E Terraform EH A M,

B K AWS Service Catalog E fa

1. EEZFEmBERME,
2. EREVER, AREEZEBRVEm.

3. EmFHES - TELEEEREUNERER., AWS Service Catalog &
CloudFormation, Terraform Cloud F B ( % # Terraform Community Edition) EmEE, Em
HHEAL IS EAEBESHMENEETIESARGERKRETNPEEN, BATIER
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- EmEE - BRgR T EEMEED , UM EEZEIRNER.

- MEE -RHLERNASSES. #EETIUREN ITHEBNEEENER,

- Distributor (#A ) - EAEXZMENER, MBUITECHEFEREE  UERRHWSERE
ffo
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o FERAABEAER - AR & CloudFormation E8755; Terraform tar.gz #HRERE R,

 f£/ Amazon S3 URL - #§E 8B FMTE Amazon S3 F#Y CloudFormation #87sf Terraform
tar.gz #HREE RN URL, MREIEE Amazon S3 URL , BIAELL BISEhttps://o

- ERANEREEE - 38 EEM GitHub, GitHub Enterprise = Bitbucket R IEfEFE, AWS
Service Catalog AIBEK EMBLS ZERER, BN Terraform Em , SR EREAMLER
£ Tar PHEEILLL Gzip BHEWE —ER,

- fEFAIRBR CloudFormation & - @ AIRAE CloudFormation &/ ARN, WFEFXE
Terraform Cloud S\ 2B @

« JRAEREZHE (BA) -ERMANEE (HlwW"v1", "v2beta"), FRAIFERAZE
- iR (B ) - ERRANER  SRBLRAEEMREANER,
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- S - EEMFMETRE LNRARSIEBRHRE. AEVEMTHERENBEYEMRE
B, RRANIESIERATER. FEE—S THIES , F2REEERAS.

5. XEFHMEATRBELTAMNMER  WREEBREED, BWATIER

« Email contact (B FE 4B A [BIFMH]) - BHRERBBENE FE4 bt
- XEER (EA) -SBY URL, FAETAERKREZEEAIERER. URL KA
http://=k https:// . EEEEEHEIEEANERMENFEE,

- XEER (BA) - RPLGEZOMNERAEFEEBIS AN EERE,

6. BEEER (BA) -RIFHAEZEBRIBEERZHN , BEUUERACPRBERIILE RN
A,

7. BIYER-ELERRER  FENEVER. $VERX  ERgHUBRECERSEEEL. W
TEENEERAERTEEEIER,

& A LAEA CodePipeline B MREEE |, K EmMEAIFEE AWS Service Catalog , WA ft
FERFRBEETAENEE. MEFAEF  F2RUERE EVHEENEE AWS Service
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A LUE CloudFormation 3 Terraform B4 E RS HBME |, WEMBHRRAPTELRA, 8
EFMIUERENR N NREARE. RINRKE. AFNE, URBRAIRER, NRRHNE

THESE8BM , SEMELRE AWS Service Catalog HHBE, EEHR—S THSEEBM , B2
BICloudFormation ( EAEERE) N2 H.

il 3790

&L ABEBH Amazon S3 REFRFREEEMANETT. BR , EUREERMBRNEFERFKIESTIE

(=]
RN o

Error: failed to process product version s3 access denied exception

MREEFWAR , FRE ERRET IR P BB 4aETT

« FRMAERREAN TR,
« L "cf-templates-*" BASRMI RETFETEE , BIK AWS Service Catalog IF R mEAR ,
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THEHIBERBUR AR IR R R F R I 4 AR RIRFT .

"Sid": "VisualEditorl",

"Effect": "Allow",

"Action": "s3:GetObject*",

"Resource": [
"arn:aws:s3:::YOUR_TEMPLATE_BUCKET",
"arn:aws:s3:::YOUR_TEMPLATE_BUCKET/*",
"arn:aws:s3:::cf-templates-*",
"arn:aws:s3:::cf-templates-*/*",
"arn:aws:s3:::sc-*",
"arn:aws:s3:::sc-*/*"

HEMMTEEEMES

LUK ERNEEEREENERES, ERmENK  SSEmNAERES (BB AERME
5 ) SEBEBGTRA,

EEmMEEH B BB EmESH

1. BEFERBEEHH,
2. ERNER, ARBRERE, RTHENREF  BESERHEZEERES. REESEED
E#¢name-of -productFHBEERBEEEE,

3. REEmES  AREEKEmFHEEERAS.

# Terraform EGRFBEERBEESKR , EREERERIIFRMGE, EBABERIKRSREIIAM A6, WA
IAM &2 ARN , R A ABERE, IRESIECACERE , BREFEHAREIES , BItRFS&Y IAM &
BFERAZEE, ENERBACRFEIIRFERR K MARETVUASBREARFEIRLHNER, WEH
MEFREE , F2E T 6 : iSEEIRESIHIEE Terraform ZEm

EREESTLLEEEZREE CloudFormation  Terraform E REBEEMNE R.

EHEm

EXENEMNELRE  SERIUFNERRE, FNERRISEBREGEHFICSERNER
HENFBEERE,
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® Note

EHEEERE  SEZLESFERETE (CloudFormation B Teraform), Hl40 , N RIEEH
CloudFormation ZEm , BIfE£4$38 48 CloudFormation EEANEI{X A Terraform tar.gz fAREE
R, BULAFERAH CloudFormation FIREREFH IR A CloudFormation EZAHE =R,

BR8T EREmRANARERNERERETUSEMEZERENANMAE. EERBNRETH
B, EAEUERAMEER RS EEmAAE AE LN ERHREMRSD T,

EERIFPERRAZH , AWS Service Catalog &R TE Terraform 512 CloudFormation 7
PRAIRERESR , UBRKREMEEEE.
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1. BEZFEmMBERE,

2. ERLEEHNNEmR. RRSKEEnNEZERFMAEARR.

3. GEEMMAMEAEREL K RFEMARSIER  AREFEIHRA,
4. FERAFHEAT , BT TINEME

5.

- BEHLX -FHREAERENELSR.
FRARMEARER - ARG & CloudFormation EZAE], Terraform tar.gz fHREE R,

£ Amazon S3 URL - I8EIE [ FHIE Amazon S3 FRY CloudFormation &i4<s; Terraform
tar.gz fERERERA URL, WMREIEE Amazon S3 URL , 7B hitps : // FAEE,

FERNSHEEE - 5EEH GitHub, GitHub Enterprise 3 Bitbucket BN G FE. AWS
Service Catalog AIEZAHKERBS ZEAER, BN Terraform ER , BEFAEREASERE
Tar A EEIL L Gzip BFEHNE —ER,

£ AE B CloudFormation #& - # AIRH CloudFormation # &K ARN, Lt ERLZE
Terraform Cloud RAZE R

- IRAERE - ERRANEE (Flm"v1, "v2beta"), T AIEHZEE

- IR (EA) - ERRANER , SFEHRFELTREHER,

BEREmBRE,

EHEm
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BB A LAE A CodePipeline B MR EEE , KEmMEAZBE R H P AWS Service Catalog , M 7E R
BREFEPRNEE, NEFHEF  F2RASERE  EYSEEMEIE AWS Service Catalogo

% GitHub. GitHub Enterprise 5 Bitbucket 4 E mE S E & AER

AWS Service Catalog I B ERBELZ EEBNNRFTEREEETENERER. AWS Service
Catalog RIEEBNHEEHAERNER , A GtASER. BFEREIIE GitHub, GitHub
Enterprise = Bitbucket, EAAZEFEIRSRE AWS IRFE 2% , BRI LA #H AWS Service
Catalog EmBREMREER , NASERFETNEAER, EHHELAERETEENEREFEFE
REE (Bl , A git-push) , AWS Service Catalog EEEEBESEI B IHNERRAE (KM ).

FE

- BERRLEARBEEIERFTENETA

- BEVIRFIELR

- BR Git FZE RIELR

- ¥ Git IS ERER

. |ﬁ“%?(3ﬂ 220 EE miE AR

 # GitHub, GitHub Enterprise B Bitbucket #& Terraform ZE @E L E 8 A E R
- AWS B XIE Git BF Em

HEmMBL ENREAERAENTH

& T LAME A T %) AWS Identity and Access Management (IAM) BUR A &84 | 38 AWS Service
Catalog EEERN PR TFTERERMBTEHARER., LBEEE CodeConnections F KA EFF A
AWS Service Catalogo AWS Service Catalog BEZEEER AT & ARBUER |, 7 AWS Service Catalog
AwSServiceCatalogAdminFullAccessEIAREFEERTERKER TEBXE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "CodeStarAccess",
"Effect": "Allow",
"Action": [
"codestar-connections:UseConnection",
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"codestar-connections:PassConnection"”,
"codestar-connections:CreateConnection”,
"codestar-connections:DeleteConnection”,
"codestar-connections:GetConnection",
"codestar-connections:ListConnections",
"codestar-connections:ListInstallationTargets",
"codestar-connections:GetInstallationUrl",
"codestar-connections:StartOAuthHandshake",
"codestar-connections:UpdateConnectionInstallation”,
"codestar-connections:GetIndividualAccessToken"
]I
"Resource": "arn:aws:codestar-connections:*:*:connection/*"
}I

{
"Sid": "CreateSLR",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/
sync.servicecatalog.amazonaws.com/AWSServiceRoleForSexviceCatalogArtifactSync",

"Condition": {

"StringLike": {

"iam:AWSServiceName": "sync.servicecatalog.amazonaws.com"

}

B RFIER

e AERR LS E AWS Service Catalog EmZHl , BAEE MW R E — X account-to-accounti#E
R BAILFEALERRECTEMFHELERNRTFEFMEN. BALUERH AWS Service Catalog
F# A, CodeConnections £ A, AWS Command Line Interface (CLI) 2 CodeConnections APls

BIER,

BILER®E , WA LR AWS Service Catalog £#&. AWS Service Catalog API 3% CLI 2RE L[
% AWS Service Catalog Zf. AWS Service Catalog EXEE T URBREEN S XS AERE
MFTRIERTIRE AWS Service Catalog Efm. MRERBTFEFEREE , AWS Service Catalog &
BEENEESEVHNERRE. LANEMRASESERENRARS , XIEREFZANME,
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WA EEIERZ % AWS Service Catalog , EEBR IR EZL AR (SLR). Lk SLR AWS
Service Catalog A FF HRER ZRTFEMNTMEHAEREE, SLR B AFF AWS Service Catalog B
BHARSERBEIFNERMRE, WFE SLR FUMINGENFMEENR , 528 WEKELZAE AWS

Service Catalog,

BYFH Gt AFEmM

1. EERAEEERT , BEERBE  ARBEEVER,

2. BWAERFMEER.

3. HERAFMEAS | BEFEH AWS CodeStar RIHEIRERERNBREEFTE , AR BEERIHN AWS
CodeStar E#FERE,

4. BIERR  BEMBREEREE 6 ARBIHNER. EEREEEHFMEEN K SEREFEE. 2
T MEAERER,

MFEMEA Terraform HEERNER , 726 1 GitHub, GitHub Enterprise 5 Bitbucket #
Terraform EmED EHAFE R,

a. (EIA#H AWS Service Catalog EmERKRAER ) EXEFHEAERD , IEEEN

hEE R,
b. (B #HK AWS Service Catalog EmERFER ) EEBRERT , BEENEER , AEH
AEBAEL,

5. BERVHEM.

BUZEGitRLESR

1. 7 AWS Service Catalog A LAIEEEHIRF , BEEMBE K ARBEBRIUZHE gt ZEE
Ao
WAERERFMAENA.

ENERFEFMERD |, EEAWS CodeStar iR , RREERFEND X,
EHMEERERT  BAHSAERBEENERERE. EEMERE  IRFEERENEER.
MEMALENERR K FEEXREBRIEM.

o M w0 b

#H B AWS Service Catalog EmERE/NTHEE

1. 71£ AWS Service Catalog TR ALRAISEEHRY , BEERBFE , ARBEKERERENIRH
TE,
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2. EENEREEL  ENEZEERENTREFENED , AREET -5,

3. HEEERFFHFMEAEREL , EEIREW AWS CodeStar Bif , ARIEEREFE. 2 XMERE
KT,

4, igj%-lt_io
EMENREREE L  RFERFRES  ARBELEMERENBREEE.

B Git L ERER

& LAME A AWS Service Catalog £# A, API 5 AWS CLI KR IRFEEEESFMET . HREFES
AR RE R AWS Service Catalog WER , BRI EXESREMNEREREEEERUAREAR LA
EmRILHNER.

(@ Note
B UEERBRRAREEEAMN LXESIRE, FHENHEE CodeConnections APIs H
A IAM 350 |, THERBRTEFASA., IEEL IAM FUMEBERWNEMES | F28
# AWS Service Catalog E mEZ ESH A IERMNAEF A,

£/ R ERNRATEFMAER AWS EETEA

1. EEAISEERY , BEEERBE.

2. RBEEHREEER.

3. ZEEmHEEL K EEEZEMRFRFMEEARER.

4, BEMBEERRETHRIFEET ID, BEERYNRE —BRAERE, REAFHEARRSRETRK
RAZETRR 1D,

A BRERNRFEFMEF AWS CLI

#&  AWS CLI , BT TFHIGH

$ aws servicecatalog describe-product-as-admin

$ aws servicecatalog describe-provisioning-artifact

$ aws servicecatalog search-product-as-admin

$ aws servicecatalog list-provisioning-artifacts
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E# Git B EmiER

EALAE A AWS Service Catalog £3#2A. AWS Service Catalog API 5 EFEAMNIRSELHM Git
ELEm AWS CLl,

&R T HBNfIERE AWS Service Catalog EmEREHAER , F2RE VMK Git B EmiERR.

HERERENA Gt AL Em
1. EEASERRY , EFERBE K RAREETIIHP—EEER .

- FEEHE-—Em, FENEm  SEFTERRRFEETNER A ARBEREFEEAN.
- FEEHMZEER  FRESEMERINDRETE  BENKSTEER  AREET I,
2. HEEmBRFMEARRT , AT THIER :

- EEER.
- EEREFE.

=1 —1AN

° j:EIL—E]J io
« REXERTE,
3. EERETEEE,

(® Note

HREREZINBREFENER , EUUEENERR  EREEREHARERRVRZES
BRHEERIASBREEERE,

&t  LAE AWS Service Catalog A AWS CLI &

- #IRE AWS Service Catalog EmEEENPREEEPNELRER
- ENE@PRES O OREREE. HRNER.
- EFRE (EFMRAPUCSHATRANRBEERE ) L£BHELR AWS Service Catalog ZE m B E#R.

£ AWS Service Catalog T A EMBERNEEEFMENR

1. 7£ AWS Service Catalog FEALAIEEEHRY , BEEERFE A ARENANERENDRT
EEWE o
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2. EEMRRFHMAEARERSD , REREERIR.

3. EEMRRFMEARERYD , BEMNAEREFE.

4. BREREEE.

£ EXNERNEFEFHEEF AWS CLI

&£ AWS CLI 11T $ aws servicecatalog update-productf $ aws servicecatalog
update-provisioning-artifact@®,

MR Git B2 & miE#R

I®ALAE A AWS Service Catalog £3# & . CodeConnections API = filBg AWS Service Catalog 7 fm
MEAER 2 BEHELR AWS CLI, BEERPEEmESHRERNERE , B2 AWS Service Catalog &
EEVRIEHIEER, PEHERERE  NREXERCEFTWEREZLANERNRBERE , AIF
SRMEE, ZFEA AWS Service Catalog EmEFERENFREEFHNELER , FSHEEME
#HFHME 2 AWS Service Catalog E ffio

5 AWS Service Catalog F# & AR ENERE Git [P E M

1. EHFAWS EEFEE , KEAEEERPREERBE.
2. WEETEEZEMm,

3. HEmEHEL K SEBEFERRFRFHEARR,

4. EBEDPENER.

5.

RRREIME , RRIZEDENER,

£/ FENEE Git BZEm AWS CLI

# AWS CLI#I1T $ aws servicecatalog update-product@,
fEConnectionParameters®# A/ , BERIEENER

£ A CodeConnections AP| = B E#R AWS CLI

1£ CodeConnections APl 2 £ AWS CLI , #11T $ aws codestar-connections delete-
connection®i®.

£ GitHub, GitHub Enterprise 5 Bitbucket /% Terraform EmRE S ZEAER

£ Terraform fAREERE Y Git S EmF , ERBERER targz XK. BEREEHFES
Terraform EREHER .
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AWS EfE & Git BT ER

AWS Service Catalog X #& F# Git @2 produtc , AWS E1iF 21T~ R,

AWS B 78 AWS &1 &5 XEGtRLSER
EBIREP (HEF =L EB) us-east-1 2
BRI (Hx%H) us-east-2 =
EEIFEER (A e s 1L ER) us-west-1 =
EEEEP (REHR) us-west-2 =
Africa (Cape Town) af-south-1 B
DAHE (FAE) ap-east-1 =
DAM[E (HEME) ap-southeast-3 =
TAEE (RE) ap-south-1 fies
mARESE (KBR) ap-northeast-3 S
DXRESE (BW) ap-northeast-2 =
SRR [EE (T hN) ap-southeast-1 =
TRESE (ER) ap-southeast-2 =
DAEE (RR) ap-northeast-1 =
MNEKX (FE) ca-central-1 =
BN CEFERE) eu-central-1 =
BN (ZEEH) eu-west-1 =
BUM () eu-west-2 =
BN (CREE) eu-south-1 =
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AWS [EiF £ AWS B &5 & Gt AT ER
Europe (Paris) eu-west-3 =
Europe (Stockholm) eu-north-1 =
Middle East (Bahrain) me-south-1 =
EEM (BRE) sa-east-1 Jt
AWS GovCloud ( EBREB ) us-gov-east-1 e
AWS GovCloud ( EEFEEE ) us-gov-west-1 =

il B 2 i
EERRERE , SIS ERNESHEERES AWS Service Catalog F B ERFTE EmMRA

AWS Service Catalog A& AWS Service Catalog 245 MEREmMR AWS CLI, ZERIM
BREM , ZXALXBERERMEEBNAMEERNER, ERnERPABHNEFAIEERESRHN,. &
&, TagOptions MRS EN1E

/A Important
EmMEREREEE R,

{# /8 AWS Service Catalog T2 AMIKRE R

1. EEZEmESHE A ARENITSLEMRZERNERES,
2. ENLEMRNER , AREEEREREA LANVMEBR.
3. HRRIAHEBMERNER  FEXFHRPE A Delete UHEREEMRNER , AR EE

Delete,

HREGHREMERNER , FRESR 4,

4., EMBRERREDR , RREEBRRE  HYSESAEERBBNER. ECMBRERE , AWS
Service Catalog E&HBUHIE L& R BB,

5. HMREHEMBRER , WENXFHPB A Delete RBERATAHEEBE EIR,
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6. BEIFHUSEIBMER,

MR AWS Service Catalog FOEBUHFEERERNMEE  ATEMBREER. MRERRERBER
XBWICHBBME | URSEAMNEE, DREMSRE RS TRBL BB OHART | #
SO AT IR R RS AR 56 B0 SR B BRI

30

- £/ MEREmM AWS CLI

- BRRTMIA S S ok B FR R B

£ MIBRE M AWS CLI

AWS Service Catalog A& H AWS Command Line Interface(AWS CLI) &G E MRS hMIBRE
f. =— & AWS CLI HRRBEIE , JREEFEA BT Shell 1Y e HE AWS FRIEEE., AWS
Service Catalog s8I MBREEBFEZEAWS CLI 5IF , ERETUE REIHNER AWS CLI , EESR
RECHANBTSHIESTH,

JoIRIR I
« RERFE AWS CLI, MFFHMEHS , FERTENEMNKHMRAL AWS CLIMHERERE S,
&K AWS CLI B 1.11.24 5 2.0.0,

« MIERER CLI BB EEHE bash HENKRHEA JQ 5% JSON EHEE, MELREH S JSON
RERNFMENR , 2R THjq.

« 3 AWS CLI BIZ UKL EIE Disassociation APl IR | BREEHEE S PRRE R

EERUMBRER  BXEEBERERMEBEBNFTEERNEE, EnEREHNE/SEERES
B, RE. ERERMNREEE. £A CLI MBEREmME , CLI force-delete-product BI& AJ&
&N Disassociate AP REUHBEBH{EM AL DeleteProduct API &R, & ) % 1@ BIEUH
[ Bt Y {18 B PR L

@ Note
ATEFPETHERBRETRERBEARATELHENERREMEATE.



https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-alias.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html
https://stedolan.github.io/jq/download/
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E 3 AWS CLI 5% LAfIBR AWS Service Catalog 7 f

£ AWS CLI ftiBk AWS Service Catalog EmkF , CLI force-delete-product 5l Al &ML
Disassociate APl , ABUB{E{fAI&PrH IEDeleteProduct AL EY & R EAES

£ AWS CLI fAREE R &2 alias ER

1. fE AWSCLI A , BEZ configuraiton BRI K, BIFFERR , HEEHRERL~/.aws/NRA
Linux 1 macOS %USERPROFILES\ . aws\2 Windows,

2. cli FAERSEFEEREFNVEHRETRBATIRTREIES HFERK !

$ mkdir -p ~/.aws/cli

EEMNcliER RFEHRBKEAMN ~/.aws/cli/ Linux 1 MacOS SUSERPROFILE%\.aws\cli
Windows,

3. HEHMcliBMRAP , EYEA alias BRAEIERNNFER. LA EMaliasEREEHE
REFHNR IR A TG TRELER

$ touch ~/.aws/cli/alias

4. TEE—1T[toplevel]@A ,
5 RBEER.

ETR, BuLEBFHERBIECBRA alias BX | IFEARBEEETNSGS , #§ force-
delete-product BB FTIBZE E=X,
FE)#& force-delete-product Bl ZFIBEEHaliasiE R

1. EAWSCLI Fiad , BEEZHH AWS CLI {HREE B RITBIRL alias &,
2. BTHEXBRZ@MA EBR , UK [toplevel]iTTFFH :

[command servicecatalog]
force-delete-product =

O {
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if [ "$#" -ne 1 1; then
echo "Illegal number of parameters"

exit 1
fi

if [[ "$1" != prod-* ]]; then
echo "Please provide a valid product id."
exit 1

fi

productId=$1

describeProductAsAdminResponse=$(aws servicecatalog describe-
product-as-admin --id $productId)

listPortfoliosForProductResponse=$(aws servicecatalog list-
portfolios-for-product --product-id $productId)

tagOptions=$(echo "$describeProductAsAdminResponse" | jq -r
'.TagOptions[].Id')

budgetName=$(echo "$describeProductAsAdminResponse" | jq -r
' .Budgets[].BudgetName"')

portfolios=$(echo "$listPortfoliosForProductResponse" | jq -r
'.PortfolioDetails[].Id")

provisioningArtifacts=$(echo "$describeProductAsAdminResponse" | jq

-r '.ProvisioningArtifactSummaries[].Id')
provisioningArtifactServiceActionAssociations=()

for provisioningArtifactId in $provisioningArtifacts; do
listServiceActionsForProvisioningArtifactResponse=$(aws
servicecatalog list-service-actions-for-provisioning-artifact --product-id
$productId --provisioning-artifact-id $provisioningArtifactId)
serviceActions=$(echo
"$listServiceActionsForProvisioningArtifactResponse" | jq -r
'[.ServiceActionSummaries[].Id] | join(",")"')
if [[ -n "$serviceActions" ]]; then
provisioningArtifactServiceActionAssociations
+=("${provisioningArtifactId}:${serviceActions}")
fi
done

echo "Before deleting a product, the following associated resources
must be disassociated. These resources will not be deleted. This action may take

some time, depending on the number of resources being disassociated."

echo "Portfolios:"
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for portfoliold in $portfolios; do
echo "\t${portfolioId}"
done

echo "Budgets:"

if [[ -n "$budgetName" ]1]; then
echo "\t${budgetName}"

fi

echo "Tag Options:"

for tagOptionId in $tagOptions; do
echo "\t${tagOptionId}"

done

echo "Service Actions on Provisioning Artifact:"

for association in
"${provisioningArtifactServiceActionAssociations[@]}"; do

echo "\t${association}"

done

read -p "Are you sure you want to delete ${productId}? y,n "
if [[ ! $REPLY =~ A[Yy]$ 11; then

exit

fi

for portfoliold in $portfolios; do
echo "Disassociating ${portfolioId}"
aws servicecatalog disassociate-product-from-portfolio --product-
id $productId --portfolio-id $portfoliold
done

if [[ -n "$budgetName" ]1]; then
echo "Disassociating ${budgetName}"
aws servicecatalog disassociate-budget-from-resource --budget-
name "$budgetName" --resource-id $productId
fi

for tagOptionId in $tagOptions; do
echo "Disassociating ${tagOptionId}"
aws servicecatalog disassociate-tag-option-from-resource --tag-
option-id $tagOptionId --resource-id $productId
done
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for association in
"${provisioningArtifactServiceActionAssociations[@]}"; do
associationPair=(${association//:/ })
provisioningArtifactId=${associationPair[0]}
serviceActionsList=${associationPair[1]}
serviceActionIds=${serviceActionsList//,/ }
for serviceActionId in $serviceActionIds; do
echo "Disassociating ${serviceActionId} from
${provisioningArtifactId}"
aws servicecatalog disassociate-service-action-from-
provisioning-artifact --product-id $productId --provisioning-artifact-id
$provisioningArtifactId --service-action-id $serviceActionId
done
done

echo "Deleting product ${productId}"
aws servicecatalog delete-product --id $productId

1 f
3. REER.
1 R IR B4R BB 4% force-delete-product B B8 E EHaliastER

1. FARRHERELHAITTISS

$ cat >> ~/.aws/cli/alias

2. BRBETHREIKREAE K REE CTRL+D BRcatii T,

’ERY force-delete-product Bl %

1. HERIFERED , BT T 5o R ERE R BI&
$ aws servicecatalog force-delete-product {product-id}

LA R &l Rforce-delete-productBlZEH T REEEMNEFE

$ aws servicecatalog force-delete-product prod-123
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Before deleting a product, the following associated resources must
be disassociated. These resources will not be deleted. This action may take some
time, depending on the number of resources being disassociated.

Portfolios:

port-123
Budgets:
budgetName
Tag Options:
tag-123

Service Actions on Provisioning Artifact:

pa-123:act-123

Are you sure you want to delete prod-123? y,n

2. WAy UEBREEEMRER,

RUMBREmRR , RrMRESERTIER

Disassociating port-123
Disassociating budgetName
Disassociating tag-123
Disassociating act-123 from pa-123
Deleting product prod-123

HtER

WMEFEH AWS CLIBIRE MM AWS Service Catalog ZE BB HAEA , ERETHER -

¢ AWS Command Line Interface (CLI) AWS CLI £ #&$Er/) HHEMIMFERBIE,
AWS CLI Bl & REFE git EFE.
B AWS Service Catalog = fo
AWS re : Invent 2016 : YouTube FEYE AWS CLI fEFH&E. YouTube

R R B 7 o B 5K B R S B B
MEREZ B EREHEBAIARR T ERANRER XK , BRETHHARREEREBRRT E.

MBER i


https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-alias.html
https://github.com/awslabs/awscli-aliases
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/productmgmt-delete.html
https://youtu.be/Xc1dHtWa9-Q?t=1593
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/productmgmt-delete.html
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® Note
MREEWIRYNERBUERBA R BRARBRERRE , B EREENTRHRE
MEBRTNSE =, UBRERRE.

fR R B B IR BUH BA B
EMBRERKRES , RERBERKRER. BAXMNERBUEBBAARINERNERE R

AREE G S\ dg A RE Resolution

EmER- AWS Service Catalog & ERBARBRER.
ZMBRER  RAEMm
{5 /Y TagOption
s, BE, EV—1&
ProvisioningArtifa
ct BEABHEIE,
EmhiE ki EmiE
&, EmEFEARAE
R m A R R

FA#E : username KREFREHIT ERMBRERANE AWS Service Catalog 2
AEREBCHERE BHEEN RFERE

REB A X EFF A, g , DES B EBUHE B

%8 5% B BUH BB I 3T

AERERNFHEER.

EIERA

BRI ERYEmKREIRERMRA , M H A LARER E#EmhiR4.

WA EH CloudFormation #8245, R, #iR., RKEMNIE5[.

R AN AR BE

RATEA T =ZERENEH—& :

* Active (fERIH) - RABEFSEREATRE , BURERERE,

ERRRA 105



AWS Service Catalog EEBER

* Inactive GEfERH) - IRABEFSRBMIEFEAFMRA. RLRERBNREMEERTEZIIF
&

[= ¢

- CMER - RIRFBEFBEREMBRAARE . MBRRAEEER,

MRAEE
BULRERKIEES  BERRTHBEARRGRRERE, RAEEREXEERAPERRA,
RAESRTHIMERRE !

- & - RBEER , ERRARBEMAES, RKRERETUERZREREHRNBEMEER,

- CEA-EHEELZEACRANERRARBFNAEER. WRTHHBN p AEEREARE
RAMA , EREREEARARAIHMAETZMEER.

ERTARAR

BUNEZYERKERERRAE , MEHBATUERERRAN, MERREMEmNFHRER ,
REYEm,

s
B

SERTE AR

1. 7E AWS Service Catalog £#EAH |, BEEM.
2. RERBEFRELEEFTRANER.

3. £ Product details (R ER) BEE L , i#E Versions (A BH | REBELEFHHOMR
,

4. 7 Version details (MRAFFMER) EE L , IMEBEmMMRAE , A%I1EHE Save changes (REEE).

£ AWS Service Catalog PR #l&4F

B ERARHREFEEREAEMBBEEREESTEEAZERNKRE, EERFEAERBER
B, tMSEREEARFMEANAA, ZAUlEERRAEREESR  BEERHIEAZER. E
ERNREE  REFSEATHRE  YEAZHMEM AR ZERN B BT,
Constraints
« AWS Service Catalog Bx & PR Hl &4

- AWS Service Catalog 3& X1BR i & £

fEFARR 106
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« AWS Service Catalog #Z % % R &l
« AWS Service Catalog 3 & SR %I
« AWS Service Catalog £ 2[R i 4+

AWS Service Catalog BXEBR &l 15 4

BEBRFFFIEEREEAERD., EHMHKLEmEE AWS Service Catalog #EER AWS Identity
and Access Management (IAM) B, IAM AE2FEAEDRE AWS AT ZRFREUFER AWS BRER
FAEE. MEGNES , FSE

 CloudFormation MR : $E 6 : FTIEEEREILAIER IAM &6
« Terraform BRI IESR Terraform Cloud EREE. . $B5: EVYHHAE

REBRFFRTEARERESTNER (EMERESHEE ) . RBRHITEANRERESERRIAR
REmBEENER, FESRBRVEERASTNEREIR  CLAERBRHIENEAESE
Emo

MERERERE  BREAEVAFEHAECH IAMBEAEHRBBNERER, EZiE&M, 16
AR BFFT CloudFormation, EmAEA AWS KBRS , BAK% AWS Service Catalog. &R A RK
BAE  AAURARERERAENTIRHARXEGIMENRENF T, NEEHRSKRERAERRNF
B , 528 8 Identity and Access Management AWS Service Catalogo

EERVNERIAM 86 , BX4EEETH IAM BIEHFT :

* iam:CreateRole

* iam:PutRolePolicy
« iam:PassRole

* iam:Get*

e iam:List*
BRERBAG
BIETRIGERMARBRHEEEN IAM B4 EEEERATYEBNET

¥H Cloudformation 7 i@

e arn:aws:iam::aws:policy/AWSCloudFormationFullAccess CloudFormation 3 & Bl&K

FRED PR B ok 4 107
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« B AWS CloudFormation &7 i BR 7%
- EERISHEE R Amazon S3 EFEFEEF Y AWS CloudFormation EZASfZHUAE,

B Terraform E &

« 7 Amazon S3 &4 RTE
- HERRIEBEEHR Amazon S3 fEFETRE P EENE Amazon S3 EARH) FEUE,

« resource-groups:TagfE Amazon EC2 #1TEBHFRL ( EBITHEZRERFHE Terraform fHE
51 ZEHT )

« resource-groups:CreateGroup AREREHEER ( A & AWS Service Catalog , B
ERBHALIERER )

IAM B &R EEBRSEA R AWS Service Catalog BIEZ AR, ETE‘JEF':F EIRIEE AWS
Service Catalog iR AGEEE K SEBREFEBR. NMREFRER 24 , F2RNAEE
IAM BEEREETREHRERITAE AWS WIRFEE L EEBE—. https.//aws.amazon.com/blogs/

security/how-to-use-trust-policies-with-iam-roles/

® Note

servicecatalog:ProvisionProduct. servicecatalog:TerminateProvisionedProduct
¥ servicecatalog:UpdateProvisionedProduct #RREEZLUBREB A RIER, BXAME
B IAM A& | IZF5Fa# AWS Service Catalog SR & — S R ERBE S BT Ro

(® Note

= E7 AWS Service Catalog £ AP RRMHER Cloudformation ERMER , ZRFERAES
Z CloudFormation ERFEE, EXEATRARENERNERTEEA BAE,

BYMBASG

1. B8 https://console.aws.amazon.com/iam/ BIRX IAM £ &,

Terraform EmEEHENNREB A AL, WEFHMEN , 3828 Terraform Open Source Efm A
FIRSER S5 BB AR,
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2
3
4.
5.
6
7

BEAE,

i#1Z Create New Role (R H A E),

MABREEME , ARIEE Next Step (T—%)s

£ EMAWS R#E A & TAWS Service Catalog , iZ1E:ZH,

£ Attach Policy (E#BUR) EE L , 1E1E Next Step (T —F)s
EEEVAG 5B #EE Create Role (BIAR),

HEREEIFNAG

1.
2.

BRERVNACUREXACHFAERARH.

i#1Z Permissions (FF ) R5IEH , AZRER Inline Policies (RERBUR) B, A% , #IE click
here (F—TE#E).

i#1E Custom Policy (BETBUR) , ARRIEIF Select (EH),
WMARRNERE  ABRELLTARABEE Policy Document (B3R X ) fm¥E8S

"Statement": [

"Effect":"Allow",
"Action":[
"s3:GetObject"
1,
"Resource":"*",
"Condition":{
"StringEquals":{
"s3:ExistingObjectTag/servicecatalog:provisioning":"true"

}

(® Note
ELRRERBEFRENRBACE , BXAFHILFE  "s3:Existing0ObjectTag/

servicecatalog:provisioning":"true",
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5. $HHEmERANSMEBEARE , &—THEEER, flw , EEHIE Amazon Relational
Database Service (Amazon RDS) H9EFH] , BEAction/BEF KRR — TR ER AEN , REH
BT :

"rds:*"

6. iEIZE Apply Policy (ERABXR)

E R REBR %l

REMBAGCE , FRABEREERMARMBRFFRME. LWEHE AWS Service Catalog 7R #
REEAERBDERBFREZAE,

HAGEKEEMR

1. £ https : //https://console.aws.amazon.com/servicecatalog/ BB Service Catalog £## &,
2. BEOSRERNERES,

3. #EiF Constraints (FR#l) RE|#EE , W#EF Create constraint (IR H).

4. REMPEEER  ABRERFERTRERD. BEFEE.
5

EREBRFIERP , BUUEENIRFER IAM B8 , RARE@A IAM S€ ARN , ASEH
.

NREEEACERE  BIRFEAREBRSE , ARFEEHY IAM SEEAZEE, W ETRR
BAGRGERSEEE  AEETUAASERARFRIRDNER,

(® Note
EENARERBLATEREYRBRENIRS T , URERLREREREEmBNER
EIRF T,

6. IBZEIAM BEB#& , iEIE Create (B1I).

8RB A LB BRE &M

AWS Service Catalog X EFABIEAREREITAPIs WEEREARE, BEFIGEE R K4
B, AU ERARBABEEBREREFH sourceAccount sourceArniEHRKIRGEHIBEB AREFR., ©
AREARBHEENREFRIUBBAE,
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FETHIEEHIF , AWS Service Catalog RIEEREBRIES 111111111111, & AWS Service Catalog
EEBLaunchConstraintREREY ¥ , ZRERAEFITUERBALEEBERFEE TIHRYE , &
BEACRFIABKRSE 111111111111,

"Condition":{
"ArnLike": {
"aws:SourceArn":"arn:aws:servicecatalog:us-east-1:111111111111:*"

I

"StringEquals":{
"aws:SourceAccount":"111111111111"

}

A mEERNFEAELaunchConstraintXEEBMEM AccountId (111111111111), MRR
B, BEEXRIEFERAccessDeniediEiR , BFIERBEARER,

LLN AWS Service Catalog APIsZ E/EEREBEARE -

* LaunchConstraint

* ProvisionProduct

* UpdateProvisionedProduct

* TerminateProvisionedProduct

* ExecuteProvisionedProductServiceAction
* CreateProvisionedProductPlan

» ExecuteProvisionedProductPlan

HsourceArn {R¥E AWS Service Catalog X E & A& ARNs , #If0 "arn:<aws-
partition>:servicecatalog:<region>:<accountId>:" EXXZEHEEIR ARNs,

B i R B BR R

= ERFT AWS Service Catalog £/ AERMBERLKINMHEER , R AWS Service Catalog £
ERERBER. EEERAEFEAEZNAEARS  FEITEHEERNWAIEHERES  REUHE
AR & RIEBR 1,

B E

1. & AWS Service Catalog EEAKIEERF , ##F Service Catalog , ZEFEAE,
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2. BEERIUEBERFMEAER. EREHBREXRIET  BERA BN Amazon Resource Name
(ARN) 13,

3. EERIEM.
4. RERBSR , EREMALENEA.
5. BREmSKIME.

AWS Service Catalog i &1 PR &l 5% 4

(® Note

AWS Service Catalog 73 & Terraform Open Source 5 Terraform Cloud 2 & #9318 %1 PR Hl 1%
.

BARSESEEE Amazon SNS £ |, LERHEEHNEA,

FERATHRERUEIL—E SNS EEWLEFTE.

B3 SNS FREEEET,

1. ¥ https://console.aws.amazon.com/sns/v3/home BIRX Amazon SNS F# A,

2. WBEEERVIVIHE,

3. MATZERB , ARERIERE Create topic (B E£H),

4. BEEIFTR,

5. BERBABE , BFREFEFEH, BN Endpoint(iFE) , @A T ARAZRENNE FE#HFibut, 2
2 Create subscription (23T ).

6. ZHRE-HEBEXETHHEEETFHMH AWS Notification - Subscription
Confirmation, AR E FEH4 W EFEIE RTEHFTE.

BEBER 2 BIREFEIA SNS EERMEA T 5 FLE A B ARERE.
ERBARHRGEER

1. 7E https : //https://console.aws.amazon.com/servicecatalog/ BRI Service Catalog &,

2. BEREOSRERNERMES.
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3. BB Constraints (BR#l) , A&1E$E Add constraints (I1APRH)o
4, REGPEEER , UERIHIBEZELSBEH, BFEE.

5. 1##Z Choose a topic from your account({Etk FiEZE — B X RE) , REZBEUER Topic Name (&
F) BIM SNS =&,

6. BERER.

AWS Service Catalog Z % ¥ #7BR 5l

(@ Note
AWS Service Catalog &~ # Terraform Open Source 7 GBI 1Z 5 5 357 BR &l R 44 -

BBEBEHRSE , AWS Service Catalog BEEETUAHRTIAFRRERAEENREMEE RIEEH
BERNER, MRAFEEEH , MEERSERESHBRENTEESEMEERENBBEERE
HENER,

R R A R R SR

1. 1£ https : //https://console.aws.amazon.com/servicecatalog/ BRI Service Catalog &,
BEUSREEHCERNERES.

BERGIRLGREIZER , ABRBEIERBES

£ Constraint type (FR#IFHE) T , i#EF Tag Update (BB E#).

& Product (EmR) PIREER , ARIERE Continue (#£/8).

1 Tag Updates (ZHE#T1) EE L , i#E Enable Tag Updates (BAAEEE ).

N o o bk~ w Db

AWS Service Catalog & 5 R %

® Note

« AWS Service Catalog 7% # Terraform Open Source E mHIHEBERH,
- StackSets B BI A% & AutoTags. CloudFormation StackSets
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WBERE R EMER CloudFormation StackSets |, SR EE MM EEIRIE, B LUIEEZEIRENE
BHWERRE, RKEAETUEEELIRS , YHEERTENVLEMNTEIEF.

ERMBERIIEER

1. ¥ https : //https://console.aws.amazon.com/servicecatalog/ AR Service Catalog £ &,
2. FRASBRENEREEERAS.

3. EBERIFRGRSIER , ARREEURBIRML.

4. HERYT 6 BEEm. TRFEERS  BEHEBE,

5. WREMBERFBINIRS. BEMFFA,

- BIRFRER , B EEEYEMIKRF.
- ERERET , REENEFEMNBERSE  UREFEEELRETHEELERNIEF.

- EFFAF , EHF IAM StackSet EEEABREREN BEIRF. MREKEES
& , StackSets SRR ARN, E—F 7 A EHBEFT T,

6. BIEEV.

AWS Service Catalog %37 PR i % £

(® Note

AWS Service Catalog 7 #& Terraform Open Source = Terraform Cloud ZE 5 #Y &5 2% FR %
.

FERFSREAERBERNRE , B AEHEARRERE. ERASEARE R AR RIEEH
EUUERER , MASERGEBNSRER, BALUEEARRBIFRHEERZE AWS Service Catalog
EmESHPHNER, ERESLAGE—RNSEER , ARES TUERBARREIHRMSE,

BEARFRHFHR—ZEAVNER , ELERAUSHE/ NERER CloudFormation EERREZR 2 SEH A
#F{H. CloudFormation RS HEZ—HE , FREVERMEBRIETELE, A, Z2EA
EEZEHTEBER K FEAAUEREMERRE L Hha38 EC2 H1TEE,

NRBAPH—ESHEHRNENERESHERERMEAEE , EUUERERRBEHIHRYE , XL
REIEAETRBERGAEZENE. i, MREFEASHIEN EC2 HTERER , HRAERE
BB TERER (FIa |, t2.micro & t2.small) WERAEMSBA , BIET LUE 8 AR &
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w4, URFIRKERAE TIRENITEBER, W0F CloudFormation SRS EMFHEER , FS
BICloudFormation { fEAEIER) FHZEL

BARFFHEAEEERESH, IREKELTRIFHEAE—FEERAS A RARBRAEREEE
S—EERES , AIZRHIETSERIE_EERESTNXER.

NRERBEARFFRGERZCREAZHRANER , IBERIZANERNEESERERENER
BB, AR EmES P IAERWRE.

] LAfE I R Bl R EE 25 S £ AWS Service Catalog BEEE XA FHBHEAS JSON XEREHE
ARFFA, MEERRANFMEN , SEBENEGS |, FSE GARRFHRA,

ERERMGECERE RERS
#lo

T

AEVESHRERNARERES  ARURERASAER

REARBFFEREEM

1. ¥ https : //https://console.aws.amazon.com/servicecatalog/ FARX Service Catalog £ &,
2. EERMBEEHEL A BEEFEC.SsLEEASLRINERNERBES.

3. RERBRGEER , AR EBFEHERERMG
4

EENERNBAERET  SHEMBERLEERARARINER. AR, SAHREEE | ZEH
R, ERERE.

5. HEAXRFRGEZEREEL , £/ JSON fRERUR AR ER A ERERHFIRERA,

- HEEREBAAM JSON B |, FEERFINFRERRSIER. LRSIFERREBEEEHIN
i Bh IR R EER

FEERARAARERAEEERR K FRESUZERER. TURIFERL  EAULLREER
MNEAFEENEFAZ2H , MALAAXSBEEANNE. RESBNEE  SEEAFEN
FAUEREREEETHNIRE., BEEREERE , IELNERTBHBFERIEE —BE,

ERANEER  FHEEFERA. RASHRERVUZERRSIFEBNRED. EEZEREMN
48 JSON Wi s , FRERHNFRER[RESIRR,

6. ELRTHRRERFFRGNRIE 6 BFEERX, EEEFRERMF,
3 /28 B BR B R 4

.

AR ERESHEEARR
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SIASPRHIR A

E# AWS Service Catalog ERMBAEHPEARHWRARARKREREMRAIUAEHER |, UK
MAaUBAREYHEERFERAZEMRZ CloudFormation SiIAh EH S BIsEWMLE, RAEE
R BRRERAEEEEMIEE THERMNE, S, B FHERAIRRESRREAEREEEE
B VPC FIEEERN FMAK K RAZBEFEANImL. smal IHTEEER, EEVERERZH ,
CloudFormation & I #i Bl RER & S B,

BRERNTEREBMY : RUKRYGE (BA) NIES HE), RAKREACERIRETEN. EE5RATHE
RAEAHERBESEIEENE. IREBREEHAGE , AIRRINESE —BEN. EEEEHAKE
#, B EARASENAIEE , BLERNREEHE AN Rules BHRHPFEM, BRI EME
N, BRAGGESIEEHRRERYLESR true = false,

BYIRER , BRERIETE Parameters BRHPESE T VPC MFRESH. BUUEL—ERA , A
REEFRENFRBESSEREN VPC ., At , EFEAEEE VPC K, & CloudFormation
TEES , MEBUSEFHEER I REFHERSHERSEXZ VPC ., NIRSHEEN , Al
CloudFormation M B AR VK EHMHER, MREAERIEE VPC, CloudFormation BIFEREF
RS EIE,

A

AR Rules BREE T 2IMEM Rules , REREE—FR. MEANRAEEESUFINERZ, W
REGFZEMAA , EERAUSLUERD R, BNEBERR , CSESIRPEFTHEERRE  REKFE
ZEWMMNER , B P RBARHRES,

$FHBIF[EE RuleCondition Bt , MAMXESE Assertions Bit, $H¥EERE , B REER—
R BRH ; BT LATE Assertions BHAREE—ERZBELS. B AFERARASENRIBERE ,
REXRMGEHENES , W TINEREARFTR

"Rules":{
"Rule@l":{
"RuleCondition":{
"Rule-specific intrinsic function"

},
"Assertions":[
{
"Assert":{
"Rule-specific intrinsic function"
.

"AssertDescription":"Information about this assert"
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1,
{
"Assert":{
"Rule-specific intrinsic function"
1,
"AssertDescription":"Information about this assert"
}
]
1,
"Rule@2":{
"Assertions": [
{
"Assert":{
"Rule-specific intrinsic function"
1,
"AssertDescription":"Information about this assert"
}
]
}

ERSEAERIEMESR A Ruledl M Ruled2 RAIM Rules [EE, Ruledl ‘E R I 1w 1B 2
BB, MRBARGPINERTEFERA true , ISGTFHANEASEESHIHIRNERN, NRKFAKERGA
false , R AT EER, Ruled2 WHEKREN , RATRERANGYG , EXRR—EFTANEA—BES,

MEERRAFERGNZANRABTERNIHBER , 52 BAWS CloudFormation  fEAEIER) #F
FAWS iR BB,

g ARfriRESRE

THMERYEME InstanceType BEMWE, RIRESE (test FH prod) WEME , FREMXAE
¥ ml.small BHIEE ml.large = InstanceTypeo InstanceType E& Environment g%
B1ER —{EEHAH Parameters BHRAESL,

"Rules" : {
"testInstanceType" : {
"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "test"]},

"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.small"], {"Ref" : "InstanceType"} ] },
"AssertDescription" : "For the test environment, the instance type must be
ml.small"
}
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]
.
"prodInstanceType" : {
"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "prod"]l},

"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.large"], {"Ref" : "InstanceType"} ] },
"AssertDescription" : "For the prod environment, the instance type must be
ml.large"
}
]

}
}

AWS Service Catalog BRI B /E

® Note
AWS Service Catalog 7% #= Terraform Open Source =% Terraform Cloud 2 & B IR 35 B 4E,

AWS Service Catalog I BER RV ERHBNRACEAEIR , IRETERNLLER. BATES
WEAEB RS BEBRRFERAEBTRMENTE. HBREE, BTRENGS , HE AWS Service
Catalog® &R A, LATLAER AWS Systems Manager X4 EZRIEEVE, iELEAWS Systems
Manager X Al BEFIEE AWS REEKRNFEXEREE , 20 Amazon EC2 FIEFEHE ,
B LA E R BRI B1E,

EAXAHBREF , CEARKREAERHEEHNKE Amazon EC2 HTEBRIE D, BHBLEMNGT
7, ERRBEBE ARBDFEEEREYED , UREEBHRENER , MADFERAERSKKERAER
B

FORIRHF

AYBHEBEHETEN AWS EEEFFA, SR&HE AWS Service Catalog , MESK#HE —HER
Em EREENERE, RETHE AWS Service Catalog , FBATRERE M BAKRERES , B
£ A L3 2BRE,

ES |
- TR BREBKRERESA
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- SR 2. BYRKBE

- S8R 3 AR EVEEE FE AR AN 22 3 R

- SR 4 AERBKRERERS

- SBR5 . FH EERBEE AWS CloudFormation
- S 6: BMEDH

SR 1 RERKREREFTT

BRERELERELENGT , TRERBENMITIHENREEIE, FHEHF K SKRERAEFERFN
AWS Service Catalog FR# EETh BEF 11T Amazon EC2 ETRAEIRYFT 7.

FEETER

1. BRI https : //https://console.aws.amazon.com/iam/ B AWS Identity and Access
Management (IAM) £#2 &,

2. fR’kysekH K SKEAEHEE.

3. EBEBKRFERAEKBAMIFEE AWS Service Catalog ERIEHH, EEMEHIF , RPIBEBRKE
RERE, ECECHNEEY  BEMEBNSKEREMERNEE,

4. HEFENFHERAEER Permissions (FFA) F& L , AINBEYHBER , IWERENBR, Fit
g BRAEBREABEME AWS Service Catalog M ILFF O E M M BETEER | S5O
BEREBEE,

5. 7 Policy (BU3R) EE L , 1EE Edit Policy (BB X) UFHEXENFT T, BUUFERARBLFEE

275K JSON #mEEeR RIMB IR, EiE@EHEAIF , RFIEA JSON MREERRRATEHEIR, HRILHZ
iz, B T IBERMAZFF AT -

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "Stmtl536341175150",

"Action": [
"servicecatalog:ListServiceActionsForProvisioningArtifact"”,
"servicecatalog:ExecuteprovisionedProductSexviceAction",
"ssm:DescribeDocument"”,
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"ssm:GetAutomationExecution",
"ssm:StartAutomationExecution",
"ssm:StopAutomationExecution”,
"cloudformation:ListStackResources",
"ec2:DescribeInstanceStatus"”,
"ec2:StartInstances",
"ec2:StopInstances"

]I
"Effect": "Allow",
"Resource": "*"
}
]
}

6. EMEBEBRRE 6 BREZEBRENEE, SKREAEFEPNERAEREHEEE P#H1T Amazon
EC2 EXREI EERI X EFF A AWS Service Catalog,

S 2 BYREEE

gE | BV RBEFELLERE Amazon EC2 #i1T{EEE.

1. ¥ https : //https://console.aws.amazon.com/sc/ BIRX AWS Service Catalog £# A,
2. INEER B IZE Service actions (RIEEN )

3. ERBEMEREL , BEFEIEBEFE.
4

EEVEEEMEL |, #fF AWS Systems Manager X LA E&E IRIEE/E., Amazon EC2 #1171
EFB B EER B AWS Systems Manager X EZ , Rt R E TR N IIEER Amazon X
# ERBFERRIE,

5. E23IEE AWS-RestartEC2Instance B4k,

6. RHAFSERENERBENBBANELR, KKRERAEESEILHER , RIbEF BB 7 #
B FREE,

7. ESENEEHERET | BIEKKAABIEEZN SSM XHS2E ( Hln#TEE D) , RBBIESHY
# B, ##F Add parameter (82 &) I HMWBE,

8. 7E Permissions (7)) T , BEAE®, BMALEEFIFEHATFERNTT, LEEURERESHA
CIEEE N

9. MEEREC#% , TEIF Create action (B EE),
10. BT T—H , EENFSELERFHEBERE , HRERALR,
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HER 3 1 A8 BR 5 EhFF B E fm iR AN 2 3L RA B

ELRERDER  CLAAEMEXDFERIEB.

1. ERBEEEEEL , EIZ AWS-RestartEC2instance , A% 1ZIZEEBIEIE,

2. 1£ Associate action (BAEENF) B , BELFELNEREAERIREBENER. EEREE
s | {9122 Linux Desktop (Linux &)

3. EEEmMMRER, FIE , BULUEAR EENZEU B REREWRE,
4. &2 Associate action (23 EE).
5. ET—EHEHAERAL,

RELSKTE AWS Service Catalog 2 REENE, WHBREN T —IRURKEAEZES > EARK
Bk,

R4 AEBREHEER

RREAETNERENER LATREEF, ERLABRENEN , BREAELEEDF—1EM
BENEm, CHREMEZREE 2L RERBDIEEB < EmRARE,

B ERE S D FERBEE

1. LARKEEREE 2 EA AWS Service Catalog 34,

2. 1£ AWS Service Catalog BRIV EEEFRYF , BEMEEMEE. WEESETARKERE
REHENER.

3. % Provisioned products list (fF2Em/FE) EE L , BECHENHTERE,
4. EMEERFMERAEARL  EELLANEME , AREE AWS-RestartEC2instance EfE,
5. WREEHTEIIEE. ERIRIERRBIESHEE,

S5 EEREE{E AWS CloudFormation

A LA RIS B E R H B2 AWS CloudFormation &RV EARE, MMEFMEF , F28 (AWS
CloudFormation EF&1EmM) W T EE :

« AWS::ServiceCatalog::CloudFormationProduct ProvisioningArtifactProperties

» AWS::ServiceCatalog::ServiceActionAssociation
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® Note

MR BREE R EEE CloudFormation EIRAVEE | 55 203EIB AWS Command Line Interface
= IR BRIRIEEE AWS EEBXEAR, ERFHTHEBERE | £ S EB CloudFormation ¥
BR %% BhVE PR AV (T 8 8 B 2 BB

SER 6 BED
MREBWREBERITEAN , B EHEREERER LLREBEIDNTESHNRHERDRBIERAS,
AL ETHERERELRFAENERHA,

® Note
SHIVHRMRIIXA AR RE , Nt GEZE S EARANBBLBRF ERELIR,

R ERER R

AWS Service Catalog 4+ AZPIEER, FHREHH. IRBESERE  FHBREFXE,
FEAL StartAutomationExecution #E2£RF 88 £ $55R (ThrottlingException)

RIS BERIT R AR IRARIEFE |, Bl SSM,

R AGRERZFE

AWS Service Catalog A IBEERBEIEERTIEEN AR, FBFMEE servicecatalog.amazonaws.com
Z 5t AT servicecatalog.us-east-1.amazonaws.com £ EFHEFZABAFIEACHEEBET,

LAY StartAutomationExecution YE3£ 85 2% 4 532 (AccessDeniedException) : A ERZEEER LH
1T ssm:StartAutomationExecution,

BREHEESETIEENAEZEWA ssm:StartAutomationExecution, ERABEFREEM SSM =F
A,

EHENERPRTIESR TargetType BENEMEIR

HENERTESEAARE SSM XHHFisEBZERMEIR , #lI AWS : : EC2 : : Instance. 8
BERENERESEELER , IEINHESFERE,
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ERZBBHNHTFE
BEEBEERFIEENHFETFHE,
|EHR SSM B B b3

AWS Service Catalog EFRHRIEER XA , SSM IBE M FIAAR T

EEREEA BMFEE

AWS Service Catalog E{F1EE A ERIEEI R AEER,

B8 (InvalidValue1}, {ValidValue2} # 3% 7F E/{g "InvalidValue" ValidValuelValidValue2
BB SSM NS BETEXHAFNESBESR., BEREHNSHAN , REBHA X
SYEAEIR, ParameterNameiR N ET R BN FE,

HIE SSM Y SBESH X4 LAY BREN,

RERBBEERPERSH

Y CEEE AWS Service Catalog R EBRBEFERTERN . LREEAEREBEERTER
S,

SEREDT/EUCHBER KRB, #attNEDEFMES , 552 E Automation Service BB B8 ™.
SSM BHEIMLXHFHNSRAKR, FSEASTNER , SUE—SRHHRF.

RTAHFSEBNTIE , RRCMHTERENERT : InvalidResourceld
EREERHTEHREERTHERATENE,

SSM BBt X R EZER TargetType

PRI ENERE SSM B BI{L X E % TargetType. MEEA SSM B EL I H

#& AWS Marketplace EmHFTiEEZNERES

B BA% AWS Marketplace ERITIEZERNERMBS , FELERTH&KL AWS Service Catalog &
REER,

AWS Marketplace =#R LEE , BANEHDP S, FTRYZERBEAXREKBNRE. PNER
A AWS Marketplace BIFERE, EAERXARS:E. IFRIE, ERITE RAEEIENMES

o

#§ AWS Marketplace ERFTIEELENERBEE 123
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E8E, AWS Marketplace AJ#E El{Shttps://aws.amazon.com/marketplace, BEE , BELEEHE
BNBR# (SaaS) Em #EZE AWS Marketplace AWS Service Catalogo

BT LAE A EIAASE M CloudFormation #8 E] AWS Service Catalog , AEKERFEZTERES ,
LU 0 346 AWS Marketplace AWS Service Catalog &#&EH &

® Note

AWS Service Catalog T X &£ H Terraform Open Source = Terraform Cloud AWS
Marketplace E m€17454§ & @ % &4 AWS Service Catalog &x#&fERAE

AWS Marketplace AWS Service Catalog BE#XE S FERAFHEEITBANFEER. RMEZREFEH
HA RFTThEERFTIEE M AWS Service Catalogo

£ E¥ AWS Marketplace ZEf AWS Service Catalog
R E]LAE A BET SR E AWS Service Catalog , #$5] B AWS Marketplace MV E RIBEZFTIEE . £ AWS

Marketplace # , ### Service Catalog (AR B &%), MEFMER , 5528 AWS Marketplace FREAH
FRBAEEPNKERERE AWS Service Catalog

FEEEBMEFTE AWS Marketplace E

SERX T BB LLETBY AWS Marketplace Ef. 7E CloudFormation 88N ERZEm , WASE A Hig
Z AWS Service Catalog EREE

Z] B AWS Marketplace Em

1. BI{E AWS Marketplace . https://aws.amazon.com/marketplace

2. BEZERIESLUSKREERI®E AWS Service Catalog EmEENER. BEERUREE
mEEMEREE,

3. BRERELMGEITER A AREBEFDRBRSIER.

BTEE LHNEASIEZEN Amazon Elastic Compute Cloud (Amazon EC2) #{TEEER, X
EH AWS EEMERARSE AWS EiZ#H Amazon Machine Image (AMI) ID, EEE |, o0&
BEREXERE, ERFERALERATZRELSRF BET CloudFormation &7,

4. BE [EXMHRF] SETRZEMm.
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FREMR , BULUBREREENEE L RARBEER , AWS Marketplace A\FEH FEREBITE
mLEHER,

£ CloudFormation #i74~F EE & &K AWS Marketplace 2 i

EETR TSR , BigFERH D —1E CloudFormation EifIE A ARE , MBS EITEAK
FEHARE AWS Marketplace WEm. &ZFIEHIEER |, 552R https://docs.aws.amazon.com/
AWSCloudFormation/latest/UserGuide/cfn-sample-templates.htm| £ Fl & 15 R R HIAWS
CloudFormation #5878,

1. % CloudFormation A EEENEFLEAREE L , AENEREE AWS B, &1 AWS
Marketplace EmHAAXZE AWS [EiF, &EAILAE AWS MarketplaceVERETEE LRAZZE
W E 5,

2. FERRBERESNRBEGHEAEE  FRERKER,

3. BULEREMESLEERNERMAREIMN, EHEBFINSREAZT LB Amazon
EC2 HfTERRE A, BERBEAFIHE , FHEE (], ARBETBEREFELHE , DB
AELETIRE. SNABERNLEARES . template EMELE,

4. EXFmBHFTRAMELESR,
5. GEHAEHBFIRHA. ENRAFTLRTESEUT AL

"Description": "Launches a LAMP stack from AWS Marketplace",

6. H&] InstanceType 28 , BHESSILEMIEN EC2 HTERER., FENELIEE X
EXENEC2HTEERE K EnSEBEIARKERAERE.

a. & FWNEMBTEMEL AWS Marketplace , @R EEBFMEAERPZEN EC2 H1T{EE
ﬁ:ﬁgo
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On-Demand Plans for Amazon EC2

Select a region, operating system, instance type, and vCPU to view rates

Region
US East (N. Virginia)

Instance type

All

Viewing 364 of 364 available instances

Q

Instance
name A

al.medium
al.large
al.xlarge
al.2xlarge
al.4xlarge
al.metal

t4g.nano

On-Demand hourly

rate

$0.0255

$0.051

$0.102

$0.204

$0.408

$0.408

$0.0042

vCPU ¥

16

16

Operating system

Linux

vCPU
All

Memory Vv

2 GiB

4 GiB

8 GiB

16 GiB

32GiB

32 GiB

0.5 GiB

Storage v

EBS Only
EBS Only
EBS Only
EBS Only
EBS Only
EBS Only

EBS Only

Network
performance

Up to 10 Gigabit
Up to 10 Gigabit
Up to 10 Gigabit
Up to 10 Gigabit
Up to 10 Gigabit
Up to 10 Gigabit

Up to 5 Gigabit

b. HEMNEARSD , BERITEEEHSELCEEFNI R EC2 HIITERBEE.
REELESRLEMIEN EC2 HITERER,
d. BREGETFEZKERAEER AllowedValues FEHRMBERBSEAN EC2 #ITHEE

c. #R® AllowedVa

]|H,

HEHRE InstanceType S8 , HEER AT EL TEFIZEML

"InstanceType"
"Description

"Default"

== oo

lues iB5E ,

{

" : "EC2 instance type",
"Type" : "String",

"ml.small",

FEEEMFIE AWS Marketplace E f
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"AllowedValues" : [ "tl.micro", "ml.small", "ml.medium", "ml.large",
"ml.xlarge", "m2.xlarge", "m2.2xlarge", "m2.4xlarge", "cl.medium", "cl.xlarge",
"c3.large", "c3.large", "c3.xlarge", "c3.xlarge", "c3.4xlarge", "c3.8xlarge" ],

"ConstraintDescription" : "Must be a valid EC2 instance type."

}I

7. TEEIAK Mappings BERH | #®¥E AWSInstanceType2Arch ¥ fE  M{ESESZ X EMN EC2
T ERERNEERERS,

a. EiBBE AllowedValues 28 InstanceType BEH T ETEMWFATAE EC2 Hi{THEEER |
iRIBYIREEE,

b. ABEERAEREEEIN EC2 HTERERRE Arch &, XERERERSSLE
MR, BMER PV64, HUMEL Fl HVMG2, BRETHMZERIBEMLEREE , F2H
AWS MarketplaceF W ERFMER, BEETH EC2 HTEBRIZEMEEBELEE S
B Amazon Linux AMI #1117 {E B8 fa A 4B &,

EBTHARE AWSInstanceType2Arch ¥ fER; | HERR AR HEUA T EHIELL

"AWSInstanceType2Arch" : {

"tl.micro" : { "Arch" : "PVe4" 3},
"ml.small" : { "Arch" : "PVe4" 3},
"ml.medium" . { "Arch" : "Pves4" 1},
"ml.large" : { "Arch" : "PVe4" 1},
"ml.xlarge" . { "Arch" : "Pves4" 1},
"m2.xlarge" : { "Arch" : "PVe4" 3},
"m2.2xlarge" : { "Arch" : "PVe4" 1},
"m2.4xlarge" : { "Arch" : "PVe4" 1},
"cl.medium" : { "Arch" : "PVe4" 3},
"cl.xlarge" : { "Arch" : "PVe4" 1},
"c3.large" . { "Arch" : "Pves4" 1},
"c3.xlarge" : { "Arch" : "PVe4" 1},
"c3.2xlarge" : { "Arch" : "PVe4" 1},
"c3.4xlarge" : { "Arch" : "PVes4" 3},
"c3.8xlarge" : { "Arch" : "PVe4" }

4

8. MEEZAHK MappingsEEH , fREAWSRegionATch2AMIMEY | &$E@ AWS EF R E R Y
FEZR#ER AMI ID 23 B85k,
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a. & FWEMBITEEL AWS Marketplace , R ENERARSE AWS EFH AMIID , 0

THIFEBIFAR

Region D

US East (N. Virginia) ami-4 1
US West (Oregon) ami- -
US West (M. California) ami-%
EU (Frankfurt) ami-
EU (Ireland) ami-
Asia Pacific (Singapore) ami-
Asia Pacific (Sydney) ami-
Asia Pacific (Tokyo) M- a———
South America (Sao Paulo) ami- -

b. EEHAH K BEREFTIZENEM AWS EFHHRE.

c. ABEESFELHEUBRAZIZIENERERE (PV64, HVM64 T HVMG2) MELBFBIF AMI
1D,

HREBERERN AWS BENEBMRS  #REPNERFAEFATEEEHEN AMIID AWS

Marketplace.

Q

E R imEE AWSRegionArch2AMI ¥ fER: | BMRENIBF R R ATE A T EHIFE AL

"AWSRegionArch2AMI" : {

"us-east-1" : {"PV64" : "ami-nnnnnnnn"},
"us-west-2" : {"PV64" : "ami-nnnnnnnn"},
"us-west-1" : {"PV64" : "ami-nnnnnnnn"},
"eu-west-1" : {"PV64" : "ami-nnnnnnnn"},
"eu-central-1" : {"PV64" : "ami-nnnnnnnn"},
"ap-northeast-1" : {"PV64" : "ami-nnnnnnnn"},
"ap-southeast-1" : {"PV64" : "ami-nnnnnnnn"},
"ap-southeast-2" : {"PV64" : "ami-nnnnnnnn"},
"sa-east-1" : {"PV64" : "ami-nnnnnnnn"}

ISR LAER SIS E RFTI®E AWS Service Catalog EmilE. NREHEHITHMET |
=2 B E A CloudFormation S48 LE— 5 T RS R FFHE A
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# AWS Marketplace = R #T#8 ZE AWS Service Catalog E RS

1. BAAWS BEEXIEA WEEZFE AWS Service Catalog EEEE12A , MUt A hitps : //https:/
console.aws.amazon.com/servicecatalog/,

EERESERL , BELERIEERMN AWS Marketplace EmiHSE
EERBESHMEEFEEL  BELEHER.
WAERNEREIENFHEEA,

£ [IRAFHEMEER EEP , KFEE [ LEEAER). 2B ARRBHEAER,
AR AR AR A,

BET -5,

EMREEEL BERERSLER AREERILLE ZERSHEELNERES. FER
MEmMBESHNRKERERTER,

© N o g~ w DN

£ F CloudFormation StackSets

(® Note
StackSets B BT X#& AutoTags., CloudFormation StackSets

&AL E R CloudFormation StackSets % 1{E AWS [E13 #1 tR 5 R(E AWS Service Catalog ZE fo
BALEEEREREPEFRDBENIEF AWS BE., EZEKREYS , ERAFTHE. BEK , £H
EUEERHBREINZERIEFEE , LARETHE, WEFHMEN , 528 EH CloudFormation
StackSets,

HEEEHBHITERE

HBRETFEEFEHAE— CloudFormation #2s |, £ AWS EiFH AWS IREHREIHEE,

HBHITERRE AWS EZIABRIRF FayHER | 36 B R — @ISR,

WMFEFFMER , 552 [ StackSets B2,
HEEEFR

£ 1 AWS Service Catalog , R Al SAEA#BER IR REBEEEMIPERE,
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https://console.aws.amazon.com/servicecatalog/
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AWS Service Catalog Z E®{E AWS GovCloud (US) Regions : AWS GovCloud ( XEI#EZE ) #
AWS GovCloud ( £ERE ) PEMNHEEERS,

MEFHMEF , FSBAWS Service Catalog HBER &,

EREEE

A LAE A AWS Budgets HIBHEE A 1Y IR X A< F1 FH & AWS Service Catalog. & UG TR E EE
AWS Service Catalog E @M E RE S EILEEB,

(® Note
AWS Service Catalog 7% # Terraform Open Source EmNTEE,

AWS BETRLRERTES , EAARAREE (ABEANEE ) AESENREE, MF AWS

Budgets BYFEAE A , 552 [ https://aws.amazon.com/aws-cost-management/aws-budgets,

%

- FRRHE

- BYREH

- BHREE

- BEAEHEE

- BUEBBESE

FeRIRH

FEEM AWS Budgets 28l , 8FEHE AWS IREERAEE TRAPRAREIERER. WFEFAE
A, F2HE "AWS IREERAER EREER) PHRAEAEESHRAED LER.

® Note
BRRZFEE 24 NS EERA,

Bt FEERKER Budgets THRERVEMEA EHFHERMA AWS IREREKAEE FRANERAERFI
. B RERERMHNBERRHATIAESE,
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EFERF FRAERUEE  SfHUMEAHERAEREIREEN. NREBEFH Amazon SNS EAI
A LA A EBEME T Amazon SNS EH |, AT BUREHIFT o

BYEEBER

1. BIE https://console.aws.amazon.com/iam/ BIEK IAM 2 &,

2. HTEEEHIK LIRIE Policies (BUR).

3. ERBBEEKD , iBIZ Create policy (BIHE).

4, JE#E JSON ZERI LT 5| JSON BERXHERF, N FR EE JSON XFHEF,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "Stmt1l435216493000",

"Effect": "Allow",

"Action": [
"aws-portal:ViewBilling",
"aws-portal:ModifyBilling",
"budgets:ViewBudget",
"budgets:ModifyBudget"

]I

"Resource": [

nmgn

"Sid": "Stmt1435216552000",

"Effect": "Allow",

"Action": [
"sns:*"

]I

"Resource": [
"arn:aws:sns:us-east-1:123456789012: *"
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5. SEREF , i#F Review policy (BBIBIER). Policy Validator (MERE L E) SO RIEMEEEES,

6. 7 Review (86) HEL , AENBRGE. BEBEE Summary (BE) AEFBERRENFTT ,
RIRIZIE Create policy B BX) RFFEZH ITE,

\

%

FHBREHRESERREED , YACEBFEEZEENERENEE. NEFHEEHR , F2
EIAWS Identity and Access Management ( EAEIEm) PHEVNEEEFZEBXE,

BUFRHE

£ AWS Service Catalog EEEF#ZAYF , EmFENERECEAGIIHRAFERNERBESHHE
BEHA , Y AFECHHENSE, FERVEE  BAACEHEBERVABNERRERES,

BREVEHE

1. 7E https : //https://console.aws.amazon.com/servicecatalog/ BRI Service Catalog £ &,
2. BEERBEHEMES.

3. ENZENEEENERNEMRES.

4. FREMEINEER  RAREBEFRIUFEEH.

5. 7£ Budget creation (FEEZE ) HE L , #—EERENEBHEE BB

EREMEER : AutoTags M TagOptions, AutoTags EBAIRBERNERMES. ERNEMA
%, ZEHBHELER AWS Service Catalog ERAZEMEMNEIR. TagOption B REEMNERE
EEZHE/EY AWS Service Catalog.

ATEERHEASSERLNTTERNIRMEREE K ML ABEHERNER, B8, F—XKE
ANEEEEETEE 24 NFFTEERA ., MEFFMERR , 582 Bthe section called “SERIGH",

6. EEEIY. AWSBudgetsRMERKEEREREREEH, FRREVAETINIREERTER
MEE.

(@ Note
BUEE R , RLARHRERNEMBSE A,
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BB TRE
SEEREARERBTUE —EHABHNEE, SERESTURS EEREANERAEH

EXRAEHEEMECSRNEREYBEE  SUNARZEREASNEMNFREF ERRRTAEEAVEEA
BEf. RATEEREAHERLBENTHRRERE L B4 AERENEmESNE M LEABIER
K RER

(® Note

MEER P MBRTAE AWS Budgets , B AWS Service Catalog Z @M E RiE SN IR BN
MRTFE. AWS Service Catalog #% & :25 ~ A B EMBRFEENETAER.

BBEE

£ https : //https://console.aws.amazon.com/servicecatalog/ FRX Service Catalog £# A&,
BEEMBESERES.

ENAEHEAEREVEBNERSERES.

FREEThRER , AR BEEBER.

EREBBER L  ERRANEE  RARBEEE.
EndEmBSERNKRREICECRIMEEENESR.

2 R

WEEE

NRFEEERAERY ST EERFAEANERFERE LRREENEEES. NREHEE
mAESHEE , S EERESVNERESHAET R L RARENEEER,

ERHAENEREEERNRETEAERNEEEN. BLUEFZIFET Current vs. budget (B BIEETR
&) # Forecast vs. budget (FEAIEEFEE) BY4H .

EXERERIERASH  RNESEEOFAETEH, EndaFMETNERFEEFNRERE
EESHBREFMETIANER, SUNEERESHE,. BntENHEIEA. SO LRERERE
AHAEFALURRERE,

HUEBRAB RS
S5 LABUK TR S AR A S A0 B
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® Note

MRER AWS FEE HMIBRTEE , B2 AWS Service Catalog EmAME REESHNBEEBB DAL
£, AWS Service Catalog #% & 28 =~ BB EMBRFEENEAER.

BUEBAMESE

1. BRI https : //https://console.aws.amazon.com/servicecatalog/ B Service Catalog £ &,

2. EREmBEIERES.

3. ENLEREREREBNERIERES.

4. BEZDE, RTHXNEED | BEFUETAENEN ., MTIRERRIHE,

5. ELRFEEREMIERESEERE 2R , FiEERT.
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BEEMEEM

AWS Service Catalog Rt AREEREERNNEH. BUURBRERERAB SRR, EFUARKL
FFEMEER. F2ETIETNELIRR.

&

- UEEEF ) EBRNEER

- BEMBEEREEE

- ENEMEERNER

- B2 BEAEERSE

« B Terraform BIRBRIRTHE RGBSR
o B Terraform A RBRIBERREESR

]
fﬁ

LEBES»EBMEEM

EEEEBIRFNFMEMERER , BV AME AWSServiceCatalogAdminFullAccessEREZEAR IAM
A, FREERMEEMBARE. WEFHEEA , F2E 1 Identity and Access Management
AWS Service Catalogo

® Tip
HABEMEEREE SV EEMEERZY  SZERRmEATNHEERAL, NE
HMMEH L ofEgEs  F2ETIRE -

« AWS CloudFormation ( EFA&EER) FMH
AWS::ServiceCatalog::CloudFormationProvisionedProduct.

« { AWS Service Catalog B3 A E38F) H#Y DescribeProvisioningParameters
(ProvisioningArtifactOutputKeys),

BRELEERFRAEMEER

1. 1 https : //https://console.aws.amazon.com/servicecatalog/ BARX AWS Service Catalog £ &,

MREEZ A AWS Service Catalog A |, 751E1E Service Catalog , AR EBEEZREAE.,
2. WEXE , BOTHBEHEERER.
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https://amazonaws.com/servicecatalog/latest/dg/API_DescribeProvisioningParameters.html#API_DescribeProvisioningParameters_ResponseElements
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3. EMEERERYD , EERK  FE , ARENCEEENTFEER : £AF. AERNIRF, L
e TRESTAHREHRENER,

4, REMEESR , UBKR, EFSKLE, UEEZSERUEREPIRMENENR , 5ESE Viewin
Provisioned Product Information (MR EERER).

PEMEERHEE
CANEKEEHRERNREEE. LLANEERATREE2ZEAEAAGH ARN.

RIZTERR , LETHRET M E AWSServiceCatalogAdminFullAccessSEBRENER
SR, BULUEBRFHMEMEAEE AWS Identity and Access Management (IAM) A
Mservicecatalog:UpdateProvisionedProductProperties® ol , A&RKREHE KA LD

‘E‘EO
PEMEEMNERE

1.  7£ AWS Service Catalog &7 , BEMEERFE,

2. REZEEFHNHEER , ARBEHZEN =AY A ARBEZEFEMEEREEE. BHETMU
EMEERNFAEAEE LN BEREFRIISEHREGFEFEE,

3. HEHFEART  FRAERRA/FNHEEEZEAELAECH ARN, ARN B arn: RHE , X TIFEU
SRR AHED PR EMER , Hlf0 arn:aws:iam: :123456789012: user/NewOwner,

4. EEREX. EFREER  CHEEIRDAL,
R

» UpdateProvisionedProductProperties

EHEMEEmAYRR

BRI BHEERNE NSEABEATRINER, i, tRETE Service Catalog ¥8 EC2 ER
BOLEHZEC2 ERURBHERNMEER ID, BSEHAEBE AR S3 RAETRE,

(® Note

K Terraform BMRRIEE Terraform ElRERA X EEHEH R, MREEELEBEN
Terraform EmERATEINER | BABMBRER , REBEAFMENSERBRITNE R
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ERTMEEmAVEA

1.
2.

EERBEINREERD , BEMEER.
HEERT  EEMREM A ARBNSE. EF.

AR BN UEMRERFAETNRETENRDE, EHF.
(R ) EEmAMEAS , REE2EEM,

ESFERT ,

3

AR

[

&
BFEMSKUMEBEERENATENERER, EMEKREERYEBEIFTNER,

BRI MENEREFRTA/MEEERTNTERA.
(R ) EEmT  ERCEFEATEASRAENNER. RAREFEE,

ft
[

EEmFMEAS , FERL

= =
[=

gl

o

[Em&8] &t [BEnHEAEB] ENH [HEREE] . T8 A SHEERNEE [H2
EmEE] T28%,

A LA E N E mEXRAEEE R TSR,

EEmMWRAF  BEESEENEMRE.

28T  EREENZH.

BEEEH

EMZERAMERAT  LALEREHNNFEES. HENEREBIELE  EAENERR
ERET RS,

HE  BBEAEERDE

BALAE A AWS Service Catalog TR ARBRIMEERNFERAE , UREERMEBBNER. %
B iGESEsBELE LA ENMEER.

EEEHIRFAAENMHEER , 8% AWSServiceCatalogAdminFullAccess SR EmE AIRE
WHEER. MEFHEF K F2E ( BEEEIEM) P8 Identity and Access Management, AWS
Service Catalog
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ATHENMEERKEBRERNERE
1. BARK https : //https://console.aws.amazon.com/servicecataloge
2. EERAEEIDREERT , REMEER.
3. EFIENEMRGTHRERSD , BEIRF,
Service Catalog Provisioned products
Provisioned products (0) info | C ‘ ‘ Actions ¥
Q Access Filter | Account & 1 {)
User
Name v Created Vv ID v Product Versio Status
name name
Role
4, HERFWED  EEVFEBHEERUETRHEFHEER,
Provisioned products (1/6) info
Q Access Filter | Account v
Name v Created v Product name Version name Status v
(o s3bucket-03252118 Eg;r;;;séé?_z‘l ! s3bucket 2 © Available

BRI EREMRERNFAER,

HE BAEAEERSE

138
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Provisioned product details

Product description

Provisioned product ID User name
pp-4 . o A= Adow
Product name User ARN
test arn:aws:iam:: $058:user/SCAdminAllow
Created

Thu, Jul 15, 2021, 9:49:54 AM PDT

¥ More details

Product ID Type

prod- . CFN_STACK
Version ID Product owner
pa- ahjrpyr gl v
Support description

Status
@ Available

Version name

Support email contact

Support link

5. BTHBURBEHER. #FE Provisioned product IDA

CloudformationStackARN{E,

Events (4) info

Q Sort by | Newest

¥ UPDATE_PROVISIONED_PRODUCT

Date created CloudFormationStackARN
Thu, May 27, 2021, 5:06:38 PM EDT Copy to clipboard
Record ID Product name

rec-| ssmimport

Provisioning artifact ID

pa-
Qutput key Output value
CloudfermationStackARN arn:aws:cloudformation:us-east- stack/SC-

-11eb-b851-
038204804744 [A

Status
@ Succeeded

Product version
f

Output description

The ARN of the launched Cloudformation Stack

6. FAMENER ID KEBIELRBIEFERN AWS CloudTrail 528% , WERBIBERNERAE (BER

LEBEHERAEFBM L ) . EHEHHE steves o

"eventVersion":"1.03","userIdentity":
{
"type":"AssumedRole",
"principalId":"[id]:steve",

"arn":"arn:aws:sts::[account number]:assumed-role/SC-usertest/steve",

"accountId":[account number],

HE BAEAEERSE
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"accessKeyId":[access key],
"sessionContext":

{

"attributes":

{
"mfaAuthenticated":[boolean],
"creationDate":[timestamp]

.

"sessionIssuer":

{
"type":"Role",
"principalId":"AROAJEXAMPLELH3QXY",
"arn":"arn:aws:iam::[account number]:role/[name]",
"accountId":[account number],
"userName" : [username]

}

}

I
"eventTime":"2016-08-17T19:20:582", "eventSource":"servicecatalog.amazonaws.com",
"eventName":"ProvisionProduct",
"awsRegion":"us-west-2",
"sourceIPAddress":[ip address],
"userAgent":"Coral/Netty",
"requestParameters":
{
"provisioningArtifactId":[id],
"productId":[id],
"provisioningParameters":[Shows all the parameters that the end user entered],
"provisionToken":[token],
"pathId":[id],
"provisionedProductName" :[name],
"tags":[1,
"notificationArns":[]
I
"responseElements":
{
"recordDetail":
{
"provisioningArtifactId":[id],
"status":"IN_PROGRESS",
"recordId":[id],
"createdTime":"Aug 17, 2016 7:20:58 PM",
"recordTags":[],
"recordType" :"PROVISION_PRODUCT",
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"provisionedProductType":"CFN_STACK",
"pathId":[id],
"productId":[id],
"provisionedProductName":"testSCproduct",
"recordErrors":[],
"provisionedProductId":[id]
}

.

"requestID":[id],

"eventID":[id],

"eventType":"AwsApiCall",

"recipientAccountId":[account number]

}

7. {#H CloudformationStackARN{E & B CloudFormation =4 , LS KFIERIERHN
MEBIEA . EHALAEM CloudFormation API 3RERGIL &R, WFEFMEF , FSE AWS
CloudFormation AP| 2%,

&R LAE AWS Service Catalog API 2 #1178, 1 4 AWS CLI, MFEFHMER , FSEAWS
Service Catalog B %% A £ MAWS Service Catalog i 5 HIEZE,

B Terraform BRI IEE mARETR R

Terraform BBR B EProvisionProduct X MR HZE TAINTED ME , AFTBEMEEREEE
UpdateProvisionedProduct, BEEEERE :

« UpdateProvisionedProduct FTEEHAENREEER , IR LS EHNEREHE.

« UpdateProvisionedProduct ERAERBEZSMEEREA AVAILABLES i, TEEEE
Bl MR VERY K BATAINTED,

AWS Service Catalog L& 7 BIBEERZE®EProvisionProduct., FfMEProvisionProducti®fE
KB K BIZRL TS B BFRR,

Hk’l—l\ iﬁ%’ﬁﬁu
Zif5l 1 : AWS Service Catalog <7t BifEZ & JRE#H ProvisionProduct

ETHRGS  BEIEXENERFE , MARGREAERREAZER , BNBER AVAILABLE
RENMEER.
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1. BHEMEESRE ProvisionProduct,.

2. Terraform 25|22 ProvisionProduct TERELAKEE |, BRIRH
ResourceIdentifier,

ProvisionProduct THEREBEFTEEVEREHE K ARRBIEHENERMREIRES ERROR,
R , BT LU E UpdateProvisionedproducti®{E,
Terraform 25| ZEIEREE "HKIb, .

H itk , UpdateprovisionedProduct THERIEEMMHENEmMARRERER AVAILABLE , BEF
BEVEREE K EAERATMER,

o g bk~ W

#if5l 2 : AWS Service Catalog £ i # &R UpdateProvisionedProduct

ETHRFH , BIEFERREAEMER , £NEERN AVAILABLE RENHEEM.

1. BHEERRE ProvisionProduct,

Terraform 25| ZEIEREE "I, EIR A Resourceldentifier,
ProvisionProduct THEREEEVEREE , UiEEREAEMBEAINNEIR.
EEEBENHERNF K MUpdateProvisionedProduct L& o

Terraform 25| ZOEREL "HKI -

UpdateProvisionedProduct THERESHMENEMAAMRERTES , AVAILABLEEFEER
BENEGERERAZTER.

o o bk~ w0 N

SRR AR T R

AWS Service Catalog R AFTETAINTEDHE SREL W EERENERE
#HProvisionProduct, R Terraform #iE5|ZK{EE Resourceldentifier , IR AWS
Service Catalog EZE VN EREHE , RIFEEMEEXA ERROR ARRE | BHIEK L,

EIE Terraform BIMRBIGE mARERER

B8 Terraform BRERBHEERBEE—MREBER, HENEREEREBERZH
B1:108%. BREHRESRS B Amazon S3 fF#1FEFEFsc-terraform-engine-
state-${AWS: :AccountId}-${AWS: :Region}, AREERESMEEE AccountIDH
ProvisionedProductID ¥4 £#& T,
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RER RFEUER R GetStateFile AWS Lambda 1 Amazon EC2 BREI&E A, AWS Service
Catalog B 8 A E#EFH Amazon S3 R REEER, EEEXAMA Amazon EC2 FEUER. R
¥TEER , AWS Service Catalog EXEE A UEFREERNFE , E/LFNIEAERZERST. RE
Terraform 25| ZAILERRBEAEBEZARR.
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£ R EEZE AWS Service Catalog

AWS Service Catalog R RE , ELALUEERS EH,. EHEEMELER : AutoTags # TagOptions,

AutoTags =&l PHEERRFEEEANZEE , BB AWS Service Catalog BEIERZE AWS
Service Catalog i &R

TagOptions 27 HEEME/EY AWS Service Catalog , AIfEARE T AWS ZEBHE XK,
*RE

« AWS Service Catalog AutoTags

« AWS Service Catalog TagOption 2=\ &

AWS Service Catalog AutoTags

® Note
AWS Service Catalog A # Terraform Open Source = m#Y AutoTags.

AutoTags =& 7l PHMEERRFHEBEEANER , B AWS Service Catalog BEIEAZE AWS
Service Catalog i &R

AutoTags ZEEmMEE. Em. FAE. EmMREANMEEDZHE—BIFNER, ERH—HEE
8 AN RMEFEBEZTBPREMN AWS Service Catalog #f£#. AutoTags TEEEFH 50 EZER &
AN

(® Note
AWS Service Catalog A #& Terraform Open Source = m#Y AutoTags.

AWS Service Catalog AutoTags Al BI A BN ERRE —BWER , EEREEMEES. EmIUE
RAENFEERIFEEER, BHALIERA AutoTags REBIRR B BRIRIENEIR |, HIINERE AWS Config
FAl, BALERARMEZ TERENERERPRIEMHEEIRI AutoTags CloudFormation , 20
Amazon EC2 #1 Amazon S3,
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® Note

AWS Service Catalog #§ AutoTags ERZMHENERE , TEFEH AutoTags, MREA M
BEEREMATENER. HERRIFHREBER , REW AutoTagsNEBERRIAE,

AutoTag &

- aws:servicecatalog:portfolioArn - BB EERZERMBEEH ARN,

- aws:servicecatalog:productArn — BB EEmRZEmA ARN,

- aws:servicecatalog:provisioningPrincipalArmn - B 2 ERNMEZRFTA (FAE) B ARN,
- aws:servicecatalog:provisionedProductArn — #iZE fa ARN,

- aws:servicecatalog:provisioningArtifactldentifier — JRIAME K MW (B W) B9 1D,

AWS Service Catalog TagOption F2 = E

ATEEHERARZRHEREMEER LAWZEE , AWS Service Catalog 12t 7 TagOption &}
EE. TagOption &7 AWS Service CatalogF ZEN £ \/EHH. ©ET=2 AWS FK , MEMARER
TagOption B3 AWS ZEME A,

AWS Service Catalog R~ # Terraform Open Source = Terraform Cloud ZE mH#J TagOptions.
TagOption EREZRHIT FINEBFREETER

- —HWSE

- BERMIEEZLR AWS Service Catalog

- SFHATNERERMEAE ENEE

EES A LIE Y TagOption ERERMBENERMWED., EEME (#HE ) HIE , AWS Service
Catalog EAZ RN A E MAE S FE @ TagOptions , WHEHERZHENER , W TEF R
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TagOptions
; for porfolio |,
y A
TagOption library /f/ _ X\\
\ Product 1
‘\.\ \\
— , Y
—~ R ™, ,
- ", N,

N, TagOptions 4 Product 2

for products

F,r”"_ - Provisioned product 3
g S
[ Product 3 ——launch—  (with tags from the
portfolio and product 3)
Portfolic

Service Catalog administrator > Service Catalog user >

i TagOption BHIE , A=A TagOption , WIREHHEERBERERWEE K RAREFTER
EFMLARE., ERAXNTETYAHBERENTEY , I ERHH TR SEEMFERARRAESK
150 TEAR TagOption , KETEE,

BT LAE R AWS Service Catalog A 5 TagOptions 23\ E AP REE TagOption, MEFME
A , 5528 Service Catalog APl 2%,

B #%

+ B8 EH TagOption K E G

« E TagOption

+ ¥ B AWS Organizations &K A TagOptions

B E B A TagOption MY E f
EFEAEMEESR TagOptions WEmMK , ERKME AWS Service Catalog #1T T S E1E

¢ W%Elﬁﬁﬁ-ﬁﬂg TagOptlon *an&EjEEI:FIII éo

- BREHEERNERT L REAERFBE SR TagOption, FAEFEBISRNSEREENF
B, #EAHEERENUR  HERSERMEER LNVER,

- AFEAEEETHER  BTERNERNEINER.
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THWERARSIRE T TagOption ERXE BB HEES X,

&5l 1 . ME—# TagOption £i§
EMEEME Y T TagOption[Group=Finance] (TagOption[Z #8=&&l]) , AEE Y HE Portfolio1 (E mil

1) WEH , LEMBEESEE Product! (BEf 1), M EXRSIE TagOption, EFEAERBHENER
B , BE—# TagOption 8K Tag[Group=Finance] (Z&[7#E=&/]) , M TR :

Product 1 Product 1
( Group, Finance %
Portfolio 1 TERMINATE!
LAUNCH!
The tag becomes part of the

provisioned product at launch

The user may see the tag set at
Product 1 launch, but is not required to
perfarm any action

5l 2 : EmBESHH—#E TagOption , EfFHEREH £8

EEEEEMESTHET EEHRELHBIVMME TagOption , MEZERBEEFNEMERL , BRE
M E£#RAY TagOption, BN , EAELREEMEENE T —E  REZRSWEVEB. AR
SURERNERAEMENNE , REAHEERNER,
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Product 1 Product 1

CostCenter, 70
CostCenter, 72

v

Portfolio 2 TERMINATE!
The user picked 70 for the cost
center. This tag is part of the
running instance.

Product 1
The user is given a choice of two
cost centers and can pick one

g6 3 EEMBESTPURBZERBEENERY , EEAT - HEHFHERZRN
TagOption

EEESCKBEEGHRBERSIEMN TagOptions HEEERMBE L, MEXEREEANERtEEEHE
B EHEZRSI#H TagOptions, & TagOptions KIEEHE ( EE AND ¥£4E ) AWS Service Catalog
By —#{8, TagOptions EfAEMBERK , SEINEHELRPRE, RENEUZRSRNEAR
EMENMWNE , RES/HEERNER.
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CostCenter, 65

CostCenter, 70 Product 1
CostCenter, 72
( CostCenter, 73

Portfolio 2 AN D

CostCenter, 70
CostCenter, 72

4

Product 1

AMD logic is used to
combine the values with the
same key from Portfolio
and Product tag sets.

The user is given a choice of two
cost centers and can pick one

gl 4 : 218 TagOption Ef#tHEMN MM EFRNE

EEECABEEEHRERSIEMN TagOptions HEEERMEES L, MARERESFHFHNERtLE
{8 TagOptions EHFHE K5I TagOptions. & TagOptions K ( BE AND 21E )
AWS Service Catalog B —#i{H. RFEKTERS|EMNE , & AWS Service Catalog BiL &
EHERSIBN ENERsc-tagconflict-portfolioid-productid , E5 portfolioidl
productidREMBENERMN ARNs, EFJRRMENERSCAERNESB/RBAER , MAE
HEUKEFEEHE,

CostCenter, 65

A CostCenter, 70
CostCenter, 72 Product 1

( CostCenter, 73

Portfolio 2 AN D

A CostCenter, 327
( CostCenter, 115

CostCenter is not set on the
Product 1 instance, but the conflict is flagged

in several locations. User still can
launch the preduct. Tag conflict
should not prevent products from
being launched.
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B2 TagOption

BAEEE , BULHTTHEERER TagOptions X EFH TagOptions :

-« BT AMER

- BASEH

- ERE SR EUH Bk
.« RE

FEEHEADEI TagOptions

1. 7£ https : //https://console.aws.amazon.com/servicecatalog/ BRI Service Catalog &,
2. HEEMAIEEINGERD , i#IE TagOptions B E,
3. HEEIMHE TagOption H , MARSIRINE , RRIBEHE,

B HTHY TagOption 2 & , ©EMWKREIE/EH 24 , W TagOptions FEFKFRIEFHF.

ZE#FH AWS Service Catalog APl 231 TagOption , 2B CreateTagOption,

FEEHE A S MBR TagOptions

1. ¥ https : //https://console.aws.amazon.com/servicecatalog/ BB Service Catalog £ &,
2. HEERIEEINEERT |, iBIE TagOptions B E , REBBEFHHE,
3. EEUM BRI R FE M ER

EEXEAPRAZEFERA—=ZE TagOptions

1. ¥ https : //https://console.aws.amazon.com/servicecatalog/ BB Service Catalog £ &,
2. HEERIEEINGERT |, iBIE TagOptions B E , REBBREFHHE,

3. HEMA , FEELBEMNIFEAD TagOption, RBBEFEE , ARE TR N ThEERFIZRR
R, RERTEDEER,

HEFR  FEELEENEAD TagOption, ARBEFEE , RERTHUANERPRIER ,
RBREDERNRE,
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EEEAEHPEVHEUE —HZ @ TagOptions B2 m il & HY BB E#

1. ¥ https : //https://console.aws.amazon.com/servicecatalog/ FARX Service Catalog £## &,

2. BEEASEYRERY , BEREERES K AERHBREEBHITUEEBNERES.

3. #iF TagOptions R5IFEHK , AREN—HZEEHEMESE VBB NIV BB
TagOptions,

4. BEDE. ARENEHSEUSER , AREZRENEE,

1% — 2 Z {8 TagOptions E2 42 & F 1Y 2 am 2 37 B8 Bk = B BA B

1. BARK AWS Service Catalog =& , #8it %A : https : //https://console.aws.amazon.com/
servicecatalog/o

2. EEASEEENEET  BEEER. ARABECEFHIBCEEBNER.

3. #iF TagOptions R5IFEHK , AREN—HZEEHRERESE VBB NIV BB
TagOptions,

4. BRERF, RARENEBIEUEREB , ARERENRE,

® Note

£ ZE#FH AWS Service Catalog API # TagOptions B2 A4 = E 2 3 B |
AssociateTagOptionWithResource,

s
¢
&n

EEMEH AWS Service Catalog API Bk ( BUERBBE ) TagOptions , 582

DisassociateTagOptionFromResource,

EF#E AP iRE TagOptions BV{E

1. ¥ https : //https://console.aws.amazon.com/servicecatalog/ BB Service Catalog £## &,
EEREENRERTF |, B TagOptions B E,

1#1F TagOption AR E, (UEABERE. ) REEE Edit (W),

HEERYTP , REE K ARBEREEE,

> WD
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FEE AWS Organizations & B £/ TagOptions

AREREIR A AWS Organizations H TagOptions FIZEBUERHY R BLER AWS Service Catalog. TIEE
72 Q0 AT 7E 30 BF {55 R 3 o {81 T RE RR B L AR R BT SR

EAR B TagOptions AWS Service Catalog 1E AR #EEmM (CloudFormation & ) |, 1 AWS
Organizations EA R AWS KR FE MM EN (OU) AR B SN EREK, Al , MREEERK
KEEZZ OU , HRNWEBBXESEAZZ OU FHMAIRE . MRERNEHAEMEZEICIIEE , Bk
ZREeM , FHTgEHR,

BEHBXR

EERRUELERNMFAERFPHER LFEAZER AWS 8937 Al AWS Organizations, &7 LAfEFZE
BHRREINERBEIRFBRERT AWS BRI —FH %

EBRXRRE-BHENSZ , UHEAEAEEA —BNER., BREXHNER , UREBEER
ER2E, BEUUEREBRIBINAREAR , UREEEATWE. fl0 , BEUERIRSEF
PR EC2 BITER XL EKEZBSWITES |, CostCenter BEXEEBHNEA Data InsightsD
Marketing.

EBBUR SRR EREAHHTERLHRA, PHLEEBNTEREE , UREEEFBTERANER
B]R, MRERBERFHTEE  ERERTELBRYREERLSRER , B7 AWS Organizations
FREPKHEHBEATER,

MBWOFARERF BRELRFBTHFMAENR , F28 FHIELBEAWS Organizations,
TagOptions

TagOptions 2 —EZ5C e , MRCERAEZMHBEHMNER , BI'® AWS Service Catalog ERE
CloudFormation 3 E%&E’Jﬁﬁﬁénno AWS Service Catalog 12t TagOptions X E , BRI LAE
HrPEHKEE AWS Service Catalog &= miE I BB EEY . BE AWS Service Catalog EmbF , &
MAREZEMRBEANERERBAIRE TagOption £4#8i%1Z TagOption TagOption B , FREREIZ
Em. ARGEEREARERBMRERE TagOptions , BB T LUERKIE T — R 2 8% | LUERE
REMERLANERBES.

ME WA PEXE TagOptions HIEEAE A AWS Service Catalog , 2B AWS Service Catalog
TagOption Library,

% AWS Organizations ZZE&BKEE AWS Service Catalog TagOptions 2 BI#Y & 38
MR BB E P IR FRE AWS Organizations BEBE |, BEBEHIT T HEE

B AWS Organizations 2 B K # A TagOptions 152
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EEEEM

- BA[EEFE T AWS Service Catalog EmiE & MEmRY TagOptions WEES
RAERBEBNER , EERKREAETREE qJEiE’JJEun :

- HBEREAEH

YHEANBRERAERBRMNEEEmBE.

AEREBNER,
AWS Service Catalog

BRERIGHEELE hELE) AWS Service Catalog i TagOption €88 WEmcity , MBAEE —EEHRK

R, BER NWEBRSRItyREXEHTHERE , flW Atlanta,

San Francisco=} Austin.

AWS Service Catalog R AFEREREAEMATER TagOption £ #3&H TagOption E/IE R T BE

Efmo.

EEEERT , MREEEEmEME T city TagOption £ # TagOption TagOption & , 5N

Rio de Janeiro&®{ Buenos Aires,

BHIRIZEE S EBHTHH TagOption B , UFESEREK,

TREHRS

=5

MREBRBBKPRE T HER
BEHT  ERRARRTS
B A RE

A BRI @A NET —
B, EREERE.

Reason

FERAMARIEEEBRBERTE
RERAFEENRSIENE
$& X TagOptions,

METHEEBRBRNERE
HE:E N

EERENBEBRBE KB A
1T AT — 3 TagOptions
EWPEEKRE.

AWS Service Catalog 8| T2RMEBEMm. RZ ,

&R

, 5% BA B4R R SR [B) R E AR R BUR A TagOptions B AJBEIB B AV R B R A RE,

BRIRTT

MRBEEBBERERLRSIR
RERFFITHEREHEN
RERZBHER , BFREELH
TagOptions B& % 5| M iE A
WEHFTEBRS | REEEER
BRPEENZESIB -,

AR, EEBBRPEUEX
BEE RS BAEABIET
FHRE  aS3ME N NEER
RE|BEFER , LRREH
TagOptions H& % 5| M iE A
WEFTEBRS REERBER
PATENRSIB— (Hlmse
HNE)

EERERRBR. WRER
EEERZFSIBANEER
AIFEREBRRSIZAPEERZE
AN

B AWS Organizations 2 B K # A TagOptions
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ESY]] Reason RRF R

LA, MREREZEHEBEKRF
EEEBRSIBARESH , F
HE #Y TagOptions BH %
5|8 AWS Service Catalog #B
= PNER , LFEEHEHHTHR
A,

RGN RBBER KRR
ABER , AIRERBRRE
BB NBEBRSIBRAS

o
HRAERETHES , EREL ATEERIXREBESGR # TagOptions EE#EHYE A
5 EI8 FRFEE AP Y E R EDE AN EmEEEIEN K ELXER
TagOptions ZHE., NMERESHSEEEEER
BEREBESAATNWESRE
REER,
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HI SAEZB 5|2 AWS Service Catalog

£ & AWS Service Catalog , /A Ef 5|2 &1E1B EXTERNALE mBR KRR, EXTERNAL ERER A
BEE=1MHESIE  Hl0 Terraform, EAILAERAINEEEIZE |, # Service Catalog B ThREER E R4
AWS CloudFormation #E7z4\ , IERAHMmHBHAFZERE (laC) TE,

EXTERNAL ERER A HEFE A Service Catalog BN AHEERNIBER , ARFRIAME 1aC TE
M 4F ETIRERIZE £,

& Z1E Service Catalog FRUFEXTERNALERER  BMNBEERFHAERZ—HAZEER, ELERBE
5 5|2, Service Catalog £ mZ T MR BRIEPNFERBERERGSIZ,

EK MK Service Catalog AERMBFERAE , IBEEBENIE —BNWER,

ERSTHEXTERNALE mBRWMAER R™A AWS Service CatalogDescribeProvisioningArtifact %
DescribeProvisioningParameters #24E8§ , Service Catalog €7 5|2/ A AWS Lambda EHE, ER
REENHER D PHENSEBEELKEERMN AL EIEE AWS Service Catalog, ELSEAERRM
ARHEREFN—BIEA,

B & ProvisionProduct #iEEXTERNAL#EZ R m M , Service Catalog & % E R ER#IIT—
wEE | REBABBEZEIZHE Amazon SQS 175, #E S| ZSREIRERENEB A
& (ZBETGERN IAM AGHMAKMBRS ) . REBERUNHERRMHEER , URWUA
NotifyProvisionProductEngineWorkflowResult AP| 335 B 3h =% 5k 8o

UpdateProvisionedProduct 1 TerminateProvisionedProduct BIFEAYERIE A X IEL , SEFUSBERE
AT HIFE N APIs :

 NotifyProvisionProductEngineWorkflowResult

 NotifyUpdateProvisionedProductEngineWorkflowResult

» NotifyTerminateProvisionedProductEngineWorkflowResult,

*iE

- EZEEIE
o BEEIMN
. o

. E#H
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. @R

ZEEH
FEEIRSER—ENEREIZR

1@ Service Catalog FH#EIRF RBEfE A —{EEXTERNAL#ZE 5|2, Service Catalog Fhub-and-
spokelZH AFFRIRFEVEEERYHAERES  ANERIERFEAERESEFNAER.

LEFRFIR |, HA& EXTERNALR BN EIRF AV —fE51%E, MREESHERFTZENINEIZE &2
BXAEFENPERFHRENFSIZE (UARERBEENER )

ARSI ZEXEEARBRINRBAE

EXTERNAL R mEXEEAEAMBRAIGGEENRNBACETHE. MBRFIGRGESEE
Service Catalog EHREEAERE. EFMIK LERBATEREN IAM A€, NERERGNFRE
A, FESBAWS Service Catalog BX B PR &l

SEH

EXTERNAL 2R R AT AR EMIER, ERTEMEXTERNALE RERKE  SIZEEREHNMGERR
FHENSEUEE |, WG H &R Service Catalog, EAEBEZRHIRS PEIL Lambda BBIRTRK , %
HEAES THERER, EEMAERM , YED T EEER,

/A Important

Lambda &% B & A ServiceCatalogExternalParameterParser,

"artifact": {
"path": "string",
"type": "string"
1,

"launchRoleArn": "string"
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b il HE Description

X object 2 E I Z B m A
E#Ao

B /R string = HIMTER P TER

mNLE, Bl ,
¥\ AWS_S3 , ER
Amazon S3 URI,

X/ FE string = RmER, RFHNE
: AWS_S3,
launchRole string & THAmRBEREZ
BB A EH Amazon
Resource Name
(ARN), R K2 H
BEAE , et
Lambda H#ITAE,
B FERE &
{
"parameters": [
{
"key": "string"
"defaultValue": "string",
"type": "string",
"description": "string",
"isNoEcho": boolean
ip
]
}
- fbi il PHE Description
parameters Hil = Service Catalog &

REREREEMHE
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Rz

-

i) PBE Description

EmNEMMEER
RRENSBRE.

MREmPRERS
¥, AeErEz=aE

Ho

fim

ok string SYRE|H,

MRFRRERERRE
#E , A% 2ENE

=n
AX 1B o

7|

defaultValue string

SIZSYENTARE
B, Hl, FH,
MEDBRS ., AT
EEBERSESIZ,
Service Catalog €%
BESEBEUFER
NEEES|E,

fim

type string

7|

YL, BEE
ZRMER

iR string

isNoEcho mME w5 HEF AP RERE
ESRE, ARER
false (2 BEED
FE) o

i+

¥ ProvisionProduct #4E , Service Catalog & RN BERMERRIGSIE, SIZEEEELEE
B laC R AR ( Bl Terraform) , AR RPEBENER. 5B A FBEA Service Catalog #&
£

Service Catalog # T EMERREEXZEIIRFPHE A B Amazon SQS 17
5|ServiceCatalogExternalProvisionOperationQueue,
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SELEHIE -
nﬁs}znn/ .

"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"productId": "string",
"provisioningArtifactId": "string",
"recordId": "string",
"launchRoleArn": "string",
"artifact": {

"path": "string",

"type": "string"

3,
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
},
"parameters": [
{
"key": "string",
"value": "string"
}
1,
"tags": [
{
"key": "string",
"value": "string"
}
]
}
Az Rl W
token string =

Description

BB ERN F R/,
R LAEER Service
Catalog , SAUBHNI#1T
R,

g

159



AWS Service Catalog

Rz

operation

provisionedProductld

provisionedProduct
Name

productld
provisioningArtifactld

recordld

launchRoleArn

B/ E

EEd

string

string

string

string
string

string

string

object

string

string

string

fim

fim

fmn  AD

fim

i

i

i

fim

7|

Description

LA L 24
ZAPROVISION
_PRODUCT Rt
.

fZEmA 1D,
MEERNER,

EmiY 1D,
ERmH Do

LLIRIEH Service
Catalog F2&k ID.

ARfEERz
IAM A&/ Amazon
Resource Name
(ARN),

E&R N MEEIRAY
DAL L= E

SIZREP TEHAm
WL E, Flgn , &
A AWS_S3 , iER
Amazon S3 URI,

RmEE, RFFNE
: AWS_S3,

B B REA WAL

g
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- fba il HE Description

parameters 5l = fER&E# A Service
Catalog i A& L 1E
WANSEBRELHE

BR B H = £ EE A Service
Catalog A ZEMN

key-value-pairs /&
B UEAZHEN
ﬁjl\o
THEREZRBEA
5/ API S EFEE LIEEM B EY 4 A NotifyProvisionProductEngineWorkflowResult AP,
BT
#¥ UpdateProvisionedProduct ##4E , Service Catalog €458 RN EREHMERGKSIE, 5| EEFHE

BB 1aC BRF R ( HIIN Terraform) B , LEFRmPEENER. 5|/EHEFBEA Service
Catalog #£ R,

Service Catalog I EEF AREEZELRIEFHE A B Amazon SQS 17
5|ServiceCatalogExternalUpdateOperationQueues

BREEE -

"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"productId": "string",
"provisioningArtifactId": "string",
"recordId": "string",
"launchRoleArn": "string",
"artifact": {

"path": "string",
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"type": "string"
iy
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
iy
"parameters": [
{
"key": "string",
"value": "string"
}
iF
"tagS": [
{
"key": "string",
"value": "string"
}
]
}
- fba il PHE Description
token string B =Bl L R ER F R/
B AEEE Service
Catalog , SABHI#IT
ERo
operation string B iy R
ZEUPDATE_PR
OVISION_P
RODUCT ARt
=
provisionedProductld  string = fEERMN 1D,
provisionedProduct string = HEEMNE R,
Name
productld string = Emi ID,
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Rz

provisioningArtifactld

recordld

launchRoleArn

FX

B m /B8 18

B m/ B

55

parameters

B8

THEREGREA

<]
string

string

string

object

string

string

string

5

5

fim

fim

fim

7|

i

i

Description
R mhY D,

LLIRIERY Service
Catalog 28k IDo

ARHEERZ
IAM A&/ Amazon
Resource Name
(ARN),

E& A R EIRAY
B EF AR E o

SIERF THAmM
WL E, Hlm, ¥
® AWS_S3 , iER
Amazon S3 URI,

(mBEH, RFFNE
: AWS_S3,

B BIRGEA WAL,

fFEF&E® A Service
Catalog i A& L1k
WANSEBRELE

o

fEA&E® A Service
Catalog B ZHH
key-value-pairs &
B, L UEREHEN
BilR,

B
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/A AP| SHHEA B M LIEEM E YA NotifyUpdateProvisionedProductEngineWorkflowResult
API,

gl

#HA TerminateProvisionedProduct #4E , Service Catalog A5 BEK LN ERERKSIE, 5%
BEBRGIRIEN 1aC RAR (B0 Terraform) E#E |, UK IERARPERNER, 5| ZBHE8EEA
Service Catalog #& %,

Service Catalog #FTEK ILEREEZEIIRFPE A B Amazon SQS 17
HlServiceCatalogExternalTerminateOperationQueue,

EREEL -
{
"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"recordId": "string",
"launchRoleArn": "string",
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
}
}
- fbi il PHE Description
token string B =Bl L R ER F
R X EEE Service
Catalog , SABA#IT
BRo
operation string B i) R
ZATERMINATE
_PROVISIO
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- fba il HE Description
N_PRODUCT HARIt
B,

provisionedProductld  string = EEMRI ID,

provisionedProduct string = MEERNER,

Name

recordld string = LLIRVER Service
Catalog a2 &k ID.

launchRoleArn string = RARmEERZ
IAM B &1 Amazon
Resource Name
(ARN)o

5 string B B el R{EA WAL

THEREGRBEH :

£/ AP FHEE F B HE L1 E R = Y 414 A

NotifyTerminateProvisionedProductEngineWorkflowResult API,

*ﬂjé
<A

FEERERFEAEERER  CHRBALFETIHMFTRER !

{

"Effect": "Allow",

"Action": [
"resource-groups:CreateGroup",
"resource-groups:ListGroupResources"”

1,

"Resource": "*"

I
{

"Effect": "Allow",
"Action": [
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"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResources"

15

"Resource": "*"
}
(@ Note

BBALEFENRmT I EERNRLCFT A , fl0 ec2:CreateTags,
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£ BB AWS Service Catalog

I&ALAE A Amazon CloudWatch 2RES# AWS Service Catalog EiR , Amazon CloudWatch &4
ERBEER WA HZE AWS Service Catalog AT BIEE, ELEMITERSREME , BETURE
MERER , WEEBEHNRIEMAE, AWS Service Catalog IEEERSE 1 P ERNEEEES
CloudWatch, & &M@ CloudWatch MEFME , 52 B (Amazon CloudWatch £EAEIEFE) -

ME—PAAEERRTHEE | FZ2BAWS Service Catalog CloudWatch 1512,

EERRHERE T AWS R A RN T SEM, ATAM AWS Service Catalog FIXREEMNEEZ v, BEZRK
AWS fRRFROFTEI D NEERER  UMEERESH AR ERRMES, FHREEZH AWS
Service Catalog , RIEZE L ERFE  HPIETIHBENER

- ERBERME?

- EDERPLEIR?

- ERELEERNBARAM?

- EFAPLERTE?

- HERBITEERERE ?

. B4 [ RE R FERZ OB AN 2

BT B

AWS RERE T HREEH T E AWS Service Catalog. &R LAFRE
ETEZEFHNA. EBRLR T BLEREE,

HELEETIER

i - TAERETER , BF

\

&R LA A Amazon CloudWatch B /RREE#E AWS Service Catalog F# & Ko

CloudWatch B R8ELEENHARETE —EE , YREESEZEHBREEREEREN
EHT—RNZEEE, WEEREEE Amazon Simple Notification Service (Amazon SNS) £ E
Amazon EC2 Auto Scaling BURHEH, CloudWatch B RAEREERIEEMREMRTHEE |, AREX
AOBEVCHE—BEENEE, BEETHUMNEYER , F28E Amazon CloudWatch 7R,
MEFERE £A Amazon CloudWatch 15/ FFHIE A AWS Service Catalog , 5528 AWS Service
Catalog CloudWatch 54,
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AWS Service Catalog CloudWatch $54Z

EAILAE A Amazon CloudWatch 3REE#ZR &9 AWS Service Catalog &R , Amazon CIoudWatch - |
WEREERI A EEE AWS Service Catalog AR EIEE. EERFTERSFEEME , BEA
ENERLESR , WEERENRIEMAE. AWS Service Catalog IEEEHEE 1 PERNEBEXE
CloudWatch, & HEE CloudWatch WM& , 528 (Amazon CloudWatch EAEIEFE) -

IE

 BA CloudWatch 158

- ATAMNEEEEE

- ¥ AWS Service Catalog 52

FLA CloudWatch 1542

Amazon CloudWatch 1§12 AR AR

ATHNEREREE

AWS Service Catalog 3% ZE Amazon CloudWatch BIIE=ZFN#EE 10 T Fir o
AWS Service Catalog &

AWS/ServiceCatalog A ZEEMIE T HIEE,

EE Description

Provision EhEcHESrEREERNMERmMBBNMEEREE, HEZLE
edProduct BIEC 8 M 2= B M 1E CloudWatch B .,

Launch

Y : Count
BRHEETER - Minimum, Maximum, Sum, Average

#E : State, PPState. ProductId . ProvisioningArtifa

ctId
ProductPr EEMID EHTHBEREprovisioningArtifactld . #HESE
ovisionin CloudWatch B3 A —Eic &,

gOperation

CloudWatch Metrics
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EE Description

B{J : Count

BWHEETER - Minimum, Maximum, Sum, Average

#EEE - State, PPState, ProductId . ProvisioningArtifa

ctId

AWS Service Catalog ISRy #E

AWS Service Catalog &% T 5 # E &35 ZE Amazon CloudWatch,

HEE

PPState

ProductlId
ProvisioningArtifactId

State

48 AWS Service Catalog f51E

Description

i E R EH DU IR E AR BB K PR 2 E P
ARIER. EFHPERRBRERER D E,

BRORE : A, BE. #HR

L E R RS ERBIEm id AT KRB E R,
IS T i Bh B AR H B R BRI E /R o

iR REmR S ERBNMAERR id FTFERNE
o 1B i Bh I RERE RS th ERR BN RV 2 U 2 MR AR A

I BB SR B DAL 15 RE AR RE R B Y P A #p 22 FE m T
mRNER, EFHEEKMERERER D,

BAREE : SUCCEEDED, FAILED

& A LATE Amazon CloudWatch E£32 & 448 Amazon CloudWatch 88 , T2 ARM EFEN B

BEWBTER , URBHEPHTHNERRE.

ES]

« 7£ Amazon CloudWatch E# & H#18 AWS Service Catalog &

18 AWS Service Catalog 1812

169



AWS Service Catalog EEBER

#£ Amazon CloudWatch £ & F#48 AWS Service Catalog 1§4Z

#& 1] LATE Amazon CloudWatch 33 & 4 47 AWS Service Catalog 8%, Amazon CloudWatch
A 1RM AWS Service Catalog IEEHFMARER , BUUESITEFAERNMIA, WFE Amazon
CloudWatch B E¥#IE R , 5528 (Amazon CloudWatch A& ER) .

£ E £ Amazon CloudWatch £ & 1R igE

1. 1E https://console.aws.amazon.com/cloudwatch/ BIEX Amazon CloudWatch £3#2 A&,
2. EERAIEEHH Metrics (F51F) [BER , i#IE Service Catalog (R# B ).
3. EEEZRGANEE.

£ 528% AWS Service Catalog API FEA4} AWS CloudTrail

AWS Service Catalog 252 fRIEE S AWS CloudTrail , LRI ATIRHEERE. AEH AWS REE
H A REZ B ERIFC 8% AWS Service Catalog. CloudTrail #% AWS Service Catalog BIFTHE API
FEYFEER B4, FEEVRYFEALSIERE A K AWS Service Catalog FEAY | LUK ¥ AWS Service
Catalog APl IRERRENEFE I, MREEIUREK , B LA CloudTrail E4EFER T E Amazon
S3 A1FETR , ©1F =M AWS Service Catalog, BIfEf&KEREEBMKE , kAR LUER CloudTrail
BEAEFPNEHRE RERBHENEMH. BRI LA CloudTrail FTUEERYE AR KR HEYFER AWS
Service Catalog, RHFERM IP bk, RHEBRHOAS, REBROERE , URHMFEMBENA,

EZEE—L TH CloudTrail , FZRBAWS CloudTrail {FEHA&EIERE)

AWS Service Catalog CloudTrail REYE A

AWS ZHIRFSEEREERBA CloudTrail, E5EE7E F 284 R AWS Service Catalog , & B B
EHRPIREPIWEARE AWS B4 —#ECHIE CloudTrail B4, BAILE AWS IRE R, 12
ENTHEKFIENEH, MFEFMER , F2H "£H CloudTrail EHEFEHWIREN o

£ EIFERHIE AWS IREFEH |, 81 HWEH AWS Service Catalog , SEEMNBHE, RRAEE
CloudTrail #& BFFERR I E Amazon S3 REFITE., K(KFER , EREEEEPENEHE  XERS
ERAZEMAN AWS EiF, MEREHE AWS 2EEFFIEEENEYN , X AFEREEXETIEEN
Amazon S3 fEFETEE. LI, BULIEREHE M AWS fRTE , LUE— 5 2 FEE CloudTrail BEEHRFR
WENSHER, MEFHEEN , F2ETIRE :

- B BMAEIE
« AWS CloudTrail X8 RIEMNEBES
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« ER7E AWS CloudTrail®y Amazon SNS &4
. RZEEFFEW AWS CloudTrail BFFER , U RS ERFEUW AWS CloudTrail HEEEZR

CloudTrail &iC8%FTH AWS Service Catalog EifE. #lin , ¥
CreatePortfolio, CreateProduct fl UpdateProvisionedProduct B2 IS E
CloudTrail BRI ELEER

B-EEHVARERNSLSELEFRENET. B EATHBEHE T5IEE !

- REMEABEH AWS Identity and Access Management (IAM) EH & ZE AERHEHFE R,
- REBRBRE , REFATHREACEMS I EAENERRLEBRE.
- ERESHHEM AWS REREL,

WMEFME , 526 CloudTrail userldentity T,

T #% AWS Service Catalog Hi1ERIEH

Bt —EHAE  siEEHUARERNERARNSEERIEERN Amazon S3 #FErE. CloudTrail HE
1%5'5@’%“—32%@5%% R, BAS4AEARERENE—FBR , YISHEREE, FRNO B HMNE

3. ERSEEEN. CloudTrail HFFEELIEARNE AP LAY HERERBEF , Rt FTELUEM4SEIE
VH:IEEO T B &5 B R~ CreateApplication API B CloudTrail BB E

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "account",
"arn": "arn:aws:iam::12345789012:user/dev-haw",
"accountId": "12345789012",
"accessKeyId": "keyId",
"userName": "dev-haw"
I
"eventTime": "2020-09-23T21:07:58Z2",
"eventSource": "servicecatalog-appregistry.amazonaws.com",
"eventName": "CreateApplication",
"awsRegion": "us-east-1",
"sourceIPAddress": "205.251.233.48",
"userAgent": "aws-cli/1.18.140 Python/3.6.11
Linux/4.9.217-0.1.ac.205.84.332.metall.x86_64 botocore/1.17.63",
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"requestParameters": {
"name": "hawTestCT",
"clientToken": "6f36d650-a086-47cf-810a-fbfab2f8ad33"
I
"responseElements": {
"application": {
"applicationArn": "arn:aws:servicecatalog:us-
east-1:12345789012:application/app-02ocuq2cie2328pvbsya78e22f",
"applicationId": "app-02ocuq2cie2328pvb4ya78e22f",
"creationTime": 1600895277.775,
"lastUpdateTime": 1600895277.775,
"name": "hawTestCT",
"tags": {}

},

"requestID": "1b6ad353-3b06-421b-bch4-00075a782762",
"eventID": "Qa2ca224-cdfd-4c4b-a4ed-163218ff5e2d",
"readOnly": false,

"eventType": "AwsApiCall",

"recipientAccountId": "12345789012"
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E2 8 mhE R E

AWS Service Catalog AFFEESEERFNEZREMERERE, EEETUAEATREMERIEE
RNEEE, ERETG , URZERUTANEIENRE (ER) He, EEENEREREEERE
BERHTERELmERERE,

FREmERTRE TERIRFAE |, WK T HEMF

- EERANAREARN CEELERNRB(LER
- B5RE—2FATREREE KA ERNRS
- BZEREERDIRSE , SlIUFRE%, RENEE

(@ Note
EEREEERERFEREEEIRES mERITRE.

EEXEAREREHRE

1. HEEREEDREXRD | BEREFRE,

2. HEREEAPLREENRERIFRE , BERES.

3. LEES WAREERE K ARENZEHEENXEREE,
4. BER®E

2% AWS Service Catalog XEEX A RBNEBEE , FREAWS BiF TRAMRETE,

AWS B XEEE A mERERE

AWS Service Catalog XET & AWS [E1F Fr5l i £iE A RERIEFRE.

AWS B £ AWS EF &%
EEIRE (#E B L) us-east-1
EERI (H%MH) us-east-2
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AWS [EiF &8

EEIFEED (ML ER)

XEIFER (REF)

Africa (Cape Town)

DAHE (BFE)
DAH[E (FEHNE)
DAEE (RE)
DmAH[E (KER)
DAREE (BW)
SRR (R INE)
DAREE (EH)
TAEE (RX)
MEKX ()
B CEHAE)
BN (ZFER)
BN (A=)

BN (K E8)
Europe (Paris)

BUM (B fE S E)

Middle East (Bahrain)

rEEMN (ERE)

AWS EIF &%

us-west-1
us-west-2
af-south-1
ap-east-1
ap-southeast-3
ap-south-1
ap-northeast-3
ap-northeast-2
ap-southeast-1
ap-southeast-2
ap-northeast-1
ca-central-1
eu-central-1
eu-west-1
eu-west-2
eu-south-1
eu-west-3
eu-north-1
me-south-1

sa-east-1

AWS B XEFEE MM
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AWS [EiF £18 AWS EiF &%
AWS GovCloud ( XEIXRES ) us-gov-east-1
AWS GovCloud ( <EIFaE8 ) us-gov-west-1
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MR S RO 8%

THRRA XMHWEEEE AWS Service Catalog. MFEFEELL XA EFHMIBA , AT LAFTE RSS 5T
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« APl fRZ< : 2014 £11 A 12 H

s WHBRIEEHREE : 2024 £5 A 16 H

g

KIS\ ER 5| % AWS Service

Catalog

Z2 1AM B

DU B

AWS Service Catalog #7385k 2024 £5 A 16 A
T e d: OF B SN T |
FEiB EXTERNALERER K
o EXTERNAL EmEHA
HEEE=FMESIZE  Hlm
Terraform, A LAEASAER5|
% | 4% Service Catalog #YZh&E
HERE|F4E AWS CloudForm
ation EEZARZ 5\ , LAERAHEMHK
BiAENE (1aC) T, W
REMER , BFSE WHERE
2 AWS Service Catalogo

AWS Service Catalog F 2024 £5 A 7H
FAWSServiceCatalogS
yncServiceRolePoli

cy BKPAcodestar-

connections #F A

codeconnections . fZEE

&R , 2B AWS Service

Catalog AppRegistryfJAWS 2

ERX.
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BREH

TR 2024 F 4 A 25 AWS Service Catalog H 2 BIHI X4 21T B 5 50 8%,

Thae

AWS Service Catalog

AWS Service Catalog

AWS Service Catalog

AWS Service Catalog
AppRegistry

Description

ZE 7 ## Hashicorp ¥
Terraform R FEHY 8 & F L0
EmBRENER , FRE SR
BH Terraform Open Source
EnflAEERENANIE

mEE,

EETHRNME HAE
@& AWS Organizat
ionsit 72 FF AWS Service
Catalog [@26 AWS Organizat
ions , 2B AWSServic
eCatalogOrgsDataSy
ncServiceRolePolicy B

F AWSServiceRoleForS
erviceCatalogOrgsDataSync
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