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ftEREBEAR Ruby B AWS SDK ?

OO EAEAM Ruby B9 AWS SDK B AS1EME. BAM Ruby #Y AWS SDK RHM&EFFIE WX &E
B E AWS k7 , B Amazon Simple Storage Service (Amazon S3), Amazon Elastic Compute
Cloud (Amazon EC2) #l Amazon DynamoDB.

BAR Ruby 9 AWS SDK R ABEERHAENARE, REMEMAER® Ruby 89 AWS SDK
REMER 2 Ruby EREXWHEBEER AWS R,

BRAR Ruby B9 AWS BREEH AP

HAtb S AFEEE R

MEEAR Ruby B AEN AWS SDK BR , E2ETIRE :

- AWS SDKsHITESEEHE - AERE. VEEMEME AWS SDKszBE RNELRHE
- EAM Ruby B AWS SDK API 2% - £ 3 IR
+ GitHub EWIAWS X BEJIFEE
« RubyGems.org - &#ThRZAH) SDK BB RRBIFEN Gem Eff , AJELLEEE
- XEHRE - SIHEAR Ruby B9 AWS SDK X EHFIE Gem
« AWS GitHub EHiE AR Ruby By SDK iR :
© RIBFMBE
- BFSE Gem EHTHERE
s RV2EBE V3
- BOFABIEEE
- BABASEBER

HEE AWS Eim

EATLABE R AWS FR#E #1 AWS Elastic Beanstalk AWS CodeDeploy & , #& M E AR LB R AWS
Eiw, WMFEMMA Elastic Beanstalk 38F Ruby AR , 552K ( AWS Elastic Beanstalk & A&
™) FHMEA EB CLI A Git £ Ruby %[ %# Elastic Beanstalk FEFTE . ME AWS BB IRISHIHE
B, F2H LNEHBEEHSE AWS,

HAtb X H+ERE IR 1


https://docs.aws.amazon.com/sdkref/latest/guide/
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/AWS%20SDK%20for%20Ruby%20API%20Reference%20-%20Version%203.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/ruby/example_code/
https://rubygems.org/gems/aws-sdk/
https://github.com/aws/aws-sdk-ruby/#supported-services
https://github.com/aws/aws-sdk-ruby/
https://github.com/aws/aws-sdk-ruby/#readme
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems
https://github.com/aws/aws-sdk-ruby/blob/version-3/V3_UPGRADING_GUIDE.md
https://github.com/aws/aws-sdk-ruby/issues
https://github.com/aws/aws-sdk-ruby/blob/version-3/UPGRADING.md
http://ruby.awsblog.com/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/create_deploy_Ruby.html
https://d0.awsstatic.com/whitepapers/overview-of-deployment-options-on-aws.pdf
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FRREFEERANHERHEE

MEMREATTRAREERARKE 2 HBRENENET, , H8M (AWS BREARTESE
158 PHUTRE

« AWS SDKsFI T E#EBUR
« AWS SDKsHI T B EiEE

RBREFERRANEZRRSTER 2


https://docs.aws.amazon.com/sdkref/latest/guide/overview.html
https://docs.aws.amazon.com/sdkref/latest/guide/overview.html
https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html
https://docs.aws.amazon.com/sdkref/latest/guide/version-support-matrix.html
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1AM Ruby By AWS REEH AP

THMAZE, REMER SDK K2 Ruby EARER , LEXRFTARAEER AWS EiR,

&

- AWS {£FiB R Ruby # AWS SDK i%iB B

- REEAR Ruby 9 AWS SDK

- EAEAR Ruby B AWS SDK Z SR FERARE

AWS & FiE AR Ruby B9 AWS SDK i#EiB B

£/ ETHRE AWS i |, BLAARVREARG #1750 REFNH X AWS R, ERSURIRIRENE
ATRANFEE , AR/ S XRE AWS ERNVERRET AWS FH.

BEERFOMN S 5 RE S R Y SOK EITRE , S AWS SDKsM TESEHREHRN 5 5 BB
FH.

EREEAEAER

SHEAMRAR K BRMARBIFERAEFERAEEN AWS EEXHABEARE , UEXRFAXNFE AWS
R, ERABRRSGIREFZR, AWSBSELAGREAER , UMEALTKRAZTE | flin AWS
Command Line Interface (AWS CLI) 1 AWS SDK for Ruby.

MREBREFWSTE  BEEES AWS CLI EAFZREZEAERET AWS ZEEF SAIRHA.

EARM Ruby B9 AWS SDK A EEHM Gem EH ( M0 aws-sdk-signin) FEEEHNERRE
X, AR ERAEAEREAEA,

£/ IAM Identity Center & 7 B 3%

MREREZFMN S E |, S B8EHK AWS SDKs M1 TEZZI5RFH IAM Identity Center 5 0B FBREF. <2
%6 CHREEZBETITE :

- EHTERRENZH AWS CLI, BAREE AWS FEA O THERERW .

- HAAWSconfigiE% , H[default]REEEE —E A SDK BEWHEE. EESHRUERD
B , 5520 AWS SDK T ESEEFEHNEAEENE,

« HAconfigERERE reqion®E., EERTELRFAZREHAN AWS FBFR AWS [BiF HIFERR
B, KEFANKIEEER EBEFH SDK RBEFER.

£ BE AWS 3


https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sign-in.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-region.html
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- AREHFERAEREN SSO ZAFIREEHERE  HEEEFERE CoWMBEAER AWS,
ltsso_role_namefHRiE#EZE IAM Identity Center 3T/ 5£H9 IAM A€ | AFEFEEEERAERF
AWS BR7 EAH .

THEFlconfigERERFER SSO FAIRHEHERENARRER, REMBsso_sessiondy
REREERsso-sessionEH, sso-session BRI EME AWS FEA O ML TERERAER

==

Eo

[default]

Sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole
region = us-east-1

output = json
[sso-session my-sso]
sso_region = us-east-1

sso_start_url = https://provided-domain.awsapps.com/start
sso_registration_scopes = sso:account:access

EAR Ruby B9 AWS SDK A" EEHM Gem EH ( 0 aws-sdk-ssofl aws-sdk-ssooidc) #
BELEWERES , BIT A IAM Identity Center & 75 883,

FRE) AWS ZERA O#8uh T/EREER

EHTERNEARER 28 AWS RIS , BFEE SDK W/EAH AWS EEA O TERSER , T &E
£/ IAM Identity Center 7 BERBMEAER, RERENITEREREME , ZRNFHERE
B , MA SDK €183 55 BFHER, EEEAAWS EIWMA DM@ |, BE dHTTHHS AWS
CLlI,

aws sso login

MRLEREESIWEREFARRER , ATFFEMA --profileiBENWN 4, MREHN SSO EHIE
HEHEFEACHBNRER , BImS A aws sso login --profile named-profile,

EEEEMMAERECREEREEATHNIERR , B8 T T% AWS CLI 665,

aws sts get-caller-identity

£/ 1AM Identity Center & % 5% 4


https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html#feature-sso-credentials-profile
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#section-session
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MBREHNTERREMEASDRE  HitHTHWEESHREHXAconfigRHELER IAM Identity
Center t(RE FMEFF I &£,

(® Note

MRZLEEERATH AWS FEA QML TERERILHIT aws sso login, BIFEERHEZE
AEH,

BABEFAUESRTREAF AWS CLI FEUENER,. HR AWS CLI ZEREAR Python B
SDK 2 £ , AlFFAIsAR ARE @ Ebotocore B BRI L,

EZ 5 BRREN

ANEEREERAESY  REARANEBAS, EEE, RBAR. RFEEIHESE, BfLER
BE DT RFIEN AWS RENEAEN. BRAEEBRENABRERE - ERTEARBABNE
-BRANETD

FRREARREAER AWS, EANACHASFERAEEAS I RME  EBRERHEREA
ERNACRREMR AWS IREFNIESFE. BREPXTFIERE , RMEZREER AWS IAM Identity
Center (IAM Identity Center) REEHIRFMELIRFFHFINER. IFESBRAR , F2ETY
RA :

- METHEAEREBEBNENR , F2H AM EAEERESTN IAM 22 HEER,

- FEEVEH AWS BAER , F2E (AM FAEER) PHERZEEAER,

- EETHERARM Ruby B AWS SDK BEAER M E NG , LUKk SDK ik F BB ERTRN S 2
BT E , B2E EAERREEENELE,

- W% AWS SDK B AERREEHERTE , 520 SDKAWS SDKs NI T ESEEEPNEELE
AEBHRME,

ZH#ERAM Ruby B9 AWS SDK
AEHEEEAR Ruby B9 AWS SDK B R IR MR E 5 R,
SRR

EFEABERR Ruby B9 AWS SDK 281 , 4B %D #EITEDRE AWS, NERESDTRBEWENA ,
528 AWS FAE AR Ruby B AWS SDK &8 B,

BEZG0BRBEAN 5


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
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ZE AREN

A A& R % Ruby Gem B4 — KRR EEAM Ruby B AWS SDK, Gem E# A% RubyGems EX
8. BARM Ruby K9 AWS SDK SRt AEMAIL , WL 268 AWS R, ZEEME aws-sdk Gem Eft
B, TEFSE—E/EFRIEE,

BELERAE AWS RS FAN 2% Gem E, EEZBHABAE |, aws-
sdk-service_abbreviationTEEFEMMRE AR Ruby README ¥y AWS SDK 2R X EREE
BERA, Bl | B8 Amazon S3 FRIGEZH Gem EH AT EEE Bffaws-sdk-s3,

Ruby R R EE S
BEFEA Ruby RAEEITE K MAREARME Ruby , MR :

« RVM
- ERk

* rbenv

Bl , WREEABR Amazon Linux 2 EE R , THIamt A AREH RVM, 5t AT AH Ruby hR
A, RBEBELEEMFEHAEAR Ruby B9 AWS SDK # TR HIRA . Ruby RIEMSERRAS 2.5,

rvm get head

rvm list known

rvm install ruby-3.1.3
rvm --default use 3.1.3

“ A B H

Bundler
WMREFEA Bundler , THHTEREBAMN Amazon S3 By Ruby Gem AWS B EH -

1. %% Bundler ¥ Gemfile :

$ gem install bundler
$ bundle init

2. FMEEMW Gemfile , WAEXBHERAZE AWS BRI Gem 1 —gemiT, HEER
Amazon S3 6| , FERUTITHEEERIKS

gem "aws-sdk-s3"

RE RBREMH 6


https://rubygems.org/gems/aws-sdk/
https://github.com/aws/aws-sdk-ruby/#supported-services
https://rubygems.org/gems/aws-sdk-s3
http://rvm.io/
https://github.com/postmodern/chruby
https://github.com/rbenv/rbenv
http://bundler.io/
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3. f#%F Gemfile,
4. TE HPIEENMHEKMEGemfile :

$ bundle install

£ FE A M Ruby B AWS SDK 2 fERERRER
£ AE AR Ruby B AWS SDK [@ Amazon S3 T, T3&FIRE R Amazon S3 RFETRINEE,

m =2
BT IR BERL T ORRERS, SEEDEA hello-s3.1b,

require 'aws-sdk-s3'

# Wraps Amazon S3 resource actions.
class BucketListWrapper
attr_reader :s3_resource

# @param s3_resource [Aws::S3::Resource] An Amazon S3 resource.
def initialize(s3_resource)

@s3_resource = s3_resource
end

# Lists buckets for the current account.
#
# @param count [Integer] The maximum number of buckets to list.
def list_buckets(count)
puts 'Found these buckets:'
@s3_resource.buckets.each do |bucket|
puts "\t#{bucket.name}"

count -=1

break if count.zero?
end
true

rescue Aws::Errors::ServiceError => e
puts "Couldn't list buckets. Here's why: #{e.message}"
false
end
end

BUEENEARERX 7
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# Example usage:

def run_demo
wrapper = BucketListWrapper.new(Aws::S3::Resource.new)
wrapper.list_buckets(25)

end

run_demo if $PROGRAM_NAME == __ FILE__

AWS B AR Ruby B SDK Rt BEEL , WL 28 AWS BRI, T Gem E#4# , Ruby RIFER
JEiRfY requirefRiR = & E A Amazon S3 BRFEHY AWS SDK FRIM A E. METTH AWS R Gem
HEEE 2R ERR Ruby README ERA AWS SDK i?&ﬁﬁiﬁﬁﬂio

require 'aws-sdk-s3'
#HITRER

BB TR RUEIT Ruby 3. #11T Ruby XAV EARI G5 B EES

?:
%

ruby [source filename] [arguments...]

HEHRKXBAEASIH, BEEZHTHRERER  FEPTRTITRANUTRE

$ ruby hello-s3.rb

Windows fE &R EF=E18
B &1 Windows L SSL BRI #H1T Ruby BRER , B2 E B UL TS,

C:\Ruby>ruby buckets.rb
C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:921:in “connect': SSL_connect returned=1
errno=0 state=SSLv3 read server certificate B: certificate verify failed
(Seahorse::Client: :NetworkingError)
from C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:921:in "block in connect'

from C:/Ruby200-x64/1ib/ruby/2.0.0/timeout.rb:66:in "timeout'
from C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:921:in “connect'
from C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:862:in "do_start'
from C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:857:in “start'

#@iTER 8


https://github.com/aws/aws-sdk-ruby/#supported-services
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BREENEE , FEE-IXAWS R ZaIEEMLE , S TTHEE Ruby RRER

Aws .use_bundled_cert!

MREE Ruby BXHEMEA aws-sdk-s3 Gem Ef , WHREFABERE , AIEFTEHIE aws-
sdk-core Gem £,

®REI R

BHZARFFZEM Amazon S3 B1F , FEF GitHub EWAWS EXNFEHIF#FE,

®rESR 5


https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/ruby/example_code//s3
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B Ruby B9 AWS SDK R EXE RIS B iR

EZELURERRTARNEE AWS R , BAR Ruby B AWS SDK € #t4&E & H H FixER AWS iR
%, flan  MBREHNEARRNFZEFE Amazon EC2 , L ERAREREE N Amazon EC2 A F B Y&
DI RIEEE, RE , B LER REAFiRRZAFRRHFER AWS R,

HEM RHFR AWS % , ELALBURBAH iR, ¥R AWS K EHEXBERANESE  ©
HAEHCH Gem EHFNBECHERERRERES, AFmSHHERELENESE AP RELFH—E
Fko

RE SDK ITABEMZBALE , B&R—VHERBAFRNITAER. EARPEYHNRERF K
ZH, RS EER,

ERER M AWS i, B4 RRVENRE #TH0RENITX AWS BE. BHAERE AWS
B BEAD .

AWS SDKsH T EZ2EEm B2 S AWS SDKs HERMNRE, heeMEMERES,

FE

- BRENEBELIERF

- EASREBAR Ruby BRISHI AWS SDK BRI F iR
- ERENBPHREEAR Ruby fR#E A Fixk AWS SDK
« AWS [EiF AiEFR Ruby B9 AWS SDK R E

- FEAEAM Ruby B AWS SDK EAERHRHE

« 7EE A Ruby B9 AWS SDK & EEH

« EEAR Ruby By AWS SDK HE% E 7] #1814 Th g

« EE AR Ruby By AWS SDK FERE HTTP BARERE

H A config#l credentials EERATARBERERE, WEFE AWS SDK RE , 528 SDKFIE
SEREPNRESE. AWS SDKs

FTRNBREETARERTRNMERE, FEEE SDK BANERATRERE , BUUER
AWS_PROFILERZEZBH RN profilefVi&EAws . configo



https://docs.aws.amazon.com/sdkref/latest/guide/
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/settings-reference.html
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RENELIEF

SERENREAZE SDKs XEAEREZEEN I, EABREHEMEMWIIEE AWS R
AWS SDKsE—RINERENME (HRR ) , ASREHRENE, WFFEREERAIERERIR
REM. UTRREEABLIERF

1. BEXBP BB AFinA & LRENEMRARERE , #EEAMMEAEMRE.
a. EREEEAFKERNBNTMNSHBEERSNELIERF.
b. Aws.config BRESHRBEIEIENRE,

2. BE RIREH,

3. EREHA AWS credentialsiER,

4. EREHLA AWS configlE xR,

5. BAM Ruby B AWS RREHRBBRFRUNEAEREHRSHEZEA,

ENEREBEAR Ruby FRIEHY AWS SDK BR# F F iR

ATSHERERERUERABIARE, EANREERR  HEEEREMARARN. AZRBIERE
REAURERARTESHUNERNVHLA AWS configEEP, HAconfigE R MERBINERE
£ BARER , ATEANRRIAFRETENERE,

RESEMHAHconfigiERREEHE SDKs MITEZE AWS BENMNMAR | A ETRENRFH
= MEAENA —Bhae,

=B AWS SDKsHITESEIEE | TRNAERSL S AREENEARER | URESERE sdk BE
WEMET. EESERREATARESRRARRERFNTESEE  BoNERESNT AR
ERTMEESE, AWS SDKs

HEM RHFR AWS BR% , BLALHTEEBCKRBHAF R, S URERBHFIRAERRK
E , PlIREF. HTTP A F R ERER,

BERKEAFHBEE AWS B MBAERHEME, SDK EAELERBREXD ERNERE
B, YEAERNEABNEEFR, SAUEEREXNBPURARGIAAEEELE , IREPED
MAELE,

RBEEHAE-RIMUE (IR ) IHERE , USKRERERENE.
1. BRIBFHBBERAFimA S ERENEMARERE  HELMEMHEMERTE,
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https://docs.aws.amazon.com/sdkref/latest/guide/settings-reference.html

AWS Ef# Ruby & SDK BRABER
2. RIFEY
- MERTERESEWFHMEN , 520 AWS SDKsHTESEERMHINIREEE,
- AR BUNUARBRETHAHENRREY 2R K. 2EAENFER BB ITERR,
3. £/ config# credentials B

- MERTELERMNFMET , 520 SDK configfl TESEEEHPHWHA # credentials
2=, AWS SDKs

4. RBEHRERASREENTMNERERSREEM.

- BEEM , flmESE , REERE. EL4AEERNS. RERESIHAconfigERPABEEE
. R SDK EEBMTLEMNMERE , API BRIESEATRHE KRN

AWS B Ruby B SDK IRIZE£ %

BT KZ8 AWS SDKsZ BN BHBIRESEH 2 , BAM Ruby B9 AWS SDK EX E—LEZFHNE
o

AWS_SDK_CONFIG_OPT_OUT

INRAWS_SDK_CONFIG_OPT_OUTE&XEEAM Ruby B AWS SDK IRIEE %8 , Al A AWS
configlEREE ~/.aws/confighEARMEMERERE,
AMAZON_REGION

HNERIRESE , AWS_REGIONARERE AWS [Eiff, REEAWS_REGIONAER i, T 2REl
=T

AEREXBPREEHARN Ruby BRI A Fimiy AWS SDK

EEEEXRPREARE  ACHEERNEAZEXNRNEAEX. aXBRAEXY , AAAR%E
RPN AR, BE AWS % BRI EAFRNER SR ERBAFRATERBNERS
BE,

Aws .config

EEEMAE AWS HRINERNBPRMLEHER  FEA aws-sdk-core Gem Aws . config E#H
REH

Aws .config S'Z%WETHFHLE’JM/ o ZHFRENMUEREME AWS R HEFERSE. NEXE
REMTEEE , 528 EAM Ruby B AWS SDK APl £#(ClientOptions##
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https://docs.aws.amazon.com/sdkref/latest/guide/environment-variables.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/settings-reference.html#EVarSettings
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/plugins/global_configuration.rb
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/MachineLearning/Client.html#initialize-instance_method
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EIB EITL2EEE Aws. config

EEFER RERBEBIEREAWS . config , BEATIIEEE :
Aws.config[:<global setting name>] = <value>
ELREGESHETMELNERER ik,
SEFRERNEH
Aws.config[:region] = 'us-west-2'

NREEFAERALEIXENRERR , ELERRUITXEZEBNRBERNITERE , BiEs5|
BIER. MRBLEEERR , FAARBRENE .

ZEiB NIRE4SERE Aws . config
EEEB RERBIFENREAws. config , BEATIEEE -
Aws.config[:<service identifier>] = { <global setting name>: <value> }

S

b

ks

(af
lI53

EEEHIZBBEENFMECELRBAF ik,
A

W

555 A Amazon S3 RYERE S -

Aws.config[:s3] = { force_path_style: true }

<service identifier> AJLAEIBEFAWS EAMN Ruby Gem HW¥fE SDK B , URFEARER
B "aws-sdk-" R Bl . B4 :

- ¥R aws-sdk-s3 , RIEEBIFFHES "s3"
« YA aws-sdk-ecs , RIEBBIFFEES "ecs"s
AWS [E1F £iB A M Ruby By AWS SDK §&E

B LER FREREREREEFIRE AWS R B9 AWS B, BN EENRENNERENXRE
EENENEREFREMONVE  BREA.
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https://github.com/aws/aws-sdk-ruby/tree/version-3/gems
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/A Important
AREZHERBUREE £, AWS BiF BUEEEA SDK HAERRMERN EH,

BB AR/EAR Ruby AWS B3 8y SDK BRETERE , SAAR AWS B3R, ILFEREARIEN EEE
EME SDK BR# 75 A/,

W regionfREMFFMEN , 528 ( AWS SDKsEET ESEERMAWS EHF) P/ . EHLITEW
fZEB A AWS configE RFREBBRERR B EH,

BT ESRSIEF
LREELAASY BREES AWS BRI, EAR Ruby #) AWS SDK B THIIEFEBES :

1. EAFRIERYHPRERSE
2. £ BRERET Aws. config

3. FARREBHRE R

4. FRHAconfigERREESE

PMAIERTE (R
ABRPREEHANTESR | £B% LI AR,

FAXAconfiglE R EES

BBEHA AWS configlERPERE regionBBRIREREH . WEHAconfigERMFMREN
28 AWS SDKs MITESERETNWHAEBNEABRESR.

3

# config BRPFREMENEEH

[default]
region = us-west-2

WERAWS_SDK_CONFIG_OPT_OUTEREREZY A AFfEREHAconfigER,
FEAREEERERET

FEIBERE AWS_REGIONRIBE SRR TE EiF,

BTN EHIESIEF 14


https://docs.aws.amazon.com/sdkref/latest/guide/feature-region.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
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£ export®mHEMN Unix REBMRK LEZELEE , S0 Linux = macOS., THIEHIEH EiF
REAS us-west-2,

export AWS_REGION=us-west-2

£EE Windows FERENEE | BEH sett. THEHSHE EFRES us-west-2,

set AWS_REGION=us-west-2

£/ XEREH Aws.config

#regionfE# B EAws. configMERFREEE ., THIEFEAFAws. configiEEMBEM us-
west-1[E1H,

Aws.config.update({region: 'us-west-1'})

BRERINETMAFPRRNERBEBRERLES.
R Fin &R EE RS

EEBII AWS AFIRSERERE EBE, FHEHAIZE us-west-1EFHHE I Amazon S3 ERY
H, BEH AWS ERZEFEEENESE., REAFRYHTITE  REEBXBAEZRLERNESERE
BIYHWAFR , XEATRNERBE BRI RBERLEFEKR.

s3 = Aws::S3::Resource.new(region: 'us-west-1')

FRAEAM Ruby B9 AWS SDK E AEKHEHE

FREY KIFER AWS BLAFER BITHEABNUERREHNEE AWS, EHTHE , RERRE
HrERESEME , UEIEAERNERE.

£ EITE D BE AWS AIUEENEXBECARE, REEHTUEAZABRRHAEEEHE
A, ERANERBEENZSIRIERE.

MBEERS S AWS REAPINEIEEE , HBWAWS SDKsHTEBEEH) FHSHRBAEI,
BEAERREAEER

FiE SDKs BB —RIUE (HHIR ) ETRE , LEETARE REBRHEREAER AWS R
®. RIABYHWEBRER , RAHNEFLES. LRARESBAERBEAEBREHRERE,

BAEMREHRE 15


https://docs.aws.amazon.com/sdkref/latest/guide/access.html
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® Note

MREBBREEBNS EZZNEAEBMBMER , 2 PAFEAZAEIRARAEHETED
ERAWS B AR Ruby B AWS SDK &R EiE. Htt 5o REF EZEARTRNER.
ATERZAK A BRMARBE—EEAEHEAER, WEHMGIBRESEZERF , B2
BIAWS SDKsHMITESEER) PS5 BRENFEL

HREETNSESR , BTRANAFERZEEH,. EEEEXBRIREE—EEL , EEREARESE
B, ABREHA AWS configERHERE,

AWS SDKsHI T EZE 1512 AWS SDKsH FifE AR EHHREREEHA AWS CLI, BEEHE—
&7 HRMAEBEA AWS configERERE SDK , F2RARERENEANERESR, EEE—STH
WMAEBRERIESERERTE SDK , B2 HIRESHETE,

BEETHESBE AWS |, BAR Ruby B AWS SDK KB TRATFINIEFBREZAERRMHE,

BAERREEELIERF AWS SDKsEE T B2 Z15r EA M Ruby 9 AWS SDK API
BE
AWS FEi £ (ERNRE AWS FER 28 Aws: :Credentials
BAER)
Aws: :SharedCredent
ials
Web &2 FfFRE AWS REACEANERIREH#E Aws : : AssumeRoleWeb
Security Token Service (AWS IdentityCredentials

STS) £/ role_arn.
role_session_name #l
web_identity_token
_file

AWS IAM Identity Center. £  |AM Identity Center ‘B iz Aws : : SSOCredentials
EEF , F2E AWS £4 &
BAR Ruby # AWS SDK i&

i3 B
EENEBREME (Hlw REABEANERIREHE Aws : : AssumeRoleCre
AWS_ROLE_ARN ), fEZA$ER dentials

BAEMRERERRE 16


https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/environment-variables.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-static-credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/Credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/SharedCredentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/SharedCredentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-assume-role-credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/AssumeRoleWebIdentityCredentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/AssumeRoleWebIdentityCredentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/SSOCredentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-assume-role-credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/AssumeRoleCredentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/AssumeRoleCredentials.html
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EAERRHEEELIERF AWS SDKsE2 T B &5/ EAR Ruby 89 AWS SDK API
B8E

i, FE2E BT AWSSTS 7 A role_arnHl

BFRFo role_session_name

BARRRMEE BABRERMEE Aws: :LoginCredenti
als

EFERAERREME EFEAERREME Aws : : ProcessCreden
tials

Amazon Elastic Container R BRIEHE Aws: :ECSCredentials

Service (Amazon ECS) A&

P

Amazon Elastic Compute IMDS EAERRHE Aws: : InstanceProfi

Cloud (Amazon EC2) #1T1& leCredentials

BEEEZEAER (IMDS EA

BEREMHE )
SR AWS_SDK_CONFIG_OPT_OUTEFREEMAM Ruby By AWS SDK IRIEEE , RIEEE VXA
AWS configiE®R ~/.aws/configi§FEIHEAER,
I AWS STS FHES
BERACHRFERA—HBELZESEAER , BUFEHABLEEAERREFZIGEE EEFH

AWS &R, ELBEEZXAETHHAFINEE ID. WBENLSBNZLFHER. BALER
Aws : :AssumeRoleCredentials A ERE I AWS Security Token Service (AWS STS) FELF o

THIEHIERFERFRIREIL Amazon S3 AFmYIM , 2 linked: :account: :arnREREIAE
#9 Amazon Resource Name (ARN) , session-name2IE{EA & T ERBRHIE BT,

role_credentials = Aws::AssumeRoleCredentials.new(
client: Aws::STS::Client.new,
role_arn: "linked::account::arn",
role_session_name: "session-name"

)

B3 AWS STS FEUERF 17


https://docs.aws.amazon.com/sdkref/latest/guide/feature-login-credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/LoginCredentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/LoginCredentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-process-credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/ProcessCredentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/ProcessCredentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-container-credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/ECSCredentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-imds-credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/InstanceProfileCredentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/InstanceProfileCredentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/AssumeRoleCredentials.html
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s3 = Aws::S3::Client.new(credentials: role_credentials)

MEHEIZRE role_arnsl role_session_name , RAHA LA AWS configiEREZEIELIEE MEE
MMER , FF2E AWS SDKsHI T EZEZEFEHHNEETFACEAERREME,

FEEAR Ruby B AWS SDK FEREE

B Ruby B AWS SDK A BRIFFERM A BT WARRERHUARNERTA. FI AWS R B
BEERRAHNFINRR, WREAFN  FEHHNFERAESHI , HIURFHTRFEHER,

BT LAER A AWS configiE RPNREBHERE , 2EKREERTR, WFELFENER , &
28 AWS SDKsMTEZEZEMANERTHS. CHISEARBEENFMAEN , URIME -2
2,

®E  AHTUERIEHTREELRE , MTHEHHT
EEXBRPREEAFPRESRTA

BIBETEER , BAR Ruby B AWS SDK RZEHT=2X2ER K MAERCHEBERE 158 , BAFZHEK
B, Hit , BRESSHEE 60 DT RERE.

THEHIEERESE 7 Amazon S3 A Fius-west-2 , ¥isE EEEAFHBRIENMIER 2
EFEY. Fit , Amazon S3 AFIRBRIERZUEEE 15 B ER K,

s3 = Aws::S3::Client.new(

region: region,

retry_limit: 2,

retry_backoff: lambda { |c| sleep(5) }
)

BABPRBRBEAFiRA S ERENEARARRE  HFELERNRESHTH HconfigBRPHRE.

B Ruby B9 AWS SDK A E&%E AT &R Al Th Bk

AHRAMRRARARENEREERFEBERENEE, BENERNBEERAER, BAM Ruby B9
AWS SDK mJ AR B ME A& BIFASE . B LUESE TelemetryProvider A EEE I E B & H &
REUWHAMRIR, FHREMHBEIXE OpenTelemetry (OTel) #AE AR , M OpenTelemetry
BEZEHENERN AR , BFEMEH AWS X-Rays, Amazon CloudWatch, #13E5#E fHR Ruby B
OpenTelemetry [EH T EMEFHHAERR , 552B OpenTelemetry 835 EWVEH T E,
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-assume-role-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
https://docs.aws.amazon.com/xray/?icmpid=docs_homepage_devtools
https://docs.aws.amazon.com/cloudwatch/?icmpid=docs_homepage_mgmtgov
https://opentelemetry.io/docs/languages/ruby/exporters
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RIEFER , REFAZREHATILERRHEMERNER, ATERPUAIREMN S HE @,

BT LSS E RIS S S EERE Al EAM Ruby B9 SDK 121 OpenTelemetry {fER, Bt LAE
RERENEIDEAARER,

OTelProvider AR A FIRiE

B Ruby B9 SDK 2% A 89 OpenTelemetry RS0 TelProvider, T~ %|&i4IE A Amazon
Simple Storage Service R¥E A Fiw#Y OpenTelemetry REERIEY . ELHESHFF | HITERNE
B , 3B OpenTelemetry OTEL_TRACES_EXPORTERMBIE BB E RS EHEHLE B AHE, &
EE—5 TH#E OTEL_TRACES_EXPORTER , 558/ OpenTelemetry X+ H[EH T EiEE,

require 'aws-sdk-s3'

require 'opentelemetry-sdk'

require 'opentelemetry-exporter-otlp'
ENV['OTEL_TRACES_EXPORTER'] ||= 'console'
OpenTelemetry: :SDK.configure

otel_provider = Aws::Telemetry::0TelProvider.new

client = Aws::S3::Client.new(telemetry_provider: otel_provider)
client.list_buckets

SRR RGBT AR A F iR EER S HA SR

1. BE OpenTelemetry kM,
a. opentelemetry-sdk FAARER Aws: :Telemetry: :0TelProvider,
b. opentelemetry-exporter-otlp AR EHERER,
2. B0 OpenTelemetry: :SDK.configure LAfE A HAARETEEREELE OpenTelemetry SDKo

3. EAE AR Ruby B9 OpenTelemetry £ FERHY SDK , 223 #11T{HE0TelProvider , LB ERE
BIEEEZEZZTERMNREHF IR,

otel_provider = Aws::Telemetry::0TelProvider.new
client = Aws::S3::Client.new(telemetry_provider: otel_provider)

ERELSR  EXBRBHF iR LW EM A EHE R HERER,
A

I} Amazon S3 list_bucketsAEELEMEM B HEFHIMOT

OTelProvider AR A FIHEE 19


https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/Telemetry/OTelProvider.html
https://opentelemetry.io/docs/specs/otel/configuration/sdk-environment-variables/#exporter-selection
https://rubygems.org/gems/opentelemetry-sdk
https://rubygems.org/gems/opentelemetry-exporter-otlp
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OpenTelemetry J& it & H &4

#<struct OpenTelemetry::SDK::Trace::SpanData
name="Handler.NetHttp",
kind=:internal,
status=#<0OpenTelemetry::Trace::Status:0x000000011dal7bd8 @code=1, @description="">,
parent_span_id="\xBFb\xCO\xFD\xA6F!\xE1",
total_recorded_attributes=7,
total_recorded_events=0,
total_recorded_links=0,
start_timestamp=1736190567061767000,
end_timestamp=1736190567317160000,
attributes=
{"http.method"=>"GET",
"net.protocol.name"=>"http",
"net.protocol.version"=>"1.1",
"net.peer.name"=>"s3.amazonaws.com",
"net.peer.port"=>"443",
"http.status_code"=>"200",
"aws.request_id"=>"22HSH7NQTYMB5NHQ"},
links=nil,
events=nil,
resource=
#<OpenTelemetry: :SDK: :Resources: :Resource:0x000000011e@bf990
@attributes=
{"service.name"=>"unknown_service",
"process.pid"=>37013,
"process.command"=>"example.rb",
"process.runtime.name"=>"ruby",
"process.runtime.version"=>"3.3.0Q",
"process.runtime.description"=>"ruby 3.3.0 (2023-12-25 revision 5124f9ac75)
[arm64-darwin23]",
"telemetry.sdk.name"=>"opentelemetry",
"telemetry.sdk.language"=>"ruby",
"telemetry.sdk.version"=>"1.6.0"}>,
instrumentation_scope=#<struct OpenTelemetry::SDK::InstrumentationScope
name="aws.s3.client", version="">,
span_id="\XEF%\x9C\xB5\x8C\x0@4\xDB\x7F",
trace_id=" \XxE7\xF1\xF8\x9D\e\x16/\xAC\XE6\x1A\xAC%j\x81\xD8",
trace_flags=#<OpenTelemetry::Trace::TraceFlags:0x000000011d994328 @flags=1>,
tracestate=#<0OpenTelemetry::Trace::Tracestate:0x000000011d990638 @hash={}>>
#<struct OpenTelemetry::SDK::Trace::SpanData
name="S3.ListBuckets",
kind=:client,

OTelProvider AR A FIHEE 20
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status=#<0OpenTelemetry::Trace::Status:0x000000011dal7bd8 @code=1, @description="">,
parent_span_id="\x00\x00\x00\x00\x00\x00\x00\x00",
total_recorded_attributes=5,
total_recorded_events=0,
total_recorded_links=0,
start_timestamp=1736190567054410000,
end_timestamp=1736190567327916000,
attributes={"rpc.system"=>"aws-api", "rpc.service"=>"S3", "rpc.method"=>"ListBuckets",
"code.function"=>"1list_buckets", '"code.namespace"=>"Aws::Plugins::Telemetry"},
links=nil,
events=nil,
resource=
#<OpenTelemetry: :SDK: :Resources: :Resource:0x000000011e@bf990
@attributes=
{"service.name"=>"unknown_service",

"process.pid"=>37013,

"process.command"=>"example.rb",

"process.runtime.name"=>"ruby",

"process.runtime.version"=>"3.3.0",

"process.runtime.description"=>"ruby 3.3.0 (2023-12-25 revision 5124f9ac75)
[arm64-darwin23]",

"telemetry.sdk.name"=>"opentelemetry",

"telemetry.sdk.language"=>"ruby",

"telemetry.sdk.version"=>"1.6.0"}>,
instrumentation_scope=#<struct OpenTelemetry::SDK::InstrumentationScope
name="aws.s3.client", version="">,
span_id="\xBFb\xC9\xFD\xA6F !\xE1",
trace_id=" \XE7\xF1\xF8\x9D\e\x16/\xAC\XE6\x1A\xAC%j\x81\xD8",
trace_flags=#<OpenTelemetry::Trace::TraceFlags:0x000000011d994328 @flags=1>,
tracestate=#<0OpenTelemetry::Trace::Tracestate:0x000000011d990638 @hash={}>>

SaNEHBHERMEEREE, SEEHEERH—FZEBHEIEHNEMPESZE,
OTelProvider BAFFERIH PR E

B LLEFESEFRBCER |, M 2R — IR B 45 E BRI A P imaviE Rl

BERA AWS BFEAFmEHERNER , B UERM BB A FikAws . configz®l , £ ERE
ERRMEE

otel_provider = Aws::Telemetry::0TelProvider.new
Aws.config[:telemetry_provider] = otel_provider

OTelProvider AFiE R A FHRE 21
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ERALLERE , cBREVNEMABRZEAFRHEEDHLERN. FRE—F THOMAER Aws. config

=

RELBERE , FHZMH Aws. confige
BREBIDERMHERS

MREFEE OpenTelemetry i AE B E , AR Ruby B AWS SDK XX EAEEBTRMA
&, Blan , EAEAR Ruby GitHub #9 AWS SDK R ERRHEMNOTelProviderEFAIE G BATE
B, MEHMAR , F2H8 BEARN Ruby B9 AWS SDK APl 2Z&Module: Aws::TelemetryH Y fi
.

B

EBRZEANEL, ERES-HZAEE. SEEFESHMPEERNEN K SLEIEERNEHEE
BREFUBAEITES. ATREAR Ruby B SDK XEHNBMHEE , He :

- BEERE - ARECEREERPERNERE,
° ;Eﬂ - {Eﬂgﬁﬂﬁﬂo
- R - EFrKRABRIIER,

Attribute Name Type Description

error Boolean True if the unit of work was
unsuccessful. Otherwise,
false.

exception.message String The exception or error
message.

exception.stacktrace String A stacktrace as provided
by the language runtime if
available.

exception.type String The type (fully qualified name)

of the exception or error.

rpc.system String The remote system identifier
setto 'aws-api'.
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https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/telemetry/otel.rb
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/Telemetry.html
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FMBABER

rpc.method

Ipc.service

aws.request_id

code.function

code.namespace

http.status_code

http.request_conte
nt_length

http.response_cont
ent_length

http.method

net.protocol.name

net.protocol.version

net.peer.name

net.peer.port

String

String

String

String

String

Long

Long

Long

String

String

String

String

String

The name of the operation
being invoked.

The name of the remote
service.

The AWS request ID returned
in the response headers, per
HTTP attempt. The latest
request ID is used when
possible.

The method or function name.

The namespace within which

code.function is defined.

The HTTP response status
code.

The size of the request
payload body in bytes.

The size of the response
payload body in bytes.

The HTTP request method.

The name of the application
layer protocol.

The version of the application
layer protocol (e.g. 1.0, 1.1,
2.0).

The logical remote hostname.

The logical remote port
number.

BERE
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® Tip
OpenTelemetry-Ruby Bt BEEE AR Ruby REERZEN SDK S, MEFHMEN ,
22/ open-telemetry GitHub #fFEHH OpenTelemetry AWS-SDK Instrumentation,

FEEAR Ruby B AWS SDK % E HTTP EBili&E
AR E IE AR 2 U
EEANEE SSL HELAR AWS R, MELBTEMRES T EAERERL

#endpointE B 8 =E Aws.config, BE , EEMRKEHF :Rﬁﬁf%ﬁ:endpomt BERE. T
& HlgFEother_endpointim B L Amazon S3 ER¥WH4.

s3 = Aws::S3::Resource.new(endpoint: other_endpoint)

BEHH AP BREACREN R , WRZERERFE , F2H AWS SDKsHMITEZE {5+
B AR % 455 1 i 2 HEL RSB TR
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https://github.com/open-telemetry/opentelemetry-ruby-contrib/tree/main/instrumentation/aws_sdk
https://docs.aws.amazon.com/sdkref/latest/guide/feature-ss-endpoints.html
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S A EAR Ruby B9 AWS FEREH

REREFEERERAR Ruby B AWS SDK FREBHREHNEF , B MNMAERARL SDK WERIIEE.

AWS SDKsH T EZ2EEm B E7FS AWS SDKs HERMNRE, heeMEMBEREES,

e

- EAEAR Ruby ¥ AWS SDK 2 AWS BR# R

. {EAEAR Ruby REPL iy AWS SDK AR

« {£/AE AR Ruby B AWS SDK ¥ & Ruby on Rails

- ERABEAR Ruby B9 AWS SDK A FiRfV iRk B M & AR TEEE
- /8 stubbing ¥ RIE %8 Z il AR Ruby # AWS SDK FEFRRR
« EEAM Ruby B AWS SDK R BEHER

- EEAR Ruby B AWS SDK FEAEHER

FFAEAM Ruby B9 AWS SDK £ AWS BR#E 555K

EELREARFTHANER AWS k7 , SDKs2 A @ FHAFimER AWS R, Flm , mREHNE
ARERAZEERFE Amazon EC2 , BN EREREE Y Amazon EC2 A PB4 LA EZ RIS ERE., A
%, BULIER REAFREZAFREHEER AWS R,

EEE REER AWS B SAXEARTARERBEASE, R AWS B SEEXSEAY |
CHEETH Gem EHNACHSAERRELED, BERa st REABNSE AP BENRE—
B %

BEBRBAFRBEE AWS B MBEAERRHEE. SDK FRAELEMFRELS EFNERE
B, WEAEENEABNEZRFAR, BUNEEXRPURARAAAEEELE , IRRRABH
AEBEE,

- HTERCAFRERR , KARMAWS BR. NF SDKRESSRBRUENIEF  FB2HEE
ABERREHRESES.

- AREAF-RINE (IWR ) AHHRE  USKREBRENE. MFFAER  F2EERE
HELIEF.

= AWS IR BFR 25


https://docs.aws.amazon.com/sdkref/latest/guide/
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EHAR Ruby By SDK @Rt AEMNAF&ER AWS k%, SEAFHERNBZERE AWS R
% , WBMEEH Aws: :<service identifier>::Client., @l , Aws::S3::Client 2
Amazon Simple Storage Service FRIEHIFE , Aws: :SQS: :ClientIEFR M Amazon Simple Queue
Service IRIEHFLE,

e WATE A FmERI AWS IR BREITEREM,
LA EESERRRERERAFRNEREBRN, ELRRELENREMNAws. configfRIE.,

# using a credentials object
ec2 = Aws::EC2::Client.new(region: 'us-west-2', credentials: credentials)

{5 FiE AR Ruby REPL B AWS SDK 2 AfE=

aws-sdk Gem E#4 2% Read-Eval-Print-Loop (REPL) EEB NGS5 A E , B UEE AR BEAR
Ruby 89 SDK , ¥ T EIEFH R, BHAM Ruby Gem 9 SDK A[#E RubyGems.org BUi§.

FORIRH

- ZEBERAR Ruby B AWS SDK.

« aws-v3.rb U aws-sdk-resources Gem E4#H, Gem aws-sdk-resourcesEHHEEE
FE aws-sdk Gem E#H,

o WEE xml EXE , Hl70 rexml Gem,

- BANEXTEEESHN Ruby Shell (irb) £A , BRMEZRELE pry Gem , LR ERKH
REPL IRi&E,

o

Bundler 52 &
WMREMER Bundler , L TFE#FGemfil e§ IR 5RIGH Gem EH :

1. BAREEZZEEAR Ruby ¥ AWS SDK KGemfileBIuH . EERPHETIET

gem "aws-sdk"
gem "rexml"

gem Ilpryll

2. f#1FE Gemfileo
3. Z#HE RIsENMEMKMGemfile :

A REPL AR 26


https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/S3/Client.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/SQS/Client.html
https://rubygems.org/gems/aws-sdk/
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-resources/bin/aws-v3.rb
https://github.com/aws/aws-sdk-ruby/tree/version-3/gems/aws-sdk-resources
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk/aws-sdk.gemspec
http://bundler.io/
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$ bundle install

#1T REPL
B LAt aws-v3. rbin S HI#IT R1FE REPL,

aws-v3.rb

HE , B A BEREFMBEARRRA HTTP RSk, HTTP (R HRHEEAR Ruby By AWS SDK
B CEBANEBET AWS, FIRE , FHERUSENENER  BENEABHITEERSE.

aws-v3.rb -v

EARM Ruby By SDK B2 AFIRER , iRt RE AWS k. SERAFRENHZERSE AWS iR
¥, £ REPL # , SERKENHE —EiHSER  SEEFNAFHYYG , UMEEZREED,
HERANBEERERA NENREEME. I , Amazon S3 1 Amazon EC2 #BIRERX YA B
Hec22BlA s3M . BES|HIRFFH Amazon S3 EFETEE |, BATLIEIR/Rs3.list_bucketsH®
WA o

&R LATE REPL 2 /Rquit®# A AR R,

£ i A7 Ruby B9 AWS SDK # & Ruby on Rails

Ruby on Rails #2fit Web B3R %E , BEARRZRFEA Ruby B,

AWS 121t aws-sdk-rails Gem £ , /&R Rails 5, &AL AWS Elastic Beanstalk
AWS OpsWorks AWS CodeDeploy=l AWS Rails Provisioner £ AWS EixH ZBEH# 1T Rails EARE
o

MBEBLEMEM aws-sdk-rails Gem EHMEGA , 752 E GitHub /77 https : //https://
github.com/aws/aws-sdk-rails.

EAEMMN Ruby ¥ AWS SDK A Fimiy #REIE M E A EITHEEE

IBAILARREhttp_wire_tracefm#fE , & AWS ﬂiﬁiﬁ”ﬁﬁi SRR BHIEN., RMBEMEFEHRESD
AEIRESE, REBEMERAEER, B Btrue , RESETLEEEBR LEENRST, THSHHISE
3 Amazon S3 FiF i | i&ﬁiﬁﬁﬁjﬁ”ﬁﬂvﬁiﬁﬁﬁ?&iﬁmo

#1T REPL —


http://rubyonrails.org/
https://github.com/awslabs/aws-rails-provisioner
https://github.com/aws/aws-sdk-rails
https://github.com/aws/aws-sdk-rails
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s3 = Aws::S3::Client.new(http_wire_trace: true)

BEBETHREXBHS|IE bucket_name , MEEHETRALR  BEHEEXEBNRETEREFE.

require 'aws-sdk-s3'
s3 = Aws::S3::Resource.new(client: Aws::S3::Client.new(http_wire_trace: true))

if s3.bucket(ARGV[0Q]).exists?

puts "Bucket #{ARGV[Q]} exists"
else

puts "Bucket #{ARGV[@]} does not exist"
end

NRBEFREEE  ABHEORUATAR, (RERER , E4& EEFHTEE HEAD 1T, )

opening connection to bucket_name.s3-us-west-1.amazonaws.com:443. ..
opened
starting SSL for bucket_name.s3-us-west-1.amazonaws.com:443. ..
SSL established, protocol: TLSv1l.2, cipher: ECDHE-RSA-AES128-GCM-SHA256
-> "HEAD / HTTP/1.1
Accept-Encoding:
User-Agent: aws-sdk-ruby3/3.171.0 ruby/3.2.2 x86_64-1inux aws-sdk-s3/1.120.0
Host: bucket_name.s3-us-west-1.amazonaws.com
X-Amz-Date: 20230427T143146Z
/* omitted */
Accept: */*\r\n\r\n"
-> "HTTP/1.1 200 OK\r\n"
-> "x-amz-id-2: XxB2J+kpHgTjmMUwpkUI1EjaFSPxAjWRgkn/+z7YwWc/
iAX5E30XRBzJ137cfc8T4D7ELCIKFELM=\1\n"
-> "x-amz-request-id: 5MD4APQQS815QVBR\r\n"
-> "Date: Thu, 27 Apr 2023 14:31:47 GMT\r\n"
-> "x-amz-bucket-region: us-east-1\r\n"
-> "x-amz-access-point-alias: false\r\n"
-> "Content-Type: application/xml\r\n"
-> "Server: AmazonS3\r\n"
-> "\r\n"
Conn keep-alive
Bucket bucket_name exists

& T BUE R M R i 2 B R B IR Bt
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s3 = Aws::S3::Client.new
s3.config.http_wire_trace = true

T B AREE MEE A P R FAE

iull

28 Transfer Family % B RIEHE,

¥/ stubbing #AIFFTIE ZE AR Ruby Y AWS SDK EARER
THRIAEE AR Ruby B9 AWS SDK FER R SRR Fim B FER A Fimisst,
fe R F Fim E e

ERRREER , BAM Ruby B AWS SDK EFAMBBRE , MAFKREELCEER (HEE ) &
EX, MRETRHEBENER , AR REER :

5 R 7= 5 k5
BRGT R ZE R
- BERE
HEAA now

T g HEE @ Amazon S3 R FFEBFENERERE.

require 'aws-sdk'
s3 = Aws::S3::Client.new(stub_responses: true)

bucket_data = s3.stub_data(:1list_buckets, :buckets => [{name:'aws-sdk'}, {name:'aws-
sdk2'3}])

s3.stub_responses(:list_buckets, bucket_data)

bucket_names = s3.1list_buckets.buckets.map(&:name)

# List each bucket by name
bucket_names.each do |name|

puts name
end

BITHEXBTEE R TSIEE,

aws-sdk

EREFRRE 29


https://docs.aws.amazon.com/transfer/latest/userguide/making-api-requests.html#request-headers
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aws-sdk2

(® Note

EEREEMEHNEN R K ARETSEERAZEA RGN TERBME, ERTELR
MEHIF | FIRNATEEBME T2 creation_date , nowm =2 nil,

EAR Ruby By AWS R EHERBENERER. IREEAHREENER , Besl
BArgumentErrorfIAAMRR. BN , IR FRERH Ekbucket_data , MEFEATHIEE :

bucket_data = s3.stub_data(:1list_buckets, buckets:['aws-sdk', 'aws-sdk2'])

EARM Ruby B9 AWS SDK 5| &M fEArgumentError ISR,

expected params[:buckets][@] to be a hash
expected params[:buckets][1] to be a hash

BEA FinisR

BH A LUBRRE AR Ruby M AWS SDK &H¥45E 75 7£ 5| B RVEER. T ISR Caught
Timeout::Error error calling head_bucket on aws-sdko.

require 'aws-sdk'

s3 = Aws::S3::Client.new(stub_responses: true)
s3.stub_responses(:head_bucket, Timeout::Error)

begin

s3.head_bucket({bucket: 'aws-sdk'})
rescue Exception => ex

puts "Caught #{ex.class} error calling 'head_bucket' on 'aws-sdk'"
end

B AR Ruby B9 AWS SDK RER 2 BEHER

ERHAAMEBELIEE -—CRTPERE , 12 AWS RESBEHEBHNER. Rz , RESER—&2
MERNFR , UERT—EERE. KEXBAD B,

BRI FIRER 30
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S BT 58
BEES>EOEERNGEENS LEERENFFFERRES RS T IEHIFTR.

s3 = Aws::S3::Client.new

s3.1list_objects(bucket: 'aws-sdk').each do |response|
puts response.contents.map(&:key)
end

EEREE AP FUELE —EREYMH  XIRERRFTFEPHYH. SOK SHENEMCERNER

UERHER,
FHRES EEE

EERTREY?E , BFEALEMN next_page? 52 RBBEHRNNERES , SiFEH
last_page? AERBFLIEESEHHEMELL

MREEZEME , AFHA next_page (FFEERE ?) FERBEEERN T —H , M TFHEFIAA R,
s3 = Aws::S3::Client.new

# Get the first page of data
response = s3.list_objects(bucket:'aws-sdk')

# Get additional pages

while response.next_page? do
response = response.next_page
# Use the response data here...

end

® Note

MREFEI next_pagetiE , BREEZEEAMRER , FEEHZ515 Aws @ ¢
PageableResponse : : LastPageError #il S ik o

2 HERER

B Ruby B9 AWS SDK Y9 B¥E ¥H Aws : : PageableResponse ¥ERIRIE | ZERIETEE
Seahorse : : Client : : Response A , LUiR {0 BE RN EFZEE,

S EEER S8 31


https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/PageableResponse/LastPageError.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/PageableResponse/LastPageError.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/PageableResponse.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Seahorse/Client/Response.html
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B AR Ruby B9 AWS SDK FERZEFER

ZHEARHARAFR LS EMREN A ARG Z. EARBAFRRERNRABBERBRZE ,
EEHEANTREGAN,. NFNAFEASFEINES , F28 AWS BEXBEHFIFEFEF Amazon
DynamoDB 1% A Fimi create_table J57%,

WAFEFEN

FEWNAZFEESX  FEREHEFBwait_until EFL , ETH&EA P  SEEXSZSHTE
B8i-12345678#1T , RAEBEE.

ec2 = Aws::EC2::Client.new

begin
ec2.wait_until(:instance_running, instance_ids:['i-12345678'])
puts "instance running"
rescue Aws::Waiters::Errors::WaiterFailed => error
puts "failed waiting for instance running: #{error.message}"
end

E—ESBEEEEAEE  HEBRBHEAFR  YiEH EESETHERE. E_E2BEEEES
FRAFUCAFRLEZNSBMEZE  HERBEHEXRBMAMTE.,

MEFASEFENREBTE , URGHESEREFUNAFRAE L , F2REEEEANAFIRK

waiter_names# wait_until #{AI34,
FFRHN

FEEATREXRN , BF TIEFHMRT.

Aws : : Waiters : : Errors : : FailureStateError

FEHRIBIKBMRE,

Aws : : Waiters : : Errors : : NoSuchWaiterError

EENSFREXRBTIEAEEEANAFIRESR.

Aws : : Waiters : : Errors : : TooManyAttemptsError

EXHREBIBEFERmax_attemptsii{E,

e 32


https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/ruby/example_code/dynamodb/scaffold.rb#L63
https://docs.aws.amazon.com/sdk-for-ruby/v3/api//Aws/Waiters/Errors/FailureStateError.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api//Aws/Waiters/Errors/NoSuchWaiterError.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api//Aws/Waiters/Errors/TooManyAttemptsError.html
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Aws : : Waiters : : Errors : : UnexpectedError

FHRRAEIFEMNER,

Aws : : Waiters : : Errors : : WaiterFailed

BRER—ESERE  FESFETRBES —BARR.

BT 29, FREELEEENoSuchWaiterError &2 AEBWaiterFailed, EEMEEFERF
BEEss | 55 WaiterFailed , I T HIEFIFT R,

rescue Aws::Waiters::Errors::WaiterFailed => error
puts "failed waiting for instance running: #{error.message}"
end

REFHFREN

BEFSFEAHEARBABDR , URESZEFHIREDELNEXZAERANSARY. FEREEL
B, B wait_untilMPAlAFEH max_attempts delay: 28, THEHFEEEFHZ 250, &
5 WEms— %o
# Poll for ~25 seconds
client.wait_until(...) do |w]|
w.max_attempts = 5

w.delay = 5
end

BEFRASESAYN , BEET—BS2ENERESR nil.
ERESHEN
EEBREFENTE , EUNUFMESRAWAER Z NS Z AR e,
THEHEBRKBREANEHFR-EME  EESFEXPEFEEERE,
ec2 = Aws::EC2::Client.new
ec2.wait_until(:instance_running, instance_ids:['i-12345678']) do |w]|
w.interval = @ # disable normal sleep

w.before_wait do |n, resp]|
sleep(n ** 2)

REEEFER 33


https://docs.aws.amazon.com/sdk-for-ruby/v3/api//Aws/Waiters/Errors/UnexpectedError.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api//Aws/Waiters/Errors/WaiterFailed.html
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end
end

THHPEERRAERRE , YRA/FF—/NE (3600 ¥ ) BXRM.

started_at = Time.now

client.wait_until(...) do |w]|
# Disable max attempts
w.max_attempts = nil

# Poll for one hour, instead of a number of attempts
w.before_wait do |attempts, response]
throw :failure if Time.now - started_at > 3600
end
end

EREFES 34
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B A M Ruby By SDK 2=\ iS5 £/l

AEFERNEXHEFIER A 0 BEAR Ruby B9 AWS SDK &t ££/H8 AWS,
BEABSREN G , E L5580 A ERERMITERESE,

Actions RAREBEANEABRE , LEERABPHT, HABFSEHFENAFUHERRBEHE , B
AL EEMEBRRTETARTTHNEF.

SR 15 2 16) 48 R /R A0 AR WP ALY AR 35 R Y S B B B ER Eo Atk AWS BRISAR S RS EE R THEHI,
FERBIESHMEBGIER , RENARARSERRBNELESEHEH,

PR %

« JEAM Ruby B SDK # Aurora &35l

« A AR Ruby B SDK B Auto Scaling 4l

- EAEAR Ruby B SDK # CloudTrail £E4i

- EABAR Ruby # SDK # CloudWatch #ifl

« A AR Ruby B SDK 9 Amazon Cognito & 7 1215t & &5 5l
- A A Ruby B SDK B9 Amazon Comprehend &34l
« {8 AR Ruby B SDK B9 Amazon DocumentDB &i4l
« BA Ruby B SDK # DynamoDB &5

« A A Ruby B SDK B9 Amazon EC2 i

- FEAEAR Ruby B9 SDK B Elastic Beanstalk &4l

« {#£# A Ruby B SDK #J EventBridge £

« AWS Glue /@R R Ruby K SDK K £l

- EAEAR Ruby Ky SDK # IAM &4

« FEAEAR Ruby B9 SDK B Kinesis &i4jl

« AWS KMS fEHEMAR Ruby B SDK #Y &l

« FAERAR Ruby B SDK #J Lambda #i 4l

« {8 AR Ruby B SDK B9 Amazon MSK &i4l

« {3 AR Ruby B SDK 9 Amazon Polly &4l

« A AR Ruby B SDK B9 Amazon RDS &

- FAEAM Ruby 9 SDK By Amazon S3 &34l

35
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{6 A58 A 73 Ruby B9 SDK B9 Amazon SES il

£ FE AR Ruby B9 SDK B9 Amazon SES API v2 #i {5l
{6 FiE A 73 Ruby B9 SDK B9 Amazon SNS 34l

{6 F3E A 73 Ruby B9 SDK B9 Amazon SQS &

AWS STS {#£AiEAM Ruby #Y SDK £l

{5 FE A 74 Ruby B9 SDK #9 Amazon Textract i4l

F B AR Ruby B9 SDK B9 Amazon Translate &4l

B A Ruby B9 SDK #J Aurora &i45l

THREXEEH REMAEER BH M Ruby B9 AWS SDK # & Aurora BI{TEMERBIER REH,
BEHFHBETRREBBER  BUEEEPRINARENBTAZTHFEINBHEBE R
&

- FBREH

FIREA
Hello Aurora
THREXGE G ~EB MBI A EA Aurora,

SDK for Ruby

(® Note

GitHub LR EZ & A, SHRTEEH , I 7 HENAE AWS B4 FHFEPREM
1T o

require 'aws-sdk-rds'

# Creates an Amazon RDS client for the AWS Region
rds = Aws::RDS::Client.new

puts 'Listing clusters in this AWS account...'

Aurora 36


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/aurora#code-examples
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# Calls the describe_db_clusters method to get information about clusters
resp = rds.describe_db_clusters(max_records: 20)

# Checks if any clusters are found and prints the appropriate message
if resp.db_clusters.empty?
puts 'No clusters found!'
else
# Loops through the array of cluster objects and prints the cluster identifier
resp.db_clusters.each do |cluster]|
puts "Cluster identifier: #{cluster.db_cluster_identifier}"
end
end

- NZE API FHIEF , 528 GEAR Ruby B AWS SDK APl 22£) H#J DescribeDBClusters,

{FFE AR Ruby B SDK B Auto Scaling £l

THRXEE G REE A ER BAR Ruby B9 AWS SDK ## Auto Scaling REVTEMEMBEERE
il

BEH/MNHVE TR FABNER  KUEEFPRINARENSTREPEXBHHEBET.

ES]
- FRIRHEH

B IA B H

Hello Auto Scaling
THREX S FIER A AR EA Auto Scaling,

SDK for Ruby

(® Note
GitHub L RMEZ &M, SHTEEH , ¥ 7HENAE AWS EXFEFIFEFERREM

#}iTo

Auto Scaling 37


https://docs.aws.amazon.com/goto/SdkForRubyV3/rds-2014-10-31/DescribeDBClusters
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/auto-scaling#code-examples
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require 'aws-sdk-autoscaling'
require 'logger'

# AutoScalingManager is a class responsible for managing AWS Auto Scaling operations
# such as listing all Auto Scaling groups in the current AWS account.
class AutoScalingManager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Gets and prints a list of Auto Scaling groups for the account.
def list_auto_scaling_groups
paginator = @client.describe_auto_scaling_groups
auto_scaling_groups = []
paginator.each_page do |page]
auto_scaling_groups.concat(page.auto_scaling_groups)
end

if auto_scaling_groups.empty?
@logger.info('No Auto Scaling groups found for this account.')
else
auto_scaling_groups.each do |group]|
@logger.info("Auto Scaling group name: #{group.auto_scaling_group_name}")
@logger.info(" Group ARN: #{group.auto_scaling_group_arn}")
@logger.info(" Min/max/desired: #{group.min_size}/#{group.max_size}/
#{group.desired_capacity}")
@logger.info("\n")
end
end
end
end

if $PROGRAM_NAME == _ FILE__
autoscaling_client = Aws::AutoScaling::Client.new
manager = AutoScalingManager.new(autoscaling_client)
manager.list_auto_scaling_groups

end

R ER 38
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- WFE API FHEN , F2E (EAR Ruby ) AWS SDK API &) i
DescribeAutoScalingGroups.

{18 A Ruby B9 SDK B CloudTrail #i4l

THRNSEF I REMAER BEARN Ruby B AWS SDK #&E CloudTrail RETEIEMBEHEERR
B,

Actions RAHEEBANEXNBREE  LEAEATHHT, BHABFESEHFENAFLERRBEHS , B
LU UEEEBIERTEFTRARPHEMF,

BESHNGLETERABNER KU EERPRINARENRTREPEXBHHERBET.
ES- ]
- BfF

BF

CreateTrail

TR BEHIERMNMAER CreateTrail,

SDK for Ruby

(® Note
GitHub L RMEZ &M, SHTEEH , ¥ 7HENAE AWS EXFEHIFEFERREM

#}iTo

require 'aws-sdk-cloudtrail' # v2: require 'aws-sdk'
require 'aws-sdk-s3'
require 'aws-sdk-sts'

def create_trail_example(s3_client, sts_client, cloudtrail_client, trail_name,
bucket_name)
resp = sts_client.get_caller_identity({})
account_id = resp.account

# Attach policy to an Amazon Simple Storage Service (S3) bucket.

CloudTrail 39


https://docs.aws.amazon.com/goto/SdkForRubyV3/autoscaling-2011-01-01/DescribeAutoScalingGroups
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/cloudtrail#code-examples
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s3_client.create_bucket(bucket: bucket_name)
begin
policy = {
'Version' => '2012-10-17",
'Statement' => [

{
'Sid' => 'AWSCloudTrailAclCheck20150319',
'Effect' => 'Allow’,
'Principal' => {
'Service' => 'cloudtrail.amazonaws.com'
},
'Action' => 's3:GetBucketAcl',
'Resource' => "arn:aws:s3:::#{bucket_namel}"
I
{
'Sid' => 'AWSCloudTrailWrite20150319',
'Effect' => 'Allow’',
'"Principal' => {
'Service' => 'cloudtrail.amazonaws.com'
I
'"Action' => 's3:PutObject’,
'Resource’' => "arn:aws:s3:::#{bucket_name}/AWSLogs/#{account_id}/*",
'Condition' => {
'StringEquals' => {
's3:x-amz-acl' => 'bucket-owner-full-control'
}
}
}
]
}.to_json

s3_client.put_bucket_policy(
bucket: bucket_name,
policy: policy
)
puts "Successfully added policy to bucket #{bucket_name}"
end

begin
cloudtrail_client.create_trail({
name: trail_name, # required
s3_bucket_name: bucket_name # required

1)
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puts "Successfully created trail: #{trail_name}."
rescue StandardError => e
puts "Got error trying to create trail #{trail_name}:\n #{e}"
puts e
exit 1
end

- WZE API FHAER , F2H GEAM Ruby B9 AWS SDK APl £ ) i CreateTrail,

DeleteTrail

UTREABEGBERNMAER DeleteTrail,

SDK for Ruby

® Note
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1T,

client.delete_trail({
name: trail_name # required
1)
puts "Successfully deleted trail: #{trail_name}"
rescue StandardError => e
puts "Got error trying to delete trail: #{trail_name}:"
puts e
exit 1
end

\
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ListTrails

UTRRBEABERNMAFER ListTrails,
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require 'aws-sdk-cloudtrail' # v2: require 'aws-sdk'
def describe_trails_example(client)
resp = client.describe_trails({})

puts "Found #{resp.trail_list.count} trail(s)."

resp.trail_list.each do |trail]

puts '"Name: #{trail.namel}"
puts "S3 bucket name: #{trail.s3_bucket_name}"
puts

end

- W1 API BB , 5528 (GBARA Ruby B AWS SDK APl ) i ListTrails.

LookupEvents
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SDK for Ruby
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require 'aws-sdk-cloudtrail' # v2: require 'aws-sdk'

# @param [Object] client
def lookup_events_example(client)
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resp = client.lookup_events
puts "Found #{resp.events.count} events:"
resp.events.each do |e]

puts "Event name: #{e.event_name}"
puts "Event ID: #{e.event_id}"
puts "Event time: #{e.event_time}"

puts 'Resources:'

e.resources.each do |r]|

puts " Name: #{r.resource_namel}"
puts " Type: #{r.resource_typel}"
puts ''
end
end
end

- N API FHHER , 52E GEAR Ruby B AWS SDK APl 22Z) H ) LookupEvents.
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require 'aws-sdk-cloudwatch'
Lists the names of available Amazon CloudWatch alarms.

#
#
# @param cloudwatch_client [Aws::CloudWatch::Client]
# An initialized CloudWatch client.
# @example
# list_alarms(Aws: :CloudWatch::Client.new(region: 'us-east-1'))
def list_alarms(cloudwatch_client)
response = cloudwatch_client.describe_alarms
if response.metric_alarms.count.positive?
response.metric_alarms.each do |alarm|
puts alarm.alarm_name
end
else
puts 'No alarms found.'
end
rescue StandardError => e
puts "Error getting information about alarms: #{e.messagel}"
end

- WE API FHER , FSEEHAR Ruby B9 AWS SDK APl 22& H 14 DescribeAlarms,

DescribeAlarmsForMetric

AT EEFIE RNM{EH DescribeAlarmsForMetrice
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#

# @param cloudwatch_client [Aws::CloudWatch::Client]
# An initialized CloudWatch client.

# @example

# describe_metric_alarms(Aws: :CloudWatch::Client.new(region:

'us-east-1'))

def describe_metric_alarms(cloudwatch_client)

response =

cloudwatch_client.describe_alarms

if response.metric_alarms.count.positive?

response.metric_alarms.each do |alarm]|
puts '-' * 16
puts "Name: #{alarm.alarm_namel}"
puts "State value: #{alarm.state_valuel}"
puts "State reason: #{alarm.state_reason}"
puts "Metric: #{alarm.metric_namel}"
puts '"Namespace: #{alarm.namespacel}"
puts "Statistic: #{alarm.statistic}"
puts "Period: #{alarm.period}"
puts "Unit: #{alarm.unit}"
puts "Eval. periods: #{alarm.evaluation_periods}"
puts "Threshold: #{alarm.threshold}"
puts "Comp. operator: #{alarm.comparison_operator}"

if alarm.key?(:ok_actions) &&
puts
alarm.ok_actions.each do |a]
puts " #{a}"
end
end

'OK actions:'

alarm.ok_actions.count.positive?

if alarm.key?(:alarm_actions) && alarm.alarm_actions.count.positive?
puts 'Alarm actions:'
alarm.alarm_actions.each do |a]

e
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puts " #{a}"
end
end

if alarm.key?(:insufficient_data_actions) &&
alarm.insufficient_data_actions.count.positive?
puts 'Insufficient data actions:'
alarm.insufficient_data_actions.each do |a]
puts " #{a}"
end
end

puts 'Dimensions:'
if alarm.key?(:dimensions) && alarm.dimensions.count.positive?
alarm.dimensions.each do |d|
puts " Name: #{d.name}, Value: #{d.valuel}"

end
else
puts ' None for this alarm.'
end
end
else
puts 'No alarms found.'
end

rescue StandardError => e
puts "Error getting information about alarms: #{e.messagel}"
end

# Example usage:
def run_me

region =

# Print usage information and then stop.
if ARGV[Q] == '--help' || ARGV[Q] == '-h'
puts 'Usage: ruby cw-ruby-example-show-alarms.rb REGION'
puts 'Example: ruby cw-ruby-example-show-alarms.rb us-east-1'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?

region = 'us-east-1'
# Otherwise, use the values as specified at the command prompt.
else

region = ARGV[0O]
end
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cloudwatch_client = Aws::CloudWatch::Client.new(region: region)
puts 'Available alarms:'
describe_metric_alarms(cloudwatch_client)

end

run_me if $PROGRAM_NAME == __ _FILE__

- W% API FHAER , 552 EAR Ruby 9 AWS SDK APl BE 1
DescribeAlarmsForMetric,

DisableAlarmActions

AT IEEFIE R NMEH DisableAlarmActions.,

SDK for Ruby

® Note
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1T

# Disables an alarm in Amazon CloudWatch.

#

# Prerequisites.

#

# - The alarm to disable.

#

# @param cloudwatch_client [Aws::CloudWatch::Client]

# An initialized CloudWatch client.

# @param alarm_name [String] The name of the alarm to disable.

# @return [Boolean] true if the alarm was disabled; otherwise, false.

# @example

# exit 1 unless alarm_actions_disabled?(

# Aws: :CloudWatch::Client.new(region: 'us-east-1'),

# 'ObjectsInBucket’

# )

def alarm_actions_disabled?(cloudwatch_client, alarm_name)
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cloudwatch_client.disable_alarm_actions(alarm_names: [alarm_name])
true
rescue StandardError => e
puts "Error disabling alarm actions: #{e.messagel}"
false
end

# Example usage:
def run_me

alarm_name = 'ObjectsInBucket'
alarm_description = 'Objects exist in this bucket for more than 1 day.'
metric_name = 'NumberOfObjects'

# Notify this Amazon Simple Notification Service (Amazon SNS) topic when

# the alarm transitions to the ALARM state.

alarm_actions = ['arn:aws:sns:us-
east-1:111111111111:Default_CloudWatch_Alarms_Topic']

namespace = 'AWS/S3'

statistic = 'Average'
dimensions = [
{

name: "BucketName",
value: "amzn-s3-demo-bucket"

},
{
name: 'StorageType',
value: 'AllStorageTypes'
}

]

period = 86_400 # Daily (24 hours * 60 minutes * 60 seconds = 86400 seconds).

unit = 'Count'

evaluation_periods = 1 # More than one day.

threshold = 1 # One object.

comparison_operator = 'GreaterThanThreshold' # More than one object.

# Replace us-west-2 with the AWS Region you're using for Amazon CloudWatch.
region = 'us-east-1'

cloudwatch_client = Aws::CloudWatch::Client.new(region: region)

if alarm_created_or_updated?(
cloudwatch_client,
alarm_name,
alarm_description,
metric_name,
alarm_actions,

e
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namespace,
statistic,
dimensions,

period,

unit,
evaluation_periods,
threshold,
comparison_operator

puts "Alarm '#{alarm_name}' created or updated."
else

puts "Could not create or update alarm '#{alarm_name}'."
end

if alarm_actions_disabled?(cloudwatch_client, alarm_name)
puts "Alarm '#{alarm_name}' disabled."

else
puts "Could not disable alarm '#{alarm_name}'."
end
end
run_me if $PROGRAM_NAME == _ FILE_ _

- MEFMENR , F2H BAM Ruby B9 AWS SDK APl £ sy DisableAlarmActions,

ListMetrics
AT EEHIERNMAER ListMetrics,

SDK for Ruby
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# Lists available metrics for a metric namespace in Amazon CloudWatch.
#

# @param cloudwatch_client [Aws::CloudWatch::Client]

# An initialized CloudWatch client.

e
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# @param metric_namespace [String] The namespace of the metric.

# @example

# list_metrics_for_namespace(

# Aws: :CloudWatch::Client.new(region: 'us-east-1'),
# 'SITE/TRAFFIC'

# )

def list_metrics_for_namespace(cloudwatch_client, metric_namespace)
response = cloudwatch_client.list_metrics(namespace: metric_namespace)

if response.metrics.count.positive?
response.metrics.each do |metric|
puts " Metric name: #{metric.metric_namel}"
if metric.dimensions.count.positive?
puts ' Dimensions:'
metric.dimensions.each do |dimension]|
puts " Name: #{dimension.name}, Value: #{dimension.valuel}"
end
else
puts 'No dimensions found.'
end
end
else
puts "No metrics found for namespace '#{metric_namespace}'. " \
'Note that it could take up to 15 minutes for recently-added metrics ' \
'to become available.'
end
end

# Example usage:

def run_me
metric_namespace = 'SITE/TRAFFIC'
# Replace us-west-2 with the AWS Region you're using for Amazon CloudWatch.
region = 'us-east-1'

cloudwatch_client = Aws::CloudWatch::Client.new(region: region)

# Add three datapoints.
puts 'Continuing...' unless datapoint_added_to_metric?(
cloudwatch_client,
metric_namespace,
'UniqueVisitors',
'SiteName’,
'example.com',
5_885.0,
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'Count’

puts 'Continuing...' unless datapoint_added_to_metric?(
cloudwatch_client,

metric_namespace,
'UniqueVisits',
'SiteName’,
'example.com',
8_628.0,

'Count’

puts 'Continuing...' unless datapoint_added_to_metric?(
cloudwatch_client,

metric_namespace,
'PageViews',
'PageURL",
'example.html’,
18_057.0,

'Count’

puts "Metrics for namespace '#{metric_namespacel}':"

list_metrics_for_namespace(cloudwatch_client, metric_namespace)
end

run_me if $PROGRAM_NAME == _ FILE__

- N API B , 5528 BAM Ruby B9 AWS SDK APl 2Z /Iy ListMetrics,
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Creates or updates an alarm in Amazon CloudWatch.

@param cloudwatch_client [Aws::CloudWatch::Client]
An initialized CloudWatch client.

alarm_name [String] The name of the alarm.

alarm_description [String] A description about the alarm.

metric_name [String] The name of the metric associated with the alarm.
alarm_actions [Array] A list of Strings representing the

Amazon Resource Names (ARNs) to execute when the alarm transitions to the
ALARM state.

namespace [String] The namespace for the metric to alarm on.
statistic [String] The statistic for the metric.
dimensions [Array] A list of dimensions for the metric, specified as

:CloudWatch: :Types::Dimension.

period [Integer] The number of seconds before re-evaluating the metric.

unit [String] The unit of measure for the statistic.
evaluation_periods [Integer] The number of periods over which data is

compared to the specified threshold.
@param theshold [Float] The value against which the specified statistic is

compared.
# @param comparison_operator [String] The arithmetic operation to use when

L

1,

HOoH F O OH OH OHF O OH OHF O OH OH O OH R O OH OH K W W

}
{

comparing the specified statistic and threshold.
@return [Boolean] true if the alarm was created or updated; otherwise, false.
@example
exit 1 unless alarm_created_or_updated?(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'ObjectsInBucket’,
'Objects exist in this bucket for more than 1 day.',
'NumberOfObjects',
['arn:aws:sns:us-east-1:111111111111:Default_CloudWatch_Alarms_Topic'],
'AWS/S3',
'Average’,

name: 'BucketName',
value: 'amzn-s3-demo-bucket'

4

name: 'StorageType',
value: 'AllStorageTypes'

86_400,

e

52



AWS & AR Ruby #J SDK

FMBABER

'Count’,
1,
i,
'GreaterThanThreshold'
)
def alarm_created_or_updated?(
cloudwatch_client,
alarm_name,
alarm_description,
metric_name,
alarm_actions,
namespace,
statistic,
dimensions,
period,
unit,
evaluation_periods,
threshold,
comparison_operator

H OH O O R

cloudwatch_client.put_metric_alarm(
alarm_name: alarm_name,
alarm_description: alarm_description,
metric_name: metric_name,
alarm_actions: alarm_actions,
namespace: namespace,
statistic: statistic,
dimensions: dimensions,
period: period,
unit: unit,
evaluation_periods: evaluation_periods,
threshold: threshold,
comparison_operator: comparison_operator
)
true
rescue StandardError => e
puts "Error creating alarm: #{e.message}"
false
end

- WNFE API FAEA ,
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PutMetricData
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require 'aws-sdk-cloudwatch'
Adds a datapoint to a metric in Amazon CloudWatch.

#
#
# @param cloudwatch_client [Aws::CloudWatch::Client]
# An initialized CloudWatch client.
# @param metric_namespace [String] The namespace of the metric to add the
#  datapoint to.
# @param metric_name [String] The name of the metric to add the datapoint to.
# @param dimension_name [String] The name of the dimension to add the
# datapoint to.
# @param dimension_value [String] The value of the dimension to add the
# datapoint to.
# @param metric_value [Float] The value of the datapoint.
# @param metric_unit [String] The unit of measurement for the datapoint.
# @return [Boolean]
# @example
# exit 1 unless datapoint_added_to_metric?(
# Aws: :CloudWatch::Client.new(region: 'us-east-1'),
# 'SITE/TRAFFIC',
# 'UniqueVisitors',
# 'SiteName’,
# 'example.com',
# 5_885.0,
# 'Count’
# )
def datapoint_added_to_metric?(
cloudwatch_client,
metric_namespace,
metric_name,
dimension_name,
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dimension_value,
metric_value,
metric_unit

cloudwatch_client.put_metric_data(
namespace: metric_namespace,
metric_data: [
{
metric_name: metric_name,
dimensions: [
{
name: dimension_name,
value: dimension_value
}
1,
value: metric_value,
unit: metric_unit
}
]
)

puts "Added data about '#{metric_name}' to namespace " \
"'"#{metric_namespace}'."
true
rescue StandardError => e
puts "Error adding data about '#{metric_name}' to namespace " \
"'"#{metric_namespacel}': #{e.messagel}"
false
end

- WNFE API FAER ,
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require 'aws-sdk-cognitoidentityprovider'
require 'logger'

# CognitoManager is a class responsible for managing AWS Cognito operations

# such as listing all user pools in the current AWS account.
class CognitoManager
def initialize(client)

@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all user pools associated with the AWS account.
def list_user_pools
paginator = @client.list_user_pools(max_results: 10)
user_pools = []
paginator.each_page do |page]|
user_pools.concat(page.user_pools)
end

if user_pools.empty?
@logger.info('No Cognito user pools found.')
else
user_pools.each do |user_pool]|
@logger.info("User pool ID: #{user_pool.id}")
@logger.info("User pool name: #{user_pool.name}")
@logger.info("User pool status: #{user_pool.status}")
@logger.info('---")

R ER
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end
end
end
end

if $PROGRAM_NAME == _ FILE__
cognito_client = Aws::CognitoIdentityProvider::Client.new
manager = CognitoManager.new(cognito_client)
manager.list_user_pools

end

- N API B , 5528 BHAM Ruby B9 AWS SDK APl 2Z /iy ListUserPools.
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£ Ruby ¥ E Lambda £ Amazon DocumentDB 4,

require 'json'

def lambda_handler(event:, context:)
event['events'].each do |record|
log_document_db_event(record)
end
0K
end

def log_document_db_event(record)

event_data = record['event'] || {3}

operation_type = event_data['operationType'] || 'Unknown'
db = event_data.dig('ns', 'db') || 'Unknown'

collection = event_data.dig('ns', 'coll') || 'Unknown'

full_document = event_data['fullDocument'] || {3}
puts "Operation type: #{operation_typel}"

puts "db: #{db}"

puts "collection: #{collection}"

puts "Full document: #{JSON.pretty_generate(full_document)}"
end

# AR Ruby #) SDK B DynamoDB i 4
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require 'aws-sdk-dynamodb'
require 'logger'

# DynamoDBManager is a class responsible for managing DynamoDB operations
# such as listing all tables in the current AWS account.
class DynamoDBManager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all DynamoDB tables in the current AWS account.
def list_tables
@logger.info('Here are the DynamoDB tables in your account:')

paginator = @client.list_tables(limit: 10)
table_names = []

paginator.each_page do |page|
page.table_names.each do |table_name|
@logger.info("- #{table_name}")

R ER
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table_names << table_name
end
end

if table_names.empty?
@logger.info("You don't have any DynamoDB tables in your account.")

else
@logger.info("\nFound #{table_names.length} tables.")
end
end
end
if $PROGRAM_NAME == _ FILE__

dynamodb_client = Aws::DynamoDB::Client.new
manager = DynamoDBManager.new(dynamodb_client)
manager.list_tables

end
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Creates an Amazon DynamoDB table that can be used to store movie data.
The table uses the release year of the movie as the partition key and the
title as the sort key.

@param table_name [String] The name of the table to create.
@return [Aws::DynamoDB::Table] The newly created table.

def create_table(table_name)

@table = @dynamo_resource.create_table(

#
#
#
#
#
#

table_name: table_name,
key_schema: [
{ attribute_name: 'year', key_type: 'HASH' }, # Partition key
{ attribute_name: 'title', key_type: 'RANGE' } # Sort key
1,
attribute_definitions: [
{ attribute_name: 'year',6 attribute_type: 'N' },
{ attribute_name: 'title', attribute_type: 'S' }

1,

billing_mode: 'PAY_PER_REQUEST'
)
@dynamo_resource.client.wait_until(:table_exists, table_name: table_name)
@table

rescue Aws::DynamoDB: :Errors::ServiceError => e
@logger.error("Failed create table #{table_name}:\n#{e.code}: #{e.messagel}")
raise

end

# Y Helper BSBUA T #ILHHENEH JSON E=R,

# Gets sample movie data, either from a local file or by first downloading it from
# the Amazon DynamoDB Developer Guide.
#
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# @param movie_file_name [String] The local file name where the movie data is
stored in JSON format.
# @return [Hash] The movie data as a Hash.
def fetch_movie_data(movie_file_name)
if !'File.file?(movie_file_name)
@logger.debug("Downloading #{movie_file_name}...")
movie_content = URI.open(
'https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/samples/
moviedata.zip'
)
movie_json =
Zip::File.open_buffer(movie_content) do |zip]|
zip.each do |entry]|

movie_json = entry.get_input_stream.read
end
end
else
movie_json = File.read(movie_file_name)
end
movie_data = JSON.parse(movie_json)
# The sample file lists over 4000 movies. This returns only the first 250.
movie_data.slice(@, 250)
rescue StandardError => e
puts("Failure downloading movie data:\n#{e}")
raise
end

BITEBARFIUETERRIH EBITEIE,

table_name = "doc-example-table-movies-#{rand(10**4)}"
scaffold = Scaffold.new(table_name)
dynamodb_wrapper = DynamoDBBasics.new(table_name)

new_step(l, 'Create a new DynamoDB table if none already exists.')
unless scaffold.exists?(table_name)
puts("\nNo such table: #{table_name}. Creating it...")
scaffold.create_table(table_name)
print "Done!\n".green
end

new_step(2, 'Add a new record to the DynamoDB table.')
my_movie = {}
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my_movie[:title] = CLI::UI::Prompt.ask('Enter the title of a movie to add to the
table. E.g. The Matrix')

my_movie[:year] = CLI::UI::Prompt.ask('What year was it released? E.g. 1989').to_i
my_movie[:rating] = CLI::UI::Prompt.ask('On a scale of 1 - 10, how do you rate it?
E.g. 7').to_i

my_movie[:plot] = CLI::UI::Prompt.ask('Enter a brief summary of the plot. E.g. A
man awakens to a new reality.')

dynamodb_wrapper.add_item(my_movie)

puts("\nNew record added:")

puts JSON.pretty_generate(my_movie).green

print "Done!\n".green

new_step(3, 'Update a record in the DynamoDB table.')

my_movie[:rating] = CLI::UI::Prompt.ask("Let's update the movie you added with a
new rating, e.g. 3:").to_i

response = dynamodb_wrapper.update_item(my_movie)

puts("Updated '#{my_movie[:title]}' with new attributes:")

puts JSON.pretty_generate(response).green

print "Done!\n".green

new_step(4, 'Get a record from the DynamoDB table.')

puts("Searching for #{my_movie[:title]} (#{my_movie[:year]})...")
response = dynamodb_wrapper.get_item(my_movie[:title], my_movie[:year])
puts JSON.pretty_generate(response).green

print "Done!\n".green

new_step(5, 'Write a batch of items into the DynamoDB table.')
download_file = 'moviedata.json'

puts("Downloading movie database to #{download_file}...")
movie_data = scaffold.fetch_movie_data(download_file)

puts("Writing movie data from #{download_file} into your table...")
scaffold.write_batch(movie_data)

puts("Records added: #{movie_data.length}.")

print "Done!\n".green

new_step(5, 'Query for a batch of items by key.')
loop do
release_year = CLI::UI::Prompt.ask('Enter a year between 1972 and 2018, e.g.
1999:').to_i
results = dynamodb_wrapper.query_items(release_year)
if results.any?
puts("There were #{results.length} movies released in #{release_year}:")
results.each do |movie]
print "\t #{movie['title']}".green
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end
break
else
continue = CLI::UI::Prompt.ask("Found no movies released in #{release_year}!
Try another year? (y/n)")
break unless continue.eql?('y')
end
end
print "\nDone!\n".green

new_step(6, 'Scan for a batch of items using a filter expression.')

years = {}
years[:start] = CLI::UI::Prompt.ask('Enter a starting year between 1972 and
2018:"')

years[:end] = CLI::UI::Prompt.ask('Enter an ending year between 1972 and 2018:')
releases = dynamodb_wrapper.scan_items(years)
if lreleases.empty?
puts("Found #{releases.length} movies.")
count = Question.ask(
'"How many do you want to see? ', method(:is_int), in_range(l, releases.length)
)
puts("Here are your #{count} movies:")
releases.take(count).each do |release]|
puts("\t#{release['title']1}")
end
else
puts("I don't know about any movies released between #{years[:start]} "\
"and #{years[:end]}.")
end
print "\nDone!\n".green

new_step(7, 'Delete an item from the DynamoDB table.')
answer = CLI::UI::Prompt.ask("Do you want to remove '#{my_movie[:title]}'? (y/n)
")
if answer.eql?('y')
dynamodb_wrapper.delete_item(my_movie[:title], my_movie[:year])
puts("Removed '#{my_movie[:title]}' from the table.")
print "\nDone!\n".green
end

new_step(8, 'Delete the DynamoDB table.')
answer = CLI::UI::Prompt.ask('Delete the table? (y/n)')
if answer.eql?('y')

scaffold.delete_table
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puts("Deleted #{table_name}.")
else

puts("Don't forget to delete the table when you're done!")
end
print "\nThanks for watching!\n".green

rescue Aws::Errors::ServiceError

puts('Something went wrong with the demo.')

rescue Errno::ENOENT

true

end
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class DynamoDBPartiQLBatch
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

# Selects a batch of items from a table using PartiQL
#
# @param batch_titles [Array] Collection of movie titles
# @return [Aws::DynamoDB: :Types::BatchExecuteStatementOutput]
def batch_execute_select(batch_titles)
request_items = batch_titles.map do |title, year|
{
statement: "SELECT * FROM \"#{e@table.name}\" WHERE title=? and year=?",
parameters: [title, year]
}
end
@dynamodb.client.batch_execute_statement({ statements: request_items })
end

£/ PartiQL MIBr—#t1EE

class DynamoDBPartiQLBatch
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB: :Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

# Deletes a batch of items from a table using PartiQL
#
# @param batch_titles [Array] Collection of movie titles
# @return [Aws::DynamoDB::Types::BatchExecuteStatementOutput]
def batch_execute_write(batch_titles)
request_items = batch_titles.map do |title, year|
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{
statement: "DELETE FROM \"#{e@table.name}\" WHERE title=? and year=?",

parameters: [title, year]

}
end
@dynamodb.client.batch_execute_statement({ statements: request_items })
end

- WE API B , F2E GERM Ruby B9 AWS SDK API 2&) iy
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Fills an Amazon DynamoDB table with the specified data. Items are sent in
# batches of 25 until all items are written.

#

# @param movies [Enumerable] The data to put in the table. Each item must contain
at least

# the keys required by the schema that was specified
when the

# table was created.

e
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def write_batch(movies)

index = 0@

slice_size = 25

while index < movies.length
movie_items = []
movies[index, slice_size].each do |movie]

movie_items.append({ put_request: { item: movie } })
end
@dynamo_resource.client.batch_write_item({ request_items: { e@table.name =>
movie_items } })

index += slice_size

end

rescue Aws::DynamoDB: :Errors::ServiceError => e

puts(
"Couldn't load data into table #{e@table.name}. Here's why:"
)
puts("\t#{e.code}: #{e.messagel}")
raise
end
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# Encapsulates an Amazon DynamoDB table of movie data.
class Scaffold

attr_reader :dynamo_resource, :table_name, :table

def initialize(table_name)

client = Aws::DynamoDB::Client.new(region: 'us-east-1')

e
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@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table_name = table_name
@table = nil
@logger = Logger.new($stdout)
@logger.level = Logger: :DEBUG
end

Creates an Amazon DynamoDB table that can be used to store movie data.
The table uses the release year of the movie as the partition key and the
title as the sort key.

@param table_name [String] The name of the table to create.
@return [Aws::DynamoDB::Table] The newly created table.
def create_table(table_name)
@table = @dynamo_resource.create_table(
table_name: table_name,
key_schema: [
{ attribute_name: 'year', key_type: 'HASH' }, # Partition key
{ attribute_name: 'title', key_type: 'RANGE' } # Sort key

#
#
#
#
#
#

15

attribute_definitions: [
{ attribute_name: 'year',6 attribute_type: 'N' },
{ attribute_name: 'title', attribute_type: 'S' }

15

billing_mode: 'PAY_PER_REQUEST'
)
@dynamo_resource.client.wait_until(:table_exists, table_name: table_name)
@table

rescue Aws::DynamoDB: :Errors::ServiceError => e
@logger.error("Failed create table #{table_name}:\n#{e.code}: #{e.messagel}")
raise

end

\
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Deletes a movie from the table.
#
# @param title [String] The title of the movie to delete.
# @param year [Integer] The release year of the movie to delete.
def delete_item(title, year)
@table.delete_item(key: { 'year' => year, 'title' => title })
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't delete movie #{title}. Here's why:")
puts("\t#{e.code}: #{e.messagel}")
raise
end

- WE API FHER , 28 GERRM Ruby 5 AWS SDK APl 22 ) H#) Deleteltems,
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# Encapsulates an Amazon DynamoDB table of movie data.
class Scaffold
attr_reader :dynamo_resource, :table_name, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table_name = table_name
@table = nil
@logger = Logger.new($stdout)
@logger.level = Logger::DEBUG

end

# Deletes the table.

def delete_table
@table.delete
@table = nil

rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't delete table. Here's why:")
puts("\t#{e.code}: #{e.messagel}")
raise

end
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# Encapsulates an Amazon DynamoDB table of movie data.
class Scaffold
attr_reader :dynamo_resource, :table_name, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table_name = table_name
@table = nil
@logger = Logger.new($stdout)
@logger.level = Logger::DEBUG

end

# Determines whether a table exists. As a side effect, stores the table in

# a member variable.

#

# @param table_name [String] The name of the table to check.

# @return [Boolean] True when the table exists; otherwise, False.

def exists?(table_name)
@dynamo_resource.client.describe_table(table_name: table_name)
@logger.debug("Table #{table_name} exists")

rescue Aws::DynamoDB: :Errors: :ResourceNotFoundException
@logger.debug("Table #{table_name} doesn't exist")
false

rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't check for existence of #{table_name}:\n")
puts("\t#{e.code}: #{e.messagel}")
raise

end

XEM
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class DynamoDBPartiQLSingle
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

Gets a single record from a table using PartiQL.
Note: To perform more fine-grained selects,
use the Client.query instance method instead.

@param title [String] The title of the movie to search.
@return [Aws::DynamoDB: :Types: :ExecuteStatementOutput]
def select_item_by_title(title)
request = {
statement: "SELECT * FROM \"#{@table.namel}\" WHERE title=?",
parameters: [title]
}
@dynamodb.client.execute_statement(request)
end

#
#
#
#
#
#

{E% Part|QL E%ﬁi_lﬁ E o

class DynamoDBPartiQLSingle
attr_reader :dynamo_resource, :table

e
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def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB: :Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

Updates a single record from a table using PartiqQL.

@param title [String] The title of the movie to update.
@param year [Integer] The year the movie was released.
@param rating [Float] The new rating to assign the title.
@return [Aws::DynamoDB: :Types: :ExecuteStatementOutput]
def update_rating_by_title(title, year, rating)

request = {

statement: "UPDATE \"#{@table.name}\" SET info.rating=? WHERE title=? and

year=?",
parameters: [{ "N": rating }, title, year]

#
#
#
#
#
#

}

@dynamodb.client.execute_statement(request)
end

£/ PartiQL ¥TEE -8B,

class DynamoDBPartiQLSingle

attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

# Adds a single record to a table using PartiQL.

#

# @param title [String] The title of the movie to update.

# @param year [Integer] The year the movie was released.

# @param plot [String] The plot of the movie.

# @param rating [Float] The new rating to assign the title.
# @return [Aws::DynamoDB::Types::ExecuteStatementOutput]

def insert_item(title, year, plot, rating)
request = {

e
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statement: "INSERT INTO \"#{e@table.name}\" VALUE {'title': ?, 'year': ?,
'info': ?3}",
parameters: [title, year, { 'plot': plot, 'rating': rating }]
}
@dynamodb.client.execute_statement(request)
end

£/ PartiQL MIBRE —HE

class DynamoDBPartiQLSingle
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB: :Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

# Deletes a single record from a table using PartiqQL.
#
# @param title [String] The title of the movie to update.
# @param year [Integer] The year the movie was released.
# @return [Aws::DynamoDB::Types::ExecuteStatementOutput]
def delete_item_by_title(title, year)
request = {
statement: "DELETE FROM \"#{@table.name}\" WHERE title=? and year=?",
parameters: [title, year]
}
@dynamodb.client.execute_statement(request)
end
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Gets movie data from the table for a specific movie.

#

# @param title [String] The title of the movie.

# @param year [Integer] The release year of the movie.

# @return [Hash] The data about the requested movie.

def get_item(title, year)
@table.get_item(key: { 'year' => year, 'title' => title })

rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't get movie #{title} (#{year}) from table #{@table.name}:\n")
puts("\t#{e.code}: #{e.messagel}")
raise

end
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# Encapsulates an Amazon DynamoDB table of movie data.
class Scaffold
attr_reader :dynamo_resource, :table_name, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)

@table_name = table_name
@table = nil
@logger = Logger.new($stdout)

@logger.level =

end

Logger: :DEBUG

# Determines whether a table exists. As a side effect, stores the table in
# a member variable.

#

# @param table_name [String] The name of the table to check.

# @return [Boolean] True when the table exists; otherwise, False.

def exists?(table_name)
@dynamo_resource.client.describe_table(table_name: table_name)
@logger.debug("Table #{table_name} exists")

rescue Aws::DynamoDB::Errors::ResourceNotFoundException
@logger.debug("Table #{table_name} doesn't exist")

false

rescue Aws::DynamoDB::Errors::ServiceError => e
puts("Couldn't check for existence of #{table_name}:\n")
puts("\t#{e.code}: #{e.messagel}")

raise
end
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Adds a movie to the table.
#
# @param movie [Hash] The title, year, plot, and rating of the movie.
def add_item(movie)
@table.put_item(
item: {

'year' => moviel[:year],

'title' => movie[:title],

'info' => { 'plot' => movie[:plot], 'rating' => movie[:rating] }

)
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't add movie #{title} to table #{e@table.name}. Here's why:")
puts("\t#{e.code}: #{e.messagel}")
raise
end
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class DynamoDBBasics

attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Queries for movies that were released in the specified year.
#
# @param year [Integer] The year to query.
# @return [Array] The list of movies that were released in the specified year.
def query_items(year)
response = @table.query(
key_condition_expression: '#yr = :year',
expression_attribute_names: { '#yr' => 'year' },
expression_attribute_values: { ':year' => year }
)
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't query for movies released in #{year}. Here's why:")
puts('"\t#{e.code}: #{e.messagel}")
raise
else
response.items
end
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Scans for movies that were released in a range of years.
# Uses a projection expression to return a subset of data for each movie.
#
# @param year_range [Hash] The range of years to retrieve.
# @return [Array] The list of movies released in the specified years.
def scan_items(year_range)
movies = []
scan_hash = {
filter_expression: '#yr between :start_yr and :end_yr',
projection_expression: '#yr, title, info.rating',
expression_attribute_names: { '#yr' => 'year' },
expression_attribute_values: {
':start_yr' => year_range[:start], ':end_yr' => year_range[:end]

}

done = false

start_key = nil

until done
scan_hash[:exclusive_start_key] = start_key unless start_key.nil?
response = @table.scan(scan_hash)
movies.concat(response.items) unless response.items.empty?
start_key = response.last_evaluated_key
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done = start_key.nil?
end
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't scan for movies. Here's why:")
puts("\t#{e.code}: #{e.messagel}")
raise
else
movies
end
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Updates rating and plot data for a movie in the table.
#
# @param movie [Hash] The title, year, plot, rating of the movie.
def update_item(movie)
response = @table.update_item(
key: { 'year' => movie[:year], 'title' => movie[:title] },
update_expression: 'set info.rating=:r',
expression_attribute_values: { ':r' => movie[:rating] 3},

e
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return_values: 'UPDATED_NEW'
)

rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't update movie #{movie[:title]} (#{movie[:year]}) in table
#{@table.name}\n")
puts("\t#{e.code}: #{e.messagel}")
raise
else
response.attributes
end
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table_name = "doc-example-table-movies-partiql-#{rand(10**4)}"
scaffold = Scaffold.new(table_name)
sdk = DynamoDBPartiQLBatch.new(table_name)

EXL]] 83


https://docs.aws.amazon.com/goto/SdkForRubyV3/dynamodb-2012-08-10/UpdateItem
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/dynamodb#code-examples

AWS B FI# Ruby #9 SDK e YN

new_step(l, 'Create a new DynamoDB table if none already exists.')
unless scaffold.exists?(table_name)
puts("\nNo such table: #{table_name}. Creating it...")
scaffold.create_table(table_name)
print "Done!\n".green
end

new_step(2, 'Populate DynamoDB table with movie data.')
download_file = 'moviedata.json'

puts("Downloading movie database to #{download_file}...")
movie_data = scaffold.fetch_movie_data(download_file)

puts("Writing movie data from #{download_file} into your table...")
scaffold.write_batch(movie_data)

puts("Records added: #{movie_data.length}.")

print "Done!\n".green

new_step(3, 'Select a batch of items from the movies table.')

puts "Let's select some popular movies for side-by-side comparison."

response = sdk.batch_execute_select([['Mean Girls',6 2004], ['Goodfellas', 1977],
['The Prancing of the Lambs', 2005]])

puts("Items selected: #{response['responses'].length}\n")

print "\nDone!\n".green

new_step(4, 'Delete a batch of items from the movies table.')
sdk.batch_execute_write([['Mean Girls', 2004], ['Goodfellas', 1977], ['The
Prancing of the Lambs', 2005]])

print "\nDone!\n".green

new_step(5, 'Delete the table.')
return unless scaffold.exists?(table_name)

scaffold.delete_table
end
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table_name = "doc-example-table-movies-partiql-#{rand(10**8)}"
scaffold = Scaffold.new(table_name)
sdk = DynamoDBPartiQLSingle.new(table_name)

new_step(l, 'Create a new DynamoDB table if none already exists.')
unless scaffold.exists?(table_name)
puts("\nNo such table: #{table_name}. Creating it...")
scaffold.create_table(table_name)
print "Done!\n".green
end

new_step(2, 'Populate DynamoDB table with movie data.')
download_file = 'moviedata.json'

puts("Downloading movie database to #{download_file}...")
movie_data = scaffold.fetch_movie_data(download_file)

puts("Writing movie data from #{download_file} into your table...")
scaffold.write_batch(movie_data)

puts("Records added: #{movie_data.length}.")

print "Done!\n".green

new_step(3, 'Select a single item from the movies table.')

response = sdk.select_item_by_title('Star Wars')

puts("Items selected for title 'Star Wars': #{response.items.length}\n")
print response.items.first.to_s.yellow

print "\n\nDone!\n".green

new_step(4, 'Update a single item from the movies table.')
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puts "Let's correct the rating on The Big Lebowski to 10.0."
sdk.update_rating_by_title('The Big Lebowski', 1998, 10.0)
print "\nDone!\n".green

new_step(5, 'Delete a single item from the movies table.')

puts "Let's delete The Silence of the Lambs because it's just too scary."
sdk.delete_item_by_title('The Silence of the Lambs', 1991)

print "\nDone!\n".green

new_step(6, 'Insert a new item into the movies table.')

puts "Let's create a less-scary movie called The Prancing of the Lambs."

sdk.insert_item('The Prancing of the Lambs', 2005, 'A movie about happy
livestock.', 5.0)

print "\nDone!\n".green

new_step(7, 'Delete the table.')
return unless scaffold.exists?(table_name)

scaffold.delete_table
end
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def lambda_handler(event:, context:)
return 'received empty event' if event['Records'].empty?

event['Records'].each do |record|
log_dynamodb_record(record)
end

"Records processed: #{event['Records'].length}"
end

def log_dynamodb_record(record)

puts record['eventID']

puts record['eventName']

puts "DynamoDB Record: #{JSON.generate(record['dynamodb'])}"
end
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def lambda_handler(event:, context:)
records = event["Records"]
cur_record_sequence_number = ""

records.each do |record|
begin
# Process your record
cur_record_sequence_number = record["dynamodb"]["SequenceNumber"]
rescue StandardError => e
# Return failed record's sequence number
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return {"batchItemFailures" => [{"itemIdentifier" =>
cur_record_sequence_number}]}
end
end

{"batchItemFailures" => []}
end
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require 'aws-sdk-ec2'
require 'logger'
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# EC2Manager is a class responsible for managing EC2 operations
# such as listing all EC2 instances in the current AWS account.
class EC2Manager

def initialize(client)

@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all EC2 instances in the current AWS account.
def list_instances
@logger.info('Listing instances')

instances = fetch_instances

if instances.empty?
@logger.info('You have no instances')
else
print_instances(instances)
end
end

private

# Fetches all EC2 instances using pagination.

#

# @return [Array<Aws::EC2::Types::Instance>] List of EC2 instances.
def fetch_instances

@client.describe_instances

L]

paginator
instances

paginator.each_page do |page]|
page.reservations.each do |reservation]
reservation.instances.each do |instance]
instances << instance
end
end
end

instances
end

# Prints details of the given EC2 instances.
#
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# @param instances [Array<Aws::EC2::Types::Instance>] List of EC2 instances to

print.
def print_instances(instances)
instances.each do |instance]
@logger.info("Instance ID: #{instance.instance_id}")
@logger.info("Instance Type: #{instance.instance_typel}")
@logger.info("Public IP: #{instance.public_ip_address}")
@logger.info("Public DNS Name: #{instance.public_dns_name}")
@logger.info('"\n")
end
end
end

if $PROGRAM_NAME == _ FILE__
ec2_client = Aws::EC2::Client.new(region: 'us-west-2')
manager = EC2Manager.new(ec2_client)
manager.list_instances

end
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# Creates an Elastic IP address in Amazon Virtual Private Cloud (Amazon VPC).

#
# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.

e
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# @return [String] The allocation ID corresponding to the Elastic IP address.
# @example
# puts allocate_elastic_ip_address(Aws::EC2::Client.new(region: 'us-west-2'))
def allocate_elastic_ip_address(ec2_client)
response = ec2_client.allocate_address(domain: 'vpc')
response.allocation_id
rescue StandardError => e
puts "Error allocating Elastic IP address: #{e.message}"
'Exrror'
end
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# Associates an Elastic IP address with an Amazon Elastic Compute Cloud
# (Amazon EC2) instance.
#
# Prerequisites:
#
# - The allocation ID corresponding to the Elastic IP address.
# - The Amazon EC2 instance.
#
# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.
# @param allocation_id [String] The ID of the allocation corresponding to
#  the Elastic IP address.
# @param instance_id [String] The ID of the instance.
# @return [String] The assocation ID corresponding to the association of the
# Elastic IP address to the instance.
# @example
# puts allocate_elastic_ip_address(
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# Aws::EC2::Client.new(region: 'us-west-2'),
# 'eipalloc-04452e528a66279EX",
# 'i-033c48ef@67af3dEX")

def associate_elastic_ip_address_with_instance(
ec2_client,
allocation_id,
instance_id

response = ec2_client.associate_address(
allocation_id: allocation_id,
instance_id: instance_id
)
response.association_id
rescue StandardError => e
puts "Error associating Elastic IP address with instance: #{e.message}"
'Exrror’
end
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# This code example does the following:

# 1. Creates a key pair in Amazon Elastic Compute Cloud (Amazon EC2).
# 2. Displays information about available key pairs.

# 3. Deletes the key pair.

require 'aws-sdk-ec2'
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# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.

# @param key_pair_name [String] The name for the key pair and private

#  key file.

# @return [Boolean] true if the key pair and private key file were

# created; otherwise, false.

# @example

# exit 1 unless key_pair_created?(

# Aws::EC2::Client.new(region: 'us-west-2'),

# 'my-key-pair'

# )

def key_pair_created?(ec2_client, key_pair_name)
key_pair = ec2_client.create_key_pair(key_name: key_pair_name)
puts "Created key pair '#{key_pair.key_name}' with fingerprint " \

"'#{key_pair.key_fingerprint}' and ID '#{key_pair.key_pair_id}'."

filename = File.join(Dir.home, "#{key_pair_name}.pem")
File.open(filename, 'w') { |file| file.write(key_pair.key_material) }
puts "Private key file saved locally as '#{filename}'."

true
rescue Aws::EC2::Errors::InvalidKeyPairDuplicate
puts "Error creating key pair: a key pair named '#{key_pair_name}' " \
'already exists.'
false

rescue StandardError => e
puts "Error creating key pair or saving private key file: #{e.message}"
false

end

Displays information about available key pairs in
Amazon Elastic Compute Cloud (Amazon EC2).

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@example
describe_key_pairs(Aws::EC2::Client.new(region: 'us-west-2'))
def describe_key_pairs(ec2_client)
result = ec2_client.describe_key_pairs
if result.key_pairs.count.zero?
puts 'No key pairs found.'
else
puts 'Key pair names:'
result.key_pairs.each do |key_pair|
puts key_pair.key_name
end
end
rescue StandardError => e

#
#
#
#
#
#
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puts "Error getting information about key pairs: #{e.message}"

end

# Deletes a key pair in Amazon Elastic Compute Cloud (Amazon EC2).
#

# Prerequisites:

#

# - The key pair to delete.

#

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.

# @param key_pair_name [String] The name of the key pair to delete.
# @return [Boolean] true if the key pair was deleted; otherwise, false.
# @example

# exit 1 unless key_pair_deleted?(

# Aws::EC2::Client.new(region: 'us-west-2'),

# 'my-key-pair'

# )

def key_pair_deleted?(ec2_client, key_pair_name)

ec2_client.delete_key_pair(key_name: key_pair_name)
true

rescue StandardError => e

puts "Error deleting key pair: #{e.messagel}"
false

end

#

Example usage:

def run_me

key_pair_name =

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'

puts 'Usage: ruby ec2-ruby-example-key-pairs.rb KEY_PAIR_NAME REGION'
puts 'Example: ruby ec2-ruby-example-key-pairs.rb my-key-pair us-west-2'
exit 1

# If no values are specified at the command prompt, use these default values.

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?
key_pair_name = 'my-key-pair'
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else
key_pair_name = ARGV[O]
region = ARGV[1]
end
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ec2_client = Aws::EC2::Client.new(region: region)

puts 'Displaying existing key pair names before creating this key pair...

describe_key_pairs(ec2_client)

puts '-' * 10

puts 'Creating key pair...'

unless key_pair_created?(ec2_client, key_pair_name)
puts 'Stopping program.'
exit 1

end

puts '-' * 10

puts 'Displaying existing key pair names after creating this key pair...'

describe_key_pairs(ec2_client)

puts '-' * 10

puts 'Deleting key pair...'

unless key_pair_deleted?(ec2_client, key_pair_name)
puts 'Stopping program. You must delete the key pair yourself.'
exit 1

end

puts 'Key pair deleted.'

puts '-' * 10
puts 'Now that the key pair is deleted, ' \

'also deleting the related private key pair file...'
filename = File.join(Dir.home, "#{key_pair_name}.pem")
File.delete(filename)
if File.exist?(filename)

puts "Could not delete file at '#{filename}'. You must delete it yourself."

else
puts 'File deleted.'
end

puts '-' * 10

puts 'Displaying existing key pair names after deleting this key pair...'

describe_key_pairs(ec2_client)

end

run_me if $PROGRAM_NAME == _ FILE__
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require 'aws-sdk-ec2'
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Prerequisites:

- A VPC in Amazon VPC.
- A subnet in that VPC.
- A gateway attached to that subnet.

@param ec2_resource [Aws::EC2::Resource] An initialized
Amazon Elastic Compute Cloud (Amazon EC2) resource object.
@param vpc_id [String] The ID of the VPC for the route table.
@param subnet_id [String] The ID of the subnet for the route table.
@param gateway_id [String] The ID of the gateway for the route.
@param destination_cidr_block [String] The destination CIDR block
for the route.
@param tag_key [String] The key portion of the tag for the route table.
@param tag_value [String] The value portion of the tag for the route table.
@return [Boolean] true if the route table was created and associated;
otherwise, false.
@example
exit 1 unless route_table_created_and_associated?(
Aws::EC2::Resource.new(region: 'us-west-2'),
'vpc-0b6f769731EXAMPLE ',
'subnet-03d9303b57EXAMPLE ',
'igw-06ca90c@11EXAMPLE",
'0.0.0.0/0",
'my-key',
'my-value'
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def route_table_created_and_associated?(
ec2_resource,
vpc_id,
subnet_id,
gateway_id,
destination_cidr_block,
tag_key,
tag_value

route_table = ec2_resource.create_route_table(vpc_id: vpc_id)
puts "Created route table with ID '#{route_table.id}'."
route_table.create_tags(
tags: [
{
key: tag_key,
value: tag_value

}

)
puts 'Added tags to route table.'

route_table.create_route(
destination_cidr_block: destination_cidr_block,
gateway_id: gateway_id
)
puts 'Created route with destination CIDR block ' \
"'"#{destination_cidr_block}' and associated with gateway " \
"with ID '#{gateway_id}'."
route_table.associate_with_subnet(subnet_id: subnet_id)
puts "Associated route table with subnet with ID '#{subnet_id}'."
true
rescue StandardError => e
puts "Error creating or associating route table: #{e.message}"
puts 'If the route table was created but not associated, you should ' \
'clean up by deleting the route table.'
false
end

# Example usage:
def run_me

vpc_id = "'
subnet_id = "'
gateway_id = '

destination_cidr_block =
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tag_key = "'

tag_value = "'

region = "'

# Print usage information and then stop.
if ARGV[Q] == '--help' || ARGV[OQ] == '-h'

puts 'Usage: ruby ec2-ruby-example-create-route-table.rb ' \
'VPC_ID SUBNET_ID GATEWAY_ID DESTINATION_CIDR_BLOCK ' \
'TAG_KEY TAG_VALUE REGION'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-create-route-table.rb ' \
'vpc-0b6f769731EXAMPLE subnet-03d9303b57EXAMPLE igw-06ca9@c@11EXAMPLE ' \
"'90.0.0.0/0' my-key my-value us-west-2"
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
vpc_id = 'vpc-0b6f769731EXAMPLE'
subnet_id = 'subnet-03d9303b57EXAMPLE"
gateway_id = 'igw-06ca90c@11EXAMPLE'
destination_cidr_block = '0.0.0.0/0'
tag_key = 'my-key'

tag_value = 'my-value'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
region = 'us-west-2'

# Otherwise, use the values as specified at the command prompt.

else

vpc_id = ARGV[Q]

subnet_id = ARGV[1]

gateway_id = ARGV[2]
destination_cidr_block = ARGV[3]
tag_key = ARGV[4]

tag_value = ARGV[5]

region = ARGV[6]

end

ec2_resource = Aws::EC2::Resource.new(region: region)

if route_table_created_and_associated?(
ec2_resource,
vpc_id,
subnet_id,
gateway_id,
destination_cidr_block,
tag_key,
tag_value
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)
puts 'Route table created and associated.'
else

puts 'Route table not created or not associated.'
end
end

run_me if $PROGRAM_NAME == _ FILE__

- W12 API S¥HAEF |, 552 H BEAR Ruby B AWS SDK API £ty CreateRouteTables

CreateSecurityGroup
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SDK for Ruby

(® Note
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# This code example does the following:

# 1. Creates an Amazon Elastic Compute Cloud (Amazon EC2) security group.
# 2. Adds inbound rules to the security group.

# 3. Displays information about available security groups.

# 4. Deletes the security group.

require 'aws-sdk-ec2'

Creates an Amazon Elastic Compute Cloud (Amazon EC2) security group.
Prerequisites:

- A VPC in Amazon Virtual Private Cloud (Amazon VPC).

@param ec2_client [Aws::EC2::Client] An initialized
Amazon EC2 client.

H OH O O OB O H H
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# @param group_name [String] A name for the security group.

# @param description [String] A description for the security group.
# @param vpc_id [String] The ID of the VPC for the security group.
# @return [String] The ID of security group that was created.

# @example

# puts create_security_group(

Aws::EC2::Client.new(region: 'us-west-2'),
'my-security-group’,

'This is my security group.',

'vpc-6713dfEX"'

H OH O O R

)
def create_security_group(ec2_client, group_name, description, vpc_id)
security_group = ec2_client.create_security_group(
group_name: group_name,
description: description,
vpc_id: vpc_id
)
puts "Created security group '#{group_name}' with ID " \
"'"#{security_group.group_id}' in VPC with ID '#{vpc_id}'.
security_group.group_id
rescue StandardError => e
puts "Error creating security group: #{e.messagel}"

'"Error'
end
# Adds an inbound rule to an Amazon Elastic Compute Cloud (Amazon EC2)
# security group.
#
# Prerequisites:
#
# - The security group.
#
# @param ec2_client [Aws::EC2::Client] An initialized Amazon EC2 client.
# @param security_group_id [String] The ID of the security group.
# @param ip_protocol [String] The network protocol for the inbound rule.
# @param from_port [String] The originating port for the inbound rule.
# @param to_port [String] The destination port for the inbound rule.
# @param cidr_ip_range [String] The CIDR IP range for the inbound rule.
# @return
# @example
# exit 1 unless security_group_ingress_authorized?(
# Aws::EC2::Client.new(region: 'us-west-2'),
# 'sg-030a858e078f1b9EX",
# "tep!',

e
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'8®',
'80',
'0.0.0.0/0'

H OH O

)
def security_group_ingress_authorized?(
ec2_client, security_group_id, ip_protocol, from_port, to_port, cidr_ip_range

ec2_client.authorize_security_group_ingress(
group_id: security_group_id,
ip_permissions: [
{

ip_protocol: ip_protocol,

from_port: from_port,

to_port: to_port,

ip_ranges: [

{

cidr_ip: cidr_ip_range

puts "Added inbound rule to security group '#{security_group_id}' for protocol " \
"'"#{ip_protocol}' from port '#{from_port}' to port '#{to_port}' " \
"with CIDR IP range '#{cidr_ip_range}'."
true
rescue StandardError => e
puts "Error adding inbound rule to security group: #{e.messagel}"
false
end

# Refactored method to simplify complexity for describing security group permissions
def format_port_information(perm)

from_port_str = perm.from_port == '-1' || perm.from_port == -1 ? 'All'
perm.from_port.to_s
to_port_str = perm.to_port == '-1' || perm.to_port == -1 ? 'All'

perm.to_port.to_s
{ from_port: from_port_str, to_port: to_port_str }
end

# Displays information about a security group's IP permissions set in
# Amazon Elastic Compute Cloud (Amazon EC2).
def describe_security_group_permissions(perm)

ports = format_port_information(perm)
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print " Protocol: #{perm.ip_protocol == '-1' ? 'All' : perm.ip_protocol}"
print ", From: #{ports[:from_port]}, To: #{ports[:to_port]}"

print ", CIDR IPv6: #{perm.ipv_6_ranges[@].cidr_ipv_63}" if perm.key?
(:ipv_6_ranges) && perm.ipv_6_ranges.count.positive?

print ", CIDR IPv4: #{perm.ip_ranges[@].cidr_ipl}" if perm.key?(:ip_ranges) &&
perm.ip_ranges.count.positive?
print "\n"

end

# Displays information about available security groups in
# Amazon Elastic Compute Cloud (Amazon EC2).
def describe_security_groups(ec2_client)

response = ec2_client.describe_security_groups

if response.security_groups.count.positive?
response.security_groups.each do |sg]
display_group_details(sg)
end
else
puts 'No security groups found.'
end
rescue StandardError => e
puts "Error getting information about security groups: #{e.messagel}"
end

# Helper method to display the details of security groups
def display_group_details(sg)

puts '-' * (sg.group_name.length + 13)
puts "Name: #{sg.group_name}"
puts "Description: #{sg.description}"
puts "Group ID: #{sg.group_id}"
puts "Owner ID: #{sg.owner_id}"
puts "VPC ID: #{sg.vpc_id}"

display_group_tags(sg.tags) if sg.tags.count.positive?
display_group_permissions(sg)
end

def display_group_tags(tags)
puts 'Tags:'
tags.each do |tag]
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puts " Key: #{tag.key}, Value: #{tag.value}"
end
end

def display_group_permissions(sg)
if sg.ip_permissions.count.positive?
puts 'Inbound rules:'
sg.ip_permissions.each do |p]|
describe_security_group_permissions(p)
end
end

return if sg.ip_permissions_egress.empty?

puts 'Outbound rules:'
sg.ip_permissions_egress.each do |p]|
describe_security_group_permissions(p)
end
end

# Deletes an Amazon Elastic Compute Cloud (Amazon EC2)

# security group.

def security_group_deleted?(ec2_client, security_group_id)
ec2_client.delete_security_group(group_id: security_group_id)
puts "Deleted security group '#{security_group_id}"'.

true
rescue StandardError => e

puts "Error deleting security group: #{e.messagel}"

false
end

# Example usage with refactored run_me to reduce complexity

def run_me

group_name, description, vpc_id, ip_protocol_http, from_port_http, to_port_http, \

cidr_ip_range_http, ip_protocol_ssh, from_port_ssh, to_port_ssh, \

cidr_ip_range_ssh, region = process_arguments

ec2_client = Aws::EC2::Client.new(region: region)

security_group_id = attempt_create_security_group(ec2_client, group_name,

description, vpc_id)

security_group_exists = security_group_id != 'Error'

if security_group_exists

e
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add_inbound_rules(ec2_client, security_group_id, ip_protocol_http,
from_port_http, to_port_http, cidr_ip_range_http)

add_inbound_rules(ec2_client, security_group_id, ip_protocol_ssh, from_port_ssh,
to_port_ssh, cidr_ip_range_ssh)
end

describe_security_groups(ec2_client)
attempt_delete_security_group(ec2_client, security_group_id) if
security_group_exists
end

def process_arguments
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
display_help
exit 1
elsif ARGV.count.zero?
default_values
else
ARGV
end
end

def attempt_create_security_group(ec2_client, group_name, description, vpc_id)
puts 'Attempting to create security group...'
security_group_id = create_security_group(ec2_client, group_name, description,

vpc_id)

puts 'Could not create security group. Skipping this step.' if security_group_id
== 'Error'

security_group_id
end

def add_inbound_rules(ec2_client, security_group_id, ip_protocol, from_port,
to_port, cidr_ip_range)
puts 'Attempting to add inbound rules to security group...'
return if security_group_ingress_authorized?(ec2_client, security_group_id,
ip_protocol, from_port, to_port,
cidr_ip_range)

puts 'Could not add inbound rule to security group. Skipping this step.'
end

def attempt_delete_security_group(ec2_client, security_group_id)
puts "\nAttempting to delete security group..."
return if security_group_deleted?(ec2_client, security_group_id)
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puts 'Could not delete security group. You must delete it yourself.'
end

def display_help
puts 'Usage: ruby ec2-ruby-example-security-group.rb ' \
' GROUP_NAME DESCRIPTION VPC_ID IP_PROTOCOL_1 FROM_PORT_1 TO_PORT_1 ' \
'CIDR_IP_RANGE_1 IP_PROTOCOL_2 FROM_PORT_2 TO_PORT_2 ' \
'CIDR_IP_RANGE_2 REGION'
puts 'Example: ruby ec2-ruby-example-security-group.rb ' \
"my-security-group 'This is my security group.' vpc-6713dfEX " \
"tcp 80 80 '0.0.0.0/Q' tcp 22 22 '0.0.0.0/0' us-west-2"
end

def default_values

[
'my-security-group', 'This is my security group.', 'vpc-6713dfEX', 'tcp', '80°',
'80',
'0.0.0.0/0', 'tcp', '22', '22', '0.0.0.0/0', 'us-west-2'
]
end
run_me if $PROGRAM_NAME == __ FILE__
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require 'aws-sdk-ec2'
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Creates a subnet within a virtual private cloud (VPC) in
Amazon Virtual Private Cloud (Amazon VPC) and then tags
the subnet.

Prerequisites:

- A VPC in Amazon VPC.

@param ec2_resource [Aws::EC2::Resource] An initialized
Amazon Elastic Compute Cloud (Amazon EC2) resource object.
@param vpc_id [String] The ID of the VPC for the subnet.
@param cidr_block [String] The IPv4 CIDR block for the subnet.
@param availability_zone [String] The ID of the Availability Zone
for the subnet.

@param tag_key [String] The key portion of the tag for the subnet.
@param tag_vlue [String] The value portion of the tag for the subnet.

@return [Boolean] true if the subnet was created and tagged;
otherwise, false.
@example
exit 1 unless subnet_created_and_tagged?(
Aws::EC2::Resource.new(region: 'us-west-2'),
'vpc-6713dfEX",
'10.0.0.0/24",
'us-west-2a',
'my-key',
'my-value'

)

def subnet_created_and_tagged?(

ec2_resource,
vpc_id,
cidr_block,
availability_zone,
tag_key,

tag_value

subnet = ec2_resource.create_subnet(
vpc_id: vpc_id,
cidr_block: cidr_block,
availability_zone: availability_zone
)
subnet.create_tags(
tags: [

e
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{
key: tag_key,
value: tag_value

}

)
puts "Subnet created with ID '#{subnet.id}' in VPC with ID '#{vpc_id}' " \

"and CIDR block '#{cidr_block}' in availability zone " \
"'#{availability_zone}' and tagged with key '#{tag_key}' and " \
"value '#{tag_valuel}'."
true
rescue StandardError => e
puts "Error creating or tagging subnet: #{e.message}"
false
end

# Example usage:
def run_me

vpc_id =
cidr_block = "'
availability_zone =
tag_key = "'
tag_value =
region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[Q] == '-h'

puts 'Usage: ruby ec2-ruby-example-create-subnet.rb ' \

'"VPC_ID CIDR_BLOCK AVAILABILITY_ZONE TAG_KEY TAG_VALUE REGION'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-create-subnet.rb ' \
'vpc-6713dfEX 10.0.0.0/24 us-west-2a my-key my-value us-west-2'

exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?

vpc_id = 'vpc-6713dfEX"'

cidr_block = '10.0.0.0/24"

availability_zone = 'us-west-2a'
tag_key = 'my-key'
tag_value = 'my-value'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else

vpc_id = ARGV[Q]
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cidr_block = ARGV[1]
availability_zone = ARGV[2]
tag_key = ARGV[3]
tag_value = ARGV[4]
region = ARGV[5]

end

ec2_resource = Aws::EC2::Resource.new(region: region)

if subnet_created_and_tagged?(
ec2_resource,
vpc_id,
cidr_block,
availability_zone,

tag_key,
tag_value
)
puts 'Subnet created and tagged.'
else
puts 'Subnet not created or not tagged.'
end
end
run_me if $PROGRAM_NAME == _ FILE_
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require 'aws-sdk-ec2'
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# Creates a virtual private cloud (VPC) in

# Amazon Virtual Private Cloud (Amazon VPC) and then tags

# the VPC.

#

# @param ec2_resource [Aws::EC2::Resource] An initialized

# Amazon Elastic Compute Cloud (Amazon EC2) resource object.

# @param cidr_block [String] The IPv4 CIDR block for the subnet.
# @param tag_key [String] The key portion of the tag for the VPC.
# @param tag_value [String] The value portion of the tag for the VPC.
# @return [Boolean] true if the VPC was created and tagged;

# otherwise, false.

# @example

# exit 1 unless vpc_created_and_tagged?(

# Aws: :EC2::Resource.new(region: 'us-west-2'),

# '10.0.0.0/24",

# 'my-key',

# 'my-value'

#

)

def vpc_created_and_tagged?(
ec2_resource,

cidr_block,

tag_key,

tag_value

vpc = ec2_resource.create_vpc(cidr_block: cidr_block)

# Create a public DNS by enabling DNS support and DNS hostnames.
vpc.modify_attribute(enable_dns_support: { value: true })
vpc.modify_attribute(enable_dns_hostnames: { value: true })

vpc.create_tags(tags: [{ key: tag_key, value: tag_value }])

puts "Created VPC with ID '#{vpc.id}' and tagged with key " \
"'#{tag_key}' and value '#{tag_value}'."
true
rescue StandardError => e
puts e.message
false
end

# Example usage:
def run_me
cidr_block = "'
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tag_key = '
tag_value = "'
region = "'
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-create-vpc.rb ' \

'CIDR_BLOCK TAG_KEY TAG_VALUE REGION'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-create-vpc.rb ' \
'10.0.0.0/24 my-key my-value us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
cidr_block = '10.0.0.0/24"
tag_key = 'my-key'
tag_value = 'my-value'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else
cidr_block = ARGV[0]
tag_key = ARGV[1]
tag_value = ARGV[2]
region = ARGV[3]
end

ec2_resource = Aws::EC2::Resource.new(region: region)
if vpc_created_and_tagged?(

ec2_resource,
cidr_block,

tag_key,
tag_value
)
puts 'VPC created and tagged.'
else
puts 'VPC not created or not tagged.'
end
end
run_me if $PROGRAM_NAME == __ FILE__
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DescribelInstances
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require 'aws-sdk-ec2'

# @param ec2_resource [Aws::EC2::Resource] An initialized EC2 resource object.
# @example
# list_instance_ids_states(Aws::EC2::Resource.new(region: 'us-west-2'))
def list_instance_ids_states(ec2_resource)
response = ec2_resource.instances
if response.count.zero?
puts 'No instances found.'
else
puts 'Instances -- ID, state:'
response.each do |instance]
puts "#{instance.id}, #{instance.state.name}"
end
end
rescue StandardError => e
puts "Error getting information about instances: #{e.message}"
end

# Example usage:
def run_me

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'

puts 'Usage: ruby ec2-ruby-example-get-all-instance-info.rb REGION'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-get-all-instance-info.rb us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
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elsif ARGV.count.zero?

region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else

region = ARGV[0O]
end

ec2_resource = Aws::EC2::Resource.new(region: region)
list_instance_ids_states(ec2_resource)
end

run_me if $PROGRAM_NAME == __ FILE__

- WNE API FHIEF , 528 GEAR Ruby B AWS SDK API £2£) H#) Describelnstances.

DescribeRegions

LTRGBS G RO ER DescribeRegions,

SDK for Ruby

(® Note

GitHub L RRMEZEHH, SHTEEH , I 7HENAE AWS EXFEHFFEPREM
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require 'aws-sdk-ec2'

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.
# @example
# list_regions_endpoints(Aws::EC2::Client.new(region: 'us-west-2'))
def list_regions_endpoints(ec2_client)
result = ec2_client.describe_regions
# Enable pretty printing.
max_region_string_length = 16
max_endpoint_string_length = 33
# Print header.
print 'Region'

print ' * (max_region_string_length - 'Region'.length)

print " Endpoint\n"

e

112


https://docs.aws.amazon.com/goto/SdkForRubyV3/ec2-2016-11-15/DescribeInstances
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/ec2#code-examples

AWS B FI# Ruby #9 SDK e YN

print '-' * max_region_string_length
print ' '

print '-' * max_endpoint_string_length
print "\n"

# Print Regions and their endpoints.
result.regions.each do |region]
print region.region_name

print ' ' * (max_region_string_length - region.region_name.length)
print ' '
print region.endpoint
print "\n"
end

end

# Displays a list of Amazon Elastic Compute Cloud (Amazon EC2)

# Availability Zones available to you depending on the AWS Region

# of the Amazon EC2 client.

#

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.

# @example

# list_availability_zones(Aws::EC2::Client.new(region: 'us-west-2'))

def list_availability_zones(ec2_client)

result = ec2_client.describe_availability_zones
# Enable pretty printing.
max_region_string_length = 16
max_zone_string_length = 18
max_state_string_length = 9

# Print header.

print 'Region'

print ' ' * (max_region_string_length - 'Region'.length)
print ' Zone'

print ' ' * (max_zone_string_length - 'Zone'.length)
print " State\n"

print '-' * max_region_string_length

print ' '

print '-' * max_zone_string_length

print ' '

print '-' * max_state_string_length

print "\n"

# Print Regions, Availability Zones, and their states.
result.availability_zones.each do |zone]
print zone.region_name
print * (max_region_string_length - zone.region_name.length)
print

e
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print zone.zone_name

print ' ' * (max_zone_string_length - zone.zone_name.length)
print ' '

print zone.state

# Print any messages for this Availability Zone.

if zone.messages.count.positive?

print "\n"
puts ' Messages for this zone:'
zone.messages.each do |message]
print " #{message.message}\n"

end

end

print "\n"

end
end

# Example usage:
def run_me

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-regions-availability-zones.rb REGION'

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-regions-availability-zones.rb us-west-2'
exit 1

# If no values are specified at the command prompt, use these default values.

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.

elsif ARGV.count.zero?

region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else

region = ARGV[O]
end

ec2_client = Aws::EC2::Client.new(region: region)

puts 'AWS Regions for Amazon EC2 that are available to you:'
list_regions_endpoints(ec2_client)
puts "\n\nAmazon EC2 Availability Zones that are available to you for AWS Region

"#{region}':"
list_availability_zones(ec2_client)
end
run_me if $PROGRAM_NAME == _ FILE_ _
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Releases an Elastic IP address from an
Amazon Elastic Compute Cloud (Amazon EC2) instance.

Prerequisites:
- An Amazon EC2 instance with an associated Elastic IP address.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param allocation_id [String] The ID of the allocation corresponding to
the Elastic IP address.
@return [Boolean] true if the Elastic IP address was released;
otherwise, false.
@example
exit 1 unless elastic_ip_address_released?(
Aws::EC2::Client.new(region: 'us-west-2'),
'eipalloc-04452e528a66279EX"
)

def elastic_ip_address_released?(ec2_client, allocation_id)

ec2_client.release_address(allocation_id: allocation_id)
true

rescue StandardError => e

puts("Error releasing Elastic IP address: #{e.message}")
false

end

e

115


https://docs.aws.amazon.com/goto/SdkForRubyV3/ec2-2016-11-15/DescribeRegions
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/ec2#code-examples

AWS B FI# Ruby #9 SDK e YN
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StartInstances

UTREXBEFIE R NMER StartInstances,

SDK for Ruby

(® Note
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require 'aws-sdk-ec2'

Attempts to start an Amazon Elastic Compute Cloud (Amazon EC2) instance.

Prerequisites:

- The Amazon EC2 instance.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param instance_id [String] The ID of the instance.
@return [Boolean] true if the instance was started; otherwise, false.
@example
exit 1 unless instance_started?(
Aws::EC2::Client.new(region: 'us-west-2'),
'i-123abc’
)
def instance_started?(ec2_client, instance_id)
response = ec2_client.describe_instance_status(instance_ids: [instance_id])

#
#
#
#
#
#
#
#
#
#
#
#
#
#

if response.instance_statuses.count.positive?

state = response.instance_statuses[@].instance_state.name

case state

when 'pending'
puts 'Error starting instance: the instance is pending. Try again later.'
return false

when 'running'
puts 'The instance is already running.'
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wh

en
end

ec2_
ec2_

puts
true
rescue
puts
fals
end

return true
en 'terminated'
puts 'Error starting instance: ' \
'the instance is terminated, so you cannot start it.'
return false
d

client.start_instances(instance_ids: [instance_id])
client.wait_until(:instance_running, instance_ids: [instance_id])
'Instance started.'

StandardError => e
"Error starting instance: #{e.messagel}"
e

# Example usage:

def run_me
instance_id = "'
region = "'
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-start-instance-i-123abc.rb ' \

#
pu

ex

'"INSTANCE_ID REGION '

Replace us-west-2 with the AWS Region you're using for Amazon EC2.
ts 'Example: ruby ec2-ruby-example-start-instance-i-123abc.rb ' \
'i-123abc us-west-2'

it 1

# If no values are specified at the command prompt, use these default values.

# Re
elsi
in
re
# 0Ot
else
in
re
end

ec2_

place us-west-2 with the AWS Region you're using for Amazon EC2.
f ARGV.count.zero?

stance_id = 'i-123abc'

gion = 'us-west-2'

herwise, use the values as specified at the command prompt.

stance_id = ARGV[0]
gion = ARGV[1]

client = Aws::EC2::Client.new(region: region)

puts "Attempting to start instance '#{instance_id}' " \

"(

this might take a few minutes)...'

e
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return if instance_started?(ec2_client, instance_id)

puts 'Could not start instance.'
end

run_me if $PROGRAM_NAME == _ FILE__

- NE API FHAEF , 528 GEAM Ruby B9 AWS SDK APl 2#) ® ) Startinstances,

StopInstances

LT B FIRE R~MAER StopInstances,

SDK for Ruby

® Note
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#iTo

require 'aws-sdk-ec2'
Prerequisites:
- The Amazon EC2 instance.

#
#
#
#
# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.

# @param instance_id [String] The ID of the instance.

# @return [Boolean] true if the instance was stopped; otherwise, false.
# @example

# exit 1 unless instance_stopped?(

# Aws::EC2::Client.new(region: 'us-west-2'),

# 'i-123abc’

#

)

def instance_stopped?(ec2_client, instance_id)
response = ec2_client.describe_instance_status(instance_ids: [instance_id])

if response.instance_statuses.count.positive?
state = response.instance_statuses[@].instance_state.name

e
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case state

when 'stopping'
puts 'The instance is already stopping.'
return true

when 'stopped'
puts 'The instance is already stopped.'
return true

when 'terminated'
puts 'Error stopping instance: ' \

'the instance is terminated, so you cannot stop it.'

return false

end

end

ec2_client.stop_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_stopped, instance_ids: [instance_id])
puts 'Instance stopped.'
true

rescue StandardError => e
puts "Error stopping instance: #{e.messagel}"
false

end

# Example usage:
def run_me
instance_id =

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'

puts 'Usage: ruby ec2-ruby-example-stop-instance-i-123abc.rb ' \
'INSTANCE_ID REGION '
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-start-instance-i-123abc.rb ' \
'i-123abc us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?
instance_id = 'i-123abc'
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else
instance_id = ARGV[Q]
region = ARGV[1]

e
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end

ec2_client = Aws::EC2::Client.new(region: region)

puts "Attempting to stop instance '#{instance_id}' " \
'(this might take a few minutes)...'

return if instance_stopped?(ec2_client, instance_id)

puts 'Could not stop instance.'
end

run_me if $PROGRAM_NAME == _ FILE__

- NE API FHEF , 528 GEAM Ruby B AWS SDK APl 2#) ®#y Stoplnstances.

TerminateInstances

TR BEEFIERNMAER TerminateInstances.,

SDK for Ruby

® Note
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#iTo

require 'aws-sdk-ec2'

Prerequisites:

- The Amazon EC2 instance.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param instance_id [String] The ID of the instance.
@return [Boolean] true if the instance was terminated; otherwise, false.
@example
exit 1 unless instance_terminated?(
Aws::EC2::Client.new(region: 'us-west-2'),
'i-123abc’

HOoH HF O OB O O OH OB OB H
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# )
def instance_terminated?(ec2_client, instance_id)
response = ec2_client.describe_instance_status(instance_ids: [instance_id])

if response.instance_statuses.count.positive? &&
response.instance_statuses[@].instance_state.name == 'terminated'

puts 'The instance is already terminated.'
return true
end

ec2_client.terminate_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_terminated, instance_ids: [instance_id])
puts 'Instance terminated.'
true

rescue StandardError => e
puts "Error terminating instance: #{e.message}"
false

end

# Example usage:
def run_me
instance_id =

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[Q] == '-h'
puts 'Usage: ruby ec2-ruby-example-terminate-instance-i-123abc.rb ' \

'"INSTANCE_ID REGION '
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-terminate-instance-i-123abc.rb ' \
'i-123abc us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?
instance_id = 'i-123abc'
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else
instance_id = ARGV[0]
region = ARGV[1]
end

ec2_client = Aws::EC2::Client.new(region: region)

e
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puts "Attempting to terminate instance '#{instance_id}' " \
'(this might take a few minutes)...'
return if instance_terminated?(ec2_client, instance_id)

puts 'Could not terminate instance.'
end

run_me if $PROGRAM_NAME == __ FILE__
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# Class to manage Elastic Beanstalk applications
class ElasticBeanstalkManager
def initialize(eb_client, logger: Logger.new($stdout))
@eb_client = eb_client
@logger = logger
end

# Lists applications and their environments
def list_applications
@eb_client.describe_applications.applications.each do |application]
log_application_details(application)
list_environments(application.application_name)
end
rescue Aws::ElasticBeanstalk::Errors::ServiceError => e
@logger.error("Elastic Beanstalk Service Error: #{e.messagel}")
end

private

# Logs application details
def log_application_details(application)

@logger.info("Name: #{application.application_name}")
@logger.info("Description: #{application.description}")
end

# Lists and logs details of environments for a given application
def list_environments(application_name)
@eb_client.describe_environments(application_name:
application_name).environments.each do |env|
@logger.info(" Environment: #{env.environment_name}")

@logger.info(" URL: #{env.cnamel}")
@logger.info(" Health: #{env.health}")
end

rescue Aws::ElasticBeanstalk::Errors::ServiceError => e
@logger.error("Error listing environments for application #{application_name}:
#{e.message}")
end
end

- WE API FHHEF , 528 GERAR Ruby B9 AWS SDK APl &) H1
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ListAvailableSolutionStacks
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# Manages listing of AWS Elastic Beanstalk solution stacks
# @param [Aws::ElasticBeanstalk::Client] eb_client
# @param [String] filter - Returns subset of results based on match
# @param [Logger] logger
class StackLister
# Initialize with AWS Elastic Beanstalk client
def initialize(eb_client, filter, logger: Logger.new($stdout))
@eb_client = eb_client
@filter = filter.downcase
@logger = logger
end

# Lists and logs Elastic Beanstalk solution stacks

def list_stacks
stacks = @eb_client.list_available_solution_stacks.solution_stacks
orig_length = stacks.length
filtered_length = 0@

stacks.each do |stack]
if e@filter.empty? || stack.downcase.include?(@filter)
@logger.info(stack)
filtered_length += 1
end
end

log_summary(filtered_length, orig_length)
rescue Aws::Errors::ServiceError => e

@logger.error("Error listing solution stacks: #{e.message}")
end

private
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# Logs summary of listed stacks
def log_summary(filtered_length, orig_length)
if @filter.empty?
@logger.info("Showed #{orig_length} stack(s)")
else
@logger.info("Showed #{filtered_length} stack(s) of #{orig_length}")
end
end
end

- WE API B , F2E GERAM Ruby B9 AWS SDK APl &) Hiy

ListAvailableSolutionStacks.

UpdateApplication
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# Manages deployment of Rails applications to AWS Elastic Beanstalk
class RailsAppDeployer
def initialize(eb_client, s3_client, app_name, logger: Logger.new($stdout))
@eb_client = eb_client
@s3_client = s3_client
@app_name = app_name
@logger = logger
end

# Deploys the latest application version to Elastic Beanstalk
def deploy
create_storage_location
zip_file_name = create_zip_file
upload_zip_to_s3(zip_file_name)

e
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create_and_deploy_new_application_version(zip_file_name)
end

private

# Creates a new S3 storage location for the application
def create_storage_location
resp = @eb_client.create_storage_location
@logger.info("Created storage location in bucket #{resp.s3_bucket}")
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to create storage location: #{e.messagel}")
end

# Creates a ZIP file of the application using git
def create_zip_file
zip_file_basename = SecureRandom.urlsafe_base6b4
zip_file_name = "#{zip_file_basename}.zip"
‘git archive --format=zip -o #{zip_file_name} HEAD"’
zip_file_name
end

# Uploads the ZIP file to the S3 bucket

def upload_zip_to_s3(zip_file_name)
zip_contents = File.read(zip_file_name)
key = "#{@app_name}/#{zip_file_name}"

@s3_client.put_object(body: zip_contents, bucket: fetch_bucket_name, key:

rescue Aws::Errors::ServiceError => e
@logger.error("Failed to upload ZIP file to S3: #{e.messagel}")
end

# Fetches the S3 bucket name from Elastic Beanstalk application versions
def fetch_bucket_name

app_versions = @eb_client.describe_application_versions(application_name:

@app_name)
av = app_versions.application_versions.first
av.source_bundle.s3_bucket
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to fetch bucket name: #{e.messagel}")
raise
end

# Creates a new application version and deploys it
def create_and_deploy_new_application_version(zip_file_name)
version_label = File.basename(zip_file_name, '.zip')

key)

e
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@eb_client.create_application_version(
process: false,
application_name: @app_name,
version_label: version_label,
source_bundle: {
s3_bucket: fetch_bucket_name,
s3_key: "#{@app_name}/#{zip_file_name}"
I
description: "Updated #{Time.now.strftime('%d/%m/%SY')}"
)
update_environment(version_label)
rescue Aws::Errors::ServiceError => e

@logger.error("Failed to create or deploy application version:

end

# Updates the environment to the new application version
def update_environment(version_label)
env_name = fetch_environment_name
@eb_client.update_environment(
environment_name: env_name,
version_label: version_label
)
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to update environment: #{e.messagel}")
end

# Fetches the environment name of the application
def fetch_environment_name

#{e.messagel}")

envs = @eb_client.describe_environments(application_name: @app_name)

envs.environments.first.environment_name
rescue Aws::Errors::ServiceError => e

@logger.error("Failed to fetch environment name: #{e.messagel}")

raise
end

end

- WNZE API B , 528 GEAM Ruby B9 AWS SDK APl 22£) ®#) UpdateApplications

e

127


https://docs.aws.amazon.com/goto/SdkForRubyV3/elastic-beanstalk-2010-12-01/UpdateApplication

AWS B FI# Ruby #9 SDK e YN

B A Ruby B9 SDK #J EventBridge &4l

THRXEEHRE MR BH A Ruby B9 AWS SDK # & EventBridge #1TEIENBEE RER
i,

ROIR @GR RO IR P ZERHHEEM AWS BHEESRTEXFEEBNEAGTEH,
BESHNGVETEFABNER , KUEEFPRINARENSTREPEXBHHEBET.

=5
B AERRA

T 5 EE 5 RE a4 Amazon EventBridge 2 MAFEIR A,

SDK for Ruby

® Note
GitHub LRI E L&, SHREEBEHH , I THRNME AWS BXHEJIREFEREREN

#}1To

LA IE # 49 JIE Fr PP AU B B

require 'aws-sdk-sns'

require 'aws-sdk-iam'

require 'aws-sdk-cloudwatchevents'
require 'aws-sdk-ec2'

require 'aws-sdk-cloudwatch'
require 'aws-sdk-cloudwatchlogs'
require 'securerandom'

BRERERLERBNEE DB FHEIREERN Amazon Simple Notification Service (Amazon SNS) &

o

EventBridge
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# Checks whether the specified Amazon SNS
# topic exists among those provided to this function.
# This is a helper function that is called by the topic_exists? function.
#
# @param topics [Array] An array of Aws::SNS::Types::Topic objects.
# @param topic_arn [String] The ARN of the topic to find.
# @return [Boolean] true if the topic ARN was found; otherwise, false.
# @example
# sns_client = Aws::SNS::Client.new(region: 'us-east-1')
# response = sns_client.list_topics
# if topic_found?(
# response.topics,
# 'arn:aws:sns:us-east-1:111111111111:aws-doc-sdk-examples-topic'
# )
# puts 'Topic found.'
# end
def topic_found?(topics, topic_azrn)
topics.each do |topic|
return true if topic.topic_arn == topic_arn
end
false
end
¥ZE Amazon SNS I ER AN ETEFRREFEZEENEE,
# Checks whether the specified topic exists among those available to the
# caller in Amazon SNS.
#
# @param sns_client [Aws::SNS::Client] An initialized Amazon SNS client.
# @param topic_arn [String] The ARN of the topic to find.
# @return [Boolean] true if the topic ARN was found; otherwise, false.
# @example
# exit 1 unless topic_exists?(
# Aws::SNS::Client.new(region: 'us-east-1'),
# 'arn:aws:sns:us-east-1:111111111111:aws-doc-sdk-examples-topic'
# )
def topic_exists?(sns_client, topic_arn)
puts "Searching for topic with ARN '#{topic_arn}'..."
response = sns_client.list_topics
if response.topics.count.positive?
if topic_found?(response.topics, topic_azrn)
puts 'Topic found.'
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return true
end
while response.next_page?
response = response.next_page
next unless response.topics.count.positive?
if topic_found?(response.topics, topic_arn)
puts 'Topic found.'
return true
end
end
end
puts 'Topic not found.'
false
rescue StandardError => e
puts "Topic not found: #{e.messagel}"
false
end
£ Amazon SNS HEYV 3 , ARFTERE F B4 it I EERBE,
# Creates a topic in Amazon SNS
# and then subscribes an email address to receive notifications to that topic.
#
# @param sns_client [Aws::SNS::Client] An initialized Amazon SNS client.
# @param topic_name [String] The name of the topic to create.
# @param email_address [String] The email address of the recipient to notify.
# @return [String] The ARN of the topic that was created.
# @example
# puts create_topic(
# Aws::SNS::Client.new(region: 'us-east-1'),
# 'aws-doc-sdk-examples-topic’,
# 'maryeexample.com’
# )
def create_topic(sns_client, topic_name, email_address)
puts "Creating the topic named '#{topic_name}'..."
topic_response = sns_client.create_topic(name: topic_name)
puts "Topic created with ARN '#{topic_response.topic_arn}'."
subscription_response = sns_client.subscribe(
topic_arn: topic_response.topic_azrn,
protocol: 'email',
endpoint: email_address,
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return_subscription_arn: true
)
puts 'Subscription created with ARN ' \
"'"#{subscription_response.subscription_arn}'. Have the owner of the " \
"email address '#{email_address}' check their inbox in a few minutes " \
'and confirm the subscription to start receiving notification emails.'
topic_response.topic_arn
rescue StandardError => e
puts "Error creating or subscribing to topic: #{e.message}"
'Exrror'
end

RERBEUEEN AEPEREEIEEN AWS Identity and Access Management (IAM) &€,

Checks whether the specified AWS Identity and Access Management (IAM)
role exists among those provided to this function.
This is a helper function that is called by the role_exists? function.

@param roles [Array] An array of Aws::IAM::Role objects.
@param role_arn [String] The ARN of the role to find.
@return [Boolean] true if the role ARN was found; otherwise, false.
@example
iam_client = Aws::IAM::Client.new(region: 'us-east-1')
response = iam_client.list_roles
if role_found?(
response.roles,
'arn:aws:iam::111111111111:role/aws-doc-sdk-examples-ec2-state-change'

puts 'Role found.'
end
def role_found?(roles, role_arn)
roles.each do |role]
return true if role.arn == role_arn
end
false
end
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# Checks whether the specified role exists among those available to the
# caller in AWS Identity and Access Management (IAM).
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#

# @param iam_client [Aws::IAM::Client] An initialized IAM client.

# @param role_arn [String] The ARN of the role to find.

# @return [Boolean] true if the role ARN was found; otherwise, false.

# @example

# exit 1 unless role_exists?(

# Aws: :IAM::Client.new(region: 'us-east-1'),

# 'arn:aws:iam::111111111111:role/aws-doc-sdk-examples-ec2-state-change'
# )

def role_exists?(iam_client, role_arn)
puts "Searching for role with ARN '#{role_arn}'..."
response = iam_client.list_roles
if response.roles.count.positive?
if role_found?(response.roles, role_arn)
puts 'Role found.'
return true
end
while response.next_page?
response = response.next_page
next unless response.roles.count.positive?

if role_found?(response.roles, role_arn)
puts 'Role found.'
return true
end
end
end
puts 'Role not found.'
false
rescue StandardError => e
puts "Role not found: #{e.message}"
false
end

£ IAM RV A8,

Creates a role in AWS Identity and Access Management (IAM).

This role is used by a rule in Amazon EventBridge to allow

that rule to operate within the caller's account.

This role is designed to be used specifically by this code example.

HOoH HF OB H O

@param iam_client [Aws::IAM::Client] An initialized IAM client.
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# @param role_name [String] The name of the role to create.
# @return [String] The ARN of the role that was created.

# @example
#

#

#

#)

puts create_role(
Aws::IAM::Client.new(region: 'us-east-1'),

'aws-doc-sdk-examples-ec2-state-change'

def create_role(iam_client, role_name)

puts "Creating the role named '#{role_namel}'...

response = iam_client.create_role(
assume_role_policy_document: {

'Version': '2012-10-17',
'Statement': [
{
'Sid': ',
'Effect': 'Allow’,
'"Principal': {
'Service': 'events.amazonaws.com'
},
'Action': 'sts:AssumeRole'
}
]
}.to_json,
path: '/',
role_name: role_name

)

puts "Role created with ARN '#{response.role.arn}'.

puts 'Adding access policy to role...'
iam_client.put_role_policy(
policy_document: {

'Version': '2012-10-17',
'Statement': [
{
'Sid': 'CloudWatchEventsFullAccess',
'Effect': 'Allow’',
'Resource': '*',
'"Action': 'events:*'
.
{
'Sid': 'IAMPassRoleForCloudWatchEvents',
'Effect': 'Allow’',
'Resource': 'arn:aws:iam::*:role/AWS_Events_Invoke_Targets',
'"Action': 'iam:PassRole'
}
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]
}.to_json,
policy_name: 'CloudWatchEventsPolicy',
role_name: role_name
)
puts 'Access policy added to role.'
response.role.arn
rescue StandardError => e
puts "Error creating role or adding policy to it: #{e.message}"
puts 'If the role was created, you must add the access policy ' \
'to the role yourself, or delete the role yourself and try again.'
'Exrror'

end

BERMRKLEERENHALFEEFEEERN EventBridge H A,

Checks whether the specified Amazon EventBridge rule exists among
those provided to this function.
This is a helper function that is called by the rule_exists? function.

@param rules [Array] An array of Aws::CloudWatchEvents::Types::Rule objects.
@param rule_arn [String] The name of the rule to find.
@return [Boolean] true if the name of the rule was found; otherwise, false.
@example
cloudwatchevents_client = Aws::CloudWatch::Client.new(region: 'us-east-1')
response = cloudwatchevents_client.list_rules
if rule_found?(response.rules, 'aws-doc-sdk-examples-ec2-state-change')
puts 'Rule found.'
end
def rule_found?(rules, rule_name)
rules.each do |rule]
return true if rule.name == rule_name
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end
false
end

ME EventBridge FFIEATAMNR AR EEFEREENRA,

# Checks whether the specified rule exists among those available to the
# caller in Amazon EventBridge.
#
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# @param cloudwatchevents_client [Aws::CloudWatchEvents::Client]

# An initialized Amazon EventBridge client.

# @param rule_name [String] The name of the rule to find.

# @return [Boolean] true if the rule name was found; otherwise, false.

# @example

# exit 1 unless rule_exists?(

# Aws: :CloudWatch::Client.new(region: 'us-east-1')
# 'aws-doc-sdk-examples-ec2-state-change'

# )

def rule_exists?(cloudwatchevents_client, rule_name)
puts "Searching for rule with name '#{rule_name}'..."
response = cloudwatchevents_client.list_rules
if response.rules.count.positive?
if rule_found?(response.rules, rule_name)
puts 'Rule found.'
return true
end
while response.next_page?
response = response.next_page
next unless response.rules.count.positive?

if rule_found?(response.rules, rule_name)
puts 'Rule found.'
return true
end
end
end
puts 'Rule not found.'
false
rescue StandardError => e
puts "Rule not found: #{e.message}"
false
end

£ EventBridge FRE IR A,

# Creates a rule in Amazon EventBridge.

# This rule is triggered whenever an available instance in

# Amazon EC2 changes to the specified state.

# This rule is designed to be used specifically by this code example.
#

# Prerequisites:
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- A role in AWS Identity and Access Management (IAM) that is designed
to be used specifically by this code example.
- A topic in Amazon SNS.

@param cloudwatchevents_client [Aws::CloudWatchEvents::Client]
An initialized Amazon EventBridge client.
@param rule_name [String] The name of the rule to create.
@param rule_description [String] Some description for this rule.
@param instance_state [String] The state that available instances in
Amazon EC2 must change to, to
trigger this rule.
@param role_arn [String] The Amazon Resource Name (ARN) of the IAM role.
@param target_id [String] Some identifying string for the rule's target.
@param topic_arn [String] The ARN of the Amazon SNS topic.
@return [Boolean] true if the rule was created; otherwise, false.
@example
exit 1 unless rule_created?(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-ec2-state-change',
'Triggers when any available EC2 instance starts.',
'running’',
'arn:aws:iam::111111111111:role/aws-doc-sdk-examples-ec2-state-change’,
'sns-topic’,
'arn:aws:sns:us-east-1:111111111111:aws-doc-sdk-examples-topic'
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)

def rule_created?(
cloudwatchevents_client,
rule_name,
rule_description,
instance_state,
role_arn,

target_id,

topic_azrn

puts "Creating rule with name '#{rule_name}'..."
put_rule_response = cloudwatchevents_client.put_rule(
name: rule_name,
description: rule_description,
event_pattern: {
'source': [
'aws.ec2'
1,
'detail-type': [
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'"EC2 Instance State-change Notification'

1,
'detail': {
'state': [
instance_state
]
}
}.to_json,

state: 'ENABLED',
role_arn: role_arn

)

puts "Rule created with ARN '#{put_rule_response.rule_arn}'."

put_targets_response = cloudwatchevents_client.put_targets(
rule: rule_name,
targets: [
{
id: target_id,
arn: topic_arn

)
if put_targets_response.key?(:failed_entry_count) &&
put_targets_response.failed_entry_count.positive?
puts 'Error(s) adding target to rule:'
put_targets_response.failed_entries.each do |failure]
puts failure.error_message
end
false
else
true
end
rescue StandardError => e
puts "Error creating rule or adding target to rule: #{e.messagel}"
puts 'If the rule was created, you must add the target ' \
'to the rule yourself, or delete the rule yourself and try again.'
false
end

#&E Amazon CloudWatch Logs R Al tFFILEFE A M AFBE T REFEEEN BFEE,

# Checks to see whether the specified log group exists among those available

=4

137



AWS B FI# Ruby #9 SDK e YN

to the caller in Amazon CloudWatch Logs.

@param cloudwatchlogs_client [Aws::CloudWatchLogs::Client] An initialized
Amazon CloudWatch Logs client.
@param log_group_name [String] The name of the log group to find.
@return [Boolean] true if the log group name was found; otherwise, false.
@example
exit 1 unless log_group_exists?(
Aws: :CloudWatchLogs::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-cloudwatch-log'
)
def log_group_exists?(cloudwatchlogs_client, log_group_name)
puts "Searching for log group with name '#{log_group_name}'...
response = cloudwatchlogs_client.describe_log_groups(
log_group_name_prefix: log_group_name
)
if response.log_groups.count.positive?
response.log_groups.each do |log_group]|
if log_group.log_group_name == log_group_name
puts 'Log group found.'
return true
end
end
end
puts 'Log group not found.'
false
rescue StandardError => e
puts "Log group not found: #{e.messagel}"
false
end
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£ CloudWatch Logs AR 3 H#& 8 #H,

Creates a log group in Amazon CloudWatch Logs.

@param cloudwatchlogs_client [Aws::CloudWatchLogs::Client] An initialized
Amazon CloudWatch Logs client.
@param log_group_name [String] The name of the log group to create.
@return [Boolean] true if the log group name was created; otherwise, false.
@example
exit 1 unless log_group_created?(
Aws: :CloudWatchLogs::Client.new(region: 'us-east-1'),

HOoH HF O OH OH O H R
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# 'aws-doc-sdk-examples-cloudwatch-log'
# )
def log_group_created?(cloudwatchlogs_client, log_group_name)
puts "Attempting to create log group with the name '#{log_group_name}'..."
cloudwatchlogs_client.create_log_group(log_group_name: log_group_name)
puts 'Log group created.'
true
rescue StandardError => e
puts "Error creating log group: #{e.message}"
false
end
£ CloudWatch Logs H#$EHE A BFEE R
# Writes an event to a log stream in Amazon CloudWatch Logs.
#
# Prerequisites:
#
# - A log group in Amazon CloudWatch Logs.
# - A log stream within the log group.
#
# @param cloudwatchlogs_client [Aws::CloudWatchLogs::Client] An initialized
#  Amazon CloudWatch Logs client.
# @param log_group_name [String] The name of the log group.
# @param log_stream_name [String] The name of the log stream within
#  the log group.
# @param message [String] The message to write to the log stream.
# @param sequence_token [String] If available, the sequence token from the
# message that was written immediately before this message. This sequence
#  token is returned by Amazon CloudWatch Logs whenever you programmatically
# write a message to the log stream.
# @return [String] The sequence token that is returned by
#  Amazon CloudWatch Logs after successfully writing the message to the
# log stream.
# @example
#  puts log_event(
# Aws::EC2::Client.new(region: 'us-east-1'),
# 'aws-doc-sdk-examples-cloudwatch-1log'
# '2020/11/19/53f985be-199f-408e-9a45-fc242df41fEX',
# "Instance 'i-033c48ef@67af3dEX' restarted.",
# '495426724868310740095796045676567882148068632824696073EX"
#)
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def log_event(
cloudwatchlogs_client,
log_group_name,
log_stream_name,

message,
sequence_token
)
puts "Attempting to log '#{message}' to log stream '#{log_stream_name}'..."
event = {
log_group_name: log_group_name,
log_stream_name: log_stream_name,
log_events: [
{
timestamp: (Time.now.utc.to_f.round(3) * 1_000).to_i,
message: message
}
]
}

event[:sequence_token] = sequence_token unless sequence_token.empty?

response = cloudwatchlogs_client.put_log_events(event)
puts 'Message logged.'
response.next_sequence_token
rescue StandardError => e
puts "Message not logged: #{e.message}"
end

E & Amazon Elastic Compute Cloud (Amazon EC2) #{TEE Y iSHE TN EAFIES

CloudWatch Logs H# B 5857,

Restarts an Amazon EC2 instance
and adds information about the related activity to a log stream
in Amazon CloudWatch Logs.

Prerequisites:
- The Amazon EC2 instance to restart.
- The log group in Amazon CloudWatch Logs to add related activity

information to.

@param ec2_client [Aws::EC2::Client] An initialized Amazon EC2 client.
@param cloudwatchlogs_client [Aws::CloudWatchLogs::Client]

HOoH O OHF O OH OH O OH OH OB OH
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An initialized Amazon CloudWatch Logs client.
@param instance_id [String] The ID of the instance.
@param log_group_name [String] The name of the log group.
@return [Boolean] true if the instance was restarted and the information
was written to the log stream; otherwise, false.
@example
exit 1 unless instance_restarted?(
Aws::EC2::Client.new(region: 'us-east-1'),
Aws: :CloudWatchLogs::Client.new(region: 'us-east-1'),
'i-033c48ef0@67af3dEX",
'aws-doc-sdk-examples-cloudwatch-log'

)

def instance_restarted?(

ec2_client,
cloudwatchlogs_client,
instance_id,
log_group_name

log_stream_name = "#{Time.now.year}/#{Time.now.month}/#{Time.now.day}/" \
"#{SecureRandom.uuid}"
cloudwatchlogs_client.create_log_stream(
log_group_name: log_group_name,
log_stream_name: log_stream_name
)
sequence_token = "'
puts "Attempting to stop the instance with the ID '#{instance_id}'. " \
'This might take a few minutes...'
ec2_client.stop_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_stopped, instance_ids: [instance_id])
puts 'Instance stopped.'
sequence_token = log_event(
cloudwatchlogs_client,
log_group_name,
log_stream_name,
"Instance '#{instance_id}' stopped.",
sequence_token

puts 'Attempting to restart the instance. This might take a few minutes...'
ec2_client.start_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_running, instance_ids: [instance_id])

puts 'Instance restarted.'

sequence_token = log_event(
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cloudwatchlogs_client,

log_group_name,

log_stream_name,

"Instance '#{instance_id}' restarted.",
sequence_token

true
rescue StandardError => e
puts 'Error creating log stream or stopping or restarting the instance: ' \
"#{e.message}"
log_event(
cloudwatchlogs_client,
log_group_name,
log_stream_name,
"Error stopping or starting instance '#{instance_id}': #{e.message}",
sequence_token
)
false
end

F8 R EventBridge F R BRI EEN MBI E FA.-

Displays information about activity for a rule in Amazon EventBridge.
Prerequisites:
- A rule in Amazon EventBridge.

@param cloudwatch_client [Amazon::CloudWatch::Client] An initialized
Amazon CloudWatch client.
@param rule_name [String] The name of the rule.
@param start_time [Time] The timestamp that determines the first datapoint
to return. Can also be expressed as DateTime, Date, Integer, or String.
@param end_time [Time] The timestamp that determines the last datapoint
to return. Can also be expressed as DateTime, Date, Integer, or String.
@param period [Integer] The interval, in seconds, to check for activity.
@example
display_rule_activity(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-ec2-state-change',
Time.now - 600, # Start checking from 1@ minutes ago.
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# Time.now, # Check up until now.
# 60 # Check every minute during those 1@ minutes.
# )
def display_rule_activity(
cloudwatch_client,
rule_name,
start_time,
end_time,
period

puts 'Attempting to display rule activity...'
response = cloudwatch_client.get_metric_statistics(
namespace: 'AWS/Events',
metric_name: 'Invocations',
dimensions: [
{
name: 'RuleName’',
value: rule_name
}
1,
start_time: start_time,
end_time: end_time,
period: period,
statistics: ['Sum'],
unit: 'Count'

if response.key?(:datapoints) && response.datapoints.count.positive?
puts "The event rule '#{rule_name}' was triggered:"
response.datapoints.each do |datapoint]
puts " #{datapoint.sum} time(s) at #{datapoint.timestamp}"
end
else
puts "The event rule '#{rule_name}' was not triggered during the " \
'specified time period.'
end
rescue StandardError => e
puts "Error getting information about event rule activity: #{e.messagel}"
end

#~ CloudWatch Logs BB ATE HEEE RN BFEH
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Displays log information for all of the log streams in a log group in
Amazon CloudWatch Logs.

Prerequisites:
- A log group in Amazon CloudWatch Logs.

@param cloudwatchlogs_client [Amazon::CloudWatchLogs::Client] An initialized
Amazon CloudWatch Logs client.
@param log_group_name [String] The name of the log group.
@example
display_log_data(
Amazon: :CloudWatchLogs::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-cloudwatch-log'
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)
def display_log_data(cloudwatchlogs_client, log_group_name)
puts 'Attempting to display log stream data for the log group ' \
"named '#{log_group_name}'..."
describe_log_streams_response = cloudwatchlogs_client.describe_log_streams(
log_group_name: log_group_name,
order_by: 'LastEventTime',
descending: true
)
if describe_log_streams_response.key?(:log_streams) &&
describe_log_streams_response.log_streams.count.positive?
describe_log_streams_response.log_streams.each do |log_stream|
get_log_events_response = cloudwatchlogs_client.get_log_events(
log_group_name: log_group_name,
log_stream_name: log_stream.log_stream_name

)
puts "\nLog messages for '#{log_stream.log_stream_name}':"
puts '-' * (log_stream.log_stream_name.length + 20)

if get_log_events_response.key?(:events) &&
get_log_events_response.events.count.positive?
get_log_events_response.events.each do |event|

puts event.message

end

else
puts 'No log messages for this log stream.'

end

end
end
rescue StandardError => e
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puts 'Error getting information about the log streams or their messages: ' \

||#{e

end

.message}"

m#EABTREE , LAFBHEKREMATEFTENEMERE AWS EiR.

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

Displays a reminder to the caller to manually clean up any associated
AWS resources that they no longer need.

@param
@param
@param
@param
@param

topic_name [String] The name of the Amazon SNS topic.

role_name [String] The name
rule_name [String] The name
log_group_name [String] The
instance_id [String] The ID

@example
manual_cleanup_notice(

'aws-doc-sdk-examples-topic',

of the IAM role.

of the Amazon EventBridge rule.

name of the Amazon CloudWatch Logs log group.
of the Amazon EC2 instance.

'aws-doc-sdk-examples-cloudwatch-events-rule-role',

'aws-doc-sdk-examples-ec2-state-change',
'aws-doc-sdk-examples-cloudwatch-log',

'i

)

-033c48ef@67af3dEX!

def manual_cleanup_notice(
topic_name, role_name, rule_name, log_group_name, instance_id

puts

-t * 10

puts 'Some of the following AWS resources might still exist in your account.'
puts 'If you no longer want to use this code example, then to clean up'
puts 'your AWS account and avoid unexpected costs, you might want to'

puts 'manually delete any of the following resources if they exist:'

puts
puts
puts
puts
puts

end

- The Amazon SNS topic named

- The IAM role named '#{role_
- The Amazon EventBridge rule named '#{rule_name}'.

- The Amazon CloudWatch Logs

'#{topic_name}"'.
name}'."

log group named '#{log_group_name}'.'

- The Amazon EC2 instance with the ID '#{instance_id}'."

- W1 AP| BB , 5528 GEAR Ruby B AWS SDK APl 2£) R THIEE,

PutEvents

* PutRule
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require 'aws-sdk-glue'
require 'logger'

# GlueManager is a class responsible for managing AWS Glue operations
# such as listing all Glue jobs in the current AWS account.
class GlueManager
def initialize(client)
@client = client
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@logger = Logger.new($stdout)
end

# Lists and prints all Glue jobs in the current AWS account.
def list_jobs
@logger.info('Here are the Glue jobs in your account:')

paginator = @client.get_jobs(max_results: 10)
jobs = []

paginator.each_page do |page|
jobs.concat(page.jobs)
end

if jobs.empty?
@logger.info("You don't have any Glue jobs.")
else
jobs.each do |job]|
@logger.info("- #{job.name}")
end
end
end
end

if $PROGRAM_NAME == __ FILE__
glue_client = Aws::Glue::Client.new
manager = GlueManager.new(glue_client)

manager.list_jobs
end
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# The “GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves information about a specific crawler.
#
# @param name [String] The name of the crawler to retrieve information about.
# @return [Aws::Glue::Types::Crawler, nil] The crawler object if found, or nil if
not found.
def get_crawler(name)
@glue_client.get_crawler(name: name)
rescue Aws::Glue::Errors::EntityNotFoundException
@logger.info("Crawler #{name} doesn't exist.")
false
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get crawler #{name}: \n#{e.messagel}")

BEA@= 148


https://docs.aws.amazon.com/glue/latest/ug/tutorial-create-job.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples

AWS B FI# Ruby #9 SDK e YN

raise
end

# Creates a new crawler with the specified configuration.

#

# @param name [String] The name of the crawler.

# @param role_arn [String] The ARN of the IAM role to be used by the crawler.

# @param db_name [String] The name of the database where the crawler stores its

metadata.

# @param db_prefix [String] The prefix to be added to the names of tables that the

crawler creates.

# @param s3_target [String] The S3 path that the crawler will crawl.

# @return [void]

def create_crawler(name, role_arn, db_name, _db_prefix, s3_target)
@glue_client.create_crawler(
name: name,
role: role_arn,
database_name: db_name,
targets: {
s3_targets: [
{
path: s3_target

)

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not create crawler: \n#{e.messagel}")
raise

end

# Starts a crawler with the specified name.

#

# @param name [String] The name of the crawler to start.

# @return [void]

def start_crawler(name)
@glue_client.start_crawler(name: name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not start crawler #{name}: \n#{e.messagel}")
raise

end

# Deletes a crawler with the specified name.
#
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# @param name [String] The name of the crawler to delete.

# @return [void]

def delete_crawler(name)
@glue_client.delete_crawler(name: name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete crawler #{name}: \n#{e.messagel}")
raise

end

# Retrieves information about a specific database.
#
# @param name [String] The name of the database to retrieve information about.
# @return [Aws::Glue::Types::Database, nil] The database object if found, or nil
if not found.
def get_database(name)
response = @glue_client.get_database(name: name)
response.database
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get database #{name}: \n#{e.messagel}")
raise
end

# Retrieves a list of tables in the specified database.
#
# @param db_name [String] The name of the database to retrieve tables from.
# @return [Array<Aws::Glue::Types::Table>]
def get_tables(db_name)
response = @glue_client.get_tables(database_name: db_name)
response.table_list
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get tables #{db_name}: \n#{e.messagel}")

raise
end
# Creates a new job with the specified configuration.
#
# @param name [String] The name of the job.
# @param description [String] The description of the job.
# @param role_arn [String] The ARN of the IAM role to be used by the job.
# @param script_location [String] The location of the ETL script for the job.
# @return [void]

def create_job(name, description, role_arn, script_location)
@glue_client.create_job(
name: name,
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description: description,

role: role_arn,

command: {
name: 'glueetl’,
script_location: script_location,
python_version: '3’

}I

glue_version: '3.0'

)

rescue Aws::Glue::Errors::GlueException =>
@logger.error("Glue could not create job
raise

end

Starts a job run for the specified job.

H OH O O B O

e
#{name}: \n#{e.messagel}")

@param name [String] The name of the job to start the run for.

@param input_database [String] The name of the input database for the job.
@param input_table [String] The name of the input table for the job.

@param output_bucket_name [String] The name of the output S3 bucket for the job.
@return [String] The ID of the started job run.

def start_job_run(name, input_database, input_table, output_bucket_name)

response = @glue_client.start_job_run(
job_name: name,
arguments: {
'--input_database': input_database,
'--input_table': input_table,

'--output_bucket_url': "s3://#{output_bucket_name}/"

)

response.job_run_id

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not start job run #{name}: \n#{e.messagel}")

raise
end

# Retrieves a list of jobs in AWS Glue.
#

# @return [Aws::Glue::Types::ListJobsResponse]

def list_jobs
@glue_client.list_jobs

rescue Aws::Glue::Errors::GlueException => e

@logger.error("Glue could not list jobs:
raise

\n#{e.message}")
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end

# Retrieves a list of job runs for the specified job.
#
# @param job_name [String] The name of the job to retrieve job runs for.
# @return [Array<Aws::Glue::Types::JobRun>]
def get_job_runs(job_name)
response = @glue_client.get_job_runs(job_name: job_name)
response.job_runs
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get job runs: \n#{e.messagel}")
end

# Retrieves data for a specific job run.
#
# @param job_name [String] The name of the job run to retrieve data for.
# @return [Glue::Types::GetJobRunResponse]
def get_job_run(job_name, run_id)
@glue_client.get_job_run(job_name: job_name, run_id: run_id)
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get job runs: \n#{e.messagel}")
end

# Deletes a job with the specified name.

#

# @param job_name [String] The name of the job to delete.

# @return [void]

def delete_job(job_name)
@glue_client.delete_job(job_name: job_name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete job: \n#{e.message}")

end

# Deletes a table with the specified name.

#

# @param database_name [String] The name of the catalog database in which the

table resides.

# @param table_name [String] The name of the table to be deleted.

# @return [void]

def delete_table(database_name, table_name)
@glue_client.delete_table(database_name: database_name, name: table_name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete job: \n#{e.message}")

end
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# Removes a specified database from a Data Catalog.
#
# @param database_name [String] The name of the database to delete.
# @return [void]
def delete_database(database_name)
@glue_client.delete_database(name: database_name)
rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete database: \n#{e.message}")
end

# Uploads a job script file to an S3 bucket.
#
# @param file_path [String] The local path of the job script file.
# @param bucket_resource [Aws::S3::Bucket] The S3 bucket resource to upload the
file to.
# @return [void]
def upload_job_script(file_path, bucket_resource)
File.open(file_path) do |file]
bucket_resource.client.put_object({
body: file,
bucket: bucket_resource.name,
key: file_path
)
end
rescue Aws::S3::Errors::S3UploadFailedError => e
@logger.error("S3 could not upload job script: \n#{e.message}")
raise
end
end

B AHTRAER,

class GlueCrawlerJobScenario
def initialize(glue_client, glue_service_role, glue_bucket, logger)
@glue_client = glue_client
@glue_service_role = glue_service_role
@glue_bucket = glue_bucket
@logger = logger
end

def run(crawler_name, db_name, db_prefix, data_source, job_script, job_name)
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wrapper = GlueWrapper.new(@glue_client, @logger)
setup_crawler(wrapper, crawler_name, db_name, db_prefix, data_source)
query_database(wrapper, crawler_name, db_name)
create_and_run_job(wrapper, job_script, job_name, db_name)

end

private

def setup_crawler(wrapper, crawler_name, db_name, db_prefix, data_source)
new_step(l, 'Create a crawler')
crawler = wrapper.get_crawler(crawler_name)
unless crawler
puts "Creating crawler #{crawler_name}."
wrapper.create_crawler(crawler_name, @glue_service_role.arn, db_name,
db_prefix, data_source)
puts "Successfully created #{crawler_name}."
end
wrapper.start_crawler(crawler_name)
monitor_crawler(wrapper, crawler_name)
end

def monitor_crawler(wrapper, crawler_name)
new_step(2, 'Monitor Crawler')
crawler_state = nil
until crawler_state == 'READY'
custom_wait(15)
crawler = wrapper.get_crawler(crawler_name)
crawler_state = crawler[@]['state']
print "Crawler status: #{crawler_state}".yellow
end
end

def query_database(wrapper, _crawler_name, db_name)

new_step(3, 'Query the database.')

wrapper.get_database(db_name)

puts "The crawler created database #{db_name}:"

puts "Database contains tables: #{wrapper.get_tables(db_name).map { |t]|
t['name'] }}"
end

def create_and_run_job(wrapper, job_script, job_name, db_name)
new_step(4, 'Create and run job.'")
wrapper.upload_job_script(job_script, e@glue_bucket)
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wrapper.create_job(job_name, 'ETL Job', @glue_service_role.arn, "s3://
#{@glue_bucket.name}/#{job_script}")
run_job(wrapper, job_name, db_name)
end

def run_job(wrapper, job_name, db_name)
new_step(5, 'Run the job.')
wrapper.start_job_run(job_name, db_name, wrapper.get_tables(db_name)[@]['name'],
@glue_bucket.name)
job_run_status = nil
until %w[SUCCEEDED FAILED STOPPED].include?(job_run_status)
custom_wait(10)
job_run = wrapper.get_job_runs(job_name)
job_run_status = job_run[@]['job_run_state']
print "Job #{job_name} status: #{job_run_status}".yellow
end
end
end

def main
banner('../../helpers/banner.txt")
puts 'Starting AWS Glue demo...'

# Load resource names from YAML.
resource_names = YAML.load_file('resource_names.yaml')

# Setup services and resources.

iam_role = Aws::IAM::Resource.new(region: 'us-
east-1').role(resource_names['glue_service_role'])

s3_bucket = Aws::S3::Resource.new(region: 'us-
east-1').bucket(resource_names['glue_bucket'])

# Instantiate scenario and run.
scenario = GlueCrawlerJobScenario.new(Aws::Glue::Client.new(region: 'us-east-1'),
iam_role, s3_bucket, @logger)
random_suffix = rand(10**4)
scenario.run("crawler-#{random_suffix}", "db-#{random_suffix}", "prefix-
#{random_suffix}-", 's3://data_source',
'job_script.py', "job-#{random_suffix}")

puts 'Demo complete.'
end
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import sys

from awsglue.transforms import *

from awsglue.utils import getResolvedOptions
from pyspark.context import SparkContext
from awsglue.context import GlueContext

from awsglue.job import Job

These custom arguments must be passed as Arguments to the StartJobRun request.
--input_database The name of a metadata database that is contained in your
AWS Glue Data Catalog and that contains tables that
describe
the data to be processed.
--input_table The name of a table in the database that describes the data
to
be processed.
--output_bucket_url An S3 bucket that receives the transformed output data.
args = getResolvedOptions(
sys.argv, ["JOB_NAME", "input_database", "input_table", "output_bucket_url"]
)
sc = SparkContext()
glueContext = GlueContext(sc)
spark = glueContext.spark_session
job = Job(glueContext)
job.init(args["JOB_NAME"], args)

# Script generated for node S3 Flight Data.

S3FlightData_nodel = glueContext.create_dynamic_frame.from_catalog(
database=args["input_database"],
table_name=args["input_table"],
transformation_ctx="S3FlightData_nodel",

# This mapping performs two main functions:
# 1. It simplifies the output by removing most of the fields from the data.
# 2. It renames some fields. For example, "fl_date is renamed to “flight_date’.
ApplyMapping_node2 = ApplyMapping.apply(
frame=S3FlightData_nodel,
mappings=[
("year", "long", "year", "long"),
("month", "long", "month", "tinyint"),
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("day_of_month", "long", "day", "tinyint"),

("fl_date", "string", "flight_date", "string"),

("carrier", "string", "carrier", "string"),

("fl_num", "long", "flight_num", "long"),
("origin_city_name", "string", "origin_city_name", "string"),
("origin_state_abr", "string", "origin_state_abr", "string"),
("dest_city_name", "string", "dest_city_name", "string"),
("dest_state_abr", "string", "dest_state_abr", "string"),
("dep_time", "long", "departure_time", "long"),
("wheels_off", "long", "wheels_off", "long"),

("wheels_on", "long", "wheels_on", "long"),

("arr_time", "long", "arrival_time", "long"),

"string"),

("mon", "string", "mon",

transformation_ctx="ApplyMapping_node2",

# Script generated for node Revised Flight Data.

RevisedFlightData_node3 = glueContext.write_dynamic_frame.from_options(

frame=ApplyMapping_node2,
connection_type="s3",
format="json",

connection_options={"path": args["output_bucket_url"], "partitionKeys":

transformation_ctx="RevisedFlightData_node3",

job.commit()
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* CreateCrawler

* CreatedJob

* DeleteCrawler

* DeleteDatabase

* DeletedJob

* DeleteTable

* GetCrawler

» GetDatabase

* GetDatabases
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Creates a new crawler with the specified configuration.
#
# @param name [String] The name of the crawler.
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# @param role_arn [String] The ARN of the IAM role to be used by the crawler.
# @param db_name [String] The name of the database where the crawler stores its
metadata.

# @param db_prefix [String] The prefix to be added to the names of tables that the

crawler creates.
# @param s3_target [String] The S3 path that the crawler will crawl.
# @return [void]
def create_crawler(name, role_arn, db_name, _db_prefix, s3_target)
@glue_client.create_crawler(
name: name,
role: role_arn,
database_name: db_name,
targets: {
s3_targets: [
{
path: s3_target
}

)

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not create crawler: \n#{e.messagel}")
raise

end
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# The "GlueWrapper' class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.

# It encapsulates the functionality of the AWS SDK for Glue and provides methods for

interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

Creates a new job with the specified configuration.

#
#
# @param name [String] The name of the job.
# @param description [String] The description of the job.
# @param role_arn [String] The ARN of the IAM role to be used by the job.
# @param script_location [String] The location of the ETL script for the job.
# @return [void]
def create_job(name, description, role_arn, script_location)
@glue_client.create_job(
name: name,
description: description,
role: role_arn,
command: {
name: 'glueetl’,
script_location: script_location,
python_version: '3’
},
glue_version: '3.0'
)
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not create job #{name}: \n#{e.message}")
raise
end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Deletes a crawler with the specified name.

#

# @param name [String] The name of the crawler to delete.

# @return [void]

def delete_crawler(name)
@glue_client.delete_crawler(name: name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete crawler #{namel}: \n#{e.messagel}")
raise

end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Removes a specified database from a Data Catalog.
#
# @param database_name [String] The name of the database to delete.
# @return [void]
def delete_database(database_name)
@glue_client.delete_database(name: database_name)
rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete database: \n#{e.messagel}")
end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Deletes a job with the specified name.

#

# @param job_name [String] The name of the job to delete.

# @return [void]

def delete_job(job_name)
@glue_client.delete_job(job_name: job_name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete job: \n#{e.messagel}")

end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Deletes a table with the specified name.

#

# @param database_name [String] The name of the catalog database in which the

table resides.

# @param table_name [String] The name of the table to be deleted.

# @return [void]

def delete_table(database_name, table_name)
@glue_client.delete_table(database_name: database_name, name: table_name)

rescue Aws::Glue::Errors::ServiceError => e

@logger.error("Glue could not delete job: \n#{e.messagel}")
end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves information about a specific crawler.
#
# @param name [String] The name of the crawler to retrieve information about.
# @return [Aws::Glue::Types::Crawler, nil] The crawler object if found, or nil if
not found.
def get_crawler(name)
@glue_client.get_crawler(name: name)
rescue Aws::Glue::Errors::EntityNotFoundException
@logger.info("Crawler #{name} doesn't exist.")
false
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get crawler #{name}: \n#{e.messagel}")
raise
end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves information about a specific database.
#
# @param name [String] The name of the database to retrieve information about.
# @return [Aws::Glue::Types::Database, nil] The database object if found, or nil
if not found.
def get_database(name)
response = @glue_client.get_database(name: name)
response.database
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get database #{name}: \n#{e.messagel}")
raise
end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves data for a specific job run.
#
# @param job_name [String] The name of the job run to retrieve data for.
# @return [Glue::Types::GetJobRunResponse]
def get_job_run(job_name, run_id)
@glue_client.get_job_run(job_name: job_name, run_id: run_id)
rescue Aws::Glue::Errors::GlueException => e

@logger.error("Glue could not get job runs: \n#{e.message}")
end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves a list of job runs for the specified job.
#
# @param job_name [String] The name of the job to retrieve job runs for.
# @return [Array<Aws::Glue::Types::JobRun>]
def get_job_runs(job_name)
response = @glue_client.get_job_runs(job_name: job_name)
response.job_runs
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get job runs: \n#{e.message}")
end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves a list of tables in the specified database.

#

# @param db_name [String] The name of the database to retrieve tables from.

# @return [Array<Aws::Glue::Types::Table>]

def get_tables(db_name)
response = @glue_client.get_tables(database_name: db_name)
response.table_list

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get tables #{db_name}: \n#{e.message}")
raise

end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves a list of jobs in AWS Glue.

#

# @return [Aws::Glue::Types::ListJobsResponse]

def list_jobs
@glue_client.list_jobs

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not list jobs: \n#{e.message}")
raise

end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Starts a crawler with the specified name.

#

# @param name [String] The name of the crawler to start.

# @return [void]

def start_crawler(name)
@glue_client.start_crawler(name: name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not start crawler #{name}: \n#{e.messagel}")
raise

end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger

end

# Starts a job run for the specified job.

#

# @param name [String] The name of the job to start the run for.

# @param input_database [String] The name of the input database for the job.

# @param input_table [String] The name of the input table for the job.

# @param output_bucket_name [String] The name of the output S3 bucket for the job.
# @return [String] The ID of the started job run.

def start_job_run(name, input_database, input_table, output_bucket_name)
response = @glue_client.start_job_run(
job_name: name,
arguments: {
'--input_database': input_database,
'--input_table': input_table,
'--output_bucket_url': "s3://#{output_bucket_name}/"

)
response.job_run_id
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not start job run #{name}: \n#{e.message}")
raise
end
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require 'aws-sdk-iam'
require 'logger'

# IAMManager is a class responsible for managing IAM operations
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# such as listing all IAM policies in the current AWS account.
class IAMManager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all IAM policies in the current AWS account.
def list_policies
@logger.info('Here are the IAM policies in your account:')

paginator = @client.list_policies
policies = []

paginator.each_page do |page|
policies.concat(page.policies)
end

if policies.empty?
@logger.info("You don't have any IAM policies.")
else
policies.each do |policy|
@logger.info("- #{policy.policy_name}")
end
end
end
end

if $PROGRAM_NAME == _ FILE__
iam_client = Aws::IAM::Client.new
manager = IAMManager.new(iam_client)
manager.list_policies

end

\
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# Wraps the scenario actions.
class ScenarioCreateUserAssumeRole
attr_reader :iam_client

# @param [Aws::IAM::Client] iam_client: The AWS IAM client.
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
end

# Waits for the specified number of seconds.
#
# @param duration [Integer] The number of seconds to wait.
def wait(duration)
puts('Give AWS time to propagate resources...')
sleep(duration)
end
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# Creates a user.

#

# @param user_name [String] The name to give the user.

# @return [Aws::IAM::User] The newly created user.

def create_user(user_name)
user = @iam_client.create_user(user_name: user_name).user
@logger.info("Created demo user named #{user.user_name}.")

rescue Aws::Errors::ServiceError => e
@logger.info('Tried and failed to create demo user.')
@logger.info("\t#{e.code}: #{e.message}")
@logger.info("\nCan't continue the demo without a user!")
raise

else
user

end

# Creates an access key for a user.
#
# @param user [Aws::IAM::User] The user that owns the key.
# @return [Aws::IAM::AccessKeyPair] The newly created access key.
def create_access_key_pair(user)
user_key = @iam_client.create_access_key(user_name: user.user_name).access_key
@logger.info("Created accesskey pair for user #{user.user_name}.")
rescue Aws::Errors::ServiceError => e
@logger.info("Couldn't create access keys for user #{user.user_name}.")
@logger.info("\t#{e.code}: #{e.message}")
raise
else
user_key
end

# Creates a role that can be assumed by a user.
#
# @param role_name [String] The name to give the role.
# @param user [Aws::IAM::User] The user who is granted permission to assume the
role.
# @return [Aws::IAM::Role] The newly created role.
def create_role(role_name, user)
trust_policy = {
Version: '2012-10-17',
Statement: [{
Effect: 'Allow',
Principal: { 'AWS': user.arn },
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Action: 'sts:AssumeRole'
1]
}.to_json
role = @iam_client.create_role(
role_name: role_name,
assume_role_policy_document: trust_policy
).role
@logger.info("Created role #{role.role_name}.")
rescue Aws::Errors::ServiceError => e
@logger.info("Couldn't create a role for the demo. Here's why: ")
@logger.info("\t#{e.code}: #{e.message}")
raise
else
role
end

Creates a policy that grants permission to list S3 buckets in the account, and
then attaches the policy to a role.

@param policy_name [String] The name to give the policy.

@param role [Aws::IAM::Role] The role that the policy is attached to.
@return [Aws::IAM::Policy] The newly created policy.

def create_and_attach_role_policy(policy_name, role)

#
#
#
#
#
#

policy_document = {
Version: '2012-10-17',
Statement: [{
Effect: 'Allow',
Action: 's3:ListAllMyBuckets',
Resource: 'arn:aws:s3:::*'
1]
}.to_json
policy = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document
).policy
@iam_client.attach_role_policy(
role_name: role.role_name,
policy_arn: policy.arn
)
@logger.info("Created policy #{policy.policy_name} and attached it to role
#{role.role_namel}.")
rescue Aws::Errors::ServiceError => e
@logger.info("Couldn't create a policy and attach it to role #{role.role_name}.
Here's why: ")
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@logger.info("\t#{e.code}: #{e.message}")
raise
end

Creates an inline policy for a user that lets the user assume a role.

#
#
# @param policy_name [String] The name to give the policy.
# @param user [Aws::IAM::User] The user that owns the policy.
# @param role [Aws::IAM::Role] The role that can be assumed.
# @return [Aws::IAM::UserPolicy] The newly created policy.
def create_user_policy(policy_name, user, role)
policy_document = {
Version: '2012-10-17',
Statement: [{
Effect: 'Allow',
Action: 'sts:AssumeRole',
Resource: role.arn
1]
}.to_json
@iam_client.put_user_policy(
user_name: USer.user_name,
policy_name: policy_name,
policy_document: policy_document
)
puts("Created an inline policy for #{user.user_name} that lets the user assume
role #{role.role_namel}.")
rescue Aws::Errors::ServiceError => e
@logger.info("Couldn't create an inline policy for user #{user.user_name}.
Here's why: ")
@logger.info("\t#{e.code}: #{e.messagel}")
raise
end

# Creates an Amazon S3 resource with specified credentials. This is separated into

a
# factory function so that it can be mocked for unit testing.

#

# @param credentials [Aws::Credentials] The credentials used by the Amazon S3
resource.

def create_s3_resource(credentials)
Aws: :S3::Resource.new(client: Aws::S3::Client.new(credentials: credentials))
end

# Lists the S3 buckets for the account, using the specified Amazon S3 resource.
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# Because the resource uses credentials with limited access, it may not be able to
# list the S3 buckets.
#
# @param s3_resource [Aws::S3::Resource] An Amazon S3 resource.
def list_buckets(s3_resource)

count = 10

s3_resource.buckets.each do |bucket]

@logger.info "\t#{bucket.namel}"

count -= 1
break if count.zero?
end

rescue Aws::Errors::ServiceError => e

if e.code == 'AccessDenied'
puts('Attempt to list buckets with no permissions: AccessDenied.')
else

@logger.info("Couldn't list buckets for the account. Here's why: ")
@logger.info("\t#{e.code}: #{e.message}")
raise
end
end

# Creates an AWS Security Token Service (AWS STS) client with specified
credentials.
# This is separated into a factory function so that it can be mocked for unit
testing.
#
# @param key_id [String] The ID of the access key used by the STS client.
# @param key_secret [String] The secret part of the access key used by the STS
client.
def create_sts_client(key_id, key_secret)

Aws: :STS::Client.new(access_key_id: key_id, secret_access_key: key_secret)
end

# Gets temporary credentials that can be used to assume a role.

#

# @param role_arn [String] The ARN of the role that is assumed when these
credentials

# are used.

# @param sts_client [AWS::STS::Client] An AWS STS client.
# @return [Aws::AssumeRoleCredentials] The credentials that can be used to assume
the role.
def assume_role(role_arn, sts_client)
credentials = Aws::AssumeRoleCredentials.new(
client: sts_client,
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role_arn: role_arn,
role_session_name: 'create-use-assume-role-scenario'
)
@logger.info("Assumed role '#{role_arn}', got temporary credentials.")
credentials
end

# Deletes a role. If the role has policies attached, they are detached and
# deleted before the role is deleted.
#
# @param role_name [String] The name of the role to delete.
def delete_role(role_name)
@iam_client.list_attached_role_policies(role_name:
role_name).attached_policies.each do |policy|
@iam_client.detach_role_policy(role_name: role_name, policy_arn:
policy.policy_azrn)
@iam_client.delete_policy(policy_arn: policy.policy_arn)
@logger.info("Detached and deleted policy #{policy.policy_name}.")
end
@iam_client.delete_role({ role_name: role_name })
@logger.info("Role deleted: #{role_name}.")
rescue Aws::Errors::ServiceError => e
@logger.info("Couldn't detach policies and delete role #{role.name}. Here's
why:")
@logger.info("\t#{e.code}: #{e.message}")
raise
end

# Deletes a user. If the user has inline policies or access keys, they are deleted
# before the user is deleted.
#
# @param user [Aws::IAM::User] The user to delete.
def delete_user(user_name)
user = @iam_client.list_access_keys(user_name: user_name).access_key_metadata
user.each do |key|
@iam_client.delete_access_key({ access_key_id: key.access_key_id, user_name:
user_name 1})
@logger.info("Deleted access key #{key.access_key_id} for user
'#{user_namel}'.")
end

@iam_client.delete_user(user_name: user_name)
@logger.info("Deleted user '#{user_name}'.")
rescue Aws::IAM::Errors::ServiceError => e
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@logger.error("Error deleting user '#{user_name}': #{e.messagel}")
end
end

# Runs the IAM create a user and assume a role scenario.
def run_scenario(scenario)
puts('-' * 88)
puts('Welcome to the IAM create a user and assume a role demo!')
puts('-' * 88)
user = scenario.create_user("doc-example-user-#{Random.uuid}")
user_key = scenario.create_access_key_pair(user)
scenario.wait(10)
role = scenario.create_role("doc-example-role-#{Random.uuid}", user)
scenario.create_and_attach_role_policy("doc-example-role-policy-#{Random.uuid}",
role)
scenario.create_user_policy("doc-example-user-policy-#{Random.uuid}", user, role)
scenario.wait(10)
puts('Try to list buckets with credentials for a user who has no permissions.')
puts('Expect AccessDenied from this call.')
scenario.list_buckets(
scenario.create_s3_resource(Aws: :Credentials.new(user_key.access_key_id,
user_key.secret_access_key))
)
puts('Now, assume the role that grants permission.')
temp_credentials = scenario.assume_role(
role.arn, scenario.create_sts_client(user_key.access_key_id,
user_key.secret_access_key)
)
puts('Here are your buckets:')
scenario.list_buckets(scenario.create_s3_resource(temp_credentials))
puts('"Deleting role '#{role.role_name}' and attached policies.")
scenario.delete_role(role.role_name)
puts('"Deleting user '#{user.user_name}', policies, and keys.")
scenario.delete_user(user.user_name)
puts('Thanks for watching!')
puts('-' * 88)
rescue Aws::Errors::ServiceError => e
puts('Something went wrong with the demo.')
puts("\t#{e.code}: #{e.messagel}")
end

run_scenario(ScenarioCreateUserAssumeRole.new(Aws: :IAM::Client.new)) if
$PROGRAM_NAME == __ FILE__
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# Manages policies in AWS Identity and Access Management (IAM)
class RolePolicyManager

# Initialize with an AWS IAM client

#
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# @param iam_client [Aws::IAM::Client] An initialized
def initialize(iam_client, logger: Logger.new($stdout)
@iam_client = iam_client
@logger = logger
@logger.progname = 'PolicyManager'
end

# Creates a policy

#

# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document

IAM client
)

# @return [String] The policy ARN if successful, otherwise nil

def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)
response.policy.arn
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.messagel}")
nil
end

# Fetches an IAM policy by its ARN

# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found

def get_policy(policy_arn)

response = @iam_client.get_policy(policy_arn: policy_arn)

policy = response.policy

@logger.info("Got policy '#{policy.policy name}'. Its ID is:

#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'.
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'.
#{e.messagel}")
raise
end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role

The policy does not exist.")

Here's why: #{e.code}:

e
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# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_arn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_azrn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")

[]

end

# Detaches a policy from a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_arn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_arn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.messagel}")
false
end
end
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# Attaches a policy to a user
#
# @param user_name [String] The name of the user
# @param policy_arn [String] The Amazon Resource Name (ARN) of the policy
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_user(user_name, policy_arn)
@iam_client.attach_user_policy(
user_name: user_name,
policy_arn: policy_arn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to user: #{e.messagel}")
false
end
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# Manages access keys for IAM users
class AccessKeyManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'AccessKeyManager'
end

# Lists access keys for a user
#
# @param user_name [String] The name of the user.
def list_access_keys(user_name)
response = @iam_client.list_access_keys(user_name: user_name)
if response.access_key_metadata.empty?
@logger.info("No access keys found for user '#{user_name}'.")
else
response.access_key_metadata.map(&:access_key_id)
end
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Error listing access keys: cannot find user '#{user_name}'.")
[]
rescue StandardError => e
@logger.error("Error listing access keys: #{e.message}")

L]

end

# Creates an access key for a user

#

# @param user_name [String] The name of the user.

# @return [Boolean]

def create_access_key(user_name)
response = @iam_client.create_access_key(user_name: user_name)
access_key = response.access_key
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@logger.info("Access key created for user '#{user_name}':
#{access_key.access_key_id}")
access_key
rescue Aws::IAM::Errors::LimitExceeded
@logger.error('Error creating access key: limit exceeded. Cannot create more.')
nil
rescue StandardError => e
@logger.error("Error creating access key: #{e.messagel}")
nil
end

# Deactivates an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def deactivate_access_key(user_name, access_key_id)
@iam_client.update_access_key(
user_name: user_name,
access_key_id: access_key_id,
status: 'Inactive'
)
true
rescue StandardError => e
@logger.error("Error deactivating access key: #{e.message}")
false
end

# Deletes an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def delete_access_key(user_name, access_key_id)
@iam_client.delete_access_key(
user_name: user_name,
access_key_id: access_key_id
)
true
rescue StandardError => e
@logger.error("Error deleting access key: #{e.message}")
false
end
end
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class IAMAliasManager

# Initializes the IAM client and logger

#

# @param iam_client [Aws::IAM::Client] An initialized IAM client.

def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger

end

# Lists available AWS account aliases.
def list_aliases
response = @iam_client.list_account_aliases

if response.account_aliases.count.positive?
@logger.info('Account aliases are:')
response.account_aliases.each { |account_alias| @logger.info("

#{account_alias}") }

else
@logger.info('No account aliases found.')

end

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing account aliases: #{e.message}")
end
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# Creates an AWS account alias.
#
# @param account_alias [String] The name of the account alias to create.
# @return [Boolean] true if the account alias was created; otherwise, false.
def create_account_alias(account_alias)
@iam_client.create_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating account alias: #{e.message}")
false
end

# Deletes an AWS account alias.
#
# @param account_alias [String] The name of the account alias to delete.
# @return [Boolean] true if the account alias was deleted; otherwise, false.
def delete_account_alias(account_alias)
@iam_client.delete_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting account alias: #{e.messagel}")
false
end
end
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# Manages policies in AWS Identity and Access Management (IAM)

class RolePolicyManager

# Initialize with an AWS IAM client

#

# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))

@iam_client = iam_client
@logger = logger

@logger.progname = 'PolicyManager'

end

# Creates a policy
#

# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document

# @return [String] The policy ARN if successful, otherwise nil

def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(

policy_name: policy_name,

policy_document: policy_document.to_json

)

response.policy.arn

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.message}")

nil
end

# Fetches an IAM policy by its ARN

# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found

def get_policy(policy_azrn)

response = @iam_client.get_policy(policy_arn: policy_arn)

policy = response.policy

@logger.info("Got policy '#{policy.policy_name}'. Its ID is:

#{policy.policy_id}.")
policy

rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'.

raise

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'.

#{e.message}")
raise

The policy does not exist.")

Here's why: #{e.code}:

e
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end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")

L]

end

# Detaches a policy from a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_azrn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.message}")
false

e
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end
end
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# Creates a role and attaches policies to it.
#
# @param role_name [String] The name of the role.
# @param assume_role_policy_document [Hash] The trust relationship policy
document.
# @param policy_arns [Array<String>] The ARNs of the policies to attach.
# @return [String, nil] The ARN of the new role if successful, or nil if an error
occurred.
def create_role(role_name, assume_role_policy_document, policy_arns)
response = @iam_client.create_role(
role_name: role_name,
assume_role_policy_document: assume_role_policy_document.to_json

)

role_arn = response.role.arn

policy_arns.each do |policy_arn|
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)

end

role_arn
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rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating role: #{e.messagel}")
nil

end
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Creates a service-linked role

#
#
# @param service_name [String] The service name to create the role for.
# @param description [String] The description of the service-linked role.
# @param suffix [String] Suffix for customizing role name.
# @return [String] The name of the created role
def create_service_linked_role(service_name, description, suffix)
response = @iam_client.create_service_linked_role(
aws_service_name: service_name, description: description, custom_suffix:
suffix
)
role_name = response.role.role_name
@logger.info("Created service-linked role #{role_namel}.")
role_name
rescue Aws::Errors::ServiceError => e
@logger.error("Couldn't create service-linked role for #{service_name}. Here's
why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise
end
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# Creates a user and their login profile
#
# @param user_name [String] The name of the user
# @param initial_password [String] The initial password for the user
# @return [String, nil] The ID of the user if created, or nil if an error occurred
def create_user(user_name, initial_password)
response = @iam_client.create_user(user_name: user_name)
@iam_client.wait_until(:user_exists, user_name: user_name)
@iam_client.create_login_profile(
user_name: user_name,
password: initial_password,
password_reset_required: true
)
@logger.info("User '#{user_name}' created successfully.")
response.user.user_id
rescue Aws::IAM::Errors::EntityAlreadyExists
@logger.error("Error creating user '#{user_name}': user already exists.")
nil
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating user '#{user_name}': #{e.messagel}")
nil
end
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# Manages access keys for IAM users
class AccessKeyManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'AccessKeyManager'
end

# Lists access keys for a user
#
# @param user_name [String] The name of the user.
def list_access_keys(user_name)
response = @iam_client.list_access_keys(user_name: user_name)
if response.access_key_metadata.empty?
@logger.info("No access keys found for user '#{user_name}'.")
else
response.access_key_metadata.map(&:access_key_id)
end
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Error listing access keys: cannot find user '#{user_name}'.")
[]
rescue StandardError => e
@logger.error("Error listing access keys: #{e.message}")

L]

end

# Creates an access key for a user
#
# @param user_name [String] The name of the user.
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# @return [Boolean]
def create_access_key(user_name)
response = @iam_client.create_access_key(user_name: user_name)
access_key = response.access_key
@logger.info("Access key created for user '#{user_name}':
#{access_key.access_key_id}")
access_key
rescue Aws::IAM::Errors::LimitExceeded
@logger.error('Error creating access key: limit exceeded. Cannot create more.')
nil
rescue StandardError => e
@logger.error("Error creating access key: #{e.messagel}")
nil
end

# Deactivates an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def deactivate_access_key(user_name, access_key_id)
@iam_client.update_access_key(
user_name: user_name,
access_key_id: access_key_id,
status: 'Inactive'
)
true
rescue StandardError => e
@logger.error("Error deactivating access key: #{e.message}")
false
end

# Deletes an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def delete_access_key(user_name, access_key_id)
@iam_client.delete_access_key(
user_name: user_name,
access_key_id: access_key_id
)
true
rescue StandardError => e

e
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@logger.error("Error deleting access key: #{e.message}")
false
end
end
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class IAMAliasManager

# Initializes the IAM client and logger

#

# @param iam_client [Aws::IAM::Client] An initialized IAM client.

def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger

end

# Lists available AWS account aliases.
def list_aliases
response = @iam_client.list_account_aliases

if response.account_aliases.count.positive?
@logger.info('Account aliases are:')
response.account_aliases.each { |account_alias| @logger.info("
#{account_alias}") }
else
@logger.info('No account aliases found.')
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end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing account aliases: #{e.messagel}")
end

# Creates an AWS account alias.
#
# @param account_alias [String] The name of the account alias to create.

# @return [Boolean] true if the account alias was created; otherwise, false.

def create_account_alias(account_alias)
@iam_client.create_account_alias(account_alias: account_alias)
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating account alias: #{e.messagel}")
false

end

# Deletes an AWS account alias.
#
# @param account_alias [String] The name of the account alias to delete.

# @return [Boolean] true if the account alias was deleted; otherwise, false.

def delete_account_alias(account_alias)
@iam_client.delete_account_alias(account_alias: account_alias)
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting account alias: #{e.messagel}")
false

end

end
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# Deletes a role and its attached policies.
#
# @param role_name [String] The name of the role to delete.
def delete_role(role_name)
# Detach and delete attached policies
@iam_client.list_attached_role_policies(role_name: role_name).each do |response]|
response.attached_policies.each do |policy|
@iam_client.detach_role_policy({
role_name: role_name,
policy_arn: policy.policy_azrn
1)
# Check if the policy is a customer managed policy (not AWS managed)
unless policy.policy_arn.include?('aws:policy/"')
@iam_client.delete_policy({ policy_arn: policy.policy_arn })
@logger.info("Deleted customer managed policy #{policy.policy_name}.")
end
end
end

# Delete the role
@iam_client.delete_role({ role_name: role_name })
@logger.info("Deleted role #{role_name}.")
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't detach policies and delete role #{role_name}. Here's
why:")
@logger.error("\t#{e.code}: #{e.message}")
raise
end
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DeleteServerCertificate
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class ServerCertificateManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'ServerCertificateManager'
end

# Creates a new server certificate.

# @param name [String] the name of the server certificate

# @param certificate_body [String] the contents of the certificate
# @param private_key [String] the private key contents

AREM

# @return [Boolean] returns true if the certificate was successfully created

def create_server_certificate(name, certificate_body, private_key)
@iam_client.upload_server_certificate({
server_certificate_name: name,

certificate_body: certificate_body,

private_key: private_key
1)
true
rescue Aws::IAM::Errors::ServiceError => e
puts "Failed to create server certificate: #{e.message}"
false
end

# Lists available server certificate names.
def list_server_certificate_names

response = @iam_client.list_server_certificates

if response.server_certificate_metadata_list.empty?

e
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@logger.info('No server certificates found.')
return
end

response.server_certificate_metadata_list.each do |certificate_metadata]
@logger.info("Certificate Name:
#{certificate_metadata.server_certificate_namel}")
end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing server certificates: #{e.messagel}")
end

# Updates the name of a server certificate.
def update_server_certificate_name(current_name, new_name)
@iam_client.update_server_certificate(
server_certificate_name: current_name,
new_server_certificate_name: new_name
)
@logger.info("Server certificate name updated from '#{current_name}' to
"#{new_namel}'.")
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error updating server certificate name: #{e.message}")
false
end

# Deletes a server certificate.

def delete_server_certificate(name)
@iam_client.delete_server_certificate(server_certificate_name: name)
@logger.info("Server certificate '#{name}' deleted.")
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting server certificate: #{e.message}")
false

end

end
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# Deletes a service-linked role.
#
# @param role_name [String] The name of the role to delete.
def delete_service_linked_role(role_name)
response = @iam_client.delete_service_linked_role(role_name: role_name)
task_id = response.deletion_task_id
check_deletion_status(role_name, task_id)
rescue Aws::Errors::ServiceError => e
handle_deletion_error(e, role_name)
end

private

# Checks the deletion status of a service-linked role
#
# @param role_name [String] The name of the role being deleted
# @param task_id [String] The task ID for the deletion process
def check_deletion_status(role_name, task_id)
loop do
response = @iam_client.get_service_linked_role_deletion_status(
deletion_task_id: task_id
)
status = response.status
@logger.info("Deletion of #{role_name} #{status}.")
break if %w[SUCCEEDED FAILED].include?(status)

sleep(3)
end

end

# Handles deletion error

e
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#
# @param e [Aws::Errors::ServiceError] The error encountered during deletion
# @param role_name [String] The name of the role attempted to delete
def handle_deletion_error(e, role_name)
return if e.code == 'NoSuchEntity'

@logger.error("Couldn't delete #{role_name}. Here's why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise

end
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# Deletes a user and their associated resources
#
# @param user_name [String] The name of the user to delete
def delete_user(user_name)
user = @iam_client.list_access_keys(user_name: user_name).access_key_metadata
user.each do |key|
@iam_client.delete_access_key({ access_key_id: key.access_key_id, user_name:
user_name 1})
@logger.info("Deleted access key #{key.access_key_id} for user
'#{user_namel}'.")
end

@iam_client.delete_user(user_name: user_name)
@logger.info("Deleted user '#{user_name}'.")
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rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting user '#{user_name}': #{e.messagel}")
end

- INZE API B , 5528 BAM Ruby B9 AWS SDK API Reference H1#J DeleteUser,

DeleteUserPolicy

TR IS5 R A DeleteUserPolicy,

SDK for Ruby

(® Note
GitHub L RMEZEH, SHTEEH , ¥ 7HENAE AWS EXFE4IFEFERREMN

#}iTo

# Deletes a user and their associated resources
#
# @param user_name [String] The name of the user to delete
def delete_user(user_name)
user = @iam_client.list_access_keys(user_name: user_name).access_key_metadata
user.each do |key]|
@iam_client.delete_access_key({ access_key_id: key.access_key_id, user_name:
user_name 1})
@logger.info("Deleted access key #{key.access_key_id} for user
"#{user_namel}'.")
end

@iam_client.delete_user(user_name: user_name)
@logger.info("Deleted user '#{user_name}'.")
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting user '#{user_name}': #{e.messagel}")
end
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DetachRolePolicy
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# Manages policies in AWS Identity and Access Management (IAM)
class RolePolicyManager
# Initialize with an AWS IAM client
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'PolicyManager'
end

# Creates a policy
#
# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document
# @return [String] The policy ARN if successful, otherwise nil
def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)
response.policy.arn
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.messagel}")
nil
end

# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve
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# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_azrn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
@logger.info("Got policy '#{policy.policy_name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")

L]

end
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# Detaches a policy from a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_azrn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.message}")
false
end
end
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# Detaches a policy from a user
#
# @param user_name [String] The name of the user
# @param policy_arn [String] The ARN of the policy to detach
# @return [Boolean] true if the policy was successfully detached, false otherwise
def detach_user_policy(user_name, policy_arn)
@iam_client.detach_user_policy(
user_name: user_name,
policy_arn: policy_azrn
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)
@logger.info("Policy '#{policy_arn}' detached from user '#{user_name}'
successfully.")

true
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error('Error detaching policy: Policy or user does not exist.')
false
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from user '#{user_name}': #{e.messagel}")
false
end

\
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# Class to manage IAM account password policies
class PasswordPolicyManager
attr_accessor :iam_client, :logger

def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'IAMPolicyManager'

end

# Retrieves and logs the account password policy
def print_account_password_policy
response = @iam_client.get_account_password_policy
@logger.info("The account password policy is: #{response.password_policy.to_h}")
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rescue Aws::IAM::Errors::NoSuchEntity
@logger.info('The account does not have a password policy.')
rescue Aws::Errors::ServiceError => e
@logger.error("Couldn't print the account password policy. Error: #{e.code} -
#{e.messagel}")
raise
end
end
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# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_azrn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
@logger.info("Got policy '#{policy.policy name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
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end
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# Gets data about a role.
#
# @param name [String] The name of the role to look up.
# @return [Aws::IAM::Role] The retrieved role.
def get_role(name)
role = @iam_client.get_role({
role_name: name
}).role
puts("Got data for role '#{role.role_name}'. Its ARN is '#{role.arn}'.")
rescue Aws::Errors::ServiceError => e
puts("Couldn't get data for role '#{name}' Here's why:")
puts("\t#{e.code}: #{e.messagel}")
raise
else
role
end
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# Retrieves a user's details
#
# @param user_name [String] The name of the user to retrieve
# @return [Aws::IAM::Types::User, nil] The user object if found, or nil if an
error occurred
def get_user(user_name)
response = @iam_client.get_user(user_name: user_name)
response.user
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("User '#{user_name}' not found.")
nil
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error retrieving user '#{user_name}': #{e.messagel}")
nil
end
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# Manages access keys for IAM users
class AccessKeyManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'AccessKeyManager'
end

# Lists access keys for a user
#
# @param user_name [String] The name of the user.
def list_access_keys(user_name)
response = @iam_client.list_access_keys(user_name: user_name)
if response.access_key_metadata.empty?
@logger.info("No access keys found for user '#{user_name}'.")
else
response.access_key_metadata.map(&:access_key_id)
end
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Error listing access keys: cannot find user '#{user_name}'.")
[]
rescue StandardError => e
@logger.error("Error listing access keys: #{e.messagel}")
(]

end

# Creates an access key for a user

#

# @param user_name [String] The name of the user.

# @return [Boolean]

def create_access_key(user_name)
response = @iam_client.create_access_key(user_name: user_name)
access_key = response.access_key
@logger.info("Access key created for user '#{user_name}':

#{access_key.access_key_id}")
access_key

rescue Aws::IAM::Errors::LimitExceeded

@logger.error('Error creating access key: limit exceeded. Cannot create more.')

nil

rescue StandardError => e
@logger.error("Error creating access key: #{e.messagel}")
nil

end

e
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# Deactivates an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def deactivate_access_key(user_name, access_key_id)
@iam_client.update_access_key(
user_name: user_name,
access_key_id: access_key_id,
status: 'Inactive'
)
true
rescue StandardError => e
@logger.error("Error deactivating access key: #{e.message}")
false
end

# Deletes an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def delete_access_key(user_name, access_key_id)
@iam_client.delete_access_key(
user_name: user_name,
access_key_id: access_key_id
)
true
rescue StandardError => e
@logger.error("Error deleting access key: #{e.message}")
false
end
end
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class IAMAliasManager

# Initializes the IAM client and logger

#

# @param iam_client [Aws::IAM::Client] An initialized IAM client.

def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger

end

# Lists available AWS account aliases.
def list_aliases
response = @iam_client.list_account_aliases

if response.account_aliases.count.positive?
@logger.info('Account aliases are:')
response.account_aliases.each { |account_alias| @logger.info("
#{account_alias}") }
else
@logger.info('No account aliases found.')
end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing account aliases: #{e.message}")
end

# Creates an AWS account alias.
#
# @param account_alias [String] The name of the account alias to create.
# @return [Boolean] true if the account alias was created; otherwise, false.
def create_account_alias(account_alias)
@iam_client.create_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating account alias: #{e.message}")
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false
end

# Deletes an AWS account alias.
#
# @param account_alias [String] The name of the account alias to delete.
# @return [Boolean] true if the account alias was deleted; otherwise, false.
def delete_account_alias(account_alias)
@iam_client.delete_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting account alias: #{e.messagel}")
false
end
end
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# Manages policies in AWS Identity and Access Management (IAM)
class RolePolicyManager
# Initialize with an AWS IAM client
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
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@logger.progname = 'PolicyManager'
end

# Creates a policy
#
# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document
# @return [String] The policy ARN if successful, otherwise nil
def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)
response.policy.arn
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.messagel}")
nil
end

# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_arn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
@logger.info("Got policy '#{policy.policy name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end

# Attaches a policy to a role

#

# @param role_name [String] The name of the role

# @param policy_arn [String] The policy ARN

# @return [Boolean] true if successful, false otherwise

def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
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role_name: role_name,
policy_arn: policy_arn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_azrn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")
[]

end

# Detaches a policy from a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_arn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_arn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.messagel}")
false
end
end
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# A class to manage IAM operations via the AWS SDK client
class IamGroupManager
# Initializes the IamGroupManager class
# @param iam_client [Aws::IAM::Client] An instance of the IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
end

# Lists up to a specified number of groups for the account.
# @param count [Integer] The maximum number of groups to list.
# @return [Aws::IAM::Client::Response]
def list_groups(count)
response = @iam_client.list_groups(max_items: count)
response.groups.each do |group]|
@logger.info("\t#{group.group_name}")
end
response
rescue Aws::Errors::ServiceError => e
@logger.error("Couldn't list groups for the account. Here's why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise
end
end
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# Manages policies in AWS Identity and Access Management (IAM)
class RolePolicyManager
# Initialize with an AWS IAM client
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'PolicyManager'
end

# Creates a policy
#
# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document
# @return [String] The policy ARN if successful, otherwise nil
def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)
response.policy.arn
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.messagel}")
nil
end

# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve

EhE 219


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/iam#code-examples

AWS B FI# Ruby #9 SDK e YN

# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_azrn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
@logger.info("Got policy '#{policy.policy_name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")

L]

end
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# Detaches a policy from a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_azrn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.message}")
false
end
end
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# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")
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[]

end
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# Lists IAM roles up to a specified count.
# @param count [Integer] the maximum number of roles to list.
# @return [Array<String>] the names of the roles.
def list_roles(count)
role_names = []
roles_counted = 0

@iam_client.list_roles.each_page do |page|
page.roles.each do |role]
break if roles_counted >= count

@logger.info("\t#{roles_counted + 1}: #{role.role_name}")
role_names << role.role_name
roles_counted += 1
end
break if roles_counted >= count
end

role_names
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't list roles for the account. Here's why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise
end

EhE 222


https://docs.aws.amazon.com/goto/SdkForRubyV3/iam-2010-05-08/ListRolePolicies
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/iam#code-examples

AWS & AR Ruby #J SDK

FMBABER

\

. W% API AT

s

20 BAR Ruby B9 AWS SDK API Reference H#J ListRoles.

ListSAMLProviders

LTREXBEFIERNMER ListSAMLProviders,

SDK for Ruby

(® Note

GitHub L RRMEZEHH, SHTEEH , I 7HEAAE AWS EXFE 6 FFEPREM
1T o

class SamlProviderlLister

# Initializes the SamlProviderLister with IAM client and a logger.

# @param iam_client [Aws::IAM::Client] The IAM client object.

# @param logger [Logger] The logger object for logging output.

def initialize(iam_client, logger = Logger.new($stdout))
@iam_client = iam_client
@logger = logger

end

# Lists up to a specified number of SAML providers for the account.
# @param count [Integer] The maximum number of providers to list.
# @return [Aws::IAM::Client::Response]
def list_saml_providers(count)
response = @iam_client.list_saml_providers
response.saml_provider_list.take(count).each do |provider|
@logger.info("\t#{provider.arn}")
end
response
rescue Aws::Errors::ServiceError => e
@logger.error("Couldn't list SAML providers. Here's why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise
end
end
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class ServerCertificateManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'ServerCertificateManager'
end

# Creates a new server certificate.
# @param name [String] the name of the server certificate
# @param certificate_body [String] the contents of the certificate
# @param private_key [String] the private key contents
# @return [Boolean] returns true if the certificate was successfully created
def create_server_certificate(name, certificate_body, private_key)
@iam_client.upload_server_certificate({
server_certificate_name: name,
certificate_body: certificate_body,
private_key: private_key
1)
true
rescue Aws::IAM::Errors::ServiceError => e
puts "Failed to create server certificate: #{e.message}"
false
end

# Lists available server certificate names.
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def list_server_certificate_names
response = @iam_client.list_server_certificates

if response.server_certificate_metadata_list.empty?
@logger.info('No server certificates found.')
return

end

response.server_certificate_metadata_list.each do |certificate_metadata]
@logger.info("Certificate Name:
#{certificate_metadata.server_certificate_namel}")
end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing server certificates: #{e.messagel}")
end

# Updates the name of a server certificate.
def update_server_certificate_name(current_name, new_name)
@iam_client.update_server_certificate(
server_certificate_name: current_name,
new_server_certificate_name: new_name
)
@logger.info("Server certificate name updated from '#{current_name}' to
"#{new_namel}'.")
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error updating server certificate name: #{e.messagel}")
false
end

# Deletes a server certificate.

def delete_server_certificate(name)
@iam_client.delete_server_certificate(server_certificate_name: name)
@logger.info("Server certificate '#{name}' deleted.")
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting server certificate: #{e.message}")
false

end

end
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# Lists all users in the AWS account
#
# @return [Array<Aws::IAM::Types::User>] An array of user objects
def list_users
users = []
@iam_client.list_users.each_page do |page|
page.users.each do |user|
users << user
end
end
users
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing users: #{e.messagel}")

[]

end
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# Creates an inline policy for a specified user.
# @param username [String] The name of the IAM user.
# @param policy_name [String] The name of the policy to create.
# @param policy_document [String] The JSON policy document.
# @return [Boolean]
def create_user_policy(username, policy_name, policy_document)
@iam_client.put_user_policy({
user_name: username,
policy_name: policy_name,
policy_document: policy_document
1)
@logger.info("Policy #{policy_name} created for user #{username}.")
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't create policy #{policy_name} for user #{username}.
Here's why:")
@logger.error("\t#{e.code}: #{e.messagel}")
false
end
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class ServerCertificateManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'ServerCertificateManager'
end

# Creates a new server certificate.
# @param name [String] the name of the server certificate
# @param certificate_body [String] the contents of the certificate
# @param private_key [String] the private key contents
# @return [Boolean] returns true if the certificate was successfully created
def create_server_certificate(name, certificate_body, private_key)
@iam_client.upload_server_certificate({
server_certificate_name: name,
certificate_body: certificate_body,
private_key: private_key
1)
true
rescue Aws::IAM::Errors::ServiceError => e
puts "Failed to create server certificate: #{e.message}"
false
end

# Lists available server certificate names.
def list_server_certificate_names
response = @iam_client.list_server_certificates

if response.server_certificate_metadata_list.empty?
@logger.info('No server certificates found.')
return

end
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response.server_certificate_metadata_list.each do |certificate_metadata]
@logger.info("Certificate Name:
#{certificate_metadata.server_certificate_namel}")
end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing server certificates: #{e.messagel}")
end

# Updates the name of a server certificate.
def update_server_certificate_name(current_name, new_name)
@iam_client.update_server_certificate(
server_certificate_name: current_name,
new_server_certificate_name: new_name
)
@logger.info("Server certificate name updated from '#{current_name}' to
"#{new_namel}'.")
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error updating server certificate name: #{e.message}")
false
end

# Deletes a server certificate.

def delete_server_certificate(name)
@iam_client.delete_server_certificate(server_certificate_name: name)
@logger.info("Server certificate '#{name}' deleted.")
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting server certificate: #{e.message}")
false

end

end
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# Updates an IAM user's name
#
# @param current_name [String] The current name of the user
# @param new_name [String] The new name of the user
def update_user_name(current_name, new_name)
@iam_client.update_user(user_name: current_name, new_user_name: new_name)
true
rescue StandardError => e
@logger.error("Error updating user name from '#{current_namel}' to '#{new_name}':
#{e.messagel}")
false
end
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'aws-sdk'

def lambda_handler(event:, context:)
event['Records'].each do |record|
begin
puts "Processed Kinesis Event - EventID: #{record['eventID']}"
record_data = get_record_data_async(record['kinesis'])
puts "Record Data: #{record_datal}"
# TODO: Do interesting work based on the new data
rescue => err
$stderr.puts "An error occurred #{err}"
raise err
end
end
puts "Successfully processed #{event['Records'].length} records."
end

def get_record_data_async(payload)
data = Base64.decode64(payload['data']).force_encoding('UTF-8"')
# Placeholder for actual async work
# You can use Ruby's asynchronous programming tools like async/await or fibers
here.
return data
end
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'aws-sdk'

def lambda_handler(event:, context:)
batch_item_failures = []

event['Records'].each do |record|
begin
puts "Processed Kinesis Event - EventID: #{record['eventID']}"
record_data = get_record_data_async(record['kinesis'])
puts "Record Data: #{record_datal}"
# TODO: Do interesting work based on the new data
rescue StandardError => err
puts "An error occurred #{err}"
# Since we are working with streams, we can return the failed item
immediately.
# Lambda will immediately begin to retry processing from this failed item
onwards.
return { batchItemFailures: [{ itemIdentifier: record['kinesis']
['sequenceNumber'] }] }
end
end

puts "Successfully processed #{event['Records'].length} records."
{ batchItemFailures: batch_item_failures }
end

def get_record_data_async(payload)
data = Baseb4.decodeb4(payload['data']).force_encoding('utf-8"')
# Placeholder for actual async work
sleep(1)
data

G| 232


https://github.com/aws-samples/serverless-snippets/tree/main/integration-kinesis-to-lambda-with-batch-item-handling

AWS B FI# Ruby #9 SDK e YN

end

AWS KMS £ B AR Ruby B9 SDK HY i 45l

THRXBEHF REBMMAMER BEAR Ruby B AWS SDK 8 R#ITEEMBEEE REH AWS
KMS,

Actions RAHEEBANEXNBRE  LEAEATHHT, BHABDFESEHFENAFLERRBEHS , B
LA UEHEABERTERTRARPHEMF,

BES/MNHLE TR FABNER , KUEEFPRINARENSTREPEXBHHEBET.
ES |
- BfF

B

CreateKey

DTGB R NAER CreateKey,

SDK for Ruby

(@ Note
GitHub FIRHEZ 56, SHTEEA , I THMME AWS EX B R FEPREM
H1To

require 'aws-sdk-kms' # v2: require 'aws-sdk'

# Create a AWS KMS key.

# As long we are only encrypting small amounts of data (4 KiB or less) directly,
# a KMS key is fine for our purposes.

# For larger amounts of data,

# use the KMS key to encrypt a data encryption key (DEK).
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client = Aws::KMS::Client.new

resp = client.create_key({
tags: [
{
tag_key: 'CreatedBy',
tag_value: 'ExampleUser'

}
]
D

puts resp.key_metadata.key_id

- W AP FHHEF , F2E GERARM Ruby B AWS SDK APl 2% ) Hy CreateKey,

Decrypt

UTREXNBEFBERNMAEEA Decrypto

SDK for Ruby

® Note
GitHub bR E L&, SREEBEHH , I 7HRNME AWS BXHEJIREFEREREN

#iTo

require 'aws-sdk-kms' # v2: require 'aws-sdk'

# Decrypted blob

blob =
'01020200785d68faeec386af1057904926253051eb2919d3c16078badf65b808b26dd057c101747cadf359359¢€

blob_packed = [blob].pack('H*")

client = Aws::KMS::Client.new(region: 'us-west-2')

resp = client.decrypt({
ciphertext_blob: blob_packed
1)
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puts 'Raw text: '
puts resp.plaintext

- WFE API FHEF , 5268 (ERARM Ruby B AWS SDK APl 2% ) Hf# Decrypto

Encrypt

UTRENBEFERNMAAER Encrypt,

SDK for Ruby

(@ Note
GitHub L RMEZEHH, SHRTEEH , A 7HENAE AWS EXF4FEFERREM

#}iTo

require 'aws-sdk-kms' # v2: require 'aws-sdk'

# ARN of the AWS KMS key.
#
# Replace the fictitious key ARN with a valid key ID

keyId = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab’

text = '1234567890"
client = Aws::KMS::Client.new(region: 'us-west-2')

resp = client.encrypt({
key_id: keyId,
plaintext: text
1))

# Display a readable version of the resulting encrypted blob.
puts 'Blob:'
puts resp.ciphertext_blob.unpack('H*")
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- W API FEF , F28 (GERARM Ruby 9 AWS SDK APl 8% ) &) Encrypt.

ReEncrypt

AT iS85 R a6 A ReEncrypt,

SDK for Ruby

(@ Note
GitHub L RMEZ &M, SHTEEH , A 7HENAE AWS EXFHIFEFEPREM

#}1To

require 'aws-sdk-kms' # v2: require 'aws-sdk'
# Human-readable version of the ciphertext of the data to reencrypt.

blob =
'01020200785d68faeec386af1057904926253051eb2919d3c16078badf65b808b26dd057c101747cadf359359¢
sourceCiphertextBlob = [blob].pack('H*")

# Replace the fictitious key ARN with a valid key ID

destinationKeyId = 'arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-
ab0987654321"

client = Aws::KMS::Client.new(region: 'us-west-2')

resp = client.re_encrypt({
ciphertext_blob: sourceCiphertextBlob,
destination_key_id: destinationKeyId

1)

# Display a readable version of the resulting re-encrypted blob.
puts 'Blob:'
puts resp.ciphertext_blob.unpack('H*")

- MEHEFHMENR , F20 CEAR Ruby B AWS SDK APl 2%&) H#) ReEncrypt,
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{18 A Ruby B9 SDK #9 Lambda #i 4

THRXBEF I REMAER BARN Ruby B AWS SDK £ E Lambda #{TEMERMBEE REHI.

EXRGRENREG |, SLFIRAEMAERBASNITERRE,

Actions RAHEEBANENBRE A LEAEATHHT, BHABFESEHFENAFLERRBEHS , B
LA UEHEABERTERTARPHNEIF,

SR 151 2 16) 48 R /R AR WP ALY AR 3 R Y S BB BB Eo Atk AWS BRISHR S RS EE R THEHI,
BEH/GLETRFABHER , KUEEFPRINARENSTRAEFEXNBHAEBET.
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o A ARES S

A A

Hello Lambda

TR R REUMMFHLAER Lambda,

SDK for Ruby

@ Note
GitHub LR E L& P, SHTEEH , I 7HOME AWS BXHFEHIFEFEPREMN

#}iTo

require 'aws-sdk-lambda'

# Creates an AWS Lambda client using the default credentials and configuration
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def lambda_client
Aws: :Lambda: :Client.new
end

# Lists the Lambda functions in your AWS account, paginating the results if
necessary

def list_lambda_functions
lambda = lambda_client

# Use a pagination iterator to list all functions

functions = []

lambda.list_functions.each_page do |page]|
functions.concat(page.functions)

end

# Print the name and ARN of each function

functions.each do |function]
puts "Function name: #{function.function_name}"
puts "Function ARN: #{function.function_arn}"
puts

end

puts "Total functions: #{functions.count}"
end

list_lambda_functions if __FILE__ == $PROGRAM_NAME

- NE API BT , 5528 GEAR Ruby B AWS SDK API £2#£) iy ListFunctions,

EAREER

THREARES
UTEAGEFEREE

« BY IAM & Lambda HE , AR LEREEXAENR,
- FAERRE-SHNHBAEEEER.

- EHNRBEABRAEERARRSRBETRE

- FRAEANSHNENBEIEER. BRERNHITHER.
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- JHEIRFIRE , REBFEMEBER.

MBEHEER , BSBEAILARY Lambda EH.

SDK for Ruby

(® Note
GitHub FRRME L& P, SHTEEHH , I 7HRMAE AWS BXHEHIFEFEPEREM

#}iTo

REEHE A BFERY Lambda BBIEE SR IRH IAM FF W,

# Get an AWS Identity and Access Management (IAM) role.
#
# @param iam_role_name: The name of the role to retrieve.
# @param action: Whether to create or destroy the IAM apparatus.
# @return: The IAM role.
def manage_iam(iam_role_name, action)
case action
when 'create'
create_iam_role(iam_role_name)
when 'destroy'
destroy_iam_role(iam_role_name)
else
raise "Incorrect action provided. Must provide 'create' or 'destroy'"
end
end

private

def create_iam_role(iam_role_name)
role_policy = {
'Version': '2012-10-17',
'Statement': [

{
'Effect': 'Allow’',
'"Principal': { 'Service': 'lambda.amazonaws.com' },
'"Action': 'sts:AssumeRole'

}

B
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}

role = @iam_client.create_role(

role_name: jiam_role_name,
assume_role_policy_document: role_policy.to_json

)

@iam_client.attach_role_policy(
{
policy_arn:
AWSLambdaBasicExecutionRole',
role_name: iam_role_name

'arn:aws:iam: :aws:policy/service-role/

)
wait_for_role_to_exist(iam_role_name)
@logger.debug("Successfully created IAM role: #{role['role']J['arn'1}")

sleep(10)
[role, role_policy.to_json]
end

def destroy_iam_role(iam_role_name)
@iam_client.detach_role_policy(

{

policy_arn: 'arn:aws:iam::aws:policy/service-role/

AWSLambdaBasicExecutionRole',
role_name: iam_role_name

)

@iam_client.delete_role(role_name: iam_role_name)
@logger.debug("Detached policy & deleted IAM role: #{iam_role_name}")

end

def wait_for_role_to_exist(iam_role_name)
@iam_client.wait_until(:role_exists, { role_name: iam_role_name }) do |w]

w.max_attempts = 5
w.delay = 5
end
end

E# Lambda EEEX , REEEAUESFAHSBRHENBFTENE,

require 'logger'

# A function that increments a whole number by one (1) and logs the result.
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Requires a manually-provided runtime parameter, 'number', which must be Int

@param event [Hash] Parameters sent when the function is invoked
@param context [Hash] Methods and properties that provide information
about the invocation, function, and execution environment.
@return incremented_number [String] The incremented number.
def lambda_handler(event:, context:)
logger = Logger.new($stdout)
log_level = ENV['LOG_LEVEL']
logger.level = case log_level
when 'debug'
Logger: :DEBUG
when 'info'
Logger: :INFO
else
Logger: :ERROR
end
logger.debug('This is a debug log message.')
logger.info('This is an info log message. Code executed successfully!')

#
#
#
#
#
#

number = event['number'].to_i

incremented_number = number + 1

logger.info("You provided #{number.round} and it was incremented to
#{incremented_number.round}")

incremented_number.round.to_s
end

#&&H Lambda BN BBRESIEBEMHF,

# Creates a Lambda deployment package in .zip format.
#
# @param source_file: The name of the object, without suffix, for the Lambda file
and zip.
# @return: The deployment package.
def create_deployment_package(source_file)
Dir.chdir(File.dirname(__FILE__))
if File.exist?('lambda_function.zip')
File.delete('lambda_function.zip')
@logger.debug('Deleting old zip: lambda_function.zip')
end
Zip::File.open('lambda_function.zip', create: true) do |zipfile]|
zipfile.add('lambda_function.rb', "#{source_file}.rb")
end
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@logger.debug("Zipping #{source_file}.rb into: lambda_function.zip.")
File.read('lambda_function.zip').to_s
rescue StandardError => e

@logger.error("There was an error creating deployment package:\n #{e.messagel}")

end
B F Lambda E &,
# Deploys a Lambda function.
#
# @param function_name: The name of the Lambda function.
# @param handler_name: The fully qualified name of the handler function.
# @param role_arn: The IAM role to use for the function.

E=3

@param deployment_package: The deployment package that contains the function
code in .zip format.
# @return: The Amazon Resource Name (ARN) of the newly created function.
def create_function(function_name, handler_name, role_arn, deployment_package)
response = @lambda_client.create_function({
role: role_arn.to_s,
function_name: function_name,
handler: handler_name,
runtime: 'ruby2.7',
code: {
zip_file: deployment_package
},
environment: {
variables: {
'"LOG_LEVEL' => 'info'

}
)
@lambda_client.wait_until(:function_active_v2, { function_name: function_name })
do |w]
w.max_attempts = 5
w.delay = 5
end
response
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error creating #{function_name}:\n #{e.messagel}")
rescue Aws::Waiters::Errors::WaiterFailed => e

@logger.error("Failed waiting for #{function_name} to activate:\n #{e.message}")
end
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ERZANBITEESBFAM Lambda BE.

# Invokes a Lambda function.
# @param function_name [String] The name of the function to invoke.
# @param payload [nil] Payload containing runtime parameters.
# @return [Object] The response from the function invocation.
def invoke_function(function_name, payload = nil)
params = { function_name: function_name }
params[:payload] = payload unless payload.nil?
@lambda_client.invoke(params)
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error executing #{function_name}:\n #{e.messagel}")
end

E# Lambda BRIV ERELUE ATV IRIEEE,

# Updates the environment variables for a Lambda function.
# @param function_name: The name of the function to update.
# @param log_level: The log level of the function.
# @return: Data about the update, including the status.
def update_function_configuration(function_name, log_level)
@lambda_client.update_function_configuration({
function_name: function_name,
environment: {
variables: {
"LOG_LEVEL' => log_level

}
1)
@lambda_client.wait_until(:function_updated_v2, { function_name:
function_name }) do |w]|
w.max_attempts = 5
w.delay = 5
end
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error updating configurations for #{function_name}:
\n #{e.message}")
rescue Aws::Waiters::Errors::WaiterFailed => e
@logger.error("Failed waiting for #{function_name} to activate:\n #{e.messagel}")
end
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EALETRAEABNTRNEEMHRERMN Lambda HBHEXR,

# Updates the code for a Lambda function by submitting a .zip archive that
contains
the code for the function.

H

#
# @param function_name: The name of the function to update.
# @param deployment_package: The function code to update, packaged as bytes in
# .zip format.
# @return: Data about the update, including the status.
def update_function_code(function_name, deployment_package)
@lambda_client.update_function_code(
function_name: function_name,
zip_file: deployment_package
)
@lambda_client.wait_until(:function_updated_v2, { function_name:
function_name }) do |w]|
w.max_attempts = 5
w.delay = 5
end
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error updating function code for: #{function_name}:
\n #{e.messagel}")
nil
rescue Aws::Waiters::Errors::WaiterFailed => e
@logger.error("Failed waiting for #{function_name} to update:\n #{e.messagel}")
end

ERREDBREAIHABEABR Lambda BE.

# Lists the Lambda functions for the current account.
def list_functions
functions = []
@lambda_client.list_functions.each do |response]|
response[ 'functions'].each do |function]|
functions.append(function['function_name'])
end
end
functions
rescue Aws::Lambda::Errors::ServiceException => e
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FMBABER

@logger.error("There was an error listing functions:\n #{e.message}")
end

MER4EE Lambda B,

# Deletes a Lambda function.
# @param function_name: The name of the function to delete.
def delete_function(function_name)
print "Deleting function: #{function_name}..."
@lambda_client.delete_function(
function_name: function_name
)
print 'Done!'.green
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error deleting #{function_name}:\n #{e.messagel}")
end

- W13 AP| BB , 5528 GEAR Ruby B AWS SDK APl 2£) R THIEE,
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CreateFunction

DeleteFunction

GetFunction
Invoke
ListFunctions

UpdateFunctionCode

UpdateFunctionConfiguration

CreateFunction

UTREASEHERINMAER CreateFunction,

BE
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SDK for Ruby

(@ Note
GitHub FRRMEZ & fl, SKTEEEH , X THRUME AWS BXIKEFIRFEPREM

#1To

class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger::WARN
end

Deploys a Lambda function.

@param handler_name: The fully qualified name of the handler function.
@param role_arn: The IAM role to use for the function.
# @param deployment_package: The deployment package that contains the function

#
#
# @param function_name: The name of the Lambda function.
#
#

code in .zip format.
# @return: The Amazon Resource Name (ARN) of the newly created function.
def create_function(function_name, handler_name, role_arn, deployment_package)
response = @lambda_client.create_function({
role: role_arn.to_s,
function_name: function_name,
handler: handler_name,
runtime: 'ruby2.7',
code: {
zip_file: deployment_package
1,
environment: {
variables: {
'"LOG_LEVEL' => 'info'

1)
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@lambda_client.wait_until(:function_active_v2, { function_name: function_name })

do |w]
w.max_attempts = 5
w.delay = 5
end
response

rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error creating #{function_name}:\n #{e.messagel}")
rescue Aws::Waiters::Errors::WaiterFailed => e

@logger.error("Failed waiting for #{function_name} to activate:\n #{e.messagel}")
end

\

- WE API FHAER , F28 GEAM Ruby B9 AWS SDK APl 22 ) ®# MCreateFunctiony

DeleteFunction

UTREASEFERINMER DeleteFunction,

SDK for Ruby

(® Note
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#}iTo

class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger::WARN
end

# Deletes a Lambda function.

# @param function_name: The name of the function to delete.
def delete_function(function_name)
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print "Deleting function: #{function_name}...
@lambda_client.delete_function(
function_name: function_name
)
print 'Done!'.green
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error deleting #{function_name}:\n #{e.messagel}")
end

- WE API FHER , 528 (GEAR Ruby 9 AWS SDK APl 22 ) H# DeleteFunctions

GetFunction

UTREASEFE RINMAER GetFunction,

SDK for Ruby

® Note
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#iTo

class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger::WARN
end

# Gets data about a Lambda function.
#
# @param function_name: The name of the function.
# @return response: The function data, or nil if no such function exists.
def get_function(function_name)
@lambda_client.get_function(
{

e
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function_name: function_name

)

rescue Aws::Lambda::Errors::ResourceNotFoundException => e
@logger.debug("Could not find function: #{function_name}:\n #{e.message}")
nil

end

- WNE API FHHIEF , 28 GEAR Ruby B AWS SDK APl 22£) H# GetFunction,

Invoke
LT EEF B R AR Invoke,

SDK for Ruby

(® Note
GitHub FIRMHEZ &, SKTEEH , I 7 HWAE AWS EXIHE PR FEFFREM
1T,

class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger: :WARN
end

# Invokes a Lambda function.
# @param function_name [String] The name of the function to invoke.
# @param payload [nil] Payload containing runtime parameters.
# @return [Object] The response from the function invocation.
def invoke_function(function_name, payload = nil)
params = { function_name: function_name }
params[:payload] = payload unless payload.nil?
@lambda_client.invoke(params)

e
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rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error executing #{function_name}:\n #{e.messagel}")
end

- N API FHIEF , 5528 GEAR Ruby B AWS SDK API £22&) H#J Invoke,

ListFunctions
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SDK for Ruby

(® Note
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#}1To

class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger: :WARN
end

# Lists the Lambda functions for the current account.
def list_functions
functions = []
@lambda_client.list_functions.each do |response]|
response[ 'functions'].each do |function]|
functions.append(function['function_name'])
end
end
functions
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error listing functions:\n #{e.message}")
end

e
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UpdateFunctionCode
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SDK for Ruby

® Note
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#iTo

class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger::WARN
end

# Updates the code for a Lambda function by submitting a .zip archive that
contains
# the code for the function.

#
# @param function_name: The name of the function to update.
# @param deployment_package: The function code to update, packaged as bytes in
# .zip format.
# @return: Data about the update, including the status.
def update_function_code(function_name, deployment_package)
@lambda_client.update_function_code(
function_name: function_name,
zip_file: deployment_package
)
@lambda_client.wait_until(:function_updated_v2, { function_name:
function_name }) do |w]|
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w.max_attempts = 5
w.delay = 5
end
rescue Aws::Lambda::Errors::ServiceException => e

@logger.error("There was an error updating function code for: #{function_name}:

\n #{e.message}")
nil
rescue Aws::Waiters::Errors::WaiterFailed => e
@logger.error("Failed waiting for #{function_name} to update:\n #{e.messagel}")
end

- N API FHIER , 552H GEAR Ruby B AWS SDK APl &) Hiy
UpdateFunctionCode,

UpdateFunctionConfiguration

AT 2 5588 R an{a £ A UpdateFunctionConfiguration,

SDK for Ruby

® Note
GitHub LR E L&, SHREEBEH , I THRNME AWS BXHEJIREFEREREN

#}iTo

class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger::WARN
end

# Updates the environment variables for a Lambda function.
# @param function_name: The name of the function to update.
# @param log_level: The log level of the function.

e
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# @return: Data about the update, including the status.
def update_function_configuration(function_name, log_level)

@lambda_client.update_function_configuration({
function_name: function_name,

environment: {
variables: {
"LOG_LEVEL' => log_level
}
}
1)
@lambda_client.wait_until(:function_updated_v2, { function_name:
function_name }) do |w]|
w.max_attempts = 5
w.delay =
end
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error updating configurations for #{function_name}:
\n #{e.messagel}")
rescue Aws::Waiters::Errors::WaiterFailed => e
@logger.error("Failed waiting for #{function_name} to activate:\n #{e.messagel}")

end

- WFE API FHER , 752680 CEAR Ruby B AWS SDK APl 2&) H#y

UpdateFunctionConfiguration.

=Bl
BYEARKUSEFEREM
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* Lambda
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» Amazon Textract
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#E ) R 2R S5

HEIREZE Lambda BB A Amazon RDS ERE

UTRA GG RENAEEERE RDS EBEMN Lambda B, IHBERUGFENERERFRIL
BEER,

SDK for Ruby
(® Note
GitHub LRt EZ &6, SHREZREH , ¥ THRUAEEGRSESNRBREERRENH
1T

£ Ruby E#RZE Lambda BEEFH Amazon RDS EHRE,

# Ruby code here.

require 'aws-sdk-rds'
require 'json'
require 'mysql2'’

def lambda_handler(event:, context:)
endpoint = ENV['DBEndpoint'] # Add the endpoint without https"
port = ENV['Port'] # 3306
user = ENV['DBUser']
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region = ENV['DBRegion'] # 'us-east-1'
db_name = ENV['DBName']

credentials = Aws::Credentials.new(
ENV[ 'AWS_ACCESS_KEY_ID'],
ENV['AWS_SECRET_ACCESS_KEY'],
ENV[ 'AWS_SESSION_TOKEN']

)

rds_client = Aws::RDS::AuthTokenGenerator.new(
region: region,
credentials: credentials

token = rds_client.auth_token(
endpoint: endpoint+ ':' + port,
user_name: user,

region: region

begin
conn = Mysql2::Client.new(

host: endpoint,
username: user,
password: token,
port: port,
database: db_name,
sslca: '/var/task/global-bundle.pem',
sslverify: true,
enable_cleartext_plugin: true

)
a=3
b =2

result = conn.query("SELECT #{a} + #{b} AS sum").first['sum']
puts result
conn.close
{
statusCode: 200,
body: result.to_json
}
rescue => e
puts "Database connection failed due to #{el}"
end
end
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£ Kinesis @3 &4 T A Lambda EE

TR BEH e MM E/E Lambda B , ZEHN2FEIBIZW Kinesis B RIZWFIERNE
#Ho HERBEREE Kinesis Z&H, it Base64 s , WKL HEA A,

SDK for Ruby

® Note
GitHub LRIt Z&i65l, SKTEEHH| , 3 7R NAEEFRSESHFIRBFEHRRENH
’?j_-o

£ Ruby ¥ & Lambda R{E A Kinesis B,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'aws-sdk'

def lambda_handler(event:, context:)
event['Records'].each do |record|
begin
puts "Processed Kinesis Event - EventID: #{record['eventID']}"
record_data = get_record_data_async(record['kinesis'])
puts "Record Data: #{record_datal}"
# TODO: Do interesting work based on the new data
rescue => err
$stderr.puts "An error occurred #{err}"
raise err
end
end

puts "Successfully processed #{event['Records'].length} records."
end

def get_record_data_async(payload)
data = Baseb4.decodeb4(payload['data']).force_encoding('UTF-8")
# Placeholder for actual async work
# You can use Ruby's asynchronous programming tools like async/await or fibers
here.
return data
end
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£/ DynamoDB &3 %453 Lambda B3

DT BE G RE N E/E Lambda B , ZENEEIBZEUW DynamoDB &7t i 50 8k R 2= UL AT il 5%
WEH, HEZHEE DynamoDB AW FRERE,

SDK for Ruby
(@ Note
GitHub LRI E L&, SHREEBEHH , X THRNMEEARFDBIIREEPRENH,
?TO

£ Ruby ¥ E Lambda R {£ A DynamoDB 4,

def lambda_handler(event:, context:)
return 'received empty event' if event['Records'].empty?

event['Records'].each do |record|
log_dynamodb_record(record)
end

"Records processed: #{event['Records'].length}"
end

def log_dynamodb_record(record)
puts record['eventID']
puts record['eventName']

puts "DynamoDB Record: #{JSON.generate(record['dynamodb'])}"
end

£/ Amazon DocumentDB #&2 &7 Lambda EHE

UTRABESREMMEN Lambda B , ZEAZEIBEW DocumentDB £ 5 &R i AV AC 8% R4
FrgEE M=, BBEHE DocumentDB A B I 5E T L&A A

G| 257


https://github.com/aws-samples/serverless-snippets/tree/main/integration-ddb-to-lambda

AWS & AR Ruby #J SDK

FMBABER

SDK for Ruby

® Note

GitHub L RMEZEHH, SHTEEH , I 7 FENAEEFREREHREFEFRENH

7o

£ Ruby ¥ E Lambda £ Amazon DocumentDB 4,

require 'json'

def lambda_handler(event:, context:)
event['events'].each do |record]|
log_document_db_event(record)
end
0K
end

def log_document_db_event(record)

event_data = record['event'] || {3}

operation_type = event_datal'operationType'] || 'Unknown'
db = event_data.dig('ns', 'db') || 'Unknown'

collection = event_data.dig('ns', 'coll') || 'Unknown'

full_document = event_data['fullDocument'] || {3}

puts "Operation type: #{operation_typel}"

puts "db: #{db}"

puts "collection: #{collection}"

puts "Full document: #{JSON.pretty_generate(full_document)}"
end

5/ Amazon MSK & 3 &4 Lambda BNE

UTRABESREMMEN Lambda B , ZEAZEIBEW Amazon MSK i 5 HYAC 8% R IE W T 8

BNEMH, HHSHME MSK AFIAF FEHAR
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258


https://github.com/aws-samples/serverless-snippets/tree/main/integration-docdb-to-lambda

AWS B FI# Ruby #9 SDK e YN

SDK for Ruby
(@ Note
GitHub LRI E L&, SHREEBEHH , X THRNMEEARFDBIIREEPRENH
?TO

£ Ruby ¥ Lambda REUH Amazon MSK E4,

require 'baseb4'

def lambda_handler(event:, context:)
# Iterate through keys
event['records'].each do |key, records|
puts "Key: #{key}"

# Iterate through records
records.each do |record|
puts "Record: #{record}"

# Decode baseb4
msg = Base64.decodeb64(record[ 'value'])
puts '"Message: #{msg}"
end
end
end

£/ Amazon S3 &R FA Lambda BE

TR BESREBUMEN Lambda B , ZENBZWEB LEYHE S3 RETBRKABERNE
fro WEREEREHSHEN S3 REFRABNYA SR |, ¥ Amazon S3 API LARREUM FE &4
FAREE,
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SDK for Ruby
® Note
GitHub LRI E L&, SKREZEEHH , X THRNAEEGARSZSBIIREEPRENH,
'/fi-o

{8 Ruby ## Lambda R{EMH S3 E4,

require 'json'
require
require 'aws-sdk'

uri

puts 'Loading function'

def lambda_handler(event:, context:)
s3 = Aws::S3::Client.new(region: 'region') # Your AWS region
# puts "Received event: #{JSON.dump(event)}"

# Get the object from the event and show its content type
bucket = event['Records'][@]['s3']['bucket']['name']
key = URI.decode_www_form_component(event['Records'][@]['s3']['object']['key'],
Encoding: :UTF_8)
begin
response = s3.get_object(bucket: bucket, key: key)
puts "CONTENT TYPE: #{response.content_type}"
return response.content_type
rescue StandardError => e
puts e.message
puts "Error getting object #{key} from bucket #{bucket}. Make sure they exist
and your bucket is in the same region as this function."
raise e
end
end

£/ Amazon SNS &2 &4 Lambda B

THRAX R REUMMELF Lambda B , REAEFEBEW SNS TENAS REZERFMIBEENE
., HEEREHSEENAL  YEKE-RAENAR,
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SDK for Ruby
(@ Note
GitHub LRI E L&, SHREEBEHH , X THRNMEEARFDBIIREEPRENH
?TO

£/ Ruby 4% Lambda 3{#H SNS H4,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
def lambda_handler(event:, context:)
event['Records'].map { |record| process_message(record) }
end

def process_message(record)
message = record['Sns']['Message']
puts("Processing message: #{messagel}")
rescue StandardError => e
puts("Error processing message: #{el}")
raise
end

5/ Amazon SQS B FHFA Lambda BHE

THRXBESIRBUMEN Lambda B , ZERAFEIBEK SQS TN AS REWFTERNE
. HEERSHSHEEE , YREFS-AARHNAS.

SDK for Ruby
(® Note
GitHub LRI E L&, SHRTRBEH , ¥ THRNMEEARFZSBIIREFEPRENH
7o

£/ Ruby % Lambda REH SQS 4.
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
def lambda_handler(event:, context:)

event['Records'].each do |message|

process_message(message)

end

puts "done"
end

def process_message(message)
begin
puts "Processed message #{message['body']}"
# TODO: Do interesting work based on the new message
rescue StandardError => err
puts "An error occurred"
raise err
end
end

£/ Kinesis @3 {4k & Lambda BRI HLIRIEE KM

THRAFEHRBUAEH B KRB Kinesis FRZEHH Lambda B |, BES 2 HREE, 1t
BEELERHREHRIREE XK , F~ Lambda HEEHELAS

SDK for Ruby
(® Note
GitHub LRIt EZ&65l, SKTEEHH , ¥ 7R NAEEFRSESBFRBFTERRENH
7o

£ A Ruby ¥ % Lambda XR# & Kinesis #t/XE B X ¥,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'aws-sdk'

def lambda_handler(event:, context:)
batch_item_failures = []
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event['Records'].each do |record|
begin
puts "Processed Kinesis Event - EventID: #{record['eventID']}"
record_data = get_record_data_async(record['kinesis'])
puts "Record Data: #{record_datal}"
# TODO: Do interesting work based on the new data
rescue StandardError => err
puts "An error occurred #{err}"
# Since we are working with streams, we can return the failed item
immediately.
# Lambda will immediately begin to retry processing from this failed item
onwards.
return { batchItemFailures: [{ itemIdentifier: record['kinesis']
['sequenceNumber'] }] }
end
end

puts "Successfully processed #{event['Records'].length} records."
{ batchItemFailures: batch_item_failures }
end

def get_record_data_async(payload)
data = Base64.decode64(payload['data']).force_encoding('utf-8"')
# Placeholder for actual async work
sleep(1)
data
end

£ DynamoDB & &S Lambda XA #ERIE B KK

T 32 = A% 55 5 7R #8 a0l & ¥ 42 IR B DynamoDB &5 2 EHHY Lambda B , BEE 2 #R @K,
LR EEOEFHRERIRIEE XY , $5F Lambda HREFAEBLAR.

SDK for Ruby
(® Note
GitHub FRMEZEH, SRS , X 7 HRNAEERRFREOHREFETRRENH
7o

£ Ruby # & Lambda &% DynamoDB #t)x 38 B k.
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def lambda_handler(event:, context:)
records = event["Records"]
cur_record_sequence_number = ""

records.each do |record|
begin
# Process your record
cur_record_sequence_number = record["dynamodb"]["SequenceNumber"]
rescue StandardError => e
# Return failed record's sequence number
return {"batchItemFailures" => [{"itemIdentifier" =>
cur_record_sequence_number}]}
end
end

{"batchItemFailures" => []}
end

5/ Amazon SQS B FH R Lambda ERRERY#EXIE B KB

T oIRGB AR A YL SQS fPHIERIREHE Lambda BT , S HAEDE. LEBE
HEEFHERIRIEE XY , $5°F Lambda HREFAEBLAS.

SDK for Ruby

® Note
GitHub ERUEZ &SI, SRR , I T B AEE AR DO REEETRENS
'/fi-o

£ A Ruby ¥ Lambda k% SQS #tREB K ¥,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'json'

def lambda_handler(event:, context:)
if event
batch_item_failures = []
sqgs_batch_response = {}
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event["Records"].each do |record|
begin
# process message
rescue StandardError => e
batch_item_failures << {"itemIdentifier" => record['messageld']}
end
end

sqs_batch_response["batchItemFailures"] = batch_item_failures
return sqs_batch_response

end
end

B A Ruby Y SDK #9 Amazon MSK &34l

THRXEEHRE MR BH M Ruby B9 AWS SDK # & Amazon MSK H{TEMEMEBHRERE
£,

BEH/MNGLE TR FABNER  KUEEFPRINARENSTREFEXBHEBET.
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£ Ruby ¥ Lambda REUH Amazon MSK E,

require 'baseb4'

def lambda_handler(event:, context:)
# Iterate through keys
event['records'].each do |key, records|
puts "Key: #{key}"

# Iterate through records
records.each do |record|
puts "Record: #{record}"

# Decode baseb4
msg = Base64.decodeb64(record['value'])
puts '"Message: #{msg}"
end
end
end

£ A Ruby B SDK #9 Amazon Polly &34l

THRNBEHF I REBHOAERA BAR Ruby B AWS SDK #E Amazon Polly #{TEMERBEE RE
Blo

Actions RAEBERANEABREE , LEERABPHT, BHABFSEHFEWMFUHMERRBHRE , B
AL EEMEBRRTETARTTNEF,

R R [ 18R R A L AR P Y S E R B SR B E A AWS FRISHEERTER G EEBNREXTEH,
BES/MNHLETERABNER KU EERPRINARENRTREPEXBHHEBET.
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BEF

DescribeVoices

TR BEFIE RN E A DescribeVoices,

SDK for Ruby

® Note
GitHub ERUEZ &SI, SRR , ¥ THEIAE AWS EXIHEH| R FEHREAN
1T,

require 'aws-sdk-polly' # In v2: require 'aws-sdk'

begin
# Create an Amazon Polly client using
# credentials from the shared credentials file ~/.aws/credentials

# and the configuration (region) from the shared configuration file ~/.aws/config
polly = Aws::Polly::Client.new

# Get US English voices
resp = polly.describe_voices(language_code: 'en-US')

resp.voices.each do |v|
puts v.name
puts " #{v.gender}"
puts
end
rescue StandardError => e
puts 'Could not get voices'
puts 'Error message:'
puts e.message
end

- NE API FHHEN , 528 GEAM Ruby B9 AWS SDK APl 22£) ®#) DescribeVoices.
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require 'aws-sdk-polly' # In v2: require 'aws-sdk'

begin
# Create an Amazon Polly client using
# credentials from the shared credentials file ~/.aws/credentials

# and the configuration (region) from the shared configuration file ~/.aws/config
polly = Aws::Polly::Client.new

resp = polly.list_lexicons

resp.lexicons.each do |1]
puts 1.name
puts " Alphabet:#{l.attributes.alphabet}"
puts " Language:#{1l.attributes.languagel}"
puts
end
rescue StandardError => e
puts 'Could not get lexicons'
puts 'Error message:'
puts e.message
end

- NE API FHAEF , 528 GEAM Ruby B AWS SDK APl 22£) &l ListLexicons.
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SDK for Ruby

(@ Note
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#1To

require 'aws-sdk-polly' # In v2: require 'aws-sdk'

begin
# Get the filename from the command line
if ARGV.empty?
puts 'You must supply a filename'
exit 1
end

filename = ARGV[O]

# Open file and get the contents as a string
if File.exist?(filename)
contents = I0.read(filename)
else
puts "No such file: #{filename}"
exit 1
end

# Create an Amazon Polly client using

# credentials from the shared credentials file ~/.aws/credentials

# and the configuration (region) from the shared configuration file ~/.aws/config
polly = Aws::Polly::Client.new

resp = polly.synthesize_speech({
output_format: 'mp3',
text: contents,
voice_id: 'Joanna'

1)

# Save output
# Get just the file name
# abc/xyz.txt -> xyx.txt
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name = File.basename(filename)

# Split up name so we get just the xyz part
parts = name.split('."')

first_part = parts[0]

mp3_file = "#{first_part}.mp3"

I0.copy_stream(resp.audio_stream, mp3_file)

puts "Wrote MP3 content to: #{mp3_file}"
rescue StandardError => e

puts 'Got error:'

puts 'Error message:'

puts e.message
end

- N API FHEF , 528 GEAR Ruby B AWS SDK API £2#£) ®#J SynthesizeSpeech,
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require 'aws-sdk-rds'
require 'logger'

# RDSManager is a class responsible for managing RDS operations
# such as listing all RDS DB instances in the current AWS account.
class RDSManager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all RDS DB instances in the current AWS account.
def list_db_instances
@logger.info('Listing RDS DB instances')

paginator = @client.describe_db_instances

[]

instances

paginator.each_page do |page|
instances.concat(page.db_instances)
end

if instances.empty?
@logger.info('No instances found.')
else
@logger.info("Found #{instances.count} instance(s):")
instances.each do |instance]
@logger.info(" * #{instance.db_instance_identifier}
(#{instance.db_instance_status})")
end
end
end
end

if $PROGRAM_NAME == _ FILE__
rds_client = Aws::RDS::Client.new(region: 'us-west-2')
manager = RDSManager.new(rds_client)
manager.list_db_instances

end
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require 'aws-sdk-rds' # v2: require 'aws-sdk'

Create a snapshot for an Amazon Relational Database Service (Amazon RDS)
DB instance.

@param rds_resource [Aws::RDS::Resource] The resource containing SDK logic.
@param db_instance_name [String] The name of the Amazon RDS DB instance.
@return [Aws::RDS::DBSnapshot, nil] The snapshot created, or nil if error.
def create_snapshot(rds_resource, db_instance_name)

id = "snapshot-#{rand(10**6)}"

db_instance = rds_resource.db_instance(db_instance_name)
db_instance.create_snapshot({

#
#
#
#
#
#

db_snapshot_identifier: id
)
rescue Aws::Errors::ServiceError => e
puts "Couldn't create DB instance snapshot #{id}:\n #{e.message}"
end

- HWIE AP| &
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require 'aws-sdk-rds' # v2: require 'aws-sdk'

# List all Amazon Relational Database Service (Amazon RDS) DB instances.
#
# @param rds_resource [Aws::RDS::Resource] An SDK for Ruby Amazon RDS resource.
# @return [Array, nil] List of all DB instances, or nil if error.
def list_instances(rds_resource)
db_instances = []
rds_resource.db_instances.each do |i]
db_instances.append({
"name": i.id,
"status": i.db_instance_status
1)
end
db_instances
rescue Aws::Errors::ServiceError => e
puts "Couldn't list instances:\n#{e.message}"
end

- WZE API FHHIE , 528 (GEARM Ruby B9 AWS SDK API 2Z) Hfy
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require 'aws-sdk-rds' # v2: require 'aws-sdk'

# List all Amazon Relational Database Service (Amazon RDS) parameter groups.
#

# @param rds_resource [Aws::RDS::Resource] An SDK for Ruby Amazon RDS resource.

# @return [Array, nil] List of all parameter groups, or nil if error.
def list_parameter_groups(rds_resource)
parameter_groups = []
rds_resource.db_parameter_groups.each do |p]|
parameter_groups.append({
"name": p.db_parameter_group_name,
"description": p.description
1)
end
parameter_groups
rescue Aws::Errors::ServiceError => e
puts "Couldn't list parameter groups:\n #{e.message}"
end

- WFE AP FMEF , F2E GERAR Ruby B9 AWS SDK API 2E) Hiy
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require 'aws-sdk-rds' # v2: require 'aws-sdk'

# List all Amazon Relational Database Service (Amazon RDS) parameter groups.
#

# @param rds_resource [Aws::RDS::Resource] An SDK for Ruby Amazon RDS resource.

# @return [Array, nil] List of all parameter groups, or nil if error.
def list_parameter_groups(rds_resource)
parameter_groups = []
rds_resource.db_parameter_groups.each do |p]|
parameter_groups.append({
"name": p.db_parameter_group_name,
"description": p.description
1)
end
parameter_groups
rescue Aws::Errors::ServiceError => e
puts "Couldn't list parameter groups:\n #{e.message}"
end
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require 'aws-sdk-rds' # v2: require 'aws-sdk'

# List all Amazon Relational Database Service (Amazon RDS) DB instance
# snapshots.
#
# @param rds_resource [Aws::RDS::Resource] An SDK for Ruby Amazon RDS resource.
# @return instance_snapshots [Array, nil] All instance snapshots, or nil if error.
def list_instance_snapshots(rds_resource)
instance_snapshots = []
rds_resource.db_snapshots.each do |s]|
instance_snapshots.append({
"id": s.snapshot_id,
"status": s.status
)
end
instance_snapshots
rescue Aws::Errors::ServiceError => e
puts "Couldn't list instance snapshots:\n #{e.message}"
end

- WE API FHAER , F2E GERM Ruby B9 AWS SDK APl &) iy
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£/ Ruby E#RZE Lambda EE{F# Amazon RDS &R} E,

# Ruby code here.

require 'aws-sdk-rds'
require 'json'
require 'mysql2'’

def lambda_handler(event:, context:)
endpoint = ENV['DBEndpoint'] # Add the endpoint without https"

port = ENV['Port'] # 3306
user = ENV['DBUser']
region = ENV['DBRegion'] # 'us-east-1'

db_name = ENV['DBName']

credentials = Aws::Credentials.new(
ENV[ 'AWS_ACCESS_KEY_ID'],
ENV['AWS_SECRET_ACCESS_KEY'],
ENV[ 'AWS_SESSION_TOKEN']

)

rds_client = Aws::RDS::AuthTokenGenerator.new(
region: region,
credentials: credentials

token = rds_client.auth_token(
endpoint: endpoint+ ':' + port,
user_name: user,
region: region

begin
conn = Mysql2::Client.new(
host: endpoint,
username: user,
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password: token,

port: port,

database: db_name,

sslca: '/var/task/global-bundle.pem',
sslverify: true,
enable_cleartext_plugin: true

)
a =3
b =2

result = conn.query("SELECT #{a} + #{b} AS sum").first['sum']
puts result
conn.close

{
statusCode: 200,

body: result.to_json

}
rescue => e
puts "Database connection failed due to #{e}"
end
end

{FFE AR Ruby B SDK #J Amazon S3 &34l
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# frozen_string_literal: true

# S3Manager is a class responsible for managing S3 operations
# such as listing all S3 buckets in the current AWS account.
class S3Manager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all S3 buckets in the current AWS account.
def list_buckets
@logger.info('Here are the buckets in your account:')

response = @client.list_buckets

if response.buckets.empty?
@logger.info("You don't have any S3 buckets yet.")
else
response.buckets.each do |bucket|
@logger.info("- #{bucket.name}")
end
end
rescue Aws::Errors::ServiceError => e
@logger.error("Encountered an error while listing buckets: #{e.message}")
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end
end

if $PROGRAM_NAME == _ FILE__
s3_client = Aws::S3::Client.new
manager = S3Manager.new(s3_client)
manager.list_buckets

end

« WNE API BT , 528 GEAM Ruby B AWS SDK API 2#) ®h# ListBuckets,

Exgh=
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require 'aws-sdk-s3'

# Wraps the getting started scenario actions.
class ScenarioGettingStarted
attr_reader :s3_resource
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# @param s3_resource [Aws::S3::Resource] An Amazon S3 resource.
def initialize(s3_resource)

@s3_resource = s3_resource
end

# Creates a bucket with a random name in the currently configured account and
# AWS Region.
#
# @return [Aws::S3::Bucket] The newly created bucket.
def create_bucket
bucket = @s3_resource.create_bucket(
bucket: "amzn-s3-demo-bucket-#{Random.uuid}",
create_bucket_configuration: {
location_constraint: 'us-east-1' # NOTE: only certain regions permitted

)
puts("Created demo bucket named #{bucket.name}.")

rescue Aws::Errors::ServiceError => e
puts('Tried and failed to create demo bucket.')
puts("\t#{e.code}: #{e.messagel}")
puts("\nCan't continue the demo without a bucket!")
raise

else
bucket

end

# Requests a file name from the user.
#
# @return The name of the file.
def create_file
File.open('demo.txt', w) { |f| f.write('This is a demo file.') }
end

# Uploads a file to an Amazon S3 bucket.
#
# @param bucket [Aws::S3::Bucket] The bucket object representing the upload
destination
# @return [Aws::S3::0bject] The Amazon S3 object that contains the uploaded file.
def upload_file(bucket)
File.open('demo.txt', 'w+') { |f| f.write('This is a demo file.') }
s3_object = bucket.object(File.basename('demo.txt"'))
s3_object.upload_file('demo.txt"')
puts("Uploaded file demo.txt into bucket #{bucket.name} with key
#{s3_object.key}.")
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rescue Aws::Errors::ServiceError => e
puts("Couldn't upload file demo.txt to #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
else
s3_object
end

# Downloads an Amazon S3 object to a file.
#
# @param s3_object [Aws::S3::0bject] The object to download.
def download_file(s3_object)
puts("\nDo you want to download #{s3_object.key} to a local file (y/n)? ")
answer = gets.chomp.downcase
if answer == 'y'
puts('Enter a name for the downloaded file: ')
file_name = gets.chomp
s3_object.download_file(file_name)
puts("Object #{s3_object.key} successfully downloaded to #{file_name}.")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't download #{s3_object.key}.")
puts("\t#{e.code}: #{e.messagel}")
raise
end

# Copies an Amazon S3 object to a subfolder within the same bucket.
#
# @param source_object [Aws::S3::0bject] The source object to copy.
# @return [Aws::S3::0bject, nil] The destination object.
def copy_object(source_object)
dest_object = nil
puts("\nDo you want to copy #{source_object.key} to a subfolder in your bucket
(y/n)z2 ")
answer = gets.chomp.downcase
if answer == 'y'
dest_object = source_object.bucket.object("demo-folder/#{source_object.key}")
dest_object.copy_from(source_object)
puts("Copied #{source_object.key} to #{dest_object.key}.")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't copy #{source_object.key}.")
puts('"\t#{e.code}: #{e.messagel}")
raise
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else
dest_object
end

# Lists the objects in an Amazon S3 bucket.
#
# @param bucket [Aws::S3::Bucket] The bucket to query.
def list_objects(bucket)
puts("\nYour bucket contains the following objects:")
bucket.objects.each do |obj]|
puts("\t#{obj.key}")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't list the objects in bucket #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
end

# Deletes the objects in an Amazon S3 bucket and deletes the bucket.
#
# @param bucket [Aws::S3::Bucket] The bucket to empty and delete.
def delete_bucket(bucket)
puts("\nDo you want to delete all of the objects as well as the bucket (y/n)? ")
answer = gets.chomp.downcase
if answer == 'y'
bucket.objects.batch_delete!
bucket.delete
puts("Emptied and deleted bucket #{bucket.name}.\n")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't empty and delete bucket #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
end
end

# Runs the Amazon S3 getting started scenario.

def run_scenario(scenario)
puts('-' * 88)
puts('Welcome to the Amazon S3 getting started demo!')
puts('-' * 88)

bucket = scenario.create_bucket
s3_object = scenario.upload_file(bucket)
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scenario.download_file(s3_object)
scenario.copy_object(s3_object)
scenario.list_objects(bucket)
scenario.delete_bucket(bucket)

puts('Thanks for watching!')
puts('-' * 88)
rescue Aws::Errors::ServiceError
puts('Something went wrong with the demo!')
end

run_scenario(ScenarioGettingStarted.new(Aws: :S3::Resource.new)) if $PROGRAM_NAME ==
__FILE__

3
5
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require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.

class ObjectCopyWrapper
attr_reader :source_object

# @param source_object [Aws::S3::0bject] An existing Amazon S3 object. This is
used as the source object for
# copy actions.
def initialize(source_object)
@source_object = source_object
end

# Copy the source object to the specified target bucket and rename it with the

target key.

#

# @param target_bucket [Aws::S3::Bucket] An existing Amazon S3 bucket where the

object is copied.

# @param target_object_key [String] The key to give the copy of the object.

# @return [Aws::S3::0bject, nil] The copied object when successful; otherwise,

nil.

def copy_object(target_bucket, target_object_key)
@source_object.copy_to(bucket: target_bucket.name, key: target_object_key)
target_bucket.object(target_object_key)

rescue Aws::Errors::ServiceError => e

puts "Couldn't copy #{@source_object.key} to #{target_object_key}. Here's why:

#{e.message}"
end
end

# Example usage:
def run_demo

source_bucket_name = "amzn-s3-demo-bucketl"
source_key = "my-source-file.txt"
target_bucket_name = "amzn-s3-demo-bucket2"

target_key = "my-target-file.txt"

source_bucket = Aws::S3::Bucket.new(source_bucket_name)

wrapper = ObjectCopyWrapper.new(source_bucket.object(source_key))
target_bucket = Aws::S3::Bucket.new(target_bucket_name)
target_object = wrapper.copy_object(target_bucket, target_key)
return unless target_object
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puts "Copied #{source_key} from #{source_bucket_name} to

#{target_object.bucket_name}:#{target_object.key}."
end

run_demo if $PROGRAM_NAME == __ FILE__

BRYM , AR MR RSF R INFFHEE HEWHF.

require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectCopyEncryptWrapper
attr_reader :source_object

# @param source_object [Aws::S3::0bject] An existing Amazon S3 object. This is

used as the source object for

# copy actions.

def initialize(source_object)
@source_object = source_object
end

# Copy the source object to the specified target bucket, rename it with the target

key, and encrypt it.
#

# @param target_bucket [Aws::S3::Bucket] An existing Amazon S3 bucket where the

object is copied.

# @param target_object_key [String] The key to give the copy of the object.

# @return [Aws::S3::0bject, nil] The copied object when successful; otherwise,

nil.

def copy_object(target_bucket, target_object_key, encryption)
@source_object.copy_to(bucket: target_bucket.name, key: target_object_key,

server_side_encryption: encryption)
target_bucket.object(target_object_key)
rescue Aws::Errors::ServiceError => e

puts "Couldn't copy #{@source_object.key} to #{target_object_key}. Here's why:

#{e.message}"
end
end

# Example usage:
def run_demo
source_bucket_name = "amzn-s3-demo-bucketl"
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source_key = "my-source-file.txt"
target_bucket_name = "amzn-s3-demo-bucket2"
target_key = "my-target-file.txt"
target_encryption = "AES256"

source_bucket = Aws::S3::Bucket.new(source_bucket_name)
wrapper = ObjectCopyEncryptWrapper.new(source_bucket.object(source_key))
target_bucket = Aws::S3::Bucket.new(target_bucket_name)

target_object = wrapper.copy_object(target_bucket, target_key, target_encryption)

return unless target_object

puts "Copied #{source_key} from #{source_bucket_name} to
#{target_object.bucket_name}:#{target_object.key} and "\
"encrypted the target with #{target_object.server_side_encryption}
encryption."
end

run_demo if $PROGRAM_NAME == _ FILE__

- W API FHEF , F2E GEAR Ruby 5 AWS SDK APl 8% ) H1# CopyObjecto

CreateBucket
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require 'aws-sdk-s3'

# Wraps Amazon S3 bucket actions.
class BucketCreateWrapper
attr_reader :bucket

# @param bucket [Aws::S3::Bucket] An Amazon S3 bucket initialized with a name.
This is a client-side object until
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# create is called.
def initialize(bucket)

@bucket = bucket
end

# Creates an Amazon S3 bucket in the specified AWS Region.
#
# @param region [String] The Region where the bucket is created.
# @return [Boolean] True when the bucket is created; otherwise, false.
def create?(region)
@bucket.create(create_bucket_configuration: { location_constraint: region })
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't create bucket. Here's why: #{e.message}"
false
end

# Gets the Region where the bucket is located.
#
# @return [String] The location of the bucket.
def location
if @bucket.nil?
'"None. You must create a bucket before you can get its location!'
else
@bucket.client.get_bucket_location(bucket: @bucket.name).location_constraint
end
rescue Aws::Errors::ServiceError => e
"Couldn't get the location of #{ebucket.name}. Here's why: #{e.message}"
end
end

# Example usage:
def run_demo

region = "us-west-2"

wrapper = BucketCreateWrapper.new(Aws: :S3::Bucket.new("amzn-s3-demo-bucket-
#{Random.uuid}"))

return unless wrapper.create?(region)

puts "Created bucket #{wrapper.bucket.name}."
puts "Your bucket's region is: #{wrapper.location}"

end

run_demo if $PROGRAM_NAME == __ FILE__
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# Deletes the objects in an Amazon S3 bucket and deletes the bucket.
#
# @param bucket [Aws::S3::Bucket] The bucket to empty and delete.
def delete_bucket(bucket)
puts("\nDo you want to delete all of the objects as well as the bucket (y/n)? ")
answer = gets.chomp.downcase
if answer == 'y'
bucket.objects.batch_delete!
bucket.delete
puts("Emptied and deleted bucket #{bucket.name}.\n")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't empty and delete bucket #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
end

- WE API B , F2E GERM Ruby B9 AWS SDK APl &) iy DeleteBucket,

DeleteBucketCors
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require 'aws-sdk-s3'

# Wraps Amazon S3 bucket CORS configuration.
class BucketCorsWrapper
attr_reader :bucket_cors

# @param bucket_cors [Aws::S3::BucketCors] A bucket CORS object configured with an
existing bucket.
def initialize(bucket_cors)
@bucket_cors = bucket_cors
end

# Deletes the CORS configuration of a bucket.
#
# @return [Boolean] True if the CORS rules were deleted; otherwise, false.
def delete_cors
@bucket_cors.delete
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't delete CORS rules for #{@bucket_cors.bucket.name}. Here's why:
#{e.message}"
false
end

end
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# Wraps an Amazon S3 bucket policy.
class BucketPolicyWrapper
attr_reader :bucket_policy

# @param bucket_policy [Aws::S3::BucketPolicy] A bucket policy object configured
with an existing bucket.
def initialize(bucket_policy)
@bucket_policy = bucket_policy
end

def delete_policy
@bucket_policy.delete
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't delete the policy from #{@bucket_policy.bucket.name}. Here's why:
#{e.message}"
false
end

end
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# Deletes the objects in an Amazon S3 bucket and deletes the bucket.
#
# @param bucket [Aws::S3::Bucket] The bucket to empty and delete.
def delete_bucket(bucket)
puts("\nDo you want to delete all of the objects as well as the bucket (y/n)? ")
answer = gets.chomp.downcase
if answer == 'y'
bucket.objects.batch_delete!
bucket.delete
puts("Emptied and deleted bucket #{bucket.name}.\n")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't empty and delete bucket #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
end

- W API B , 5528 GEAR Ruby B AWS SDK APl &) Hfy DeleteObjects,

GetBucketCors

UTREASEFERINMER GetBucketCors,

SDK for Ruby

(® Note
GitHub LR EZ &6, SRTEEHS , I 7HRIAE AWS EX B R FEPREM

#}1To

B 293


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/s3#code-examples
https://docs.aws.amazon.com/goto/SdkForRubyV3/s3-2006-03-01/DeleteObjects
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/s3#code-examples

AWS B FI# Ruby #9 SDK e YN

require 'aws-sdk-s3'

# Wraps Amazon S3 bucket CORS configuration.
class BucketCorsWrapper
attr_reader :bucket_cors

# @param bucket_cors [Aws::S3::BucketCors] A bucket CORS object configured with an
existing bucket.
def initialize(bucket_cors)
@bucket_cors = bucket_cors
end

# Gets the CORS configuration of a bucket.
#
# @return [Aws::S3::Type::GetBucketCorsOutput, nil] The current CORS configuration
for the bucket.
def cors
@bucket_cors.data
rescue Aws::Errors::ServiceError => e
puts "Couldn't get CORS configuration for #{e@bucket_cors.bucket.name}. Here's
why: #{e.messagel}"
nil
end

end
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# Wraps an Amazon S3 bucket policy.
class BucketPolicyWrapper
attr_reader :bucket_policy

# @param bucket_policy [Aws::S3::BucketPolicy] A bucket policy object configured
with an existing bucket.
def initialize(bucket_policy)
@bucket_policy = bucket_policy
end

# Gets the policy of a bucket.
#
# @return [Aws::S3::GetBucketPolicyOutput, nil] The current bucket policy.
def policy
policy = @bucket_policy.data.policy
policy.respond_to?(:read) ? policy.read : policy
rescue Aws::Errors::ServiceError => e
puts "Couldn't get the policy for #{ebucket_policy.bucket.name}. Here's why:
#{e.message}"
nil
end

end
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require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectGetWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

# Gets the object directly to a file.
#
# @param target_path [String] The path to the file where the object is downloaded.
# @return [Aws::S3::Types::GetObjectOutput, nil] The retrieved object data if
successful; otherwise nil.
def get_object(target_path)
@object.get(response_target: target_path)
rescue Aws::Errors::ServiceError => e
puts "Couldn't get object #{@object.key}. Here's why: #{e.message}"
end
end

# Example usage:

def run_demo
bucket_name = "amzn-s3-demo-bucket"
object_key = "my-object.txt"
target_path = "my-object-as-file.txt"

wrapper = ObjectGetWrapper.new(Aws::S3::0bject.new(bucket_name, object_key))
obj_data = wrapper.get_object(target_path)

return unless obj_data

puts "Object #{object_key} (#{obj_data.content_length} bytes} downloaded to
#{target_path}."

end

run_demo if $PROGRAM_NAME == __ FILE__
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require 'aws-sdk-s3'
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# Wraps Amazon S3 object actions.
class ObjectGetEncryptionWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

# Gets the object into memory.
#
# @return [Aws::S3::Types::GetObjectOutput, nil] The retrieved object data if
successful; otherwise nil.
def object
@object.get
rescue Aws::Errors::ServiceError => e
puts "Couldn't get object #{e@object.key}. Here's why: #{e.messagel}"
end
end

# Example usage:

def run_demo
bucket_name = "amzn-s3-demo-bucket"
object_key = "my-object.txt"

wrapper = ObjectGetEncryptionWrapper.new(Aws: :S3::0bject.new(bucket_name,
object_key))

obj_data = wrapper.get_object

return unless obj_data

encryption = obj_data.server_side_encryption.nil? ? 'no'
obj_data.server_side_encryption
puts "Object #{object_key} uses #{encryption} encryption."

end

run_demo if $PROGRAM_NAME == __ FILE__
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require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectExistsWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An Amazon S3 object.
def initialize(object)

@object = object
end

# Checks whether the object exists.
#
# @return [Boolean] True if the object exists; otherwise false.
def exists?
@object.exists?
rescue Aws::Errors::ServiceError => e
puts "Couldn't check existence of object #{@object.bucket.name}:#{@object.key}.
Here's why: #{e.message}"
false
end
end

# Example usage:

def run_demo
bucket_name = "amzn-s3-demo-bucket"
object_key = "my-object.txt"

wrapper = ObjectExistsWrapper.new(Aws::S3::0bject.new(bucket_name, object_key))
exists = wrapper.exists?
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puts "Object #{object_key} #{exists ? 'does' : 'does not'} exist."
end
run_demo if $PROGRAM_NAME == _ FILE__
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require 'aws-sdk-s3'

# Wraps Amazon S3 resource actions.
class BucketListWrapper
attr_reader :s3_resource

# @param s3_resource [Aws::S3::Resource] An Amazon S3 resource.
def initialize(s3_resource)

@s3_resource = s3_resource
end

# Lists buckets for the current account.
#
# @param count [Integer] The maximum number of buckets to list.
def list_buckets(count)
puts 'Found these buckets:'
@s3_resource.buckets.each do |bucket]
puts "\t#{bucket.name}"

count -=1

break if count.zero?
end
true
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rescue Aws::Errors::ServiceError => e
puts "Couldn't list buckets. Here's why: #{e.message}"
false
end
end

# Example usage:

def run_demo
wrapper = BucketListWrapper.new(Aws::S3::Resource.new)
wrapper.list_buckets(25)

end

run_demo if $PROGRAM_NAME == __ FILE__
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require 'aws-sdk-s3'

# Wraps Amazon S3 bucket actions.
class BucketlListObjectsWrapper
attr_reader :bucket

# @param bucket [Aws::S3::Bucket] An existing Amazon S3 bucket.
def initialize(bucket)

@bucket = bucket
end

# Lists object in a bucket.
#
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# @param max_objects [Integer] The maximum number of objects to list.
# @return [Integer] The number of objects listed.
def list_objects(max_objects)
count = 0
puts "The objects in #{@bucket.name} are:"
@bucket.objects.each do |obj|
puts "\t#{obj.key}"
count +=1
break if count == max_objects
end
count
rescue Aws::Errors::ServiceError => e
puts "Couldn't list objects in bucket #{bucket.name}. Here's why: #{e.message}"
0
end
end

# Example usage:
def run_demo
bucket_name = "amzn-s3-demo-bucket"

wrapper = BucketListObjectsWrapper.new(Aws::S3::Bucket.new(bucket_name))
count = wrapper.list_objects(25)
puts "Listed #{count} objects."

end

run_demo if $PROGRAM_NAME == __ FILE__
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require 'aws-sdk-s3'

# Wraps Amazon S3 bucket CORS configuration.
class BucketCorsWrapper
attr_reader :bucket_cors

# @param bucket_cors [Aws::S3::BucketCors] A bucket CORS object configured with an
existing bucket.
def initialize(bucket_cors)
@bucket_cors = bucket_cors
end

# Sets CORS rules on a bucket.
#
# @param allowed_methods [Array<String>] The types of HTTP requests to allow.
# @param allowed_origins [Array<String>] The origins to allow.
# @returns [Boolean] True if the CORS rules were set; otherwise, false.
def set_cors(allowed_methods, allowed_origins)
@bucket_cors.put(
cors_configuration: {
cors_rules: [
{
allowed_methods: allowed_methods,
allowed_origins: allowed_origins,
allowed_headers: %w[*],
max_age_seconds: 3600

)
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't set CORS rules for #{@bucket_cors.bucket.name}. Here's why:
#{e.message}"
false
end

end

- WE API BB , F2H GERARM Ruby B9 AWS SDK APl 2Z) #y PutBucketCors,

B 302


https://docs.aws.amazon.com/goto/SdkForRubyV3/s3-2006-03-01/PutBucketCors

AWS B FI# Ruby #9 SDK e YN

PutBucketPolicy

LTRGBS FRE R ER PutBucketPolicy,

SDK for Ruby

(@ Note
GitHub L RMEZ &M, SHTEEH , ¥ 7HENAE AWS EXFFIFEFEPREM

#}iTo

# Wraps an Amazon S3 bucket policy.
class BucketPolicyWrapper
attr_reader :bucket_policy

# @param bucket_policy [Aws::S3::BucketPolicy] A bucket policy object configured
with an existing bucket.
def initialize(bucket_policy)
@bucket_policy = bucket_policy
end

# Sets a policy on a bucket.
#
def policy(policy)
@bucket_policy.put(policy: policy)
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't set the policy for #{@bucket_policy.bucket.name}. Here's why:
#{e.message}"
false
end

end
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require 'aws-sdk-s3'

# Wraps Amazon S3 bucket website actions.
class BucketWebsiteWrapper
attr_reader :bucket_website

# @param bucket_website [Aws::S3::BucketWebsite] A bucket website object
configured with an existing bucket.
def initialize(bucket_website)
@bucket_website = bucket_website
end

# Sets a bucket as a static website.
#
# @param index_document [String] The name of the index document for the website.
# @param error_document [String] The name of the error document to show for 4XX
€rrors.
# @return [Boolean] True when the bucket is configured as a website; otherwise,
false.
def set_website(index_document, error_document)
@bucket_website.put(
website_configuration: {
index_document: { suffix: index_document },
error_document: { key: error_document }
}
)
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't configure #{@bucket_website.bucket.name} as a website. Here's
why: #{e.message}"
false
end
end

e
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# Example usage:
def run_demo

bucket_name = "amzn-s3-demo-bucket"
index_document = "index.html"
error_document = "404.html"

wrapper = BucketWebsiteWrapper.new(Aws::S3::BucketWebsite.new(bucket_name))
return unless wrapper.set_website(index_document, error_document)

puts "Successfully configured bucket #{bucket_name} as a static website."
end

run_demo if $PROGRAM_NAME == __ FILE__
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require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectUploadFileWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end
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# Uploads a file to an Amazon S3 object by using a managed uploader.
#
# @param file_path [String] The path to the file to upload.
# @return [Boolean] True when the file is uploaded; otherwise false.
def upload_file(file_path)
@object.upload_file(file_path)
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't upload file #{file_path} to #{eobject.key}. Here's why:
#{e.message}"
false
end
end

# Example usage:

def run_demo
bucket_name = "amzn-s3-demo-bucket"
object_key = "my-uploaded-file"
file_path = "object_upload_file.rb"

wrapper = ObjectUploadFileWrapper.new(Aws::S3::0bject.new(bucket_name,
object_key))
return unless wrapper.upload_file(file_path)

puts "File #{file_path} successfully uploaded to #{bucket_name}:#{object_key}."
end

run_demo if $PROGRAM_NAME == __ FILE__
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require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectPutWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end
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def put_object(source_file_path)
File.open(source_file_path, 'rb') do |file]|
@object.put(body: file)
end
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't put #{source_file_path} to #{object.key}. Here's why:
#{e.message}"
false
end
end

# Example usage:

def run_demo
bucket_name = "amzn-s3-demo-bucket"
object_key = "my-object-key"
file_path = "my-local-file.txt"

wrapper = ObjectPutWrapper.new(Aws::S3::0bject.new(bucket_name, object_key))
success = wrapper.put_object(file_path)
return unless success

puts "Put file #{file_path} into #{object_key} in #{bucket_name}."
end

run_demo if $PROGRAM_NAME == __ FILE__
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require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectPutSseWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

def put_object_encrypted(object_content, encryption)
@object.put(body: object_content, server_side_encryption: encryption)
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true
rescue Aws::Errors::ServiceError => e
puts "Couldn't put your content to #{object.key}. Here's why: #{e.message}"
false
end
end

# Example usage:
def run_demo

bucket_name = "amzn-s3-demo-bucket"
object_key = "my-encrypted-content"
object_content = "This is my super-secret content."

encryption = "AES256"

wrapper = ObjectPutSseWrapper.new(Aws::S3::0bject.new(bucket_name,
object_content))

return unless wrapper.put_object_encrypted(object_content, encryption)

puts "Put your content into #{bucket_name}:#{object_key} and encrypted it with
#{encryption}."

end

run_demo if $PROGRAM_NAME == __ FILE__
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require 'aws-sdk-s3'
require 'net/http'

# Creates a presigned URL that can be used to upload content to an object.
#
# @param bucket [Aws::S3::Bucket] An existing Amazon S3 bucket.
# @param object_key [String] The key to give the uploaded object.
# @return [URI, nil] The parsed URI if successful; otherwise nil.
def get_presigned_url(bucket, object_key)
url = bucket.object(object_key).presigned_url(:put)
puts "Created presigned URL: #{urll}"
URI(url)
rescue Aws::Errors::ServiceError => e
puts "Couldn't create presigned URL for #{bucket.name}:#{object_key}. Here's why:
#{e.message}"
end

# Example usage:
def run_demo

bucket_name = "amzn-s3-demo-bucket"
object_key = "my-file.txt"
object_content = "This is the content of my-file.txt."

bucket = Aws::S3::Bucket.new(bucket_name)
presigned_url = get_presigned_url(bucket, object_key)
return unless presigned_url

response = Net::HTTP.start(presigned_url.host) do |http]
http.send_request('PUT', presigned_url.request_uri, object_content,

'content_type' => '')

end

case response
when Net::HTTPSuccess
puts 'Content uploaded!'
else
puts response.value
end
end

run_demo if $PROGRAM_NAME == _ FILE__
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require 'json'
require
require 'aws-sdk'

uri'

puts 'Loading function'

def lambda_handler(event:, context:)
s3 = Aws::S3::Client.new(region: 'region') # Your AWS region
# puts "Received event: #{JSON.dump(event)}"

# Get the object from the event and show its content type
bucket = event['Records'][@]['s3']['bucket']['name']
key = URI.decode_www_form_component(event['Records'][@]['s3']['object']['key'],
Encoding: :UTF_8)
begin
response = s3.get_object(bucket: bucket, key: key)
puts "CONTENT TYPE: #{response.content_type}"
return response.content_type
rescue StandardError => e
puts e.message
puts "Error getting object #{key} from bucket #{bucket}. Make sure they exist
and your bucket is in the same region as this function."
raise e
end
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end
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require 'aws-sdk-ses' # v2: require 'aws-sdk'

# Create client in us-west-2 region
# Replace us-west-2 with the AWS Region you're using for Amazon SES.
client = Aws::SES::Client.new(region: 'us-west-2')

# Get up to 1000 identities
ids = client.list_identities({
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identity_type: 'EmailAddress'
1)

ids.identities.each do |email]
attrs = client.get_identity_verification_attributes({
identities: [email]

)
status = attrs.verification_attributes[email].verification_status
# Display email addresses that have been verified

puts email if status == 'Success'
end

- W% API FHHEN , F26 GERARM Ruby B AWS SDK API 2&) Hi
GetldentityVerificationAttributes,

ListIdentities

UTEAGEFERINMER ListIdentities,

SDK for Ruby

(® Note
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#}iTo

require 'aws-sdk-ses' # v2: require 'aws-sdk'

# Create client in us-west-2 region
# Replace us-west-2 with the AWS Region you're using for Amazon SES.
client = Aws::SES::Client.new(region: 'us-west-2')

# Get up to 1000 identities
ids = client.list_identities({
identity_type: 'EmailAddress'
b
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ids.identities.each do |email]
attrs = client.get_identity_verification_attributes({
identities: [email]

)
status = attrs.verification_attributes[email].verification_status
# Display email addresses that have been verified

puts email if status == 'Success'
end

- W% API B , F28 (EAM Ruby ¥ AWS SDK API &) HH Listldentities,

SendEmail
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#}iTo

require 'aws-sdk-ses' # v2: require 'aws-sdk'

# Replace sender@example.com with your "From" address.
# This address must be verified with Amazon SES.
sender = 'sender@example.com'

# Replace recipient@example.com with a "To" address. If your account
# is still in the sandbox, this address must be verified.
recipient = 'recipienteexample.com'

# Specify a configuration set. To use a configuration
# set, uncomment the next line and line 74.
# configsetname = "ConfigSet"

e
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# The subject line for the email.
subject = 'Amazon SES test (AWS SDK for Ruby)'

# The HTML body of the email.

htmlbody =
'<hl>Amazon SES test (AWS SDK for Ruby)</hl1>'\
'<p>This email was sent with <a href="https://aws.amazon.com/ses/">"'\
'Amazon SES</a> using the <a href="https://aws.amazon.com/sdk-for-ruby/">"'\
'AWS SDK for Ruby</a>.'

# The email body for recipients with non-HTML email clients.
textbody = 'This email was sent with Amazon SES using the AWS SDK for Ruby.'

# Specify the text encoding scheme.
encoding = 'UTF-8'

# Create a new SES client in the us-west-2 region.
# Replace us-west-2 with the AWS Region you're using for Amazon SES.
ses = Aws::SES::Client.new(region: 'us-west-2')

# Try to send the email.
begin
# Provide the contents of the email.
ses.send_email(
destination: {
to_addresses: [
recipient
]
},
message: {
body: {
html: {
charset: encoding,
data: htmlbody
},
text: {
charset: encoding,
data: textbody
}
I
subject: {
charset: encoding,
data: subject
}
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source: sender

# Uncomment the following line to use a configuration set.
# configuration_set_name: configsetname,

puts "Email sent to #{recipient}"
# If something goes wrong, display an error message.
rescue Aws::SES::Errors::ServiceError => e

puts "Email not sent. Error message: #{e}"
end

- NE API FHEF , 528 GEAM Ruby B AWS SDK APl 2#) &y SendEmail,

VerifyEmailIdentity

DT EEGE R NAER VerifyEmailIldentity,
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® Note
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#iTo

require 'aws-sdk-ses' # v2: require 'aws-sdk'

# Replace recipienteexample.com with a "To" address.
recipient = 'recipienteexample.com'

# Create a new SES resource in the us-west-2 region.
# Replace us-west-2 with the AWS Region you're using for Amazon SES.
ses = Aws::SES::Client.new(region: 'us-west-2')

# Try to verify email address.
begin
ses.verify_email_identity({
email_address: recipient

e
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1)

puts "Email sent to #{recipient}"

# If something goes wrong, display an error message.
rescue Aws::SES::Errors::ServiceError => e

puts "Email not sent. Error message: #{e}"
end

%II
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require 'aws-sdk-sesv2'
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require_relative 'config' # Recipient and sender email addresses.

# Set up the SESv2 client.
client = Aws::SESV2::Client.new(region: AWS_REGION)

def send_email(client, sender_email, recipient_email)
response = client.send_email(

{
from_email_address: sender_email,
destination: {
to_addresses: [recipient_email]
.
content: {
simple: {
subject: {
data: 'Test email subject'
},
body: {
text: {
data: 'Test email body'
}
}
}
}
}
)

puts "Email sent from #{SENDER_EMAIL} to #{RECIPIENT_EMAIL} with message ID:
#{response.message_id}"
end

send_email(client, SENDER_EMAIL, RECIPIENT_EMAIL)

- NE API BT , 528 GEAM Ruby B AWS SDK APl 2£) &y SendEmail,
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#}iTo

# This class demonstrates how to create an Amazon Simple Notification Service (SNS)
topic.
class SNSTopicCreator
# Initializes an SNS client.
#
# Utilizes the default AWS configuration for region and credentials.
def initialize
@sns_client = Aws::SNS::Client.new
end

# Attempts to create an SNS topic with the specified name.
#
# @param topic_name [String] The name of the SNS topic to create.
# @return [Boolean] true if the topic was successfully created, false otherwise.
def create_topic(topic_name)
@sns_client.create_topic(name: topic_name)
puts "The topic '#{topic_name}' was successfully created."
true
rescue Aws::SNS::Errors::ServiceError => e
# Handles SNS service errors gracefully.
puts "Error while creating the topic named '#{topic_name}': #{e.message}"
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false
end
end

# Example usage:

if $PROGRAM_NAME == _ FILE__
topic_name = 'YourTopicName' # Replace with your topic name
sns_topic_creator = SNSTopicCreator.new

puts "Creating the topic '#{topic_name}'..."
unless sns_topic_creator.create_topic(topic_name)
puts 'The topic was not created. Stopping program.'
exit 1
end
end

- MEHMER , F28 GEFAR Ruby B AWS SDK FiZ AEHE) .
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ListSubscriptions
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(@ Note
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# This class demonstrates how to list subscriptions to an Amazon Simple Notification
Service (SNS) topic
class SnsSubscriptionlLister
def initialize(sns_client)
@sns_client = sns_client
@logger = Logger.new($stdout)
end

# Lists subscriptions for a given SNS topic
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# @param topic_arn [String] The ARN of the SNS topic

# @return [Types::ListSubscriptionsResponse] subscriptions: The response object
def list_subscriptions(topic_arn)

@logger.info("Listing subscriptions for topic: #{topic_arn}")
subscriptions = @sns_client.list_subscriptions_by_topic(topic_arn
subscriptions.subscriptions.each do |subscription]|

@logger.info("Subscription endpoint: #{subscription.endpoint}")
end

subscriptions

: topic_arn)

rescue Aws::SNS::Errors::ServiceError => e

@logger.error("Error listing subscriptions
raise
end
end

: #{e.messagel}")

# Example usage:
if $PROGRAM_NAME == __ FILE__
sns_client = Aws::SNS::Client.new

topic_arn = 'SNS_TOPIC_ARN' # Replace with your SNS topic ARN
lister = SnsSubscriptionLister.new(sns_client)

begin
lister.list_subscriptions(topic_arn)
rescue StandardError => e
puts "Failed to list subscriptions: #{e.message}"
exit 1
end
end

- WMEHMEA , BTS2 CGEAR Ruby B AWS SDK BFIE A EERE) .
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require 'aws-sdk-sns' # v2: require 'aws-sdk'

def list_topics?(sns_client)
sns_client.topics.each do |topic|
puts topic.arn
rescue StandardError => e
puts "Error while listing the topics: #{e.message}"
end
end

def run_me
region = 'REGION'
sns_client = Aws::SNS::Resource.new(region: region)
puts 'Listing the topics.'
return if list_topics?(sns_client)
puts 'The bucket was not created. Stopping program.'
exit 1

end

# Example usage:
run_me if $PROGRAM_NAME == __ FILE__

- WMEFMER , B2 GEAR Ruby B AWS SDK Bz AEIEFE) .
- WE API FER , F2E BEAR Ruby ¥ AWS SDK API & H# ListTopics.

BE

321


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/sns#code-examples
https://docs.aws.amazon.com/sdk-for-ruby/v3/developer-guide/sns-example-show-topics.html
https://docs.aws.amazon.com/goto/SdkForRubyV3/sns-2010-03-31/ListTopics

AWS B FI# Ruby #9 SDK e YN

Publish

LT RAREH B R mEER Publish,

SDK for Ruby

® Note

GitHub L RMEZEHH, SHTEEH , A 7HENAE AWS EX 6 HFEFEPREM
#1To

# Service class for sending messages using Amazon Simple Notification Service (SNS)
class SnsMessageSender
# Initializes the SnsMessageSender with an SNS client
#
# @param sns_client [Aws::SNS::Client] The SNS client
def initialize(sns_client)
@sns_client = sns_client
@logger = Logger.new($stdout)
end

# Sends a message to a specified SNS topic

#

# @param topic_arn [String] The ARN of the SNS topic

# @param message [String] The message to send

# @return [Boolean] true if message was successfully sent, false otherwise

def send_message(topic_arn, message)
@sns_client.publish(topic_arn: topic_arn, message: message)
@logger.info("Message sent successfully to #{topic_arn}.")
true

rescue Aws::SNS::Errors::ServiceError => e
@logger.error("Error while sending the message: #{e.message}")
false

end

end

# Example usage:

if $PROGRAM_NAME == __ FILE__
topic_arn = 'SNS_TOPIC_ARN' # Should be replaced with a real topic ARN
message = 'MESSAGE' # Should be replaced with the actual message content

sns_client = Aws::SNS::Client.new

e
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message_sender = SnsMessageSender.new(sns_client)

@logger.info('Sending message.')
unless message_sender.send_message(topic_arn, message)
@logger.error('Message sending failed. Stopping program.')
exit 1
end
end

- MEFHMEN , F2H (GBEAR Ruby B AWS SDK B ASIERE) .
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# Service class to enable an SNS resource with a specified policy
class SnsResourceEnabler
# Initializes the SnsResourceEnabler with an SNS resource client
#
# @param sns_resource [Aws::SNS::Resource] The SNS resource client
def initialize(sns_resource)
@SNs_resource = sns_resource
@logger = Logger.new($stdout)
end

# Sets a policy on a specified SNS topic

#

# @param topic_arn [String] The ARN of the SNS topic

# @param resource_arn [String] The ARN of the resource to include in the policy
# @param policy_name [String] The name of the policy attribute to set

def enable_resource(topic_arn, resource_arn, policy_name)
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policy = generate_policy(topic_arn, resource_arn)
topic = @sns_resource.topic(topic_azrn)

topic.set_attributes({
attribute_name: policy_name,
attribute_value: policy
)
@logger.info("Policy #{policy_name} set successfully for topic #{topic_arn}.")
rescue Aws::SNS::Errors::ServiceError => e
@logger.error("Failed to set policy: #{e.messagel}")
end

private

# Generates a policy string with dynamic resource ARNs
#
# @param topic_arn [String] The ARN of the SNS topic
# @param resource_arn [String] The ARN of the resource
# @return [String] The policy as a JSON string
def generate_policy(topic_arn, resource_arn)
{
Version: '2008-10-17',
Id: '__default_policy_ID',
Statement: [{
Sid: '__default_statement_ID',
Effect: 'Allow’,
Principal: { "AwS": '*' },
Action: ['SNS:Publish'],
Resource: topic_arn,
Condition: {
ArnEquals: {
"AWS:SourceArn": resource_arn

}
1]
}.to_json
end
end

# Example usage:

if $PROGRAM_NAME == _ FILE__
topic_arn = 'MY_TOPIC_ARN' # Should be replaced with a real topic ARN
resource_arn = 'MY_RESOURCE_ARN' # Should be replaced with a real resource ARN
policy_name = 'POLICY_NAME' # Typically, this is "Policy"
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sns_resource = Aws::SNS::Resource.new
enabler = SnsResourceEnabler.new(sns_resource)

enabler.enable_resource(topic_arn, resource_arn, policy_name)
end

- MEFHMENR , B2 GEAM Ruby B AWS SDK B AEIERE) .
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require 'aws-sdk-sns'
require 'logger'

# Represents a service for creating subscriptions in Amazon Simple Notification
Service (SNS)
class SubscriptionService
# Initializes the SubscriptionService with an SNS client
#
# @param sns_client [Aws::SNS::Client] The SNS client
def initialize(sns_client)
@sns_client = sns_client
@logger = Logger.new($stdout)
end

# Attempts to create a subscription to a topic
#
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# @param topic_arn [String] The ARN of the SNS topic
# @param protocol [String] The subscription protocol (e.g., email)
# @param endpoint [String] The endpoint that receives the notifications (email
address)
# @return [Boolean] true if subscription was successfully created, false otherwise
def create_subscription(topic_arn, protocol, endpoint)
@sns_client.subscribe(topic_arn: topic_arn, protocol: protocol, endpoint:
endpoint)
@logger.info('Subscription created successfully.')
true
rescue Aws::SNS::Errors::ServiceError => e
@logger.error("Error while creating the subscription: #{e.message}")
false
end
end

# Main execution if the script is run directly

if $PROGRAM_NAME == _ FILE__
protocol = 'email'
endpoint = 'EMAIL_ADDRESS' # Should be replaced with a real email address
topic_arn = 'TOPIC_ARN' # Should be replaced with a real topic ARN

sns_client = Aws::SNS::Client.new
subscription_service = SubscriptionService.new(sns_client)

@logger.info('Creating the subscription.')
unless subscription_service.create_subscription(topic_arn, protocol, endpoint)
@logger.error('Subscription creation failed. Stopping program.')
exit 1
end
end
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
def lambda_handler(event:, context:)
event['Records'].map { |record| process_message(record) }
end

def process_message(record)
message = record['Sns']['Message']
puts("Processing message: #{messagel}")
rescue StandardError => e
puts("Error processing message: #{el}")
raise
end

{FFAE A M Ruby B SDK B Amazon SQS &4l
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require 'aws-sdk-sqs' # v2: require 'aws-sdk'
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
sqs = Aws::SQS::Client.new(region: 'us-west-2')

begin
queue_name = 'my-queue'
queue_url = sqgs.get_queue_url(queue_name: queue_name).queue_url

# Receive up to 10 messages

receive_message_result_before = sqgs.receive_message({
queue_url: queue_url,
max_number_of_messages: 10

1)

puts "Before attempting to change message visibility timeout: received
#{receive_message_result_before.messages.count} message(s)."

receive_message_result_before.messages.each do |message|
sqs.change_message_visibility({
queue_url: queue_url,
receipt_handle: message.receipt_handle,
visibility_timeout: 30 # This message will not
be visible for 30 seconds after first receipt.

1)

end

# Try to retrieve the original messages after setting their visibility timeout.
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receive_message_result_after = sqs.receive_message({
queue_url: queue_url,
max_number_of_messages: 10

D

puts "\nAfter attempting to change message visibility timeout: received
#{receive_message_result_after.messages.count} message(s)."
rescue Aws::SQS::Errors::NonExistentQueue

puts "Cannot receive messages for a queue named '#{queue_name}', as it does not
exist."
end

- WE API FHHEF , 528 GERAR Ruby B9 AWS SDK APl 2&) H#y
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# This code example demonstrates how to create a queue in Amazon Simple Queue
Service (Amazon SQS).

require 'aws-sdk-sqgs'

@param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.
@param queue_name [String] The name of the queue.
@return [Boolean] true if the queue was created; otherwise, false.
@example
exit 1 unless queue_created?(
Aws::5QS::Client.new(region: 'us-west-2'),
'my-queue’

H OH O O OB O O H
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def queue_created?(sqgs_client, queue_name)
sqs_client.create_queue(queue_name: queue_name)
true

rescue StandardError => e
puts "Error creating queue: #{e.message}"
false

end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = 'us-west-2'

queue_name = 'my-queue'’

sgs_client Aws::5SQS::Client.new(region: region)

puts "Creating the queue named '#{queue_name}'..."

if queue_created?(sqs_client, queue_name)
puts 'Queue created.'
else
puts 'Queue not created.'
end
end

# Example usage:
run_me if $PROGRAM_NAME == _ FILE__

\

- WE API FHER , 528 (GERAM Ruby 9 AWS SDK APl 22 ) ®# CreateQueue,

DeleteQueue

UTEAGEHFERUNMER DeleteQueue,

SDK for Ruby

® Note
GitHub LRI E L&, SHREEBEHH , I THRNME AWS BXHEJIREFEREREN

#iTo

B 330


https://docs.aws.amazon.com/goto/SdkForRubyV3/sqs-2012-11-05/CreateQueue
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/sqs#code-examples

AWS & AR Ruby #J SDK

FMBABER

require 'aws-sdk-sqs' # v2: require 'aws-sdk'
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
sqs = Aws::SQS::Client.new(region: 'us-west-2')

sqs.delete_queue(queue_url: URL)

- WNE API BT , 5528 GEAR Ruby B AWS SDK API £2#) sy DeleteQueue,

ListQueues

AT BESE R {A#FERA ListQueues,

SDK for Ruby

(® Note

GitHub L RMEZ &M, SHTBEH , ¥ 7HENMAE AWS EXFEHIFEFERREMN
#}1To

require 'aws-sdk-sgs'
require 'aws-sdk-sts'

# @param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.
# @example
#  list_queue_urls(Aws::SQS::Client.new(region: 'us-west-2'))
def list_queue_urls(sqgs_client)
queues = sqs_client.list_queues

queues.queue_urls.each do |url]
puts url
end
rescue StandardError => e
puts "Error listing queue URLs: #{e.message}"
end

# Lists the attributes of a queue in Amazon Simple Queue Service (Amazon SQS).
#
# @param sqgs_client [Aws::5SQS::Client] An initialized Amazon SQS client.

e

331


https://docs.aws.amazon.com/goto/SdkForRubyV3/sqs-2012-11-05/DeleteQueue
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/sqs#code-examples

AWS B FI# Ruby #9 SDK e YN

# @param queue_url [String] The URL of the queue.

# @example

# list_queue_attributes(

# Aws::5SQS::Client.new(region: 'us-west-2'),

# '"https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’
# )

def list_queue_attributes(sqs_client, queue_url)
attributes = sqs_client.get_queue_attributes(
queue_url: queue_url,
attribute_names: ['All']

attributes.attributes.each do |key, value]
puts "#{key}: #{valuel}"
end
rescue StandardError => e
puts "Error getting queue attributes: #{e.messagel}"
end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = 'us-west-2'

queue_name = 'my-queue'

sqs_client = Aws::SQS::Client.new(region: region)

puts 'Listing available queue URLs...'
list_queue_urls(sqgs_client)

sts_client = Aws::STS::Client.new(region: region)

# For example:

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’

queue_url = "https://sqs.#{region}.amazonaws.com/
#{sts_client.get_caller_identity.account}/#{queue_namel}"

puts "\nGetting information about queue '#{queue_name}'..."

list_queue_attributes(sqs_client, queue_url)
end

- NZE API B , 5528 GEAR Ruby B AWS SDK API &) &y ListQueues,
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ReceiveMessage

DTS F R R~ N{AE A ReceiveMessage,
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require 'aws-sdk-sqgs'
require 'aws-sdk-sts'

Receives messages in a queue in Amazon Simple Queue Service (Amazon SQS).

#
#
# @param sqgs_client [Aws::5SQS::Client] An initialized Amazon SQS client.
# @param queue_url [String] The URL of the queue.

# @param max_number_of_messages [Integer] The maximum number of messages
# to receive. This number must be 10 or less. The default is 10.

# @example

# receive_messages(

# Aws::5QS::Client.new(region: 'us-west-2'),

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’,

# 10

#

)
def receive_messages(sqs_client, queue_url, max_number_of_messages = 10)
if max_number_of_messages > 10
puts 'Maximum number of messages to receive must be 10 or less. ' \
'Stopping program.'
return
end

response = sqs_client.receive_message(
queue_url: queue_url,
max_number_of_messages: max_number_of_messages

if response.messages.count.zero?
puts 'No messages to receive, or all messages have already ' \
'been previously received.'

e
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return
end

response.messages.each do |message|

puts '-' * 20

puts "Message body: #{message.body}"

puts "Message ID: #{message.message_id}"
end

rescue StandardError => e
puts "Error receiving messages: #{e.message}"
end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = 'us-west-2'

queue_name = 'my-queue'’

max_number_of_messages = 10

sts_client = Aws::STS::Client.new(region: region)

# For example:

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’

queue_url = "https://sqs.#{region}.amazonaws.com/
#{sts_client.get_caller_identity.account}/#{queue_name}"

sqs_client = Aws::SQS::Client.new(region: region)

puts "Receiving messages from queue '#{queue_name}'...

receive_messages(sqs_client, queue_url, max_number_of_messages)
end

# Example usage:
run_me if $PROGRAM_NAME == __ FILE__

- NZE API FHEF , 528 GEAR Ruby B AWS SDK APl 22£) ®fJ ReceiveMessage,

SendMessage
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require 'aws-sdk-sgs'
require 'aws-sdk-sts'

# @param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.
# @param queue_url [String] The URL of the queue.
# @param message_body [String] The contents of the message to be sent.
# @return [Boolean] true if the message was sent; otherwise, false.
# @example
# exit 1 unless message_sent?(
# Aws::SQS::Client.new(region: 'us-west-2'),
# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’,
# 'This is my message.'
# )
def message_sent?(sqs_client, queue_url, message_body)

sqs_client.send_message(

queue_url: queue_url,
message_body: message_body

)

true
rescue StandardError => e

puts "Error sending message: #{e.message}"

false
end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = 'us-west-2'

queue_name = 'my-queue'’

message_body = 'This is my message.'

sts_client = Aws::STS::Client.new(region: region)

AREM

e
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# For example:

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’

queue_url = "https://sqs.#{region}.amazonaws.com/
#{sts_client.get_caller_identity.account}/#{queue_namel}"

sqs_client = Aws::SQS::Client.new(region: region)
puts "Sending a message to the queue named '#{queue_name}'..."

if message_sent?(sqs_client, queue_url, message_body)
puts 'Message sent.'
else
puts 'Message not sent.'
end
end

# Example usage:
run_me if $PROGRAM_NAME == _ FILE__

- W% API F¥EF , 5528 GEARM Ruby B AWS SDK API £2£) H K SendMessage.

SendMessageBatch

TR FRERaAER SendMessageBatch,
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require 'aws-sdk-sgs'
require 'aws-sdk-sts'

#

# @param sqgs_client [Aws::5SQS::Client] An initialized Amazon SQS client.
# @param queue_url [String] The URL of the queue.

# @param entries [Hash] The contents of the messages to be sent,

e
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# in the correct format.

# @return [Boolean] true if the messages were sent; otherwise, false.
# @example

# exit 1 unless messages_sent?(

# Aws::SQS::Client.new(region: 'us-west-2'),

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’,
# [

# {

# id: 'Messagel’,

# message_body: 'This is the first message.'

# },

# {

# id: 'Message2',

# message_body: 'This is the second message.'

# }

# ]

#

)
def messages_sent?(sqs_client, queue_url, entries)
sqs_client.send_message_batch(
queue_url: queue_url,
entries: entries
)
true
rescue StandardError => e
puts "Error sending messages: #{e.messagel}"
false
end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = 'us-west-2'
queue_name = 'my-queue'
entries = [

{

id: 'Messagel'’,
message_body: 'This is the first message.'

},
{

id: 'Message?’,

message_body: 'This is the second message.'
}
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sts_client = Aws::STS::Client.new(region: region)

# For example:

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’

queue_url = "https://sqs.#{region}.amazonaws.com/
#{sts_client.get_caller_identity.account}/#{queue_namel}"

sqs_client = Aws::SQS::Client.new(region: region)
puts "Sending messages to the queue named '#{queue_name}'..."

if messages_sent?(sqs_client, queue_url, entries)
puts 'Messages sent.'
else
puts 'Messages not sent.'
end
end

- WE API SAEA |, FF2H GEAR Ruby B AWS SDK API £#) #y SendMessageBatch,

#E ) fx 2R S

£/ Amazon SQS @ &M FEA Lambda BNE

THRN T REUMME Lambda B , REAZEBEW SQS THIMNFA B KEWATEHRNE
., HEEREHSEENAL  YEKE-RAENAR,

SDK for Ruby
(@ Note
GitHub L RMHE L& B, SHRTBEH , X 7THRNMEERRBLELHRFERRENH
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{8 Ruby ## Lambda REH SQS E4.

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
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def lambda_handler(event:, context:)
event['Records'].each do |message]
process_message(message)
end
puts "done"
end

def process_message(message)
begin
puts "Processed message #{message['body']}"
# TODO: Do interesting work based on the new message
rescue StandardError => err
puts "An error occurred"
raise err
end
end

5/ Amazon SQS B FH S Lambda ERRERYHEXIE B k&

THREXBEHURBUA YL SQS fFHIERIREHE Lambda BT , BEFEHIHAODE. HEBE
HEEFHERIRIEE KXY , $BF Lambda HREFAEBLAR.

SDK for Ruby

® Note
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£ A Ruby # & Lambda k% SQS #tRHEB K ¥,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'json'

def lambda_handler(event:, context:)
if event
batch_item_failures = []
sqs_batch_response = {}

#2 {a] AR =5 & 451 339


https://github.com/aws-samples/serverless-snippets/tree/main/integration-sqs-to-lambda-with-batch-item-handling

AWS B FI# Ruby #9 SDK e YN

event["Records"].each do |record|
begin
# process message
rescue StandardError => e
batch_item_failures << {"itemIdentifier" => record['messageld']}
end
end

sqs_batch_response["batchItemFailures"] = batch_item_failures
return sqs_batch_response

end
end

AWS STS £RE AR Ruby By SDK HY £

THRNSHEF I REHAER EAR Ruby B AWS SDK #BE R TEEMBEEE REH AWS
STS.

Actions RAEBEANBEABREE , LEAERABTFHT, BABFSEHFEWMFUHMER RFEHE , B
AL EEMBERRTETARTTNEF,

BEHMNGLE TR FRBNER , KUEEFPRINARENSTREPEXBHAEBET.

£
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(® Note
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# Creates an AWS Security Token Service (AWS STS) client with specified
credentials.

# This is separated into a factory function so that it can be mocked for unit
testing.

#

# @param key_id [String] The ID of the access key used by the STS client.

# @param key_secret [String] The secret part of the access key used by the STS
client.

def create_sts_client(key_id, key_secret)

Aws::STS::Client.new(access_key_id: key_id, secret_access_key: key_secret)

end

# Gets temporary credentials that can be used to assume a role.

#

# @param role_arn [String] The ARN of the role that is assumed when these
credentials

# are used.

# @param sts_client [AWS::STS::Client] An AWS STS client.
# @return [Aws::AssumeRoleCredentials] The credentials that can be used to assume
the role.
def assume_role(role_arn, sts_client)
credentials = Aws::AssumeRoleCredentials.new(

client: sts_client,

role_arn: role_arn,

role_session_name: 'create-use-assume-role-scenario'

)

@logger.info("Assumed role '#{role_arn}', got temporary credentials.")
credentials
end

- 1% API S¥EF |, 5528 BAM Ruby B9 AWS SDK API Reference 1) AssumeRole,

{FFE AR Ruby B SDK B9 Amazon Textract &4
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- WFZABEREA Amazon Textract &S & P HEEL,
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. RN XFREEFEH Amazon Translate BIZERE I,

« Amazon Polly BN X FABTERZAER.
EENEAEATIER AWS CDK 8, MERBENBMNIBHRA |

=

FE2H GitHub PV E

e g5 = fE A Y AR FE

* Amazon Comprehend
« Lambda

+ Amazon Polly

+ Amazon Textract
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£ A Ruby B SDK #9 Amazon Translate £&4
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B AR Ruby B9 AWS SDK £ 1 lxEi 5 2 lRER ZEAR
Ruby B9 AWS SDK 2 3 hx

AEEGLEFMER , UiHBERERMN Ruby B9 AWS SDK 2 1 iREEE 2 IRBEEIE 3 I,

Side-by-side H =

B FEREAR Ruby BY AWS SDK 55 1 W858 2 liRERR A5 3 k. B AR EAEN P —
REATH. NBEFEER , F2RULITEEXE,

RIELHIINT o

require 'aws-sdk-v1l' # version 1
require 'aws-sdk' # version 2
require 'aws-sdk-s3' # version 3

AWS::S3::Client.new # version 1
Aws::S3::Client.new # version 2 or 3

s3
s3

BAFTEERRENITERES 15 2 EAE , BIWRAERRE 3 AEESG. AANEBRBERES
¥5E 3 ik SDK B#EFHNEXR.

—iRER
% 3 WS 2 IRM —BEES KT,
. SERBHBLER Gem EHHTRRE,

B2 MREE 1 RERBEEENTE,

- TRMNBHEZEE -Aws HER AWS, EE R Aside-by-side &,
« Aws.config- REREE Ruby #ZE , MA =25 *.

- BIREBREEE - ERA 1 BRE4ATEBAFPRRERYER SR KRNBERERE, £5
2 iR, RAWEBREBIEFHHE ArgumentError, B0

# version 1
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AWS::S3::Client.new(http_reed_timeout: 10)
# oops, typo'd option is ignored

# version 2
Aws::S3::Client.new(http_reed_timeout: 10)
# => raises ArgumentError

MFimE=2
% 2 IRAIE 3 HRH I P IR 2 R A £ R,

TERRA 1 MRAE 2 2@, AFRENINABERR ). AZRBAFREREAFRZERESENRS
Egﬁﬁo _LBEEEI‘JE; .

« Aws::S3::Client -5 1 iR Amazon S3 AFENAFBREG. F 2 MERREEREL, F2
MR FEEBHNEAEETRE,

« Aws::EC2::Client- FE 2 IRFERWEEENEEEE , £ 1 REAREWE _set, flu :

# version 1

resp = AWS::EC2::Client.new.describe_security_groups
resp.security_group_set

#=> [...]

# version 2
resp = Aws::EC2::Client.new.describe_security_groups
resp.security_groups
#=> [...]
« Aws::SWF::Client- 58 2 IREAEBILEIE , P2 1 MrEA Vanilla Ruby 3%,
- REEREFGE - F 2 REHZEREEATEANESRE -
« AWS::SimpleWorkflow B8/ Aws: : SWF
« AWS::ELB B#H Aws: :ElasticlLoadBalancing
« AWS::SimpleEmailService B# /K Aws: :SES
- AFIRMAREERE - FEFE 1 REERESEE 2 RPEF TR, HMAEBRIBNR, UTREE
BE
- :use_ssl BB, F 2 REET S ER SSL, EEFH SSL, BXLAREMEA
:endpoint® http://.

« :ssl_ca_file B#ER :ssl_ca_bundle
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« :ssl_ca_path3R#&ER :ssl_ca_directory

« ¥187T :ssl_ca_store,

« :endpoint BENXBERTEEEHN HTTP L HTTPS URI, MAREHEHE,
- EBREERE: *_porthyi®EIE , WEEH B endpoint,

« :user_agent_prefix R#ER :user_agent_suffix

ERER
% 2 IRAE 3 IRPOBRNE 2 MREER,

F1REF2RPHNERNACEFEEZEEZE, 51 REXTE2FHREN , H4%E 2 RNERAE
RREEHEEL, B2 RNERAEHEE N, —LEXRERSE

- ERINERER - £%F 2 Rk, RBBBWREEE , MARER. EiEAS  ERERAME

# version 1
s3 = AWS::S3.new

# version 2
s3 = Aws::S3::Resource.new

- BEER - % 2 iR SDK BEENERERIEGHFDRMETRN G E

# version 1
s3.buckets['bucket-name'].objects['key'].delete

# version 2
s3.bucket('bucket-name').object('key').delete

- WRRE-ES 1 RP , IERREFERRFBREBNLRAER. &5 2 RH , FFZSHIURERR
ZEIB API BB EENRRERE. £ 2 RREBENEEE 1 RFEFEFE.
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& FIHA Ruby 9 AWS SDK &4

EiwL 2 Amazon Web Services (AWS) REHRHN—IR. BA AWS BEFIE | EeEeER P LNB
BEEBNEETER  URRERSABRNZEER, R£ME AWS BECZHNARERE, HEE
FEE FERAZEREAFNZENERRBNEL L,

RiRNE LM - AWS EERFHT AWS BlrhRENAAERBNVERRE , WRHEEAUREER
R, RMNZEEAR WESELIERF AWS , RN T2 BRERE =SB A BT HRIE M5
&, FRAWS ERFTEIN—%5

BmN g2t - ENEEERN AWS R SEARN |, UkEMRE K SEENNHEBE. BBNE
R, URBERAERNER,

FE

- EAR Ruby ¥ AWS SDK HHI SRR E

- JEAM Ruby By AWS SDK #J Identity and Access Management
« BARM Ruby By AWS SDK &85 %

- BAM Ruby B AWS SDK 5

« BARM Ruby B AWS SDK B Infrastructure Security

« EE AR Ruby By AWS SDK Fi&#I# 1THRIK TLS R4

« Amazon S3 MZAFwER (V1 £ V2)

« Amazon S3 IEAFmER (V2 F V3)

B A Ruby B9 AWS SDK & RHRE

AWS HESEFERBEAN PHERMRE, MEERFNR , AWS EEREHNTME 1 £RERER
AWS Eif, FESHBEHERRE LEEATWEHE, ZHRKAEEMER AWS R HR£E
RNEERETE. NEENBAENFHRET  F2RERELEELABES. NEERBMNERREN
MHEEF , FSEAWS T2 HEEER LEWAWS HESEERF GDPR EEXE,

ERERREEYN , RAEBEHRE AWS IRFE 2 AER , WA AWS IAM Identity Center 5§ AWS
Identity and Access Management (IAM) B EEBIERE, wtt—R , SECHAEHASESRETHK
HEKPAENRT. RftERERATIANREER

- BERFHECERZSEZERRE (MFA).
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- £/ SSL/TLS B AWS EREMA. BMFE TLS 1.2 LEZEFAH TLS 1.3,

- {# RE API MEREEEIFCSE AWS CloudTrail, Z0EHBRIEA CloudTrail B MHHEEEL AWS SEEIRY
B, 552 BAWS CloudTrail € fEFAEEE) FHERA CloudTrail 1B#t,

- EF AWS MEMRAAR , UREPHPFAEERZEES AWS R,
- FERERNZERLRE (B0 Amazon Macie) , HBIREFREFZE Amazon S3 HWEBUBE R,

- MRBE AWS BBGTHREIM API FEH BEE FIPS 140-3 BREN R GmEEHR , FB5EH FIPS
3, MEHFE FIPS M FIPS inBMWEZSHEEN , 2EAB P EARIEZZEE (FIPS) 140-3,

BMEaZIBERCBHTEREFNEFE A SRERBBEN , HEEER AR FRNT
o, FlInE BN, ETREESRER EAEES. APIAWS CLIZREM AWS AR AWS SDKs B
FEEESEARAXNEFRU P ANTAERNBTEEARNFTERZE AR, MREIRHENAIBRERIFN
URL , RFEZIEBRE D ERIBLEZAREFFARN URL FBEREBEH,

B A Ruby B9 AWS SDK Y Identity and Access Management

AWS Identity and Access Management (IAM) & —& Amazon Web Services (AWS) BR# , AItHBIE
EELLtREE AWS ERNEFE. IAM BEEET RS B9RE (EEA) Mg (EF5T)
LR AWS IRBEIR. IAM REATUREER AWS BRI & .

EEFAEAR Ruby B AWS SDK 12HL AWS |, BBEE AWS IRF 1 AWS B AE R, AES AWS
REHZEM , BREER IAMEAE REERBEAER , MAEER AWS tRFEBEAER.

ZZU EFH |AM E’Jn¥%ﬁ1§nﬂ nﬁ/ ﬁ |AMo

WMEBRE T8 IAM EREUREMEIRFREMNEEMY | F2 K Amazon Web Services — g 2E H
B AWS Z2 B AEH.

AWS & AR Ruby B SDK BB HE X EH4EE Amazon Web Services (AWS) IRIGEF L ESEEE,
WME AWS R Z£MEHR , FSHAWS i ZEMXHEEAWS R |, UREHRFEIE AWS &
RIEHEANER,

B Ruby B AWS SDK & #REH

AWS iE AR Ruby #9 SDK ELE%%E’J%E Amazon Web Services (AWS) IR EE L E SEE R,
WE AWS R £ MEH , F2RAWS B T2 M XA EEAWS B UREHRTEE AWS &
RIESHEAR o
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Amazon Web Services (AWS) R LR MM EREHE=ARBREAETME , EFAZE AWS &8
&M —%B490 ., HPEHE SOC, PCl, FedRAMP, HIPAA %, AWS I2ESHRETEIEER Services
AWS BR# in HES R BEENREEMFE, AWS

AER THE=ZSEZRE AWS Artifact, MFEFMAEFA , FSBLAWS fim FTHHS.

WMFTE AWS SRFTEINFRET  F2HEAWS S551E,

FRAEAM Ruby B9 AWS SDK ZH i , BHEEEMT AWS R BURAERNEBRE., HENE
HEE  URERANZEENER, MBELEHR AWS R 4 HIPAA. PCl & FedRAMP 8% |
AWS 2RHEERKFHE

SHEEAREAFIERE - HEEE , IRRBEEE  YRHEEEPHBEUAREREVNUERS
E/L\E’JEEI—%E’J*}&% AWS,
« HIPAA £ RIESE - 5 HIPAA 18 RHE. d3FFFE AWS BRHE #MAFS HIPAA B,
« AWS ERER - TEFMMEFNES , TREAREHERNVLE,
* AWS Config - FHEBEREERENFERNBER. ERENNERNRE,

« AWS Security Hub - AR E£MEN S HFURIE AWS | A ERERSHELTLEXEENRE
B,

BERAM Ruby 9 AWS SDK &%

Amazon Web Services (AWS) £IKRE#ERER I AWS Bif MITAEHAEREESE.,

AWS B REZEER I BANRHNTRARSE  SETARSERLE, ShEENSHEBRIEE
%,

BERTAHES , GSRGTERENEARANERNE A SEAETAREScEHEDHFERE , MAEH
£k, TRERENATAYE, FREERINERED , SBRE-HSEENFONERERREES.

WFE AWS B M A EBENFAER , F2E AWS S IRER R,

AWS iE % Ruby #9 SDK &EiBH X 145 E Amazon Web Services (AWS) IRIEERE L ES(EER,
WEAWS R £ MEH , F2HAWS B T2 M XA EEAWS R | UREHRTEE AWS &
RIESHERNNEER,
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https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/quickstart/?quickstart-all.sort-by=item.additionalFields.updateDate&amp;quickstart-all.sort-order=desc&amp;awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://aws.amazon.com/config/
https://aws.amazon.com/security-hub
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/compliance/shared-responsibility-model
https://aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
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B A Ruby B9 AWS SDK # Infrastructure Security

AWS B Ruby #9 SDK EBH X 145 E Amazon Web Services (AWS) fRIEERE L ES(EER,
WE AWS R RE£MEHR , FLBAWS R T2 EEAWS R , AREHRFEIE AWS &
RIESEEANEHR.

mE AWS Z2RBEFHNEN , 28 AWS . ZeEFBBERANE,

EE AR Ruby By AWS SDK HEEHIETHRIE TLS kA

EARM Ruby B9 AWS SDK Ei 2 BHE AWS A Secure Sockets Layer (SSL) = Transport
Layer Security (TLS) #1T{R#. FIERAR SSL MER 1.2 1 TLS #ERE , Alse R AHE B
e, AWSHIIL , SEZRBRERAERAR Ruby B AWS FREHEEXE TLS 1.2 REBEFHR
A Ruby ARA,

Ruby £/ OpenSSL B ERRE HTTP EiR. EBRKEMHEES (yum, & ) apt. EF L
£iEXH Ruby EEE (rbenv, RVM & ) Z#M Ruby XERA (1.9.3 REFHIRAE ) BEEEE
OpenSSL 1.0.1 HEFRA , UZE TLS 1.2,

EHEXERAHN Ruby BE OpenSSL 1.0.1 REFHARAEEFEAE , @AM Ruby B AWS SDK &
¥ TLS 1.2, XA A FimMFARSE X BENSEHIRE SSL =% TLS, E—ZEDBEAR TLS 1 AWS iR
%2, ( Eﬁﬁﬁ#?‘ﬁ@ﬂ £/ Ruby Net: :HTTPHHluse_ssl=true, )

2 OpenSSL kx4
EERRIBLEN Ruby 2 H OpenSSL 1.0.1 REHRA , FWA TGS

ruby -r openssl -e 'puts OpenSSL::OPENSSL_VERSION'

EX18 OpenSSL openssl RAMWEBR S EZREZEHATHTE. 8L , FAUATHSRIBEEN TH
T8,

ruby -r rbconfig -e 'puts RbConfig::CONFIG["configure_args"]'

MHEZE--with-openssl-dir= /path/to/openssl?aﬁ OpenSSL REMWE, FEiC FILE
&8, ZEERE OpenSSL BIRA |, FRA TGS,

cd /path/to/openssl
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https://www.ruby-lang.org/en/documentation/installation/#managers
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bin/openssl version
W& EF L& LZAR Ruby B L%,

4% TLS Z 18

MREH Ruby ZHEFEHHK OpenSSL IRAERER 1.0.1 , BEALHNIRKEHEES., Ruby ZEER
% Ruby EE S ARAEM Ruby = OpenSSL £ |, # Ruby ZEIEEHF TR, MREERREFERE
Ruby , ST HZHH OpenSSL , AREEHIT --with-openssl-dir=/path/to/upgraded/
openss1KHEIE. /configure,

Amazon S3 MNZAFmER (V1 £ V2)

(® Note
MREFEAWR SIMEAFIKHN V2 , WEHEEEBRBE V3, 52/ Amazon S3 % A FimiE
% (V2 ES) V3)o

R X B R BA Il A% FE A 72 X 1 Amazon Simple Storage Service (Amazon S3) INZH FixrI S 1 kR
(V1) EBEIE 2 i (V2) , YRR EEEEBBETNWEAEXTAM,

2R

BB S AMERE :

1. ENBEERAFRUBEFHERN. 8L , S EAR Ruby B9 AWS SDK EH A BRI EMHNERRE
Ko EBAHREN VI IBZRAFIRMBEH V2 AFREANYH. MRENERAENFERZE AWS
SDKs , &85 Bl A E1E SDKo

2. BMBNBEZRFIREBRE V2, —BA VI MZA PR URINFHOER , ERaEREN
MEMBEZ AP IREBEE BN V2 RA,

EHIRE R Fim A EEE RN

V2 MZEAFHEAERAFHEAXENNBER L, BBRNE—SEK VI REAFREFARTHN
SDK A, SERLLEERE , BAREXKN VI AEmISEEAMRE V2 MBEAFRMBZEN Y4, WEBEHAR
Ruby B AWS SDK SEEXEMRAWNFMEF , FSEATIRE.
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https://www.ruby-lang.org/en/documentation/installation/
https://www.ruby-lang.org/en/documentation/installation/#building-from-source
https://www.openssl.org/source/
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EHER R Ruby B9 AWS SDK % 3 hix

% 3 REEAR Ruby B AWS SDK H#FTiA, EETKIERE , BEEFEMA 1.76.0 RELEFREH
aws-sdk-s3 Gem E#.,

R TIRE
HWRLE aws-sdk-s3 Gem WER | FEMRFRERRE S RERERAE 1.76.0

gem install aws-sdk-s3 -v '>= 1.76.0'

£ Gemfile

HRAFEH Gemfile BEBMAMMMNER | 54§ aws-sdk-s3 Gem WREMRAEEES 1.76.0, Hli0 :

gem 'aws-sdk-s3', '>= 1.76.0'

1. 18X Gemfile,
2. #17 bundle update aws-sdk-s3., EEBRFEMRA , FHIT bundle info aws-sdk-

s3,
BAR Ruby By F 4k AWS SDK £ 2 hix

BAR Ruby B9 AWS SDK 28 2 fRAE1 2021 £ 11 B 21 B AHEER, BEEZTHIMERE KL BKFE
55 2.11.562 WREREFTMRAHY aws-sdk Gem E¥,

R TIRE
HREE aws-sdk Gem MER , BB THEARFREARBE S LERERA 2.11.562,

gem install aws-sdk -v '>= 2.11.562'

£ A Gemfile

HRAFEH Gemfile BEBMAMMMNER | Fi§ aws-sdk Gem BWRIKRARES 2.11.562, Hia0 :

gem 'aws-sdk', '>= 2.11.562'

1. {82k Gemfile, MR EH Gemfile.lock R , FMBRIELH .
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https://aws.amazon.com/blogs/developer/deprecation-schedule-for-aws-sdk-for-ruby-v2/
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2. #1T bundle update aws-sdk. EERBEEIRZA , FHT bundle info aws-sdko

A MBNEZHFIREEE V2

PR ER ARG MBERXR | BAUEEARNERS V2 MENREZAF iR, T5IZBRERHA
AR IR NI VI BB E V2,

HEMEHNEXNBIUER V2 MZAFPiwal , FEEECERELARSER  WHEA aws-sdk-s3 Gem
2.11.562 MRS EHTHRA,

® Note

£/ AES-GCM EE , B AR ENHRIIGE K BREEABENER. ER/TRIEY
T N & 1 RIB TR

RE V2 I A FPim

EncryptionV2 : : Client FERE/ERE, MEFMABEE , 552 B EncryptionV2 : : Client XX
HRAFERRRENEH,

1. €RBBEF EZNABRNBREE LN BERAFPREBRFIEE, BIH
B BFEncryptionV2::Client , BMEEIRM key_wrap_schemafl #Y
{Econtent_encryption_schema,

key_wrap_schema - MIREFEHEIZ AWS KMS |, ENHERES :kms_context, MREFEHYE
8 (AES) €48 , AIXESHEREAS aes_gecm, MREMFEAIELTE (RSA) £48 , AL ESHRER
:rsa_oaep_shal,

content_encryption_schema - EEXEFXEA : aes_gcm_no_padding.

2. B FIREBRIETE security_profile, BIFH BFEncryptionV2::Client , &BFE
B2t W{Esecurity_profile, security_profile 2B R EXEBRFERAER VI EAN
YI#FEncryption::Client, BMMEE : : v2 M :v2_and_legacy, EEXEEE , F&
security_profileiRES : v2_and_legacy. E# : v2 ARFHERARERXEE,

3. AWS KMS key ID TAER &8 HI#1T. £ V1, kms_key_idARE I A FIHY
Encryption::ClientitRIZMH4E AWS KMS Decrypt call, AWS KMS TJLAfE#
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BERIEHENR , YAEETEEH/MELF Blob, 7£ V2 # , E'ncryptionV2 : : Client’
2% kms_key_id EIEL AWS KMS Decrypt FEAY | IR FFIUFRFS ARMB Y42

i® , Al g ki, MREHBNIBLINFEARERERE kns_key_id , FEEVAF
iwkms_key_id: :kms_allow_decrypt_with_any_cmkBFE&E , SfEget_object®
MWkms_allow_decrypt_with_any_cmk: trueB$E&iE

6l . FRYE (AES) £i8
BEB

client = Aws::S3::Encryption::Client.new(encryption_key: aes_key)
client.put_object(bucket: bucket, key: key, body: secret_data)
resp = client.get_object(bucket: bucket, key: key)

BB &

client = Aws::S3::EncryptionV2::Client.new(

encryption_key: rsa_key,

key_wrap_schema: :rsa_oaep_shal, # the key_wrap_schema must be rsa_oaep_shal for
asymmetric keys

content_encryption_schema: :aes_gcm_no_padding,

security_profile: :v2_and_legacy # to allow reading/decrypting objects encrypted by
the V1 encryption client

)
client.put_object(bucket: bucket, key: key, body: secret_data) # No changes
resp = client.get_object(bucket: bucket, key: key) # No changes

&l : AWS KMS # kms_key_id

HE®

client = Aws::S3::Encryption::Client.new(kms_key_id: kms_key_id)
client.put_object(bucket: bucket, key: key, body: secret_data)
resp = client.get_object(bucket: bucket, key: key)

BB &

client = Aws::S3::EncryptionV2::Client.new(
kms_key_id: kms_key_id,
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key_wrap_schema: :kms_context, # the key_wrap_schema must be kms_context for KMS keys
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v2_and_legacy # to allow reading/decrypting objects encrypted by
the V1 encryption client
)
client.put_object(bucket: bucket, key: key, body: secret_data) # No changes
resp = client.get_object(bucket: bucket, key: key) # No change

5l . FH AWS KMS A fEA kms_key_id

client = Aws::S3::Encryption::Client.new(kms_key_id: kms_key_id)
client.put_object(bucket: bucket, key: key, body: secret_data)
resp = client.get_object(bucket: bucket, key: key)

BBR

client = Aws::S3::EncryptionV2::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context, # the key_wrap_schema must be kms_context for KMS keys
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v2_and_legacy # to allow reading/decrypting objects encrypted by
the V1 encryption client
)
client.put_object(bucket: bucket, key: key, body: secret_data) # No changes
resp = client.get_object(bucket: bucket, key: key, kms_allow_decrypt_with_any_cmk:
true) # To allow decrypting with any cmk

BREREATR

N

WMRERER S2 MBEAFIRBENMNEE (BTIBANNE ) W4, FEALEXS.

client = Aws::S3::EncryptionV2::Client.new(
kms_key_id: :kms_allow_decrypt_with_any_cmk, # set kms_key_id to allow all get_object
requests to use any cmk
key_wrap_schema: :kms_context, # the key_wrap_schema must be kms_context for KMS keys
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v2_and_legacy # to allow reading/decrypting objects encrypted by
the V1 encryption client
)
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resp = client.get_object(bucket: bucket, key: key) # No change

Amazon S3 MNZ A FixZ# (V2 F| V3)

® Note

MREFEANZ SIS MERAFIRHE V1, BUREXEBRE V2, TeeBHBE V3, NER VI ER
E V2 iR#AAmazon S3 MEAFHER (V1 £ V2), F2R .

R X AR B Il A% FE A F2 X % Amazon Simple Storage Service (Amazon S3) INZ A F xR 2 kR
(V2) BB EIEE 3k (V3), YRR EREERBEFNEAEXNTAM., V3 #EHEGSRAENAER
Ry AES GCM , LAz MWy IEE R SME N,

EEEH

Amazon S3 &M FimsE 3 iHEH EBSWMAGEN AES GCM , RS X2 M, EEMBMEBEREE
RERE A BHLERSREIENR , TRANBERNTENE. BBE V3 FEFERS , LERER
BHEFEARXNTAENER TFEE,

BB D AMERE

1. ENBEBAFPRNEIEHER. 55X , HERR Ruby B AWS SDK EFRAILFZ R EWERAE
X, EFAHREN V2 MEAFKRBZERHN V3 AFREANYH. IRENEARXFEAZE
AWS SDKs , #4485 Bl A #8818 SDK.

2. BMBmNBZRFIREBRE V3. —BA V2 NERAFimE A FEBFHNEN , ERAERER
MEZEMBZ AP REBES AN V3 RE, EBRREAEHRLEMNENERXS | SUERNAF K
HHREEE,

MBEEAKREVI BRE V2, BHAXTHZEE, WER VI BERBE V2 VEFMEREAmMazon S3 10
RAEIRER (V1 E V2), B8H .

TR V3 ThRE

Amazon S3 INZAFix%E 3 it HMESW LT L ThAE : REBERMEESB/AFEN AES GCM, T#
EBENEHAFEEREBYBRNZERNNZEHETREE,
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AGEBUR

AAEBREGMZRAFREMNZNERREVBDRESRAGEN TN, SWMFAETRFRMNBHER X6
ERAARNBENRIS|/ETEER , U LBERRENE RS RE,

V3 nE A i B = EAGEBORIRR
FORBID_ENCRYPT_ALLOW_DECRYPT
WEREMBZLERAENYM , XAFERNTER SMAGENWEWFETER,

« FTR : ERR V2 MENEEEZEHRNENF , BESRAE,
- BEBITH  TUBBREIRBEWMAGKR MBI

- REUFE  WBERTERFATSRARE |, X AIRATER. CRALBERNENYHTEZEZNE
WAGENEREL2RE, ELFTEMSE V2 MBRTANARTKEE , FETEBHBEMALBR,

- RAMEEM  FRALBRMNENYHTH S3 MEAFIRNAE V2 # V3 BEER. V3

REQUIRE_ENCRYPT_ALLOW_DECRYPT
HWEREFERSW®ARRMNEZNY , XYAFFERANTERSRAERBEZENEDH.

« IFITH : £ AES GCM BEERAGE , AEWMARMBN M4,

- BEITA  UUBREANTERASREAENBENDM , BEDBFRTM.,

- REPE  TUHZERTRFGERE  MRIATREGENREVHN TR, EFEEBHEREM
ZEHAEHER M E T,

o RAMEEM  FRALBRMENYHREEH SV3 MER PR V3 M V2 BER. S3

REQUIRE_ENCRYPT_REQUIRE_DECRYPT
WHRRENHERSRAEEN I |, WERFFEREHSRAEMNZN Y.

« IFITH : £ AES GCM BEERAGE , AEWMARMBEN M4,

« BETR  REEMBUSRAENZN Y4, ERERTEREAENERLTHEZUHRERR.

- RENXE  BWBREBHBTHERENESREAR , URHESERNZ2E. REEMBAYHHR
EEBEWMAEENNE , BFERAFRBEHARE V3 2#& , TR LLBER.

o RAMEARM  ERLBRMBN Y R 8EH SV3 INE A Fikhy V3 MEFH V2 BEER. S3
KA Fy AR V2 5 V1 AR m B Y4
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® Note
FEBBE | B¢ BBREQUIRE_ENCRYPT_ALLOW_DECRYPT , LAMEZEHEAY , E
BESHYHSRAENZSEDR., REEMAEYHSMEF NZAEFFERAFHSHARE V3
REQUIRE_ENCRYPT_REQUIRE_DECRYPTZ# , THERZE ,

B 5 E£H|AFEN AES GCM

BEE &AM AES GCM (ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY) 2 V3 # 5| AR Ein
PEEE , TERHLIERNESREICREMREEAN TSN, THRIEEZINEESFXREEAREER
REEBEBREREE,

B EBIESE EZALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEYWZR

Bl S3 MZAFiw#EMR AES CBC = AES GCM , EESRAZAANZRESERINENSE, &
RIS R EASEALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY#TiEBREF , SINRNER B
RERELHB, EUPHLREBEEERESERTINNZER SR  YEFAFREATERNSBRBER

MEREERAE K NEETVESEERETERRTNNZERSE K FEHARATENSE , &M
AEEAFARKRENENIERESR, ERANFZNERSRRERZANZHBEBERANRERRSES
#& ALG_AES_256_GCM_HKDF_SHA512 COMMIT_KEYUARSLE LI EE,

ARAAR A

A INBZNYWHALG_AES_256_GCM_HKDF_SHA512 COMMIT_KEYREER SV3 MBZAFIHM V3 E
EMTELZEFBR V3 BANIESE V2 HIRAER, SIRZELEBRTEN V2 ARREERZEFEH
MZMIESEEALG_AES_256_GCM_HKDF_SHA512_ COMMIT_KEY,

/A Warning

ERXA % ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY ( £/
REQUIRE_ENCRYPT_ALLOW_DECRYPTE REQUIRE_ENCRYPT_REQUIRE_DECRYPT#
ABER ) 28, FRAFSERINNENENAMERAPREESHRE V3 HZE

V3 BN EBRRA, IREMLIEBHRZEN V2 AFRERNBIRER MENY
HALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY , &S & K,
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EERHRE , B LAEH FORBID_ENCRYPT_ALLOW _DECRYPT AEBURMEEMNER , ME
£ | ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEYREIEBAR AR V3 A Pk EEVEE A 8@ &E M
ZRYH, ERHZENEBRRE , BULUEEFEAKFIEEBEINEG , REURIEHSBAEINE,

EXTIRA M F i SGEERTE
V3 MEA SRR V2 i FHERT X BN MR E NSRRI, BBNE—SRBEN V2

B A FinEMA TR V3 MEYHHEAR Ruby B AWS SDK A, RIS ER®E , ERARIM
V2 AFImSRESREH V3 % AR w94t

EEEWN V3 AFmMBENYH (A REQUIRE_ENCRYPT_ALLOW_DECRYPTE
REQUIRE_ENCRYPT_REQUIRE_DECRYPTEGEHEM MY ) , BEEMEMA 1.93.0 lRFEEFH A
aws-sdk-s3 Gem £, AT EXEMREFER AES GCM EHERFAFEIMEZN W4,

HRRDDIEZE aws-sdk-s3 Gem WER | FHEAMAREREECZE KKK 1.208.0,

gem install aws-sdk-s3 -v '>= 1.208.0'

£ A Gemfile

HREA Gemfile BEMMKMUMNER | 4% aws-sdk-s3 Gem WHIEMRARES 1.208.0, 0 :
gem 'aws-sdk-s3', '>= 1.208.0'

1. {8 Gemfile LA¥E E FKIKR A,
2. #4T bundle update aws-sdk-s3LAE#H Gem,
3. EEREEMMA , 31T bundle info aws-sdk-s3,

(® Note

EMERMRARE , ERAN V2 MBRAFIREEARE V3 AFIRNZNDH. T8 , ©f
AERBEER V2 SREEMEFR Y4 , ESEKEBRE V3, T —HIFTR.
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AAMBZENEZRFIREBEE V3

EHT A PR AREGT N INEZERNER | BUUEEBAEXNERS V3 MENEZRFik, THISRHRAM
AR ISR N IRHE V2 BB E V3,

EEMEHRXRIUAER V3 NE A F w2zl
1.93.0 RRELERTHARAS

FREETHECEBRELRLSE , WERH aws-sdk-s3 Gem

(® Note

£/ AES-GCM @ZE | FESBENHRIGE K BRAEABENER. ER/TREY
N & 6 RIS W

RE V3 A

V3 E A Fimit W AVERER | ARG SREGETANE AR, TRELERHNAIERE
HEE,

commitment_policy

commitment_policy S2#EHMBEAFHEMZNBEZREMEEESBAEN TR, E2 V3 A
FinxEENHERER,

:require_encrypt_allow_decrypt - MBEFSWAENTYUH X ABREBEEERTEESSE
WAGENYY. ERESNERRTE , RATUANYHRMERN LTS  RARREFEREEV2Y
HE EHAE R,

« :forbid_encrypt_allow_decrypt - MZFRESWAFENFUH (FH V2EEL) , XA
BEERREERAENYY. AEELEECERBER V2 MBTAR , flUNELR ik &
EFEE V3 MBI, T ERALERE.

:Tequire_encrypt_require_decrypt - (FASBAEMBH UMY , WEALFERSEAEM
R GHITHRE, AEEMEYHESCERERAEENNE , BFfERFRBEARE VI Z
%, TeeEALERE,

security_profile

security_profile 2BREHRNKEMZAFIRRAFMBAMHNIE, KLSBHREEBHE
HSCHEREEEEER,
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« :v3_and_legacy - AFF V3 BFIRMEE V1 M V2 MZAFRMZNYH., EEBPREMERILIER
E , URREN V3 AFRIUBENRMEREN B4,

- :v3-AFF V3 AFIRERR V2 MEZEAFRMENYG. MRECHKFE VI IHBEE V2 KX,
A ERE,

- MRKRIEE , AFHREMRE V3 AFmMEZNYH. EXHLARTEEERYMHNFERAEXH
%,

envelope_location

envelope_location BEEREMZFEER (TEMENER SR ) WERUE. BEEF
ELeyHZ I EFSM|MAEN AES GCM RE.

- :metadata (FEE% ) - BMFEFEBERFRE S YHHNPRBRERERT, EEERTA , BEX
SHEARGERA, FATEERRERERE , TEAEESWAFEN AES GCM,

« :instruction_file - MEBHEERFREEEFURERBN@ER S3 WH (ETER) F.
FHRERERE , AESGCM BE£RAB I IEMZNERSHRETNENR, NREEEERSBAE
WEMAERENENAZSM | BEALEE,

/A BF:instruction_file , BAILURIBIEE instruction_file_suffix 28X ETARES
ERYHHWER. EREBA .instruction,

fATB6E A BHEAE AR IR
HEEBHE  FERATERVERRE

1. 1B : 5RE commitment_policy: :require_encrypt_allow_decrypt#
security_profile: :v3_and_legacy. iEAZEEMW V3 AFRERSWEARERMBFIDG
EIRIARBEHBEMBERAN V1 M V2 Y14,

2. AEFmERFiIR %  MEER
commitment_policy: :require_encrypt_allow_decrypt® , security_profile: :v3_and
HEEHMMEBEEEESRAEREN DG AL,
3. RE VIEHHIT  AEEFMEYHHECEBSRARENMNE K MEESTEFTEZER VIN2 Y#
2%, B LLREY#E] commitment_policy: :require_encrypt_require_decrypt i
B security_profile 28 ( R V2 HMAFEE:v2 , AIBHERES ).
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#H envelope_location , RIFFLERENEERR , RRFEEFRABEENRESZE
(:metadata = :instruction_file), MRZEBEEFERATEERRHEE jt%“i]‘ﬁﬂ%i%—\
BEE£M|MAFEN AES GCM EF NN L LM |, B LI E :instruction_file , BFEXE , EH
EEEWEEUELYHNFTE R PR,

M@ ZAFIRBEE V3

EHAFRUEIETNNESRER , EUUREHENEHRAS V3 NENBEZRA ik, T 55 /REM
IR ISR IHHE V2 BB E V3,

fER V3 &R Fiw
HE® (V2)

require 'aws-sdk-s3'

# Create V2 encryption client with KMS

client = Aws::S3::EncryptionV2::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context,
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v2_and_legacy,
commitment_policy: :forbid_encrypt_allow_decrypt

# Encrypt and upload object
client.put_object(bucket: 'my-bucket', key: 'my-object', body: 'secret data')

# Download and decrypt object
resp = client.get_object(bucket: 'my-bucket', key: 'my-object')
decrypted_data = resp.body.read

HEEBHE (EFEHEETHEN VI)

require 'aws-sdk-s3'

# Create V3 encryption client with KMS

client = Aws::S3::EncryptionV3::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context,
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v3_and_legacy,
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commitment_policy: :require_encrypt_allow_decrypt

)

# Encrypt and upload object
client.put_object(bucket: 'my-bucket', key: 'my-object', body: 'secret data')

# Download and decrypt object
resp = client.get_object(bucket: 'my-bucket', key: 'my-object')
decrypted_data = resp.body.read

BB (V3)

require 'aws-sdk-s3'

# Create V3 encryption client with KMS
client = Aws::S3::EncryptionV3::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context,
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v3,
# Use the commitment policy (REQUIRE_ENCRYPT_REQUIRE_DECRYPT)
# This encrypts with key commitment and does not decrypt V2 objects
commitment_policy: :require_encrypt_require_decrypt

# Encrypt and upload object
client.put_object(bucket: 'my-bucket', key: 'my-object', body: 'secret data')
# Download and decrypt object

resp = client.get_object(bucket: 'my-bucket', key: 'my-object')
decrypted_data = resp.body.read

V3 BB ERE R commitment_policy 88, SHREA
:require_encrypt_require_decryptAEREASBAEMZFTYH K MERAFIRRASREME
AE&\AEMEZENYY , RMERENSWEINRE M,

put_object HIESRFFE, FIERLMBMINEHBRERFIREHRKRE,
H o 58 451

RERUEBEBBRAIMEMES |, UARE V2 B V3 BRHIE TE ANERER,
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ErEREDEERER

S3 MEZAFHmAAENBEFEER (BEMNBNENER ) FRERBETRNMVE : S3 WHF
RENFERIEBNETERD. REFENEESEPLENHIZINEFSREARREN AES
GCM,

FRERET (R

RIFFER , MEAFREENEZEPEERFHE S3UHNTHEEREEH, ERAZSBERARFINE
BHE, BRATERNBTRENRE Yt —ERE K MATEEEERANINESERDH,

require 'aws-sdk-s3'

# Create V3 encryption client with metadata storage (default)
client = Aws::S3::EncryptionV3::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context,
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v3_and_legacy,
commitment_policy: :require_encrypt_allow_decrypt,
envelope_location: :metadata # Explicitly set to metadata (this is the default)

# Encrypt and upload object
# Encryption metadata is stored in the object's metadata headers
client.put_object(bucket: 'my-bucket', key: 'my-object',6 body: 'secret data')

EATRERFEER , EASRAFEN AES GCM TEARMBHNER SR, T8 , #H
commitment_policy: :require_encrypt_allow_decrypt= B , RAMBZRNAZZN SH|A
#:require_encrypt_require_decrypt,

ES MR

HE  LUURENFRAFR , #NZPRENFHERR ETERNER S3 Wrd, #E V3 £H
ETRERR  NENENSRZE AES GCM HERAENRE , TRHFENANZ2M , BEENE
WEIE R

require 'aws-sdk-s3'
# Create V3 encryption client with instruction file storage

client = Aws::S3::EncryptionV3::Client.new(
kms_key_id: kms_key_id,

BmEZENBRERFHREBE V3 364



AWS B FI# Ruby #9 SDK e YN

key_wrap_schema: :kms_context,

content_encryption_schema: :aes_gcm_no_padding,

security_profile: :v3_and_legacy,

commitment_policy: :require_encrypt_allow_decrypt,

envelope_location: :instruction_file, # Store metadata in separate instruction file
instruction_file_suffix: '.instruction' # Optional: customize the suffix (default is
'.instruction')

)

# Encrypt and upload object
# Encryption metadata is stored in a separate object: 'my-object.instruction'
client.put_object(bucket: 'my-bucket', key: 'my-object', body: 'secret data')

# When retrieving the object, the client automatically reads the instruction file
resp = client.get_object(bucket: 'my-bucket', key: 'my-object')
decrypted_data = resp.body.read

£ Krenvelope_location: :instruction_file , MBZAF ISR ME S3 W#H :

1. MENERYHE (HlI0 my-object)
2. BEMBEHPRBERWIERER (Sl my-object.instruction)

instruction_file_suffix 28 URELEBTANESTERNEN. FEFREA .instruction,
M ERSERER L

- HEASBROAEATEERRET. HUMCYLEE  RANEPRENSEEVHBE,

- EREERBYHPRERND  ILFERNBFRENENFNH SR , FEAESERRET,
AR, ERETERFEEEEWE S3 UM (MENYHRAEESER)  mAE—E,

/A Warning
MRERTFBERREFEESETERAET (R2TR) , EAFRELERENR Fim H#
ERINERABRELEMBENREYS. FRARIENREL L, TRERERAERXN —
£
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