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2NN

1THY SDK £ 2 iR
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g2, BB A HTTP BEN A X, BERBER , F2H EAR Java B AWS SDK 2.x B AEIE
o
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- ABREARR

« SDK [

- SDK Ei 4l
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MREAER Eclipse IDE BN , BAILAEA AWS Toolkit for Eclipse$ BAR Java B AWS

SDK ##E ZIREH Eclipse BR , KBV BEAR Java B AWS SDK ER, T EHAEE
SIF E{E Lambda KB, BAEVFES#E Amazon EC2 #11T{E#RE. BE IAM FHAENZLEE. AWS
CloudFormation £ fREEES %,

MEZEHE , FHF2E AWS Toolkit for Eclipse A&,

B2 Android FERER

WMRIEE Android BIZAE , & Amazon Web Services 25 A Android BAZmITiER
SDK : Amplify Android (&A% Android ®JAWS Mobile SDK).

WAAREEFNIEF]EL K

EEMR WRTRHIEHE BARN Java 9 AWS SDK , G155 8 SDK IR EE M EZERK |
SDK By MR A fig 5o

BEER SDK B Java 2Z& X+

EAR Java By AWS SDK API 2Z %k SDK 1.x RIVGRFEZE. MREFEANEER 1.x , LAEEE
EFRSAREEEANRAHERFE SDK 2& 3,

2
W
&1

BENHHNREERERMEA Apache B Maven BET B, MRBEFRRE Maven , FATHI LK
Maven , RREA TIERREESE XK,

1. 1€ GitHub £ SDK REEMNRAEE L , HELZEEREEFEAM SDK MRA,

2. 1B zip ( KZBEFA , 2% Windows) B tar.gz(Linux, macOS = Unix) E#E , #& SDK THZ|
FHER.

3. BEEMBEEARKE 8%,

4. EwRIL  BEBEZLMBHENFNES  REWAUTRE,

mvn javadoc:javadoc

5. BB % , B LME aws-java-sdk/target/site/apidocs/B&HZRFELERN HTML X
.
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https://aws.amazon.com/eclipse/
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AEREMARE, RENER BRAR Java B AWS SDKRVHHEIE .

e

- A BWESFRRERE AWS R

- B8 A BEAR Java B AWS SDK

- FAEETE

« BRE AWS fREFEAB RN AWS [EiE TR

A WEAREE AWS IR
B

BRI AWS R R FRREAEN BAR Java B AWS SDK , FE T FIRA

o BAEBEHEA PRMAN AWS FEA OMLE AWS IAM Identity Center,

« 5 SDK 3REM IAM ABFAI HEAFFE AWS B ENERAERFIEN . B PowerUserAccess
AWS ZEHFRHBBNFIREUARERSHRARER,

- EATIIRENFHRRE
s DTHAFXRENLABEERESR !
« config BRI ESEE WHERFRERE AWS EiF,
« credentials EXREDERBFIEAERMATERREEN—TB5.
- Java HIEE R,
- Maven = Gradle FZEB8{L T &,
- ERAREXBNFHRESR
- (EH ,{BEE=FH ) IDE (ZANBERIIRKE ) , HIMW Intellid IDEA, Eclipse 3 NetBeans,

f5F IDE B |, It o LAES AWS T EHUFERERER AWS R, AWS Toolkit for IntelliJ F
AWS Toolkit for Eclipse2MELEH , AR Java B,

EARRE 3


https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://maven.apache.org/download.cgi
https://gradle.org/install/
https://www.jetbrains.com/idea/download/#section=windows
https://www.eclipse.org/ide/
https://netbeans.org/downloads/
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/A Important
I ERE B ER P VI8 B ER S RABM £ IAM Identity Center, IR EBFERBI R IAM
Identity Center BERASF DRME , F 7 BUAEESERAR Java By SDK TREAER,
EBELER , BRREAERIIEE ~/.aws/credentials &R,
MREN G REEEEHEEREAERHIEE ~/.aws/credentials BR , FRERER
EBA | [default]EREHMAITERMUREE B BIS SDK  AWS CLI,

AWS ZELA O #Eu5 9 & A ThBE

AWS ZEA O 2 EFE)E A IAM Identity Center B Web {Zi&, URL B4 d-
XXXXXXXXXX .awsapps.com/start=s your_subdomain.awsapps.com/starto

WMRIERFHE AWS FFEA O |, 55818 AWS SDKs Ml TE2E 15/ ™+ |IAM Identity Center & 75 5
HETENTR 1 PHIRFFEES. F2ERLSR 2, A EAR Java B AWS SDK 1.x T E ¥
HER 2 HiRH SDK BB ER EMREEN B BHEEEREAELR,

AREHRBREER

HAMBEBERMVARZEIHEY L  IEE AWS SDKsHl AWS Command Line Interface (CLI) A E
AEE. HAEEBERTUIEHZEE , EELETRERESEH SDK IENELRTE,

HREHMAconfigER
THgEGEREAconfigERNAR,

[default]
region=us-east-1
output=json

ERBEREN K FBEAGHEBTERE AWS BiE WHER . MEEXE config BRFEANE
HAHEE |, 5528 Amazon Web Services — 2% /M. WHBXjsonWREREERIGENEZ

o

BEAT PRSI REI config BR,

AWS 7ZERA O 48 35 B9 & A ThEE 4


https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html#idcGettingStarted
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html#idcGettingStarted
https://docs.aws.amazon.com/sdkref/latest/guide/settings-reference.html
https://aws.amazon.com/about-aws/global-infrastructure/regions_az/
https://docs.aws.amazon.com/general/latest/gr/rande.html#region-names-codes
https://docs.aws.amazon.com/general/latest/gr/rande.html#region-names-codes
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
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i E SDK Ky EmAF = A& H

BRI LUEBFE AWS A ORI FE AWS IRE §1 IAM At z#% |, SEREEE A TR KRR ERBIR
3 | LU{E SDK £,

FRABRREAERNRELRA M credential siERN T B

1. BV HFcredentialstiEx
2. 7E credentials BERAH 6 BAETHHEEZNEXF , BEFEE LEEPHNERFEAER AL,

[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

3. REEER, ERBEHE~/.aws/credential sEZFEREZNAKERRK L, NRKIEERER
ZHRTEE  HKEZTESEHAR Java B SDK EAM [FEER] HERE.
4. B A AWS FEA DML,

5. BERFHEANENEFEEEETNELIER , ®# AWS ERAOFUGER IAM BEEAE

a. SHEZETTINSR4I, EEIAMACERE , ACNEEERBRTFFIE. LACEE
& PowerUserAccess = Developer F& #,

b. #$HEIR7 , EMFREREEHEETLEN AWS BEAEREREE , ARERRA,

6. HERNBAEHEIENEBcredentialsiERSP , U BREMMLNREEERE, BN ER
FEZELUTAR -

[default]
aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token=IQoJb3JpZ21uX2IQoIb3IpZ21uX21QoIb3IpZ21uX2IQoIb3]IpZ21uX2IQoIb3IpZVERYLONC

~

fEfFcredential stEx

BRAR Java B SDK BEEVRBAFKKFINELHKEAER  XAREEFR, EHER ba PiE
B IAM BEREERERKEENEIK R, RREBEREA 12 M,

[REBEBHR A FEESRI4ET,

REHRERES 5


https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosignin.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
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% % Java FRIRT

EAR Java 9 AWS SDK V1 FE Java 7 JDK REFIRA , WX EFFHE Java LTS ( REIZE ) JDK
WA, WIREFERA 1.12.767 IRHNERRANFEZREH , BIRTLAFERA Java7 , BEINREFEH 1.12.768
MR EFRAWBEREY , BIEE Java 8, Maven P REFEFESY|HBEAR Java B SDK MR A,

EAR Java B9 AWS SDK 5B AR Oracle Java SE B E#H Open Java FEZEH (OpendDK) HI 2
TR |, 3 Amazon Corretto, Red Hat OpenJDK #1 Adoptium,

BB WA BEAR Java ;Y AWS SDK
SRR

HEEH BAR Java Y AWS SDK , &4 EEH :

- BUEBHAEAN PRHEN AWS FEA OMHHLE AWS IAM Identity Center,

- Java WEE R,

« EENAMAERcredential sSERPRENVRFEAER,

mENAREAERABEAR Java By SDK HIEREA , 52 the section called “E AL E ",
FREETEREEEAN Java By SDK MHEKMH ( E=)

EMEZEH Apache Maven T Gradle BREREEFER , LAFEUEAR Java B SDK FrFE#IAH#¢
M. FEFRANAERAELTE,

THILHEE SDK ( TEZE )

BMEBREERAZETERTFIRESRMN SDK, T , B LLTH SDK WFESLEE jar BIRFRA,

(@ Note
MEEBENATHMEEER SDK NWEF , F2R L EER SDK,

1. % https://sdk-for-java.amazonwebservices.com/latest/aws-java-sdk.zip : // TEEREH,

Z4# Java FRRE 6


https://central.sonatype.com/artifact/com.amazonaws/aws-java-sdk-bom
https://www.oracle.com/java/technologies/downloads/
https://aws.amazon.com/corretto
https://developers.redhat.com/products/openjdk/overview
https://adoptium.net/
https://sdk-for-java.amazonwebservices.com/latest/aws-java-sdk.zip
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2. TH SDK & , SAREIMEAHKE 8%,

RBEEHALETIIE&

- documentation- @& API X ( 77 Web £EETS : AR Java B AWS SDK APl 2&),
. 1lib- @& SDK .jar &=,
- samples- @& THEHHIRENE , REWMAFEA SDK,

« third-party/lib- BB EHFERANE=AEXE , 40 Apache B HEFEEC k. AspectJ
Spring 21,

EEMFH SDK, ### 1ib# third-party BN TERRHMEZZEERPHMEMY |, WAAHE G
K Java CLASSPATHUE{TIE B,

RRFEZEENR SDK ( TE= )

RERFBRWTE SDK A TEHM jar BXREH. FiB , B LIEA Apache Maven ( BIRRLA
%) BEEMNR SDK. Maven BEE—BFRP TRAAELENHEAKMYE, BENLE SDK, MERER
BAFIEEMHE A , 55 5H http://maven.apache.org/ : /o

1. IERZEELHRN GitHub BEE , #utA : EAR Java B AWS SDK (GitHub)s
2. BERESEEN SDK RAMmGHENEFER. fl01.6.10,

3. B—TTH 2IP &t , TEREEEA SDK IR,
4

KERAREERBERRLNEE, EFZRRL  EUAEABREREESRIATIEE , S
FERIEEEETER unzip 2AER.

ERIBERES , SEZEHBEBHE SDK IRH B &,
6. EATSWTRENLLE SDK ( FE Maven) :

o

mvn clean install -Dgpg.skip=true

EEW .jar ERAEE target B#,
. (ER) ERAUTHTRE API Z2EXH .

\'

mvn javadoc:javadoc

XHRER target/site/apidocs/B #&F,

MRFRE 7


https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/
http://maven.apache.org/
https://github.com/aws/aws-sdk-java
https://maven.apache.org/
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FHEEIE

FREETEGHRERE Java ERMWEHR, EEEREIETMMER , BRMRE MM HARERM
MEE T ERREFHAIT : Maven H Gradle, AT ERPFNMAFEHAELEETI EREEERMENE
AR Java B9 SDK #{K M.,

£
- FARERAZENRR Apache Maven
- FRASERZEENER Gradle

F A BAREHEE Apache Maven

A LAE A Apache Maven REEEMEE EARK Java 5 AWS SDK HXR |, & SDK &5,

(® Note

BB RE Maven TEERAATERHNIBEE &, MRERZE | FFiERN http://
maven.apache.org/ #1T F &M Z &,

B K Maven EH

HEEVER Maven B, FRBKHEE (w55 ) REALIIT

mvn -B archetype:generate \
-DarchetypeGroupId=org.apache.maven.archetypes \
-DgroupId=org.example.basicapp \
-DartifactId=myapp

# org.example.basicapp BRABARXNEZREHSEEM , 11 myapp BRAERNES (38
ERAERNEHEE) .

BIFTERR , A quickstart RERLEVERE X , ERFZERNERER. EEZTANE
B ; FHiE Maven FRHEUEE HERNFEREEE, B LUE -DarchetypeArtifactId 51 &%1E
El archetype:generate % , BEFEARSERE, flw .

mvn archetype:generate \
-DarchetypeGroupId=org.apache.maven.archetypes \

FRAREIER 8


https://maven.apache.org/
http://maven.apache.org/
http://maven.apache.org/
http://maven.apache.org/archetypes/maven-archetype-quickstart/
https://maven.apache.org/archetypes/index.html
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-DarchetypeArtifactId=maven-archetype-webapp \
-DgroupId=org.example.webapp \
-DartifactId=mywebapp

(® Note
Maven AFEEERHEEINREERNEZHEE.

#% SDK R E A Maven #fkiE

EEEER HAR Java W AWS SDK FfEf |, BEEEERMN pom. xml BERHPHHE S HHEMK
M. 1€ 1.9.0 ixF , BT E A &5 T s Z1E SDK,

EEE 5] SDK &1l

EEERER SDK 184 , FFEA Maven YRl AR Java B AWS SDK JFE (BOM) , iETEFRRE
EEMEEMEAMERRARN SDK , BFELEER.

EEFH BOM , 1% <dependencyManagement>ERF B EEAERM pom. xml R |, 8
aws-java-sdk-bomfi A& M |, WISELRBEFEHM SDK MRA :

<dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-bom</artifactId>
<version>1.11.1000</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>

EER Maven Central LI BHAR Java 9 AWS SDK BOM S FThRA |, &R ¢
https : //https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom, &t 7] LA
ERALEEREEMLEE (MKt ) 2HBOM B2 , B2 EERpon. xmlERM
<dependencies>E&H,

&

BREALRERAREXFEMAN SDK FERERIEE. ARECEE BOM RESFRBEMHFRA , i
U EEEESE TR R R

FEAREHREMNEE Apache Maven 9


https://maven.apache.org/guides/getting-started/
https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom
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<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-s3</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-dynamodb</artifactId>
</dependency>
</dependencies>

BHA A2 AWS BEXIBESI B |, U THRERANIETE NEKYE AWS k%, F2RSEREE S
TH POM 1EXR, filan , REH AWS S3 IREHAHMKMERER | F2E GitHub LW ZEEHl, (&
& ljava/example_code/s3 K pom).

AP SDK #&#l
MREEBRNBERBEHMABMKYE , FTEMER BOM 5% , RFpom. xmlEERE PES

<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk</artifactId>
<version>1.11.1000</version>
</dependency>
</dependencies>

o
<t

=X

HE®% , B LER Maven Bpackagem T EBEEZER

ﬁllll

mvn package

IEHETE target BB EVIEW 0jar BE
£ Maven & SDK

& A LAE A Apache Maven fERIRZEE SDK, & EZEBM , 551¢E GitHub T 5 SDK 215 , FE AR
BiE , AREITT S Maven i

mvn clean install

FEAREHREMNEE Apache Maven 10


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetAcl.java
https://github.com/aws/aws-sdk-java
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fE B R B EHHEE Gradle

EZEEE Gradle EXH SDK ABM 1 |, 5545 B9 Maven BOM [E A EHAR Java B AWS SDK FEARER
B build.gradle X,

(® Note

ETHEHF , SEERERPH 1.12.529 RKABRHN A BRAR Java By AWS SDK, #
Maven FRE#FEFFHEIRA,

Gradle 4.6 L EFIRAHERETE

B Gradle 4.6 A | A LAEA Gradle tiER POM X&EIhaE |, FiBE & ¥ BOM RV EREAY
FEE (BOM) E=R,

1. MREMEA Gradle 5.0 HEFHIRAE , FHELR 2, BH| , 55 settings.gradle EREHPHA
IMPROVED_POM_SUPPORT &€,

enableFeaturePreview( ' IMPROVED_POM_SUPPORT')

2. 1% BOM #EEEAERNbuild. gradlefERMNEKMEER,

dependencies {
implementation platform('com.amazonaws:aws-java-sdk-bom:1.12.529")

// Declare individual SDK dependencies without version

}

3. I8EE1E dependencies (1B tt) B AR EMHEHE, Sl , AT 2E Amazon Simple
Storage Service () B K %£Amazon S3,

dependencies {
implementation platform('com.amazonaws:aws-java-sdk-bom:1.12.529"')
implementation 'com.amazonaws:aws-java-sdk-s3'

FEREBEAZENHEE Gradle 11


https://gradle.com/
https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom/latest
https://docs.gradle.org/4.6/release-notes.html#bom-import
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Gradle £/ BOM WEF , BBIET SRR EH AR ERRA,

LTREsHMAMNTEDbuild. gradletE R 6] Amazon S3,

group 'aws.test'
version '1l.0-SNAPSHOT'

apply plugin: 'java'
sourceCompatibility = 1.8

repositories {
mavenCentral()

}

dependencies {
implementation platform('com.amazonaws:aws-java-sdk-bom:1.12.529"')
implementation 'com.amazonaws:aws-java-sdk-s3'

}

@ Note

£ E— R |, & HAEMKEERNR Amazon S3 REKEERPEAMN AWS FRIFHIMHE 1,
B EAR Java By AWS SDK BOM EERER ( H#KtE ) E5/%E Maven P REFE L,

4.6 28l Gradle IRAWERRTE

4.6 ZHIHY Gradle lRARD F4E BOM X &, EEEEERMN BAR Java B AWS SDK M4k |
£/ Spring for Gradle FY B EE /M # 2N RE A SDK B9 Maven BOM,

3

1. AR EERNABEXHNEEZLAENM build. gradle BH,

buildscript {
repositories {
mavenCentral()
}
dependencies {

classpath "io.spring.gradle:dependency-management-plugin:1.0.9.RELEASE"
}

FEREBEAZENHEE Gradle 12


https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom/latest
https://github.com/spring-gradle-plugins/dependency-management-plugin
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apply plugin: "io.spring.dependency-management"

2. #7118 BOM ZI#ERM dependencyManagement [EER,

dependencyManagement {
imports {
mavenBom 'com.amazonaws:aws-java-sdk-bom:1.12.529'

}

3. HEMLSEMMMEERPEMAR SDK #ill, Hlan , A TRABEE Amazon ST IE,

dependencies {
compile 'com.amazonaws:aws-java-sdk-s3'

Gradle €#£F BOM W& , BBIFETERBEH AR ERRA,

LTREEHMRMNTEbuild. gradlef R &% Amazon S3.

group 'aws.test'
version '1.0'

apply plugin: 'java'
sourceCompatibility = 1.8

repositories {
mavenCentral()

buildscript {
repositories {
mavenCentral()
}
dependencies {
classpath "io.spring.gradle:dependency-management-plugin:1.0.9.RELEASE"
}

apply plugin: "io.spring.dependency-management"

FEREBEAZENHEE Gradle 13
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dependencyManagement {
imports {
mavenBom 'com.amazonaws:aws-java-sdk-bom:1.12.529'
}
}

dependencies {
compile 'com.amazonaws:aws-java-sdk-s3'
testCompile group: 'junit', name: 'junit', version: '4.11'

}

® Note

£ EIREHIF | & HAEMKMEER Amazon S3 BIZASEERFFEAMN AWS RGN, B &
AR Java 9 AWS SDK BOM EEMEE ( KM ) &E Maven PFREFEFEL,

0/ BOM 57 SDK ARk IR SEMMET | HBBIIEE Apache Maven £/ SDK.

RE AWS EREFE KB AWS B S TH R

BEEA ERIMEAXEN RE BAR Java B AWS SDK , BAERM AWS EREAER., AWS
SDKs # CLIs ARt EREFZTRNVES K AWS REZAER  SRERR/EAZERESHM
A AWS fHEERE R,

AFHEEMEH ARMERERBERNTE AWS BEZAESHNEARE BEAR Java B AWS SDK,
MBRBEEREZAERLE EC2 BiITEBAFER , REMEAFEMA Eclipse IDE #17HE% K TR ASE
THIERE :

- fEF EC2 BT , FFEN IAM A6 , REZZF EC2 HTEBERZAR® , WfEA IAM AERTF
AWS &RH1FZEHE Amazon EC2H R R,

« f£f £ Eclipse FEXE AWS ZEAERAWS Toolkit for Eclipse, IEFMET , FSBAWS Toolkit
for Eclipse { £EA &) FHRE AWS BAEH,

REERBEAER
B LGER EAR Java B AWS SDK 2B A AKRE NRKEAER  BUTREZRENTE
c EAMRBNBEABRHREREPRERET AWS EAEHR | R :

TREAERN R 14


https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom/latest
https://aws.amazon.com/eclipse/
https://docs.aws.amazon.com/toolkit-for-eclipse/v1/user-guide/
https://docs.aws.amazon.com/toolkit-for-eclipse/v1/user-guide/
https://docs.aws.amazon.com/toolkit-for-eclipse/v1/user-guide/setup-credentials.html
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« ~/.aws/credentialsfE Linux. macOS = Unix

« Windows E£HJ C:\Users\USERNAME\ . aws\credentials

WMEMNAESEREAERNRE , 52 R AIE™Mthe section called “587E SDK K i & A & £"H
B o
« EXTE AWS_ACCESS_KEY_IDAWS_SECRET_ACCESS_KEY, #1 AWS_SESSION_TOKENIRIZEZH,

ZE7 Linux, macOS = Unix LEEEELEE  BEH -

export AWS_ACCESS_KEY_ID=your_access_key_id
export AWS_SECRET_ACCESS_KEY=your_secret_access_key
export AWS_SESSION_TOKEN=your_session_token

EEE Windows LEREELEE , BFEA -

set AWS_ACCESS_KEY_ID=your_access_key_id
set AWS_SECRET_ACCESS_KEY=your_secret_access_key
set AWS_SESSION_TOKEN=your_session_token

- WK EC2 #1TERE , FBEE IAM ACRRBIRMHEN EC2 HITEEFZEEAZA®, NWELEHE
FRMFEMETR , 528 (Linux B11T{E%8 Amazon EC2 A EIER) FHEAR W 1AM A&
Amazon EC2,

FREBLSEC —FRE AWS [RREAERE , SEAFER BAR Java B9 AWS SDK EAERHEH

EREEHEARKEAER ., MFE Java BAEXPER AWS BAERNFEER , F2RES

AWS BAEH

EHEIE IMDS B2 AEH

ERE ﬂHﬁH#FEJ:%ﬂ YTES1 98258 BHAR Java B AWS SDK FiZIZMA EFHEE IMDS
B ZHRFEEHERBRBEEAER , WBREARZEER IMDS FERH AWS ATAMHKE

\

w

1. // Refresh credentials using a background thread, automatically every minute. This
will log an error if IMDS is down during

2. // a refresh, but your service calls will continue using the cached credentials
until the credentials are refreshed

3. // again one minute later.

4,

5. InstanceProfileCredentialsProvider credentials =

EFEE IMDS BAEH


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
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InstanceProfileCredentialsProvider.createAsyncRefreshingProvider(true);

6

7.

8. AmazonS3Client.buildex()

9. .withCredentials(credentials)
10. .build();

12. // This is new: When you are done with the credentials provider, you must close it
to release the background thread.
13. credentials.close();

RE AWS [

BEZERE AR EA AWS [E1F 7H AWS IRIEEVFERRE EA M Java B9 AWS SDK, Z%Tzé Bx
ERRRRMEE  BREHEBNELRIAR (HENEF) VEE, NESERENEDEE 6 B8
{ Amazon Web Services —fix2 %) iy |[EEMiwE,

(® Note
MREKBINES , BIFERSER us-east-1,

R LMERBEOAERITRREZEAER , IEREEN TR AWS B :

« EAHARKHVBERERFPERE AWS B AWS |, LR :
« Linux, macOS = Unix & ~/.aws/config
« Windows E£H# C : \Users\USERNAME\.aws\config

LEREZEE T IHEATT

+

[default]
region = your_aws_region

+

IR EMN AWS B8 (20, Tus-east-1. ) HRA your_aws_region,

- R AWS_REGION IRIZEE,

1 Linux. macOS = Unix £ , EF

RE AWS B 16


https://docs.aws.amazon.com/general/latest/gr/rande.html
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export AWS_REGION=your_aws_region

£ Windows L , £

set AWS_REGION=your_aws_region

H i your_aws_region 2FTER AWS [EiF B,

FRE AWS [E15 17



BRAR Java B9 AWS SDK 1.x 1.x R ABER

FEA BAR Java B AWS SDK

AERMHER #TEXRTNEE—KRENA BEAR Java B9 AWS SDK |, BRRETREEE SDK 5
WA R,

MERBIFENENRGTEAMES ( HlI0 Amazon S3 Amazon SWFZ ) Amazon EC2 ,
AR Java B9 AWS SDK 2= 5l

3
¢
&n
=

FE

- £ AWS RBNSEER BARN Java B AWS SDK
- EVRBRAF K

- RHERREAERS BAR Java B AWS SDK
- AWS @i EE

. BIARR RIS

B EEZ s

. 508 AR Java 9 AWS SDK &

- BB

- FEUEFIBER

« iXXE DNS £BEMHR JVM TTL

o A BVIEE BARM Java B AWS SDK

A AWS AENREER BARN Java B AWS SDK

TIREEHAHBIGERER R AWS EREX KB EEIFFE BAR Java B AWS SDK,
ERBHERKEER.

S3

% ResetExceptions

B8 Amazon S3 SRR (BB AmazonS3FA F iR TransferManager) #¥4 LEE &, &7
REEEIERERIREEE, RIBHEFR , BARN Java i1 AWS SDK ERERA XM ER , HER
EERRBAELCHASRR  AREEHZINERE,

A AWS BAIEMREER BARM Java B AWS SDK 18
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MRERFIERCNER , AREHASERETREREX A ESERBE ResetExceptions

REE®
EMNESCEAXERCNERRENSER.

B % ResetException BRI S5 E R A B3R FilelnputStream RIBHE R , T BAR Java 9
AWS SDK ATUREIELE R , MTEZRAELMERRH.

MRBFRARZ FilelnputStream , BREEZEERLMEER , B LIEA RequestClientOptions
setReadlLimitM 5 AR EELRE, HERES 128 KB, #SEEREIEREA KA BFRANY —1E
fI7ehE , AT LA T SE4biE 2 ResetExceptions

Bl | REFMTAMAN BB 100 , 000 BT , BIBMBRHZES 100 , 001 (1
1) BT, BEEMER — AR 100 , 000 BULTARELHLTE, FEE , ETHIERE
£ R TN P O AL TR

2 M AR5 A F i

& E @ BHEER Amazon Web Services , A BXBIYRERAF w4, BENSAXNE2ER REAF
WERERR,

=8 AWS R #E —ERENE , PSSR AP FESEEEN S L, FlE0 , DynamoDB #Y AR
REE A AmazonDynamoDBClient, SEREAEANBELENAFREESS , TARERRERAEN
B, WAFREBREA DynamoDB & A& AmazonDynamoDBClientBuilders

MISAFiRZERR

HENSRAFREZBRNATEE A FEAFEEMSE standard , MTHIEHIFR.

AmazonDynamoDBClientBuilder builder = AmazonDynamoDBClientBuilder.standard();

BEEERR LU ERESR API PERAFZRIBHRER KRBT AP RN B, flw , ErILER
ERTEREMBITEABRERE , MTAR.

AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.withCredentials(new ProfileCredentialsProvider("myProfile"))
.build();

B R A F i 19


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ResetException.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ResetException.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/FileInputStream.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/FileInputStream.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/RequestClientOptions.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ResetException.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/dynamodbv2/AmazonDynamoDBClient.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDBClientBuilder.html
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® Note

MBWithXXXW 5 EZEEE builder ¥ , SMEER AT EBE S EFWUNAEER , WEEE
SZENEIR., RELENEMERE BN build FEREIAFK. BYAFHE ,
AFIRRAEN , MY setRegions I setEndpoint & kB,

BESFTURVERMEABHNZEAF K. ECREEAENR K FITRERRETEN , BTRe
BATHE

TIRENBERAZERMARFiRAITERE K.

public class DynamoDBClientFactory {
private final AmazonDynamoDBClientBuilder builder =
AmazonDynamoDBClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.withCredentials(new ProfileCredentialsProvider("myProfile"));

public AmazonDynamoDB createClient() {
return builder.build();
}

BBt E L ClientConfiguration 1 RequestMetricCollector BIRIGERERS , LK
RequestHandler2 B9 BET B E,

UTRERABUREBMEN TR,

AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.withCredentials(new ProfileCredentialsProvider("myProfile"))
.withClientConfiguration(new ClientConfiguration().withRequestTimeout(5000))
.withMetricsCollector(new MyCustomMetricsCollector())
.withRequestHandlers(new MyCustomRequestHandler(), new

MyOtherCustomRequestHandler)

.build();

B 3EED H Fin

FBEKRE BRAM Java B AWS SDK #HEIEL ( HIEEFL ) AP (BRIL Amazon S3) , BERH
HEHENIFESAFREES,
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/metrics/RequestMetricCollector.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/handlers/RequestHandler2.html
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{5 A 7E5% ExecutorService 1 3E[EZF DynamoDB A F i

AmazonDynamoDBAsync ddbAsync = AmazonDynamoDBAsyncClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.withCredentials(new ProfileCredentialsProvider("myProfile"))
.build();

BRTRY (REH ) AFmRRESRIENHERREZI  FRFAFIRATRERELR
ExecutorFactory REFEIER L FinEAK ExecutorService . ExecutorFactory AN
m , HtEE Java 8 lambda RiEX MG EZSEZEHE,

ER BRI MITREM RS A F i

AmazonDynamoDBAsync ddbAsync = AmazonDynamoDBAsyncClientBuilder.standard()
.withExecutorFactory(() -> Executors.newFixedThreadPool(10))
.build();

£ A DefaultClient

REMERLSAFREERBES —EEA RS EdefaultClient, WA EEEARRERE
HRBEAZAERN  UEREBEYRERAFis AWS Eifl, MREEZREEARANITHREHE
EAEREESE , BIY defaultClient MFFILRER, MFBMMHETAWS EAE RN EHFHAE
7, 2EEREABRNMAWS B iEE,

B FERRARTS A P i

AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

A FEim4dniEBHE

REBEATHNRBAFPREIATHEZEN , ATESRENE  CEXBCMRARENNH. SERAF
mHAECHERERER, ETEAFTEAFPRUBRERRIRE , FH5 AR,

ZEZPEBAAFR , BT shutdownF i, Bl #shutdown , EBHFIERAFIRER , BRAF
iR iEEE A,

B3R A i

AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();
ddb.shutdown();

£ F DefaultClient o1


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/client/builder/ExecutorFactory.html
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// Client is now unusable

REEREAERS BARK Java B9 AWS SDK

ZE [ R HEFER Amazon Web Services , 4 ER# AWS ZEMEAER BARK Java B AWS
SDK , & =W REEFEH, BUHEAUTER :

- EREREAERHEERE (BF).
- FRABENBEABNERERHESEES FRIEACHEE).
- EEXABTETRARREAER.

EAEREAE AR ERE

ERNBRICFNRERFimm A RHEMSI B |, BARK Java B AWS SDK S EHFEH
DefaultAWSCredentialsProviderChain | BN FEREAEREEEHEERSHBEREAER, &
REANENMEEEESEMRUTIEFSREAER

1. IRIZEEH -AWS_ACCESS_KEY_ID, AWS_SECRET_KEYE{ AWS_SECRET_ACCESS_KEY , &
AWS_SESSION_TOKEN, iEAR Java B9 AWS SDK f#F EnvironmentVariableCredentialsProvider
HRHAEBLEEAES,

2. Java R BM-aws.accessKeyId, aws.secretKey ({EF R aws.secretAccessKey) #
aws.sessionToken, ERAR Java B AWS SDK £ SystemPropertiesCredentialsProvider
ANELEEAER,

3. REREREEM Web Identity Token ZEAEH,

4. EERBEAEHEREE - BEMRA ~/.aws/credentials ( BEAFANNERETRRE ) , YHFZ
AWS SDKs 1 & AWS CLI, EAR Java 5 AWS SDK £ ProfileCredentialsProvider #{ A&
LEAER,

AT LMEA 1B Maws configure@ S REBVUEAERER AWS CLI , RFEAX FiRESHmERE
RRBUBAERER, IFBRAENEREXNENR , F2HEAWS B AERMEREN,

5. GNRAWS_CONTAINER_CREDENTIALS_RELATIVE_URIZRERIEEE , £ Amazon ECS HAH
Amazon ECS A288%F. BAR Java B9 AWS SDK fEF ContainerCredentialsProvider & A &L
BAER,. BULIEEER IP i,

6. HITERFEAEEAESR - BN EC2 #1TE® , ¥iEIB Amazon EC2 FEER REEE. BEAR
Java B9 AWS SDK fE InstanceProfileCredentialsProvider B AE X AER ., BALIBELEDN
IP 3k,
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/DefaultAWSCredentialsProviderChain.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/EnvironmentVariableCredentialsProvider.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/SystemPropertiesCredentialsProvider.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/profile/ProfileCredentialsProvider.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/ContainerCredentialsProvider.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/InstanceProfileCredentialsProvider.html
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® Note

HA7EAWS_CONTAINER_CREDENTIALS RELATIVE URIKERE B , T2 AHITEEE
BREEAER., MEFMENR , 2B EC2ContainerCredentialsProviderWrapper,

REEBBAEH

BERAER AWS BREAER , EM4AZORERE LRER—@EVE, MEREZEAEFIAIEE
&, F2ETIEE .

- FEERENEREAEHREERERTIEEEAER , F2H the section called “REMHEAE
o
BERE Java RIEBE , F2HRE R Java HERERUN REBEHBRE.

s EEEEC2HITEBHPREMNEAYMTEBERAEZEAER K F2EEH IAM AR T AWS ER
# 2B Amazon EC2,

REBRBEABERRER

RIETERR , EAR Java B AWS SDK SfEAFERNRERE , ERAETUBIREABERERIE
RYEREAE .

ZAILAER AWS RERRIESEIREE SDK BANRER,
f5lgn , £ Linux, macOS =% Unix E#ITT AT , FEREREEZES myProfile,

export AWS_PROFILE="myProfile"

£ Windows Lt , #&&#EAT5EER,

set AWS_PROFILE="myProfile"

EXEAWS_PROFILERBZEE ST EFMBE S ZEN AWS SDKsHITE ( @1F AWS CLI 1 AWS
Tools for Windows PowerShell) BB AEREH A, EEEEE Java BAEINERERE , &7
Llaws .profiletl A KB,

EAEREAERRERER 23


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/EC2ContainerCredentialsProviderWrapper.html
http://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html

BRAR Java B9 AWS SDK 1.x 1.x R ABER

® Note
RESHEEENREEM.

REERBAEHERLE

CSEHEHRERBAEHERMAE HAR Java B AWS SDK A AWS BEEEZEAER, 7B , Buabl
5% AWS_CREDENTIAL_PROFILES_FILEIREESEREEEAERNERNTERRE , RiEENE

ERILAE R AR TR 2 E BAR Java Y AWS SDK SERBEABRERNVE (H ZZEI A
RELEH )., HE , CHUALUEFAEIRRREPRERELY , RARCERAELETEEIRET
ERERE,

EEBRAREABRERNVE

« #8AWS_CREDENTIAL_PROFILES FILERIEBESEHRES AWS RAEHERNE
« 7£ Linux. macOS = Unix £t , #/H :

export AWS_CREDENTIAL_PROFILES_FILE=path/to/credentials_file

« 1£ Windows Lt , £ :

set AWS_CREDENTIAL_PROFILES_FILE=path/to/credentials_file

Credentials X=X

EEAEENESRETNER , ENEABREREEETIEERRKK,

[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

[profile2]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

EAEREAERRERER 24
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3]

REBEBEFERTIEE (B0 [default]) , BREZREENATRERNY , URSIBEEEX
RR. BALME credentials ERPEZERER , £ FHERHmBEaws configure --
profile PROFILE_NAME |, BLEENEREMRER,

Ba L s E ML , B0 metadata_service_timeout. #
metadata_service_num_attempts, ELEEFEB CLI FRE - MREELEFHER , BXEFH
mEER, NEHEEERAETABRCNGFMEENR , 52K AWS Command Line Interface { £ &
B FHIERE AWS Command Line Interface o

BABEAER
EERERREABNR  KERBEHSEAARBEABNEHREREREAEMN.

BRERM , LU BTERY AWS BRF AFR , MAARREABRIGRER W TR,

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.build();

BEBABRRHEENRMHEERE
EANERASRRES  HERERBAGHEE EETENEAGRLEE,

BA B AERIRHESRHEEENHTEBREGAFREERS K XEEREKEA
AWSCredentialsProvider N"HA# A, Ty EHIRPMNMEEERREZAER,

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new EnvironmentVariableCredentialsProvider())
.build();

3
¢
8

WZE EAM Java B9 AWS SDKFFIRIEE A B RHREHEMBHEHNTREBE |
AWSCredentialsProvider F I FFE 2 MNE/ELE I,

® Note

Ba L AL EA , BBEHAEEAWSCredentialsProvider REMEAEREME |, g
AWSCredentialsProviderChain 35| #3575 , REHEBINEAERRHEERREMHEERE,

EEBABRREMAENREHRER
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REEEREEAER

MRARBFAERHEIBELEFTRAEFREERTEARNENERNS , BUURERREHRNEA
¥, MRECHER HEREEAER AWS STS , FEALLA EZEEZAERLET AWS FHL,

1. #17T{EE8 L BasicSessionCredentials 85 , Wik AWS BHEREHFAMNERNEFEIRESE. AWS FA
RE WM AWS TEBERZS,

2. fEA AWSCredentials ¥ # 3 AWSStaticCredentialsProvider,
3. £ AWSStaticCredentialsProvider SRERAFIREEHIEEHF ik,

THIR g6l

BasicSessionCredentials awsCreds = new BasicSessionCredentials("access_key_id",
"secret_key_id", "session_token");
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new AWSStaticCredentialsProvider(awsCreds))
.build();

Al E

o X AWS FEIM IAM FRE
« BRTERRBEEN AWS EAER N E
- A IAM £8FF £ AWS BRI FZEE Amazon EC2

AWS [Ei 1ZHE

B RIEFE AWS BERURSEREERNRE. EHNEEARBENENTEBARAERIE
MENEREFRMEMRIHNT , BREA.

W & 35 AP Y BR S AT A A

EEEEREAWS i REUEEEFFER , fELEFANEE EFEH
isServiceSupportediit,

Region.getRegion(Regions.US_WEST_2)
.isServiceSupported(AmazonDynamoDB.ENDPOINT_PREFIX);
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/BasicSessionCredentials.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/AWSStaticCredentialsProvider.html
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A2RALUUEEEENESRERN G , XEA RN ERFEETER, SERBH R FEHS
ERBEAEPER, Hla , DynamoDB W% EFH 2 AmazonDynamoDB FEZ,

BE R

% 1.4 xBE EAM Java ) AWS SDK , LA LEEREER , AREASHDHALEEEEN K
. eEETEERY K F2EEEEERH.

HERERERE  BERLEAESIR, ERAMALRTHEENSIE, FERIBREVEREHMN
RAFim , FBEATIEXR,

AmazonEC2 ec2 = AmazonEC2ClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.build();

WMREEHAFEANERFTERegionssIEH , BRI UEARKESE BN FRRREET.

AmazonEC2 ec2 = AmazonEC2ClientBuilder.standard()
.withRegion("{region_api_default}")
.build();

(® Note
ERRZERZERFRR  ERTTEN A MARSEEEE, MREAWS EE $HHEARL
RBERZE  CRZIBEYZERAF iR , SEERSE—1E,

BN E R

=l AWS AEIRSTUREBEREYAF MW withEndpointConfigurationk ik , LAEH
B33 BV 4 E dm B o

fltn , FEELE Amazon S3 AFIRFERABN ( EHE ) BE , FEATIEXE.

AmazonS3 s3 = AmazonS3ClientBuilder.standard()
.withEndpointConfiguration(new EndpointConfiguration(
"https://s3.eu-west-1.amazonaws.com",
"eu-west-1"))
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/regions/Regions.html
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.withCredentials(CREDENTIALS_PROVIDER)
.build();

WFEMRE AWS RBH B EEFEREHE RS  F2EEFHMRI.

ERE BB R

/A Important

AEEBARERFAFREBEEEFE AWS services, EAAFRERHE AWS BEVHWAF i
TE2EERIREYEESE K m2FEHAER SDK &l (USEast1).

g3 Amazon EC2 = Lambda L#TH , LAREBERAFRZEAERAEEXNBATHENEEE
B, EERENEARERITRE I  tERZKEAERXNEINZAES , UREEERRE R
-

R AERARAFIREESR , & SDK BREAEGEABHITAENESE,

EEFAERNEAENEFGHEERERRREYEES K BAERARAFREESRN
defaultClient A%,

AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

EHEFEA standard®# #HEbuild,

AmazonEC2 ec2 = AmazonEC2ClientBuilder.standard()
.build();

MBEREER withRegionF A BRBEES  MEEASEHEREDEMEE  LEHDWE
BEANES.

AR B FE & R
UTRESE#ARER :

1. EREBESAH LA withRegionsl setRegion FREMEM AR EEE SR T MEMESE,
2. & AWS_REGION FRIREH ., MRARTE K SEAREIRFRERFiK,
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https://docs.aws.amazon.com/general/latest/gr/rande.html

BRAR Java B9 AWS SDK 1.x 1.x R ABER

® Note
WIRIBE A Lambda B8R E.

3. SDK & AWS HABEEER (BEMRK ~/.aws/config). R region BHRFE , HREH
BFUEH,

« AWS_CONFIG_FILE RFEH A AR BT HAERENE,
« AWS_PROFILE IRiEEE Haws.profileRHBHE AR EE] SDK AR ERE,

4. SDK 8 A Amazon EC2 #4T{E B8 AP #E & Rl AR 75 3R 1 B 51 ¥4 1T Amazon EC2 #i1T{ERRMN
EiH,

5. MRAREHEERRKHRNIKFIEE , AFREIEAK , WHRBIAMRR.

FE AWS EREAK K BERNSEREAHAERBER (WEAREREAERREHEREPIR ) K
REAMEABNES , WHE AWS EfRE EMTREBERRESRMAEERYEER, E7AE-HL
RAFREV I RENEAREXRIETEN,

BISAAR 5L BE

THE BRAR Java B AWS SDK #HAISAMR R B XMEE , WRER SDK EESmERAENEMH
EE, UTEHRARBEHASBENTEFIMRES , SR A EREEELMR R,

AT BERRBRENGISNAARR 2

ARELFRER , BARM Java B9 AWS SDK FERAZTRE ( ARZKE ) BISAARR , mF 22EEFI5A
AR

« RTERRABRASEATRENRGHGMABEENER , MIERGHGMAREEREFHFINMER (R
SEABBRITR)
- RTEEARERARXFEREF IR E T REEBE

—iRmE  EREIGRRENRELTEFRY , EERERAEXBRAETEMMEBERT.

MEERACAENRABEARRNFEES , F2H -

- ARERNHIARR - FH
- EREHNARREEE
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http://docs.oracle.com/javase/tutorial/essential/exceptions/runtime.html
http://www.artima.com/intv/handcuffs2.html
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« Java BRI RIER (ATRREERENEE )

AmazonServiceException (F1F & 5l)

AmazonServiceException A REBFNRE RGN BARK Java B9 AWS SDK, BLBIAAARR
RERE BYSEEREE AWS BREE. fIH, MREEEH L FFEL Amazon EC2 UT{EE , EC2 &
ESEEREME |, MZEBREEN A HERABE T EEANazonServiceExceptionBHK ., EX
SR T , €8 AmazonServiceException B FEEBILAZERZ A B3EB catch B FE R 12 H
HERERERE,

BB %) BfAmazonServiceException , BAEEWERERINEIEE , AWS R BEERINE
B, ERERHABRRSHFTINER  NERARKIHLEE,

AmazonServiceException AZBHENR |, Hli0 :

« &R HTTP ARRERS

- EEA AWS §EERTE

- REZBRBVFEERAS
« AWS KHEERIIFER ID

AmazonServiceException Lt EBEEBEAMBREFUENIER (EBIEEENBER ) ERHR
AWS FR#E ( REPARIEERESR ) B
AmazonClientException

AmazonClientException #EHHEEHBEFERE REHAZTEER |, Java AWS AFRERNBAZRE
B AWS, AmazonClientException BHE Lt EE&EAmazonServiceException , WiEHEE
P REEY AWS RBETREFUNETE[E, flm , ELEAFWUHE A —ER SR LN B4E
’F , AmazonClientException RSB AMWMKELR , & BARM Java i AWS SDK #H .

3|E|_.| *ETHXE

B AER RS HIER L 77 ERFU AWS FRH EHVIRE, B ESHHENBTHEYNT , EFAF
mREIRBHEE, ERSHFEESNENEDR , SRR REFURNTHE K EFSELE.

HRFRLSHFESEETAEEZRER  SFE— A EECEEFTFINEEE, BAR Java Py
AWS SDK ZEMES I | KRRV HFEFE 5 *,
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http://radio-weblogs.com/0122027/stories/2003/04/01/JavasCheckedExceptionsWereAMistake.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/AmazonServiceException.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/AmazonClientException.html
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Java KK
HHERL FEE BAR Java B AWS SDK ERIARYH , HFEBERKEFSBRIENER,

WO FutureisDone()753% , MEERBREACRHELEN 4. ECRERBMER , LR LUEB Y
Futureget() SIS EEN ., LR ERLEFIERMAERTRENER  ARENEARER
SREREHMER,

LT R Lambda ERBHIIER S REEH | HUWFuture A LARH InvokeResult Y14 . RETHE
isDone()A 2# , T2 InvokeResult¥Htrue,

import com.amazonaws.services.lambda.AWSLambdaAsyncClient;
import com.amazonaws.services.lambda.model.InvokeRequest;
import com.amazonaws.services.lambda.model.InvokeResult;
import java.nio.ByteBuffer;

import java.util.concurrent.Future;

import java.util.concurrent.ExecutionException;

public class InvokeLambdaFunctionAsync
{
public static void main(String[] args)
{
String function_name = "HelloFunction";
String function_input = "{\"who\":\"SDK for Java\"}";

AWSLambdaAsync lambda = AWSLambdaAsyncClientBuilder.defaultClient();

InvokeRequest req = new InvokeRequest()
.withFunctionName(function_name)
.withPayload(ByteBuffer.wrap(function_input.getBytes()));

Future<InvokeResult> future_res = lambda.invokeAsync(req);

System.out.print("Waiting for future");

while (future_res.isDone() == false) {
System.out.print(".");
try {

Thread.sleep(1000);

}

catch (InterruptedException e) {
System.err.println("\nThread.sleep() was interrupted!");
System.exit(1);
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https://docs.oracle.com/javase/8/docs/api/index.html?java/util/concurrent/Future.html
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try {
InvokeResult res = future_res.get();
if (res.getStatusCode() == 200) {
System.out.println("\nLambda function returned:");
ByteBuffer response_payload = res.getPayload();
System.out.println(new String(response_payload.array()));

}
else {
System.out.format("Received a non-0K response from {AWS}: %d\n",
res.getStatusCode());
}

}

catch (InterruptedException | ExecutionException e) {
System.err.println(e.getMessage());
System.exit(1l);

System.exit(0);

SEEL EF

BRT A Java Future Y REZIIRSHEROMREZS , BHEHEREHETELEESE
FAsyncHandler RERERl, AsyncHandleri2MEMWN 5%  BURAERNTERAFR

onSuccessfl onError,

EFAELFENTERRERECET®AFutureYt , AR 7T HEFBRMABETR. HRi , BHEXT
AL EIRASE T —EES , WIREEERABREMH T ERNSENIENEEER,

import com.amazonaws.services.lambda.AWSLambdaAsync;

import com.amazonaws.services.lambda.AWSLambdaAsyncClientBuilder;
import com.amazonaws.services.lambda.model.InvokeRequest;

import com.amazonaws.services.lambda.model.InvokeResult;

import com.amazonaws.handlers.AsyncHandler;

import java.nio.ByteBuffer;

import java.util.concurrent.Future;

public class InvokeLambdaFunctionCallback
{
private class AsyncLambdaHandler implements AsyncHandler<InvokeRequest,
InvokeResult>
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{
public void onSuccess(InvokeRequest req, InvokeResult res) {
System.out.println("\nLambda function returned:");
ByteBuffer response_payload = res.getPayload();
System.out.println(new String(response_payload.array()));
System.exit(Q);
}
public void onError(Exception e) {
System.out.println(e.getMessage());
System.exit(1);
}
}

public static void main(String[] args)
{
String function_name = "HelloFunction";
String function_input = "{\"who\":\"SDK for Java\"}";

AWSLambdaAsync lambda = AWSLambdaAsyncClientBuilder.defaultClient();

InvokeRequest req = new InvokeRequest()
.withFunctionName(function_name)
.withPayload(ByteBuffer.wrap(function_input.getBytes()));

Future<InvokeResult> future_res = lambda.invokeAsync(req, new
AsyncLambdaHandlexr());

System.out.print("Waiting for async callback");
while (!future_res.isDone() && !future_res.isCancelled()) {
// perform some other tasks...
try {
Thread.sleep(1000);
}
catch (InterruptedException e) {
System.err.println("Thread.sleep() was interrupted!");
System.exit(Q);
}
System.out.print(".");

IR [El i
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RIEEH

B FF11T

&1y BEAsyncHandler8E AL AFHRBERNHITEEEPHIT. REMTHEEEABRES
f&MAsyncHandler &, REEXA S ZANKRBEEATIHEEABIRSEIFERLIAFiRER
MEITHEERLEFR  XABLAFRUTHER. MIREAFTERLFRBHNRBNITES  FEL
FEMOATEIHEAEXNEENHTHREETHTEER

BITHERAR

FHERL R FR AR Java B AWS SDK 1RMHFERITHER , BEARAZEERAER, &7
LAE#E BT ExecutorService , WA EEELS BERAM Java B AWS SDK ERIZ R B , tE—F il
HITREENEERN,

flan |, B AR AEEA BET ThreadFactory RIBFIKEPH T TR S NWExecutorServiceE
£, B EEHTHEAENHMER,

SEEIZ FE

FREEMHPH TransferManager HRIRHER WIEE L X T Amazon S3, TransferManager&E®E
FRF LEMTE, REGHERNFMEERS  URXEESTESHHE,

o8k BAM Java B9 AWS SDK &&E

{# /8 Apache Commons Logging # 1T #A R Java B9 AWS SDK #3 , Apache Commons Logging
e—EHRE 6 TERTHECAZSECHREPNEAM—E,

X B R M EIE Java Logging Framework 1 Apache Logdj &%, AEERP UM Logdj.
BRI LMEARREHNREIIE K MEFFRENEARIEXE,

EEE—F TH# Logdj , 552 E Apache #81k,

(® Note
AREBEER Logdj 1.xo Log4j2 FiEEZE Apache Commons Logging , {BiZftEEes |
£/ Apache Commons Logging 7T #% B 5™ B 818 [ Logdj2. MFEFHMENR , F2E
Log4j2 X # Commons Logging Bridge.
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https://docs.oracle.com/javase/8/docs/api/index.html?java/util/concurrent/ExecutorService.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/concurrent/ThreadFactory.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/TransferManager.html
http://commons.apache.org/proper/commons-logging/guide.html
http://logging.apache.org/log4j/2.x/
http://www.apache.org/
https://logging.apache.org/log4j/2.x/log4j-jcl.html
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T# Log4J JAR

EEHE SDK £ Logdj , BEER Apache #8835 T # Log4j JAR, AREHTEE JAR, #% JAR &
RERF classpath LRI E,

Log4j £ FA#EREAE 2R log4j.properties, SEHIAREBERUM TR, AFLHARERERE classpath LW E
#%., Log4j JAR # log4j.properties &R A A B B &,

logdj.properties #HEERSIEEBM , FlMEEHEER, EEWMEHNEENVE (HWMERIEES), U
R, Bk mEERENBHEE,. Logd XEZELKEBNEZ. SERKEN
AEERBRBIURE. UTmELZSKEETAR BAR Java B AWS SDK :

* log4j.logger.com.amazonaws

* log4j.logger.org.apache.http.wire

#%E Classpath

Log4j JAR #1 log4j.properties &R 4B A classpath L, MREFEHR R Apache Ant , FETE Ant
EERFH pathTRZHPERE classpath, THEHHFIRETRRE Ant BRHIEEFEITTE , Amazon S3 EAREK
R EMFEMAYEH,

<path id="aws.java.sdk.classpath">
<fileset dir="../../third-party" includes="**/*_ jar"/>
<fileset dir="../../1lib" includes="**/*_ jar"/>
<pathelement location="."/>

</path>

MRERMEMA Eclipse IDE , AJLABRBUREWEEF| Project (BXR) | Properties (B ) | Java Build Path
(Java BB R) REXIE classpath,

R SRR E S

RPEZE—2E4 "com.amazonaws" SC#kRPEEELE S "WARN" |, Mt FmEXEHIEFNEE
AR, Bl , WER Amazon S3 A FIRERI R EWERERNRIEMRE InputStreamit ATgERIRE
R, S AFREERELSHAEMAFER. ETHREAFKEERRICERLETMAEEN , &
FLEREA S

PD

T % log4j.properties IR &#§ rootLogger FXEA WARN , EEEHEE "com.amazonaws" fgE
PRI RHBNBESNERAL . RF , B LBARMA com.amazonaws FE #2558 E & WARN,

T&# Log4J JAR 35
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http://logging.apache.org/log4j/2.x/manual/layouts.html
http://ant.apache.org/manual/
https://github.com/aws/aws-sdk-java/blob/master/src/samples/AmazonS3/build.xml
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log4j.rootLogger=WARN, Al
log4j.appender.Al=org.apache.log4j.ConsoleAppender
log4j.appender.Al.layout=org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%d [%t] %-5p %c - %m%n

# Or you can explicitly enable WARN and ERROR messages for the {AWS} Java clients

log4j.logger.com.amazonaws=WARN

A oK/ B ERC &

MREEE MARE AWS FRIEE , B IS EFREBE AWS IRIE ELEMH—H AWS

AR#% FK

IDo BWHMEMRRRARFEFFAY | ATLUEIR SDK Ry PISNY AR ERET T N IFER AWS 5K IDs , th

A LAEIB "com.amazonaws.request” FC#kEs A DEBUG BB HREITHRE .

T 51l log4j.properties 12 R AT ABRMEIENHE , 5 AWS EFK IDs.

log4j.rootLogger=WARN, Al
log4j.appender.Al=org.apache.log4j.ConsoleAppender
log4j.appender.Al.layout=org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%d [%t] %-5p %c - %m%n
# Turn on DEBUG logging in com.amazonaws.request to log

# a summary of requests/responses with {AWS} request IDs
log4j.logger.com.amazonaws.request=DEBUG

AT & B 558 H AV €51,

2009-12-17 ©09:53:04,269 [main] DEBUG com.amazonaws.request - Sending
Request: POST https://rds.amazonaws.com / Parameters: (MaxRecords: 20,
Action: DescribeEngineDefaultParameters, SignatureMethod: HmacSHA256,
AWSAccessKeyId: ACCESSKEYID, Version: 2009-10-16, SignatureVersion: 2,
Engine: mysql5.1, Timestamp: 2009-12-17T17:53:04.267Z, Signature:
q963XH63Lcovl5Rr71AP1z1ye99rmWwTIDfuQaNznkD, ) 2009-12-17 ©09:53:04,464
[main] DEBUG com.amazonaws.request - Received successful response: 200, {AwS}
Request ID: 694d1242-cee@-c85e-f31f-5dableal8bc6 2009-12-17 09:53:04,469
[main] DEBUG com.amazonaws.request - Sending Request: POST
https://rds.amazonaws.com / Parameters: (ResetAllParameters: true, Action:
ResetDBParameterGroup, SignatureMethod: HmacSHA256, DBParameterGroupName:
java-integ-test-param-group-0000000000000, AWSAccessKeyId: ACCESSKEYID,
Version: 2009-10-16, SignatureVersion: 2, Timestamp:
2009-12-17T17:53:04.467Z, Signature:
9WcgfPwTobvLVcpyhbrdN7P713uH@oviYQ4yZ+TQjsQ=, )

FBR/E R ER &
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2009-12-17 09:53:04,646 [main] DEBUG com.amazonaws.request - Received
successful response: 200, {AWS} Request ID:
694d1242-cee@-c85e-f31f-5dableal8bc6

A A B AR B 8%

EREERT , £F BAR Java B AWS SDK B MERNEVFERNEESERER. ETEXE
SERKPBALEE  RATAKREBER (o, LEZHER Amazon S3) S EE LS KiEkE
ﬁﬂgﬁﬁﬁ‘ﬁﬁ’\fﬁf# MELENFEEFIULER , B LUEB Apache HttpClient 4 5825 B RUA

o B org.apache.http.wire ;282589 DEBUG B} , ATLABKAFTE R R MG EE R L&,

T % log4j.properties ¥R & B Apache HttpClient 4 Y TERRECHE  YHRETRHAR K BAT
ARESHENERAERXEREARELE,

log4j.rootLogger=WARN, Al
log4j.appender.Al=org.apache.log4j.ConsoleAppender
log4j.appender.Al.layout=org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%d [%t] %-5p %c - %m%n
# Log all HTTP content (headers, parameters, content, etc) for

# all requests and responses. Use caution with this since it can

# be very expensive to log such verbose data!
log4j.logger.org.apache.http.wire=DEBUG

HEE R ARAC R

MREGEETHEZE  YEEEFHEARFERRINER  SARFIAFHRNEIERSEKL , Al
HESERC 2R T AE R A E B, #%com.amazonaws.latencyits&235%E A DEBUG LARK A L EC %55,

@ Note

REERMA SDK 812K , e Alticskss. AEHE P T SDK BEEH , F2EBA B
5 BAR Java B AWS SDK,

log4j.rootLogger=WARN, Al
log4j.appender.Al=org.apache.log4j.ConsoleAppender
log4j.appender.Al.layout=org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%d [%t] %-5p %c - %m%n
log4j.logger.com.amazonaws.latency=DEBUG
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LT & BESE 6,

com.amazonaws.latency - ServiceName=[{S3}], StatusCode=[200],

ServiceEndpoint=[https://list-objects-integ-test-test.s3.amazonaws.com],
RequestType=[ListObjectsV2Request], AWSRequestID=[REQUESTID],
HttpClientPoolPendingCount=0,

RetryCapacityConsumed=0, HttpClientPoolAvailableCount=0, RequestCount=1,
HttpClientPoolLeasedCount=0, ResponseProcessingTime=[52.154],
ClientExecuteTime=[487.041],

HttpClientSendRequestTime=[192.931], HttpRequestTime=[431.652],
RequestSigningTime=[0.357],

CredentialsRequestTime=[0.011, 0.001], HttpClientReceiveResponseTime=[146.272]

& Fimia e

AR Java ) AWS SDK AT MERERRAFREE , BEEE .
. BBAEEREBRAE

. BT HTTP BHRE , HINERBHAFRER

- $E%E TCP BABBEHEAMER

REERE

BERAFRYHE SO UEANRAMN ClientConfiguration ¥4 , SLBFT A FiniyHAE,

MREEBRERRSEETARAE , HIEEHEIB ClientConfiguration YHRENRE[RETER
E O (REXH, EBRNERESR/IER)

HTTP S RE

IBAILAERA ClientConfiguration #I#FREZEEE HTTP SR8, XK EESWILHRE  EEEE

BU U HRHRENTREEREE , 5528 @AM Java i AWS SDK APl 2%,

(@ Note

BETRENEDRE —ERERERNERE. 0NF NWEEES
BClientConfiguration , 5528 BAM Java B9 AWS SDK AP 2& i iE ERM 1B,



https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/constant-values.html
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B LR

BT LAME R ClientConfiguration.setMaxConnections 5 3ERERE AT HTTP EHEEE LR,

/A Important

REESFEERILITRS , BREHRIBMUERE, NEFERNRKERE
R Java By AWS SDK APl 2 1EE#E{E,

s
W%
dn
i
H

WM EEREE
E A AR E SR B A HTTP 4R R I 4 SR MBI M0 B 1,

« ERRRE

EARREFR HTTP EREARCISFEVERNKEE (UEVAREM ). HRER 10,000 =

®o

EEBTREMWE , FBEH ClientConfiguration.setConnectionTimeout J 3%,
- ERTFHREE (TTL)

RIFFER  URFAZREASR|URLEREEMER HTTP &R, TREFLERBNARSREILERH

RBBERT , ERERH TTL BBREAERNER, flW, & 15 2EW TTL ARARAEEER

M EAEA BB AMRERAVER | LS E 15 28R ERTE M ER A AREF IV ELR,

EERTE HTTP E4E TTL , 558 ClientConfiguration.setConnectionTTL 153,
- BHREHRHLR

AIERERNTERESTELRA 3. BAILEMA ClientConfiguration.setMaxErrorRetry 77 3E&E T

RIH{E,

7 M s it
EERE HTTP ARG BEN At , 55 A ClientConfiguration.setLocalAddress,
TCP Socket &R & [E KX/DRETR

HEFARIKK TCP 2 EMER A& 1T LUEIB ClientConfiguration Y1558 5%E TCP B EHEK/MR
To RZBEFERAEBXKETEERRELE , ESRBHERFERSE,

TCP Socket & & [EK/NRR
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html#setMaxConnections-int-
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/constant-values.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html#setConnectionTimeout-int-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html#setConnectionTTL-long-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html#setMaxErrorRetry-int-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html#setLocalAddress-java.net.InetAddress-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html
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AR RE TCP BEEX/ NS EEURRERMIEXREHERENIIE, S, KEZHRAIEXRR
A TCP BREEANNRHEBDHAREE. EVRSY TCP ERNMEELEATE , T TCP ERNHA
R R AR B B R R E(LEREER D,

REEFGEAD (FlW02MB) IRERZARTERBINESEN , MAFERRKMARFEFDKE
ZEF  AEEEERSIEERZREM.

ERAR—ERT , FERRITRTZETE. EAERR  ERER-EREFEERRNERERT
MAERE. KSHEXRMEKRE TCP REEXD LR |, BRIFEHARES TCP EFEXNPMLER , &
AT EREEBXRF,

AFZERA B ERRE TCP MEEANMERRMEEN TCP RE , 2R THIHEE !

FHURHIBR

AWS FEUEHIBER T ZAE AWS ER HiIEERMEFEIUESH, EFRIRFBEREBERRANES , Hif
NWTF :

RE A BEHFT , ATEEG D BRNER C EHITEE B,
Hrep .

« REFRA - EEBERENIEXNEHES —E AWS ER AWS 1RF 9 ,
- B REE - FEHEH AWS ERNAR |, HlanEEAEZE Amazon SQS 7% , S YHFERIE
Amazon S3 fEFETE+,

- CRER - ZFEALERFERMN AWS B |, fl20 Amazon SQS FHIRE MR EF Y4 Amazon
S3,

- D B8R4 - RIEMRG  HEAFIELEZRAFTNENERNKE. BFSREN R ATHE
R, BERHHESERYE. flw , EaLERBHRFG , EAFERERB 2RI EFIENE
o

Amazon S3 &3l

UTEHIRE—EEE , RFHEAARNREFETETOAENH  ERHISYH LEEZMETENE
HEDMEREN AWS IRF (BRT REFBEFENIREZH) .
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http://fasterdata.es.net/host-tuning/
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Statement allowPublicReadStatement = new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)

.withActions(S3Actions.GetObject)
.withResources(new S30bjectResource(myBucketName, "*"));

Statement allowRestrictedWriteStatement = new Statement(Effect.Allow)
.withPrincipals(new Principal("123456789"), new Principal("876543210"))
.withActions(S3Actions.PutObject)

.withResources(new S30bjectResource(myBucketName, "*"));

Policy policy = new Policy()
.withStatements(allowPublicReadStatement, allowRestrictedWriteStatement);

AmazonS3 s3 = AmazonS3ClientBuilder.defaultClient();
s3.setBucketPolicy(myBucketName, policy.toJson());

Amazon SQS il
BURH —EE EBE2Z#E Amazon SQS 175K B Amazon SNS FEMA L,

Policy policy = new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withConditions(ConditionFactory.newSourceArnCondition(myTopicAzrn)));

Map queueAttributes = new HashMap();
queueAttributes.put(QueueAttributeName.Policy.toString(), policy.toJson());

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();
sqgs.setQueueAttributes(new SetQueueAttributesRequest(myQueueUrl, queueAttributes));

Amazon SNS il

B RISIEMEANEG , THR BX. Amazon SNS 2§44 , AT HIEBRIBITRTIE S
WEAE ( HIMEFEH. HTTP, HTTPS Amazon SQS) MixE ( HIINE FEH4thuk, URL,
Amazon SQS ARN) T SNS *&,

Condition endpointCondition =
SNSConditionFactory.newEndpointCondition("*@mycompany.com");

Policy policy = new Policy().withStatements(

Amazon SQS il 41
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new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SNSActions.Subscribe)
.withConditions(endpointCondition));

AmazonSNS sns = AmazonSNSClientBuilder.defaultClient();
sns.setTopicAttributes(
new SetTopicAttributesRequest(myTopicArn, "Policy", policy.toJson()));

iXE DNS #BEHH JVM TTL

Java [EHEHER (JVM) E1RELDNS ERBEH, B VM BEEEBHENR IP LUK , CEREEENRE
BERARE P fuit , BAEHEERE (TTL).

B AWS BEREABEEEN DNS #BEE , RLEBRERERR 5 ¥ TTL HHY VM, ETHR
EERN IP A BFR  SWEARNETEBENEN DNS REW I A ERAF IP frit.

HE—L Java fAREL , JVM WOTRRR TTL SWILLERTE , EEMBE JVM 281, "1, EFHRBE DNS
HH. Ak, R AWS ERM IP it EENEARKXNELUTRHEE , EEFHEHNME VM LB
MEBRIE P EF2H , SEEEARER. ERERT , RE VM B TTL ZLEE , UEHTE
SHEMBEREE 1P EF

WAAERE JVM TTL

ZEEBH JIVM W TTL , 5555 E networkaddress.cache.ttl £ B4 E , £ Java 8 B9 $JAVA_HOME/
jre/lib/security/java.security R HRE networkaddress.cache.ttl B , &
Java 11 EFHARAK $IAVA_HOME/conf/security/java.securityERPRE BE.

UTR EXZNERXBHRjava.security , BR TTL BREGRES 5 #s

This is the "master security properties file".

H O H H B

An alternate java.security properties file may be specified
The Java-level namelookup cache policy for successful lookups:
any negative value: caching forever

any positive value: the number of seconds to cache an address for
zero: do not cache

H OH HF O R -
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https://docs.oracle.com/en/java/javase/17/core/java-networking.html
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networkaddress.cache.ttl=5

ERESHMAERMN JVM $IJAVA_HOME LSBT FFIEFERARERRABEFEHLEE,

B W E4E AR Java BY AWS SDK

EAR Java B9 AWS SDK AT LAE A Amazon CloudWatch AR B{L FMEIEHIEE |

- FHUEAEAIMAEE AWS
- BB K, JVMsHYRREE AWS
- ITRERSFMER , fIaHERERR. HTHEBE NRRNERERE

WA ER A Java SDK 8EEE4

BEEFHIG TS Maven H# M , F8EEE SDK #$H8=EEXZE CloudWatch,

<dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-bom</artifactId>
<version>l.12.490*</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-cloudwatchmetrics</artifactId>
<scope>provided</scope>
</dependency>
<!-- Other SDK dependencies. -->
</dependencies>

MRS A AR SEERAS B Maven Central 12 4tH B H AR A SDK.

//\IJ I==R

B Bi84E BAM Java B9 AWS SDK
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https://aws.amazon.com/cloudwatch/
https://central.sonatype.com/artifact/com.amazonaws/aws-java-sdk-bom
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BRAM Java B AWS SDK ERRRAEFER. EEATHARRERMALIDEE  FERESE VM KBTS
ErE AWS 2B AERERNREBME. flm

-Dcom.amazonaws.sdk.enableDefaultMetrics=credentialFile=/path/aws.properties

REEREERAERERNIKE , 3B SDK AILUEIREN BRI R EEZ] CloudWatch A B & D47,

@ Note

WRIEE R Amazon EC2 #1T{E 88 4 & & IR AWS # Amazon EC2 #1T{EEFE , AIF
TEREEERALHER, EEERBRAT , BREEE :

-Dcom.amazonaws.sdk.enableDefaultMetrics

HERFTEEE AR Java B9 AWS SDK # R E Z=E AWSSDK/Java T , It LEE
CloudWatch FAzZ @1 (us-east-1). BELEEE , FEARKBMEFH cloudwatchRegion BHER
EBEESE., Bl , EE4§ CloudWatch BIHEEE A us-east-1 , F5EMA :

-Dcom.amazonaws.sdk.enableDefaultMetrics=credentialFile=/path/
aws.properties, cloudwatchRegion={region_api_default}

AR ThEER | Bk AWS BRE MIRBFRE BRAMN Java B AWS SDK , IEELEFRERER.
ARARESS , WAERL HF X EEZE CloudWatch , KB D E—IX, LEEER , EUUEAR &
HBEB{  AWS EEFEAWHHERERRKR, EREDERFEFEE[HEREET.
RANERER

AREEES A=ZEXTEEH :

AWS FERIEER
« JWE HTTP FER/EIEAEE, FREBE., PSR RNERSEE.

] AR

&
b
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AWSSDK/Java > MetricType,RequestType
MetricType =
#  ClientExecutaTime
) HttpClieniRecelveResponseTime
) HtpGllentSendRequestTime

SuccessfulRequestLatency (Miliseconds), AmazonCynamoDByv2 (Milliseconds)

\

&

a0

25

11411
1815

T 111
I-E) 1800
Latt gxds unite: Milliseconds

T
18105

1A

1210 1820

W43 DynamehS Putseen integ-1eet-abk-moiric- 138418631 8302 SusoessiuPaquesiLamncy

AWS R 1512

141 11411

RequestType

PutltamRaguast
PutltemRegueast
PutltemRequest

11

1833

Average ~

141

1940

1845 1850

11411 1/
1955

- Metric Name
AmazonDynamolEv2
AmazonDynamoDEvz
AmazonDynemoDEvz

5 Minutes O

4h

arE

30

228

11
20005
SE00Nds

2000
Fight aes units: M,

W AYSEDE  ava EnpRequearTime PultemRequest ArazonDynamcl S
W AWSSDK Java HitpClertPeceiefesnonse Time PuitemiBiequest SmazonDynamolv?

[l ~wasnki

- B8 AWS lREHEER , film S3 LEMTRNEIEENVTER.

ChenExecutaTime PudiemBequest AmazanDynameDEwd

ARANERER
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) RetryCount

| S30DownloadBylaCount
a S30ownload Throughgul

] SiUplomiByleCount

= S pload Throughput

Amazan 53 [Bytes Sacond)
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12,000,000

17,000,000

10,000,000

2,000,000

8,000,000

7.000,000

6,000,000

5,000,000

4,000,000

3,000,000
111
2120

Lafr axis unita: Byt

HERER

- BEVTRBERER , S ERCRER. ATHEE NFERNERERE,

21:30

11111 11411
21:40 2150

B srppasTrrmagtout Bl S3Devwiosd Trewshpu

111t
22:00

Amazon 3
Amazon 33
Amazon 33
Amazon 33

Amazon 53

Average ~

1111
2110

1 Minute ~

ARANERER
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AWSSDKJava > Memory

Memory *  Metric Name
& FreaMamony JumMeatric
& SpareMenory JvmMatric
TotalMemony JymMatric
i UsadMamary JvmMatric
o
JymMetric (Bytes) Average ¥ 5 Minutes ~ Q

140,000,000

120000000

60,000,400

—m e S ,-'"-H_ T — —
— *-\_h’__.-’f e S
60000000
40,000,000
20,000,000
- T _—-“"'_\'\-\‘_k
e — e —— I I R
o
1111 111 111 1M 1111 111 1111 111 1 1111 11111 !
18:50 16:55 .00 19:05 1810 1315 19:20 12:25 a0 938 18:40 18:45 18:50 19:55 20:00

Left axia unita: Bytes
M sparatiemeny [[lFersemery [llLseamamany

MR EREHRRBERIEE |, 34 excludeMachineMetricsHBERKBIE

-Dcom. amazonaws.sdk.enableDefaultMetrics=credentialFile=/path/
aws.properties,excludeMachineMetrics

AN E A

NERLEEEZROEEEENTREE , F2 6 amazonaws/metrics EHHE.

TR {E A CloudWatch £ 8 A BHARK Java B9 AWS SDK CloudWatch, CloudWatch &
BR Java By AWS SDK

E—F THRAREAR Java B AWS SDK LALRE 3814 BB & #& SLE A B R BERAR.
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/metrics/package-summary.html
https://aws.amazon.com/blogs/developer/tuning-the-aws-sdk-for-java-to-improve-resiliency
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BEAR Java B9 AWS SDK & =\ & 23451

RERMHFER BAR Java B9 AWS SDK vl fRBREN AWS IRBHHKBREM S,

# GitHub £L# AWS XA BRI FETSHRELHMAMEMAEHINRBERXNR, GitHub

ERRBANEAGES , BAWS XHERKRERLEE , FEUHNFER. ZIEBRBEEL L EREE
Bl APl RIS RABESFEZNENRES , UREEABZNRGIMEARS, MERA , F
28 GitHub EEXBHOIRBFEPNERMEES . GitHub..

E AR Java B9 AWS SDK 2.x

£ 2018 &£, AWS #1777 AWS SDK for Java 2.x. ANIEMEBEFEARH Java BEREHFLIREHIRESR
B R,

(® Note

% WAR Java B AWS SDK I A BT AN ESHAINLMER , FSBE Mg
B !

£/ B CloudWatch £l i@ A Java B¥ AWS SDK

REFRMEERBEAR Java B AWS SDK#RE CloudWatch 2 HI 651,

Amazon CloudWatch AWS & Bl BFES 12 8 #Y Amazon Web Services (AWS) BRFEE EHITHFE
ARERX. BRI LEA CloudWatch WEFEMIEE , EBEREBANUAECNERNEAEXIENE
2, CloudWatch ETEREBEEEENHA , EXEINREHEBELEERNER,

WE WEFHAET CloudWatch |, 328§ Amazon CloudWatch { A& -

(@ Note

ELEHETERETERMAAENERNR. GitHub ERMHTEEXHFEH, FHAUREBET
BE-RAERISRTEERIAH , DIHEEZENATHREESL,

ES ]
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https://github.com/awsdocs/aws-doc-sdk-examples
https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/CONTRIBUTING.md
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/home.html
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java

BRAR Java B9 AWS SDK 1.x

1.x IRFABA B

« # CloudWatch ER{51E4E

% B

AERER

£/ CloudWatch &R

£ CloudWatch & REE

BEIXEHZE CloudWatch

# CloudWatch EU{BI5&

5| s

£ E 5| H CloudWatch 818 |, 5521 ListMetricsRequest 3 FEAY AmazonCloudWatchClient B
listMetricshi&. BAILAMEM ListMetricsRequest RBBM B M. HELBIME | GiEHE
E B,

(® Note
AWS B 7% 22 Mo By AR MIHE

{https---docs-aws-amazon-com-AmazonCloudWatch-latest-monitoring-CW-Support-For-AWS
html} [Amazon CloudWatch EZFM#EESE] .

EA

import
import
import
import
import

Code

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

services

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

ListMetricsRequest request =
.withMetricName(name)
.withNamespace(namespace);

HE | 552 Amazon CloudWatch  EER&EIER) FH

cloudwatch.AmazonCloudWatch;
cloudwatch.AmazonCloudWatchClientBuilder;
cloudwatch.model.ListMetricsRequest;
cloudwatch.model.ListMetricsResult;
.cloudwatch.model.Metric;

new ListMetricsRequest()

£ CloudWatch BU{5$51&
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/ListMetricsRequest.html
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boolean done = false;

while(!done) {
ListMetricsResult response = cw.listMetrics(request);

for(Metric metric : response.getMetrics()) {
System.out.printf(
"Retrieved metric %s'", metric.getMetricName());

}
request.setNextToken(response.getNextToken());
if(response.getNextToken() == null) {

done = true;

}

EESSEBNWHgetMetricsF% |, T ListMetricsResult FEEl, ERAEEPDH, BE
FREUT —#t% R |, setNextTokenFEH RiGERWHMEWN | WHFEMAListMetricsResult#)
ffgetNextToken S EHNEREE , WA ERENFRYHFEERS — B 1istMetrics,

AT

« Amazon CloudWatch APl 2Z /iy ListMetrics,

MBI ERER

A% AWS RBEHEL "AWS, RENHEZ[HRMECHNER. BHAUERAECHGEZEE (R
EFRRL TAWS, R ) REMBTERER,

RMEFTEEER

EERMICECHNIBEER |, A PutMetricDataRequest FEAY AmazonCloudWatchClient Y
putMetricDatak %, PutMetricDataRequest #4ZETE MetricDatum ¥4 B8 EARERHN BT
WEZEE , URERERSHNEBEER.

(® Note

RESEIEEREA " AWS " B/, L " AWS " FEMN B Z=RBER B H Amazon Web
Services EmfER.
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/ListMetricsResult.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_ListMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/aws-namespaces.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/PutMetricDataRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/MetricDatum.html
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A

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.Dimension;

import com.amazonaws.services.cloudwatch.model.MetricDatum;

import com.amazonaws.services.cloudwatch.model.PutMetricDataRequest;
import com.amazonaws.services.cloudwatch.model.PutMetricDataResult;
import com.amazonaws.services.cloudwatch.model.StandardUnit;

Code

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

Dimension dimension = new Dimension()
.withName("UNIQUE_PAGES")
.withValue("URLS");

MetricDatum datum = new MetricDatum()
.withMetricName("PAGES_VISITED")
.withUnit(StandardUnit.None)
.withValue(data_point)
.withDimensions(dimension);

PutMetricDataRequest request = new PutMetricDataRequest()
.withNamespace("SITE/TRAFFIC")
.withMetricData(datum);

PutMetricDataResult response = cw.putMetricData(request);

FAIERA

« Amazon CloudWatch  fEA&ERE) PV H Amazon CloudWatch 1E1E,
« Amazon CloudWatch  fEFEEAWS ) FH A ZE M,
« ¢ Amazon CloudWatch APl %) F# PutMetricData.

R A RBER 5


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/aws-namespaces.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
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£ CloudWatch &

BUETR

ZERIE CloudWatch IEZEITER ,

& PutMetricAlarmRequest & A B R4,

BEA

import com.amazonaws.
import com.amazonaws.
import com.amazonaws.
import com.amazonaws.
import com.amazonaws.
import com.amazonaws.
import com.amazonaws.
import com.amazonaws.

Code

services.
services.
services.
services.
services.
services.
services.
services.

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

Dimension dimension

cloudwatch.
cloudwatch.
cloudwatch.
cloudwatch.
cloudwatch.
.model.PutMetricAlarmResult;

cloudwatch

cloudwatch.
cloudwatch.

new Dimension()
.withName("InstanceId")
.withValue(instancelId);

PutMetricAlarmRequest request
.withAlarmName(alarmName)
.withComparisonOperator(

ComparisonOperator.GreaterThanThreshold)
.withEvaluationPeriods(1)
.withMetricName("CPUUtilization")
.withNamespace("{AWS}/EC2")

.withPeriod(60)

s5M 1Y AmazonCloudWatchClient B putMetricAlarmAi% ,

AmazonCloudWatch;
AmazonCloudWatchClientBuilder;
model .ComparisonOperator;
model.Dimension;
model.PutMetricAlarmRequest;

model.StandardUnit;
model.Statistic;

= new PutMetricAlarmRequest()

.withStatistic(Statistic.Average)
.withThreshold(70.0)

.withActionsEnabled(false)

.withAlarmDescription(
"Alarm when server CPU utilization exceeds 70%")

.withUnit(StandardUnit.Seconds)

.withDimensions(dimension);

f# A CloudWatch 7R
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PutMetricAlarmResult response = cw.putMetricAlarm(request);

BB~

HESHEEEIM CloudWatch BR , 75E A DescribeAlarmsRequest FEAL
AmazonCloudWatchClient B9 describeAlarmsJii% , LR ERER RAVIRE,

EA

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;

import com.amazonaws.services.cloudwatch.model.DescribeAlarmsRequest;

import com.amazonaws.services.cloudwatch.model.DescribeAlarmsResult;

import com.amazonaws.services.cloudwatch.model.MetricAlarm;

Code

final AmazonCloudWatch cw =

AmazonCloudWatchClientBuilder.defaultClient();

boolean done = false;
DescribeAlarmsRequest request = new DescribeAlarmsRequest();

while(!'done) {

R

Ch

DescribeAlarmsResult response = cw.describeAlarms(request);

for(MetricAlarm alarm : response.getMetricAlarms()) {
System.out.printf("Retrieved alarm %s", alarm.getAlarmName());

request.setNextToken(response.getNextToken());

if(response.getNextToken() == null) {
done = true;

A BA7E EE /) DescribeAlarmsResult getMetricAlarms ERELY | LIRS R

B describeAlarms,

f# A CloudWatch 7R
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/DescribeAlarmsRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/DescribeAlarmsResult.html
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ERUfeE9E, EEHNT —H#ER , setNextTokensg Y RBFERWHEFN | SfE

FDescribeAlarmsResult##fgetNextToken5 2 EEE , WAHERBNFERYHEER S —
B4 describeAlarms,

(@ Note

& A LA A AmazonCloudWatchClient B9 describeAlarmsForMetrichiE , #EEUSELR
ENE R, HAZELMA describeAlarms,

il BR B 7=

= EMIBR CloudWatch B~ , 8 DeleteAlarmsRequest FEAY AmazonCloudWatchClient #9
deleteAlarms5it , HH I ELEMBRN —RZBEERERE,

EA

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.DeleteAlarmsRequest;
import com.amazonaws.services.cloudwatch.model.DeleteAlarmsResult;

Code

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

DeleteAlarmsRequest request = new DeleteAlarmsRequest()
.withAlarmNames(alarm_name);

DeleteAlarmsResult response = cw.deleteAlarms(request);

FAAER

Amazon CloudWatch ( A &) FHIEZ Amazon CloudWatch B R
Amazon CloudWatch APl 2Z i) PutMetricAlarm

Amazon CloudWatch APl 2% i) DescribeAlarms

Amazon CloudWatch API £Z f#) DeleteAlarms

f# A CloudWatch 7R =


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/DeleteAlarmsRequest.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricAlarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DescribeAlarms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DeleteAlarms.html
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£ CloudWatch R{ERE REE

£/ CloudWatch BREIF , AR B REIATHEBFL, Kb, EFRBRER Amazon EC2

BT EREFEHE,

(® Note
EENETRRE , AIEMA setAlarmActionsPutMetricAlarmRequest B 5% |, & REE

BB R,

A& R EE

% ZR/A CloudWatch B/ REVE REIME , enableAlarmActionsEE M EnableAlarmActionsRequest

A4 AmazonCloudWatchClient 8 , EHh B S8 EMAEBEN —SIZBAERERE,
FE A

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.EnableAlarmActionsRequest;
import com.amazonaws.services.cloudwatch.model.EnableAlarmActionsResult;

Code

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

EnableAlarmActionsRequest request = new EnableAlarmActionsRequest()
.withAlarmNames(alarm);

EnableAlarmActionsResult response = cw.enableAlarmActions(request);

FRHEREME

EE{E M CloudWatch B RHWERENE , disableAlarmActionsiEE A

DisableAlarmActionsRequest B4} AmazonCloudWatchClient B |, Eh & GBS ESAHSEN —T

ZEE LR,
FE A

1£ CloudWatch F{E & RENIME
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/PutMetricAlarmRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/EnableAlarmActionsRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/DisableAlarmActionsRequest.html
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import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.DisableAlarmActionsRequest;
import com.amazonaws.services.cloudwatch.model.DisableAlarmActionsResult;

Code

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

DisableAlarmActionsRequest request = new DisableAlarmActionsRequest()
.withAlarmNames(alarmName);

DisableAlarmActionsResult response = cw.disableAlarmActions(request);

FAIERA

« { Amazon CloudWatch fEFA &) FMEVERUELL, Kit, EFEESHERATEE
Amazon CloudWatch APl 2Z f ) PutMetricAlarm

Amazon CloudWatch APl 2Z /iy EnableAlarmActions

AP| 2Z iy DisableAlarmActions Amazon CloudWatch

BEIEXEHZE CloudWatch

CloudWatch B4R MIEF AN RKBHHER , HiR Amazon EC2 #1171E8. Lambda B,
Kinesis 8ft. Amazon ECS £#. Step Functions AREEH#EES., Amazon SNS &, Amazon SQS
FARRER R AWS WEREE, S lEABENSA , REEHWEH , WiEELSHEER —RZ
& B BB E R,

S

= Z#8 85T CloudWatch E# , 55 A PutEventsRequest ¥4/l
AmazonCloudWatchEventsClient B putEventsFiiE , ZYH B E — % E PutEventsRequestEntry
i REEESHNFEEN. SUNEEEENZESE , IS4 RRMER, EEHHEEH
NWEREE,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/UsingAlarmActions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricAlarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_EnableAlarmActions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DisableAlarmActions.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatchevents/model/PutEventsRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatchevents/model/PutEventsRequestEntry.html
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® Note
¥ putEvents HBEMFWUREZ AT EE 10 ES4.

EA

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEvents;

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEventsClientBuilder;
import com.amazonaws.services.cloudwatchevents.model.PutEventsRequest;

import com.amazonaws.services.cloudwatchevents.model.PutEventsRequestEntry;

import com.amazonaws.services.cloudwatchevents.model.PutEventsResult;

Code

final AmazonCloudWatchEvents cwe =
AmazonCloudWatchEventsClientBuilder.defaultClient();

final String EVENT_DETAILS =
"{ \"keyl\": \"valuel\", \"key2\": \"value2\" }";

PutEventsRequestEntry request_entry = new PutEventsRequestEntry()
.withDetail (EVENT_DETAILS)
.withDetailType("sampleSubmitted")
.withResources(resource_arn)
.withSource("aws-sdk-java-cloudwatch-example");

PutEventsRequest request = new PutEventsRequest()
.withEntries(request_entry);

PutEventsResult response = cwe.putEvents(request);

#riE 5 Al

EEEVREFAA , FBEMA PutRuleRequest FEAY AmazonCloudWatchEventsClient 8 putRule’
% HPasfRUEBNRASY , flnE4ES, ERAEIREE IAMNAE | URIERR AT
HENHERER,

PEA

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEvents;

EIXEHZE CloudWatch =


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatchevents/model/PutRuleRequest.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/CloudWatchEventsandEventPatterns.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/ScheduledEvents.html
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import
import
import
import

Code

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

cloudwatchevents.
cloudwatchevents.
cloudwatchevents.
cloudwatchevents.

final AmazonCloudWatchEvents cwe =
AmazonCloudWatchEventsClientBuilder.defaultClient();

PutRuleRequest request = new PutRuleRequest()
.withName(rule_name)
.withRoleArn(role_arn)
.withScheduleExpression("rate(5 minutes)")
.withState(RuleState.ENABLED);

PutRuleResult response = cwe.putRule(request);

MEER

BESERRAFUANER, 5 8ZEE3E Amazon EC2 #1T{H8. Lambda B, Kinesis &
#. Amazon ECS 7. Step Functions iREEMESFRE B E,

FERBEENEERA
putTargetsFi%E , HA G2 EEFMNRANEMEERAUNBFFE,

FEA

import
import
import
import
import

Code

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

services.
services.
services.
services.
.services.

cloudwatchevents.
cloudwatchevents.
cloudwatchevents.
cloudwatchevents.
.model.Target;

cloudwatchevents

final AmazonCloudWatchEvents cwe =
AmazonCloudWatchEventsClientBuilder.defaultClient();

Target target = new Target()
.withArn(function_arn)
.withId(target_id);

AmazonCloudWatchEventsClientBuilder;
model.PutRuleRequest;
model.PutRuleResult;
model.RuleState;

F5fE A PutTargetsRequest FEAY AmazonCloudWatchEventsClient B9

AmazonCloudWatchEvents;
AmazonCloudWatchEventsClientBuilder;
model.PutTargetsRequest;
model.PutTargetsResult;

EIXEHZE CloudWatch
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatchevents/model/PutTargetsRequest.html

BRAR Java B9 AWS SDK 1.x 1.x R ABER

PutTargetsRequest request = new PutTargetsRequest()
.withTargets(target)
.withRule(rule_name);

PutTargetsResult response = cwe.putTargets(request);

S

{ Amazon CloudWatch Events £ & 1Em) A PutEvents ¥TEEH
Amazon CloudWatch Events  fEfiEigm) FHARASERER

{ Amazon CloudWatch Events £ & F) FHICloudWatch EHHS4HER
Amazon CloudWatch Events { fEREER) FHEHFNEHER
Amazon CloudWatch Events API & H#J PutEvents
Amazon CloudWatch Events API 2 fify PutTargets
Amazon CloudWatch Events APl 2% f1#) PutRule

DynamoDB f#/ &6l AR Java B AWS SDK

AEREEAE AR Java B9 AWS SDK#RE DynamoDB 2 A 541,

@ Note

BEEHHETE THESERMMENERR. GitHub FRRHETEREXBEHG, BATAREET
RE-FREERISHRFEERIAE  DESEENATHAREEA,

&

- FRAIKRE AWS Ein2

- & FEAERFE DynamoDB
- % FfEAIER DynamoDB

FEAESE AWS B2
DynamoDB 2 AWS tRF AE#R A ins: , A EBEHA AWS EHRS ID RE{VFEREE H R KEN
82,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/AddEventsPutEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/ScheduledEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/EventTypes.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/CloudWatchEventsandEventPatterns.html
https://docs.aws.amazon.com/AmazonCloudWatchEvents/latest/APIReference/API_PutEvents.html
https://docs.aws.amazon.com/AmazonCloudWatchEvents/latest/APIReference/API_PutTargets.html
https://docs.aws.amazon.com/AmazonCloudWatchEvents/latest/APIReference/API_PutRule.html
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/dynamodb/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Programming.SDKOverview.html#Programming.SDKs.endpoints
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HENALLIIEE , EFEMER RAE 1.12.771 HEMRAH iRA 1 BAR Java B9 AWS SDK, &R L
# Maven P REFFEFRIIFHMRAA SDK, XERAH SDK ERMERATRER  SEBERHTHN

Ui 2 o

MREREEZRHUIRFAERNIRE , SHNEZEE :

« # DynamoDB fR#F FiwAccountIdEndpointModef&E A DISABLED,
- RERREH,

- BRE JVM REB .

- EHFHA AWS HRERERETE,

THRAEH R RENIERRE DynamoDB RIEA FinRKEAIRSE KA :

ClientConfiguration config = new ClientConfiguration()
.withAccountIdEndpointMode(AccountIdEndpointMode.DISABLED);
AWSCredentialsProvider credentialsProvider = new
EnvironmentVariableCredentialsProvider();

AmazonDynamoDB dynamodb = AmazonDynamoDBClientBuilder.standard()
.withClientConfiguration(config)
.withCredentials(credentialsProvider)

.withRegion(Regions.US_WEST_2)
Lbuild();

AWS SDKs MITEZ2EZEMmiEMERRE = EHEEEZENFHER.
£ FEAE R DynamoDB

B HKRE DynamoDB EREFFIEEEB WA, BHXAXBIERE DynamoDB , FRER P FIgR
BEREF,

HRBEERRK  ELEAER

- HRENIRFNESHRERE —MHENERRER,
- BEENERSIRBLER —E- K ERRPEMEEREE TERMHERNERSI#E,

FREIBULRHEEN , 38E—9Z[E (HASH) K58 ; LAl LIZEESHN , B0 EIEMHERF
(RANGE) 2|8,
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https://central.sonatype.com/artifact/com.amazonaws/aws-java-sdk-bom
https://docs.aws.amazon.com/sdkref/latest/guide/feature-account-endpoints.html
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SREZRSIEENE —EEBNERER | B ScalarAttributeType 3ERI 58, FS|EBETTUR ZHEN
(B). BE (N). F& (S), WMFEFMEF , 7528 < Amazon DynamoDB FHE A EEE) EF'I?I’J
ZHRAMERER,

- ERENREERENVEAREEVHENHERIEEE.

@ Note

Amazon DynamoDB EERULEER KR LRENMEREIEEAER K RILBEIRRRZER
RERRAMENSE.,

EALERHERERRNMERLE  UEERERERARER,
BUBERR

fEADynamoDB Al Fixk createTableFEREILFHH DynamoDB ERlk, BREEZEEBERKRBM
MERKEBER  EMEHLARBINERNRNERSIE, BHLFRBUBHRNEZEENER
REB. REEEVERRE , T €& %X 5/# DynamoDB ERl &R E%.

(® Note
MREGEMEABNERKEERE , AIEHEE AmazonServiceException,

EA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.model.AttributeDefinition;
import com.amazonaws.services.dynamodbv2.model.CreateTableRequest;
import com.amazonaws.services.dynamodbv2.model.CreateTableResult;
import com.amazonaws.services.dynamodbv2.model.KeySchemaElement;
import com.amazonaws.services.dynamodbv2.model.KeyType;

import com.amazonaws.services.dynamodbv2.model.ProvisionedThroughput;
import com.amazonaws.services.dynamodbv2.model.ScalarAttributeType;

FEHEEXIRSIBRIER X
HEXGEFEHABEERSIE ("Name") REBIZER R,
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ScalarAttributeType.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.NamingRulesDataTypes.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.NamingRulesDataTypes.html
https://aws.amazon.com/dynamodb/pricing/
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/AmazonServiceException.html
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Code

CreateTableRequest request = new CreateTableRequest()
.withAttributeDefinitions(new AttributeDefinition(

"Name", ScalarAttributeType.S))
.withKeySchema(new KeySchemaElement('"Name", KeyType.HASH))
.withProvisionedThroughput(new ProvisionedThroughput(

new Long(1l@), new Long(10)))
.withTableName(table_name);

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
CreateTableResult result = ddb.createTable(request);
System.out.println(result.getTableDescription().getTableName());
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

=2

EZ4

\

GitHub LHYTEE & A,

B
ERAESETRIBEVERK

#1185 — 1@ AttributeDefinition 1 KeySchemaElement £l CreateTableRequest,

Code

CreateTableRequest request = new CreateTableRequest()

.withAttributeDefinitions(

new AttributeDefinition("Language", ScalarAttributeType.S),

new AttributeDefinition("Greeting", ScalarAttributeType.S))
.withKeySchema(

new KeySchemaElement('"Language", KeyType.HASH),

new KeySchemaElement("Greeting", KeyType.RANGE))
.withProvisionedThroughput(

new ProvisionedThroughput(new Long(1@), new Long(10)))
.withTableName(table_name);

F2B GitHub ER T E &,

1£ FERERIEK DynamoDB 62


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/CreateTable.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/AttributeDefinition.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/KeySchemaElement.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/CreateTableRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/CreateTableCompositeKey.java
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FIHERK

& LA IYDynamoDB A FimkY 1listTables % |, FIHEEREFHER K.

(@ Note
MREBWIRFNEFBFAEEREENERR , F8H ResourceNotFoundException,

A

import
import
import
import
import

Code

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

final AmazonDynamoDB

AmazonServiceException;
services.dynamodbv2.AmazonDynamoDB;
services.dynamodbv2.AmazonDynamoDBClientBuilder;
services.dynamodbv2.model.ListTablesRequest;
services.dynamodbv2.model.ListTablesResult;

ddb = AmazonDynamoDBClientBuilder.defaultClient();

ListTablesRequest request;

boolean more_tables = true;
String last_name = null;

while(more_tables) {
try {

if (last_name

== null) {

request = new ListTablesRequest().withLimit(10);

}

else {
request = new ListTablesRequest()

.withLimit(10)
.withExclusiveStartTableName(last_name);

ListTablesResult table_list = ddb.listTables(request);
List<String> table_names = table_list.getTableNames();

if (table_names.size() > 0) {
for (String cur_name : table_names) {

1£ FEAERIE DynamoDB
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
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System.out.format("* %s\n", cur_name);

}
} else {

System.out.println("No tables found!");
System.exit(0Q);

last_name = table_list.getlLastEvaluatedTableName();
if (last_name == null) {
more_tables = false;

RIBFERR , B IRZERL 100 EERIK - EEEM ListTablesResult ¥
ffgetLastEvaluatedTableName LA , LUEE ERFMENER K, SR AERAESEE , £aR
JIRBEBREREZEBBYIER,

%2H GitHub LRZ P,
RAENE (MEABEED)

4 DynamoDB A Fim# describeTablef i,

® Note
MRENRFNEFHFAFEEENER K , 88 H ResourceNotFoundException,

EA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;

import com.amazonaws.services.dynamodbv2.model.AttributeDefinition;

import com.amazonaws.services.dynamodbv2.model.ProvisionedThroughputDescription;
import com.amazonaws.services.dynamodbv2.model.TableDescription;

Code

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();
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https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/dynamodbv2/model/ListTablesResult.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/ListTables.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html

BRAR Java B9 AWS SDK 1.x

1.x IRFABA B

try {
TableDescription table_info =
ddb.describeTable(table_name).getTable();

if (table_info != null) {

System.out.format("Table name : %s\n",
table_info.getTableName());
System.out.format("Table ARN : %s\n",
table_info.getTableArn());
System.out.format("Status : %s\n",

table_info.getTableStatus());
System.out.format("Item count : %d\n",

table_info.getItemCount().longValue());
System.out.format("Size (bytes): %d\n",
table_info.getTableSizeBytes().longValue());

ProvisionedThroughputDescription throughput_info =
table_info.getProvisionedThroughput();
System.out.println("Throughput");
System.out.format(" Read Capacity : %d\n",
throughput_info.getReadCapacityUnits().longValue());
System.out.format(" Write Capacity: %d\n",
throughput_info.getWriteCapacityUnits().longValue());

List<AttributeDefinition> attributes =
table_info.getAttributeDefinitions();
System.out.println("Attributes");
for (AttributeDefinition a : attributes) {
System.out.format(" %s (%s)\n",
a.getAttributeName(), a.getAttributeType());

}

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

520 GitHub LR EEE 4,

B (E#) ERE

& O] LABE RS DynamoDB f Fiiky updateTable 5% , SERRNMEBHEZEE,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/DescribeTable.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
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@ Note
MREZRFNEFFAFEEENER K , 8 ResourceNotFoundException,

PEA

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.model.ProvisionedThroughput;
import com.amazonaws.AmazonServiceException;

Code

ProvisionedThroughput table_throughput = new ProvisionedThroughput(
read_capacity, write_capacity);

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
ddb.updateTable(table_name, table_throughput);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

[

F2 [ GitHub M &4,
UlEI=E S ES

FAUDynamoDB Fl Fik deleteTableXiE , WS ER RN BBEERAF iR,

(® Note
MRENIRENESTEEREENERRK , 28 H ResourceNotFoundException.

EA

import com.amazonaws.AmazonServiceException;
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/UpdateTable.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
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import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;
import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;

Code

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
ddb.deleteTable(table_name);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

A2 H GitHub ERYZEEE I,
S

« { Amazon DynamoDB H# A &MY PHEAERKNIEE S &
« { Amazon DynamoDB FH#& A& EmM) FHE FEAHE XK DynamoDB

£ H##EHER DynamoDB

£ F DynamoDB , EHERBMHMWES , SEBMHAEEBINE, BHEUURKE, £ NHE
B, MMEFMET , 5528 ( Amazon DynamoDB Bi# AE¥ERM) T2 F A MERER,

REERRMEE (B45) HE

A4 AmazonDynamoDB B getItem & , WEEEBE R R ABM GetltemRequest ¥4 , AR &
MENEBEXR5|EE. ©EEME GetltemResult ¥114,

BALAEFAFTERE GetItemResult YK getItem() i ERMEEEDE B AR < R5|8 (F58) M{E
K ¥ FE (AttributeValue) #8.

BEA

import com.amazonaws.AmazonServiceException;
import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;
import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/DeleteTable.java
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GuidelinesForTables.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/WorkingWithTables.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.NamingRulesDataTypes.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/GetItemRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/GetItemResult.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/Map.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/AttributeValue.html
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import com.amazonaws.services.dynamodbv2.model.AttributeValue;
import com.amazonaws.services.dynamodbv2.model.GetItemRequest;
import java.util.HashMap;

import java.util.Map;

Code

HashMap<String,AttributeValue> key_to_get =
new HashMap<String,AttributeValue>();

key_to_get.put("DATABASE_NAME", new AttributeValue(name));

GetItemRequest request = null;
if (projection_expression != null) {
request = new GetItemRequest()
.withKey(key_to_get)
.withTableName(table_name)
.withProjectionExpression(projection_expression);
} else {
request = new GetItemRequest()
.withKey(key_to_get)
.withTableName(table_name);

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
Map<String,AttributeValue> returned_item =
ddb.getItem(request).getItem();
if (returned_item != null) {
Set<String> keys = returned_item.keySet();
for (String key : keys) {
System.out.format("%s: %s\n",
key, returned_item.get(key).toString());
}
} else {
System.out.format("No item found with the key %s!\n", name);
}
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);

FH2 [ GitHub R &4,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/GetItem.java

AR Java ) AWS SDK 1.x 1.x IRBIBA B IS
WEEEIERR

BVRKREABMMNZRIBEALE, SEHALASSERRIRGIEWUNE, WRERS|IEFER
HIEE EfF%E , EMUEEBFEREHN.

(® Note
MRENIRENEFSTFEEREENER K , 281 ResourceNotFoundException.

A

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.model.AttributeValue;

import com.amazonaws.services.dynamodbv2.model.ResourceNotFoundException;
import java.util.Arraylist;

Code

HashMap<String,AttributeValue> item_values =
new HashMap<String,AttributeValue>();

item_values.put("Name", new AttributeValue(name));

for (String[] field : extra_fields) {
item_values.put(field[@], new AttributeValue(field[1]));

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
ddb.putItem(table_name, item_values);
} catch (ResourceNotFoundException e) {
System.err.format("Error: The table \"%s\" can't be found.\n", table_name);
System.err.println("Be sure that it exists and that you've typed its name
correctly!");
System.exit(1);
} catch (AmazonServiceException e) {
System.err.println(e.getMessage());
System.exit(1l);
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https://docs.oracle.com/javase/8/docs/api/index.html?java/util/Map.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
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1.x IRFABA B

%2H GitHub LRZ G,
i RO

&R AR AmazonDynamoDB B updateItem’s , RMHERKREE. T RSIBENEEHMHBEN
Mg, REFEFERERKRPHIEER B,

(® Note
NREMNEFNESTEERENERE , RENREEBHN TR RPTIRBINEEFHE

28 ResourceNotFoundException,

EA

import
import
import
import
import
import
import
import

Code

HashMap<String,AttributeValue> item_key =

com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

AmazonServiceException;

services.
services.
services.
services.
.dynamodbv?2.
.dynamodbv?2.

services
services

java.util.Arraylist;

dynamodbv?2.
dynamodbv?2.
dynamodbv?2.
dynamodbv?2.

new HashMap<String,AttributeValue>();

AmazonDynamoDB;
AmazonDynamoDBClientBuilder;
model.AttributeAction;
model.AttributeValue;
model.AttributeValueUpdate;
model .ResourceNotFoundException;

item_key.put("Name", new AttributeValue(name));

HashMap<String, AttributeValueUpdate> updated_values =
new HashMap<String,AttributeValueUpdate>();

for (String[] field :

extra_fields) {
updated_values.put(field[@], new AttributeValueUpdate(
new AttributeValue(field[1]), AttributeAction.PUT));

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/PutItem.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
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ddb.updateItem(table_name, item_key, updated_values);
} catch (ResourceNotFoundException e) {
System.err.println(e.getMessage());
System.exit(1l);
} catch (AmazonServiceException e) {
System.err.println(e.getMessage());
System.exit(1);

28 GitHub EH EE &,

£/ DynamoDBMapper &7

B Java B9 AWS SDK 12 DynamoDBMapper 35l , A Z&4& B FinE BB ST = Amazon
DynamoDB & #l%k., & Z# M DynamoDBMapper 385l | ﬁ_ﬂ%ﬁﬁﬁﬁﬁ ( TR HIFEX IS EHIFT

~) E% DynamoDB &Rk +I1E B BN FHHEYHHTEE 2 BHEIHR. DynamoDBMapper
FRWELAERERSK ; STSERL., B, FHAMER (CRUD) B1E ; URHITER.

(® Note
DynamoDBMapper #RIF AFFEEL., EFHDMBERERR,

EA

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBAttribute;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBHashKey;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBMapper;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBTable;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBRangeKey;
import com.amazonaws.services.dynamodbv2.model.AmazonDynamoDBException;

Code

T35 Java B S &5 ‘R 83 2047 A DynamoDBMapper BRI AR H - E Music ERIR. EREHIE
ZERKRE  BIE 2FAPEENEFRSIBEAER, RE , REEELFEH, NEEUSTHE
RIRMER , 520 ( Amazon DynamoDB B A BER) FHEILER K,

AmazonDynamoDB client = AmazonDynamoDBClientBuilder.standard().build();
MusicItems items = new MusicItems();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/UpdateItem.java
https://aws.amazon.com/sdk-for-java/
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-1.html
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try{
// Add new content to the Music table
items.setArtist(artist);
items.setSongTitle(songTitle);
items.setAlbumTitle(albumTitle);
items.setAwards(Integer.parseInt(awards)); //convert to an int

// Save the item
DynamoDBMapper mapper = new DynamoDBMapper(client);
mapper.save(items);

// Load an item based on the Partition Key and Sort Key
// Both values need to be passed to the mapper.load method
String artistName = artist;

String songQueryTitle = songTitle;

// Retrieve the item

MusicItems itemRetrieved = mapper.load(MusicItems.class, artistName,
songQueryTitle);

System.out.println("Item retrieved:");

System.out.println(itemRetrieved);

// Modify the Award value
itemRetrieved.setAwards(2);
mapper.save(itemRetrieved);
System.out.println("Item updated:");
System.out.println(itemRetrieved);

System.out.print("Done");
} catch (AmazonDynamoDBException e) {
e.getStackTrace();

@DynamoDBTable(tableName="Music")
public static class MusicItems {

//Set up Data Members that correspond to columns in the Music table
private String artist;

private String songTitle;

private String albumTitle;

private int awards;

@DynamoDBHashKey(attributeName="Artist")
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public String getArtist() {
return this.artist;

public void setArtist(String artist) {
this.artist = artist;

@DynamoDBRangeKey(attributeName="SongTitle")
public String getSongTitle() {
return this.songTitle;

public void setSongTitle(String title) {
this.songTitle = title;

@DynamoDBAttribute(attributeName="AlbumTitle")
public String getAlbumTitle() {
return this.albumTitle;

public void setAlbumTitle(String title) {
this.albumTitle = title;

@DynamoDBAttribute(attributeName="Awards")
public int getAwards() {
return this.awards;

public void setAwards(int awards) {
this.awards = awards;

520 GitHub LR &4,
AR

« { Amazon DynamoDB H#A&EME) PHNEAEENEES &
« { Amazon DynamoDB F#& A S3Em) PWFEA FHEHE DynamoDB
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/UseDynamoMapping.java
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GuidelinesForItems.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/WorkingWithItems.html
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Amazon EC2 £ B& 4| AR Java B AWS SDK

ARETR M Amazon EC2E A #TEXNERETHE S BAM Java B9 AWS SDK.,

ES- |

- HERE BB EC2 HTEE

« A IAM ABET £ AWS ERENZEE Amazon EC2

o HERFE . Amazon EC2 Spot #1T{EEE

o HEBRIE . P Amazon EC2 Spot R E 1B

o &I Amazon EC2 #{T{EEE

o 1& {EATEM IP #thit Amazon EC2

- SEAEEM AR

« £/ Amazon EC2 &%

o £ PEHALZ2EE Amazon EC2

HERE | BB EC2 #TERE

A ERBREBMMAER BAM Java B9 AWS SDK RERE) EC2 H1T{EEE,

£
< RREH

o 33 Amazon EC2 Z£ &8

- BySRY

« #1117 Amazon EC2 #1T1E5&

TORMRAF

BmEl , BRESDRY
9.

., AWS IRF BERELH AWS R AE R, MFEFHAEF
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o
|
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https://aws.amazon.com/ec2/
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3 Amazon EC2 Z4 &4

EC2-Classic IEfE 3K

/A Warning

EFAEH 2022 &£ 8 A 15 A AR EC2-Classic, EZEE K EC2-Classic BB E VPC, WMEFH
B , ESEIBE X E EC2-Classic-Classic Networking 1IE1E #&A — LA T 57 B a0 a] % i,

BULRSEA , MAREH ARG, B4 —HZEEC2 BITEENMENRRE, RIBFER , SKENHT
EEETRAFEAREN LT LEMEET Amazon EC2 B3, BB RGN EC2 T EEES
BEEZENTZSEE, flin, MREEEERT Linux HTEE @ SXERELRLHFEUA SSHF
2, B LA Amazon EC2 XA B Z£FE BAR Java B9 AWS SDK,

B LB R4 EE | 2HR EC2-Classic 2 EC2-VPC £/, fFE EC2-Classic #1 EC2-VPC RyE¥#H
B, F2H8 (Linux #1178 Amazon EC2 FAEIERM) THZENTA,

MFEFEA Amazon EC2 T EAE VU RLFENFHENR , 5528 (Linux #1718 Amazon EC2 £
HigmE) PHAmazon EC2 &4 &4H,

1. B M#N1L CreateSecurityGroupRequest #1T{E88 ., A withGroupName FERFZEL £ FHE
HH , WEA withDescription FERBRELZEFFERER , WTAR :

CreateSecurityGroupRequest csgr = new CreateSecurityGroupRequest();
csgr.withGroupName("JavaSecurityGroup").withDescription("My security group");

REBEBRBELDBI Amazon EC2 AFImE AWS EEHAERM—, BUEAEFEH US-
ASCIl ZrfihL £ EAZBMIEIR,

2. ARG MASEBEEZ createSecurityGroup 5%, HEEEE CreateSecurityGroupResult ¥
#, TR -

CreateSecurityGroupResult createSecurityGroupResult =
amazonEC2Client.createSecurityGroup(csgr);

MRBESBEVHRERZSHERBNZ LA , fcreateSecurityGroupBEFIFAiRIR
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https://aws.amazon.com/blogs/aws/ec2-classic-is-retiring-heres-how-to-prepare/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-supported-platforms.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupRequest.html#withGroupName-java.lang.String-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupRequest.html#withDescription-java.lang.String-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2.html#createSecurityGroup-com.amazonaws.services.ec2.model.CreateSecurityGroupRequest-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupResult.html
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BIFFER , FINZ2BER A EMEARESEN Amazon EC2 #1TEE. EEAFEARE , &
HARERERLEHEGA. EULAMER 1P ik, —R5 1P i, BEBFAHEM TCP/UDP E#
BEERA,

1. B M#R1L IpPermission #1T1EE. A withlpv4Ranges AR TE IP it M EE AR ER A |
It 5 A withlpProtocol 75 3&5%E IP BEAWE. A withFromPort F withToPort 757418 EE 18 &
BEAREBA , WA :

IpPermission ipPermission =
new IpPermission();

IpRange ipRangel = new IpRange().withCidrIp("111.111.111.111/32");
IpRange ipRange2 new IpRange().withCidrIp("150.150.150.150/32");

ipPermission.withIpv4Ranges(Arrays.asList(new IpRange[] {ipRangel, ipRange2}))
.withIpProtocol("tcp")
.withFromPort(22)
.withToPort(22);

MEAFEIBIE IpPermission WHHIEENFIEHRGE , TREARFFA A

5/ CIDR RREEE IP #tiit, MBEABAMEISES TCP/UDP |, BIXAERMHIFIEZIEMNB
MihEREE, REEMSEIETE TCP & UDP B | e E Iz,

2. 3 ML AuthorizeSecurityGrouplngressRequest BT, M withGroupNameH EEE
LZEBERE Y ELWIB{ENIpPermission Y EIE R withlpPermissions J53% , 1 RFR
N

AuthorizeSecurityGroupIngressRequest authorizeSecurityGroupIngressRequest =
new AuthorizeSecurityGroupIngressRequest();

authorizeSecurityGroupIngressRequest.withGroupName("JavaSecurityGroup")
.withIpPermissions(ipPermission);

3. BERYHESEE authorizeSecurityGrouplngress 3% , M RA7R :

amazonEC2Client.authorizeSecurityGroupIngress(authorizeSecurityGroupIngressRequest);

MR RauthorizeSecurityGroupIngressEASRER A IP it/ | Al 5 EEEE 57K
o RN ZH , BYWHBRICFHNIpPermission¥W , NIEERE IPs, EZEBEMEA B ER
B AAuthorizeSecurityGroupIngress,
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html#withIpv4Ranges-java.util.Collection-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html#withIpProtocol-java.lang.String-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html#withFromPort-java.lang.Integer-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html#withToPort-java.lang.Integer-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AuthorizeSecurityGroupEgressRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AuthorizeSecurityGroupEgressRequest.html#withIpPermissions-com.amazonaws.services.ec2.model.IpPermission%E2%80%A6%E2%80%8B-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2Client.html#authorizeSecurityGroupIngress-com.amazonaws.services.ec2.model.AuthorizeSecurityGroupIngressRequest-
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ﬁa,‘d‘\ﬂ?ﬂﬂr authorizeSecurityGrouplngress B authorizeSecurityGroupEgress 773485 , g% BIFT
BELENREEE.

Byueiay

EXBERB EC2HTEBNIECSRY K ARTEFEIHTERKEESBENAE SR, BTN
BUSBY K SIGFARBHEHOSTERBREANEESBY, NEFMAER , 528 (Linux Bi1TER
Amazon EC2 fEF&1ER) FHIAmazon EC2 &%,

1. B M#A1L CreateKeyPairRequest #1TEI. £ withKeyName FERBESHRHEEE , 0T
= -

CreateKeyPairRequest createKeyPairRequest = new CreateKeyPairRequest();

createKeyPairRequest.withKeyName(keyName);

/A Important
TRYEBLARKE -, MREEFEVRFASRYEAHESREBHERY g
WEIBI AR o

2. R RYHEEE createKeyPair 5%, A& EE CreateKeyPairResult #1T{E58 , M TR :

CreateKeyPairResult createKeyPairResult =
amazonEC2Client.createKeyPair(createKeyPairRequest);

3. FIERYIHM getKeyPair FELES KeyPair ¥1. FAYKeyPair ¥4 getKeyMaterial 5
&, IS RINEN PEM RIFFAE LR , TR :

KeyPair keyPair = new KeyPair();
keyPair = createKeyPairResult.getKeyPair();

String privateKey = keyPair.getKeyMaterial();

#1T Amazon EC2 #1T{E g

FATHRERF , ®+#EH Amazon Machine Image (AMI) Bx8 — =R ZEREMHEH EC2 HITEE, &
i EC2 $11T{ERER , BUUEFEMMNMEE, BT EC2 HTHEBZE , B IERIIFTEE
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2Client.html#authorizeSecurityGroupIngress-com.amazonaws.services.ec2.model.AuthorizeSecurityGroupIngressRequest-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2Client.html#authorizeSecurityGroupEgress-com.amazonaws.services.ec2.model.AuthorizeSecurityGroupEgressRequest-
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairRequest.html#withKeyName-java.lang.String-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2.html#createKeyPair-com.amazonaws.services.ec2.model.CreateKeyPairRequest--
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairResult.html#getKeyPair--
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/KeyPair.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/KeyPair.html#getKeyMaterial--
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1. B M#I1L RuninstancesRequest #1T{Ef8. FHRELERYAFPKYHREENEREPFER
EEN AMI, 2R/RBNLLEE,

RunInstancesRequest runInstancesRequest =
new RunInstancesRequest();

runInstancesRequest.withImageId("ami-a9d@9edl1")
.withInstanceType(InstanceType.T1lMicro)
.withMinCount(1)
.withMaxCount(1)
.withKeyName("my-key-pair")
.withSecurityGroups("my-security-group");

withimageld

« AMI Y ID, BE T RIS Amazon RHENAAMIs FEVEBHSH AMI, 752 B Amazon
Machine Image (AMI).

withInstanceType
- WITERERERIEEN AMI 8. MFFMEF , F2E (Linux ATEEEHREER) F
N TEREZE., Amazon EC2
withMinCount

- EREHTEBNRLEHE. MREL Amazon EC2 I B ETAEH P BN HTERE
% , Al & Amazon EC2 RAENMET#AITEIRE

withMaxCount

- ERBHHTEENSAME, MREL Amazon EC2 AIE B ERAEEH T EREBNHITEEE
% , 87 L5 Amazon EC2 BB & ZH#ITEBEEMinCount, BB SEEREN
A1 BT EBERAFNITEEBRAYME, NFEFHMAENR , F2H Amazon EC2 —f& ¥
R % Amazon EC2 RV AT BATE AEITTZ D HITERE.

withKeyName

- EC2 ERHMNERE. NREREESREMBBYUTER , ARBEIRCER. WEFAE
A, B2REVYERY,

withSecurityGroups
- —AFZEERLEE. MEFMEFA , F2HREY Amazon EC2 £ FHH,

2. BB FE R YHEIEZ runinstances JFERB BN #TEEE., 55 EEE RuninstancesResult ¥4 |
WTRAR :

HazRunfEstangesRessult result = amazonEC2Client.runInstances( 78


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html#withImageId-java.lang.String-
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
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runInstancesRequest);
HITERHTER , BZUER SRYREEREFHTER, WFEFMER , F2H (Linux BITERER
EIE/) PHOEHZEM Linux ${TERE, Amazon EC2
A IAM AeRF £ AWS ERHFZEHE Amazon EC2

Fr ¥ Amazon Web Services (AWS) BIFERE L EER BHNBEAERETEIBREEE AWS, &
AILAER IAM Af | H{E#E Amazon EC2 #I{TEER T AWS ERMN Z £ FHUE,

AEFERMHMAEE 1T B9 Java SDK ERAREXFER IAM ACKIHEEIEA Amazon EC2, % IAM
HITEENFMET , 28 (Linux $4TEE Amazon EC2 FREIEE) THEAR B IAM £&
Amazon EC2,

TR RMEHEN EC2 BT ERERE

MREHERAEXFEHAEREEREEL AWS AFin , AFRSKTYIEFFRAEREXIRMtEE
EESRE

1. 7£ Java REBMHEH : aws.accessKeyId Ml aws.secretKey,

2. ERRRELEH : AWS_ACCESS_KEY_ID Hl AWS_SECRET_ACCESS_KEY.,

3 EEBREAEMERT (WERNUERTEEME).

4. MR EFXEAWS_CONTAINER_CREDENTIALS_RELATIVE_URIREE® A BLZ4EHSEFEFHE
BRI |, BI3EIB Amazon EC2 B RBEEENZEAER,

5. EFTERMEREBRAER YD | EFENE EC2 HTERN IAM ACEBRNHTERPEER
o

6. REREHAETH Web Identity Token EAEF,

RMERETHNHTERBERERAERTRIAEE Amazon EC2 #11TEE L # TR AR RS EE
£H , BEMEA Amazon EC2 HIITEBFREMFANEAEINENRELZSM., BEUUEEER
InstanceProfileCredentialsProvider 1T A F IR EBRERINESGHTEBEREZAER , ME
AREETRERRMESER.

Hlan -

AmazonS3 s3 = AmazonS3ClientBuilder.standard()
.withCredentials(new InstanceProfileCredentialsProvider(false))
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.build();

FEALFER K FAREASHEEER AWS 2AEE , HF EHTEEEARESE Amazon

EC2 #1T{EEERER < IAM BEWNFFUHRE, HABLEEAERNRTRN , KB ,
InstanceProfileCredentialsProvider@EHAKLEHERE  UENSHEAEREBAIEF
H AWS,

/A Important
HEE AR ENEERSEAEAERAPRERREERLE ESEVYECH
InstanceProfileCredentialsProvider M ATEREHREHEEN -2 , REL
#InstanceProfileCredentialsProvider#{TERBEEERELAFREBRER., R
BERHEME ERMEREESTEEEREZAER  AEESRENEREEBHNEA
&Hl,

MRAFPHEBENBEFAZAERNREEREKIZAER , BIEEE AmazonClientException,
BAHER - ¥ EC2 HITEEEM IAM B8
THZE SRR RP WM Amazon S3 £/ IAM A& B4 REEFE.

By IAM AR
BUETHEBEFZEEN IAM £ Amazon S3,

—

. AR IAM EE A,

2. TEEERD , ENALE , RARENEIFTAC,

I |MABBHNER , REBERE Next Step (T —), FHicFhERE , RAELRE Amazon EC2 1T
Bl SREZLERE,

4. TENAGEREEH AWS R WAET , BE Amazon EC2,

5. AR EFTTHEARIMBEKE AT | i#E Amazon S3 MEEFE , RZBWMT —F,

6. TREEEL , EMEIAE,

& EC2 BTEBKLIEE IAM A&

Ba LA Amazon EC2 i A= BB E A IAM ABH Amazon EC2 #{T{EEE BAM Java B AWS
SDK.,
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- EEMFATEAEE Amazon EC2 #11TEE. , 55&1 Amazon EC2 Linux #1178 £ F & {55
Linux #17{E & AFIEVIE R, Amazon EC2

E 1223 Review Instance Launch (#2E#11T B8 Bk E)) EEEF , EH Edit instance details (¥m¥E#H
TEBHMAENR). £ IAM St | BREZLTEIN IAM AE, KEBERTERER.

® Note
RRERBUNMEARANZ2HARSRY , LERIHTER.

- EEFEHA BEBEE IAM B8 Amazon EC2 #/TERE BRAM Java B AWS SDK , F2BH1T
Amazon EC2 #1T{EE.

BB ERAER

ZEMEEEEEC2HTERLBTNEFEARER. %, EYTARREHEREERZNE &
( BlEn GetS30bjectApp)o

EE K EAR Java Y AWS SDK BN EERBIFEILWN B %, MREHK T BARK Java B9 AWS
SDK E|##~/Downloads B & , B LIEA TR SRER S :

cp -r ~/Downloads/aws-java-sdk-{1.7.5}/1ib .
cp -r ~/Downloads/aws-java-sdk-{1.7.5}/third-party .

FRGEHTER, ML GetS30bject.java , REFMETHERE :
import java.io.*;

import com.amazonaws.auth.*;

import com.amazonaws.services.s3.*;

import com.amazonaws.services.s3.model.*;
import com.amazonaws.AmazonClientException;
import com.amazonaws.AmazonServiceException;

public class GetS30bject {
private static final String bucketName = "text-content";
private static final String key = "text-object.txt";

public static void main(String[] args) throws IOException

{
AmazonS3 s3Client = AmazonS3ClientBuilder.defaultClient();
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try {
System.out.println("Downloading an object");
S30bject s3object = s3Client.getObject(
new GetObjectRequest(bucketName, key));
displayTextInputStream(s3object.getObjectContent());
}
catch(AmazonServiceException ase) {
System.err.println("Exception was thrown by the service");
}
catch(AmazonClientException ace) {
System.err.println("Exception was thrown by the client");

}

private static void displayTextInputStream(InputStream input) throws IOException
{
// Read one text line at a time and display.
BufferedReader reader = new BufferedReader(new InputStreamReader(input));
while(true)
{
String line = reader.readlLine();
if(line == null) break;
System.out.println( " "+ line );
}
System.out.println();

BIRGEREZR., MU build.xml , REFHIETIIT :

<project name="Get {S3} Object" default="run" basedir=".">
<path id="aws.java.sdk.classpath">
<fileset dir="./1ib" includes="**/*.jar"/>
<fileset dir="./third-party" includes="**/*_jar"/>
<pathelement location="1lib"/>
<pathelement location="."/>
</path>

<target name="build">

<javac debug="true"
includeantruntime="false"
srcdir="."

A IAM BT £ AWS & RN EZEHE Amazon EC2 82



BRAR Java B9 AWS SDK 1.x 1.x R ABER

destdir="."
classpathref="aws.java.sdk.classpath"/>
</target>

<target name="run" depends="build">
<java classname="GetS30bject" classpathref="aws.java.sdk.classpath" fork="true"/>
</target>
</project>

BEYHTENBHER, FIE , BEXPTEREEAZAER. At , RIEFSEE AWS BAE
#, FRIEXBLWE AmazonServiceException, i :

$ ant
Buildfile: /path/to/my/GetS30bjectApp/build.xml

build:
[javac] Compiling 1 source file to /path/to/my/GetS30bjectApp

run:
[java] Downloading an object
[javal AmazonServiceException

BUILD SUCCESSFUL

HiRENEXNERESN EC2 #ITER

FREZE2EAR () UKk BARK Java B9 AWS SDK XX E , SEAEaELEH Amazon EC2 H1T1E
B, "N EID TR,

scp -p -i {my-key-pair}.pem GetS30bject.class ec2-user@{public_dns}:GetS30bject.class
scp -p -i {my-key-pair}.pem build.xml ec2-user@{public_dns}:build.xml

scp -r -p -i {my-key-pair}.pem lib ec2-user@{public_dns}:1lib

scp -r -p -i {my-key-pair}.pem third-party ec2-user@{public_dns}:third-party

® Note

RIBEFEAB Linux BITHRE , £AEZBARER "ec2-user", "root" = "ubuntu", HEEE
HITERN/AE DNS B8 , BB EC2 X248 , YWEHAZRS|IFEHPSKLE DNS EH ( f
il , ec2-198-51-100-1.compute-1.amazonaws.com).
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e by Y S

« GetS30bject.class RIEMmENER

* build.xml RARZEMNHTEXMN ant BR

« 1lib M third-partyB# =R E WHEEXEER KX BAR Java B AWS SDK,

o -r YIBRRR scpfEZY BEAM Java B AWS SDK o #is 1libraryM third-party B #&MWFTE
RBETIEEEER,

« -p tIREIEE scp EERRERERE B Vb RREHF T,

(® Note

-p RWMEFEBAR Linux, macOS = Unix, MREELR Windows ERER , BAEFRE
AU T S8 ERNTERE LAERT

chmod -R u+rwx GetS30bject.class build.xml 1ib third-party

¥ EC2 BT EIEE E#ITEAIRES

EZEFTRER , HELEEEN Amazon EC2 #11TEEE., MEFAE
EZI8M) PHELEZEH Linux ${T{EE. Amazon EC2

illll

, w2 B (Linux #1TEREEH

WMRENHITER ant BEFER  FEATIHTREE .
sudo yum install ant
A&, £ BITERant , TR :

ant run

ERXE24 Amazon S3 N RBRBEAGTHRE.
R . Amazon EC2 Spot #{T{EEE
BLE

BENHNITEEUREURS 90% BKRER Amazon Elastic Compute Cloud (Amazon EC2) &%
8, YHTRESHHTER K RELNRERBE N Spot B, SRBHFEEH Amazon EC2 &
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EHRERER  BRENSNEERERNEF WUFEA AR Spot HTEER. MERFHTEEN
HEHITER , Spot HITEBRACRMAS —EEE A BENSEZEERE.

Spot HTEE AT KIERFEAIREE., MBHRE, FREE, FHEE. ERNEREE], BMBoHN
MR Amazon EC2 IR A, 5L, Spot TR AIREEFTTEXTER , FRAENTEINERE,

EREM Spot HITMEEE , B LRE Spot BITEERER , UEELBENEZ— @/ EEHR—EH
TEEBNESEAE  LACNHE, IREHENSNELBRERER , AEBETENER , £H
PITEEREHT , EREZRUENHRERESENISREE CLERERE),

BEBSNEE

- BEESIMEXANEALHER. SEFRERFER Amazon EC2 f8% Spot E1& , WRHEA
RNHERE, BEREESS  EXVBEEAAZINHEEN Spot Eif. Hit , BXNNWEAATES
BEREHHE  BEXETEEBENHE.

« MRGEEPT Spot BTEE , BENHETBNFSZER B AR Spot B , BHHTEEES
Bib, ERTESFERRENTEEENEARXGRHNEY  UAALEERE,

Spot #1TEREHAITREEHEfth Amazon EC2 #THEBHITELHME , MEEHM Amazon EC2 #1718
B, K ELTHTEZE Spot BITHEER , KR ILELHTEE, MREKILETENBTHEE T2
— /P RAR—PNEIZNER  REBER (WEABEHTEEREZATEBATHMNBEK), T8, R
Spot EEERENHE , BEMNHATEREY £ 1E Amazon EC2 , BIF & @ S U EVEATER 2 6 A B8
B,

AYERERPUMER BAR Java B AWS SDK #117 T 5/ BhE,

« 3% Spot @K

* Y& Spot FRMAKEFEIT
« HUH Spot 53K

- HIEEBBAYEITER

FORIFAF

EEMFANHBRE  BNE BAR Java 9 AWS SDK R | XS HERTER R G, TS
HMERR | FESBRRE BARM Java B9 AWS SDK ,

#HERE . Amazon EC2 Spot #1T{EEE 85



AR Java ) AWS SDK 1.x 1.x IRBIBA B IS
FER1 . RELNEAER

HERREALEXRES  SFEERE AWS BEAER. MENMFAMTIAERNRA , F2RZEH
Br AWS BEAERMNEE

® Note

BEMEBEER IAM ERENZEABRREHELE, WFFHMEEF , F2HEM AWS M2
M IAM R E.

RELCRE RE , CAURBEREHPHERRE.
TR2 . REZREEM

TEFETBA AR  BEAFEL —EHTEEBNRE. BEES  BTERSEIETARLHE
ARERTRE , ERFETM TCP EEE LWFEEA IP REMFERERL, Kk, ERX Spot
ERzE , RMEREATLERRRENZLHE. ERNAHEBNEN , BABELIFNRLEE ,
BA "GettingStarteds , RAFFREBEBHITEAERMN IP it # Secure Shell (SSH) &, BEERE
VLA , AFEZCSIBT TIINEIBES , UEXRFTAXRERLEE,

By AnazonEC2CHFPmIE2® , BMISEUEBA GettingStarted .
MCreateSecurityGroupRequest¥If , AR ZLEFHENER, A% , ®RAOAFEWY
ec2.createSecurityGroup API JRZE &4,

ATRHABBHENER , RMFEL IP thil SHER AR HE K 7B CIDR R ipPermission¥]
;1P thik Ry /10" BIERTIEE IP ity FH8E . KMEERA TCP BAAEEMEREE 22 (SSH)
HREipPermission¥¥f. & —ELBRec2.authorizeSecurityGroupIngressfEfAZ & A
HBBH ipPermission ¥HMM ,

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Create a new security group.

try {
CreateSecurityGroupRequest securityGroupRequest = new

CreateSecurityGroupRequest("GettingStartedGroup", "Getting Started Security Group");
ec2.createSecurityGroup(securityGroupRequest);

} catch (AmazonServiceException ase) {
// Likely this means that the group is already created, so ignore.
System.out.println(ase.getMessage());
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}
String ipAddr = "0.0.0.0/0";

// Get the IP of the current host, so that we can limit the Security
// Group by default to the ip range associated with your subnet.

try {
InetAddress addr = InetAddress.getlLocalHost();

// Get IP Address

ipAddr = addr.getHostAddress()+"/10";
} catch (UnknownHostException e) {
}

// Create a range that you would like to populate.
Arraylist<String> ipRanges = new ArraylList<String>();
ipRanges.add(ipAddr);

// Open up port 22 for TCP traffic to the associated IP
// from above (e.g. ssh traffic).

ArraylList<IpPermission> ipPermissions = new ArraylList<IpPermission> ();

IpPermission ipPermission = new IpPermission();
ipPermission.setIpProtocol("tcp");
ipPermission.setFromPort(new Integer(22));
ipPermission.setToPort(new Integer(22));
ipPermission.setIpRanges(ipRanges);
ipPermissions.add(ipPermission);

try {
// Authorize the ports to the used.
AuthorizeSecurityGroupIngressRequest ingressRequest =

new AuthorizeSecurityGroupIngressRequest("GettingStartedGroup",ipPermissions);

ec2.authorizeSecurityGroupIngress(ingressRequest);
} catch (AmazonServiceException ase) {

// Ignore because this likely means the zone has

// already been authorized.

System.out.println(ase.getMessage());

[}

AR BAFESTHEARR—X , TEMHN R 28,

B O LAER B 22 B4 AWS Toolkit for Eclipse., MNEFMEN , FSEKR EB L FHE AWS

Cost Explorer,
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HER 3. 12X Spot #@ER

EERX Spot R , BXAXYEEFANATERIES. Amazon Machine Image (AMI) & &
B, FEXETERMEAIRENZSEHE , LWELATUEEERAHNITHEE,

BEZEHTEBEERTHEE ; 5B5F Amazon EC2 1T EMEERLNEREEE, EAKBRHR
o, BAEER t1.micro , ERREENATATERBER, TR, BMKREEFEAN AMI E
B, BMAEER ami-ad9d09ed |, ERBRE A2 FRE R 7] A K up-to-date Amazon Linux AMIl, F#TH
AM| FIREEEEREMEBE  BEUUBRRER/UTSBREEZIIRAEL AMI :

1. BRX Amazon EC2 i A&,

2. RERDUITEERE,

3. B—EREERRITAN AMIs, AMI ID E5I7EEE AMI EEZ., S¥E , B UEA
DescribeImages API , BEf| AR TEEHAKBRENEE,

BZER ALY Spot MITERETHE ; EELH T BEESZE | BEXRREE Spot #IT{E
BER. T8, EEFRER  BMSHER=EE RRE  mEURREAEREEEE ; REBEED
BREEGE ; REUSRNGESERE.

- BRIEBEREN SEHREETE , SEEHPEFRBRIEHNT. T8 , ERBANTHE , BEF
B, FHREEERAUUULEEESTERERNAATHE. BUUER AWS EEERA T
Amazon EC2 AP| R EH TEBEIA Spot BIFEF Lk, MEFMEN , 5BE &R Spot EBE
B, EEETABREYSIAMERTEREEANERBRLLH2E , CEMEBERNBRES L -

« SETBAHE L Spot EEHERN LR (MEREFHNTEENER). HFEN—IRHE Spot BXRTA]
BT #8T , B —REMERFE TR I,

« WE |, BULUSELFERES Spot FTEEINNEE , HABTEITEEES B % , AFHEE
BIFAMBRECERERBNFZHTEE. NREBEENER, A Spot HITEBREEE
ko (BRFIAEEREA N EEEER EHEETT, )

 XINTHEBERNE SREVTHERREER, ERTHLEBERNEE RS ZEHERAE

RED, ZTHHITEEBEEN Spot EHELLHER , BANEEHE  FFIERBNKATEBER

BRONE, ERMAUURAHENGX , BAFEREBME®RET , B Spot EFHIRKE , = Spot

ERERENHER.

- REMFEERE CHELZEBRFATERNSNENRERFRUNERTER. 7MHATER

FAM Spot EMELRLHRR , CRESRKEELER  URARREBITHERNSEA LN , Lk

BEH , BERIERAL,

#HERE . Amazon EC2 Spot #1T{EEE 88


https://console.aws.amazon.com/ec2/home
https://www.youtube.com/watch?v=WD9N73F3Fao&feature=player_embedded
https://www.youtube.com/watch?v=WD9N73F3Fao&feature=player_embedded
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-spot-instances-history.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-spot-instances-history.html

BRAR Java B9 AWS SDK 1.x 1.x R ABER

EREELNEESER , B LER Spot Hi1TEE T, EAUEBFRES , RS LERES

¥ (0.03USD) , AR AREMHIESTEREENME, BJLEIF Amazon EC2 EEEMH , #IJ%T
AASTEENERNHNTEEBNEEEN. E Spot HTEEHNTE , EEEINHTEENT
HAR £ B Spot B1&. Spot BITIEERERKHE 52E Amazon EC2 , ¥iR#E Spot HITEEAE M
ENRYBZ2ZESHAR, BHALUIEELEES Spot $11?T1IE-S'Z1TEI’J$§E HAESHITEE
price.To 53R Spot HITEEH % , CERFEEFALBERENSHREEENFERIT, KMEE
JRequestSpotInstanceRequest¥I#HBtR. FRYUHZELEMBANHTEREEN LE, L
A\, BEELaunchSpecificationBfEREE , HPIEEFANHTEBER, AMIID 12
BHiH, EEAFER®E , B LIE AmazonEC2Client W EF I requestSpotInstancesBit. 3l
i) REMAIFER Spot #ITEEE

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(1l));

// Setup the specifications of the launch. This includes the

// instance type (e.g. tl.micro) and the latest Amazon Linux

// AMI id available. Note, you should always use the latest

// Amazon Linux AMI id or another of your choosing.
LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType(InstanceType.T1Micro);

// Add the security group to the request.

Arraylist<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specifications to the request.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult = ec2.requestSpotInstances(requestRequest);
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BITHREN BB I Spot HITHEBEFER. BUUEREMBEEREE Spot ER. BEHE—F T
f# , FEERH EAR Java 5 AWS SDK APl 2Z I ZERE : EFE Amazon EC2 Spot FEREEH
RequestSpotinstances &5l

® Note

B FEXNERBEAEM Spot ATEEMNER , RFEBLBUREMHERIL LREIR
EAHTER  URDEFAEEER,

SR 4 : Y Spot FERAVEE

BETR, BMFHLEEIERBUES Spot FFREE "ERAG, Mg, BREETRE—EBSR. A7
YI|ET Spot FERAVAREE | RIIGE describeSpotinstanceRequests 3% , LEVSEE /) Spot 555K
ID AREE,

ELB 2 hEITNFER ID AfRERMrequestSpotInstancesE RV EIEH, THEHRENBE RE
mfAfErequestSpotInstancesEIEFIREFER IDs , UEAEFIREA ArraylList,

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult = ec2.requestSpotInstances(requestRequest);
List<SpotInstanceRequest> requestResponses = requestResult.getSpotInstanceRequests();

// Setup an arraylist to collect all of the request ids we want to
// watch hit the running state.
ArraylList<String> spotInstanceRequestIds = new ArraylList<String>();

// Add all of the request ids to the hashset, so we can determine when they hit the
// active state.
for (SpotInstanceRequest requestResponse : requestResponses) {
System.out.println("Created Spot Request:
"+requestResponse.getSpotInstanceRequestId());
spotInstanceRequestIds.add(requestResponse.getSpotInstanceRequestId());

EEEREHER ID, 5BMFW describeSpotInstanceRequestsFiER ¥ B FERARAE, RER
REFFRRER "BRL MRRE, FEE , RMERNRETRE "BHRL , M2 "ERT. , BAW

REMBERCIMERE , FRUESEEEA "B . THEXBEGRENATRILERNFRE
o

// Create a variable that will track whether there are any
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// requests still in the open state.
boolean anyOpen;

do {
// Create the describeRequest object with all of the request ids
// to monitor (e.g. that we started).
DescribeSpotInstanceRequestsRequest describeRequest = new
DescribeSpotInstanceRequestsRequest();
describeRequest.setSpotInstanceRequestIds(spotInstanceRequestlds);

// Initialize the anyOpen variable to false - which assumes there
// are no requests open unless we find one that is still open.
anyOpen=false;

try {
// Retrieve all of the requests we want to monitor.
DescribeSpotInstanceRequestsResult describeResult =
ec2.describeSpotInstanceRequests(describeRequest);
List<SpotInstanceRequest> describeResponses =
describeResult.getSpotInstanceRequests();

// Look through each request and determine if they are all in

// the active state.

for (SpotInstanceRequest describeResponse : describeResponses) {
// If the state is open, it hasn't changed since we attempted
// to request it. There is the potential for it to transition
// almost immediately to closed or cancelled so we compare
// against open instead of active.

if (describeResponse.getState().equals("open")) {
anyOpen = true;
break;

}
} catch (AmazonServiceException e) {
// If we have an exception, ensure we don't break out of
// the loop. This prevents the scenario where there was
// blip on the wire.
anyOpen = true;

try {
// Sleep for 60 seconds.
Thread.sleep(60*1000);

} catch (Exception e) {
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// Do nothing because it woke up early.

}
} while (anyOpen);

PITHENFR , BH Spot PATERBRGECTERIAR , YHRER , #AHEEE, EEF—E
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B, Spot FERAASFEIEE , BEXLEERT , SIMMREERSFERE , MK LEHTEETZN
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try {
// Cancel requests.
CancelSpotInstanceRequestsRequest cancelRequest =

new CancelSpotInstanceRequestsRequest(spotInstanceRequestlIds);

ec2.cancelSpotInstanceRequests(cancelRequest);

} catch (AmazonServiceException e) {
// Write out any exceptions that may have occurred.
System.out.println("Error cancelling instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());

EERIEFARTRNVETEE , ST EERBHTERNBREBHNEITERE ID, THEXE
O RBENTERE ST |, W ArrayList , EFFEHEdescribeInstancelE E#H
BB B 1T E 8 1D,

// Create a variable that will track whether there are any requests
// still in the open state.

boolean anyOpen;

// Initialize variables.

Arraylist<String> instancelds = new ArraylList<String>();

do {
// Create the describeRequest with all of the request ids to
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// monitor (e.g. that we started).

DescribeSpotInstanceRequestsRequest describeRequest = new
DescribeSpotInstanceRequestsRequest();

describeRequest.setSpotInstanceRequestIds(spotInstanceRequestlds);

// Initialize the anyOpen variable to false, which assumes there
// are no requests open unless we find one that is still open.
anyOpen = false;

try {
// Retrieve all of the requests we want to monitor.
DescribeSpotInstanceRequestsResult describeResult =
ec2.describeSpotInstanceRequests(describeRequest);

List<SpotInstanceRequest> describeResponses =
describeResult.getSpotInstanceRequests();

// Look through each request and determine if they are all
// in the active state.
for (SpotInstanceRequest describeResponse : describeResponses) {
// If the state is open, it hasn't changed since we
// attempted to request it. There is the potential for
// it to transition almost immediately to closed or
// cancelled so we compare against open instead of active.
if (describeResponse.getState().equals("open")) {
anyOpen = true; break;
}
// Add the instance id to the list we will
// eventually terminate.
instancelds.add(describeResponse.getInstanceld());
}
} catch (AmazonServiceException e) {
// If we have an exception, ensure we don't break out
// of the loop. This prevents the scenario where there
// was blip on the wire.
anyOpen = true;

try {
// Sleep for 60 seconds.
Thread.sleep(60*1000);

} catch (Exception e) {
// Do nothing because it woke up early.
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} while (anyOpen);

ERBERIE FHBTEE DsArrayList , BRANTRRE S BR IHEMHITRO T ER.

try {
// Terminate instances.
TerminateInstancesRequest terminateRequest = new

TerminateInstancesRequest(instancelds);
ec2.terminateInstances(terminateRequest);

} catch (AmazonServiceException e) {
// Write out any exceptions that may have occurred.
System.out.println("Error terminating instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());
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@ Note
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;1P bt EEY /10" BESRTRIETE IP Hst i FHER% . HMtLEEA TCP B E FEEE 22 (SSH)
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(MIEABREMAEE —EAHBREFAERANEXTHEE, )

// Create the AmazonEC2Client object so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.standard()
.withCredentials(credentials)
.build();
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// Create a new security group.
try {
CreateSecurityGroupRequest securityGroupRequest =
new CreateSecurityGroupRequest("GettingStartedGroup",
"Getting Started Security Group");
ec2.createSecurityGroup(securityGroupRequest);
} catch (AmazonServiceException ase) {
// Likely this means that the group is already created, so ignore.
System.out.println(ase.getMessage());

String ipAddr = "0.0.0.0/0";

// Get the IP of the current host, so that we can limit the Security Group
// by default to the ip range associated with your subnet.
try {
// Get IP Address
InetAddress addr = InetAddress.getlLocalHost();
ipAddr = addr.getHostAddress()+"/10";
}
catch (UnknownHostException e) {
// Fail here...

// Create a range that you would like to populate.
ArraylList<String> ipRanges = new ArraylList<String>();
ipRanges.add(ipAddr);

// Open up port 22 for TCP traffic to the associated IP from

// above (e.g. ssh traffic).

Arraylist<IpPermission> ipPermissions = new ArraylList<IpPermission> ();
IpPermission ipPermission = new IpPermission();
ipPermission.setIpProtocol("tcp");

ipPermission.setFromPort(new Integer(22));

ipPermission.setToPort(new Integer(22));
ipPermission.setIpRanges(ipRanges);

ipPermissions.add(ipPermission);

try {
// Authorize the ports to the used.
AuthorizeSecurityGroupIngressRequest ingressRequest =
new AuthorizeSecurityGroupIngressRequest(
"GettingStartedGroup",ipPermissions);
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ec2.authorizeSecurityGroupIngress(ingressRequest);

}

catch (AmazonServiceException ase) {
// Ignore because this likely means the zone has already
// been authorized.
System.out.println(ase.getMessage());
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(® Note
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Machine Image (AMI) &S HEREEFE R,

ZRMMLBIIRequestSpotInstanceRequest W4 BtE. BRYHEELELENHTEE
HEMHE, A, BPEELaunchSpecification® BRERE , HFBRFLEEFAN
WATEREE, AMIID MEZ£FHME. EAFBRE , BPIFHE AmazonEC2Client Y EHFIY
requestSpotInstancesk i, AT EHIFREAUIMEFER Spot FITERE

( FHEXBREMEE —EHRBREFREANEXFEE. )

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(1));

// Set up the specifications of the launch. This includes the
// instance type (e.g. tl.micro) and the latest Amazon Linux
// AMI id available. Note, you should always use the latest
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// Amazon Linux AMI id or another of your choosing.
LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl1");
launchSpecification.setInstanceType(InstanceType.T1lMicro);

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setlLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.

RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);

AR —IRMERER

BE Spot FEREK , KU NUEEREERZ2H. BELRENFERERE-RMEERFA L, RIFFER , ER
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// Retrieves the credentials from an AWSCredentials.properties file.
AWSCredentials credentials = null;
try {
credentials = new PropertiesCredentials(
GettingStartedApp.class.getResourceAsStream("AwsCredentials.properties"));

}
catch (IOException el) {

System.out.println(

"Credentials were not properly entered into AwsCredentials.properties.");
System.out.println(el.getMessage());
System.exit(-1);

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest =
new RequestSpotInstancesRequest();
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// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(l));

// Set the type of the bid to persistent.
requestRequest.setType("persistent");

// Set up the specifications of the launch. This includes the

// instance type (e.g. tl.micro) and the latest Amazon Linux

// AMI id available. Note, you should always use the latest

// Amazon Linux AMI id or another of your choosing.
LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType(InstanceType.T1Micro);

// Add the security group to the request.

Arraylist<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);

BR R R AV i B B

TR EIEERREABERNRERE. SAUEELRHBENRENERKERE. RIEE
% , Spot ERBREURBERET , EFEBITHEVERL. 718 , MEFE , EULURFERH
Bo ATREABERIMEEL B A,

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(1));
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// Set the valid start time to be two minutes from now.
Calendar cal = Calendar.getInstance();
cal.add(Calendar.MINUTE, 2);
requestRequest.setValidFrom(cal.getTime());

// Set the valid end time to be two minutes and two hours from now.
cal.add(Calendar.HOUR, 2);
requestRequest.setValidUntil(cal.getTime());

// Set up the specifications of the launch. This includes
// the instance type (e.g. tl.micro)

// and the latest Amazon Linux AMI id available.

// Note, you should always use the latest Amazon

// Linux AMI id or another of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType("tl.micro");

// Add the security group to the request.

Arraylist<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult = ec2.requestSpotInstances(requestRequest);

248 Spot Amazon EC2 #1T{EIRE8EE K
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// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();
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// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 5 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(5));

// Set the launch group.
requestRequest.setLaunchGroup("ADVANCED-DEMO-LAUNCH-GROUP");

// Set up the specifications of the launch. This includes

// the instance type (e.g. tl.micro) and the latest Amazon Linux

// AMI id available. Note, you should always use the latest

// Amazon Linux AMI id or another of your choosing.
LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl1");
launchSpecification.setInstanceType(InstanceType.T1lMicro);

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);

MRERBERREMARATARETRBFRTVARHATERE  MEETETFHBERNTER , ETUR
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// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 5 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
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requestRequest.setInstanceCount(Integer.valueOf(5));

// Set the availability zone group.
requestRequest.setAvailabilityZoneGroup("ADVANCED-DEMO-AZ-GROUP");

// Set up the specifications of the launch. This includes the instance
// type (e.g. tl.micro) and the latest Amazon Linux AMI id available.
// Note, you should always use the latest Amazon Linux AMI id or another
// of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl1");
launchSpecification.setInstanceType(InstanceType.T1lMicro);

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);

&R LB E Spot MATERAIFENARAEE, T 572156/~ AR E 7 A EiE,

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(1));

// Set up the specifications of the launch. This includes the instance
// type (e.g. tl.micro) and the latest Amazon Linux AMI id available.

// Note, you should always use the latest Amazon Linux AMI id or another
// of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl1");
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launchSpecification.setInstanceType(InstanceType.T1Micro);

// Add the security group to the request.

Arraylist<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Set up the availability zone to use. Note we could retrieve the

// availability zones using the ec2.describeAvailabilityZones() API. For
// this demo we will just use us-east-1la.

SpotPlacement placement = new SpotPlacement("us-east-1b");
launchSpecification.setPlacement(placement);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.

RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);

K&, MREERANRESR

EH (HPC) Spot #1TfEEE , HlUNBLEFTHTREBNESE GPU H1TE

AE
B, UL EEEREFE, ERFETEITEECBRARBNEENSERER, A THMAIEAN

fAIERE B A E.

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(1));

// Set up the specifications of the launch. This includes the instance
// type (e.g. tl.micro) and the latest Amazon Linux AMI id available.

// Note, you should always use the latest Amazon Linux AMI id or another
// of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl1");
launchSpecification.setInstanceType(InstanceType.T1lMicro);
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// Add the security group to the request.

Arraylist<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Set up the placement group to use with whatever name you desire.
// For this demo we will just use "ADVANCED-DEMO-PLACEMENT-GROUP".
SpotPlacement placement = new SpotPlacement();
placement.setGroupName("ADVANCED-DEMO-PLACEMENT-GROUP");
launchSpecification.setPlacement(placement);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);

AHRETHIESEMIEAN, UBEELTH  RTENHER - RIHEEREA
M2 RKZHELBHHAAURREHERTHIREY. it , REELTERST
MAELREREBHEEE, LRAFEEAGHFHSSHA—BARENRBHS , A
com.amazonaws.codesamples.advanced.InlineGettingStartedCodeSampleApp.java$

Bl A 2
MAE BRI RRER D EIE

EE Spot HITEBIEREEN IRz — , REBRREHNEREHHERZE Amazon Elastic Block

Store (Amazon Amazon EBS) H#ik[E, FEREHMER K MRBLEPE L SRGEXRBLAREHZ
BERINES (BR2ERERTHMIEERDSE ), EERBNEFEBE |, BRI LERE Spot FXK ,
DRARISIEFTEETE SR LFESIMER. BASETHES PBEARNENS , REBNAEAL

ESVA

EFENERNET , RMEEIBlockDeviceMapping¥ ¥ , WASH associated Amazon Elastic
Block Store (Amazon EBS) 32 E A&7 Spot #1TERRK LLE , EEREnotMBRH Amazon EBS #1#.
M#BlockDeviceMapping , e LB ERMERBRE P I EHBRE ArrayList,

// Retrieves the credentials from an AWSCredentials.properties file.
AWSCredentials credentials = null;
try {
credentials = new PropertiesCredentials(
GettingStartedApp.class.getResourceAsStream("AwsCredentials.properties"));
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catch (IOException el) {
System.out.println(

"Credentials were not properly entered into AwsCredentials.properties.");

System.out.println(el.getMessage());
System.exit(-1);

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(l));

// Set up the specifications of the launch. This includes the instance
// type (e.g. tl.micro) and the latest Amazon Linux AMI id available.

// Note, you should always use the latest Amazon Linux AMI id or another
// of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl1");
launchSpecification.setInstanceType(InstanceType.T1lMicro);

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Create the block device mapping to describe the root partition.
BlockDeviceMapping blockDeviceMapping = new BlockDeviceMapping();
blockDeviceMapping.setDeviceName("/dev/sdal");

// Set the delete on termination flag to false.
EbsBlockDevice ebs = new EbsBlockDevice();
ebs.setDeleteOnTermination(Boolean.FALSE);
blockDeviceMapping.setEbs(ebs);

// Add the block device mapping to the block list.
ArraylList<BlockDeviceMapping> blockList = new ArraylList<BlockDeviceMapping>();
blockList.add(blockDeviceMapping);

// Set the block device mapping configuration in the launch specifications.
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launchSpecification.setBlockDeviceMappings(blockList);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);
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// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult = ec2.requestSpotInstances(requestRequest);
List<SpotInstanceRequest> requestResponses = requestResult.getSpotInstanceRequests();

// A list of request IDs to tag
ArraylList<String> spotInstanceRequestIds = new ArraylList<String>();

// Add the request ids to the hashset, so we can determine when they hit the
// active state.
for (SpotInstanceRequest requestResponse : requestResponses) {
System.out.println("Created Spot Request:
"+requestResponse.getSpotInstanceRequestId());
spotInstanceRequestIds.add(requestResponse.getSpotInstanceRequestId());
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https://www.youtube.com/watch?feature=player_embedded&v=wcPNnUo60pc
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RequestSpotInstancesResult.html
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}

¥EH IDstg , BRI LLASEERIDs #TiBZE CreateTagsRequest Y FEAY Amazon EC2 A FiwiY
createTags() A , MEREBXK :

// The list of tags to create
ArraylList<Tag> requestTags = new ArraylList<Tag>();
requestTags.add(new Tag('"keynamel", "valuel"));

// Create the tag request

CreateTagsRequest createTagsRequest_requests = new CreateTagsRequest();
createTagsRequest_requests.setResources(spotInstanceRequestlIds);
createTagsRequest_requests.setTags(requestTags);

// Tag the spot request

try {
ec2.createTags(createTagsRequest_requests);

}

catch (AmazonServiceException e) {
System.out.println("Error terminating instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());

}
BRRCHTERE

B spot FRAFEL , BRBEATEREYRFECHTER , ESHE Spot FRBERELE (T8
RBERFERBRE ) .

& A LAE A DescribeSpotinstanceRequestsRequest #14F MY Amazon EC2 A F

i%H describeSpotInstanceRequests() % , RMEFRWARE, EEH
DescrlbeSpotInstanceRequestsResuIt Y8 E SpotinstanceRequest Y4B E |, BRI LA AR EH
Spot FERHMEE |, WEHTERTHENBEBREBREESHEETER IDs.

— B Spot EERTBRE , B LUE B HEgetInstanceId()FE
f€SpotInstanceRequest ¥4 #EENE H1TERE ID,

boolean anyOpen; // tracks whether any requests are still open

// a list of instances to tag.
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateTagsRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeSpotInstanceRequestsRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeSpotInstanceRequestsResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/SpotInstanceRequest.html
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ArraylList<String> instancelds = new ArraylList<String>();

do {
DescribeSpotInstanceRequestsRequest describeRequest =
new DescribeSpotInstanceRequestsRequest();
describeRequest.setSpotInstanceRequestIds(spotInstanceRequestlds);

anyOpen=false; // assume no requests are still open

try {
// Get the requests to monitor
DescribeSpotInstanceRequestsResult describeResult =
ec2.describeSpotInstanceRequests(describeRequest);

List<SpotInstanceRequest> describeResponses =
describeResult.getSpotInstanceRequests();

// are any requests open?
for (SpotInstanceRequest describeResponse : describeResponses) {
if (describeResponse.getState().equals("open")) {
anyOpen = true;
break;
}
// get the corresponding instance ID of the spot request
instancelds.add(describeResponse.getInstanceId());

}

catch (AmazonServiceException e) {
// Don't break the loop due to an exception (it may be a temporary issue)
anyOpen = true;

}
try {

Thread.sleep(60*1000); // sleep 60s.
}

catch (Exception e) {
// Do nothing if the thread woke up early.

}
} while (anyOpen);

BESTUECERNHITER !

// Create a list of tags to create
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ArraylList<Tag> instanceTags = new ArraylList<Tag>();
instanceTags.add(new Tag("keynamel", "valuel"));

// Create the tag request

CreateTagsRequest createTagsRequest_instances = new CreateTagsRequest();
createTagsRequest_instances.setResources(instancelds);
createTagsRequest_instances.setTags(instanceTags);

// Tag the instance

try {
ec2.createTags(createTagsRequest_instances);

}

catch (AmazonServiceException e) {
// Write out any exceptions that may have occurred.
System.out.println("Error terminating instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());

EUH Spot Bk ML 1L 1TERR
HUH Spot 585K

EEHUH Spot 117K , 557 Amazon EC2 A FifcancelSpotInstanceRequests EfEF
CancelSpotinstanceRequestsRequest ¥ 4FFEAY

try {
CancelSpotInstanceRequestsRequest cancelRequest = new

CancelSpotInstanceRequestsRequest(spotInstanceRequestIds);
ec2.cancelSpotInstanceRequests(cancelRequest);

} catch (AmazonServiceException e) {
System.out.println("Error cancelling instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CancelSpotInstanceRequestsRequest.html
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# 1k Spot #1T{EE

BRI UE B M EFEFAITHY Spot #{TEE IDsEIEZE Amazon EC2 A Fim#Y
terminateInstances() A ERKIEIELIHITEE,

try {
TerminateInstancesRequest terminateRequest = new

TerminateInstancesRequest(instancelds);
ec2.terminateInstances(terminateRequest);

} catch (AmazonServiceException e) {
System.out.println("Error terminating instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());

EHES

ATHELESEE , RARMEUYHGAERNS L , BRMAEAHBEREGTETNSBREHA
—EZRAERNER ., RS TEEBLEA WERIRequests , LHTELEE, Rt EI—
fElGettingStartedApp¥ERl , EEBXEFRE , ARMITE BRI,

BRI LATE GitHub 88 =k T | L E IR T B RIREX.

REL | BETHER BIE Spot MITEIRERNEMRERINGEHZRE AN Java B AWS SDK,
B2 Amazon EC2 #{T1EEE

B HTER

EB A} AmazonEC2Client B9 runInstances A EE M HH Amazon EC2 #{T{EEE | 1244
RuninstancesRequest , EFEEEMFEHAH Amazon Machine Image (AMI) M#{TEBEER,

EA

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.InstanceType;

import com.amazonaws.services.ec2.model.RunInstancesRequest;
import com.amazonaws.services.ec2.model.RunInstancesResult;
import com.amazonaws.services.ec2.model.Tag;
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https://github.com/aws/aws-sdk-java/tree/master/src/samples/AmazonEC2SpotInstances-Advanced
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-types.html
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Code

RunInstancesRequest run_request = new RunInstancesRequest()
.withImageId(ami_id)
.withInstanceType(InstanceType.T1lMicro)
.withMaxCount(1)

.withMinCount(1);

RunInstancesResult run_response = ec2.runInstances(run_request);

String reservation_id =
run_response.getReservation().getInstances().get(@).getInstanceId();

RS ETEEN,
B 1T (RIS

ZERRE) Amazon EC2 #1T{E 58 , 550} AmazonEC2Client B startInstanceshit , BHIE M
StartinstancesRequest , EF @ EERB A #A1TER ID,

EA

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.StartInstancesRequest;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

StartInstancesRequest request = new StartInstancesRequest()
.withInstancelds(instance_id);

ec2.startInstances(request);

ASRTEEN,
FEEITIERE

#E{= 1t Amazon EC2 #11T{# % , 5™ AmazonEC2Client B stopInstancesh’: , AHIEH
StoplnstancesRequest , E B EEE LW TEER ID,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/CreateInstance.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/StartInstancesRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/StartStopInstance.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/StopInstancesRequest.html
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A

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.StopInstancesRequest;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

StopInstancesRequest request = new StopInstancesRequest()
.withInstanceIlds(instance_id);

ec2.stopInstances(request);

2R TEHEN,

EXNMREBHITER

ZEEHME Amazon EC2 #1T{EE , 550 AmazonEC2Client By rebootInstanceshi% , BH

1t RebootinstancesRequest , HP B EEEFH BN HITEE 1D,

A

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.RebootInstancesRequest;
import com.amazonaws.services.ec2.model.RebootInstancesResult;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

RebootInstancesRequest request = new RebootInstancesRequest()
.withInstancelds(instance_id);

RebootInstancesResult response = ec2.rebootInstances(request);

A2RTEEN,

& Amazon EC2 11T {EEE
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/StartStopInstance.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RebootInstancesRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/RebootInstance.java
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R 1T ERE

EE5HBMBITHEE , 552 DescribelnstancesRequest I AL AmazonEC2Client 9

describeInstances’ %, B&fME DescribelnstancesResult ¥4 , &7 LA K5 H &R F F [Ei5

B Amazon EC2 #4T{EEE,

HITERBKBREIHE. SEARBHEZFU startInstances , AUBBHTEE, EEF|HE
MEITERE K X BEEESEERNTEZ YW HgetReservations' method, and then call
‘getInstances LM DescribeInstancesResult$E 5!,

PEA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.DescribeInstancesRequest;
import com.amazonaws.services.ec2.model.DescribeInstancesResult;
import com.amazonaws.services.ec2.model.Instance;

import com.amazonaws.services.ec2.model.Reservation;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();
boolean done = false;

DescribeInstancesRequest request = new DescribelnstancesRequest();
while(!done) {
DescribeInstancesResult response = ec2.describelnstances(request);

for(Reservation reservation : response.getReservations()) {
for(Instance instance : reservation.getInstances()) {

System.out.printf(
"Found instance with id %s, " +
"AMI %s, " +
"type %s, " +
"state %s " +
"and monitoring state %s",
instance.getInstanceld(),
instance.getImageld(),
instance.getInstanceType(),
instance.getState().getName(),
instance.getMonitoring().getState());

& Amazon EC2 11T {EEE
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeInstancesRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeInstancesResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/Reservation.html
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}

request.setNextToken(response.getNextToken());

if(response.getNextToken() == null) {
done = true;

}

BREDER ; B LSS R/ getNextTokenJ‘:“}f{SIﬁlE’\JE{S ERBFERYHF
Y setNextTokenk ik , REE T — XU BEAMBRNERYIMG , UESE-SPWE

RdescribeInstances.

A2RTEEN,
BT ER

BT LA BEHE Amazon EC2 SITERMNSEEE , Hli0 CPU MBMRERAE, TTANKER , UERE
HRETE, EEH—5 7THATEREE  F20 (Linux #11T{E8 Amazon EC2 £ &1ER)
Ky E53% Amazon EC2,

EERBRERHTER  SXAFTHAEERN#IT{E ID B3I MonitorinstancesRequest , WS H{E
IEZE AmazonEC2Client By monitorInstancesh %,

FEA

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.MonitorInstancesRequest;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

MonitorInstancesRequest request = new MonitorInstancesRequest()
.withInstancelds(instance_id);

ec2.monitorInstances(request);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeInstances.java
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring_ec2.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/MonitorInstancesRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/MonitorInstance.java
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F 1L T {EIRR EE 4R

EEEIEEETEE | BERASITEERMN ID 23 UnmonitorinstancesRequest LAfE1EEEYE | Wi H
{EIEZE AmazonEC2Client ) unmonitorInstances’ %o

FEA

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.UnmonitorInstancesRequest;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

UnmonitorInstancesRequest request = new UnmonitorInstancesRequest()
.withInstancelds(instance_id);

ec2.unmonitorInstances(request);

A2RTEHEN,

FAAIERA

Amazon EC2 APl 2Z /1y Runlnstances

« Amazon EC2 API £Z /1 Describelnstances

« Amazon EC2 API £Z /) Startinstances
« Amazon EC2 APl 2Z ) Stoplnstances
« APl Amazon EC2 £Z i) Rebootinstances

« Amazon EC2 API 2Z /iy Monitorinstances

« Amazon EC2 API 2Z ) Unmonitorinstances
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/UnmonitorInstancesRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/MonitorInstance.java
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_RunInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_StartInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_StopInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_RebootInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_MonitorInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_UnmonitorInstances.html
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£ P{EHEM IP it Amazon EC2

EC2-Classic IE 1 #3K

/A Warning

EMIA&A 2022 &£ 8 A 15 B #K EC2-Classico BE&E#® EC2-Classic E® ZE VPC, MFES
HHE , H2EIPEMLE EC2-Classic-Classic Networking 1E7E /3K — LA 52 B 20 % 4

BoE5E M P bk

EEEREM IP vy, AL —EiuRERIRSE , BEERENITERIERNERILEA
B,

EEmMBEMY P it | BEAITE WBBEEREM AlocateAddressRequest ¥4 ( 8#E EC2 5 VPC) I
I} AmazonEC2Client #J allocateAddressF %o

EE# AllocateAddressResult BEELE ID , A LUEIBAE AssociateAddressRequest FEIELE ID
#1788 1D BEE AmazonEC2Client B9 associateAddress’ it |, ARGt BB ITEBERE T
2]

PEA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.AllocateAddressRequest;
import com.amazonaws.services.ec2.model.AllocateAddressResult;
import com.amazonaws.services.ec2.model.AssociateAddressRequest;
import com.amazonaws.services.ec2.model.AssociateAddressResult;
import com.amazonaws.services.ec2.model.DomainType;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

AllocateAddressRequest allocate_request = new AllocateAddressRequest()
.withDomain(DomainType.Vpc);

AllocateAddressResult allocate_response =
ec2.allocateAddress(allocate_request);
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https://aws.amazon.com/blogs/aws/ec2-classic-is-retiring-heres-how-to-prepare/
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AllocateAddressRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AllocateAddressResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AssociateAddressRequest.html
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1.x IRFABA B

String allocation_id = allocate_response.getAllocationId();

AssociateAddressRequest associate_request
new AssociateAddressRequest()
.withInstanceIld(instance_id)
.withAllocationId(allocation_id);

AssociateAddressResult associate_response
ec2.associateAddress(associate_request);

EoEEEH,
HIREM P ik

ZEYHIERGIERFEREM IP it |, 55™ I AmazonEC2Client B describeAddressesFit. ©
&8 E DescribeAddressesResult , & A SAfE A E RIS REIRS P& IP shit Ut Y48 E,

A

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.Address;

import com.amazonaws.services.ec2.model.DescribeAddressesResult;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();
DescribeAddressesResult response = ec2.describeAddresses();

for(Address address : response.getAddresses()) {
System.out.printf(

"Found address with public IP %s, " +
"domain %s, " +
"allocation id %s " +
"and NIC id %s",
address.getPublicIp(),
address.getDomain(),
address.getAllocationId(),
address.getNetworkInterfaceId());

A2RTEEN,

£ P AN IP thit Amazon EC2
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/AllocateAddress.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeAddressesResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/Address.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeAddresses.java
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BRGEM IP bt

ZERHEM IP i , 5™ AmazonEC2Client B releaseAddressFi% , iSE L ERBH o &M
IP # 1t B2 & ID B9 ReleaseAddressRequest BHEMATE o

EA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.ReleaseAddressRequest;
import com.amazonaws.services.ec2.model.ReleaseAddressResult;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

ReleaseAddressRequest request = new ReleaseAddressRequest()
.withAllocationId(alloc_id);

ReleaseAddressResult response = ec2.releaseAddress(request);

BHEM Pt  ZirEBHI AWS IP iUt EE BB EEEER., BFELEHERN DNS
S REZ M IDEANTAEREREE, MRESEABLHCELHEM IP thit |, MR 2FE
BE—E , BIEURE AuthFailure $£38 AWS 1EF,

MR IEEH EC2-Classic B fE5% VPC , BRI HEM IP ot € B 88 H BT 2 BT
EBECHR, & EHCHEEM P it WEBm TS HE Y | 55#H AmazonEC2Client B9

disassociateAddressi i,

MREBE2MFERAIETER VPC , T EHBHZEM P uta] , BABLFER disassociateAddress #&
HEUHEIB, B, & Amazon EC2 EE$#552 (InvalidiPAddress.InUse),

moRZEE.
SHAEH

« Linux 171888 Amazon EC2 & ISR AVEM IP it
« Amazon EC2 APl 2Z i) AllocateAddress

« Amazon EC2 APl 2Z i) DescribeAddresses

« Amazon EC2 APl 2Z i ReleaseAddress
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/ReleaseAddressRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/ReleaseAddress.java
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_AllocateAddress.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeAddresses.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ReleaseAddress.html
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{5£ A [ 330 AT F [ 43
1R &

EENHENIREATANES , 55FFW AmazonEC2Client B describeRegions A%, ©EEE
DescribeRegionsResult, FEUHEEIYHH getRegions HEMEBRKREEEEHH Region ¥4E

B,
EA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.DescribeRegionsResult;

import com.amazonaws.services.ec2.model.Region;

import com.amazonaws.services.ec2.model.AvailabilityZone;

import com.amazonaws.services.ec2.model.DescribeAvailabilityZonesResult;

Code

DescribeRegionsResult regions_response = ec2.describeRegions();

for(Region region : regions_response.getRegions()) {
System.out.printf(
"Found region %s " +
"with endpoint %s",
region.getRegionName(),
region.getEndpoint());

ASRTEEN,
R T A R

HEHERFIANSETAES , 55/ AmazonEC2Client #Y
describeAvailabilityZonesh i, ©&{EE DescribeAvailabilityZonesResult, FEIYHE
getAvailabilityZones A EMNBS R KREE A EEHR AvailabilityZone ¥HFE,

PN

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.DescribeRegionsResult;

EREESM AR
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeRegionsResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/Region.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeRegionsAndZones.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeAvailabilityZonesResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AvailabilityZone.html
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import com.amazonaws.services.ec2.model.Region;
import com.amazonaws.services.ec2.model.AvailabilityZone;
import com.amazonaws.services.ec2.model.DescribeAvailabilityZonesResult;

Code

DescribeAvailabilityZonesResult zones_response =
ec2.describeAvailabilityZones();

for(AvailabilityZone zone : zones_response.getAvailabilityZones()) {
System.out.printf(
"Found availability zone %s " +
"with status %s " +
"in region %s",
zone.getZoneName(),
zone.getState(),
zone.getRegionName());

ZERREBHIRE |, 55 AmazonEC2Client B describeAccountAttributesFiz. HHEZEE
&[5 DescribeAccountAttributesResult #1#F, WA LLYIHH getAccountAttributes AEREE
AccountAttribute ¥ HIEE ., B LUE—EFBE LR AccountAttribute ¥4,

WA LUEIB LA AccountAttribute ¥R EY getAttributeValues AERIEBEIRENBME, Lkh
EEEE AccountAttributeValue ¥IHEHBE, B UZ—&EFEF _EFELUETBYE BE2ETY
R REH).

FEA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.AccountAttributeValue;

import com.amazonaws.services.ec2.model.DescribeAccountAttributesResult;
import com.amazonaws.services.ec2.model.AccountAttribute;

import java.util.lList;

import java.util.lListIterator;

Code
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeRegionsAndZones.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeAccountAttributesResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AccountAttribute.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AccountAttribute.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AccountAttribute.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AccountAttributeValue.html
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AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

try{
DescribeAccountAttributesResult accountResults = ec2.describeAccountAttributes();
List<AccountAttribute> accountlList = accountResults.getAccountAttributes();

for (ListIterator iter = accountList.listIterator(); iter.hasNext(); ) {

AccountAttribute attribute = (AccountAttribute) iter.next();

System.out.print("\n The name of the attribute is
"+attribute.getAttributeName());

List<AccountAttributeValue> values = attribute.getAttributeValues();

//iterate through the attribute values
for (ListIterator iterVals = values.listIterator(); iterVals.hasNext(); ) {
AccountAttributeValue myValue = (AccountAttributeValue) iterVals.next();
System.out.print("\n The value of the attribute is
"+myValue.getAttributeValue());
}
}

System.out.print("Done");

}

catch (Exception e)

{
e.getStackTrace();

£S5 GitHub L 9= &I,

« Linux #11T1E# Amazon EC2 A& EFHH 7 A E
« Amazon EC2 API 2Z i DescribeRegions
- Amazon EC2 API & iJ DescribeAvailabilityZones
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Byeigy

EFERUSHRY K BEHAISSLBEBBEM CreateKeyPairRequest FEAY AmazonEC2Client Y
createKeyPairJi&,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeAccount.java
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeRegions.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeAvailabilityZones.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairRequest.html
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A

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.CreateKeyPairRequest;
import com.amazonaws.services.ec2.model.CreateKeyPairResult;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

CreateKeyPairRequest request = new CreateKeyPairRequest()
.withKeyName(key_name);

CreateKeyPairResult response = ec2.createKeyPair(request);

B

B EEE I,
BN £ )

ZE S ESHEEBEN , BB AmazonEC2Client B9 describeKeyPairshi&. ©8
[ DescribeKeyPairsResult , A LUEIBF I HgetKeyPairs HARENESH/YBNEE | ELERE

o

KeyPairlnfo ¥1#FHEE .,

2E

BEA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.DescribeKeyPairsResult;
import com.amazonaws.services.ec2.model.KeyPairInfo;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();
DescribeKeyPairsResult response = ec2.describeKeyPairs();
for(KeyPairInfo key_pair : response.getKeyPairs()) {

System.out.printf(
"Found key pair with name %s " +
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/CreateKeyPair.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeKeyPairsResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/KeyPairInfo.html
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"and fingerprint %s",
key_pair.getKeyName(),
key_pair.getKeyFingerprint());

EEMBREIBY , B AmazonEC2Client ) deleteKeyPairix |, M HEE

DeleteKeyPairRequest , P E S EMERE SIBE AR,

PEA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.DeleteKeyPairRequest;
import com.amazonaws.services.ec2.model.DeleteKeyPairResult;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

DeleteKeyPairRequest request = new DeleteKeyPairRequest()
.withKeyName(key_name);

DeleteKeyPairResult response = ec2.deleteKeyPair(request);

2R TEHEN,
AAIERA

Linux #1T{888 Amazon EC2 £ EEEFHIAmazon EC2 £i¥
Amazon EC2 API & H i) CreateKeyPair

Amazon EC2 API 2Z iy DescribeKeyPairs

Amazon EC2 API & H 1) DeleteKeyPair

i Amazon EC2 &i8%
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeKeyPairs.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DeleteKeyPairRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DeleteKeyPair.java
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateKeyPair.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeKeyPairs.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteKeyPair.html
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£ RERZ2E4E Amazon EC2
BIUYZEEHE

EEEBVLSEE  FEAESE8BTEM CreateSecurityGroupRequest FEAY AmazonEC2Client #Y
createSecurityGroupkit,

PEA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.CreateSecurityGroupRequest;
import com.amazonaws.services.ec2.model.CreateSecurityGroupResult;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

CreateSecurityGroupRequest create_request
CreateSecurityGroupRequest()
.withGroupName(group_name)
.withDescription(group_desc)
.withVpcId(vpc_id);

new

CreateSecurityGroupResult create_response =
ec2.createSecurityGroup(create_request);

RELZEHAE
ZEFEATUEFSTEENEAN (EA) MEE (&E ) HRE Amazon EC2,

BEREARFTEEENZ2EE  FEA AmazonEC2Client B
authorizeSecurityGroupIngresshi% , B Z 2 HENER , UREEER
AuthorizeSecurityGrouplngressRequest #1442 H 15K FEUR Al (IpPermission). LA T & 45157 EA 40
A4 P BB ELZ £ BE,

A

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/CreateSecurityGroup.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AuthorizeSecurityGroupIngressRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html
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import com.amazonaws.services.ec2.model.CreateSecurityGroupRequest;
import com.amazonaws.services.ec2.model.CreateSecurityGroupResult;

Code

IpRange ip_range = new IpRange()
.withCidrIp("0.0.0.0/0");

IpPermission ip_perm = new IpPermission()
.withIpProtocol("tcp")
.withToPort(80)

.withFromPort(80)
.withIpv4Ranges(ip_range);

IpPermission ip_perm2 = new IpPermission()
.withIpProtocol("tcp")
.withToPort(22)
.withFromPort(22)
.withIpv4Ranges(ip_range);

AuthorizeSecurityGroupIngressRequest auth_request new
AuthorizeSecurityGroupIngressRequest()
.withGroupName(group_name)

.withIpPermissions(ip_perm, ip_perm2);

AuthorizeSecurityGroupIngressResult auth_response
ec2.authorizeSecurityGroupIngress(auth_request);

EERBERAFEEL 2B |, 545 AuthorizeSecurityGroupEgressRequest F Y3 ELE KHEH4E

AmazonEC2Client 8 authorizeSecurityGroupEgressh %,
AR TESHM,
iR 2 EHE

EERRENREFEREEGHEEENR , F®0 AmazonEC2Client By
describeSecurityGroupskit. ©&EEl DescribeSecurityGroupsResult , &0 &R
HgetSecurityGroups HEREMRLHFHFE , EGEME SecurityGroup YIHEE.,

A

import com.amazonaws.services.ec2.AmazonEC2;

P oy
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AuthorizeSecurityGroupEgressRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/CreateSecurityGroup.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeSecurityGroupsResult.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/ec2/model/SecurityGroup.html
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import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.DescribeSecurityGroupsRequest;
import com.amazonaws.services.ec2.model.DescribeSecurityGroupsResult;

Code

final String USAGE =
"To run this example, supply a group id\n" +
"Ex: DescribeSecurityGroups <group-id>\n";

if (args.length != 1) {

System.out.println(USAGE);
System.exit(1);

String group_id = args[0];

2R TR,

iR = & EH4E

EEMRZLEE , F®W AmazonEC2Client By deleteSecurityGroupkE |, Y mEEE

DeleteSecurityGroupRequest , EF @S EMBRIZ 2 E4H ID,

BEA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.DeleteSecurityGroupRequest;
import com.amazonaws.services.ec2.model.DeleteSecurityGroupResult;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

DeleteSecurityGroupRequest request = new DeleteSecurityGroupRequest()
.withGroupId(group_id);

DeleteSecurityGroupResult response = ec2.deleteSecurityGroup(request);

A2RTEEN,

£ AR £ H Amazon EC2

126


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeSecurityGroups.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DeleteSecurityGroupRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DeleteSecurityGroup.java
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AFHEER

* Linux #17{@% Amazon EC2 A& IERF M AmMazon EC2 Z 2 &
{Linux BTEREREIER) PRZE Linux BTEEMNEARE Amazon EC2
« Amazon EC2 APl 2ZH ) CreateSecurityGroup

+ Amazon EC2 API 2Zf#) DescribeSecurityGroups

« Amazon EC2 APl 2Z 1) DeleteSecurityGroup

« Amazon EC2 API 2ZH /) AuthorizeSecurityGrouplngress

f£/A B IAM €4 BARM Java B9 AWS SDK

AREIR AR RRBWE 1AM BEHIEAR Java 89 AWS SDK.

AWS Identity and Access Management (IAM) o] &L £ iR HIEH & AWS REMERNFEL
/A 1AM, BRIBIIMEE AWS FAEMNEE , MEAFARAFNERMGMEFER AWS ER, W
% IAM HTEIER |, HiEsh IAM FRAEEM.

® Note

ELEGETERETERMAAENERNR. GitHub ERHTEEXHFEHH, FHATUREBET
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/authorizing-access-to-an-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateSecurityGroup.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteSecurityGroup.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_AuthorizeSecurityGroupIngress.html
https://aws.amazon.com/iam/
https://aws.amazon.com/sdk-for-java/
https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
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EE IAM FEH 8
BYFHEE

EEEY IAM ZEE8 | BA CreateAccessKeyRequest ¥4 1Y
AmazonldentityManagementClientcreateAccessKey J o

CreateAccessKeyRequest EMEREEE . —BAXRACEAEER , 5 —ERE2H. MREFE
AR ERSEMMRA |, BIXAEFER withUserName setter F:REFAERTE  REBBEBEER

createAccessKeyFk,

BEA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.CreateAccessKeyRequest;

import com.amazonaws.services.identitymanagement.model.CreateAccessKeyResult;

Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

CreateAccessKeyRequest request = new CreateAccessKeyRequest()
.withUserName(user);

CreateAccessKeyResult response = iam.createAccessKey(request);

F2 8 GitHub LW TR E 4,

FIHEIER

EEVHEEFERAENERE  55E Y ListAccessKeysRequest ¥4 , EFEEEHH BN ER

EEB , WAEHEBEEZE AmazonldentityManagementClient 9 1istAccessKeysh o

(® Note

MREARBEFEHEZBIE listAccessKeys , HIFERIHEREFER AWS IRF 2 #HE
B ZEN S8,

BEIE IAM EHE8
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/CreateAccessKeyRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/CreateAccessKey.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListAccessKeysRequest.html
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A

import
import
import
import
import

Code

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.
services.

identitymanagement
identitymanagement
identitymanagement
identitymanagement
identitymanagement

.AmazonIdentityManagement;
.AmazonIdentityManagementClientBuilder;
.model .AccessKeyMetadata;
.model.ListAccessKeysRequest;
.model.ListAccessKeysResult;

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

boolean done = false;
ListAccessKeysRequest request = new ListAccessKeysRequest()
.withUserName(username);

while (!done) {
ListAccessKeysResult response = iam.listAccessKeys(request);
for (AccessKeyMetadata metadata
response.getAccessKeyMetadata()) {
System.out.format("Retrieved access key %s",
metadata.getAccessKeyId());

request.setMarker(response.getMarker());

if (!response.getIsTruncated()) {
done = true;

listAccessKeys WERE 7 H (BEWWTFEREFZEZ 100 Eic#%), BATUEEERRN
ListAccessKeysResult ¥1ffgetIsTruncated LY | UEBEEHREERERDNER , BIAHE

B, NRREK , 557F setMarker LAY | ListAccessKeysRequestIi§EEERT —XWA
listAccessKeys,

F2 8 GitHub LW TR EH],

BEIE IAM EHE8
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListAccessKeysResult.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/ListAccessKeys.java
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HE RS LRERKE

EERS LXAERAFIRERNER , 550 AmazonldentityManagementClient B9

getAccessKeylLastUsed 5 ZBRFZERE 8K ID ( ATBAEA GetAccessKeylLastUsedRequest ¥4+

A, REEEADEZISFIESER ID WEH,
RE |, B LUMFERERBK GetAccessKeylastUsedResult ¥4 REEEL & 8 1Y L)X E R R,

PEA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.GetAccessKeylLastUsedRequest;
import com.amazonaws.services.identitymanagement.model.GetAccessKeylLastUsedResult;

Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

GetAccessKeylLastUsedRequest request = new GetAccessKeylLastUsedRequest()
.withAccessKeyId(access_id);

GetAccessKeylLastUsedResult response = iam.getAccessKeylLastUsed(request);

System.out.println("Access key was last used at: " +
response.getAccessKeylLastUsed().getLastUsedDate());

FH2 [ GitHub R &4,
BASERFREE

A LAEIBE VL UpdateAccessKeyRequest ¥4, RMEEFE S ID, EEMHMIEHERERZBN
FIERERBASFEATISER , ARBEFRYHEEZE AmazonldentityManagementClient B9
updateAccessKey Xk,

PN

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;
import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.UpdateAccessKeyRequest;

BEIE IAM EHE8
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/GetAccessKeyLastUsedRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/GetAccessKeyLastUsedResult.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/AccessKeyLastUsed.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/UpdateAccessKeyRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/StatusType.html
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import com.amazonaws.services.identitymanagement.model.UpdateAccessKeyResult;

Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

UpdateAccessKeyRequest request = new UpdateAccessKeyRequest()
.withAccessKeyId(access_id)
.withUserName(username)

.withStatus(status);

UpdateAccessKeyResult response = iam.updateAccessKey(request);

FH2 [ GitHub &4,

MR FENE8

EEXKAMBREERESE ¥ AmazonldentityManagementClient B deleteKey 3% , BHEMH

DeleteAccessKeyRequest , HP B EFIE®H ID MEAEERE,

(® Note

S — Bk, BT BENRFER. EEZEEREASR , BEBTRE , FXAER
updateAccessKey F 3%,

BEA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;

import com.amazonaws.services.identitymanagement.model.DeleteAccessKeyRequest;
import com.amazonaws.services.identitymanagement.model.DeleteAccessKeyResult;

Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DeleteAccessKeyRequest request = new DeleteAccessKeyRequest()
.withAccessKeyId(access_key)

BEIE IAM EHE8
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/UpdateAccessKey.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/DeleteAccessKeyRequest.html
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.withUserName(username);

DeleteAccessKeyResult response

F2 8 GitHub LW TTEEH],

B

= jam.deleteAccessKey(request);

« IAM API 2ZH ) CreateAccessKey

« |IAM API & HH) ListAccessKeys

+ IAM API & H K GetAccessKeylastUsed
« IAM API 2Z& ) UpdateAccessKey

« |IAM API 2Z® ) DeleteAccessKey

EIE IAM FERE

BYERE

EESFERISMERERBN CreateUserRequest Y14 |, iEERAEBBIRMHEB
AmazonldentityManagementClient B createUser57& , LB M IAM EA &,

PN

import com.
import com.
import com.
import com.

Code

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

identitymanagement.AmazonIdentityManagement;
identitymanagement.AmazonIdentityManagementClientBuilder;
identitymanagement.model.CreateUserRequest;
identitymanagement.model.CreateUserResult;

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

CreateUserRequest request = new CreateUserRequest()
.withUserName(username);

CreateUserResult response = iam.createUser(request);

FH2 [ GitHub R &4,

EEIAM ERAE
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DeleteAccessKey.java
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateAccessKey.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAccessKeys.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetAccessKeyLastUsed.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateAccessKey.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteAccessKey.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/CreateUserRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/CreateUser.java
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SIHERE

EEJHIRFHN IAM £AE |, FEIYHM ListUsersRequest , W HEEE
AmazonldentityManagementClient 89 1listUserskh &, B LAEEEM ListUsersResult 4
frgetUsers LY REFEER EFE,

listUsers BENFEAERES S H, B AHWUEEYHE getIsTruncated Fi& , BE
EREEZUHENAER. WREE true , AIFUERYHH setMarker() 5% , EIEEEY
ffgetMarker () FEWERE,

EA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.ListUsersRequest;

import com.amazonaws.services.identitymanagement.model.ListUsersResult;

import com.amazonaws.services.identitymanagement.model.User;

Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

boolean done = false;
ListUsersRequest request = new ListUsersRequest();

while(!done) {
ListUsersResult response = iam.listUsers(request);

for(User user : response.getUsers()) {
System.out.format("Retrieved user %s", user.getUserName());
request.setMarker(response.getMarker());

if(!response.getIsTruncated()) {
done = true;

FH2 [ GitHub R &4,
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListUsersRequest.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/identitymanagement/model/ListUsersResult.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/ListUsers.java
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EHERE

EEFHFERAE , MU AmazonldentityManagementClient #1489 updateUser & |, &5 &R
UpdateUserRequest ¥4 , BRI LA REBEFEH BB BIEE,

BEA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.UpdateUserRequest;

import com.amazonaws.services.identitymanagement.model.UpdateUserResult;

Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

UpdateUserRequest request = new UpdateUserRequest()
.withUserName(cur_name)

.withNewUserName(new_name);

UpdateUserResult response = iam.updateUser(request);

F2 8 GitHub LW TR E A,
i BRfE A &

EEMBRFERAE , FEH UpdateUserRequest ¥ &M IU AmazonldentityManagementClient
MdeleteUseridk , YR EEMPBRHNERAEEZ R,

PEA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.DeleteConflictException;

import com.amazonaws.services.identitymanagement.model.DeleteUserRequest;

Code

final AmazonIdentityManagement iam =
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/UpdateUserRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/UpdateUser.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/UpdateUserRequest.html
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AmazonIdentityManagementClientBuilder.defaultClient();

DeleteUserRequest request = new DeleteUserRequest()
.withUserName(username);

try {
iam.deleteUser(request);
} catch (DeleteConflictException e) {
System.out.println("Unable to delete user. Verify user is not" +
" associated with any resources");
throw e;

520 GitHub ERY &4,
&R

(ERAEER) B IAM FHAE 1AM
(ERAEER) PHEE IAM EHE IAM
IAM AP 2 fh iy CreateUser

IAM API 2Z H 1y ListUsers

IAM AP| & sy UpdateUser
IAM AP| 2Z ®f DeleteUser

FH IAM IRE B

MREFLEAHEEN URL B2 BN LA BBREMZCEBIN , MARE AWS IRF ID , &RB
RIEH B BB AWS IRF

(® Note
AWS E{EIR S E<E— @RS BIE,

BIURFRIA
EEEBURFRA , FEAIERBEATBEH CreateAccountAliasRequest #144FEIY

AmazonldentityManagementClient By createAccountAlias’it.
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DeleteUser.java
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateUser.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListUsers.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateUser.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteUser.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/CreateAccountAliasRequest.html
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A

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.CreateAccountAliasRequest;
import com.amazonaws.services.identitymanagement.model.CreateAccountAliasResult;

Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

CreateAccountAliasRequest request = new CreateAccountAliasRequest()
.withAccountAlias(alias);

CreateAccountAliasResult response = iam.createAccountAlias(request);

FESE GitHub LY TRE I,
Hll iR P Bl
EESHEIRFNBIE , MREMEE , 55 AmazonldentityManagementClient B9

listAccountAliaseshi*,

@ Note

EEH ListAccountAliasesResult X EEHE At EA R Java B AWS SDK jEEgetMarker 5%
R/ getIsTruncatedf 5% , B REE AWS tRF B—ERFBIE

EA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;
import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.ListAccountAliasesResult;

code

final AmazonIdentityManagement iam =
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/CreateAccountAlias.java
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/identitymanagement/model/ListAccountAliasesResult.html
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AmazonIdentityManagementClientBuilder.defaultClient();
ListAccountAliasesResult response = iam.listAccountAliases();

for (String alias : response.getAccountAliases()) {
System.out.printf("Retrieved account alias %s", alias);

520 GitHub LR ZZ &4,
i BR1E 5 B &

EEMBRIRER B , 5B AmazonldentityManagementClient By deleteAccountAliasiik.
BIRE BB |, B4 EMEA DeleteAccountAliasRequest YR EE Z .

PN

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.DeleteAccountAliasRequest;
import com.amazonaws.services.identitymanagement.model.DeleteAccountAliasResult;

Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DeleteAccountAliasRequest request = new DeleteAccountAliasRequest()
.withAccountAlias(alias);

DeleteAccountAliasResult response = iam.deleteAccountAlias(request);

FH2 [ GitHub &4,
FEAERA

IAM ( EREIER) FHAWS BHIRFE ID REFE
+ 1AM APl 2Z f1#j CreateAccountAlias
« 1AM APl & d11j ListAccountAliases
+ 1AM AP| 2Z& 1§ DeleteAccountAlias
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/ListAccountAliases.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/DeleteAccountAliasRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DeleteAccountAlias.java
https://docs.aws.amazon.com/IAM/latest/UserGuide/console_account-alias.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateAccountAlias.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAccountAliases.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteAccountAlias.html
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BRIE |AM B

BUBX

BREEMHAIBER

#81E CreatePolicyRequest IR BIR A B FEH JSON #& XA BUER XX HH-4E

AmazonldentityManagementClient 8 createPolicyX i,

PEA

import com.
import com.
import com.
import com.

Code

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

identitymanagement.AmazonIdentityManagement;
identitymanagement.AmazonIdentityManagementClientBuilder;
identitymanagement.model.CreatePolicyRequest;
identitymanagement.model.CreatePolicyResult;

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

CreatePolicyRequest request =
.withPolicyName(policy_name)
.withPolicyDocument(POLICY_DOCUMENT);

CreatePolicyResult response =

new CreatePolicyRequest()

iam.createPolicy(request);

IAM B R E B ZERHFE LN JSON T, UTEHIREFEELUES DynamoDBiR 45 ER

Ko
public static final String POLICY_DOCUMENT =
II{II +
" \"Version\": \"2012-10-17\", "o+

" \"Statement\":

n {Il +

! iy

[ +

\"Effect\": \nAllow\n’" +
\"Action\": \"logs:CreatelLogGroup\"," +
\"Resource\": \"%s\"" +

n +

n {Il +

\"Effect\": \"Allow\"," +

\"Action\": [" +
\"dynamodb:DeleteItem\"," +
\"dynamodb:GetItem\"," +
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/CreatePolicyRequest.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_grammar.html
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" \"dynamodb:PutItem\"," +
" \"dynamodb:Scan\"," +
" \"dynamodb:UpdateItem\"" +

n ] , n +

" \"Resource\": \"RESOURCE_ARN\"" +
n }Il +

n ]Il +

"}
FE2E GitHub EHYTEE I,

HWEBER

EEHERABE , 5™ AmazonldentityManagementClient B9 getPolicy5E | £

GetPolicyRequest #1412 HBUERAY ARN,

A

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;

import com.amazonaws.services.identitymanagement.model.GetPolicyRequest;
import com.amazonaws.services.identitymanagement.model.GetPolicyResult;

Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

GetPolicyRequest request = new GetPolicyRequest()
.withPolicyArn(policy_arn);

GetPolicyResult response = iam.getPolicy(request);

E2H GitHub LI =R,
Ff hn £ & 3R

& A LLEB I AmazonldentityManagementClient B9 attachRolePolicy % ,
£ AttachRolePolicyRequest HiRfit A EZBMBE ARN , B EREE] IAMhttp : /
docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html [A&] ,

PEA
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/CreatePolicy.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/GetPolicyRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/GetPolicy.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/AttachRolePolicyRequest.html

BRAR Java B9 AWS SDK 1.x

1.x IRFABA B

import com.
import com.
import com.
import com.

Code

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
.identitymanagement.AmazonIdentityManagementClientBuilder;

services

services.
services.

identitymanagement.AmazonIdentityManagement;

identitymanagement.model.AttachRolePolicyRequest;
identitymanagement.model.AttachedPolicy;

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

AttachRolePolicyRequest attach_request =
new AttachRolePolicyRequest()
.withRoleName(role_name)
.withPolicyArn(POLICY_ARN);

iam.attachRolePolicy(attach_request);

FH2 [ GitHub M &4,

BI| B AN ey £ S BUR

4 AmazonldentityManagementClient # 1istAttachedRolePolicies’ % , 5 A& LA AN
B, ©HA ListAttachedRolePoliciesRequest ¥1# , EHh @8BS HEBRNARERE,

EEEM ListAttachedRolePoliciesResult #¥l#FgetAttachedPolicies EFFAY | LAEUSEREMBUR

EE, R HE ; RListAttachedRolePoliciesResult¥)#F#Y getIsTruncated?
EEE true , FMAListAttachedRolePoliciesRequest¥I#H#y setMarkerFi% |, M EH
©listAttachedRolePoliciesE XM LIER{E T —H#t#E R,

EA

import com.
import com.
import com.
import com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

import java.util.Arraylist;
import java.util.List;
import java.util.stream.Collectors;

Code

identitymanagement.AmazonIdentityManagement;
identitymanagement.AmazonIdentityManagementClientBuilder;
identitymanagement.model.ListAttachedRolePoliciesRequest;
identitymanagement.model.ListAttachedRolePoliciesResult;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/AttachRolePolicy.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListAttachedRolePoliciesRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListAttachedRolePoliciesResult.html
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final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

ListAttachedRolePoliciesRequest request =
new ListAttachedRolePoliciesRequest()
.withRoleName(role_name);

List<AttachedPolicy> matching_policies = new ArraylList<>();
boolean done = false;

while(!'done) {
ListAttachedRolePoliciesResult response =
iam.listAttachedRolePolicies(request);

matching_policies.addAll(
response.getAttachedPolicies()
.stream()
.filter(p -> p.getPolicyName().equals(role_name))
.collect(Collectors.toList()));

if(!response.getIsTruncated()) {

done = true;

}

request.setMarker(response.getMarker());

F2H GitHub LB &4,

DEEABEE

EERAGIBBUER , 5™ AmazonldentityManagementClient B detachRolePolicyFi% |, &
DetachRolePolicyRequest 2t BB ZBHBE ARN,

PEA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.DetachRolePolicyRequest;

import com.amazonaws.services.identitymanagement.model.DetachRolePolicyResult;

Code
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/AttachRolePolicy.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/DetachRolePolicyRequest.html
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final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DetachRolePolicyRequest request = new DetachRolePolicyRequest()
.withRoleName(role_name)
.withPolicyArn(policy_arn);

DetachRolePolicyResult response iam.detachRolePolicy(request);

F2 8 GitHub LW TEE A,
HER

(EAEERE) B IAM BEEBIE. 1AM

- IAM (EREERE) P AWS IAM BERZ2E,
« 1AM APl & d1fy CreatePolicy

1AM API & 1y GetPolicy

- IAM API £ AttachRolePolicy

« IAM APl 2Z iy ListAttachedRolePolicies

- |AM AP| 22 f# DetachRolePolicy

EE IAM A7 iR 2B E

LEAE FRAPUGSERARERN HTTPS E AWS |, BFEE SSL/TLS AR ERH. SR LUMER AWS
Certificate Manager 12 A R 25 R5F% | EE%%%%M LIS R,

BESMHER ACM K2, EEMNABMREIBE. FH ACM , BAILEREE. SHIBEBINEW
AWS &R , ¥3E ACM BIEREERHEEN. ACM JE{,\E’JE%EQEE’JO W% ACM WFHEERA |, 82
B ACM R &,

H 15 fal Bl 25 /R =&

& A LLEB I AmazonldentityManagementClient B9 getServerCertificatels & REEEIBRES
B, WEARENEBEE GetServerCertificateRequesto

A

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DetachRolePolicy.java
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreatePolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_AttachRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAttachedRolePolicies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DetachRolePolicy.html
https://docs.aws.amazon.com/acm/latest/userguide/
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/GetServerCertificateRequest.html
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.GetServerCertificateRequest;
import com.amazonaws.services.identitymanagement.model.GetServerCertificateResult;

Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

GetServerCertificateRequest request = new GetServerCertificateRequest()
.withServerCertificateName(cert_name);

GetServerCertificateResult response = iam.getServerCertificate(request);

FH2 [ GitHub R &4,
5| RIRESB "

Z 5 HIRMERES B , 5B ListServerCertificatesRequest FEAY
AmazonldentityManagementClient #J listServerCertificates’ i, ©EE(E
ListServerCertificatesResulto

IR ListServerCertificateResult ¥#4H#Y getServerCertificateMetadatalist 5
7ELAERYE ServerCertificateMetadata ¥1#4HEE , BRI IARRESEBENHEEENR.

ERTAEEEE ; WRListServerCertificateResult¥#H getIsTruncatedF &
EE true , MW ListServerCertificatesRequest¥HH setMarkersi% , A
TlistServerCertificatesEXMM LUEB T —#t#FER,

FEA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.ListServerCertificatesRequest;
import com.amazonaws.services.identitymanagement.model.ListServerCertificatesResult;
import com.amazonaws.services.identitymanagement.model.ServerCertificateMetadata;

Code

final AmazonIdentityManagement iam =
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/GetServerCertificate.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListServerCertificatesRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListServerCertificatesResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ServerCertificateMetadata.html
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AmazonIdentityManagementClientBuilder.defaultClient();

boolean done = false;

ListServerCertificatesRequest request =
new ListServerCertificatesRequest();

while(!done) {

ListServerCertificatesResult response =
iam.listServerCertificates(request);

for(ServerCertificateMetadata metadata
response.getServerCertificateMetadatalist()) {
System.out.printf("Retrieved server certificate %s",
metadata.getServerCertificateName());

request.setMarker(response.getMarker());

if(!response.getIsTruncated()) {

done = true;

F2 8 GitHub LW TR EH],

B f AR 2R AR RE

&\ LLEB I AmazonldentityManagementClient B9 updateServerCertificatel A& REH AR
BHEENEBIUEE, ©EEERTE UpdateServerCertificateRequest #14 , I fl @ RS BEMN B 5l A
BUKEEANH BB E,

FEA

import com.amazonaws.
import com.amazonaws.
import com.amazonaws.
import com.amazonaws.

Code

services.
services.
services.
services.

identitymanagement.AmazonIdentityManagement;
identitymanagement.AmazonIdentityManagementClientBuilder;
identitymanagement.model.UpdateServerCertificateRequest;
identitymanagement.model.UpdateServerCertificateResult;

final AmazonIdentityManagement iam =
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/ListServerCertificates.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/UpdateServerCertificateRequest.html
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=[]

AmazonIdentityManagementClientBuilder.defaultClient();
UpdateServerCertificateRequest request =
new UpdateServerCertificateRequest()
.withServerCertificateName(cur_name)

.withNewServerCertificateName(new_name);

UpdateServerCertificateResult response =
iam.updateServerCertificate(request);

F2 8 GitHub LW TR E A,
i B {2 PR 25 /& 3%

ZEZMBRFERESEE , BEAIERBAMBP DeleteServerCertificateRequest FEMY

AmazonldentityManagementClient #y deleteServerCertificateX %,

BEA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.DeleteServerCertificateRequest;
import com.amazonaws.services.identitymanagement.model.DeleteServerCertificateResult;

Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DeleteServerCertificateRequest request =
new DeleteServerCertificateRequest()

.withServerCertificateName(cert_name);

DeleteServerCertificateResult response =
iam.deleteServerCertificate(request);

528 GitHub LW T E &4,
&R
IAM  SEREIER) FHEAFARSEEHE

R IAM R B FE

145


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/UpdateServerCertificate.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/DeleteServerCertificateRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DeleteServerCertificate.java
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html
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« 1AM API &ty GetServerCertificate

« 1AM API &ty ListServerCertificates

« IAM APl 2ZH# UpdateServerCertificate
« IAM API & ® 1) DeleteServerCertificate
- ACM R &EIEE

Lambda £/ KV EEH| B AK Java B9 AWS SDK
AEIR M Lambda EA ETREXRETAE I BHR Java B AWS SDK,
(@ Note

EEHHETE RESERMMENERR. GitHub FLRRHUTEREXFEHG, BATARBET
BE-FREERISRFEERIAE  DIESEENATHAREES,

&
- WA, FIHAMER Lambda BE

WA, % FMBER Lambda BREL

REFRHEERA HEE Lambda BRI A FimETREXRFTAVES BAR Java B9 AWS SDK, &HE T 0
A3 Lambda ¥ , F2REMAEZ AWS Lambda BE,

£
. FUEY
. DIHER
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IEETE Y

AT LUBIBE I AWSLambda ¥4 A Hinvoke B ERIWA Lambda B8, I InvokeRequest
MHELIEEHMET , SINMERBRBNEEES Lambda MEM AR, HELBELERA an : aws :
lambda : us-east-1 : 555556330391 : function : HelloFunction, &R EE H K RERFEEE AWS
EEFEA,
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetServerCertificate.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListServerCertificates.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateServerCertificate.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteServerCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.aws.amazon.com/toolkit-for-eclipse/v1/user-guide/lambda-tutorial.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/AWSLambda.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/InvokeRequest.html
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EERAFEREEZHE , ™MW InvokeRequest ¥4# withPayload# % |, ML JSON 15

EF&H , WTFHREX B R
PN

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.lambda.AWSLambda;

import com.amazonaws.services.lambda.AWSLambdaClientBuilder;
import com.amazonaws.services.lambda.model.InvokeRequest;
import com.amazonaws.services.lambda.model.InvokeResult;
import com.amazonaws.services.lambda.model.ServiceException;

import java.nio.charset.StandardCharsets;

Code

TR FEG R MMAUA Lambda BE,

String functionName = args[0];

InvokeRequest invokeRequest = new InvokeRequest()
.withFunctionName(functionName)
.withPayload("{\n" +

" \"Hello \": \"Paris\",\n" +
" \"countryCode\": \"FR\"\n" +
"3");

InvokeResult invokeResult = null;

try {
AWSLambda awsLambda = AWSLambdaClientBuilder.standard()
.withCredentials(new ProfileCredentialsProvider())
.withRegion(Regions.US_WEST_2).build();

invokeResult = awsLambda.invoke(invokeRequest);

String ans = new String(invokeResult.getPayload().array(),
StandardCharsets.UTF_8);

//write out the return value
System.out.println(ans);

} catch (ServiceException e) {
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/InvokeRequest.html
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System.out.println(e);

System.out.println(invokeResult.getStatusCode());

20 GitHub LHyEEE S,
5l B 8

BE AWSLambda ¥ A HElistFunctionsFiE, kA EEERE ListFunctionsResult #1#F, &
ATCARY A ¥4 B9 getFunctions A 3EREE FunctionConfiguration ¥14FHIEE, BOUZE—&EF
EEUEIHEMNAEEEN. Flm , 5 Java EREEH REENARSESERBEE.

EA

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.lambda.AWSLambda;

import com.amazonaws.services.lambda.AWSLambdaClientBuilder;
import com.amazonaws.services.lambda.model.FunctionConfiguration;
import com.amazonaws.services.lambda.model.ListFunctionsResult;
import com.amazonaws.services.lambda.model.ServiceException;
import java.util.Iterator;

import java.util.lList;

Code

T % Java 2\ i £ RE AN #HEY Lambda B R TBEE

ListFunctionsResult functionResult = null;

try {
AWSLambda awsLambda = AWSLambdaClientBuilder.standard()
.withCredentials(new ProfileCredentialsProvider())
.withRegion(Regions.US_WEST_2).build();

functionResult = awslLambda.listFunctions();
List<FunctionConfiguration> list = functionResult.getFunctions();

for (Iterator iter = list.iterator(); iter.hasNext(); ) {
FunctionConfiguration config = (FunctionConfiguration)iter.next();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/lambda/src/main/java/com/example/lambda/LambdaInvokeFunction.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/AWSLambda.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/ListFunctionsResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/FunctionConfiguration.html
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System.out.println("The function name is "+config.getFunctionName());

} catch (ServiceException e) {
System.out.println(e);

F2 8 GitHub LW TR EH,

il BR B

BE AWSlLambda ¥4I A HdeleteFunctionA %, B3I —1{@ DeleteFunctionRequest #1443
HHEIEL deleteFunction A&, WK I EER , INERMBRHNERBEE. HBEEBRETA
arn : aws : lambda : us-east-1 : 555556330391 : function : HelloFunction, &AILUEBEE FH &
BURHEEVE AWS BE XA,

PEA

import
import
import
import
import
import

Code

com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.profile.ProfileCredentialsProvider;
regions.Regions;

services.lambda.AWSLambda;
services.lambda.AWSLambdaClientBuilder;
services.lambda.model.ServiceException;
services.lambda.model.DeleteFunctionRequest;

T35 Java 256 &1 a0l Bk Lambda B E,

String functionName = args[0];

try {
AwWSLambda awsLambda = AWSLambdaClientBuilder.standard()

.withCredentials(new ProfileCredentialsProvider())
.withRegion(Regions.US_WEST_2).build();

DeleteFunctionRequest delFunc = new DeleteFunctionRequest();
delFunc.withFunctionName(functionName);

//Delete

the function

awsLambda.deleteFunction(delFunc);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/lambda/src/main/java/com/example/lambda/ListFunctions.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/AWSLambda.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/DeleteFunctionRequest.html
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System.out.println("The function is deleted");

} catch (ServiceException e) {
System.out.println(e);
}

F2 8 GitHub LW TR E A,

Amazon Pinpoint £/ W4 BAR Java B AWS SDK

ZEIR LA E A A Java B9 AWS SDK#®E Amazon Pinpoint 2 3B 41,

(@ Note
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/lambda/src/main/java/com/example/lambda/DeleteFunction.java
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/pinpoint/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/CreateAppRequest.html
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import com.amazonaws.services.pinpoint.AmazonPinpoint;

import com.amazonaws.services.pinpoint.AmazonPinpointClientBuilder;
import com.amazonaws.services.pinpoint.model.CreateAppRequest;

import com.amazonaws.services.pinpoint.model.CreateAppResult;

import com.amazonaws.services.pinpoint.model.CreateApplicationRequest;

Code

CreateApplicationRequest appRequest = new CreateApplicationRequest()
.withName(appName);

CreateAppRequest request = new CreateAppRequest();
request.withCreateApplicationRequest(appRequest);
CreateAppResult result = pinpoint.createApp(request);

BB GitHub LR ERE S,
il B P& A 72 =X

EEMBRERAER , B AmazonPinpointClient BdeleteApps&EsK , MY DeleteAppRequest #J
# ZYHCBREAERBRNERARXEHE,

EA

import com.amazonaws.services.pinpoint.AmazonPinpoint;
import com.amazonaws.services.pinpoint.AmazonPinpointClientBuilder;

Code

DeleteAppRequest deleteRequest = new DeleteAppRequest()
.withApplicationId(appID);

pinpoint.deleteApp(deleteRequest);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/CreateApp.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/DeleteAppRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/DeleteApp.java
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-apps.html
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HEAEXEEBM

B Amazon Pinpoint £ EndpointRequest ¥ 12 HinBE R | £ PRI FHIKRE,

FEA

import
import
import
import
import
import
import
import
import
import
import

Code

HashMap<String, List<String>> customAttributes
List<String> favoriteTeams

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

favoriteTeams.add("Lakers");

favoriteTeams.add("Warriors");

pinpoint.
pinpoint.
pinpoint.
pinpoint.
pinpoint.
pinpoint.
pinpoint.
pinpoint.
pinpoint.
pinpoint.
pinpoint.

AmazonPinpoint;
AmazonPinpointClientBuilder;

model.
model.
model.
model.
model.
model.
model.
model.
model.

customAttributes.put("team", favoriteTeams);

EndpointDemographic demographic
.withAppVersion("1.0")

.withMake("apple")
.withModel("iPhone")

.withModelVersion("7")

.withPlatform("ios")
.withPlatformVersion("10.1.1")

UpdateEndpointRequest;
UpdateEndpointResult;
EndpointDemographic;
EndpointLocation;
EndpointRequest;
EndpointResponse;
EndpointUser;
GetEndpointRequest;
GetEndpointResult;

new HashMap<>();

new ArraylList<>();

new EndpointDemographic()

£ P 5% % Amazon Pinpoint

152


https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-app.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/EndpointRequest.html
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.withTimezone("America/Los_Angeles");

EndpointLocation location = new EndpointLocation()
.withCity("Los Angeles")
.withCountry("US")

.withLatitude(34.0)
.withLongitude(-118.2)
.withPostalCode("90068")
.withRegion("CA");

Map<String,Double> metrics = new HashMap<>();
metrics.put("health", 100.00);
metrics.put("luck", 75.00);

EndpointUser user = new EndpointUser()
.withUserId(UUID.randomUUID().toString());

DateFormat df = new SimpleDateFormat("yyyy-MM-dd'T'HH:mm'Z'"); // Quoted "Z" to
indicate UTC, no timezone offset
String nowAsISO = df.format(new Date());

EndpointRequest endpointRequest = new EndpointRequest()
.withAddress(UUID.randomUUID().toString())
.withAttributes(customAttributes)
.withChannelType("APNS")
.withDemographic(demographic)
.withEffectiveDate(nowAsISO)
.withLocation(location)
.withMetrics(metrics)

.withOptOut("NONE")
.withRequestId(UUID.randomUUID().toString())
.withUser(user);

$R#%&F 3 EndpointRequest #1237 UpdateEndpointRequest ¥1#. EndpointRequest &% , 1§
UpdateEndpointRequest #1#H{&EZE AmazonPinpointClient B updateEndpoint5 i,

Code

UpdateEndpointRequest updateEndpointRequest = new UpdateEndpointRequest()
.withApplicationId(appId)
.withEndpointId(endpointId)
.withEndpointRequest(endpointRequest);
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/UpdateEndpointRequest.html
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UpdateEndpointResult updateEndpointResponse =
client.updateEndpoint(updateEndpointRequest);

System.out.println("Update Endpoint Response:
updateEndpointResponse.getMessageBody());
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import
import
import
import
import
import
import
import
import
import
import
import
import

Code

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

Pinpoint pinpoint =

AmazonPinpointClientBuilder.standard().withRegion(Regions.US_EAST_1).

services.
services.
services.
services.
.pinpoint.
.model.
.model.
.model.
.model.
.model.
.pinpoint.
.model.
.model.

services

services.
services.
services.
services.
services.

services

services.
services.

pinpoint
pinpoint
pinpoint
pinpoint

pinpoint
pinpoint
pinpoint
pinpoint
pinpoint

pinpoint
pinpoint

F iR i B

.Amazon
.Amazon
.model.
.model.

model.

model

n +

Pinpoint;
PinpointClientBuilder;
CreateSegmentRequest;
CreateSegmentResult;
AttributeDimension;
AttributeType;
RecencyDimension;
SegmentBehaviors;
SegmentDemographics;
SegmentDimensions;

.SegmentLocation;

SegmentResponse;
WriteSegmentRequest;

build();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/CreateEndpoint.java
https://docs.aws.amazon.com/pinpoint/latest/developerguide/endpoints.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-endpoint.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/SegmentDimensions.html
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Map<String, AttributeDimension> segmentAttributes = new HashMap<>();
segmentAttributes.put("Team", new

AttributeDimension().withAttributeType(AttributeType.INCLUSIVE).withValues("Lakers"));

SegmentBehaviors segmentBehaviors = new SegmentBehaviors();
SegmentDemographics segmentDemographics = new SegmentDemographics();
SegmentLocation segmentLocation = new SegmentLocation();

RecencyDimension recencyDimension = new RecencyDimension();
recencyDimension.withDuration("DAY_30").withRecencyType("ACTIVE");
segmentBehaviors.setRecency(recencyDimension);

SegmentDimensions dimensions = new SegmentDimensions()
.withAttributes(segmentAttributes)
.withBehavior(segmentBehaviors)
.withDemographic(segmentDemographics)
.withLocation(segmentLocation);

EZE , £ WriteSegmentRequest FE%E SegmentDimensions ¥1# , EEEAREN

CreateSegmentRequest ¥4, A% CreateSegmentRequest ¥#4E&5EZ AmazonPinpointClient #

createSegment’5 i,

Code

WriteSegmentRequest writeSegmentRequest = new WriteSegmentRequest()
.withName("MySegment").withDimensions(dimensions);

CreateSegmentRequest createSegmentRequest = new CreateSegmentRequest()
.withApplicationId(appId).withWriteSegmentRequest(writeSegmentRequest);

CreateSegmentResult createSegmentResult = client.createSegment(createSegmentRequest);
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/WriteSegmentRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/SegmentDimensions.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/CreateSegmentRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/CreateSegment.java
https://docs.aws.amazon.com/pinpoint/latest/userguide/segments.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/segments.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-segments.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-segment.html
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£ I 178558 Amazon Pinpoint

BUERTHEBRIGHRESEBAERAAERAECHANSEHE, SUURMTHED , BBEHTE
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ERIFWTHEB 2 , ELEERHIENFAL , I WriteCampaignRequest ¥4 5 EE L
=18

EA

import com.amazonaws.services.pinpoint.AmazonPinpoint;

import com.amazonaws.services.pinpoint.AmazonPinpointClientBuilder;
import com.amazonaws.services.pinpoint.model.CreateCampaignRequest;
import com.amazonaws.services.pinpoint.model.CreateCampaignResult;
import com.amazonaws.services.pinpoint.model.Action;

import com.amazonaws.services.pinpoint.model.CampaignResponse;
import com.amazonaws.services.pinpoint.model.Message;

import com.amazonaws.services.pinpoint.model.MessageConfiguration;
import com.amazonaws.services.pinpoint.model.Schedule;

import com.amazonaws.services.pinpoint.model.WriteCampaignRequest;

Code

Schedule schedule = new Schedule()
.withStartTime("IMMEDIATE");

Message defaultMessage = new Message()
.withAction(Action.OPEN_APP)
.withBody("My message body.")
.withTitle("My message title.");

MessageConfiguration messageConfiguration = new MessageConfiguration()
.withDefaultMessage(defaultMessage);

WriteCampaignRequest request = new WriteCampaignRequest()
.withDescription("My description.")
.withSchedule(schedule)

.withSegmentId(segmentId)
.withName("MyCampaign")
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156


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/Schedule.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/Message.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/WriteCampaignRequest.html
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.withMessageConfiguration(messageConfiguration);

RETE FRIEIBE CreateCampaignRequest ¥4k Amazon Pinpoint 12t E 5 1T8EE 84
REMY CreateCampaignRequest RE M #THI1T8H/EE), WriteCampaignRequest & , #%
CreateCampaignRequest ¥4 {&5EZE AmazonPinpointClient B createCampaign’iZo.

Code

CreateCampaignRequest createCampaignRequest = new CreateCampaignRequest()
.withApplicationId(appId).withWriteCampaignRequest(request);

CreateCampaignResult result = client.createCampaign(createCampaignRequest);
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BEA

import com.amazonaws.services.pinpoint.AmazonPinpoint;

1£ REHEE Amazon Pinpoint 157


https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/pinpoint/model/CreateCampaignRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/WriteCampaignRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/CreateApp.java
https://docs.aws.amazon.com/pinpoint/latest/userguide/campaigns.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/campaigns.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-campaigns.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-campaign.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-campaign-activities.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-campaign-versions.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-campaign-version.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/APNSChannelRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/UpdateApnsChannelRequest.html
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import com.amazonaws.services.pinpoint.AmazonPinpointClientBuilder;
import com.amazonaws.services.pinpoint.model.APNSChannelRequest;
import com.amazonaws.services.pinpoint.model.APNSChannelResponse;
import com.amazonaws.services.pinpoint.model.GetApnsChannelRequest;
import com.amazonaws.services.pinpoint.model.GetApnsChannelResult;
import com.amazonaws.services.pinpoint.model.UpdateApnsChannelRequest;
import com.amazonaws.services.pinpoint.model.UpdateApnsChannelResult;

Code

APNSChannelRequest request = new APNSChannelRequest()
.withEnabled(enabled);

UpdateApnsChannelRequest updateRequest = new UpdateApnsChannelRequest()
.withAPNSChannelRequest(request)
.withApplicationId(appId);

UpdateApnsChannelResult result = client.updateApnsChannel(updateRequest);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/UpdateChannel.java
https://docs.aws.amazon.com/pinpoint/latest/userguide/channels.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-adm-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-apns-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-apns-sandbox-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-apns-voip-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-apns-voip-sandbox-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-baidu-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-email-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-gcm-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-sms-channel.html
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/s3/
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® Note

ELEGETERETERMAAENERNR. GitHub ERMHTEEXHFEHH, FHATUREBET
BE-RAERISRTEERIIAH , DIHEEZENNTHREESL,

£

« B3, FIHFMBER Amazon S3 #EEETEE

 7£ Amazon S3 ¥ EBATERE

- ERREEEAYHN Amazon S3 FEREFA

« £/ Amazon S3 REFFEBEEEHRAETFENEFR
« f£/ TransferManager #4T Amazon S3 2/E

* # Amazon S3 EFET B E AL

« £/ Amazon S3 f Fif 1%

B, HIHFMER Amazon S3 fE1FErEE

RNEEYHE (EXR ) Amazon S3 L ANMNRRKERMHGES (FF) WRETEY. SERETE
HEHRIE (B8 ) FHE , ZRCIBXEARKE N, NERTFTFEREBERNFEEENR , F28
Amazon Simple Storage Service  £AEEME) PWEA Amazon S3 7T,

(@ Note
REE®
BRI Amazon S3 #1FETEE EBUA AbortincompleteMultipartUpload £ #&5BHi#R 8l .
Lt Bl Amazon S3 BT FLEREMBEREERBRATHN 2 B L&, BB E R PR
B, & Amazon S3 ik HE | REMBRT RN LEER,
MEFHMEN , 528 Amazon S3 ( £AEER) PHEARAZEFNRFEEmERE

La|

(® Note

EEEABHAOIRRETHRERA EAR Java B AWS SDK REVEHR | WEMKRE AWS EA
BRI EE PR EFRRERR AWS BEAEHR,
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUTlifecycle.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/lifecycle-configuration-bucket-with-versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/lifecycle-configuration-bucket-with-versioning.html
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BU#FRTE

£ AmazonS3 B Fiml createBucketFiE, BEIFMHEFITE, NRFEETECHERLE , Al
createBucket 5 %% 51 BB o

® Note
EERERBRVEAHERRNMETB I RnERETRESCEE , FFM
doesBucketExisth %, true MRFEFITRFE , AIEEE |, falseFHER .

PEA

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.AmazonS3Exception;
import com.amazonaws.services.s3.model.Bucket;

import java.util.List;

Code

if (s3.doesBucketExistV2(bucket_name)) {
System.out.format("Bucket %s already exists.\n", bucket_name);
b = getBucket(bucket_name);
} else {
try {
b = s3.createBucket(bucket_name);
} catch (AmazonS3Exception e) {
System.err.println(e.getErrorMessage());

}

return b;

52 E GitHub LW TTE &,
5| TR

£/ AmazonS3 FAFimM 1listBucketFiE. MEKIY , BlEECFFEEEE,
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Bucket.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/CreateBucket.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Bucket.html
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A

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.Bucket;

import java.util.List;

Code

List<Bucket> buckets = s3.listBuckets();

System.out.println("Your {S3} buckets are:");

for (Bucket b : buckets) {
System.out.println("* " + b.getName());

}

EH2 [ GitHub R &4,
il BR A 7 BT 88

IR STCHERRETT Amazon S3 FTREARZTE , BRIMSRARR , MR TR, MREFRAZF
BEAE , S AR REREFEBABBN T MR,

® Note
TEEVKFIEELTSR , RUMER 77 Amazon SS TR ERHEABTHTEEMRA R,

ES- |

« RERBRFEHNREFTBBRYMG  REBRER

« REBAZHWFEETEBERYGE , RAERBEASEMER
- MBRZHRFEE

RARMAEH N FFIRERYYE , REEMER
£/ AmazonS3 A F kK 1istObjectsH EMEEYI4HEEdeleteObject , X MBREBEMHFE,

PEA
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/ListBuckets.java
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucket.java
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Iterator;

Code

System.out.println(" - removing objects from bucket");

ObjectListing object_listing = s3.listObjects(bucket_name);

while (true) {

for (Iterator<?> iterator =

object_listing.getObjectSummaries().iterator();
iterator.hasNext(); ) {
S30bjectSummary summary = (S30bjectSummary) iterator.next();
s3.deleteObject(bucket_name, summary.getKey());

// more object_listing to retrieve?
if (object_listing.isTruncated()) {

object_listing = s3.listNextBatchOfObjects(object_listing);
} else {

break;

520 GitHub LR &4,
RERFEFNRBEETEBRYY , REBASEMER

MREEANRRAZFHNEERE , CUFEBRFEETFETPVHNEAEHRRE , T eEMBRFEERT
8

ERARURBREFTEPYHRAERANER | BBMEM AmazonS3 A F iR listVersionshi&
HE|HAEMRAZHE N4, ARMERESEYHdeleteVersion , ABBRIRAIZHIRI M4+

PEA

import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucket.java
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
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import com.amazonaws.services.s3.AmazonS3;
import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Iterator;

Code

System.out.println(" - removing versions from bucket");
VersionlListing version_listing = s3.listVersions(
new ListVersionsRequest().withBucketName(bucket_name));
while (true) {
for (Iterator<?> iterator =
version_listing.getVersionSummaries().iteratoxr();
iterator.hasNext(); ) {
S3VersionSummary vs = (S3VersionSummary) iterator.next();
s3.deleteVersion(
bucket_name, vs.getKey(), vs.getVersionId());

if (version_listing.isTruncated()) {
version_listing = s3.listNextBatchOfVersions(
version_listing);
} else {
break;

\

F2H GitHub R T E &4,
MBRZE Y R 17 Br 8

RRFERBRYHE ( SREMAREAESHOWYE ) |, BRI SAER AmazonS3 A Fikky
deleteBucket HEMBRFEFITE ARG,

FEA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

B, BIHAMIBER Amazon S3 f#17ErEE
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucket.java
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import java.util.Iterator;

Code

System.out.println(" OK, bucket ready to delete!");
s3.deleteBucket(bucket_name);

28 GitHub LHY =& &4,

£ Amazon S3 ¥)#F E#1TIRE

Amazon S3 IR RERFIERE S, SENHBLENRREEITEF,
(® Note

EBEENBHFBRBREBTHRER FNER |, BARK Java B AWS SDKIEFERAEEE AWS & A
ERMAREES PN ETRRZEFER AWS EAER,

£

- LEYH

- B

- TEHYH

- BH BBREHBBYH
- MIBRY

< —IXMIBRZEYH

LEMHF

£/ AmazonS3 Al FiwAY putObject 33k , RURIFITEEE, SREVIAELENESR, Rl
BULATE  BASELEHER.

PEA

import com.amazonaws.AmazonServiceException;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucket.java
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import com.amazonaws.regions.Regions;
import com.amazonaws.services.s3.AmazonS3;

Code

System.out.format("Uploading %s to S3 bucket %s...\n", file_path, bucket_name);

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {

s3.putObject(bucket_name, key_name, new File(file_path));
} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());

System.exit(1l);

5B GitHub LR ERE S,
B 4

EEMSHETETNYEEE  FHEM AmazonS3 AFIRH 1listObjectsik |, WiREREFE
B,

listObjects A& &M Objectlisting ¥1#F , RIERBFIRIYHNHEEAEN. BEINHIHER
(&%) , FBFEH getObjectSummaries’ EE{E S30bjectSummary YIHEE , BEMHEHRE
BEITRINE—YH. ARFUHE getKey FERBEMHHNBERE,

FEA

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.ListObjectsV2Result;
import com.amazonaws.services.s3.model.S30bjectSummary;

Code

System.out.format("Objects in S3 bucket %s:\n", bucket_name);

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
ListObjectsV2Result result = s3.listObjectsV2(bucket_name);
List<S30bjectSummary> objects = result.getObjectSummaries();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/PutObject.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/ObjectListing.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/S3ObjectSummary.html
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for (S30bjectSummary os : objects) {
System.out.println("* " + os.getKey());

A2 GitHub ERYEE B,
TEMHF

£ AmazonS3 Al FikfY getObject % , BETHNHEETBNNHNEBEELAF K, MR
FXIh , FHEEER S30bject, EENRFEBINNHEBUEARTE , RASEEHER,

IBALAE getObjectContent EFFAY | SIERSYI4HIAAS30bject. ESERMARE Java
InputStream ¥4/ S30bjectinputStream,

THEHEH S3 TRUH  UKEARREEFEER (EARYHSBERNERE) .
FEA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.S30bject;

import com.amazonaws.services.s3.model.S30bjectInputStream;

import java.io.File;

Code

System.out.format("Downloading %s from S3 bucket %s...\n
final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {

S30bject o = s3.getObject(bucket_name, key_name);

S30bjectInputStream s3is = o.getObjectContent();

FileOutputStream fos = new FileOutputStream(new File(key_name));

byte[] read_buf = new byte[1024];

int read_len = 0;

while ((read_len = s3is.read(read_buf)) > 0) {

fos.write(read_buf, @, read_len);

, key_name, bucket_name);

}

s3is.close();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/ListObjects.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/S3Object.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/S3ObjectInputStream.html
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fos.close();

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);

} catch (FileNotFoundException e) {
System.err.println(e.getMessage());
System.exit(1);

} catch (IOException e) {
System.err.println(e.getMessage());
System.exit(1l);

28 GitHub LW R,
BH, BEHIEFGHEYH

&R LAE A AmazonS3 A FiskY copyObject i , U4 R —ERFIRERS S —EREFEE,
CEIEERNRFIESE,. EERNYS  UARBENEREFTEEHE,

PEA

import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;

Code

try {
s3.copyObject(from_bucket, object_key, to_bucket, object_key);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);
}

System.out.println("Done!");

28 GitHub LW EEEi ],

(® Note

& Ll copyObject#E deleteObject EF RBEBREFH B YH , FERESWHFEREF
28 (LU EAEKERENE Wi HENRZETE )  ARKELEMBRYHE.
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetObject.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/CopyObject.java
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il BR 40 4

£ AmazonS3 Al FixkY deleteObjectit , BEMBRNBEFIBANVWHNEBEERLAF IR, B
ENRETENNHSRKRLEEE  FRSELHER.

EA

import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;

Code

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();

try {
s3.deleteObject(bucket_name, object_key);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);

w2 R GitHub LM TE 4,

— IR i BR 25 8 ¥ 4
£/ AmazonS3 A FiwiY deleteObjectsAiE , I LA 2 {E Y1 4 1 48 B & 72 BT 88 FR MR |

FERGECPMEBBEER link : sdk-for-java/v1/reference/com/amazonaws/services/s3/model/
DeleteObjectsRequest.html 753%,

A

import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;
import com.amazonaws.services.s3.AmazonS3;

Code

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();

try {
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteObject.java
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1.x IRFABA B

DeleteObjectsRequest dor

.withKeys(object_keys);
s3.deleteObjects(dor);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);

F2 8 GitHub LW TR EH,

BEMEL

(® Note

BEEXIBEHFRRETHEER BAM Java B AWS SDK &Rl , SWFEHAR
RN EEFHNEAR

new DeleteObjectsRequest(bucket_name)

BE A YR Amazon S3 ZENEF A

O] A& ¥ Amazon S3 fEZRTRE MY 4 A Z B HI7E B (ACLs) , SIS H] Amazon S3 Eilf,

REFER AWS BEAEH,

N1

A8

R FHERERE

HEHS& SEEEITEEM B a1 ACL , ™A AmazonS3 B getBucketAcll %t , REFEZBEER

getGrantsAsList 7% , EGEEEFE%E Java BETYHEE.,

PN

import
import
import
import
import
import

Code

com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION)

try {

AmazonServiceException;
regions.Regions;

services.

services

services.
services.

s3.AmazonS3;

.s3.AmazonS3ClientBuilder;

s3.model.AccessControllList;
s3.model.Grant;

.build();

H|E AWS EA

TE#, HFESERE AccessControlList Y1, EEMESBFETNESREFEURE K FHUE

EEFFITENYEN Amazon S3 FEEFT
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteObjects.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/AccessControlList.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Grant.html
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AccessControllList acl = s3.getBucketAcl(bucket_name);
List<Grant> grants = acl.getGrantsAsList();
for (Grant grant : grants) {
System.out.format(" %s: %s\n", grant.getGrantee().getIdentifier(),
grant.getPermission().toString());
}
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

A2 GitHub ERYEE B,
REMEIENFIEZGEE

BEENERBRREFITRMN ACL 77 , I AmazonS3 MY setBucketAclB %, ERE
AccessControlList ¥ , HEF S ERENAREMNEIEHREE,

PEA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.AccessControllList;
import com.amazonaws.services.s3.model.EmailAddressGrantee;

Code

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {
// get the current ACL
AccessControllList acl = s3.getBucketAcl(bucket_name);
// set access for the grantee
EmailAddressGrantee grantee = new EmailAddressGrantee(email);
Permission permission = Permission.valueOf(access);
acl.grantPermission(grantee, permission);
s3.setBucketAcl(bucket_name, acl);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetAcl.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/AccessControlList.html
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}

® Note

R IEEERAREERREARENE—BBIAT , HEM EmailAddressGrantee 5 &
BEFEARERARE , WERMEEERMA.

5B GitHub LR ERE S,
WS FERESIRE

EEMSYHHNER ACL , ™I AmazonS3 B9 getObjectAclF % , BEEHNWRFITESR
BNYHEBEERT. WE getBucketAcl , b A& EE AccessControlList ¥4 , B LLA R
BESERNE,

A

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.AccessControllList;
import com.amazonaws.services.s3.model.Grant;

Code

try {
AccessControllList acl = s3.getObjectAcl(bucket_name, object_key);
List<Grant> grants = acl.getGrantsAsList();
for (Grant grant : grants) {
System.out.format(" %s: %s\n", grant.getGrantee().getIdentifier(),
grant.getPermission().toString());
}
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());

System.exit(1);

w2 R GitHub LM TE &4,

EEFFITENYEN Amazon S3 FEEFT
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Grantee.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/EmailAddressGrantee.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/SetAcl.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/AccessControlList.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Grant.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetAcl.java

HEAR Java

B AWS SDK 1.x

1.x IRFABA B

REMHNFEEREFE

EEFIERIE R4 ACL 351 , BFEIY AmazonS3 #Y setObjectAclhii, EEE

AccessControlList Y1 , EFZEERENRAREMEZEBIEE,

FEA

import
import
import
import
import
import

Code

com.amazonaws.AmazonServiceException;
com.amazonaws.regions.Regions;
com.amazonaws.services.s3.AmazonS3;
com.amazonaws.services.s3.AmazonS3ClientBuilder;
com.amazonaws.services.s3.model.AccessControllList;
com.amazonaws.services.s3.model.EmailAddressGrantee;

try {

}

// get the current ACL

AccessControllList acl = s3.getObjectAcl(bucket_name, object_key);

// set access for the grantee
EmailAddressGrantee grantee = new EmailAddressGrantee(email);
Permission permission = Permission.valueOf(access);
acl.grantPermission(grantee, permission);
s3.setObjectAcl(bucket_name, object_key, acl);

catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);

® Note
AL EEEARREERREARENE BT , UEMA EmailAddressGrantee 5| 2KiE

R

/Ch

BETFBAREREE , WERMEEET M.

FH2 [ GitHub &4,

A

E}l’

« Amazon S3 API 2Z /i GET #ZiTE acl

EEFFITENYEN Amazon S3 FEEFT
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/AccessControlList.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Grantee.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/EmailAddressGrantee.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/SetAcl.java
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketGETacl.html
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« Amazon S3 API 2Z /) PUT #7ZETE acl
« Amazon S3 APl 2Z® 1) GET ¥4 acl
« Amazon S3 APl ZZ /1) PUT ¥ acl

i/ Amazon S3 EFITRBREEHREFITEBAFN

A LGRE, MERMBRFRFIRBEEK , WEEH T Amazon S3 T EEAYFHL,
REHETREE

A LGER T HI A ARESRE S3 MiFArBN M EITREBUR

« 04 AmazonS3 A F %R |, setBucketPolicy iR SetBucketPolicyRequest
- FRARARETEZEBNBER X EWsetBucketPolicy BEEEREMBXR (JSON X )

PEA

import com.amazonaws.AmazonServiceException;
import com.amazonaws.auth.policy.Policy;
import com.amazonaws.auth.policy.Principal;

Code

s3.setBucketPolicy(bucket_name, policy_text);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);

158 F BRSR 3R Bl SR A SR R SR
R FITRBURG FsetBucketPolicy , BA AT T 514k :

. EEBREEES JSON EX LT TS
. B REERRERE

BBFEA Policyfhl , BETEERVNFFENEARBTIER, ZEER PolicyfEAIEE JSON BUR
XF , BFEHAH tolson Fit.
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https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUTacl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTObjectGETacl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTObjectPUTacl.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/SetBucketPolicyRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/policy/Policy.html
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A

import com.amazonaws.auth.policy.Resource;

import com.amazonaws.auth.policy.Statement;

import com.amazonaws.auth.policy.actions.S3Actions;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

Code

new Statement(Statement.Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(S3Actions.GetObject)
.withResources(new Resource(
"{region-arn}s3:::" + bucket_name + "/*")));
return bucket_policy.toJson();

Policy EhltbRftfromIson—E5%E , IERERAEAR JSON ZERBER K, HASHETER
&, RN FIERABUNBERER , NRBEENFEMI1legalArgumentException , EE
KMo

Policy bucket_policy = null;
try {
bucket_policy = Policy.fromJson(file_text.toString());
} catch (IllegalArgumentException e) {
System.out.format("Invalid policy text in file: \"%s\"",
policy_file);
System.out.println(e.getMessage());

BU AFER R NALRBEEERIE S XNBRHECE,
520 GitHub R &4,
SR EFIBBGR

= EREE /7% Amazon S3 EFEEHIBUR , MM AmazonS3 A FiwfY getBucketPolicyFi& |, HEf
BN RBEERCURPIBEE.

PEA
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/SetBucketPolicy.java
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

Code

try {
BucketPolicy bucket_policy = s3.getBucketPolicy(bucket_name);
policy_text = bucket_policy.getPolicyText();

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);

MRGENRBRETRTEE  UREELEFRE  INRECRERFTER

% , AmazonServiceExceptionBIi#H .
28 GitHub LRI & HI,
I BR R FETBE BUR

= EZMBRFEFITRRBER , ™M AmazonS3 A FiwH deleteBucketPolicy , WiRMHRAEFITRER
o

EA

import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;
import com.amazonaws.services.s3.AmazonS3;

Code

try {
s3.deleteBucketPolicy(bucket_name);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetBucketPolicy.java
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BERFIRERARR , KA EtLERY. NMREEENRFrEEBIEE  AELREAFIER

BT88 , AmazonServiceExceptionBI&#E ,

2B GitHub ERYEE B,
AEEA

« Amazon Simple Storage Service ( FA&EIER) PN FIBEEES S
« Amazon Simple Storage Service ( EAEIER) PR FTEBEEEH

£ TransferManager # 1T Amazon S3 4k

EALAGE R B AR Java B9 AWS SDK TransferManager 385! , A S EREAKIREERHE S —
fl S3 fZi& Amazon S3 , AREMHERE S —@BME. TransferManager LA EVSEWERE |, I
EEREELENTH,

(® Note
REEK
BEBIZE Amazon S3 fE1ZETEE LA AbortincompleteMultipartUpload 4 #5iB HA#8 A,
Lt# Bl Amazon S3 B8R FLEMBRIEEXRBARTHN D B LE, HiBERE YR E R
BF, & Amazon S3 1k E& , ARMBRTZEN LEEH,
MBFHMEA , FFSB Amazon S3 K FAERER) PHFERAREAEHNREFTELE mERHE

1=
&

(® Note

EEREABHAOIRRETHRER BAR Java B AWS SDK HEVEHR | WFEMRE AWS EA
BRI EE PR EFRRERR AWS BEAEHR,

HEERMAB &%

TransferManager AILUSE R, BRBFENEB K L EZH LA E I WEFETE Amazon S3 BT EE,
*RE

- TEE-EX
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucketPolicy.java
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-policy-language-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/example-bucket-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUTlifecycle.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/lifecycle-configuration-bucket-with-versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/lifecycle-configuration-bucket-with-versioning.html
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JBE
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LEE-E=R

0 TransferManager B9 upload’ssk |, REFEE Amazon S3 BT ER, €8 (UH) B8, UK
RRE LB EBENEE Java EXZUH.

A

import
import
import
import
import

import

import
import

Code

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

java.io.File;
java.util.Arraylist;
java.util.Arrays;

AmazonServiceException;

services.
services.
services.
services.

File f = new File(file_path);
TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {

s3.transfer.MultipleFileUpload;
s3.transfer.TransferManager;
s3.transfer.TransferManagerBuilder;
s3.transfer.Upload;

Upload xfer = xfer_mgr.upload(bucket_name, key_name, f);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);

}

xfer_mgr.shutdownNow();

upload FEE M ENMER | £ Upload ML AR EEEREREFTC TR

ESREFEETR , SLEBEM W TransferManager #9 shutdownNow &2

BiwaitForCompletion , ffF HIIEREENMEEEN . SEFERTHRE , B URHNFEZIELAM
RMEENEH, NEFAEF  FS2RIEERRENEE,
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https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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=2 H GitHub LRy TEEE I,

LEERBE

EEE—(EAREP LEZERER , H® U TransferManageruploadFilelist J73% , WiRH T 5I1E

B :

- f#71F Amazon S3 BT 2
- SRFE , UBUYHNEERE (ERTFTFEPREYHNER)
- RERPEIERREZHEYE B FNERMH
- BEYH , HPIe - HELENERZYH

PEA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.MultipleFileUpload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;
import com.amazonaws.services.s3.transfer.Upload;

import java.io.File;
import java.util.Arraylist;
import java.util.Arrays;

Code

ArraylList<File> files = new ArraylList<File>();
for (String path : file_paths) {
files.add(new File(path));

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();
try {
MultipleFileUpload xfer = xfer_mgr.uploadFilelList(bucket_name,
key_prefix, new File("."), files);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrUpload.java
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/List.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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System.exit(1);
}

xfer_mgr.shutdownNow();

SRAESFEETR , LEBEMY TransferManager B9 shutdownNowJ53:2
waitForCompletion , £/ BIhERBEZENEEEA. SSERTHR , S URBADNEERLR
* IEENEH, NEFHEES , FSENEERMETEE,

g

\)ﬂ

EE K MultipleFileUpload #1#fuploadFileList Al AREHEHREREE, MEFHMEN , FZ
BI{E A ProgressListener &3S K H s EEMEESEBWEE, ProgresslListener

BT LAER MultipleFileUpload#y getSubTransferssi: , S EEFRERNE
BlUpload¥#. MEFHMER , TSRS TEBEE,

FH2 [ GitHub &4,
LER%

BALAE A TransferManager B9 uploadDirectory A& EERERRE & , Y i BLUEEF X
BRTEBPIER, BRMERMT Amazon S3ETRERE. S3ERTFTEH. AREBRIAEBEHENIE
EMH  UAREHRBELUEEAR (true = false) R ¥ B #kboolean®{H,

PEA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.MultipleFileUpload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;
import com.amazonaws.services.s3.transfer.Upload;

import java.io.File;
import java.util.Arraylist;
import java.util.Arrays;

Code

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();
try {
MultipleFileUpload xfer = xfer_mgr.uploadDirectory(bucket_name,
key_prefix, new File(dir_path), recursive);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileUpload.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrUpload.java
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

}

xfer_mgr.shutdownNow();

EZREFEESR , BB EMM TransferManager B9 shutdownNow %2
JwaitForCompletion , £ HMIIEREZNEEER. SEFERTHE , EUURBAREERLR
MEENER. WEFAES  BF2RNGEEHRENELE,

EE /K MultipleFileUpload #)#FuploadFileList Al AR EHEHARERERE, MEFMET , 552
BIfE A ProgressListener &3S K H s EEMEESEBWEE, Progresslistener

o T W

¢

21

\

¥

BRI LA MultipleFileUpload®y getSubTransfershi: , B SEEEHE RN E
BlUpload¥I#. MEFHMER , F2REETEBEE,

E2 [ GitHub LR &4,
THERS B &

£ TransferManager 85It T #E —#& =R (Amazon S3 ¥4 ) = B & ( Amazon S3 fEFEFRERE
#EYHFE ) Amazon S3,

S
. THE-#x
. THA%

THE—ER

£ TransferManager 8y download’i% |, 12 #7F Amazon S3 B8 &R , HPIELETENY
H, 28 (YH) B8 URRAREESIERFK LB 2 B RIE Rnttps://docs.oracle.com/javase/
8/docs/api/index.html?java/io/File.htmI¥1 4.

EA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.Download;

import com.amazonaws.services.s3.transfer.MultipleFileDownload;
import com.amazonaws.services.s3.transfer.TransferManager;
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileUpload.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrUpload.java
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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import com.amazonaws.services.s3.transfer.TransferManagerBuilder;

import java.io.File;
Code

File f = new File(file_path);

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {
Download xfer = xfer_mgr.download(bucket_name, key_name, f);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);

}

xfer_mgr.shutdownNow();

F2EEFEETR , IIEBHEBFER waitForCompletion RUTREZNET , REBEY
TransferManager # shutdownNow’5 &, EFERMTRE , B URBARIFELREFNEENER.
WMEFMES  FSERESERMRENEE,

FH2 [ GitHub R &4,
THE#%

EERPTH-EHAEZRSRTE (BURERRELNWEHK ) MIER Amazon S3 , FEFEA
TransferManagerdownloadDirectory Fit. HERARMT Amazon S3 irilREl , HHIELET
YUY, MENHLANYHFE  URRREEFEARLTEEZNEHNEZYE. IREA
WE & T FE , ISEYXE &%,

EA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.Download;

import com.amazonaws.services.s3.transfer.MultipleFileDownload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;

import java.io.File;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrDownload.java
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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Code

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {

MultipleFileDownload xfer = xfer_mgr.downloadDirectory(
bucket_name, key_prefix, new File(dir_path));

// loop with Transfer.isDone()

XferMgrProgress.showTransferProgress(xfer);

// or block with Transfer.waitForCompletion()

XferMgrProgress.waitForCompletion(xfer);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

}

xfer_mgr.shutdownNow();

BSEASEEEETR , LEBEMW TransferManager B shutdownNow &2
BiwaitForCompletion , £ TR EZNIERENR. SEFERTRE , BRI RBEEELMR
RNEENER, NEFHEES , FSREERMRETEE,

E20 GitHub LHY TR &4,
BRI
EERYHRE—E SIREREITFRBERE S —AREFTE , A TransferManagercopy 5%,

BEA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.Copy;

import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;

Code
System.out.println("Copying s3 object: " + from_key);
System.out.println(" from bucket: " + from_bucket);
System.out.println(" to s3 object: " + to_key);
System.out.println(" in bucket: " + to_bucket);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrDownload.java
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TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {
Copy xfer = xfer_mgr.copy(from_bucket, from_key, to_bucket, to_key);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);

}

xfer_mgr.shutdownNow();

FH2 [ GitHub &4,
ESEETR

MREHEARR (HBITHE ) TUAEBSRHZEEHE , BALER Transfer M EH
waitForCompletionA EH#H , BEREWTHARBEFAAMRRA L,

try {
xfer.waitForCompletion();

} catch (AmazonServiceException e) {
System.err.println("Amazon service error: " + e.getMessage());
System.exit(1);

} catch (AmazonClientException e) {
System.err.println("Amazon client error: " + e.getMessage());
System.exit(1l);

} catch (InterruptedException e) {
System.err.println("Transfer interrupted: " + e.getMessage());
System.exit(1);

MREEFY ZFEw#HEHFwaitForCompletion, HEERIBITHE LEEHmBMEE K REH
ProgressListener FEIFZEWEEEHH , RSPEERERE,

F2 B GitHub ER T E &4,
WS ERARENEE

TransferManagerupload*, download*#l copyF A ERMNSEEREHESER T H P —EERIHN
#HTER  REAE - ERISERBREME,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrCopy.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Transfer.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/event/ProgressListener.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrProgress.java
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bl BaE

Copy (8H) copy

TH download

MultipleFileDownload downloadDirectory

=& upload

MultipleFileUpload uploadFilelList , uploadDirectory

FIEELEBHEENE Transfer RE. TransferRRBRAAZRMEEHEE, TENEESH
LR EVSEm M B B &EAARE,

&

- WHERNWENEE

« i/ ProgressListener EU{SE#E E

- NS FEBEE

WS B AERE
EEES NERER, EMTRRELENER , WESTHREFHNESKRE,

PEA

import com.amazonaws.AmazonClientException;

import com.amazonaws.AmazonServiceException;

import com.amazonaws.event.ProgressEvent;

import com.amazonaws.event.ProgresslListener;

import com.amazonaws.services.s3.transfer.*;

import com.amazonaws.services.s3.transfer.Transfer.TransferState;

import java.io.File;

import java.util.Arraylist;
import java.util.Collection;

Code
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Copy.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Download.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileDownload.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Upload.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileUpload.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Transfer.html
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// print the transfer's human-readable description
System.out.println(xfer.getDescription());

// print an empty progress bar...
printProgressBar(0.0);

// update the progress bar while the xfer is ongoing.

do {

try {
Thread.sleep(100);

} catch (InterruptedException e) {
retuzrn;

}

// Note: so_far and total aren't used, they're just for
// documentation purposes.
TransferProgress progress = xfer.getProgress();
long so_far = progress.getBytesTransferred();
long total = progress.getTotalBytesToTransfer();
double pct = progress.getPercentTransferred();
eraseProgressBar();
printProgressBar(pct);
} while (xfer.isDone() == false);
// print the final state of the transfer.
TransferState xfer_state = xfer.getState();
System.out.println(": " + xfer_state);

F2 B GitHub ER &,

{# f ProgressListener EV{5 &% 1 E

IBELAE A Transfer AR addProgressListenerii% |, #% Progresslistener BIZEEM S,

ProgressListener REBE— 1% % progressChanged , ©EE ProgressEvent ¥4, &

AAER YR IlgetBytesREMNMANMTAHESE , URMLW 2B 51 A LE@A T TE
ElgetBytesTransferred,

PEA

import
import
import
import
import
import

com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

AmazonClientException;
AmazonServiceException;

event.ProgressEvent;

event.ProgresslListener;
services.s3.transfer.*;
services.s3.transfer.Transfer.TransferState;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrProgress.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/event/ProgressListener.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Transfer.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/event/ProgressListener.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/event/ProgressEvent.html
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import java.io.File;

import java.util.Arraylist;
import java.util.Collection;

Code

File f = new File(file_path);
TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {

Upload u = xfer_mgr.upload(bucket_name, key_name, f);
// print an empty progress bar...
printProgressBar(0.0);
u.addProgressListener(new ProgresslListener() {
public void progressChanged(ProgressEvent e) {
double pct = e.getBytesTransferred() * 100.0 / e.getBytes();
eraseProgressBar();
printProgressBar(pct);

1)

// block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(u);
// print the final state of the transfer.
TransferState xfer_state = u.getState();
System.out.println(": " + xfer_state);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

}

xfer_mgr.shutdownNow();

=2 R GitHub LM TE &4,

MBS FEBEE
MultipleFileUpload 38R AT SAUEIBM W EgetSubTransfers FAERE FERNVIMEEEH. ©c2EE

ELEAN LENHES  RUSHEFERnER SRR ENEE.

PEA

import com.
import com.
import com.
import com.

amazonaws
amazonaws
amazonaws
amazonaws

.AmazonClientException;
.AmazonServiceException;
.event.ProgressEvent;
.event.ProgresslListener;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrProgress.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileUpload.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Upload.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/Collection.html
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import com.amazonaws.services.s3.transfer.*;
import com.amazonaws.services.s3.transfer.Transfer.TransferState;

import java.io.File;
import java.util.Arraylist;
import java.util.Collection;

Code

Collection<? extends Upload> sub_xfers = new ArraylList<Upload>();
sub_xfers = multi_upload.getSubTransfers();

do {
System.out.println("\nSubtransfer progress:\n");
for (Upload u : sub_xfers) {
System.out.println(" " + u.getDescription());
if (u.isDone()) {
TransferState xfer_state = u.getState();
System.out.println(" " + xfer_state);
} else {
TransferProgress progress = u.getProgress();
double pct = progress.getPercentTransferred();
printProgressBar(pct);
System.out.println();

// wait a bit before the next update.
try {
Thread.sleep(200);
} catch (InterruptedException e) {
return;
}
} while (multi_upload.isDone() == false);
// print the final state of the transfer.
TransferState xfer_state = multi_upload.getState();
System.out.println("\nMultipleFileUpload " + xfer_state);

FH2 [ GitHub &4,
AR
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrProgress.java
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingMetadata.html

BRAR Java B9 AWS SDK 1.x

1.x IRFABA B

# Amazon S3 fEFETEERE AMELY

&R LARRE 7 Amazon S3 SrB M ARILEE, EEERM KR EREHMILARE,

(® Note

EEEABHAOIRRETHRERA BAR Java B AWS SDK HEVEHR | WFEMRE AWS EA

BRI EE PR EFRRERR AWS BEAEHR,

RERMFITRABEILARE

EERERMT Amazon S3 FTERIVAMLERE  BEAREIrREEBEL AmazonS3
M) setWebsiteConfigurationA AR EMRE , AR B ESREFETEMAILHRERN
BucketWebsiteConfiguration ¥14.

FERERSIXMN ; AIEEGSEHBRRAN,
FEA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.BucketWebsiteConfiguration;

Code

String bucket_name, String index_doc, String error_doc) {
BucketWebsiteConfiguration website_config = null;

if (index_doc == null) {
website_config = new BucketWebsiteConfiguration();
} else if (error_doc == null) {
website_config new BucketWebsiteConfiguration(index_doc);
} else {
website_config

new BucketWebsiteConfiguration(index_doc, error_doc);

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/BucketWebsiteConfiguration.html
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try {
s3.setBucketWebsiteConfiguration(bucket_name, website_config);
} catch (AmazonServiceException e) {
System.out.format(
"Failed to set website configuration for bucket 'S%s'!\n",
bucket_name);
System.err.println(e.getErrorMessage());
System.exit(1l);

(® Note
REMUEEETSEUREENENF T, BEE Web LETENER , REFTERER
FREBGR , A HERMEErEBTHER. WEFRENR  FSHEM Amazon S3 fi#fF
FrERRERHFEEFIENERN.

52 B GitHub LW TTE &4,
NS HETRNALARE

= EBSRET Amazon S3 BTRRRVAAVEFERE |, A4 AmazonS3 M getWebsiteConfiguration’
%, WIEEREIEN S BREEEERE,

#HRE= LA BucketWebsiteConfiguration ¥4 &, MREFHEEFERIEREMER  nullRlgER

EA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.BucketWebsiteConfiguration;

Code

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {
BucketWebsiteConfiguration config =
s3.getBucketWebsiteConfiguration(bucket_name);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/SetWebsiteConfiguration.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/BucketWebsiteConfiguration.html
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if (config == null) {

System.out.println("No website configuration found!");

} else

{

System.out.format("Index document: %s\n",
config.getIndexDocumentSuffix());
System.out.format("Error document: %s\n",
config.getErrorDocument());

}

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());

System.out.println("Failed to get website configuration!");
System.

exit(1);

E2E GitHub LW TEE &4,

il B e 17 i BE BV M v HEL RE

= ZMBRFEF Amazon S3 B8 WML ERE | SR AR TR/ AW AmazonS3 By

deleteWebsiteConfigurationk % , R MIBRAEAE,

BEA

import com.
import com.
import com.
import com.

Code

amazonaws.
amazonaws.
amazonaws.
amazonaws.

final AmazonS3 s3 =

AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION)

try {

AmazonServiceException;
regions.Regions;
services.s3.AmazonS3;
services.s3.AmazonS3ClientBuilder;

s3.deleteBucketWebsiteConfiguration(bucket_name);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());

System.out.println("Failed to delete website configuration!");
System.

exit(1);

FH2 [ GitHub R &4,

.build();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetWebsiteConfiguration.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteWebsiteConfiguration.java
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AFHEER

+ Amazon S3 APl 2Z /@ PUT EFEFERA LY
« Amazon S3 API 2Z /) GET #FETEE AL
+ Amazon S3 API| 2Zthgy DELETE #FiTE AL

£ Amazon S3 A F g Nz

RN F% Amazon S3 NZERRARTUUAEREETHNBBEFRHEN—BREN S 2—
Amazon S3, <& #Y 551 7~ €5 ann] & SR 0 FE A i X 3L FERE Amazon S3 & B,

MRBRIIREAZRIERZE , 528 AWSKMS AR AEREINZREFZELAES , LUEERE
IREMEMNEELNEREE, WEBEE AWS SDKsIIEXENER |, 528 ( Amazon Web
Services —fi§2#£) HHAWSAmMazon S3 A FHMZEK SDK £,

(® Note

EEERNBEHHBRERETHRER BHAR Java B AWS SDK FHIER |, WEHARE AWS B A
ERMAREES DN ETRREFER AWS EAER,

WMREFEHANE 1.11.836 lRBEENIRA BAK Java B AWS SDK , 552 B Amazon S3 1% A Fim
BE  UBSHKEARXEBZEENIRATNMEEEN. IREELER , F2E GitHub LML TEE
i,

AR, MREFEHANE 1.11.837 RBEFHRA BAR Java B AWS SDK , BRET 5/ EHIERE |, KL
£/ Amazon S3 A Fim %z,

&
 Amazon S3 FF AF RSB A F iR iNE
« Amazon S3 [ AWS KMS S &40 A Fikins

Amazon S3 £ Fin £ 8H A Fiming

T HI&E5I 65 AmazonS3EncryptionClientV2Builder 38 Bl 32 37 2 A A F i INZH Amazon S3 A F
i, R , & Amazon S3 A LA Fiw HEE WERYGEHESNE, BH% Amazon S3 EALLAF
WEEHNE G HNEaBRE,
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https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUTwebsite.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketGETwebsite.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketDELETEwebsite.html
https://docs.aws.amazon.com/kms/latest/developerguide/crypto-intro.html
https://docs.aws.amazon.com/general/latest/gr/aws_sdk_cryptography.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/S3Encrypt.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/S3Encrypt.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/AmazonS3EncryptionClientV2Builder.html
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® Note

T g REEBEEZEFZE Amazon S3 AFImTREAAFHMNE, EE 7 N HE
AWS KMS SE£@FERAMNER , 2B EE Amazon S3AWS KMS ZE &8/ A FIRINZ,

AR FmEE , SR LUREME Amazon S3 IIEER : BEREDREE. THSHRAUNMMA
FEEE, FETHSERXERARLEREE , 528 CryptoMode E.

LEHYEA
FEA T 538 B LA S E L E A1,
PEA

import com.amazonaws.ClientConfiguration;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3EncryptionClientV2Builder;
import com.amazonaws.services.s3.AmazonS3EncryptionV2;

import com.amazonaws.services.s3.model.CryptoConfigurationV2;

import com.amazonaws.services.s3.model.CryptoMode;

import com.amazonaws.services.s3.model.EncryptionMaterials;

import com.amazonaws.services.s3.model.StaticEncryptionMaterialsProvider;

BRIE BT N2
MRCryptoModeRIEE , BEBREINERAREN,
EEREBMALES | 55 withCryptoConfigurationFEHigE

StrictAuthenticatedEncryptionfE,

® Note

EEFAAFRRIMNE , BLEEEARERMN classpath FEEHHH Bouncy Castle jar 18
=,

Code

AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/CryptoMode.html
https://www.bouncycastle.org/download/bouncy-castle-java/
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.withRegion(Regions.US_WEST_2)

.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode((CryptoMode.StrictAuthenticatedEncryption)))

.withEncryptionMaterialsProvider(new StaticEncryptionMaterialsProvider(new

EncryptionMaterials(secretKey)))
.build();

s3Encryption.putObject(bucket_name, ENCRYPTED_KEY2, "This is the 2nd content to
encrypt");

ERENMEZERN

E&EA AuthenticatedEncryption XK , SEMZHBERANENSRIEEEE, TIHE
XA THRZE | HEZUURBHRZYHNTENE , YTERELARFBEFINRR. MEREMZEES

y 2R

ROFMER |, 552 B Amazon S3 AF BEBENBHERE,

(® Note
EEFRAFRRIEMNE  BXEEEARERMN classpath FEEHHFHY Bouncy Castle jar 18
2=
<o

EERANESR |, 5B withCryptoConfigurationFEHIERE
AuthenticatedEncryptionf&,

Code

AmazonS3EncryptionV2 s3EncryptionClientV2 =
AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.DEFAULT_REGION)
.withClientConfiguration(new ClientConfiguration())
.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode(CryptoMode.AuthenticatedEncryption))
.withEncryptionMaterialsProvider(new StaticEncryptionMaterialsProvider(new
EncryptionMaterials(secretKey)))
.build();

s3EncryptionClientV2.putObject(bucket_name, ENCRYPTED_KEY1l, "This is the 1st content to
encrypt");
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https://aws.amazon.com/blogs/developer/amazon-s3-client-side-authenticated-encryption
https://www.bouncycastle.org/download/bouncy-castle-java/

BRAR Java B9 AWS SDK 1.x

1.x IRFABA B

Amazon S3 [ AWS KMS S &4 AP iRz

T HI&a5IfE FH AmazonS3EncryptionClientV2Builder #8512k 37 2 B A Fim &8 Amazon S3 A F

Ll
Ui o

B

AaxX AE JT

FimEEHNEMY4EE B BIRE.

@ Note

THIEHIREIAEE AWS KMS ZEEIRER Amazon S3 AP RN, HE T #1016
NEREEECHER , F2BAmazon S3 AFmMEREAFIREER.

AR Al P um g i
BERE, "R THSEEXERBL

HEEA

FE A T 51 8 B LU 1S 8 L £

A

import
import
import
import
import
import
import
import
import
import
import
import

BAEERRE A

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

&, EAERALAFi% &R Amazon S3 HWYIHEENE., &% Amazon S3 EA LA

R
~

BHEL , 552/ CryptoMode E%.

O LURERE Amazon S3 INFZE S | BRIEREBERBRE. T EEHRB AR H

ClientConfiguration;

regions.Regions;

kms . AWSKMS ;
kms.AWSKMSClientBuilder;
kms.model.GenerateDataKeyRequest;
kms.model.GenerateDataKeyResult;

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

s3.
s3.
s3.
s3.
s3.
s3.

AmazonS3EncryptionClientV2Builder;
AmazonS3EncryptionV2;
model.CryptoConfigurationV2;
model.CryptoMode;
model.EncryptionMaterials;

model .KMSEncryptionMaterialsProvider;

mMRCryptoModeRIEE , BEBREINERAZREN,

EEHAMAAES | % withCryptoConfigurationFEHEE
StrictAuthenticatedEncryptionfE,
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/AmazonS3EncryptionClientV2Builder.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/CryptoMode.html
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® Note
EEFRAFRRINE , BLEEEARERMN classpath FBEHHH Bouncy Castle jar 18
-

Code

AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode((CryptoMode.StrictAuthenticatedEncryption)))
.withEncryptionMaterialsProvider(new KMSEncryptionMaterialsProvider(keyId))
.build();

s3Encryption.putObject(bucket_name, ENCRYPTED_KEY3, "This is the 3rd content to encrypt
with a key created in the {consolel}");
System.out.println(s3Encryption.getObjectAsString(bucket_name, ENCRYPTED_KEY3));

£ Amazon S3 1N% A Fim LM putObject 5 AL LEYIH,

Code

s3Encryption.putObject(bucket_name, ENCRYPTED_KEY3, "This is the 3rd content to encrypt
with a key created in the {console}");

B L E AR A PRI 4, EHIEMI getObjectAsStringlsiE , LUEEEVERMIFEE,

Code

System.out.println(s3Encryption.getObjectAsString(bucket_name, ENCRYPTED_KEY3));

ERFENNERN

B8 A AuthenticatedEncryption XK , EENZHBEANENSROREE L, BLRHE
A THZE | HEZUURBHRZYHNTEN , YTERELARFBEFINRR. MEREBINZEES
NHEHAE , 5528 Amazon S3 A FinB & MZREBER N E,
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https://www.bouncycastle.org/download/bouncy-castle-java/
https://aws.amazon.com/blogs/developer/amazon-s3-client-side-authenticated-encryption
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® Note
EEFRAFRRINE , BLEEEARERMN classpath FBEHHH Bouncy Castle jar 18
-

EEMALES | 7% withCryptoConfigurationAEHIEE
AuthenticatedEncryption{E,

Code

AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode((CryptoMode.AuthenticatedEncryption)))
.withEncryptionMaterialsProvider(new KMSEncryptionMaterialsProvider(keyId))
.build();

E AWS KMS A F %
MIEBATEIEE , BRI Amazon S3 INZ A FiRTARERE I AWS KMS A Fif.
BERLLBEBHEIN AWS KMS AFRRE R , 555 E awsKmsRegion.

Code

Region kmsRegion = Region.getRegion(Regions.AP_NORTHEAST_1);

AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withCryptoConfiguration(new
CryptoConfigurationV2().withAwsKmsRegion(kmsRegion))
.withEncryptionMaterialsProvider(new KMSEncryptionMaterialsProvider(keyId))
.build();

®E , BULERABCSH AWS KMS A FimRAKILINZE R Fix.

Code

AWSKMS kmsClient = AWSKMSClientBuilder.standard()
.withRegion(Regions.US_WEST_2);
.build();
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https://www.bouncycastle.org/download/bouncy-castle-java/
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AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withKmsClient(kmsClient)
.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode((CryptoMode.AuthenticatedEncryption)))
.withEncryptionMaterialsProvider(new KMSEncryptionMaterialsProvider(keyId))
.build();

Amazon SQS A K& HI BEAK Java B AWS SDK

AEIRMEAE AR Java B AWS SDKERE Amazon SQS XAV &4,

@ Note

ELEGETETHESERMMENERB, GitHub I RHETEEXFEHG, BANRBET
RE-FREERISRFEERIAE  DIESEENATHAREEH,

&

£/ Amazon SQS FA BT

- EiA, EWFAMER Amazon SQS AR
- BUA Amazon SQS A ETHIN R
« & FERE A RMRE Amazon SQS
£ PEAERF TS Amazon SQS

£/ Amazon SQS A E(T5

AT RARAF i FEEA LK BERSR Amazon SQS. BRMETIIEE  FEMTHELD
(FIFO)o EEE—F THTIHINELBFR CEMNEE , F2 B Amazon SQS R A EEM.

AEERPMAMER B, FH. MBERFEE Amazon SQS {758 URL EA R Java B9 AWS SDK,
B {75

£/ AmazonSQS A Fiwi createQueueX & , RIEHEHRITH BB CreateQueueRequest ¥4,

PEA
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https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/sqs/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/CreateQueueRequest.html
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import com.amazonaws.services.sqs.AmazonSQS;

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.AmazonSQSException;
import com.amazonaws.services.sqs.model.CreateQueueRequest;

Code

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

CreateQueueRequest create_request = new CreateQueueRequest(QUEUE_NAME)
.addAttributesEntry("DelaySeconds", "60")
.addAttributesEntry("MessageRetentionPeriod", "86400");

try {
sqs.createQueue(create_request);
} catch (AmazonSQSException e) {

if (le.getErrorCode().equals("QueueAlreadyExists")) {
throw e;

BRI EABSICERM createQueue , REETHEBRENEE(TS,

sqs.createQueue("MyQueue" + new Date().getTime());

ESR GitHub L4,
5 TS
ZE5|HIRF R Amazon SQS 751 , 5EMF I AmazonSQS A Fiwk 1istQueuesH o

EA

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.ListQueuesResult;

Code

AmazonSQS sqgs = AmazonSQSClientBuilder.defaultClient();
ListQueuesResult 1lq_result = sqgs.listQueues();
System.out.println("Your SQS Queue URLs:");
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/UsingQueues.java
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for (String url : lg_result.getQueueUrls()) {
System.out.println(url);

FRART 28N 1istQueuesBEHEERMAETH, BALUEBEEListQueuesRequest ¥R

EEEOMNER.
BEA

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqgs.model.ListQueuesRequest;

Code

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();
String name_prefix = "Queue";

1g_result = sqgs.listQueues(new ListQueuesRequest(name_prefix));

System.out.println("Queue URLs with prefix: " + name_prefix);
for (String url : lqg_result.getQueueUrls()) {
System.out.println(url);

F2E GitHub EHYTZEE 4,
E1T% URL
04 AmazonSQS A FixkY getQueuelUrlsiE,

EA

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

Code

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();
String queue_url = sqgs.getQueueUrl(QUEUE_NAME).getQueueUrl();

FH2 [ GitHub R &4,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/UsingQueues.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/UsingQueues.java
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il BR 751
T HIEY URL RE4E AmazonSQS A Fikiy deleteQueuek it
A

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

Code

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();
sgs.deleteQueue(queue_url);

ﬂlh

28 GitHub L ZE I,
&R

« { Amazon SQS F# A B TSI {TEHE Amazon SQS
Amazon SQS API 2Z& 1§y CreateQueue

APl Amazon SQS & H#) GetQueueUr

Amazon SQS API &/ ListQueues

Amazon SQS AP| 2Z& d iy DeleteQueues

E&
I

X, EUWAMBER Amazon SQS &
ARFERBAMMEE, ZWHMBER Amazon SQS A8, FAE—EMER SQS 175k Eix
BEEAE

L AmazonSQS A Fiwl sendMessageRiE , #E—FA S EE Amazon SQS 1751, Rt
SendMessageRequest ¥1# , HARZE1THIH URL, JLMZIKSZ , URERANIEEE U AEN).

0N

PEA

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.SendMessageRequest;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/UsingQueues.java
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-how-it-works.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueUrl.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteQueues.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SendMessageRequest.html
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Code

SendMessageRequest send_msg_request = new SendMessageRequest()
.withQueueUrl(queueUrl)
.withMessageBody("hello world")
.withDelaySeconds(5);
sgs.sendMessage(send_msg_request);

F2 8 GitHub LW TR EIH],
—REEZERLE

WA LAEE —BRPEEZERAE., EEFEXZAAL , BFEA AmazonSQS AFwM
sendMessageBatchi % , EFES A SendMessageBatchRequest , EhE8E BEIXAT5] URL
MASBE ( BE#HZE—1E SendMessageBatchRequestEntry), &t Al LA EF SR ERARI
BE.

EA

import com.amazonaws.services.sqs.model.SendMessageBatchRequest;
import com.amazonaws.services.sqs.model.SendMessageBatchRequestEntry;

Code

SendMessageBatchRequest send_batch_request = new SendMessageBatchRequest()
.withQueueUrl(queueUrl)
.withEntries(
new SendMessageBatchRequestEntry(
"msg_1", "Hello from message 1"),
new SendMessageBatchRequestEntry(
"msg_2", "Hello from message 2")
.withDelaySeconds(10));
sgs.sendMessageBatch(send_batch_request);

\

2B GitHub ERYEE B,
BBER

14 AmazonSQS A FiwiY receiveMessagei& |, #1758 URL R {5 , LAFEEE BT 5+
MRS . AEEL Message M BEENFNEE,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/SendReceiveMessages.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SendMessageBatchRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SendMessageBatchRequestEntry.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/SendReceiveMessages.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/Message.html
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A

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.AmazonSQSException;
import com.amazonaws.services.sqs.model.SendMessageBatchRequest;

Code

List<Message> messages = sqs.receiveMessage(queueUrl).getMessages();

EWEAESRMERAS

WEFEIEREBEHERNETR , AR BREEFTS URL X E AmazonSQS A Fim#y
deleteMessagei& , fEfTHIMERFAS,

Code

for (Message m : messages) {
sqs.deleteMessage(queuelUrl, m.getReceiptHandle());

}

520 GitHub LM R4,
HERA

{ Amazon SQS B AEEFE) FHTHIMELE Amazon SQS
API Amazon SQS & H i SendMessage
APl Amazon SQS Z H#) SendMessageBatch
Amazon SQS API 2Z Hfy ReceiveMessage
Amazon SQS API 2% Hfy DeleteMessage

B Amazon SQS BTN ERE

Amazon SQS RIFFHRR , SEERAEEWH , BIFNEBRS HESHARSETE  WHEBDEPRES
ESEAAS

EREAEAERLIEEEIEZE Amazon SQS 1751I# ReceiveMessage 53R IHBRERIRE , RWHE
BiA Amazon SQS BB R A,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/SendReceiveMessages.java
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-how-it-works.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessageBatch.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteMessage.html
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® Note
BRI D R AARRER 1-20 ¥

BTSSR Rim

EEREEI Amazon SQS THIRMARMW , 387 CreateQueueRequest ¥ EFRE
ReceiveMessageWaitTimeSeconds B , RE B AmazonSQS EAIH createQueuek &,

PEA

import com.amazonaws.services.sqs.AmazonSQsS;

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.AmazonSQSException;
import com.amazonaws.services.sqs.model.CreateQueueRequest;

Code

final AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

// Enable long polling when creating a queue

CreateQueueRequest create_request = new CreateQueueRequest()
.withQueueName(queue_name)
.addAttributesEntry("ReceiveMessageWaitTimeSeconds", "20");

try {
sgs.createQueue(create_request);
} catch (AmazonSQSException e) {
if (le.getErrorCode().equals("QueueAlreadyExists")) {
throw e;

528 GitHub L H B,
ERE 5 LR R

BRTEZITIRGBARBHA Y , BHEATEMM AmazonSQS FHAIH setQueueAttributesh
R8I, £ SetQueueAttributesRequest ReceiveMessageWaitTimeSeconds EERE , R AT
tRAATE.
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/CreateQueueRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/LongPolling.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SetQueueAttributesRequest.html
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A

import com.amazonaws.services.sqs.model.SetQueueAttributesRequest;

Code

SetQueueAttributesRequest set_attrs_request = new SetQueueAttributesRequest()
.withQueueUrl(queue_url)
.addAttributesEntry("ReceiveMessageWaitTimeSeconds", "20");

sgs.setQueueAttributes(set_attrs_request);

520 GitHub LR &4,
EWIFESBARGBS

EA U EZBASRMARRSE , FERELRME AmazonSQS FHiIH ReceiveMessageRequest
receiveMessage 52 LR EEFHE , U AENL

(@ Note

REZER AWS AFHNBERBEANRZRBHARE 208 ) , UER
receiveMessagefEREEHF T —EHRASHRETERAE !

PEA

import com.amazonaws.services.sqs.model.ReceiveMessageRequest;

Code

ReceiveMessageRequest receive_request = new ReceiveMessageRequest()
.withQueueUrl(queue_url)
.withWaitTimeSeconds(20);
sqs.receiveMessage(receive_request);

520 GitHub LR ZZ &4,
A

« { Amazon SQS FE A B ) FHAmMazon SQS Kimi
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/LongPolling.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/ReceiveMessageRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/LongPolling.java
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-long-polling.html
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« Amazon SQS AP| 2ZH i) CreateQueue
« Amazon SQS API 2Z 1y ReceiveMessage

« Amazon SQS AP|I 2ZH i) SetQueueAttributes

£ P E A RH&EF Amazon SQS

 FEWFER Amazon SQS , AR EREETIF , EXIMRAL , BHERER, EEENTRMAE

WAEFER |, REBRPGTEUS SEBERMERAEAS | L5 BIBA L 5272 BRI A M R 2 5 U 24858 —

Nrd
Ao

(® Note

ERFEETIE , TRERFIFRAFEBASMR. NREEAHRFETS , FHREL
MEXBITUAEREEEARERNZRIER,

REE—ASRAS T RAERE

ERWBAEE | B LUEBEBEMR AmazonSQS #EhlchangeMessageVisibility#y
ChangeMessageVisibilityRequest REEH IR R |, RIEKH AT RMERE,

EA

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

Code

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

// Get the receipt handle for the first message in the queue.
String receipt = sgs.receiveMessage(queue_url)

.getMessages()

.get(0)

.getReceiptHandle();

sgs.changeMessageVisibility(queue_url, receipt, timeout);

1£ FELE W B EF Amazon SQS
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/standard-queues.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/ChangeMessageVisibilityRequest.html

HEAR Java B9 AWS SDK 1.x 1.x XA AEiERE
#F2E GitHub LI EE &,
—REREZEA SN E T BT

EE-RREZEAENALETRMRE , 552 ChangeMessageVisibilityBatchRequestEntry #1#F
BE , BEYMHEHISHE—N ID FHEMNFWRE. A% BEEGEEZE Amazon SQS A FimE B
changeMessageVisibilityBatchX %,

FEA

import com.amazonaws.services.sqs.AmazonSQS;

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

import com.amazonaws.services.sqs.model.ChangeMessageVisibilityBatchRequestEntry;
import java.util.Arraylist;

import java.util.list;

Code

AmazonSQS sqgs = AmazonSQSClientBuilder.defaultClient();

List<ChangeMessageVisibilityBatchRequestEntry> entries =
new ArraylList<ChangeMessageVisibilityBatchRequestEntry>();

entries.add(new ChangeMessageVisibilityBatchRequestEntry(
"unique_id_msgl",
sgs.receiveMessage(queue_url)
.getMessages()
.get(0)
.getReceiptHandle())
.withVisibilityTimeout(timeout));

entries.add(new ChangeMessageVisibilityBatchRequestEntry(
"unique_id_msg2",
sqgs.receiveMessage(queue_url)
.getMessages()
.get(0)
.getReceiptHandle())
.withVisibilityTimeout(timeout + 200));

sgs.changeMessageVisibilityBatch(queue_url, entries);

FH2 [ GitHub R &4,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/VisibilityTimeout.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/ChangeMessageVisibilityBatchRequestEntry.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/VisibilityTimeout.java

BRAR Java B9 AWS SDK 1.x

1.x IRFABA B

S

- { Amazon SQS & ABiEm) R A EMERE

Amazon SQS API 2Z H#y SetQueueAttributes

Amazon SQS API 2Z H#y GetQueueAttributes

Amazon SQS API 2Z& H#y ReceiveMessage

Amazon SQS API 2Z& H#y ChangeMessageVisibility
Amazon SQS API 2Z& f#y ChangeMessageVisibilityBatch

1= PEHAEMFER{TSH] Amazon SQS

Amazon SQS X REMF T, ERFRTIREM (KR ) TG EE LRI EEN ALK

EEBENTH, EUUEENFRTITRELRHREEANS  LREEEZXNNEEASNER,

BYENF TS
BERFRHTIINBAL SRR —RITFIMEE , BEETHIRS :

- ERFRTHLELRRITIINTFIREER (FIFO FE ) .
- ERF RTINS EAEAERFTIIEEG AWS 1RFE M EEE.

EER , BMEAMEHERR Amazon SQS 175 , A —ER B AEMRF T

EA

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.AmazonSQSException;

Code

final AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

// Create source queue
try {
sgs.createQueue(src_queue_name);
} catch (AmazonSQSException e) {
if (l!e.getErrorCode().equals("QueueAlreadyExists")) {

£ PEAZEMF TS Amazon SQS
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-visibility-timeout.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ChangeMessageVisibility.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ChangeMessageVisibilityBatch.html

BRAR Java B9 AWS SDK 1.x 1.x R ABER

throw e;

// Create dead-letter queue
try {
sgs.createQueue(dl_queue_name);
} catch (AmazonSQSException e) {
if (le.getErrorCode().equals("QueueAlreadyExists")) {
throw e;

FH2 [ GitHub R &4,
EBERRTINERNFERF(TS

HEEEENFRTY  BLAXBEYBEDIK  RARETINBEPREBRR. BEBBRRE
JSON HIEE , YIHEEMFRTIIN ARN , UREEEEERNF T2/ T RKMEEA SR
LR

BERERRTINBRSER , 55#F A SetQueueAttributesRequest #1414 AmazonSQS ¥ BI#Y
setQueueAttrlbutesJ'j',f mE A JSON BERE)BUKERE RedrivePolicy B4,

PEA

import com.amazonaws.services.sqs.model.GetQueueAttributesRequest;
import com.amazonaws.services.sqs.model.GetQueueAttributesResult;
import com.amazonaws.services.sqs.model.SetQueueAttributesRequest;

Code

String dl_queue_url = sqgs.getQueueUrl(dl_queue_name)
.getQueuelrl();

GetQueueAttributesResult queue_attrs = sqs.getQueueAttributes(
new GetQueueAttributesRequest(dl_queue_url)
.withAttributeNames("QueueArn"));

String dl_queue_arn = queue_attrs.getAttributes().get("QueueArn");

// Set dead letter queue with redrive policy on source queue.
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/DeadLetterQueues.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SetQueueAttributesRequest.html
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String src_queue_url = sqgs.getQueueUrl(src_queue_name)
.getQueuelrl();

SetQueueAttributesRequest request = new SetQueueAttributesRequest()
.withQueueUrl(src_queue_url)
.addAttributesEntry("RedrivePolicy",

"{\"maxReceiveCount\":\"5\", \"deadlLetterTargetArn\":\""

+ dl_queue_arn + "\"}");

sgs.setQueueAttributes(request);
=2 H GitHub LWy TEEE I,

A

+ { Amazon SQS F# A&15r) FWEH Amazon SQS M F {75l
« Amazon SQS API 2ZH#y SetQueueAttributes

Amazon SWF £/ B9&4| BAR Java B AWS SDK

Amazon SWF 2— B IT/EREEERY , UiHbHEZASEENER?BX TERE , EEIT/ERE
AUERHEDR. FIEREIEER Lambda EHHERNFITHREFLT R,

Amazon SWF £/ EAR Java B AWS SDK, /A SWF AFix¥#=#EA AWS Flow Framework
BARM Java B EMEAR. AWS Flow Framework AR Java 1 —BIAEBHNRE K HATCEXE
FHEE , WREEMWENE |, Hl0 Aspect) M Spring Framework, i , R KB HEHNEE |
IBAILAE A AWS Flow Framework BAR Java B RETE RIS, MEFMER , FSEAERAR
AWS Flow Framework Java # BI% A Bi5/,

RETIRHERE Amazon SWF EH EAR Java B AWS SDK A FimtiE = e st &6,
&

- SWF EXgE

- BEMER Amazon SWF FERER

+ Lambda £%

- FEBEBEBNIEREIES

- EMmEsE

- SIHESE
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/DeadLetterQueues.java
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-dead-letter-queues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://aws.amazon.com/swf/
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/amazonswf/latest/awsflowguide/
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SWF EX 2

ELE 2 Amazon SWF £ B — &R BEAR Java B AWS SDK, EXTEARSE, NEETEMNS
T ERE  F2EEERES Amazon SWF FERAER,

MR 1

B Amazon SWF FERREXBFETHMMKMY , ELMAKMITSE P BRAM Java B AWS SDK :

= f“ il

* aws-java-sdk-1.12.* jar

« commons-logging-1.2.*.jar

* httpclient-4.3.* jar
 httpcore-4.3.*.jar

* jackson-annotations-2.12.* jar
* jackson-core-2.12.* jar

* jackson-databind-2.12.*.jar

+ joda-time-2.8.* jar

(® Note

EEEANRARFEERBERBNRBEMHREAMARMAE , ERZXEAREHBNREASER
MAEEAE  BEREEERNRE,

AWS Flow Framework for Java FEFREXN EEENWREMEMAEA4MYE, MEFHARBINFFMENR ,
FEZBAWS Flow Framework B AR Java B B A B,

N

—iRME , BUER T EANETEAGRE

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model. *;

B, RFREALFTENER. &%, BEE
f£com.amazonaws.services.simpleworkflow.model TEEFIEEFELEA
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https://docs.aws.amazon.com/amazonswf/latest/awsflowguide/
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import com.amazonaws.services.simpleworkflow.model.PollForActivityTaskRequest;

import com.amazonaws.services.simpleworkflow.model.RespondActivityTaskCompletedRequest;
import com.amazonaws.services.simpleworkflow.model.RespondActivityTaskFailedRequest;
import com.amazonaws.services.simpleworkflow.model.TaskList;

MREFERAH R AWS Flow Framework SBAR Java By |, Bl
ffcom.amazonaws.services.simpleworkflow.flowL{EEEAERI, Hlan :

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;
import com.amazonaws.services.simpleworkflow.flow.ActivityWorker;

(® Note

AWS Flow Framework i BAR Java B 28 ERUNANEMER BAR Java B AWS SDK,
MEHMES , F2BEAR AWS Flow Framework Java B B A B8/,

£/ SWF A Fix$E 5l

&y BEARSRHE Amazon SWF 2% AmazonSimpleWorkflowClient 3%
AmazonSimpleWorkflowAsyncClient #7l, MEZBHWEZEBER \*AsyncClientHEBIEEE R
Y, DETIT (ERY ) BRERES

AmazonSimpleWorkflowClient swf = AmazonSimpleWorkflowClientBuilder.defaultClient();

EEMEM Amazon SWF FEAER

AEBENBUOAIER fmEAmazon SWFERERN BAR Java B AWS SDK |, EREE@EBERN
HMEBEEE/RS,

A A 245

HEfIERGRY THERRE  HPI2E— 5 , EXEB AWS EREEN THEREER (&
HelloWorld BY/&E#tH , EERBATHEFNETE ) , RRIMDBERFUALDE,

HMAEEREDLERRIEEME , Amazon SWF EEARRAZEEGF —2EE
- B, BETERESTERNNBERES.
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https://docs.aws.amazon.com/amazonswf/latest/awsflowguide/
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/AmazonSimpleWorkflowClient.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/AmazonSimpleWorkflowAsyncClient.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/concurrent/Future.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/concurrent/Future.html
https://aws.amazon.com/swf/
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- —HBEIERE  RKREXTLEREREDANF TERECBERTIEFNERBTH.
THEREIAEE , tBARKE  EWAAREBLHEEBN T TERELULLE,

- —HRBSEED , SEERBARITEREPHN ITHFEEN.

- WHEEREBAITED A EUCERER THEE.

- —HZEEKEE , ELR #EBNTI , Amazon SWF ARETEREBMEDH THEERHBR. £
BRELEARTHEREIFEENEBBARKER. BANEDTFEENREERBEATRER,

° Faﬁyﬁl'flﬁuluhgl'/ﬁﬂ’] I'T’E/)lL*IE&Eb%o

EF%& , Amazon SWF SiHREL THRE,. HRERA AWS EiRIRE. EEMCEHEEER
B BERBIEBARBEHN , UREZTFERENITELRZ K.

FORIFRAF
FIEXIRIR
FYBHEANFARRESS

- HEAR Java B AWS SDK,

« Apache Maven (3.3.1),

« JDK 1.7 EFHRAE . FHBRIERMEH JDK 1.8.0 EITER MBI,
- RIFHY Java X FimiEsR ( AEEE ),

(@ Note

MREFERE Maven FTRINBERRE , EMATUFEAESHRENSBEVER | AFH

IR RARNBLSHEE. BRRENER BAR Java I AWS SDK B &EEERFAVFA
A, wmBERE AN

Bl , BERENHESE D, RAIUEREAXE AWS SDKs BF LR R SR

Amazon SWF,

SEFRALENNERMEYE BAR Java B AWS SDK , HItL&E T HEMEI/NHIRE .
AWS T7EL

BERNTRAHBRE , LA ARHEFNAWS FRA DMLY , MAEEHERFE — k.
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https://aws.amazon.com/sdk-for-java/
http://maven.apache.org/

EARM Java B AWS SDK 1.x 1.x IR ABEE
BLERRBAUNMNEREERN R AEHE Acredential sSERMWBIFEAE R, BB EWRIFEA
ERAEE FH9 1AM A EHEEBE AWS IAM Identity Center , A BEH1ZE Amazon SWF BIFF T,
Br LR RAERE , Bffcredential sEREEREHELUUT AR,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

ELEEEAEREdefaul tiREE BB,
BT SWF B

1. {5 Maven BT ER :

mvn archetype:generate -DartifactId=helloswf \
-DgroupId=aws.example.helloswf -DinteractiveMode=false

EEEVYEFFE maven EREBHNHER .

=

helloswf

### pom.xml

### srcC
### main
# ### java
# ### aws
# ### example
# ### helloswf
# ### App.java
### test

#it#

A2 S MERtest B RHETENFERE , KFITEXEARETHBRE, L4 7 AMER
App.java , BARMEKCIRATHNER

2. fImEEERpom. xm1ER , W <dependencies>ERAFIGHAMAMY , LAFIE aws-java-sdk-
simpleworkflow 48,

<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>
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<artifactId>aws-java-sdk-simpleworkflow</artifactId>
<version>1.11.1000</version>
</dependency>
</dependencies>

3. FBE Maven £/ JDK 1.7+ TEBELMNER, £ PR THEEHEEENER
(<dependencies>E#ZHZHZ%E ) pom.xml :

<build>
<plugins>
<plugin>
<artifactId>maven-compiler-plugin</artifactId>
<version>3.6.1</version>
<configuration>
<source>1.8</source>
<target>1.8</target>
</configuration>
</plugin>
</plugins>
</build>

RERRIELNR

EHEREEERETRNEARER , RASE & -

HelloTypes.java - @AM T LANERBE. FHNITEREERER, TEEED SWF &
S gR,

- ActivityWorker.java - 32FBILEE , cERATBTRELHITEBUELE,

« WorkflowWorker.java - B8 THEREBEIEE (REKXE ) , cEWARKEB AL HFEFETE.

- WorkflowStarter.java - @& TEREMEIZS , ESMEBFN TERESIT , EXEB SWF BHHREE

REMTEREER , WMETHEEER.
FIARFERNERSR
BREW Java FRAIMBZYNAMERRBERLEREN. ERHEAEE  BARTERFTEEZER

i, EESRHBERS !

1. HERsrc/main/java/aws/example/helloswf/B &K FET EER,
2. #packageEEFEESFERENNE  LESHEGREH, S@HIERER

BERHEN Amazon SWF FERRER 214



BRAR Java B9 AWS SDK 1.x 1.x R ABER

package aws.example.helloswf;

3. 18 AmazonSimpleWorkflowClient 28 5I%0
com.amazonaws.services.simpleworkflow.model & EEH ZEER N importESL. B

TR BAREM

import com.amazonaws.regions.Regions;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model. *;

AfEE, THERENEBERE

B, BASEUHMNITHITESER HelloTypes. java. WEREETEIEREFTERIFEHE
WHAER  fIEBNEBARE , URITEREEE,. REEBNERFESR.

1. X FREIE L EIER HelloTypes. java , RIBERSBMBEHSEMEA,
2. Ef5 HelloTypes#hl , WiRHUARSEHMEBDM IERERENE

public static final String DOMAIN = "HelloDomain";
public static final String TASKLIST "HelloTasklist";
public static final String WORKFLOW = "HelloWorkflow";
public static final String WORKFLOW_VERSION = "1.0";
public static final String ACTIVITY = "HelloActivity";
public static final String ACTIVITY_VERSION = "1.0";

ELEERERERXBFEM.

3. EFEEELE 2% , B AmazonSimpleWorkflowClient SR #1TEE, ER FriRE Amazon SWF
FENERSH EAR Java B AWS SDK.

private static final AmazonSimpleWorkflow swf =

AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();

F—ERXBFBERREREAENEdefaul tRREEHEBEE, MREEATRNRERE , FEK
EREXEE , AR, X348 profile_name MR AEBBHNREESZ T,

W

private static final AmazonSimpleWorkflow swf =
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AmazonSimpleWorkflowClientBuilder
.standard()
.withCredentials(new ProfileCredentialsProvider("profile_name"))
.withRegion(Regions.DEFAULT_REGION)
.build();

4. BB BOAGER SWF i, #HERFFZHE SWF EBM TEREHEENEERSR. SWF ThR
RREANARRE T FEREMEER,

try {
System.out.println("** Registering the domain '" + DOMAIN + "'.");

swf.registerDomain(new RegisterDomainRequest()
.withName (DOMAIN)
.withWorkflowExecutionRetentionPeriodInDays("1"));
} catch (DomainAlreadyExistsException e) {
System.out.println("** Domain already exists!");

}

SMmBEE !ﬁ%hﬁ‘t%ﬁ (—# 12256 @BFx, TF8EFE:. /. |. BEFAREEFS "amn’)
MEREHR THEREHITERE Amazon SWF | I1’Eum&$}1ﬁ}ﬁ§1nﬂﬁﬁﬂﬂ’ﬂ%a95%(0
1’IE/J|LTE$}1?‘_I1%EE§J§J:|3E% 90 K, MEFHFMENR , 5528 RegisterDomainRequest,

MREEZEBWMAEEEE , AIE5|2 DomainAlreadyExistsException, R EFIREZEREIER
BREEN , AU ATUZEHIIAMRI,

@ Note
RS REMEH BAR Java B AWS SDK FEBHNERER |, FENENEH
simpleworkflow.model dr & ZE B FEBIRA , BRI LFER ATHEZEOwith* W 5 E#T
EE.{LFEA

5. @B EDEE, FBRRIFEREFH THEEL.

try {
System.out.println("** Registering the activity type '" + ACTIVITY +
"-" + ACTIVITY_VERSION + "'.");
swf.registerActivityType(new RegisterActivityTypeRequest()
.withDomain(DOMAIN)
.withName(ACTIVITY)

.withVersion(ACTIVITY_VERSION)
.withDefaultTaskList(new TaskList().withName(TASKLIST))
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.withDefaultTaskScheduleToStartTimeout("30")
.withDefaultTaskStartToCloseTimeout("600")
.withDefaultTaskScheduleToCloseTimeout("630")
.withDefaultTaskHeartbeatTimeout("10"));
} catch (TypeAlreadyExistsException e) {
System.out.println("** Activity type already exists!");

EEEAHEBNRAER , AR B EEMBEPEAEGANED, EHtHIEFZER
Y, GIUARKE SWF ZBEENERNTERTEEE , URTARRIEZBDHTFIRABI,FTES
REBNTERE., MEFHEN , 52 [ RegisterActivityTypeRequest,

@ Note

FIEREERUL ABMNIEE. MFEAmazon SWF REFNAIFETEREHITHTE
EH y nﬁ = % éﬁiﬂo

MRGEHAZIMWTEERCEE , BIE5|3 TypeAlreadyExistsException, i BEUAGFMHN T
EREBREE, TERBLBAREE , ARITEREHTHWESE,

+
try {
System.out.println("** Registering the workflow type '" + WORKFLOW +
"-" + WORKFLOW_VERSION + "'.");
swf.registerWorkflowType(new RegisterWorkflowTypeRequest()
.withDomain(DOMAIN)
.withName (WORKFLOW)
.withVersion(WORKFLOW_VERSION)
.withDefaultChildPolicy(ChildPolicy.TERMINATE)
.withDefaultTaskList(new TaskList().withName(TASKLIST))
.withDefaultTaskStartToCloseTimeout("30"));
} catch (TypeAlreadyExistsException e) {
System.out.println("** Workflow type already exists!");
}
+

EUEREBEL , TERBERESKEBNRARR X EGARENRE, WEFHEEAR ,
RegisterWorkflowTypeRequest,

E
W%
&n
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+

MBHERFMN TEREERCHERE , BIS 5|2 TypeAlreadyExistsException, &% , 1%t maink
ERERITHT , EMEMEE. FREENT/ERERER

+

registerDomain();
registerWorkflowType();
registerActivityType();

BRI HZESHTERARAUATEMESE  RERBEBNTERELFE, BE. TER
BAEBEMTEAE  RAFEFRNITIIHEF  SLERESRERE  BELETRACMAL,

BEETSITHEE

EBRIFERETHNERNTFEN, THERERMAEE. HIEEHTHED ( NEBERRNEE )
LEIREER, BENTHEREBEIESNZSTURS. FRSIAMEBLSHITHIER.

EBTEERMWA A Amazon SWF B THERBREMELE CEFBEBNEXNRMT. REERER
B, CEHTHENES , WA/ XKERER TFERE,

BPSEEBENTDITHEE , UHEBE—FH,
1. BN X FRESFLEIER ActivityWorker. java , RIBRER SR BEGEESTEA,

import com.amazonaws.regions.Regions;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;

2. #& ActivityWorkerBRIFEE R K WAHREMERKE , LARZERMEAREZ BB SWF
A Fiw Amazon SWF :

private static final AmazonSimpleWorkflow swf =
AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();

3. MEEMBERAEZTRNGE

private static String sayHello(String input) throws Throwable {
return "Hello, " + input + "!";
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}

EBRARE—AFS  SESHABRIELEDER. HRAMITBHTATESIBINARR , BHREF
AREDEE) , LEEREHRK I BRIER,

4. FiBmainBE MK AEBTDEBWMA L EZNGT E. RMNSHE - LEXBREHIDEXENEHE
B, SIRB#ITIESR

System.out.println("Polling for an activity task from the tasklist '"
+ HelloTypes.TASKLIST + "' in the domain '" +
HelloTypes.DOMAIN + "'.");

ActivityTask task = swf.pollForActivityTask(
new PollForActivityTaskRequest()
.withDomain(HelloTypes.DOMAIN)
.withTaskList(
new TaskList().withName(HelloTypes.TASKLIST)));

String task_token = task.getTaskToken();

SEE) Amazon SWF EiBFFIY SWF Al Fiw#Y pollForActivityTask A EZEWRE HWEK |, IBE
E7£E A PollForActivityTaskRequest A1 FA BV A8 M{E 355 88

WEMEHER , RSP UHERH getTaskTokens A REFEVAE ME— & B FF o

5. #E BRE-LEEABREEEHERNIE. EWHATKELHENETEZFNESNB 2R | LA
TRARFEEENmainF £,

if (task_token != null) {
String result = null;
Throwable error = null;

try {
System.out.println("Executing the activity task with input '" +
task.getInput() + "'.");
result = sayHello(task.getInput());
} catch (Throwable th) {
error = th;

}

if (error == null) {
System.out.println("The activity task succeeded with result '"
+ result + "'.");
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swf.respondActivityTaskCompleted(
new RespondActivityTaskCompletedRequest()
.withTaskToken(task_token)

.withResult(result));
} else {
System.out.println("The activity task failed with the error '"
+ error.getClass().getSimpleName() + "'.");

swf.respondActivityTaskFailed(
new RespondActivityTaskFailedRequest()
.withTaskToken(task_token)
.withReason(error.getClass().getSimpleName())
.withDetails(error.getMessage()));

MREBFHFR null , BAITURBRIITEE S E (sayHello) , RETREK —EEEN@MA
&¥,

MBEEKKI (RELER)  IIEESEHIEEBZHITBDER
¥ B RespondActivityTaskCompletedRequest ¥4 FEALY SWF F F iy
respondActivityTaskCompleted’ &R B fE SWF,

—FHE , MBEKLK , RS EIBMER RespondActivityTaskFailedRequest ¥4 FE AL
respondActivityTaskFailed’s % , #SEKERMERVEEEASERLTRERE,

® Note

MR, WEBRTESERRER. BATEHAHBRENEE , QBB THEENERE
FEEBMHEEPRM , DBEMESN TERETIHEE Gracefully.

BEEIEREIES

LR ITERERBEVNABAIEREIEENERSBF., TEREIEESHBHMAE Amazon SWF #
B EEANREEE , UREERERFE LEMIEREERNRARER,

ETFREIFERIERE SMEEERER (BEERREHENED )  AREEENEFE (5
WHEER ) o

1. B Z4REBES Y B T X WorkflowWorker. java , IRIBE RS BHBEHEEME A,
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2. B—EHENAWEANEE EF

import com.amazonaws.regions.Regions;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;

import java.util.Arraylist;

import java.util.List;

import java.util.UUID;

3. Ef WorkflowwWorker# 5! , M2 57 AR FE SWF F &M AmazonSimpleWorkflowClient 8 Bl %,
1T{E8E,

private static final AmazonSimpleWorkflow swf =

AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();

4. FiB mainF k. HEEFERIR , £/ SWF AF M pollForDecisionTask A &R KE
#%. PollForDecisionTaskRequest 12 t5¥#H&E A

PollForDecisionTaskRequest task_request =
new PollForDecisionTaskRequest()
.withDomain(HelloTypes.DOMAIN)
.withTaskList(new TaskList().withName(HelloTypes.TASKLIST));

while (true) {
System.out.println(

"Polling for a decision task from the tasklist '" +
HelloTypes.TASKLIST + "' in the domain '" +
HelloTypes.DOMAIN + "'.");

DecisionTask task = swf.pollForDecisionTask(task_request);

String taskToken = task.getTaskToken();
if (taskToken != null) {
try {
executeDecisionTask(taskToken, task.getEvents());
} catch (Throwable th) {
th.printStackTrace();
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—BIREE , RPREFPWUHEgetTaskTokeni% |, BETARRIMERNFE, NREEHF
BARE null , RMEE executeDecisionTaskFEhE—S BB T , WEETEFZFNEEHE

= ao

&5 HistoryEvent #1448 &,
5. #11% executeDecisionTaskA it , BIBMEHEFH (String) M HistoryEvent/FE,

List<Decision> decisions = new ArraylList<Decision>();
String workflow_input = null;

int scheduled_activities = 0;

int open_activities = 0;

boolean activity_completed = false;

String result = null;

HMPBRE-LERKNERER THER !

- ARBEREBEBERNREYHBE,

- fRE "WorkflowExecutionStarted 1 B4R TERBEBANFH

BN (#TH ) BENFE , WERECHES B EERTRIEMEENED.
WHE , XRREHETK.

REBETBHERNFHE , AREHERRMAN ITEREERED,

6. TR , #iE— BB executeDecisionTask , #Bi% getEventType FERENEHE
B EEETK-BEENHistoryEvent W,

System.out.println("Executing the decision task for the history events: [");
for (HistoryEvent event : events) {
System.out.println(" " + event);
switch(event.getEventType()) {
case "WorkflowExecutionStarted":
workflow_input =
event.getWorkflowExecutionStartedEventAttributes()
.getInput();
break;
case "ActivityTaskScheduled":
scheduled_activities++;
break;
case "ScheduleActivityTaskFailed":
scheduled_activities--;
break;
case "ActivityTaskStarted":
scheduled_activities--;
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open_activities++;
break;

case "ActivityTaskCompleted":
open_activities--;
activity_completed = true;
result = event.getActivityTaskCompletedEventAttributes()

.getResult();

break;

case "ActivityTaskFailed":
open_activities--;
break;

case "ActivityTaskTimedOut":
open_activities--;
break;

}

}
System.out.println("]");

HEAIERENEN  BASKREBHNI

« TWorkflowExecutionStarteds 4 , R RTERBHTEHE ( BEXRREEZEIERESD
BITE—EEE ) 6 WRHEHEIERENVREBA. TEERRT , cREMABEZENEE
Ho At EREEEFRD , MEEHEESTHEBFER,

« TActivityTaskCompleted: B , @EHEEHTREEE, SHERTCESEEAEBHNER
BH. HREMRAE—EES , RMEERAXEEARBIERENER.

MEZNIERESTE , AIVUEAREME4ER, NESEASHEENMEEER ,
HistoryEvent %8 Bl #iR

woH

:lJI

+XE  Java7 H5| Aswitch TR AN FHE, MREEANREMNR Java , BITLE
A EventType 85l , # String/EEIM history_event.getType() Bt A5IERE , A
#StringfREFEERME

EventType et = EventType.fromValue(event.getEventType());

1. EswitchRRid Xz & , EESREAG | RIRWINER M HIEERRRREE,

if (activity_completed) {
decisions.add(
new Decision()
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.withDecisionType(DecisionType.CompleteWorkflowExecution)
.withCompleteWorkflowExecutionDecisionAttributes(
new CompleteWorkflowExecutionDecisionAttributes()
.withResult(result)));
} else {
if (open_activities == @ && scheduled_activities == 0) {

ScheduleActivityTaskDecisionAttributes attrs =
new ScheduleActivityTaskDecisionAttributes()
.withActivityType(new ActivityType()
.withName(HelloTypes.ACTIVITY)
.withVersion(HelloTypes.ACTIVITY_VERSION))
.withActivityId(UUID.randomUUID().toString())
.withInput(workflow_input);

decisions.add(
new Decision()
.withDecisionType(DecisionType.ScheduleActivityTask)
.withScheduleActivityTaskDecisionAttributes(attrs));
} else {
// an instance of HelloActivity is already scheduled or running. Do nothing,
another
// task will be scheduled once the activity completes, fails or times out

System.out.println("Exiting the decision task with the decisions " + decisions);

- MREB KRR , RMIFEMEREK , EScheduleActivityTaskiREKREHE
ScheduleActivityTaskDecisionAttributes #&#H 12t Amazon SWF REHREZEINMHEEBRENR , tb
‘B¥E Amazon SWF EEXZFENEMER,

- MEFEBHEER , RMEEREIERERAESER , LA CompletedWorkflowExecutionRE
B € , IE CompleteWorkflowExecutionDecisionAttributes #5# | LUIRE B TR THEREHN FE4E
. EEBERT , BASEREIBNER.

ERBEER , ARREARSHIEES EERESDecisionBE,

2. BRI REIHEIFWENDecisionIHFE |, LLERRKER, EHMER
BexecuteDecisionTaskW T EERHIBIESTE ;

swf.respondDecisionTaskCompleted(
new RespondDecisionTaskCompletedRequest()
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.withTaskToken(taskToken)
.withDecisions(decisions));

SWF A Fi%# respondDecisionTaskCompleted F S EUERMERNERZR , U
EDecision¥I#HEE,

BEIHERERBE
K% , RASEE - LEABRER TEREHRT.

1. B FREBEE Y B IR WorkflowStarter.java , RIBEEESBFHIEEHEEMEA,
2. #1318 WorkflowStarter¥&7l :

package aws.example.helloswf;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;

public class WorkflowStarter {
private static final AmazonSimpleWorkflow swf =

AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
public static final String WORKFLOW_EXECUTION = "HelloWorldWorkflowExecution";

public static void main(String[] args) {
String workflow_input = "{SWF}";
if (args.length > 0) {
workflow_input = args[0];

System.out.println("Starting the workflow execution '" + WORKFLOW_EXECUTION +
"' with input '" + workflow_input + "'.");

WorkflowType wf_type = new WorkflowType()
.withName(HelloTypes.WORKFLOW)
.withVersion(HelloTypes.WORKFLOW_VERSION);

Run run = swf.startWorkflowExecution(new StartWorkflowExecutionRequest()
.withDomain(HelloTypes.DOMAIN)
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.withWorkflowType(wf_type)
.withWorkflowId(WORKFLOW_EXECUTION)
.withInput(workflow_input)
.withExecutionStartToCloseTimeout("90"));

System.out.println("Workflow execution started with the run id '" +
run.getRunId() + "'.");

WorkflowStarter ¥BIHE— A% Hfmain , EAEG DY LEEMZER I BA TEREN
mAER,

SWF A Fi% 5% startWorkflowExecutionRHA StartWorkflowExecutionRequest #1418 % ¥
Ao BEER , RTEEEHTHRAEN TEREERZA , RMERMEE
- NEUENNIEREHITER
- TEREBRAER (ZsEOPHTTIIRMA )
- BEE , AREEIERENTAENER , UV REN,

startWorkflowExecution EEIMNEHITYHRMEAIT ID , thE AR B THEREFAIT Amazon
SWFE S SR8 M L4 E TEREHIT,

+3E  #17T ID 2H E4% Amazon SWF , BEEREB TEREHNTHREANITEREHNTIEET
BB

BEss

ZEMFH Maven BB HIEE

:I:Ih+

BI{E helloswf B &30 & A :

mvn package

EAEM helloswf-1.0.jar® ¥ target B &P ELE,
172D

L EEfl e S MEE M AT ITREER , RLBMY T,
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® Note

MBEEHARR Linux, macOS 5 Unix R , BAIUEE —RKRIigMEERZE—HTMER
o WMREHIT Windows , BEZFAMMERENANGSIHTEE K LEEEZSEHTEEH
Mhelloswf B .

% E Java classpath

R Maven EABEREMBMKY , BEEEHTEH , |MFEEXE Java classpath LR AWS SDK 25X
BEXRERKME, BAUAGCLASSPATHIRIZES#EE AR AWS SDK EXEMNEM SDK #Hthird-
party/libB & , HH IFELEREMKNYE

export CLASSPATH='target/helloswf-1.0.jar:/path/to/sdk/lib/*:/path/to/sdk/third-party/
lib/*!'
java example.swf.hello.HelloTypes

HEA java wH-cpWEIE , EHTEEEARIEEE classpath,

java -cp target/helloswf-1.0.jar:/path/to/sdk/1lib/*:/path/to/sdk/third-party/lib/* \
example.swf.hello.HelloTypes

LERANERXHASRE, NMREAEEREEAEBRIEME , ERSTEHALETE —RHIN
"NoClassDefFound" #5358 , iEAIsERE A classpath R ET IE#E,

AR, THERENEBEE

EHTIEENITERERBEZN , CEEFMAEURIERENTBER, ESTHBRENER
BREEZMBEE T/EREMN T BB P EE,

BEC#%  MBHEEBHRTE CLASSPATH , Bl AT S KRBT

echo 'Supply the name of one of the example classes as an argument.'

REEEBMITEREIES

RERBECHEM , SUURMEBEBNTFERELFE. EEEHSEEITERHIHR , EXTSHEM
B, Rt ERZEERNKRREFIATEM , E , MREE Linux, macOS F Unix E#TT , 1&W
LER QER FEIITRECHELEERNER
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echo 'If there are arguments to the class, put them in quotes after the class

name.'
exit 1

NREETENREFHITELSD T , FEREBITHRKIER T,
BB TEREIT

BELWEHNTEREIEELERS , EULBERIERENT. WEFEIHT , EFTEREESE
ESEREIRE, BEZEFTNRERAEPRITE (BRELFERAVEET  SITEEHTATELEN

BF).
fi
(® Note

NMREBEZRAECHAAER  ELENELEEZTHFRE A ARBEEETEY ,
MEEwT. Hi .

il
T
e
i
\]
/l

echo "## Running $className..."

R TEREHNTR , CEZAERAFINTHEENTEREATAREIMNNEE. ETHERERETHK
B, HEHa& &R

It A1 By ST B AR

& LATE aws-java-developer-guide 17 ER Github L 2% 1t & 61 1) 52 ZRR

MEFHMERA

- MRTHEBEIERERHETRER , AILEBRTN I EEVESEREIKEL, EETHNAIE
FHEAIEE K BZEETBMN T EREIES,

« BEEE—5TH Amazon SWF , 5555 Amazon SWF B E S %R Amazon SWF B3 A 25,

o BALAEHA AWS Flow Framework AR Java iy |, A 58 |, LER Java ERBEETEHNT
EHRR, BEE-S TR  FSBEEHAR AWS Flow Framework Java B B2 A 25/,
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Lambda 7%

A EDRNEHES Amazon SWF EANEBRSR , BAILUEA Lambda MBRAR THEREFHT
EE , WARCURBIR 5 ETHERE.

AFBEETAN{AER B4E Amazon SWF Lambda £# B AR Java B9 AWS SDK, &% —#f%
Lambda {E#MEEMER |, 5528 ( Amazon SWF B AEEE) PRAWS Lambda F#8.

SREBRIE 1AM B BT Lambda EHE

Amazon SWF &4 BERE IAM B8 , AR FRKREHIT Lambda BEH Amazon SWF 55 1] |, S8
#1T Lambda K&, MEMMBITUIRENTEENR , S EAWS Lambda £,

EREMAEER Lambda EBH TERER , FEL IAM A/ Amazon Resource Name (ARN).

37 Lambda EE

& 0] LAfE A %ETHE’Jnn S#E Lambda KE , 2% Java, MNENMRE, FHEMEEH Lambda EE
NRBEF , 528 AWS Lambda B A EEE.,

(® Note

EipBERAMEZ S RKIEE Lambda S , # T ABER M TET Amazon SWF TERE ,
ERIENITEREEGREAVEZSRE, & Amazon SWF BEIHITHREMNSEREH

MEHWFRER,

UTR—EMERN Lambda HE , T AREREEREE Amazon SWF FEREX TS,

o BERRAEA JavaScript 8 |, AIEEER WAAWS EEFEA -

exports.handler = function(event, context) {
context.succeed("Hello, " + event.who + "!");

};
« UTRN Java BENMHBIEE , B A LA7E Lambda EEBEM#IT
package example.swf.hellolambda;

import com.amazonaws.services.lambda.runtime.Context;
import com.amazonaws.services.lambda.runtime.RequestHandler;
import com.amazonaws.util.json.JSONException;
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import com.amazonaws.util.json.JSONObject;

public class SwfHellolLambdaFunction implements RequestHandler<Object, Object> {
@Override
public Object handleRequest(Object input, Context context) {
String who = "{SWF}";
if (input != null) {
JSONObject jso = null;
try {
jso new JSONObject(input.toString());
who = jso.getString("who");
} catch (JSONException e) {
e.printStackTrace();

}
}

return ("Hello, " + who + "I");

(@ Note
EEH—F 7RI Java HEEFEZE Lambda , 5528 ( AWS Lambda B A E1EF)
FREIIPBEEN (Java), BB EEEFIEEA Java P#RE Lambda BB RETER
HEH,

Lambda RBEREHTBANHBAE —ESE  ARABRYHMAE @SR , EHIT Lambda
BB HERNHEEEA. LR EHBEPEAGL JSON R, whotlIRERAREUBIRFN S
.

M I/ERBELFEBE Lambda £

EEZETERELTE Lambda BB, BXERM IAM BENERE | XA R Amazon SWF 241 H
Lambda BREIVEF AT, &R LAEA RegisterWorkflowTypeRequest B withDefaultLambdaRoles}
setDefaultLambdaRole) % , ETEREFMBEERELIER,

System.out.println("** Registering the workflow type '" + WORKFLOW + "-" +
WORKFLOW_VERSION
+ III.II);

try {
swf.registerWorkflowType(new RegisterWorkflowTypeRequest()
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.withDomain(DOMAIN)
.withName (WORKFLOW)
.withDefaultLambdaRole(lambda_role_arn)
.withVersion(WORKFLOW_VERSION)
.withDefaultChildPolicy(ChildPolicy.TERMINATE)
.withDefaultTaskList(new TaskList().withName(TASKLIST))
.withDefaultTaskStartToCloseTimeout("30"));

}

catch (TypeAlreadyExistsException e) {

HEFE Lambda 7%

PER2 Lambda EREHRFBE L. BALUERA "ScheduleLambdaFunction'DecisionType
ScheduleLambdaFunctionDecisionAttributes 2 #RE

running_functions == @ && scheduled_functions == 0) {
AWSLambda lam = AwWSLambdaClientBuilder.defaultClient();
GetFunctionConfigurationResult function_config =
lam.getFunctionConfiguration(
new GetFunctionConfigurationRequest()
.withFunctionName("HelloFunction"));
String function_arn = function_config.getFunctionAzn();

ScheduleLambdaFunctionDecisionAttributes attrs =
new SchedulelLambdaFunctionDecisionAttributes()
.withId("HelloFunction (Lambda task example)")
.withName(function_arn)
.withInput(workflow_input);

decisions.add(

£ FScheduleLambdaFuntionDecisionAttributes , B4 ERMHEE , LR EEFUH
Lambda BSE{HY ARN , LAK id , iER Amazon SWF FAREBEIFE L 24 A5 Lambda BREM B,

E LA Lambda RERMERAB A |, W EHMAKBEAREE , ER A Lambda HEEE
4L ambdaFunctionTimedOutE 42 B THH B,

(® Note

WS A AWSLambdaClient 3R¥EEY Lambda B(E(R ARN , WIEEHEEE, B LUE
AEHEMREREEXBFEIFBTEN ARN ( EEH AWS IRF ID),
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ERFEDEE Lambda HEEMH

Lambda EBHEEEHFZEHN , EUNEIEREIEEPRBARETHRESEHEEREE , ¥

FER Lambda E#K EmiEHE , X EMA EventType {8 , fl#0 LambdaFunctionScheduled,
LambdaFunctionStarted#l LambdaFunctionCompleted, 1% Lambda BNEX M , RHAITHR
BEHRENREE , £2BEWE LambdaFunctionFailed®s LambdaFunctionTimedOutZE#
A,

boolean function_completed = false;
String result = null;

System.out.println("Executing the decision task for the history events: [");
for (HistoryEvent event : events) {
System.out.println(" " + event);
EventType event_type = EventType.fromValue(event.getEventType());
switch(event_type) {
case WorkflowExecutionStarted:
workflow_input =
event.getWorkflowExecutionStartedEventAttributes()
.getInput();
break;
case LambdaFunctionScheduled:
scheduled_functions++;
break;
case SchedulelLambdaFunctionFailed:
scheduled_functions--;
break;
case LambdaFunctionStarted:
scheduled_functions--;
running_functions++;
break;
case LambdaFunctionCompleted:
running_functions--;
function_completed = true;
result = event.getlLambdaFunctionCompletedEventAttributes()
.getResult();
break;
case LambdaFunctionFailed:
running_functions--;
break;
case LambdaFunctionTimedOut:
running_functions--;
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break;
#& Lambda B4 2i% W

B &£ HistoryEvent LambdaFunctionCompleted EventType, you can

retrieve your @ function’s return value by first calling
‘getLambdaFunctionCompletedEventAttributes EUNZE| LAEE
LambdaFunctionCompletedEventAttributes #1144 , A#B I HgetResult A EEE Lambda B & &
i

LambdaFunctionCompleted:
running_functions--;

It A1 By ST B AR

& T LATE aws-java-developer-guide ffZER Github EBIE L EHIHTEIIR : github : “<awsdocs/
aws-java-developer-guide/tree/master/doc_source/snippets/helloswf_lambda/>, aws-java-developer-
guide

FEHEEEEMNITEREI/EE

BES Amazon SWF EAERX FERHEGETEREEARSNZEENRX K HPh I SEMERARE
:_tt\ /ﬁ@*ulﬁl)lbhlﬁ% J’)\&I%/)lb*EEAFQO

THEER EEHEHNIT , W Amazon SWF EIXHETR , LT EBHREERK, REWHFR
# , & Amazon SWF icék#mstzs , X ERABEREKK@WAS.

MEIEREIEECRSEHBABIL , Amazon SWF AIEENEEHRSEBEEXECKRIEMNITE
EF, BEREKEL (BEREERE )

REEEBRIN -—ERERESMARBAFBRED , BETHEERL,

EAREEF , BAERE EEEEB THEEhelloswt , A Java WEAARRER EEREEER TH
=1

LTREENERS

import java.util.concurrent.CountDownLatch;
import java.util.concurrent.TimeUnit;

import com.amazonaws.regions.Regions;
import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;
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import
import
import
import
import
import

public

com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
com.amazonaws.services.simpleworkflow.model.ActivityTask;
com.amazonaws.services.simpleworkflow.model.PollForActivityTaskRequest;
com.amazonaws.services.simpleworkflow.model.RespondActivityTaskCompletedRequest;
com.amazonaws.services.simpleworkflow.model.RespondActivityTaskFailedRequest;
com.amazonaws.services.simpleworkflow.model.TaskList;

class ActivityWorkerWithGracefulShutdown {

private static final AmazonSimpleWorkflow swf =

AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
private static final CountDownLatch waitForTermination = new CountDownLatch(1l);
private static volatile boolean terminate = false;

private static String executeActivityTask(String input) throws Throwable {

return "Hello, " + input + "!";

public static void main(String[] args) {

Runtime.getRuntime().addShutdownHook(new Thread() {
@Override
public void run() {
try {
terminate = true;
System.out.println("Waiting for the current poll request" +
" to return before shutting down.");
waitForTermination.await(60, TimeUnit.SECONDS);
}
catch (InterruptedException e) {

// ignore

18

try {
pollAndExecute();

}

finally {
waitForTermination.countDown();

public static void pollAndExecute() {

while (!terminate) {
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System.out.println("Polling for an activity task from the tasklist '"
+ HelloTypes.TASKLIST + "' in the domain '" +
HelloTypes.DOMAIN + "'.");

ActivityTask task = swf.pollForActivityTask(new
PollForActivityTaskRequest()
.withDomain(HelloTypes.DOMAIN)
.withTaskList(new TaskList().withName(HelloTypes.TASKLIST)));

String taskToken = task.getTaskToken();

if (taskToken != null) {
String result = null;
Throwable error = null;

try {
System.out.println("Executing the activity task with input '"
+ task.getInput() + "'.");
result = executeActivityTask(task.getInput());
}
catch (Throwable th) {
error = th;

if (error == null) {
System.out.println("The activity task succeeded with result '"
+ result + "'.");
swf.respondActivityTaskCompleted(
new RespondActivityTaskCompletedRequest()
.withTaskToken(taskToken)
.withResult(result));
}
else {
System.out.println("The activity task failed with the error '"
+ error.getClass().getSimpleName() + "'.");
swf.respondActivityTaskFailed(
new RespondActivityTaskFailedRequest()
.withTaskToken(taskToken)
.withReason(error.getClass().getSimpleName())
.withDetails(error.getMessage()));
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}

FURAF |, FBRAPmainEKBHHHHAENBEBEB M S pollAndExecute,

main BREIREE A CountDownlatch B HELEA#E 8 | BHITHREBRRULERESFTREZ 60W , ARLE
EITHERARR

EER I 2he)

PV S E TEREMNEEAmazon SWFHEZMRII T BT,

1. BI K RegisterDomainRequest ¥4 , R IHELPEBZBAN TERESTREY ( ELS IR
PVEHN )

2. £ RegisterDomainRequest #1# ML AmazonSimpleWorkflowClient.registerDomain
RegisterDomainRequest’5 7%,

3. MREF/RWPHERE (HERIBERT , BEFTFERIVEMENE ) , FHEI

DomainAlreadyExistsException,

THRENBRELERT

public void register_swf_domain(AmazonSimpleWorkflowClient swf, String name)

{
RegisterDomainRequest request = new RegisterDomainRequest().withName(name);
request.setWorkflowExecutionRetentionPeriodInDays("10");

try
{
swf.registerDomain(request);
}
catch (DomainAlreadyExistsException e)
{
System.out.println("Domain already exists!");
}

Bl a1

B LAREE AR BB BRSO IRE B A1 AWS [R5 /B ER B B9 Amazon SWFHB1E .

1. B3I ListDomainsRequest ¥4 , 15 E SR BHFEFEMMRE , ERMLEN,
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https://aws.amazon.com/swf/
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/ListDomainsRequest.html
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2. {£H ListDomainRequest #1#F 14 AmazonSimpleWorkflowClient.listDomains.
ListDomainRequest #& R &7 Domaininfos ¥4 1R #,

3. EEE MY LR getDomaininfos , BAE#S Domaininfo ¥14FHKIEEE,
4. 72818 Domaininfo ¥ L0 getName MBS HE R,

THREXBRELERT

public void list_swf_domains(AmazonSimpleWorkflowClient swf)

{

ListDomainsRequest request = new ListDomainsRequest();
request.setRegistrationStatus("REGISTERED");
DomainInfos domains = swf.listDomains(request);
System.out.println("Current Domains:");

for (DomainInfo di : domains.getDomainInfos())

{
System.out.println(" * " + di.getName());

}

B EAREM AR R

BRAM Java B AWS SDK FEMIEXBHS , TEAEZE. THTHEXNP RERBEHNFTZ IR
BT LAER RIFRBSIELIRE , LEFEBCH AWS BRF R BRAM Java B AWS SDK.

WA ER 45 5451

BAR Java B AWS SDK BB HlIR 4t SDK WEHIB $#%+., MREEREZTE BAR Java Y
AWS SDK R EFA THI L% SDK , IR RECERK LEEEH,

BB AT LATE sre/samples B & #48 BAR Java B AWS SDK GitHub #EE LS EHl, https://
github.com/aws/aws-sdk-java/tree/master/src/samples

e w52 E M7 E A

ELEHEHTE At BERESH , BETUERBRGTSIZENHTESH., SEHHEIE HTML
#%:H README % , EF IS8 ESEMNNBEES.
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https://github.com/aws/aws-sdk-java/tree/master/src/samples
http://ant.apache.org/
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® Note

WMREE GitHub L BIBE AR , SEERREHA README.html ERF | IH—TRHERE
ANBETRFNERRZB, ERAEERF K HTML SERESPNFBEHER,

FORIFAF

E#ATEM BEAR Java B AWS SDK EHlzfl , BFEEERRIEA RE AWS BAEHR AWS
CLI, EzE AWS BABRNAEEEHMEE. ELAMERUEARREABEREES.
Hit , BBLUERSAREENBAER , EALLE RS AWS BABEREARIRT B & AvEREH
(EHPAERTPMBEANLFERLA ) NEABRER,

AT B

1. SERASEMERNBNEE, i, MREMAKN AWS SDK TEHIWEB & | HEES
1TAwsConsoleApp#ifl , AT LA A -

cd samples/AwsConsoleApp

2. ER At ZEXHTES, RREEEFSHITMERF , BHEIFERA :

ant

#HEREAINDNEFERE |, Fi

You have access to 4 Availability Zones.
You have @ {EC2} instance(s) running.

You have 13 Amazon SimpleDB domain(s) containing a total of 62 items.

You have 23 {S3} bucket(s), containing 44 objects with a total size of 154767691 bytes.

ERBSIEENHTES

238



BRAR Java B9 AWS SDK 1.x 1.x R ABER

£ F Eclipse IDE BE M 1TE I

WMREER AWS Toolkit for Eclipse , 2 AI BURHR % Eclipse #REBIFER , BARM Java B AWS
SDK & SDK ¥ ZIRAEH Java BEE,

FORIFAF

78 2% AWS Toolkit for Eclipse , BRBEMEAZ B AERELE Toolkit, BAILAFERF#E Eclipse HI4R
EREFRERIFRE , RRIBE AWS TEHER , UHTIIRE,

HATEHI

1. BARX Eclipse.

2. BAFH) AWS Java R, 7 Eclipse WIERIIAER L | BIEHMIE K ARIR-—TER, HEXREE
FE B BA B

3. BB AWS Ejhll , R%EE AWS Java EE,

4. EZE Next (T—%), ERFBEEHEMBEEET.

5, TERZB/ARPMARZTE, BEAM Java B AWS SDK EHI| B AR~ SDK o] RV EIHI |, 0a)

PR,

EREEZELGR , LERNETSEERPEH,

BWAZH AWS EAE R, MREE AWS Toolkit for Eclipse EAZE AERIRE , AIEHEEA,

#1Z Finish (5tK). EREE VUL FTIEE Project Explorer,

CBEREHTHES . javalER. a0, ¥ Amazon S3 &ifl , i#1E S3Sample.java.

10BN 1TIhBER PRIBHT,

117E Project Explorer FHER FE—TERL# , ENEERK , AR EEHEESXE,

12181 AWS Java HBEHK  BET -5 K AREBRHBNERET.

© © N o
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&4 BAR Java B9 AWS SDK

EimL £ Amazon Web Services (AWS) REHRHN —IR. BA AWS BEFIE | igeefeER P ONB
BEEBNEETER  URRERSABRNZEER, R£ME AWS BECZENARERE, HESE
FEE FERAZEREAFNZENERRBNEL L,

EmNEEM - AWS BEERFHIT AWS Bl RENARBHERRE  XACRHATRLER
R, RPINZLEER WESELIEF AWS , RN ZEBRERE =SB A EE RN
&, ERAWS ERFTEIN—8

FiRN R e - EWEEBURRNEER AWS NIRRT , UREMEE , 2 FERNHRE. ABNTE
R, URERRGERNZER,

It AWS E R REEFBE X EBMIEE Amazon Web Services (AWS) fR#E , BRELBESEER, W0
%= AWS L2 EH , FSHEAWS BBLZEXHER , URAWS €5 E17E AWS &R TEEER
9 AR

e

- EAR Java ) AWS SDK 1.x P ERMRE
- EHARM Java B AWS SDK X TLS

- SO NMEFRREEE

« b AWS EmRBRBH S RRE

« b AWS E msk AR A Y

« Ik AWS EmSBRBHERR LTS

« Amazon S3 NZE A FimZ %

BERAR Java B9 AWS SDK 1.x HHIERRE

HESEEREARL AWS ERSRBEPHERRKRE. MILERFR , AWS 8EEREHTAE
AWS Einiy £IRERRE, ELEEEMBECHERDE LREZRTNEFE, KABSSEEHR
£ AWS RN Z2AENEREH. NFEEERBARNFRES K F2RENBLEEREE
£, WEBNERREBNHEBEN , F268 AWS Z2 %R LAAWS HEEFEEE T GDPR #5&E%K
XE,
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ERERREZEEN , BMERERE AWS tRF BAER , A FEH AWS Identity and Access
Management () X E@BIERAERSIAM, Wtk—R , BEFHAEHASEESRTFEREEHALEN
FH. RftERERATIHFRNREBEER !

- BERFHECASEEZRRE (MFA),

- £/ SSL/TLS B AWS &EFR&EM.

- £/ RE APl F{EHEEEFCEK AWS CloudTrail,

- £/ AWS IEBMBERAF R , #EE AWS REPWAAERERZ S,

- £/ Amazon Macie FEEZELX2RY , HHRENREBFHR HWEAER Amazon S3,

o WMREE AWS FZBTTHIRES AP FE BFEE FIPS 140-2 BB R IGm=EHR |, 55EH FIPS
imE. MEHER FIPS fl FIPS iwHMNEZSHEEN , B2 RBI P EFIRIEZE (FIPS) 140-2 #15,

BMRaZIZRCRHTEREFPRFHRBESHBNZINEN , HEEHBEWRMLS , HlinEBHEML.
EQEESMER 4 AWS CLI, API 5 AWS SDKs # Atk AWS E R IRIESHE M AWS BRIGE
FE ALk AWS ERSRERE M RENTMEREBTESEAZE AFP, ELRENIBRAKRIEN

URL B , B ERBLHZARSEFRN URL HIERAEREA.

EAR Java B AWS SDK & TLS

LTEAEBERAR Java SSL BE ( PHITARR SSL BE AR Java B9 AWS SDK), MREFERTE
#y SSL B1F , F2ESER SSL BF , AT MM HI#IT TLS IRA

m{a ke TLS ARZR

2R Java EHHER (VM) HEBER I , SUHIBTRAYF & XEML TLS A, HREL JVMs ,
THRABE I ER SSL A,

System.out.println(Arrays.toString(SSLContext.getDefault().getSupportedSSLParameters().getProtc

EEFEETH SSL XEMEAR TLS i | E A LAEARFKEB M javax.net.debugs

java app.jar -Djavax.net.debug=ssl

(® Note
TLS 1.3 2@ AR Java B9 SDK iRA 1.9.5 £ 1.10.31 TEB . WEFHET , F2ETHIER
ERNE,
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https://aws.amazon.com/blogs/developer/tls-1-3-incompatibility-with-aws-sdk-for-java-
versions-1-9-5-to-1-10-31/

58 HBITRIK TLS A
SDK — 2R 17T & MR X B BH TLS HiAR. MREBERHMNTHENRIE TLS A , F2H

JVM XX, ¥R OpendDK & JVMs , BRI AEARFBEM jdk.tls.client.protocols,

java app.jar -Djdk.tls.client.protocols=PROTOCOLS

WE PROTOCOLS X EWE , B2 JVM X,

SEoNTFHEEE

AWS Identity and Access Management (IAM) 2 —%& AWS fR¥ , AT BB EE B R i H¥E AWS
BERNER. IAM EEESTRFIEATETRE (BA) FRE (EFHFT) REAAWS &

Ho 1AM RIET AR BEFER AWS BRI B -

£ |

- BEHR

- FRASSHE

- EABEKEEFEUE

- AWS BR# ffaI{E A IAM

- ¥ AWS B MEFEETHEZE

BEREHER

FEA AR AWS Identity and Access Management (IAM) € 8FARE , BURREE PETHI/E
AWS,

RBERE - MREER AWS BRI FTHER  EEESSALRUMENEABRNFT, EEER
E% AWS WEeREITTIER , LA FERINNFT. THEFIFFINERAXAGEEAEESRH
RIEMNEFFA, MREEEFE FHIZIEE AWS , F2H H AWS 50 M FEETHIERD B AWS IR
% IEEEERAN EREER.
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[REEEES - MREEENT AWS WER , BUetlAE NWZEFEUE AWS, ZHNERK 2 ¥ R
RAEEFEEL AWS THEEME R, BE , SXEBBERERIGEN IAM BEEE , REFERKEFEH
EWEFA, MBELERLNER , THIAMHWELRES, EEE-DTHRELTNAER IAM AWS
RORAEEFERAN £HEER AWS R .

IAM EEE : IRER IAMBEE  BERECEENMBREBRLUEE AWSEFEEMNFMET. TER
BIETTLAE IAM R EAR L AWS B9 BERNBERES | 5520 AWS RIS SEEFERAN FREE
o

EF & 2 B

EORBFREAWS ARSI BEEAWHR. BXALAWS IRFRERAE, IAM EAEREE
IAM &6 5 51T 55 8R=E.

B LAMER &9 R EAER , I AWS IAM Identity Center (IAM Identity Center), E—& A&
2 BT Google/Facebook BEAER , UBEE7WEXEA. NEEBEANFHENR , F2H
(AWS & A EHEER) P IAEAEN AWS IRF,

HWRENRFTFE , AWS 2t SDK M CLI AR IGRmZF S NBEEFR. WFEFAERA , F2H8H (AM
EREER) T APIFEREIAWS 5 4 IREEREF

AWS tRF RERE

BER i AWS IRF |, g1t — @& A AWS IRF theroot ERENZEAF TR , RE 0 EFHM
B AWS % M ERNTREEFIE, SARBRTEEAREAERITEEER. ABRZEERERE
BENER , F2R8 (AM £REER) PHEEREAEBRENER.

i)
BEEBRERASKEAEEABSERHEE B AWS RE £AKRERTN

HEGsRRELLEBHK. Web BoRREENFERE , IEAKRE H 2 REN AWS IR BEFE
Directory Service WEAE., BB/ 8RITAC K MEAALERERREE.

EEETRVERFEER | BEFEH AWS IAM Identity Center, IMEFMMET , FF2E AWS IAM
Identity Center £ E BB HY{E=Z |IAM Identity Center ? .

IAM {5 A & F &4

IAM {8 F§ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html@ — & & 9 EfHE A 5
FEARXNSEFT#, ERURREFNREGRIREN IAM £AE, WEFHEA , F2H8
(AM EREERE) PHERAECRAECABS SO RMUER AWS FAKRBET .
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IAM EHEEEE IAM ERERS  FEEABEAENTITREMNER, NFFHRER , F2H
C(IAM fEREER) FH 1AM £/ &/ A =5,

IAM B

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIBI B2 BG4 EHFTE  H
ATLUR B ERESR R, BULUEBRERETRE IAM A6 (E8EA ) M AWS CLI 5 AWS API
RERBEIAR, WEFHENR , F28 (AM £RAEFER) PHNEBEACNEE,

IAM BEEARBE S0 EAEFR. W IAM EREFT. BERFFIEEBEREEN , URE
Amazon EC2 #ITHIEAEN, MEFMEN , F2H (AM EAEER) P IAM FHVRIRFEEIR
FE

EHBRREEFEUE

ERILUEIB R M BUR Y AG HIE R R & 5 RNEIR AWS RIZEH AWS R EFER. BERERRES 2 HEIRME
EABERET R, ERFEAREBERE AWS | SFHEELEK. KZHBEKREL JSON XH AWS EX
FRE F. MEE—DTH JSON BRXH , F260 (IAM EREERE) 8 JSON BEREH,

EESEFEAER , EBERBLEIRUEBLERG TEBLEERATEHE , UEETFINEE,

HEREBERT , ERENAERBHAT. IAMEEESEY IAM BXRIEHETEEAG , #ERERE
B, IAM BERERBMENFTT , ERERAMERXHNIT.

RN

BoBABRRENMESD (EAE, FAEFANAR) K JSON FFABRN A, ERBEREZEH &2 A
HIMLEERANTHLESE , UAREANGRE. NFTHRUOMELSDEBER , F2H8 (AM EREE
M) PREBEFEERRERHE] IAM 55 A,

BEPBEBRT2AANRBE (EZABRRE—57) BRXEBEK (THNESBES D NBIBE), WF
THRNAEZERRRARBRR 2BMHERE  F2HE (AM EFAEER) PREZEBERERNRBE
ZEEE,

BEREHR

ERBEPBER MR ERA JSON BERN 4, HHIEHE IAM B EEEBRE Amazon S3 AT
R, EXEEREBRNEES , REEESAUERACAREZHHREERNFIER. BLAEE
FREBRPEEEE.

EREBRRURZBHEPNARBEK, SEEEEREBERPERARE IAM B AWS ZEBK,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html

B Java B9 AWS SDK 1.x 1.x R ABIER
FERFIFE (ACL)

TFEUEFIEE (ACL) ATEFIBL TR RFKE, FRERNAC) HAEFIEERNFFAT, ACL EHR
ERAPR , BEMTEM JSON BERMXHFER.

2
s

Amazon S3 AWS WAF#] Amazon VPC 2% # ACLsH BRI E 4, mMEE—F 7 # ACL , 53]

{Amazon Simple Storage Service HE#& A SEmE) PHFEURHIEE (ACL) Bi#,

HAb B R G
AWS X EHMHFER  TREESERRRERRTHRAT

- AR —REFH»BEBETRE IAM EBNSRAFT, MEFHAEA , F28 (I AMERAEE
) Y IAM BT R IR,

o PRFEIZFIBUER (SCP) — A& AWS Organizations ViR BB BEBEMNIEER AT, MEFMER ,
=2 B (AWS Organizations fEA&EEF) IR HIBUER,

- EREHBK (RCP) — BRELRFHPERITAF TN LR, MEFHMBER , 528 CAWS
Organizations fEA &) P EIRZES EZE (RCP),

- THEREBER — EURRRFTARNAACEBSE s FAERIUERNTERER , USBEXEE
R ER., MEFMENR  F2 (AM FHREEE) T TERERBER,

ZRBRER

EZERENBRBRANGBERE , EENUISEEMMELER, B2 7THNMTAWS £ RSEK
REHHRAERBAFBR , F2H (AM £RERERE) FHBELERE.,

AWS BR#& anfaIfE A 1AM

BERANT R MAER AWS BRI XKZ8 1AM e , F2E (IAM EAEER) PHAWS £ IAM
Y AR5

EET WM AWS R BB AM ERKE | HSHABRBERE EENRLEE.
# AWS B 5 M EFBETHED
AN T ARG B E B AEERERA AWS 7 1AM B T 8585)1% R,

ES- |
- BEET PHITEEFE AWS
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

EBAR Java B9 AWS SDK 1.x 1.x XA AEiERE
o BAREBHIT iam:PassRole M IZHE
s REEAY UHNHWAE AWS IEF ZEEM AWS &R

KR FHITEE AWS
MREBBIER , SACKREREHTHE  CHBELEEN , AFERTBE

TH#EHIEREEmateojackson IAM EREERAERATEARE —EERS my-example-widget
BEROFMENR , BAEERE awes: GetWidget FFAIRFR4E,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
awes:GetWidget on resource: my-example-widget

FEHRBERT , BAFEH mateojackson EAFENEHR , LFFERM awes: GetWidget BIEFE my -
example-widget BiR.

MBEREEWHB , SBHEEN AWS EEE, FHNEEEREENEERE.
K AEEHIT iam:PassRole R FZ#E

MRAUNBISEES | HABREIZHESIT iam: PassRole BIfE , BNBENLEEYT , AXLKACGER
B AWS,

BE AWS B AIREKREACEEGERE K MAREVHFNBEACIRBEELC, NFH
TR L AR ACEEEZRBIFT .

ZAB marymajor BV IAM EFABEERASEAEEAE AWSHITEMER , RETHEHFIER, BR , B
EERBREERBREACRTHTT. Mary REKABEERRKENET,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary R AEEH , RAFFMHIT iam: PassRole Bk,
MREBFEEWE , FHEEHN AWS EEE, FNEESRHENEZERSE.
REEARY UK AE AWS IRFE FEEL AWS EIR

BUNRN—EAE  BEMRFTNERAENEEBATNAEFIENER, BT UEEZ R
EEENHENEXAR, HHXEERERNBERNFEUEHIEE (ACL) BVBRES , ST LUERA LR
RRBEFAEBTFRENE RN,
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MEE—FTH , F2EUATRE .

- BETH ZH AWS XEIELINEE , FBFSB AWS R W{AERA 1AM,

- BETHNAAWS tRF EEEEN EREIRMEEE  BF28 (AM FREER) FHELHE
B AWS IRF B 5% —1{@ PR HFEHER IAM ERE,

s EETHRINMIBERNEFIEERKE=F AWSIRE |, 528 (IAM EAEER) RS FEER
MIEE=H AWS IRF A,

- METHRNAEBHE F0REFIVE |, 320 (AM EAEKEE) FHSFEUEREBENIDE
TEPREBENERE BSE D).

- NMETHREAACGNEREBRETERFFNZENZR , F20 (AM E£HEER) PH IAM
FE SR EREN.

Ite AWS E m sk BRI HY & R B =

BETHAWS B EEERESSREEER , F2HAWS R SREHEANRRBZERER
MERETE. ME-—REF , F2EAWS SHETE,

A ER TEE = E&%I|ME AWS Artifact, MEFMER , F2E T HEMS in AWS Artifact

BER BNESREME AWS R BURRERNEEN, BLANERER , UARERAEENER.
WMEER B REETNFMENR AWS IR , F2H AWS T2 X,

It AWS E RS RBEEEBHE X EMNIEE Amazon Web Services (AWS) fR#E , BRELESEER,
FAWS RBLZ2EF , F2HRAWS BBZEXHEH , ARAWS §RFEIE AWS R TEEEE R
1 R o

Itb AWS £ 58 S AR %5 1Y 38 1%
AWS £ IREBRELL AWS B NTABSALBRE,

AWS BiF REZEER I BANRRNTARSE  SETARSEKETE, ShxENSHEBHEE
%,

BRTAES , BUNRERENEREXNERE , ETRAES BB EBEMASRES
Bi. TRAESNTHYE, FEEINERESD  ORE-SSEENPONERERREBES.

Mm% AWS BEATHEEOFMEN , BSH AWS 2IREBFIG,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/about-aws/global-infrastructure/
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It AWS E R REEFBE X EBMIEE Amazon Web Services (AWS) fR#E , BRELBESEER, W0
= AWS L2 EH , FSEAWS BBLZEXHER , URAWS €5 E17E AWS &R TEEER
9 AR

It AWS E RS RBEHWERR LS

It AWS ERSBREFER SERYE , QLI £XBEREZEH AWS RE, WE AWS Z2REUK
wnfa AWS REEBREMWEN , F2RAWS Einit, EEFRAERREZSNREERRERITE
B AWS IRIE | F2E L2 X AWS Well-Architected Framework By E i 55 1R &,

&R LAER AWS By AP LY | EBARRR P EUL AWS EmBRE. ERAERSAIETIESR !

- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEEH TLS 1.3,

- BleEXEIEFAZE(PFS)WEBEM , Hlan DHE (Ephemeral Diffie-Hellman)=} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARBE(WN Java 7 MEHIRE) AL EELER,

B BRMAACEAFEREHR ID FE IAM TRMEEBRNLAEFHNSR/REE, IE , BILUER
AWS Security Token Service (AWS STS) RE4 TR LBEREBHER,

It AWS E RSB RBEEEBHEZEMNIEE Amazon Web Services (AWS) IR , EREHESEER,
%= AWS L2 EF , FBEAWS BT XHER , URAWS §RFTEIE AWS &R TEEE R
Y R 75 o

Amazon S3 INZ A FiRER

AREBERPMATASERERNRKE 1 5k (V1) B Amazon Simple Storage Service (Amazon S3) tNZ A F
WmEBBEIE 2 MR (V2) , UTERBEERBEFNERAEXNTAM,

SoRARF
Amazon S3 AFmMEZFZETHEE

- BHEAREXRREFERE Java 8 HEFMRAE. BEAR Java B AWS SDK EAR Oracle Java
SE FEE/4 M Open Java BEEH (OpendDK) BYEEITRRAS , #1401 Amazon Corretto, Red Hat
OpenJDK 1 AdoptOpenJDK,

« Bouncy Castle Crypto 4, &AL Bouncy Castle .jar IR BT EARERIREMN classpath L |
G artifactld bcprov-ext-jdk150on ( 28 #9 groupldorg.bouncycastle) FIABMKMHEFTIEE
Maven pom. xml &%,
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://www.oracle.com/java/technologies/javase-downloads.html
https://www.oracle.com/java/technologies/javase-downloads.html
https://aws.amazon.com/corretto/
https://developers.redhat.com/products/openjdk
https://developers.redhat.com/products/openjdk
https://adoptopenjdk.net/
https://www.bouncycastle.org/download/bouncy-castle-java/

AR Java ) AWS SDK 1.x 1.x IRBIBA B IS
E B EE
BB SWMERER

1. EFNMBRERFIRLGEIRFER. ENENERARERNUER 1.11.837 IRBEHFRA , BHARK Java 1
AWS SDK W EFHNBEAREN., ENZEEARERXTH Amazon S3 AR RMZRIEEFisEE V2
REBEREINYH, MRENERAEXNFEHZE AWS SDKs , 4B BIEFHEE SDK,

2. BMBENEZRAFEIRERE V2, —BfE VI IBZAF IR A LER V2 EER | FEEAER
EXEPEFH Amazon S3 AFRMZMBHZAFig , UEAHE v2 BHEIEH,

EREA P iRLAEREIE
V2 & A FinfEAEM BEAM Java B9 AWS SDK A EMINZRE %,

EBBNE-—SREMEH VI MEAF , UEM 1.11.837 IRFAEHMRA., BAR Java B AWS
SDK ( RMEBREEMER/IIRA , LAILE Java APl 2E 1.x iR PR BILIRA, ) FEEERM , B
HERBEEDEMAKRYE, ENEREER  FERERIEMFE,

ERELSRE , BEAENN VI NERFimi R V2 2R F iR & AR 4.
ENERBREPAVERYE

EHENERERER ( HII0 pom.xml = build.gradle) , BAEH 1.11.837 IRBEFRA BHR Java
9 AWS SDK, A% , ERENERLEHMTE,

EHREBHFNEARAERAB TR R  AHRERNZNBZRETEREFHBEREMEF
ﬁ%_ﬁo

£/ Maven B9 & {5
pom.xml IERHBRBTHER :

<dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-bom</artifactId>
<version>1.11.837</version>
<type>pom</type>
<scope>import</scope>
</dependency>
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</dependencies>
</dependencyManagement>

£ Gradle K&l
HR B build.gradle EERWERXTHE -

dependencies {
implementation platform('com.amazonaws:aws-java-sdk-bom:1.11.837"')
implementation 'com.amazonaws:aws-java-sdk-s3'

}

BINRNBEZRAPFRERE V2

EF & ATHY SDK IRAEHMERR , B MEREBRARRXENBIUEM V2 AF K. BEERM , F%X
EMEHNEABUERFTNREAFHEZER. AR, CACENSENRESRERMMEER , X
RETE—SRELNRBERF ik

ELERXBHBRRBNAHELR EAAFRNE BAR Java B AWS SDK , it V1 F V2 mZERF
i o P Y LE B

V1

// minimal configuration in V1; default CryptoMode.EncryptionOnly.
EncryptionMaterialsProvider encryptionMaterialsProvider = ...
AmazonS3Encryption encryptionClient = AmazonS3EncryptionClient.encryptionBuilder()
.withEncryptionMaterials(encryptionMaterialsProvider)
.build();

V2

// minimal configuration in V2; default CryptoMode.StrictAuthenticatedEncryption.

EncryptionMaterialsProvider encryptionMaterialsProvider = ...

AmazonS3EncryptionV2 encryptionClient = AmazonS3EncryptionClientV2.encryptionBuilder()
.withEncryptionMaterialsProvider(encryptionMaterialsProvider)
.withCryptoConfiguration(new CryptoConfigurationV2()

// The following setting allows the client to read V1
encrypted objects
.withCryptoMode(CryptoMode.AuthenticatedEncryption)

)
.build();
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ER&EEHIE & cryptoModeiREH AuthenticatedEncryption, ER A V2 IR FiRER
VI INMBZAFIRMBAYGNRE. NREENAFKAEEEN V1 BFHMBAYENINEE K BE
#&StrictAuthenticatedEncryptiondt Al BYTEERERE

B V2 ZEAFis

& T LUEIB Y AmazonS3EncryptionClientV2.encryptionBuilder() ZRE# V2 MZ A Fif.
AmazonS3EncryptionClientV2.encryptionBuilder().

ERILER V2 MZARAFRICATEREN VI MBAFiR, V2 REEAF V2 BB FiReER
"AuthenticatedEncryption “ cryptoMode , V2 INZ A Fim—E R LB V1 IZ A FiwmE ARWEAY
#.

BYHH V2 MERAFIRERY VI MBRAFRNARFEERL. T8 , AREZR .

- BHMEA CryptoConfigurationV2 YIHREER Fin , M3ECryptoConfiguration¥l#. Lt
RVEBH,

- V2 NFAFiwcryptoMode I FEERERES StrictAuthenticatedEncryption., ¥R V1 %A
FEi% , ©& EncryptionOnly,

- INF A FiREEeS EwithEncryptionMaterials() I F A EEH TR B
withEncryptionMaterialsProvider()e ERR—BABEE , AJEERMRMSIBEE, RERKAS
W, WAAERANN 5.

(® Note
£/ AES-GCM & , FARKBEWAEIGER  BRREABZNER. SRR TREY
HEME R RIS R

ERMEZEERRMHE

BULEEERE VI IZAFREERANERNBRERRHENMZERYH. ELERIEFRMEM
ZRAFPmARRBENNSR, SRR V2 M VI BRAFiRERER,

RE V2 In#Z A FPim

V2 INBAFiwE&E CryptoConfigurationV2 ¥#. BAILNEBWILEFAREBEHE A RERE
EEREEREBERERLIH.
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1.x IRFABA B

M FEER{ECryptoConfigurationV25 :

* cryptoMode = CryptoMode.StrictAuthenticatedEncryption
» storageMode = CryptoStorageMode.ObjectMetadata
« secureRandom = H#1T{E8 SecureRandom

* rangeGetMode = CryptoRangeGetMode.DISABLED

unsafeUndecryptableObjectPassthrough = false

B

BRMBAR , WEA V2 KeyWrap WHREBARINEZ S (CEKs),

XX |, cryptoModeV2 MZ A Fix T X EncryptionOnly, V2 IIZAFix—ES A SBRIBHM

THIEHIREBIATE V1 RIEEMZEHRE |, AR NAEITEELE/EER V2 CryptoConfigurationV22

wiE. V2

VA1

CryptoConfiguration cryptoConfiguration = new CryptoConfiguration()
.withCryptoMode(CryptoMode.StrictAuthenticatedEncryption);

V2

CryptoConfigurationV2 cryptoConfiguration = new CryptoConfigurationV2()
.withCryptoMode(CryptoMode.StrictAuthenticatedEncryption);

H {th & 451
T 51 88 5 7R 88 A0 AR ERAE VA BB E V2 MBS EE AR,
SRERBAFHKUER VI MRZARRENNYHE

EEIEAER VI MEAFREANYH , 58 cryptoModeRRER
AuthentlcatedEncryptlono TR B MAI R e ERBARY 4.

CryptoConfigurationV2 cryptoConfiguration = new CryptoConfigurationV2()
.withCryptoMode(CryptoMode.AuthenticatedEncryption);

Htb &g 4l
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AR TE AR5 P uim LARLAS M) B9 (v ST AE S8

EERAEMERN S3 YfhgetE B TE , FRAAFMNERERE rangeGetMode, FHFREE V2
ERAFw LERALRE. FIEE , BIEMA |, #EgetEERARER AFwcryptoModei®
EFXEREEMZNY 4. MFFMEF , F2H BEARN Java B AWS SDK APl BEHH
CryptoRangeGetMode,

MRIEITEEM Amazon S3 TransferManager £/ V2 INZE A Fir¥i1T % Amazon S3 ¥1#HH 72 B
T8, AIXARE V2 NZAFiK LA rangeGetMode & E,

THRABH B REUARE V2 AP mAHITEE geto

// Allows range gets using AES/CTR, for V2 encrypted objects only
CryptoConfigurationV2 cryptoConfiguration = new CryptoConfigurationV2()
.withRangeGetMode(CryptoRangeGetMode.ALL);

// Allows range gets using AES/CTR and AES/CBC, for V1 and V2 objects

CryptoConfigurationV2 cryptoConfiguration = new CryptoConfigurationV2()
.withCryptoMode(CryptoMode.AuthenticatedEncryption)
.withRangeGetMode(CryptoRangeGetMode.ALL);

Htb &g 4l
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#Y OpenPGP €8 EA M Java B AWS SDK

FrE BT/ Maven B BA R Java B9 AWS SDK #i&#F OpenPGP {Z%% 8, THRMHR®E
BRRmBEEFMENLELR,

Bl £ iR

TRETRBAR Java B9 SDK 1x FiEA M Java B SDK 2.x B HIMRAHK OpenPGP €8 &,

281D 0xAC107B386692DADD

g il RSA

b 4096/4096

28 2016-06-30

EIHA 2026-09-27

A% ID AWS SDKs#1 I & <aws-dr-tools@amaz
on.com>

SREM FEB9 209F 2F2F 3F46 6484 1E55 AC10 7B38
6692 DADD

EEGEARN Java B SDK 9T % OpenPGP AN E£RERFIBIANE K FEMALAN TER,
o

Comment: Hostname:
Version: Hockeypuck 2.2

xSFNBFd1gAUBEACqbmmFbxdJgz11D7wrlskQA1LLuUSAC4p8ny9Ou/D2zLR8Ynk3Yz
mzJuQ+Kfjne2t+xTDex6MPJI1IMYpOviSWsX2psgvdmeyUpW9ap@lrThNYkc+W5fRc
buFehfbi9LSATZGJi8RGOsCCr5FsYVzOgEk85M2+PeM24cXhQI0ZtQUjswX/pdk/
KduGtZASgNAYLKROmRODzUuaokLPo24pfm9bnrlRnRtwt5ktPAASbM9ZZaGKrie]
kT21PffbBjp8F5AZvmGLtNmM2Cmg4FKBvIQ4SQjy2jjrQ3wBzi5LcOHTXDUHK/rtV
ubPewUe2WP1nx1XenhMZU1UK4Y0oSB9ESStQ2VxQiySLHSdxR7Ma4WgYdVLn9b0ie
nj3QxLuQlZUKF79ES6JaM4t0z1gGcQeUl+Uk1lgjFLuKwmzWRAEIFfxMyvH6qgKnd
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U+DioH5mcUwhwffAAsuIJyAdMIEUYh7Ifz]IXQf+fF+Xf0C16by0JFWrIGQkAZzMu
CEvaCfwtHC2Lpzo33/WRFeMAuzzd0QJ4uz4xFFvaSOSZHMLHWIOYV/+Pea3X99Ms
ONlek/LolAJh67MynHeVBOHKrg+fluorWepQivctzN6Y1INOkx5naTPGGaKWK7G2q
TbcY5SMnkIWfLFSougjOFvmjczq8iZRwYxWA+i+LQvsROWEXEiQf fIWRoQARAQAB
zSxBV1MgU@RLcyBhbmQgVGOvbHMgPGF3cylkcil@b29sc@BhbWF6b24uY29tPsLB
1AQTAQoAPgIbAwULCQgHAWUVCgkICwUWAgMBAAIeAQIXgBYhBP65I18vLz9GZIQe
VawQezhmktrdBQJo12ZrBQkTQxnmAAoJEKwQezhmktrdil8P/A3De83MBx8bdcW]
Fot71Vk1TyBQFErgrtcytSUOczEHx3tGbzgQLbMlyzjir0T@3usxEkOeqTVK+RU+
S5uFXNZYQLwMJ1HJ6S8tnfLe/ExM5WQ2KPwIUPfZs1GDDRQB2dIKSc+qYrP101lvf4
04iPgfLHMW2bFh3zjjxcaHCJyqc7Cau33eZFBAsRniljOUo7MeyX0h1XfW8pd48Q
wZ11QVZ/6KmDiFWAQCZ+2sv]15cLOtgPoh10Qjoz@nHpNfuDILMrZ+e7tx2VT1kGH
UGeNSydnrK8v9ztFn34KtU/k7NEWoVSYEi+5ICZL18FBwPqTwdVWXwXrqZCKiIpr
8Z2dJIWDz2sJfgDFNCC6rKgCQ6FrmaD9G76dYWkQ4AbZgABl1UZzU3q36W1K@r3i0AbS5
G4tdOt4ygXHTelx+ZUNaeW7gaCmtXAxLw@Ofelrcq/44b/SQP+qJ8sS0v76Yg20F
BsF5DWOVUFghbTyokHAoVROyhBR4dUUisY39AqLSL8+Lp9Pr3wNuG19GLTMD5701
piUb88B3GwelEikKV1gaKrvZ3mECDUiSMV00Z5iG8E4QDpNmVbIbV1uT821ubvtOv
2K0o10Fa@uwCYGssdRGGEXNy6jz/Exr8LAC3+nmGINDIQzrF+10YoSSkI2Nu71hMuL
7iWwUPF70hDXoVSAN4X3x6q21rGKOwsGUBBMBCgA+AhsDBQsJCAcDBRUKCQQLBRYC
AwEAAh4BAheAFiEE/rkgny8vP0ZkhB5VrBB70GaS2t@FAmjXZTsFCRNDGLYACgkQ
rBB70GaS2t0/0w//YIv51vHtD+kwMmIvk3zpizDHY@zW2d0ezAo+C/DsSyC7wD11
Dixw34EQlyLXH5xLR8CH1zupl3ImmEplucdQggoefbidxD18F1d7tJ0D1y3GGNTD
0jA12ZC+W650h+wS1mD1F1aKjMGGkvITOdA7RtU2T8dv3vt8dsxg76FMFS3+fqlC
FNOAsSNTn9zWR1SgBIfkMIK83aq6s/rcEVOVrAYgDgqex58fygB5EUTf842/IF7WZ
Q9gd6fupB@mMMZP5YWd2uj/vsBTYakG+mgQwDxZuKPeEzAqnqqS7biSQOUO6Woz1q
Yy4fSczE9GkBAvg@pGmbko+zHvpnjvX/h1CUpC60dvFy0AhZp6zyhs@QWz9thfqV
1U8W1lbgJ2atFDn5GUSxF/fe@Yzovlbbs6sbYXuvMGIRiEOuJI1mBbZR3aIdZ1U6Do
BHc/vjc5mWcV7IQSP7i4W/8W7X3UAUNILAXxB+IVF3Cwrgtlw2BWvA5A1co5Tnz8t
P/CIVmBjk+sLme8W4kfLK3IWEbwC10dNNETrI/MHRM65A2Y5EMIhwjr0i@7SU1Pxa
nPpg30YJCdvjzdB8QE3/DBiMf014dISTfKDVEWNTK8mZaYd/BeRm2gUAaSUrqSFCG
B1A7Lg+eLI3USOFvwWI4j5bBIqgLu+y7crIkiUOPAQuLk310+5uYU/I3DuLCwZQE
EwEKAD4CGWMFCwkIBWMFFQoJCAsFFgIDAQACHgECFAAWIQT+uSCfLy8/RmSEH1WS
EHs4ZplLa3QUCZwAXCAUJEWVKgwAKCRCsEHs4ZplLa3ZdTEACMBLg2q9zk8ZH@2nDz
Sg5zc8W1lqq8WdxUOPj8qgx4U0rrMca7wyilUvrgoxPW51h1RVNUeMkDRfu9pSXcOVI
VOLvmYE/WnwKROubgGbsC4T7M/LqV0/AulXil4d7IXc0614t0a8LTNWtD5bODgrN
gvaylAzCU8kqlQwlcKZ2gAfvA3Ba7PWyLeUN4HT1GrXcw73G+@CofY1L8wgWxHCI
29XqQzeTEc6MDEeI1IN1VdUcy8Qr5uwkEs134H9AXxS5F10opJ4TqvXiDZsrSRRV57R
XYmRZDWeYT+9PZaMsHXza5qgej7BfATxhYfICsNaYEMK3x6b+nDSKkoZg0+i@9zh
1YjpahhQe6G336v/3mRjOdKGCRQ6znQ9ghUaB5z9zfvgH5A0EkTe318MqM+j5A6P
VjSBBJAHKe jxr7+wKIKIA6P+DgpsYAunzftwUzrLVqb+BZQ+DcTmVrE70OPcMYJID5
QglX/Le+WmWZHI154NXgpWwWUOUgZUbUge4DKrT+2zCJ9iecPLKTW70cULyX0+xrjb8
8BGrD5GP1HB3d0OUXXT1MKCqg3qyl1lBu2KnZTQiaEEdZgSIGQbrW@ITMmmXJIkKjokd
JMA4vYeg5en51G9nRQjScPngx77IxvByNyFWTIdG1ENpIpsKOTtmENcpyUJtIZT3J
ZSOIRVPP5RzR5vInuXWg6VVOBMLB1AQTAQoAPgIbAwWULCQgHAWUVCgkICwUWAgGMB
AATIeAQIXgBYhBP65I18vLz9GZIQeVawQezhmktrdBQJ1JEoiBQkPj/2dAA0JEKwWQ
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ezhmktrdx1YP/Qvvym3jgX/pwnR7K1rafZMb1liKQBr@ISG8cdbaf4pgX5vulzZnyj
w9C1/00NNn7jJ1jnQx0IIzuBoxne2WN28ftM2w@nVXm85mAmz2fwQz/fdKDyonXcOh
pfD2iMgqn7gESjhEgRE7wMDYMDuULdgHI70KWGVfgrh7xEmKapLh45h7cnumo2V3jL9
uDYY1aOBHz993T70E41y43rhk+6kKbGFd2uuo7h5j1ZF8Lj6sYfcEzXOU10hR1DO
nyBjDy9MYWu@YNouc7@WgMceGx6hjvCAM/5fxP7SZFecZ7ePeBOGpvVA24hSNENE
0r3tUekuOf1lIQ@FunMnMnbh7Z09rPYqWVvWDNIpU3S4CjFhY82L+IeKnmLy8N6ASRk
HsPiNCOHSK8C/Qynrd9xLhX8Jsk/TGiQYaleoHhWkNL1ZsL86QHL8SKEqkgZCQf5
AEqghDPENEGS71n0enA7JjIrA9KLIT7fnNWZOwFi5X+0/CymE2ytEMSQYf3nmY4U
n9x56Wgn6J2zgB5nqOXTf6NXGAAIgOBmMO98YENKCIFzk+yhoDlprVpHcnd2b5f60q
uh8KYOEbKgpMJ3zZuWSL5kwGF1nNoYiAkonMaz9H3p0QnOMVYCUeUTDRsi0/prrd
UhN1ry4TAsBMpeXnFhdLVM3vFQZVpByadGOINmnaN/Wavw2a@@UGBFa4wsFOBBMB
CgAnAhsDBQsJCAcDBRUKCQgLBRYCAwWEAAh4BAheABQIhMgGaBQkLn1UVAA0JEKwQ
ezhmktrd2sQP/3YHM+U+BbOy1nSEAfykZ71+uCM2hkHMLdxQYWB/xrBWkmg/pbu+d
14t45RSTASTNjRcZONnt1PMQRIQ973ymHf pmeS+noFwvTGH7zDv1BRBROWPrd1XUz
iSUEUHGi/fgxUVXQ5mbonzfThX8tuXeuiQmeToqoBOOFY1Zm6xsNnEHcjV166mC4
IPoJLWnZJs4r0CeoRf5XvDTgX6xt5/kLYRZf79qaWGFvazZpsclCH+rQJUdVa/D4aT
7pI7hX6zy@S91z4iuC5HZUiOTF+y5auEZHGTdTWNS1kvOvfcCTiOXK/GkGL82SZu
7X2VGnpCeUnFyViRG1k+KaDG1lsVyDY+1cBPg6ilr45M6MQV@AiHS50FQ4QNXSKt5+
UnzJH711dgNsR6ibRMyNV3k5v3fyUcSBvIYyLORTTBiVEjQDSbk1QNgbrQlX9CWz
+EJWn16BFTMMFvXxBSWPmM640GncHP513/0MbMw3CmO@x7k8UfNANIemcrIrSxIDwm
g9cVAg3a+D+wxjrVe8jGg0ejvECpm+Qyswigj5x6Lqj@9A4UgdjEauN+/pn@nhBo
Gv7DzMXtM/LoDtgp6wn93qZVN2TsuHnkEk4UyntB6eWIbBdXHWUr47exiWh@dvQN
tpwCWPT6I7ZTPtA5K/zx+q9m6797BLgAkTYc6gloQL3vs1Z1S3m/hZNawsFOBBMB
CgAnAhsDBQsJCAcDBRUKCQgLBRYCAwWEAAh4BAheABQIgmrz2BQkLBnBxAAoJEKwQ
ezhmktrd360P/2rB2EkwSOCKC4m@heWSTDWi60BKoEbbDtFtc6/HwqBW8SPsiKlq
zV0e3qBY/LVju@4+ktIJEK+EGXLNC31C36MegrQ8zt391kEx/ZvIOLIuVOCX90QIAX
dL8MVUkkjRLCFFH8pTgRy1cJIYWk1X4dYdXWYc29fCwNVartNdNBhsb2ht3VJeKDE
kUivBHmkjuISDPENnIlcoY7Lj0ZtY5cHdRF2eZpBORkTBpsIt18rCYyHkERZrhmvb
j3r0yPyv0a+1/dQS8/hv5pEmbKx8cy8RdIkmbUHYatPBsjHkISWr707GOVFW4GoN
9CRAI4KkbDSEDjCL5dv2pq0@SewlMkLuWIGULAMgiIUlWc0s5SZZGFSksNQrtSFV9
Z/wGocecMGkGQNXQ@61V/Fry/TvyphBlmylEqL+NLgECEjn1z90IVu+ZA+M@9196
U1HO7V5GvBgM+QK/q/dJeMHPWrN1o1gA6Nwl/HBdMODqzdZ2jEPVSQSABVZIPMty
+BAqEar4wqgY1AH4X5ccEj07nJQoBQSDRSkilfkBsclnx44N/mOkHdIa0Z/Y+Mwhy
WiZhREkOospG1lI41Ba3CNTVAhSsOmsGsYfkqvFIGHL7sZY8XSv82GBBVA@NUNTs]
bLBwo2FaQG9eoatRAGkqgp4b/0tNtBuGeiQoNwFGbfUZTAaStj5/zZj0swsF9BBMB
CgAnAhsDBQsJCAcDBRUKCQgLBRYCAwWEAAh4BAheABQJe+9bwBQkJIZ4plAA0JEKwWQ
ezhmktrd+ScP/RoaUKriVVAgLHOGs+/mnfKtnfT1Clzi5dsdI9/6HOVLpmSWK,/Cl
2cT6gary45VMgAeVK+H11QXafYj+FY++I5kYoe2GrSvIXhpjaFAJyNf/dKleTsqR
Tm371i8b3FDYs5kvy2CnTbmHB8Ms0Gxck8/YHd1x+g8Wp02IgF89yYCSF3CAdxC3
6bHbs6Z3C31cM/3SoWF+Yie2P8XeBMPCGp/BcjQzUcHF6GO6TwWDDYhixucUi6vEY
EH5Jt0wVVQ7bubT80Fe00JwVx1zYz4UoqxjKDWymarTzu@3AUITOPXPece94bJAK
mSh68ItQe3H8tSPMubERWZz2tEV31VkChDGXcC7BYQmxHseolxz/qzCtJ@iX9BvZR
dniZNeNJ/Cu8M2pDp47zdNFXzf/Q/sQ9pQlws22G2g119rWDneBku9nlvTP80/ex
SB+VLTBjDiAr1CY5y9+BG8wbscExJySoQxkB9j/nlMzPY5rgk@SyxsNj9GbgH+hr
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EjS3/uacNwSLxGcOT2E9Teot5pfTEO6FQVq+35QhfALP8c8jze@1W/+u+wXulUi9
azRSzYtCHanGyyet6UlmlBpAkgkZzH6t3CA5czc9i6FbzjvFVZnbRUZIRzfISYew
1F5WggTn2iYVdxagPRvLF5kjd696brGWI9d5HWirCVGakK@4VsXW1lAb1BOws FOBBMB
CgAnBQJIXdYAFAhsDBQkHhh+ABQsJCAcDBRUKCQgLBRYCAwWEAAh4BAheAAA0JEKwWQ
ezhmktrdwigP/3QW17a081BUWyby4HEhN4SdAOWGY/FLqO4mCtuplcnMgRUCSiL9
12BSCTMCtUcdSWtYwOgSChN2mMsdi1lU2FNR5HVNunYR/pFdqjfQurflZmKVeG5/4
uuKaOxMw9e8pK5uYAfs+07gr8gu/f6/Drp7NZk3/yVKpf4WCY90X9TA1q90/11nN
cwS45U/d7YP+N1YM9cBXalDnDcdfm@BlykzouAF@qdlLwi/tmLENvybD3+2c2WsE
r1FZGSa5Zaf00tTIWXh5k6wh5FdRRycrnSyRK3BON9+yaXfMQOXpOypa8dqQEnCi
IsngDCIPxtTrhMWKhBFRUMzK/WZTDboTQSQDK+YVRIE4K8MtoZSKwZLV21r903TpX
kpbKsPVYmexerfdMeZfjZMF1bC7BmEs7jciH6]jbgqA0APNHzN@481aeNarINSViX
PQWI2mp9qShei2/RavLtx2ZNrvmGW72ZKpF8E3WWUDpBIqFVeGNRvOm3aZj8o/Hl
ewtNjcT4oulfqlfKiULv+g7ANEMDLQTFDTg5twRdvmZ1B70TBsavf+LwxPIXhH32
IR7TX7VeicMMxmZnmZK2ANT/QBi31af+0jVHvB+f6D74eLNg0Zqjfi/3UFNYsYijg
E+YgCqEUBpHb161n0OHWGOSsQwfap2uKK1zukD/KxH5SPBC3DYGBI+KCbzsFNBFd1
gAUBEAC8zNATPWb3dPMThL2xAY+fS60@vXdB1Sk0OtYJpDWpFgvo@d+VQ+hV6XulGA
HAS6xG1WHysPT9KejIRSgLG+e9CaM5yhsxNalWFGUM4Q9ESo3t+a75Go7xHIxXgF j
C046/06Vh3g9N/PREeuG8zkZ3H2v5fmD+ejyPgk4W9sFLOOZ jRiZDOFKVYR/j9ue
NEC/2NBcLuFy3q6cDfmCoDEO062kXMnaGz3knzEK/X1SkcjsxRDq7zaQlQlKou+3
dICwy4x553Q8jl+eeeEvF2C2/dXmDohb57tqUwioohMUQkmCtvZgEHjypUwgp@MT
025gWxkvJ1SIKUOb6b1786WNySIzF2gxqlkkEmB14RAssQkeXjrSmGwsMDyHNqyJ
eYFus18sPaSpo+V2n@z+2B070Uq+wmf1S5A5FpegHOPZzzoNZ0o81I6QxazZje9YSZU
ijGmZIdEBleRVt3Svhi8MYlnasd4bW2RK1sr7plkBf8QRe6biiQRF3KDOSN5ChmX
pAcHJ1ZHzRRdkXZDNQC6vCIxsy1l300TrhJtAV1Yq347uyUbVi291ISVgroUVtprs
mHoEk5Go0THbg9SCSt+xi/FiJQC+ubWmIGXoFKMR3UmhDnnzobKcbnbs/Hd981Fd
VghYYvq//gTAkJkOWxfGq030wtXRndPOA@T+ghP3TE+LtGRI+wARAQABwWSF8BBgB
CgAmAhsMFiEE/rkgny8vP0ZkhB5VrBB70GaS2t@FAmjXZm4FCRNDGegACgkQrBB7
0GaS2t3y5g/7BFXp/fdanzuQPToJTPen7AVwhL1oKaiYhG3GjdXfMPLvu6UtaaGm
qynLolUNNooobptFqcl1G9BKoAghQrta7CsDHtsQF2xyc3Mfu@gmplL/7X5a7sFIel]
j08Uj fweHx4DSG4LEZgNaAOWF jZ1tp4+8cqijkAHXt+r+1ayQG4VVHOWYXXqmSH4
9HgtbPcPyRzxdoVLeshZC9jmhHhhKqw/LwGyipWSOUKQDjWarBwdyhNmwCaLvxH1
ndMp4tq8DPGC3G4T9tYADANIN7nKfZgHebMSzMwOkSp@L6QvwwTDjJyIWz85WyeH
WHeBysDaB0it3XDlehUew27y7N6a9hQSYjnXuwvre5mjDI0qJon/31R6ui2Z1y9P
a+bC11hbLXXh9tLCXRuo0Ot6thh9Cq5X1a76PPpEv3003bpsb612hbrut10KezwvK
17txito/jfMiWfsZHA904SoM+8GnmVingHtZ805n1T4RddIvT/vaqplfI6zf7jmf
a691ALP420riFOQcwntNUM5tVmFUZsnFp2YRd4Ls7MiXVjtABahlSbb9415WSVcO
jrOLDf94edvzk4R8120b8CFVZNGESTR6bHZz8dT7Q+xQzEdjUujyyZY1UUL1157Qeb
OsHjhCtuzZYCIQ4X9hZ37nKNZXSxR1RDCnt5BEiyFu2WD1RscUe6PcVDCwXwEGAEK
ACYCGwwWIQT+uSCfLy8/RmSEH1WsEHs4ZplLa3QUCaNd1PQUIE@MYUAAKCRCSEHs4
ZpLa3XCpD/42DrcveE+q2ulrAIYPD1UlHiwIMe jgBDRM6zmr1KSAeb4E6/MFcP4s
TXSSscM1rqG6NVYynjNCXjD2YzWii68EwoXLIkgoD3r2ifzkV62EX2MIEEeNZAVwuUy
KNxorzmy6bhuWltRYNK/hITs2AG50r0k9ADEI8PixKymrWlhesPawWX6Yhp9/tWaC
RHOSRiLbRVal+7sqT88urLmkVIOHqx949Zxv4+cgBVUGLE6WXKsTWhHjbDMNInozWB
SZaIJlznLApOM8z+1DNrqUYyfR8SkF4I0Vmg6HDzoyuselI8JIvMAlkvT6F9VBq/iE
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yeDYdEEQxwHwozKrEx5Ybx15mntbqwCXy6kHSx2+/3RZWpZQ8K29YPOQEKOKeGF8
9Vap3jjNrX4u3cuRNQpeblQc4uFn3Nzaj+cVV4YzcRwI4NifecXpujSvk8XU2yt] FnmB3UFfC1Wt37Hy3PKvr1is3uG60+ULI8RQz3/+ZwSG8U+xt
b+I7H9+gITcleFCb+tIwp5xWflyxcFXYk6UzOL7y3Fg2tIEuSNtIHUCONDVobf6c
IOKAzZcMvKiPQiuBnV0jgDLmMCZM5H6axj9x+gi4oVh6ea3HLgMzy jm5IkeCGgKWy
HOgD3yGEZDvcbavkQ0le5T+4JefndKzCPrluX@iyx+0QiiOL8WieSSkSB6BsZcUN
SeuGIwM79Y70qld/YVrQNBZj5Vz+m3nZ+@EWDDMIQhRgMpSEIc+dnTCOU1@3Z+Rc
c21Jg8INmU653sUcfCZE12ParW4rF7ib6kViYrABT8f4e2TP@a0OyP5kp51ied9qL
azaBA6tt/C9X1V2EIZK4srXtmcZ02Im45RA1VXy fpBAmmMiF3eZWChbKe7qBC4xrDRh
LZG4RQW/S86Da@BID7gQz9IFSkaG504MsDhvnA7iAqaHUHUepCsiwsF8BBgBCgAm
AhsMFiEE/rkgny8vP@ZkhB5VrBB70GaS2t0FAmMUkSiQFCQ+P/Z8ACgkQrBB70GaS
2t3AwA/9GkXKUgvjKGCxwE4SADt7c2jw6to2TTP9iFI3Xbk3+5BURT3gkZCuu9D7
gt+97aVo/B4EM7Xz8DQKyY7Ic9VAwWDRra/HwilVOhwlzyIWQ/gAnX3baU6gLRWHR
vVR5meV8r35C+rg9DaWFYmvS7PIvIOLfxESwBPUjbmx8k4/5EJpHUwWf12bzkTnot5
7q51HxKQa6IvgQak+Hp9ZM2KPdsgKO2HWIJIIvYcI5byW9zBKVOO7YR8gtRAIKp9
IbtsXxOWT6cqHOFVc555zdcaMt@gLF17BTnIyvKK219GABGBmzYDjeCyF2J+Ippf
ogxqfTe6E0OSUEMc2PbLTs9SsWjyCC2VG1X8+uUH9SoKwLOVQ6LFsP6fhkVKqgi/a
rB6UUPR/iZnrKIuxMNQ4U+t2Q6UdM1ImXsAXTNdkwzoK90JRokIrHOZV1KtH4s A
tCic+t0ddgq+GQLiKe2WpIfx1AQUESCBOTxjAwQmfnlH+dUhPeL1bNimH1H®@/hXPd
ifuNGozzADIRseQDyzj18xGL1gRZLD3cfmdabRyZ+S3dQRuaRrcFCDccpY/pO+F8
jbx64zyqqNs+KV+SkQGOcKFhWTZGCfQ/zMDtDmQKjb3eTAkv1zdEOMwIOZEjjmSQq
8FN1+2w03VnvXwvBbtDdVCIalq+jVcsy5XtnnV+bJ19Q9yue/XvCwWUEGAEKAASC
GwwFAmMEyoZoFCQueVRUACgkQrBB70GaS2t1uHBAAhOYVvrtchRmzCvdNER1DtkIs
bgQPJ90xbyfvmvoD06qxH7PrycLZKbt7yYpAUU/CMc86GwaEe@I5Nm1CTs6NvDIv
g3e7EPIS859tyQf1lbM56N1wbsopCuoCIYknuroIf/M6dW6vIKNXLMmNL/AtalUBw
X+5pb1lmGUUIep490TOXQENvVNuUqyvaGjXgFXix5PVFID2ed5NnQeFpvfCpc/ioN0j
z70R0827j1ht5nWqPraXX5AYhQFM/kwR1cK4LV7gVDd/q+dfGYHzpxQ/HtyX/Lasi
N6I52QqA95SM1ZZLPFLaNh6EvNB7uC9pLCYS8nvilX7/cez5PFff1elgXCOTOjv3
mJ2exLmXVOBbfKgjccFCxhrdRLtukfiDfJkySylzdscnpfng8wI3xKRv43cUTZz7M
Z240YNMgK26aJZVXEQUYjCwsBylY/F5wjYAwgwZ8yF5RFix28P/K8JsIHb3QrAJK
SNWQAb®@3ZWis3N3spR5MIMw3VuDZ3WUXq7mxB5M3kpVoZ3VvETUScwTbADYNPf4Sw
BDK2uIVtxabezxSBtz@FcyYoF+0W8q7r4WvoyC9/+3GfnozZLIcEIVDk4W2pMW4AA
UhG/6drKTm3HkSDWIDu7d1sHWMffLEYFfUHtN5DKkDkGoPfHvZvu9teR5yLfULPTF
ktihPn/JIMrmwa9pwi8LCwWUEGAEKAA8CGwwFAMCavPcFCQsGcHIACgkQrBB70GasS
2tQuaA//UWRaRiHEAKeRqBG/T2ak+XZINu7QHfNgoUEAub9Zru8oPPXx2AJLcHEN
KWmeF1LxADdW0Zs4Bm900ew3VQnR/dBqjnXfob9Rc+eYUjA3rXazM/QrqcU8Syi3
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MjNGUmjdL5aQF+IppAMgOBLG1TENM7C5/PvrGIuYpGEnkKEWMK/GYhqg2V6@pHEV
Pvs66mefIpCzbZSy56qtknSt6yBNWc14XgDX6VTn2kW4CV/3vVIUuvjvYs9SPyY8
mKEXa6QvUd3PcXv6RiWk41GYuT1l+jh2VkcFQ+JInUwv9TbKFBOb5jqlbvW9o+LMDEL
YXux7pBP5RPk+0LpyiExIRFWhi3x7aMW0zQ+I9yuNTeYkTHiEAQRUhs/1Fh4olgl
v9QZgCOmRSN3zm8plQdivs1Z1AosAqqkA9BQwgsgosQe7P92irYIJqay@si9wGCD
wSMsmeXdIF6wW3/UMIZ166aarPeiZApGX0QdTZwiMh/QK/8gTKyeZulKmNkNfwWg
0170irWgLKssVHtg3VUMBEIdh+oNgDDXSeWtYUmpPpWp+yWZ@x1MFFZhUQHQZTGu
TIj4A92LQzbrfj/jXRvWm2SrIMivUoiDUn+gxKIpVwF1I5gVb+uyTFhw89PCkphr
JwRi@52RLoU9yd6Ek46UHAXTFZZWrZuzY+2z2zB70qGONphLgi/h3DCWWUEGAEKAASC
GwwFA1771b8FCQ1lniTUACgkQrBB70GaS2t2/MxAAjoEGPdzavhs01XdPCRd1D5Q]
r8T/NSEV2z1cp8ZvdrkjNFOOTBP4qsBnKIiuvY1Iw70GX9W2okvXxgJizE45vIMH
WEMz4hmIjmAfRwcqENgpOclIY/T0Q/+kkCW8dB6d3@J1kTON2PCRZNIL5VPQZXGTG
mLvd9MOjH1256w4uxLb+elHMDTCEN1ppq9G+EAR/29q8IZWs1marbZZWxSWcg/E
1YYbNafzklgjq4CLh/j8AEWSVLr39zRy9uvQ/yqAKZ4K4aZTh/SPupGDvsD6ZK54
EPHXErQ7aiXTbUHtvwhxWLOP6WmxFA3Shr6L6YUb6jq+@PV1iFC517g3mxFHItwt
yXGNIKhmzmr@1901sHafull/9QPfK3Ce32SkPhW/11MYA8HzduMv5Arp7cBczXSP
EUTMNIVKv3gTjSQrzRhwhHmMuqyDZ/rXQQ1j12sxIDjO04MUMVVjYKF+0CNm42gVs
8ca3/wN9ZNU6hyFWeKQDuCAqPPbT5G0/DKseFEwB+@7wwyH1RXbyl@v4fneg6@5X
S71ghNtw2plhDL@OHYHDiV+aPZ+LoOmX6+dmngE6bQJaIlVb922KWm1i07F3DkqP7
0jFlhoElgfiXWkxP4Gy8w0OobNfEMgvz02djkGQy+oQqeNdIcZFZgzPTGKB/nVgpt
9CcRDWjP1tFCd2el1FBbCWWUEGAEKAA8FA1d1gAUCGwWwWFCQeGH4AACgkQrBB70Gas
2t1PIQ//Qc5VYfBCxpaMysaPQ44wXPEZSjxIGZhhMGzb1UzzAEYOw+RgKN5NNTXq
L2KoOk0rGnKgZOKByMdXwIPH/rGwwEsbbIpopnibf5ic5B/+xCTIK+qLIwX2ZLuk
NhbL6Y+E+7DxMMh+KgBWHONKkgwVY+rFWOfoops839ABKvc9/Ry4/qqkcb4@AzpD
11iQJI5vK/DMuabWxWeKXqJLI13WMGPcPfheuBZL1u7LEEHYKMgzvpbF81WIn3MBo
8jvxf2/0+kMafSSDqgvOubyu8GOhmScpCbRIN7jV/HrG+tM+zy48TN6/MkGWSR7q
TD34pgBjyatVfV16dGD6xj/i/Emt5hZB6gXruCDH7AWMONX+FkDubs4sc4PKysZU
ItyabKdQFo2UeYsNwZhdn6QwKhd85um4JUHICY@mARVY jsQgWXH/5MR40cow77bbE
vVg@XNd+QRV1yT42CEtnIUOFLeDVuZrum5TuvvnabImMDoi/z6QcNelL79XsY2m61
QVRiHr1BDb/8JLkfnWiwL8GRv169Kf8unx@y5ulYBpcMYkyDD2+pnnk3TYQrR+8X
8goecaS8fbyu/Q48K85ZMD8wWKW/bzLQ+tK9y8xed24u2QERTFtMhIwOb6f45Nrrf/
PhgV8RnuwUusSbdDe8kw3eYTmLdzD4kZc9K75d02CqT+hm//911I=

=uGHC
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/A Important
MNERSEELNERBHCNEL, Rt , EEFRERE , —EU LN ERITEE R,
TRERBIRmERMABRAREZN R , ALESRNERMERE , FEARKILRITHE

BEI A : 2025-10-04

&8 1D 0xAC107B386692DADD

pohii] RSA

K 4096/4096

28 2016-06-30

1B HA B & 2025-10-04

A& ID AWS SDKsHI T & <aws-dr-tools@amaz
on.com>

SMIEM FEB9 209F 2F2F 3F46 6484 1E55 AC10 7B38
6692 DADD

EEHEARN Java B9 SDK B9 %] OpenPGP A E£ERTBIEEE  FHEMA AN TER
o

Comment: Hostname:
Version: Hockeypuck 2.2

xSFNBFd1gAUBEACqbmmFbxdJgz11D7wrlskQA1LLuUSAC4p8ny9Ou/D2zLR8Ynk3Yz
mzJuQ+Kfjne2t+xTDex6MPJI1IMYpOviSWsX2psgvdmeyUpW9ap@lrThNYkc+W5fRc
buFehfbi9LSATZGJi8RGOsCCr5FsYVzOgEk85M2+PeM24cXhQI0ZtQUjswX/pdk/
KduGtZASgNAYLKROmRODzUuaokLPo24pfm9bnrlRnRtwt5ktPAASbM9ZZaGKrie]
kT21PffbBjp8F5AZvmGLtNmM2Cmg4FKBvIQ4SQjy27jrQ3wBzi5LcOHTXDUHK/rtV
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ubPewUe2WP1nx1XenhMZU1UK4Y0oSB9ESStQ2VxQiySLHSdxR7Ma4WgYdVLn9b0ie
nj3QxLuQlZUKF79ES6JaM4t0z1gGcQeUl+Uk1gjFLuKwmzWRdEIFfxMyvH6qgKnd
U+DioH5mcUwhwffAAsuIJyAdMIEUYh7Ifz]IXQf+fF+Xf0C16by0JFWrIGQkAZzMu
CEvaCfwtHC2Lpzo33/WRFeMAuzzd@QJ4uz4xFFvaSOSZHMLHWIOYV/+Pea3X99Ms
ONlek/LolAJh67MynHeVBOHKrg+fluorWepQivctzN6Y1INOkx5naTPGGaKWK7G2q
TbcY5SMnkIWfLFSougj@Fvmjczq8iZRwYxWA+i+LQvsROWEXEiQffIWRoQARAQAB
zSxBV1MgU@RLcyBhbmQgVGOvbHMgPGF3cylkcil@®b29sc@BhbWF6b24uY29tPsLB
1AQTAQoAPgIbAwWULCQgHAWUVCgkICwUWAgMBAAIeAQIXgBYhBP65I18vLz9GZIQe
VawQezhmktrdBQInABcIBQkRa8gDAAoJEKwQezhmktrdl1MQAIwWEUDar30TxkfTa
cPNKDnNzxaWqrxZ3FTQ+PyrHhQ6usxxrvDKIS+uCjE9bmWHVFU1R4yQNF+721]dw
5UhXQu+ZgT9afApE65UAZUwLhPsz8upXT8C6VekXh3shdw7gXi2hrwtM1a@P1ls40
Cs2C9rLUDMITySrVDDVwpnaAB+8DcFrs9bIt5Q3gdOUatdzDvcb7QKh9jUvzCpbE
cInblepDN5MRzowMR4iU2VV1RzLxCvm7CQSyXfgf@ODFLkXWiknh0Oq9eINmytJIFG/
ntFdiZFkNZ5hP7091oywdfNrmqB6PsF8BPGFh8gKwlpjowrfHpv6cNIqShmA76LT
30HVi0lqGFB70obffq//eZGPROoYIFDr0dD2CFRoHNP3N++AfkA4SRN7eXwyoz6Pk
DO9WNIEEkAcp6PGvv7AokogDo/40gmxgC6fN+3BTOstWpv4F1D4NXOZWsTs49wxg
kP1CCVf8t75aZzZkcjXngleC1lZZQ5SB1RtSB7gMqtP7MIn2]5w8spNbs5xQvIc76u
NvzwEasPkY+UcHd@®5RddOUwoKgDerLUG7Yqd1NCIoQR1mBIgZButbQlMyaZcmQqO
iROkwDi9h6D16fnUb2dFCNIw+eDHvsjG8HI3ZIVZM1@bUQ2kmmwr102YQlynJQmol
IM1114hFU8/1HNHmM8ie5darpVXQEwsGUBBMBCgA+AhsDBQsJCAcDBRUKCQgQLBRYC
AwEAAh4BAheAFiEE/rkgny8vP@ZkhB5VrBB70GaS2t@FAmUkSiIFCQ+P/Z0OACgkQ
rBB70GaS2t3HVg//S+/KbeOBf+nCdHsrWtpOkxvWIpAGvQhIbxx1tp/impfm+5Rm
fKPDOKX+g42fuMmOdDE4gj04GjGd7ZY3bx+0zbDSdVebzmYCbPZ/BDP990@oPKidd
w6G18PalyqfuARKOESBETVAwWNgwO4t20cjs4pYZV+CuHVESYpgkuHjmHtye6ajzw
Mv24NhjVo4EfP33dPugTjXLjeuGT7qQpsYV3a66juHmPVkXwuPgxhOwTNc5TUGFG
UPSTIGMPLOxha7Rg2i5zvRaAxx4bHqGO8IAZz/1/E/tIkV5xnt494HQam9UDbiFIQ
QO@TSvelR6S45/UjQWecycyduHtk72s9ipa9YMOilTdLgKMWFjzYv4h4qgeYvLw3oB
JGQew+IQI4dIrwl /TKet33EuFfwmyTO9MalBhqV6geFaQ@uVmwvzpAcvxIoSqSpkd
B/kASqCEM/00QZLuWc56cDsmMisD@ouVPt+c1Zk7AWL1f6j8LKYTbKOQxLRh/eeZ
jhSf3HnpaCfonbOoHmeo5d/03EZOALIA4GbT3xgScoIgX0T7KGgOWmtWkdyd3zvl/
06q6HWpg4RsqCkwnfNm5ZIvmTAYXWc2hiICSicxrP@fek5Cc4xVgIR5RMNGYI7+m
utl1SE2WvLhMCwEyl5ecWFQtUze8VB1WkHIp@Y4k2ado39Zq/DZrTRQYEV: jCwXOE
EwEKACcCGWMFCwk IBWMFFQoJCAsFFgIDAQACHgECF4AFAMEyoZoFCQueVRUACgkQ
rBB70GaS2t3axA//dgcz5T4Fs7LWAIQB/KRnvX64IzaGQcwt3FBhYH+sFaSaD+1u
752vi3j1GxMBKs2NFxk6e2U8xBEir3vfKYd+mZ5L6egXCOMYfvMO/UFEFH3A+t3V
dT0JK4RQcalL9+rFRVADmMZuifN9OFfy25d6631CZ50iqgHTQViVmbrGw2cQdyNWXxq
YLgg+gktadkmzis4J6hF/1e8NOBfrG3n+QthF1l/v2ppYYWIpmmxzUIf6tA1R1Vr8
PhPukjuFfrPLRL3XPiK4Lkd1SI5SMX7L1q4RkcZNINY1LWS8699wIOLRcr8aQYvzZ
Im7tfZUaek]I5ScXIWIEaWT4poMbWxXINj6VWE+DgKWy jkzoxBXSIdLk4XThAldIq
3n5STMkfuWV2A2xHqJtEzI1XeTm/d/JRxIG8hjIs5FNMGIJUSNANIUTVA2putCVfo
JbP4QlafXoEVOYwW/EFJY+brjQadwc/knf/QxszDcKb3THUTxR80AOh6ZysmtLEg
PCaD1xUCDdr4P7DG0OtV7yMaDR608QKmb7TKzCKCPNHougqPT@ODhSB2MRq437+mfSe
EGga/sPMxe@z8ug02CnrCf3eplU3Z0y4eeQSThTKe@Hp5Y1sFlcdZSvjt7GIaHR2
9A22nAJY9Pojt1M+@Dkr/PH61r2brv3sEUACRNhzqCWhAve+zVnVLeb+Fk1rCwXQE
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EwEKACcCGWMFCwk IBWMFFQoJCAsFFgIDAQACHgECF4AFAMCavPYFCQsGcHEACgkQ
rBB70GaS2t3fqg//asHYSTBI4IoLibSF5ZJ8Nalo4EqgRtsO0OW1zr8fCoFbxI+yI
gWrNXR7eoFj8tW07Tj6S0kQr4QZcucLeIlLfox6CtDz03f3WQTHIM/@si5U4If3RA
gBd@vwxVSSSNEsTUUfyl10BHLVwlhaTVfh1lh1dZhzb18LA1Vqu@100GGxvaG3dUl4
OMSRSK8EeaS04hIM8ScjVyhjsuPRmljlwd1EXZ5mkHRGRMGmwi3XysJ]jIeQRFmuG
a9uPes7I/K85r7X91BLz+G/mkSZsrHxzLxFOmMSZtQdhq@8GyMeQlJavs7sb1lUVbg
ag30JEAjggqRsNIQOMIv12/amrRI7DUyQu5YkZQsAyCIhSVZw6z1J1kYVKSw1Cull
VX1n/Aahx5wwaQZA1dDTolX8WvL90/KmEGWbKUSov4@uoRwS0eXP3QhW75kD4zT0
n3pSUc7tXka8GAz5Ar+r9014wc9as2WjWADo3CX8cF0zQ0rN1naMQ++xBIAGO9mMsS8
y3L4ECORqvjCpjUAfhflxwSM7uclCgFBINFKSLV+QGxzWfHjg3+bSQd@hrRn9j4z
Di9aJmFESQ6iykbUjiUFrcI1INUCFKz2awaxh+Sq8UkYcvuxljxdK/zYYEG8DSdQ2
uwlssHCjYVpAbl6hqlEAaSqnhv86020G4Z263Cg3AUZt9RIMBpK2Pn/NmPSzCwX0E
EwEKACcCGWMFCwkIBWMFFQoJCAsFFgIDAQACHgECF4AFAL1771vAFCQlnimUACgkQ
rBB70GaS2t353w/9GhpQqulVUCAsc4az7+ad8q2d90UKX0L12x0j3/ofS8umzZIYr
8KXZxPqBqvLj1lUyAB5Ur4fWVBdp9iP4Vj74jmRih7YatK8heGmNoUANI1/90qV50
ypFObfvWLxvcUNizmS/LYKdNuYcHwyw4bFyTz9gd3XH6Dxak7YiAXz3JgJIXcIB3
ELfpsduzpncLeVwz/dKhYX5iJ7Y/xd4Ew8Ian8FyNDNRwcXobTpPAMNiGLG5xSLq
8RgQfkm@7BVVDtu5tPw4V46gnBXGXNjPhSirGMoNbKZqtPO7TcBQhPQ9c95x73hs
kAqZKHrwilB7cfylI8y5sRFbPa@RXeVWQKEMZdwLsFhCbEex6iXHP+rMKONSIf0G
91F2eJk140n8K7wzak0OnjvNO@OVEN/9D+xD21CXCzbYbaDXX2tYOd4GS72fWOM/zT
96t IH5UtMGMOICuUIjnL34EbzBuxwTENJKhDGQH2P+eUzM9 jmuCTRLLGW2P@Zuof
6GSSNLT+5pw3BIVEZW5PYT1IN613m19MQ7p9BWr7f1CF8CU/xzyPN7TVb/677Be7V
SL1rNFLNi@IdqcbLJ63pTWaUGkCSqRNMfq3cID1zNz2LoVv008VVmdt FRKhHN8h]
h7CUX1aqB0faJhV3FqA9G8sXmSN3r3pusZbl3kfCKsIJUZorThWxdaUBuUH3CwXQE
EwEKACcFA1d1gAUCGWMFCQeGH4AFCwk IBWMFFQoJCAsFFgIDAQACHgECF4AACgkQ
rBB70GaS2t1aKA//dBaXto7zUFRbIvLgcSE3hJOChYZj8Uuo7iYK26mVycyBFQJIK
Iv2XYFIIMwK1Rx1JaljA6BIKE3aYyx2LVTYUlHke826dhH+kV2qN9C6t/VmYpVib
n/i64po7EzD17ykrm5gB+z47uCvyC79/x80uns1mTf/JUql/hYJj2hf1MDWr@7 /X
WclzBLj1T93tg/43Vgz1lwFdrUOcNx1+bQGXKTOi4AXSp3UvCL+2YsQ2/IsPf7Z2zZ
awSuUVkZJr11p87S1MhZeHmTrCHkV1FHIyudLJErcH®337]pd8xDRek7K1xrx2pAS
cKIiyeAMIk/G10uExXYqQEEVFQzMr9Z1MNuhNBJAMr5hVGsTgrwy2hlIrBktXav@7d
01eS1sqw9ViZ7F6t90x51+NkwXVsLsGYSzuNyIfomNuoCgA+cfM3TjzVpslqsgld
WJc9Bavaan2pKF6Lb9Fq8u3HZk2u+YZbvZkqkXwTdZZQOkEmoVV4Y1G86bdpmPy j
8eV7C02NxPii4l1+qV8qJQu/6DsAOQwMtBMUNODmM3BF2+ZmUHUhMGXxq9/4vDE8heE
ffYhHtNTtV6IwwzGZmeZkrYA1POAGLeVp/6iNUe8H5/0Pvh4s2rRmgN+L/dQU1ix
i0AT5iAKoRQGkduXrWc4fAY5KxDB9qna4ogX06QP8rEf1I8ELcNgYEj40IvOwUQE
V3WABQEQALzMOCs9Zvd0@8x0EVbEBj59LrS9dOHVKQ61gmkNakWC+jR35VD6FXpeb
UYACBLTEbVYfKwOP@p6MhFKAsb570J0znKGzE1rVYUZQzhDORKje35rvkajvEcjG
AWMLT jr87pWHeDO®389ER64bz0RNcfa/1+YP56PI+CThb2wUvTTONGIkPQUpVhH+P
256cQL/YOFwu4XLerpwN+YKgMQ47raRcydobPeSTMQr9fVKRy0zFEOTrvNpCVDUqi
77d0gLDLjH1I1Dy0X555458XYLb91eY0iFvnu2pTCKiiEXRCSYK29mAQePK1TCCn
Qx0jbmBbGS8mVIkpQ5vpvXvzpY3IIjMXaDGqWSQSYGXhECYxCR5e0tKYbCwwPIc2
rI15gW6yXyw9pKmj5XafTP7YHTVRSr7CZ/VLKDKkW16ATQ9nPOglmjwjpDFpmN71h
J1SKMazkh@QGV5FW3dK+GLwxiWdgx3htbZExrWyvumWQF /xBF7puKIBEXcoM5Kfk3J

F—@EREIE 262



BRAR Java B9 AWS SDK 1.x 1.x R ABER

uZekBwcnVkfNFF2RAkM1ALg8INGzLXc7ROUEM@BXVirfju7IRtWLb3UhIWCUhRW2
muyYegSTkag5MduD1IJK37GL8WI1AL65taYgZegUoxHdSaEOefOhspxuduz8d33z
UVIWCFhi+r/+BMCQmTRbF8a07fTC1dGd@84DRP6QE/dMT4u@ZEn7ABEBAAHCWXWE
GAEKACYCGwwWIQT+uSCfLy8/RmSEHIWsEHs4ZpLa3QUCZwAXCwUJEWVKhQAKCRCs
EHs4ZplLa3XtzD/9dwilgffV70UTq8w/21jnlowHp@9jxP7WHTmPWHE@BWS5yFIW1V
A1gKN6YmOdw+LvS5WOKJaRnyewUyBxWvZsn6Wlb5qzY7nmCOKIpYtuCUPwiqjXWP
EM8c/vOMojSuwMOXBAVilLvOFhgdUrHn11k962XvWAW++4DXFh2deaV@163IFMRmO
PNPDAiPWBVqVvBANIh2sLRZ5gd1BXwpVrd+x8tzyr69YrN7hutP1CyPEUM9//mcEh
VFPsbW/i0x/foCE3NXhQm/rSMKecVn5csXBV2J01Mzi+8txYNrSBLkjbSB1AvTQl
aG3+nCNCgM2XDLyoj@IrgZ1To4Ay5gmTOR+msY/cfoIukKFYenmtxy6jM80o5uSZHg
hoClrx9IA98hhGQ73G2r5EDpXul/uCXn53Sswj65b19IssfqEloji/FonkkpEgeg
bGXFDUnrhicD0O/WOzgpXf2Fa@DQWY+Vc/pt52ftBFgwzCNIUYDKUhCHPNZOwtLtd
N2fkXHNiCavCDZ10ud7FHHwWmRNdj2qluKxe4m+pFYmKwAU/H+Htkz9Gjsj+ZKedY
nnfai2s2gQ0rbfwvVOVdhCWSuLK17ZnGTtiJuOUQI1V8n6QQIpohd3mVgmynu6gQ
uKw@YS2RUEUFv@v0Og2tASA+4EM/SBUpGhudODLA4b5w04gKmh1B1HqQrIsLBfAQY
AQoAJgIbDBYhBP65IJ8vLz9GZIQeVawQezhmktrdBQJ1JEokBQkPj/2fAA0JEKwWQ
ezhmktrdwMAP/RpFylIL4yhgscBOENQ7e3No80raNk@z/YhSd125N/uQVEU9431GQ
rrvQ+4lLfve2laPweBD018/A0CsmOyHPVQMAQa2vx8ItVdIcNc8iFkP4AJ192210q
i@VhoblUeZnlfK9+Qvq4PQ21hWlrQuzyl /S38RESAT1I25sfIJOP+RCaR1MH9dm85
E56Lee6uZR8SkGuil6kGpPh6fWTNij3bICjth1iSSCL2HCOW81vcwS1dDu2EfILU
QCSqfSG7bF8dFk+nKhzhVX0Uks3XGjLAdICxZewU5ycryitpfRgARgZs2A43gshdi
fiKaX6Ksan@3uhKDrLhDHNj2y@7PUrFo8ggt1RpV/PrlB/UqCsCOFUOixbD+n4ZF
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