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ft &2 Amazon EventBridge Scheduler ?

Amazon EventBridge Hff228 R B A REFHEESR , I BERE—SENPRBRBEL. HTREET
#. EventBridge Scheduler EEREAERMY , IZLHEH A AT WAEIR 270 B AWS R
##i8 6 , 000 1@ API R{EMV{EFS. EventBridge Scheduler " EEMENEEERRE AT EHS
B REEES , IRERARERTHR LR EHERRA,

EventBridge Scheduler AI St R T EHETR , WREMS] , TARIZFT B Z00 7 ARRENHERE,
£ H EventBridge BEf288 , BRI AEABEHMEERH Cron Ml Rate RIEXNREVHRE , IBE— XM
FA. BAUEREEENRAEER, EREHRS , URBREARBREFNERAERR,

*&E
« EventBridge HEiE288 Y T EIhEE
« 1ZHY EventBridge HFf285

EventBridge BFi28e MY = E Thae
EventBridge Scheduler 2t THI X EThae , AT ARRE B ENERBERE,

- #7{t B & - EventBridge Scheduler X E &4\, B , LAFEH Amazon SQS. Amazon
SNS. Lambda #1 EventBridge #1TE R API 21, FABEAEEZNERE , BULUEA
EventBridge Scheduler £3#2#& . EventBridge Scheduler SDK = RiXZ% EHEFE AWS CLI,

- JBF B - EventBridge Scheduler 12t @A BZES2# (UTP) , JRAXREIL BT #ER , UHEE
B 270 18 AWS BRFFEiB 6 , 000 1@ API iREABE, FEB UTP , &R LA EventBridge
Scheduler £# A& . EventBridge Scheduler SDK = & E B 5T 5% AWS CLI,

- BEMAFER — EventBridge Scheduler X IEEMIFE , ZE Lo 8HE K LEHHIAZTERHIERAB
ENFEARGNEBREFNATEM,

- B3 - EventBridge Scheduler at-least-once EHRFEZEEBE , ERRELE —BERTHINER
B EHEMNEE, EventBridge Scheduler AR A XM IE KB EHENEFH XS, EventBridge
Scheduler 8 ER XMW ER , WEEEHANESHENTEY , YRRBETH,

fZHY EventBridge #Ef235

& T LAi%EIB EventBridge EventBridge 324 . EventBridge #1228 SDK AWS CLI, S ERFEH
EventBridge BF#288 API 2R EventBridge BEf288.

EventBridge HEf2=RH =20 5E 1
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5% Amazon EventBridge HEi285

BUALTR TSR, FTEAER EventBridge HEfEE8,
FE

- FEft AWS

- B IAM A E

- R BEBXK

- BREHTABG

HEHE

- BEBESR?

atfit AWS
MBLRH AWS IBF | BER THISBRR L — M.

S AWS IRFE

1. BARK https://portal.aws.amazon.com/billing/signup,

2. nHLﬂE%iJ:?EI/j_\L‘fTo

Mo EMEFREPREREN , A EESFR B ARER,

EEGEM B AWSIRF , AWSIRFREAESREY . REAEFRTFIIRFFHIFRE AWS IR
¥NER. FRZERAER  FREEFIEERGERASE  YEECRAREAERUTER
REMEFIENEL,

B IAM EAE

FEEVEESFERE K FEETIHSP—ERE,

EEf AWS 2


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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BEE— £ Big &t mr L

EEE

EEE

A=

£ 1AM FEREHREFIN SEE & AWS IAM Identity &EiB7E AWS Command Line

ldentity ~ AWS, Center EAAEREEHAFIF Interface ERAEERMFRE

Center HEREA . AWS CLI BAfE /A REEE AWS
ERZEMREERK—

= IAM Identity Centerf2 &% 51717
(B5%) K. FRAREEBNE .

Eﬂ nﬁ/ Eﬁ IAM EFH
EREEHN IAM Z22

Eﬁ :I:E;]'%o
£IAM  EARHBEFR HiEfE (IAM ERAEE AR (IAM ERERER) F
oy AWS, Y PRI IAM FEAE MNEE IAM ERAENEFRE
) EITESFN NETR. WEREUREXRFT A REE.
(RE=H
£ /)
EA TEBXR

EL—ESBS  REFEABEAEHEE IAM E£AEREFIREN AWS ER, EAZHIERT , B8
Z4£ i fEA EventBridge HEifEss , BRZEBVEBNEAE, FEZAC , REB®EHA EventBridge HE
EES A EEF T, EventBridge HIERSXETHE RFERARAINZIEEER,

- AmazonEventBridgeSchedulerFullAccess - i E#2 & M API #2F EventBridge HF 288 H ST B 7 EX
¥,
« AmazonEventBridgeSchedulerReadOnlyAccess — & F EventBridge B2 25 A M B FEUE,

B LS ELSERFREREIEN IAM T8 | mesasl—ESBPEREAdninistratorAccessi
R—H, WEFRAESHE IAM BIRE®E EventBridge HIEESZEVERI MBI |, 552 the section
called “F R & 2 B BK",

B REBE 3


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com//singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started-emergency-iam-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started-emergency-iam-user.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
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REHITAS®

#HITAE®E EventBridge HERRERBIEH IAM A€ | LUE AWS RIE RREEHM B, ST
BEEEZA® | LUEF EventBridge HEIZ25 5 A B £ FZEUE,

ERERATREEYNNIER  OWAUEYHNHATAR, WREMEM £#4 , EventBridge HriEsR
SERBEEEENER U FIRKKREEUAR, E EventBridge SIERA/LRUAEK  AENEHLE
HERIEHRURSIE , URHPLEEIATURREBEZXAC, EURHLBEENEEREAZSRE

B
o

THZRRAIMAMEILFTNATAR , URAMIR T EventBridge HEZ85 WA B BN FEE, AEE
RARFIEA BRI, MEMEEMBEFFAINFMAER , 552/ the section called “EAZAE

il 7
S O

R BI#HITAE AWS CLI

1. BERTIEEHE JSON BUER , XA HMAES Scheduler-Execution-Role. json. BLEEHK
R ALEF EventBridge HIESRARERERXAE,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexrvice": "scheduler.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}
/A Important

FECLEEREDRTEITAC  ERLEFENNREREE , UHIEEEREABE,
MEFMERARNEHIBER |, 5528 the section called “TAPHBEERE AN,

REHITAE 4


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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2. 1% AWS Command Line Interface (AWS CLI) #i A T 5l 65 o 5822 M #7HY £
8, SchedulerExecutionRole # MR ALERHELACHER,

$ aws iam create-role --role-name SchedulerExecutionRole --assume-role-policy-
document file://Scheduler-Execution-Role.json

WMERKL , BERRT @Y !

"Role": {
"Path": "/",
"RoleName": "Scheduler-Execution-Role",
"RoleId": "BR1L2DZK3K4CTL5ZF9EIL",
"Arn": "arn:aws:iam::123456789012:r0le/SchedulerExecutionRole",
"CreateDate": "2022-03-10T18:45:01+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"

+

"Action": "sts:AssumeRole"

3. BEEVNABURLASLFT EventBridge HEESRMUAER , FEETIET-—EERBER, #H
JSON FFATBR A EH@EFA . jsonfER,

Amazon SQS - SendMessage

AT foFF EventBridge HERZ 2R &R P FHIPTA Amazon SQS {751 LRy
sqs:SendMessageB){E,

JSON

REHITAE 5
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ERAEER

"Version":"2012-10-17",
"Statement": [

{
"Action": [
"sqs:SendMessage"
]I
"Effect": "Allow",
"Resource": "*"
}

Amazon SNS - Publish

LAR 72 7F EventBridge BFFZ 88/ I &bk & R AT S Amazon SNS E&sns

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"sns:Publish"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

Lambda - Invoke

LU o 8F EventBridge Scheduler B} IR F R Ff A Lambda BX
2{1ambda: InvokeFunction® ik,

JSON

:PublishiyEh{E,

REHITAE
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ERAEER

"Version":"2012-10-17",
"Statement": [

{
"Action": [
"lambda:InvokeFunction"
]I
"Effect": "Allow",
"Resource": "*"
}

4, T THGEREIFHIFATEE, PolicyName i R AGERFELBENERE,

$ aws iam create-policy --policy-name PolicyName --policy-document file://
PermissionPolicy.json

MR, EEBRTIE L, §

BEEBRMANIITAE,
{
"Policy": {
"PolicyName": "PolicyName",

"CreateDate": "2022-03-015T19:31:18.620Z2",
"AttachmentCount": 0O,

"IsAttachable": true,

"PolicyId": "ZXR6A36LTYANPAI7NI5UV",
"DefaultVersionId": "v1",

"Path": "/",

"Arn": "arn:aws:iam::123456789012:policy/PolicyName",
"UpdateDate": "2022-03-015T19:31:18.620Z"

UL BHER ARN, B VET —ELSRAER L ARN | FEEERE

5. BTTIGS , BBERERELNBITAR, your-policy-arn IEE L —ESBPEIMK

% ARN B\ » SchedulerExecutionRole A#{THEBHNEZBEUL .

$ aws iam attach-role-policy --policy-arn your-policy-arn --role-
name SchedulerExecutionRole

attach-role-policy BEFEEGTYERE [ FE,

REHITAE
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REHR

#3I EventBridge BFEsRHiRE2 0l , BELFE—EEESEWUALRE, BULEAREN AWS &
R, RBAUFNER. THTERRANAIFER BILHIELE Amazon SQS 175 CloudFormation,

B 3K Amazon SQS {75l

1. #BHT%] JSON CloudFormation &7 , Wi HfF##F A Scheduler-Target-SQS.json,

"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyQueue": {
"Type": "AWS::SQS::Queue",
"Properties": {

"QueueName": "MyQueue"
}
}
},
"Outputs": {
"QueueName": {
"Description": "The name of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"QueueName"
]
}
},
"QueueURL": {
"Description": "The URL of the queue",
"Value": {
"Ref": "MyQueue"
}
},

"QueueARN": {
"Description": "The ARN of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"Arn"
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}

}

2. £ AWS CLIB{T %@+ , #8Scheduler-Target-SQS. json#AE I CloudFormation

Bo

$ aws cloudformation create-stack --stack-name Scheduler-Target-SQS --template-body
file://Scheduler-Target-SQS.json

MRKY , EERITIE L

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/Scheduler-
Target-SQS/1d2af345-al121-12eb-abcl-012e34567890"
}

3. #ITTH@ S LRR CloudFormation BB EER . LEFADSHBIRENEARFIEENS
o

$ aws cloudformation describe-stacks --stack-name Scheduler-Target-SQS

MR , W HEEIL Amazon SQS 1751 EE T 5 H

"Stacks": [
{
"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
Scheduler-Target-SQS/1d2af345-al121-12eb-abcl-012e34567890",
"StackName": "Scheduler-Target-SQS",
"CreationTime": "2022-03-17T16:21:29.442000+00:00",
"RollbackConfiguration": {3},
"StackStatus": "CREATE_COMPLETE",
"DisableRollback": false,
"NotificationARNs": [],
"Outputs": [
{
"OutputKey": "QueueName",
"OQutputValue": "MyQueue",
"Description": "The name of the queue"
1,
{

REB®Z 9
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"QutputKey": "QueueARN",
"OQutputValue": "arn:aws:sqs:us-west-2:123456789012:MyQueue",
"Description": "The ARN of the queue"

"OutputKey": "QueueURL",

"OQutputValue": "https://sqs.us-
west-2.amazonaws.com/123456789012/MyQueue",

"Description": "The URL of the queue"

1,

"Tags": [1,

"EnableTerminationProtection": false,

"DriftInformation": {
"StackDriftStatus": "NOT_CHECKED"

HREARERD , BH8EA {EQueueARN , #T5IFRE A EventBridge HEf2ERHY B 12,

BRETR?

THRESRE , FEAAFEERELENS —E EventBridge HFiZzRHEE2R YA B #Fo,

BETR? 10
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EventBridge HF#Z88 A P9

AEBERAEIFH EventBridge HERZBSHET2. B A LUE A EventBridge HER2BS £ 4 AWS
Command Line Interface (AWS CLI) 2 AWS SDKs*R#. EH &4 Amazon SQS B ZKHRE. A
#®, B ELHE. REEH , UREARIBNERARERE, BEYHER , SKREHFERERY
WABE , WAARASEEZERZFS,

(@ Note
EEERAEE K BEREHRTEES PAIRRELESFAIH IAM £ H Hthe section called “fF
EoBBE, EERENNBREFRAEZR , YT TIDIREBELNENER, EEEERN
£ 1D MR EI LT HEERE AWS CLl,

$ aws configure

AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE

AWS Secret Access Key [Nonel]: wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
Default region name [None]: us-west-2

Default output format [None]: json

MEFEEAERREFANGFMEENR , 3528 < F AWS Command Line Interface 2 hx £ F
EIE/) PEERENELIER.

F&E

- FRIGRH

- {4 EventBridge HifEes T AR U HE
« fEM B HEE AWS CLI

- f£f EventBridge HFf288 SDKsE I HEfE

- BRESR?

FORIRHF

EERAGROSEE T, EAERT FHBAE
. ERFFRNER BE

TORIRE 11


https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-precedence
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£/ EventBridge BFREss T S B HEE

EREEARMHPERE

1. BAAWS EEXEA , RARBEFLUTER , BIRK EventBridge £ &# EventBridge Hf2
E5[EER : https : //https://us-west-2.console.aws.amazon.com/scheduler/home?region=us-
west-2#home

(® Note
ZBE LR AWS EE TR AN EFRER AWS EiF RYVBREH ,

2. EHEREL , BEFEVTHRE,
3. GEREEIHEFEEFAANIERBNERERT , PITUTEE :

a. EHREBP K WAHRENSEE , Hl10 MyTestSchedule
b. SR -EER , MABENER, B0 : My first schedule,

c. HREIERE , FRTHNFEREPRFEHE, MRELHEREMA[HERE , &
ALUEESRENdefaultBil. BEEUFNGIERE A FSEZERAHRPRERVEBC
HBEREER, S AERBIRERE  ATEFENGREMN EER,

4. HEPFEEXERD , BT THIEME:
a. #HBRLE  EETIEHF-ERNXEER, AERRERBEZENEAMEE,
o —IRMHRE - AMHERSESEEN BHNMEERUA BT IR

st¥ B HAFNBER |, B YYYY/MM/DD BB AB RN B, A% |, UL 24 /pEEhh:mmi& X35
ERE#HKL. 5%, TN BEREFRIEZRE,
o BEAMHE - BEMHRSLUEFEAcronRERNTERREXNEEERWABE,

BIEL Cron HEBRNHRE | UEMcronREXREHSE. BECAERRREN , FRE
DERAERNHRE  YWABNER , ARRTAXFERRPEREEM

WFEAEM Cron M Rate REXNWFMEET , F2H HHEEE,

b. HNEMEE , FREEMIUBMEER , IRNTUAXNFETEEEP—EARLERNFR, 4
W, MREEE 15 pEIREERMERE  S0EFEARE X, AIEaEsS/ ) K—HK
Y 15 7 ERFIT,

FERAERA 12



https://us-west-2.console.aws.amazon.com/scheduler/home?region=us-west-2#home
https://us-west-2.console.aws.amazon.com/scheduler/home?region=us-west-2#home
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5.

NREEL-—ESBRTEZEREHE  FEREHEERRTEERE , WE R R EHENR
M BNEE , URERBENERE, REME BN BHtREESEEL MBS, K
BRERANNBHEESRERERAAREER.

1E$# Next (-F_i)o
EENEFEEERL , T TIIEE:

a. ENEHABE, ARBRZFBE AP, EHEHIH , RIA5EE Amazon SQS SendMessage
g BE,

b. 7£ SendMessage [BEH , ¥ SQS 7% , arn:aws:sqs:us-
west-2:123456789012: TestQueueft TH N BEEHIEZFRBH Amazon SQS 175
ARN , fflan , ZEZIFHTY , FHEEEILFH SQS THILIEEE Amazon SQS Fi#E
B, BM{THI5ER%E , JRE EventBridge HFESR AW EFRBEB T NNNEE, BHFHTH
ARN FEENHR | I B o] LLEEY,

c. H$HYHE K WALFE EventBridge Scheduler X+ ZE B EM RS, ELEHFH , RMASET
FIASEEZBEZ(TS : Hello, it's EventBridge Scheduler.

BET—F  ARERE - ERERL , #TT5E#E

a. EHFENREERD  StHBAHE  EARERMEEMIIsE. RIZFER , EventBridge HEE
SRR A BV HER,

b. HEHERZREMNBEREERS , 5RE EventBridge Scheduler 1512 58 B & BRENHY B E

- MREBEEEMBRIERE , FREMER, R —XMHRE  ESEHEFARAEE— R 2B
£, HABEBMHRE  EREAHENGER—XFEFHACE. MEBBHMBROFMEN ,
52 Bithe section called “HFi2 T 5 & MIBR”

- WMREFFHE EventBridge Scheduler L HERR TE N R KRBV A BN #E , F5:#1E NONE , HFE
EE,

c. EEHBENENFITS (DLQ) BEH , stHEHBEE  BRERUZEHFENERRK
K, BEHERABEEZ , WRSFEELFAHEE , EventBridge HIiER @ EMBITHR, —
BEREWIE , ERAEREHENERABRENERRE.

d. $HYEHNRREZH-2A , @A EventBridge RSV AREREEEHNRR DB
(s) M EE (s)o

(@ Note
RKREH 24 M,

EREEE 13
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e.

HYEFHABLR , @A BEE@IERE |, EventBridge HIESREMERMITHENAE L
PR o

(@ Note
RAERKER 185 Ko

SHEENF T (DLQ) , FRETIIEEFIRE

- _ MMREFERE DLQ , FHiBiEHEE,

- ERE AWS IR FHIZEL Amazon SQS P54 DLQ - ZEFIEE |, RRETANXBEF
BEUTH] ARN |, BRTE AWS RS B2/ T HE2RY DLQ #8ERY DLQ,

- BHEHAM AWS IREFH Amazon SQS 1THIIEES DLQ - # 2B It #1E |, AREATIHN
ARN , SIR{FHI{UA S —E DLQ AWS tRF, EHEBATHIHNTEY ARN |, A HIIE
18,

EMBERF , BESIMERE (&R )  UEAEFZE KMS £R8RNBEN B EH
Ao MRMBIBEFNIRIE | FWAREHN KMS €18 ARN , SBEEIT AWS KMS £ LIEE
Z AWS KMS £3# A, ZE EventBridge Scheduler M INZFREERINFEMET , F2HE
the section called “FFAEMN ",

YT  BECAREAC  ARRTHAFETRRLEEREEFHBRINAR, £
AILURIZRIE IAM EEARBIFHNAE,

MRIEFE EventBridge Scheduler BB FVHITAL , FRABREALEELNA
B, EERAACERE, MRERZIEE  EventBridge Scheduler 24 &4 B ZFrEHEF
AMEEAR,

10. EHE Next (T —%),

1. EREANEVHEEE L  RESENFHAER. E8EAERPEERE  AWEROXSRIFE
HEFWE.

12. BEERVHENTREMFTNGRE. SUNEIEEAREAMEZELNRENEE. TIRENET ,
BEVENHBEERERCRA.

13. ZEERBENHEEREWUA Amazon SQS B1E , BB Amazon SQS FE AW 1T T FIENE -

a.
b.

C.

RATIIBEFEZEZEBRTH,
BEEERERAL
EEENZWASEENZERAST  BEWHAALS , SUEIHIREEE B RTINAEA

=]

/N0

EREEE
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EA EIIHERE AWS CLI

THIEHIRE A EH AWS CLI f8fcreate-schedule , LB EHE A Amazon SQS BEH
EventBridge HFfERHERE. BT HSBWEAZVEERNRAEBNER !

 --name - B AHFREHNE R,

RoleArn — B A\ ‘R EERHFEE VBB EITAE ARN,

Arn -8 A B M ARN, EILIERT , BEA Amazon SQS 1751,
B A — 8 A EventBridge Scheduler &% = B EFHIMNA L

$ aws scheduler create-schedule --name sqgs-templated-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \

--flexible-time-window '{ "Mode": "OFF"}'

£ F EventBridge BE#288 SDKsE M HFiE

FETHEFIF , LA LAERA EventBridge HEf288 SDKs B EHF AR Amazon SQS B EH
EventBridge BERZ 88 HEE,

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sqgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "Message for scheduleArn: '<aws.scheduler.schedule-arn>', scheduledTime:
'<aws.scheduler.scheduled-time>""

}

scheduler.create_schedule(
Name="sqs-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window)

£ AWS CLI 15


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule.html
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Example Java BI&EH

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target sqsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<QUEUE_ARN>")
.input("Message for scheduleArn: '<aws.scheduler.schedule-arn>',
scheduledTime: '<aws.scheduler.scheduled-time>'")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(sqsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.builder ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and an Amazon SQS

templated target");
}

RIBLER?

WMEMEMA £ A AWS CLISK EventBridge HEf288 SDK B HIREMNFEMENR | F5

T‘»

%E': EEF*EO

BETR? 16
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- MENAMREHENBEY THROMERAERABESHNFMREN K F2HREEEE,
0% EventBridge HFEERERIAE N AP RIEMNFME , 552 EventBridge HEi288 APl 8%,

BrELSE? 7


https://docs.aws.amazon.com/scheduler/latest/APIReference/

EventBridge HFf288 EREEmR

EventBridge HFfE28 PRV HEIREHE

T3 EREREA Amazon EventBridge HFFE2 X B T EIHFEEE |, LAK EventBridge HFfE 28 (NI RIE H
KREWEENETRDRFESERE, EUNEREHERE=EHEEEEE . LURRAERE,. L Cron
BEBRMN—IRMHE,

HRERHHM Cron RHEAHZBHMEHE. CUUERALERECIEEENFERENANRRESEBHY
MHREA |, WISTE EventBridge HIESF MM REXNKE,

—RXMEHRERAMA BT —XNERE, S LIEEE EventBridge HFERRTMEHEEN KA, BHANKE
R E — IR M HERE .

@ Note

EventBridge HFf288 EFTE SRR G 60 WHREREUARB R, ERTNREKIHE
RERKE $171:00 , ABEREBREBEMREL:00:59 , EETE 1:00: 00 2HUABE
AP,

EATHRERT @A SSEEHEHEEEREHEREN , LRI EventBridge HERZ88 L3R
E—IRMEHE,

£

o URRAEBNHERE

« A Cron HERNEEE

- —RMHRE

- EventBridge Hif2es LK [E

- EventBridge HEiE28 E#Y A X EIF K

LURER S ERNHE

DLEZAERNIIESELANIEEENRG B RRE  YUEERN —RERHIT , EXHEN
BREMA/L, BUUERANERSGERNERRERE RNBHEEERRG. flm , WREE
EF157E. S2/KHE5 RUAHBENHRE , EUNEANERSERNIFERERL B Fo
BRI LMERARRRIEXRENERSERVEERE

MR AERNHE 18
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BBUERSEBRNRE , B LER StartDate BURREHENE —XNHE. MRE
AStartDateRHLUERSEBAERE  SNvEIES LR KBUAEBE R,

BEREXNEMELERUAZEIR , MTAAR.

=R
1=

rate(value unit)

value
E8,

By
BELEHERAEBENRBEN,

A& A . minutes | hours | days

]

THIEHIREBAAIHEEL AWS CLI create-schedulem S EAERRERNRRELLRREEBAOHE
B, hEfeBUSA ERNT XNHRE , YEAEARSqsParameters B A AR EIEE
Amazon SQS 1751,

HRLEHFTERE --start-date SENE , RtHIESEECEYYRARIRBAREE R,

$ aws scheduler create-schedule --schedule-expression 'rate(5 minutes)' --

name schedule-name \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \
--flexible-time-window '{ "Mode": "OFF"}'

LA Cron AEBHHERE

Cron REXESRIBMHENBHMERE  EREZENSEREEIT. EventBridge HifEes X EE R BRE

BB (UTC) BB N HIRERIEEN B EDERE cron BHERRE. /A cron BHEE | B U E FthieH
HREHTHERNER, EREEHH—1E EventBridge BRI EXRREXNTZEN BT BHHRER
SE{E A cron B2, Bl ALY E LS 8 00 HATH cron R, A ¥ EXEKREASMEA

WE—EER—., B LERA Cron RIEXFRE Cron BHEE,

Eit 19


https://docs.aws.amazon.com/scheduler/latest/APIReference/API_CreateSchedule.html#scheduler-CreateSchedule-request-StartDate
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Cron REXNEBEUEE RN AEELEMRN : 288, DB, day-of-month, B# B, day-of-week , LA
EEFE—EEAMM , WX

Eh
CI=]2

cron(minutes hours day-of-month month day-of-week year)

W1z Values (B{E) BAFRT
o8 0-59 ,=*1

N 0-23 = *
AHiHE 1-31 ,-*?2/LW
A 1-12 = JAN-DEC =%
EHH A 1-7 =% SUN-SAT -*2L#
E 1970-2199 =%

BAFRT

-, (25R) BRAF LI EENNE. EAMNM , JAN, FEB, MARB#E—HR. —AE=A,

. -(BITER) BERFTARNECEEE, EFHMMN , 1-15 B EREA M 1 E 15 5,

- *(B%) SEWMNPFIENE. £ Hours (VM) B , * B EBA DK, BEEZEAPHEE XM
BAHWHE - RAMERCREER s E8EHY—ERUERAT , BXEES —ERMLER 2.

o | (R BERFTRAREEEE, £ Minutes (788) 84 , BRI L@ A 1/10 BES+2ENER , #®
N E— D ERR (BN 11, 5 21, % 31 DEE),

- ? (B BAFTARKRAREEM—BE. EARWAEMN , BalgA 7, MREFEZEREA
W7EREHYE  RUNEATH BRI EA 2,

- L EAF It Day-of-month (A ## BH) = Day-of-week ((BHH H) B AiSEA B RBHHE —
Ko

- WEAFtiE Day-of-month (AFHB) M AEEIEH. 1 Day-of-month (A K B) #{L , 3w
EENRAGPREEE=EIHBNEF.

Eit 20
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- # BAF T Day-of-week (EFH ) BUTEERBEADEBEER FHEEHTEE, 4
m, 3 RRAXANE_RBEH - .3 2EEH - K RATESBENE=X ,2ENE—BAARAX
HRWE-K,

(® Note

MREERH Fu, AIRREERERUFERE —ERENX, Fl0: "3#1,6#3" BEX
B, ERAEHEZFAMEREN.

]

TH & HIRER{AFEA cron RiZEXIZHE AWS CLI create-schedulein S REEEL cron AEBAHE
Fo LEFIERUTE 2022 FF 2023 FHESEARE—RBEHE L4 10 : 15 UTC+0 #ITHIHERE |
I fE A EIASqsParameters B 2B A& A S EIAE) Amazon SQS 1751,

$ aws scheduler create-schedule --schedule-expression "cron(15 10 ? * 6L 2022-2023)" --
name schedule-name \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD"™ }' \
--flexible-time-window '{ "Mode": "OFF"}'

— R B

— AR SRS EARR B MNRERRKEERN B HMEEILAB | —IX. EventBridge HFfEE %
RUBRZRERE (UTC) EER L IEREEN R EETIRE.

(® Note
—XMFERETRBTEUARBEREZR , MEFACNIRFER. RMEBETEIATEM
BRIGHY — IR MR,

BRI EREXPER RE—RMEHRE, at REXITEEFE EventBridge HEZ2RFA A HERER B A
H%Faﬁ , ZZD-FFﬁ'/T_\o

=R
1=

at(yyyy-mm-ddThh:mm:ss)

I >
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BIRERE—IXMHERERF |, EventBridge BFfE83 € 2B StartDate , MEndDateBEAHRIEE .

L]

THIgEFIREIMAE REXNDFEA B AWS CLI create-schedule@d HREBRE— R EHERE, WE
Bl HERE , f£2022 £ 11 20 BTFHF 1 B UTC-8 #i1T—k , X FEAEARSqsParameters B
HRASEIEE Amazon SQS 1751,

$ aws scheduler create-schedule --schedule-expression "at(2022-11-20T13:00:00)" --
name schedule-name \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \
--schedule-expression-timezone "America/Los_Angeles"

--flexible-time-window '{ "Mode": "OFF"}'

EventBridge HFiZss LV EF[E

EventBridge BFf288 X B BB EMN T TEFEELE cron B — X4 HEFE. EventBridge BEFZE5 1 FAMEER
RIS AR IS IR MAE (IANA) HENEEES R E,

£/ AWS CLI , B LR E B HE EventBridge HERZ2R £ A - -schedule-expression-timezone
SETEHRENEE, §l, THGSEE] cron EFRE , X L4 8 : 30 £ America/New_York F
F A& A Amazon SQS SendMessage B &,

$ aws scheduler create-schedule --schedule-expression "cron(30 8 * * ? *)" --pame
schedule-in-est \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "This schedule runs
in the America/New_York time zone." }' \

--schedule-expression-timezone "America/New_York"

--flexible-time-window '{ "Mode": "OFF"}'

EventBridge BFfE28 L#Y B S B 40 IR ]

EventBridge HifZ2r @ BB RELMNIERZ T E B X KB, ERBTE Spring REBIEBE , 201K Cron
REXZEFTEFEENBHNERE , ISKBENEERA., EREERRORERE , ENWEEREY
T—R, MASEEHRAA, THWUABEZRLEEEEN BHMNKR,

EventBridge BIESR S RBAER U HERIEENRERFAREIRE. WREE America/New_York &%
EHRE , ZNHESERRENKREEERFFAE , M America/Los_Angeles FHEIREEE=/ REE
PRS2 ERREE,

&4l 22


https://www.iana.org/time-zones
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BRAER daystAENAERRAHRE | FlW rate(1 days) , daysKEREE LK 24 NEHSER
B, EXTEAXTHNESEER—KRBEE 23 /NF , RERE 25 /N | EventBridge HERZE8 NS
EHRNGE—XFARE 24 NFFEERRIES,

(® Note
RBEWRAUNER  REREFSET A AHORE, MREERETHAHIFENEE
BB |, EventBridge HFEER T EARENHRE. BXHNSERENERNE A HHEED
(UTC) V8RR,

g4

fRERE1E America/Los_Angeles FR{EA T 51 cron RFEXNBEIUHEMER - cron(30 2 * * ? *),
HHESEEERENEXRLSF 2 30 #1T.

+ Spring-forward — BRI Spring F 4 L4 1 : 59 FATBEEES 3 : 00 B , EventBridge HEi288
ERBERNHERAA , WEE-REBEEEHTHRE,

- B -ERFBE®2: 59 am. @#&FRBE 2:00am. B, EventBridge HI238 RSEWMIIR RN
2:30a.m. BMIT—XHRE , EFEERBRILE 2 30am. BREEHERA,

R e E Y B

23
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£ EventBridge HEfZ28H E R HEE

HERE = EFE A Amazon EventBridge HIFESR 2, RENEENETEER,

BEEEHEHERER  REHFENTHREMIAR, EventBridge HFiEsR X E=EHENHE
BE, cron M—XMEHE. NETRHEEENFREN , F26R HEEE,

BUHRER  ZUUREEUANEERE., BERSXHEHITE EventBridge BERRS R REM L
API #4E, EventBridge Scheduler X EMERANBE . X ESFUEKZOREFENER AP
B, UREBERBESHE (UTP) , B LLARMWE 270 ZEARKEFEIER 6 , 000 EFRME. MERE
BENFREN , F28 EEEE,

E EventBridge BIRESREER I ESHRAZEER , B UFEAMEZTERFIREEHERE XN
WA ERBRMNERFETS (DLQ). EFHBEREIRE EventBridge HFESS X BEARKMEHFHR
B, URRBAERESHHNEBEERE. DLQ 2Z% Amazon SQS {75l EventBridge #ii28% , AREE
ABERAZRZE  BRABNBL4RAE . BFLUERA DLQ REHFBHEIHTIHEENEE, 0FE
HEFER , 55828 the section called “5%7E DLQ”,

ARG , BUKBFEAEES. AWS CLI # EventBridge HE#225 SDKs &2 EventBridge HEf2 25
B2,

F&E

- £ EventBridge HEf2 28 P @2 EHERARAE

- £ EventBridge HEfE2 38 P ER TE B RF R

- 1£ EventBridge HFE R F A EHENERFZT5I

- 7£ EventBridge HEf2 85 M ERBEFE

- BEBESR?

£ EventBridge HEfE2s P 2 EHEREARRE

EventBridge BFZ28HEiR B MEMEE : BAMER. THEHIFEMR UpdateSchedulefE B8R 7 &M
BN Lambda B K HEEE,

£/ KfUpdateSchedule , BXARMATE XL EN S, EventBridge HIRESRERHENHFERRAE
RENEF. IREBREELENERENSE , BIFEEA null,

S2FHERE 24
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Example AWS CLI

$ aws scheduler update-schedule --name lambda-universal --schedule-expression 'rate(5
minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

\"IA\"I N

--flexible-time-window '{ "Mode": "OFF"}' \

--state DISABLED

"ScheduleArn": "arn:aws:scheduler:us-west-2:123456789012:schedule/default/lambda-
universal"

}

T 5856 Python SDK 1 UpdateScheduleig{ExR{= A E A2 B #Z2LL Amazon SQS % B ZE/
HE=.

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sqgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "{}"}

flex_window = { "Mode": "OFF" }

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window,
State='DISABLED')

1£ EventBridge HEfE 85 PR EE M RFER

ERER R R RREDER | EventBridge HIEREEERENBRAMABE R, EETHFERREHE
ERAABEENBRATHEREA. REELKRERD HEN B RRAARRZHENTEM.

REE MR 25
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flan , MREHE/DRHITWHRERE 15 pENEMERER , AIgEHERER 15 2ERUABE
LAF AWS CLIFI EventBridge BEf288 SDK #if5l{£ A UpdateSchedule A8/NREEIT —IXMHRERTE
15 BB ER

@ Note

BN BEERDERTEEMEIFR, MBETERELIRE | FBIEE OFF, MR BERES
FLEXIBLE , BIAZBIEEHRESHITH R KEER,

Example AWS CLI

$ aws scheduler update-schedule --name lambda-universal --schedule-expression 'rate(1l
hour)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

\"H\"I" 3N

--flexible-time-window '{ "Mode": "FLEXIBLE", "MaximumWindowInMinutes": 15} \

"ScheduleArn": "arn:aws:scheduler:us-west-2:123456789012:schedule/lambda-universal"

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sqs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "{}"}

flex_window = { "Mode": "FLEXIBLE", "MaximumWindowInMinutes": 15}

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(1 hour)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window)

REE MR 26
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£ EventBridge #iiE g PR EFFER BN F BT 5

Amazon EventBridge HEf225 X £ Amazon Simple Queue Service HWEXRFER{T5] (DLQ). EHE
EELFAAEEER , EventBridge HIiESHR ST SRAFMEANLE B ERI N MIEER JSON &
HRXNZEHEERN Amazon SQS ZE{T5I,

THEEM I JSON BABRFZBESH, BEUNFISHATREHFEN B RNBEETHEDE. W
REBRFFEREEREK |, EventBridge HIEREXVERENMREEFRRB LRNERZREH

THIEERAMMA Amazon SQS 1FHIFRER/FEEHN DLQ. FRE EventBridge HIESREEAERE
Amazon SQS FREMEFH , UKE# DLQ #WEKFIEH,

3|

« E3 Amazon SQS 175l
- REHTABHY

- BEENFEITY

- MRNENFEEHS

3 Amazon SQS 175l

BHRRE DLQ 281 , BAEEIZ%E Amazon SQS 175, WMEMEH Amazon SQS FEABE LTS
HEREE , 528 (Amazon Simple Queue Service BIZ A E35/) FHIE T Amazon SQS 1751,

® Note
EventBridge #ffZ88 N X REM FIFO T3 #AHRER DLQ,

FEHT % AWS CLI S 2REB S ZEE(TF,
$ aws sqs create-queue --queue-name queue-name
MR , BEEH LEQueueURLFEE ,

{
"QueueUrl": "https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-dlg-test"

}

FRE DLQ 27


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/step-create-queue.html

EventBridge HFf288 EREEmR

Bi1FY 2% , BiETF5 ARN, EfE A EventBridge HER22SHE2 36 E DLQ B |, BASEE ARN, &
A LA#E Amazon SQS A A get-queue-attributes AWS CLI @s SR E# 175 ARN,

$ aws sqs get-queue-attributes --queue-url your-dlg-url --attribute-names QueueArn

MRKY , EEERHP BT ARN,

"Attributes": {
"QueueArn": "arn:aws:sqgs:us-west-2:123456789012:scheduler-dlqg-test"

ET—8irh , BEFEXENHFURENERATAR , LA EventBridge HIREEEREZREHR
{+Z Amazon SQS.

REHITABRH

#H & EventBridge HIESREERFHEMHXE Amazon SQS , ENHIEHTABEE TR
R, MBERFTAUTRRERZHEHNITAGHNFRENR  F2RREANTAE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"sqs:SendMessage"
]I
"Effect": "Allow",
"Resource": "*"
}
]
}

REHITHEFH 28


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sqs/get-queue-attributes.html#get-queue-attributes
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® Note
mREE A EventBridge HEF225 U A Amazon SQS APl BAZ , B HRESITA B ERE X
E:3: O e

ET—HiF , E#86EA EventBridge HEERR T A , W ALMHREREE DLQ,
BEERFITS
HEREE DLQ , A EventBridge HE23R 12 A5 AWS CLI REFBEHE , NEUFMAVHER,
Console

ERAEEAEE DLQ

1. BAAWS BEEFEA , REZIBEBUTERE LB EventBridge £ & # EventBridge HEf225
[EEY : https : //https://console.aws.amazon.com/scheduler/home

2. 7T EventBridge ISR E A L , BMHHHE IR ERENFEFTETERERFNIHE,
3. EREEREL , #IHEXRFHTH (DLQ) , BT THIHEP—E

« EEFEEIE AWS IRF B Amazon SQS 754 DLQ , RERETHUNBEREE DLQRY
175] ARN,

« EBERRHM AWS IRF B Amazon SQS fFHIEE S DLQ , RZE#W A DLQ #1735 ARN,
MREES — 8 AWS 1R F FZE(TS |, EventBridge IR TR EKEEZE THRBES
F#R175 ARNs,

4. BEENEE  ARRERVHERRRFHRUTHRE DLQ.
5. (ER ) EEMALEN DLQ FMEF  FREETEEHENER K RAREFHEFRE

A EE LAENF BT REIRE,
AWS CLI
£/ EFMBEARHRE AWS CLI

£ update-schedul et S REFENHERE., IBELRLBEILA Amazon SQS 1FFI#A
DLQ. {EEZEEXE Amazon SQS K IAM A ARN AHTAR., BAMEEMER
NEERRKAENER.

EEEMRF TS 29


https://console.aws.amazon.com/scheduler/home
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/update-schedule.html
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$ aws scheduler update-schedule --name existing-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"DeadLetterConfig": {"Arn": "DLQ_ARN"}, "RoleAxrn'": "ROLE_ARN",
"Arn" :"QUEUE_ARN", "Input": "Hello world!" }' \
--flexible-time-window '{ "Mode": "OFF"}'

£/ B3 258 DLQ WHHEE AWS CLI
»  fEM create-schedule@mTREVHE. BMERENEENRAENER.

$ aws scheduler create-schedule --name new-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"DeadLetterConfig": {"Arn": "DLQ_ARN"}, "RoleAxn": "ROLE_ARN",
"Arn" :"QUEUE_ARN", "Input": "Hello world!" }' \
--flexible-time-window '{ "Mode": "OFF"}'

HET -8, SHEA AWS CLIEZKRE DLQ BT B B4,
RSV E RS E

f£H receive-message® s , MR, £ DLQ HEEXRFREH., BILUFEA --max-number-
of-messages BMEREEMEMNASEE.,

$ aws sqs receive-message --queue-url your-dlq-url --attribute-names All --message-
attribute-names All --max-number-of-messages 1

WMEKL , BEFNEUUTH&®E L,

"Messages": [
{

"Messageld": "2aeg3510-fe3a-4f5a-ab6a-6906560eaf7e",

"ReceiptHandle": "AQEBKNKTdOMrWgHKPoITRBwrPoK3eCSZIcZwVqCY@BZ
+FfTcORFpopJlbtCqj36VbBT1HreM8+qM/m5jcwqS1A1GmII0/hYmMgn/
+dwIty9izE7HnpvRhhEyHxbeTZ5V05RbeasYaBdNyi9WLcnAHviDh6MebLXXNWoFyYNsxdwJuGof/
w3htX6r3dxpXvvFNPGoQb8ihY37+u@gtsbuIwhLtUSmE8rbldEEWiUfi3IJ1zEZpUS77n/k1GWrMrnYgOGx/
BualLzOrFi2F738XI1I/
Hnh45uv3cab0YwS1ojPQlLtX2URg1haV5884FY1aRvY8jR1pCZabTkYRTZKSXG5KNgYZnHpmsspii6INkjitYVFKPo@H91w

"MD50fBody": "@7adc3fc889d6107d8bb8fda42fe@573",
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"Body": "{\"MessageBody\":\"Hello, world!",\"QueueUrl\":\"https://sqs.us-
west-2.amazonaws.com/123456789012/does-not-exist\"}",
"Attributes": {
"SenderId": "AROA2DZE3W4CTL5ZR7EIN:ff00212d8c453aaaaeb44bc6846d4723",
"ApproximateFirstReceiveTimestamp": "1652499058144",
"ApproximateReceiveCount": "2",
"SentTimestamp": "1652490733042"
I
"MD50fMessageAttributes": "f72c1d78100860e00403d849831d4895",
"MessageAttributes": {
"ERROR_CODE": {
"StringValue": "AWS.SimpleQueueService.NonExistentQueue",
"DataType": "String"

I
"ERROR_MESSAGE": {
"StringValue": "The specified queue does not exist for this wsdl
version.",
"DataType": "String"
},

"EXECUTION_ID": {
"StringValue": "ad06616e51cdf74a",
"DataType": "String"

3,

"EXHAUSTED_RETRY_CONDITION": {
"StringValue": "MaximumEventAgeInSeconds",
"DataType": "String"

}

"IS_PAYLOAD_TRUNCATED": {
"StringValue": "false",
"DataType": "String"
},
"RETRY_ATTEMPTS": {
"StringValue": "0Q",
"DataType": "String"
},
"SCHEDULED_TIME": {
"StringValue": "2022-05-14T01:12:00Z2",
"DataType": "String"
},
"SCHEDULE_ARN": {
"StringValue": "arn:aws:scheduler:us-west-2:123456789012:schedule/
DLQ-test",
"DataType": "String"
I
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"TARGET_ARN": {
"StringValue": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",
"DataType": "String"

HEEXFIEMPET B , LinBERE R B 5k F KRR aTae R R W ETHED .

- ERROR_CODE - 2& EventBridge #EfZ25 1t B 2R APl B EEREMR S, £ L&
B | Amazon SQS EE R EEEEHEA AWS . SimpleQueueService.NonExistentQueues
MRHREE A EventBridge HFERREEMEEZWUABER , KRR BIITHIHER
B% : AWS.Scheduler.InternalServerError,

« ERROR_MESSAGE - @& EventBridge HEfZ25 1t B 2R APl RBIMEEERFA LR . £ LiREH
&, Amazon SQS EEIMWEERAE S The specified queue does not exist for
this wsdl version., MERHEFER EventBridge HERZEsEM AR , B RAB R THIEERA

B : Unexpected error occurred while processing the request,

« TARGET_ARN - £ HERZFAAA B 4E ARN , B T 5 iR #& ARN #%&

R : arn:aws:scheduler:::aws-sdk:service:apiAction,

« EXHAUSTED_RETRY_CONDITION - 5SS EHRFZE DLQWERE. MMREE API WEERETEH
IEEER  MARKAHE , AIEHBEIE M, MaximumRetryAttempts R EventBridge HEfEE5
EHEBEAFERENEHRB LR 2B HEEZE DLQMaximumEventAgeInSeconds , Bl B
MOUNTEELE , E , IREHEEEHRLERENEEHLRESE , BNMAEERMT, Bl B
MHANEEELE.,

ERgEH S, B AT LR BEH R RN EER BRI SHEEEEN B RFITFFE.

(® Note

MRSERBEAERE , F5EE EventBridge HIEss A SRR E L FERE Input BN A
B, EEENWASHNVIRESRIIEY  BE8XFARAME AN, DLQ ALK ISRE BER
BHERABNAL , EFHBEERIBERNNS Y., UEFHEF 6 FSRENNEAE SR
AMHEE,
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#£ EventBridge BEfE2s  MBREE=E

& T BUEIR R TE B By BR K F B M BRE B HERE SR M BRBERZ . G2 T 51 ERESR 7 % 400 £ Y W A 75 DA I BR
BRE  URATEBETUNEE-ER %,

£
- BERESE AR R M ER
- FEMBR

HERE 5T A & M BR

MRIEIMER R TE EventBridge HEiEsR AR EEHEER , FEETHRREBBMER, £—RE
VBTEHEEFEENRERSHERENEBAERD , BBRRTURRETSEIEEEE P
EHENRFEH.

EERESEN BB MBREF | EventBridge SRS EH&ER — X B RHARMBRER, HR IS
2, EEREHERAREER-R2RBE, HRNEMEM Rate X cron, BEXFRENVBHEIRE , &1
FREEERR - XHARMER, BRMHENSR - XFEARKEEENdDate BIEE HHM. WRE
A BBMERRELR , ERIEE WEEndDate , EventBridge HF235 & H B BRBEEE.

BUNEE-RBUHFERRELDMER  REFTREHENRERE. TITREANTREREH
TEHY B EMIER.

AWS EE XA

1. BBV https : //https://console.aws.amazon.com/scheduler/ B EventBridge HEf228 £ 1%

L
Ho

2. RHEBES , ENEERENIE K RARBERE,
. REANEEFES , EBERE.
4. HEHRETHRENBFERT , € THNFEPREN DELETE , ARFEFLENEE,

AWS CLI

1. BARFMRTEE.

2. f{#H update-schedule AWS CLI (i S REHBEHRE , TR, WP EA --action-
after-completioni%E#4 DELETE., Lt&EHIFRERAECSE JSON ERPRAMES B ZME
R, ZEFHHRE  S4ARHEE  URECEEAREHERENTMHEMGIFERESE,

I BRHEFE 33
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ERAEER

ERBHMHRE K ERAS/IE 1 XFA. Btk , BEFEE --action-after-completion

SHREERERB Y,

$ aws scheduler update-schedule --name schedule-name

\

--action-after-completion 'DELETE' \
--schedule-expression 'rate(1 hour)' \
--end-date '2024-01-01T00:00:00'

--target file://target-configuration.json \
--flexible-time-window '{ "Mode": "OFF"}' \

F B BR

ERTBEEHER |, B LUEMA DeleteSchedul e 2 RS EMIER,

Example AWS CLI

$ aws scheduler delete-schedule --name your-schedule

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

scheduler.delete_schedule(Name="your-schedule")

RELER?

- WMFEWMEZE Lambda # Step Functions €74t B B FMEF , UR THNAFEHABERABES

ﬁ y nﬁ e ﬁ }E E BX=H 5o
- I EventBridge HFEZR ERHEEL M APl REMNFFHERR

i82 [ EventBridge HEf288 APl 2%,

FEIMIBR
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#£ EventBridge Scheduler F & B HEf2 &4

PERRE¥H = B A R BERZHY Amazon EventBridge HER2ES &R,

R AWS 1RF BERfdefaul t HESEHA, BALUSHHER defaul AR AN  RELE
BB R RER BB, SALE TRISS 500 EHEEE AWS 85, A EventBridge
Scheduler , EAUEAEAEREMHERE  MIBERHE,

EBRREHAES KN NENREIBVNEERNED XNSEMERNER, SUURMER , U
RIBER, BREBIRESHRAFRDEHRE. Sl , B LAER T IR IR B 2P BaV IR

¥ : environment:production,

/A Important

AAERBPMABA S D BBEF (PIl) REMERBHBRER. 712 AWS RFEER AT LAFE
BE , 2fRE. BRTEARMARBRER,

BEREBH A EME R BERAREE - ACTIVE # DELETING,

F—REBMNEFAR | THRRA ACTIVE . B EEREMNEE ACTIVERH, EEMBREHER | AR
REE# ¥ A | DELETINGE 2R EventBridge Scheduler 5t 5k M B +H BB A9 HEFE B 1L, EventBridge
Scheduler MIBRBAH W HRR , ZHIRF R BREXEE.

EATIHEERBUHRERGE  YKEBREAETHP, ShEEVHRER FENEB. &% , L5iEH
BR BHAH.

£

« 7£ EventBridge Scheduler F1 % 37 JEf2 B 4H

- 7£ EventBridge k285 MR BERZBE A

- HEBER

£ EventBridge Scheduler 2 37 HEf2 8$4H

ERAFEHENSRERABESABENRBERARRRNGE. ETIITRD , BSRMHMOFES
12, AEARBRREFL T, AR, SN IIREEREEE RS,
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® Note

BURER  CEEINBEHETBEREE , IR ETENEGFERYER. SRREE X
BVHRERSHEEEEE Y EH,

SEBR—  EYFHHRERE
THEERBOTRIHOHREE | BEA TIUEMMSBPT : environment : development,
AWS BB EHA

M BIUHEHE AWS BEERA

1. BAAWS BEEF#EH | W https://console.aws.amazon.com/events/ : // BEEL Amazon
EventBridge £ &,

EEREES®KS , REHFERHE,

EHREREEEL | BIEETHRERE.

EHEFAFMETAERD  SHHEBAAFEANEE, fIW : TestGroup,
ERBERD , T TIEHE

o &~ 0D

a. 1 Add new tag (FTiE1ZH).
b. #¥&H K MALEERGLEBNER, EAHBREP , BEECLHERREMBEN

IRIE  FEE A environment,

c. H¥E-ZEA, WALZEERGLSBNE. EHHBREF , @i AdevelopmentRIES
WA,

(® Note
BUNERYEMERC®R , BERFEEENEFE.

6. BETHK , mEFEVHEHE, ENHMBEESEREHERERED,
7. (ER) FEREFENEEHER K FEIHHENEDNAR  RRBERE,

® Note
i EimEdefaul tHFREEFE.
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AWS CL

£/ BM#EHE AWS CL

1.
2

RS RRE,

# AWS Command Line Interface (AWS CLI) # A R 3lcreate-schedule-group@ &R

MFEE, S TEELEES —EEENEAE  environment :development, EAJLAE

AUERFBEUNRLERR  REBFEHEFMBHRERFCHEFA,

HEERBNERRSIBNERRRENET.

$ aws scheduler create-schedule-group --name TestGroup --tags
Key=environment,Value=development

BIBTER , AR BEER ACTIVE $RAE, M 7T UG HE R B4R ER 7 A9 H B0 22 3T RO,
SER 2 : R HFrE B A 4E 2 N R B

AT, SN EEREREE L —([ESRPETNEFHEE IR,

AWS &

e

£ SHRREFERE VBN AWS EEXRA

1.

EAAWS BEEEEA |, W https : //https://console.aws.amazon.com/events/ BIEX Amazon
EventBridge £ &,

EEQAESEERS  EELASEERPHHE,
RERERP , BEREEVHBRUEYTNEE,

EEEHEFMEFER L  SHHERFE , R TRBFEPZIGEFEN SR, flw , ER
TestGroup,

EEHEER, BE, RE  ARERENRTFHERR LRRENEE. UEREMFEN
AHEA , F2HE FHREA.

HETREFFENFE  FRERTIE,

BARER2
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AWS CLI

£/ ASHEiZ BB AR 22 M Bl AWS CLI

1. FRFHGSRTIEE.

2. £ AWS Command Line Interface (AWS CLI) AT %lcreate-schedule@®, EREIH
B, WKHE—ESBPNEEREVES , ZFEB A sqs-test-schedule, WHEFEH
EAH Amazon SQS BEFERRIWA SendMessageiRfE, #HERE. BENBEZBENR
BIEWER.

$ aws scheduler create-schedule --name sqs-test-schedule --schedule-expression

'rate(5 minutes)' \
--target '{"RoleArn": "ROLE_ARN", "Axn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }'

\

--group-name TestGroup
--flexible-time-window '{ "Mode": "OFF"}'

BN FHERRBRECETestGroup BB 1H 2 S EA B

£ EventBridge HEf2 25 R MBREEFZBE AR

T, BRI THRIAER AWS EE XA M MERBEESE AWS Command Line Interface,
EIEMIBREAAES | 28R DELETING kA , B2 EventBridge Scheduler MIBRE A FTEHEIR A
1k, EventBridge Scheduler MiBREB A+ W HERRR , BHIRF R BREZEE.

(® Note
BAUAR , SEINRBFATBRIE  USHFERTRANEEZL AR, SREEE X
B PR S AS HERE B R 22 ST BRI

AWS BE XA
/A MIBREHE AWS BEEFREA

1. BEAAWS BEE#A |, W& https://console.aws.amazon.com/events/ : // BABL Amazon
EventBridge £ A&,

2. EERAISEERT  ZREEASEERTPIERFE,
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3. GHEREEEL , B FHREFEBED AWS BE , HEEEMBRNEFE, HRER
REIEZSHNEA  BHEES —EFE AWS B,

® Note
&R PR R B TR AR B AR

EHUEE M BR 2 B HE B BB B0
EIE MIBR
EMBRFEFEBFEIRD B ATRENBBUMERENEE | REBEMER,

EHRBEBES  MESHBESERTE  EHENREREEEMR. RESRBHRE B
£l EventBridge Scheduler fHBREEZEHMEBHNFIEHREAR L,

8. HEEWMEREFEWHIHECHER  FREEFNEEET.

N o o &

AWS CLI
8 MIBREEAE AWS CLI

1. FRRFNGTRREE.

2. & AWS Command Line Interface (AWS CLI) A T %ldelete-schedule-groupdn+ il
BREFEEE, & WEBR--name RENER.

$ aws scheduler delete-schedule-group --name TestGroup

MR , AWS CLI WREF2EERFE,
3. FERTVHIEETEN DELETING #REE , 1T T ¥get-schedule-groupfo

$ aws scheduler get-schedule-group --name TestGroup

MRKY , EEREEC TS L

"Arn": "arn:aws::scheduler:us-west-2:123456789012:schedule-group/TestGroup",
"CreationDate": "2023-01-01T09:00:00.000000-07:00",

"LastModificationDate": "2023-01-01T09:00:00.000000-07:00",

"Name": "TestGroup",

"State": "DELETING"
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}

EventBridge B2 88 S = M FREEBF AR BBV HER R MIBREFMH. R ZBget-schedule-
groupBERHIT , BT %|ResourceNotFoundExceptionEl fE :

An error occurred (ResourceNotFoundException) when calling the GetScheduleGroup
operation: Schedule group TestGroup does not exist.

HEAEIR
MEHRBANHMER , FSHTIEDR -

- EventBridge Scheduler APl 2ZHJ CreateScheduleGroup #
- EventBridge Scheduler APl & f#) DeleteScheduleGroup #4E.
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£ EventBridge HEifEss P EHE B &

T EERAMAIEE EventBridge HFiZRERAEARMCNMBEABR , WRHEALUER EventBridge HF
BERNEABRESHRRENZE AWS BREFE,

#ALBER —ER0 AWS RIEHNER API 4 |, #1720 Amazon SQS, Lambda 1 Step
Functions. #lan , WA LAEA B EM{T5] ARN 1B ARN =X Amazon SQS K& 4E , LA Lambda
MFE A APl SendMessageigER B E,

BERAEER—ETEITNSE , TELANZ AWS REFAEEZH AP RE, Fli0 , &S 6EH
EventBridge BFf2E3V B A B ES 8 (UTP) , A CreateQueuetREREIFHH Amazon SQS 1751,

EERTHARBAEE , ENHEXEEEFIUEREABEZ AP BRENFFT, B LUEBAG S
B TEEIENBTACKRIMITIERE, Alan , HELL Amazon SQS SendMessageViRES
BE , @RFHITACHITsqs:SendMessageBMEMNFTFRAI, EAZEIERT , BRI LAEA B ERKE X
BWAWS SEBCERFIBLENT, T8 , FUUUEIBCNEFLFZEBEE , SRR I #HE
FEEZEFHTACHRABER, TIHTEREAERCABER B EEBEMGFTIEH,

MEREHEHTACHNFMET , FFSH the section called “‘FREHTAE,

&

* 7£ EventBridge #HFiEsr P A A B E
- 7£ EventBridge HFfEsR P EEABE A B E
- %&£ EventBridge B2 P # R EH
- BESR?

£ EventBridge HEfEss P FEAEA B &

#ARLEER -0 AWS RIEHE R API 4 , #l20 Amazon SQS. Lambda 1 Step
Functions, a0 , B LUEBRHEEE ARN REHE Lambda Invoke ViR , EATSI ARN RiH
E Amazon SQS SendMessageVigtE, EERTEHAEE , REL AT IR THENHTAS ,
LA 1T B 12 API 1E,

EEMEA AWS CLI SR E A — 1@ EventBridge HEf2283SDKsURBR R AR BREHABE , BEEE
EHTAEN ARN, BEZERH ARN, &% EventBridge ISR XN EZEHEMNZR@ A |, AR
HELHAEE K EE—HEGXEEENEBRENK 28, ELRERLEEERIEE ARN
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ERAEER

BF , EventBridge #2288 € H BB G EF WU REH B API R1E, MREFE EventBridge HEfE

SRUBRBHRE AP RERBEE , AILEREBERREREMEE,

AT R EventBridge SR X ENFREABENZEEE , IREA , AASEEENH —EHSH

&, BESESHENER , LLEE EventBridge HET288 APl 2E h L EAIE B,

* CodeBuild - StartBuild
* CodePipeline — StartPipelineExecution

« Amazon ECS - RunTask

e Parameters: EcsParameters

* EventBridge - PutEvents

* Parameters: EventBridgeParameters

* Amazon Inspector — StartAssessmentRun

e kinesis : PutRecord

e Parameters: KinesisParameters

* Firehose — PutRecord
 Lambda - Invoke

+ SageMaker Al - StartPipelineExecution

* Parameters: SageMakerPipelineParameters

* Amazon SNS - Publish

* Amazon SQS : SendMessage

* Parameters: SqsParameters

» Step Functions — StartExecution

ERATHEFIRT BUMAREFRNEAREZR , URSEFRBEMEN IAM 3,
Amazon SQS SendMessage

Example#1T A @K T BUER

JSON

"Version":"2012-10-17",

Amazon SQS SendMessage
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"Statement": [

{
"Action": [
"sqs:SendMessage"
1,
"Effect": "Allow",
"Resource": "*"
}

Example AWS CLI

$ aws scheduler create-schedule --name sqs-templated --schedule-expression 'rate(5
minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn":"QUEUE_ARN", "Input": "Message for scheduleArn:
'<aws.scheduler.schedule-arn>', scheduledTime: '<aws.scheduler.scheduled-time>'" }' \

--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sqs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "Message for scheduleArn: '<aws.scheduler.schedule-arn>', scheduledTime:
'<aws.scheduler.scheduled-time>""

}

scheduler.create_schedule(
Name="sqs-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window)

Amazon SQS SendMessage 43
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Example Java X8R E 4

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target sqsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<QUEUE_ARN>")
.input("Message for scheduleArn: '<aws.scheduler.schedule-arn>',
scheduledTime: '<aws.scheduler.scheduled-time>'")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(sqsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.builder ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and an Amazon SQS
templated target");

}

Amazon SQS SendMessage
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Lambda Invoke

Example#1T A BT T BUER

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"lambda:InvokeFunction"
]I
"Effect": "Allow",
"Resource": "*"
}
]
}
Example AWS CLI

$ aws scheduler create-schedule --name lambda-templated-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn":"FUNCTION_ARN", "Input": "{ \"Payload\":
\"TEST_PAYLOAD\" }" }' \

--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }
lambda_templated = {
"RoleArn": "<ROLE_ARN>",

"Arn": "<LAMBDA_ARN>",
"Input": "{ 'Payload': 'TEST_PAYLOAD' }"}

scheduler.create_schedule(

Lambda Invoke 45
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Name="lambda-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=lambda_templated,
FlexibleTimeWindow=flex_window)

Example Java BXRE B E 4

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model. *;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.builder()
.region(Region.US_WEST_2)
.build();

Target lambdaTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<Lambda ARN>")
.input("{ 'Payload': 'TEST_PAYLOAD' }")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name (" <SCHEDULE_NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(lambdaTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.clientToken("<Token GUID>")

.build();

client.createSchedule(createScheduleRequest);

System.out.println("Created schedule with rate expression and Lambda templated

target");
}

Lambda Invoke
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Example#1T A B T BUER

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"states:StartExecution"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

Example AWS CLI

$ aws scheduler create-schedule --name sfn-templated-schedule --schedule-expression

'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn":"STATE_MACHINE_ARN", "Input": "{ \"Payload\":

\"TEST_PAYLOAD\" }" }' \
--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sfn_templated= {
"RoleArn": "<ROLE_ARN>",
"Arn": "<STATE_MACHINE_ARN>",
"Input": "{ 'Payload': 'TEST_PAYLOAD' }"

SEBEE StartExecution
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scheduler.create_schedule(Name="sfn-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=sfn_templated,
FlexibleTimeWindow=flex_window)

Example Java BXRE B E 4

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model. *;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.builder()
.region(Region.US_WEST_2)
.build();

Target stepFunctionsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<STATE_MACHINE_ARN>")

.input("{ 'Payload': 'TEST_PAYLOAD' }")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name (" <SCHEDULE_NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(stepFunctionsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.clientToken("<Token GUID>")

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Step Function
templated target");
}
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# EventBridge BFEEsRREABAEE

BAEBEE—HTETNSE , TREBEHS AWS BREFAAEEZN AP BE, flI , B LMERSE
FBESH (UTP) , A CreateQueuclRER I A Amazon SQS 151,

EEMFEA AWS CLISEHE A —1E EventBridge BFZ28SDKs R EHENEREE , BEEBETIE
#A

* RoleArn - BERARBEZHTARH ARN, BEENHTHACLEEERULRFTEHERABE
2 API BEMEFH,

o Arn - EEMIRKE ARN , SREELEEHTEMN API B/E , XWT : arn:aws:scheduler:: :aws-
sdk:service:apiAction.

Bl , ¥ Amazon SQS , LIEEMRIEETESR arn:aws:scheduler:: :aws-
sdk:sqs:sendMessage,

® Note

B BE ARN i ##EL RS B ERBH AWS SDK FRIEEBIRF. R BIRF
AREERENIREFTERE. Hlin , ¥H Amazon Cognito B9 1REE |, B
cognitoidentityprovider ( M3F cognito-idp). BEES K EMHEA R BIEF |
RS EHE 2 REH AWS SDK X,

3
¥

« B - {84/ EventBridge HIf28SEX E B E AP WE RSB ENK R RFHN JSON, B HER
EHK JSON ZEHMEMRInput BURA BN SRR AR APl, EESHRLEN , BF2REEHE
ZIRIEH API 2,

AR ENE
EventBridge HER288 T 32 M T API B , HIIL T 55 & A B BATRAY 5 RGETHRME -

get
describe
list
poll
receive
search
scan

query
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select

read

lookup
discover
validate
batchGet
batchDescribe
batchRead
transactGet
adminGet
adminList
testMigration
retrieve
testConnection
translateDocument
isAuthorized
invokeModel

Blf0 |, GetQueueUT1API BIYERI AR ARN 0T : arn:aws:scheduler:::aws-
sdk:sqs:getQueueURL, EH/A APl BifELL get FEBISE , EventBridge RSB AZENEE, FH
¥ , ListBrokers®™%# Amazon MQ BI{EMABE , EAREUFTE BHEList,

£ B A B E A

BEBFRInput B P EENSEECRNEEN AR APl EZWE RS, Hlin , HEEL
Lambda BB #&Invoke , A LAERE AWS Lambda APl 2 5 HN 28, ESF R UERGE
Lambda B AYEA JSON EH,

EEYEETLIATE APIsSRENZE |, 2RI API 2%, B Lambda #flInvoke , i
APIsE® URI 28 , URBERANXESRE, FEBERLT , B EHRE HIEE URI BRESE M JSON
E(ﬁlnputo

THEFIREEAEFABEABE |, FiB Lambda. Amazon SQS # Step Functions I & R API i
=

Example Lambda

$ aws scheduler create-schedule --name lambda-universal-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld
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\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\
\ll}\ll}ll } 1 \
--flexible-time-window '{ "Mode": "OFF"}'

Example Amazon SQS

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sgs_universal= {
"RoleArn": "<ROLE_ARN>",
"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",
"Input": "{\"MessageBody\":\"My message\",\"QueueUrl\":\"<QUEUE_URL>\"3}"}

scheduler.create_schedule(
Name="sqs-sdk-test",
ScheduleExpression="rate(5 minutes)",
Target=sqs_universal,
FlexibleTimeWindow=flex_window)

Example> BRE &
package com.example;
import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target stepFunctionsUniversalTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("arn:aws:scheduler:::aws-sdk:sfn:startExecution")

ol =
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Jdnput("{\"Input\":\"{}\",\"StateMachineArn\":\"<STATE_MACHINE_ARN>
\Il}ll)
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()
.name (" <SCHEDULE_NAME>")
.scheduleExpression("rate(1@ minutes)")
.target(stepFunctionsUniversalTarget)
.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())
.clientToken("<Token GUID>")
.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Step Function
universal target");

}

£ EventBridge HEfEESHHTIBAR B M

EEERERNAFPEATIHEER , LKNEETBHEENFEER, EventBridge IS ERMHE
ERREER  BEERRFINRAEZENE,
« <aws.scheduler.schedule-arn> - Hi28 ARN,

« <aws.scheduler.scheduled-time> - £ AHRIEETARE B ENER |, flw
2022-03-22T18:59:437,

 <aws.scheduler.execution-id> - EventBridge Scheduler 5EEER T B Z5 A HE —
ID , ##0 d32c5kddcf5bb8c3,

- <aws.scheduler.attempt-number> - &5 B sIFA A ER X EBMFTEES |, Hlw 1,

WEHIRREI SR S EBRE —IXNEERE , X Amazon SQS SendMessageiREHAER B E.
AEAXITE BW{Eschedule-time,

Example AWS CLI

$ aws scheduler create-schedule --name your-schedule \
--schedule-expression 'rate(5 minutes)' \
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--target '{"RoleArn": "ROLE_ARN", \
"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage”, \
"Input": "{\"MessageBody\":\"<aws.scheduler.scheduled-time>\",\"QueueUrl\":
\"https://sqs.us-west-2.amazonaws.com/123456789012/schedulexr-cli-test\"}"}"' \
--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sgs_universal= {

"RoleArn": "<ROLE_ARN>",

"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",

"Input": "{\"MessageBody\":\"<aws.scheduler.scheduled-time>\",\"QueueUrl\":
\"https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-cli-test\"}"
}

flex_window = { "Mode": "OFF" }

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(5 minutes)",
Target=sqs_universal,
FlexibleTimeWindow=flex_window)

BRELER?

W% EventBridge HFiZEs BRI BN API BFMFMEF , FFB B EventBridge HFZ288 API 2%,
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Connect E#R, VPC FHHTEBAZTELE IP it B AJFE EventBridge HFfE2R.

SEFT AR B AWS PrivateLinki2 it XEM M E IR RE L LA ER, RASELANTERMBBAN
BEFHETEMIERBERNTEH, ELRFRETENERNE , AIMSBE NS EventBridge HEE8R 2
MERVEAR.

WMEFMESR , F2E ( AWS PrivateLink 18F) FHIAWS fR# #EiB FEL AWS PrivateLink o

EventBridge HEiERe Y Z B SR
T I8ELE EventBridge HFREsR N EIm B 281 , 558 < AWS PrivateLink 1§8) RHEESIE,

EventBridge BFEss X EEB N Eiw I EFTE APl B1{E,
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IEALAE A Amazon VPC E£# A5, AWS Command Line Interface () & EventBridge HFf225 2 M E
IHEBAWS CLI, MFEFHMEN , 528 (AWS PrivateLink 155) FHE T Em R

FAT YIRS BBE EventBridge BEESSHN N H IR

com.amazonaws.region.scheduler

MREBANERHRAFAE DNS , B AFEAHETFERA[ELE DNS B[ EventBridge BFfEER IR H API

R, fltN scheduler.us-east-1.amazonaws.coms

A IR ST TH v B 22 3 i B BUR
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IMBMET, | BB TAWS PrivateLink JERIL YA B BB E R HH RO FR,
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UTRBImEBBENES, EEBEBREZINARYEN  CERTHEERLMBEZRAIIHMN
EventBridge BFf2 25 B ER T EUE,

"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"scheduler:GetSchedule",
"scheduler:ListSchedules",
"scheduler:GetScheduleGroup",
"scheduler:ListScheduleGroups"

]I

"Resource":"*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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ERAEPBER 2 INEERN JSON BERXH, BEREBRNSE RSEHIR IAM BEEEBERA
Amazon S3 REFATRER, EXEEREBRNEETS  REEESTUEAEMARZEHHESEER
MFEER. BRMIIBERNER , BREEREEN TR TUHRRERATHEEARE[AERET
BITHEE, BLAEEREBRITEEETE. ZXATUIEIRE, £AE. A, WSS ERE
= AWS BR7.

MERABIREFIE , EUUEREMIRFNEEMBIRFSN IAM BEREABEREBRNER. WF
HAES , F2E (AM EAEER) P 1AM PR RIEFEERFR.

EventBridge HFf2 28RV LR B4k
SEBEREE : 2

ERE A LMER AWS JSON BURRIEEH AU ERAR., W2 , WHMEERE M BERAAF T oA
EERAITHLEBIF,

JSON BURHY Action TERHRE T AR AFHIEBERPEMNEF, BEREERABERKTH
TR A BN ERVRT W,

EEEE EventBridge HIRESRBMENBE |, 528 (RERESE) F1 Amazon EventBridge B8
EZHNBE,

EventBridge BFERR PR BURBIFEBEZRIERAUTFE :

scheduler
MEEE-RRXPIEEZEEE , FRERD R,

"Action": [
"scheduler:actionl",
"scheduler:action2"

]

BT LERERER (*) RIEEZEEE, Hlin , EEEEMER List XEHNMEEE , FE2EL
TEhE :

"Action": [
"scheduler:List*"

]
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-actions-as-permissions
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EventBridge HEfE223VBIZR E R
TEBREER:: =

EEEWLUER AWS JSON BERRIEEH T UAFRAR, tWH2R , BHMEEBE A BERA T o AH
& REIT LB F,

Resource JSON BUR T WEEEERBENYH., REBEHRMEHAE Amazon Resource Name
(ARN) RIEEEER. EHFEFIZXEBEERBERTT , FABAFR () RZBERXNERARMEER,

"Resource": "*"

EEEE EventBridge HIRESRERER R E ARNs |, FE2H (RFEIZESZE) F8 Amazon
EventBridge 2R EBNER, BE 7 BB UEABLEEREESEERN ARN |, FSH
Amazon EventBridge HFfE 25 E &Y B 1,

= EZ MR EventBridge HEiE2R 5 9 B BUR V&5l , 5528 B 7£ EventBridge HEREEs P EA & 25 B BUR,
EventBridge HEf228 Y BUR IR R 5| 88
TERBBFERRRESHE - 2

EESWLER AWS JSON BURRIEEH T AFHAR, twpER , BMEERE M ERE T oA
EERAITHLEBIF,

Condition TEERBEBRMNKRY , BEERBXNAITRE., EUURIERFMESE FNVFRHER
A (BIMFRTIR) , REBBRPHRGNFBRINE, EEEBHME AWS 28R4 R, F2
B {IAM EREIEE) FHAWS 2EHRGFREREIE,

EEEFE EventBridge BFESI R U RE|IBNEE | F2H (RBERESZE) FI Amazon EventBridge
RSN GG ESIE, BEETHRETUEREGSBNEBEMNER , 528 Amazon EventBridge HEFE
25 1 2= 1Y B 1E,

= EZM1R EventBridge HFRE28 5 2 B BRI , 55288 1£ EventBridge HEfEEs P E A & 5 B BUR,

EventBridge BFf228 F#Y ACLs
XEACL: &

FHUEFIEE (ACL) ATEFIBLERE (RFKE, FRAENAG) HEFIEEZRNFFT. ACL EER
EREBR , BEMAEEA JSON BERXAHEN,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-actions-as-permissions
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-actions-as-permissions
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ABAC #&Et EventBridge HEf225%

X & ABAC (BERFHVERER) : &2

B RFEUES] (ABAC) R—EREXRE , REBARRNBHERFTAIE, BTN RERERE IAM
B AWS MER , REKET ABAC BUR , MEEZREANRERNTSER LOVERE RFHRF,

MERBERILEZE , 556 aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R# &5 , EECRNIEGTESD , BHEREA.

MRBHEXESEEREEN B =ERG SR  ABEZBBEMS , EA Yes, IRBBEIERLE
REEN 2R =@ k4R , RIEA Partial.

WMFT ABAC WIEHHEH , F2E (AM EREER) PHER ABAC RIEESRTT. NEEESAR
TE ABAC ZERMHEZRE , F2H (AM £REERE) PREHABEEFEES (ABAC).

FEEL EventBridge HEiZ 851 A IR B /R 58
XERREBE =

RS EAERREM AWS BRNVEMFEIE K ESERABSRVRACK K SEBREI. AWS EEL
BEELAHREAEN  MAREARMENE®R. UFEFMAES  F2H (AM EREER) P8
IAM A | R s 2 & B RE BE 1] £ |AM FE BB ERIAWS AR#S o

EventBridge HEfE 83V 5 IRIE E B oJ
S EEHZFMIERE (FAS): 2

EX TR TR B (FAS) SERMEAY M ZFEAGTA AWS BRE |, WHES R AWS IR [@ TR 1R
AR, WMFERL FAS BFRENBERFHRER , F2REXHFMTFER.

EventBridge HEf2ssVIRE A E

xERBAG R

REACRRBEETN AM S€  AIREMTEE, IAM EEE LR IAM RE, 18K FNM BRIRKE
Af, MEFMEER , F2H (AM FHERERE) PNEIAELUEIRFITHE AWS Ri%,

/A Warning

BFRE AN I se 2+ B EventBridge HEf285 188, R B TE EventBridge HFfEES iR 1118
Sl , TEEMREBREAE,

B IAM B& 63


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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EventBridge HEfEss VIR EZE A E
TERBEZAG T

BHEFACRERE N —ERBAE AWS . BB TUREARENTHENAR. REERS
AEgHREEN F AWSIRF |, YHERBHEE. IAM EES TR  EXRFERKERSEHN
AT A,

NMERVREERHEEACHFMER , FSEATEL IAMEENAWS . EERRPSRR
¥, A ESRBEGACHTH Yes, BIERER , SUREKRBHRIEERS B XM

£ EventBridge #2233 E A B 2 B BUR

RIFFER , EAENACKREEURNIE N EventBridge HIRERERNFT T, RERTHEAEHHEHMEE
RMATEMERVRTR , IAM EE R LET IAM BUER,

WEE T AR fE AR IE L Ei ] JSON BURSUHE I IAM 55 BBER | 520 (AM FAEER) vHE
M IAM BUE (E#8).

¥

\

2% EventBridge HIESRER < BENEREENFMET S ESEEREEMN ARNs B3 |, F2
B (IRIEBEESZE) B Amazon EventBridge HFEESR M EIE. BERFIRGZRSIE,

&

- BRBEEHR

« EventBridge HEfEE85F 7

« AWS EventBridge HEf2880 ZEBUR
- EventBridge HIESRNBEFZEEHXR
- AWS ZEBXEH

BREER

BoRBEEHEEIRETHNEBASRETUEY, FIEME EventBridge B2 8 R, ELE#E
TR AWS IRFE4AEA, EARYRGES»BEN  BERETHLEIRESSSE !

- BIAHEA AWS SERELEAREREST - EEHAKTTETENEAENIFAR , BER
BHTRTHSEEEARAN AWS SERE, CHAEAN FER AWS BF, BRRECES
BEREARL AWS NEFSERE , E—SHOHT. NEESER , B2H (AM EAEK
) P AWS SEERTHMANAWS BEHE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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- ERAREHERT - RE IAM BERNFAR  FERTHTERMTNAT. KERLEN , B
LESERERG T AUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MNEZHEES , F2H (AM ERAEREE) B IAM FHBEERAEFT .

o 5 1AM BUR R VIR — SR B FZEVE - S LUSERGFIBEBER | SRFIEENE RN EE.
flan | WA AR B BEERRY , EEXAMER SSL BEFAERR, MREBRFE Hlun FHREEN1E
AWS FR#& , &t ] LAGE B R4 R 1R F HZEUE CloudFormation., MEFFMER , 528 (AM £ H
HIEE) FH IAM JSON BETE © 4,

« f£/ IAM Access Analyzer B IAM BUR |, fE{RFT I 24 B IEEEE - IAM Access Analyzer B
BHBEMBEER |, BRELBERER IAM BUREES (JSON) fl IAM FRIEEH ., IAM Access
Analyzer 12ff 100 ZIEBERERVEATHER , THBEREXLEEANEXR, NEFHEE
A, B2 (AM EAERERE) PRIEA IAM Access Analyzer 5278 BUER,

- FEZEEERE (MFA) - REHRGIZFE IAM E£AER PHRERE AWS IRF |, FBFRE MFA
DREZeM, MEERU AP BERER MFA |, 18 MFA (REFIESEHNBER. MEFHME
#A, wm2E (AM E£AEERE) #1EEB MFA &Z £ APl 7EL

WE IAM AREBBNEEES  F2E8 (AM EAEER) 91 IAM Z2HEEH,

EventBridge HEf2855F A

ATEIAMESTA (FHE,. BESAR® ) & EventBridge 28T EVHIRE | ¥BEBFE A AP
ZEY EventBridge #2288 R , ZREALEHE —AFBEHFTERNT T, BUUREBERTEAN
ERRERREE LA, FlM , E6£H EventBridge IR TR ARBRRRAHREENEHERA
&, FEEEEFHI CreateSchedule API B EFIENT T, RMERECESHES P EFT , RiE
HERIEERNFE.

T3EE MR EventBridge ISR EIR , REHEHNEFE,
- HFiE

* scheduler:ListSchedules

* scheduler:GetSchedule

* scheduler:CreateSchedule

* scheduler:UpdateSchedule

* scheduler:DeleteSchedule
- BFREEH

* scheduler:ListScheduleGroups
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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ERAEER

* scheduler:

 scheduler:

 scheduler

 scheduler:
 scheduler:

 scheduler:

GetScheduleGroup
CreateScheduleGroup

:DeleteScheduleGroup

ListTagsForResource
TagResource

UntagResource

A LAfE A EventBridge HIFESRFrAIREV HOCHEFZEBUR , LU E EventBridge HFIRES A, &
A AEA T — AR AWS ZEBX , RTFERCARIINLERTST , MFASEREZBESHWERK,

AWS EventBridge BFf228H) S EBUR

AWS 1Rt AWS BV FMEENEIL IAM BER |, UBBRHFZERNERARS, SEIRERBERSHYE
FRARAARFLENGT R BEERAEZTEWEST, MEFMAER , F2H IAM EHEREES
B AWS SEBEE, BRI LUEZEREFFERAEN TS AWS SE B RZ EventBridge HEZER4SE M -

+ AmazonEventBridgeSchedulerFullAccess
HERFE PR N BERR BB ERAFTA EventBridge HFREZRBIE,
BEMAMWBERNETT , F20 (AWS REBRSE) #1

AmazonEventBridgeSchedulerFullAccess.

» AmazonEventBridgeSchedulerReadOnlyAccess
BT HENT , R MEE R EnNFAEA.
BEMBUBERNETT |, F2680 (AWS REBRSE) #H

AmazonEventBridgeSchedulerReadOnlyAccess.

EventBridge HEfEssMV E P ZEHER
5 F 5% 5] & EventBridge IR RB U AHCHNEFSERE, FFrSERETELBRBETANT

ERigE  EHHERTNEARXNEREMENBENERR T,

ES ]

&3] : CreateSchedule

« &ifjl : GetSchedule
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies

EventBridge HFf288 EREEmR

- #if5l : UpdateSchedule
« &4l : DeleteScheduleGroup

&3l : CreateSchedule

EREMHOHER | STSUREER AWS BENERHEF X EFWRME EventBridge HEfER8 £
&R,

THBRAFETBEIHRELER ERAME AWS HEN S8, FEiB AWS HEN S , AT AWS
EI1E AWS Key Management Service (AWS KMS) L ER , Rt B R EEEENNF I FAERE BE
AWS KMS,

JSON

"Version":"2012-10-17",
"Statement":

[

"Action":
[
"scheduler:CreateSchedule"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]
}I
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:rxole/*",
"Condition": {
"StringlLike": {
"iam:PassedToSexrvice": "scheduler.amazonaws.com"
}
}
}
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}

EATIHBEATERARLIRE  YFEA AWSKMS EFZESHETNE. EECRAEFZES
R, ZERALAREEFEIEIRF S AWS KMS EIRVFF AT, BRERTFE—EE KMS SH|ATEF
# , LLARINE EventBridge HFiEzR ENER, WE K LALUEAEBRFR (*) RETHIRFHREE
WOEN , INSEERBERANTE.

JSON

"Version":"2012-10-17",
"Statement":

[

"Action":
[
"scheduler:CreateSchedule"

1,

"Effect": "Allow",

"Resource":

[

"arn:aws:scheduler:us-east-1:123456789012:schedule/my-group/my-
schedule-name"

]
}I
{
"Action":
[
"kms :DescribeKey",
"kms : GenerateDataKey",
"kms :Decrypt"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:kms:us-west-2:123456789012:key/my-key-id"
]I

"Condition": {
"StringLike": {
"kms:ViaService": "scheduler.us-east-1.amazonaws.com",
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"kms :EncryptionContext:aws:scheduler:schedule:arn":
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-schedule-name"

}
}
},
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToSexvice": "scheduler.amazonaws.com"
}
}
}

£if5] : GetSchedule
FRATIHBEAHFETIANSHENHEBENA.

JSON

"Version":"2012-10-17",
"Statement":

[

"Action":
[
"scheduler:GetSchedule"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

1
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}

&5 : UpdateSchedule

FRATYHBERAFZFEABZBEMY scheduler:UpdateScheduleEBEREHHERE, B2 3
fflCreateSchedule , BUREURARHIEREFEH AWS KMS AWS S AN €8 I B F S EL8ETM
R, HAFEH REWHRE AWS BEEN SR  BEATIBGE :

JSON

"Version":"2012-10-17",
"Statement":

[

"Action":
[
"scheduler:UpdateSchedule"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]
}I
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:rxole/*",
"Condition": {
"StringLike": {
"iam:PassedToSexrvice": "scheduler.amazonaws.com"
}
}
}
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HRERAEFZESRRENSHRE  FEATIBER. KBRS SEMETT , AHFELAFIEIRFH
AWS KMS &R :

JSON

"Version":"2012-10-17",
"Statement":

[

"Action":
[
"scheduler:UpdateSchedule”

]I

"Effect": "Allow",

"Resource":

[

"arn:aws:scheduler:us-east-1:123456789012:schedule/my-group/my-
schedule-name"

]
},
{
"Action":
[
"kms :DescribeKey",
"kms : GenerateDataKey",
"kms :Decrypt"
]I
"Effect": "Allow",
"Resource":
[
"arn:aws:kms:us-west-2:123456789012:key/my-key-id"
1,

"Condition": {
"StringlLike": {
"kms:ViaService": "scheduler.us-east-1.amazonaws.com",
"kms :EncryptionContext:aws:scheduler:schedule:arn":
"arn:aws:scheduler:us-east-1:123456789012:schedule/my-group/my-schedule-name"
}
}
},

{
"Effect": "Allow",
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"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToSexrvice": "scheduler.amazonaws.com"

}

#ifj| : DeleteScheduleGroup

FEATIBRAFETEARBREREE, SEEMREER  CSMREXBEMEBHOIERE, MREE
MWERBNEEFHT , TEMMREZFEMEBRNERE, LBRRFEEASTT , ARUHEEH RS
#i B scheduler:DeleteScheduleGroupE{E , AR B¥H PV FTE HERE -

(® Note

EventBridge HFESR T X BIEEERHENERBHRIT T, Sl , TIHRRXNEN , TESE
EENBES -

"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-
group/my-schedule-name"

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "scheduler:DeleteSchedule",
"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-
group/*"
},
{

"Effect": "Allow",
"Action": "scheduler:DeleteScheduleGroup",
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"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-

group/*"
},
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "schedulex.amazonaws.com"
}
}
}
]
}
AWS ZEBERE#H
g5 iR Date
AmazonEventBridgeS EventBridge HFfZ 28 #1857 2022 £11 A 10 H
chedulerFullAccess - T2 & TEBRNZE  ZBRER
BE FEAEMEERNTEFE
i SRR A,
AmazonEventBridgeS EventBridge Scheduler ¥Ti8¥%f 2022 €11 A 10 H
chedulerReadOnlyAccess — #1 WZEBRMNZE K ZBEKE
TEHX RTERAEMEERNEER

HE , SEEENHIERA,

EventBridge HFf288 2 B1RIE EventBridge BFfE 85 51 2R 1E it 2022 £11 A 10 H
T H AWS ZEBERNEE,

EventBridge HFiE2s FHVBERIEATERS
BERBAREBARSMSEE  HhRa9TBrT TSR TR SEESH TN EBHTHE

Eo 7 AWS , ERBERTRESEBRENEABE. ERERS (WIUIRES) Wil5 —ERE (1
WEILARTS) By , AIREE A BREER. TIURGFIUBRHREAEFT , AETERERFTIMN AR

RERENREA 73



EventBridge HFf288 EREEmR

HEMEFNERRINEE, BTHEBEERR , AWS RENTETHMERBMERBNER , ™
ELRBERCEEERIRFPERNFIE,

RMEBLEHREHTAEDER aws : SourceArnHl aws : SourceAccount & HIRGERABRSI# |
LABR %l EventBridge HEfZSS iR I HAt RIS FEN BRMVET A, MR FEEE AT —EEREE REFEE
FHREEE , RIFEEA aws:SourceArn, MMREBEEAFXRFPNEMEREEREFEHERER , 5

£/ aws :SourceAccounts,

rERBREABENRERSEZRMEM aws: SourceArn £ FGRR
K58, UREFRNTE ARN, THFRHHEERE A ERIBEEEHE !
arn:aws:scheduler:*:123456789012:schedule-group/your-schedule-group

MRTHEEFRNWTE ARN , FEMREEE T ZEEIR , BEMA aws: SourceArn
EHRBRERGRS|BEEERF T (*) BRI ARN BIKRMNE D, B
4 : arn:aws:scheduler:*:123456789012:schedule-group/*,

M {Eaws : SourceArn4 AR ZER T R4 EER EventBridge HFZ SR HEREEHH ARN,

/A Important

A% aws :SourceArnFRA X EERER B ELENHERBFTE. BEEN ARN LEZHE
EAHE.

TH &G REBUNAEFTACEEREDRFER aws : SourceArnHl aws : SourceAccount £ HIEHA
Bei®  UpIEEEREAGBE

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
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"aws :SourceAccount": "123456789012",
"aws:SourceArn": "arn:aws:scheduler:us-
west-2:123456789012:schedule-group/your-schedule-group"

}
}

MREE WEPFERAERAFTaws: SourceArn , BIAEMERA ArnLikeM3E StringEqualstE Ak
HEHE T, il , THEEBEREFER ArnLike REHIRE FHEMHERERA

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:scheduler:*:123456789012:schedule-group/
xn
.
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}
}
]
}

¥t Amazon EventBridge HFi288 & 2 M FEETHED

1 I LA T B 3R 3K 175 Bh 48 32 BT M& IE 4 A EventBridge HER288 M IAM B[ AE 2 FIM & R SRR,
i

« REHEE EventBridge HEHREBS T HTEIE

o RAEEHIT iam:PassRole RYIZHE
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- BREERF UARNAE AWS 1RF FHUEFRRY EventBridge HEE 2R &R

KT EventBridge HERZES P HIITENE
MRBINBIESR  SHNERERENTHE , BNBERSEEH , RFEHITEE,

T HIFER G Emateojackson IAM ERAEERAERAETEARE —BERS my-example-widget
BERWEMENR , BAVEEM scheduler:GetWidget FFaJBEEE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
scheduler:GetWidget on resource: my-example-widget

FERERT , BAFEFH Mateo BUR , LFFER scheduler:GetWidget EEFE my-example-
widget EiR.

MBEREEWHB , SBHEEN AWS EEE, FHNEEEREENEERE.
K AEEHIT iam:PassRole B FZ#E

MBEBWENEER , EHEEESHIT iam: PassRoleBIE , B BELEEH , UAHEKAGEER
EventBridge HEfE25.

BE AWS ¥ IRESREACEEGEBRE A MARBUFNEBEXALIRBEEAE, NFEH
THER B4 AR ACEEEZRBIFT .

EE5A K IAMmarymajor FAEERFEAEEAE EventBridge HFESSFHTEMER , RETS
#HIEER, R , HERERBEKEFEREARR TN, Mary REHKACERGRENT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

HEEERBAT , Mary BIBURAAER , LFFHFIT iam: PassRole BfF,
MRIEFEEWE , BRIEEN AWS EER, BNEESRHENBERRE.
BEERF UWANAE AWS 1RF 7EUHAY EventBridge HEi23R &R

BUNRY—EAE  REMKRFTNEREIEEBATNASFIENER, SR IEEZ RN
LEFYHDEZXAR, HHIXEERERNBERIFIUZRHIEE (ACL) MR , SR LUE A ARL
RRET AEFRENE RN,

MEE-STH , F2RUATAS
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- HE T ## EventBridge HIERR R A X EIELThEE , 552 R EventBridge HFiZ s 10{aEE IAM FEFEL{E
Ho

- ZETHINMAWS IRF EEEEN EREIRMEEE  F28 (AV FREER) FHNELHE
B AWS IRFE %S — 1@ 1AM £ & 2 7R,

- EETHNMEERNIFEEBREMEBE=7 AWS IRF | F20 (AM FREER) TS FEUER
HEE=H AWS IRF #H,

- MEFETHNMEEBS S0 RUFIE , F268 (AM E£RERER) FHEFREREHEGENTE
TESBRENERE BEE D).
NMETHEAAGNERERRETHERFFRCENZR , F2H (AM EREER) T8 IAM
Y B RF BRI EL.

Amazon EventBridge #Ef22 RV E RHRE

AWS HESEETE AR Amazon EventBridge Scheduler I ERHMRE, MLERFTR | AWS &

ERBEHTE NEHERERE AWS B, ZESHBEHERSE LEEATHIZSE, SiE
REEFFER AWS R WRLERBNEETE. IEERBIAENFRES  F2RERELEE
REEE. NFEERABNERMRENMEREN , F2RAWS T2 HEER LWAWS HESFEERA
GDPR ##EB X E,

ERERNREZEN , BRMERERE AWS tRF BZAER , ALFEH AWS IAM Identity Center 3 AWS
Identity and Access Management (IAM) B EEBIERE, Mtt—R , SECHAEHASESRHETHK
HEKPAENRT. RftBEBRERATIANREER -

- BERFHECRZEEZEZRE (MFA),

- £ SSL/TLS 8 AWS EiRBH. RMFEE TLS 1.2 WEHRMEA TLS 1.3,

- M RE API MEAEZEIFZ 8 AWS CloudTrail. IEEFEAEA CloudTrail BHHHREER AWS SEEIH
B , ESBAWS CloudTrail  fERA&EIEE) FHAEA CloudTrail B #t,

- EF AWS MMEMRAR , UREPHPFAERERZEES AWS R,
- FHERNZELZSRE (B0 Amazon Macie) , t#BIREMNRZMFE Amazon S3 HEURE R,

- WMREE AWS EBH TR ES API FE BEE FIPS 140-3 BN HHmEEAE , F56£A FIPS
iE. MFERREE FIPS M FIPS in MM ESHEET , F2RBTEFAEERE (FIPS) 140-3,

BMEZIBZRCEBUTELEFNETHH b SRALHRER , HEEBSBHERNIEZHN
o, flnE BN, EBEERMEMR EventBridge HERRZSSFEA R A, API AWS CLIZE AWS SDKs
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Ky E A AWS RS B, BEEBIARABAXFRMAUPE AN TMERERTERANGTERZE B .
MRERMAIBARER URL , BMENEBF 2 ERET EHRARB[FERN URL F 22 BEEA.

EventBridge #F22 FRTRREINZ

AEiFREA Amazon EventBridge HFiESR (A MEBE N B ZFLEE R, BEEREFME EventBridge HE
ERNREER THPHER. EventBridge HERZEEE AWS Key Management Service (AWS KMS) #
&, AMER E RSN ERAWS KMS key. EventBridge HIfZE8 X IEME KMS €858 : AWS
BENSRNEFSESR,

® Note
EventBridge HFfEfRE X B LA LB INE KMS €8,

AWS BB £ = AWS REHENEEARZE AWS IRFH KMS £18, A AWS AN EB
EventBridge BF2ESE A TEERIE AWS ZHIRSH , {8 EventBridge HEESR 2 FE A EMRAREBE
MWERMEIR. RIEFARR , EventBridge HEEREFA AWS HEN EBRMBENBBIIEER. &F
EEEE AWS AN SR EEEIBE. E EventBridge HIRZ23 A AWS AN S8 R EEH
ERR , BLEEZNEMER , MEEAEF T ALRSHH AWS KMS B,

EFZESRRLE Y., HENEE Z AWS IRFHIEZEMH KMS £if. IRENRFEERARFIERSE
BEHEIMEZ AL EventBridge HERESR L REBEERNNE SR  SULEAEFZESR, NREEER
FRELH , AXEEELNESREBE. ERFZELBETEEAER , URBHABARTPWE
RER. EAEFZESHRBEHFAWS KMS BN —HB0. MEEENFMEENA , F28 AWS Key
Management Service E{B.

e
- B KMS £48
« CloudTrail S &4l

hnZ X am

T %R EventBridge HIRESRBEMZNTRAERER , UREABRAERNXEN KMS £8EE,
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ERAEER

aEREE

A® (52 256KB)

A B AF M AR G

Scheduling configura
tion (HEF24HRE)

Description

EEREERNEH

BHRE | R

B9 TargetInput %

BHEENER,

FFREAYME— B BAAR
B (A, #/A).

FREXREN , HluE
At HERR YRR T

AWS BB E R
x &

x&

x &

TxE&

T2E&

Cron RiER , UK

— IR R AR AR
ic , UARHEENRR
BH., &R AN

=
oo

BiEHRE B 12/ Amazon XE

Resource Name
(ARN) fH b B #Z48
BAAEREFF A E Ao

TxE&

UWANMABITAER - BUHENRBERER, 38 <&
BNERBER , Uk
25D S5 G Rk

FRATHIFHEES.

&

EventBridge B ESRRSEMENRZEEABREATFZIE SR , N ELKRFR, MREBREFEAE
FZE 218 , EventBridge HFESR 2 MENBHEAEMR | —RXEAEREAWS HENER®R , 5%
FRAGEENEEFSESH, UNFMMEEMERER | EventBridge HIRZSS RS A TERE AWS #E
MLl RERBEEER,

5 A T the section called “E ¥ KMS £ — 82K 7B UNAEELZN IAM EREMNESWBBER | MEKEF
T E S8 EventBridge HERE2S 8 BLE
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EHE KMS &8

BRI EEMHMREHEFZE SR  UINBNBEBHERTEHBEENAS., EventBridge ISR S
MZEFBZEEIE 256KB WER AR, FATFSESREELAE  URBBRBARNER, £
BAEFSELWITBAWS KMS FLEMN—20, MEEENFMEENR , 5528 AWS Key Management
Service E&

EventBridge 2SR A BEE V HFRR A MZEE RN ZFEAMEBEBA IAM 57, EXRTELERLEN
AWS KMS +HE85F A& EIM Y EventBridge HEF288 API BWEA &R A, L, EventBridge HEFZ 25
SEFEREREBERBELNER. ERTEFEEBHABTACHLEAERSEN AWS KMS 1§
BETH , TR E AR AWS KMS API,

(® Note
EventBridge HFEss A X BEA TR ANE T,

AT —ERT FUNAEE AWS KMS £ BERAFTER 1AM FF7] , LAE EventBridge HFfEaz LA
EFEZETR.

ES]

« ¥ IAM FFH]

- EEESBBEER

18 IAM FF A

FEMERAEFZESR  SXAARTIFIHEZSRVHENSDE IAM 8 | UK EHREE T FH
METHAE,

EFSESRNGHRET

BT 5 AWS KMS B {ERT8 ZEEE U HERE RN EventBridge BEf288 API WEAEFEA (£A
%, BHEDAG ) HEBNFTUBEL,

* kms:DescribeKey - BFLRENEH/IELHBEME KMS EBKEFE,

 kms:GenerateDataKey — & 7 E4 EventBridge HIi2es AR THEIRMBENER S |, kAN
=R,

 kms:Decrypt - FEMZ EventBridge HIRRELNMBER —EFHHNNBERER.
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ELRTIEENHT

* scheduler:*
« iam:PassRole - EEHTHAECREE,
EEFSESRNHITAGHT

BB T IBSEFIEZHENATAGHTEEK | LURH EventBridge HETZ 257 7 22 5 F1 BF LAY
AWS KMS API B 17 EU#E,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowEventBridgeSchedulexToDecryptDataUsingCMKMS",
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": "arn:aws:kms:us-east-1:123456789012:key/your-key-id"
}
]
}

* kms:Decrypt - FEMF EventBridge HIESREENMBER —EFHHNMBEER R,

MREEEIFHRERFEH EventBridge BEESREEAREBIFWEITAE | EventBridge HHREERE B
B AENFUEEZEINZNHTAR, T8 , IRERERENHTAC | AIXEBLENHFIHREE
AR, THEFEALNEESE DR,

EESWEE

EXNER BUFEFRESRE AWSKVMS , RIBFER , ENEREATISREE , TREFIHE
HEITAG.
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gE LUK ERBERNEERFAERHEITACHEFIR. NIREAVSEFZESRE
EventBridge HER2 2R EIRBE AR , RITTLUER M, R T 528 BUR 5| RFRHI WL EventBridge HF
ERERAUMER N TR,

CloudTrail 454l

AWS CloudTrail E#8EIFTE API RIUEH, ETIEFE EventBridge HIEREALNERFZE SRR
BE R, API /Y, THIEEHIFER CloudTrail S41EE , 7"& EventBridge HIESE AT FZE SR
# kms:DecryptEfE,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDEABCD1AB12ABABABQ:70abcdl123al23al2345alaal2aalbcl2",
"arn": "arn:aws:sts::123456789012:assumed-role/execution-
role/70abcd123al23al2345alaal2aalbcl2",
"accountId": "123456789012",
"accessKeyId": "ABCDEFGHI1JKLMNOP2Q3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDEABCD1AB12ABABABQ",

"arn": "arn:aws:iam::123456789012:role/execution-role",
"accountId": "123456789012",
"userName": "execution-role"

1,

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-10-31T21:03:157",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2022-10-31T21:03:15Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-north-1",

"sourceIPAddress": "13.50.87.173",

"userAgent": "aws-sdk-java/2.17.295 Linux/4.14.291-218.527.amzn2.x86_64 Open]DK_64-
Bit_Server_VM/11.0.17+9-LTS Java/11.0.17 kotlin/1.3.72-release-468 (1.3.72) vendor/
Amazon.com_Inc. md/internal exec-env/AWS_ECS_FARGATE io/sync http/Apache cfg/retry-
mode/standard AwsCrypto/2.4.0",
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"requestParameters": {
"keyId": "arn:aws:kms:us-west-2:123456789012:key/2321abab-2110-12ab-al123-
a2b34c5abc67",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"encryptionContext": {

"aws:scheduler:schedule:arn": "arn:aws:scheduler:us-
west-2:123456789012:schedule/default/execution-role"
}
},
"responseElements": null,
"requestID": "request-id",
"eventID": "event-id",

"readOnly": true,
"resources": [

{
"accountId": "123456789012",

"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:123456789012:key/2321abab-2110-12ab-al23-
a2b34c5abcb7"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_256_GCM_SHA384",
"clientProvidedHostHeader": "kms.us-west-2.amazonaws.com"

EventBridge k12 8% BB & & i

EventBridge B2 s & e EM MR B NZ & P E R, Transport Layer Security (TLS) &7 &M UL4E
{i EventBridge HEF22% API ##4E |, LA E EventBridge HEF225 58 A R HERR B R ALE ] B 42 APIs BN
IR E R, RIETERR , EventBridge HIER S EME BRI ERFFER TLS 1.2, BXAFEREE
WP MME , M BEMEA EventBridge HFEEEK , BEEZBREFETEM TLS MR,

£/ EventBridge HET228 API — B8#1T API #®4EHKF |, 4 CreateSchedule , EventBridge HEfE 2%
SMBZEMEHTTP R , BFEFRAXHESE, EventBridge HIRZSS th @B ER APIs KB EEE
FEM
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£/ B 1% APIs — EventBridge HFi22Rs AEEER , EEWMUEERUHEREENBRE AP, #EH#

R EBEE , EventBridge HFEREMBRREFER , SFEFRAXANAMBERER , UARKEEREREHE
FE.

Amazon EventBridge HEf223 0 & R B F&

BETH RS AWS B AR ESHRTENEER , F2RAWS i SR EHHENRRBIZER
EBNEHRTE, ME-—MREA , F2RAWS S5 E

BOLMER THE=ZARKZEBE AWS Artifact, INEFMEF , FS2BE P THEES AWS Artifact,

IER BNSREME AWS R BURRERNHEEN, BLANEGHRER , ARERAEENER.
WELR BERETNFMENR AWS IR , F2E AWS T2 X,

Amazon EventBridge BEfEEs R HYsEM

AWS £IKEMRERU AWS BiE M TRERSBAEREZE. AWS BEE RHESEER S RAREHN
TRESE , ELXTHESEREE, SHEEBNSERENBMEER, BBTAESE , S URER
FENERARANERE ZETAERScHEBREREMASRETE, THESNATAE, TiE6E
NERED  IRE-—SZEERPONERERRBES,

WFE AWS B M A RENFAER , FEH AWS £ IRER .

BRT AWS £ IREMERAE 25 , EventBridge HFiEsR B R BERE | UIHBXEENERELENFED

Amazon EventBridge BFfEss PV E R REE £

Amazon EventBridge HIR2Ss R S ERE , T3 AWS 2 HRBRLZLNRE., WFE AWS T2 REUK
WA AWS REERSHNERET , F2BEAWS Exts, PEFTHERNBRSREEKRES
B AWS IRIE | F2 R L L AWS Well-Architected Framework F R E i 52 F{R &,

ST LAMER AWS 2480 AP FELY | iEiB#AE17H EventBridge HE288, FRAERMSEZETIER ;

- Transport Layer Security (TLS), HMFE TLS 1.2 WEZEFEH TLS 1.3,

- BfeEXEIAFAZE(PFS)WETEEM , Hlan DHE (Ephemeral Diffie-Hellman)s} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), IJRARE (M0 Java 7 IEFIRA) KL EZEELER,
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Amazon EventBridge Scheduler By E5#2 F51E

EL1R R #EE Amazon EventBridge Scheduler M&HE At AWS AL RAIFEHE, TTAMFMEENEEL
Do AWS RETHIES#E T EREEE EventBridge Scheduler, ER4ASERBERE |, WERBRIMBEEE
£ -

« Amazon CloudWatch AWS & B ES i 80 AWS BRANEE EHTHEARR. B lUkEME
HHER, B BRIERE , URREER , TREEREILAEENRERBHN AN FNEE, WF
SHHERA |, 5528 Amazon CloudWatch £ &5/,

« AWS CloudTrail €#iEUHEHIRF A KR AWS EHIRFE 2 HA API FEIAAERBEES |, Wi AR
RIFZBIBEEMN Amazon S3 fEFETEE. BAILGRBIFEIUA EREFIRSE AWS, #1TFILAY R
IP ik, AR FILNEE, WFEFMER , F2B (AWS CloudTrail EAEEE) -

F&E
 {#£/H Amazon CloudWatch B2 Amazon EventBridge #Ef285
- £ A28 Amazon EventBridge Scheduler APl FEAY AWS CloudTrail

£ Amazon CloudWatch E5# Amazon EventBridge BEf288

&R AR CloudWatch 52 Amazon EventBridge #Ef285 , EEWERKRERN IS HEEAEH %
IEBNRERYIERE, EventBridge BIESRSAFMEHIRERE —1HIEE , Y AEEMHEBHENFE/TS (DLQ)
MRS H —ERENANEE, WREAPRERE DLQ , EventBridge SIS IEESHER IR
FF 8% R HL A 35 4E

EEFFERSRE15EA , BEEUUENELEN , YEBEHEARNER , URHEREEE
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A , 52 E Amazon CloudWatch B &IEm.
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ERAEER

WA

=]

AWS/Scheduler

AWS/Scheduler

BE B
InvocationsFailedT STE
oBeSentToDeadLette

rCount

InvocationsFailedT B
oBeSentToDeadLette

rCount_<error_code>

Description

& EventBrid
ge HFiZES
EREHR
+Z DLQ B
B, FHE
R BB 2R
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ge HFiZES
IS EE
Z DLQ MR
&, MERE
# DLQ #H %8
AR R,
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EEA
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ERAEER

it

R

AWS/Scheduler

BE B {
InvocationsSentToD STE

eadLetterCount_Tru
ncated_MessageSize
Exceeded

EventBridge HFiEssHEEE

Description

xistentQu
eue

EEAE
DLQ W=
AR BB
Amazon SQS
RFFH KRN L
PREFERH |
H EventBrid
ge HEiERR S
BRI
EInputs
MR iEER &
#Ho

CloudWatch B SEIEBER L AWS HREAERNIEE, BLERHES AWS BHRE. BRI
EETHYCIDEERE. NERERENHEAT  BoM BE.

ELEEZETEE AWS/Usage iR ZEH , T2 AWS/Scheduler , BB EKRE—
R ZEEH CloudWatch M EH#E Service, Class.,

REEENE REE

i3

Service

Class

Type

Description

Ro BEL

Type#l #9351 =EResource,

BEER AWS HWRFEZ . ¥R EventBridge Hf22s FAEEE , BEA

Scheduler .

EEERNERER ., YA EventBridge HEi228 AEHE |, 5 None,

EEEHRNERER, BN API AEER , EA AP, HREFRFTEER

, {5 Resource,

REER
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ERAEER

HWE Description

Resource

EERNBEER. N API HEER | i8R API RERE. HRERET

BiER  EREFENEREE,

APl HEER

APl REEFESEREIIRFPIHITH AP REREB . ERELERRER API FIEIWEERIEN API

BREH,

EREEA CallCount, LWERKERANMITERRE SUM, KX 1 T EHBNBERETE

AP| 2R

BE BiR
CallCount CreateSchedule
CallCount CreateSch
eduleGroup
CallCount DeleteSchedule
CallCount DeleteSch
eduleGroup
CallCount GetSchedule
CallCount GetSchedu
leGroup
CallCount ListSched
uleGroups
CallCount ListSchedules

Description

BIRE R #ITH CreateSchedule API 24
28,

EIRFE R #{TH CreateScheduleGroup
APl R{EEE,

BIRFE P ITH DeleteSchedule API 81
2B,

EIRFE R #{TH DeleteScheduleGroup
APl R{EEE

EIRE P #ITH GetSchedule APIBEH
Ho

&R P R #EITH GetScheduleGroup APl
=GR

EIRFEHR# T ListScheduleGroups API
BRIEHE,

EIRER#ITH ListSchedules API24EH
B

REER

92



EventBridge HEf288

ERAEER

EE iR

CallCount ListTagsF
orResource

CallCount TagResource

CallCount UntagResource

CallCount UpdateSchedule

Description

YR FAFEITHY ListTagsForResource
APl I2EZIB,

IEWRE R #FITH TagResource APIIREH
B,

IERE R #ITH UntagResource APIBRER
Ho

IEWR F R #1THY UpdateSchedule APl #24E
gH,

flan , EETHHERN CallCount IEERTELPIRFAIFI CreateSchedule API RERIXE -

« "Service" : "Scheduler"
. uﬁg“u : uﬁu
° "Typell : IIAPIII

» "Resource" : "CreateSchedule"

LU HE S

ERTBEREEREIRFPANANERRE, FHAELERRERMGEIENRBERRS , 7=

BEBRET R 2ol REINE

IEEELZ A ResourceCount, WIESEZERAMKITER R Maximum,

BB BER

BE iR
ResourceCount Approxima
teSchedule

Description

BIRFHNWHREANEE, FRHLEERERR
BT BEFE B REPR ) |, LA17 Bh 428k S 2 Pl
ServiceQuotaExceededException B
4858 CreateSchedule

REER
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EE BIR Description

EHFREELR 100 BER , HIEETEEE
e, EEAERIHERERENER , B2
EBEAREAR 500 BRESHMaximumREt &
#, RAERHREREA 1, 000 B,

ResourceCount Approxima ERFHPNHEFARNEE. FALEERE
teSchedul BEMRELEREFERERS , UGB EEE
eGroup EM LY ServiceQuotaExceededExcepti

on B4 EEEaCreateScheduleGroup o

Fltn , EATHHER ResourceCount EZEM Maximum HETER S HEIRFE B RN HERER

82 .

» "Service" : "Scheduler"
. "%EEUH: Ilﬁll

* "Type" : "Resource"

» "Resource" : "ApproximateSchedule"

{#/ 524% Amazon EventBridge Scheduler API FEAY AWS
CloudTraill

Amazon EventBridge Scheduler E 82 & AWS CloudTrail , tbfR#E2#t EventBridge Scheduler
AWS HFfEAZE, AERREFTEIEIENT . CloudTrail &% EventBridge Scheduler B9FFE API
FEALFEE B4, FEENRY RN /E$EH# EventBridge Scheduler i A #THIRL | AR EventBridge
Scheduler APl R{EMFEXIRFIY, tNREEIEHR , BIT LA CloudTrail E4EERFZE Amazon
S3 f#1FETE , @I EventBridge Scheduler IS4, BIfEEARREEHR , AR LIEB CloudTrail
FREPNEHELEHERARHELS, B LER CloudTrail WWEMER , ¥/ET¥ EventBridge
Scheduler 2 MR, RHEFERWG IP ik, REBRHOAE, REBRNEE , ARHEMGFHEE

o

-

EiE—F 7 # CloudTrail , 5528 "AWS CloudTrail FA&EIERE.
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CloudTrail A #9 EventBridge HEfZ22 & A

BIMIRFS AWS IRF B, B8 L&A CloudTrail, EEB)7E EventBridge Scheduler R4 8 |, 08
B CHEM CloudTrail B4 1«1&%#55&?3%43 WEAMARH AWS B4, EAIE g, BEW
THRIINES AWS IRFE, MEFMES , F2E "FH CloudTraill EHFEHEEMEEHS, .

EEFERSE TEH AWS tRF |, 23 EventBridge Scheduler WS4 |, B2V BK, FReEE
CloudTrail #% AFFE R T E Amazon S3 EFETHE., KTER , ERETERETEVEBHE , RERS
ERAZEMEN AWS EBiF, Btttk AWS 2 EIEHE BENEHN , U ARERRITEREEN
Amazon S3 fETZETEE, BLA\ | BT LAREE b AWS BRTE , LAE— 5 547 CloudTrail BEEFIKNENE
HERWHERNTE., NEFHENR , F2ETIAS :

- BEMIEXHBIER

» CloudTrail X EHRBEMNES

 EXJE CloudTrail #§ Amazon SNS J&Al

- EWZEEEMN CloudTrail AFERMEWZERFERN CloudTrail BFFER

CloudTrail &52#F7H EventBridge Scheduler AP| B)E , 35287 Amazon EventBridge Scheduler
APl 2ZE/, flan , ¥ CreateSchedule, UpdateSchedule # DeleteSchedule BifE 2% Hi
&7 CloudTrail EEBRIPELEZR,

B-FEHVARERNSUSELEFRENET. B EATHBIEHE T5IEE !

- EREMFEARE AWS Identity and Access Management (IAM) A& & A ERHEH,
- RURBRE , REEATREACRHEI»ERENERLTERE.
ERESHHEM AWS RERE.

:"‘.H.
Hm

nl‘*

MFEFHMENR , 528 CloudTrail userldentity Tt

T #& EventBridge Scheduler BEE#ERIEE

BHtR-EERE , ERBMUBRERNEARNIEIEER Amazon S3 #FirE. CloudTrail B
1’3'-?1‘?@% HZEERER, —BASHRAEMARREENE—FBR , XSSHEREE. FRH BHPME

ARBBFEA. CIoudTra|I BN IR AE AP LA EREREF , Rt TS E AR EIE
}-.-ﬁIE!O
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
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Amazon EventBridge HEf2 85V B 48

AWS &Rtk EAEEE AWS BB TRREHE , ToBARE. RFEZERA , FRAESAEARENRE

BIREN, BUUSASHEEFREN , BRLEEEXEM.

£ EH 18 EventBridge HERZBSMVELEE | F5BHRK Service Quotas £ A, HEBEEK T | iBIZEAWS R

7% , SR#R32E EventBridge BFf225.

EEBRIESEH , 328 (Service Quotas FHEEF) PHBERIESHEE., WR Service Quotas

i RIRMEEE  BEAENRBERERE,
AWS &R B8 T 38 EventBridge HEF2 25 tHRARVEL 28,

% B

CreateSchedule F55R = us-east-1 :
5, 000

us-east-2 :
5, 000

us-west-2 :
5, 000

ap-northeast-1 :

5, 000

ap-south-1 :
5, 000

ap-southeast-1 :

5, 000

ap-southeast-2 :

5, 000

eu-central-1 :
5, 000

I:"" IE'

i

| Him

Description

E¥H CreateSchedule
AR LR, EEERIE
£88% | EventBridge HEfE
HEERSNERAER
HRENTER, EFHE
BASVWHEEREBER.
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28 A

IIE'

Description

i

eu-west-1 :
5, 000

eu-west-2 :
5, 000

sa-east-1 :
5, 000

BEAEtXENE
= : 250

CreateScheduleGroup &R % BEZXENE £  #B%® CreateSch
15 : 10 eduleGroup 3R LR,
ERERECHER |, Even
tBridge HERZRR @ RIER
K BFRAERE IR EN R
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DeleteSchedule F&35R %

=n

us-east-1 :
1, 000

us-east-2 :
1, 000

us-west-2 :
1, 000

ap-northeast-1 :
1, 000

ap-south-1 :
1, 000

ap-southeast-1 :
1, 000

ap-southeast-2 :
1, 000

eu-central-1 :
1, 000

eu-west-1 :
1, 000

eu-west-2 :
1, 000

sa-east-1 :
1, 000

BEAEtXENE
= : 250

IIE'

i
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Description

7% DeleteSchedule 55
KER, BRERIELE
B% , EventBridge HET22%
SEFANERAERL
BRIENGER, ETLRAE
ABVEEREGER.
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DeleteScheduleGroup &3k &

=n

BEZZENE
15 : 10

IIE'
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Description

7% DeleteScheduleGrou
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Ei%EHF , EventBridge HE
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GetSchedule F53R &

=n

us-east-1 :
1, 000

us-east-2 :
1, 000

us-west-2 :
1, 000

ap-northeast-1 :
1, 000

ap-south-1 :
1, 000

ap-southeast-1 :
1, 000

ap-southeast-2 :
1, 000

eu-central-1 :
1, 000

eu-west-1 :
1, 000

eu-west-2 :
1, 000

sa-east-1 :
1, 000

BEAEtXENE
= : 250
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3 A BRRER 3R 5 1Y BR &l

us-east-1 :
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us-east-2 :
1, 000

us-west-2 :
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ap-northeast-1 :
1, 000

ap-south-1 :
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ap-southeast-1 :
1, 000

ap-southeast-2 :
1, 000
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1, 000

eu-west-1 :
1, 000

eu-west-2 :
1, 000

sa-east-1 :
1, 000
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AARXNECERBR
HBERE AR, ER ERZ
%, mERRAR , B

MR , BANSEEY
n, EREEE—L, &
ALRARSBVHEER
Zo

102


https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-F6D2596E

EventBridge HEf288

ERAEER

=1

ListScheduleGroups &R &
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ListTagsForResource 553K &

FREHENBE
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BEZZENE
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BEZZENE
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BEXXENE
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BEZIZENE
15 ;1

BEZTZENE
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IIE'
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Description
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ERLER, ERERISLE
%88% | EventBridge HEfE

HEERHNERAER
LR IENRE R,

FMM ListSchedules &
RER, BRERIELE
B , EventBridge #2838
BERERNWREBEAER L
BIENER,

51| i B2 BF A2 25 B IR AR RA B
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BEESNFEFHERE
ER.

BERSHNHFEHE L
BR, WWELRETIEE T
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fEREEER ActionAft
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us-east-1 :
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us-east-2 :
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us-west-2 :
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ap-northeast-1 :
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eu-west-1 :
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eu-west-2 :
1, 000

sa-east-1 :
1, 000
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E#H UpdateSchedule
ARLER. BEEERBLE
£88F | EventBridge HEf2
HEERANERRNIER
LLIREREE R, E LT
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% EventBridge HFf2sRELEAF BRI un BV EE M E R |, B2 (AWS —fx8EEm) FH Amazon
EventBridge HF#E 25 i 26 M A EE

EventBridge HEiE a5 7 B9 i 58 2% 2 HF A%

£ F T 51 & A 3R 15 Bh I8 B2 B #7115 IE 5 B8 EventBridge Scheduler Bi58H9 E B RRE,

ServiceQuotaExceededException

K TE CreateSchedule, GetSchedule, DeleteSchedules UpdateScheduleiER=: kU ZIR
mERR , BMERERERERRS,

¥ RERRE

2023 £ 9 A 7 H , EventBridge #2232 X & ScheduleGroup ARN (Amazon Resource Name) ,
MARHITABEEERPHHRE ARN, AFEEHEEERPEEEALRE ARNs WEFAT8EH 50
TPS WIRRE| , MA2FEERRE 250 F| 1000 TPS ( BURAEHE, ) -

Resolution

AliE XEUFRESH LR,

101
EATHEF-EAXNBRIRENEEBEK

- RABBKREHEE.
- AEACHWHRE  FEITLIERABERE ARN = ScheduleGroup ARN &1,

plan , BEREB TIRBHEEBCR :

{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceArn":
"arn:aws:scheduler:region:account:schedule/schedule_group/schedule"

HERBEETHEDEH 105


https://docs.aws.amazon.com/general/latest/gr/eventbridgescheduler.html
https://docs.aws.amazon.com/general/latest/gr/eventbridgescheduler.html
https://console.aws.amazon.com/support/home?#/case/create?issueType=technical
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}

RS EEBRRERATHIEE -

{

"Effect": "Allow",

"Principal": {
"Service": "scheduler.amazonaws.com"

1,

"Action": "sts:AssumeRole",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:SourceArn": [
"arn:aws:scheduler:region:account:schedule/schedule_group/schedule",
"arn:aws:scheduler:region:account:schedule-group/schedule_group"

]

}
}
}

ServiceQuotaExceededException 106
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Amazon EventBridge BEiEE3 tHFE 2 B

B DA A AT P Y ERE RS HPEEE R A Amazon EventBridge BHEi2 2R RERE,
FE
- BROBEEXRK , WHIEEEZEHN
- HIETACHAEE
s THRNEEREHEEE
s PIEEXIGREFRERE
« BEVHREERXA Cron FRiEX
- RNEBEREHEE?
- BIRMCEBRERZ
|RHER B ZMm AR
- BRIEHFARANEEER
- ERZEAIXMEHR

BB AHN , WHIR EHRER

BRI X B2 EventBridge HIESS R ERNEEZ —. BREBLEAMNEREEME !

EFRER :

< BAHFERNERESH
- MEREIREE.

« API R,

- BERERTIER,

il 373

1. REENXE 5 (DLQ)
« DLQ A% B & FRE A 2 T K BBV B Ao
s AMNFAESEAZE DLQ, HH I SFHMNERAR,
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ERAEER

« BEXEDLQ , FREMNEEHEHRRE

"DeadLetterConfig": {

"Arn": "arn:aws:sqs:region:account-id:MyDLQ"

}

AR WREW DLQ £/ KMS £RNE |, FFHE SIMBEEAFT EventBridge HEHERERAT -

"Sid": "Allow EventBridge Scheduler to use the key",

"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"

1,

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey

1,

"Resource'": "*"

2. BaTE APl B8
- BRBE AP HUNFEXESHBEEAENER,
- RESHERSEATNEER,
- MRFEA VPC im% , B AR VPC FH API in B,
3. MMk AEAE
- MRFLEEREEEEETXE  FEFEZHEE,
- ERBUEREH

"RetryPolicy": {
"MaximumRetryAttempts": 3,
"MaximumEventAgeInSeconds": 3600

bad 3235 o
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https://docs.aws.amazon.com/scheduler/latest/APIReference/API_RetryPolicy.html
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}

4. E BRI ENER

- WREARBE (4l ECS 7% ) , BRARLEBIEERET API ) Target. Input S EREHE

. BRI EERE SIS EBRELR,

FEMNITABFAEE
IAM B B TR RFRATARNERRE, U TRERFRNMAELHEN L |
FREE

© B B BIRAT BRI
. RN A GART IR
+ B8 EventBridge HHRRE IS SRR
. ERMEERNFTTR

G
- 810 CloudWatch TargetErrorCount HEVIEE
- BIREEEHIREERP I ARERENER THT

SEREHEAE D BB

1. ES42 CloudWatch 3518
« ¥ CloudWatch F#9 TargetErrorCount $E#&,
2. FRZEMT RIS (DLQ) HERET AR
- RIEHNBERRE DLQ.
- MREWEFEBEHFITEE , B DLQ EERRTE , AIBSEDLQPEILAUMNAR , HhIEFH
AR ERA R

- WRBIEE CloudWatch IEZEFRERNEITRK , DLQ PARZEH , ERRERTAT A , B
EventBridge BFfE88 2B A DLQ & &,
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@® Note
R DLQ ARFEBIEMRMNTY., WEME , FHE EventBridge HIFESREHBFERA KMS &
WEVET A,

3. BREREEBR
- BREN IAM B8 EventBridge HE23R BB ERMNEERARK !

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
},
"Action": "sts:AssumeRole"
1]
}

4. MEHERITABHT
- IIENHTACERRESNT , TRUATERNBREE,
- FREHEMTACEERPFFTES

// For Lambda function targets - add to schedule execution role

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction"
1,
"Resource": "arn:aws:lambda:region:account-id:function:function-name"
1]
}

// For SQS queue targets - add to schedule execution role

{

YRR 110
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"Version": "2012-10-17",

"Statement": [{
"Effect": "Allow",

"Action": [
"sgs:SendMessage"

1,

"Resource": "arn:aws:sqgs:region:account-id:queue-name

]

5 REMBMNERFH
- MREHEZEFERAMBWER (0 KMS ZH SQS 175 ) |, 3
SEVEFT

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "arn:aws:kms:region:account-id:key/key-id"
}

6. BRFEAE ARN #HAE
- BARERERDHNAE ARN ERER,
- BERACHEEHIERNVAEBN AWS tRE F EEH,

T HRMNEERSE L
MRLERYHRAEEOHBERHEINE , £TLSEIRHRAERS. EventBridge H2BELAE

AN

HEHE, FEFANFEARNESR  TRERAmME.

111
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i Bl B B R =B
EEYEECRTEDNRERS

1. 542 CloudWatch 351
* BE InvocationThrottleCount R, LERAVEMRREEB T HAAXRRE,
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