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Drift detection
Get notified when
AWS Resilience Hub
detects changes in
the compliance status

S

AWS Resilience Hub -
Resilience management

Centrally define, validate,
and track the resilience of
your applications

®

Add applications
Define the resources in your application

(CloudFormation stack, Resource groups, Terraform state file,
myApplications application or Kubernetes managed on Amazon
Elastic Kubernetes Service)

l

> =@

Assess application resilience

Define the resilience policies and assess the resilience of the app
and uncover weaknesses

l
oo

Take action

Implement recommendations, alarms, standard operating
procedures (SOP)

Test application resilience

Run tests using AWS Fault Injection Service to test across the
operational recommendations

!

— b

= Sty

Track resilience posture
Suggest focus on CICD, and as application is updated making sure

AW

S Resilience Hub iEEH X

you have checks in place to assess resilience
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« Amazon Elastic Block Store (Amazon EBS)
« Amazon Elastic File System (Amazon EFS)

« Amazon Simple Storage Service (Amazon S3)

* Amazon FSx for Windows File Server
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Amazon API Gateway

Amazon Application Recovery Controller (ARC) (Amazon ARC)

Amazon Simple Notification Service

Amazon Simple Queue Service
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FA#E=X B AWS CloudFormation # 8, Terraform #REERE R myApplications FEARER &
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B, EBREBESFH AL S T myApplications WEAEXNEEINAEEE #YE M 5T IhEE AWS Resilience
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- BREEARESEESE
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Bk T AWS CloudFormation #t8& AWS Resource Groups, myApplications FERFZXF Terraform AR&E
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IR , AWS Resilience Hub AI3BEAAI A Amazon EKS #5E FWERHMIBEERAER. AEHRMH
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(® Note
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AR TIEARERNEAREBERN S L
« £ AWS CloudFormation #t &

« fF AWS Resource Groups

« £ myApplications fEFHTE
« {E Terraform AREERE R

£ AWS CloudFormation £

REQSLEEHEHINEREXFEANEIRN AWS CloudFormation &, #8 A LUK H & AR
REAERN AWS IRFE | i LAZRBE REMNIRE HFE M EEH,

REBHREAEXEBERNER

1. iEH CloudFormation & UIRZRUHKEB AERNE R,
2. MEREFHSEAWS IEF FEFEEBAHER TN FERRFHE,

EEFANVNRATE AWS IRFE. TREEHIMENMESR , FHRIFE AWS EiF /A H 18 EEAE
A8, REBE@ MR ARN FRFEAHEMN Amazon Resource Name (ARN) , AREBEEH
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Amazon Resource Name (ARN) , ARZBIZEFIEEREHE ARN, 10FE ARN WFHEEF , 72 H
(AWS —f%&#) F# Amazon Resource Name (ARN),

{# 8 myApplications FEFTEZR

BIZELESEE T myApplications FEFAFER AWS Resilience Hub
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1. 1ZEEL myApplications,
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£ Terraform AREERE R

BEAESLECRANEARXPFEAN Amazon S3 FEFEFERERM Terraform ARERE R, KA LIE
B E Terraform MRERRWMNE , RIBHAUFERATE EEE Terraform AREERE RV ER,

® Note
AWS Resilience Hub % Terraform AREERE IR 0. 12 N EH AR Ao

REBHREAERXEBERNER

1. 1ZH Terraform MREEERLUIRE S3 RETRER,
2. TOBREURRERER . : BB, BE8E S3 LUEEE Terraform MREERNE,
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3. RE SIHFEARTPEEHT , AREFIHTBERFZRER Amazon Simple Storage Service f#F
BTEE,

4. eYHERT  BRER K ARBERE,

T8 EKS E£&

AEFETERANMAE A Amazon EKS #EREREARREBNER,
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B EBER Amazon EKS A fl1EAE IAM B F8EEIEZE Amazon EKS #£5, MEHIGE
— R MEWRS Amazon EKS Al flE M IAM AR LLUESRZEENFEEDR , F2ETIE
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LIRE AWS IRFE SRAREAERARERNN , T UAREFENIRERESE,

(® Note
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1. 1E£1.)#HVEKS BE[EE , MEZN AWS IRF FEEMEEBAREZE EKS BEE TN FEHEE
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2. BEECANVRTEAWSIRF., TREFBHMELN Amazon EKS £5 , FEEEETRIIKRF R
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3. (B ) EHRARPEAEEBRNER,
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® Note
- RMEAEHERRXEALEATER RTO # RPO, BRIV AISEFAEARRNZE
#F RTO M RPO,
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MRBERIEE |, Mg AFEIEREETIRER TS :
« BRI FEFEEARER,
- BERAEACREEEN IAM A,
- MREHEARASRER B IAM EREFT , BLEAR

AWSResilienceHubAsssessmentExecutionPolicy
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MRFERMUIEE  EEEZRFERBA , BUEIEE Amazon Simple Notification Service (Amazon
SNS) £#, ZERM Amazon SNS £ , FERM SNS TEERF |, EEURE SNS TERE
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(® Note

« ZHEE AWS Resilience Hub #4318 H 2% 28 Amazon SNS £ |, &8 Amazon
SNS FREMNERTEHENT T, NEGHEREF YHNFEMEN , 382/ the section
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c. GEERBBAHRPTIAEFREEID.
d TEFRANFARFIEWAERERID. EFREBEIEIR ARN,
e. IEIEIE,
7. FERBERER  FENER, RBETEEFEERERE  RAETHR ISR

a. TEEREBARTEAAZRES D,
b. E#F Save ().
8. HERBEREAM , FENER , LDFEPREFBERERNFT , RARTATISR

a. HEERBNFARPHAERERID. EREBIEIR ARN,
b. ### Save (7).
9. FEET AppComponent , FFIEEER , BERBEEE AppComponent , RETHK TIIFER :

a. 1& AppComponent FH X ;5E HiEH AppComponent.
b. BEFIE,

10. EEMRER , FEMER , AR EBDETEERBRER,

11. EETEER , BENER , ARRBDEPRETEER.

fmEE FE T2 AppComponents

1. EEimEERARENM AppComponents , F5i2#E AppComponents & 5|1EH,

® Note
mEFEA AppComponent ER 7 HEMFFHEENR , F2REEAES 4PN ERS H.
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AppComponents EER g5 HERSENMERE T, BALUEBUTHRH B
AppComponents :

« AppComponent £18 - TR B HEABRXEBRIERGILERN THEM AWS Resilience
Hub .

« AppComponent & - JTHK AWS Resilience Hub EH,

s REZB-WARFENERE, BEERESRE , LEEHNEAEIPREHFEMER, Al , m
RIGEEZEE AWS CloudFormation BEAWRREEZRE , MSEEEHFELNE FWHEEBHFME
S E®E AWS CloudFormation,

- BRGTE - B ARRMEEBNERBE, TERRSIEBRTERERFURBRARENARE
HEBER,

2. FHEE AppComponent , FERBIEThRER FIBIFE L HH AppComponent , ETEK T HIZER -
a. 71E AppComponent B & A AppComponent W&, A7T2E RS HEREHERE
FREEA LML,
b. % AppComponent FE TH X FEFEE AppComponent HYEEEL,
c. I1EE Save (A7)
3. ZEE{REE AppComponent , i5iZH AppComponent , R & R ENEHIRIZLFE AppComponent,
4. ZEEMBER AppComponent , 55ZE AppComponent , A% B4+ ZZ M Bk AppComponent,

PFERBER , CERIRE  EHCHEABRANERRANETRE, BEHTEMNEERTM
L ABRMEBRARRNTIRE, MFENMARMFRANVFRES , FFSEEMEE AWS Resilience
Hub B AE R,

BEEERRENTH

FERER Tl (AppComponent) 2 —#H1EEE AWS EIR , I AE —BEEL LK. F

wm, MREETEENEMNELRERE , EMEERERBRERRL AppComponent. AWS
Resilience Hub has R 8l , AR EEHL AWS BRI LB @ AppComponent A, flan ,
DBInstance A LA AWS: :ResilienceHub: :DatabaseAppComponent , B A A RBR
AWS: :ResilienceHub: :ComputeAppComponent,

The AWS Resilience Hub AppComponents & R 5| &R :

 AWS::ResilienceHub: :ComputeAppComponent
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ERAEER

-

AWS:
AWS:
AWS :
AWS:
AWS:
AWS:
AWS:
AWS :
AWS:
AWS:

:ApiGateway: :RestApi
:ApiGatewayV2::Api
:AutoScaling: :AutoScalingGroup
:EC2::Instance

:ECS::Service

:EKS: :Deployment

:EKS: :ReplicaSet

:EKS: :Pod

:Lambda: :Function

:StepFunctions: :StateMachine

AWS: :ResilienceHub: :DatabaseAppComponent

AWS
AWS

AWS:
AWS:
AWS:
AWS:
AWS:
AWS:

::DocDB: :DBCluster

: :DynamoDB: : Table

:ElastiCache: :CacheCluster
:ElastiCache: :GlobalReplicationGroup
:ElastiCache: :ReplicationGroup
:ElastiCache: :ServerlessCache

:RDS: :DBCluster

:RDS: :DBInstance

AWS: :ResilienceHub: :NetworkingAppComponent

AWS:ResilienceHub: :NotificationAppComponent

AWS
AWS
AWS
AWS

::EC2: :NatGateway
::ElasticlLoadBalancing: :LoadBalancer
::ElasticlLoadBalancingV2::LoadBalancer

: :Route53: :RecordSet

* AWS::SNS::Topic

AWS: :ResilienceHub: :QueueAppComponent

* AWS::SQS: :Queue

EHERE

[ il

2D i ey b . o C
_It%ﬁ:DL_LJ.CIIL.CIIUU. «J

4= A P et
LULAyCTApPPLUNpPUTITITL

* AWS: :Backup::BackupPlan
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 AWS::EC2::Volume
* AWS::EFS::FileSystem
* AWS::FSx::FileSystem

(® Note
BHl, & AWS Resilience Hub £ # Amazon FSx for Windows File Server,

« AWS::S3::Bucket

ES- |
- BEAEATHPNERDE

HEREA THPNERS A

= AR AWS Resilience Hub BB EREAZE B , AWS Resilience Hub R HELEAEARER
RSB E R 2 4 ZAHRE A AppComponent , B5 T —3E 100% %M, BEERSERHHHEST
FEoE , YEEAREES E , RABLYREEESFTERES BAHEBNRBHEMNKMLE. MEHEHUET
FEHOBENRETREE |, 552 B the section called “F B 0 A 1Y £ 85 IR T

AWS Resilience Hub SN EREXREERXRIIEAZRHIT T ES -

- BEZN BER , UREREUUEHDBEEIFH AppComponents IA 1R & 5T 4 ZE/RE 4,

- R AWS Resilience Hub 5l 71 SAE #12 #H 2% AppComponentstV &R , Bl REEZRME R/
BR , WAHGESZHIEBHERER, £ H AWS Resilience Hub , Bk D AEZZN T EEBRIE
HERERBHEHBMEMPEERN I EE - ENRELREE. 8UEEEHRKRT AWS Resilience Hub
WAIEESERA 0% SFES , R XBEETNEREBEE HE—E, PEEBMREXTR AWS
Resilience Hub BRI EEBHR N 70% F 90% 2@ , RAZFEAFNERZEEN , BEESHAE
—i,

(® Note

AWS Resilience Hub EEIFEAN 2 , Tt EFRMMITEE R RTO MFEME THEEH RPO R
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LU RIERE D ABRY B -

« £E— AppComponent T EEEZEREMELRDHE,
« £E— AppComponent T##1TH[E AN Amazon EC2 #i1T{E#R 58,
- E—EEEH A Amazon ECS fR# 248 , W 1EE — AppComponent T#§ %5 —EEIFHFH Amazon

ECS IR A#HBHE,
NEK BENESEERD EEBNWFMEF AWS Resilience Hub , E2BR T5IEMHE :

« AWS Resilience Hub B REH{HEE
- FEKERS#HE AppComponent

F B AR B R

AWS Resilience Hub B F B o443 E AWS BRENER , UL e EERER EM TG
FEZBWERHES, GLERESHRBEMAKMENBEET»H, ELAEEESELERNEREXRE
AWS Resilience Hub , E& 20T HE#. MHAMEMEMLER  UBIRESE , UBEERERNTTEGE
£

HEFBH P HE AWS HWIREEE

« Amazon API Gateway

* Amazon DocumentDB

* Amazon DynamoDB

« Amazon Elastic Block Store

« Amazon Elastic File System

+ Amazon Relational Database Service
* Amazon S3

« Amazon Simple Queue Service

» FSx for Windows File Server

- NAT @&

AWS Resilience Hub EiREf#H

AREIRAWMME hELE MBI E R 2 EEZE AWS Resilience Hub,
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® Note

IEALAE A AWSResilienceHubAsssessmentExecutionPolicy AWS ZEHEK , &F
A FRE R E IAM AWS Resilience Hub FF A, 1% AWS ZEBRNFFHENR , F2H
AWSResilienceHubAsssessmentExecutionPolicy,

BRERDEES

—

HEEEEKT |, B#IZE Applications (FEAER).
BEMBEAENERN , EELERBERBEEZNEAEXZRE,
BERAEFEERSIER.

SR AWS Resilience Hub BEREAIREE  HRERBAEZBLUREAMAEERFEES. TRIETK
THLR  UFHELEERSERS -

LN

a. iggﬁjﬁo
b. REMEDEERPBENB,HEEE.
AWS Resilience Hub R HENER , LREBNMAREAXNSEZIEREN

AppComponents AS & FT (LAY EEREME, 205R AWS Resilience Hub 18 &M &R A LA #E1E
—ig , IgETIHEERNEARE,

c. MREREANRE K FRERREILUREMAERFERR,

BEILAMERATYER , EREERFEEBERSHEB AppComponents :

« AppComponent £ - &R 7 #H# AppComponent & &,

- AIEEER - EoEEZPIEH AWS Resilience Hub Y A5 EE k.
- BRETE - EHETE AppComponent R AN EREE,

« AppComponent 3& — 5 AppComponent B EL,

MR HETE AppComponents 7 K &R

1. ERBRERDEEZSFEFTFNSR  AREREERF,

2. EREERBEZZERD , BEWEAHR ( #IE AppComponent E18) , IR RAGEFME
AppComponent R AT EEIR. MREENZEKEAGH , AWS Resilience Hub R~ E
EREENEZRCENEES , ZXEREIA AppComponents 7 #1 Z H {E BI# AppComponent
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]A, EIZFES{E AppComponent BE T HWEF , IR AETEFTE AppComponent W7 KV FIE
EiR.

BALMEATYIER , £ERERFIZERA AppComponent FEBIZE S HHNEIR :
- ¥ ID-IEHERKESRE ID, #E ID 2HAXRMEI AWS CloudFormation #&, Terraform ik
REfE 2. myApplications EARENH P EIRN BT AWS Resource Groups,
- BED-&ERNEBEERERMF , HlI0 Amazon EC2 #11T7{E# ID 5% Amazon S3 RE1FETER
,
A - BHERNER,
- [EiF - ERFTEN AWS B,

EZERIEES
1. ZERREERDEESEFTFNSR  RAREOLERF

2. EREERBEEBERD , ZH AppComponent EEEZE2NFIERESR. EESREEN
AppComponent , FBE &3 AppComponent AppComponents & &,

® Note

RIFTEER , AWS Resilience Hub € TATEEREHEER. EEFHEAINERNERY
BB RERER R , B2 AppComponents H 2K TR R IIAERFBRZB L RIIE
Ii%lo

3. E#IE Accept (#EX),

4. HESERBEEBRYUFEIRPIREES
AWS Resilience Hub MR ER 7K , EETEFRE, NREARAES —HoNWERFEE
= BEERBEEEERSERENAESZVMEEREEES.

ERER,IEES

1. ZERREERDEESEFTFNSR  RAREOLERF

2. EREERBEEBERD , ZH AppComponent EEEZEBNFIERE SR, EESREEN
AppComponent , FBE &3 AppComponent AppComponents &,
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® Note

RIEFERE , AWS Resilience Hub 8B TRFTEEREEES. ZEFRAEIEENERD
REBRERE K |, FRSH, AppComponents FH5Z8 K T h X Thae R FIZENSL IR
i,

3. #IE Reject (ELE),
4. ERERERFERSENRERz — K ARTEEEBERFHEEBRYHRF AR BIFELE,

AWS Resilience Hub 2 RERHEBMNEFIRE, MRERIERERHEEESZNFE , BEER
BIAEBERSETMELERESNERBEERS.,

FEHEIR D #EZEI AppComponent

AERB UMM FEHEE R 22 AppComponent , A& EH AppComponent 18 k#A H Y E IR
AWS Resilience Hub,

A &R 48

1. EEEBHKD , E#IZF Applications (FEAREX).
EEAERERL  BEQSLESECERNERERNER,
EEEARERRSIER.

ERAZRSIEET  EREFERRENERAEIRE,

i#1Z Resources (BR) &,

ZEEEEE ID MEMRES R , IERESHNFTEEIR.

o o bk W DN

(® Note
BEEAREFDHENER

7. EESE RAREEREER.

8. WRBELEKERSHEMN AppComponent TH R ;EEHEE AppComponent,
9. EERF.

10. iEZ Publish new version (B f#ThRAN)o

1. BEERAEXGEBERSIER,
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12. EERBRABEANBMRE , FTHTIIZER

a. HERAZS|ZEET , EWA GIREARENEAREI RS,
b. & Resources (ER) E%.

#E R84 AppComponent

1. EEEBEBKTP |, #IF Applications (FEAER).

EEARXEEL  BESSSEEN »HECERNEREXEE,
BERAEXEBRSIER,

ERAT , EREEERRENEARIRA,

212 Resources (BR) &,

EEELERE 1D MEMAVKEUT R , UEIEIR.
REMETIRER P IEFEEE AppComponent,

EE1% AppComponent [EEXMiIBR B #5189 AppComponent , 551 B~ B 87 AppComponent &
EEALARE X

9. BERLERDHEFITREE AppComponent F , FE1EIEIE AppComponent TR BEEFREZETREHN
AppComponent,

10. EEFEHHE,

11. & AppComponents % 5| ZE # il BR{E@ 289 AppComponents.
12. iZ4ZE Publish new version (B f#ThRAS)o

13. EEEARNEBRSIER,

14. FERBEARNHNBMRE , FERTIIIR :

© N o o M~ w b

a. HERAZFS|ZEET , EWA GIREAREN AR RE,
b. % Resources (ER) E%.

MR AWS Resilience Hub FE AR R ARAK

w PR EE AWS Resilience Hub FEARER ER%ZEmEE AWS Resilience Hub FEARENER , BH4A
BRMERENNIARA , FESTERNEMTG, A MREEFTNEZRE R, SOPs MBI HE
ZERAER , BrEEERMEREXNITRA.
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Bt B AR LAY RTAR A

1. FEEEHKT , EE Applications (BARE).
2. EEABRXEEL , BEEARINERE.

3. EBERAEARBRSIER,

4. iEZ Publish new version (B ##ThRAN)o

5

ERMRAEESFRPPIEBARP  AAEAERNRANEZE  EEUUAERH BENWTER
#8 AWS Resilience Hub,

6. EBEIERA,

ERRMEAREXNIRAR , EERAVTEMITERTEIRE, i, ERRAEEEITR
AMEE , BEREETEAEERL,

BMEARENNTMRAR K BREEHTHNEMTMARE  UERENEREX NS BN EMBUER,
MEHATHENER , B2 £ pHTNEEEMEFTE AWS Resilience Hub,

B FTE AWS Resilience Hub FE AT R A

BETHBEERAREREE , AWS Resilience Hub € REARRNE M L£BTMRA AWS
Resilience Hub,

mR AR AT A R

1. EEEBEBKTP |, #IF Applications (FEAER).
2. GEEAEANERL , EEEAERSNERE,

3. EERAEFEBZRSIER.
4

EERREARSNAEETIRA , BERBMERAZIIZEMNSE (+). E2ERAERFME A
MRAARBE AWS Resilience Hub KRB RERABEXNERRANRILZITHRA, B LLEREERAEN
W AR A SRR E HE R, AppComponent, B ASEME BRI E A

sk, WA LAER T I A —ERIRRE RS E

« RAEBENE - B ASBUKERARRENEBEERR

- MBMNBEEEEGE - EEZERANENERNG  FRETSEER  ARENTIIHP—EE
H, DURAF& B R S E AV SRE 1T EE

- AYHE - ZNHEHP-ETREE , RREBEER,
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MRGEZBTEHEEE  FEOASEREARTFAAFERE , ARRGEAEMTHNE
ERZIBEENRBEN K RRREEM,

- HEHE - FEEEASNSESEE  FRAFBFEBNERERE K AREBEEM,

¥ 43 AWS Resilience Hub FEAREXHNER
BESEAESINER

1. FEEEBHKT , EE Applications (BARE).
2. EEAERINERL K ENEEHZSFUNEARARER.
3. EHED , BERRER.

HERRSIFERP , EALLEB T AXBBNEFRERNRTNER

- XEE ID- &8 1D 2AREEB AWS CloudFormation # &, Terraform ARRERE
Z. myApplications ERARENH FEIRIE B AWS Resource Groups,

® Note
* Terraform A BESHHFRANERERERAMEENER. it , FSELAMEESE
BeERNEE IDEEED - EREE, .

- EERGARARXERVIITER  FHEEE D <BNREMR (+). EERKRE
REREFRNAEANTER  FESEERNES ID ZaNEFMER (+).

MEXEERNEMEDR , 5528 the section called “Xx#8 AWS Resilience Hub &
o

. REE —ERT BEE AWS Resilience Hub 4128 ERAVEM,

- EREE -EREHETVEFEAEIXNTHER. HlI0 , AWS: :EC2::InstanceE%
Amazon EC2 #{T{E#, MEHE AppComponent R D EMGFE , F2H SEARES T

P ER D .
- REBHE -WARENEZRE, BERFEEBUEENNEAERNPRIEEFAEN. ERFH
HigME AR | EESEEER, fln , MRERZER AWS CloudFormation & [E A #Y 2R

BER , RSB EENENE LAHEFEMEAEE AWS CloudFormation.
- RER -B\ARRNER,
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« AppComponent & — g A RKFHWEEE, I ARIRBFE AWS CloudFormation
2. myApplications FEFTER, AWS Resource Groups., Terraform REEREZR , LUK FEFIEHN

BiR,
® Note
ZE{REE Amazon EKS 5% | SE T mEEAEXNEFE ARIRE AWS Resilience Hub
RS,

- B ID-ZERNEBRIBREBIE , Hlin Amazon EC2 #1718 ID =% S3 BHETBERE,
- BE8E-ERT REEEMARXF AWS Resilience Hub ZEELE IR,
- AppComponents — £ &R HE ARG BRE TG L EIRRN AWS Resilience Hub T#.
- ER-EARRNERNER,
- RF -HEERER AWS MRS,
4. EEREFLEHF.

iR AWS Resilience Hub FEFRER
EE 50 EEAREANLERE  SXELEMBR—DZEEAER , TEMEEZEAER,
MiBR EAESR

1. HEEBEBEHKT  #IZ Applications (BARER).

2. EEAEREINEEL , BREEMBRNERER,

3. #IE Actions (B)1E) , A& IEE Delete application (MEREAER).
4, EEWRBML , BEMBRSRADEAMBR , AEZBIEMER.

FERBEANEESH

AWS Resilience Hub 12t A#tH| | AIINERERENEEBERNEMER, FBIER , AWS
Resilience Hub S8R A 7T BENER , WIRHEIFREMES.

FEREXAESHERSILERHAEBEIENFIEHESE AWS Elastic Disaster Recovery,
BELUEB T A RNEAIERESH

- TE-EHOERENEAERXES, fly , FEBEEE,
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- B - FEH AWS Resilience Hub R EANER.,

- 2 -EHEERERAERXEEMWEFMEER , EEE AWS Resilience Hub i AR AEBWEAER
RHtEE. Bol , H2HECH EREREESNSBEN —EHEBRBAIKRS.

AEIT RIS E T AHAES |, AWS Elastic Disaster Recovery YW ERRER , LEBSEFHENEM
AHE B E

EHMEAEREESH

1. EEBEBEHF , B Applications (BEAER).
EEAERKNERL , BELEFENERARIZE.
EEEAERNHEESHERSIER,

BIEEWN.

EWRF ID FR P AREBEIIRS D,
REFSTHXNFEDENAEBEEL.

o o b~ w0 DN

(® Note
MRGEBRERALIIGE , FRTAVEEFER -,

7. BEEIALBM,

EEEMBR

RERANTRENEARINETBEBR., ERtFREEEBERTEERT BENERRHEMEAR
B, BNBRESECARMLEAEARTRGERTEHERERNEANB R , SlmKeE, &8, o
REHH AWS B, ELRRITEREILEERENERER. ZARAERXTUERERNELER
Fo

BYEMEERE  ZUUERBER  ERFEBER (RTO) MERHER (RPO), BEFEREEBAEXR
BNABEMEEER, SEREZEZENERARNLINITEMT G, EUUAERESTTRERNERE
RNEUTRWEEK, flm , AKX ZEAEAREARETEAENSRTRINEEBR.
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® Note

AWS Resilience Hub AIZEEEMBRA RTO M RPO MU PBAEST, BR , EFHEEN
FEARNE , JRENSEFGERERZEST, At , MREEE RTO M RPO B+ AE
T, G IEER RTO MEFTIEESH RPO £RSFEES , BEAEAN A BMREGRE
RERBUR,

AHMEERBEENBEEBRTAENERAENER., EREFHERE , AWS Resilience Hub EFHEER
FEARA NS HEEBRTNERBERETIE,

LU ERARANEEBERP R BEBR, SN FNERNEEFMAER B MEXMMERE
o

AWS Resilience Hub £/ RTO A RPO HEZFAIEIELBE P ETEA Ay EY

- BRAESX - BRLENKEBRBENERF

- EinERRE - ERIEK , flW EC2 HTEER.

- BinERRRTARSE (AZ) - —SZETABREEEER.
- BEiRERREREE - — NS EERAEEEH,

AWS Resilience Hub FTBIER Y EBSTBIMEE , REARMRBOBHEEBMLEE, ORI AT
HER , BOSLHACHEE AR REERRENEEEARSE, SLEOE - B8 1T ZOR
%. BREK. He. EENENREY,

EFESENERERXERNE, fim , BALSHEXSRKSBARE  METLKEAREER
B2 EAERR, ECEABRMANTERRE , SURBHEFE , 5 RTO M RPO BEREESR
BREREBNMENBERR, MALE , BAUUSEREMN RTO M RPO BE.

AR RN BRPEVEMBER | MR EAENKE BB,

B EMEER

£ AWS Resilience Hub , BRI ARV EMHEK, BHBROSERARTHEARZE TR PE
BREENEANBEE , flnEig, FE, TARE%H AWS BE, EEREISR TS EERNE
AR, ZEERAEXTUEEHENEEBEER,

BIUEMERE  SUUERERBEEE (RTO) MERYBEZ (RPO) BE, EEHTHMEE , &
AWS Resilience Hub ¥ EERAERNREB M ATEELBERIEENBE,
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AMEERBEEENE BTSN ERREAER. ERFHERE , AWS Resilience Hub &R At7T
i, SN EREN MEHEEMBRTNEER.

(@ Note

AWS Resilience Hub AIZAEE M BERMN RTO M RPO P AET., ER , EFHEN
ERRZREAE  RNREFEERERELE, Rit , 1REE RTO M RPO M+ AE
T T IEAR RTO MM IHEEH RPO BRKEIET , EEARIHNESRMRERKIRE
FRIERBER,

A ERARXNEEBERP R EEBR, S0 FNERNEEFMAER , BT MEXMMERE
1.

HERAREA PRI EMBR

1. EERESEMRERTS  EFEAEX.

2. STRE the section called “¥71i8 FE A TE = LAB IR 6 FA "B IR Fthe section called “#EEH FTig = &
HERER 7

3. EEMBRERT , EFEMEMERK,

PRV R M EE B EE,
HREERMNGFZERT , EIENLEX,
BWABGRNERE,

(CEH) & A BURR R

4,

RETHXBEFRETIEF—IT :

N o o &

o BT &ORE
- BARET
- BRE
* Important (EE)
- JEEA%E
8. HMRTOMRPO HE , EXEFEABRX RTOMRPO T , EARPEARE A6 AREEERRX
(Y B B

EEBERHE RTO A RPO for Infrastructure and Availability Zone T E#ELLIEHE,
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9. (IBA) NRLEZESEARER , ETREEEREEMN RTO M RPO BZ,

M EE., HRES RTOMRPO BEE , EXEFEAREX RTOMRPO T , TR ARUE ,
RBBEERRWEF—EN,

10. (ER ) NREEREHNEER  CULUERREEENIREATIIRE, NEEBNFEE
7, m2E (AWS —iR2E) PIWELER,

1. BEBNBR , FEEE.

BRI B R

1. BEERIEBEREERS , BRERXE,
2. HEEMBREERSD , BERIEMERE,

PR R M EE R A,
3. BABEKNAER,
4. (BEH) @ ABERRHER,
5, R ARPEETIHP—E:

- BT &ORE
- PRREH
- BE
« Important (EE)
- JFRA%E
6. HRARTOMRPO B , EXEFEABERX RTOMRPO T, EARFBARE , ARBEERK
LTSRN
EEMBERHE RTO M RPO for Infrastructure and Availability Zone TE#ELLIEE,
7. (BA) NMELEZESEAER  SUaEAEEREEHMN RTO M RPO BE,

FREE. X RTOMRPO B , X FEAEX RTOMRPO T , EFRFWABE , A&
BEEEARNSEEN,

8. (ER) MRLBVENEER  SUNERREEEZIBERRHTIERE, IFRRNFHAE
7, m2E (AWS —iR2E) PWELER,

9. BEEVHX, FREEM,
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ERAEER

RIBEBHVBCRE M BN BUR

1. EERIEBEREERS , BERX,
2. EEEERVFEERY , ERRBEBBRENEE.
3. HEEMBXRERD , BERIEMERE,

PRV R M EM R A,
4. BWAEMBERNERE.
(ER) W ABERR R,

6. EEBHEMBRERT A MRELEFTIHP —ERLRENEEBRE

- FFEAREAEN
- EEERAERX
- ERERENX
- 2EHBEREAEX
- FREFEAREX
- 2EERREEAER
- EfZORE
7. BEEVEMBX , SEERMIK.

TFEE M BUR A E A

ELRBENBRE  CERIHRNEEFMEN. BB URERMEREL.
BMBRFMEATEMEIERR  HENER.

BEXEAR

REBEEMBRNTIER . 88, #HR, B, KABNEMYBH,

A TIEEHE RTO MAM/KIHERAH RPO

FURE IR B AR TR TEE | RTO MM TFEH RPO HETHRE,
Tags (%)

AR ERE, FEANMERLERARXRTNER.
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FEEBRFAERA P REEEBUR

1. EERIEBEREERS , BERX,
2. HEEMEERT , BBEEEER,

3. EEfRE, TEAEH. RTO Ml RPO MU FB ABENEE, #EEE Save changes (R7FE
),

FE 58 M4 BUR P A EE S8 M BUR

1. EERSERERT , BEBX,

FEREMBERY | BEEMBUR,

BERE K RAREERE,

FEEAREA, RTO Ml RPO MU AEENEE, EEEF Save changes (RFEE),

LN

FE 58 14 BUR 540 4 B A M BRSE M BOR

1. EEAEEgERT , BEEK,
2. HEEMBURT , BREMER,
3. IEE MR, HIREAVMBR , RRZZMER.

FE 58 14 BUR o M BRSEME BUR
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- BEE-RT BENET AWS Resilience Hub EEEELNERARERY, BEUTHF
EREEBERCIERIREMERBNEENET,
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SOPs KB,

fflzn , AWS Resilience Hub TR 22 ZERIBZIRE SSM HEML XA FIBRHERZEH SOP, HEEHIT

It SSM X ¥ , BEEZEFEHFUNEE IAM A€, 2EEAENH AWS Resilience Hub 31
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1. EREERBTD  EEHEX,

#R3% AWS Resilience Hub ZEi&#E & SOP 78



AWS Bt 1 EAEEE
2. HEEAFES , BRESRRIMN SOP #AEHE,
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AR EEERE R T BRI

A5 AWS Resilience Hubi2 #t#9 F1 B 5T SOPs,
BRI ERIERRF
RERE BT EESOPs

1. EERSEmRERTD  ZEEEAERX.
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- EARIRA - EARXAIMRAE,
- HAEE - ELARFENAE,
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AWSFIS R R EEZEBELAEREENTIEAREIIAE, HLk , AWS Resilience
Hub EZEBHE , cEgikEREAELEBR,

« R - iR AWS FIS Ei4ERY B &,

AWS Fault Injection Service BB k BU/RERE

AWS Resilience Hub TJEEZEMC RN ERRE, MEFHMEN , F2HE HPEREAERN AWS
FIS ER B,

FHE
- f£f AWS Systems Manager 741 AWS FIS BE#1T

« AWS FIS jBIZ47 Amazon Elastic Kubernetes Service #& & #1TH Kubernetes Pod BEZ 4 BE &
24

£ AWS Systems Manager %' #f AWS FIS BE#1T
#1T AWS FIS BER#& , 8 LAE Systems Manager AWS @RS {TEEHE A,

1. BifE CloudTrail > 4 % 50 8%,

2. EAERDKEAESBEEREN,

3. #18 StartAutomationExecution B, 3K ID & SSM B&1t ID,
4. T ZE AWS Systems Manager > BE1t,

AWS Fault Injection Service BB 5k Bi/iREEMRE 87
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5. f£/ SSM HENt ID &¥1T ID ERHE , WiE BBLFMEER,

& O] LAE XA Systems Manager BE)MLR DT #1T. MFEFHFMEF , FS B AWS Systems

Manager Automation R &EEmM. BTRASHEHREWTHHETANBASEERD , I

2 AWS FIS BERPARETHERSH.

AR THIARTERTINRESR , USKIBRREN LI RFREFANHEEEA.

ERWE
BT RITHMEBREFEINER KK

- EHTRIE/SOP BR A , ABERER, ESEHBLSRYBERERAL

« kBFAE : The following parameters were not found: [/ResilienceHub/
Alarm/3dee49al-9877-452a-bb@c-a958479a8ef2/nat-gw-alarm-bytes-out-
to-source-2020-09-21_nat-02ad9bc4fbd4e6135]. Make sure all the SSM
parameters in automation document are created in SSM Parameter Store.

- B3R BAREEFUTHERIABRCIEZFABE Y NEEEHER,
- HTAGTRIFT. IREHNUITACRIFALHRESRFREA S , ASHAEERA

B8N0

« XHEAR : An error occurred (Unauthorized Operation) when calling the
DescribeInstanceStatus operation: You are not authorized to perform
this operation. Please Refer to Automation Service Troubleshooting
Guide for more diagnosis details.

- 818 HERRM T ERNHTAC. WRERM , B EMENRT L ERITIML.
- FITRY , ERARPNER, ERTERSHEIATEBLEENGER.
- RBAE  BITRY , Rk FERERERALS

- B RMERASBAERIN AWS FIS ERFITHIRBOVATIR , ARBRERR@ A NG

Y 18 Bl 25 B8R

AWS FIS BIZ8 £ Amazon Elastic Kubernetes Service # &£ F #1TH Kubernetes Pod B

BHEERRN

AT BEAIE Amazon EKS # & B #11TH Kubernetes Pod BB 2 A% B Amazon Elastic Kubernetes

Service (Amazon EKS) #Z :

AWS Fault Injection Service BB 5k Bi/iREEMRE
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- AWS FIS BB = Kubernetes JRIEIRFEHY IAM B EAETERE,
. REEAE :

* Error resolving targets. Kubernetes API returned ApiException with
error code 401.

« Error resolving targets. Kubernetes API returned ApiException with
error code 403.

* Unable to inject AWS FIS Pod: Kubernetes API returned status code 403.
Check Amazon EKS logs for more details

- 1£18 : BB THIEH,
- SEREMLCEREMFEH AWS FISaws : eks : pod BIEFHIE R
- BRECBIUNEEERBNSE RBAC FFrAMIEEGEZEM Kubernetes BRIEIRF

- BREELCHKIEHN IAM A6 ( BF2BEAE CloudFormation #&# & H ) BETE Kubernetes
ERE

« #EERE) AWSFIS Pod : EEXHENHERR LR, EBFRLEELREBTEUHIT AWS FIS
Bt B A AR Ao

« KBAEAE : Unable to heartbeat FIS Pod: Max failed sidecar containers
reached,

- 818 BRUEZRNET—ERERESEEEHE TS , LETANZERN CPU RE—H.
- BETEHTERFREAR. BEUERERANBERIEERE,

- KRBUFAE : Assertion failed for the following alarms. F|HEEXBNFIEE R

- 818 : RO HYEREMZE Container Insights , B2 RABR ( B ALARM #REE ) ,

THREE S E
AEHRF AWS Resilience Hub 20T E{L 5K & TR R EF S 50 FE AR BB,

AWS Resilience Hub 2 {4 28 , AREAEIXNEMHMRE, o BRREAEXNERBRRMEREN
BE , UFSERAENELBER., B, 2ERERR (SOPs) #MRIE. RIBFEAERXFERANERSE
& AWS Resilience Hub =S AT EBREMNE R, SOPs M —#HAIF.

BEEMESTEA 100 5, EEEEGREIBEIESSH , X EETEARIPEEMBEESNE

N, SOPs FEIE, flam , AWS Resilience Hub BEMEHA —EEE —EZ =M —1E SOP R, Al
SEYTN/BETR , WEAEMHEEBAN SOP, MRKINET , BEAEIFESEMECK , ekEE
IEHER 100 2 KBS D B

TRBME D B 89
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BITHE —IRFEE® , AWS Resilience Hub E1241h&1E , *ENWERARNHRIRMERR. EZ 7HIER
MWEBRHEMSBNTE  CXEBTHNFMG, T8 , EUUBREEARXTISHRNWER , X
BITH G, WEITENHRE R, SOP MAKHBRENFHMEN , 5528 the section called “BEH
HEBRIBIERR

FEUEAREREE DB
FANRESEDERTREERRREARS , URAEARINELES B,

RERREFECEE D B

1. EEAEBEERT  BEERIR.
2. ERAEXEMSBY  EERZ 4 ARARATARNBETN —HZEARAREN,
3. BMIPBEXRSERMAMERAREANEMED .

REAEXFIEE D

1. EERSEmRERTD  ZEEEAERX.
2. wERAEXYT , BAREARER,
3. EBERE

BUsREREENECERARAEEIBRE-FNES, AWS Resilience Hub R REIFIR
B, EREMEBRNERL , URFERRNRERS , UEEATHIEB RatZENEES 2RV EME
DBLER :

s FERAESETRNEFEEB UREERTTRENEE B LR , BRZEESEEERSIER, =B

HYBE , AWS Resilience Hub €BR N HIER

. RTO/RPO — {5 ES S EHE R (RTO/RPOs) BB , UAREARR BN BIE b2
B BEE , LEEAEXNIGHE SRR RTO/RPO HHEH.

s BR_IEHEERERAERRXPEEZEEN Amazon CloudWatch B REH ., BIZ & , Uk
RERAER GRS P EEEIERN Amazon CloudWatch /R,

« SOP-EHEEEEARBRIPEEZEREN SOP 8B, BIZEE , URBREAEXTGERE
FEEEIER SOPs,

- FIS - EHEECEAEATPEENEZIEEBE, BE B , LRAEAEXILHRESTS

EEEMNRE,
- FERAREENIENEEATAN S B, FRIEDEHAM, #HE , AWS Resilience Hub &
BRTHER :

FHERAEANELE S H 90
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- RTO/RPO &Mt — i5 HEEAER T (AppComponents) ERFERARABUHBRPER 2 Ef
THEEHERKE  URBEERKEENARYE, EREUREEARFTMERERHN RTO/
RPO &%,

- BENER - I5HEHEMN Amazon CloudWatch B RAEBAEHERAREBME S BHE K4
ERNERER., EEF 6 , MEEARSHFARE P RIAEERN Amazon CloudWatch &
o

- BYESOPs - IEHE{ESOPs WERER , MBAEBEARE B HNRATEER, 1B
EE, s EARXWTAHRE PREEER SOPs,

- EENFISER-EHEFEISNERER , HBRHEHERAREE2BNR AR
. BEE , T EARXNTMREPREEEN B,

- FERGEMBREANRERS  FEEOGRURHBRERRREEZMEETER. BHF
B¥ , AWS Resilience Hub /R T5IEE :

- BUHBRESR - BHEREBAENEEBRNEREXTHHE ., #iZF RTO/RPO ZHE ,
DB RARXTARE CEEEBRRIBRPNFEEN.

- BERR - BEHEAREEIFITHRERR  WEARTRMNERRSIERERRAEAN
B, REEBREEAMAFEATHNREFENER.

EERAEEEENRERS K BEEARATHRER., ZBHH , AWS Resilience Hub €8 RT
HIIER

- BT - BHFEEEEZEREN Amazon CloudWatch B RE(H,

- SOP-EHEEEEEZN SOP #E,

- FIS-BHEEEEZERNAEHE,

FERAREARKPHRNVRERER  FEEHRER. ZEEE AWS Resilience Hub &5
RTSIER

- BR - iEHREAREXHBRZ2ZEMN Amazon CloudWatch B REH,

- SOP - I5 R FEARR X HEBR 2 BRI SOP BB,

- FIS-iEHiftEAEX R BN AEHEE .,

ATREM D

REFPHYRIEER A AWS Resilience Hub ARYET S EEZZREENT D THNLN , UREAENE
MHoE, sHESEEREIN AWS Resilience Hub F¥ 0 T MEABRRNNEL DB , B RENE

RREGEEBIAZTRFEMNR. Hi , MR=FEETHERECENRF , A0S 13.33 ((2/3) * 20)
HERELE o1
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. WEBNEAAZ 138, IFERKRPLARXNPEANEEFMEN , 52 Bthe section called
“AppComponents M B ER WS —Hi,

HLEP o RAEEB ScoringComponentResiliencyScore APl ER§., IZELL API HIEFHEE
# , 528 ScoringComponentResiliencyScore,

- ARG EBERBRERET D TN

. B S B LAR

- FARETE AppComponents F b [ 58 7 g8 4 5 By A =

T &REREA AWS Resilience Hub ARG EBERZBERENT D THH L,

RARFTESERREET D TN

e T

AR REEE
(T)

Description

BENLTE(0-1005 ) ,

RIR AR S B M BEBRAY AR

e HBH AWS Resilienc
e Hub EEAVRIEREE,

® Note
EEEEMLY
g, BEAAEY
BAEBZE 30 XA
RI#IT , AWS
Resilience Hub =
SHRACEE

o

AN

T = ((Total number
of tests implement
ed) + (Total number
of tests excluded)
) / (Total number
of tests recommend
ed)

AR —HHWT -

« BRENRFHEY - RTE
AWS CloudFormation £
BEPELMEEAWS
CloudFormation £37BF
R ERAIG B,

- BEEMNAEEY -EH
AWS Resilience Hub 1R
BEARXNEREZRN
o

L)

MREEEE 10
AR , X AE 20
AWS Resilience
Hub fEZ R+
HERR 5 ERIE , Bl
AR ESERE
AT

T=(10 +5)/
20

R T = .75
or 75 points

FTEEN DB
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ScoringComponentResiliencyScore.html

AWS BHE AR R EEE
Fo T Description NG 1 45
- BERRRIEAE - EHAR
AR BRI EZRA
HEE,
BETHESHE - REBEIhEENHERDY A = ((Total number MREEE

(A)

Amazon CloudWatch &R
28 | £ AWS Resilienc
e Hub Z3=&/ Amazon
CloudWatch B REZH |
EEDE (0-100 ) -

® Note
BETEEMNS
B, ERNERE
B RAEIREE AWS
Resilience Hub ,
Z BHEBEREE
&,

of alarms implement
ed) + (Total number
of alarms excluded)
) / (Total number
of alarms recommend
ed)

N —ZoWT :

s RENEREE - X
~1E AWS CloudForm
ation EEAHREIIME

{& AWS CloudFormation

BB ER EMY Amazon
CloudWatch 2 RER,
- BEENEREH -EH
AWS Resilience Hub &
REAEXEREZEN

Amazon CloudWatch 2

o

- BERRVE BB - EHE
ERERAEABRNER

Amazon CloudWatch 2

TEE,

E10 @ ,

1£ 20 1@ AWS
Resilience Hub
EBEM Amazon
CloudWatch &R
HERR 5 18 Amazon
CloudWatch %

7~ , Amazon
CloudWatch & /R~&
EHENFERN
wE

A=(10+5)/
20

HHIRA = .75
or 75 points
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AWS Bt g EAEEE
o T Description IR &7 451
SOP KE&E BEBERINEEMBEBRSOPs S = ((Total number MREBEE 10

(S)

BENEEN DB AWS
Resilience Hub (0 - 100
pa ) o SOPs

of SOPs implement
ed) + (Total number
of SOPs excluded)

) / (Total number
of SOPs recommend
ed)

ARH—HHMT -

. FREM SOPs#E - %
~TE AWS CloudForm
ation EIEEHEILM L
& AWS CloudFormation
EZBFERER SOPs ##
.

- EEHN SOPsHE — 15H
AWS Resilience Hub &
REARXEREZN
SOPs,

« HEBRSOPs # % — 5 H &
ERERAEXHRNESR
SOPs & H.

& , 367 20 AWS
Resilience Hub 1&
EEM SOPs A
HERR 5 SOPs |, HI
SOP HE&HEMET
EAFRXWMT :

S=1(10+5)/
20

HHIHRS = .75
or 75 points
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Fo T Description NG #i 5l

RTO/RPO &  HREBEAEXFSHEM P = Total weights mREERAENE

B (P) BERMZZENLD B (0-100 of disruption MBERE/FSTH
7)o types meeting the EiE (AZ) MERER
application's Herp B3R | A&

resiliency policy / MBERZE (P)W
Total weights of all &EAXWT :

disruption types . _
- MREEHRE

[EE % RTO M
RPO B, PH
AIERRWT

P = (20 +
30)/ 100

L 2R P
= .5 or 50
points

- MREHKREE
[Eim 1% RTO
RPOE®E, PW
FEAXWT

P =(22.22 +
33.33)/ 99.9

2R P
= .55 or 55
points

T &EREA AWS Resilience Hub AR EZEERAEX I EME D B,
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AWS Bt AR ERERER
ATEEESEN AN
T T Description NG #i 51
FRARENEYE FREELESIR(0-100 BEERAEXNEL SR RARGTEEEEZR
D8 (RS) 2)  RENEARARE RUTIAXFHE: RS = HEERKREKELD
REHBEMBERME, 8B (T * Weight(T) + ENARAT :
FERARXNEESBRRE
IR R IEE, A * Weight(A) + *+ Test coverage
=== — . T = .75
BER : RS = Weighted o , Weight(S) + (T)
Average (T, A, S, P) * Alarms (A)
P * Weight(P)) / = .75
* SOPs (S)
(Weight(T) - 75
+ Weight(A) ' .
+ Weight(S) + ) MeeFi?g
Weidht (P resiliency
S, policy (P)
= .5
BEERAEXAE
MO BETEA A
i
RS = ((.75
* 2) + (.75
* .2) + (.75
* .2) + (.5
*.4)) /(.2
+ .2 + .2
+ .4)

R ER RS
= .65 or 65
points

FTEEN DB
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AWS B HIE

ERAEER

TR AR AWS Resilience Hub 5T Application Components (AppComponents) 1 A g %8 7 9 38

BN LN, T8,

HYBE M o B -

« EHBHM DescribeAppAssessment RSo

« ListAppComponentCompliances BAEX{§ RSao 1 RSA

AR ETE AppComponents 7 B 88 M4 5 BV A

e b

=&
AppCompon
ent & &
FRNELES
2 (RSao)

Description

BECDE (0
-1007 ) , XA
AppCompon
ent FEEE
HET RN
Hit, 3@
AppCompon
ent MEEHER
HRNEES
BRIBEESR
HRW I
BE,

WRER
RSao =
Weighted
Average (T,
A, S, P)

WET, A,
S, PE&#
AppCompon
ent A B
AT A=A
#. B, SO

nH

18 AppComponent F 4 1E = i 48
B EM S BERAUTARE !

RSao = (T * Weight(T) +
A * Weight(A) +

S * Weight(S) +

P * Weight(P)) /

(Weight(T) + Weight(A) +
Weight(S) + Weight(P))

& R BEEIB T %] AWS Resilience Hub APIs B {8 AppComponents Hl# 5 5

L)

RSao FTEEZRERM
BRERWMT -

* Test coverage
(T) = .75

« Alarms (A)
= .75

* SOPs (S) = .75

* Meeting
resiliency
policy (P) = .5

18 AppComponent
M ER R R R S8 0 B
FEFRAOT :

RSao = ((.75
* .2) + (.75
* .2) + (.75
* .2) + (.5
*.4)) /
(.2 + .2+ .2
+ .4)

B F 2 RSao = .65
or 65 points

FTEEN DB
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AWS B il EREEE
o Description NG £
Ps Mg E M
BUERFTE
ES2[E BENDE (0 =18 AppComponent HEM D B2 RSa FTEEBRERNR
AppCompon -1007 ) , A HATHLRKFHE RWTE :
ent WEEM P8 FHESHEMR
(RSa) oY W RSa = (T * Weight(T) + *+ Test coverage
& AppCompon A * Weight(A) + (T) = .75
ent BWEEM S « Alarms (A)
BRFEE S * Weight(S) + = .75
=R E N R L + SOPs (S) = .75
SF_ﬁ{EO 5 P Weight(P)) / . Meeting
R RSa (Weight(T) + Weight(A) + resiliency
= VWelghted — yeight(s) + Weight(P)) policy (P) = .5
Average (T,
A, S, P)
18 AppComponent
HET, A, HysEME D BT E AN
S, PE&HEH T~
AppCompon
ent WFIE & RSa = ((.75 * .2)

AR, B
~. SOPs M%F
A EBHEBERET
B,

+ (.75 * .2) +
(.75 * .2) + (.5
*.4)) /

(.2 + .2+ .2

+ .4)

MR RSa = .65
or 65 points

AERES B
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AWS EM IR EREEmR
ot Description ING-¥ g5
BEPEERE BEELIE(O BETEERENEE T BEUTS RSo FTEEZBEHNR
H S 5 B -100 %) NNFE R
(RSo) DrFEH®E
M B B 4R RSo = (T * Weight(T) + A * =« Test coverage
1B, @D WEight(A) + (T) = .75
?jﬁgfﬁﬂ*ﬁ S * Weight(S) + P * . /jla;ms (A)
AREMER  yeight(p)) / -7
2B INE « SOPs (S) = .75
zf'ﬂfﬁo R (W?ight(T) + W?ight(A) + - Meeting
Eﬁ :- RSo Welght(S) + Welght(P)) Iesiliency
= UEnguEse policy (P) = .5
Average (T,
A, S, P)
BETEERENELED
B{ET, A, S, EETEANOT
PE B HETE
ﬂﬂ’f}ﬁﬁﬁﬁ% RSo = ((.75 €3 .2)

A, BR.
SOPs Mg
MBERETE,

BE

AWS Resilience Hub i ER R EEMY» BN SERERE,

+ (.75 * .2) +
(.75 * .2) + (.5
*.4)) /

(.2 + .2+ .2
+ .4)

AR RSo = .65
or 65 points

TRETRER, SOPs, AFE, SREMHRNPEHERENES, THERSRERAREN, EfR

K. AZ MESE,

FTEEN DB
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® Note
MRAGEZEFABEEREEM RTO H RPO B , IEESAESRRN , HthERRNES
SHHEME N , MEEFT.

BR. SOPs, AIFE. BEREBGHNEE

ot ki) Weight (1)
BR 20 &
SOPs 20 %
p: [ 20 B
EREMEER 40 %

HETEANREE
F T A EREBHRNEE EERERSNESE
FEREN 40 B 44.44 2
Hifs 30 % 33.33 &
A 2 20 % 2222 B
=5 10 % N/A

KIREREZHE BEREWEHAREXH CloudFormation

ERERBEEAIREEFER I CloudFormation #48% , & AWS Resilience Hub 237 CloudFormation
BEAX  HRAEARNESEE R, BXBERRF (SOP) 5 AWS FIS EE2, CloudFormation &4 1F
MAE Amazon S3 ETEYT |, B UERERZER LWEAFAEARSIEBIREFHE XY S3 ¥
=,

flan | LAREERER JSON 9 CloudFormation 88745 | iR H EEMNE REZE AWS Resilience
Hub, ER %% Z DynamoDB & &l &k B EE REmployees,

HEBRESIERAER 100
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g7 ResourcesEEREREAE DynamoDB ER RWENFAHE4 2 E BB 1 BEF
KIAWS: :CloudWatch: :AlarmER, EMEAWS: :SSM: : ParameterEREHZHEER , A
AWS Resilience Hub B RIEZHENER K MEZHHEBRNERER,

{
"AWSTemplateFormatVersion" : "2010-09-09",
"Parameters" : {
"SNSTopicARN" : {
"Type" : "String",
"Description" : "The ARN of the Amazon SNS topic to which alarm status changes
are to be sent. This must be in the same Region being deployed.",
"AllowedPattern" : "~arn:(aws|aws-cn|aws-iso|aws-iso-[a-z]{1}|aws-us-gov):sns:

([a-z]{2}-((iso[a-z]1{0,1}-)|(gov-)){0@,1}[a-z]+-[0-9]):[0-9]1{12}:[A-Za-z0-9/][A-Za-
z0-9:_/+=,@.-1{1,256}%"
}
}

"Resources" : {

"ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm"
{

"Type" : "AWS::CloudWatch::Alarm",
"Properties" : {
"AlarmDescription" : "An Alarm by AWS Resilience Hub that alerts when the
number of read-throttle events are greater than 1.",
"AlarmName" : "ResilienceHub-ReadThrottleEventsAlarm-2020-04-01_Employees-ON-

DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9",
"AlarmActions" : [ {

"Ref" : "SNSTopicARN"
11,
"MetricName" : "ReadThrottleEvents",
"Namespace" : "AWS/DynamoDB",
"Statistic" : "Sum",
"Dimensions" : [ {

"Name" : "TableName",

"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"
1,
"Period" : 60,
"EvaluationPeriods" : 1,

"DatapointsToAlarm" : 1,
"Threshold" : 1,

"ComparisonOperator" : "GreaterThanOrEqualToThreshold",
"TreatMissingData" : "notBreaching",
"Unit" : "Count"

FRBERIEAER o
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},
"Metadata" : {
"AWS: :ResilienceHub: :Monitoring" : {
"recommendationId" : "dynamodb:alarm:health-read_throttle_events:2020-04-01"
}
}
},

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCI9Alazxn
{

"Type" : "AWS::SSM::Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Alarm/3f904525-4bfa-430f-96ef-58ec9b19aa73/dynamodb-

alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-Q@-DynamoDBTable-
PXBZQYH3DCJ9",

"Type" : "String",

"Value" : {

"Fn::Sub"
"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alarm}"
1,
"Description" : "SSM Parameter for identifying installed resources."
}
1,

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alazxn
{

"Type" : "AWS::SSM::Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Info/Alarm/3f904525-4bfa-430f-96ef-58ec9bl19aa73/

dynamodb-alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-0Q-
DynamoDBTable-PXBZQYH3DCJ9",

"Type" : "String",
"Value" : {
"Fn::Sub" : "{\"alarmName\":

\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}\",
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

},

"Description'" : "SSM Parameter for identifying installed resources."

BEZRESEERER 102
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&2k CloudFormation &i7x

ER, SOPHAWSFIS BERESIFTEEABRARHEEN AR , B2 EMEA&EARHER
FEREREAN S —EER, UTRMEHN JSON HBRERIBME CloudFormation £54% A an{al iR
DynamoDB BRI XMNEAR XM, EEMNERAEATREIESELER , HIMBEANER K,

"AWSTemplateFormatVersion": "2010-09-09T00:00:00.000Z",
"Description": "Application Stack with Employees Table",
"Outputs": {
"DynamoDBTable": {
"Description": "The DynamoDB Table Name",
"Value": {"Ref": "Employees"}

}I

"Resources": {
"Employees": {
"Type": "AWS::DynamoDB: :Table",
"Properties": {
"BillingMode": "PAY_PER_REQUEST",
"AttributeDefinitions": [

{
"AttributeName": "USER_ID",
"AttributeType": "S"
},
{
"AttributeName": "RANGE_ATTRIBUTE",
"AttributeType": "S"
}
1,
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
},
{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"
}
1,

"PointInTimeRecoverySpecification": {
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"PointInTimeRecoveryEnabled": true

I
"Tags": [
{
"Key": "Key",
"Value": "Value"
}
1,
"LocalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-local-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
I
{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}
1,
"GlobalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}
]

&2 CloudFormation &E7< 104



AWS M4 EREES

}

BEAMEAEAEARZETER , CREFEREARBNERNAARARMETNEES
=

E Ltk , FEAWS: :CloudWatch: :Alarm&EBREZXP , EFE NHIER

"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"
ET5:

"Value" : {"Ref": "Employees"}
FEAWS: :SSM: :ParameterERERFTM T , BETHIEE :

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededDynamoDBEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarn

\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

EZT35:

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alarm}\",
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",\"resourceld

\":\"${Employees}\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

&2 SOPs #1 AWS FIS BB # CloudFormation 4K , S RAHEBMN G % , BEA RGNS E
IDs MK ABRESE | BIfEERSFRNUEEERE,

ZEiBE A DynamoDB BRI ERMNZZE |, 1 LL CloudFormation f25F 1T T 5 EH1E -

- BABIVERESERX,
s —BFEAERPELERNER ID , 1R CloudFormation EEMRER , BIEEEHETR,
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® Note
B LLREMS R EEEARERNEIR CloudFormation FISEHERS 55% | a0 E AR #E & = 2 Z E 5
CloudFormation B ERaH, (ENREEEEERSHBETEHESH  IEERTE
EMEHEEBEEEANSE R, )
WA, E=FTE | a0 HashiCorp B9 Terraform , th A] LA R 22 ERERRHEENFE XS (1aC).
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£ AWS Resilience Hub APIsRiG A SR EARER,

EAE A AWS Resilience Hub TR A BRI EBERAEANENRS R , AWS Resilience Hub AJER
£/ AWS Resilience Hub APIsiHiAMEIREREN, AERBMMIEER AWS Resilience Hub APIsiE
VEAER, cthBEHRHT APISUREBLEARMEEHGINSEE, NMEFMEER  F2RTIE

0

« the section called “({BEERARER"
+ the section called “B T M D EAER
« the section called ‘€ EMERER”

ElmEAEN

EEEBEARS BV AXBIERER., BREEBER , ARR@ARREAERRAERNER, NFE
ARERBERARERZ AWS Resilience Hub APISBE¥IEE , F2RE THEE .

« the section called ‘B3 FERER"
« the section called “¥& 3B M BUR”
« the section called “[E A FE AR EIRI0 B 12 FE A ARAE”
« the section called “E i {8 K FE AR I I8 ReE M BUR”

BYERAEN

EERE DEVHNERAER AWS Resilience Hub , B4 AR CreateApp API SR — I FEFR
BEXEE, NEIEE AP WEHHE , 528 https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_CreateApp.html,

T 5 & HIREEn{aEH AWS Resilience Hub CreateApp APl 7£ newAppHR E I FH W EAER,
==

AR <

aws resiliencehub create-app --name newApp

[ &

{
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"app": {
"appArn": "<App_ARN>",
"name": "newApp",
"creationTime": "2022-10-26T19:48:00.434000+03:00",
"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {},
"assessmentSchedule": "Disabled"

BYEMER

BYERAENR K S ABVEMBE , BEEHER CreateResiliencyPolicy API THRERA
BEXEMARRE, MEEE API WEEAE , 528 hitps://docs.aws.amazon.com/resilience-hub/
latest/APIReference/AP|_CreateResiliencyPolicy.html,

Tl Eaf & n{al £ AWS Resilience Hub CreateResiliencyPolicy APl HnewPolicy A&
WERAERXEY .

AR °K

aws resiliencehub create-resiliency-policy \

--policy-name newPolicy --tier NonCritical \

--policy '{"AZ": {"rtoInSecs": 172800, "rpoInSecs": 86400}, \
"Hardware": {"rtoInSecs": 172800,"rpoInSecs": 86400}, \
"Software": {"rtoInSecs": 172800, "rpoInSecs": 86400}}"

[E] FE
{
"policy": {

"policyArn": "<Policy_ARN>",
"policyName": "newPolicy",
"policyDescription": "",
"datalLocationConstraint": "AnyLocation",
"tier": "NonCritical",
"estimatedCostTier": "L1",
"policy": {

"AZ": {
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"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

}
}I
"creationTime": "2022-10-26T20:48:05.946000+03:00",
"tags": {}

1 A KRR E A BRI ES 2 fE AR RE
AWS Resilience Hub 12 T %I APIs#& & REA G ERARER :

« ImportResourcesToDraftAppVersion - Itk APl AIEE T ENEARE , #EREAER
ERXNERMRA., MEERE API BWEEHAER , 528 hitps://docs.aws.amazon.com/resilience-hub/
latest/APIReference/AP|_ImportResourcesToDraftAppVersion.html,

« PublishAppVersion - it API €2 MERAREXNNFMRA , LUREFHH AppComponents, 1FE
IEFE API BEHHE R , 528 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_PublishAppVersion.html,

» DescribeDraftAppVersionResourcesImportStatus — Itk APl AJEREEE EREAEHRE
XA AREE, MFERE API FEFHE , 52 [ htips://docs.aws.amazon.com/resilience-hub/
latest/APIReference/AP|_DescribeDraftAppVersionResourcesimportStatus.html,

THIEaflREan{al £ - AWS Resilience Hub ImportResourcesToDraftAppVersion APl # &R
EA FHEARER,

aws resiliencehub import-resources-to-draft-app-version \
--app-arn <App_ARN> \
--terraform-sources '[{"s3StateFileUrl": <S3_URI>}]'
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[ &

ERAEER

"appArn": "<App_ARN>",
"appVersion": "draft",
"sourceArns": [],
"status": "Pending",
"terraformSources": [

{
"s3StateFileUrl": <S3_URI>

T 556~ &8 an{a £ A AWS Resilience Hub CreateAppVersionResource API £ R FE)AS &R
BELNERARER,

AR °K

aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_xresource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

)3

"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"

},

"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
"type": "Arn"

},
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"resourceType": "AWS::EFS::FileSystem",
"appComponents": [

{
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

}

T5IgHIRE a4 £ A AWS Resilience Hub
DescribeDraftAppVersionResourcesImportStatus APl E5iE F & RAY E AARRE,

aws resiliencehub describe-draft-app-version-resources-import-status \
--app-arn <App_ARN>

] &
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"status": "Success",

"statusChangeTime": "2022-10-26T19:55:18.471000+03:00"

2 i e 12 =X 1Y E AR RS X 1 e 388 14 IBUSR

iTAfE 2R, BLARBGEAERANERRAE , LA EMEBRETGEAEXNBITRE,
BMAEARANERRA L REEBER

1. ZERHGEARINNERMA , 55FH PublishAppVersion APl, INEEE API B

SHHMERR , 5528 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_PublishAppVersion.html,

T 5 &l REEan{aEH AWS Resilience Hub PublishAppVersion API £ HEEAREINE
RS,
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aws resiliencehub publish-app-version \
--app-arn <App_ARN>

= e
{
"appArn": "<App_ARN>",
"appVersion": "release"
}

\

¥

2. fERA UpdateApp API EEMBREAZRARERANRITRE. WEEE API VFAEF , F2
B https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_UpdateApp.html,

T 556~ & an{a £ A AWS Resilience Hub UpdateApp AP| #EMBIRERZE hRITHRAHFE
BAER.

s
/|
Al

aws resiliencehub update-app \
--app-arn <App_ARN> \
--policy-arn <Policy_ARN>

5] &
{
Ilappll: {
"appArn": "<App_ARN>",
"name": "newApp",

"policyArn": "<Policy_ARN>",
"creationTime": "2022-10-26T19:48:00.434000+03:00",

"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {

"resourceArn": "<App_ARN>"
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"assessmentSchedule": "Disabled"

HITHEE AWS Resilience Hub FE M EE(L

BHMEAEANIRAR , ELRAPTHNELFTGEESMER | MBFRENEAERANTSEMERES
ERNAM TR RTO MAM RPO, FtEXEERARX TAERRERETLER  YREE
N, SOP MAIFEER.

MEFMESR , F2ETIEE .

« the section called “$ 17 F E5 {22 o8 M4 5¥ L
« the section called “ZE 3 &M BEK"

1T A EE#E AWS Resilience Hub S84 TG
EEE PHITEMETE(E AWS Resilience Hub IR EARKE | B4 AFE AT 5 APIs :
- StartAppAssessment - It API @ AEARBERNBIMWT (L, MFEEE AP WFHMAENR , F28

https://docs.aws.amazon.com/resilience-hub/latest/APIReference/AP|_StartAppAssessment.html,
« DescribeAppAssessment — it API SR FE AR MVEEM |, WIREFTHNTR REE, WFE

B AP| FUE¥4HE R , 528 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_DescribeAppAssessment.html,

THEFIREAER StartAppAssessment APl £ F AWS Resilience Hub BIZA#11T #TEYFEME

==
aB 2K

aws resiliencehub start-app-assessment \
--app-arn <App_ARN> \

--app-version release \
--assessment-name first-assessment

)3

{
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"assessment": {
"appArn": "<App_ARN>",

"appVersion": "release",
"invoker": "User",
"assessmentStatus": "Pending",
"startTime": "2022-10-27T08:15:10.452000+03:00",
"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": '"newPolicy",
"datalLocationConstraint": "AnylLocation",
"policy": {
"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

3,
"tagS": {}

T 5IEHI R E a4 £ A AWS Resilience Hub DescribeAppAssessment API 1£ H ESi2 5T AU ARBE,
BT LA assessmentStatus B EREEFE LI ARRE,
SEF

AR ~

aws resiliencehub describe-app-assessment \
--assessment-arn <Assessment_ARN>

[ &
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ERAEER

"assessment": {
"appArn": "<App_ARN>",

"appVersion": "release",
"cost": {
"amount": 0.0,
"currency": "USD",

"frequency": "Monthly"

.

"resiliencyScore": {
"score": 0.27,
"disruptionScore": {

"AZ": 0.42,
"Hardware": 0.0,
"Region": 0.0,
"Software": 0.38

}
},
"compliance": {
"AZ": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": @
},
"Hardware": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 2595601,
"currentRpoInSecs": 2592001,
"complianceStatus": "PolicyBreached",
"achievableRpoInSecs": 0
I
"Software": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": @
}
I
"complianceStatus": "PolicyBreached",
"assessmentStatus": "Success",

"startTime": "2022-10-27T08:15:10.452000+03:00",
"endTime": "2022-10-27T08:15:31.883000+03:00",
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"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": '"newPolicy",
"datalLocationConstraint": "AnylLocation",
"policy": {
"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

}I
"tags": {3}

BEFNLER

BN ERFHER |, B LMER T 5 APIsBEFHERE R,

« DescribeAppAssessment — it AP| Al EEBIFEMBEREMEARERXMN B ek, A , &
AJLAfE complianceStatus B8RP HIMEHRAME , YikresiliencyScorefEE P EEE & &
BANEMEDE, MFEEE API BWEFHER , 528 hitps://docs.aws.amazon.com/resilience-hub/
latest/APIReference/AP|_DescribeAppAssessment.html,

« ListAlarmRecommendations — It API T] & FEEHY Amazon Resource Name (ARN) Euf§
BTRER, WEEE AP WEFMAER , 5526 https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_ListAlarmRecommendations.html,
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® Note

= EHS SOP # FIS BIFZE= , 5% A ListSopRecommendationsHl
ListTestRecommendations APl, APIs

THIE I REIAER ListAlarmRecommendations APl §#-{&# Amazon Resource Name (ARN)
MSERER,

(® Note

&= ZH{S SOP # FIS RIEAE= , 7548 BUXA ListSopRecommendationsd,
ListTestRecommendations,

s K

aws resiliencehub list-alarm-recommendations \
--assessment-arn <Assessment_ARN>

=] FE
{
"alarmRecommendations": [
{

"recommendationId": "78ece7f8-c776-499e-baa8-b35f5e8b8ba2",
"referenceld": "app_common:alarm:synthetic_canary:2021-04-01",
"name": "AWSResilienceHub-SyntheticCanaryInRegionAlarm_2021-04-01",
"description": "A monitor for the entire application, configured to

constantly verify that the application API/endpoints are available",
"type": "Metric",

"appComponentName": "appcommon",
"items": [
{
"resourceld": "us-west-2",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",

"alreadyImplemented": false
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"prerequisite": "Make sure Amazon CloudWatch Synthetics is setup to monitor
the application (see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/
latest/monitoring/CloudwWatch_Synthetics_Canaries.html\" target=\"_blank\">docs</a>).
\nMake sure that the Synthetics Name passed in the alarm dimension matches the name of
the Synthetic Canary. It Defaults to the name of the application.\n"

I
{
"recommendationId": "d9c72c58-8c00-43f0-ad5d-0c6e5332b84b",
"referenceld": "efs:alarm:percent_io_limit:2020-04-01",
"name": "AWSResilienceHub-EFSHighIoAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when Amazon EFS

I/0 load is more than 90% for too much time",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourcelId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

}
]
},
{
"recommendationId": "09f340cd-3427-4f66-8923-7f289d4a3216",
"referenceld": "efs:alarm:mount_failure:2020-04-01",
"name": "AWSResilienceHub-EFSMountFailureAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when volume

failed to mount to EC2 instance",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourceId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

1,
"prerequisite": "* Make sure Amazon EFS utils are installed(see the <a
href=\"https://github.com/aws/efs-utils#installation\" target=\"_blank\">docs</a>).
\n* Make sure cloudwatch logs are enabled in efs-utils (see the <a href=\"https://
github.com/aws/efs-utils#step-2-enable-cloudwatch-log-feature-in-efs-utils-config-
file-etcamazonefsefs-utilsconf\" target=\"_blank\'">docs</a>).\n* Make sure that
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you've configured “log_group_name’ in '/etc/amazon/efs/efs-utils.conf’, for example:
“log_group_name = /aws/efs/utils’ .\n* Use the created "log_group_name  in the
generated alarm. Find ‘LogGroupName: REPLACE_ME® in the alarm and make sure the
“log_group_name” is used instead of REPLACE_ME.\n"

},

{
"recommendationId": "b@f57d2a-1220-4f40-a585-6dable79cee2",
"referenceld": "efs:alarm:client_connections:2020-04-01",
"name": "AWSResilienceHub-EFSHighClientConnectionsAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when client

connection number deviation is over the specified threshold",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourceId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

"recommendationId": "15f49b10@-9bac-4494-b376-705f8da252d7",
"referenceId": "rds:alarm:health-storage:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowStorageAlarm_2020-04-01",
"description": "Reports when database free storage is low",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

"recommendationId": "cl1l906101-cea8-4f77-be7b-60abb07621f5",
"referenceId": "rds:alarm:health-connections:2020-04-01",

"name": "AWSResilienceHub-RDSInstanceConnectionSpikeAlarm_2020-04-01",
"description": "Reports when database connection count is anomalous",
"type": "Metric",
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"appComponentName": "databaseappcomponent-hji",
"items": [
{

"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",

"targetRegion": "us-west-2",

"alreadyImplemented": false

"recommendationId": "f169b8d4-45c1-4238-95d1-ecdd8d5153fe",
"referenceld": "rds:alarm:health-cpu:2020-04-01",

"name": "AWSResilienceHub-RDSInstanceOverUtilizedCpuAlarm_2020-04-01",

"description": "Reports when database used CPU is high",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{

"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",

"targetRegion": "us-west-2",

"alreadyImplemented": false

"recommendationId": "69da8459-cbe4-4bal-a476-80c7ebf096f0",
"referenceId": "rds:alarm:health-memory:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowMemoryAlarm_2020-04-01",

"description": "Reports when database free memory is low",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{

"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",

"targetRegion": "us-west-2",

"alreadyImplemented": false

"recommendationId": "67e7902a-f658-439e-916b-251a57b97c8a",
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"referenceld": "ecs:alarm:health-service_cpu_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighCpuUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub that triggers when CPU
utilization of ECS tasks of Service exceeds the threshold",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{

"recommendationId": "fb30cb91-1f@9-4abd-bd2e-9e8ee8550eb0",

"referenceId": "ecs:alarm:health-service_memory_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighMemoryUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that
indicates if the percentage of memory that is used in the service, is exceeding
specified threshold limit",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{

"recommendationId": "1bd45a8e-dd58-4a8e-a628-bdbee234efed”,

"referenceId": "ecs:alarm:health-service_sample_count:2020-04-01",

"name": "AWSResilienceHub-ECSServiceSampleCountAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that triggers
if the count of tasks isn't equal Service Desired Count",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
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"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

1,
"prerequisite": "Make sure the Container Insights on Amazon ECS is enabled:
(see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
deploy-container-insights-ECS-cluster.html\" target=\"_blank\">docs</a>)."
}

T EHIFERIMAER ListAppComponentRecommendations API ERBERERZE ( IMIXEB &
EMRNER) .

aws resiliencehub list-app-component-recommendations \
--assessment-arn <Assessment_ARN>

[l f&

{
"componentRecommendations": [
{
"appComponentName": "computeappcomponent-nrz",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {

"expectedComplianceStatus": "PolicyMet"
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
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"expectedRpoDescription": "Based on the frequency of the
backups"
},
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the
backups™"

1,

"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore
cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the
backups™"
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},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",

backups"

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",

backups"

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the

},

"optimizationType": "LeastChange",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

"cost": {
"amount": 14.74,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No expected downtime. You're

launching using EC2, with DesiredCount > 1 in multiple AZs and CapacityProviders with

MinSize > 1",

"expectedRpoInSecs": 0,
"expectedRpoDescription": "ECS Service state is saved on

Amazon EFS file system. No data loss is expected as objects are be stored in multiple

AZs."
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"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,

"expectedRtoDescription": "No expected downtime. You're
launching using EC2, with DesiredCount > 1 and CapacityProviders with MinSize > 1",

"expectedRpoInSecs": 0,

"expectedRpoDescription": "ECS Service state is saved on
Amazon EFS file system. No data loss is expected as objects are be stored in multiple
AZs."

},

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
}
},
"optimizationType": "BestAZRecovery",
"description": "Stateful Amazon ECS service with launch type Amazon

EC2 and Amazon EFS storage, deployed in multiple AZs. AWS Backup is used to backup
Amazon EFS and copy snapshots in-Region.",
"suggestedChanges": [
"Add AWS Auto Scaling Groups and Capacity Providers in multiple
AZs",
"Change desired count of the setup",
"Remove Amazon EBS volume"

1,
"haArchitecture": "BackupAndRestore",
"referenceId": "ecs:config:ec2-multi_az-efs-backups:2022-02-16"
}
]
I
{
"appComponentName": "databaseappcomponent-hji",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
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"frequency": "Monthly"

1,
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

an RDS backup. (Estimates are averages based on size, real time may vary greatly from

estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates

estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates
estimate).",

schedule. (Estimates
vary)."

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

I

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

}
1,
"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

iy
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"cost": {

"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"

I
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

an RDS backup. (Estimates are averages based on size, real time may vary greatly from

estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates

estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates
estimate).",

schedule. (Estimates
vary)."

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

.

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

}
1,
"optimizationType": "LeastChange",
"description": "Current Configuration",
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"suggestedChanges": [],

"haArchitecture": "BackupAndRestore",
"referenceId": "original"
I
{
"cost": {
"amount": 76.73,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a

secondary instance.",
"expectedRpoInSecs": 0,

"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
1,
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a
secondary instance.",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
1,
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Estimate time to backtrack to a
stable state.",
"expectedRpoInSecs": 300,
"expectedRpoDescription": "Estimate for latest restorable
time for point in time recovery."
}
1,
"optimizationType": "BestAZRecovery",
"description": "Aurora database cluster with one read replica, with

backtracking window of 24 hours.",
"suggestedChanges": [
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"Add read replica in the same Region",
"Change DB instance to a supported class (db.t3.small)",
"Change to Aurora",
"Enable cluster backtracking",
"Enable instance backup with retention period 7"
1,
"haArchitecture": "WarmStandby",
"referenceId": "rds:config:aurora-backtracking"

"appComponentName": "storageappcomponent-rlb",
"recommendationStatus": "BreachedUnattainable",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
I
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
},
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from
backup. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
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"expectedRpoDescription": "Recovery Point Objective for
Amazon EFS from backups, derived from backup frequency"
}
I
"optimizationType": "BestAZRecovery",
"description": "Amazon EFS with backups configured",

"suggestedChanges": [
"Add additional availability zone"
1,
"haArchitecture": "MultiSite",
"referenceIld": "efs:config:with_backups:2020-04-01"

I
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
},
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from

backup. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Recovery Point Objective for
Amazon EFS from backups, derived from backup frequency"
}
.
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"optimizationType": "BestAttainable",
"description": "Amazon EFS with backups configured",
"suggestedChanges": [

"Add additional availability zone"

iF
"haArchitecture": "MultiSite",
"referenceIld": "efs:config:with_backups:2020-04-01"
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T 555~ &8 an{a £ A AWS Resilience Hub CreateAppVersionResource APl £ R FE)AS &R HT
BELNERARER,

aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_resource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

[ &

"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
I
"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
"type": "Arn"
I
"resourceType": "AWS::EFS::FileSystem",
"appComponents": [
{
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

HERTEIE-—EHAEXTH
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AppComponent FH R A, AWS Resilience Hub TIZEFEA T 5 ERERE APIs &R EDIE
AppComponent,

« UpdateAppVersionResource - Itk AP| EEFHEARERANERFMEN. MFL API HFHEE
& , 2B UpdateAppVersionResource,

- DeleteAppVersionAppComponent — Itk APl &/t FEFA X MBR AppComponent, FE L API B
SEME , 552E DeleteAppVersionAppComponent,

T 556~ &8 an{a £ A AWS Resilience Hub DeleteAppVersionAppComponent API £ R EE T fE
AREXNERFMEEN.

AR oK

aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component

[ FE
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"appComponent": {
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"
}
}

T %I 25451 78 7= 204 £ A AWS Resilience Hub UpdateAppVersionResource API flilBR7E 5¢ B €45 o
B HZ AppComponents

_%\/

aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component
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[ &

{
"appArn": "<App_ARN>",
"appVersion": "draft",
"appComponent": {
"name": "new-app-component",
"type": "AWS::ResilienceHub: :StorageAppComponent",
"id": "new-app-component"
}
}

% AppComponent k&R

AWS Resilience Hub A& H UpdateAppVersionResource API #5H Lt hEERE R, EEER
BEXENE  TEEEELER. MEEE API WEMER , 2/ https://docs.aws.amazon.com/
resilience-hub/latest/APIReference/API_UpdateAppVersionResource.html,

® Note
& R E PR I A RIR B AR EIR.

T 5 &5 51 88 R an{a . AWS Resilience Hub UpdateAppVersionResource API £ FHERREARE
WEIR,

AR oK

aws resiliencehub update-app-version-resource \
--app-arn <App_ARN> \

--resource-name "ec2instance-nvz" \

--excluded

[ &

"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {

"resourceName": "ec2instance-nvz",
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"logicalResourceId": {
"identifier": "ec2",
"terraformSourceName": "test.state.file"
I
"physicalResourceId": {
"identifier": "i-0b58265a694e5ffcl",
"type": "Native",
"awsRegion": "us-west-2",
"awsAccountId": "123456789101"
I
"resourceType": "AWS::EC2::Instance",
"appComponents": [
{
"name": "computeappcomponent-nrz",
"type": "AWS::ResilienceHub: :ComputeAppComponent"
}
]
}
}
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HtBREH
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) B IAM EREFFT SRR,
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MR R, MEFMER K F2 (AM EHAEER) P TIERBREE,
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E&EH IAM EE¥ AWS Resilience Hub BWEEUZ 8 |, 585t 7 BEHFLE IAM IhEE M B2 AWS Resilience
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0] LU AWS Resilience Hub S #) 1AM ThaE

IAM Zh&g AWS Resilience Hub %1%
o BBR =
ERAEBER A
BURENE 2
BREIR =
BRI Z 5|8 R E) =
ACL &
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Eix TR TR ER (FAS) =
REAE =

EE4SHE T AWS Resilience Hub fME M AWS FRFEINAEE K Z 8 IAM ThEEEEFERA |
CAWS IAM R &EER) PRVE IAM ZEFERN R

"
W
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AWS Resilience Hub B9 & 9 BB 3R
TESHHBE: 2

BoBBRR ALK ME S (Bl IAM ERE, EREHERAR) K JSON FFAIBERXHF, ELEK
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£/ IAM 2 BEBER | B LIEEAFREBNBENER , UREMERGET LFFREEBE. W
ETH#IEE JSON BERRERMMERE , F26H (AM E£REERE) T/ IAM JSON BETES
EO

AWS Resilience Hub #J & % B B 5K &5 1

&EZMIR AWS Resilience Hub &5 B BURIEH| , 5528 AWS Resilience Hub B 5 2 B BUER € 41,

AWS Resilience Hub Y& R BK
TEEREBEK : B

EREBERZMMEIERAN JSON BRX . EREBENEEREHIZ IAM ABEEBEN
Amazon S3 RFEIFBEX., EXEEREBRNEREES , REEEETUFERACAHREHESEER
WEFEER. HRMNBENER R EREEN TR UUHZERATHWEEAREMERET
BITHEME, EXAEEREBRIIEELE, ZXEATLIERE, £HAE. AG. BEEIHERE
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MERRABIRFEFIRE , U EREMIRFNEEMBIRFSN IAM BEREABEREBRNER. WF
HAES , F2E (AM EREER) P8 1AM FERIEEEIREFE.

AWS Resilience Hub BB K B 4E

XEBUREME : &

EESWLER AWS JSON BURRIEEH T AFHAR, tWpiEaR , BHMEERE M ERE T o A8
EERAITHLEBIF,

JSON BURHY Action TEHRETARAFFHIEBERPEIRNEF, BEREERABERKTH
1THE BB BN RV R T

3
¥

&EEF AWS Resilience Hub B)EMERE |, B2 RRBERESEZ R AWS Resilience Hub TEZEHE)
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&
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"Action": [
"resiliencehub:actionl",
"resiliencehub:action2"

]

ZEMmIR AWS Resilience Hub &7 BRIV E S| | 5528 AWS Resilience Hub B9 5 2 B BUER & 41,

AWS Resilience Hub I BL R &R
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EEE A LMER AWS JSON BIRRIEEH AIUERMAR, WHER , BHMEEBRE T BERA T oSt
EEREATHL B F,
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(ARN) RIEEER. BRETXEERERSTT , FABAFR () XR-ERERXNBEBARFEER.

"Resource": "*"

ZEEEF AWS Resilience Hub BRI K H ARNsHIEE |, F2HREBESEZH1 AWS
Resilience Hub EEMNER. BEE THREUTUFEABLEBEIEESEERN ARN , F2E AWS
Resilience Hub E&M B 1E.
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ETREEERIEN AWS IRFELER, EREUSHEES P HBRER  BFERETIERKRERSE

- AR AWS SEBRL B O REERA - BERBREFAIRTENERENTHEER , FEA
BEAFARTFHSEREARMN AWS REBK, BN TELN RER AWS tkRF. BfIEREE
BRENEARI AWS NEFZERR , E—FRIH . WFEZEA , F2H8H (AM EREE
) P AWS ZEBRSAEBBENAWS ZEBXK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &7
UERERERG T AIUHBEERKINEEF , EUBARBERTT. WEER IAM ERFFA
MEZEEENR , F260 (AM EREER) T IAM PR BERMETA,

« £ IAM BER PR EGE— S REIFEE - SO LUSHREFIEEBER |, UREIEBEMNERNEE.
flan | WAILURBBERRG , BEEXEME SSL BEFAERR, MREBIE , Fl0 EHREEE
AWS FR#E , & th o] LAfE A R4 4% F72EX CloudFormation, MEFMEN , FF2E (AM EREE
M) 8 IAM JSON R tE : &4,

£/ IAM Access Analyzer & IAM BUR |, BRFF A1 £ £ B A IEF1E/E - IAM Access Analyzer B
BHBEANBEBR , BRELBERER IAM BUEREES (JSON) 7 IAM &{EEH. 1AM Access
Analyzer 12 100 ZIHBRRERVEATHER , THHERELXLBEEANBER., WEFAE
A, F2E AM FHERERE) PHEEA IAM Access Analyzer B FE BUE

- FEEZSEEZRRT (MFA) - MRBHRGIFE IAM FRER FHIRFEAE AWS IRF |, R MFA
DIESReM., MEEFWY AP BERER MFA |, 35 MFA S4B S ENBE, MEFASE
A, B2EH (AM EAEER) PHNEB MFA HZ £ API 7HL

WE IAM AREEBNEEES  F28 (AM EREER) $0 IAM 22 528K,

£ AWS Resilience Hub iz &

EEFH AWS Resilience Hub 12 A& |, BAEHEE —HREKFT, ELHFAAARFEY HMBER
R AWS Resilience Hub ERIFEMERA AWS IRF, MRGLEVHREARNER U EREN T 5B
R, IEREERBRNER (FRAEIAR) NS , TRARELMAEERE,

HAMERW AWS CLI 5 AWS API IWEAE | BAZEEAFREBEEEREHT, k2 , REAHFFIA
SMMERHNTZ AP BIENEERTIAT,

BTHREAENACRMATLUEER AWS Resilience Hub £# & |, 5% AWS Resilience Hub
ConsoleAccess@ReadOnly AWS ZEBREZFIER. NEFHMEENR , F2E (AM EAEE
) FHFEEAEERE

AWS Resilience Hub Z11a[E2 |AM & & f5£ F 146


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS M4 EREES

THBERBFEAEST , LAAIHEM#EE AWS Resilience Hub T AFHNAAEER , BFREEEY, &
M BRIELE IR

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resiliencehub:List*",
"resiliencehub:Describe*"
]I
"Resource": "*"
}
]
}

ARFFEAEREMMIE SR

WEH S REMMBILIBER , A IAM EREREMMEMPERES2HWAREZEBER, WBER
SEEEFEAFHMEA FHAWS CLI AWS APl URBREREH A X TR B ENSFTA .

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
na

iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
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"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",
na

jiam:ListUsers"

]I

"Resource": "*"

5| a A9 AWS Resilience Hub FERTER,

THBEREFFERES LA AWS Resilience Hub FERARER KA,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:ListApps"

]I

"Resource": [

nmgn

B EARERX G

THEBREEFEREREISE AWS Resilience Hub FEARR LM FT,
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JSON

"Version'":"2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:StartAppAssessment”
]I
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

il B fE A R2 AR

THBERREFFEREMBEREE AWS Resilience Hub FERARE R FFEHIFFT,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:DeleteAppAssessment"
]I
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
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ARERRAERABRIERELS

THBEREBFEHAEEISTE AWS Resilience Hub FERARREREV BB ANFA,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:CreateRecommendationTemplate™

1,

"Resourxce": [
"arn:aws:resiliencehub:*:*:app/appId"

MR ERAREANEZRELS
THBERER T 6 AEMBRYEE AWS Resilience Hub FEAR N ERE RN,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:DeleteRecommendationTemplate™
1,
"Resourxce": [
"arn:aws:resiliencehub:*:*:app/appId"
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1
}

EHEEREEMBRNERARER
THEHERFEREMEASEEEBEER AWS Resilience Hub EARERMFFT,

ARIE IAM A B MEFA

AWS Resilience Hub AIREREEZEEAERNMTAGEERAN IAM A€, EZEAXNTURE
AWS Resilience Hub REVSERABENERWHEEFZEE, T8 , AWS Resilience Hub BZET 55
= :

- ABHER - kACEERLEHIREFFEMA. AWS Resilience Hub #$#E{F It A G RFEIEER
BERANER.
FEREACAER , AENXNETETYER :
- BE BRMMEESF T (AWS Resilience Hub Z & &
AWSResilienceHubAsssessmentExecutionPolicyZEHXE ) .

- BELAGHEFEERK , £FF AWS Resilience Hub Service Principal #8Elt A€, MREHRSE
RARERELEAE , AWS Resilience Hub EEREMZABNIE TR, MEFMEHR , F2Hthe
section called “E&E&F A7

® Note

MEZRBHIUAEACER K MELNERNVAS —@EIRES , Bl AWS Resilience Hub
SHEHMREHFERALACEBREFIERFER, & , BAlARMRSREAR
ARNs , EAREBRUAEACBERE,

- BHEIM IAM EAEFE - AWS Resilience Hub #fE A B &IH IAM EAEFRENEREZXER.
EERNERNVRATEMNIIRSHE , AWS Resilience Hub #$BE T3 IAM B E&REINER :
« AwsResilienceHubAdminAccountRole B &Itk FHH
« AwsResilienceHubExecutorAccountRole FEH MRS A

A B EHEEMNEE(EEE , AWS Resilience Hub #$1B{E
#ZAwsResilienceHubPeriodicAssessmentRole&f, F

iB , AwsResilienceHubPeriodicAssessmentRoleFRE&EFER A RASXEAFHEREEAEN
FFE, R&Thee ( HlinfRBHEED) ATRER LN TEHREE,
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¥f AWS Resilience Hub § % fl1ZEUEE 1T E RS BT

FERAUTEFARBBEZE MG ESEHA AWS Resilience Hub 1 IAM B aJ 28N E R ERE,

TE

o REHEE AWS Resilience Hub F#1TEIE

o BRAREBHIT iam:PassRole HVIFE

« BEBEARG LUAWAE AWS IRE FEFEH AWS Resilience Hub &R

REMEE AWS Resilience Hub F#11TENE
MBLWFIHR , SNEREREDITEHE , CHBESEEH , AHERTHE,

T & HIsEER G Emateojackson IAM ERAEERAERAETEARE —BERS my-example-widget
BROFEMENR , BAEER resiliencehub: GetWidget FFIBFEE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
resiliencehub:GetWidget on resource: my-example-widget

FEURBERT , BDAFEH mateojackson EAFENWEHR , AFFEM resiliencehub: GetWidget B
YETZE my-example-widget BiRo

MRBEEGE , BREEN AWS EEE, FHNEEEBRHENZXERE.
AR EBFH 1T iam:PassRole RIS HE

MBBINBIEEER | HFHEBEREHNIT iam: PassRoleB{E , BHBERNVLEEFH , UARFEEACEER
AWS Resilience Hub,

BE AWS i TRESREACEEGERE A MAREBUFNEBEEALIRBEEAER, NFEH
THER B AR ACEEEZRBIFT .

EEA B IAMmarymajor FHEERFEAEEAE AWS Resilience Hub R#TEIfERF , 84T
PIEEHISEER. BER , BEBERIRBEBREACETFHTT. Mary EERACEERGRENTT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBBERT , Mary WX AES , AFFMEIIT iam: PassRole Bk,

SREHER 152



AWS Bt 1 EAEEE
MRIEFEMB , BEIEEN AWS BEEE, ENEEERHENBERR.

KEE AT AN AE AWS IRFE FEFE M AWS Resilience Hub &R

BRLEN—EAE  BEHMIRFPNEREREEBABHASTFIENER, S EEZE R
EEEVHIREZAR. SFEXEERERNBERSFEURHIEE (ACL) RYBRES , &7 SUE M BRL R
RRETFTAEFRENE RN,

MEE—FTH 6 B2EUTRE :
« EETH AWS Resilience Hub 2B XX EELLIIEE , 2B AWS Resilience Hub #1{aJ &2 IAM & B (&
Ho

- BETRNMAEEHES AWS IRF B ERcBRUFIE  F260 (AM EAEER) PHELEE
B AWS 1RF B 5% — 18 iR FEER IAM ERE,

- EETHNMEERNIFEEBREMEBE=S AWS IRF | 520 (AM FREER) THEFEUER
HIEE=H AWS IRF A,

- METHNMEEBS S0 RUEFIE , F268 (AM E£REER) FH8FIEREHEGENTE
TESBRENERE BESE D).

- METHEAAGNEREBRRETERFENCEANEE , F2R8 (AM EAEER) B8 1AM
Y B RF BRI E

AWS Resilience Hub ZEEF ] &2&

BT LAE R AWS Identity and Access Management (IAM) REB AR ERNER , YEIBEAR
FEAE. BEIAEH 1AM BEE,

18 AWS Resilience Hub FERAREXEB AT LARRE A the section called “Invoker A& (IAM &8 )
REAB K IAM EFAENT (UR—EBRFANFEIMNELEERAR ), EUHAEH , B
EEBUER | E& AWS Resilience Hub FEIE Mt AWS ERREARRNERMENGTT. FUEAEHL
BB EH®ZE AWS Resilience Hub Service Principal BI{SEBX.

ETEEERARINET , BEF M the section called “AWS SEHE" . B FEAELESEHE ,
MEFETEAER , LA ERERECECHREMEBERNER, BI%—ILMEFHEMJLEFH{%# :
BREITEBENERERER BT,

MREHEARAERMATENIRE (XEERIKF ) , E4RAEISRARAERNSMERS F
REHMAR.
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AWS M4 EREES

® Note

MBEELATEEHERES VPC ink , B E VPC s BBUERIREFHEUE R AWS Resilience
Hub MEETEE. MEFMEENR K F2EEHARHBBEERESYE VPC N ER.

3]
« the section called “fEf IAM A&~
« the section called “GEf B 818y IAM £ & 0"

A IAM B&

AWS Resilience Hub #EAFELEERZNIRE IAM BEREFRNEERFIRE/EFRIKRFPNER, &
=PI ERMNERTANEE,

B
« the section called “Invoker &~

« the section called “A~E AWS IRFFEREFFZERN AR

Invoker &

AWS Resilience Hub A& A& 2 REEFEE AWS REHMERH AWS Identity and Access
Management AWS Resilience Hub (IAM) A&, i , @RV IUAEAE  ZAREEFEH CFN
HBARHEVNERNG T, LEEREHNARY, RRNEEERAEXTWUESGHNHERENR.

BEENERAERE  S2RAMUAZEA®, AWS Resilience Hub EZREAERRARTEE , &
BALACKREEEH ER. ZE AWS Resilience Hub 3 FREFENUAELE , AENERERK
KA AWS Resilience Hub IRFEZEFEA (resiliencehub.amazonaws.com : //) 8 E BEEH R

FERGRARANUAEAE  FREEERTEZFEARX  ARXNEAEXEANBEEREHE
BERET A,

B LR AR T IUE AT ERBRTT , WSERAERXREAERTENACRENERRE
_tﬁlﬁo

ES- |
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AWS Bk 1E RS
- the section called “f£ IAM R EFEVFHAEAR

« the section called “fE/ IAM AP EE & &"

- the section called “fEf JSON EREREEBUER"

£ IAM EZ2AFEVFAREAR

& EZE AWS Resilience Hub FEL AWS RIEMER , BAEER IAM EREAEFTERFHETUAE
At, MEFSH IAM EZABRYACKHNFMEN , B20A AWS REEIA® (EEA ),

£/ IAM EREEEERFPEVHAEAS

1. 1E https://console.aws.amazon.com/iam/ BIRX IAM £ &,
2. RETERD , BEAE K RAREBEEBUASG,
3. ENHEEEE K EEIIGEBRAETRERHETIBER , RREET D,

(® Note
MREHERNVNRTENRSE T , ALRESEIRFPEYAS®  YARMIRSERARE
R B EEBUR.
JSON
{

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

4. EFEHFUEEMNFUEBRERAWSResilienceHubAsssessmentExecutionPolicy ™ |, i
AKBHESEBREBERBE , AERIR Enter &,
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AWS BB (EE
5. EHUR K RBRBET -,
6. HEAGHMEAERRT K ZAGEBAIRPEBAK-—HNACGERE (Hu

AWSResilienceHubAssessmentRole),

R RAESRHFIN T+=, .e-_/1 FTo
7. (ER) EEHRARP@MASCHER,
8. BRERVUAG,

EEmMEEARGMAT  FELR6H | EESR 1 BERNEENERISR 2 . TEFTER
AR RERTE,

BYUAEAGNERAR® (MREBR ) 2& , EULSEARARERAEAELAR,

(® Note

ERUNEFEARNR K S4AEEN IAM ERE/AChHEFUEAS
f9iam:passRoleff i, FiB , LR FE UL BV AT A ITREAS

£/A IAMAPI EXEAE

AENEEBRRERMUEEIRETAGNTYT., HEEMEA AWS Command Line Interface (AWS CLI)
BiuUAE  BEMA create-rolemt. FALMTE , B NRRIEEESEERR. T 55 R0
T AWS Resilience Hub BR# X EEEEN B ERIFF.

@ Note
JSON FHEFEIHEIMH (' ') WERTEFRBE Shell lRATAFHFE,

&ifl create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document '{

"Version": "2012-10-17", "Statement":

[

{
"Effect": "Allow",
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"Principal": {"Service": "resiliencehub.amazonaws.com"},
"Action": "sts:AssumeRole"
}
]
3

£/ JSON EREHRFERE

O LAEREBN JSON ERREXACHEEER , AEHIT create-rolem o

FET 5P , trust-policy.json REEH A HPTEEEHRNER. LK

KIBEBHIT create-role®mHEEEIAE, create-role M E H SR RIEE

flEmth, EELFUHEEAE , FBFEM attach-policy-to-role T5 % , A LALEHTIE
AWSResilienceHubAsssessmentExecutionPolicyZ EBRMAK. WHELZEBRNFME
A , 582 the section called “AWSResilienceHubAsssessmentExecutionPolicy”s

#iffl trust-policy.json

JSON

{
"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
}I
"Action": "sts:AssumeRole"
H
}

&1l create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-
role-policy-document file://trust-policy.json

50 458y Hh

#ifl attach-policy-to-role
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aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy

TE AWS IR ESIR S FRIA S - A
BEWEFURAE @RISR | CAREELRSTRIAS | 8 AWS Resiience Hub B35
DFEEHERER. ACRIEFENNUAEACRTER  BEEREAERA.

® Note
B REERMENRERFHFELAR,

*rE
« the section called “TE X E/ERIRFH IAM AT EV AR

« the section called “EfH IAM APl EXE&&®”
« the section called “f£ /A JSON EREREFEEX"

EXREERIRFH IAM EREFRIAR

& EZE AWS Resilience Hub FZELE M AWS tRF 1 AWS HWIRIEMER | BABEELERFHELA
&,

£/ IAM £ 5% IAM ERAHARE/ERIRFEIAG

1. 1E https://console.aws.amazon.com/iam/ BIRX IAM £ &,
2. REBERD , BREAE K RREBEEBUAG,
3. BEWMEGEEEXK , EEFIEEEEREFRERTIBER , RRBET %,

(® Note
MREHERVNRTENRE T , ALRESEIRFPREYAS® Y AEMIKRFEARE
R P EEBUR.

4. EFEHFUEEMNFUERERAWSResilienceHubAsssessmentExecutionPolicy ™ |, i
AKBHSBREBERBRE , REIE Enter HHk,
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5. EHUR K RBRBET -,
6. EACHMEEAERY EACEBARTAAE-HNACERE (fHliu

AWSResilienceHubAssessmentRole)s
7. (ER) EERFRPEAABHHEER.
8. EERVASG,

EEmMEEARGMAT  FELR6H | EESR 1 BENEENERISR 2 . TEFTER
ARIBmE R,

A | BWHEER sts:assumeRoleFFAIHIBZEUAEAR® , ETEAREXRERFINAE,
HEEBEINWBERESE  BTIHHEHEZENFUEAS :

{
"Effect": "Allow",
"Resource": [
"arn:aws:iam: :secondary_account_id_l:role/RoleInSecondaryAccount_1",
"arn:aws:iam::secondary_account_id_2:role/RoleInSecondaryAccount_2",

1,
"Action": [
"sts:AssumeRole"

]
}

FH IAMAPI EEAE

AENEERRERHEEEIRETACNI T, HEEMEA AWS Command Line Interface (AWS CLI)
BUAG , FEMA create-rolemn®, HALGTE , BUIEEAREERR. THISEHIERMME
&F AWS Resilience Hub lRIEZFEA BT EABIET,

(® Note
JSON FERFEHBINH (' ') WERTHESRIBEN Shell RATHFHFE,

&1l create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document '{"Version": "2012-10-17", "Statement": [{"Effect": "Allow","Principal":
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{"AWS": ["arn:aws:iam::primary_account_id:role/InvokerRoleName"]}, "Action":
"sts:AssumeRole"}]}'

B FERERN JSON ERXRREXACHEEBER, ETHEHF P , trust-policy.json BEH
B & IER,

£/ JSON BEREHEFEBXR

BA LA RERK JSON ERREXACHWEEEE , REHIT create-rolew v,
ET5IEH|F , trust-policy.json REB R EHHPEBEEEEHRNER, K

KIFBBHIT create-rolem TEEE|AE, create-role i T HEEREE

flEmtih, EEAFUHEEAE , FBFEHA attach-policy-to-role a5 % , B LAfEHTIE
AWSResilienceHubAsssessmentExecutionPolicy S ERERIE., MENSERENHEME
# , 582 F the section called “AWSResilienceHubAsssessmentExecutionPolicy”s

#if] trust-policy.json

£if5] create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document file://trust-policy.json

45 8 H
&5l attach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy.

FERABEMN IAM FEHEHT

MREELEFHEFN IAM EREFAIRELMBITIMG , BEALEE. BALUE
AWSResilienceHubAsssessmentExecutionPolicy S ERFEZEZTEMN IAM EHERNEFHE
HEBNAE,

B IESRE

A RS ERER RS E AM SR EEREIES TS g0 EARR ST,
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PEERVRIMAERE

BN BARNEHNABAwsResilienceHubPeriodicAssessmentRole , # AWS Resilience Hub i
THEER L HEEEER,

(® Note

- FRAGHEEN (EfLAMAZEAR ) B, TEERIE,
- ABEEZBHUAER AwsResilienceHubPeriodicAssessmentRole,

£ EZE AWS Resilience Hub #{THEE R EE(EHHRB{ERE

—

# AWSResilienceHubAsssessmentExecutionPolicy SERFKEEER/R,

@ THIBER , Heb primary_account_idREHZEARR L HEHITET

i AWS WIRF. to\ , BXARFETHNACHIEHEBEBNEEERER
(AwsResilienceHubPeriodicAssessmentRole) , JA#%F AWS Resilience Hub BRIEIBEHE
B AN,

N

R A B EEBUER (AwsResilienceHubPeriodicAssessmentRole)

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}

1
}
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MR IE#E AWS Resilience Hub EEZERFEEMFER , IEETS IAM FUBKR, BBRENERR

5 , T8 AWS tRFE AJREEERRBMEFFA . 3RE AWS Resilience Hub #TEIRFZEE K €ZE T3
REMAR :

« FERF-AWS £EEHPEVEAEREI I HITIEMIRE,

« RE/BRIRE (s) - BRFTEN AWS 1RFE ().

® Note

- FRACHEEFN (EALRUAEAR ) B FTRELDER,

o WNFEEREEF ] LAFEL Amazon Elastic Kubernetes Service BIEF#IEF , 552 the section
called “BUH ¥t Amazon EKS #5£ /8 AWS Resilience Hub 7B,

FEIRFRE

SN AETERFHARBRIHMN ABAwsResilienceHubAdminAccountRole , EXA AWS
Resilience Hub FEUAREZ AR, WAGKAREFEIRAWS IRFFE8 ERNE —EAE®, ETE
BHEENE RN,

(@ Note

- ABEZBMER AwsResilienceHubAdminAccountRole,

- EXERAEXERFPEY,

- BEWN IAM ERE/ACLARRRTLABRNiam: assumeRoleF A,
 # Hlf{secondary_account_id_1/2/... BHENRXERSEBIE.

THRRBENAGRYEHNITRTT , SUFH AWS BIRFHE —EREHHNER

EEEA® (AwsResilienceHubAdminAccountRole) HEEBKRUTAIR :
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REIERIRF (s) fE

EEERrERED  BHABEVIH , AwsResilienceHubExecutorAccountRoledf B iRz
YHNEEBEAR  JrEETAR, ARLLAEEH AWS Resilience Hub A RFHAFHEENERRE
NER , At EEEBEMNTT,

i , E2ABH AWSResilienceHubAsssessmentExecutionPolicyZSEHFEZE AR  WiE
EHTHRACEER,

HITRACEEHENTAR :
AWS By ZEBIX AWS Resilience Hub

AWS ZEBRZH AWS AWS SEBREVNEENBIBKEERATSEARGIRMET , UESR
AR ARG E A E, FEANAE,

FARCE , AWS RERRARTERTFTRECARIINSFEERTT , RAELFTAHAE AWS &
FEM, RMI2BEERERERNEARFINEFEEZEE , UEE-SRDFFT.

BEEETE AWS SEREPESNHT, IR AWS EFH S AWS EREPESRWNGTT , IEHaS2
SHREENFIEZTEAED (FAE, B#ENAR ), EHN AWS R BREBISEHH APl RETH
RIEERME , AWS RERREEH AWS ZEBK.,

MEFHMES , F2HE IAM EREERETH AWS ZEBR.

AWSResilienceHubAsssessmentExecutionPolicy

BT LA AWSResilienceHubAsssessmentExecutionPolicy EEFEMN IAM 5, HITFHE
B WBEESEFHM AWS RENVEFIEFT |, USITEE,

ATARFEER

BWEERIRHEE MR |, AAE R AWS FIS ] SOP &A%/ 2R Amazon Simple
Storage Service (Amazon S3) #Z 8. Amazon S3 FEFETEZ B AL FEaws -
resilience-hub-artifacts-., MREEEEMHG T S —ME Amazon S3 FEEFETE |, &0
LAEFEAY CreateRecommendationTemplate API BE#ifTIb R4, WFEHMENR , F2H
CreateRecommendationTemplate.
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AWS Ztieh 4B EREEE
H RS AT -

« Amazon CloudWatch (CloudWatch) — EX{§4&1E Amazon CloudWatch HRERENFIEEHEE R , LE
mERARER. I, BMEA cloudwatch:PutMetricDataR#&ffiResilienceHubfr & ZE R+
FEAENEM 29 & H CloudWatch 1518,

« Amazon Data Lifecycle Manager — EX{S 82 AWS &9tk S FBEIBEAY Amazon Data Lifecycle
Manager BRI iRt HDescribefF .

« Amazon DevOps Guru - 5l HH 82 AWS &Ry iR F #ESE#HY Amazon DevOps Guru BRI 12
DescribefFl,

« Amazon DocumentDB — %Il tH BRI EI 1R 5 AWS #BEFERAY Amazon DocumentDB & JRIf 12
DescribeFl,

« Amazon DynamoDB (DynamoDB) - %I tH B2 &y ik &= AWS #HEBE#HY Amazon DynamoDB &Rt 12
tHDescribe®fd,

« Amazon ElastiCache (ElastiCache) — A8 AWS 1R S tHEIHER ElastiCache EiRiE
#DescribeFl,

« Amazon ElastiCache (Redis OSS) Serverless (ElastiCache (Redis OSS) Serverless) — AE & AWS
"R S EABIRY ElastiCache (Redis OSS) Serverless #HREIR £DescribefFm,

« Amazon Elastic Compute Cloud (Amazon EC2) — 5| i E2{& bR = AWS HHEEEEAY Amazon EC2 &
R R EDescribefF A,

« Amazon Elastic Container Registry (Amazon ECR) — &E2& AWS Rk F M E3H#H Amazon ECR &R
RB#tDescribefFr,

« Amazon Elastic Container Service (Amazon ECS) - BB AWS Bk F #HEFEERY Amazon ECS &R
R#tDescribefFr,

« Amazon Elastic File System (Amazon EFS) - BB AWS IR FHHEHA Amazon EFS EiRiE
DescribefFl,

« Amazon Elastic Kubernetes Service (Amazon EKS) - %I H BRI IR F AWS M EBBERY Amazon EKS
BRI HEDescribefFH,

« Amazon EC2 Auto Scaling — Il i B8 AWS &R 1R 5 1HB3E#HY Amazon EC2 Auto Scaling EIRIE R i
Hpescribedl,

« Amazon EC2 Systems Manager (SSM) — BE2& AWS RS #HEE K SSM BRI MtDescribedF
A,

« AWS Fault Injection Service (AWS FIS) — 5l tHiF 12 482 AWS EHIIR EAEBAEAY AWS FIS BERME
EREIAHIDescribeff .
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« Amazon FSx for Windows File Server (Amazon FSx) — % i B2 {89tk 5 AWS #EEIEBEAY Amazon
FSx BRI EDescribesFl,

« Amazon RDS - %Il HHE& AWS &HY R FAHEFEAY Amazon RDS BRI iR {#Described¥ ],

« Amazon Route 53 (Route 53) — 5| H ERIEHIIRF AWS #HEBEIEY Route 53 BRI IR H
Hpescribedl,

« Amazon Route 53 Resolver — ¥ HHE& AWS &EY IR F #E B8R HY Amazon Route 53 Resolver BRI 12
ftDescribeFdl,

« Amazon Simple Notification Service (Amazon SNS) — % H B2 AR = AWS FHBEEERY Amazon SNS
BRI HEDescribefFH,

« Amazon Simple Queue Service (Amazon SQS) - 3l HHEEHIR S AWS HHEEAY Amazon SQS &
BRI EDescribefF A,

« Amazon Simple Storage Service (Amazon S3) - 5| i EBR IR E AWS HEIHAY Amazon S3 EJR
Wit EDescribefFl,

(@ Note

TR  WREEAERNTISER SEBERESH , AWS Resilience Hub #E A
s3 : GetBucketlLogging FF AJ I TR k. 718 , AWS Resilience Hub 2@ TRESAR |
Ho 5| HERDMEFA |, Wi ERRITIEHEBNT T, MREREEENERLAFHIER
DHEFT , AR RS,

« AWS Backup - %Il i I EX 1S B2 I8 AWS 1R 5 #HE3H# 2 Amazon EC2 Auto Scaling EREDescribedf
A,

« AWS CloudFormation — %l H I {5 E24& AWS R F#HEAEf 2 AWS CloudFormation # & &R
MDescribeffd,

« AWS DataSync — 5l H B2 AWS ZH ik = EIBERY AWS DataSync BRIt IR ftDescribesF .,
- Directory Service — 3l B8 AWS &Yk S 1B BFE#HY Directory Service EiR MR fitDescribefF A,

« AWS Elastic Disaster Recovery ( BEMXE#ER ) - KEE AWS IRFEEIBH Bt KB ERER
RE#tDescribefFr,

« AWS Lambda (Lambda) - %Il tH B2 SR HIIR 5 AWS FEREAEEY Lambda BRI IR EDescribefF .,

« AWS Resource Groups ( EiREHH ) - FIHEREMIRFE AWS BB ERFHEHERI R
HDescribe:f .

« AWS Service Catalog ( FR#E B 8% ) - 5| HEEEMIRE AWS tHEBBEY Service Catalog &R 12 14
HDescribedml,
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ERAEER

« AWS Step Functions — 51 tH &2 AWS &Ry iR F BT HY AWS Step Functions BRI 12

#tDescribe®F .

« Elastic Load Balancing - 5| i 88 AWS &9tk S #BIE# Y Elastic Load Balancing BRI 12 i

HDescribeffd,

+ ssm:GetParametersByPath - &HMEAIL

SAIER s SOPs,

AP REE AL EBARNRER CloudWatch R,

AWS IRFFEE TSI IAM BUER , FRERERE. ERAEFANACHENT K SELERE, £REHAE
MAGLEHNBERREHRENITIERFE AWS BRBATFEEF T,

AWS Resilience Hub AWS Z & HE N E T

18 BRI EHEE L E AWS Resilience Hub AR |, AWS SEREEHMNHMER., T
EEEFEMN B EIEE , 55578 AWS Resilience Hub XH{-RE 2 E@m LM RSS HE,

gE

AWSResilienceHubAs
ssessmentExecutionPolicy —

gE

AWSResilienceHubAs
ssessmentExecutionPolicy —

-3:d

AWSResilienceHubAs
ssessmentExecutionPolicy —

DU

AWS Resilience Hub 2%
¥ AWSResilienceHubAs
ssessmentExecution
Policy B ListM
GetFF ol , BLAEHTIMA
AWS FIS Kfe FFENESR.

AWS Resilience Hub E¥E

#T AWSResilienceHubAs
ssessmentExecution
Policy MAfFDescribeff
Al , BERIEHITIE G RFE
Amazon ElastiCache (Redis
0OSS) Serverless LK &R A
HERE,

AWS Resilience Hub E &
¥ AWSResilienceHubAs
ssessmentExecution

Date

2024 £12 A 17 H

2024 9 A 25 H

2024 £ 8 A1 H
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ERAEER

gE

AWSResilienceHubAs
ssessmentExecutionPolicy —

AWSResilienceHubAs
ssessmentExecutionPolicy —

AWSResilienceHubAs
ssessmentExecutionPolicy —

g£E

AWSResilienceHubAs
ssessmentExecutionPolicy —

*#

AWS Resilience Hub B#43& #t

iR

Policy LA FDescribesf
A, BREHITFME AWS
Lambda E#ZHL Amazon

DocumentDB, Elastic Load
Balancing L& RF#HRE,

AWS Resilience Hub 2%

¥ AWSResilienceHubAs
ssessmentExecution
Policy BARFDescribedf
A, EEEHITIEEEE
Amazon FSx for Windows File
Server fH7E,

AWS Resilience Hub 2%

¥ AWSResilienceHubAs
ssessmentExecution
Policy BAEFDescribedf
A, BETEHITITHRER
AWS Step Functions #H&E,

AWS Resilience Hub E¥E

#T AWSResilienceHubAs
ssessmentExecution
Policy HA&EFDescribeff
Al , BERIEHITIHREE
Amazon RDS EHER,

It AWS Resilience Hub X
FEMEM AWS RN FE
E TR,

AWS Resilience Hub B#43& #t
HAWS SEBRNEE,

Date

2024 3 A 26 H

2023 £10 A 30 H

2023 10 A5H

2023 6 A 26 H

20236 A 15 H

AWS SEHE
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AWS Resilience Hub & IAM FFr]&:#

BRI LAE A AWS Resilience Hub AWSResilienceHubAsssessmentExecutionPolicy AWS &
BENTIHEF—FAALFERE , ¥ IAMFARTER IENAE, WFE AWS SEBERNFHE

#: , B2 [ the section called “AWSResilienceHubAsssessmentExecutionPolicy”,

EZRNAGBR AWS Resilience Hub :

- ERREEAEXEESAGHN IAM A
- ¥RSENEESAGH IAMFH

- ERAEXHEEAEHN IAM A

- BT HEFEVEN IAM FF A

HRNmEAEAEEESACH IAM 5519
THBERER T Infrastructure ERAEREEEACGENMSEHR,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "InfrastructureApplicationManagex",

"Effect": "Allow",

"Action": [
"resiliencehub:AddDraftAppVersionResourceMappings",
"resiliencehub:CreateAppVersionAppComponent",
"resiliencehub:CreateAppVersionResouxce",
"resiliencehub:CreateRecommendationTemplate",
"resiliencehub:DeleteAppAssessment”,
"resiliencehub:DeleteAppInputSource"”,
"resiliencehub:DeleteAppVersionAppComponent”,
"resiliencehub:DeleteAppVersionResource",
"resiliencehub:DeleteRecommendationTemplate”,
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:PublishAppVersion",
"resiliencehub:PutDraftAppVersionTemplate",
"resiliencehub:RemoveDraftAppVersionResourceMappings",
"resiliencehub:ResolveAppVersionResources",
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"resiliencehub:StartAppAssessment”,
"resiliencehub:TagResouxce",
"resiliencehub:UntagResource",
"resiliencehub:UpdateAppVersion",
"resiliencehub:UpdateAppVersionAppComponent”,
"resiliencehub:UpdateAppVersionResource"

1,

"Resource": "*"

RESBELEEBAGH IAMFFA
THBRERTEBRHBNEEEAGMBNLENT,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "BusinessContinuityManager",

"Effect": "Allow",

"Action": [
"resiliencehub:CreateResiliencyPolicy",
"resiliencehub:DeleteResiliencyPolicy",
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:TagResouxce",
"resiliencehub:UntagResource",
"resiliencehub:UpdateAppVersion",
"resiliencehub:UpdateAppVersionAppComponent”,
"resiliencehub:UpdateAppVersionResource",
"resiliencehub:UpdateResiliencyPolicy"

1,

"Resource": "*"
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ERAEER

FEARAEEEAGH IAM T
THBRERTRARKBEEEACHENLEF T,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "ApplicationOwnex",
"Effect": "Allow",
"Action": [

1,

"resiliencehub:AddDxaftAppVersionResourceMappings",
"resiliencehub:BatchUpdateRecommendationStatus"”,
"resiliencehub:CreateApp",
"resiliencehub:CreateAppVersionAppComponent”,
"resiliencehub:CreateAppVersionResource",
"resiliencehub:CreateRecommendationTemplate”,
"resiliencehub:CreateResiliencyPolicy",
"resiliencehub:DeleteApp",
"resiliencehub:DeleteAppAssessment",
"resiliencehub:DeleteAppInputSource",
"resiliencehub:DeleteAppVersionAppComponent",
"resiliencehub:DeleteAppVersionResouxce"”,
"resiliencehub:DeleteRecommendationTemplate",
"resiliencehub:DeleteResiliencyPolicy",
"resiliencehub:Describe*",
"resiliencehub:ImpoxrtResourcesToDraftAppVersion",
"resiliencehub:List*",
"resiliencehub:PublishAppVersion",
"resiliencehub:PutDraftAppVersionTemplate",
"resiliencehub:RemoveDraftAppVexrsionResourceMappings",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:StartAppAssessment”,
"resiliencehub:TagResouxce",
"resiliencehub:UntagResource",
"resiliencehub:UpdateApp",
"resiliencehub:UpdateAppVersion",
"resiliencehub:UpdateAppVersionAppComponent",
"resiliencehub:UpdateAppVersionResouxce"”,
"resiliencehub:UpdateResiliencyPolicy"
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"Resource": "*"

RTHERFHUERY IAM FFH]

TIRRER THRFIAFENLEFT,

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Sid": "ReadOnly",
"Effect": "Allow",
"Action": [
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources"

1,

"Resource": "*"

# Terraform AREERERZE A E AWS Resilience Hub

AWS Resilience Hub X #= [E A {# F {A Bk 25 iw 1128 (SSE) ¥ E Amazon Simple Storage Service B &
#® (SSE-S3) =% AWS Key Management Service & &8 (SSE-KMS) MZ K Terraform iRRERE R,
WMRIEH Terraform MERRFEAZTFIREMNINZ S (SSE-C) F , BEEEER EAESH AWS
Resilience Hub,

FE A Terraform AREEHE ZEZE| AWS Resilience Hub EE T3 IAM B3R , EEBURR B REE RFTE
LB,
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REEWIRFHH Amazon S3 fEFZETEE A Terraform AREEER

ERAEER

EET %] Amazon S3 EFEFEBBERM IAM BE , F8EAFF AWS Resilience Hub BEUV R EERF
Amazon S3 fF#EFETE B Terraform AREERE R,

- REIFETBECR - BAE Amazon S3 REFRB LNREFETREBER , UREERFR., NEFHMER , F
ST S A,

« BOBUR - stEHERARRXESED Invoker B | EE AWS RS AWS Resilience Hub £ AWS
Bl IAM AENEEE 2 BER, MEFHMER , F2B T HIEH6,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<s3-bucket-name>/<path-to-state-file>"
}I
{
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<s3-bucket-name>"
}
]
}
(® Note

MREEAM R AWSResilienceHubAsssessmentExecutionPolicyZEBER , AIFE
E ListBucket F ™,

(@ Note
R B Terraform AREERRFEHA KMS %R |, BAEHTIE T Flkms : DecryptsFal,

"Effect": "Allow",
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"Action": [
"kms:Decrypt",
iF

"Resource": "<arn_of_kms_key>"

RXERFEHH Amazon S3 fEFZETEE A Terraform AREEER
s EIEBBGR - BE Amazon S3 EFBELLNREETBEEK  VREAR—ERERSEHR, MEFFH
B, AR T EH,

- BOBE-IREAGH AWS BB S 2B , £#FE AWS BRF AWS Resilience Hub E#117, WNE
HMER  FZETHE,

(® Note

MREFEHB R AWSResilienceHubAsssessmentExecutionPolicyZEBUR |, BIFE
= ListBucket 5,

(® Note
MRIEE Terraform AREERFEH KMS 1% , BABEHFHIE T Slkms : DecryptEFal,

{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
1,
"Resource": "<arn_of_kms_key>"
}
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BB ¥ Amazon Elastic Kubernetes Service &£/ AWS Resilience Hub 1%
EY

AWS Resilience Hub #EiB 2 #7 Amazon EKS #|&E M E#E 5K {4 Amazon Elastic Kubernetes
Service (Amazon EKS) # &£ 15, AWS Resilience Hub €%/ Kubernetes B &R ZER
(RBAC) #HRERFT(H H At Kubernetes (K8) T/EEH , EXTHEBREIIE S Amazon EKS BHEMN —
2. HE AWS Resilience Hub # &# Amazon EKS #EU DT MFIETEER , BXATK TS
BE:

- 7£Ed Amazon EKS 25 HEREMNIIRF PRI HFEAIRAE AWS Identity and Access Management (IAM)
A,

- BUA Amazon EKS E25/ IAM FAENAGTFEE , YR TFHMMKEFET T4 Amazon EKS E2ER
# K8s BER. WERA IAM EAEMNAEEE Amazon EKS EEMFMAEN , F2BERE IAM fF
AENAEFEENESE - Amazon EKS,

£/ IAM B8 77E Amazon EKS #5 , 2HE Amazon EKS 2 & H E#TH AWS IAM
Authenticator for Kubernetes B, B EREt BNSHEREEHaws-auth ConfigMap.

® Note

- MFEFBaws-auth ConfigMapsREWFFMER , F2SME GitHub LR EEMEEKN,

- MEFRE IAM BHFHMAEN , F28 (AM FREER) FNEY (FRE. BENA
),

- % Kubernetes AEHFEEF| (RBAC) HHAEMFFMER |

2B A RBAC B,

AWS Resilience Hub € FAIIREFH IAM B2ZEH Amazon EKS #ERNER. EE AWS
Resilience Hub # 7ZH Amazon EKS 82 AMNER , FIEAN IAM A AWS Resilience Hub #478
HEZEHEZAMEF T Kubernetes B4l , T 8EFE Amazon EKS 2R EIR.

AWS Resilience Hub 25F AT HE D —{F IAM A€ ZBIEREFEEH Amazon EKS #£5R :

- MRENEARAREAFHALEGFEIRENER , AERIEAREXRKFEELS AWS Resilience
Hub (VI & AR EIRF AN ETAHEFEEREN Amazon EKS 5,

T cEEREREXREARCRERENXR , W[ AWS Resilience Hub FH Amazon EKS
BE,
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ERAEER

Primary account

AWS Resilience Hub
8 AssumeRole using Service Principal

Customer

AWS Resilience Hub

Describe-Instance _ =14
"4 N

Secondary account

Describe-Instance
T

K_2A
SH] o

L

AWSResilienceHubServiceRole

@ AssumeRole using Service Principal

,@

AWSResilienceHub
ServiceRole

Scheduler

Describe-Instance > Ecz
EKS API
E-

AssumeRole

Describe-Instance > Ecz
EKS API

- MRENEAEXREAERB AR IAM EREREFDMER , B4EH

fEAwsResilienceHubAssessmentEKSAccessRoleBd Amazon EKS #E&EHBEINIRE P E B
A W IAM &6, A%, It IAM B AREFEEERN Amazon EKS #5,

Ty sEBEREEAREAREAFEHAE M IAM EHEFFTR , {0 AWS Resilience Hub 1ZEY
HNBELHWETEIIRF B Amazon EKS #5£,

&l Primary account

S——n—~

Login Current IAM Role Assume Role

> @4.@

AWSResilienceHub
AssessmentEKSAccessRole

THEcERETREERAEAREAFERAB N IAM EHAEF IR , W AWS Resilience Hub FEX

HEBERERSE LK Amazon EKS #5%.

Al Primary account

A——n -2

Login Current 1AM Role Assume Role

ga

AwsResilienceHub
AdminAccountRole

Secondary account

— Q>

Assume Role

o—_2

AwsResilienceHub Assume Role
ExecutorAccountRole

> (D =@

AwsResilienceHub
AssessmenEKSAccessRole

5 Amazon EKS H#E£+F &R AWS Resilience Hub ZEUE

AWS Resilience Hub AT ZZFEUV A Amazon EKS #&E FHEIR |

R ZEREE(L AWS Resilience Hub Amazon EKS #E N ERAMENGTIE T

1. FRE IAM AELLIFE Amazon EKS £,

ZEHFF,

B ¥F Amazon EKS #5£# AWS Resilience Hub ZEX
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MREBEFEAACHEFEERREREEARER , B UK BT BIYERELSR 2, WHEALHARET
FERAEXNAE®, WFE AWS Resilience Hub IAI{EA IAM BEEEFMEER , 5528 the section
called “AWS Resilience Hub A &8 IAM ZE R,

MREEEHETH IAM EAEHFUREERARES , X AESE
AwsResilienceHubAssessmentEKSAccessRole Amazon EKS E&EMHBEINIRE R IAM
A, A% , FH Amazon EKS #&£EFRA L IAM A€,

EEAMGEEEARERXE |, AWS Resilience Hub €4/ IAM £ &R 1ZH Amazon EKS &/
HER. tAGEEEERN Amazon EKS BEMERMNIREFEN |, WigEHITE AWS Resilience
Hub 5§ Amazon EKS BEFIERF O Kubernetes BHEE1TAR ST,

R R Amazon EKS #£ B2 AWS Resilience Hub IR By AMERIMNIREF |, BIfEFER T 5
IAM EEBERRELAR, EIL IAM EEBEKS , caller_IAM_role AR B BI R AR
APls AWS Resilience Hub,

® Note
caller IAM role REE&ZH AWS FHERSHBEHN AR,

MREH Amazon EKS BEMABIIRE ( B AWS Resilience Hub IR EREIHRSE ) |, B4
AEALLT AwsResilienceHubAssessmentEKSAccessRole IAM EEBEKEIL IAM B :

(@ Note

ERFTREH , EEFEFEEE AWS Resilience Hub BEAE A EIRF FEINIKRSE FHY
Amazon EKS 85 , B4 ERESIRFEN. NEFHEF , F2H

2. A AWS Resilience Hub EAERE I ClusterRolef ClusterRoleBinding (
RoleBinding) &,

#3 ClusterRoleBinding ClusterRoledi % F FREERIMEEST A , AWS Resilience Hub
LA HT M FE(E B Amazon EKS #EFHEREZE —BoNER.

AWS Resilience Hub AIEZRSER THEHF —18 | LIRHIE G ZZREMNFE , LIEE BTG
a. BTFEAEAMEDEZREM AWS Resilience Hub FEEVIZEE,
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= AWS Resilience Hub 3 54 Amazon EKS #&EAFEG B RN EREY , B0 ER
3 F%| ClusterRole# ClusterRoleBindings

« resilience-hub-eks-access-cluster-role (ClusterRole) - E& AWS
Resilience Hub 5¥{& Amazon EKS #&EFTEMNEF T,

* resilience-hub-eks-access-cluster-role-binding (ClusterRoleBinding)
— £ Amazon EKS #£&resilience-hub-eks-access-group® &5 WEE K &F
HERAEET PETEMFTGAIEFENFF AT AWS Resilience Hub,

¥ AWS Resilience Hub ERARAFMIEm A EHENFZEENESEANT -

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
- nodes
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:
- poddisruptionbudgets
verbs:
- get
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- list
- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
verbs:
- get
- list
- apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list
- apiGroups:
- karpenter.sh
resources:
- provisioners
- nodepools
verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
- ec2nodeclasses
verbs:
- get
- list
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: resilience-hub-eks-access-cluster-role-binding
subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io
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EOF
b. EFEIUSEMR MM AWS Resilience Hub 1FEUE,

&R LAE A BRI AWS Resilience Hub FEVEan & Z B E P ERRoleBinding, HEE
BULEW , BXEARITIAG

« ClusterRole - ZZ AWS Resilience Hub & 7ZH Amazon EKS #& S EMmB =M+
NERIL L EEMY | BN BERIT THClusterRoleAt,

« resilience-hub-eks-access-cluster-role - EEEF LB ER B ERAZ RN S
=3,

« resilience-hub-eks-access-global-cluster-role - {§EFEEEHEE
RSB | EEERTEZE Amazon EKS BEAMNEEG B ERMEEAR . AWS
Resilience Hub EEFE Amazon EKS #5X F EK&EEER ( fIMNETE ) WA, &
BEFT(L FE R XAV sE M,

B3 ClusterRoleABHNEARM TR :
cat << EOF | kubectl apply -f -

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole

metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets
verbs:
- get
- list
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ERAEER

- apiGroups:
- policy
resources:

- poddisruptionbudgets

verbs:
- get
- list
- apiGroups:

- autoscaling.k8s.io

resources:

- verticalpodautoscalers

verbs:
- get
- list
- apiGroups:

- autoscaling

resources:

- horizontalpodautoscalers

verbs:
- get
- list

apiVersion: rbac.authorization.k8s.io/v1l

kind: ClusterRole
metadata:

name: resilience-hub-eks-access-global-cluster-role

rules:
- apiGroups:
resources:
- nodes
verbs:
- get
- list
- apiGroups:

- karpenter.sh

resources:

- provisioners

- nodepools
verbs:
- get
- list
- apiGroups:

B ¥F Amazon EKS #5£# AWS Resilience Hub ZEX
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- karpenter.k8s.aws
resources:

- awsnodetemplates

- ec2nodeclasses
verbs:

- get

- list

EOF

« RoleBinding A& - ltABERT FTEMNFT A AWS Resilience Hub , AFEUSE
TERRNER. tHRER , EXEESABEEMPEILR0LeBindingAE , FEAWS
Resilience Hub FEUEE M & ZERNE IR,

(® Note

MREFEM ClusterAutoscaler#1TEEER , BIXHTE RoleBinding® %5 4
B3 kube-system, ERFTH WA EIEB ClusterAutoscaler , iE2 kube-
system @& =B —Z 2

EBEFM , BiE5EF AWS Resilience Hub A E/IFF AT K5 bkube-systemin &
ZERMNEIR , BEREfE Amazon EKS &5,

#3RoleBindingAEMNEARIM TR :

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding
metadata:
name: resilience-hub-eks-access-cluster-role-binding
namespace: <namespace>
subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io
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EOF

« ClusterRoleBinding A® - kAR F AWS Resilience Hub FEXNE KL EERPTE
Al

#E(ClusterRoleBindingA®KEA M FATR

cat << EOF | kubectl apply -f -

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding

metadata:

name: resilience-hub-eks-access-global-cluster-role-binding
subjects:

- kind: Group

name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-global-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

3. ¥ aws-auth ConfigMap LA¥{FE resilience-hub-eks-access-groupE AR FE
Amazon EKS #2&W IAM B,

WSBREESE 1 FEAN IAM AGELSER 2 mEVH Kubernetes B4 2 BE TR G, ARG
EH41FH Amazon EKS #ERERNHFIET IAM A6,

(® Note

« ROLE-NAME 23 AREE Amazon EKS E&£EH IAM &6,

- MRENEARAREAFTHACREN , AlIAGREZIREVEAER AWS
Resilience Hub BHEIER NIUAEARIAREIRFAE,
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- MRLHNERARAREREABIHN IAM EAERFN ER , IEHEAR

AwsResilienceHubAssessmentEKSAccessRole,

« ACCOUNT-ID FEE 2 Amazon EKS #£ AWS WIEFE 1D,

B LAMERA T 5laws-authConfigMapEF—EBARET
- £ eksctl

FATH B REH aws-auth ConfigMap :

eksctl create iamidentitymapping \
--cluster <cluster-name> \
--region=<region-code> \
--arn arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>\
--group resilience-hub-eks-access-group \
--username AwsResilienceHubAssessmentEKSAccessRole

- WAL IAM A BB EAFIEEE B ConfigMap TH mapRolesEE , aws-
authConfigMap A F EhimeE . A T5/an S REmE aws-auth ConfigMap,

kubectl edit -n kube-system configmap/aws-auth

mapRoles BRI E TS H :
- rolearn- Bz IAM A€ Amazon Resource Name (ARN)o

« ARN &% - arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>,
« username - ERH E IAM A& H Kubernetes REFAEZ

(AwsResilienceHubAssessmentEKSAccessRole).

« groups - FHEEBEESR 2 () PEUWEEERBMEFresilience-hub-eks-access-
groups

(® Note
MR mapRolesEBBRFFE , BLEFEBIIEUEER,

FEHATIEAR IAM ACFAEAFTIEEER ConfigMap TH mapRolesEER,
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- groups:
- resilience-hub-eks-access-group
rolearn: arn:aws:iam::<ACCOUNT-ID>:role/<ROLE-NAME>
username: AwsResilienceHubAssessmentEKSAccessRole

B AWS Resilience Hub LAZ#E| 4R EY Amazon Simple Notification
Service &

AREFERBA WM{AIRR A AWS Resilience Hub , #FE R TE N HYIE &1 % M ZE &K Amazon Simple Notification
Service (Amazon SNS) £, &EZBAMIEZE Amazon SNS & |, ERELETHIEER

- YEF AWS Resilience Hub Y FERFE.

« 7B AWS Resilience Hub Ei% @AY IRAB Amazon SNS 88, WFEE Amazon SNS EEHF4H
B, 52 BE I Amazon SNS 5,

£ EE AWS Resilience Hub %@ #1232 EH Amazon SNS =8 |, B4 BFERATYEE B
Amazon SNS FEHFEUBCE :

@ Note
E&EH AWS Resilience Hub #FA R fEZEMA BEH B M EITERBRAN ESE
R ERER | B EEHA Amazon SNS FEEVHWERBEE. SETENE
¢ resiliencehub.amazonaws.com#¥E A resiliencehub.<opt-in-
region>.amazonaws.Ccom,

MREFERAH R AARETIHINZR (SSE) Amazon SNS £ RE | &4 BRER AWS Resilience Hub 8
Decrypt# GenerateDataKey* ¥f Amazon SNS INZ £ FEE,

= ERM Decrypt M MGenerateDataKey*7HUE AWS Resilience Hub , B4 EBE T 5 AWS
Key Management Service ZEUBUERYEF AT,

PR 4 S HEBR AWS Resilience Hub &M

AWS Resilience Hub AIZEZRFIFFT , L BEHHREEEAERNNER, SWUERATS IAM
FBEEE  REFAULEZ SRR EEARERNNER, Tt IAM EEBERH , BAtRFHREMH
caller_IAM_role ( E2I&HY AWS A EIRFHEIEE ) RIFIL APIs AWS Resilience Hub,
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AWS 2B ZLREFNRE,
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Layer Security (TLS) 1.2 SREFIRAR, BZFEFEA TLS 1.3 EHEAE, AF RS BETEERT
EEFEFF (PFS) WERBEEH |, HlINEREE Diffie-Hellman (DHE) S 4% Bl gh 4% B B Diffie-Hellman
(ECDHE), BRARMR (W0 Java 7 MEMMAE) KSEXEELERN,

AN, BRMSACAFEREER ID FME IAM TRMEEBNAEFTHERREE, NF , EAUEH
AWS Security Token Service (AWS STS) LE4A TR LZ L BEURBER,
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STERREBZ (RTO) MEREEZE (RPO), EEFMLETETEEENHE , BIEAREN, BB
HWEE, AZ FEIFIEEHE, T8 , EEHTELRE , BXERMEMEEN IAM 557 AWS Resilience
Hub #& , AAFEFIEN ER. EEE—F THAFF AWS Resilience Hub FE ERA#HITAREH
AR EFTER IAM 350 , 520 AWS B ZEBEE AWS Resilience Hubo
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* Amazon Elastic Compute Cloud

* Amazon EBS
« AWS Lambda

* Amazon Elastic Kubernetes Service

* Amazon Simple Notification Service
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* Amazon Elastic Container Service
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* Amazon API| Gateway

* Amazon DocumentDB
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* Amazon Route 53

* Amazon Application Recovery Controller (ARC)

 Amazon FSx for Windows File Server
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Amazon Elastic File System
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Amazon Relational Database Service fl Amazon Aurora

A &% Amazon Relational Database Service 1 Amazon Aurora 43 EHFIEEMYRENESE. W
£ Amazon Relational Database Service #1 Amazon Aurora FIEF#HE A , 552 B Amazon Relational
Database Service X4,

E—-nHEZE

AWS Resilience Hub EREZRNERAHELE —HTER  NREE , ARTERETIEREH
ITEBMERRERES,

ZHU AREE

AWS Resilience Hub R EEREREFEAXEHTEEREHBFINERE TR, NRFEHEMRE
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FRERE,
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« AWS Backup MR ZHBEREE , AIFABEEHEHEREITRE
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BENAHERE
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- Z—EESPHEHRBRELR
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- EFAES
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- EE—ETAREPEFEHBEIRELR Aurora £5

« Amazon Relational Database Service (Amazon RDS) #J £ ith[5] 25 {8 17 3117 {E 88
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AWS Resilience Hub 8 EEMHBRHN RPO B EREF Epoint-in-timeB /R (PITR), i@ , PITR &
TEEREFEG. Hit , EUNEACRABEESFHMRENEREEER AWS Backup 58], REIZH
R HERRET R,

AWS Resilience Hub 2R ER B E AZPEM Amazon S3 FEEFEERMERMNEZHEE (SRR) MEE
H#EE (CRR), Amazon S3 EREBAEERAERN, ERXE,. TAESNESERNEZEKIESR
B RTO ML ITHEESH RPO, A, CETUREVHZREERER , RAERBRYHEFRATESES
Z| B & Amazon S3 f# 7T, LA , BIFEHBEPERMN RTO B , & AWS Resilience Hub ##
BEREERA Amazon S3 EEEREE4] (S3RTC). WETEINERESTE 15 P ERNEER 99.99% K KR
FETEYWH,

« AWS Backup £5 B B & HAYFT S
* AWS Backup MIREHNBRFEE , AlERBEEESFOEAETRE
« BZHRORENFERE

Amazon DynamoDB

ZE% H Amazon DynamoDB B M FrEEMMEMERE. MFE Amazon DynamoDB KIEFME |
728 Amazon DynamoDB X #,

2 ¥ i)

AWS Resilience Hub SR ERBECANEBNERRERHEHD. A , IRBKREEREETBRTD
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By ) RE 18 R

AWS Resilience Hub &R BB ERN RPO B , RERABEEpoint-in-timeB/& (PITR). T
B, PITRAXEEEEHFHED. Hit , A EASMAE RS FHGBEENREIRE AWS Backup &t
B, RELFBERREETEL

EHERR

AWS Resilience Hub £#ZZ828#) Amazon DynamoDB BRI REREEATHMEHPES—HZ
BEANSFERNEK, RELHERNRTNEBHBHRNWTEMSLITEAR RTO MEMAITHEESH RPO ,
URHEETE-FTHHITH-HHZ EFHEXFEFENIIEE. AWS Backup 3 Amazon DynamoDB PITR
AAREF—EES 2 NEBEEAEXNPE.

Amazon Elastic Compute Cloud

A% H Amazon Elastic Compute Cloud 3B MW EEMMENMER, WFE Amazon Elastic
Compute Cloud BYE¥#IE A , 582 Amazon Elastic Compute Cloud 3 4,

AREEIT B RS

AWS Resilience Hub TN R&FE T HEHSF —HEH , 4% Amazon EC2 #1TEEE R B A EREHITHE
B -

- MRDeleteOnTerminationEA—EEZEZE I #1TEEH Amazon Elastic Block Store (Amazon
EBS) itk [E B M E & false.

« 18 Amazon Data Lifecycle Manager 5, AWS Backup 5T &/iE# %] Amazon EC2 H{T{EERELD —
& Amazon EBS B{RE[E.

- 15 AWS Elastic Disaster Recovery AR E Amazon EC2 #1TEBREFHEE.

(® Note

W Amazon EC2 #I1TEBR TS LR EFAHEMYE , & AWS Resilience Hub #§H 17 A &R 5E
Amazon EC2 #1T{EEE,
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Auto Scaling &#H

AWS Resilience Hub & & AREE Amazon EC2 #1T{EREH. WRBIE , BEMFEMA Auto Scaling
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EC2 #i1THERIEZEARE , LLfE Spot Amazon EC2 #{TEEE £ % A RS S E M,

Amazon EC2 #¢E¥

AWS Resilience Hub &35l Amazon EC2 #% I RBHEATEEAEMETHHHE , UREEE
£ Spot Amazon EC2 #{T{EEE., # Amazon EC2 B T AERMRSHEHIHE  JXEEWRS
PP ERFEM, FHABESTEREEER Amazon EC2 #EF | A7 Spot HITERBE L FABRE
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Amazon EBS

AEi%|H Amazon EBS B EMNFIEEMMENER, WFE Amazon EBS HFFMERR , 382 E Amazon
EBS X4,

HrEls i

AWS Resilience Hub € 8 E 2B 2 AR Amazon EBS it EEHZ T 5 HEh —EHmIE,

« JE#EZE Amazon EC2 #1T{E# 2 45 E Amazon EBS #ikEMH R R A,
« 3 Amazon EBS #i% AMI £ Amazon EC2 i {TEBE B R A,
- B=FHiRODRENFERE,

WA REHNBEREERZETEHRTPE , & AWS Resilience Hub &=L ERE A EECRA
= 19 16 1918 18,

B MES

AWS Resilience Hub IR FE T HEAFP —EEKMYE , €35 Amazon EBS Hiik[ER A EAREHEE -

« MRk Amazon EBS i [EHDeleteOnTerminationB R E A false,

- 18 Amazon Data Lifecycle Manager 5 AWS Backup 5H&IE2lt Amazon EBS HiRE [E = HiEEM
Amazon EC2 #1T1E 88 H Ea Bt

« MR AWS Elastic Disaster Recovery FiIA# % Amazon EC2 #1T{ER FEFRIERE,
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AWS Lambda

AEHHHEENFIEEMERERNEE AWS Lambda, HE WEFMEH AWS Lambda , 5528 AWS
Lambda 3 #,

ZF Amazon VPC 7

nlh

AWS Resilience Hub &% BE&EZE VPC #9 AWS Lambda &, AWS Lambda E3#ZZ] Amazon VPC
TE AZs 1Y FHEEE |, A[1E AZ BT RSP BEEM,

ERF T

AWS Resilience Hub %% AWS Lambda BRE R B EZERFT TS (DLQ) , ARTFRBHFER.
# DLQ E#EZE AWS Lambda BRI P L ERNEXRFER , T ERERRBEERARE XBNER.

Amazon Elastic Kubernetes Service

&35 Amazon Elastic Kubernetes Service (Amazon EKS) 4B MAEBUHREMESR., NFE
Amazon EKS HEFHIERA , 528 Amazon EKS XX,

ZA R EEHTE

AWS Resilience Hub 5l Pod SPEBREEEZE AZs PHZEIT/EEHH LHIT. NREEMEBEK
EESHEHREERSZEHE b AFTES —BESPENN Amazon EKS EE, ILEINE Amazon EKS
BEEHEHEESEAZs FWZEIEEHH B DM Pod BB ETRE.

EBE B2 ReplicaSet

AWS Resilience Hub R E&E 2 A # A ReplicaSets 5 Pod ¥4 , MIEZE, FHIFBERK
ReplicaSets 2 Pod ¥ AIFE{L#TARANEXBEHY Pod E#T , WIS H B AMIHEE,

EBHE
AWS Resilience Hub € E T REEREFTHANEE

« £/ Pod RS (PDB) - £/ PDB A:ZEBRE LFEHTH Pod HERSE , EEMEERKEF
B, RESATRAM.

- BEREERHMEEINSR Amazon EKS ZEEREHE - WA A LR B/ TS SR E&
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