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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/security/
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IAM B &

AWS Identity and Access Management (IAM) A TZEE S BMEIRBER M TiERE LM RN
EAE AWS Eif, WERSEY IAM A& , BFEMmAY AWS Lambda B Amazon EC2 #1718
BE Y EEERNFEE,

RES X IAM HH B D BBIK, HER , RESERYBRREREESHINFIE. EFERNE
EEeH RES BEMWIREEF Active Directory FEVMEBRKREAENEREESE, MEFM
B, 5528 ( AWS Identity and Access Management &/ FHET IAM BXE,

FHEBHNEERSTUERAEATEREEERAEFRN. ERKFEAEFMRES FAENEHE , RESE
[ Amazon Cognito ¥1T & 2 B

Security groups (Z£ &)

hERPEYNZ2EESERE MBS Lambda B#{. Amazon EC2 #{T{E#. ERRAMNER
VPN in Bz B RE, MEARLEHE Y ENZIEMRATEE —SRIFE,

B RN

RIZTEER , £ AWS (RES) £# Research and Engineering Studio &£ RES #E M £ N iFER
BHRINEFER, 28 RES B, B LUEE AWS KMS key, RES FRZHNEABRRETFLBE
g, MBEGREHEFHEENEEN AWSKMS key , GRS BNBFTEEFER,

RES £/ SSL/TLS MB@HFNESEH, TLS 12 RLEW , BRHBEM TLS 1.3,
LhEmT RENZEEE

#NZE Research and Engineering Studio FTEARKE 2 MZENFMHEN , FERTRPHERS

AWS R LB ARFS XA R #E RES HHIEAF N

Amazon Elastic Compute Bty REERERERLE , WMEAH

Cloud FIBNEERBANABHEE
MERSEE,

Elastic Load Balancing B 28, BEEEEEMN VDI =#

SEAHTFEHRRFM Auto
Scaling B+ &3, Elastic
Load Balancing & F#k B

IAM £ £ 14


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security.html
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ERAEER

AWS BRI L £ &

Amazon Virtual Private Cloud

Amazon Cognito

Amazon Elastic File System

Amazon DynamoDB

AWS Systems Manager

AWS Lambda

Amazon CloudWatch

Amazon Simple Storage

Service

ilbr kil

B

X &

x&

FRIETE RES HIEA A=
Web A QB85 RES EH#HY

Rocgi —§
Bﬁ:io

BV ERTHHSEEN
VPC R &1,

ERFEAES NS DR

. Active Directory FHES
BRETZE Amazon Cognito 5
EMEAE , BB FEER.

=t /hometERZIE2RM VDI
FHRNERRE , ARARD
AEPERRM

FRIAREES , fINERE.
B, BEX. ERRBENTH

O

aX E o

FHET VDI TER R EE o
T Ao

XEEmMIEE , FIAERH
DynamoDB & &k P HIFLE .
(&) Active Directory F5 T4E
Wi, AREHMFERE.

IBHLPTH Amazon EC2 E#F0
Lambda BEMEERNEE H
Fie

FRAREMEIEMBERENE
AR A,



https://docs.aws.amazon.com/vpc/latest/userguide/security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/security.html
https://docs.aws.amazon.com/efs/latest/ug/security-considerations.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/security.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-security.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
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ERAEER

AWS BRI L £ &

AWS Key Management
Service

AWS Secrets Manager

AWS CloudFormation

AWS Identity and Access
Management

Amazon Route 53

Amazon Simple Queue

Service

Amazon Simple Notification

Service

AWS Fargate

Amazon FSx File Gateway

Amazon FSx for NetApp
ONTAP

AWS Certificate Manager

AR A
x &

x &

x &

x&

x&

x&

x&

x&

®H
®H

®H

AR#E RES REEAS K

FR#EE Amazon SQS {7

5, DynamoDB & ¥l &K
Amazon SNS FREHETFRREN
o

EIRISIIRE 2 AERFERIE
Active Directory 1 VDIs 9 B
REEREYP,

REERBOEPERE,
PR E BB Z BUB AR o

BYMBRE BB RN AE
BHTERNESTHRBER
o

BYEBTIAXEERSH
7o

X & VDI juttz B & ME] E
RE flans2e M EH,

£/ Fargate (E#%& 8, FH
M ERIRIE

RENBHHERRL.
RENBHEHAERRL.

AENBITHEEELEFENE
o



https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-fargate.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/acm/latest/userguide/security.html
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AWS R Z £ &N RigE|A R RES FREA AR
AWS Backup 2/ % Amazon EC2 =##, X%
##£ A DynamoDB 12 {13 Ih
e,
gL
FRISELZE (B ARE) 2 AWS IREFHNREERNIRENEAEE,
LthEmP AWS RIS ECEE

ARELHLERTEFNESERBAERANEE. WEESHEBAENR , 526 AWS Service

Quotas,

BREBEXRIES T YIREWEEE :
¢ Amazon Virtual Private Cloud

« Amazon EC2

= EERIEINEEE |, 3528 Service Quotas FRAEEFEHPNERIESEFE, WR Service Quotas A j=
RIBHERE  BEFEAENREEERE,

AWS CloudFormation Bt %8

EHERDREEHER  BEZEE AWS tRF B9 AWS CloudFormation EtZ8, EiB T ##ISLEFIEE |

B R REERIEER BB ERMNER. WEFMENR , 52 BAWS CloudFormation {
AEEREY) FMAWS CloudFormation BEL&E,

HLEE 4

mEHEEA Amazon EC2 #TEB K/ NBEN A/ DMNRRERRME , LBERK. ATHERSR
REERBEFNEY  SEBBREMEMERHME Auto Scaling B (ASG) ANFARFRNERERE. #§
ER—EHRTEERENIRENTERITRHSETHRESD (AZ) WEH , TREEREBNEREX
B R R AT T RERY R

ASG FRET7E Amazon EC2 A BT , #utA https : //https://console.aws.amazon.com/ec2/o
EMAREEILNE ASGs , BEBBIU HE-asqg. BAUBR/NMENMEEREABSRLEEIR

[ 7


https://docs.aws.amazon.com/aws-backup/latest/devguide/security-considerations.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://console.aws.amazon.com/ec2/

3R EE T2 Studio

ERAEER

ENHE, BENEESUNEFE , RAREEHF , AREHURE., T ASGsHFHMAENR , F2H

{Amazon EC2 Auto Scaling £ & ¥Er) FHVIERE Auto Scaling F4EHY K7\, Amazon EC2 Auto

Scaling

XEN AWS [EiF

WEREABIMEKREMRE PEANERE AWS EBiF, BXEEIAFER AWS BiF P REHN PEE
WER. WFE AWS SEFHREVHZFHAIAY , 5528 AWS [EiF al Services List,

LT AWS 2 FHIWFZER A ITFE Studio AWS [E1F :

B &8

XEIRER (HEH BRIt
&F)

KBRS ()

KBRS (h0F BhE R
Bl

EEFEE (BEEM)
TAES (25)
DAEE (BWH)
DAEE (KR)
DAEE (RE)
SRR (R hnK)
DAEE (EH)
EAM[E (HEDNE)
EX (FEF)
BUN CER=4E)

& I3

us-east-1

us-east-2

us-west-1

us-west-2
ap-northeast-1
ap-northeast-2
ap-northeast-3
ap-south-1
ap-southeast-1
ap-southeast-2
ap-southeast-3
ca-central-1

eu-central-1

BN

fim

fim

fim

fm A0 FAD FWD fAD AD O FAD  AD @D

fim

RFTARAS (2025 £F 12
A)

=
=

fim

fim

fm FHn A A FAD FHD AD  AD RO

fim

TN AWS B


https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

3R EE T2 Studio

ERAEER

Ep =Ry

B (KR)

BH (ERE)

B ()

BM (EB2R)

Europe (Stockholm)

&5 (BhHEX)

R (MHEBS AL

&)
EEMN ERE)

AWS GovCloud ( 3%
BIREB )

AWS GovCloud ( &
Bl 7R )

5 35

eu-south-1
eu-west-1
eu-west-2
eu-west-3
eu-north-1
il-central-1

me-central-1

sa-east-1

us-gov-east-1

us-gov-west-1

B A

fil f0 AD FD KD MO

fim

fim

i

i

BFTARA (2025 £F 12
A)

=

=
=

=

=
=

fm FAD AD

il

i

i

i

TN AWS B
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EPEE m

(® Note

WERER AWS CloudFormation #EAF3# & R B E{L HEE . CloudFormation £84<3RBA Itk
ERHPEE AWS WEREHEBM., CloudFormation B EHEEAPMRNER,

RBERZA , FREAREEAANRAAA, 28, ERZeMEMWEESE,

FHE

. FRGRA

« BEYAREIR

- FR1 . BBEM
s BR2:F-RBA

FORIRHF

FE

- AWS IRF EAEEFEAEEY

« B3 Amazon EC2 SSH &%}

- EINRKEEE

« B Cognito EFAEERE (FA)

- EVBFTBE (ER)

« BN (£ GovCloud)

- REABER

- EEWIREPRE LDAPS (A )
EXE Microsoft Active Directory B IRFS IR 5

- BREME VPC (EA)

AWS IRF FHEEBMFEREEIL
EEGEE AWS IRF B8 SEEREN

TORIRE 20


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
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1. BARK https://portal.aws.amazon.com/billing/signup.
2. FERERLETRET,

Mo EMEFREPRENER , LEESFR B ARER,

B B AWSIRF , AWS IRFREAEESRIN . REAEFBFINZIRFFHAE AWS R
BHNER. FRAZERAERR  FREEFIEERGERASE  YEECERAREAERUTER
REMEFIRENEL,

3 Amazon EC2 SSH & ig¥

WMREEE Amazon EC2 SSH €88% | BIX AR —ELeY., MEFMENR , 528 (Amazon
EC2 ERAEEE) 9 FEH Amazon EC2 By £88% ., Amazon EC2

18 hn BR 75 Bl &R

REEBRENTIIEE W RBEHE :

* Amazon VPC
- #EE NAT FEREY P i FEElE 5 RS2 8,
- HEETHEEN NAT FBER 5 8z 10,

* Amazon EC2
* #% EC2-VPC 5 IPs ft 5 &£& % 10,

AWS ZHIRF EBEE AWS BN FEREHE. BRIFEZARA , FRSEAEERREIBEN, &7
DRRRESELRMSE K MEMERELIRS. UFFAEF  F2RULERT AWS RFHVEFE.

3 Cognito FHEEE (EA)

BRI LUEEE R K RES BEARBM Cognito EAELE , METERENBFRS 2RE, &
Rl , RES EBBEMFM Cognito EAERE. REFENERAEREEXAERTIEMBTEMY !

28 =il RNME/IRE RRE/RE Mutable
custom : aw String TRUE
s_region

Y Amazon EC2 SSH & &% 21


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
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ERAEER

Ey o il B NME/RE BRRKERE Mutable
custom : cl String TRUE
uster_name

custom : pa Number TRUE
ssword_last_set

custom : pa Number TRUE
ssword_ma

x_age

custom : uid Number 2000200001 4294967294 TRUE

BV BRTHEE (EA)
BERBRUYWRHMEAN URL, ERERNETEE. STLURMEATAL , LREMEBAHREH

BE,
NEpEREEFE—EARF , TALEHNBTREEIER, IRECERSYEAEFRANTERES
HIBEELEINRE , B LIRB L RSB,
HE , BHREBTYIZBER Amazon Route 53 SE#EE , YR EAMBEAERE AWS Certificate
Manager,
1. {KBRIERM@ Route 53 ST MiBiE, LEZSWIIEE 74,
2. HWHUREMEEEESE. Route 53 EHEIEIHIER,
a. BB Route 53 1A,
b. REAEEHREFAEES,
c. FRALNPBEZEBEINRERSE , YERFTERESE ID,
3. BARX AWS Certificate Manager Y& & T 5 S RFE R EBE. MELVURLEFEINBMREEN
@1,
4. WREBERBREFHHERE K RESHRENERFER. BREEZASEMRRE,
5. EBEENEFE ID UBRBGER.
6. HEMHERD , BZEHE Route 53 FRBIiCHF, REERANEE+THEE,
7. BHEER K BREFREERESR ARN,

BIYBTMEE (2AR) 22


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html

#5EEE T2 Studio fEREE

M

B8 ({£R GovCloud)

MRBEEBAE an AWS GovCloud EiFH |, T B IEFE £ AiE A M Research and Engineering Studio
W EFTRE , AIXAZTHEL ERGHT R,

1.
2.
3.

ERINEFAERBNEESZIE AWS IRFE A EEEFE CloudFormation # &,
#£737% CloudFormation BItHA , 2RIFEET CertificateARNH PrivateKeySecretARN,

£ GovCloud 2 EIE@IREH , BT EHCertificateARNBHENWE, FHEIZHE ARN ,
WHEMERBIHIEEWE , UE vdc-gateway T EEIHZE :

a. res : ModuleName = virtual-desktop-controller
b. res: EnvironmentName = [IRERE] (ETEER res-demo, )

£ GovCloud P EIEWRFEH , B EHBPrivateKeySecret ARNE HEMHEZ,
ARN , WA REZEFIEENE , LUE vdc-gateway AL FEEE :

3
b
ah
zﬁ
&
3
%)

a. res : ModuleName = virtual-desktop-controller

b. res: EnvironmentName = [IRERE] (ETTEER res-demo, )

RENHER

LHYFFSEM T 42 Studio AWS FRHIERRZRFE T SIAHEIR.

Mg (VPC, B FHEBENILE T )

ISR , BRHITHMNEEE RES I]RiE. Active Directory (AD) M FAfEFHH EC2 HITEE.

* f#7F (Amazon EFS)

REUKETSERSEEMRE (VD) FFRHERNER.

- B #BR# (AWS Directory Service for Microsoft Active Directory)

BSRREEREAERES RES RE.

- WE , HP IR L RR/EHM Active Directory IRBIRFEAEEBANEE (FAEEHB. B

%)

Research and Engineering Studio /A FEUGRMHENWE , BIEREKRS BIEAWS Secrets
Manager.

BiE (R GovCloud)

23


https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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/A Warning
BN BRBERSHFTE Active Directory (AD) fEF HIRZEE RN E FEHF1bit,

® Tip

MREBERETBREARIE , BRBFELNTERTA , MIAUER AWS SHEEEER 5 RE
EHNMBER. FSET - EINSER , AEEWIRFPHEEIR.

#M an AWS GovCloud BIFFHREEE , BLETH PHRERGKETRELEE (ER
GovCloud),

EHA

HIRIEHERE LDAPS (EH)

MREFTEIERZEP LR LDAPS B , BIXEZRATSR , TREEVUBEUMHEES AWS
Managed Microsoft AD (AD) #BiZi#2 %8s , LR AD M RES 2 EHER.

1. BBEBREUMAAEEN BAERFREE% LDAPS AWS Managed Microsoft ADRIREHI S, MREBR
FA LDAPS , BIFJLARKIB LS ER,

2. HEFRETE AD LFRE LDAPS 2% , [EH AD B :

a
b.

o

f.

g.

BI{ESEEY Active Directory {al lRES.

LEE S &2 Bk PowerShell,

1T certmgr.msc ABBUERBE,

BEEFRRMEENRERREMRE K RERRABEBREE.,

BERYWEE (RABEARR—T ) HEAD AERSEENER K ARREMEEE K RARE
BEL,

JZHN Base-64 #RIEH X.500 (CER) , RILBET—5,

EEE® , AREBEET D,

3. 1 PEIME AWS Secrets Manager :

£ Secrets Manager PRV #Z I , EHFEE T EEHMBRNKE | Wi§ PEM RISHRF AL

Eforpvgead - fivA= I
4. FEXEEMM ARN , LhHSHE A A P DomainTLSCertificateSecretARN 2858 1 : B
BE Mo

EEHIRFEPERE LDAPS (:ERA) 24


https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/

#5EEE T2 Studio EREER

5% E Microsoft Active Directory B BRFEHR 5

N R IRiE$ZE Microsoft Active Directory (AD) 65 RES B2 XIR , Al AD # &8 AHFENRGTEIW
RIEIRE. A RES ZEMN—n , BLEAFEARBIRFHNZAERMEERE, BBEHRAXENT
Fi R

Retrieve and view the secret value.

Key/value Plaintext

{"<username>" :"<passwor d>"}

BFEEE , username MNUFAZEK B NT KX E A LB BEDOMAIN\username,

RERFEETYERE :

- fAD RIZEAE : RES A ER AD AFZFERAE , UAFFMPIZEA Web AORY, ATEFEFEA
RISIRE &R LDAP B9 AD ( AREEMLEFEREMEHATAH ) .

« IO AD #835 : iER Linux ERSEMERR G EHAZRERE , HhHTEESMA AD @5, &
RES # |, E€# M DisableADJoin 2824, WWSBTERA False , EXR R Linux EREEZE
AEFERRMAED A AD B,

« EIREAD : R Linux EREENERFEEMARMA AD #5 , AIEERE AD B
(DisableADJoin =True), & 7 ZEItIheeiE/E , BREIIRF LFEE UsersOUM REREMEFHENE
B FEUEGroups0U,

R RFEFEERIIFTA

- EZFERAELERZE AD > UsersOUFN FAfEHE M EHEM BEEFEHREGroupsOU,
- HEMA AD #i8 - £ PE I Computer¥#FComputers0ou,

https : //https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/
assets/service_account.ps1 BWIEERRRHUMARFEERKRSETFTNES, BOTLUREESH AD
EITIE R,

Microsoft Active Directory B9 fRF51E 5 25


https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1

HZREE TR Studio ERERER
REFE VPC (EHA)

EIREER VPC HEBIFZE A T2 Studio WJIREIEEN T LM | LRZHEBNESRNEEER, 7B,
2% RES SEMGERBRMERFIORZE MM, BEEEFE VPC HZHE RES , BEERETHHLR
R4 -

e

« %4 Amazon Machine Image AMIs)

- BRE VPC in 3

- 1E28 VPC InREVIER TERE R
- BREME VPC BESH

#{§ Amazon Machine Image AMIs)

1. 7£ https : //https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-
installation-scripts.tar.gz TEME#k . FEEMRBERN VPC hi8E , RES ER R AFEEAMMKRMLN
ARt MAEELABERERFE.

/A Important

MRER RES IRIBRATZHEFH , B TH URI latest Y BUR AT LI MRAFR R
( 5140 2025.06),

2. {£/H Amazon S3 MEEFEUM Amazon EC2 NS EES P EIM IAM B,

a. BHIfE https://console.aws.amazon.com/iam/ BIRX IAM E£#2 &,
b. EAGF K BERIAE,
c. EERGEANEREM:

- EEENEREET , EF AWS B
- HHBBEREARPITHEARS , BEEC2, RBEBET -5,
d. FEFEHFAL , BIRTHFABR , RARBET —F .

* AmazonS3ReadOnlyAccess
+ AmazonSSMManagedinstanceCore

+ EC2InstanceProfileForlmageBuilder

REME VPC (EA) 26


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://console.aws.amazon.com/iam/
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3.

e.

MEACEBANEL K RAREBEEUAG,

B EC2 REEERRTH

a.

b.

1£ BRX EC2 Image Builder 12 & https://console.aws.amazon.com//imagebuilders,
EEREERT , BBl , REREBEEERY TH.
ERYHEEL  WMATIFMEER

- P THRE | BEERE
- MEFEAMFAES  FRE

2¥ EAEEE
Image operating system (OS) Linux
Compatible OS Versions Amazon Linux 2, Amazon Linux 2023,

RHELS8, RHEL 9, or Windows 10 and 11

Component name Enter a name such as: <research-
and-engineering-studio-inf
rastructure>

Component version We recommend starting with 1.0.0.

Description Optional user entry.

ERYAHEEL , BEEEXHRE.

. HERAEREXHARZE , BFEE tar.gz BRHOER URI, #8 RES 2HM targz BR L
EF Amazon S3 f7FETHE , URRAFIFEEEERERN URL,

i. WATIESR:

® Note

AddEnvironmentVariables B#MAH , MREEERREERPFIZTELR]
RIS, AU HBER.

WREERRE http_proxyH https_proxyREZE , AIFEE
Yno_proxyB% , UL T EREAKEREN localhost, HITERPEE
FHIP sk, AR ZE VPC b R A9 AR S o

REFE VPC (EH) 27


https://console.aws.amazon.com//imagebuilder
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ERAEER

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts

action: S3Download

onFailure: Abort

maxAttempts: 3

inputs:

- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res-installation-scripts/res-
installation-scripts.tar.gz'
- name: RunInstallScript

action: ExecuteBash

onFailure: Abort

maxAttempts: 3

inputs:

commands:
- 'cd /root/bootstrap/res-installation-scripts'
- 'tar -xf res-installation-scripts.tar.gz'
'cd scripts/infrastructure-host'

REME VPC (EA)
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ERAEER

- name:

act

onFailure:

ion:

- '/bin/bash install.sh’

AddEnvironmentVariables

ExecuteBash

Abort

maxAttempts: 3

inp

uts:

commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,
res, {{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1}.
1}
1}.
1},
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.

amazonaws.
amazonaws.

.elb.amazonaws.com, s3.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws
amazonaws.
amazonaws.

com, ssmmessages.
com, kms.
com, secretsmanager.
com, sqs.

.com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.
com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{
{{
{{
{{
{{

BEE
4.

a.

iI
BYMRGEE

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

T,

1}.
1}.
1},
1}.
1},

ERIREREC S o

amazonaws.
amazonaws.
amazonaws
amazonaws.
amazonaws.

com, cloudformation.
com,sts.

.com,application-autoscaling.
com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.

com, .execute-api.{{ AWSRegion }}.amazonaws.com

" >> /etc/environment launch template

EREVESEEL , @ATIRE

REME VPC (EA)
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[ E% 2¥ EAEIEE
a3 =] z28 Enter an appropriate name
such as res-recipe-linux-x
86.
iR 7= Enter a version, typically

starting with 1.0.0.

Description Add an optional descripti
on.
E RS EEE Select managed images.
EERMR Amazon Linux or Red Hat

Enterprise Linux (RHEL)

B IR R R ARES Quick start (Amazon-m
anaged)
MR 15 T Amazon Linux 2 x86,

Amazon Linux 2023 x86,
Red Hat Enterprise Linux 8
x86, or Red Hat Enterprise
Linux 9 x86

B B AR A 32 H 38 18 Use latest available OS
version.

FITERBARE - Keep everything in the
default settings, and make
sure TEEBHTERE
& SSM RIZFZR is not
selected.

TER 8% TERSFEE /root/bootstrap/res-install
ation-scripts

REME VPC (EA) 30
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[ BR 28
T BETH
RETH

b. BEEEVE.
5. BUREGEERERREARE,

a. HOREERT , REE#RREHER.
b. EEFEMEMREERE,
c. HEVERRBEREEL K @ATIAR:

[ BR 2
— % =L

iR

IAM A&
AWS ELfEE% TR EE

EREEE
BEIWENTHEE

« Amazon & : aws-cli-
version-2-linux

« Amazon 2% : amazon-
cloudwatch-agent-linux

- HIGHER : EEIRIM
Amazon EC2 o, A&
BAIM AWS EEHMTE #
(AT

S I68H

« Amazon 2% : simple-
boot-test-linux

EREEE

Enter an appropriate name
such as res-infra-linux-x86.

Add an optional descripti
on.

Select the |IAM role created
previously.

Choose t3.medium.

REME VPC (EA)
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[ BR 2% EREEE

VPC., FHBEMLLEHE ERAFARBEREIRAN
fZH Amazon S3 ﬁﬁﬂ?ﬁﬂ
HBIE, IREEEEYT
S84, B|abR Amazon
EC2 X#AMFEA TS E
MEEEE

« VPC : EEVARERR
FEfBRERYAR[E] VPC, Lt

VPC &8 B 5 HERRA
=ZH.
- EARA

« Type (¥EZ) : SSH
+ Source (R) : HET
« CIDR [E# : 0.0.0.0/0
d. EEBRJVEBEHERE,
6. EIMHFH EC2 Image Builder Ei& :

a. BIEMRGEE K RRBERVREBEE
b. EEEEEFHMEARTRL  WANTARLEET - :
- EEARBNERAER
- SHYEEHRE  IREEEFHRE AMI REEF , FREHEIEEFH.
c. HEEEFEEL, BEERARAERS  ARBALINBRINELSEE. BET -,
d. EEEMBEFEEL , BHERIERE  AREET I,

e. EEREMNGHEEERL  BREFHRENERGEHERE A ALTEINERRER
EER, BET—%,

f. HERIMREEEL , SHEENBEERTIIEE
- MHRGUAELEN RES RENVRMEENES , JUE RES AT+ ERMEBERER
ETHRBITER. ERARKERE  BHRESEM/EM EC2 Image Builder BRISHY R H

o

REME VPC (EA) 32
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« MREBBEZSEEHPHE RES , EUNRERVFINIMHRE , T EXENEESE
o

g BEENEE K RAREEEUEE,
7. #4117 EC2 Image Builder Ei& :

a. RMEEEYT , SKABRMEEINEE.
b. BEFBEME A6 RREBHITEE,

EETRFEEALN 45 7ED — /MR EREREL AMI BRE.
=

FEXEELEN AMI B AMIID |, SEHEEFA/E & InfrastructureHostAMI 2 B#Y# A the section called

8. B
“SB1:BRBER

RE VPC %

HELE RES YRABIERRE , AWS R FEFIENRLE TR, BLERE VPC inRb LR
VENEFIRE K MASKEALASERBERELS R,

1. WRFRERRERS  FEEAWS B FEATE VPC R FE HREMNE T,
2. EMETAERESSEFER—ELE FEE.

AWS AR RIEE B

Application Auto Scaling com.amazonaws.region.application-autoscaling
AWS CloudFormation com.amazonaws.region.cloudformation

Amazon CloudWatch com.amazonaws.region.monitoring

Amazon CloudWatch Logs com.amazonaws.region.logs

Amazon DynamoDB com.amazonaws.region.dynamodb ( EEREIRE )
Amazon EC2 com.amazonaws.region.ec2

Amazon ECR com.amazonaws.region.ecr.api

com.amazonaws.region.ecr.dkr

REME VPC (EA) 33


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html

oEEE T2 Studio

ERAEER

AWS BR#%

Amazon Elastic File System

Elastic Load Balancing

Amazon EventBridge

Amazon FSx

AWS Key Management Service

Amazon Kinesis Data Streams

AWS Lambda

Amazon S3

AWS Secrets Manager

Amazon Elastic Container Service

Amazon SES

AWS Security Token Service

Amazon SNS

Amazon SQS

AWS Systems Manager

RIS A
com.amazonaws.region.elasticfilesystem
com.amazonaws.region.elasticloadbalancing
com.amazonaws.region.events
com.amazonaws.region.fsx
com.amazonaws.region.kms
com.amazonaws.region.kinesis-streams
com.amazonaws.region.lambda

com.amazonaws.region.s3 ( BEFEFRTE RES FEIHK
FEEwE, )

REIREFNERBFFITEBEEZREINMN Amazon S3 it

Eis 2, 552877 H Amazon Simple Storage Service
[EIPE

com.amazonaws.region.secretsmanager
com.amazonaws.region.ecs

com.amazonaws.region.email-smtp ( F5Ia AEHE
X $E : use-1-az2, usel-az3, usel-az5, uswil-a
z2, usw2-az4, apne2-az4. cacl1-az3 # cac1-az4. )

com.amazonaws.region.sts
com.amazonaws.region.sns
com.amazonaws.region.sqs
com.amazonaws.region.ec2messages

com.amazonaws.regi on.ssm

REME VPC (EA)
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https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html

#5EEE T2 Studio EREER

AWS BR#5 A% & %

com.amazonaws.regi on.ssmmessages

2B VPC Im BB T ERE RIF

EEHEFTE VPC HENRKEES , B LE VPC WAE FRRFRERERRES. BHKEBTIL
B, R AWS B 0MATRN S 5iRMHE | 11858 Research and Engineering Studio E8&FTEE
REFEVEN R IE R RER.

1. EHKAR RES HER VPC 2B FHEERPRE Linux #ITERE,

« Linux %%l — Amazon Linux 2 2% Amazon Linux 3

- %218 - x86

o BITERER - t2.micro RE B

- TA2FE - 1% 0.0.0.0/0 EEREE 3128 EH TCP
2. EREFHTERURERERRES.

p

BARK http E 4R,
b. AFRAENHEEFRKERETIRESE :

- .amazonaws.com (EAR—#& AWS R )
- .amazoncognito.com ( EAR Amazon Cognito)
- .awsapps.com ( EAR Identity Center)
- .signin.aws ( B M Identity Center)
« .amazonaws-us-gov.com ( &M Gov Cloud)
c. IEEFIEHMELR,
d. RALMEBRERERES.
e. mABRNREMRRIFEER PORT,
3. BREZLMBARIAATFFENRIERARSE.

a. BIfE VPC X8 , RHEKARNERREIHMN VDI THEY FRERIEHE R,
b. WWEMBEX , UAMAEBAERNIENSRTIERINAERMKFRAITER,
c. HHEEANEMRME/VDIs WA TR (EEREREFN ) NIRARATIHERE,

REME VPC (EA) 35
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4. EHRAEMRSE EC2 ATHEENZEEE  YRAREAFREMRKFERZ PORT ENEA
TCP E#R,

REME VPC HESH

£ Athe section called “FEE 1 : BB ER” , IEETE CloudFormation SRR E AFESE, AL
KBERPRET YIS 8 , U EERERIRENFE VPC,

28 Input

InfrastructureHostAMI Use the infrastructure AMI ID created in the
section called “X¥4{ Amazon Machine Image

IsLoadBalancerinternetFacing Set to false.

LoadBalancerSubnets Choose private subnets without internet access.

InfrastructureHostSubnets Choose private subnets without internet access.

VdiSubnets Choose private subnets without internet access.

ClientlP You can choose your VPC CIDR to allow

access for all VPC IP addresses.

HttpProxy Example: http://10.1.2.3:123
HttpsProxy Example: http://10.1.2.3:123
NoProxy & :

127.0.0.1,169.254.169.254,169.254.17
©.2,localhost,us-east-1.res,us-east-
1.vpce.amazonaws.com,us-east-1.elb.a
mazonaws.com,s3.us-east-1.amazonaws.
com,s3.dualstack.us-east-1.amazonaws
.com,ec2.us-east-1.amazonaws.com, ec2
.us-east-1l.api.aws,ec2messages.us-ea
st-1.amazonaws.com,ssm.us-east-1.ama
zonaws.com, ssmmessages.us-east-1.ama
zonaws.com, kms.us-east-1.amazonaws.c
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B8

EUNEEIR

Input

om,secretsmanager.us-east-1.amazonaw
s.com,sqgs.us-east-1.amazonaws.com,el
asticloadbalancing.us-east-1.amazona
ws.com,sns.us-east-1.amazonaws.com, 1
0gs.us-east-1.amazonaws.com,logs.us-
east-1.api.aws,elasticfilesystem.us-
east-1.amazonaws.com,fsx.us-east-1.a
mazonaws.com,dynamodb.us-east-1.amaz
onaws.com,api.ecr.us-east-1.amazonaw
s.com, .dkr.ecr.us-east-1.amazonaws.c
om,kinesis.us-east-1.amazonaws.com, .
data-kinesis.us-east-1.amazonaws.com
,.control-kinesis.us-east-1.amazonaw
s.com,events.us-east-1.amazonaws.com
,cloudformation.us-east-1.amazonaws.
com,sts.us-east-1.amazonaws.com, appl
ication-autoscaling.us-east-1.amazon
aws.com,monitoring.us-east-1.amazona
wS.com,ecs.us-east-1.amazonaws.com, .
execute-api.us-east-1.amazonaws.com

It CloudFormation &S E V@, FFHR. AT ESNBEEEE (WMRREM
PortalDomainName), &XEHEBELNIBER , TEBEER.

BT AFE AR E 2 Bl T AL 5 E AN,

ERERFRE : 9 40-90 88

1. BAAWS EEF#ES W https : //https://console.aws.amazon.com/cloudformation FRX

CloudFormation E# 4,

(@ Note
AREESEEERIIRF T,

2. fE EBATHME &,

BIUNDEIR

37


https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home#/stacks/quickcreate?templateURL=https%3A%2F%2Fs3.amazonaws.com%2Faws-hpc-recipes%2Fmain%2Frecipes%2Fres%2Fres_demo_env%2Fassets%2Fbi.yaml

#5EEE T2 Studio fEREE

M

MR IBEZBIE an AWS GovCloud EIFH |, 557 GovCloud £ EIEWRF P RENEA (4
i , GovCloud AWS GovCloud ( EBIFES ) EFHELE ) -

3. BWMAEHAZHY .

/A Important

¥ AdminPasswordf AR EM{EServiceAccountPassword , EEEIRE 2 [
HEBENZERER,

2Y R Description

DomainName corp.res.com ARERY B #rE,
ERESERESISEA
EWLDIFERTPRRM, W
REREFEHERERE ,
s EREATERE. B
E8FEE , FEMURMLR
BILDIFWER. ETFTER
& B Active Directory BY#8
o

SubDomain ( R S2BEHREXEFAEAR ,
GovCloud) {B¥ A GovCloud EiZ A %
2

R &2 4 SubDomain , Al
S Y EIRMM DomainNam
e Bk, IRMHY Active
Directory BBl & B KA T
.,

AdminPassword Active Directory B & i &7
B (EAES® Admin), It
EREEENRSISEBENE

BIUNDEIR
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https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml

3R EE T2 Studio

EAEE

M

B8 i

Xa

ServiceAccountPassword

Description

AP EHPREY , cBTEE
Ho

BEE . BRI
= (1) XFEBR (2) 1%
Nt A W/EHZ AWS
WEH ARN{"passwor
d":"somepassword"}

o

AR WEAENBBLAR
4 Active Directory K 1518
HMMER,

FAZREE L AR IR P Y 2515
(ReadOnlyUser ). LLiRF
AREZFRE,

BE R
= (1) MXFER, (2
BRILASWEHZ AWS
WM ARN{"passwor
d":"somepassword"}

o

AE  WERAENZRLER
& Active Directory B B i51E
HMEER,

£/ SSH R FimiEEEE S
1T{ERE .

AEE : AWS Systems
Manager Session Manager
WAL A RERERITER.

BIUNDEIR
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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EAEE

M

B8

LDIFS3Path

ClientlpCidr

ClientPrefixList

EnvironmentName

faRR

aws-hpc-recipes/ma
in/recipes/res/res

_demo_env/assets/r

es.ldif

res-[environment
name ]

Description

£ Active Directory & EH#I 5|
SRR AR E AR LDIF 2
M Amazon S3 B, N
RHMEA , BB LDIF
Support, 2 & LE

%* ; &gxa;ﬁ Actlve

Directory F % 37 21 {£ F
&

EERAER A F2H
GitHub AT res.Idif 18
3o

B P EEELRY 1P i
o, Hlg0 , A LUEEY IP
iyt , G{EAH [IPADDRES
S1/32 EARFFREEER.
BRI LB R IE,

WAFRRENRHKHERS
B EEMMNEN. NFER
UREFERENEA , 2
REAEFZEFHEE.

&R PortalDom
ainName #Eft , LBEE
ﬁ%ﬂ%#‘%ﬁ%ﬁfgiéiﬂ’ﬂw

, UMBEEREFEH, E
%EHAE_L RES # BB F
FA#WEnvironmentName 2
B, MREBEERFPHES
ERE K ESLEBERE—MN,

BIUNDEIR
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html

#5EEE T2 Studio EREER

25 FEER Description
PortalDomainName ¥R GovCloud 8 , B

ALBE, BRINZEREL
RIGHEHBFBEILIN,

¥R 5 4£ Amazon Route 53
WA, MREMLD
g, AIFELEY FENER
B MIER AWS Secrets
Manager. MIREEED
WARE AR LS8
EnvironmentName #JLA{R

[~ las
EE/IL' o

4. FEFSIIBERMATAREGR K RREBFEIUMEE,

TEB1 . BRBESR
FEK RSB Y step-by-stepiR B |, BREN A ERITEEZLHKRS,
EREBER : 460 DiE

B\ EHB2a FTHEEMRMW CloudFormation 28,

MREEEE in AWS GovCloud ( EEAEP ) , BEALLEAE,

res-stack - FEALLEAMBERNAAAABRBN TH, RREESEHE RES TEHBNF DBE,. Al
IR M E IR E IR

@ Note

AWS CloudFormation R 2% AWS Cloud Development Kit (AWS CDK) (AWS CDK) &
I,

AWS CloudFormation Ei8 &7 AWS B L EB¥ Research and Engineering Studio AWS Eif, &%
ARBEIRGH , TEREHE,

SR BRBER 41


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
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1.

BEAAWS EEEEA WHABMR https : //https://console.aws.amazon.com/cloudformation Y
CloudFormation £ &,

M

EEEBE in AWS GovCloud ( EEIFESR ) , BREILLE A,

RIBFER  SASEXBRS (HFERILE ) EEBME, EEETEN PRBER AWS &
B, FEATEAEES TN EERERS.

® Note
WEmEA Amazon Cognito fR% , B Bl AREME PIRM AWS BE, BXEEAFEH
Amazon Cognito AWS B B FRIBIEm. IESFEBNSZHAATAMY , 528 AWS
[E315 al Services Listo

HSET  RALEREANZY  IRFEBR. REHETABCARER , BT REINE
BERHERNE RS RERPRIELSZH,

25 FEER Description
EnvironmentName <res-demo> REt4E RES IRIBHME—F

7, Llres- B , RETT
g 11 E=Fx , B FRaEA
RXREFH,

AdministratorEmail FRETRERZENE
FE b, R Active
Directory E— B AE S %
B, kERELERERR
(R2FW) £A%F,

InfrastructureHostAMI ami-###HEH# I (A ) BaRHEAR
FrEEREREEHN BE]
AMI ID, BHIZEROSesA
Amazon Linux 2, Amazon
Linux 2023, RHELS,
RHEL9. Windows Server
2019 # 2022 (x86) , A K

SB1 . BRBER 42


https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home#/stacks/quickcreate?templateURL=https%3A%2F%2Fresearch-engineering-studio-us-east-1.s3.amazonaws.com%2Freleases%2Flatest%2FResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

3R EE T2 Studio

EAEE

M

B8

SSHKeyPair

ClientIP

ClientPrefixList

IAMPermissionBoundary

IAMResourcePrefix

IAMResourcePath

Vpcld

Xa

Xx.x.x.0/24 = x. x.x.0/32

Description

Windows 10 f1 11, &FEEF
HEA , FF2E%ElE Amazon
Machine Image AMIs).

AREREERREEIHRNES
- E 2

PR i B RARIEARAY 1P th ik EF
BIEG, BULERBCEE
#1 ClientlpCidr,

(ER ) ARFFEEFIE
SEFHPH Web Ul 7 SSH
B IPs REZEFEFE,

(EA) BAARRIER

K ARN , EBURBEMAFTH

FPRERESTE RES HEUK

FEAtG, MEFMESA &
SHAREBEFFAIRR,

(2R ) EREBERERA K
RES REFTEE 2 IAM ER
MFEE- , TAER 12 @F
To

(:F ) EREMH RES BE
BB 1AM BRI |
HEBAZRS /.

HITERSRE 2 VPC B
IDo

SR BMBER
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ERAEER

B8 i

Xa

IsLoadBalancerinternetFacin
g

LoadBalancerSubnets

InfrastructureHostSubnets

VdiSubnets
ActiveDirectoryName corp.res.com
ADShortName corp

Description

B EY true LAEDE HE @ HBFRB

BNE8TESE (BEYE

BEENETRE) . HRE
ERFIFEBRERFEINITE
FHIEEY falseo

EEHFERERBNTE A
REES  ZNEDMETHE
Bo WA TE E R FIHER AR
FHHERE | HERARE T
B, WRERRBRAR TN
E , FENLE TR, W
SRON R EG A8 S A 222 ST 1 R 18]
, mENFTEEEUNIERR.

HEEBERE T RSB TE
AEEF , EINEDHETL
BT, MRNDEEER
ByEBmE  FEINAEE
BYMNEB,

# VDI ST ERARMEBN T
B AEEF , ZREDME
BT, MR EREHEHE
BEVEBME , FENAE
EEUMNIERR.

Active Directory B9 #81E, ©
FTEEFEAOPLREERE

o

Active Directory K& &
., EtL#EA NetBIOS &
o

SR BMBER
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EAEE

M

B8

LDAP E

LDAPConnectionURI

ServiceAccountCred
entialsSecretArn

UsersOU

GroupsOU

SudoersGroupName

ComputersOU

DomainTLSCertifica
teSecretARN

faRR

DC=corp,DC=res,DC=
com

RESAdministrators

Description

LDAP R&E - &/ /Y LDAP
S

&8 Active Directory F#(d]

FRESHVEE — Idap : // BR1R, &0
RIZFERATER AD BiEHE 8
BLASREIR , BIFTLAGEMA

Idap : //corp.res.como,

RN ARN , HhE@s
Active Directory ARIEHR 5
AENERERBNER , &
A username : password
key/value ¥,

AD A& [E 2 B & B AR
B,

AD A& EE 2 BB AV AR E

i,

#HEERE  HhEsaERER
#1TEE L EA sudo FHUE
MATREME , ARHE RES
LEREERSFRENREME
-

AD AT E RS H0 A B AR
BV,

(LDAPS £ ) 21
TLS BFEWE ARN AR
AD ) TLS B, MERAE
FA LDAPS , BREBZ=H,

SR BMBER

45



3R EE T2 Studio

ERAEER

B8 TR

EnableLdaplDMapping

DisableADJoin False

ServiceAccountUserDN

SharedHomeFilesystem|D

CustomDomainNamefo
rWebApp

CustomDomainNameforVDI

Description

SRTE UID M GID SEiE =S

M SSSD E4X£ |, iREFH
AD REHERE. 584 True
LAEF SSSD =4/ UID #
GID , =3& A False LAfEH
AD ££## UID M GID, EX
SZHEERT , BBEKRTE
A True,

ZEBHLE Linux =#i0A B 8
BE, B 8EA True, &
Bl A REA False T

SLEL==
AX AR AE o

B SR RERBIRFERE
KB &7 (DN),

AR Linux VDI E#t AR
R FEW EFS ID,

(B ) Web AO#us AR
RMERS Web o EREN T
s,

(iEA ) Web AO#A R
RERS VDI B EREN T
.

SR BMBER
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ERAEER

B8 i

Xa

ACMCertificateARNf
orWebApp

CertificateSecretARNforVDI

PrivateKeySecretARNforVDI

CognitoUserPoolld

CognitoUserPoolDomainUrl

Description

(ER ) EATRRMERER ,
EREEME amazonaws
.com FFEE Web FEAE
N, BALIERE TEEER
fR#%. MMREZBE T BEINED
R, IgACEERER ,
BT LATE res-bi B K& H
PRI ER, IRE EEEZ%
Web ERREAELERBR , B
28 tHRBIER.

(iEH ) Ikt ARN RBEFHE
Web A O AEBEHL
B8R, WREBABEB{LIED
BRBEAOMBLRESEERE
& B LATE res-bi 3B A H
REIEBETHEILE,

(#A ) It ARN RBE/HE
Web AORIEBENILES
w, WREZRBBIATER
REAOMLEHERE |, &9
LAE res-bi By % 5]
BER TR E,

ARERENAFERS 28R
M Cognito FHEEE,
MR KIEE Cognito FEHEE
[E , RES AR E®EN — 1A,

ARZEZE AN Cognito
FEREEEMESE., EE
CognitoUserPoolId
i, HERBLSH,

SR BMBER
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5. HEFREHEEE - BER-ZEAT , MELEEAE RES HEERNES (R/EY ). EEZRSI
# Name#l BH RES res: *RE , Tee AIEER R 5|4,

6. IiZIZE Create stack (BRI HB) LI BHE,

&R LATEARREMRAY AWS CloudFormation 12 & F R B AVARE, BEEKXL 60 FEAWE
CREATE_COMPLETE #R#&,

/A Important
EEEXENBREHEECHERRM/VDI T,

HER2: F—IRBEA

EIRFHHEERERCE  CERITEEANERNETFHM. £H URL ZEAENIRFE , X AHEM
ERERETFE,

[EXTERNAL] Invitation to Join RES Environment: res-test - Message (HTML)

File Message Help Q  Tell me what you want to do

1 s, =2 - o
IS lgnore m B 5 & 3 Sveeing asana 2 To Manager £ Rl & EE 55 PFind A
2 Team Email ~ Dane (35 OneNote [ Related
Rk Dl Archive | Reply  Reply Forward o e p e g = | Move Mark Categorize Follow | Translate Read | Zoom
= All U JReply & Delete ¥ Lreate New «  [BAdtions~ nread Up~ ~ [ Select~ Aloud
Delete Respond Quick 5teps [ Move Tags [ Editing Speech | Zoom ~

[EXTERNAL] Invitation to Join RES Environment: res-test

PPN . 5 Reply &y Reply All F d
@ no-reply@verificationemail.com ) Reply 0 Reply Al —» Forware

7 [ Mon 10/16/2023 12:35 PM

CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.
Your temporary password is:

You can sign in to your account using the link below:
https://t test-external-alb-801427597.us-east-1.elb. com

RES Environment Admin

F—IRBEAE , B LAE Web AOMBILHERE SRELLERZE SSO HER, MEPBEREREN , F
S0 {HREIEM, X E , clusteradmin RRBEMMNIIRE — BuLAMFERATCREIER | WiSFERE
RFEREERERRELER . cEZETERKEHENTERHE,

SR2: ) 48
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M T Studio ERERER
B Em

Research and Engineering Studio (RES) EMEEHMEMMN G E , BURRRAEHMEETEETMERIX
EFEW,

RES FALNBHIAEBRNRARHI TR, TEMAEAEMA , XERASREEFEFE,
M, 2024.01 FRERA 2024 F£ 1 ARTHEEERZAK ; 2024.01.01 AR 2 ZMAK R BEMRAEH,

ES- |
- EERAERH
« REREEH

EERAEF

Research and Engineering Studio fEARBRZEMLLHH RES RIBEBERERMN , MAFEXL
MIRIBRE, BEAUEMAEAEZE , EALEFRBEMNSEZERIENEN.

HEERARIMRARN RES EXERRIER

1. BV BHIREBENRE, 5528 the section called “E I HREE”,
2. (FERAHFMAEHRIE RES, F2E the section called “FE 1 : BMBIEMR
3. KBRREAZLEHFWIRE, B2 M the section called “E AR,
4. BBFIEERNRBERIBBEENIRE,
NS NEER )
/A Warning

#£ RES 2025.06 iR FHRZE 2025.06.01 BEMFEH T ERAFLH BF.

HA RESWAEMAEH , FTEEFNZE, BuLEHFEENW RES HE  HEREHHE
CloudFormation #iZx, 282 ¥ #1 CloudFormation Z 8l , S5 & 1 T/ EH &l RES IREMMAS, &1L
TE ST AR BH A 3% B AR A w515 o

{5140 : "Description": "RES_2024.1"

EERAERR 49
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BEETREREERN

£ P T EEFHH CloudFormation & Zthe section called “ 8¢ 1 : MEBIEmM"

£ https : //https://console.aws.amazon.com/cloudformation B#EX CloudFormation &,
¢ Stacks 1 , SRWENTEHE, TEEKBETRA <stack-name>,

BEEH,

EERA B RIRE,

&+ ¥ Template source (EZAIR) , i##F Upload a template file (L EEAER),
BEREERY FEETHNER,

EEEHBHMENAL  BET Y. ELEEEFHZE.

EREHEBREL BET -5,

10. fE#2Bd <stack-name> B , BEER,

© © N o g bk~ w0 Db =

RERAEH 50


https://console.aws.amazon.com/cloudformation/

#5EEE T2 Studio EREER

BREZEEM

BAI LA AWS BB IR A SHFERA MRTE AWS ER LWHZERM I Studio AWS Command Line
Interface, &2 F EhMIBRE L ZE MBI Amazon Simple Storage Service (Amazon S3) 78T

B, IRZEEHNERENER , HERTEEEBMPER <EnvironmentName>-shared-storage-security-
groupo

FH AWS B X4

1. B A AWS CloudFormation £i25&,
2. EEEE L BRI ERNZEME,
3. B#IE MBR

£ AWS Command Line Interface

Y| AWS Command Line Interface (AWS CLI) RAEZLNVIREFRTH, NMERERH , F2E (
AWS CLI R &mE) RHER AWS Command Line Interface, #52 AWS CLI AJ#tER |, W E %
EEHMBEMMEBGNEEERFE , BHTTIHS.

$ aws cloudformation delete-stack --stack-name <RES-stack-name>

fifl Br shared-storage-security-group

/A Warning
EmFARESRELBERRE , UBLEAEER, NREZEMREZ S EFHEMARABRESR
Rt EERBERARBENEMNERREXRAMER, BREHEOERNTEEREFTEREGTNE
£EHE.

1. BEAAWS BEEX#A WEHABMKN Amazon EFS £#4& |, #8itA https : //https : /https://
console.aws.amazon.com/efs/ : //https : //www./www./www.microsoft.com,

2. MIBRER FERAEAY T A R RM<RES-stack-name>-shared-storage-security-group., =™
&, BUUKBELERRMRENERGS —BLL8E , IHEEER,

A AWS BEX A 5


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/
https://console.aws.amazon.com/efs/

#5EEE T2 Studio EREER

3. BAAWS EEXEA , WE Amazon EC2 E#E AR https : //https : /hitps:/
console.aws.amazon.com/ec2/ : //https : //lwww./www...https..

4. MBR<RES-stack-name>-shared-storage-security-group.

I B& Amazon S3 FE1ZETEE

IR IEREMBER AWS CloudFormation BB IEZNERIER  HERSREAREBEREILMN
Amazon S3 FFITR (ARTEEENAEBEFHE ). BREZEERE K NRETEEREBER &
AT AF EMIBRILL S3 FEFETEE, FBAKRR T SIS BRMIBR Amazon S3 REETER,

1. BAAWS BEF#EA |, W Amazon S3 EIEABIRK https : //https : //https : /https://
console.aws.amazon.com/s3/ : /lwww./www../www..https : //www..

REBERBERTITR.

¥ 3 S3 fEfEstack-namefrEE,

BEEUE{E Amazon S3 fFETRE  AREEZH, KX ARTEEEARETE,
BHE S3 RETFATRE | AREBRBEMIBR,

o ~ w0 b

ZESH MKk S3 REFEE AWSCL, FHITTHHS :

$ aws s3 rb s3://<bucket-name> --force

(® Note
--force MTEBEEHRARN FEITHE,

MIBR Amazon S3 f#1FErEE 52


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/s3/
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HHRETE

IAHREREE AR RIBETBENIE R , SR\ WNAE—S BFTIE AWS E R LM Research and

Engineering Studio &,

ES]

- B EE

- B 78

« BY ACM B

* Amazon CloudWatch Logs

« REBFIFFAISRR

« XE RES ®i#& AMIs

- AIRRER DCV TIEMEERBMERE
« £ RES ZEREZREBI MR

SoEE

Research and Engineering Studio AJ AR SAML 2.0 B F piRfitE, ZEFEA Amazon
Cognito fiBRESCHAEE % , LA FEAEFER Cognito FAE S 2D EA Web AOMIEH Linux &
VDIs , 52/ 5% Amazon Cognito £A#E. MREFERANTFERSETEIEA IAM Identity Center 3
£ RES , &2/ £/ |IAM Identity Center 52 EE — & A (SSO), MMREEBZH SAML 2.0 HBEE %
REE K B2 AE—F (SSO) RELNE piREE,

E3:]
+ i%7E Amazon Cognito fE &

» Active Directory 5

+ {#H IAM Identity Center 52 E8 —& A (SSO)
- BE—BA (SSO) RELN G oiRME

- RECEAENEBE




#5EEE T2 Studio EREER

5% Amazon Cognito £ &

2 EE T2 Studio (RES) Al I&#E Amazon Cognito SREAREFEAE B, EQEFEREMEH

Amazon Cognito fEF & & 75 & A Web AOMBIEH Linux 2 VDIs, BEESRILAFER AWS #2545
WesviBR  KEECREEACHEER, NEAEFHEEANFMAEN , 528 (Amazon
Cognito B ABIEME) FHE CSV EXZKERAEEAEAELERE, RES XERKFEA Amazon
Cognito B [R4EF % B % SSO,

BERE

55 RES EEE , EEA RES RIEFREAMEA Amazon Cognito AFEAEB & , FEARIRIKEE
IEEET?—HS&E’JEJ""‘EEEJ:EJT“E)% Amazon Cognito #{ B EHA & B &z, EEAFFEAEZERTH
, BYREREE LW ERE B TEMIRE,

Identities Management

AWS Cognito Directory

Cognito user pool metadata. Use this for debugging issues related to the Cognito user pool.

Provider Name User Pool Id Domain URL

cognito-idp [F us-west-1_CTi3SJMAD [ https://res-cafar-gefS9aa3-ff5a-4e94-8938-

76861e1ef7c1.auth.us-west-1.amazoncognito.com

Provider URL

https://cognito-idp.us-west-1.amazonaws.com/us-
west-1_CTi35]JMAD

Use AWS Cognito as user directory

@ Enabled O
User self registration

@mbe®©

EREEREPEMEZEA

MREMACEREEREMR , EUNUAERAERSM Web BRERXR URL, EHE , FHESKRIE
TMERRERENER? FLEEM,

Amazon Cognito & %588 E 54


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html

ZEEE T Studio EREER

Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

U )

Password
Enter your account's password

[ )
e D

Forgot Password?

Not a user yet? Sign up here

Verify account

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

EER TR =

BEETREAENERE ? THERE  RREERECWARSETFBANETBREM IRF,

Amazon Cognito & 7 5% E 55
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ERAEER

Create account

Email

[ )

Password

[ )

Minimum 8 characters with numbers and special symbols (@#$*&)

Re-enter password

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

HEMRES K RESEREAEDAEFEMAPRINRIR , AZHKEREF.

Amazon Cognito & 7 5% E
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ERAEER

Verify email address

To verify your email, we've sent a verification code to your email.
Email

[ )

Verification Code
Enter the verification code

{ ]

Resend verification code

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

MREABRIM , FAEBTESEIFEMERL., BEESMNAN RES SEPERE Amazon Cognito FHY
FR&E. (528 (Amazon Cognito FIE A BER) PHRUEEES D ENFEHERSE. )

Amazon Cognito &%

B

X E

57


https://docs.aws.amazon.com/cognito/latest/developerguide/how-to-create-user-accounts.html

ZEEE T Studio EREER

Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ J

Password
Enter your account's password

[ ]
e )

Forgot Password?

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

BEAEREER

MR E A SSO M Amazon Cognito , AIGRREAERE SSO BANEE, EFfAER —TXER
B, C2KEEHNKAZEHR SSO B AHH. RIFFERR , WREA Amazon Cognito , EFRAESEHELT
9 BRFE

Amazon Cognito & 7 5% E 58
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ )

Password
Enter your account's password

[ )
. aw D

Forgot Password?

Not a user yet? Sign up here
Verify account

Sign in with organization SSO

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

Constraints

« &M Amazon Cognito HEEBHEZAFANEFE ; REZINEFH,
« Amazon Cognito s A FF M EEEHEE A E B BET R Bt ut#) EFE bk,

- WMBRFEBA Active Directory # Amazon Cognito , ERHERDNEENERERRE , BIERFT
Active Directory EAEETH 7 BE. EESEKEP R , 75 E Amazon Cognito B2 H Active
Directory 2 AN EEFERE R R,

+ Cognito £ & & ERE) Windows # VDIsE A RES 7% # Windows #1T{E 8 Amazon
Cognito B & 7 57,

Amazon Cognito & 7 5% E
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Amazon Cognito FR &N EESEH

BIRFEER , RES G adminsHEEESERTE T Cognito EAE. EERFEAEFHEZE Cognito
admins&A :

1. EBEZF Amazon Cognito 25 , RREEZFAN RESHAAFEREEERE.

2. BEEHRAEEETHRE  AREEEVHE.

3. HEEVEEEELELMBEEERP , WA adnins,

4. EBERMEEYMadminsEHE , AR BEFFEEREZFHELIFIE Cognito EAE.

5. B1& FERE Cognito @FEF,

Amazon Cognito @£ R I1#% , FHBEadminsBHHENFEHAESWREIEE SRR,
EiEZ

RES #8/NRF&E#t Amazon Cognito RIS HE R EHEEREMNFEER. BRAEHE "EEE) WEMAE
RAEHSEH VDIs F1%18 sudo R,

BT LA Lambda A FEBREIES.
FERBRSER

1. BABX Lambda £ 4&.

2. £ Cognito @4 Lambda, Itt Lambda EEL & 1E
51 - {RES_ENVIRONMENT_NAME}_cognito-sync-lambda,

3. EHUAIE.
4. EARBHERT , REALANAERE. SHAAXBRALTEE,

Cognito W& £ EZE

£ 202412 R 2 |l , FEERERAEAEEELH , ER Amazon Cognito Plus FHEIZhEEMN — 2%
LWIHREEREESBHBIR , AEEER RESHWEFHERA. B LIAEEETMRALLIIEE , UF
BHEBNERZLEE,

Active Directory [

Active Directory B2 60


https://console.aws.amazon.com/cognito/home
https://console.aws.amazon.com/lambda
https://docs.aws.amazon.com/cognito/latest/developerguide/feature-plans-features-plus.html

FZTEE T#E Studio

ERAEER

HITHIMARE

ZHEHE |, B Active Directory (AD) #HE8HIPTE AWS CloudFormation &2 Z A,

Active Directory details - Optional
ActiveDirectoryName - Optional

Please provide the Fully Qualified Domain Mame (FQDN) for your Active Directory. For example, developer.res.hpc.aws.dev

[ Enter String

ADShortName - Optional
Please provide the short name in Active directory

[ Enter String

LDAPBase - Optional
Please provide the Active Directory base string Distinguished Name (DN) For example, de=developer,de=res,de=hpc,de=aws,de=dev

[ Enter String

LDAPConnectionURI - Optional

Please provide the active directory connection URI (e.g. ldap://www.example.com)

[ Enter String

ServiceAccountCredentialsSecretArn - Optional
Directory Service Root (Service Account) Credentials Secret ARN. The username and password for the Active Directory ServiceAccount user formatted as a username:password key/value pair.

[ Enter String

UsersOU - Optional

Please provide Users Organization Unit in your active directory for example, OU=Users,DC=RES,DC=example,DC=internal

[ Enter String

GroupsOU - Optienal
Please provide user groups Oganization Unit in your active directory

[ Enter String

SudoersGroupName - Optional
Please provide group name of users who will be able to sude in your active directory

[ Enter String

ComputersOU - Optional

Please provide Organization Unit for compute and storage servers in your active directory

[ Enter String

DomainTLSCertificateSecretArn - Optional
AD Domain TLS Certificate Secret ARN

[ Enter String

EnableLdaplDMapping - Optional
Set to False to use the uidMumbers and gidNumbers for users and group from the provided AD. Otherwise set to True.

[ Select String

DisableADJoin - Optional
Set to True to prevent linux hosts from joining the Directory Domain. Otherwise set to False

[ Select String

ServiceAccountUserDN - Optional
Provide the Distinguished name (DN) of the service account user in the Active Directory

[ Enter String

Active Directory B2
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HRITRREIRHEMEME ARN (I ServiceAccountCredentialsSecretArns
DomainTLSCertificateSecretArn) , FFHL4HE THEBIHMIEE RES W% , UESENMEE
WEFH -

€88 : res:EnvironmentName, {B : <your RES environment name>

&8 : res:ModuleName, {B : directoryservice

Web A ORI AD MAEEHHEET —XBERN AD AL HEEBNGE (81 ). EAF
AR EEEE AD BREBEMKE SSO ( filn , MRLNIRFEFEH AD).

VIRLEE  EEETUES Y EEEE N RES Web A O PR sk imEE AD #HAE :
Active Directory Domain .~

Configuration setting for a specific AD domain Latest AD synchronization completed at 3/5/2025, 3:01:16 PM
Domain Name Short Name (NETBIOS) LDAP Base
corp.res.com CORP de=corp,dc=res,dc=com
LDAP Connection URI Service Account User DN Service Account Credentials Secret ARN
|dap://corp.res.com arn:aws:secretsmanager:us-east-
CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=co 1:905418417732:secret:CredentialsSecret-res-deploy-
m RESExternal-GZBJSY|BLAW4-DirectoryService-1AUMFPSAPKVGE-
TvYM7Q
Users OU Users Filter Groups OU
0OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,DC=com - OU=Users,0U=RES,0OU=CORP,DC=corp,DC=res,DC=com
Groups Filter Sudoers Group Name Computers OU
RESAdministrators OU=Computers,OU=RES,OU=CORP,DC=corp,DC=res,DC=com
Enable LDAP ID Mapping Disable AD Join Domain TLS Certificate Secret ARN
true false

Active Directory [E% 62
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Active Directory Synchronization

Active Directory Name
Type the name for the Active Directory. It does not need to match the portal domain name.

[ corp.res.com

Short Name (NETBIOS)
Provide the short name for the Active Directory. This is also called the netBIOS name.

[ CORP

Service Account User DN
Provide the distinguished name (DN) of the service account user in Directory.

{ CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=com

Service Account Credentials Secret ARN

Provide a Secret ARN which contains the username and password for the Active Directory
ServiceAccount user, formatted as a username:password key/value pair.

[ arn:aws:secretsmanager:eu-north-1:546055777237:secret:CredentialsSecret-bi-sw ]

The secret should contain the username and password in the format username:password.

LDAP Connection URI
Specify the connection URI for the Active Directory server.

[ Idap://corp.res.com

LDAP Base
Specify the LDAP path within the directory hierarchy.

[ dc=corp,dc=res,dc=com

@ Automatically join Active Directory
Automatically joins Windows and Linux VDIs to your directory domain during launch.
Windows instances require domain joining to launch successfully. If you disable this setting,
you must implement custom domain-join logic in your Windows instance launch scripts.
Linux instances can launch with or without domain joining.

Organizational Units (OU)
Provide the Organizational Unit within AD that will sync.

Users OU

[ 0OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,DC=com

Groups OU

[ OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,DC=com

Computers OU

[ OU=Computers,OU=RES,OU=CORP,DC=corp,DC=res,DC=com

Sudoers Group Name

Provide the group name that contains all users with sudoer access on instances at install and
administrator access on RES.

[ RESAdministrators

» Additional Settings
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EE A Active Directory
EE ST LAGREBE A Active Directory 5%7%E , JAE VDI BBV B 42 5 B BN AIT R
FRREEIE -

. B - EREHIR B 3#& Windows F Linux VDIs fnA B #4815,

- B5H - FERBEMAMEE, Linux BITEBTUEESRIEMARENERTAE. Windows
THEREERSEMATERDEE , AHEEEXEEHBITREESERISEEIMAEE,

/A Important
MREFERALRTE |, FHFZEN Windows HTEERBITRBESHE S LEMVBEEMAR
- f8
HAERE
ERERME

EESWNAEAEAEGENFEGZERGRERSNEAENEFE, BRRGLEER LDAP &
BEIRUFEE. BOIEREAS

(sAMAccountname=<user>)

HE] SSSD 2%

EEEWIURHRSIREHNTE  HHIsEZ AEEHTEE L SSSD HRBER
[domain_type/DOMAIN_NAME] EEH SSSD 28 M{H. RES EHEHEM SSSD B - ©8EH
FREh & £ #N 1T A SSSD ARTS |, M #EEE AD REEF,

—LEE R BT SSSD REDHE ¢

« enumerate - FRER "trues SURENE HBRBHOAMEEAENFEERR., FALINEAESARE
RAENE - RBEAFEREEILEE,

« ldap_id_mapping - 88 &% "trues , #§ LDAP/AD £ & FMEHE IDs BETZE Linux Rk LAY Ak
UIDs GIDs., RUALLINRERI AR EERRE POSIX ES BN EAREXMMER .

W SSSD MHRBERNTERA , F2MH M Linux FMEESSSD.
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Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value
[ true v ]
Key Value

= )

C Add Parameter )

SSSD 2 #M{E X4 HEE RES SSSD #HREMA , TR :

+ id_provider B RES RZBERE , TEIEH,

« AD #HE8#H%E , @¥E 1dap_uri., ldap_search_baseldap_default_bind_dn#l
ldap_default_authtok SRFEHMIBAMN AD HEERTE , THRIEH.

THEFIERA SSSD BFEMNEHBR

Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value

[ true v ]
Key Value

[ true v ]
Key Value
[ debug_level ] [ OxFFFO ]

Remove

( Add Parameter )
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% AD R E N E FEHEH (2025.09 R EFHRA )

ERAEER

R Active Directory ERENEFE 4t 8 E K EESAUFEB/ME AD BF , HFFT—RHE
EW AD @ , ANEEBENFEDE RES,

MM F BB RE LRSS (2025.03 K EFHRA )

BEESH)EEEER , RERIERE Active Directory S AR PIVE) AD Bzl , UFEFEHEE AD

o

g
%

ERFLEFENAD RS,

Active Directory Domain .~

.

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping

true

Additional SSSD Configuration

Short Name (NETBIOS)
CORP

Service Account User DN
CN=ServiceAccount,0U=Users,OU=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Start AD Synchronization

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,0U=RES,OU=CORP,DC=corp,DC=

res,DC=com

Domain TLS Certificate Secret ARN

FRIZHY Active Directory BB B8P 1E AD BF i,

Active Directory E2
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>

Active Directory Domain ./

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping
true

Additional SSSD Configuration

AD Synchronization in progress... Stop AD Synchronization

Latest AD synchronization initialized at 2/20/2025, 3:20:19 PM

Short Name (NETBIOS)
CORP

Service Account User DN
CN=ServiceAccount,OU=Users,0U=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

& A LATE Active Directory IR ST RE AD AL RENEHWR LSRR,

Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping

true

Additional SSSD Configuration

Short Name (NETBIOS)
CORP

Service Account User DN
CN=ServiceAccount,0U=Users,O0U=CORP,DC=cor
p,.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Start AD Synchronization

Latest AD synchronization completed at 2/20/2025, 3:21:00 PM

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISylRg

Groups OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

Active Directory E2
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WA FBFITEZ (2024.12 F 2024.12.01 kR )

Active Directory E£ 25 2% Cluster Manager RZE =B E L S H ) — X% Amazon Elastic
Container Service (ECS) . BFRHEAB/PNEHIT IR , B E<res-environment -
name>-ad-sync-cluster#&E TH# Amazon ECS 2 AH KB HTHE ECS 7,

EEFBRET :

1. BEZE Lambda TEAWESHEA # lambda<res-environment>-scheduled-ad-synco
2. BB Lambda B#3E A1 3R
3. TEE# JSON H#ATHIER :

{
"detail-type": "Scheduled Event"

4. BEEAE.
5. % CloudWatch TEE#{T+H AD Sync E#H B > BFFE#E - /<environment-name>/ad-
sync, ZE#EESMEBITH ECS FHM A, BEREHH SRR B

(@ Note

- MREVBE AD SHHHE AD GE R4 , RES SNMERAEMEENEENSH , LBR
FRHIERALS ETBERE LDAP BEZEHHNERE.

* RES #EBREIDEMGERNEAERFE, ELARERDBRERE , 3 RES R
BB R,

SSO #H7E

BRI AD {HRER  FRAENSEBERTEE—FA (SSO), FHELLAD FHES S E A RES Web A4
Yo SSOMECR—MRETEABEZFN I, EEET, MERT SSO WFMET , F2H 598
2,

£/ IAM Identity Center 3R EE—& A (SSO)

MRERREEEEIZE Active Directory WE D, B BEBTE 1 BESSFL. MREEER
B2 E Active Directory BRHN B D H O , Bt BRIRE 2 EREFDH 0.

& A IAM Identity Center %7 SSO 68
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® Note

MREBELEZE GovCloud [E1F , FE1E AWS GovCloud (US) #B2 Research and Engineering
Studio K7 Bl [EHR 5 P ERE SSO.

TR REFSDHO
B 1AM Identity Center

1. & A AWS Identity and Access Management £1# &
2. BARK Identity Center,

3. EERA.

4. EEFEMEA BUA AWS Organizations,

5. 1EEMEE,

(@ Note
ERESNNREBEESE Active Directory BIFEE [EiF,

#& 1AM Identity Center E#RZE 2 & Active Directory

FBUA 1AM Identity Center 2% , BER TIEBHNRES R -
1. EBEERD  BERE

EHEDRRT , BEHE , AREEEES I KR,
EREEHT , BEERENAB &,

EBET-5,

REEHEEACCEPT , RRERIBLRPEA
BESE 55 KR,

o o K~ 0w N

BERENFERSE S5 PO
£ PATAEE A |IAM Identity Center IR ZE 2 E Active DirectoryTE R % , € H B R EERRER,

& A IAM Identity Center %7 SSO 69
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1. HEREREES  EERBSIERE,

2. RREBMEMRHT  BET-F.

3. EEREERT  BWALERSHNERE.

4. IEEHHE,

5. EET—F,

6. RELHEE ARREEREFAR.

7. BSEFURFELIENKE. NREBINEBECAERFAINESALS  FREEERS,
RRAERE

1. RIERT  EEERE,
2. ENEERHBAEDEN (£RE ),
3. EERAEREEN.

FR2: BREF PO
£ 1AM Identity Center HFEXEEARE

1. BABX IAM Identity Center £ A&,

i#1Z Applications (FEAREX),

BEREEAREN,

ERERIFFET , BEREEERENEAREN,
ERABRXEET , 1E#E SAML 2.0,

BET—F,

WALEEANEREBAER,

£ IAM Identity Center F#E R T , 55 IAM Identity Center SAML i ERE RN ERE, £
RES A O#84ERE IAM Identity Center B | IEHEEE]IER,

9. HEEARIBMT 6 W ALNWEARERXEE URL, #l <your-portal-domain>/sso.
10. EEAEX ACSURL T, #f RES ANMRL M AEHHE M URL. EESHKILIER :

©® N o o bk~ b

a. HEREEET , BE-REE
b. EIMEDRHEERSIER.

& A IAM Identity Center %7 SSO 70
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ERAEER

c. HE-—BAT,6 £EK3 SAML E#E[ URL.

11. AR SAML BRT , B A Amazon Cognito URN,

EEEIT un;

a. 1 RES ACMUABR—RRERE.
b. EHTRHERSIFEERT , REERAELRE ID,
c. WBEAEEEIDMEEIFS

urn:amazon:cognito:sp:<user_pool_id>

12. B A Amazon Cognito URN 2 # , FBiRERER,

ARE B AR TV B M AR S

—

#¢ Identity Center FRAFT2 L EAR XN FMEA.
BERE K AREBEREBMERS,

EEET , A ${user:email}.

FE#®XT , B emailAddress.
BEATE B RS,

EEARXTHNEAEBMET , @A 'email.

AT, @A "REEL .
BEREFEE.

© © N o g &~ 0D

£ 1AM Identity Center FA5 R EFIEEZEARER

1. % Identity Center BARAFTZ M EAREXNERERE , AREZIEREME,

2. ERZERREARXFEENERE.,
3. iB#E Assign users (IRFEAE),

£ RES REHEZE IAM Identity Center

1. ERREETHHIEMIRE Studio :REF , A—K

2. FREDRHAERITRR,

£ IAM Identity Center Pt FHREHFEAEBENMRHNT , @A ${user:email},

& A IAM Identity Center %7 SSO
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3. BE—ZAT ,6 BERFE MESE).
4. FERATHIERATHRKE :

a. 1E# SAML,
b. ERMHELEBT A WACEAEITHNER.
c. EFEWMAPEENXHI®E URL,
d. EWALE HEERMN URLTE IAM Identity Center FEZEFEAER .
e. GERHEEFEHL4EMET , @A 'email,
f. BEERXR
5. ENMEEEEYRERERTERBEHKA.

RE—BA (SSO) RELNH DIRME

Research and Engineering Studio E2{Efi] SAML 2.0 7R HEES , UBRBFEHAEY RES ADH
W FEL, EESBRREMHEGIEIEN SAML 2.0 5o RMEREWER. MREBEFEA IAM Identity
Center , 5526 £/ IAM Identity Center X EE —& A (SSO),

® Note

FHENE FBHLERTS IDP SAML ZBAA Active Directory, BEEAS G oI EEE Active
Directory &4 , W EHIRLZ ERE.

ES]

- RELWS D RHEE

« EXJE RES LAMEREM & 0 Z4tE

- EFREEREPREENFIIRHEE
- {888 SAML IdP RRE

RELZNE D RMEE
AERHBRES D RHENSR , HFEERE RES Amazon Cognito R EEENEN.

1. RES R&%&H —1E AD (AWS Z& AD B &M AD) , HEAE S 2 AFFFER RES A OB A
HR, B8N AD EEIENE I RKEEE  YEASEAEFTD. RESPREENXY , TH

£ SSO RELM B HIRME 72
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ERAEER

W1EE AD MRS ERES D, Hla, FSEAWS IAM Identity Center  EREIERE) PHEAR

Active Directory 5 & 7 KR

2. EENE PIRMEE (IdP) 5 RES &%E SAML 2.0 FEAER, EREETIISE .

« SAML E#iE [ URL — IdP FR{E%E SAML 2.0 Bl FER RIFIRMHEM URL,

@® Note
R¥% IdP , SAML E#7iE [ URL AREEREIM BT :

- FEAER URL
- BIHBER (ACS) URL
« ACS POST %4t URL

HERS URL
1. LEHE BT clusteradmin % & A RES,
2. BEFREEE > —BERE > FORME.
3. #iE SAML E#E[E URL.
« SAML #5R URI — FRI§IR it FHi% SAML HRERHNME— ID,

® Note
BAR IdP , SAML R URI ATRE EFRIN AT :

» ClientIlD
- EARER SAML R
- SPEEID

LTSI R 4@ A,
urn:amazon:cognito:sp:user-pool-id

SHRER SAML HR URI

1. LIBEED clusteradmin &9 % A RES,

7 SSO RELM S D iREE
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HFRELE Studio R
2. REE > —RBE > BoRMHEE,
3. BREFRELE D,
iRESE| RES BV SAML BRAXAR TR/ ESTREAERAENE FEFibit -
- SAML E#5{ NamelD
- SAML EF##4

4. 1M 1P ZIRIBHERE  BEBWES AML BB, RES EEELWML. RIFTEFR , KZE(H
EESEEIEANELEB, MRIEMN :E;ﬁ , 2B T Y A FE,

« AudienceRestriction — §2E & urn:amazon:cognito:sp:user-pool-id. LA Amazon
Cognito fEA&EEER ID B user-pool-id,

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

« B — InResponseTofXES https://user-pool-domain/saml2/idpresponse, #%
user-pool-domain B B IR Amazon Cognito fFA &K ENRE SR,

<saml2p:Response

Destination="https://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454T04184"
IssueInstant="Date-time stamp"

Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

« SubjectConfirmationData — RecipientfZE ALK EAEK[Esaml2/idpresponsels 2
FMInResponseTolR#E SAML 3K ID,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454T04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

g RERTHIRE :

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ2"

£ SSO BRELN B RMEE 74
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5. MNRIEH SAML BAEXNAEH URL #fr

SessionIndex="32413b2e54db89c764fb96ya2k"

SessionNotOnOrAfter="2016-10-30T13:13:28">

<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>

</saml2:AuthnContext>

</saml2:AuthnStatement>

T

HBHEERES : <domain-url>/saml2/logout,

W154818 URL

1.
2.
3.

LAEE B clusteradmin &% & A RES,
EEFRIEEE > —RERE > BoRMESE,
EERAE URL,

6. ZIU%ME’J |dP #2222 /85 LL8 Amazon Cognito B {51F , 3 T & Amazon Cognito 28 R

H FEREH 1dP,

EEMEHERRE

R

BARX Amazon Cognito =&,

NENEREER, FNEAEEREERZR res-<environment name>-user-pool,

BEHE A BRRSIRR,
EMESIRHEZARRYD  ZERREZRE

Cognito user pool sign-in o
Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user
pool.

Cognito user pool sign-in options User name requirements

User name User names are not case sensitive

Email

Federated identity provider sign-in (1) info @ ( Add identity provider ) [( View signing certificate )]

Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID
Connect.

[ Q Search identity providers by name ) 1 ()
Identity provider A | Identity provider type v | Created time v | Last updated time v
@) idc SAML 2 weeks ago 3 hours ago
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ERAEER

&0 AR R R BB 2R ER IE Active Directory IDP, ¥38 relying party trust , ARBAL

KFEH K SAML &,

(® Note

IEETFE AR Keycloak 1 IDC,

5. EFH*EE_tnX ;T-'DEK ﬁ y
FAT.

ARE RES AEREN S 7 RHE

TR RES ME—BARE

1. LUEHEE clusteradmin 49 & A RES,
2. BEEFTREETE > —RERE > BoRMESE,

Environment Settmgs

vironment se!

Environment Name
res-gaenvl

General Network Identity Provider

Identity Provider

Provider Name
cognito-idp

Managers Group Name
[ managers-cluster-group

Single Sign-On

Status

3. HE—2AT ,6 BERBETRES

AWS Region
us-east-1

Directory Service Analytics Metrics

User Pool Id
7 1_reuFsma8sE [4

Domain URL

[ https://res-gaenv1-9d4688cf-5¢14-48d0-930f-
ce96d346a24c.auth.us-east-1.amazoncognito.com

SAML Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazancognito.com/sam|2/idpresponse

HY i 88 B R

78 N8 SAML 2.0 FERREX P EER XML = URL, &AL T —HiF

§3 Bucket
[ res

CloudwWatch Logs

Administrators Group Name
(3 administrators-cluster-group

Provider URL

[J https://cognito-idp.us-east-1.amazonaws.com/us-east-

1_reuFsmB8sE

0IDC Redirect URL
https://res-gaenv1-9d4688cf-5¢14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse

, AFRE B ABREE,

A SSO RELN T HRIEE
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12

a. #H¥HTRHEE  EE SAML
b. ERMERBD K WAFTRHENE—ERE,

RELENG D REE
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(@ Note
FRFIHMERTIEHE
» Cognito
* IdentityCenter

c. EHEEMNHRET  EREENEEY HEFREER XML X4, St oREER M
URL,

d ERHBEFHEBHESD , WANXFE email,
e. EEREX,
4. EFHARERTEE@E. NREETRE  ASBHAE-—-EA,

HEIFEERBEFRELN S HRRHEE

MREERRANABERIEIFEE RES I]RE , 4§ IAM Identity Center FRE BEH & 7 214
E BB ERETRAN S 7RAE , Sl Okta, RES SSO MAXRESER={EEES Y :

1. fEEEE — EEBW

2. FRERNHE URL — ATBMEDR

3. REMEFEHHEM — AR

BEBUTRERHNREEETEBHEN ST TIEE

1. B1#E Amazon Cognito &,

2. REBEH  EECRELRE,

3. ERfANEREERUBGERAEEERE.

4. REABRRSIER , e s RUEBZALRBMEREN T DREE,
5

—RME K BRFESEFFREN , UREBUERFRFTE, FEEFBUERS , FEERE. &
EFEHPEER NG FEERRPEER,
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Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.
Metadata document source Metadata document endpoint URL

Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

6. WMRBIFEBHEME , BIFEZEEFH DynamoDB Hfi<environment name>.cluster-
settings&Rl&,

a.

b.

d

B DynamoDB T2 & , AR LEBEHBREFER K,

SHIWi#H<environment name>.cluster-settings&RK , AR R BENRERPIR
BR%FHEE,

ERESIEREET , EEHERGELBATISEH
- BHEBRE — key
« { — identity-provider.cognito.sso_idp_provider_email_attribute

BEHT,

7. EEEMNEBET , Bikidentity-
provider.cognito.sso_idp_provider_email_attributeF&H , REZBEHFELUERF
8, BLIFE B TE Amazon Cognito FEVEE,

# SSO

RELH F D RHEE
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ERAEER

I ¥ Scan or query items

[ O Scan ] [ O Query ]
Select a table or index Select attribute projection
{ Table - res-jan19.cluster-settings v ] [ All attributes v J
v Filters (B
N
Attribute name Type Condition Value

(O\ key X] [ String v ] ( Equal to v ) [ identity-provider ) ( Remove )

Add filter

@F
Run Reset
[ © Completed. Read capacity units consumed: 13 X

Items returned (1) Edit String D ( Actions ¥ ) ( Create item )

[ email ) 8 1 & X
@
Enter any string value.
O key (String) v | version v
(J  identity-provider.cognito.ss Cancel B > L 1

{5#5 SAML IdP &

SAML E#tas — B AR IEFT e AR Chrome BIE2R |, SUBHE SAML FFRAME SAML

B, MEFMEF , 5526 Chrome Web Store HfJ SAML B #EES,

SAML FAE AB T E — OnelLogin 7 AR A SAML fRISENITE I
Wi, WMEFHMENR , 52/ Onelogin #85 E# Base 64 Decode + Inflate

Amazon CloudWatch Logs — &R LL7E CloudWatch Logs F#Z RES H&

¥E SAML BRI UE

o

RERHERAESE, ER

B MAEBERE WAFEMEDR /res-environment-name/cluster-manager,

Amazon Cognito 3 — 1% SAML E& Amazon Cognito BEHFFHER |
M ASER) P SAML SoRHEENEEFEAEER.

REEHENER

1. {%Directory Service £ & H , BEFFELHEWN B .
2. TEBENRERT  BEERFEREER.

528 (Amazon Cognito

REMEAENH
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/

HZREE TR Studio EREEmR
3. ERfFAENEAFER,
4. BEEREG

b= VA g bt

MREERANRETHEE , AFERE FRERIEAOMIA Web M VDI #5

(® Note
MREEEZEE GovCloud B , FFHEAEWRBALEREERINE RS BIEIRS PERE Web
FEREXM VDI F#E.

1. BIRX Route 53 £# &,

EREEVUNMEE , RARBEEVHK,

WA 'web' AT HER,

EH CNAME A8 EE,

$HYME , M ALREYHRE FEBAPRBINERS.
BEE %,

HEEY VDC HEcex , FFHEE NLB b,

N o g M b

a. BIBX AWS CloudFormation 2 &,

b. 1#E#E <environment-name>-vdc,
c. BEZRFIWRA <environmentname>-vdc-external-nlb,
d. & NLB %% DNS B,

8. BRI Route 53 £ &,

9. S|RENEE 6 AREBEFEIULHK,

10. ERRHBBT , WA vdc,

1. HERHEET |, ZE CNAME,

12. &% NLB , 8 A DNS,

13. BEE VK,
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https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation
https://console.aws.amazon.com/route53/
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#3 ACM FFE

RIETAEE , RES F AME amazonaws.com EEABRXEH L EHBETFEE Web AOBL, BEFH
LECHWREE , BREERELREMRKE AWS Certificate Manager (ACM) FERHIAHF SSL/TLS BFE.
MBEMHEH ACM , BRI EEREHESHE AWS WEREE , UNBAFIHMN Web RIEE# 2
By SSL/TLS B&,

® Tip
MREERBHABERREEY , AIEERE HEBAPERHEEPortalDomainNamel¥ | £
Fhig A SR BRI R TSR E R,

EEEVRIMENER

1. 1t AR AWS Certificate Manager AFERAERBFE. MREEE GovCloud BIFHHHF ,
#51E GovCloud &I ERF P E U BE.

BEBERLERE K RREET S,

EHBIBEBT , 5K *.PortalDomainName#l KB PortalDomainName,

EEFEAET |, 1EIE DNS BE,

BEFER,

RBEFFED , AREERNEE. SEAREEEGSERFMAMEE,

o gk~ w D

@ Note
MRERBEIRE , FEMBEBE,

7. BTUTHEE—E:
. EEIE

REBEBREEFNVEEFFMEA T , BEE Route 53 FEV ., BENREEESFAD R
17o
GovCloud % & :

WMREBEIRB I GovCloud EiFH |, FEEE CNAME £ ME. REEIZERS , A &
EABREESPEUNNCSE. BRENVREEEELRS BT,
8. HEHFHIRE ARN LU A A BB BACMCertificateARNforWebApp,
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https://console.aws.amazon.com/acm/home#/certificates/request
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ERAEER

Amazon CloudWatch Logs

Research and Engineering Studio E R & HB &7 CloudWatch &M T 5| HEF#H#H. WF
2 #2BETx:

CloudWatch Log E¥#H Retention
/aws/lambda/ <installation-stack- KT B H

name>-cluster-endpoints

/aws/lambda/ <installation-stack- KT IBH
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- KT IBH

name>-cluster-settings

/aws/lambda/ <installation-stack- KTBH
name>-oauth-credentials

/aws/lambda/ <installation-stack- KA BH
name>-self-signed-certificate

/aws/lambda/ <installation-stack- KA iBHA
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack- KT IBH
name>-vdc-scheduled-event-transf

ormer

/aws/lambda/ <installation-stack- KT IBHA

name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> [/ 3 @A
cluster-manager

/<installation-stack-name> /vdc/ 3 @A
controller

Amazon CloudWatch Logs
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CloudWatch Log &#H Retention

/<installation-stack-name> /vdc/ 3@A
dcv-broker

/<installation-stack-name> /vdc/ 3{@A
dcv-connection-gateway

MBS EESTE AZHEANTERFRE , BB CloudWatch 124 |, WKBIERE CloudWatch
Logs #E€FE HFERHRE.

AXE BRI FF AT SR

B 2024.04 2 , A LUREER EQJJF‘J%BEHE{W RES BV A, EBRMHEFF TR
ARN 1!?512% IAMPerm|SS|onBoundary BYM— , AILAAS BETRF AT RPRE&Z A RES CloudFormation
ZEN—ID. WRHBEAZ ,JJT‘%TI:EH RES A€ FEREFARR. LT 2 RES AGKRERR
?%E’\JEWE)%EO e E B ETEIfE AR MIET 7] SRBREARE LR T 51 Eh4E -

[
{
"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",
"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",
"athena:*",
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https://console.aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend:*",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",

"drs:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",

"ec2messages:*",
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"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
"es:*",

"events:*",
"firehose:*",
"fis:i*",

"fms:*",
"forecast:*",
"fox:i*",

"geo:*",

"glacier:*",
"glue:*",
"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
‘mg:
"neptune-db:*",
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"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"pi:*",

"pipes:*",
"polly:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb3:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.*",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
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"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",

"xray:*"

iXE RES ##& AMIs

ZEIB X # RES #9 Amazon Machine Image (AMIs) , A/ LA E HE] AMI EFEAZ £ ER S EHITERE
VDIs) B RES AMIs #84k. £/ RES-ready AMIs 7]tk i I 78 S SERRKAY VDI 11718 B8 B # A%
. £/ EC2 Image Builder , AL AMIs BEX M A NWEEHE, NERGRESRNFAE
7, FERGEERFEREER.

Btz El , B EEE S RAR RES,

/A Important

£ RES 2025.06.01 Z Bz 8 RES i AMIs B2 RES 2025.06.01 M B & BRATIHEE,
HE IR RES IRIBR 2025.06.01 Z BIM AR A FHR E R RA RS | MU BEEEFTA RES MiE
AMIs,

&
- %1% 1AM A UEFER RES RiE

« #37 EC2 Image Builder 7t

« X{HEH EC2 Image Builder Bt J5
+ EXJE EC2 Image Builder /%M
- RERGEEFEREEE

- HITREGEESRREEE

« £ RES FEMMNEBHE

]!ﬂ
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
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% 1AM A LUZE RES IRIE

% Z ¢ EC2 Image Builder 7H! RES IRERK , BABEE I RIERE A RES-
EC2InstanceProfileForimageBuilder B9 IAM A, MEFEBRERE IAM ACUERGEESRFFEHANE
A, ESH (MBEEBRFEAEREE) B AWS Identity and Access Management (IAM),

THACEE .
« A% Amazon EC2 BRIENEEEI %K.

« AmazonS3ReadOnlyAccess. AmazonSSMManagedInstanceCore Al
EC2InstanceProfileForimageBuilder B3,

#3 EC2 Image Builder jt#

B (RBEEFREAEERM) PHET  CRARBEERFTEAEY Y,

WAZNTHFRAER

1. SHHER  BEERE.
2. STHBRIEEREK (0S) , B Linux = Windows.

3. HYAHERE A MAEEZMNAER , HlW research-and-engineering-studio-vdi-
<operating-system>,

4. BWATHRRAGRSR , BT E R,

key : value

5. HEEXHTF , BATIERER. REBEINEMER , YAML ERSELE[E , MEKAREN
R

/A Important

EERERYP , MREH RES RIEMART BRI , F& T URI (- source:
's3://research-engineering-studio-us-east-1/releases/latest/res-
installation-scripts.tar.gz') latest® iy MR AL ARAGRSR (4l
2025.06).

215 1AM B & LIFE RES RI% 89


https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-component-console.html
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Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- GPUFamily:
type: string
description: GPU family (NONE, NVIDIA, or AMD)
default: NONE
phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "mkdir -p /root/bootstrap/logs"
- "mkdir -p /root/bootstrap/latest"
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: "s3://research-engineering-studio-us-east-1/releases/latest/
res-installation-scripts.tar.gz"
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destination: "/root/bootstrap/res-installation-scripts/res-
installation-scripts.tar.gz"
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "cd /root/bootstrap/res-installation-scripts"
- "tar -xf res-installation-scripts.tar.gz"
- "cd scripts/virtual-desktop-host/linux"
- "/bin/bash install.sh -g {{ GPUFamily }}"
- name: RebootAfterInstall
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "cd /root/bootstrap/res-installation-scripts/scripts/virtual-
desktop-host/linux"
- 'sed -i ''/“export AWS_DEFAULT_PROFILE="bootstrap_profile"$/d""'
install_post_reboot.sh'
- "/bin/bash install_post_reboot.sh -g {{ GPUFamily }}"
- name: PreventAL2023FromUninstallingCronie
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "rm -f /tmp/imagebuilder_service/crontab_installed"

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
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# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-vdi-windows

description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.

schemaVersion: 1.0

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://research-engineering-studio-us-east-1/releases/
latest/res-installation-scripts.tar.gz'
destination:
"{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res-installation-
scripts.tar.gz'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'tar -xf res-installation-scripts.tar.gz'
'Import-Module .\scripts\virtual-desktop-host\windows
\Install.psl'
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- 'Install-WindowsEC2Instance -PrebakeAMI'

6. EBEMEMBEARR A ARAREBEFEEITH,

{52 H EC2 Image Builder Bt 5

EC2 Image Builder B EEREARREG , SUIAR RGN ER , UREHEH —ETHREE]
BREG , WHER —IMAMRER, ELRBYSENES , UEALEN RES HBAKRMEREERR
AMI, MFEFVFHAER , F2REEE S,

RES <& T HRREIERRE

« Amazon Linux 2 (x86 1 ARM64)

« Amazon Linux 2023 (x86 #1 ARM64)
« RHEL 8 (x86) # 9 (x86)

* Rocky Linux 9 (x86)

 Ubuntu 22.04.3 (x86)

 Ubuntu 24.04.3 (x86)

* Windows Server 2019, 2022 (x86)
* Windows 10, 11 (x86)

@ Note

£ 2026.03 ARBEE , Amazon Linux 2 1 RHEL 8 "BA kAR EEiHEHT, MAEE |
RO LEMESELEEXRRN BT EMHE,

Create a new recipe

1. 7 BARX EC2 Image Builder F 18 & https://console.aws.amazon.com/imagebuilder,
EEREERT , BEERGE A,

BEEVMEES.

Bl A\ — B B BRI/

BEH RES X EMNESBRE,

o b~ 0N
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-recipes.html
https://console.aws.amazon.com/imagebuilder
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ETRE, EEAEENNEMEAM

6. HEHTEBARLT , MRKRFALLZE SSM REEXK ,
LENEREERPAET.

3

(® Note
mFEMALZE SSM REEXNER , F2H -

%

\

« 7£ Linux B9 EC2 #{T1EEE Lt FEH %% SSM REER,
« EBEAR Windows Server ) EC2 #1117 F FHZHMABRZE SSM Agent,

B Linux BB |, # Amazon &Eaws-cli-version-2-linuxBEB U FHI8EER S, ¥
AL Windows BEEMELS |, # Amazon Z&Haws-cli-version-2-windowsEE sT4EHT
BERS, RES REESWMEM AWS CLI 1214t DynamoDB # &R EHEMER VDI FEUE,
8. ¥ Linux 2 Windows IRIZFE I #) EC2 Image Builder st

/A Important

IEABRHE aws-cli-version-2-1linux ( BAM Linux) 8 aws-cli-
version-2-windows ( AR Windows) 2T , FeEMFFITEL TH,

¥ Components (2) mfo
You

can select a maximum of 20 components (including build and test) for a recipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after a recipe is create
choices are provided for each component.

Build components (2)
Build components are software

scripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.

1 = aws-cli-version-2-linux
Use latest version

2 i h-and. ineering-studio-vdi-lii
i g 9

9. (EHE) ¥i® Amazon Z&simple-boot-test-<linux-or-windows>RIE T , LAFERR

ALARE AMI, ERBEER. BWLLERHEMFSERERNAETH,

|t

10. REEZREMEAER , MEEAHMEAENTH  AREFRIKRES.

Modify a recipe

MREFHREMN EC2 Image Builder Bt /5 , BRI TSI B RERE -

1. 5 Linux BE S |, # Amazon ¥&aws-cli-version-2-linuxBZETHHBE/R A5, ¥

LA Windows BEBHE S , #& Amazon ZEaws-cli-version-2-windows & & TH#
BEBH., RES ZEIETTHEMEM AWS CLI 24 DynamoDB # £ 5% EHEMEMN VDI FEUE,
2. ¥ A Linux = Windows R35ZE I # EC2 Image Builder 7t#,

(B EC2 Image Builder B 5 94


https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-manual-agent-install.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-win.html
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/A Important

BB L HIE aws-cli-version-2-1inux (AR Linux) 3% aws-cli-
version-2-windows ( BAR Windows) {82 T , FEEKFHIEIE L TH,

¥ Components (2) ifo
You can select

3. BEBXTMEMBEAER , MBEMEMAENTH , RAREFRVES.

% 7E EC2 Image Builder E#5%

SR LAME A ER R R RIEERGEERAREENAERREERMREHN Amazon EC2 EffEEx
M. BEHE RES £/ , B LLERZV TN EREREHERE , SIEARFNERKREHERE

- FEEVHHERREHERE  F2REELERRBARE,
- FEEARANERREARE  SENMERKREHERE,

% EELE Image Builder EfEE%

1. ¥ IAMAG  BALENE PRENBEER IAM B ELFE RES RE,

2. SHHEETEBRER 121%::: *BEH 4GB RERENER  YXEKERENER AMI B, B2
Amazon EC2 #{T{EEE%E

3. HRVPC, FRENZLEE K SAYXAATREREEEERUUTRERES., EXEAFFHR RES
IRIEM cluster-settings DynamoDB & #&K M Amazon S3 EE/FITE,

\)ﬂ

B

RERGRRERMREEE

REZEFRMEEESHASERRE. ARBENMAEN TH, ERREEENDRERE. BER
RES RifE AMIs SREMRGEE , B NEFERIFTNEE , AEARANEE. NFFWEF , F2
B (REBEERFEAERRM) PRI MER AMI REEE
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-infra-config.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/update-infra-config.html
https://aws.amazon.com/ec2/instance-types/
https://docs.aws.amazon.com/imagebuilder/latest/userguide/ami-image-pipelines.html

#5EEE T2 Studio EREER

Create a new Image Builder pipeline

£ BRI R R B 85 X #8 Ahttps://console.aws.amazon.com/imagebuilders

REBHED , BEERGEE,

BERIREEE,

WA —ER, ERER, FENBARREEEEFHMBEA.

SHYNEER S  EECARARS , ARERE PEIMNE S EHER EC2 Image Builder B
7. TERRENE S MG ERER,

6. HHEERMEEIURERF , REEARFEEERI BT IERSE. Ek%%ﬁ%u‘i-l_ R ITE
RIEC R, MEFMEN , B2 AL EC2 Image Builder BB EMREG TERE,

7. SHHERERREAL  BERERANERREERE  ARENE PEVNERSRBHEREE
7E EC2 Image Builder E# 5%, MIREHNEMEREFMHENAERER,

8. HHERDMRE , BECARBAREZLSMRE, BHRELAMRERZRN RES RE
AWS B3 HE/ . EARBERE  SECARGERERNESTEIRE.

9. REAEEFMET A AREBEEFERVUEE.

o M 0N o=

Modify an existing Image Builder pipeline
1. FEFEARANEE  FEIGFAEAUERE PRV MBS EHER EC2 Image Builder Bt
B
2. EBEREFEE,

HITREBRERMREEE

FEELRENBHRE  ELEARBREEE. BERFURFERE—RNKRE , ERIURNR
BESPHTHHE,

ERYTREBEE

1. RRGEEED , BRE PEUNEERERGEERZREEE.
2. HEBES , EEFEITEE.

£ RES AR e rY 2K e st

1. BfF P Rthe section called “EEEHE B (AMIs) REF SRR KB,
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https://console.aws.amazon.com/imagebuilder
https://docs.aws.amazon.com/imagebuilder/latest/userguide/pipeline-workflows.html
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2. Y AMIID , MARER W HBREHN AMI IDFTIRREEERREEE.

A[EXER DCV LIEME B RIE

E VDI TERERMMERMEF , RES EEEME DCV TERRREEIEMEMRE. MR ITEME
REREEFDXRHARME , IEHE <A ERROR.

S EHRMETIER <env-name>.cluster-settings DynamoDB BRI KRR E , HEEERBEH
BHETAR. EHREANABRT AMI R, HttERRRGHEHM VDI REBEMSRFAXBEREN
EﬁEUﬁﬁﬁo

%‘iﬁ%‘ﬁﬁﬁl

ok Description TEER
vdc.validation_req HKARFIE TERERERS 50
uest_threshold ERROR ZBIEFXE LR
vdc.session_delete A& BREY TERS ERIZRE A 15
d_threshold ERROR 2 BIEFA X E LR

£ RES ZERREBFIHE

@ Note
FRGH - BYLAKKBEMN PrivateKey AR FHIE Secrets Manager & H , FEEFITIE
LS,

SBBITME Web IS
1. EFEEENHab AERTEBERRANEE

a. BEEZE AWS E# A EC2 > Load Balancing > Load Balancer TH) RES #\Zf & & ¥ #25.
b. BESEREWHES NWEHFEEE<env-name>-external-alb,
REERFARFHHFRNEREN,

d. EHMEREFNBIRFMERAEE 2R SSL/TLS BEMNEEREN.

e. RBERENEE,

o
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2.

EEEREENKT .

a. 1t DynamoDB -> Tables -> HE KRB EREER KR<env-name>.cluster-settings,
b. BIERKRIEE W MBEEE - B8 "key". FH "string". &4 "contains" &

"external_alb",
c. cluster.load_balancers.external_alb.certificates.provided FREA True,

d EWW
{fEcluster.load_balancers.external_alb.certificates.custom_dns_name,

iERZ Web FAENHEMN BRI HEEERE,
e. EFW MW

{Ecluster.load_balancers.external_alb.certificates.acm_certificate_arn,
1ERFME Amazon Certificate Manager (ACM) A ¥ FE/RFE Y Amazon Resource Name
(ARN),

EWE A Web F FimE BV FE Route53 FHAEECE , SAIS@HLEE alb B F#25HY DNS &

fB<env-name>-external-alb,

MREEREDEETE SSO , BFHEMSE RESWeb AQMPBILHIRIEEE > FoBEE > E—% A
> RAE > {RIB IR A &4 6 A B E & A REFHZZE SSO,

BRI E VDIs SHEmiRE

1.

B TIEBFEEWE , BT RES BARAHMEFNIT GetSecret HIEMFF :

e res:EnvironmentName : <env-name>

* res:ModuleName : virtual-desktop-controller

EEEREENKRT .

a. % DynamoDB -> Tables -> F &k EEREE K&K <env-name>.cluster-settings,
b. BIFRKRIEE WKBUEHE - B "key". TR "string". &4 "contains" F{E

"dcv_connection_gateway",
c. vdc.dcv_connection_gateway.certificate.provided 8RE4 True.

d. ¥E# B{Evdc.dcv_connection_gateway.certificate.custom_dns_name, iE=Z

VDI FEH BETRE B E,
e. EFH

fEvdc.dcv_connection_gateway.certificate.certificate_secret_arn., iE=

FHBEABTZHEN ARN,

# RES ZERREB M 98
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f.

il
fEvdc.dcv_connection_gateway.certificate.private_key_secret_arn. iE=

FRALBERABRZWER ARN,

3. ENRAREEITERHNMBEIHA

-~ ® o 0

Q@

£ AWS E#2 AR EC2 > Auto Scaling > Auto Scaling 48 T BIRX Auto Scaling B8,

BEHEEE RES RENBEEADRERRE. SBERBBIED <env-name>-vdc-
gateway-asgo.

EFHMEFERPSRAFRMBE R,

HEFHMEA > BF > BEEEREER (BIHRE) .

R ES N E

BEZEREDN , EFEREER.

SHREF CERTIFICATE_SECRET_ARNFI PRIVATE_KEY_SECRET_ARN, EREHEERE
® (BESES B 2.ARNs EFELE,

FE Auto Scaling B#ECREAFEARIERIINREBEARA ( # Auto Scaling F##EE
) o

4. BEFERERIHEEMYNVEE Routeb3 FHEIEEH , BRI nlb BFM-FHE 274 DNS &

8 : <env-name>-external-nlb,

5. #IEIBEM dev-gateway HITIEBE : <env-name>-vdc-gateway I & FHHIE1T{E BB R
B, dcv-gateway HITERBESHESK 12: 00 AM ( & ) UTC BREREELE Secrets Manager H
WERNMAESRENETE  YEFMFEHEBANERANE.

£ RES RRZRREBFHEE 99
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ERAEER

BEEERE

HWEESEMARNYRREEEBNME S BFTIE AWS Em LR Research and Engineering

Studio BE R H AR,

ES |

- WEEE

PR 2 B 12 42 )
AT B RAR
THERERERE

RIEEHE

MWEEE

Research and Engineering Studio &£/ # & T 5323 AWS Secrets Manager. RES BEREE
HEEBHRINE. EEEERREVHBWANMESBALSE,

WEZH

<envhame> -SSO-
client-secret

<envhame> -vdc-
client-secret

<envhame> -vdc-
client-id

<envname> -
vdc-gateway-
certificate-pr
ivate-key

<envname> -
vdc-gateway-

Description
RENE-—FA
OAuth2 Al Fin# &
VDC ClientSecret

VDC Clientld

MENBREERRE
MEE®

WMENBEREERRE

E4R RES

v

EEEEWMA

WEEE

100



T 5 #Z ARN EE2E 7 DynamoDB B <envname>-cluster-settings& &R :

W32 EE T2 Studio EREER
MEE B Description EER RES EESE@mA
certificate-ce
rtificate
<envname> cluster-manager v
-cluster- ClientSecret

manager-c

lient-secret

<envname> cluster-manager v
-cluster- Clientld

manager-c

lient-id

<envname> - BB BEREERR v

external - IELE

private-key

<envname> - BB BEREEERR v

external-

certificate

<envname> - B EREERE v

internal- IELE

private-key

<envname> - BEHERFERE v

internal-

certificate

<envname> ServiceAccount £ v
-director EHH5IZ 7 (DN) B

yservice- .

ServiceAc

countUserDN

WEEE
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iR HIR

identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica HE
te.certificate_secret_arn
vdc.dcv_connection_gateway.certifica b::f )
te.private_key_secret_arn
cluster.load_balancers.internal_alb. HE
certificates.private_key_secret_arn
directoryservice.root_username_secret_arn
vdc.client_secret b:if )
cluster.load_balancers.external_alb. by}
certificates.certificate_secret_arn
cluster.load_balancers.internal_alb. b:if )
certificates.certificate_secret_arn
directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id
cluster.load_balancers.external_alb. HE
certificates.private_key_secret_arn
cluster-manager.client_secret

= =
X 7S BE 422 A 42

(® Note

AWS Budgets A% ##% Research and Engineering Studio EZ 82 2 7 B3 AWS GovCloud
(US).

ARAES R AN & 102
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#iB AWS Cost Explorer B AR UHBIEERA, ERARED, WETEFAER , F2HEE
H EE# Ethe section called “AWS E BT BRIE .

EEMBERAA , B RES EREHPEVHTFEHEZE BB AWS Budgets, &4 E EBAR
ERA 7 REBRANRRER.

1. BAAWS EEFEAIHEL AWS Billing and Cost Management £ &,

2. EBERESEER.

3. ESWEH res:Project# res:EnvironmentNameiZH,

4. & Activate (BA).

Billing X
Cost allocation tags . 1 Download sV
Home Cost allocation tags activated: 3
v Billing
9 User-defined cost allocation tags AWS generated cost allocation tags
Bills
L

Credis User-defined cost allocation tags (2/47)

Purchase orders

‘ Q_ Find cost allocation tags 11 matches

Cost & usage reports

Cost categorles Clear filters visle

Costallocation tags (£

Free tier = ©  Tagkey A status v Lastupdated date v Lastused month v
Billing Conductor [3 [m] res:BackupPlan ® Inactive November 2023
v Cost Management () resClusterName ® Inactive November 2023
Cost explorer [2
ost explorer [ [ resDCVSessionUUID @® Inactive November 2023
Budgets
Budger: O ® Inactive November 2023
Savi 3 ® Inactive November 2023
v P [m] lodulel ® Ina November 2023
Bl (] loduleName ® Ina November 2023
Payment preferences
u] Moduleversios ®! November 2023
Consolidated billing [2
Taxsettings =] NodeType ® Inactive November 2023
v Permissions Project ® Inactive November 2023
Abbmrent anivin £7

@ Note
#ER , RES BRRZIRFEE-RIFHE,

HEHEY RES ERNTEE :
1. EIREXZAS  BERE.

-

E

Xa

2

3. EEE EERET ().
4., EFEEEET , BERLHEE - E&.
5 igg-lt_fo

\
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https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://console.aws.amazon.com/costmanagement/home

oEEE T2 Studio

ERAEER

Choose budget type w«

Budget setup

*) Use a template (simplified)
Use the recommended canfigurations. You can
change some configuration options after the
budget is created,

O Customize (advanced)
Customize a budget to set parameters specific
to your use case. You can customize the time
period, the start month, and specific accounts.

% Step 1
Choose budget type
Home Step 2
Set your budget
¥ Billing
Bills o
Payments Configure alerts
Credits
Purchase orders AL
Attach actions
Cost & usage reports
Cost categories Step 5
Cost allocation tags Review
Free tier
Billing Conductor [3
¥ Cost Management
Cost explorer [4
Budgets 1
Budgets reports
Savings Plans [
v Preferences
Billing preferences
Payment preferences
Consolidated billing [2
Tax settings
¥ Permissions

Affected policies [

Budget types

© Cost budget - Recommended 2

Monitor your costs against a specified dollar amount and receive alerts when your user-defined threshlds are
met. Using cost budgets, the budgeted amount you set represents your expected cloud spend. For example,
You can set a cost budget for a business unit and then add additional parameters such as the associated
member accounts.

Usage budget

Monitor your usage of ane or more specified usage types or usage type groups and receive alerts when your
user-defined thresholds are met. Using usage budgets, the budgeted amount represents your expected usage
For example, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and
Amazon S3.

*) Savings Plans budget

Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or
underutilized.

) Reservation budget

Track the utilization or coverage associated with your reservations and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon
ElastiCache, and Amazon Elasticsearch reservations

\§/ Cancel Next

6. HEFMHEIAT , AENEERAGEZNEAEER , SHESRFTIWEMEATR S BR. Hl10

<EnvironmentName>-<ProjectName>-<BudgetName>,

7. EREHEESHET  BAERNAESE,

8. TEFHE
9. BIEMEEREM.

10. EHET , BEER,

11. EEET , EH res : Project,

® Note

EBNEREEMANKESEEA, EUAEEREBENTAKEYES,

12. #ET , EMEREHE,

W, BEFERSE AWS BAHE.

13. EREERGRKRG  BERGERMERERE

14. EET_io

A B R )
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Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

) All AWS services (Recommended) © Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

"EC2" to budget against.

Dimension

), d
(Tag \

d res:Project ) v ‘
{/ Values \

‘ Filter tags by values v ‘

project1 X

~—

Cancel

¥ Advanced options

Aggregate costs by
‘ Unblended costs v ‘
‘ Supported charge types v ‘

‘ Upfront reservation fees X ‘ ‘ Recurring reservation charges X ‘ ‘ Other subscription costs X ‘

‘ Taxes X ‘ ‘ Support charges X ‘ ‘ Discounts X ‘

15. (EHM, ) #MERERE,

16. BET—%,

17. (B, ) NRERERE , BEAEZDFERREEFTRENAEDF.
18. BET—%,

19. MAREAR  IRICEEGEESHTRELENER.

20. BEEVHEH,

A B R ) 105
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BERECEY , EULBAERNEAR., ZZRMERNTER , 5526 the section called “fREZ
F, NRBEEE A ERKASEZIRD. IRERDRERERRE A KERKEEERF,

NMREFELERE  FROFRARERESH. SFE RESHBZSURFTE 15 DEFFEN.
RE , BUUNREERUFRESE,

AR AT R AR

B HERRTE RES BEEEM] RES ARG ERERBEN —BREBANERRAR, BIUE
HREREHER A,

&

- ERIEH

- BEEEEERERNER

- REEBERNEED N

-« T& CsV

JoIRRH
% ZE{# H Research and Engineering Studio B R ANMERIR , B4 AKX -

- BUSR

- £ AWS Billing and Cost Management T &P EIEE,

- BAEEERZER (F2H FEEX).

- AEAH RES HENIRFRAREA S MEIR, &EEEM , FHRRBTITRET

1. ABEIMNERIE VDI, EE]TE AWS Cost Explorer Fffires:ProjectiZH , RZ AR
E 24 /N,

2. BIUESRR K BRAEBRRMSEE ., iBEZBLE Cost Explorer FEUAEZR. LEFUREEE
B\ 24 N,

BAERIR 106


https://console.aws.amazon.com/costmanagement/home
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/

ZEEE T Studio EREER

Cost analysis onboarding info

To start tracking expenses incurred over a period of time, take the following steps.

Step 1 - Launch desktop Step 2 - Enable cost tags

Launch your first desktop within this account and wait up to 24 hours for cost allocation tags to create. Once tags are created, enable cost allocation tags for the web portal and wait another 24 hours for data

to display.
Launch desktop ; N
( Enable tags )

EREEERKERNER

EEREAENEREREE T RES RETEERAENERAEMRE, RIFER , BERERBEEH
BRE 5 HER, SUNEGERINEN THNARFEPRNBEER , FAREEREXZNTEE

[=1-]
o

Projects with budget assigned @ ( Review projects ) ( Create project )

Track the current status of budgets.

Project name

test-project-2

test-project

0 2000 4000 6000 8000
Budget (USD)

W spent @ Exceeding Remaining

v Display settings

Filter displayed data

[ Find project by name v ]

[ test-project-2 X] [ test-project X]

test-project-2 test-project

BREL USD ERERNEBEEENTE. NENELEHE, SEEMEBERKL | LERSEE?R
FYHEY) USD €8, Bl REEL LANREERNEVERESE , UARERNELERE
[T

SERERERERNES 107
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ERAEER

Projects with budget assigned

Track the current status of budgets.

Project name

test-project-2

W Spent 1,792.09 USD
@ Exceeding 0.00 USD
Remaining 8,207.91 USD

test-project

0 2000 4000
W spent [ Exceeding

Remaining

v Display settings

Filter displayed data

[ Find project by name

test-project-2 X test-project X
test-project-2 test-project

By ) [ 2R B9 R AR 50 AT

REEEEBNRA D TEREE N EENEAERIRAHE, RIFFER ,

@ ( Review projects ) ( Create project )

6000 8000
Budget (USD)

ExEETEL6EAR

MEEER. ceRMmMEREEERNNBKAERE 5 BER , UREENNBEHEEE. BRTH 5 @
HBEHN  rEEHMENNERTERETHEMERT.

Cost analysis over time

Track expenses incurred over a period of time.

@ Download csv ¥

Costs (USD)

25.00

20.00

15.00

10.00

5.00

0.00

Aug 2024 Sep 2024 Oct 2024 Nov 2024 Dec 2024 Jan 2025

Wasd Wabc-123 M projectl
v Display settings
Filter displayed data Time range
[ Find project by name v ] [ 2024-08-01 — 2025-01-31 ]

project’ X abc-123 X asd X .
[ project1 abc-123 asd Granularity

[ Monthly v ]

Iy P B R O AR 0 AT
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EmERA

BUMRER, KEEENGHEEEETHE , LBTRKREBERREHRARDN. WRBEETERD
EERMES  REELH—EEERE K RILREERIIENERE IR ENHREAESHE
3o

L £ S

ECRERERETINENTHNNEER , C2EEWN RESREFEIERNTREE, LEFIE
REE  YETEHEARERNR,

(a - ﬁ
abc-123

abc-123

(<]

asd
asd

(<]

project1
projecti

(<]

res-integ-test-gw1
res-integ-test-gw1

O

[ Find project by name A ]

projectl X abc-123 X asd X
project1 abc-123 asd

EERESE

ECEERYHER K URECHENEENEEHE, ERZREYHEER  SEATENERE
BURTEBRH, fla, MREE 2025 F2 AZHBE 6 BARE , EXERRKEHEEL 8/1/24 -
1/31/25,

Relative range Absolute range )

Choose a range
O Past1day

O Past 7 days

O Past 1 month
(O Past 6 months
O Past 12 months

(O Custom range
Set a custom range in the past

Clear Cancel Apply

Iy P B R O AR 0 AT 109
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( Relative range Absolute range

< August 2024 September 2024 >

Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat

2 3 1 2 3 4 5 6 7

4 5 6 7 8 9 10 8 9 10 11 12 13 14
1 12 13 14 15 16 17 15 16 17 18 19 20 21

18 19 20 21 22 23 24 ||22 23 24 25 26 27 28

25 26 27 28 29 30 31 29 30J

Start date End date

[ 2024/08/01 ] [ 2025/01/31 ]

Clear Cancel

BHEE

FLUNRERASA. SEISIREEEENER. S KEHIEREEXERS 14 RN BHE
E. SARHAREEXESK 14 BANRAHHE.

[ Monthly v ]
Daily
Hourly

[ Monthly A ]

T& Csv

FEZEHBANRADRE  FEERBERRAIMEALANTEH CSV, THHN CSV B8EEH
BRSHEMEBERNEAEN , UARKERNMRE R RAEET

T&Csv 110
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Home Insert Draw Page Layout Formulas Data Review Vii

P\

'Q'Dv & Calibri (Body) vii12 A A
TR

1]
11|
11l
I

Paste B I U+~ | i Av A

Q Possible Data Loss Some features might be lost if you save this workbook in the coi

Al . fx | res:Project

A B C D E F
1 | res:Project lasd($) abc-123(S) project1($) Total costs(S)
2 res:Project total 24.136179 21.67188038 12.9429946 58.75105397
3 8/1/24 0
4 9/1/24 10.7180966 10.7180966
5 10/1/24 10.95378378 10.95378378
6 11/1/24 24.136179 24.13617901
7 12/1/24 0
8 1/1/25 12.9429946 12.94299457
9
10
11
12
13

TERRERERE

THEBBEEERAMBNASIFRERMHBETIAEHANERR. SREECEAE , BUUANERAERE
HERRRHIRBINEEEHN THERE.

FHE

© BER

TEREEX

BEHE (AMIs)

- REHRE
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ERAEER

BERIR

Research and Engineering Studio

res-stage (us-west- <

2)

v Home

Virtual Desktops
Shared Desktops
File Browser

SSH Access

ADMIN ZONE

v eVvDl
Dashboard
Sessions
Software Stacks (AMIs)
Permission Profiles
Debug

Settings

» Environment Management

Virtual Desktop Dashboard

Instance Types (1)

Summary of all virtual desktop sessions by instance types.

mé6a.large

M méa.large

Base0S (3

Summary of all virtual desktop sessions by Base OS.

Windows

Amazon Linu...

B Amazon Linux2 [ Windows

Availability Zones (9

Summary of all virtual desktop sessions by Availability Zone.

us-west-2a

W us-west-2a

THREREEERRITREESRERR

1. BT EREE
2. THEEBHIRRE
3. EREXRRR

4L & demoadmin1 v

Session State (2

Summary of all virtual desktop sessions by state.

STOPPING ,

[ STOPPING

Project (4)

Summary of all virtual desktop sessions by Project Code

project1 !

M project1

Software Stacks (6

Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -

0 05 1 15
No. of Sessions

~

[ sessions

BERIR
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M T Studio ERERER
4, BE

5 AAREE

6. KEEHE

A EEERM

7. EMBEERRUEFEA.
8. BEMR THEERUEEE THFREEKR,

TYEREER

T {EB RS B RFT B Research and Engineering Studio F 2V WERSH, RIERRER , &9
DEREMBR TERBEAREL T TEMRER.

RES Virtual Desktops

Sessions (2)

Virtual Desktop sessions for all users. En

All States ¥ All Operating Systems ¥
-] Session Name v Owner v Base OS Instance Ty... State Project Created On
[ demoadminiami21 (5} demoadmint Amazon Linux 2 méa.large @® stopped project1 9/27/2023, 8:31:50 AM
O demoadminiwindows1 demoadmin1 Windows méa.large ® Stopped project1 9/27/2023, 8:38:23 AM

1

1. FARE  REEEHBEERNBRLSLENN TERREERR.
2. BT PRI ERBIETIRERK

a. BEITERE (s)

b. 4% LE//REE TR ER (s)

c. SRH| = 1E/IREE TYEREER ()

d. EXME TR (S) - EXMRBENZIAY TERER. WEMEtHERRNER ERROR AREER T/ER
B, tFrEEEERERMN VDIs,

e. IETHREE (s)

M HI K IE TYEBSER (s)
g. Session(s) iEE/EARRE
h. BB a

TEREER 113
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HRE IR Studio A% ER
3. BIERV TR UEBIMN THERER,

4. KEBESTERE , YKREBREXRREGE,

5. BN TEEFRBBUMRESFHER,

BT TERER

1. BEFRVNTFEREER. MEBFNERSBEERERR.

2. WAFTEEERRFHEER.

3. (ER, ) RABERERZE  UREHAHMFEES  FI07#8 ID M DCV TEEERER,
4. BERX.

TEREER 114
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ERAEER

Vy

Launch New Virtual Desktop X

Session Name
Enter a name for the virtual desktop

[ )

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(2 )

Project
Select the project under which the session will get created

[ v

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2 v ]

Software Stack
Select the software stack for your virtual desktop

[ ")

Enable Instance Hibernation
Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

©

Virtual Desktop Size
Select a virtual desktop instance type

(a )

Storage Size (GB)
Enter the storage size for your virtual desktop in GBs

10 )
Show Advanced Options

©

TEFEERFFHIERA

RTERERBES , BN TERERRBURE TFERERFHEER,

TEREER
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RES Virtual Desktop Sessions 8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1ami21

General Information

Session Name Owner

demoadmint1ami21 demoadmin1

Details Server Software Stack Project Permissions

Session Details

DCV Session Id
bd63e69a-e75a-427b-b4c8-39d7c43b95ad

RES Session Id
8765705b-8919-48ba-901a-19e2c49cf043

Session Type Hibernation Enabled

VIRTUAL No

Updated On
9/29/2023, 11:01:20 PM

ERREHED (AMIs)

Schedule

State
@ Stopped

Monitoring

Description

Created On
9/27/2023, 8:31:50 AM

MEEHEBERE , BT LLELE Amazon Machine Image (AMIs) S E BB BRI &,

RES Virtual Desktops Software Stacks (AMIs)

Software Stacks

Manage your Virtual Desktop Software Stac

Register Software Stack

Q All Operating Systems ¥ &
Name v Description v AMI ID / Systems Manager Parameter A... V Base OS v Root Volume Size v MinRA... Vv GPU Manufactur...
UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-02c675df87c692fb0 Ubuntu 22.04 50GB 4GB N/A

C Windows - x86_64 Windows - x86_64 ami-09aa5aa9960830408 Windows 50GB 4GB N/A
Windows - AMD Windows - AMD ami-0c216418be26140f0 Windows 50GB 4GB AMD
Windows - NVIDIA Windows - NVIDIA ami-070ffbbbc446087f0 Windows 50GB 4GB NVIDIA
RHEL9 - x86_64 RHEL9 - x86_64 ami-06a26515cac4b48cf RedHat Enterprise Linux 9 50GB 4GB N/A
AL2023 - ARM64 AL2023 - ARM64 ami-00837aff5c97e8f1b Amazon Linux 2023 50GB 4GB N/A
AL2023 - x86_64 AL2023 - x86_64 ami-06af9e90838e72fab Amazon Linux 2023 50GB 4GB N/A

O UBUNTU2404 - x86_64 UBUNTU2404 - x86_64 ami-04ae19f2563b23082 Ubuntu 24.04 50GB 4GB N/A

1

1. EERSRANHREHED
2. EMEBEHEBNERE , SIREHERNVFEER,

3. RERBMBZMNERRE K ARCEADFEDIERRFEELER , WiSHEREREER,
4. JZFERE MR BE HE R R SR SR 2 SRRV SR

AERAERRE TN

BEMEERMRER,

BB (AMIs)
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AL TR BKBR S

A T 22K BE 4 A 26 T FRAGUE ML AV

(® Note
BT LAE A R I Systems Manager S8 A EEH#E ID BB,
Systems Manager 28 EZFE T 5IR®& , RES FaefzlEM :
- £ : res:EnvironmentName, {& : <your RES environment name>

- %88 : res:ModuleName., {B : virtual-desktop-controller

1. BEEMKEHER,
2. BANRBHBNFEET , 2FEAE. #iR. AMIID FERXRK,

3. (EA) EAAHIHTEREEMURECLRBHEEFHATERRIIIER, EW@A
PITEERS (HlW t3) EFEHTEE AN (HA t3.x1arge)o

4. EEREX.

EREEHER (AMIS) 117
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Register new Software Stack X

Name
Enter a name for the software stack

[ )

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ )

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systerns Manager Parameter ARN

[ ]

AMI 1D must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format

Operating System
Select the operating systern for the software stack

[ Amazon Linux 2 v ]

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[N#A v]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

[0 ]

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

Lo )

Projects
Select applicable projects for the software stack

[ v

Tenancy
The type of tenancy

[ Shared v ]

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

[ 3

L3

HREHERERIEER

|—]

ELRVTNHRBHER LU EBERGER, B , NREFEEVNBEBRL 2R HEHEE
HR , FYITRIIEME

HEEHER (AMIs) 118
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® Note
BRERBBHERETIGEARBNER,

1. EERHEBEEL  ENECEFEEERCERBERNERRE,
BEBE.

BERE,

ERERTHNFERNER,

> w0 D

BB B (AMIs) 119
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Update Software Stack: AL2023 - x86_64 X

Stack Name
Enter a name for the Software Stack.

[ AL2023 - x86_64 ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ AL2023 - x86_64 ]

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systems Manager Parameter ARN

[ ami-08a6efd148b1f7504 ]

AMI ID must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format
Operating System
Select the operating system for the software stack

Amazon Linux 2023 v

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[N/A v]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

& )

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

€ )

Projects
Select applicable projects for the software stack

[ v

Tenancy
The type of tenancy

[ Shared v ]

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

[ v |
J

BR B8 HE B (AMIS)
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5. BEEXR.

T AR B AE T EERENEHE,
SRR ER VDI T EEEE

HRBECEMNVREER  SUEEAMNATERRINEE, SESRHERNRRFTESRR
EREFERNBEETEHR, SUNEZRXRINEREHAFFNATERRIINEE,

j Research and Engineering Studio 4 8 admin1 v

res-deploy (us- < Review the virtual desktop settings s
east-2)
Module Name Module ID Version
v Desktops virtual-desktop-controller vdc 2024.12.01

My virtual desktops
Shared desktops

General Notifications Server Controller Broker C i [ Logs
¥ Session management .
Session ®
Sessions
Software stacks Idle Timeout CPU Utilization Threshold Enforce Schedule
Debugging 43200 minutes 30% Yes
Desktop settings Transition State Allowed Sessions Per User
. Stop 5
v Environment management
Dashboards New
Projects DCV Host @
Users
Allowed Security Groups Max Root Volume Size
Groups
1000 GB
File systems
53 buckets Allowed Instance Families and Types Denied Instance Types
Ident ¢ ; gld
N
lentity management New . gadn
Permission policy . g5
Environment status * méa
. 3
Snapshot management . meg

Environment settings

EEREZRMERN T ERERINEEELE

1. EREHEEEEL  EEEEEERER,
2. EEDF RAREIREHED,
3. RAFMTERBRINERTH THNXNBENREMFNHITERRINEE,
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ERAEER

4. EBEHEREZXR.

(® Note

Update Software Stack: AL2023 - x86_64 X

Stack Name
Enter a name for the Software Stack.

[ AL2023 - x86_64 ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ AL2023 - x86_64 ]

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systems Manager Parameter ARN

[ ami-08a6efd148b1f7504 ]

AMI ID must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format

Operating System
Select the operating system for the software stack

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[NIA V]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

(0 )

Min. RAM (GB)

Enter the min. ram for your virtual desktop in GBs
e ]

Projects
Select applicable projects for the software stack

[ *)

Tenancy
The type of tenancy

[ Shared v ]

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

[

")

MEAFNATERRIINER L HEISITERRIINZRIIANNTERER (HlW
t3#M t3.1large) , KEHBNAFHTERRINEEBENTHRZRERA ST SUTERR

5,

DR (AMIs)
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/A Important

- RBFEBMOAFBEFREBRATERER/ R  EASEDRAERBHEEPBER,
- EREEGENATEREE/RI TS ABMETHEHEL,

BRI E B RAE R

RREHEBEE , ENRBHEREBURREFRER, SO LENREHERNERRE , RED
1, RBRZERERRERBHER,

VDI A X E

ESEMHNREBERNREERENRBHRE | BRI REHEEBRBVDIs EREAM, BN
T={EHEA :

- HA (FEER) - ERHAATERHTEEHIT VDIs

- ERAYITER - ERZERABTEEHIT VDIs

- ERAEH - EREAEHHT VDIs
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Register new Software Stack X

Name
Enter a name for the software stack

[ ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ ]

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systems Manager Parameter ARN

[ )

AMI 1D must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format

Operating System
Select the operating system for the software stack

[ v)

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[ ")

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

[0 ]

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

& )

Projects
Select applicable projects for the software stack

[ ")

Tenancy
The type of tenancy

[ Shared v ]

ECENMERTHEARER 6 CELFAZIEABRNENEREIHER, XETIERETHER .

. FHEREE - £ AWS License Manager FZ I F#EFREA
- T ID-BEEH D
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Tenancy
The type of tenancy

[ Dedicated Host v ]

Tenancy Affinity
The relationship between an instance and a dedicated host

[Off v]

Target Host By
The type of target host

[ Host Resource Group v ]

Host Resource Group ARN
The ARN of the dedicated resource group

[ )

Tenancy
The type of tenancy

[ Dedicated Host v ]

Tenancy Affinity
The relationship between an instance and a dedicated host

= 2

Target Host By
The type of target host

[ Host ID v ]

Tenancy Host ID
The ID of the dedicated host

[ )

HEMERE VDIs BHIEE VDI BN EMEREEREREHEHBEA , FHRE ( License AWS
Manager fEFl & ER) FHVEV BREEREN AMIs BYEE |, IS REE AMI E M B,

#7118 Rocky Linux O BXE8# &

RES R B#EA M Rocky Linux 9 WTEEXEAEE SR | K ARETIR A A WL Rocky AMI BAK anfal 52 A 49
B=

1. BAAWS EEF#EA , REAE EC2 TEAEAM AMI B EH,

2. 7 AWS Marketplace Z5|FEE T# S E B4 Rocky Linux 9 AMIs,

3. f% Rocky Linux 3#E{& %A Rocky Linux 9 B9 AMI ( BJ ) - x86_64,

HEHB (AMIs) 125
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W32 EE T2 Studio EREER

2 Rocky Linux’ [Rocky Linux 9 (Official) - x86__(-34]
By Rocky Linux [? | Ver 9.5.20241118

ok Kk 73 AWS reviews [

Starting from $0.00 to $0.00/hr for software + AWS usage fees

Select

Rocky Linux is a free, open, community enterprise operating system
designed to be 100% bug-for-bug compatible with the top
upstream enterprise Linux distribution. Built by the community, for
the community. With fully open and transparent development,
there's plenty of opportunity for anyone to...

4. EHUER |, BEFMAIFTE.
5. MLEH K ARERFME AMI K AMI ID,

AMI Catalog

An AMlI is a template that contains the software configuration (operating system, application server, and applications)
required to launch your instance. You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or
you can select one of your own AMls.

AMls
Selected AMI: (ami-0a73e96a849c232cc)

‘; Q, Rocky Linux 9 X ]@

Quick Start AMis (0) My AMis (176) AWS Marketplace AMIs (589) Community AMIs (500)
Commonly used AMIs Created by me AWS & trusted third-party AMIs Published by anyone

( Create Template with AMI ) Launch Instance with AMI

6. BRI RES AO#EuE , WAL AMI EREHEEEE FEMTHNREHE,

REDRSEREERIEARBMNASRE. EUUERLERREEZIHRCBNES, ERSEE
BESIEBREERATERRSEED  MERKE TERRRSIEBRSETETH THEREBER,

View hosts and sessions registered with NICE DCV Broker

v Home

Virtual Desktops

Shared Desktops N
VD Host VD Sessions

File Browser
SSH Access
of{ 1 item
©"servers" : [ 1 item
ADMIN ZONE ©0:{ 15 items
v eVvDI "id" : "aXAtMTAtMy@xNTctMTkOLmNvcnAucmVzLmNvbS@xMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQ4NDEYN2E1MzgwZDU4YjIzM212Zjg=""
"ip" : "10.3.157.194"
Dashboard
"hostname" : "ip-10-3-157-194.corp.res.com"
Sessions

"default_dns_name" : "ip-10-3-157-194.corp.res.com"
Software Stacks (AMIs) " "
port" : NUEE
Permission Profil
ermission Profiles ©"endpoints" : [ 4 items
©0:{ 3 items

Settings "port" : 8443

Debug
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RHERE
BALUEARHEREEARBEHRERZEMEBHNER.

RES Vir ktop:

Settings

Virtual Desktop Settings

Review the virtual desktop settings

Module Name Module ID Version

virtual-desktop-controller vdc 2025.03b1

General Notifications Server Controller Broker Connection Gateway CloudWatch Logs

Session ®
Idle Timeout CPU Utilization Threshold Enforce Schedule

43200 minutes 30% Yes

Transition State
Stop

DCV Host ®

Allowed Security Groups Max Root Volume Size
1000 GB

Allowed Instance Families and Types Denied Instance Types
* 13

* pddn

* pdad

. g5

* méa

* még

— %
— IR E|IRB A REFRGEE |, Hlw
QuIC

A QUIC BAfm#F TCP MAME ERRE RN RRBREA DB E.
FAR% DCV LiEMER R
ARFIEERKEATER DCV TEREREE, RETEARENELNREH, EEBARIAT
BEREENFERAZEERNTES THERREENER.
BEERSECRAENER AT TIERRE

BESERSVERE LR VDI TEERBENERE.
DCV TR FRIBH

DCV TEMBRFRHRBAERNFERE. EFFBME , £HELER Web AOBUMEH T H
DCV ERER A FTHREBEFNHERRETFER, TRHERA .

RERE =
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« 1,440 BEE (1K)
.« 10, 080 4& (7 X )
. 43,200 £$& (30 X )

fa] AR 2=
ARFRREIERIREFEERE |, Hl
DCV T/ Ex B R B

Z%& DCV THEERESRBTENERNERE, EFELERE THEMERNIRE , Jg% DCV AF ik
5 Web 2IE 2R EAR TEFEER

FEREES

BEES < RERHEEAFRAERE,
CPU EAXRRE

ERARER CPU FEAE,
BHREAXNER

FEHE R E TR R EARMIRERFERR KD,

RERE =5
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ERAEER

RFFNETERER

A&k RES SRERMBHHITERBRIIMANEE,

B EFHEZ ST EE R MBTEE A DES,.

flan , MREIEE 'm7a', Bl m7a RIIWAERDNETLER VDI TERSEREE ., MREIEE
'm7a.24xlarge’ , | RE m7a.24xlarge AJ A VDI TERERRE ., WEESXEREPNIER

£

RES Virtual Desktops

Virtual Desktop Settings

Review the virtual desktop settings

Module Name Module ID
virtual-desktop-controller vdc

General Notifications Server Controller Broker
General

Quic

Quick UDP Internet Connections (QUIC) is a protocol that attempts to improve streaming in higher latency
environments.
Toggle on to activate QUIC in favor of TCP as the default streaming protocol for all your virtual desktops

© Disabled O

Subnet AutoRetry
@ Enabled

Default DCV Session Type

Default setting will only apply in cases where Instance Type and Operating System supports either Virtual
or Console Session Types.

{ Console v ]

RIEEHE

Connection Gateway

Version
2025.03b1

CloudWatch Logs

eVDI Subnets
. subnet-0631e566e706ad31e
. subnet-00d930afd7485c9a5

Randomize Subnets
© Disabled

Default Allowed Sessions Per User Per Project
Default value for allowed sessions per user per project.

5 .4

£ Research and Engineering Studio WIRIREEERH , EEFEAEIUAEMENIEEREIM
EERHARE, EERETVISEEER. BRENEMXENTH  2BELTLNREPHET, FH

EULUREMBIIELRE , LR EHERNERER

MAEFEEMERIIRE.

R, BLEERHER, AENEAHBRAIR
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« Groups (E¥#8)
- BX

- FrATBCE

- BERE

- REBERE

« Amazon S3 fEfzErEE

IR E

RREREEESRETERTEHENRBNIH. cESBRBRE, BESBNEARREATEA.

Research and Engineering Studio 4L & demoadmin4 ¥

®

Environment Status

Modules ©

Environment modules and status

Module Module ID Version Type Status APl Health Check Module Sets
Global Settings global-settings - @Cor\ﬁg © Deployed © Not Applicable

Cluster cluster 2023.10 @ stack @© Deployed © Not Applicable « default
Metrics & Monitoring metrics 2023.10 @Stack @ Deployed © Not Applicable * default
Directory Service directoryservice 2023.10 @Stack © Deployed © Not Applicable o default
Identity Provider identity-provider 2023.10 Q,SFF,E", © Deployed © Not Applicable * default
Analytics analytics 2023.10 @ stack @ Deployed © Not Applicable « default
Shared Storage shared-storage 2023.10 @Stack @ Deployed © Not Applicable * default
Cluster Manager cluster-manager 2023.10 @App © Deployed @ Healthy o default
evDl vdc 2023.10 Qg}gg © Deployed @ Healthy * default
Bastion Host bastion-host 2023.10 @Stack @© Deployed © Not Applicable * default

Infrastructure Hosts @

Cluster hosts and status

Instance Name Module ID Node Type Version Type ilability Zone State Private IP Public |
res-demo2-bastion-host bastion-host @\nfra 2023.10 mb.large us-east-2a © Running 10.1.3.148 3.145.1¢
res-demo2-vdc-controller vdc @App 2023.10 mb5.large us-east-2a © Running 10.1.129.105 -
res-demo2-vdc-broker vdc @\nfra 2023.10 mb5.large us-east-2b @©@ Running 10.1.149.12 -
res-demo2-cluster-manager  cluster-manager @ App 202310 mS.large us-east-2b © Running 101155249 -
res-demo2-vdc-gateway vdc ® Infra 2023.10 mb.large us-east-2b © Running 10.1.153.135 -

REXEEASBENEmARFEES , fl
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. —f

BRI LAREE Web AOWUEEENFE |, WA EEHEE Web ADRUBEAREH. BEREH
RIER

1. BEERREE > RIEHRE

2. E—WRRSIERT , BERFE,

3. HEHIEKERT , EEFEHEEL,

4. WMALERZAHHLBERNSEEENWEERN URL,

5. ERRXRBEFENEE,

BFNERHEERE Web AQBUEEARER L , TREEEREAEENE &R , flNRAIMBH, X
REES A EINERBR,

Update Web Portal Settings

- BoRHE
BTREA , PIME—B AAMRE,
ol

#R VPCID, ARFEHFEEE IDs,

» Directory Service

BERERAERBANEBNERS B SRENRBIRFHBEEES ARN,

RRRE 131




#5EEE T2 Studio EREER

e &

READERESHMEERENEREREEAERE L, BEEEESEAEEEEmERYBRLE
A&, MENRERAESEENFEES  F26HR AEEE.

® Note

EEEREAFRATERERY THERE, RIFFER , MEERAERSENEFEAFTRE , E

I:I
HMBRAERRREAL, MREAEERFEATRE  FHMALEA K BAERI TR
Eﬁo

, Research and ineering Studio
(6]
(©) (actions » ) e
Set as Admin Usel
Disable Usel
Username uip GID Email Is Sud... Role Is Active Status Groups
* IDEAUsers
o demouser: 2 3006 3006 demouser. 2@demo, No user No @ Enabled
* DemoUsers
O  sauser: 2 3011 3011 sauser. 2@demo. No user No @ Enabled * SAUsers
* DemoAdmins
O demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes @ Enabled * AWS Delegated Administrators
* IDEAUsers
O pmtuser02 8001 6001 pmtuser02@demo. No user No @ Enabled * ProductUsers

EEAERESR , B

1. BESFERE,
2. BEFERAELRE  BEABENRERRK

a. BREREEEMFERE
b. FRERE
Groups (B#8)

ERAFERESHMARESSHRERHAER L. IEREARNEENHAER  FH250 A8
5.

\mb
Coa
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ERAEER

- Research and Engineering Studio

RES

Groups

Environment Management

Environment user group management

B

L

& demoadmina v

(6]

Disable Group

1

Title Group Name Type Role Status GID
[ (o] IDEAUsers IDEAUsers external user @ Enabled 4000 ]
O SAAdmins SAAdmins external user @© Enabled 3035
O AWS Delegated Administrators AWS Delegated Administrators external admin @ Enabled 3999
Users in IDEAUsers (3 v
O  username uID GID Email Is Sudo? Role Is Active Status Groups syni
* DemoAdmins
(] demoadmin1 3000 3000 demoadmin1@demo. Yes admin Yes @© Enabled * AWS Delegated Administrators 10/3
* IDEAUsers
* DemoAdmins
(m} demoadmin4 3003 3003 demoadmin4@demo Yes admin Yes @ Enabled * AWS Delegated Administrators 10/3
* IDEAUsers
* SAAdmins

EHERES , B

—

BEMERERE
EEUE & B AR A
EEUE & B AR A

7R £ Pl B F Zh B R 2R 15 A SRR B 4B

w

A

FERERRE., BRMESENFRR, 2
B, EREFES—HSERE , T8
B BHRBAERE.

ERE

L] H-l'
% @
<m

]

i
da 4B |dm |dm
A (B M

<t

s

Tt
 |H
it

. MR
- RERMEIBEER
- BREERHEEBHNERRIRE

ik EIETRN

—

, B ERERE
AU EERNBESER , fINEEERNERMAN, BB

BULRAERRMNEAEES , MBREEAPNERE.
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mIRER

, Research and Engineering Studio L & demoadmin4 v

(6]

ezl -..... I8
o Edit Project
Disable Project
Update Tags
Title ProjectCode @ Status Budgets Groups Updated On

1

[ O  project-1 project-1 @ Enabled = + IDEAUsers 10/3/2023, 7:04:18 PM ]

EXRERRERAECTANERFE, RERERKR , LT

1. BUUERAESRURSKER,
2. EMERK , B UEAEBEIRERRK
a. IMEER
b. FARMAER
c. ENMERER
d. MRER
B RERVERREVINESR,

BUER
1. EBEBIUER,
2. BABERFHEA.
ER D 2UAKEM FRADENERIZER AWS Cost Explorer Service, MIEFMEN , B2
RRAFERAEEENRE D BEER.
/A Important
ERXIDELIEBRIUREE,
MEBEMSZRENFHEENR , F20H MEREER,
(EA) ARERNTEE. NEEENFHENR , F28 ARERNES,
4, FTEHERRFKIUFERALAETERRE (FEER ). EFS, FSxfor Lustre. FSx NetApp ONTAP
= EBS Mk EfEF.
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WFRE TR Studio EREER
HAKWERERRMHK. EFS. FSxfor Lustre Fl FSx NetApp ONTAP AJLABEZEEZRH VDIs £,
T8 , EBS B ERFEESERZRERPNEE VDI #HEECHWEAH% , ELAZTEEHM
VDIs ERzBEHA, Bt JLL{EE — FSx NetApp ONTAP ERZ A INA ZERHIRE,

RES Virtual Desktop Projects Create new Project

Create new Project

Project Definition

Title
Enter a user friendly project title.

[ )

Project ID
Enter a project-id

( )

Project ID can only use lowercase alphabets, numbers, hyphens (-), underscores (), or periods (). Must be between 3 and 40 characters long,

Description
Enter the project description

Enter Description ...

Allowed sessions per user
Maximum number of sessions a user can launch in this project

E )

Enable budget assignment and tracking
To track budget status in the cost dashboard, specify the budget created in AWS Budgets

(® )

Resource Configurations

Starage resources
Add file systems and/or 3 buckets to the project

[ ] ©

Home directory filesystem
Select the filesystem that will be used to create the user home directories on Linux desktops.

[ Shared Storage - Home [efs] v J @

» Advanced Options

5. BiREAE, HEIMEEENAG (TEXKE, X "EXEFE, ). NIFESESCTRIAD
'T/E?Enlnq:—.l- }:HF:E? , nﬁﬁﬁﬂ o

6. BEREX.

1. Tj_: 5 Eﬁqqlggw—*o
2. BFEMRRTY  EEFEER
3. HBMAZHER.
MRERBERAEAE  F2H AERNEZES UNEFEET. ELREERNEAER  BET

PMXFEREMREAEVENTALE , IREFFIBEINESE  FEETHNAFTEEZNE
MEERE,

ki
i
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ERAEER

4.

MFEEFBENFRES , B ERE A,
BEREX

RES rtual Desktof Projec

Edit Project

Project Definition

Title
Enter a user friendly project title

| test ]

Project ID

Enter a project-id

Project ID can only use lowercase alphabets, numbers, hyphens (-, underscores (), or periods (. Must be between 3 and 40 characters long.

Description
Enter the project description.

Enter Description

Allowed sessions per user
Maximum number of sessions a user can launch in this project

(s )
Enable budget assignment and tracking

(o ]

Resource Configurations

v Advanced Options

Add Policies
Select applicable policies for the Project

\ J©

Add Security Groups
Select applicable security groups for the Project

» Linux

» Windows

FHESR

EEFRER:

1.

2.

RERBEFEREER,
REBETIRERT , REFRAER,

ki
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Research and Engineel L & admin1 v

res-deploy (us- RES Environment Management ro o)
east-2) .
Projects © G ») CEEZED
v Desktops onment Proj e Edit Project
Disable P
My it deskiops
Update Tags
Shared desktops
Title ProjectCode v Status v Budgets v Groups v Users Delete Project v
. deleteProject2 004 © Enabled - « group_1 « admin1 1/28/2025, 2:12:38 AM
¥ Session management
Dashboard disableProject 002 © Enabled = « group_1 « admin1 1/28/2025, 4:03:18 PM ]
Sessions test 001 @ Enabled - « group_1 « admint 1/27/2025, 12:59:53 AM
Software stacks
Debugging 1

Desktop settings

v Environment Management
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

3. MREAER , BAEXRMEWNAE VDI TERRHEEFL, ELITHEBRELTEREAR
EXRE,

Research and Engineering Stu L & admin1 v

res-deploy (us- @ Successfully disabled project with ID: 5242¢9f2-8895-483f-9389-ba9bff278598, and all associated sessions will be stopped ®
east-2)

Deskeops Projects ©)

My virtual desktops

Ll

Environment Project Managen

Shared desktops

v Session management Title v ProjectCode v  Status v  Budgets v Groups v Users v  UpdatedOn v
Dashboard

asnboar O deleteProject2 004 @ Enabled - « group_1 « admint 1/28/2025, 2:12:38 AM
Sessions

Software stacks O disableProject 002 © Disabled - « group_1 « admint 1/28/2025, 4:35:29 PM

Debugging O test 001 @ Enabled - * group_1 « admint 1/27/2025, 12:59:53 AM
Desktop settings

<

Environment Management
Projects

Users

Groups

File systems

S3 buckets

Identity management New
Permission policy

Environment status

Snapshot management

Environment settings

FEEER,
2. WEEDRERT  BERMRKRESR.
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74| Research and Engineering Studio 4 & admin1 v

res-deploy (us- ES > Environment Managemer ®
east-2)
v Desktops Edit Project

My virtual desktops Disable Project q

Update Tags

Project Code v Status v Budgets v Groups vV Users Delete Project | v

Shared desktops

. [ O deleteProject2 004 @ Enabled = - group_1 « admint 2/1472025, 1:40:52 PM
v Session management
Sessions O disableProject 002 © Enabled - « group_1 « admint 211412025, 1:40:28 PM
Software stacks O test 001 © Enabled - « group_t - admint 112712025, 12:59:53 AM
Debugging
Desktop settings 1

v Environment management
Dashboards New
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

3. HRREEERELER., BASRNER  RAREEERBRER,
Delete Project: test-proj-deletion X
Are you sure you want to delete this project?

All associated sessions will be terminated. This action cannot be undone.

To confirm deletion, enter the name of the project in the text input field.

[ test-proj-deletion ]

Cancel

4. MRMBRER , BRERMEBBOAE VDI TERERBSEK L,

ki
i
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j Research and Engineering Studio 4 & admin1 v

res-deploy (us- @© Project with ID: ea231a4c-7€01-4d1c-8590-55703918¢87e has been deleted successfully @
east-2)

RES nwir gement
@ G (D

My virtual desktops

Shared desktops

v Session management Title v Project Code v Status v Budgets v Groups v Users v Updated On v
Dashboard
ashboar O  disableProject 002 @© Enabled - * group_1 * admint 1/28/2025, 4:40:03 PM
Sessions
Software stacks O test 001 @ Enabled « group_1 * admin1 1/27/2025, 12:59:53 AM

Debugging

Desktop settings

Environment Management
Projects

Users

Groups

File systems

S3 buckets

Identity management New
Permission policy

Environment status

Snapshot management

Environmen It settines

RERTHEABRER
ERERENERE TG ERER TN EHTER.

1. EERFETEEER,

2. ®BFEURRTD  EEEFER.

3. BRENMESR K ARGBATHRNE.

4. BEBRER K FEELEBRIEBRINBER.

WA EE RN ERRM

ENERE , SLURFAEARSHERRKRER , MeREERABEBNERRR.

ki
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Projects @ Ga ) CEXZD

Environment Project Managemen

1

Title Project Code Status Budgets Groups Updated On

[ (o] project-1 project-1 @ Enabled - e |IDEAUsers 10/3/2023, 9:06:30 PM ]
1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?
No d

T8 BB EE AN

BYSRBERE , SuUERAERERBTVERBRRMEMBER, MBERIERPHNAEF VDI
PITERRHAFENANERE , fINRLEE, IAM BERNBBETSE.

B BUR

AL IAM REFEHER T BB 2 FAH/TERN VDI 78, EEMARE , HEATII@E
B

res:Resource/vdi-host-policy

M 1AM BEHNFHAET , BSH AV FHBRENHT,

MR RE

AL R 2B EREFIERTAA VDI STERNBENBALER, EENAREEE , FEM
THREHRLLEHE

res:Resource/vdi-security-group

7=
1L o

MHFELRLHARNFEES , F28 (Amazon VPC EREER) FNEAZLEFEZRFER AWS &Y
=

&

MEREBESE

BULHERBESR , ELESHEEERTHNANAE VDI TEMEER LME, RES X1& Linux M
Windows BT IREIE) . HRETSHRME , B LURE

gt
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html

#5EEE T2 Studio EREER

VDI BB RHITESTR

IEESEHITEM RES MMERZE 2H |, £ VDI HTEBNFAERDESE,

RE VDI BT TH

IBRIEE R RES HETHERREBESR.

ETBXETHEREE :
B ISR gl
S3 URI s3 : //bucketname/script.sh
HTTPS URL (HTTPS URL) https://sample.samplecontent.com/sample
AHEEZR file : //luser/scripts/example.sh

i S3mETRLAENMERTETRRTEEATIERME

res:EnvironmentName/<res-environment>

HREIB , FRAERD RIEMEIH.

gt
%
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘samplecontent‘com/sample] [ ] ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ) { 1,2 ]
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[53://sampIe-res-scripts/sample.sh ! J [ 1,2 ]
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh } [ 1.2 ]
Add Scripts

EREERNEH
BB ESHBRE ISR,

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not use
this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#
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# or in the 'license' file accompanying this file. This file is distributed on an
'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the specific
language governing permissions

# and limitations under the License.

#!/bin/bash

echo "start_script.sh running" >> /test_scripts
echo "All arguments: $@" >> /test_scripts

echo "Argument count: $#" >> /test_scripts

echo "Argument 1, $1" >> /test_scripts

echo "Argument 2, $2" >> /test_scripts

echo "end of start_script.sh" >> /test_scripts

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not use
this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on an
'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the specific
language governing permissions

# and limitations under the License.

#!1pwsh

Write-Output "configure_script.psl running" | Out-File -Append -FilePath "/
test_scripts"

Write-Output "All arguments: $args" | Out-File -Append -FilePath "/test_scripts"
Write-Output "Argument count: $($args.Count)" | Out-File -Append -FilePath "/
test_scripts"

Write-Output "Argument 1, $($args[@])" | Out-File -Append -FilePath "/test_scripts"
Write-Output "Argument 2, $($args[1])" | Out-File -Append -FilePath "/test_scripts"
Write-Output "end of configure_script.psl" | Out-File -Append -FilePath "/
test_scripts"

gt
%
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AT AR

Research and Engineering Studio (RES) A EBFEAERI BEIHFURER  UEFMEFERAEE
BHMBERNENG Y. SEERBEMEESRTUREE . "EXRRE, N "EXREEE, , UE
X =HI

Bel  EEEALMUERAFTREERTRMEFTES
1. EREEFTES 'ENERKEER.  TREENEAESEMERAENFHEREEER , R
RPBERR , Uk TEFRERRE,  URHEENERERAREFERESR.

2. VDI TEEREEHTES "BYTHERER,  AHEENEREEHERPTENL VDI THEER ,
R T@8MARIEE —EERENTHRR,  AFEENERAEEYRREERPEMERENT
YERE R

BREESR  EEE UK EREHIZREHEREFTHIFEES,

ES ]

- EXREEA

+ VDI TR REERTA
- EERFFAIRRERE

- EERGTAIRRERE

- RERR

- KREHARERE

BT AESKTHIIEESEAERERNENBRERENHE, TEAFBMARE TR
B, WREZERMAHMERENEFENFEUER.

FURE 144



#5EEE T2 Studio EREER

Team Configurations

Groups  Info Permission profile Info

| group_1 ¥ | | Project Owner v ( Remove )

A Users/groups assigned to this permission profile can grant themselves or
others higher privileges for this project by re-assigning personnel to a

different permission profile

| group_2 v | |ije[1 Member v ( memove )

|:’ Add group ‘

Mo users attached. Click 'Add user’ below to get started

| Add user |

(o) D

EHMERNRE

LA AMHESRENFEESCRECAERARN LNBFRERANEFERAER,

Research and Engineering Studio

RES

v Desktops
My Virtual Desktops

Shared Desktops

File Browser
SSH Access Instructions
O project2 Project2 © Enabled - group_2  usert 7/15/2024, 11:45:22 AM
" * group_1
v Environment Management O  project3 Project3 @ Enabled — - 7/15/2024, 8:05:20 AM
up_:
Projects

VDI T/EREEREEFF ]
B TERSER

REHREAFEAERENEREREEEMEBACH VDI TEEE, FRALERTMERFERESRE
REMEBECH VDI TR, ERE-FUUELNERIEESH VDI THERER.

MRFEBEEFEHERBELIEREBNGT , ISAUMEAMBFNERSEIZRE , OTFR
N
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Virtual Desktops

test2  Connect

©@Ready Windows t3.medium @ No Schedule

B S I E Al AR TAEFEER

RFFEEEEAEREASEERFHTFRERER, ELEAEHREATERSUFTFTNERSD
REAERERE VDI TEREE.

NRFEESEAEERAHMEAERB THERRNT  EAfSEER 8BTS TERRER
THTEREERER , TR :

RES <

¥ Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

¥ Session Management

Sessions

MRIEEEFHEREAEMABRY TERBRNGT , LA 8EER ST SE T TERRE
B WTR
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RES <

¥ Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

=] iﬁnq:—.l- JH:EE

5% RES BEE , BT NI BMEREEFF A RERE.
B HHFF AT AR E AR

« REFARMIRE Studio TERAEH , RELAISESHKTNFTHRE. AUERL , SR,
EH. S, MEMMERFAIREE.

Project roles Desktop sharing profiles

Project roles (2) © [ createrole J

[ Q Find role by ID ] 1 &
Role ID v Role name v Description v Latest update v Affected projects v
O project_owner Project Owner Default Permission Profile for Project Owner 2 weeks ago 0
O project_member Project Member Default Permission Profile for Project Member 2 weeks ago 10

BARFT A RE R

1. EXEAUREEEERL , ENERBNFIREESTE, FUHEEL | &7 SRS M ERERA
ATAIRREME.
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1 Profiles Project

Project Owner

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 3 weeks ago

Latest update
3 weeks ago

Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile

Project management permissions (selected 2/2)

Update project membership Update project stat
Up d associated Enal eapro

us

VDI session management permissions (selected 2/2)

Create session Create/Terminate other’s session

2. ENMEZFENERRGIER , IREBERFTREENESR,

RES Permission Profiles Project Owner

Project Owner OIS

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 2 months ago

Latest update

4 hours ago
Permissions Affected projects
Affected projects (2)
List of projects using this permission profile.
Project name Groups Users
Project1 [4 1 2
Project3 [ 2 0

R H AR
1. EEXEFTREMEEL  RBRURTHMNRIHTREL.
2. WAHTREREBNME  ARRRBET RS LRER2 €A ERBHEW I,
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Permission profile definition

Profile name

Assign a name to the profile

[ Must contair c ]

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
oroject

Update users and groups associated with a project Enable or disabl

(] (@ ]

VDI session management permissions

Create session Create/Terminate other's session
Create a session within a project Create/Terminate another user's session within a project

MmEEET A RE R

« EFEFUREEERL , ZF-THZFENWEBRZNRERE  EEDF  RRZERFERTEEU
ERTZAT AR ERE

FFABUR 149



3R EE T2 Studio

ERAEER

Edit Project Member

Permission profile definition

Profile name

Assign a name to the profile

[ Project Member
Profile description

Default Permission Profile for Project Member

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a pro Enable or disable a project

VDI session management permissions

Create session

@ ]

i BR 5% A &R E AR

Create/Terminate other's session

Save changes

- EFEFUREEEEL , HE-THZIENWEBRZIRERE  BEBF , REBRERRRER,

AR BRE MR B ERAERRFF AIRER.

FFRTEER
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4| Research and Engineering Studio & admin1 v

RES @© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.

RES

Permission Profiles

4

Desktops
My Virtual Desktops

Shared Desktops

Create and manage permission profiles.

File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
v Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
(@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions
Software Stacks 1

Desktop Shared Settings
Debugging

Desktop Settings

4

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Permission Profiles
Environment Status

Snapshot Management

FRERFT A R EAE

B8 RES ERHFEMMETRRFTARER , IHEREERERE. (M, 2IXEFESTUETNE
RERNFFFURERE, ) TRETERTAREEN AT . "EXRKE, W "ERE/E, . &
IREEREEZTENERCAENTT , EEAREFBHNER ; 2RXEEESREMRERERUT
FRIAFFANBRERE,

B ) Description HERXHE EREEE

B TR BIUSHEESHI X X
ERSER. ERE
—EALAERA S
AEABLEF 3R
FLEFKLEES
M TYEREER

BIAMRIEEMA HERPEIR X
9 TR ER RIEHMERE
B TYERE B o
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AT A ERKE ERBERE

Description

EHMERKEE  EHHEERNEER X
1% BREYfE A & M
o

BASERE X

==

<o

IRIESIR

IR 3% 5L BR I] # Research and Engineering Studio (RES) B B EL BT AR EERMWEFT, 8
TIEERBESEN SSH . KREFTNSEERREET,

ering Studio PN

i

& clusteradmin ¥

RES Environment Management Permission policy ®

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes, X
read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Display
View the remote desktop. This permission is critical, review
implications before disabling.

@© Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@© Mouse

Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ Audio Out
Playback audio from remote desktop. This permission is critical,
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling.

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ Sscreenshot

Save screenshot of remote desktop.

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload

Upload files to remote desktop storage.

@ File Download

Download files from remote desktop storage.

FFRTEER
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REERBERFH

RES EESALEERBABERF I THRARBAMFNER. NRERETNER , FHESEEIEH
Web ANBUHEBEIRERIEREE  BELERTHEZZHLBERRENEN., MAFTNE
B, ERAETUEE Web ADRUERFRERAERSE  UAFGMALERTHRERIELEHE
REENESR.

74| Research and Engineering Studio

res-new (us-east-1) RES > Environment Management » Permission policy

Permission policy

v Desktops
Manage user permissions throughout the environment.

My Virtual Desktops

Shared Desktops

® Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

v Session Management

Dashboard

Sessions Environment boundaries
Software Stacks Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.

Debugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Envir M D Access data
Display File browser in the navigation menu and access data via web portal.
Projects
Users (» sSHaccess
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well.
Groups
File Systems ® Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/
S3 Buckets
Identity Management
Permission policy » Desktop permissions (enabled 12/12)

Environment Status
» Desktop ad d settings (enabled 8/8)

Snapshot Management

General Settings

EEIMER R , ARERE , 28 A Web AORBINEREREL LEXTHER | BIEMEM
VRAHENWER L, 1/ , SEIRREEENBERAREX,

AXE SSH f7H

EESTURRRZAERMANEM RES ;RIZH SSH, SSH #H VDIs 2ZIBE 2 FHIREHE,

ECRAL IR  RES SMBREXH  YRMERAETUEE SSH FRETREH. EEFRATER
B , RES &5/ SSH FHl, HRIEEREXH I BIREMAEMN SSH FHIEREHE, YIRARAE

o

(® Note
E RES HEBESFT M K SHELHIIRE B t3.medium Amazon EC2 #1TEE AWS ,
BEEESZFEMBTEBHEBNFEER., MEFMENR , 520 Amazon EC2 EEE
Ho
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A SSH 7E

1.

£ RES FRAMNERASEERT  BERREE , AREFFITBER. #REERT , EH SSH
R,

Research and Engineering Studio

res-new (us-east-1) RES > Environment

Permission policy

Manage user permissions throughout the environment,

v Desktops
My Virtual Desktops

Shared Desktops

® Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

v Session Management
Dashboard
Sessions Environment boundaries
Software Stacks Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |
Deb profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
ebugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Environment Management D Access data
Display File browser in the navigation menu and access data via web portal
Projects
Users (O sSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well,
Groups
File Systems © Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/
S3 Buckets

Identity Management
Permission policy » Desktop permissions (enabled 12/12)

Environment Status

Snapshot Management » Desktop settings 8/8)

General Settings

F1FRAH SSH 7HL.

Research and Engineering Studio

res-new (us-east-1) @© SSH access is being enabled. The application will auto-reload once the change takes effect.

RES > Environment Management > Permission polic
v Desktops ©

My Virtua Deskcops Permission policy

Shared Desktops
throughout the environment.

4

Session Management @ Permission policy key concepts

Dashboard Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any ¢

Sessions
Software Stacks
Debugging Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled perm

Desktop Settings
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.

v Environment Management
v File browser and SSH permissions (enabled 1/2)

Projects
Users D Access data
Display File browser in the navigation menu and access data via web portal.
Groups
. SSH access
File Systems
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well
S3 Buckets

@ Info

Identity Management . . . . o .
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/

Permission policy

Environment Status

Snapshot Management 4 p permissi 12/12)

General Settings

> p advanced ing: 8/8)
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3.

4

4

4

Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

Environment Management

Projects

Users

Groups

File Systems

S3 Buckets

Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

res-new (us-east-1)

WEEFHE  BIERA SSH 7EL

Research and Engineering Studio

Permission policy

Manage user permissions throughout the environment.

@ Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
v File browser and SSH permissions (enabled 1/2)

O Access data
Display File browser in the navigation menu and access data via web portal.

@ sSHaccess

Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissi bled 12/12)

» Desktop adt i settings bled 8/8)

ERETREAEEEKRES SSH FREREH,

FAIBUR
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4

4

4

Research and Engineering Studio

res-new (us-east-1)

Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Identity Management

Permission policy

Environment Status

Snapshot Management

General Settings

{£H SSH 7

1.

TFELI#E,

SSH Access

Access environment using Linux / MacOS

Follow the below steps to connect to the cluster using Terminal on your Linux or MacOS laptop/workstation:

Step 1: Download my Private Key

Download the private key file, and save it your ~/.ssh directory.

Step 2: Modify key permissions

Run: chmod 600 ~/.ssh/adminl_res-new_privatekey.pem

Step 3: Connect to the cluster

Run: ssh -i ~/.ssh/adminl_res-new_privatekey.pem admin1@3.92.72.222

Step 4: Create SSH config

If you don't want your session to be automatically closed after a couple of minutes of inactivity, edit:

~/.ssh/config and add:

Host res-new-us-east-1
User adminl
Hostname 3.92.72.222
ServerAlivelnterval 10
ServerAliveCountMax 2

IdentityFile ~/.ssh/adminl_res-new_privatekey.pem

Once updated, you can simply run below to connect to your cluster:
ssh res-new-us-east-1

Access environment using Wind

Follow the below steps to connect to the cluster u:

Step 1: Download my PuTTY private key

Step 2: Configure PuTTY

« Download PuTTY [4

* As hostname, enter 3.92.72.222

* Navigate to Connection > SSH > Auth and er
under "Private Key used for Authenticatic

* Save your session

* Click connect/open to access the cluster

Step 3: Enable KeepAlive

If you don't want your session to be automatically
and add "3" as "Seconds between KeepAlives"

# RES XZANEAEEERKT , BEEREEE , AREEFTIR. ARRERT , EHSSH

FFABR
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Research and Engineering Studio

res-new (us-east-1) d Environment NV

Permission policy

Manage user permissions throughout the environme

4

Desktops
My Virtual Desktops

Shared Desktops

@ Permission policy key concepts
SSH Access Instructions . o . . . o . .
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

v Session Management
Dashboard Environment boundaries
Sessions Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |

profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
Software Stacks
Debugging v File browser and SSH permissions (enabled 1/2)

Desktop Settings O Access data

Display File browser in the navigation menu and access data via web portal.

v Environment Management
Projects @ ssHaccess
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well
Users
Groups @ Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [
File Systems
S3 Buckets
Identity Management » Desktop permissi bled 12/12)

Permission policy

» Desk . . : bled
Environment Status P settings 8/8)

Snapshot Management

General Settings

2. FFFH SSH FHL

Research and Engineering Studio

res-new (us-east-1) @© SSH access is being disabled. The application will auto-reload once the change takes effect.

Environment Mar

4

Desktops

My Virtual Desktops Permission pol Cy

Shared Desktops
Manage user permissions throughout the environment

SSH Access Instructions

® Permission policy key concepts

v Session Management Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making
Dashboard
Sessions
Software Stacks Environment boundaries
Debugging Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled

profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
Desktop Settings

¥ File browser and SSH permissions (enabled 0/2)

v Environment Management
Projects D Accessdata
Display File browser in the navigation menu and access data via web portal
Users
Groups SSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well.
File Systems
Info
S3 Buckets ®

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [7
Identity Management

Permission policy

Environment Status > p permissi 12/12)

Snapshot Management
> p ad d settings d 8/8)

General Settings

3. BFEH®E , §FA SSH 7 L
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4

4

4

Research and Engineering Studio

Desktops
My Virtual Desktops

Shared Desktops

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

res-new (us-east-1)

RES Environment

Permission policy

Manage user permissions throughout the environment,

® Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.

v File browser and SSH permissions (enabled 0/2)

Environment Management @ Access data

Projects

Users

Groups

File Systems

S3 Buckets

Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

REREHT

Display File browser in the navigation menu and access data via web portal

(D sSH access

Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/

» Desktop permissions (enabled 12/12)

» Desktop ad d settings (enabled 8/8)

EESTARMRSEARET , AeSEEME THERERESEN VDI TheE. fMABEASTE
HAURAREBYKEHAARER , UREARKANEAZTATNEF, NREFEREMAKENT , ES

BEEFEAKELA
SREHMR

A

REETFHWHEFT, ELFUESRRLA "2HFMH. . IEEEEBEAMALRE
ERPHNHANERBEARE  EEESFIRAR/ L,

FFRTEER
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RES Environment Management

Permission policy

Permission policy

Manage user permissions throughout the environment.

L & clusteradmin ¥

(6]

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,

read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Dpisplay
View the remote desktop. This permission is critical, review
implications before disabling

@© Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@© Mouse

Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ Audio Out
Playback audio from remote desktop. This permission is critical,
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

KEHARERE

EEE A UE IR
HTE% o ]E‘u:b

EREY BT

BIURERE

EEEWLLEFEREIR
BHEFA , URFEER

2

@EO

SERPRTFHRKX

ERREMHMBRER. AR, WATURAREERRE,

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste
@ Keyboard SAS Copy from local clipboard to remote desktop.

Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling. N
@ File Upload

Upload files to remote desktop storage.

@ screenshot

Save screenshot of remote desktop.

@ File Download

Download files from remote desktop storage.

Efl. FrEEREE A UFEUE £
ATAITREEIB £ E AR REF T,

ERE , WM AR THEREER

ARERHIR, REFR

FFRTEER
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Project roles Desktop sharing profiles

Desktop sharing profiles (3)

{ Q Find profile by ID

Profile ID v Profile name

O observer_profile View Only Profile

©)

reviewer_2 Reviewer-2

(@) reviewer Admin Profile

v Description

This profile grants view only access on the DCV Se...

The studio of Jadé Fadojutimi, the British artist,...

This profile grants the same access as the Admin o...

v Latest update v
2 days ago
27 seconds ago

24 hours ago

r Profile definition

Profile name
Assign a name to the profile.

[

Must start with a letter. Must contain 1 to 64 alphanumeric characters

Profile description - optional
Optionally add more details to describe the specific profile.

[

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

¥ Desktop permissions (enabled 12/12)

@ Display

Receive visual data from the NICE DOV server

@ Pointer

View NICE DCV server mouse position events and pointer shapes

@ Mouse

Input from the client mouse to the NICE DCV server

@ Audio out

Receive audio from the NICE DCV server to the client

@ unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

w8 5 TE R
ERmMERER !

1. BHAENRER.

@O Keyboard

Input from the client ke o the NICE DOV server

@ Keyboard SAS

Use the sec
Require

Ire attention seque
yboard permissions as wel

@O screenshot

Save a scr hat of the remaote desktop

2. ZERF  ARBIRBUMERRERE,

@ clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

@ clipboard Paste

Copy data to the NICE DCV server from the dlient clipboard

@ File upload

Upload files to the session storage

@ File Download

Download files from the session storage

FFATEER
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HEERHE,
BEMRFEE.

3.
4.

HREBBNETAEEHEAERZ B R TERER.

Project roles Desktop sharing profiles

Desktop sharing profiles

Manage your desktop sharing profiles.

© e o) CEEZID

[ Q. search ] 1 &
Desktop sharing profile ID Title Description Created On
[ [o] testprofile_1 testProfile_1 9/15/2024, 9:29:55 ¢
(@] observer_profile View Only Profile This profile grants view only access on the DCV Session. Can see screen only. Can not control session 9/11/2024, 2:10:22 1

»

r Profile definition

Profile name
Assign a name to the profile.

1

[ testProfile_1

Must start with a letter. Must contain 1 to 64 alphanumeric characters.

Profile description - optional
Oprionally add more details to describe the spedific profile.

[

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

v Desktop permissions (enabled 12/12)

@ pisplay

Receive visual data from the NICE DCV server

@ Pointer

View NICE DCV server mouse pasition events and pointer shapes

@O Mouse

Input from the client mouse to the NICE DOV server

@ Audio Out

Receive audio from the NICE DCV server to the client

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

@O Keyboard

Input from the client keyb

ard to the NICE DCV server

@ Keyboard SAS

Use the secure attention sequence (CTRL+Alt+Del). Note:
Requires Keyboard permissions as wel
@ screenshot

Save a screenshot of the remaote des

(® clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

(O clipboard Paste

Copy data to the MICE DCV server from the client clipboard

O File Upload

Upload files to the session storage

@ File Download

Download files from the session storage

FFATEER
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BRI

File Systems

Create and manage file systems for Virtual Desktops

Q 1

Title Name File System ID Scope Provider

Shared Storage - Home home fs-0b4cesh1914913e4 cluster efs

FSx Lustre fsx_lustre fs-0a9042e216f9e3109 project fsx_lustre

FSx ONTAP fsx_ontap fs-0105118574b5e3330 project fsx_netapp_ontap
efs home efs_home fs-0df4c9ac93b975142 project efs

RERRKEE , BN

1. ?%%ﬁﬁ%\l Lo
2. ERERRKR , FEMABFINERRE

a. RERREHMEEER
b. RERPBHRERRR
3. MAHIERRM.
4. BIRERRRR  SUURREHKRDHER , IREERREFAES.

ES -]
- MABRRE

MABRRE

® Note

BERIMARERRE , eXABLAHERN VPC MEL —{E RES F#Eik, LEXERRELE
HERERLEE , UEERN VDIs AIUFEERRENAR,

1. BEFNARRRE.
2. RTHAXNBEPRIERRRE, RESUAHMFAERRERR.
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3.

4.

Onboard New File System X

Onboard File System
Select applicable file system to onboard

( 4

( fs-0013c7a86b6d5f79e [efs] )

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs] A

WAERIKEFAET.

(® Note

RIFFER  EEENERBERE VA ERUMERNEEIRRRR , <BRUEERE.
EEAFERLETAKRNERRRLSAEEKEHE B KBEERES RIMA/home, EF
EEEHERRETHNNBFERE LEANANERRR, LIREIRREHREERNE
B, AR FEEREEBNERETRERBH VDIs FERERRR. VDIsEHERRMR
HEEERREMA S BERAHHE.

BERR.
y Y

Onboard New File System X

Onboard File System
Select applicable file system to onboard

{ fs-0edf4f076a4631d76 [efs] v ]

©

Title
Enter a user friendly file system title

[ )

File System Name
Enter a file system name

[ )

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

( )

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

A v
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R EE— ONTAP ERRFEHN 2 R E

RES XH#EHRE —H NetApp ONTAP ERZFIMAZERHUKE, ENEEEEER—E ONTAP ERXR
HHAEFRAUEEASER K FNESAUEESIHERSEM,

HEMREMAR ONTAP ERAMMA R HTRE

1. BEEMAERRLR.

2. WRTHBFEHRZIMEE ONTAP ERRH.
3. HHEKEMuYS , BRNEERIKTEIEEKE.
4. RILHEREREEME—HEE &K,

5. BEEXR.

® Note
REHME ONTAP ERAFNESEMEER L ACAK —NHSFEEKNA, MEREATUAEILE
M T ERNER,

REBEE

REERTHCERECHRBEFNEBENNER  BR-BMENERYE, FARRE , EUURFRE
REE , WKERNEREEFHEEARENTIRE,
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RES Environment Management napshot Management

Snapshot Management

Created Snapshots ‘"

Snapshots created from the environment

© CImmD

[ Q Search ] 1
$3 Bucket Name Snapshot Path Status Created On
No records
4
° 3 ~
Applied Snapshots = ©J #evy snapshot
Snapshots applied to the environment
[ Q Search ] 1
S3 Bucket Name Snapshot Path Status Created On
No records

RRBEEEE , B2

1. MEFTA R REBREAMRE,

2. BYRR, BLAXBYEREE
3. REPMAERRIRBREAMREE,

4. ERRE.

SO Tl e ]

FE

- BEVRR

- ERARE
BIIRE
BHATREERLE

M REIEBRAAELRE.

, TREEMURR,

ATAIAY Amazon S3 #EfFETEE , FTREEVRK, NFHREVREIEMEBENE
A, F2REVFEEE, BARERERA RS A 6 MRS 7 EGC &,

BH A EMRERREREFIENE

REREE
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® Note

It Amazon S3 RFRFEN A MBS T EEERTEE., SRFER T RAEERTTRE
wiEM.

BERFF A ERETRE

1. eREFREETENEEYNR TR,

EHFF AR5 RR,

£ Bucket policy (TR EEEK) T , #IE Edit (REE).

B TIRAXFHEBERFEBR, UEECHERRELHE

> w0 D

e 111122223333 -> AWS ZRIEF ID
« {RES_ENVIRONMENT NAME} -> &8y RES IRIEZHE
e amzn-s3-demo-bucket -> &) S3 FEFITEELE

/A Important

X EWRAFRER AWS, WFEFHMENR , 52 Bhttps://docs.aws.amazon.com/IAM/
latest/UserGuide/reference_policies_elements_version.html,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-role"

},
"Action": [
"s3:GetObject",
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"s3:ListBucket",
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:PutObjectAcl"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]
}I
{

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I

"Condition": {

"Bool": {
"aws:SecureTransport": "false"
}
},
"Principal": "*"
}
]
}
EERITHRE
1. 1##Z Create Snapshot (B3I RE).
2. HABEIK Amazon S3 FEEEEHE,
3. BHALRFTERBEREREFITEPHKE, Hl0 october2023/23,
4. BERXR,
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Create New Snapshot X

S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).
Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single

quotes (), parentheses (), and hyphens (-).

5 5% 10 9E%  EREBEALBIZESHRBLUBRERE, TRER IN PROGRESS #F A
COMPLETED 281 , TREBASEM,

it

PR BR

BURERRER , EULASZRBEAZHREUEBER. EETESTNBRFEEREFTRE , U
AFFRERIREK,

ERARREERER , fINERAEF Y. EXR, HBRHE, FUREENERRREAENTRIE
WEH ., ERAEITERBETEEE. EARRER  ceREEEERRHENELRER , LHETE
=REFE. HREENRCHE  REERBEMREPEVER. HREL sk , AR
BREH  BHMEXEREASEMTE , cE8FAUTENRLIEGEREBN S/

# : RecordName_SnapshotRESVersion_ApplySnapshotID., ApplySnapshotID & i R{&E
BEGE , TRISXERERARR,

ERREAEAYE A RESVWEZRV TN, FREBEEANERETERY, HREFHEKE
BRHER , RBSREMKERNTAME, NRAKEREEZER , ISERAHERERNERLTEL
FEER.

MRFIRBETMFEHAH LY , BT BEFHEDHREH CloudWatch BE/res-<env-name>/
cluster-manager MEGFFMIEN. SEAFHEE [EARRKR] E8. EARER , ZAURK
the section called “HRFAE R HHBEEAEE,

EERFF A ERETRE

1. RBETRBFEDENECRINREITE,
2. EEFFAUESIER,
3. 1E Bucket policy (RE/ZETBRIBER) T 5 , E#EF Edit ({RE).
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4. BTIREXHEERHEFTRBER. UWEEACHERRELE !

e 111122223333 -> AWS ZRIEFE ID
« {RES_ENVIRONMENT NAME} -> &8y RES IRIEZHE
e amzn-s3-demo-bucket -> &) S3 FEiFITE LB

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-role"
}I
"Action": [
"s3:GetObject",
"s3:ListBucket"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
},
{

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
}I
"Principal": "*"
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EEERMRE

1. BEEARRK.

WA S EIREMN Amazon S3 FEFITEERE,
WARFIRPREHERER,
EERR,

> w0 D

Apply a Snapshot X

S3 Bucket Name
Enter the name of the S3 bucket where the snapshot to be applied is stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

( )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single

quotes ('), parentheses (), and hyphens (-).

A 4
5. 5310 7R A EREEEAH L REENEEIURENRE,

Amazon S3 f#7hrge

Research and Engineering Studio (RES) X #&#% Amazon S3 f#FEFEE##Z Linux Virtual Desktop
Infrastructure (VDI) #1788, RES BEE S AL S3 fEFETBMA RES, SHEEFESER, FEH
fARE  URBRREEET SIREFTFBRSIEBINRETITHE.

S3 REFIFRERRREHETEANEINA S3 REFEREE, & S3RAFFEERR , £

1. EFAFEREFRT S S3 MFFEINA RES,
2. i S3 AT EABFIRERR
- WEMEIR
- BRETTE
3. FARSMUKREIrEEERES  ASKEMAR S3 FEF TR,

Amazon S3 f#ZEr 8 170
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RES Envirol nt Management

S3 bhuckets

Onboard and manage 53 buckets far Virtual Desktops

Bucket name Bucket ARN Mount point Mode Custom prefix Projects

) 53 Bucket arn:aws:s3:res-s3-example /s3-bucket RW 1%p default

T3 ZERALAE RES EXFEE Amazon S3 fEFETE.

£ |

- BBt VPC SEH Amazon S3 RERTEE £ IRIGH
- #7138 Amazon S3 fE1FETEE

- #®# Amazon S3 f1FETEE

- BBk Amazon S3 T E

- BIRFREFITEFR

. BFIEFAE VPC FHIERIER

- RRRESHR

« B CloudTrail

fRat VPC 3BEH Amazon S3 FE1ZETBE SO RIGH

MRLEEREE VPC HEE Research and Engineering Studio , 557 AWS R FE 38 RES 2
% , KRBT HSBEF lambda fHEESE,
1. B A#E Research and Engineering Studio Z AWS IRF# Lambda £ &,

2. ERWEEEZTEL S M Lambda BEI<RES-EnvironmentName>-vdc-custom-credential-
broker-lambda.

3. EH HBMERERSIRR,
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e @ This function belongs to an application. Click here to manage it. X

¥ Function overview s (__Export to Application Composer ) (Download ¥ )

Diagram Template )

o]
6

Description

‘vele lambda to provide temporary credentials for mounting object
Related functions:

elated funetions: storage to virtual desktop infrastructure (UDI) instances.
| select a function v
Last modified
s ‘ 17 hours ago
‘ S Layens ©
PEE— Function ARN
(_ + Adddestination )
API Gateway 2 Y
(_+ Add trigger ) Application
Function URL info
Code | Test | Monitor | Configuration | Aliases | Versions
General configurati " . e \
eneral configuration Environment variables (16) (edit )
Triggers The environment variables below are encrypted at rest with the default Lambda service key.
| Q Find environment variables 12y
Permissions
Destinations Key Value
AWS_STS_REGIONAL_ENDPOINTS regional
Funetion URL

CLUSTER_NAME
Environment variables

CLUSTER_SETTINGS_TABLE_NAME

Tags

DCV_HOST_DB_HASH_KEY instance_id
VPC

DCV_HOST_DB_IDEA_SESSION_ID_KEY idea_session_id
RDS databases

DCV_HOST_DB_IDEA_SESSION_OWNER_KEY idea_session_owner
Monitoring and operations
tools MODULE_ID wde
Concurrency and recursion OBJECT_STORAGE_CUSTOM_PROJECT_NAME_AND_USERNAME_PREFIX PROJECT_NAME_AND_USERNAME_PREFIX
detection

OBJECT_STORAGE_CUSTOM_PROJECT_NAME_PREFIX PROJECT_NAME_PREFIX
Asynchronous invocation

OBJECT_STORAGE_NO_CUSTOM_PREFIX NO_CUSTOM_PREFIX

Code signing
File systems.

State machines

4. HEBEERT , RERREBHLIMEKER.
5. ERRE A YR TIMRESETHEERI

« Z&5|# : AWS_STS_REGIONAL_ENDPOINTS
« { : regional

6. BEMT.
#7318 Amazon S3 FE1FETEE

HEM S3 REFRNEEEN RES RE !

1. EEFEFEERTE,
2. MARTEITREFEES  AINREFFEEE. ARN MHEE,

/A Important

- RUNFHEEFITE ARN, HERNEXNBEZEREYREE,

Amazon S3 f#ZEr 8 172
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- REFE ARN TNEEFE , BMAN S3 RAFFrREXTERE.

3. ENEmMAREFIENEN,

/A Important

- EXfERE MEERAKERARERERNFRER ,

3
¢

B o

4. EEREEET , SRS IAM A€ ARN REHRAFITRUETIERFFE. FKR FH
RERFREFTFEFHEYBIRFFINAEN IAM A,

5. (ER) SERFrEREREVEN K BRUUEBE, T8 , S3HETrEEIHIAINERNER
VDI TR, REERERFTEELEH < RRBN TFER , X 2HEFAFE.

6. BERERX,

Y

RES nvironment Management

Add bucket

‘ ® Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to display

Bucket ARN

Paste the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts
Mount point

Type the directory path where the bucket will b d

Mode

() Read only (R}
Alio to read or co

r edit
v
w» Advanced settings - optional
IAM role ARN
To access the bucket, paste the 1AM role Amazon Resource Name (ARN) copied in Identity and Access Management (1AM)
Project association
Projects - optional
Assnciate the bucket with the following projects. To add a new project, go to Create Project.
[ | (©)
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#mE Amazon S3 fEFETEE

1. 7% S3 @FATI/FETIZER S3 fEhTiE,
2. REBMEINRERTP , EEURE.
3. BMALWER,

/A Important

- RERHES3 BETFERZVANIESREFETBHRIZERNRAERKBMERR
(VDI) #11TEE. REERFTREXERMRAB R  METEISHIEINERPR
By VDI THERE.

- FUHERE S REFRNERTIEXE SSRFIFRETNEN  CEe8RAEERE
BEEAFINZER.

4. EEREREFIERE.

Edit S3 Bucket

Bucket setup
aaaaaaaa

Project association

Projects - optional
Chaase the projects to assaciate to the

[ default x
default

( cancel ) Save bucket setup

B} Amazon S3 fE1FErEE

1. %&£ S3 AT/ E DI S3 fEFEhTE,
2. feBMFEHRERS , EEBR.

/A Important

- BUAZRBRETRTBRAMAERE.
- BRRRETEXE S REFRINER. ©RE8EKR S3 fEITIEE RES REH.
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- BREFTRESEHHRAN VDl THEBREXTHERERNEAELRIBIE (~1 )
EAFHEFAERFIENRE.

B

B S RETEMEE RES K, KUEESREFTETNENRRGHREERNERAE, &F
BEFFEEEL , STLREMEE R) RS (RW) B,

MERE

Read Only (R) f1RiEH , AIERIFFHEFETE ARN (Amazon Resource Name) B9 = & 5 Hl %1 1T
BERfREE, flan  mREEESFEH ARN BREFERIFIEE RES , arn:aws:s3:: :bucket-name/
example-data/MHILEFITEREER A NIERB BV , AIRER A MNER B ARKE VDIs B
R EAEBEIER bucket-name T FHIE R /example-data. MG EEFEEEE LAWY
X, MRLZEFEHMEIFETITSE ARN , AIZEREFRBEREMGHEAEEBBNTMNESR,

ARMBA

WMREH Read and Write (R/W) , MERFEFEFITER ARN WEERFIMITERRR , W LM
R, WEREHGEE  TREEES S3 HEFRREMNSBAERNTHE, Read and Write
(R/W) EE K, BFIIFEERSENTA  RHEETIEEN TR INEE

- REHFE

* /%p

* /%p/%u
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EEFTER R

ABFTFHEIEIN No custom prefix ¥ K @FEFRETE K MIETMBEITERRE

B, EUEERZTIBEBEHNETMNEREEERNNEAGFTIE, fl, MREESF
Farn:aws:s3:::bucket-nameNo custom prefixiZHIHY ARN A ZETEEHIEE RES , ¥
KL REFETREER AIEXZ B EV M , BIRER A NEX B AKE VDIs WERESHEERF
FERTZRHEWERNE AFZRE,

BREERBEHRNEFR RRE

ARBFIFEEN /5p B, FETrBPINERSREZEAMEBHANSABEER. sp BHRAKE
KEXE, Hln , mMREEEFHarn:aws:s3:: :bucket-nameBH/%pFm& M / ####H 8
B ARN B RFITERMEE RES , UKHREFITRESZANERB BB , IEXR A B/
FEAEATUBERBAN / #14t. BERADPNERAE B LA LEREFERE AR / #1#BPiR
BENER, T8, MRFEHE B EERB FME VDI X / ###BP S8 , IS TEFRER
EAFMBRENER , AAERRHEXR R, EXEAEABAL SSHEEFITENFETKRE , /
ProjectAMifEAE B REEERER B FHH VDIs/ProjectBRFFE o

BEER. SEACLAEERNERIRE

ENBIFA/%5p/5ul  REFBEPNENSHEREREERNSABSEERNEAERR#, %p
BYRKRERERDG , MuRREAEBR, Hlun  EEEMFEM arn:aws:s3:: :bucket-name
ARN ¥&H8L/%p/SuiBENEY FIBEEBL / #ray | SHEETEHIEE RES, WHEEFFEEER A IE
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R BAEBABE. ERATNERE A ATLUSERBA / ####. RENERBENERLTESp , FEit

BT , EFHEBIAEEIEREAT/ #/BNERAPRBANER  RABNRHERNE

RAEMmESH. B FEAEABZANR S3HEFITEBNFET , /ProjectA/UserAMi{ERA#E B &k
EEREABFEHAHE VDIs/ProjectA/UserBIF1ZEL,

BiRkFREEITEFEH

RES gEsfE E Ml AWS IRFHEfFITE  IRRELRETBEGEENT. ETIERMTP , I
F A 8y RES IRIFEBERIRF B P E S3 EFE.

HER 1 £ RES MEREMRFHEY IAM A€ (EXBAIRF A) !

1.
2.

BRAFEFH S HEFTE (WRF A) 2 RESIRFH AWS EEF#EA,
R IAM £ 5

a. EEZE AM EXRR.
b. EEEBEHKF , BEIXK,
BIUBCR

a. EEE&E&%O
b. JEH JSON Z%,
c. BELET%|JSON BUR (amzn-s3-demo-bucket M AIRE B By S3 fZIr BB BEMN )

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
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"arn:aws:s3:::amzn-s3-demo-bucket/*"

}

d. igg-lt_io
4. WEWEIEEEK

a. REBERWER (flwn, "S3AccessPolicy ).
b. FIEERMNERRBEBRNEN,
c. REBX, REBEEIBX.

5. BRKIAM 24

a. BEEZE IAM BRI
b. EEEERF , BEAEG,
6. BiI/E:

a. RERIAR,
b. BEEBIEEBREAGEETHEENEE,

c. BEET%|JSON SR (111122223333L0RF A FNEEEIRS ID BY
8 , {RES_ENVIRONMENT NAME}¥: LA RES HEMRIEZBEUL

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::111122223333:xo0le/<ENVIRONMENT_NAME>-vdc-custom-
credential-broker-lambda-role"
}I

"Action": "sts:AssumeRole"
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d. igj%-lt_io
7. EZFTUBUR -

a. BESWERELNEINBE,
b. EE-F_io
8. BFid. MENEYASG

a. BWABBRERE (W "S3AccessRole"),
b. EHBRIT , BEMEER , ARWMATIRSIENE .

- &B|# : res:Resource
- {8 : s3-bucket-iam-role
c. BEAE K AREEEVABG,
9. 7 RES HER IAM A& :

a. HEREEIWNIAM AE ARN,

b. &A RES X5,

c. HEEMBEE®S , #F S3 METE.

d. EFFMERFIR  XEMABIKRS S3 #EFIE ARN ERRE.
e. EFREMRERE - BATHNFBE,

f. 1 1AM B ARN B F@AAE ARN,

9. BEENEFEFE.

HER 2 BNIRF B FHVRERTEREBUR

1. BARFE BH AWS EEXEA,
2. BR(S3 E#A

a. BEZE S3E&XRW,
b. EMZERRTFEIENREFITE.
3. WmEMFITEECR .

a. EEFFAURSIER A ARAREEREFITRBIK.

b. FETHHE , WIRFIRE A HREFTEN IAM ARFEEHE (45 111122223333 BIREBIR
E ARERRRE ID, ¥4 amzn-s3-demo-bucket BB S3 RETENERE )
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JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::111122223333:role/S3AccessRole"

}I

"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject",
"s3:AboxtMultipartUpload"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}
]
}
C. ggﬁﬁo

Bt #E VPC RV ERIRR

EEMIEEREREN RSN S3 REFB2EIHIIRFPFECH S3 REFFTE , B LERE VPC
IR R RBIENFAE VPCo THILZERERAMAA S3 IRIEEYM VPC Ik , A BEFEUERS /Y S3
RERRE  UREABRFREFrENEMEMIRS.

1. BB Amazon VPC £# 4 :

a. BEAAWS BEEX#EA,
b. BRI https : //https://console.aws.amazon.com/vpcconsole/ BJ Amazon VPC £# A,

2. 3 S3HVPC im% :

a. HEERIEEZEEFIERE Endpoints (w2
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b.
C.

d.

e.

BEEIIRE,

FRFEETE Service category (ARI&FE ) ML , B2 IFE AWS services (AWS BRFE).
RSB BT , 8 A com.amazonaws.<region>.s3(<region>EUXEH AWS [E
) HES "SI,

BB HiRE S3 R

3. BRERMBRE

a.
b.

C.

$H¥ VPC | BEURERE T in B VPC,
YA | BREEPEHEAR VDI FRERNMEFLE FHEE,
$H¥IRRAE DNS 278 | SEEEC 4% 1818, BN &FE DNS T EZBMEIT AR SAR N,

4. REBERURFIFE

a.
b.

EBXRT , #EFBF

EBCRIFRESEY  BAREHEFEINEIRFRISERFAERNBER, UTREMBER (1
amzn-s3-demo-bucket BUVR B M S3 REFTEERE , g 111122223333 H
444455556666 X ABEEFIWEE AWS 1RF IDs) :

(® Note
LLEEBIERREM s3:* BARS| S3 BEFEERE , HINBEHENERE, EREIE
7o EERETUANENHHRESR (HUREFFESBIY4HER ) BEEE
MRS B A, WRIERMBE , FFE VPC In BB P EAAED S3 26 FHENFAYEIRE
ERRR

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
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1,
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"111122223333",
"444455556666"

a. BEEHHRE,
b. BEEVTKEY,
6. BERFEIRE -

a. BURME, K SEE VPC TEATHNRMER,
b. EETEIMAYRE.
c. BERERETAM,

BEBEEIELELS R , BAILIEYT VPC w8, L7F S3 FRERREIRFRIETEIRS ID ANER,
SR HE R

mAmERFrREESEEE VDI LHE

MR FETEEEE VD LS SN ELECBRERR. FRETISRHET,

1. ®E VDI B :

a. BEAAWS EEXEA,

b. BIRKEC2 X AN EBEEHITHEE.
BEUEREIMY VDI BT EEE,

d. &8 Session Manager E#Z VDI,
e. FITTIGS

o

sudo su
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cd ~/bootstrap/logs

HEE , £EKRISIEAF. TAAMNFHEABENLN configure.log. {time} EZE
H,

WA | BEWE /etc/message HFLIEB EZFMERA.

REBFTEAERFBNEE Lambda CloudWatch Logs :

%ﬁ}\Ayvsgﬁﬂﬁaij:ﬂo
BHRX CloudWatch £ & W EEF HEEE4A,

S H584H /aws/lambda/<stack-name>-vdc-custom-credential-broker-
lambdao

BEF—ETANBFEE  XEAFPRIFEMER, ELARKESAREMURRBEZ
AEBERLHE S3 mETRNEERENFHEER.

REBFTEAER BN EE API Gateway CloudWatch Logs :

BEAAWS BEEFIEA
BIRX CloudWatch iAW EEF A 5584,

¥ S H#EBE <stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,

BEF—EAANBFEHE , YEAFPRIEMER, ELAFEISEMHERN API
Gateway EFERVRFHIERA , IS HE S3 REFEFEAENBITIZEAER,

MAENARBERFATEN IAM SBEE

4.

& A AWS DynamoDB F# 5,
EREREK

EEREEERT , B Tables (EHK).
SWIIEE <stack-name>.cluster-settings,

RIEEREK -

BERREMKRER,
HEECERIRH,

g EER M

Amazon S3 fF#FETE 183


https://console.aws.amazon.com/dynamodbv2/home

#5EEE T2 Studio EREER

5.

a. ERIEEHRIEMEEEEREER B,
b. BREMBEHUTATHES -

° E’l"lt . iﬁk ﬁﬁo
.« R4 EEFEE,

- B : A H# <filesystem_id> shared-
storage.<filesystem_id>.s3_bucket.iam_role_arnBIABEEESUMNERRMK
=8

HITHRHE :

BEHITUCAEZREATRE,

BeEE

MREBFHE , FRARCHALERN IAM A€ ARN E#REE,
MREEFFE :

a. I1EE Create item (BIIEH),
b. WAEBFMEER :

- SHHESB|EM WA shared-

storage.<filesystem_id>.s3_bucket.iam_role_arn,
- FBIEEHN IAM B ARN,
c. EBEREFUMNBEE,
EHRE VDI #ITEE

EXNREBHITER , SRERBXHHZTIER IAM B ARN RZ&VDIs,

EYF CloudTrail

EEM A CloudTrail 2 AELKIRS F A CloudTrail , 5&1& AWS CloudTrail fEA&EERHHE
A CloudTrail T AEIEM PIRMEMNIE R, CloudTrail A EBC#%EZE S3 FEEFETEMN IAM AEBR

ROERY S3 RFARNEN. EVNEREEEEERNMERENFHATREE D,
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EH Em

AERBREAECRERRAREMERERFNES,

£

- SSH ##H
- EERE

- HAKM|

- BRBES

SSH £HY

HEMEH SSH FIEE T

1. £ RES IhgExR+ , i#4E SSH =FHL
2. KBREMLEWIER , £ SSH = PuTTY #1TFE

JEBE SR H

ERSEERRE (VD) BETEEAERE LB MEE Windows 3 Linux ESE AWS, FHE
AUEAEREFN T EMBLELEL R TENEARENRAE Amazon EC2 #H1T1EHE.

X ERNERRR
RES BRIXEMEA T ERAERBERRE :

« Amazon Linux 2 (x86 1 ARM64)

« Amazon Linux 2023 (x86 #1 ARM64)
« RHEL 8 (x86) # 9 (x86)

* Rocky Linux 9 (x86)

» Ubuntu 22.04.03 (x86)

» Windows Server 2019, 2022 (x86)

* Windows 10, 11 (x86)
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® Note

#£ 2026.03 FRBAHA , Amazon Linux 2 Ml RHEL 8 THASATEREEHE, MEEE K MR
A EMESELEXRAN BETEEMHS,

ES |

- BREBFHEE

- FRENEE

- RSN KEME

c BREREE

- BT ERERERA

- BIEEREE

- ERREERREEEBFL

R EDHTHY SR

1. REMEERT  EERNERKHE,
2. EERIDFNERRME.

Virtual Desktops

3. BWAMKRENFHEER,
4. BERX.
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BERREAEANF FEYEER  SNKEMKE 10 B 15 PEATHER. MBFEBBURRNEIN
R, RES &HR GPU H{TERI ZEABANESEN,

FEUEM RE

HEFHERKH , FREREN R , XEA Web 5 DCV A FimEITERR .

Web connection

EiB Web BERFNRAHEEXEENERT X
BEEER , NEEEE  EEEERBERFIENRE.

MyDesktop3-windows & Connect

(avevsesmonris )( @) e

DCV connection

#EiB DCV A FinFEUEN RHE A RRHEHKEMEE, HEEB DCV 71
1. BEDCV IERBERUTH.IVER. BEEEZRKLLE DCV AFiK
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ERAEER

Virtual Desktops utorefesh

rhel9  Connect

©Ready RedHat m @ NoSchedule

2. WEREKRA , FRE ? BR

How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

& zIp & Mmsi

Step 2) Install the DCV client on your computer.

Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.

25| Y R AR RE
EERH SEHRA -
1. EEBE

ZHENREMRE
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RES > Home > Virtual Desktops
Virtual Desktops

2. EEERKEMRE. SENEREAHEE .

. Bt

FLIERRTEEHER/EX , MASTUBRENRE S F LN THERE,
- EXNRE

EF#RRE B niRY TIERE R
.« #&1E

KABRIFER, NIREEATHERE  RLETFERRAURSERERIER, ERLEZH,
AHIEHVERHRE D E RES BRRH.

« {KER

FHREREERFEUR. ECEFTRBDRER  ZNEREXSEE , B MERERET
REE R, WHFMBHTEBMBENRE K MA BEIAFEIATEREYNEBRART IR, &
ERFVTEBREZEUWME | FSE IR TRES.

12 E B R TH

FANEMERKRENERINEETFHERER.
1. HEEETERA/ Dz , BLEHAFLETERE :
a. Eggﬂzo
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Virtual Desktops

b. BRIEFEEISEMRE,
c. EEEIL,

® Note
BRCEERINIE TR BRI AN,

BMREKRECFLR , FREDF , ARBEEHN THERR.
PFTFERAEBIREFNREAN,

BERRK.

EHMHPTEER  ENRBREME :

o & b

a. BEDE,
b. EEFEERIEME,
C. igg Fgﬁyﬁﬁﬁﬁo

BT EREEREMA
1. EEBE
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Virtual Desktops

rheld  @connect

2. EEETEA.

FFREER R

RIFFER , ERSEHEEEANER BB L, SLEARERNSE LNEBEERFINEERE

RERFBEELNKENHFE , MT MR, BEEE-—FTH A ERERRPRERRIEFSRX
B, REEAUERERFL , UHEBRERE, 7260 EREZEERFREEHIFLE NE-F T
VDI Autostop,.

ES -]

- RREER ZEHEE

- EREREPRERRIE
- BHREERAERK

HEE R K=
1. BREBEE,
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RES fome ktops

Virtual Desktops e © G e | )

rhel9  Connec t

2. ##E Schedule (HE).
3. WREZLBRIHEE.
4. EBERF
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day

EEMREPREARIRE
FAEZHERR W BA7E DynamoDB A EE#T :

1. BSEREBENBERTEERRK  <env-name>.cluster-settings,
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2. EHURREH,
3. EEMERAT , WA TIIMEESRRYE

EREIRM 1

- BHAB = key
» {&# = Contains
« A = String

« {€ =vdc.dcv_session.schedule

ERIZ R 2

- BHEME = key
+ &% = Contains
« A =String

. & = type

Condition Type Value

X] [ Contains v ] [String v ] [ vdc.dcv_session.schedule ] ( Remove )

X] [ Contains v ] [String v ] [type ] ( Remove )

EgRETtEEE K BLEBRRKRE SRANAERES
#lydc.dcv_session.schedule.<day>.type. BRES :
 NO_SCHEDULE

* STOP_ALL_DAY

* START_ALL_DAY

* WORKING_HOURS

* CUSTOM_SCHEDULE

4. HNERCUSTOM_SCHEDULEERRE , B4 AR BFTWHEBNELRE, EEHTIHIEE B

BERTEERRTHTHERRSF

PRERSE
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- BB = key
« {4 = Contains

- A =String
« {€ =vdc.dcv_session.schedule

5. BELERTEAITHECZEIXBNBRILA
vdc.dcv_session.schedule.<day>.start_up_time#l
vdc.dcv_session.schedule.<day>.shut_down_time WWEB., £EB R , MR Null B
B, WHRKRFHER , TR :

- BEMEM =value
 {H = <The time>
- A = String

BFREELAER 24 PEHIERILS XX - XX, Fln, EF9RK09:00, T4 5% 17 : 00,
WANKE—FHEE RES RIEHEME AWS EEHN E R,

HHFREERATER

MREERFTERSENGE S HEREEESRENRRERGE.

1. ENZEEXRNERSETERER.
2. BREBEME > B,
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ERAEER

3.

Research and Engineering Studio

res-to (ap- S > Home
rtheast-1) o
northess Virtual Desktops

Auto-refresh
d |

4

Desktops
My virtual desktops

Shared desktops

4

Session management

Sessions

DesktopUpdated Connect (5

Software stacks
Debugging

Desktop settings

v Envir
Dashboards New
Projects
Users
Groups
File systems
S3 buckets

Identity management

Permission policy

Environment status & DCV Session File

Snapshot management Connect [4
Environment settings Share Desktop
Show Info
[ Schedule ]

Change Desktop State >

- TER

PRERSE
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Schedule for DesktopUpdated

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ @ Cluster Time: March 27, 2026 8:34 AM (Asia/Tokyo)

Monday

[ No Schedule

Tuesday

[ Working Hours (09:00 - 17:00)

Wednesday

[ Working Hours (09:00 - 17:00)

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day

4. EBERE

ERSHEERREREEFL
EEEUMRE RE  UAFELRKLEMEVDs, 5 4 BTRENHRE -

1. BERE : CPU EARERREN B ol THERRRAESSRE,

2. CPU EAXME : REEBBERILERE (vCPU EAX ) NIFRKBRREABEE. MRBILER
0, Al THERXKEFTERRAAE,
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/A Important

RES €8 27#ERE CPU HRAXNHRHITRERAETH, ESKASSERTRE
CPU Ig{E , IRRERERE , AR ERERA,

3. BURRE : AERER , THEREBBRAMKRE (EFLEZEILE) .
4. BEBATHER | MELERULEE | AIEREEME LA TR THEE B HIEEE,

Update Session Settings

Idle Timeout (minutes)

1440

Sessions idle for this time with CPU utilization below the threshold will time out

CPU Utilization Threshold (%)

60

Sessions under this threshold are considered idle

Transition State

Stop

Sessions will transition to this state after idle timeout

Enforce Schedule

Enable to allow schedule to resume a session that has been stopped for being idle

Allowed Sessions Per User

5

Maximum sessions allowed per user

Submit

ELRESETEMARRRSIFBRTHRERERR L, RBENTERENRER , FRERIUME
RE., MTERBSERERNRE  BFEE B TERRNEERAMBKEANRE.

WEFR , TERRSEBEHBERKIESERE STOPPED_IDLE kA8, FHAEMKEHT Ul B
B)STOPPED _IDLE T4EBEER,
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HHSKM|

EHAKEL  SUNSIEHAHANREH. "R2ERERA , RIFECEREESIHEE , BRTHE
P ERBER & th L HE R

RES > Home > Shared Desktops

Shared Desktops (2)

List of Virtual Desktops sha with you. Unless user has Admin or Owner prof owner must be connected in order for them to connect.

@ Session Created ¥ Last 1 month

AllStates ¥ All Operating Systems ¥
Name Session Owner Base OS Instance Type state Permission Expiry Download DCV File Join Session
D ion demouser2 Amazon Linux 2 méa.large @© Ready 10/26/2023, 5:00:00 PM Download Connect [2
MyDesktop6-linux-gs demoadmin1 Amazon Linux 2 t3.medium @© Ready 10/22/2023, 5:00:00 PM Download Connect [2
1

HATERER , BUREREENTT . flI , ZALEHEEFEER FTRESENEKEE.
ES- |

- ZAHKEE

- FRAHKEE

HARE
1. ERETHERET BB

rhel9 2 Connect

HARE 199
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2. BIETERBRET,

3. BEEEAENFFIER, LU REBHKRE.,

4. BRERT

Update Permission for MyDesktop5 X

Select the username, permission profile and the expiry date of the rules Add User

[ Q, demoadmin1 X J [ Owner Profile

View Only Profile
This profile grants view only ac n the DCV
ession. Can s only. C t ontrol

Admin Profile
This profile grants the same access as the
Admin on the DCV Sessit

Collaboration Profile

This profile grants certain access on the
Session. Can see screen, control mouse an
keyboard.

Owner Profile
Th s profile grants the same access as the
ssssss Owner on the DCV S¢

MFFFURFMET , 528 the section called “FFATBEE",
FRHEMARHE

REARE , ZAUREREHANSELEREHN/TER. BTLUEIR Web BIERRZ DCV A,
HRER , FERE PHEREIEN EHEH,

ERBER

ERBERTRLEB Web ADRUEFMEEHAM EFS BRR K. LKUNEREEERERRKL
ERFHFIUNAAATRAESR. ER Lnux EREEAANERERRRE. EFERESE LNERREE
BRI Web ERBIBREMERME,
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®m root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv ¢ Favorite C' Refresh i= £ Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

£

+ LEER

- Bk B
EERNEE
© WERER

- BRESR

LEESR

1. BELEER

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 = root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv W Favorite C' Refresh i= 8 Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. BRRERIAEEZLENESR.
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3. BELE () EXR.

fiER =

1. BEEEMBRNVER,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. BEBME,
3. EERKRAE,

RE , GOANETARERERR LE-TBEAR  REEEMBREE,
EERNRE

EEHFTEENERNERNRK , BAUKEMATEERNEE.
1. BHERJEHRK,
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. EERNRE,
RE , BALEEMNERIERARLE-TEEAR A ARENBENRE.

(® Note
RNREGREFIAMBAER. IRECEFIABHRIFHRRN , EHFEEMHERINRE,

mEEER
SR ATE Web A D885 PRI FRIERI AA,
1. EREEEFHER, GEEEHEM, HTE2ERNAR,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®m root / home / demousert

Q 2 items 2. Upload files B3 Create folder Actionsv v Favorite C' Refresh i= %8 Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. HEITEH , RRBEFME
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HigiEx

EAEREAREANPEREOEARAREGESR, SUUARTIEARPER , WRKEE
EHERERESR.

+ FileZilla (Windows. MacOS, Linux)
* WiIinSCP (Windows)
» AWS Transfer for FTP (Amazon EFS)

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla O Winscp O AWS Transfer

Available for downlead on Windows, MacOS and Linux Available fer download on Windows Only Your RES environment must be using Amazon EFS to use

FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacQS) [4

+ Download FileZilla (Windows) [4
= Download FileZilla (Linux) &

Step 2: Download Key File

( & Download Key File [*.pem] {(MacOS / Linux) ) ( & Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type

SFTP Key File

User Key File

demouser3 fpath/to/key-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.
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5E 2 HF A7

ZNER SR A0 AR R4 R AT A R ] 5 S B R A4S E R R M B B Ao

&

- —RIEFEMEE
+ 317 RunBooks
- EAEE

HHEAR

. —RESFERE
- BANBFENSHEARR
- SRBBEHNNVE
« IR3E Amazon EC2 #{TEE LW AFESR
+ CloudFormation &
- RREEMmMRERKHE , WH Amazon EC2 Auto Scaling 48 & 8 Iz Bk
« HAM Amazon EC2 A NE
- BT
- BRI ERSE
o BRI ARREH
« B Active Directory (AD) tHEB@ S LA B E
+ Windows DCV {&§#
« &3 Amazon DCV IRAE
« BT RunBooks
- REBBE
+ CloudFormation B EXE Y , WHERFALE "WaitCondition W2k HI AL, Error :
States.TaskFailed"
« CloudFormation 3f & % 37 5§ Zh#& R KR 2 E F B & A
s FITERBRIERKXBAREER vdc-controller
- BRAMEKYHEEES , IRIB CloudFormation Hf & A MR
- RFEVHRE CIDR ERS BB EHR
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HRETR Studio (R
- REBEVHREM CloudFormation H B 7 KB
+ {#H AdDomainAdminNode CREATE_FAILED By /A ZpER ( ~&1 ) HB LMK
- §OEE”E
o RAREFBEIT iam:PassRole IR
- BEERFT AWS IRF AR ABFEIEAM Research and Engineering Studio on AWS &R
- BARER , RYREZRAEH
- ERBRARRYE "RTIEAE, R
« 7£ Active Directory F¥TiE{F A% , {8 RES HiEX
c BYTHEREBRRELERAEAE
+ CloudWatch cluster-manager B 5658 H K /) BR $1l #Y $5 5
« RIZEB RES BEVRERRMK , BREHE VDI EH L
« RZEB RES MARERR#E , BREHE VDI EH L
o REEM VDI ETHBEIVEA
- RECEARGIAF IS5
« &% RES B3I Amazon FSx for NetApp ONTAP , 18R il A #4835

I
piC]

- R

< REBEVGRES/ KK

- REEZEAZSEHENRELZEAN B,
- B

- RAEFERERFHITERNRH THRE FEE
- RBEREE

« REEE RES Web A OB FRAE/EEBAE VDIs

« Windows EREEMNBEARFREREES

o [FRANEBER CertificateRenewalNode B |, BB Hf

« ZEEEEENERIEELERIER

- RAERE S BAERRE

« SRME Windows ERERAK , W NERCERM. SRiER"
» VDIsF T AREE

- BB , VDIsEH ASEEAMAE

206




HRETR Studio (R
- BAR , VDI THERBEEAZRER
- ERZE Y
« Amazon EC2 TR EZTESPEEE KL
- HREZEMA AD/eVDI #4H , vdc-controller B{TEE EEEIR , R APLEEMREBRELK
- MEZRBHEEUNEERK  ERTEHRETHNBESF

« cluster-manager Amazon CloudWatch BHFFE T = AREME <user-home-init> 1RF ., EEZFE
ERERS, (HPIRFREAEER)

« Windows REZEAERFETR "ENRFEEA. BN EES"

- S\E&B/EF AD #HRER) DHCP ;ZIHRE

* Firefox #5582 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING
« Env iR}

» res-xxx-cluster #2E "DELETE_FAILED, k& , BEZFEMER , 1A "ALENREL
&1, SRR

- WEHR
- T# VDI B
« #& Linux EC2 #i1TERR TH B
« & Windows EC2 #4TEIB T&H B
- IKEE WaitCondition §#52K) ECS HE
. RERIR
- RESOREENS I BBFRERLE RHERFEARR
o REIHEE keycloak FEEIEE
» Active Directory &
- BW VDI RREFEMEMRE , RE VDI #iEE  BREZUAD FHRESDBEARMN VDI
« BRE SSO# , HWEEEA RES Web AL
« BMERRERE Linux VDIs , AD ERAE M EEERAERBBERTFIEH &
- BMASSHER#E , AD EBEEHREELITHESTH
- BRNERE RES ABEFRHEERIFER Active Directory
s 2024.x B E
+ (2024.12 1 2024.12.01) g #F Cognito £ & R4 Regex KK
+ (2024.12.01 RERIRA ) FAEFTHEEERE VDI BFHBERNBRER 207
. (2024.12 F1 2024.12.01) Active Directory i & % SSH FI48 83 1%




HZRE T Studio ERERER
* (2024.10) $H¥HEBBIEMEHEE VPCs Y RES IR , VDI BEE 1L ER
+ (202410 REEIRA ) #ERE VDI for Graphic @R #1TEEFEE
+ (2024.08) EBER LM AMI KB
+ (2024.08) B S HELHBEEBRHEZITE ARN BT ZEWEE/E A Amazon S3 #7608
. (2024.06) E AD B EBEESTKE , EARBAK

(
(
(
(
(
+ (2024.06 REFMRA ) AD BFHBEKREZ E RES WEHEKE
(
(
(
(
(
(

. (2024.06 REEMRA ) CVE-2024-6387, RegreSSHion, RHEL9 #1 Ubuntu VDIsH #1122 ®A
- (2024.04-2024.04.02) R KEEE VDI ST EBR A EH IAM SRR

* (2024.04.02 REEMRA ) ap-southeast-2 (EFL ) i) Windows NVIDIA ST {EEE LK

. (2024.04 1 2024.04.01) GovCloud H i) RES B & Bk

+ (2024.04 - 2024.04.02) EF B , Linux EESE a7 TRE R

« (2024.04.02 REEIA ) #£E% SAMAccountName BB EXBFRRIEHF A AD £ H
&

¢ (2024.04.02 RERRE ) ARTFRESTHNLEESREN

— xRS M B2

AEIE A RES HHREINEHA.

- BN BANSHEARR
- ERREEHNNVE
IR Amazon EC2 B{TEB LMW BFER
+ CloudFormation &
- AREEmMRLERSKEHE , WH Amazon EC2 Auto Scaling B¥#8 & B Iz Bk
« BEAHK Amazon EC2 E#EANE
- ERREIH
- ERSREIMIERSE
o BRKIEARRER 4
« B Active Directory (AD) }HEB@ S A8 E
+ Windows DCV {8 §#
« @B ERazon DCV IR EFA 208
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BRNBFENE4EARR

RETEEETIOR , TARMNELE AR

SHRREZHNVLE

BABER , STNETIUERIRERY N TERREAECAESHE

* Linux : /etc/environment

* Windows : C:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-
windows\environment_variables. json

IRIE Amazon EC2 #1TEE LW BAFER

HESERFER RES K Amazon EC2 #11T188 L, SSM Session Manager I A 2R B B 17 & &
W T/ERSER , UREELEER,

EHREEEEF vdc-controller EERREHTEE L , AIETINERFIEAEIMEM A

+ /opt/idea/app/logs/application.log

/root/bootstrap/logs/
 /var/log/

* /var/log/sssd/
 /var/log/messages

* /var/log/user-data.log
* /var/log/cloud-init.log

« /var/log/cloud-init-output.log

£ Lnux EREEL , U TEEEANBAFRER

Ivar/log/dcv/

/root/bootstrap/logs/userdata.log

/var/log/messages

/opt/idea/app/logs/

/opt/res/logs/vdi_idle_check.log
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£ Windows EE LA TEE L , AFNMR

* PS C : \ProgramData\nice\dcv\log

* PS C : \ProgramData\nice\DCVSessionManagerAgent\log
« PS C : \IDEA\Logs\RESIdleCheckVDI\

» C : \Program Files\RES\app\

# Windows t , RERABEAGCHITEATHERE

« PS C : \Program Files\NICE\DCV\Server\bin

£ Windows £ , AT A A v EFXE NICE DCV BRESR :

* C : \Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch B3sE4E

Amazon EC2 1 AWS Lambda :EE &R 24§ & A #ZE] Amazon CloudWatch Log Groups. HHHY
BFEE JUAER SR EEEES IS —REFAFREEANER.

ELHENBBUT :

 /aws/lambda/<envname>-/ - lambda related
» /<envname>/
* cluster-manager/ - main infrastructure host
* virtual-desktop-app/ - virtual desktop bootstrap and DCV related
* vdc/ - virtual desktop related
* dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related
* controller/ - main desktop controller host

* dcv-session/ - desktop session related

REBFHER  FANTHABNIEZHRETHESREEY, ERGRHISLTFHNALR.

?"ERROR" ?"error"

BANBFNE4HERARE 210
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ELRIREM B — [l 5 E 28 I Amazon CloudWatch Dashboards , EFS€@RrBREBERN/NT
=

=<0

—EgEIREY —E/NTE , fHEFHERNM ERROR WHR |, YiHBR AT, HFETEEER
R ERABERENRE  EHEBRERXBENES.

UTR ERREIHOES., EECRLLIE, B
<region> Bk,

BEHTHRE  WUBEWERMA <envname>F]

{
"widgets": [
{
"type": "log",
"x": 0,
"y": Q,
"width": 24,
"height": 6,
"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, e@message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
stats count() by bin(30s)",
"region": '"<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false
}
}
]
}

BRI TS HRMOT
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CloudWatch » Dashboards > res-stage2-errors-lines Autosave: Off @ Period override 5 minutes (auto)
res-stage2-errors-lines v ¢ ‘ =) ‘ ‘ 1h 3h 12h 1d 3d 1w Custom UTC timezone ¥ H C I v H x H Actions ¥ Save
infrastructure hosts
40.00 @ 1. count(
30.00
20.00
10.00 . . .
1.64 |- : = ' s : S —— T —— S —— S S — - " .f..... "
1o- 23211145
19:00  20:00 ~ ZIW 2:00 2300 00:00 01:00 02:00 03:00 04:00 0500 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00  18:00

CloudFormation #t&

HEIRBEITHBEE LA CloudFormation &S EIRIBHEHEBHNER,. SHMBEHER.
HASEHE K WEHEBNWHEEBEENR , TUSZEE4, ERNEHRSER,
RES #& :

* <envname>-bootstrap

« <envhame>-cluster

* <envname>-metrics

« <envhame>-directoryservice
« <envname>-identity-provider
« <envname>-shared-storage
» <envhame>-cluster-manager
+ <envhame>-vdc

* <envname>-bastion-host

TERRHR (WREEERNBRARE  BRAELENTERTH , BAILER AWS SHEER
Bl RELE RERRNER, )

» <envname>
+ <envname>-Networking
« <envnhame>-DirectoryService

« <envhame>-Storage

+ <envhame>-WindowsManagementHost
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K R RE T 3% 4 R WFE |, 3 Amazon EC2 Auto Scaling £$487E B iz AR

R RES Uls 5 A fRERERR , RRTREREARAERBHEtEE,

BEEBELE Amazon EC2 HI{TERE BEERE (ASGs) a2 —EEER5IZEER , TARERSE
TEBNERTE. R U EEEEIEMAERRELFR , HRE Amazon EC2 X HREREEZE
RIENEITERE | YHME Auto Scaling BEHEEB RS BB S HEHEN ASG , LB Amazon EC2 #,
TEBEREERR.

EE2ul , FEAFITEEAIEE Amazon CloudWatch BEsEHERYIE R A CHFERE |, ERERTH
BEWER, thoJLAER SSM TR EEARBZRERMTHHTEEN TERER , YREHITEE
FHEFERUYERER , BT REBERAEERETE A ASG K1k,

WMRBAELRRE , ASC TEAARSETELUTIREER,

EC2 Dashboard X C EC2 > Targetgroups ) res-bicfn3-web-portal-e2958adc )

EC2 Global View

Events res-bicfn3-web-portal-e2958adc

v Instances

Instances Details
InstanceTypes || OV amawselastidoadbalancingieu-central 1 bicfn3-web-portal-e2958adc/3fa0fdc3c3bfa223
Launch Templates
Target type Protocol : Port Protocol version VPC
Spot Requests get P
Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad 10chge [4
Savings Plans
Reserved Instances 1P address type Load balancer
. » -alb [4
Dedicated Hosts 1Pv4 res-bicfn3-external-alb [4
Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0
AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)
Select values in this table Al lied to the
v Elastic Block Store
Volumes
Snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

v Networks securty Registered targets (1)

Security Groups

‘ Q Filter targets 1 (o]
Elastic IPs
Placement Groups ] Instance Ip v | Name v | Port v | zone v | Health status v | Health status details
Key Pairs
O 10ba5d508631120043 es-bicfn3-cluster-manager 8443 eu-central-1c @© healthy

Network Interfaces

¥ Load Balancing
Load Balancers

Target Groups

v Auto Sealing

Auto Scaling Groups

BRI B Amazon EC2 Fi= & 48
AL EESERETRENRKEEHETNER,
HRs s

EREREHITR , Amazon EC2 R ABEFERBAURUTAR. BTWHTEERE RES E#%
i Amazon EC2 £#, HTREREBINFTER RESRERRE,
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ERAEER

EC2 Dashboard
EC2 Global View

Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances

Dedicated Hosts

Capacity Reservations

X Instances (5) info

| Q. Find Instance by attribute or tag (case-sensitive)

| res-stage2 | X | | Instance state = running | X |

Clear filters

Oo0oo0oogoag

Name #

res-stage2-cluster-manager

res-stage2-vdc-broker

res-stage2-vdc-controller

res-stage2-bastion-host

res-stage2-vdc-gateway

Instance ID

1-095bdcdc87321a4ff

1-041867308771e71d3

i-08800976¢757717e6

1-0523e5480f434581a

1-00773bc97ccle841d

| Instance state
® Running
® Running
® Running
© Running
® Running

@ a
@ a
@ a
@ a
@ Q

Instance type V¥
m5.large
mb.large
mb5.large
m5.large

mb.large

ER I HANERRE

£ Amazon EC2 X226+ , EERFZEHITH , eMEEREUTARE L, EUERT , EREE
SRR, BTEEEBNERREVRENERE. PEANBBRERBEREN THERRERE ,

ATLARTERRM "MyDesktops SEAEREN BB,

EC2 Dashboard
EC2 Global View

Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances

Dedicated Hosts

Capacity Reservations

¥ Images
AMIs

AMI Catalog

BRI LEAR

Lab,
He
70N

X Instances (7) info

| Q, Find Instance by attribute or tag (case-sensitive)

res-stagez | X | | Instance state = running | X ‘

Clear filters

Oo0O0Do0ODoooaog

Name

res-stage2-bastion-host

res-stage2-cluster-manager

(

res-stage2-MyDesktop1-demoadmin4

res-stage2-ProjectWork1-demoadmin4

)

res-stage2-vdc-broker
res-stage2-vdc-controller

res-stage2-vdc-gateway

Instance 1D
-0523e5480f434581a
i-095bdcdc87321a4ff
-022826¢122d8¢78d5
I-09ba5d8ae152¢6f25
-041867308771e71d3
-08800976¢757717e6

-00773bc97ccle841d

| instance state
® Running
® Running
® Running
® Running
® Running
® Running

® Running

@ Q
QQ
@
@ a
@ Q
@ Q
@ Q

Instance type ¥
mb5.large

mb5.large
méa.large
mé6a.large
mb5.large

mb5.large

mb5.large

RYER

E Amazon EC2 IR ABREKRILENHATERE K EMBEERERLNEEEHE. NRFERAESE

R IEREMNERERETH | BREZSEMRBEENER  ETaE

TEERERLENSEATEE.

/j_T‘/‘vI"\l LIET:EiE'?T':Fo

BRI Amazon EC2 =& NE
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ERAEER

EC2 Dashboard
EC2 Global View

X

Instances (10) info

| Q, Find Instance by attribute or tag (case-sensitive)

Events | res-stage2 ‘ X | | Clear filters
¥ Instances
[l Name /' Instance ID | Instance state v | Instance type ¥
Instances
O res-stage2-cluster-manager i-095bdc4c87321a4ff © Running @ Q mb5.large
Instance Types
O res-stage2-vdc-broker 1-041867308771e71d3 (® Running @ a mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller i-08800976¢757717e6 (© Running @ Q m5.large
Savings Plans O res-stage2-windows1-demoadmin4 i-092cdf6a7e52e9b%a © Terminated @ Q mé6a.large
Reserved Instances O res-stage2-rhel91-demoadmin4 1-0b3d134f606a53636 © Terminated @ Q mba.large
Dedicated Hosts O res-stage2-bastion-host 1-0523e5480f434581a ( Running @ a mb5.large
Capacity Reservations O res-stage2-aml21-demoadmin4 |-023844b29c12b9393 ® Q mé6a.large
¥ Images O res-stage2-MyDesktop1-demoadmin4g 1-022826¢122d8c78d5 © Running @ Q mé6a.large
AMIs [} res-stage2-ProjectWork1-demoadmind i-09ba5d8ae152¢6f25 © Running @ Q m6a.large
AMI Catalog [l res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q mb.large

B i Active Directory (AD) tHE @ S LAt & E

LT RAEEMRETE i AR Idap HHEITTEH] , SURR AD HEMEEF. ERANMEENHEM

ZHEZRMRERRELREAANSH

%II

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV {&§&
£ Windows S b , £ b T 575 =5 H ST S AR BA MG T AERE £ -

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions

Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)

Windows DCV {& & 215
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£ Amazon DCV A~ &E

Amazon DCV AR ERSHE T/ERE. AWS Amazon DCV, T %IE54)REEaN{AH E S R%EH DCV &
B AR,

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version

Amazon DCV 2023.0 (rl4852)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

21T RunBooks
ToHaATAERENEE. NAENEE R NAEARNENEE,

- ZEREE
» CloudFormation &8 EE T | WE/RALE "WaitCondition W E K BEVEAE . Error :
States.TaskFailed"
CloudFormation 3t 48 22 37 BR 2h # SR W 2 & F B 48 A
#HITERBERIER K BAER vdc-controller
AP AR |, IRE CloudFormation 3 8 £ 5 M BR
IRIBE VM CIDR B SHEEHR

£ Amazon DCV A&, 216


https://aws.amazon.com/hpc/dcv/

HRETR Studio (R
- REBEVHREM CloudFormation H B 7 KB
+ {#H AdDomainAdminNode CREATE_FAILED By A ZpER ( ~&l ) HB LMK
- §OEE”E
o BAREFBEIT iam:PassRole IR
« BEE AT AWS IRF AR ABFEIEM Research and Engineering Studio on AWS &R
- BARER , RYREZRAEH
- ERBRARRYE "RTIEAE, R
« 7£ Active Directory F¥TiE{F A% , {8 RES HiEX
c BYTHEREBRRELERAEAE
+ CloudWatch cluster-manager B 557 #8 H K /)NBR HI#Y $5 52
« RZEB RES BEVRERRMK , BREHE VDI EH L
« RZEB RES MARERR#E , BREHE VDI EH L
o REEM VDI ETHBEIVEA
- RECEARGIAF IS5
« &% RES B3I Amazon FSx for NetApp ONTAP , 18R il A B BV 4835

- R

< REBEVGRES/ KK

- REEZEAZSEHENRELZEAN B,
- B

- RAEFERERFHITERNRH THRE FEE
- RBEREE

« REEE RES Web A OB RAEN/EEBAE VDIs

« Windows EREEMNBEARFREREES

o [FRANEBER CertificateRenewalNode B |, BB H

« ZEEEEENERIEELERIER

- RAERE S BAERRE

« SRME Windows ERERAK , W NERCERM. SRiER"
» VDIsF T AREE

2% 1T RUNBOOKS 217
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BAR VDI TEEREEAZAEER

- ERRETH

Amazon EC2 #H{TEBEXEAPEERBA KL
HRAEE A AD/eVDI ##8 |, vdc-controller #1T{ERE IEEf&IR , B~ AP BEiRERME LB
R E L FEERE  ERTFTSHBEETNNNEEF

cluster-manager Amazon CloudWatch BFEER i ARIEM <user-home-init> kP, IEFEFRFE
RAEES, (AYIRFREAEER)

Windows REEAEHKE R ENIRFEEFH. FafENEES"
S0 i1 F AD #ERER) DHCP EIHERE
Firefox #5528 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

« Env B

res-xxx-cluster & E 5 "DELETE_FAILED, A& K BEZFEMER K RA "ACENIELE
£, $8ER

BERE

T# VDI BF

# Linux EC2 #1{TERB TH B

# Windows EC2 B {TEIB TH H
£ WaitCondition #5528 ECS HE
A8 8 57 T80 b Bk ok B

« REIRE

BESIRUENS I BIEBRERETERIEBAHR
REIHER keycloak HEEIEE

» Active Directory &

BH VDI REFEFEMEMRE , R1E VDI #iiEER  BELZUAD FHESDBEARMN VDI
ERE SSO # , HEEE A RES Web A O #AYE

BIEEAR TR ED Linux VDIs , AD EAE LB EFERAERBBRFIER &

R SSH FEUE , AD EEEHRERETFNESTH

BIENEE RES A ERHEEIER Active Directory

2%1T RunBooks 218
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ZEMEE

&

+ CloudFormation B S E2 Y , WHERHALE "WaitCondition W EI K EKHIFAE . Error :
States.TaskFailed"

« CloudFormation 3£ & & 37 5§ Zh & R KR 2 E F B & A

« FITERERIERXBREER vdc-controller

- BRAMEKYHEEES |, IRIB CloudFormation 3 & L M kR

- RIFEVHR CIDR ERSHI EHR

- RIFEE I HBEM CloudFormation HEEZE 7 K

+ fH AdDomainAdminNode CREATE_FAILED B AHER ( =& ) HBKHK

CloudFormation &M x2# |, WHERALE TWaitCondition UK ZE| K ERRIFAE.. Error :
States.TaskFailed"

EERFEE , FRER A B Amazon CloudWatch Hi#E##<stack-name>-
InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, MR EZE

Eﬁ*ﬁﬂ%ﬁﬁ’]ﬂ?ﬁ%ﬁ AmES— RN BEHE. AFTNERASSREUEEBENFRE

o

® Note
WBBERRZE

CloudFormation 3 & %2 37 p{ Ih & & W 2 E F E4 B A
MR FERKIIE I CloudFormation B8 2 B AR INENE FEMHB5E , AR FYEE
1. RS T4 ur S EE A ETHE,

MREFEMH it R IE LTI, M BRI EFHEE Research and Engineering Studio IR
R

THEEE 219
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2. % Amazon EC2 XA RBERRIITEENIIE,

R Amazon EC2 #l1TEE M <envname>F BB ALK L  RARBBRAFVHITEE , BIFEK
=% Active Directory #H R8T 8L & HH 3 B RE,

3. WMREEHEAWS SNEERER ST REVNBER ,
B%, R EALERR SR,

?ﬂlﬂ

BB CDEY VPC, RENMANE F43

MREEMSEAIERE , EREEMRLERTE RES RE. NFEFMET , F2RERZEE

—_
HHo

4. MREBEABCHWAPERBEER , FEFREMEM Active Directory & TEHARVAERE,

MEERE IR ESITEE A A Active Directory ZRAEE, FHEH P KL Bthe section called
“S1TE BB A IR SR TA 2k BURBEAY vdc-controller” 2R i SR S 8

#HITERBRIERN X BAREER vdc-controller
M REER RN R R R ERELEBRRMA Active Directory (Active Directory).
%ggﬁ%ﬁ:ﬁ% .

1. #a+s%|, 7 vdc-controller BYE11THR#/TERE LA SSM BUE TIERER
2. #1T sudo su -o

3. #1T systemctl status sssds

WMERER/EEAD, KMBEEBFPEIER , AIBTEREEMA Active Directory,

REERE 220
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[root@ip-: 1# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: Jloaded (/usr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 317248 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[-31248 /usr/sbin/sssd -i --logger=files
[—-31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[-31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

Might see errors
highlighted in
RED here

NRRRENREFRERRNR

SSM $RR HEE
B EMREE
By

«  REENDSHITERHIT cat /root/bootstrap/logs/userdata.log LAFEE HES.

WEERREE =B ENRARERZ —.
BARRE 1 BAK [dap ERFMAEF T ER

BERF. NREFITIERZIR , RIFTMEREZNA Active Directory,

+ local AD_AUTHORIZATION_ENTRY=

+ [[ -z "' 1]

+ [[ @ -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds

++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 18@) waiting for AD authorization,
retrying in 34 seconds !

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

1. WP RESHERVHBCEERATIEENSEE.,
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« directoryservice.ldap_connection_uri
« directoryservice.ldap_base

« directoryservice.users.ou

« directoryservice.groups.ou

« directoryservice.sudoers.ou

« directoryservice. computers.ou

« directoryservice.name

2. E# DynamoDB &R K F MM RERME, ERFKAE DynamoDB EEAWER KR THE, &
KIEREBHBES <stack name>.cluster-settings.

3. EMERRKRE , BMERE I MTREMNTERM cluster-manager # vdc-controller, B EIER#E
AR E DynamoDB ER RN R EMEFHHITEE.

BARE 2 : 8 AK ServiceAccount R E BB T ERE

MR AFEL Insufficient permissions to modify computer account , BIfEHEE I
B A ServiceAccount & B AIBET IEfE,
1. & AWS FE#E 5B Secrets Manager,

2. # 8 directoryserviceServiceAccountUsername., WML <stack name>-
directoryservice-ServiceAccountUsername,

3. FRMMEURGHFMAEARE, EWEET , BEHNMEE A RARBEMEXF,

4. WMRZECEH , FEMERE BTHTIREMN cluster-manager 1 vdc-controller #{T{EE. BEBERE
#{EF Secrets Manager B F{ERMEBFETEE.

BARR 3 : 8 AM ServiceAccount BiEF E#E

MR BHFEHER Invalid credentials , RIfE# &2 T HIR & A K ServiceAccount ZiEA[RET IE
e,
1. & AWS 5B Secrets Manager,

2. ¥ 3 directoryserviceServiceAccountPassword. W#EES <stack name>-
directoryservice-ServiceAccountPassword,

3. FRMMELURGRFMETARE. EWEET , BEHNMEE K RARBEEXF,
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4. NMRBSEEH  RTHREBMANRBILEER , BRI LU Active Directory 1 Secrets Manager
PERER.

a. EEfE PERFE AWS Managed Microsoft AD :

i. BIRKAWS £ &AW HE Directory Service,
i. IEHRES B#RE# D, ARIFEZEF,
i. ENERFEAEERR.
iv. #A ServiceAccount EA&EZ .
v. BWAFER A ARBEERER.

b. ZZE7E Secrets Manager FEiXHHE :

i. BIRKAWS £ & W HIF Secrets Manager,

i. ¥#& directoryserviceServiceAccountPassword. WHEL <stack name>-
directoryservice-ServiceAccountPassword,

i. FARRBLURRFAEAER, ERZET , BEHIRZRE , ARBERXE,
iv. igg%ﬁiﬁo
v. 2 ServiceAccount fEFI BEIREF R , ARBERE,

5. WMREEFHT E , FMBRE SIFITIREN cluster-manager # vdc-controller #11TEE, BEHER
16 A T EREB BT ERE.

AR HEEEES | IRE CloudFormation 3 & £ £ Ml BR

W& <env-name>-vdc CloudFormation 32 fY Ml kxR AB Ak Y1552 M S B , 4520
vdcdcvhostsecuritygroup , EAREREAEAEEAE RES EUMN FHEBRINZLEETPREN
Amazon EC2 AWS #1T1E B& Fr 2K

EERARE , FEREKLELUERAXBMEBNATE Amazon EC2 #i{TER, A% , SR LURERER
RIE,

IRIBEVHIRI CIDR B S B a4 88

BURSRK , OERES [FAILED] # CIDR ERZEEHERER,
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fRaREH

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

EEMAME  FAHMNERA xxx.0/24 = x.x.x.0/32,
IR 7 HIRIAY CloudFormation &2 37 2k B

BIURESR —RINERETRE, EREEEEF , ek REREME , B CloudFormation 3
BT KRB,

MBREEEER  SMRBEIERET, RE , EUNEFRANESPERRET,
& AdDomainAdminNode CREATE_FAILED BN A\ZER ( & ) HEBKRK

NMRTEREHBEVARIHRTIER , TRERAVTEERBRAZHMERINEE Amazon
EC2 &%,

AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

HEEHBETRMHRR
1. HE SSMREEEES K MERBTOHREMRH , URERECHYMANITREEBRESH,

2. %&£ SSM RunCommand/Automation #1TEE S ;o8& , RE(SHHIERI SSM XHWEITREEIT
ERERE — o

3. IR Amazon EC2 #{TEBA BEERT , REAHHMTERAS  MUHEHTEEBRSEM
BUEENRE,

MRBERHBHER  FERBRED 15 7EME RES HTEERNIEH,
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B EEEE

BE—2A(SSO) MEPEENAZEMENER ABEREEINMEE, WERE SSO HEMNER |
B :

2
r

+ the section called “fF IAM Identity Center 5% SSO”
+ the section called “%& SSO FRELMN G D REE"

CERHYMES S EBEMHBANEGEE  F2ETIIEHERTE

&

« BAREEHIT iam:PassRole KR

. BEE AT AWS IRF AR ABFEIEM Research and Engineering Studio on AWS &R
« BARER , RUNREZAER

- ERBEARRE "RARFEAE, #BR

« 7£ Active Directory F¥TiE{F A% , {8 RES HiEX

- EVTERBRRELIERACEAE

+ CloudWatch cluster-manager B 557 #8 H K /)NBR #I#9 $5 52

K AKEBFH T iam:PassRole RIS HE

MRBWBEHEER | EHEEMEHIT iam : PassRole BifF , BHBRLEER , UAFEKBCEER
RES,

BEAWS BRUTREKEFALBELZRYE K MARBIUFNEEACIBBELSAC, WFENT
ER |, BUARERACEREEXRBNFTT,

E & A marymajor BY IAM EREEREA TR EE RES FRTEIMFR , SRETHIEHIHR, B
=, DFFERBEEREEACR T T. Mary REKAREERGRBHTT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBBERT , Mary WEE L AES , LAFFHEHIT iam : PassRole BifE, MIREFEE B , FBS
B AWS EEEE, ZHNEEEBRHBENEBERE.
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BEE AT AWS IRE A A EFEIEM Research and Engineering Studio on AWS &
i
BHNEY ARG , EHMRFPNEAESILCEBHNBNABFERENER. BAIEEEAFH

EEENHENEXAR, HHXEERERNBIRNFEUEHIEE (ACL) BVMRES , BT LUERA LR
RRBEFABTFRENE RN,

MEE-—LS T, F2RUATRE .

- BETHBOFESHES AWS NIRFHREBERNEIE , 2R (AM EREER) FHAEHES
Y5 —{B AWS tRF PRV IAM A & R FEE.

- BETHNMIEERNFIERMABE=S AWS IRF |, F2K (AM £AEER) TS FEUER
HIeE =5 B AWS BIRF.

- BEETHIERMS 50 REFIE  F2H (AM EAEER) FHREFIEENREN
EHE (BME5D ).

- FRETHEAAGNERERRETHEIRFFRCENEZR , F2H (AM £REER) B89 IAM
AEREREBRRNEER,

SO BEREHRE , R REE, sEHEEE  FREEfRuTERAER | LR

1. BARX CloudWatch F#£ &,
2. WEFEEAT , SKABAA WEHME/<environment-name>/cluster-manager,
3. FARBFEFEANEESAFERPHIEAEEE

& EMEEERE :

1. BARK DynamoDB Fi &
2. REBPRAF , 8RBA WEBRK<environment-name>.cluster-settings,
3. FRERK , AREZERRERRIER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/dynamodb
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EREES
4. REAGERGER , RAEAATIEH
- BHEEW - R518
- FZE-3E
« {E-sso
5 EE#T.
6. HEEEMNFHEF , BE SSO HEERTEH., MRFIEFR , i sso_enabled TMWEBESR
False,
Edit item
You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4
Attributes
Attribute name Value
Key - Partition key [ identity-provider.cognito.sso_enabled J
4
[ value ] O True O False

7. iREl RES EAENMEMUEFRFRE SSO,

)

ERBZEARREE "RABFERAE) BER
MEFHAEESAZ A RES RAEKKEIER "HKFBFEAE,L , BFEAEHEE Active Directory A
- MEAFEAEFREER RES H , ABRIEKFEREFHIEE AD

EAETEEE KRB L E RES, RES B/ EREFZ—X , AENEEESST  IREFHER
BET—XRESEHME, FEVNERS , FEEPHIZZERE Active Directory R¥TIEERAZE | (B
RES AIE K,

- MREMAEFENR RES §:

1. BEABMMRFSERRE, NFFHEENR  F2RAE—F A (SSO) RELN S HRRHE,
2. ®f{R SAML £ M SAML EFB4HEEIEHENE T B4kt
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£ Active Directory H#Ti8EA % , {8 RES HiEX

(® Note

AEEAR RES 2024.10 RERARA, E RES 2024.12 REHARA , FSBH A F BT
F% (2024.12 #1 2024.12.01 iR ) » WE RES 2025.03 REFH A , B2 AT BRI
{Z1E[EF (2025.03 REFA ) o

MRIEEAEREHEE Active Directory , 187 RES HRRDEAE , AIZEEB/E AD BF. AD BS
2 H# AD IEH [E A RES IRIEM Lambda REBE/NEHIT. ERERE  ERFMEEAEIHECR , 2
HEER T —RERLSEFHITHELE., EALAE Amazon Simple Queue Service FEIBEIRE L,

FORBRIERF

1. BB Amazon SQS i &,

2. RfrHIH | EE <environment-name>-cluster-manager-tasks.fifo.
3. EEGEAREWAER.
4, EREAXH WA :

{ "name": "adsync.sync-from-ad", "payload": {3} }
SHEEASEME ID, WA : adsync.sync-from-ad

6. HHASERERMER D, MABBNERFTFH, WIHELAEN A D EREHAFTEFY
@, BRIFEREWZH,

BYTFRREEEERERE

MEEBRBVTIERENEES , BRBEET THERERFEZEMSER Active Directory FEIERAE |, Bl
FHEUREEE —XAEA, REEAERPFERAEEY T/ERE, EFRADERAESLEZVEARE—

Nrd
Ao
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CloudWatch cluster-manager B 5557 H K/ R #IRY $538

2023-10-31T18:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []}

IR IETE CloudWatch cluster-manager HEEF N EILLEEER | dap BE e EBEEASFERAERL K. &
E{EEHRRE , 5125 IDP /Y Idap B 2&RRH,

- RiFIB RES BEVERRK , BREEE VDI EH L

« BEB RES MAERRMR , BERHEHEHE VDI EHLE

« REEN VDI THEIVEA

+ I RES E 3L Amazon FSx for NetApp ONTAP , 1B R il A 3k B9 #8355

FiEIB RES BUERRM , BREHE VDI =¥ L

ERRELARR "W AL ARE , FeElH VDI TREE, FRETITR  BREERRRRTERAL
ERE

Amazon EFS

1. BI¥ Amazon EFS 2 &,
2. BREREERKRERSTHA,
3. MEBRRAEMEFRTA , FFF BRE VDI =,

Amazon FSx ONTAP

1. BI¥ Amazon FSx 12 &,
2. mEREREAH,
3. MEREFTH , FESF BB VDI =#,
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https://console.aws.amazon.com/efs/home#/file-systems
https://console.aws.amazon.com/fsx/home#file-systems
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}iEIB RES I AERR#MK , BREBHE VDI = L

£ RES LIMANERZRERRELENZEFARA , UAF VDI THBHERRK. ARELER
Rk RE RES AN EY , RES TEEEMBABNZ2RERA,

EMANERRBEEBBMNZLHERAFT THEARE !

- H linux VDC £#M NFS RE (EHIE : 2049)
« RE Windows VDC F#H) SMB RE ( EHIR : 445)

BEER VDI THEBEEUE A

ONTAP X ERHERER UNIX, NTFS fl MIXED 2. ZL£HKINRE ONTAP AREZEHIERFEH
SR SRR PR TS RS .

Flan , MBHBEMEA UNIX 228X , AR ONTAP NZBEME , SMB AEB{MATLUERER
(BRI ERERBEMTE ), TiB , ONTAP £ UNIX W , RE UNIX AFmAUERARET
B &,

BE X {55 F SR 51 9 B T 45
FEE Linux TEEHEFERA UNIX HXERE

sudoer AJ AR HMFERAERET. Bl , L TREEER T /<project-name>H & LB <group-
ID>EEEBE/EAFITWKE :

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

¥ Linux M Windows T/EE & A NTFS B K E

BUFERAREERRNLABMREZELARA. i, EEEAFHuser_01MER K
myfolder , A L% Full Control, Change=k MIEFRIEREA ReadAllowH, Deny :
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+ Documents Properties X

PR . L. |

Q) Permissions for Documents X

Share Permissions

GI'CILIFI ar user names:

pe

¢ folder

¢ folder

Add... Remove folder

Permissions for Everyone Allow Deny ¢ folder

Full Control O ]
Change ] ]
Read a8 O folder

¢ folder

folder

folder

5 ¢ folder

Cancel

¢ folder

—e folder

R Linux M Windows A Fin#lgEAHKE , BMFEEE SVM LREZBRE , SR SKEMA
Linux & & BELE R £ A %%ﬁiﬁi domain\username EI’J NetBIOS BB BEXEL B, B
Linux 1 Windows FRAEZBETHERTEAR, WFESE , F2RB A Amazon FSx for NetApp
ONTAP A ZHETI AR,

% RES 31 Amazon FSx for NetApp ONTAP , 1B R il A F B 4315

BAl , E&% RES AR Amazon FSx for NetApp ONTAP B | RIEMEERRZSL , BEF
EMMAMBE., EEEEIMN ONTAP ERRHM SVM ALK , 2845 SVMs BIA Microsoft
Active Directory 3 &1& Amazon FSx £ A LM FE, fﬁm%%ﬂ’ﬁ"ﬁl?ﬂmﬁ AD 9y Amazon FSx
Service 1RF . —B SVM SININAMEE , B84 SYM HE > i3 > SMB DNS &8 , REBEH DNS
28, IAREREEETE,

A% , FBEHELEFE DynamoDB E Rl FKF#mEE SMB DNS AL H !
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
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1. 817 ¥ Amazon DynamoDB i &,
2. BEERK , REEIF <stack-name>-cluster-settings,
3. HRREMKRER T , BRERMRMG , AR AT HIER MR
- BiEERE - Rol&#
- R - SR
« {f - shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
4. ZRERNIEE , AREEFBF, REEB,
5. fERELREHN SMB DNS EBEHE,
6. EEER LM,

A | FRAEERARHEEBN RSB RS Amazon VPC EERBFIEGFPEBRNRE. £
BRRENF VDI THBEZREAHIMA SVM MERRERBEE.

g& , BULER RES MAERRAEUEMARENERRE - CRETEREERRK, MAER
%\: Lo

ES- |
- REHRESKK
- REEZEAZTEHENRELEAN B,

REGHVIRRE R KR

ERESHBREML , MERBHREALY , AT FEEEE S Amazon CloudWatch H&EEE
AR BT EEER B AE RV BE R,

[2023-11-19 03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
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https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html
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when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

MR LE—@Eenv HEWRBEZLZETFN env FEH , FEFEEETEEM CloudWatch BFEAE B!
B, MRBEREARAEAVENERNRER , BERIBERERRE,

1. T8 metadata.json R , LHERZEER KM ExportStatus £EF COMPLETED ik&E, BEREE
BRI KREE ExportManifest WL E. MREKTE LRBUE  RREEAENRRE | BEZ
HERRBINGEREER.

2. RREYREER  FHRERRIKERE RES 785 COMPLETED, REBEVEFEZEE 5 F 10
DiE, ENBARENIAERBEEER , MERRBERIIEL, EBRBINRBEREX
ARRE,

£

RAEEFERERFHTEENE S FERE A

MR Ul FHBRARSFIERASETHE , IRETERRELER , EWRERTEMRE Amazon EC2
PATERE B £ IR,

YT ERIRN G E , REME Amazon EC2 XA R B H I Amazon EC2 #{TEBEEEHK L | I
DEFBTEEBERA. MRIIEERER , ®E Amazon CloudWatch logs Al RBEE IR ER K o

E—RBAHEIERERETNEHFEHE, WE Amazon EC2 £ 4 F BB (A BT EEXE R EM
BEMRERFIETERE  ARTRUEEERRKBE,

ERABNEFM TR
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ERAEER

EC2 Dashboard X ( EC2 > Targetgroups » res-bicfn3-web-portal-e2958adc )

EC2 Global View

res-bicfn3-web-portal-e2958adc

Events
v Instances

Instances Details

Instance Types

Launch Templates

Spot Requests Target type Protocol : Port Protocol version
Instance HTTPS: 8443 HTTP1

Savings Plans

Reserved Instances 1P address type Load balancer
1Pva res-bicfn3-external-alb [3

Dedicated Hosts

Capacity Reservations
Total targets Healthy Unhealthy
v Images 1 Q1 ® 0

AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)
Select values in this table ta see corresponding filters applied to the Registered targets table below.
v Elastic Block Store

Volumes
snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

v Network & Security Registered targets (1)

Security Groups

‘ Q_ Filter targets
Elastic IPs

Placement Groups o Instance ID v | Name v | port v | Zzone
Key Pairs

[m] 1-0ba5d508631f20043 res-bicfn3-cluster-manager 8443 eu-central-1c

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Scaling Groups

VPC
vpc-011d10e23ad10ch8e [

Initial Draining
0 0

1 @
v | Health status v | Health status detalls

@ healthy

MEE/EMREEIER A 0, RREHE Amazon EC2 #{TEETRAREERTER,

WMREEMREFENIER AIE 0, &R Amazon EC2 #1TERE
FE AR BB REIB Eﬂzﬂkuﬁﬁ

WREERERIFMEFERETENHBE MR 0, KRBT RER

REIEERIR. EFAE

=RAELEWN

E#HR. flmn , NEMALE FRERT

RERBHEN AZs, NMRBEERIFRN , FRALTRERAEMNT , FHRBRRERHE,

B E B R TE

&
« REEE RES Web A OB RSN/ #EEXE VDIs
+ Windows EREZHENBARFREAEES

. FEANEEIR CertificateRenewalNode B | BB HA
- FAEREENERZAELIBRYER

- RAEEB S BEREE

- R Windows BRERAK , WET

NEREEM. SRR

* VDIsFEMEIRRE
- BEE , VDIsEEAFERAME

B EHSE
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- BAR VDI THEEEEEAZHER

HKEEHE RES Web A ABULHEE)/HEEXE VDIs

BRI ESREEKRE VDIs B , B environment-name.vdc.dcv-broker.dcvServer
DynamoDB ER RN R EMBEIEE (5-20) , EFRK TR ERERMREE,

EERRILEE , BUURBERLTSEAEER |, £ AWS DynamoDB & &Eenvironment -
name.vdc.dcv-broker.dcvServerERI RN HERBER/EABREEN , TR :
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Edit read/write capacity

Capacity mode i

simplify billing by paying for the actual reads and writes your application performs. Manage and optimize your costs by allocating read/write capacity in advance.

() On-demand } [ © Provisioned

» Capacity calculator info

Table capacity
Read capacity

Auto scaling | info
Dynamically adjusts provisioned throughput capacity on your behalf in response to actual traffic patterns.

O on
O off

Minimum capacity units Maximum capacity units Target utilization (%)

(s ) (= ) (o )

Write capacity

Auto scaling | info
Dynamically adjusts provisioned throughput capacity on your behalf in respense te actual traffic patterns.

© on
O off

Minimum capacity units Maximum capacity units Target utilization (%)

G ) (= ) (o )

¥ Historical capacity usage vs current selection

To see detailed historical read and write usage data for your table, go to Cloudwatch [%

Read usage vs current unit selection Write usage vs current unit selection
The number of read capacity units consumed over the last menth. Learn more [7 The number of write capacity units consumed over the last month. Learn more [
Filter displayed data Filter displayed data
[ Filter data v ] [ Filter data v ]
20 == e e e e e e e e e e e e e e e 30
25
15
20 -
10 15
10
5
5
0 P °
Mar 30 Apr6 Apri3 Apr 20 Mar 30 Apr6 Apr13 Apr 20
07:00 07:00 07:00 07:00 07:00 07:00 07:00 07:00
Time (UTC) Time (UTC)
== Maximum capacity units == Consumed read capacity units == Maximum capacity units == Consumed write capacity units

IR, B 5VDIs EEAXN 1 WCUNEARE  MEBERNEAREEVARETE RES A
Ko ﬁﬂ%ﬁféﬂiﬁﬁﬂ , 82 # Amazon DynamoDB EEHH L HEREHNEE, DynamoDB

Windows EREHNEAIRFREAE

MR IEHESNIE RES Web A D #BY:FRAE) Windows B ST , EEEARFELERFRERER
g | A2/ Windows VDI A 8E = RN A Active Directory.
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EERE , 5% Amazon EC2 A EHEZE Windows #ITEEE , WE THSIEHEFC: \Users
\Administrator\RES\Bootstrap\virtual-desktop-host-windows\. A FAEEHI &

2B [Join AD] authorization failed:RREITEEEEMA AD, MFEKLY/<res-
environment-name>/cluster-managerfVFFllEF , FSE BFEFHEBBTH CloudWatch FHY
Cluster Manager B :

* Insufficient permissions to modify computer account

- WEHBRRTENWRBIIESZERKEKITIEE AD WEEFT, BE 5%E Microsoft Active Directory
AR 1R P (R ER ARG IR R P PR R IR Ao

e Tnvalid Credentials

- BEAD PHERKEIIRFBEAERCEY  IERENBAENT IR, EERESERNENRE
REBEAER , BFEEE Secrets Manager £ &R FHEBNME . FEREHLMEN ARN £
RES IRIE G 0 EE HEHR Active Directory #18 THIIRIEIR F B A E R Z ARN ¥+ EFRE

=8

A~ o

A I\EBE R CertificateRenewalNode B |, BB Hf

WMRIEEB T HNEBERE S | iﬁiﬁ%‘ii Linux VDIs "The connection has been closed.
Transport error"KHEZE| #8558 , RN ERRBRFBH , BA Linux LK pip ZEBERIEREM
RAEBDEHEE, BEEEIEARB Hﬂo

Amazon CloudWatch B & #l<envname>/vdc/dcv-connection-gateway AJRE & F LI T 5
FERHKERERER -

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Error in connection task: TLS handshake error:
received fatal alert: CertificateUnknown | redacted:/res-demo/vdc/dcv-connection-

gateway | dcv-connection-gateway_10.3.146.195 |

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Certificate error: AlertReceived(CertificateUnknown)
| redacted:/res-demo/vdc/dcv-connection-gateway | dcv-connection-gateway_10.3.146.195

|
EFREE -

1. HEEMNIRFH AWS |, BIfE EC2, MRAB R A *-CertificateRenewalNode-* BYFAITERE |
LB ITIERE,
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2. BIfE Lambda, & EZEEZTEA *-CertificateRenewallLambda-* B Lambda % , 554
& Lambda BERABEEEHLUNTHAR :

export HOME=/tmp/home
mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

python3 ./get-pip.py

pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

git clone https://github.com/Neilpang/acme.sh.git
cd acme.sh

3. HEESHKRIMHINTEIR Certs HEBEAR, HHARSEK Lambda BT : EIR -

CertificateRenewalLambda > Bt - BB, SR RELONTHRE ;

sudo yum install -y wget

export HOME=/tmp/home

mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

mkdir -p pip

python3 ./get-pip.py --target $PWD/pip

$PWD/pip/bin/pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}"'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates
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cd certificates

VERSION=3.1.0

wget https://github.com/acmesh-official/acme.sh/archive/refs/tags/$VERSION.tar.gz -
0 acme-$VERSION.tar.gz

tar -xvf acme-$VERSION.tar.gz

cd acme.sh-$VERSION

4. ¥& *-CertificateRenewalLambda-* Lambda HEFHEE 2 M BB AL R 3 WEER
B, BENHBYSSEFENBEFTLEN.

5. FEFHBEE Lambda Y , FOAAERSIER K RARBIUE. THEEEANBA, EEX
SEIVBH EC2 HIT{EE |, LLFEH Secret Manager FHEE M PrivateKey B3,

6. #&RILBAEM dev-gateway HITEEE : <env-name>-vdc-gatewayF EFEEIREREBBHLE
MHEITESE,

ST B IE BB AFRY E 5 R T A B B

NMRSEEFARRAELHEEEE  BETERERAER Amazon EC2 SI1TEEBHE | =
Amazon EC2 #{T{EBEREC £ RES IRIBZ ML LS 1L, Admin Ul ARRE O] sE S #E B RE R LA iR
fE BEREHFELHN.

FEMEA Amazon EC2 X A RYEFHTRRRBERLIFL, MREL , FEABRRE ., MR
Rkl AIMARY S —BRE. FAEZRSEFANEAER  EHATERRB R NER 4E
Ho

MR TR KRBT ERMERE Admin Ul £, BIFTEEEZEEA Admin Ul A HK LE,

EREERME 5 BERKE
ERAETHURBYEREERBRRRHA 5, STHEREEA Admin Ul £TRE | TAR -
. WERERE,

. R — B,

- ENBEEREAERRATIERRAANGREERT , XHESERMENHE,
- EERER
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- ENMBREREUBERTRECDHE.

KH Windows EREHLXHR , LB "ERCHEM. BWwiER"

IR Windows SHNERRARK , WER Ul $558 "ER SR, EWiEsR" , FE LR E Windows #
1TIERE -2 EFEMEREN DCV AR e B L EE,

Amazon CloudWatch H & #<envname>/vdc/dcv-connection-gateway TAERFERAELUAT
RENASCHERERER

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:

Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"

protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: QOE9ESC4DE7194B37687DC4D2COF5E94AFQODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: IO error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

MREBESEER , BRSGERFEH SSM Session Manager BIEREE Windows T EBEAVER , A&
BRT % 2 ERFEMEEEER

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name

-a---- 8/4/2022 12:59 PM 1704 dcv.key

BB ER R 240



#5EEE T2 Studio EREER

Q)

-— 8/4/2022 12:59 PM 1265 dcv.pem

ELEREXSEDHENREY , EABENERELATEGRI.

MRS EBRERE , MHENR Windows KERVHTREEEHRNIGR , FEMABZMREHERRE
ERERELNBRERERRE N EEHN/TERAF Windows B##SR. ERREEELE Windows HEE
HEAR , W ARIE R E MELR

VDIs+ 1E i AR 5&
WRKEEE Admin Ul RBERMERRE | 1E s8R BREERRAH.

EEYEERER  BREEZEHTERLVAFER  ISKAEENEENESR. A4S HFE
M Amazon CloudWatch BRFEHNEE  HH A sELRAERAFNEHEARRE—HHHNHEEE
Ao

LT REEEREERR,
- AR AMIID EEMAHKEMEE , E RES TX &,

S EMBIESBEETR , A Amazon Machine Image (AMI) R EFFENTAHHEESR T E, H1T

B8 LM BESER |, I /root/bootstrap/logs/ Linux #{T{EEE , TJaEESEEBNERE

aﬂo £ AWS Marketplace EXf5#Y AMIs ID AIgEEEZ AN RES R EHETHEE. ©MEEREUAER
A&,

. T#E.J AMI B8 Windows ERKREHITEEE , TERTEAEERETH.

RIZTERR , & Amazon EC2 H{TREEBR B , FAEERETBEIT R, NRERRENER
KEHITEEBEL AMI , ARELO AMI EFMEEHEE VYEAFTAGRBHEBUE S —EEREH ,
AlEFAEERESTHBSTEEFNERSEATEE L3117,

HEREELREE , FECAREL AMINRBEERKEATER L , LIEES 5 5B PowerShell
WERE , RARMTTHEGT

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

RBREHATEREILFTN AMIl, SR SERFH AMI REMAREHEE Y EBRHBHERR
Ho #mIRE , ZUUNUEREHERENHTERLBITHEHENG T , YEFTRBDHTERMEERE
BAHETFREER , EESRRERERN AMI BB S —BAERKERN , #EBXETEENEE,
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B EN1% , VDIsEHE A SEESARAE
WEEHIMIRE 1 IRBREN BHEAREETRE POSIX FAMERE.

METHNRHBIKIL , EV a2 EERAYRERE -
1. TPEM RES IRAA 2024.01 SEFTRA,
2. EEBE RES #BHIE , 9 BMEnableLdapIDMappingi&EA Trueo

3. £ RES HEIFEBHMIEEMN IR ERMAN RES 2024.01 ZBIHIIMRA , RIELFIREFFER |
% EnableLdapIDMappingiXES False,

FRRDER MR BRRKPNERE B &,

1. SSM EREEEE T,

cd /home.

ls - EIH B SEBTSEAESBNEE , HIW adminl, admin2.. %,

MBR B & sudo rm -r 'dir_name'. FEZMIBR ssm-user # ec2-user B &,
MREAECEASEFN env , FREFAEN DDB ERRMBREREM (clusteradmin BRSL).

& AD B - EEEEEE Amazon EC2 sudo /opt/idea/python/3.9.16/bin/
resctl ldap sync-from-ad®##i17,

7. % RES #f8E L Error AREEEHRE VDI #1TER. 5 VDI EEKHN 20 2 ERNEIRA
Ready #R&&,

o ok~ w0 DN

A%, VDI TEBEESEAZHEH

EERTRATHEREEEN VDI TEREELZARAZAAERAOER , EXT X ARHFCEH
B, EWRERREA DCV Eﬁ%ulbi@ﬂ’]'f’ﬁ%%%ﬁﬁi BREHER. RAENERER Xorg fRREEE Y
B, EAUMTTHmS , UMD HER Xorg ARER 3E,

Debian & Linux :

dpkg-divert --package nice-xdcv --divert /usr/bin/Xorg.orig --rename /usr/bin/Xorg 1ln -
st /usr/bin/Xdcv-console /usr/bin/Xorg
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Red Hat & Linux :

rpm -q --whatprovides /usr/bin/Xorg && \
cp /usr/bin/Xorg /usr/bin/Xorg.orig && \
In -sf /usr/bin/Xdcv-console /usr/bin/Xorg

FE B R TH A

xR
+ Amazon EC2 H{TEREEEAPEEERCKRIE
« HRAEEMA AD/eVDI #&#8 |, vdc-controller #1T{ERE IEEf&IR , B~ AP BIEREME A

- REBHEUNEERE  ERTEHRETNNFEH
« cluster-manager Amazon CloudWatch HiF# R " ARKEHE <user-home-init> kP, [EEZFFFEA
ERS, (HPIRFRFERAEER)

« Windows REEAERAKET ENIRFEFMH. maHfNEES"
- S0EB/ZF AD #HRERY DHCP JETH &
« Firefox $838 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Amazon EC2 H{TERAEXTZEAFEEBREKRL

INREMEREEHITEEE Amazon EC2 AR EEBETRACDKIL |, FRTELEEBREME , WEUR
REBREATEERER, UTRYERERMA X,

R vdc-controller #{TEEETE Amazon EC2 TR AFHETREEKRILE | ETRERHNT ERHNWE
BB, RES #HENNZEEER  MAEZIERILE Amazon EC2 #1T{EEE IAM FEUZRH
BEK—E 9, MR vdc-controller IEEfEIR , B CloudWatch BB HERHE THER , FRWER
WBARIEBIZR. FEE  WEFEEERLRTYER

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"
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LEEEES 8 Amazon CloudWatch B SA RSN TR :

ERAEER

An error occurred (AccessDeniedException) when calling the GetSecretValue

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5W9SPUXFQ8IB-F1sNRv

because no identity-based policy allows the secretsmanager:GetSecretValue action

®E Amazon EC2 #{TEER LAVRR , LS LIRBE.

HREEINA AD/eVDI #48 , vdc-controller #i{T{EIEE E1EfEIR , B AP E/EARRER
B

MR eVDI BEEHERERERY , ASEREREERTERTIER,

Modules ©

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets
Global Settings global-settings @COﬂfg @ Deployed (® Not Applicable

Cluster cluster 2023.10b1 @5t€C< ® Deployed ©® Not Applicable o default
Metrics & Monitoring metrics 2023.10b1 ®5t6C< @® Deployed ( Not Applicable » default
Directory Service directoryservice 2023.10b1 @Steu ®@ Deployed @© Not Applicable s default
Identity Provider identity-provider 2023.10b1 @Stem ® Deployed (© Not Applicable s default
Analytics analytics 2023.10b1 ®5tac< @® Deployed © Not Applicable * default
Shared Storage shared-storage 2023.10b1 G)Steu @ Deployed (© Not Applicable « default
Cluster Manager cluster-manager 2023.10b1 @pr ® Deployed ® Healthy » default
evDI vdc 2023.10b1 @A«pp @ Deployed ® Failed o default
Bastion Host bastion-host 2023.10b1 @Stem © Deployed ® Not Applicable s default

FEEBRT , REN—MBEREFEEEES CloudWatch BFf. (BKEA WAFERHE<env-

name>/cluster-manager, )
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LIl 2

A R RE -

- MRBFEENF Insufficient permissions , BERERE res HBIFIRMHM ServiceAccount

ERERBHRER.

BEITEH

Insufficient permissions to modify computer account:

CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

000020E7: AtrErr: DSID-03153943, #1: 0: 000020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 30 seconds

A LA SecretsManager = & 17H RES ZPEHARI IR MY ServiceAccount FRAE R, &
Secrets Manager P2 RBENHE , ARBEHEIMXF. WRFEAEEBTLER  FEER
BLUEHRRE, RIEEFNWEEEESMN vdc-controller BT, FHATEEASEABEMN
e,

MREFERERENNABEFREEEINER , FAEBBLER "ServiceAccounts . MRE
82 RES HifE#% DisableADJoin S8R EA False , B E "ServiceAccounty FAEERE
AD I ERYHIET,

- MBFEANERAEZBLRE , (BEAEEXE Invalid credentials , BI&E# A KR5S 0] se s
AR p: N

H

s 1T fl

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],

'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

A LUEIB FENE Secrets Manager RSP EREBHHE , BREERI env HiEW ANE
15, BEZ (0 <env_name>directoryserviceServiceAccountPassword) , R&i#E
BRI F,

MEARMEZPHEBIER  FEEFEUETREFNE, RLANEEEESMN vdc-
controller H{TEEE., METERSEAETNER , WEABEME,

MRFRGER , ATRER EEAR Active Directory PRI 2iBHI, BAEFLEER Active Directory
PG  RABREFWD, B LA Directory Service £§2 A E Active Directory FERFEHEN
RS

1. REEERHEID
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https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/directoryservicev2/identity/home

WFRE TR Studio EREER
2. BEDFE. ERERERN  ARERAERESRE (HIW "ServiceAccounts ) M HHIER
xRE,
3. MRMBENEWBRLANN BT RE , FEHEN Secret Manager WEHEHHW ( F
4l , <env_name>directoryserviceServiceAccountPassword,

4. ¥IEBRIVEREEE S M vdc-controller MATER. FEATEREAREMEE,

FESMABLF NSRS SEFEHRE TR EES

WEETRREE T ERLEAEIRSE AD HENWEEESR, RHBRLLEE  SREEEEES
Amazon CloudWatch BiEHHE B EEEE "<user-home-init> account not available
yet. waiting for user to be synced, , M¥EFREEREHEHEEE.

cluster-manager Amazon CloudWatch B8R " ARREME <user-home-init> 1RF, IE
EESERAERS. (HPIRFRERAEER)

SQS FTHEIKRAFHEERER T , RATELINEFAERF, ERECAERSHE/ERER
MERERRME , SEBRLERR.

EETEFEHERFHWERTTEER RES RIEMERELE AD £/, #ii0 , £ BI/RES IREE I HFEH
B ServiceAccountCredentialsSecretArn 28T R EFEMNE.,
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Windows REEAEHKETR "EHNIRFEFA, FAHAENEES"

CORP\admin

Your account has been disabled. Please see your system administrator.

NMREREREZZAHENET , EARRTEAEREER SSO MUEAR , EHEEHYH RES BREMN
AD H{£A,

MRERFEIRFSE AD FE/ , SSO BEAEZE RN

S\EB/& F AD #ERERY DHCP 1EIE[ERE

MR RES "The connection has been closed. Transport error" EEEEHCH
Active Directory ¥ &£ i BFIE E| Windows E#REREEER , MR ZE dev-connection-gateway Amazon
CloudWatch HFF—RBEELUTIRER :

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Error in websocket
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connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

MBLEHEE DM VPC B DHCP BIAM AD BEEHIE  MEE .

1. #& AmazonProvidedDNS 718 & /{31332 &1 15 IPs,
2. BB B BEREAS ec2.internal,

ERBURES, WRRELAMERE , Windows REEAKIRMERIER | KA RES/DCV 881K

ip-10-0-x-xx.ec2.internal hostname,

Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS

Firefox #5838 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

EIREA Firefox Web BIESSEE K ELERERINEREZEE b TeEE2EZ
MOZILLA_PKIX_ERROR_REQUIRED_TLS FEATURE_MISSING $538sA 2888,

JRE 2 RES Web AR E £ TLS + Stapling On &% , {B &£ Stapling Validation EIfE ( 2

https : //https://support.mozilla.org/en-US/questions/1372483,

\\

&7 LK BR https : //https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing &Y
ERRISIE M ERE,

Env il B&

E
+ res-xxx-cluster 2R "DELETE_FAILED, iRiE , BELZF MR , KA 'AEENSELE
£, 8E&R

u&% E TR
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M T Studio ERERER
- T#H VDI B

« & Linux EC2 BIfTEB TH A

« # Windows EC2 #/TEB T&HAF

« & WaitCondition #5758 ECS A&

o R SLE MR K BK

res-xxx-cluster 2 E R "DELETE_FAILED, & K BEZ:FEHMER K6 KA "ARE
WMHEERET, R

WRIETE R "res-xxx-cluster" #HEFE A "DELETE_FAILED" AR&E , HEEZFEIMIER , BRIUEIT T
SRS E MIBR,

MREBFHBER "DELETE_FAILED, MRE  FEEXFESHEMER. ©RESEL —EHES
B, MR R, BIF MIER.
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Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

BRx , BMEERIBRAALERHERER  BNTREFINASRENEZERENER, TEEBRT ,
AENFBERMA "ERENER. , AREEMER.

B e e E D E L BEEE8 Role: arn:aws:iam::... is Invalid or cannot be assumed
Env B
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[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

EXRTHERHERAENACSEER R LMIR, FEHRLEE  FERACHERE, IE IAM X
BE  YEANTRANZSBRIEFZEBHAR , TR :

. SHEETNERER | BE AWS R,
o STYIEHAZEM , 7f TUse cases for other AWS servicesi®# CloudFormation,

IAM > Roles > Create role
: Select trusted entity e
Select trusted entity

Trusted entity type

O AWS service AWS account Web icentity

SAML 2.0 federation Gustom trust policy

Use case
Alow an AWS senvice like EC
Common use cases
EC2
Lambda

Use cases for other AWS services:
CloudFormation

© CloudFormation

BET—F., FHXRMAER AWSCloudFormationFullAccess' M 'AdministratorAccess' &
i, BHNREAERERREZXWTAR
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Name, review, and create

Role details

Role name

173289361

Description

Allows CloudFormation to create and manage AWS stacks and resources on your behalf.

Step 1: Select trusted entities

Step 2: Add permissions

Permissions policy summary

Policy name ' Type

AWSCloudFor AWS managed

AdministratorAccess AWS managed - job function

A®IEME CloudFormation T2 AW MIERHER, EREERZAUERIABEZMERE. &% , AE
IAM EZ2 A8 I MBREELNBE,

R EC2 TZAE A EC2 #1T{HEE

. BMBELIERBEAELER Linux EC2 #1TEE.

o FBMKEBRIELIERE ALK Windows EC2 #1TERE., AREFE Windows PowerShell LA {T{E{ a5
AL
T o

WEERREEM A

1. Cluster-manager : ff TV EMBEEEESN AR , UHEEERR,
a. R B CloudWatch AFE#E WFTHE His<env-name>/cluster-manager,
b. <env-name>-cluster-manager EC2 #i1T{El#8 L /root/bootstrap/logsH# FTHIFTE

B, BEAEHRAERY " EC2 TEAZ A EC2 BT EER MViER , UBEALHNHITE

o

Env B
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2. Vdc-controller : & 54z EH18 vdc-controller W B , WS HEREZTER,
a. R B CloudWatch R & # BFTE BiS<env-name>/vdc-controller,

b. <env-name>-vdc-controller EC2 #{T{E# L /root/bootstrap/logs B # THIFTHE H
. BEAEMEN "R EC2 EEAFEAEC2 HTHEE, EET WIER , UBEALWHITHE
e,

BRIEHFRNEP—ESERER € Linux EC2 HTER THHF —HPRIER, KEEBEEREH
TERERE.

Y £ VDI B
B ¥ FERY Amazon EC2 #h1T{EEE
MBFEAELL TR B VDIVDI1 , Amazon EC2 At T ERYUELBIEA

<env-name>-VDIl-<user name>,
I £ Linux VDI B

REBZAREIBAEE " Amazon EC2 A X A EC2 HTEE, hEENIER , & Amazon EC2 £#
BEAYEEN Amazon EC2 #1T{EEE., H/S VDI Amazon EC2 #{T{E# L /root/bootstrap/
logs# /var/log/dcv/B & THIFTE B,

MEBAFNER—ELZEZREAFZLEE 3, REXZXETHEFR. Bt , BALMKB TSR ,
w—EESIEBFMERR , RELEEH :
1. SBIKBT 5SS |, £ /root/bootstrap/logs B & T# & dev B :

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2. B BB T —EHENSBTE VDI BHiE , TEHAR.
I €€ Windows VDI B

REBAEHE T{ Amazon EC2 AR A EC2 #TEE. PEZMETR , # Amazon EC2 £
BAEEAHEN Amazon EC2 #1788, £ VDI EC2 #{T{EEM $env:SystemDrive\Users
\Administrator\RES\Bootstrap\Log\ B & FEBFTE B,

MEHERNER-ELEZREEM LES S3, ARKBETHEM. EEHTUER  FERT—
EHHHALSER - TH VDI B
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T# VDI B

1. ¥ VDI EC2 #11T{E# IAM S & LLRFF S3 FEL.

2. BIff EC2 =24 , RZRBIUEH VDI #1TEE

3. ERHIEFERANIAM &,

4. EFEHFUTHANERNFTBRERS | BEEEBER | ARIER AmazonS3FullAccess I
8

5. BIEFIEI T LUEEKBUR,

6. Z#& , BIFEW VDI EE  MRTHITRTHAR. KEBRBERIATERERE,

a. & Linux EC2 #1TEE T HF BRAR Linux.
b. & Windows EC2 #1T{E & T = H & B A M Windows #
7. B#  REASCEUBKANazonS3FullAccessBEK,

(@ Note
FiE VDIs #{EAHERE IAM &€ , <env-name>-vdc-host-role-<region>

#& Linux EC2 /TR TH AE
ABERPTHEFZN EC2 B1THEE  ¥BTTH s , SFAEHFELEE 3 FHFEITHE -

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz
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2% FHESIEERE  ERNEBA WRAEIHE , <environment_name>-cluster-<region>-
<aws_account_number>%?§‘|¢§‘i5‘ﬁﬁﬁJ:1§<module_name>_logs.tar.ng’\Jﬁ'ﬁ?;’%‘é

& Windows EC2 #{T{Ef@ T& A&
ABBERPTEHAFFN EC2 BTEE , YHITTHHS , SMEBFLEE S3 REFE !

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

2% , FREI1E S3 ERE , BElNEBA WRFEE |, <environment_name>-cluster-<region>-
<aws_account_number>fA% T & %5 L& <module_name>_logs.zipHEZR

& WaitCondition #7389 ECS B&E

1. BIEREAHER , RRENERRSIER,

2. ERBAEE - ResearchAndEngineeringStudio -~ R 23 — £ - CreateTaskDef -
CreateContainer -~ LogGroup , A2 H 5584 LABARK CloudWatch &,

3. frit BESEHE P EEESH A B,

A8 % S TEI M BR K B

MRIEE RES &b TEMBdetachvpcfromlambdacustomresourcef BRI S 4 [E B 2R M
BRABYL , ERATRER R Lambda AR A M BR = AR & B BRIE#£ 2] RES Lambdas KY#8EE T H .

Env B 255



W32 EE T2 Studio EREER
EBHLVEEZE Amazon EC2 FEAHRHNMERNEHER , YIS WRAHETENE , LFHMERELIB
BV MBER M EAWS Lambda VPC ENI-{RES-Environment-Name}. SxZMEZE 14 EHEKN @ ,
{E1R#E Lambda BIHMBRMEE | ATeEERD ., FEIMBRELMEENE , AR EHEE RES HEMER,

REIRIR

e
- EESIRMENS I BESRERETHREERARR
« REIMEBR keycloak HEEIEE

REHSREENTDBREFRSRE RIERTEEAGER
Ll

MEBERBEANEREEDRHEEN G P BREFERFKE "EEPNER, | SNRBUECIBE,
EAUREEHN §oB2 ANFERAENEE , A LREM Active Directory BRIEIRF

=R

1. B SR EHEEPERMEHEMREIRSZE,
2. 7t Secrets Manager FEFRKEIIRFZER , UFES ST LEWMANTEES

- HEAR Keycloak #& : PasswordSecret-...-RESExternal-...-DirectoryService-... E2#iR :
Microsoft Active Directory B %15

- for RES : res-ServiceAccountPassword-... with Description : Active Directory Service tRF %
13

3. BIfEEC2 TEAWKRIEBEEESHITMEEE, Auto Scaling RIS B BIBRFTHITERNILE,

REIHER keycloak HEEIEME
G RE

WRIEH keycloak AR EH , EELEFNRMBAMRE , ATEEN IPELE K EWREEHN
keycloak i - RES A Q8K & A REE ZH AR FERRETABHAAMRE,

(i
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https://console.aws.amazon.com/ec2
https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
https://console.aws.amazon.com/ec2

W32 EE T2 Studio EREER

=R

3
3

EREERBRRENERRE  WEHIPE Keycloak HE | & Keycloak BERZEFERER T,
BETRILER :

1. #IfE Cloudformation, ZfEXE1E AP E EIM{EEE keycloak MBIV HEE .

* <env-name>-RESSsoKeycloak-<random characters> (Stack1)

<env-name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-* (Stack2)

2. THBER Stackl, MRRFKIRTEMERERMEE  BHRIIRMERERKSE,

EEHEST2MER,

3. U TH RES SSO Keycloak 3 & & Zhttps://s3.amazonaws.com/aws-hpc-recipes/main/recipes/
res/res_demo_env/assets/res-sso-keycloak.yaml,

4. FERHCERREETSMRNSBEFDIHBLHEE, £ CloudFormation ERAHEBE , HER
AIERMME - FRAFER (B%) - RERAELN > LESXER. FAECRBRERAR
M AEANENSE, LALE CloudFormation 125 F 2B G RRGE LTS B RIEEK ,
HEMERAEEPRIELMA, FRERESHE. SRENEMSHTSRAHESH

5. HBHER K LHNRENTHERER, ZANEEHBHENBERSIFERPKI
ApplicationUrl,

Active Directory =&

FE

- KK VDI REEFEMEME , RIE VDI iz , REZXUAD FAES D EARKM VDI
« FXE SSO #& , REEE A RES Web A O #15

- BIEERKZhERED Linux VDIs , AD A& A FEAERRERFIER &

- BUF SSH 7% , AD EEEAEEITHES T

- BENEE RES ANHERHEEIFEMN Active Directory
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml
https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml
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RH VDI RGEFEMBME , RE VDI SR , REEUAD ERES T BEARN
VDI

EEARE VDI REMMBERERS (/Toot/bootstrap/logs/BAR Linux B M /opt/idea/app/
logs/B 8 , SBAM Windows #J C:\Users\Administrator\RES\Bootstrap\Log\# C:
\Program Files\RES\app\logs\E#& ) RAEEMZERHEREIENR,

MREHBPE[/AL |, BHBITEEEELIMA Active Directory , % 2K A Cluster Manager A 1E
AD HAHTEETEREKIKRS ., WE /environment-name/cluster-manager CloudWatch B
FHH T B Cluster Manager A& , WENE TS WERAA R [preset-computer]. ERBEESTHE -

« AD FRISIR F Y B A E RN,
- BMELRME RES WRKIRFHE, FREFAEEBNZHERUSBEHENR
f#t | {username: password} BBREBEEN. REEEFBRILBENHTERE  LAFEBDERE
HELSERERFUZREDREFNHTER  RERELEESHTER. ARREBIH
VDISLLAEREE,

- lRIEWRSEREE AD FEIVEMIRSHFFA,
- FRELNRBEIRFEESIR WATBEXEFFAERE Microsoft Active Directory B R#EIRF . £ AD
RS ERBIESHF A% , BEEEREFH VDIs,
- EKERE LDAP fABRES.

- MREFEHAZTE AD |, SBHEEELRMN AD #HRERFF VPC AR LDAP/LDAPS 4 , B VPC #9 DHCP
BIFEE Y HEE AWS Managed Microsoft AD #J DHCP ;#1EE& IFERE. AWS

- ¥ LDAPS 4 , EE DomainTLSCertificateSecretArn 28 , MBAZNLEIREE R
CA BRRARBER. ZHEZEEBREREGHTEEBYAFEDEREFETEE TLS BREUR
ZEBRMEBFNHTER  REREEEESHTER. RAEBMEBFH VDISLERARE,

- ZERIF RES M AD 2 BHELR , 557F Cluster Manager #{T1E R L3117 T %!l Idapsearch &%
( B EMAZE OU. LDAP EMR URI, BRERFEAERBINER ) . MREN AD S EFRERES
AFFER , Bk S EERIRM OU THMEFERE,

ldapsearch -x -b "OU=Users,OU=RES,OU=CORP,DC=corp,DC=res,DC=com" -D
"ServiceAccount@corp.res.com" -H ldap://corp.res.com -w service-account-password
"(objectClass=group)"

MREBEZE RES truef#§ DisableADJoin 3%E A , Bl Linux VDIs R &:&E#%F| Active Directory , T
FEFEIB SSSD FRIEMA. & EC2 LA EJREELHN VDI #17{H% , WEHId username L#{TH
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/dhcp_options_set.html
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T, MRGHELEDEE AD FHE/ UID/GID , 7% VDI #11T{B8sudo systemctl status
sssd EfEfA aa B R E SSSD RIEAMEE , AR /var/log/sssd/B#& T H SSSD AR# H .

MBERFEEBF] SSSD HHRELUEEZE AD , ErI LA F BiREE SSSD #HAEER (/etc/sssd/
sssd.conf) , ¥fEMAsudo systemctl restart sssdEMEZHME/NVDI T (2024.12.01 REE/R
A EHEE SSSD RIS ) |, S RES Web A O#BLIREEESNY SSSD #HAEActive Directory [F
&, ZEREEBHEAEZTRELHMN VDIs (2025.03 REBIRA ) o

ERTE SSO & , MEEZ A RES Web A O #3uh

¥&E environment-name.accounts.users#l environment-name.accounts.groups
DynamoDB &%l , UEE SR EMBELEREN Active Directory B, MMBEERRTEQHRD
BEEBRANFERE , BRE /environment-name/cluster-manager CloudWatch HE6EH#HE
(2024.12 A2 81 ) B /environment-name/ad-sync CloudWatch B EH#H (2024.12 lRA R E
¥ThRZA ) H# AD EI% B,

BRT RIRIINER AD BAERBEZAEMN VDI RIFE FEMEME , E VDI ZiiEE , TEEN AD
EAESDEARR VDI, H#ERTTRE2E -

- IREEIRFIREE AD hEHFEREMBENFT T,

- FRELNWERERFEBIR WATBELEFFIEE Microsoft Active Directory BYRFEIRF o
- Active Directory R A E/FHHARD LENEBMY |, FlI0E FEHF b,

- MEMERENERE/FEABEUEERE,

{£1E AD RIZ BEER , B UESFE/NFZRENT —EHERE AD B |, KR WA FFHTE D
(2024.12 1 2024.12.01 B& ) (2024.12 1 2024.12.01 bR ) = T F BHEE R E1EE 2% (2025.03 &
FATRAS ) (2025.03 REFERAE ) PNERFHBERED,

EN{E R ThRLED Linux VDIs , AD F A&t A FRAERZIERFIEH &%

FEIBTE Cluster Manager 11T #8id username LT ot , REREEEERRIUER AD £
A&, MRS SEEZEREE AD F£HEK UID/GID , 8% /environment-name/cluster-
manager CloudWatch HE8H4E T B9 Cluster Manager B3 , 2 S HRRE SSSD RISHI (LT EE
iR MR Cluster Manager BEEH IR B R , 7FEA Cluster Manager #11T{E#sudo systemctl
status sssd bW B UK /var/log/sssd/B & TH SSSD fR# AR E SSSD RIEAMAE,
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MRBEEESUUEFE AD FHE , FHTHD RBEFHEEB# (/home/username) £HY
UID/GID1s -n /home, LtBfEMEE B &M UID/GID £ id username®EEHR UID/GID, IR
UID/GID THSF , R REAENEE SR E RES A ZBRMAHIMN RES HEBEN, HHOETMEE
WEAEER. MBBREBS% , YRFEAEREBFM Linux VDl, RIIMAEFH VDI & |, SEREEN
UID/GID E# & * B &,

A SSH FHZ , AD EEEFAEREFINEETH

EREEETHHTEEI] username LBIT T , BEEETHERTTUTR ADFAE, MRS
SEEEOYE AD fEAEK UID/GID , 88 ZE /environment-name/bastion-host CloudWatch
HRSBEETHERESIHAR K WIESEEME SSSD RBHNEMER. WRESFHAFPRIEH
RO EFEAEREFIMHITEEsudo systemct]l status sssdEM ®HLAK /var/log/sssd/H
T B SSSD Ar# HEE2R#ZE SSSD FR#EARRE,

BEMNEE RES HNBERHEEIEEHN Active Directory

MRIEH AWS ZE Active Directory 2H RES A& RHEBIE  REZSERBHE

A WETER , H&AdDomainWindowsNode-external-resource-stack-name-
WindowsManagementHost#&E AWS ZWIRFE T , ATARFEIAERE Active Directory, & LAfE
AT5EAER , £ EC2 EEAHEIB Fleet Manager B AHITEER

« username : BES

. BIE  BENDEFHBRRMN AdminPassword B8

WEEE AWS Z& Active Directory , 72 B AWS Directory Service BRI EH Amazon EC2
BITEREECAEMEE,

E X E

« 2024 .x B HERE
* (2024.12 1 2024.12.01) FEM#T Cognito £ & &4 Regex kM
+ (2024.12.01 RERRA ) FAEFTREERE VDI FHRE\ENNBEER
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_manage_users_groups_ec2.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_manage_users_groups_ec2.html

ZEEE T Studio EREER

(2024.12 1 2024.12.01) Active Directory i fi & 5% SSH FE 2 X #
(2024.10) ¥ BB EMRERE VPCs 1 RES IR , VDI HENZ 1L i
(2024.10 BRERIRA ) #ERE VDI for Graphic R B {TEE B
(2024.08) ZE{HE BRI AMI KB

(2024.08) EEEHEEEZHBEG R EETE ARN BT FENWERE A Amazon S3 178
(2024.06) & AD BHHEE B O SR , ERARBAK

(2024.06 REEIFEA ) AD RS HEAREF E RES WEHEKE

(

(

(

(

(

(

2024.06 X E R WA ) CVE-2024-6387, RegreSSHion, RHEL9 #1 Ubuntu VDISHF I Z £ 8
2024.04-2024.04.02) R K EEE VDI ST AR AR IAM ¥ BB

2024.04.02 REEIRA ) ap-southeast-2 ( BEEL ) it Windows NVIDIA 417 1828 S85£ B
2024.04 Fl 2024.04.01) GovCloud H# RES Ml % B

2024.04 - 2024.04.02) BB | Linux EESEAAEE TRE, R

2024.04.02 RERIRA ) #EFEH SAMAccountName BHEEEABFZRHESHKRF T AD 4

| ke

(2024.04.02 RERRAE ) ARGEREETHNILESREN

2024 .x EHIERE

(2024.12 F1 2024.12.01) ¥ Cognito £ & K84 Regex k¥

R R AR

MREBEFFER Web AOPBUBRMEFHUHFEZE "." 9 AWS Cognito fEAZE , flm
<firstname>.<lastname>@<company>.com , EAEIHER , $5H Cognito FREBBTHFEE
=M regex X,

-

L

\
® Invalid parameters: Username doesn't match the regex pattern A[a-z][-a-
z0-9_}{0,31}%. Username may only contain lower case ASCII letters (a-2),
numbers (0-9),and the following special characters: underscore (_), and hypen
(-).The maximum length of username is 32.
J
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LEHFRRH RES #IEAENETFBHFZEEDELEAERBAER. T8 , £ RES XBENEE
Linux B1ThkAH , BEE""HNEAEEBTE VDIs WEREAE, MEESEELFEAEEBRBE
ETEMHFEPHEM ", BERAEBMWE RES Linux VDIs EBM.

ZREENRA
RES 2024.12 1 2024.12.01 hix

=R

1. BT THHERERTH 2024.12 lR=H cognito_sign_up_email_fix.patch 2024.12.01
MRcognito_sign_up_email_fix.patchf patch.py# , # Elft<output-
directory>ARZETHBHEXNESTHNEHEXNERWE K , AA <environment -
name>Hi{{A RES IREN B :

a. WisHREXEAR RES 2024.12 1 2024.12.01,
b. EHRERNIEDSBEE AWS CLI v2, Python 3.9.16 REFIRA , LA% Boto3,

c. AEPFE RES WIRFMEERE AWS CLI , XRREEFE A RES B 2 f#EFFEA S3 5F
LB

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>
RES_VERSION=<res-version> # either 2024.12 or 2024.12.01

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/cognito_sign_up_email_fix.patch --output
${OUTPUT_DIRECTORY}/cognito_sign_up_email_fix.patch

2. BEEFTHEMAEAESTHIACHEARRNB &K, JTTIBHEXST :

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --
res-version ${RES_VERSION} --module cluster-manager --patch ${OUTPUT_DIRECTORY}/
cognito_sign_up_email_fix.patch

3. EMREEIREMN Cluster Manager #{TERE. EH AL Amazon EC2 BEE X AK ILHTE
.
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. BREUEE BENBEBHERFETE , LB Cluster Manager #1178 ARRE<RES-
EnvironmentName>-cluster-manager-asqg. FEHITEE KIS,

(2024.12.01 RERRZA ) A BFTHREERE VDI B H R \EWHRF IS

ELRFEABITAOBLREEBIHEBINDBERE S RES B, CertificateRenewalNode A7 FEH
EIE VDI EERHY TLS BE , LHE/R T 5I$85R/var/log/user-data.log :

{

"type": "urn:ietf:params:acme:error:unauthorized",

"detail": "Error finalizing order :: OCSP must-staple extension is no longer
available: see https://letsencrypt.org/2024/12/05/ending-ocsp",

"status": 403

Hit , E&7E RES Web A O HERZE VDIs b , S 2IBF
(net: :ERR_CERT_DATE_INVALIDChrome) % Error code:
SSL_ERROR_BAD_CERT_DOMAIN(FireFox) BYEEER,

ZHENMRAK
2024.12.01 REBRRA&
B

1. BEFEC2 XA, NEEEA NEITHEECertificateRenewalNode- |, S IEETEEE
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2. BEZE Lambda £##5., BB A Z Lambda EHEWRKBRERTE-
CertificateRenewallLambda-. #BIER 8947 , . /acme.sh --issue --dns dns_aws

--ocsp-must-staple --keylength 40963 #BR--ocsp-must-staples|&,

3. BRNBUFFEABEELEN.

4. BEFHEH Lambda HY : Bl AEZRSIER , AREBECIE. FEEZHEANBA ., EEX
SEYVRH EC2 #1TERE |, LLEH Secret Manager FHIEE M PrivateKey W%, WBREHE |
HITERSEHKL,

5. #IEIBHM dev-gateway H{TIEBE : <env-name>-vdc-gateway¥ EFEHERFHEEHITE
YT R

SRRRFFAERA

Let's Encrypt #§H 2025 F#3R OCSP X8, #2025 F 1 A 30 B , RIEBRIRF AR ESRTE
2 OCSP AABMNIEMKEE , BRI OCSP XEMABEREE KK, MEFHMEN , F2E https/
letsencrypt.org/2024/12/05/ending-ocsp/ : //o

(2024.12 %1 2024.12.01) Active Directory { Fi & #&5% SSH 242 & - #
e

Active Directory EF EEMKER RES Web AOMBILIE RERZRE M  SWNBIFFTEENE

=0
ﬁzl—_io

HRRVREEE , EEEFH EFITHY Python BARENEERME) SSSD BR#. Hib , AD EREY
EXRERAMY , EEEA

2024.12 1 2024.12.01

=R

1. REC2 B/ EREESTHIITERE,
2. 71£ IDEA_CLUSTER_NAME T#R¥/etc/environmenti#i¥ environment_name=<res-
environment-name>{EBH T,

3. EHITEBLI:TTIGT
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https://letsencrypt.org/2024/12/05/ending-ocsp/
https://letsencrypt.org/2024/12/05/ending-ocsp/
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source /etc/environment
sudo service supervisord restart
sudo systemctl restart supervisord

4. EFEMKE RES Web ADRUNERBREREEE2TH,

(2024.10) st¥iEPEEfREE VPCs F#Y RES IRIE , VDI BE{Z L KR
SRR

£ 2024.10 RES A9 , ARE—RK™EH VDIs BBFLL, KREAEREHRE - ARsT > THER
BRAPERE,

HEEMREE VPCs FHY RES RIEFE B HIFX & VDI B#F1E,
ZEENRA

2024.10

=

BB EERERRREADEETENEE, T8 , MRALE RESERRFFHEFLBELREH
VPCsH Y VDls,

(2024.10 RERMA ) #EERE) VDI for Graphic 18R & 1T{H BT
R

EER LR TEEER (g4, g5) LREXE Amazon Linux 2 - x86_64, RHEL 8 - x86_64 = RHEL 9
x86_64 VDI B , M{TEREFEMEMRE, EXRTHTERKETREAN "FiiE, RiE , Ba4ER
FH.

ERRA X Server AEHITEE L ERHTEEL. EALEHERR K RMALEREEERHT
B E R B ARBTREX/NEMNE 50gb , LAERE RHNZBRERAAEMRKMY,

[

\\

EEENRA
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FrB RES 2024.10 W& Fh A<,

=R

1. T & patch.py M graphic_enhanced_instance_types_fix.patch , 5 3& 24 B <output-
directory>RAETHRHERXETHNBSHEXNERMNE S , AiE <environment-
name>BRA TG HHH RES RIERTRE !

a. BEENEEAR RES 2024.10,
b. EHENIESTHEEZE AWS CLI v2, Python 3.9.16 SLEFTARA , AR Boto3,

c. AEPE RES WIRFMEERE AWS CLI , XRFREEFE A RES B 2 f#FTEM S3 5F
CIB

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch --
output ${OUTPUT_DIRECTORY}/graphic_enhanced_instance_types_fix.patch

2. BEZFTHEFAEAESHINEHEERNES, BT TIEHERST

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.10 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
graphic_enhanced_instance_types_fix.patch

3. EERIGIRBNERSMEEHIZT (vde-controller) HITEE , FHTTHHS , BRERMN RES
REEE,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.10/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch

#5EEE T2 Studio EREER

4. EHZBHELS WEEBME<RES-EnvironmentName>-vdc-ext EEEER , BEBHFNHTE
B, BMAREREABRTIHTEEIMNEMFREEEZTVES 50GB NWREEZEME,

(2024.08) £ EMEELE AMI KB
R

BRI R X S 18 R EA EC2 Image Builder 24 AMIs B | ZERFE XK , XET
THISERAEL

CmdExecution: [ERROR] Command execution has resulted in an error

ERRANAHREENEREERPIER,
RN

MH
&
IE

2024 £ 8 A

o

B FH EC2 Image Builder B :

( MREHARA RES HITERER AMISTEEREAUT IR )

1. TEEHH res-installation-scripts.tar.gz =,
2. EBBEMECRFMEME L% Amazon Machine Image AMIs) F1 5| By S BB,

EEMFEALHH EC2 Image Builder &R :
(MREEH RES ITEBER AMISTEER/UTHER )

TEREHH res-installation-scripts.tar.gz &%,

BEE® EC2 Image Builder -~ T - #&— T /%1% RES AMIs T,

EEEA B - DownloadRESInstallScripts 8 - @A - FERET5IHH S3 L E,

LEEIN S3HUETSEMEANEKEER , FRLEERRRAE—ESRPTHNESR,

A
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samples/res-installation-scripts.zip
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(2024.08) EREHEELHIBETRFBEEITE ARN MBFTFZEWEEVE A Amazon S3
IFETRE

SRR

F32# T#2 Studio 2024.08 EFEABHEZETE ARN (B MBFE (EXZBIERZBNEH
ELZW) B EZEEBREEERRE (VDlarn:aws:s3: : :example-bucket) #1717 HHEHE
BUBE A S3 17T,

TRUEELENFFIrRERaE

- WHERETSR

- EEFEMBEMEETE ARN ( Bl arn:aws:s3:::example-bucket/example-folder-
prefix) MBfIFEH (EREBRIEXREBNEAEER ) —BoNBENEARETSE

- BEERRAEITR ARN BEREEITFENENEARFIR

fE VDI HiTER R , X SIREFBNEEHB A ST EHERETE. #2 vDl LHH
HEHEEE , EESKAT K BEFS0EsRTFIFBNETAR. EAFRARRBEERSAB &
B¥ , Permission denied, unable to write a filef$E€EEEE , ARRATEIS LESD

HERY S3 RfFRTHE

2024 £ 8 A
=
1. EETHEREIESHANBSHEENER (patch.py A

s3_mount_custom_prefix_fix.patch), BEIT T3 &+ , <output-directory>#§ B{X
AZETHEHEEINESTHNSHENERNBEHK , di§ <environment-name>EX A RES IR
BHERE

a. BEHENEEARN RES 2024.08,
b. EHEXNESEEE AWS CLI v2, Python 3.9.16 EHRAS , LAK Boto3,

c. AIE RES WIRFMEERE AWS CLI , WHEREHESE Amazon S3 EA RES B 2 F
BB AVET I,

OUTPUT_DIRECTORY=<output-directory>
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ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

2. BESTHEHAEAESHNEHEERNEHK, BT TIEHERST

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY3}/
s3_mount_custom_prefix_fix.patch

3. FERIFRBENEBRSEESES (vde-controller) BT | BT TGS, (LEEFE—E
SEBFAEENVIRONMENT_NAMEE R EA RES RENER, )

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

® Note
HRFE VPC 5/E , MREEERERM , BIBHM <RES-EnvironmentName>-
vdc-custom-credential-broker-lambda® , FHRLEFHIEEREA
AWS_STS_REGIONAL_ENDPOINTSEH{EEnvironment variable B9 regional, 0
EHMEB |, E2EER VPC #EM Amazon S3 FEETEE SR,

4. LIZBEEREMN BERB<RES-EnvironmentName>-vdc-extiBERERF % K BEERBTHN
VDIs , EEEC ERHBIRFEETE ARN BT ENER/E A S3 f#IFirE,
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(2024.06) & AD FHEBBOESZ=RE , EARBARRK
GE

R AD BEEZBPAEZH , RES 2024.06 E X E R L RTRAR R,

£ AD B HIE , #EEHEE CloudWatch B ( #£/<environment-name>/cluster-
manager HEEHHET ) TS THIHERS .

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20}:(user|group)$

RES E4MEREESINETIHERNFEERE

. EREASIERAS ASCI FR. BT, WK (). 9% () AES ()
. FATWIE () HBE—EFT
. HRFARAE

/

1. ZETHEBEENESHBNESHERNER (patch.py M groupname_regex.patch) , BT T s
T, <output-directory># IR ALEKREERWB % , 4§ <environment-name>E{
/A RES REMNER

a. WEHEXEBERAR RES 2024.06
b. BHEXIESHBEE AWS CLIv2, Python 3.9.16 EFHARA , BA% Boto3,

c. AIPE AWS RES WIRFEMEEFRE CLI , YHERELEEEA RES B 2R FETEAN S35
A

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. BESTHEHEAETHNEHEERNEHZ, BT TIEHERGT

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. BEEHMEEIREM Cluster Manager H{TERE , BT THHD - EthALLE Amazon EC2
EEIEAKIEHITER,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note

RN 5T AD BHEBBEERNNE ASCI 28, BF, BITH (). I (). KL () M@
REMR 1 3 30 ZERIZH

(2024.06 REERMA& ) AD AFSHIERES E RES WEERKE
fEEREIR
R GroupOU EE UserOU [ , BN EMEEEHRFES ZE RES,

RES € ERM AD BB LS FERAEREY |dapsearch EHE R, BRINERRG T ERME
A UserOU 2%, MF =& GroupOU 28, HRERESELEEITMAFERAE, HITARSRERE
UsersOU # GroupOU FEIHIHTEE .

ZRENRAE
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i RES 2024.06 WXk E Fhx A

=g
AR R T 5l D ER R AR R R

1. ZEETH patch.py 58 group_member_sync_bug_fix.patch &% , BHT T~
¥, <output-directory># BKALETHERNABB 8% , YAF <res_version>EBXAE
ZLEEHH RES IR

® Note

- EHEIXESHEZE AWS CLIv2, Python 3.9.16 REFMARA , BAK Boto3,

. AIE RES WIRFMEEEE AWS CLI , WHREREESEA RES B 2R EFHEN
83 EtF—.I-o

o SR EXE RES 2024.04.02 1 2024.06 k., fMREFEANZ 2024.04 =
2024.04.01 , S&ALLETE AL BIXZEMRAER , THIREEHNA 2024.04.02 ,
REBEREMHREN,

« RES hx7< : RES 2024.04.02

BaERN TEER : 2024.04.02_group_member_sync_bug_fix.patch
* RES IRA : RES 2024.06

BHER TEHER : 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

2. BEEFTHEAHAEIESBANSHEEANERNEE, HITTIEHERXNSTS , <environment-
name>#% R B RES IRIERHE
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/2024.04.02_group_member_sync_bug_fix.patch
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/2024.06_group_member_sync_bug_fix.patch

#5EEE T2 Studio EREER

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PwWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. FEENMMBLRENEEEESHTHERE , FHT TGS :

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.06 REBIRA ) CVE-2024-6387. RegreSSHion. RHEL9 #1 Ubuntu VDIsH &
ZER
ECE P

OpenSSH fAlfR2SH E & BI#E A regreSSHion #Y CVE-2024-6387, LR A EARBNRHEREEE
HEZRRSE LHTESERNE , AF A OpenSSH #ITREBANRKERBZERL,

A RES , EEHESEBREETMEAN SSHEAERSH K MEEXTHUIZILREFE, TiB ,
RMEFTE RES A F A RHELY A Ubuntu2024 VDIs ( B S EERRE ) REMNTER AMI
(Amazon Machine Image) A2 X+ REFER OpenSSH R,

ERTEAEN RHELY 1 Ubuntu2024 VDIs AT BAFIA , BEREBEZEFNEE T,
MEMBENFHMED , FSELE,

SHENRAK

8 RES 2024.06 MRS E RHRA.

B
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https://nvd.nist.gov/vuln/detail/CVE-2024-6387
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#5EEE T2 Studio EREER

RHEL9 # Ubuntu # 2 &% OpenSSH #TEMREN , SMEEREMIRE. SR LMEMFEHERIE
HEESRNELEN,

MREAHBAR RHELY 5 Ubuntu VDIs , B 8B T PATCH EXISTING VDIsSRE. &EB#HK
W9 VDIs , BEZBE PATCH FUTURE VDIsiE R, ELIETRAMNAHITIESE , EEH VDIs £
ERTEEWF.

E#EEH VDIs
1. BT THGSRIEFBFIEEEAER Ubuntu $1 RHELS VDIs :

a. BHEEXAESHHEE AWSCLIV2,

b. AT AWS RES WiIRFFMEEERE CLI , IEREEFEHEX AWS Systems Manager Run
Command #J Systems Manager & 7o

aws ssm send-command \

--document-name "AWS-RunRemoteScript" \

--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \

--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

2. BAULERTHTEELLRBETHRETHIHAIT. BT TELRHRIEER , BRNEHNG
T ID, AHEFZFr B H1TERR IDs#EA SUCCESS FA LK.

PATCH k3 VDlIs

1. ZETHEBHERNESBNEHERER (https : //patch.py M update_openssh.patch) , FEH
TT3aT , <output-directory># BMXALETHERNWBE & , W% <environment-
name>Ef{ A RES IRIEBEMN BT :

(® Note

- &R EEAR RES 2024.06,
- EHRERNIESHBEE AWS CLI v2, Python 3.9.16 REHARA , LA Boto3,

- BEE AWS RES WIRFEMEITERE CLI X |, ¥EREEEE A RES R 7T
R S35,
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://console.aws.amazon.com/systems-manager/run-command
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/update_openssh.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. BITTIEHERGT

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch

3. HATSGHEHRMEBEIRRN VDC 2HIZRHITER

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important

£ RES 2024.06 WX ME#T IR A X BIERARRKH VDIs, HEHE RES IRIEFEHER 2024.06
RYMRAS# AR RAY VDIs |, B EEMA T HHE & RES IRFEFHRE 2024.06 : EE/MAE o

(2024.04-2024.04.02) K EEE VDI 1T EEA G IAM FF ] SRR

il
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EREETEREREREBREERNETIRRARL, ER IAMPermissionBoundary 28 E &M FF A
RREEVERBEREREREERNER,

2024.04 - 2024.04.02
=
AR TSR, AFF VDIs EREEERIGERNFTIURR

1. BETHBHERIIESHNEHEENESR (patch.py M
vdi_host_role_permission_boundary.patch) , Z8#1T F 5@ % , <output-directory># B A
BENEREENAEE %

a. BHRENEERR RES 2024.04.02, MREFERAMNRE 2024.04 5 2024.04.01 ki , LA LAHR
BOB X HE S BET R ERAER , REEHRA 2024.04.02,

b. RN HBEEE AWS CLI v2, Python 3.9.16 EFIRAS , LAK% Boto3,

c. AEFE RES WIRFMEERE AWS CLI , XEFREEFE A RES BV 2 7MY S3 5F
A,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY}/vdi_host_role_permission_boundary.patch

2. BEFTHEAEESBANSHEEAERNEE., ST TIEHERNSTT , <environment-
name>#§ X AEH RES IRIERH -

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. #HITHHH L RES IRiE<environment-name>WEZBEMY , UEF B RIREDH cluster-
manager $1T{EE, ST Amazon EC2 B X AR IEHTEE,

ENVIRONMENT_NAME=<environment-name>
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 R EE/RA ) ap-southeast-2 ( EF ) FHY Windows NVIDIA $h1TE R E
LR ED
Gl

Amazon Machine Image AMIs) R4S EAREN RES FRAEEH S M VDIs), S AMI HEEEE
A EAEE ID, £ RES HEREATE ap-southeast-2 ( EF ) FEE Windows Nvidia 11TEEH AMI
ID B 8 FE®,

EEHTEEEARami-0e190F8939a996cafhy AMI-ID §&551th%7E ap-southeast-2 ( EFL)
1, ami-027cf6e7le2es442f4 FERTRA AMI ID,

ERFEHATER ami-0e19018939a996caf AMI BA BN #TEIRER: , FRAES KRR THIERE,

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist

ERERNSR , SFHIEEESR .

« 7£ ap-southeast-2 [EiFFZE RES,
{5 Windows-NVIDIA TEZZEXBE#EE (AMI ID ami-0e190f8939a996caf) B HITIEEE,

SZHENRAK
FTE RES 2024.04.02 R E RRAHEZ R E
ey

RES 2024.01.01 ik BRIE T SR #EE R
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« EATHREEMEAY R D

* AMIID : ami-027cf6e7le2e442f4

- EERHK : Windows

- GPU #i&7 : NVIDIA

- &/ME EFE X/ (GB) : 30

- &’/ME RAM (GB) : 4
- fEF BB HE B RED Windows-NVIDIA #1T{EEE

(2024.04 %01 2024.04.01) GovCloud FHJ RES Bk 5k B
FifE

£ RES MIBR TEFREHIA , UnprotectCognitoUserPoollLambda €% A& iGMIBREY Cognito fiE
REEENMBRRE. Lambda #1TH BB InstallerStateMachine,

HRAEEM GovCloud AWS [EiF 2 BRI FEER CLI RAZEZE | Lambda Afupdate_user_pool Y
&7 GovCloud B %k,

E MR GovCloud B HH RES I , ZFFEWEIT SR

Parameter validation failed: Unknown parameter in input: \"DeletionProtection
", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

ERBRNVIR

« £ GovCloud [Eif+ & RES
- B} RES #&

ZRERA
RES 2024.04 1 2024.04.01 hix

=R
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RES 2024.04 hix 28I T IR ##EHE

« BB UnprotectCognitoUserPool Lambda
- WB1EH : <env-name>-InstallerTasksUnprotectCognitoUserPool-...
s BTRRERE -> RE > EBIRETHERB Python 3.11 -> f#17.
- BB CloudFormation,
- MIBX RES # & -> REZEENXNEIR UNCHECKED -> iR,

(2024.04 - 2024.04.02) EFEEEF |, Linux ERESE AR "H#EL RRE
Gl
EFBRHREIL S A BHMEE , Linux ERSETASFE TRE.L HRE,

EFREEITEERE , AWS Systems Manager FEHITERHB S REILFHH DCV TIERE ,
i B vdc-controller CloudWatch AFEHR R T3 BFEFALE ( £ /<environment-name>/vdc/
controller CloudWatch BE6EHET ) :

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

R BRI

2024.04 - 2024.04.02

=

EEREFE "REL AENERSE

1. £ EC2 4 SSH EARBBEHTEE,

2. EHTEBLEHTTIGS

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. FRHYTHERENKE.
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EEM N ERSEATEHRNEE

1. BETHEHENIESBNEHERNER (patch.py M vdi_stuck_in_resuming_status.patch) ,
HITTH®T , <output-directory>#§ BRALEXRBERNE & :

3

® Note

- {EHEREEAR RES 2024.04.02,
- BHEIESBEE AWS CLI v2, Python 3.9.16 REFTARAS , LK Boto3.

. AEZE RES WIREFMEHRE AWS CLI , RSB EEE A RES B 2R FITFEN
S3 FH,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. BEFTEEHENESBNSHENERNE K. BT THEHERNSS , <environment-
name>i§ X BEH RES RIBEER , W% <aws-region>EUR A E RES HWE :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. EEFHRIEIREN VDC 25155 HTERE , FHTTHHS , <environment-name>#§ HUX
EIRH) RES IRIEZ T

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

2024.x BHRERE 280


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

#5EEE T2 Studio EREER

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 RERMA ) #FEERZL SAMAccountName B EBEXBEFRREHRFETT
M AD ERE

[ElE

SSO FBREEZELM/NEE (WE AD EZFEH ) , RES &12F% AD FHE. BEEHEEB CloudWatch
#& ( f£/<environment-name>/cluster-manager HFEHET ) £ AD IS HEETE T HIHE

=

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}$%)
L. Do 1{2h)[a-20-9. _1+(?<![_. 1D$

RES EXWIEREEIHFE TIERN SAMAccount EREER :

- TERETENE ASCI F&, BF. G (). K& (o

« FPAFEAIHIEREAE —ERNKRE—EF T,
- ENRREEMEEEVIRIER (HW ... . . )

/

/

HY R AR

&
I

3

2024.04.02 R E R

=R

1. ZETHEHEXNIBSHBNE@HERXER (patch.py # samaccountname_regex.patch) , FEHIT
T 585 , <output-directory>#§ R ALERBERMNE & :

@ Note

- BEENEERR RES 2024.04.02,
- EHRENIESHEE AWS CLI v2, Python 3.9.16 REHhRA , LA Boto3,
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- REPE RES WIRFMEERE AWS CLI , YRREEEFE A RES B 2 REFFEHN
S3 F .

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. BEFTHEAFAEESBANSHEEANERNEE, HTTIEHERXNSTT , <environment-
name>#$ R B RES IRIER T

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. BEEMBEEIIRIEMN Cluster Manager #1788 , FHIT T 58S , <environment-name>#%
BRAEHN RES IREZR, BB AILAE Amazon EC2 BB AKIEHTEE,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec? terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 REERAE ) AREREEFTHNILELWBEN

il
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EfAEN RESWeb ADMUTHABESRUETNEE I MK , SREXTERE - STTHAET,
EEESREYN, EFREERERATENSREFNESIME , SRR THHR !

Load key "<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

SHENRAK

2024.04.02 R E R4

=R

KPIZFLMEMA Chrome TH2R , RARBABERTINE,

®E , AERE BREEYHIT----- BEGIN PRIVATE KEY----- , REBE SIERIHITREFNIE
X EBER----- END PRIVATE KEY----- o
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Hr3e M T2 Studio X EBUER

Research and Engineering Studio (RES) B EZ EMr4., RES EAYYYY.mm.patchiRAEFE ,
HA vYyYY.mRREERE, YYYY RKRFH, nmRKRBITAH , Ypatchig HBERE, S
RES ZTHAMEHEN X EEGIBHER (EOSL) BHE , B +YYYY1 ERmmE B HRE—KX, 4l

#n , 2025.09 ¥ EOSL BHEi= 2026 £9 A 30 H, £ EOSL Az # , TEARKRETREE—SHNX
BERE,

AL, MAERE. REUEHNERBERSSEMBOEERARAE () FYYYY.mm, HREARH
B, BREHERXRAE AWS REEIE | BEERAREREES EOSL BWARA,

EEMHRFEFEMAPHNEHEERNRE B ERMESF (Fla, & 2024.04.01 F| 2024.04.02), EE
FRAREHEE RES RANWEH , BEEHTHREINWHEZE, ATHREBEATRENNINENE
2MEFH , BMEZZIE RES ZERIIFTE up-to-date HFFTHRAS,

MBBHITHRRAEEE X B A BRI R (EOSL) B , B8 ARETEHAARA |, LU H RN
WENZEMFER. WFEHK RES WEHMHRE  F2ERMAN . NREETMEERZTEHBSH
& , FEBE4E AWS Support.

fF3RE2 T2 Studio kR #& 1L (EOSL) BHHA
2023.11.x 11/30/2024

2024.01.x 1/31/2025

2024.04.x 4/30/2025

2024.06.x 6/30/2025

2024.08.x 8/31/2025

2024.10.x 10/31/2025

2024.12.x 12/31/2025

2025.03.x 3/30/2026

2025.06.x 6/30/2026

2025.09.x 9/30/2026
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/A Important
LEEXEDERSHENERERE/NVDI T,
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A Y n
T =

18 Amazon EC2 #{TERREFEM MR MR E RS (HKinkRE ) BE , UHEBZ A, LEAT
HEIEAEEEMBIELRE, B LIER AWS Systems Manager Session Manager , JER[# £
28 RDP WM1&L TiEiHE A Amazon EC2 #1T{E#E , M EE RDP &£, MRFEHANERIREE
BRI%1%#E , BIFEM Microsoft = Microsoft IRERLEHBERIKEEEAE CALs, EEERHBREN
RIFREFEAE CALs EERETEMES , XAFHA AWS 8% (H£H ) HAFRE., WEFBE
REBRABIZETEMEANZNERTHESRENES , F2E EREEENEE,

EFAEEABEAXHAINEFALETECHEILFTE, AXH . (a) EHBE | b) K&K AWS BRIWE
RMERNER K ZE8F , AXBTEA, M (c) TR AWS REKM B REIMFAIAERRE
HFEPE R licensors. AWS products S ER#E "EE BH | THEMRR , "RRZE. REMERNEF
#, BRPATRETR. HEF AWS WETNZHET AWS HE. AXH4TER tF2E8%H AWS &
HEF ZENEMHE.

L HIHF3E R TF2 Studio AWS 24848 Apache Software Foundation $£#t#J Apache License 2.0 MR{&K
HEITRE,
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1&&5T

MEBFHMER , F2B GitHub @EFEFH CHANGELOG.md &%,

Date 8%
2026 £ 3 A « B1THRA 2026.03
ZEMEIE

« BIZIE FileBrowser THHHERIEA TR
Ao

- BEEEBTEREREBEANBEAEER
wRENBEHITRE.

- {SIETEE T T/ERSERBS O] LA A AN SR 1T {8
B 1R FE ARN B RSRE,

HEIEe

« XEREHE— ONTAP ERRAN ZEREE

- RFFEAERHEIEREHEERARKR
H{E

- AFEEERIRBEREMMRESHLER
E,'—E&E'Q VDls,

- AFEEBEGMRBHEENRENITERE
HART,

- AHEEEEB RES AOMPILERE DCV
FROBHIRE.

- AFEEEKBEGMEE Web AOH
VB AHH,

- FIEAIEREM DCV TEMEERBIRE , U
X ERBEBBERNIRE,

g5
. HEIEHE VDC FHEF APIs £ VDC EC2 £ ##
BB E#I Lambda.
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Date g8F
« EEBEREM VDI £ & Python H#&ZE
3.12+,

o RTERREBEHEDBE AL2 Fl RHELS, #
EBIRIEFIEEN AL2 1 RHELS B &R
SEE BIrAEBMAATBRENTERE

- # VDI REBKRFLEN RES Interface
EE,

THERSIE

- BIEIETERSEREREMNL,

- EERFCIRBEEFFREIATERH Ubuntu
24.04 5| 8K,

- BEEMEA IAM ERFEHERNERM
BRIZ L,

 {&1E7E RHEL9/Rocky9 VDIs E##& Lustre
ERIABN XK.

- f&IE list_sessions # list_shared_permis

sions {9 B 5 €5 B &R &4
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Date g8F
2025 £ 12 A o EBITHRAS 2025.12
R INEE
- EEPEBHIR , A& 85T CloudFormation {ZE%
EEEFTE RES i,
- RIFFEEEEA Windows E## Active
Directory 10 A,
- BEEESNRE VD SEHTEEAOTERSE
=,
. SHEARMEREREA S3 REFETEER
o8k,
- FiE S3 EFEITREHAHEE SSL/TLS i
,

- 2BA point-in-timef8 /&, DynamoDB

- # /opt/cognito_auth B $&HIFF I EH BER
RFE.

« # VDC EC2 ##y VDC #HE3 APIs E®
ZF 1% Lambda,

THERSIE

- BREDFTEY VDI B EHEE A TER
F|A,

- BEIE efs_utils TR MMM RIE,

« RES A O #usr TIERSER Y B E A& =

i B

- BEREFEAETUAFEEBAFATERE
By RE,

- EfERAIRER$H Linux VDIs DCV EARHY 3%
FRMF

- BB EEERRR T AN INAERTE
RO B ER R
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Date g8F
- {£1IE#£H Chrome EH BETHE & EEH
E,‘JF:ﬁEEo

- BIEEFH AD BHE R RER#ITH SSSD
HERERY R E

- BSIERER VDI ABFTEMRR RES RFEM
BR K< B

2025 £ 9 A « B1TRRA 2025.09

EREe

- BEXEER ap-northeast-3, ap-
southeast-3, me-central-1 #ll sa-east-1,

« £ VDI R IEEEHE AD 1T MIBRE RS o

- Systems Manager Z&{5l#& & AMI IDs ,
DS tERBERGHEE,

- BEFEIFHER Amazon Cognito £EEBE S
DEIRB RS &5 D BB E.

- 1EZPEHIM BET CloudFormation A& R
EAHE CIDR £E , LAIEAMAEE R 83 5
BEERES,

- YIRILEFIE AD EFEHRSINEE,

- ¥ Amazon EC2 g6f #{TE R,

- RERREHERH ECS RERENER ,
UL RERF,

SRR IE

- BERNFAEAITEREERR.

- EERRNERERAETHMAEAENRE
TFFEER.

- BERZESE-IRFHEPL IAM E£H
EREME— R,
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Date g8F
2025 F 7 B o EITHRZS 2025.06.01
R INEE
- FERARMKTER Python & E BRI A
FE5% VDIsH R B BE R

« ¥TIEH Ubuntu 24.04 VDI I X IE,

- MRATHAAEFES RESER (&HR 3.9.16
BARZA ) |, Bl Infra =#F VDIs BESE
AR TERR Python,

SHERIEIE

- E disable_ad_join & true B , B R
Windows # Linux VDI & A B#&,

- BFORBET IAM R AR EEZERREA
BRREE,
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Date 8%
2025 F 6 A o EITHRA 2025.06
& Thae
« ¥ AWS GovCloud ( EBIREE) EE
P&,

. FI8Y g6e MITEEERNIIE,
« ¥1#E{E A Amazon Linux 2023 RREIEHR
HLERERII X 1B,

« $#8E A Rocky Linux 9 BN ER S E T4
PEEREYZ B,

- ¥TEYH IAM BERFENREEHITNXE,

- ¥IEE RES Ul M BREM EAE R R KRITIEE

. #1187 Amazon CloudWatch #8EY VDI 5|&
B IhaE.

+ BXA RedHat 8 # RedHat 9 VDIs{KEE,

- HENERIFEEMMN VDI A IAM FF A
gE

- WEERREEHMN VDI EHE5|8E
FFo

- # DCV KERER DynamoDB &E¥I&K WCU
& 20 #®H0E 100,

THEREIE

- BfR RES &£ % Elastic Filesystem A
HEITIMARNEE,

- Bf#R RES &% E M Elastic Filesystem &
EBRERRRBRIREE,

- EffRDCV 2B THRERMBTELRE
E,g F:ﬁl%go
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Date g8F
- BERUTEE  EFRETEHREE , T
BRBET VDIs HFEEM A& E,
- BREALTEE  ERAERTEEHA
AD I KREFFAENEFEMEBREE
FE,

- BERRET/FEREE T 8ER VDI T
1ERE RV EIRES

- EERBNERKEEE T A 8RR VDI
T {EFEERAY I RE

- EREAKIEEVDIs 46 R E RN
F:ﬁEEo

- EFOREEHE AMISERERR RES HYE
o

2025 £ 3 A « EBR1TRRA 2025.03

MBS —
- FRERE.

- MIBREE.
« EAEDHERR.

EEENER —

- ERRME.

. BB (AMIS).

- EXTE RES Fif& AMIs.
- RERE.

« EXZE SSH 7FHL

« Active Directory [E25.
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Date g8F
2024 £ 12 A o EIThRAS 2024.12
B ER —

« Active Directory E25.

« REXKHEA.

- REERBERFE.

. FRIE SSH ZHL.

« 3% Amazon Cognito &

EEENER —
- IREBEARR.
- BREFME VPC (EH).

2024 £ 10 B « 2024.10 hx : #EH HE
- IRESRR.
- REHARERE.
- ERSEERREEFEL.

2024 £ 8 A + 2024.08 hix : #IEH HZE

* #§ Amazon S3 RETFEFERHEEH T Linux
Virtual Desktop Infrastructure (VDI) #1718
g2, 28 Amazon S3 RFETE.

- BRIERHT, —EMEBRAFURE | A
B REACGNFTEETAG. F2R
A B K.

- EREER SRR REFEER,

2024 £ 6 A « 2024.06 ik — Ubuntu X &, BEXREFET
Al

- EREER T BYREIRE

2024 £ 4 B 2024.04 Hix — RES ®i4& AMIsFIE R B & A
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2024 £ 3 A Hih BB, CloudWatch Logs fRE. f#
BREEIXBRRA

2024 % 2 A fR 2024.01.01 — BFTHI BB E A

2024 % 1 A BATHRZAR 2024.01

2023 £ 12 A E#¥ GovCloud 7 8 F &4

2023 ¥ 11 A AR
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BRHHE

REAEEBRATIIHFRA

+ Research and Engineering Studio £ & §R 2025.12 kR
+ Research and Engineering Studio £ & §# 2025.09 kX
+ Research and Engineering Studio 1 & §# 2025.06 fx
+ Research and Engineering Studio £ & §# 2025.03 kX
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