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https://docs.aws.amazon.com/res/latest/ug/overview.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
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https://aws.amazon.com/amis/
https://docs.aws.amazon.com/general/latest/gr/glos-chap.html
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https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/
https://aws.amazon.com/elasticloadbalancing/
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https://aws.amazon.com/vpc/
https://aws.amazon.com/cognito/
https://aws.amazon.com/efs/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/lambda/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/s3/
https://aws.amazon.com/s3/

oEEE T2 Studio

ERAEER

AWS BR#%

AWS Key Management
Service

AWS Secrets Manager

AWS CloudFormation

AWS Identity and Access
Management

Amazon Route 53

Amazon Simple Queue

Service

Amazon Simple Notification

Service

AWS Fargate

Amazon FSx &= RE

Amazon FSx for NetApp
ONTAP

AWS Certificate Manager

Type

x &

x &

x &

x&

x&

x&

x&

x&

®H
®H

®H

DU

FR#EE Amazon SQS {7

5, DynamoDB & ¥l &K
Amazon SNS FREHETFRREN
o

BRERFEEAERNRBEE
Active Directory 1 , A K&
VDIs WER#EBREH,

REERBOEPERE,
PR E BB Z BUB AR o

BYMBRE BB RN AE
BHTERNESTHRBER
o

BYEBTIAXEERSH
7o

X & VDI juttz B & ME] E
EER | Pl s 3R,

£/ Fargate (E#%& 8, FH
FMBRIRE

RENBHHERRL.
RENBHEHAERRL.

AENBITHEEELEFENE
o

AWS EERTH BRI


https://aws.amazon.com/kms/
https://aws.amazon.com/kms/
https://aws.amazon.com/secrets-manager
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/iam/
https://aws.amazon.com/iam/
https://aws.amazon.com/route53/
https://aws.amazon.com/sqs/
https://aws.amazon.com/sqs/
https://aws.amazon.com/sns/
https://aws.amazon.com/sns/
https://aws.amazon.com/fargate/
https://aws.amazon.com/fsx/
https://aws.amazon.com/fsx/netapp-ontap/
https://aws.amazon.com/fsx/netapp-ontap/
https://aws.amazon.com/certificate-manager
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https://aws.amazon.com/backup/

W32 EE T2 Studio EREER

BIUREIRE

BB AH RS EBREA Research and Engineering Studio AWS, It REIEEAWS REIRIEH B
g7 L £/ Research and Engineering Studio , SBBEE RSB ENFLEEIRKE. ©FEHA Keycloak
Al AR 2T HE T SSO,

AR HEHBRCR  LLAXTERIZESBETIET £ REFREERE , FEEA

By — 8§\ R R

It CloudFormation 8 &% I/ Research and Engineering Studio FTEHI & JT#-

EREER : ~00 45
TORIFRAF

e

« AWSIRF EREEEREREY
« B3 Amazon EC2 SSH £ ¥
- EINRKEEEE

AWSIRF FREBEFRER
BABEEER AWS IRF B EEBFERAEN

1. BB https://portal.aws.amazon.com/billing/signup.
2. REERLETRET
HoEMEFFEHPCRELEA , U EEFRER ARSI,

E8EEM BF AWSIRFE , AWSIRFREAEESRN . REAEFEFEIRFFHRE AWS Bk
¥ ANER, FARLREEY K FHEEFIERENGERE  YEEERAREAERUTEE
BEAEFIEES.

#3 Amazon EC2 SSH £ ig¥

MR IEEE Amazon EC2 SSH €i8% | RIEER Y — @, MEFHMAEF , 528 (Amazon EC2 £/
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
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* Amazon EC2
- #§ EC2-VPC %1% IPs ft 5 &% 10

AWS Bk FE EESE AWS RIGHVTEREEE , Lo ARE, RIEZSERYE , FRISERESNREE
HEEEN, BuLBERESEEERE K MEMEBARELES. MEFMENR , 552 Bthe section called
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BYERM@ASH
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CloudFormation E£# 4,

(® Note
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2. HE EREPRE X
3. HZET A WMELEREANSH 6 ARFEBR.

S FEE% Description
EnvironmentName <res-demo> Bt RESIRENH —F

B, HEAres- , RETHE
B11EFExT, BFEREF
&,

AdministratorEmail FEREEKRERBRENS
FEMH i, IR Active
Directory E— B A G X

BUERNEAASE 10


https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
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BN BEEEHERE. ERALEEFEH KRN EnvironmentUrl R7ZE Ul , SiEE o[ AR E SR
EHBNEEPIEHEBN URL, BIBIE T LUEREIE Active Directory F A EXRFBHNERENR

%% A Research and Engineering Studio I:RE,
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A, F2EAWS KEmMPH R,

(® Note
BEEEINHTHERSERN AWS RERAR,
RIFIEZBEEIR B EE AWS Cost Explorer |, AIFBIEERA, BRATEEE., WETR
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MERZEM AWS RESEBEIEF. 558 AWS BF |, LA UZHRNER P ONMEHERE | L8
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EETHRNAIEHRREFEEEERZE Research and Engineering Studio FIfEF 89 AWS BRFS |
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Cost 12


https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/security/
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B2 EFHERNFEE,

RES X IAM HWV B D EBE, BN A RESEEUBRREREEEHFTNFEIE, BEEERNE
EE®EH RES BEMWEBEF Active Directory PEV MEESREAENEREEE, NEFA
B3, 528 < AWS Identity and Access Management £ &#/) HIVEI IAM BUER,

BHEBNEESTUCERERATEREEFEREEN. ERKEAEFNM RES #AENHE , RESE
[ Amazon Cognito ¥1T & 2 B3

Security groups (Z £ &18)

hERPEYNZ2EEEERH MBS Lambda BB, EC2 #TEER. ERRM CSR HITERH
Eim VPN InRc BV RE, RMAZREREAZLHE  YENZERRATELE - SRHIF.

ERE

BIBEFEER , &£ AWS (RES) £H Research and Engineering Studio € F RES #E N £ INHRFEM
BERHTNEFER, 8 RES &, LA LUEE AWS KMS key, RES FEARZHEAERREZEF BT
B, MRESREEESHEMNEEN AWSKMS key , RIEEAZSRNEREEFER.

RES £/ SSL/TLS inH#EHFNEFER, RMPFETLS 1.2, BEREFEM TLS 1.3,
WERT BRENEZEEZEE

1% Research and Engineering Studio FIEARB 2 XM EZENFMEN , FERB TRPHES !

AWS R L £ B ARFS X E fR##E RES HHIEAF X

Amazon Elastic Compute Bty REERESERLE , WMEAH

Cloud FIBNEERBENRBHEE
MERSEE,

Elastic Load Balancing B 28, EEEEEM VDI = #

SEEHTEHFRIH Auto
Scaling B+, ELB &

IAM £ £ 13


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security.html
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ERAEER

AWS BRI L £ &

Amazon Virtual Private Cloud

Amazon Cognito

Amazon Elastic File System

Amazon DynamoDB

AWS Systems Manager

AWS Lambda

Amazon CloudWatch

Amazon Simple Storage

Service

ilbr kil

B

X &

x&

AR#HE RES R EAA X

F#RE Web A QB E
RES E#AVRE,

BV ERTHHSEEN
VPC R &1,

EEERESSNG DR

. Active Directory FHES
BRETZE Amazon Cognito 5
EMEAE , BB FEER.

B /homeERBIEZF VDI
FHOERRRK , UREAN
HAEERRK

FRIAREES , fINERE.
B, BEX. ERRBENTH

O

aX E o

AT VDI TERREE SN
SR X

XEEmMYEE , flAEHR
DynamoDB &Rl &R HERE.
BX& Active Directory B T
R, UREHMFEBE,

IBHLPTH Amazon EC2 E#F0
Lambda BEMEERNEE H
Fie

FRAREMEIEMBERENE
AR A,



https://docs.aws.amazon.com/vpc/latest/userguide/security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/security.html
https://docs.aws.amazon.com/efs/latest/ug/security-considerations.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/security.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-security.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
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ERAEER

AWS BRI L £ &

AWS Key Management
Service

AWS Secrets Manager

AWS CloudFormation

AWS Identity and Access
Management

Amazon Route 53

Amazon Simple Queue

Service

Amazon Simple Notification

Service

AWS Fargate

Amazon FSx File Gateway

Amazon FSx for NetApp
ONTAP

AWS Certificate Manager

AR A
x &

x &

x &

x&

x&

x&

x&

x&

®H
®H

®H

AR#E RES REEAS K

FR#EE Amazon SQS {7

5, DynamoDB & ¥l &K
Amazon SNS FREHETFRREN
o

EIRISIIRE 2 AERFERIE
Active Directory 1 VDIs 9 B
REEREYP,

REERBOEPERE,
PR E BB Z BUB AR o

BYMBRE BB RN AE
BHTERNESTHRBER
o

BYEBTIAXEERSH
7o

X & VDI juttz B & ME] E
EER | Pl s 3R,

£/ Fargate (E#%& 8, FH
M ERIRIE

RENBHHERRL.
RENBHEHAERRL.

AENBITHEEELEFENE
o



https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-fargate.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/acm/latest/userguide/security.html
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AWS R Z £ &N RigE|A R RES FREA AR
AWS Backup 2/ % Amazon EC2 =##, X%
##£ A DynamoDB 12 {13 Ih
e,
gL
FRISELZE (B ARE) 2 AWS IREFHNREERNIRENEAEE,
LthEmP AWS RIS ECEE

ARELHLERTEFNESERBAERANEE. WEESHEBAENR , 526 AWS Service

Quotas,

HRLER , RMERES THREVEEE -
¢ Amazon Virtual Private Cloud

« Amazon EC2

= EERIEINEEE |, 3528 Service Quotas FRAEEFEHPNERIESEFE, WR Service Quotas A j=
RIBHERE  BEFEAENREEERE,

AWS CloudFormation Bt %8

EHERDREEHER  BEZEE AWS tRF B9 AWS CloudFormation EtZ8, EiB T ##ISLEFIEE |

B R REHERIEER BB ERMNER. NWEFMER , 528 ( AWS CloudFormation
AEEE)Y P/ AWS CloudFormation fit %8,

HLEE 4

mEHEEA Amazon EC2 #TEB K/ NBEN A/ DMNRRERRME , LBERK. ATHERSR
BEEREPNEYE BRI MERIEME Auto Scaling B8 (ASG) RN ERRNBERE. BER
—EHTEEENIRENTERTRASETHAERE (AZ) WEH , TMEERESAERBRFE
JRR I RERY B

ASG FRET7E Amazon EC2 A BT , #utA https : //https://console.aws.amazon.com/ec2/o
EMAREEILNE ASGs , BEBBIU HE-asqg. BAUBR/NMENMEEREABSRLEEIR

[iT%:E] 16


https://docs.aws.amazon.com/aws-backup/latest/devguide/security-considerations.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://console.aws.amazon.com/ec2/
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BENHE. ENEESUNEE , AREERE AR BIRE. WF ASGsHFMEEN , F2H
{Amazon EC2 Auto Scaling £ & ¥Er) FHVIERE Auto Scaling F4EHY K7\, Amazon EC2 Auto
Scaling

XEN AWS [E1F

WEREABIMEAEMRE PEEMAWER®E AWS BiF, BXEEAFER AWS BiF A REHN PEE
WER. WFE AWS SEFHREVZFHAIAY , 5528 AWS [EiF al Services List,

LR AWS X FRWZE A T2 Studio AWS [E1F :

BiE 48 3] BhR A B ARA (2025.03)
EBERE (MFEEdt  us-east-1 = =
1)

BRI (HxE) us-east-2 B =
BRI (MRIFEEE  us-west-1 = =
s[4:1))

EETEE (REMA) us-west-2 = =
RXREE (RR) ap-northeast-1 = =
ZAREHE (BW) ap-northeast-2 = =
ZKREHE (ZE) ap-south-1 = =
SEAREE (Fhnigk) ap-southeast-1 = =
TXRESE (ER) ap-southeast-2 = =
INEX (FE) ca-central-1 = s
BN CER =) eu-central-1 = =
BN (CKE) eu-south-1 = =
BN (BEEH) eu-west-1 3 =

TN AWS B 7


https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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fEREER
Ep =Ry 5 35 BRA RHTARAS (2025.03)
BUM (fm3) eu-west-2 = =
BN (B2) eu-west-3 = =
Europe (Stockholm) eu-north-1 B =
&5 (B X) il-central-1 2 =
AWS GovCloud (%  us-gov-west-1 = =

BIFER )

TN AWS B
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EPEEm

(® Note

WERER AWS CloudFormation 24 F 4 & 3R B Bj{L &2, CloudFormation E34<538A Lt
ERTPAEE AWS WEREHEBM, CloudFormation B EHEEAPMRNER,

RBERZE , FREAKNEELANRAAA, 28, EEZeMEMWEESEE,

ES]

< TREH

- BYATER

- SR BEEmMm

« FR2:E-RBEA

TORIRHF

&

- AWSIRF FRAEEFEAEEY

« B3 Amazon EC2 SSH £##&¥%}

- EINRKEEEE

- BV BFTBE (ER)

« BEMNHEE (£ GovCloud)

. REABER

- EEMIREPERE LDAPS (EH)

« £%7%E Microsoft Active Directory B IRIEIR F
- BREAE VPC (EA)

AWS tRFE EREEFEHAEZEY

L ERE AWS IRF BR EEERAEN -

TORIRE 19


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
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1. BARK https://portal.aws.amazon.com/billing/signup.
2. FFEREMLETRET,

HoEMEFFEPCRENGF , TEEFRBNARER.

B B AWSIRE , AWSIRFREAESRN . REAEFEFEKIRFFHFRE AWS Bk
®MNER. FAZRSREEY  FREEFIEETGERE  YHECRARERERPTEE
BEAEFEERES.

3 Amazon EC2 SSH &%

WMREEE Amazon EC2 SSH €i8¥% | BIEER Y —ELeY . MEFMENR , 5528 (Amazon
EC2 ERAEEE) 9 FEH Amazon EC2 By £88% ., Amazon EC2

18 0 Bk %5 Bo 8B
BP0 T 5 AR A A -

* Amazon VPC
- E{E NAT FHEREMY IP it R R 5 RS F 8,
- HEETHEEN NAT FMER 5 8zl 10,

* Amazon EC2
- 1§ EC2-VPC 51t IPs f€ 5 &% 10

AWS &Rtk F EAEE AWS RNV TRRECHE , LaiBARE. RESERA , FRASEARENRRE
HEERN, SUUBERESRELRSE R MEGEFEREIRES, NFEFMER  F2ELERT AWS )R
B ECEE,

By BTHEE (ER)

RMERECREREABME , UERZNEAN URL, ERIRABIME  INEFMESHERE
HB=E.

ARERERPE—EREF , TACRUNBITRBEYEE., IREEEILREFEAINSERHESR
RBRELRE , TURBLENDER,

HE , BB T YL EBRER Amazon Route 53 Ff#3iE |, WFEA E AR ERE AWS Certificate
Manager,

Y Amazon EC2 SSH & &% 20


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html

#5EEE T2 Studio EREER
1. {KERIERM Route53 A, LEZSWINERE FEH,
2. HEEENGEEEE., ERH Route53 BEIEIM,

a. BB Route53 =12 A,
b. REAIEEHNREFTEET,
c. FRAZHWREEBEINWFEERERSE A2 TERFTERESE D,

3. BB AWS Certificate Manager kB T 5| ZBRFE R IQEEBE. BELVURABEEINBHRREEN
=i,

RE\FHEZIHEBE  ARSHRENBREFBR. FREERSEMRE,
BEZKIRE ID UBER,

HEREERT , EBEE Route53 FEIMNRHK. BEFRANFEE+DE,
HHBRER  FREBRREERERER ARN,

N o g &

BN S ({ZBR GovCloud)

MREERE AWS GovCloud ( XBIFEES ) BEHPHE , BEEEAEAR Research and
Engineering Studio ¥ BFT #8148 , AIEEXHEL ERGFHT R,

1. EERILVNEFXERINEEDEE AWS IREHEB/EFE CloudFormation HE&

2. 158 CloudFormation B , SR IFE T CertificateARNH PrivateKeySecretARN,

3. 7£ GovCloud 2 E|EtRF® , By EHBCertificateARNE HEMNWHE, FI=ZHMOME ARN
WS EZEBRIEENE , BUE vdc-gateway AJLATFEURE(E -

a. res : ModuleName = virtual-desktop-controller
b. res : EnvironmentName = [RFEZE] (IERBER res-demo, )

4. 7£ GovCloud B EIERFEH , B EBPrivateKeySecretArn#i i EN M,
ARN , WA REZRBIHIEERS , LM vdc-gateway AT SAEEIRERE :

3
b
ah
i*a
&
=
%)

a. res : ModuleName = virtual-desktop-controller

b. res: EnvironmentName = [IRERE] (ETEER res-demo, )

RN EIR

LAYFFEM T2 Studio AWS FRHIEIRFZRFEFE T IIAHER.

Byui@E ({ZR GovCloud) 1


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
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- W (VPC., B FHRBNILE T )

EIER , BRHITHMNEEE RES I]RIE. Active Directory (AD) M FAfEFHEH EC2 HITEEE.
- f#7F (Amazon EFS)

RBEUREDSERSEEREE (VD) IENERNER,
- B &R (AWS Directory Service for Microsoft Active Directory)

B #&RE S FEHERFE S RES IRIE,
- B HhasKXtBR/IEYHM Active Directory IRISIRFEEAERBNEE (FRERE. B
i)

Research and Engineering Studio €A FEUERENME , SREBRBIRFEBHBAWS Secrets
Manager.

/A Warning
B BBERSHFTE Active Directory (AD) A EIREE RN E FE bt

® Tip
MREGERETBREARE , BRFELNTERTA , AIRTUER AWS SREEEER 5 RE
ENAHER. FSET—H EINBER , LEENIRFHBEER.
¥ AWS GovCloud ( XEI#EE ) EEFHNREHE , ERFETHK PHEREGESREL
#8318 ( f£PR GovCloud).

FEIRRIREDERE LDAPS (#H )
MREETEIEIRZFFEH LDAPS B , AIXAZHUA TSR , TR BRI HEEE AWS
Managed Microsoft AD (AD) #B1E12%I88 , ARt AD # RES 2 EHEA.

1. BERNMAEN BUARRESH LDAPS AWS Managed Microsoft ADFIR IS B, MREER
A LDAPS , RITRJLARKIB I 25 BR,
2. FEFRETE AD LEE LDAPS 2% , [EH AD &R :

a. BI{EEH Active Directory fAIPR2S .

EEHIRFEPERE LDAPS (:ERA) 22


https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/

HiFRE T Studio (R
b. HEEE S5 HE PowerShell
c. ¥1T certmgr.msc UBRUBRBE,
d. BEFRMEENREBERERE K ARBEBBIRBE.

e. EHMIRE (FUBEARIR—T ) EBAD ARFEAENER K RERBREEMEEIHE  RAEBERE
BEH,

f. EH Base-64 fFiEHY X 500 (.CER) , RILBET—5.
g EmMA#&%, RARBET -5,
3. 1 FEIME AWS Secrets Manager :

£ Secrets Manager PEN#ZE , ERFEA T EEHABERNOKER | 45 PEM mISHSFER
B F R,

4, FEXEENM ARN , HASHB A A P8 DomainTLSCertificateSecretARN 28 FEE 1 : B
BE Mo

5% E Microsoft Active Directory BRI R 5

N R &% # Microsoft Active Directory (AD) 64 RES BV & 2 KR , B AD &8 AFERREHEEM
fRIEIRF . 1A RES REN—y , BLAFEARKIIRFHNEAEREERE, REKRFEETIH
2

- /£ AD BFEME : RES AW AD BLEME , UAFFMMEA Web ADRW, BLSEFEEHA
IRIEIR S IREA A LDAP B AD ( AHEEMLEAENMEFETA ) .

« I AD #8335 : EE2HTEEMA AD #8182 Linux EREENER NI #ZHE/E, £ RES
i, ERMHA DisableADJoin 288 #l, LS EIERA False , EXRR Linux ERESHEERT
FERRAHREH DA AD #35.

- EREAD : 1R Linux ERKSEMEREREEMAKMA AD B , BIEERZE AD 81
(DisableADJoin = True), & T RUIHEEIEFEEN , RBIRFEEE UsersOUM HEAEMEBHE
A EBEFEEGroupsOU,

R RFEFEEZRIIFT

- EZFERAELERZE AD > UsersOUFN A {E A& M EHE A BEEFEUHREGroupsOU,
« ZEMA AD i3 - £ P Computer¥#Computers0ou,

Microsoft Active Directory B9 fRF51E 5 23
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https : //https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/
assets/service_account.ps1 BWIEFHRHUMARFEERERSFETFINES, BOTLUREESH AD
EITIE R,

RREME VPC (EH)
EREN VPC B RM IR Studio THRAMBMNEZ M  LREERNARNEEER, Tl

R% RES MERBMBFEBFIRLER KM, FEELE VPC FRE RES , BLFEEWRE THELR
R4

FRE

 %4{§ Amazon Machine Image AMIs)

« BRTE VPC imFh

- ERE VPC ImEHER TERE R
- REFRE VPC HESH

¥£{% Amazon Machine Image AMIs)

1. THEBEKME, FEERESHN VPC FEE , RES ERFREZTEFHKMENTAYE , MAFTELEH
PR 2% 17 B

2. {#£A Amazon S3 HEBEFEMMA Amazon EC2 WEEEE S EM IAM A,

a. HBIfE https://console.aws.amazon.com/iam/ BIRX IAM E32 &,
b. ftAedh K BEFEEVAG,
c. EERNEENERER:

- EEENERERET , EF AWS B,
- HHBBEREARPITHEARS  BEEC2, REBET -5,
d. WAL, BIRTIFABR , RARBET —F .

* AmazonS3ReadOnlyAccess
» AmazonSSMManagedinstanceCore
» EC2InstanceProfileForimageBuilder
e. FEACEBNHER A ARBBERIYAE,
3. BIEC2ZREEESRTH

ERE VPC (ZR) 24



https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://console.aws.amazon.com/iam/
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a. 7t FRK EC2 Image Builder 12 & https://console.aws.amazon.com//imagebuilder,
b. HEEREFEERT , EExh K ARBRERITH.
c. EEURHEEL, WATIFEMEER

- SHETHEE | BEERE
- WETHFRER , FHEE

B FRAEER
Image operating system (OS) Linux
Compatible OS Versions Amazon Linux 2, RHEL8, RHEL9, or

Windows 10 and 11

Component name Enter a name such as: <research-
and-engineering-studio-inf
rastructure>

Component version We recommend starting with 1.0.0.

Description Optional user entry.

d. HEEVYRHEEL K BEREERXHRE.

. HEBMAERENHRBZE , BFE tar.gz BRMNEZR URI, #§ RES BHM targz BRE
&= Amazon S3 #FATEE , YRR FITEBEERERMN URL

i. WATHEHR :

(® Note

AddEnvironmentVariables REAN , MRECEEREBEETHPAIFTEBR]
RIFEY , AU HEBR,

MRBELTE http_proxyH https_proxyRELZE , AIFEE
Yno_proxyB# , U E#ITEIREEAKEREM localhost, #ITERPEE
BIP ik |, AR E VPC i H R

REME VPC (EA) 25


https://console.aws.amazon.com//imagebuilder
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:

REME VPC (EA) 26
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ERAEER

- name:

action:

onFailure:

commands:

'cd /root/bootstrap/res_dependencies’
- 'tar -xf res_dependencies.tar.gz'
- 'cd all_dependencies'
- '/bin/bash install.sh’

AddEnvironmentVariables

ExecuteBash

Abort

maxAttempts: 3
inputs:

commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,
res, {{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1.
13
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.

amazonaws.
amazonaws.

.elb.amazonaws.com, s3.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.

amazonaws
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

.Com, ssmmessages.

com, kms.

com, secretsmanager.

com, sqs.

com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.

.com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{
{{
{{
{{
{{

>

e.

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

BERY T

1},
1},
1},
1},
1},

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

com, cloudformation.
com,sts.
com, application-autoscaling.

com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.
.com, .execute-api.{{ AWSRegion }}.amazonaws.com

" > Jetc/environment

REME VPC (EA)
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3R EE T2 Studio

ERAEER

4. BURBGEERMEES.

a. EERVEFEEL, GBATIRE

[ BR
Bl S RFAEEA

ERERE&

YT EERAERE

IS

Description

BEEE
EERR

SRR MRS

RS

B By AR A2 HE IR

EREEE

Enter an appropriate name
such as res-recipe-linux-x
86.

Enter a version, typically
starting with 1.0.0.

Add an optional descripti
on.

Select managed images.

Amazon Linux or Red Hat
Enterprise Linux (RHEL)

Quick start (Amazon-m
anaged)

Amazon Linux 2 x86, Red
Hat Enterprise Linux 8
x86, or Red Hat Enterprise
Linux 9 x86

Use latest available OS
version.

Keep everything in the
default settings, and make
sure T EEBHTERE

& SSM RIBFER is not
selected.

REME VPC (EA)
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#5EEE T2 Studio EREER

[ E% 2¥ EAEEE
TER 8% TERSFEE /root/bootstrap/re

s_dependencies
T BExH BEWENMTIIEAR :
« Amazon 2% : aws-cli-

version-2-linux

« Amazon 2% : amazon-
cloudwatch-agent-linux

- HIGHER : EEIRIM
Amazon EC2 o, A&
# AWS 1R~ ID F1 B 81
AWS [EiF HRAE BN,

RETH BEIEE :

« Amazon 2% : simple-
boot-test-linux
b. BEEVRA.
5. BYMGERESRERRHBHERE,

a. HOREERT , REE#RREHER.
b. EEFEMEMREERE,
c. HEVERRBEREEL K @ATIAR:

B B 28 EHEER
— & z28 Enter an appropriate name

such as res-infra-linux-x86.

iR Add an optional descripti
on.

IAM B Select the IAM role created
previously.

REME VPC (EA) 29



#5EEE T2 Studio EREER

@ B} 2% EREEB
AWS E /% HiTERBHE Choose t3.medium.

VPC., FHBEMLLEHE ERAFARBEREIRAN
fZH Amazon S3 ﬁﬁﬂ?ﬁﬂ
HBIE, IREEEEYT
S84, B|EbR Amazon
EC2 X#AMFEA TS AE
MEEEE

« VPC : EEVARERR
FEfBRERYAR[E] VPC, Lt

VPC &8 B 5 HERRAR
=ZH.
- EARA

« Type (¥EZ) : SSH
* Source (2KR) : BHET
« CIDR E# : 0.0.0.0/0
d. EEBRJVEBEHERE,
6. EIMHFH EC2 Image Builder Ei& :

a. BIEMRGEE K RRBERVREBEE
b. EEEEEFHMEEARRL , BWAUTAR , REBET -5 .
- BEERBAERER
- SHEEREHRE  WREGREFDRE AVMI REERF , FREHEIEEFH,
c. HEEEFEEL, BEERARAERS  ARBALIRINESEE. BET -,
d. EEEMBEFEEL , BHERIERE  AREET I,

e. EEREMNGHEEERL  BREFHRENERGEHERE A ALTEINERRER
EER, BET—%,

f. EERSHREEEL , $HHENREZETIER .

REME VPC (EA) 30



#5EEE T2 Studio EREER

- MHRGUAELEN RES RENVRMEEMNES , JE RES sefft ERMEBERR
ETHRBTER. ERARKERE  BHRESEM/EM EC2 Image Builder BRISHY R H E

M,
- MREVEAEZEREPEE RES , BANEFERYHNIMHRE , U ERRHEESE
o

g WEALKHEE A AREEEUEE
7. #4117 EC2 Image Builder Ei& :

a. RREEFEF , SKIWERNEEINEE,
b. BEEFBE K RREHITEE,

EETREEALN 45 2 ER —/MFH R EREIL AMI R,

8. FEEELEM AMIH AMIID , WA ERE & InfrastructureHostAMI 2 E /Y& A the section called
“H/:,EE% 1: E&E"’Elﬁlﬂ”o

RE VPC %

HELE RES YRABIERRE , AWS R FEEIENRLE TR, BLERE VPC inRb LR
VENFEE K MESLEARSERMERSLESR,

1. WRFEEARRERS  FEEAWS B FEATE VPC mEFE HREMNE T,
2. HEME A EEHZEN—ELE R,

AWS FR#% R¥s &8

Application Auto Scaling com.amazonaws.region.application-autoscaling
AWS CloudFormation com.amazonaws.region.cloudformation

Amazon CloudWatch com.amazonaws.region.monitoring

Amazon CloudWatch Logs com.amazonaws.region.logs

Amazon DynamoDB com.amazonaws.region.dynamodb ( EEREIRE )
Amazon EC2 com.amazonaws.region.ec2

REME VPC (EA) 31


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html

oEEE T2 Studio

ERAEER

AWS BR#%

Amazon ECR

Amazon Elastic File System

Elastic Load Balancing

Amazon EventBridge

Amazon FSx

AWS Key Management Service

Amazon Kinesis Data Streams

AWS Lambda

Amazon S3

AWS Secrets Manager

Amazon Elastic Container Service

Amazon SES

AWS Security Token Service

Amazon SNS

Amazon SQS

RIS A

com.amazonaws.region.ecr.api
com.amazonaws.region.ecr.dkr
com.amazonaws.region.elasticfilesystem
com.amazonaws.region.elasticloadbalancing
com.amazonaws.region.events
com.amazonaws.region.fsx
com.amazonaws.region.kms
com.amazonaws.region.kinesis-streams
com.amazonaws.region.lambda

com.amazonaws.region.s3 ( BEFEFRE RES FEIH
FEimH, )

fREHRIE PN B HEREFITBEZHEIN Amazon S3 It
HinZ, 2 M7FH Amazon Simple Storage Service It
H i B

com.amazonaws.region.secretsmanager
com.amazonaws.region.ecs

com.amazonaws.region.email-smtp ( %I ° @15
X, : use-1-az2, usel-az3, usel-az5, uswil-a
z2, usw2-az4, apne2-az4, cacl1-az3 # cac1-az4. )

com.amazonaws.region.sts
com.amazonaws.region.sns

com.amazonaws.regi on.sqgs

REME VPC (EA)
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints

M

WFRE TR Studio EREE
AWS AR RIS &8
AWS Systems Manager com.amazonaws.region.ec2messages

com.amazonaws.region.ssm

com.amazonaws.regi on.ssmmessages

HiRAB VPC iIm BB TERE R

EEHEFTE VPC HENRKEES |, B LE VPC WAE FRRFRERERRES. BHKEBTIL
B, R AWS B 0MATRN S HiRMHE | 11858 Research and Engineering Studio E8&FrEE
REFEVEN R IE R RER.

1. EHKAR RES HEM VPC 2B FHEERPRE Linux #ITERE,

Linux &%l — Amazon Linux 2 % Amazon Linux 3

- 2248 - x86

HITEREEA - t2.micro RE S IRA
Z2BHE - 12 0.0.0.0/0 #2EIEE 3128 EH TCP

2. EREHITERIRENEMMRES.

o

C.
d.

e.

BRI http E 4R,
AR A MEE FREERE T 5IRE

» .amazonaws.com (EAR—#K& AWS R )

- .amazoncognito.com ( EAM Amazon Cognito)
- .awsapps.com ( EAMR Identity Center)

- .signin.aws ( BAR Identity Center)

- .amazonaws-us-gov.com ( B Gov Cloud)
BB HMELR,

A I R Ep 3R R AR B8R o

B A E A RREFEN PORT,

3. WMELHRARUAFEIRRERRES.

a.

BI{E VPC £#£ 8 , RHEKARNEREREEMMN VDI THEYFRRIRH R,

REME VPC (EA)

33


https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html

M T Studio ERERER
b. WMEXRAHRK, UAFEEAERNTIANTRPEINRERRSEHTER.
c. HHLEARERRM/VDIs WA FHRE (ERBREREN ) NEHERIITHERAE,

4. EHAEMRSE EC2 ATHEENZ 3 E  YRAREAFREMRKFERZ PORT ENEA
TCP E#R,

REME VPC HESH

£ Athe section called “FEE 1 : BB ER” , IEETE CloudFormation SRR AFESE ., AL
KBERPARET Y28 , U EERERIERENFE VPC,

25 Input

InfrastructureHostAMI Use the infrastructure AMI ID created in the
section called “%4@ Amazon Machine Image

IsLoadBalancerinternetFacing Set to false.

LoadBalancerSubnets Choose private subnets without internet access.

InfrastructureHostSubnets Choose private subnets without internet access.

VdiSubnets Choose private subnets without internet access.

ClientlP You can choose your VPC CIDR to allow

access for all VPC IP addresses.

HttpProxy Example: http://10.1.2.3:123
HttpsProxy Example: http://10.1.2.3:123
NoProxy 6l -

127.0.0.1,169.254.169.254,169.254.17
©.2,localhost,us-east-1.res,us-east-
1.vpce.amazonaws.com,us-east-1.elb.a
mazonaws.com,s3.us-east-1.amazonaws.
com,s3.dualstack.us-east-1.amazonaws
.com,ec2.us-east-1.amazonaws.com, ec2
.us-east-1.api.aws,ec2messages.us-ea

REME VPC (EA) 34
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ERAEER

B8

EUNEEIR

Input

st-1.amazonaws.com,ssm.us-east-1.ama
zonaws.com, ssmmessages.us-east-1.ama
zonaws.com, kms.us-east-1.amazonaws.c
om,secretsmanager.us-east-1.amazonaw
s.com,sqs.us-east-1.amazonaws.com, el
asticloadbalancing.us-east-1.amazona
ws.com,sns.us-east-1.amazonaws.com, 1l
0gs.us-east-1.amazonaws.com,logs.us-
east-1l.api.aws,elasticfilesystem.us-
east-1.amazonaws.com,fsx.us-east-1.a
mazonaws.com,dynamodb.us-east-1.amaz
onaws.com,api.ecr.us-east-1.amazonaw
s.com, .dkr.ecr.us-east-1.amazonaws.c
om,kinesis.us-east-1.amazonaws.com, .
data-kinesis.us-east-1.amazonaws.com
, .control-kinesis.us-east-1.amazonaw
s.com,events.us-east-1.amazonaws.com
,cloudformation.us-east-1.amazonaws.
com,sts.us-east-1.amazonaws.com, appl
ication-autoscaling.us-east-1.amazon
aws.com,monitoring.us-east-1.amazona
ws.com,ecs.us-east-1.amazonaws.com, .
execute-api.us-east-1.amazonaws.com

It CloudFormation B2 VB, FEFHR. (EFAPEHNBEHEE (WREH
PortalDomainName), &X4EHERIELNIBER , TEHEER.

IERLAEBRE 2B T S 5 S A,

EREEERE : 4 40-90 piE

1. BAAWS EEX#EA |, I https : //https://console.aws.amazon.com/cloudformation BIRX

CloudFormation F# 4,

BIUNDEIR
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/

#5EEE T2 Studio EREER

® Note
RIEELEEERREF,

2. E EBATME &7,

MREBERE AWS GovCloud ( XBEIFESES ) BHHEE , 557E GovCloud 7 &l [EIRF P REE &8
7, GovCloud

3. WMAEHAZHY

25 FEER iR
DomainName corp.res.com RARER B sk,

RESERESIEFEH
EWLDIFERTRRRM, W
REREFEAERERE
i EREATERE. B
E8FEHE, FEMLREE
BILDIFWEER. ETEER
& AR Active Directory EJ#3

13,
SubDomain ( R B HREEETAER ,
GovCloud) {B¥ A GovCloud [Bi8 A &
=,

R R MH SubDomain , 8l
SHEERMMN DomainNam
e B, MM Active
Directory #1B & B & F
.

AdminPassword Active Directory B2 S &
B (EAES®B Admin). Itk
EREEEVRSISEBENE
A BE&HFEN , 2EBTEHE
Ao

BIUNDEIR 36


https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml

3R EE T2 Studio

ERAEER

Xa

B8 i

ServiceAccountPassword

=

iRy

iR

BEE BRI
= (1) XFEBR (2) 1%
Nt AW/ EHZ AWS
WEH ARN{"passwor
d":"somepassword"}

o

AR WEAENBBLAR
4 Active Directory K 1518
HMMER,

FAZREE L AR I IR P Y 2515
(ReadOnlyUser ). LLiRF
ARELRE,

BE . WACEX T
= (1) HXFEBR (2) 1%
LR ER/IEHZ AWS
WM ARN{"passwor
d":"somepassword"}

o

AE  WERAENZRLER
& Active Directory B B i51E
HMEER,

£/ SSH R FimiEEEE
1T{ERE .

AEE : AWS Systems
Manager Session Manager
R LA RE AR BB AT E B

BIUNDEIR
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements

3R EE T2 Studio

EAEE

M

B8

LDIFS3Path

ClientlpCidr

ClientPrefixList

EnvironmentName

faRR

aws-hpc-recipes/ma
in/recipes/res/res

_demo_env/assets/r

es.ldif

res-[environment
name ]

iR

£ Active Directory 5% EHY
5| EREEBREAM LDIF 15X
#9 Amazon S3 B&f&, N
RHMEA , BB LDIF
Support, 2 & LE
%* - &gxa;ﬁ Actlve

Directory F % 37 21 {£ F
&

EERAER A F2H
GitHub AT res.Idif 18
3o

B P EEELRY 1P i
o, Hlg0 , A LUEEY IP
iyt , G{EAH [IPADDRES
S1/32 EARFFREEER.
BRI LB R IE,

WAFEBENRHAEERMF
B EEMMNEN. NFER
UREFERENEA , 2
REAEFZEFHEE.

&R PortalDom
ainName #Eft , LBEE
Fﬁﬁiﬂg’r%ﬁﬁi‘é’fzéiﬂ’ﬂw
, MBEEREFER, EF
HAE_L RES & B 5
FA#WEnvironmentName 2
B, MREBEERFPHES
ERE K ESLEBERE—MN,

BIUNDEIR
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html

#5EEE T2 Studio EREER

28 ¥EER iR
PortalDomainName ¥ GovCloud ZpE , F 0%

ALBE, BRINZEREL
RIGHEHBFBEILIN,

¥R 5 4£ Amazon Route 53
WA, MREMLD
g, AIFELEY FENER
B MIER AWS Secrets
Manager. MIREEED
WARE AR LS8
EnvironmentName #JLA{R

[~ las
EE/IL' o

4. FEFSIIBERMATAREGR K RREBFEIUMEE,

TR BBER
B AE P B step-by-stepiR B , BREWASE MEPBEEIRS,
EREEER : 4060 o8

B\ EHB2a FTHEEMRMW CloudFormation 28,

MREEEE in AWS GovCloud ( EEAEP ) , BEALLEAE,

res-stack - FEALLEAMBERNAAAABRBN TH, RREESEHE RES TEHBNF DBE,. Al
IR M E IR E IR

@ Note

AWS CloudFormation R 2% AWS Cloud Development Kit (AWS CDK) (AWS CDK) &
I,

AWS CloudFormation Ei8 &7 AWS B L EB¥ Research and Engineering Studio AWS Eif, &%
ARBEIRGH , TEREHE,

SR BMBER 39


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json

#5EEE T2 Studio EREER

1.

BEAAWS EEEHEA W https : //https://console.aws.amazon.com/cloudformation B
CloudFormation £ &,

M

EEEBE in AWS GovCloud ( EEIFESR ) , BREILLE A,

RIBFE  SASEXBRS (HSFEZILE ) EEME, EEETREN PREBERTR AWS
B, FEAEREAEEI PN ERERER,

® Note
WEmEA Amazon Cognito fR% , B Bl AREME PIRM AWS BE, BXEEAFEH
Amazon Cognito AWS B B FRIBIEm. IESFEBNSZHAATAMY , 528 AWS
[E315 al Services Listo

HSET  RALEREANZY  IRFEBR. REHETABCARER , BT REINE
BERHERNE RS RERPRIELSZH,

25 FEER Description
EnvironmentName <res-demo> REt4E RES IRIBHME—F

B, HEAres-, RETHE
B11EFExT, BFEREF
&,

AdministratorEmail FRETHNEmMIXENEFH
ik, MRBERDEKE
—BAEBSRE , KEAED
SREFEIREBEERAE,

InfrastructureHostAMI ami-###HEH# I (A ) BaRHEAR
FAIEEMER M BT
AMI ID, B BEIZEMOSesAH
Amazon Linux 2, RHELS,
RHEL9. Windows Server
2019 # 2022 (x86) , A K
Windows 10 11, mEFEFH

SB1 . BRBER 40


https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

3R EE T2 Studio

EAEE

M

B8

SSHKeyPair

ClientlP

ClientPrefixList

IAMPermissionBoundary

Vpcld

IsLoadBalancerinternetFacin
g

LoadBalancerSubnets

X.x.x.0/24 = x. x.x.0/32

Description

&R , F2E %R Amazon
Machine Image AMIs).

AREREERREEIHRNES
- E 2

IP 31t EF iR S PR FIEE R
BRER, BALENBERE
#1 ClientlpCidr,

(ER ) ARFFEEFIE
2P R Web Ul 1 SSH
B IPs REZREFEFE,

(EA) BAARRIER

K ARN , EBURBEMAFTH

FPRERES|TE RES HEUK

FEAtG, MEFMESA &
SHAREBEFFAIRR,

PATERSEE 2 VPC B
ID,

ZEY true LASHE H M HAFR

BNEHTEHSE (BHTE

BEELNETBEE) . HRE
ERFIFEBRERFINIE
FHIREY false,

ERHFERSRBNTET
AEZH , ZBREDWETFHE
o HNTEERFBIERAR
FHHNEE  HENLE T
. HNTFEMRMEERFIE
BE  FEDNLE MK, W
SRONERESA A HE A 2 T 18 R
, mENFTEEEUMNIER.

SR BMBER
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3R EE T2 Studio

ERAEER

B8

InfrastructureHostSubnets

VdiSubnets

ActiveDirectoryName

ADShortName

LDAP E##

LDAPConnectionURI

ServiceAccountCred
entialsSecretArn

UsersOU

corp.res.com

corp

DC=corp,DC=res,DC=
com

Description

FEERRE T EEREBNTE
AAEEF , EINEDHETL
BT, MRNDEEEDR
ByEBmE , FEINAEE
BIYMNEE,

£ VDI ST ERA BB T
B AEES , ENEDRHE
B TR, WRINEDEEME
BEVEBME , FRENAR
BEEUMNIERR.

ERH B &HIBE. EAEE
REAOBELERER.

ERFEENEEETE, Et
785 NetBIOS £,

LDAP B &+ E# 1 LDAP
B

Al E A B #EY EHEE AR
FEME— |dap : // BB, W
RIGFEATER AD REZEH
BN EIR , BIAAER

Idap : //corp.res.coms,

REWE ARN , HFEE
Active Directory ServiceAc
count EAFEWFEHE BB
S , A username :
password key/value ¥{,

AD A& E LR E M &RV AR
BV,

SR BMBER

42



3R EE T2 Studio

ERAEER

B8 4

GroupsOU

SudoersGroupName RESAdministrators

ComputersOU

DomainTLSCertifica
teSecretARN

EnableLdaplDMapping

DisableADJoin False

ServiceAccountUserDN

SharedHomeFilesystemID

Description
AD A& EL z BHER A E
S

Sl HposhERE

BFEI1T{ERE L EH sudoer 7
INENFIEERE , URTE

RES tEEEEEFEEN
FIEfERE,

AD A#ITEREAS IO A BB
B,

(FR ) RHEBETLS BE
B3 ARN , BIRRFIER AD B
TLS &

SRZE UID  GID $EIBR— A

H SSSD E4X , 2B FEH
AD REMERE, 585 True
LAfEF SSSD E4H) UID M
GID , Hi& A False LUEH
AD 2% UID M GID, X
ZEERT , S BEZKRTE
A True,

ZEHRHIE Linux =N B 8
e B EEA True, &
A B4 REA False T

ENEne=
AX AX AE o

£ B SFRRURBIRFERE
K ##5I& % (DN)o

AR Linux VDI ¥ A E
ERERFKEM EFS ID,

SR BMBER
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B8 i

Xa

Description

CustomDomainNamefo (iEFH ) Web AO#EM AR
rWebApp R RFE Web S0 ELEMN F
B,

CustomDomainNameforVDI (iEA ) Web ADO#M AR
RMERHK VDI Zp0EEH T
B,

ACMCertificateARNf (ER ) EATAERERER ,

orWebApp EmE MBI amazonaws
.com F5EE Web FEARE
RNo BALERETAEER
R#%. MRECIEEEIED
BR, IeAGELELER ,
& T LATE res-bi sE BV H
PERENER, MREFE
%"‘E’J Web EAERXEER
&, B2 HEEE.

CertificateSecretARNforVDI (i#A ) It ARN RBE/HE
Web A OB AEREHL
BRE, MELHEBEBIE
ERFEAOMPLBHEE
BT LAE res-bi HEE R H
R EBTHRIELE,

PrivateKeySecretARNforVDI (#A ) It ARN BE/HE
Web AOB@LBENLESE
. MRZABEBILABER
REAOPLEFEE , B9
LAE res-bi By & 3R 5|
BRTRIE,

5. iZIZE Create stack (BRI HB) LI BHE

SB1 . BRBER 44
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oEEE T2 Studio
R

B LATEARRERRAY AWS CloudFormation 32
CREATE_COMPLETE #R&E,

B AR B AV IR

S22 F—

EmEREINERIRFR

ETEE,

, BEWIETEBRAERNE TEM,

A ER

AX

[EXTERNAL] Invitation to Join RES Environment: res-test - Message (HTML)

/u\ o /Ch

R

FERXEE XK 60 D ERKE

7R

P\

£ URL B ALZRIRFE |, A

no-reply@verificationemail.com
To

File Message  Help Q@ Tell me what you want to do
& lgno m = = B ) fvesting Masana ~ To Manag ] Bk ~ Bg Fj] k5 LFind /_\\:))
) B Team Email ~ bon 135 OneNt 5 DD AR o tated -
R Junk~ Delete Archive | Reply e p\y Forward pe ) o 47 =1 | Move = Mark Cate: = e Follow | Translate Read | Zoom
© Ju al | ) Reply & Delete 7 Create New = Bac i Upe SN seeae e
Delete Respond Quick Steps Fl Mo Tag: Fl Editing Speech Zoom ~
[EXTERNAL] Invitation to Join RES Environment: res-test
< Reply & Reply All —> Forward

Mon 10/16/2023 12:35 PM

| CAUTION: This email originated from outside of the Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.
Your temporary password is:

You can sign in to your account using the link below:
https://res-test-external-alb-801427597.us-east-1.elb.

om

RES Environment Admin

E—REAR , EALIE Web AOMBBIEHFERE

SH fHREER, EE , clusteradmin RRBMEMIRE — &

FHEKEERERIGELER ;

ARELVERRE] SSO IR, MEMBRELESR 7

ALAERERELER , UERE

, CEERTIEREEHER B RE,

>?r
fo¢

B2 B—

/
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EHEm

Research and Engineering Studio (RES) EMEEMEmMN B ZE , BURRIRAEH R EEEMER
EEW,

RES fEFA B IR ERWRAZHIEE, TBRAEAFNA , RERAERFZZNEFR. 5
M, 2024.01 lREM 2024 &£ 1 ARITATERA ; 2024.01.01 IRBZRAVREREER,

ES |
- FEREEH
« RERAERH

EERAER

Research and Engineering Studio fEARBRZER EHH RES RIREBRERHN , MAFEXE
MIRBEERE,. BEAUUFEAKEFRRAIBNREBRENES , ARBMASERE,

B EERARIMRAN RES EXMEAVIRER

1. BIBHIREMNMREE, 5528 the section called “Z I REE”,

2. FRAFMAEFRIE RES, FHZH the section called “FTEE 1 : BB ER",
3. BRBEAZTCEHWIRIE, 520 the section called “E F1RER",

4. BRBAIEERRBCHRIEBBRETIRE.,

NN

HNA RESHAERAEN , FEEFNLE, BAUEHFREN RESHE  FEZEEHHE
CloudFormation &2, ZFZFE #1 CloudFormation Z 8l , f5 5 F#ZE B ] RES IREBEHRA, BAILL
EF AR ER B RARE

{530 : "Description": "RES_2024.1"
EEETRERANER :
1. £ BT EFZFHH CloudFormation £ 7the section called “F B 1 : MBIEmR

2. ¥ https : //https://console.aws.amazon.com/cloudformation BEX CloudFormation &,

EERAERR 46


https://console.aws.amazon.com/cloudformation/

#5EEE T2 Studio EREER

& Stacks A , ERWIBMFEHE, CEKETRA <stack-name>,
EEFEH,
EEEK B RTE A,

&+ ¥ Template source (EZAIR) , ##F Upload a template file (L EEAER),
BEREERY FEETHNER,

EEEHBHMEAL  BET Y. ELEEEFHZE.

EREHEBREL BET -5,

10. fE#B9 <stack-name> B , BIEER,

© © N o 0 kW

REMRAE S 47
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BREZEEM

B LATE AWS BB XA SFEA £ AWS Em LR Z % Research and Engineering Studio AWS
Command Line Interface. #&4AF BMIBRILEmE IR Amazon Simple Storage Service (Amazon
S3) FEFITHE., NRLZEREFERENER , KERTEEEMBR <EnvironmentName>-shared-
storage-security-group.

FH AWS B X4

1. & A AWS CloudFormation 2 &,
2. EEEE L BRI ERNZEME,
3. B#IE MBR

£ AWS Command Line Interface

Y| AWS Command Line Interface (AWS CLI) REEZNREF T, MEFERERA , F2HE
AWS CLI EF &38R HHTER AWS Command Line Interface. HE&E AWS CLI At BB E
EHRBEMAEREINEERESIRFER , BRTTI®T,

$ aws cloudformation delete-stack --stack-name <RES-stack-name>

fifl Br shared-storage-security-group

/A Warning
EmFARESRELBERRE , UBLEAEER, NREZEMREZ S EFHEMARABRESR
Rt EERBERARBENEMNERREXRAMER, BREHEOERNTEEREFTEREGTNE
£EHE.

1. BEAAWS BEX#EA |, & hitps://console.aws.amazon.com/efs/ : // BIEX Amazon EFS Ei%

=

2. MIBRER FERAEAY T A R RM<RES-stack-name>-shared-storage-security-group., =™
&, BUUKBELERRMRENERGS —BLL8E , IHEEER,

ffEF AWS BEEXEE 48


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/

#5EEE T2 Studio EREER

3. BEAAWS EEBX#A , W https://console.aws.amazon.com/ec?/ : // BIEX Amazon EC2 £

L
Ho

4. MBR<RES-stack-name>-shared-storage-security-group.

I B& Amazon S3 FE1ZETEE

IR IEREMBER AWS CloudFormation BB IEZNERIER  HERSREAREBEREILMN
Amazon S3 FFITR (ARTEEENAEBEFHE ). BREZEERE K NRETEEREBER &
AT AF EMIBRILL S3 FEFETEE, FBAKRR T SIS BRMIBR Amazon S3 REETER,

1. BEAAWS BEEF#EA WHABMR https : //https://console.aws.amazon.com/s3/ B9 Amazon S3
FEA,

BEHKEPH ChooseBuckets,

# % S3 fffEstack-namebrHg,

BEEUE{E Amazon S3 fFETRE  AREEZH, KX ARTEEEARETE,

BHE S3 RETFATRE | AREBRBEMIBR,

o ~ w0 b

ZES A MKk S3 FEFErE AWSCLI , FHTTHHS

$ aws s3 rb s3://<bucket-name> --force

® Note
--force I EBEEHRNEANWREETE,

MIBR Amazon S3 f#1FErEE 49


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/s3/
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HHRETE

WA RERmARMERIEHTBENIETR , RPMNME—PSBETIE AWS Em LK Research and
Engineering Studio 4,

FE

- §HEE

- BV FEE

« BY ACM B=FE

» Amazon CloudWatch Logs
« REHBHFFARR

« EXE RES Fi#& AMIs

SoER

Research and Engineering Studio AJ AAfE A SAML 2.0 B S piRfitE, ZEFEA Amazon
Cognito AREFEAEES , AFEAEEZEAERS Cognito FAESHH Web A O#UEH Linux B
VDIs , 552/ 5% Amazon Cognito £ &, MREFEAAIPERSETEIEA IAM Identity Center Zf
£ RES , 528 £/ IAM Identity Center 2R EEE—&E A (SS0), MREEEHCDH SAML 2.0 BEE S
REtE  F28H ABE—EA (SSO) RELNEniRMEE,

FE

« i%7%E Amazon Cognito fE &

+ Active Directory E%

 f£/ IAM Identity Center X EEE —& A (SSO)
- BE—FA (SSO) RELN S o IRMHE

- RECAENER

5% E Amazon Cognito EFA &

52 EE T2 Studio (RES) A EIEAE Amazon Cognito SR ERREMFEAEB %, EEFERHEMFEH
Amazon Cognito & & 2 & A Web AO#BLA Linux B VDIs, BEER K AWS =& FEH
csv EREZEACRAEEACRERE. NEAREFEAEEANFMEN , 528 (Amazon Cognito

5HEE 50
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FEABER) PR CSVEXZSHEAEEAEAEEE, RES XERKFEMA Amazon Cognito &R
4+ fEAE B %M SSO.

BERE

BB RES BEEHE | ZERTE RES BELUFE A Amazon Cognito B FERE B , BEIRRES
BEHEFRNS 2 EEREE  EY#EERA Amazon Cognito MAEAE B &ZiM, BEEAFEAEBRITE
it , FYBMEEER LW ERE BT Mz,

Identity Management

Identities Management

AWS Cognito Directory

Cognito user pool metadata. Use this for debugging issues related to the Cognito user pool.

Provider Name User Pool Id Domain URL
cognito-idp [F us-west-1_CTi3SJMAD [ https://res-cafar-gefS9aa3-ff5a-4e94-8938-

76861e1ef7c1.auth.us-west-1.amazoncognito.com

Provider URL
https://cognito-idp.us-west-1.amazonaws.com/us-
west-1_CTi35]JMAD

Use AWS Cognito as user directory

@ Enabled O
User self registration

@mbe®©

EREEREPEMEA

MREHAERAEGREM , EUNAERERS Web EAERHN URL, EHE , EHESHRIE
TERRERENERR? EEEHEM,

Amazon Cognito & %588 E 51


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html

ZEEE T Studio EREER

Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

U )

Password
Enter your account's password

[ )
e D

Forgot Password?

Not a user yet? Sign up here

Verify account

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

EER TR =

BEETREAENERE ? THERE  RREERECWARSETFBANETBREM IRF,

Amazon Cognito & 7 5% E 52
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ERAEER

Create account

Email

[ )

Password

[ )

Minimum 8 characters with numbers and special symbols (@#$*&)

Re-enter password

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

HEMRES K RESEREAEDAEFEMAPRINRIR , AZHKEREF.

Amazon Cognito & 7 5% E
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Verify email address

To verify your email, we've sent a verification code to your email.
Email

[ )

Verification Code
Enter the verification code

{ ]

Resend verification code

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

MREABREM , FAEKTEEINZEMERS, EEBHHEE RES /A EB#Y Amazon Cognito F7%
FR&E. (528 (Amazon Cognito FIE A BER) PHRUEEES D ENFEHERSE. )

Amazon Cognito & 7 5% E 54


https://docs.aws.amazon.com/cognito/latest/developerguide/how-to-create-user-accounts.html

ZEEE T Studio EREER

Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ J

Password
Enter your account's password

[ ]
e )

Forgot Password?

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

BEAEREER

MR E A SSO M Amazon Cognito , AIGRREAERE SSO BANEE, EFfAER —TXER
B, C2KEEHNKAZEHR SSO B AHH. RIFFERR , WREA Amazon Cognito , EFRAESEHELT
9 BRFE

Amazon Cognito & 7 5% E 55
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ )

Password
Enter your account's password

[ )
. aw D

Forgot Password?

Not a user yet? Sign up here
Verify account

Sign in with organization SSO

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

Constraints

« &M Amazon Cognito HEEBHEZAFANEFE ; REZINEFH,
« Amazon Cognito s A FF M EEEHEE A E B BET R Bt ut#) EFE bk,

- WMBRFEBA Active Directory # Amazon Cognito , ERHERDNEENERERRE , BIERFT
Active Directory EAEETH 7 BE. EESEKEP R , 75 E Amazon Cognito B2 H Active
Directory 2 AN EEFERE R R,

+ Cognito £ & & ERE) Windows # VDIsE A RES 7% # Windows #1T{E 8 Amazon
Cognito B & 7 57,

Amazon Cognito & 7 5% E
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EE7

RES &/NEFE# Amazon Cognito B EER EEERAEMBEEN. BARE 'EEE ) NEMHE
AEHEEH VDIs 1S sudo R,

B A LA Lambda ZIREFEBRERSL,
FERBELSERF :

1. BB Lambda =5,

2. 12 Cognito E#% Lambda, It Lambda EfElt & 18
5 - {RES_ENVIRONMENT_NAME}_cognito-sync-lambda.

3. EHUAIE.
4. EAERBHERTD  EEALANIRERE. SAAXEALEFEE,

Cognito W& £EZE

£ 202412 lrA 2 8 , TERS R B Amazon Cognito Plus 5HEINEE— o R ETH L. &K
PREEDBHBRILIER , AEEER RESHWEFEERAN. SR EZEMRALIIEE , U/
BHEBNERTLETE,

Active Directory [

YATHAERE

ZHHIE | B2 Active Directory (AD) #HEBIRIFTE CFN 28 #E2ZAM.,

Active Directory B2 57


https://console.aws.amazon.com/lambda
https://docs.aws.amazon.com/cognito/latest/developerguide/feature-plans-features-plus.html

FZTEE T#E Studio

ERAEER

Active Directory details - Optional

ActiveDirectoryName - Optional
Please provide the Fully Qualified Domain Name (FQDN) for your Active Directory. For example, developer.res.hpc.aws.dev

[ Enter String

ADShortName - Optional

Please provide the short name in Active directory

[ Enter String

LDAPBase - Optional
Please provide the Active Directory base string Distinguished Name (DN) For example, dc=developer,dc=res,dc=hpc,dc=aws,dc=dev

[ Enter String

LDAPConnectionURI - Optional
Please provide the active directory connection URI (e.g. ldap://www.example.com)

[ Enter String

ServiceAccountCredentialsSecretArn - Optional

Directory Service Root (Service Account) Credentials Secret ARN. The username and password for the Active Directory ServiceAccount user formatted as a username:password key/value pair.

[ Enter String

UsersOU - Optional
Please provide Users Organization Unit in your active directory for example, OU=Users,DC=RES,DC=example,DC=internal

[ Enter String

GroupsOU - Optional
Please provide user groups Oganization Unit in your active directory

[ Enter String

SudoersGroupName - Optional
Please provide group name of users who will be able to sudo in your active directory

[ Enter String

ComputersOU - Optional
Please provide Organization Unit for compute and storage servers in your active directory

[ Enter String

DomainTLSCertificateSecretArn - Optional
AD Domain TLS Certificate Secret ARN

[ Enter String

EnableLdaplDMapping - Optional
Set to False to use the uidNumbers and gidNumbers for users and group from the provided AD. Otherwise set to True.

[ Select String

DisableADJoin - Optional
Set to True to prevent linux hosts from joining the Directory Domain. Otherwise set to False

[ Select String

ServiceAccountUserDN - Optional

Provide the Distinguished name (DN) of the service account user in the Active Directory

[ Enter String

HRHATHERENEME ARN ( FlH0 ServiceAccountCredentialsSecretArnsl

DomainTLSCertificateSecretArn) , B4 THEBIIEE RES WWE , LUENVESERMNZE

AEFT -

Active Directory B2
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ERAEER

o €% : res:EnvironmentName. & :

« ©%8 : res:ModuleName, {B : directoryservice

<your RES environment name>

Web A QB HHIEM AD HREEMHBEET —XBEEN AD AL BB ( B/ ) BBNGE. £AE
HEEE AD HERATREFEENRE SSO ( Hlan , MREITER AD).

RRE®R  EEETUES ) EEEHE M RES Web AR SiimiE AD AR :

Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
ldap://corp.res.com

Users OU
OU=Users,OU=RES,OU=CORP,DC=corp,DC=res,DC=com

Groups Filter

Enable LDAP ID Mapping
true

Short Name (NETBIOS)
CORP

Service Account User DN
CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=co
m

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Start AD Synchronization

Latest AD synchronization completed at 3/5/2025, 3:01:16 PM

LDAP Base
de=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-east-
1:905418417732:secret:CredentialsSecret-res-deploy-
RESExternal-GZB|SY|BLAW4-DirectoryService-1AUMFPSAPKVGE-
TvYM7Q

Groups OU
OU=Users,OU=RES,OU=CORP,DC=corp,DC=res,DC=com

Computers OU
OU=Computers,OU=RES,0U=CORP,DC=corp,DC=res,DC=com

Domain TLS Certificate Secret ARN

Active Directory E2
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Active Directory Synchronization

Active Directory Name
Type the name for the Active Directory. It does not need to match the portal domain name.

[ corp.res.com

Short Name (NETBIOS)
Provide the shart name for the Active Directory. This is also called the netBIOS name.

[ CORP

Service Account User DN
Provide the distinguished name (DN) of the service account user in Directory

[ CN=ServiceAccount,OU=Users,OU=CORP,DC=corp,DC=res,DC=com

Service Account Credentials Secret ARN
Provide a Secret ARN which contains the username and password for the Active Directory
ServiceAccount user, formatted as a username:password key/value pair.

[ arn:aws:secretsmanager:us-east-2:992382841930:secret: CredentialsSecret-BI-Dire ]

The secret should contain the username and password in the format username:password.

LDAP Connection URI
Specify the connection URI for the Active Directory server.

[ Idap://corp.res.com

LDAP Base
Specify the LDAP path within the directory hierarchy.

[ dc=corp,dc=res,dc=com

[C] Disable Active Directory Join

To prevent Linux hosts from joining the directory domain, check the box. Otherwise, leave in
the default setting of unchecked

[CJ Enable LDAP ID Mapping

Determines If UID and GID numbers are generated by 555D or if the numbers provided by the
AD are used. Check to use 555D generated UID and GID, or uncheck to use UID and GID
provided by the AD. For most cases this parameter should be checked.

Organizational Units (OU)
Provide the Organizational Unit within AD that will sync.

Users OU

[ 0OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,DC=com

Groups OU

[ OU=Users,0U=RES,0U=CORP,DC=corp,DC=res,DC=com

Computers OU

[ OU=Computers,0U=RES,OU=CORP,DC=corp,DC=res,DC=com

Sudoers Group Name

Provide the group name that contains all users with sudoer access on instances at install and
administrator access on RES.

[ RESAdministrators

» Additional Settings

Active Directory [@% 60
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H e E

ERRRA

EEENLUERAEAEGRNFEGERERGREFNSNEAERRE. BFRRGLRERE LDAP
EmERRAFRE L. EIERRMAA

(sAMAccountname=<user>)

BH7] SSSD 28

EEETHUREMRSIB/EHNTH HhISEZAEEHTER L SSSD HEER
[domain_type/DOMAIN_NAME] EEH) SSSD S8 Ml{HE. RES EEHEIEM SSSD Ef - CEEM
BB EEHT{EM LA SSSD IR¥E , X iBE AD R EF. WFE SSSD ABERNTERSA , F2H
# Linux S EESSSD,

Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value
[ true v ]
Key Value

[ )

( Add Parameter )

SSSD 8 ¥ MEXAHE RES SSSD #HAEHE , TR :

« id_provider B RES REBERE , FHIEH,

« AD tHEBfERE | B¥E 1dap_uri, ldap_search_baseldap_default_bind_dn#l
ldap_default_authtok RBFRHEMBEMHN AD HEREE , FEB K.

THEHIERUA SSSD HEEAVHEHER !

Active Directory B2 61


https://ldap.com/ldap-filters/
https://ldap.com/ldap-filters/
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Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value

[ true v ]
Key Value

[ true v ]
Key Value
[ debug_level ] [ OxFFFO ]

Remove

( Add Parameter )

WAF BB RF LLEF (2025.03 REHRZA )

BEZHHEEEE , AEIEE Active Directory fI AR P HIEE) AD Bzl , LAEEEZE AD F
&,

Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name Short Name (NETBIOS) LDAP Base

corp.res.com CORP dc=corp,dc=res,dc=com

LDAP Connection URI Service Account User DN Service Account Credentials Secret ARN

Idap://corp.res.com arn:aws:secretsmanager:us-west-
CN=ServiceAccount,OU=Users,OU=CORP,DC=cor 2:590184128708:secret:RESServiceAccountCrede
p,DC=res,DC=com ntialsSecret-ISyIRg

Users OU Users Filter Groups OU

OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D - OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D

C=com C=com

Groups Filter Sudoers Group Name Computers OU

- RESAdministrators OU=Computers,OU=RES,O0U=CORP,DC=corp,DC=

res,DC=com
Enable LDAP ID Mapping Disable AD Join Domain TLS Certificate Secret ARN
true false -

Additional SSSD Configuration

Active Directory [E% 62
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EEEILIFEN AD B |, F512H Active Directory BB AR H =1L AD ES %,

Active Directory Domain ./ AD Synchronization in progress...

Configuration setting for a specific AD domain

ERAEER

Latest AD synchronization initialized at 2/20/2025, 3:20:19 PM

0N

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping
true

Additional SSSD Configuration

Short Name (NETBIOS)
CORP

Service Account User DN
CN=ServiceAccount,OU=Users,0U=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

t AT LAE Active Directory #8iE B2 ZE AD RFREM R E L -,

>

Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping

true

Additional SSSD Configuration

Short Name (NETBIOS)
CORP

Service Account User DN
CN=ServiceAccount,0U=Users,O0U=CORP,DC=cor
p,.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Start AD Synchronization

Latest AD synchronization completed at 2/20/2025, 3:21:00 PM

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISylRg

Groups OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

Active Directory E2
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WA FBFITEZ (2024.12 F 2024.12.01 kR )

Active Directory R #2721 Cluster Manager AZ E#B E R R K — X% Amazon Elastic Container
Service (ECS) £#. BFHEASIPRHIT—IX , B E<res-environment-name>-ad-
sync-cluster#&E TH Amazon ECS £ AFHREFITHH ECS E7,

EEFBRET :

1. BEZE Lambda TEAWESHEA # lambda<res-environment>-scheduled-ad-synco
2. BB Lambda B#3E A1 3R
3. TEE# JSON H#ATHIER :

{
"detail-type": "Scheduled Event"

4. BEEAE.
5. % CloudWatch TEE#TH AD Sync E## B - BFE#HE - <environment-name>/ad-
sync, ZE#EESMEBITH ECS FHM A, BEREHH SRR B

(@ Note

- MREVBE AD SHHHE AD GE R4 , RES SNMERAEMEENEENSH , LBR
FRHIERALS ETBERE LDAP BEZEHHNERE.

+ RES #EBRIBDERGERNERE/FE. ELARERTBERMERE & RES #IRR
R ERAEF .

SSO #H7E

BRI AD {HRER  FRAENSEBERTEE—FA (SSO), FHELLAD FHES S E A RES Web A4
Yo SSOMECR—MRETEABEZFN I, EEET, MERT SSO WFMET , F2H 598
2,

£/ IAM Identity Center 3R EE—& A (SSO)

MRERREEEEIZE Active Directory WE D, B BEBTE 1 BESSFL. MREEER
B2 E Active Directory BRHN B D H O , Bt BRIRE 2 EREFDH 0.

& A IAM Identity Center %7 SSO 64


https://console.aws.amazon.com/lambda
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® Note

MREEIEE AWS GovCloud ( EBIFESS ) EiF , 557 AWS GovCloud (US) ZB&
Research and Engineering Studio #% Z|[E#RF R E&E SSO,

SEBR1: REH TP
B 1AM Identity Center

1. & A AWS Identity and Access Management £ &,

2. BARK Identity Center,
3. EERA.
4. EEFEMEA BUA AWS Organizations,
5 EEEE.
(@ Note

REESMNREERZE Active Directory FYAE[E [EiF,

#& 1AM Identity Center E#RZE 2 & Active Directory
FUA 1AM Identity Center 2% , BERATERNRES R -

1. EEEERT , BERE,

EEDRRT , BEBHEFE A RRBEE2ES SRR,
EREEHT , EZEEEWNE %K.

BET—-F,

BEENEEACCEPT , RREMESRF@A
BELE 55 KR,

o o K~ 0w N

A EREMBER D 2 & 5 o

£ PATAEE A |IAM Identity Center IR ZE 2 E Active DirectoryTE R % , € H B R EERRER,

& A IAM Identity Center %7 SSO 65


https://console.aws.amazon.com/iam
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1. HEREREES  EERBSIERE,

2. RREBMEMRHT  BET-F.

3. EEREERT  BWALERSHNERE.

4. IEEHHE,

5. EET—F,

6. RELHEE ARREEREFAR.

7. BSEFURFELIENKE. NREBINEBECAERFAINESALS  FREEERS,
RRAERE

1. RIERT  EEERE,
2. ENEERHBAEDEN (£RE ),
3. EERAEREEN.

FR2: BREF PO
£ 1AM Identity Center HFEXEEARE

1. BABX IAM Identity Center £ A&,

i#1Z Applications (FEAREX),

BEREEAREN,

ERERIFFET , BEREEERENEAREN,
ERABRXEET , 1E#E SAML 2.0,

BET—F,

WALEEANEREBAER,

£ IAM Identity Center F#E R T , 55 IAM Identity Center SAML i ERE RN ERE, £
RES A O#84ERE IAM Identity Center B | IEHEEE]IER,

9. HEEARIBMT 6 W ALNWEARERXEE URL, #l <your-portal-domain>/sso.
10. EEAEX ACSURL T, #f RES ANMRL M AEHHE M URL. EESHKILIER :

©® N o o bk~ b

a. HEREEET , BE-REE
b. EIMEDRHEERSIER.

& A IAM Identity Center %7 SSO 66


https://console.aws.amazon.com/singlesignon/
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ERAEER

c. HE-—BAT,6 £EK3 SAML E#E[ URL.

11. AR SAML BRT , B A Amazon Cognito URN,

EEEIT un;

a. 1 RES ACMUABR—RRERE.
b. EHTRHERSIFEERT , REERAELRE ID,
c. WBEAEEEIDMEEIFS

urn:amazon:cognito:sp:<user_pool_id>

12. B A Amazon Cognito URN 2 # , FBiRERER,

ARE B AR TV B M AR S

—

#¢ Identity Center FRAFT2 L EAR XN FMEA.
BERE K AREBEREBMERS,

EEET , A ${user:email}.

FE#®XT , B emailAddress.
BEATE B RS,

EEARXTHNEAEBMET , @A 'email.

AT, @A "REEL .
BEREFEE.

© © N o g &~ 0D

£ 1AM Identity Center FA5 R EFIEEZEARER

1. % Identity Center BARAFTZ M EAREXNERERE , AREZIEREME,

2. ERZERREARXFEENERE.,
3. iB#E Assign users (IRFEAE),

£ RES REHEZE IAM Identity Center

1. ERREETHHIEMIRE Studio :REF , A—K

2. FREDRHAERITRR,

£ IAM Identity Center Pt FHREHFEAEBENMRHNT , @A ${user:email},

& A IAM Identity Center %7 SSO
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3. BE—ZAT ,6 BERFE MESE).
4. FERATHIERATHRKE :

a. 1E# SAML,
b. ERMHELEBT A WACEAEITHNER.
c. EFEWMAPEENXHI®E URL,
d. EWALE HEERMN URLTE IAM Identity Center FEZEFEAER .
e. GERHEEFEHL4EMET , @A 'email,
f. BEERXR
5. ENMEEEEYRERERTERBEHKA.

RE—BA (SSO) RELNH DIRME

Research and Engineering Studio E2{Efi] SAML 2.0 7R HEES , UBRBFEHAEY RES ADH
W FEL, EESBRREMHEGIEIEN SAML 2.0 5o RMEREWER. MREBEFEA IAM Identity
Center , 5526 £/ IAM Identity Center X EE —& A (SSO),

® Note

FHENE FBHLERTS IDP SAML ZBAA Active Directory, BEEAS G oI EEE Active
Directory &4 , W EHIRLZ ERE.

ES]

- RELWS D RHEE

« EXJE RES LAMEREM & 0 Z4tE

- EFREEREPREENFIIRHEE
- {888 SAML IdP RRE

RELZNE D RMEE
AERHBRES D RHENSR , HFEERE RES Amazon Cognito R EEENEN.

1. RES R&%&H —1E AD (AWS Z& AD B &M AD) , HEAE S 2 AFFFER RES A OB A
HR, B8N AD EEELN S RKEHE  YEASEAEFTD. RESPREENXY , TH

£ SSO RELM B HIRME 68
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ERAEER

W1EE AD MRS ERES D, Hla, FSEAWS IAM Identity Center  EREIERE) PHEAR

Active Directory 5 & 7 KR

2. EENE PIRMEE (IdP) 5 RES &%E SAML 2.0 FEAER, EREETIISE .

« SAML E#iE [ URL — IdP FR{E%E SAML 2.0 Bl FER RIFIRMHEM URL,

(@ Note
Bi% IdP , SAML E#TE [ URL ATREE FRINETE
- FEAER URL
- BIHEERYL (ACS) URL
« ACS POST % URL

£ZEHE URL
1. LIEHEE clusteradmin 9% A RES,
2. EEFBIEEHE - —BRE > BoEME,

3. #iF SAML EfE M@ URL,

« SAML & URI — RIFIREEIK SAML HREEHMKE— ID,

@® Note
RIR 1dP , SAML HiR URI TRERETRRINETE
» ClientlD
- FEAEX SAML HR
- SPEEID

AT B R R A,

urn:amazon:cognito:sp:user-pool-id

7 SSO RELM S D iREE
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S EM SAML KR URI

1. LB S clusteradmin &2 & A RES,
2. EBEFRIBEEE > —RE{E > FoRHEE,
3. EEFEMELKEID,
3. iRAAE| RES By SAML BHMXEK TIIM/EERERAEAENE FE At
- SAML E38 =% NamelD
- SAML EFEH#

4. 81 |dP SIRIFERE , BW/SEHIEE SAML B8, RES EEELHN, RIBHER , AZEH
EEaaEEASERV. WRELERTE , F2RATIHRLEBANE,

- AudienceRestriction — §¥E & urn:amazon:cognito:sp:user-pool-id, LA Amazon
Cognito SEFAEEER ID B user-pool-ids

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

- [EfE — InResponseToi®EA https://user-pool-domain/saml2/idpresponse. £
Amazon Cognito fFAE K EWBEBBEUL user-pool -domain,

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

« SubjectConfirmationData — RecipientfXE A BN EAEK[Esaml2/idpresponsels 2
MInResponseTolR#H SAML 53K ID,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement — #& ;R EA T HIEE :

£ SSO RELM B HIRME 70



#5EEE T2 Studio EREER

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ"
SessionIndex="32413b2e54db89c764fb96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

3

5 WREW SAML ERAEXEEH URL Bz , FEHEHRER : <domain-url>/saml2/logout,

EX{S#81E URL

1. LUEHEER clusteradmin 49 & A RES,
2. EBEFRIETE - —BRNTE > BoEMHE,
3. BIEME URL,

6. MREH 1P EZHE BB/ KA I E Amazon Cognito BIE{E , & T & Amazon Cognito ZEBRE
WA H EEEEW 1dP,

MEXERE

1. 7 AFIAWS EEF A HBR Amazon Cognito £ A&

EBRZNFERERRE. ZNEAEREERKR res-<environment name>-user-pool,
BEIREARRRSIER,

EHMESsREEZRABRT  BERAEBRE.

R
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Cognito user pool sign-in info
Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user

pool.

Cognito user pool sign-in options User name requirements

User name User names are not case sensitive

Email

Federated identity provider sign-in (1) nfo @ ( Add identity provider ) [( View signing certificate )]

Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID

Connect.

[ Q Search identity providers by name ) 1 &
Identity provider A | Identity provider type v | Created time v | Last updated time v

O  idc SAML 2 weeks ago 3 hours ago

&) LA R R B 2R ER IE Active Directory IDP, ¥738 relying party trust , ARBEAL
RETH SAML 18,

® Note
iEFE AR Keycloak 1 IDCo

5. FEREARETHE , FTH SAML 2.0 EFARERXHEER XML 5 URL, ERAILE T —&iH
FRAE.

SRE RES \FHAEM B piRHE
=R RES WE—ZARE

1. LUBIEE clusteradmin 9% A RES,
2. EEFRIETHE - —RETE > §0REMHE,

4
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ERAEER

Environment Settings

d man

Environment Name
@ res-gaenvi

General Network Identity Provider

Identity Provider

Provider Name
cognito-idp

Managers Group Name
managers-cluster-group

Single Sign-On

Status

AWS Region
us-east-1

Directory Service Analytics

User Pool Id
@ us 1_reuFsm [

Domain URL
(3 https://res-gaenv1-9d4688cf-5¢14-48d0-990f-
ce96d346a24c.auth.us-east-1.amazoncoghito.com

SAML Redirect URL
https:/ires-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/sam|2/idpresponse

53 Bucket
P re

CloudWatch Logs

Administrators Group Name
(P administrators-cluster-group

Provider URL
[J https://cognito-idp.us-east-1.amazonaws.com/us-east-
1_reuFsm8SE

0IDC Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse

3. HE—2AT, BEREEFESNREEETS  UFERE-—BABEER.

# SSO

RELENG D REE
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12

a. #H¥HTRHEE  EE SAML
b. ERMERBD K WAFTRHENE—ERE,

RELENG D REE
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(@ Note
FRFIHMERTIEHE
» Cognito
* IdentityCenter

c. EHEEMNHRET  EREENEEY HEFREER XML X4, St oREER M
URL,

d ERHBEFHEBHESD , WANXFE email,
e. EEREX,
4. EFHARERTEE@E. NREETRE  ASBHAE-—-EA,

HEIFEERBEFRELN S HRRHEE

MREERRANABERIEIFEE RES I]RE , 4§ IAM Identity Center FRE BEH & 7 214
E BB ERETRAN S 7RAE , Sl Okta, RES SSO MAXRESER={EEES Y :

1. fEEEE — EEBW

2. FRERNHE URL — ATBMEDR

3. REMEFEHHEM — AR

BEBUTRERHNREEETEBHEN ST TIEE

1. B1#E Amazon Cognito &,

2. EBEY  EECRELRE,

3. ERfANEREERUBGERAEEERE.

4. REABRRSIER , e s RUEBZALRBMEREN T DREE,
5

—RME K BRFESEFFREN , UREBUERFRFTE, FEEFBUERS , FEERE. &
EFEHPEER NG FEERRPEER,
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Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.
Metadata document source Metadata document endpoint URL

Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

6. WMRBIFEBHEME , BIFEZEEFH DynamoDB Hfi<environment name>.cluster-
settings&Rl&,

a.

b.

d

B DynamoDB T2 & , AR LEBEHBREFER K,

SHIWi#H<environment name>.cluster-settings&RK , AR R BENRERPIR
BR%FHEE,

ERESIEREET , EEHERGELBATISEH
- BHEBRE — key
« { — identity-provider.cognito.sso_idp_provider_email_attribute

BEHT,

7. EEEMNEBET , Bikidentity-
provider.cognito.sso_idp_provider_email_attributeF&H , REZBEHFELUERF
8, BLIFE B TE Amazon Cognito FEVEE,

# SSO

RELH F D RHEE
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ERAEER

I ¥ Scan or query items

[ O Scan ] [ O Query ]
Select a table or index Select attribute projection
{ Table - res-jan19.cluster-settings v ] [ All attributes v J
v Filters (B
N
Attribute name Type Condition Value

(O\ key X] [ String v ] ( Equal to v ) [ identity-provider ) ( Remove )

Add filter

@F
Run Reset
[ © Completed. Read capacity units consumed: 13 X

Items returned (1) Edit String D ( Actions ¥ ) ( Create item )

[ email ) 8 1 & X
@
Enter any string value.
O key (String) v | version v
(J  identity-provider.cognito.ss Cancel B > L 1

{5#5 SAML IdP &

SAML E#tas — B AR IEFT e AR Chrome BIE2R |, SUBHE SAML FFRAME SAML

B, MEFMEF , 5526 Chrome Web Store HfJ SAML B #EES,

SAML FAE AB T E — OnelLogin 7 AR A SAML fRISENITE I
Wi, WMEFHMENR , 52/ Onelogin #85 E# Base 64 Decode + Inflate

Amazon CloudWatch Logs — &R LL7E CloudWatch Logs F#Z RES H&

¥E SAML BRI UE

o

RERHERAESE, ER

HEMABBERE WAFEEE P res-environment-name/cluster-manager,

Amazon Cognito 3 — 1% SAML E& Amazon Cognito BEHFFHER |
M ASER) P SAML SoRHEENEEFEAEER.

REEHENER

1. 1% Directory Service &/ |, BEFTEMHEBI B 8%,
2. EBEIDERT , ENEREAEER.

528 (Amazon Cognito

REMEAENH

77


https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://www.samltool.com/decode.php
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
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HZREE TR Studio EREEmR
3. ERfFAENEAFER,
4. BEEREG

b= VA g bt

MREERANRETHEE , AFERE FRERIEAOMIA Web M VDI #5

(® Note

MREEHEER AWS GovCloud ( XEIFEE ) BHE , FHEAERBLRAERINERE D A
[E#Rk S ERE Web BRI VDI T8,

1. BIRX Route 53 £# &,

EREEVUNMEE , RARBEEVHK,

WA 'web' AT HER,

EH CNAME A8 EE,

$HYME , M ALREYHRE FEBAPRBINERS.
BEE %,

HEEY VDC HEcex , FFHEE NLB b,

N o g M b

a. BIBX AWS CloudFormation 2 &,

b. 1#E#E <environment-name>-vdc,
c. BEZRFIWRA <environmentname>-vdc-external-nlb,
d. & NLB %% DNS B,

8. BRI Route 53 £ &,

9. S|RENEE 6 AREBEFEIULHK,

10. ERRHBBT , WA vdc,

1. HERHEET |, ZE CNAME,

12. &% NLB , 8 A DNS,

13. BEE VK,

BYFi 78


https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation
https://console.aws.amazon.com/route53/
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#3 ACM FFE

RIETAEE , RES F AME amazonaws.com EEABRXEH L EHBETFEE Web AOBL, BEFH
LECHWREE , BREERELREMRKE AWS Certificate Manager (ACM) FERHIAHF SSL/TLS BFE.
MBEMHEH ACM , BRI EEREHESHE AWS WEREE , UNBAFIHMN Web RIEE# 2
By SSL/TLS B&,

® Tip
MREERBHABERREEY , AIEERE HEBAPERHEEPortalDomainNamel¥ | £
Fhig A SR BRI R TSR E R,

EEEVRIMENER

1. f& AR AWS Certificate Manager AFER LB BE., MRMEEE AWS GovCloud ( EEBEIFE
) FEE , B GovCloud 7 EIEIRE FHE I BE

BEBERLERE K RREET S,

EHBIBEBT , 5K *.PortalDomainName#l KB PortalDomainName,

EEFEAET |, 1EIE DNS BE,

BEFER,

RBEFFED , AREERNEE. SEAREEEGSERFMAMEE,

o gk~ w D

@ Note
MRERBEIRE , FEMBEBE,

7. BTUTHEE—E:
. EEIE

REBEBREEFNVEEFFMEA T , BEE Route 53 FEV ., BENREEESFAD R
17o
GovCloud % & :

MREEEZLE in AWS GovCloud ( EBIFEEB ) , FEH CNAME € FE, XD I [ER
F,EREELAEREREPRELFTNGHE. BENMREEEEAD T,
8. H¥B/T ARN EHEI A MA B BEACMCertificateARNforWebApp,

B ACM BF 79


https://console.aws.amazon.com/acm/home#/certificates/request
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Amazon CloudWatch Logs

Research and Engineering Studio 8§ Z%& &7 CloudWatch &M T 5| HFF#4H. WFE
2 #2BETx:

CloudWatch Log E¥#H Retention
/aws/lambda/ <installation-stack- KT B H

name>-cluster-endpoints

/aws/lambda/ <installation-stack- KT IBH
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- KT IBH

name>-cluster-settings

/aws/lambda/ <installation-stack- KTBH
name>-oauth-credentials

/aws/lambda/ <installation-stack- KA BH
name>-self-signed-certificate

/aws/lambda/ <installation-stack- KA iBHA
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack- KT IBH
name>-vdc-scheduled-event-transf

ormer

/aws/lambda/ <installation-stack- KT IBHA

name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> [/ 3 @A
cluster-manager

/<installation-stack-name> /vdc/ 3 @A
controller

Amazon CloudWatch Logs
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CloudWatch Log &#H Retention
/<installation-stack-name> /vdc/ 3@ A

dcv-broker

/<installation-stack-name> /vdc/ 3{@A
dcv-connection-gateway

MBS EESTE AZHEANTERFRE , BB CloudWatch 124 |, WKBIERE CloudWatch
Logs #E€FE HFERHRE.

AXE BRI FF AT SR

H 2024.04 2 , LA LLERZBEZ BT URRRKIEL RES BUNAR®, BIIFFURRUNERR
RES CloudFormation £%&# — &% , FERMFT A SLRH ARN 44 IAMPermissionBoundary 281
—HBr. MRLSBHAZT  AITEET RES A LEREFARR, UATR RES AREMENE
EBEE., BRELEIERNEMFTAIRRARE A TIIEE

[
{
"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",
"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",
"athena:*",

REBFFFASRR 81


https://console.aws.amazon.com/cloudwatch
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"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend:*",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",

"drs:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",

"ec2messages:*",

REBFFFASRR 82



#5EEE T2 Studio EREER

"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
"es:*",

"events:*",
"firehose:*",
"fis:i*",

"fms:*",
"forecast:*",
"fox:i*",

"geo:*",

"glacier:*",
"glue:*",
"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
‘mg:
"neptune-db:*",
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"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"pi:*",

"pipes:*",
"polly:*",
"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb53:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"3 x",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
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"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",
"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"

X E RES Fif& AMls

{# f RES-ready Amazon Machine Image (AMIs) , &AILAE HET AMI LEALZE ERSEHTEE
VDIs) B9 RES AMIs 4k, /8 RES-ready AMIs o] 22 i F 78 e RERRKAY VDI 3417 {7 B8 B 4 B
B, £/ EC2 Image Builder , A LA#§ AMIs BZEX M AHFNEREHE, IFEREEESNFHEE
7, FERGEERFEREER.

G l , BYBEEEZHRAH RES,

£

. %{% IAM &6 FH RES B

« #3I EC2 Image Builder Jt#

- E{gHH EC2 Image Builder Bt 5
« EXXE EC2 Image Builder E 5%

- RERGRERRGEE

- BITREERERREEE

« 1£ RES HEMMHNHREHES

%1& IAM A& LULFZE RES IRIE

% ZE# EC2 Image Builder 7H RES RERK , BHL AR U HIENAE A RES-
EC2InstanceProfileForimageBuilder ¥ IAM A€, MEFEERE IAM AU EZREGEESRTHEANE
7, ESE (MBEERFEHAERRE) M AWS Identity and Access Management (IAM),
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
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THAEBREE .

- &% Amazon EC2 [RIEHEEE %o
« AmazonSSMManagedInstanceCore H EC2InstanceProfileForimageBuilder B3k,
- HEEMW RES REEEHER DynamoDB M Amazon S3 FEUER BT RES Bk,

(WBERA LR EFZERRIEF RRBUER X, )

1. B, BEY —ESEEIENSENFBER | IAM > B3R > BYBX
2. REBURAmEESRHIEE JSON,

3. BRYWEBRNNWBERILEEIREEET , 4§ us-east-1 BUIRAFTE AWS B, #
111122223333 BMX B AWS IEHRE ID |, 4% {RES-EnvironmentName} BV A RES
EnvironmentName,

RES BUE :

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "RESDynamoDBAccess",
"Effect": "Allow",
"Action": "dynamodb:GetItem",
"Resource": "arn:aws:dynamodb:us-east-1:111122223333:table/{RES-
EnvironmentName} .cluster-settings",
"Condition": {
"ForAllValues:StringlLike": {

"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*",
"cluster-manager.host_modules.*",
"identity-provider.cognito.enable_native_user_login"

"Sid": "RESS3Access",

#1 IAM A& UER RES IRE
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"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::{RES-EnvironmentName}-cluster-us-
east-1-111122223333/idea/vdc/res-ready-install-script-packages/*",
"arn:aws:s3:::research-engineering-studio-us-east-1/
host_modules/*"
]
}

}

BET -4, WREHSABNZAHERATRBRE.
EEEVAG , FLAE IAM-> 88 >EBYFAE,
EEANERERT , EE "AWS BR#%. .
AR FS S 62 A = A T RN B E HiEE EC2,
EEARGIERS , BELEC2 , RRBET &,
BE A ARENEENEMINBERER.

10. BET—F , YRHBBNERHERUTKACE,
1. BERENFAE  IRBETERFETIEE

© © N o o &

EENBRER

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
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##3 EC2 Image Builder jt#

B (REEEREAERER) PHET  FHARBEERFZEEY TH.

BASNTHFRAES

1. SHHEA  RERE,
2. SHHEBEBIEERME (0S), ##Z Linux 5 Windows,

3. HEAHERE K BMAFEERMNER , HlW research-and-engineering-studio-vdi-
<operating-system>,

4. BWATHRRARESE , BT E R,

5, HERXHH , BATIERER. IRBEINEMHER , YAML ERSEFIZH , MEKTBEN
R

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
- RESEnvRegion:
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type: string

description: RES Environment Region
- RESEnvReleaseVersion:

type: string

description: RES Release Version

phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'
- 'mkdir -p /root/bootstrap/latest'’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'

'/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'
- name: FirstReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
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delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
'/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install_post_reboot.sh'
- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-windows
description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
- RESEnvRegion:
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type: string

description: RES Environment Region
- RESEnvReleaseVersion:

type: string

description: RES Release Version

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination:
"{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
'Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:
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delaySeconds: 0

6. BEVEMBEARR A ARAREBEFEEITH,

#{H 8K EC2 Image Builder Bt 75

EC2 Image Builder B A EEREARREG , SUIAR RGN ER | UREHEH —ETHREE]
BREG , WHER — I MAMRER, ELRBYSENES , UEALEN RES HBEAKRMEREEER
AMI, MFEFVFHAER , F2REEE S,

RES X ETIIMBIEXRL -

« Amazon Linux 2 (x86 1 ARM64)

« Ubuntu 22.04.3 (x86)

« RHEL 8 (x86) # 9 (x86)

* Windows Server 2019, 2022 (x86)
* Windows 10, 11 (x86)

Create a new recipe

1. 7£ BB EC2 Image Builder F 18 & https://console.aws.amazon.com/imagebuilder,
EEREERT , BEEREE S,

BEEYBREES.

B A\ M — B B BARRE R

BEH RES X EREFREK,

EHTERELET , MRKRFALRE SSM RERX , BETRE., EEAEERNTMHM
FENEREERPRAET.

2

3

(@ Note
WmEMARE SSM REEXNWER |, F2H -

- £ Linux By EC2 #1T{E88 F F B8R ¥ SSM KREREX,
 7£ Windows Server #y EC2 #1788 £t F 8= EMEBREZE SSM Agent,
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-recipes.html
https://console.aws.amazon.com/imagebuilder
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-manual-agent-install.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-win.html
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7. ¥R Linux BE A |, # Amazon EEaws-cli-version-2-linuxZEETHHIEE
Bi5. RES ZH#IETTEER AWS CLI 21 DynamoDB # £5¢ EHREER VDI 7E
#., Windows ~EZ it té,

8. A Linux 5 Windows BRIEZE T #) EC2 Image Builder ot , AZWAEALER
SEE, UTRELEN#EA : AWSAccountlD, RESEnvName, RESEnvRegion
RESEnvReleaseVersion,

/A Important

$H8 Linux IRE |, BHUALTIBaws-cli-version-2-1linuxBEtH , FEEKFH
HE L T,

v Components (2) info ( create component [3 )

You can select a maximum of 20 components (including build and test) for a recipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after a recipe is created. Automatic version
hoices are provided for each component.

Build components (2) @ Expand all
Build components are software scripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.

1 : aws-cli-version-2-linux ;
Use latest version
2 # v res-vdi-ubuntu Owned by me

Version 1.0.0

Input parameters
Campenent parameters are plain text values, and are logged in AWS CloudTrail. We recommend that you use AWS Secrets Manager [7 or the AWS Systems Manager Parameter Store [ to store your secrets.

Parameter name Description Value

AWSAccountiD RES Environment t AWS Account ID l“A )
[cE jred.

RESEnvName RES Environment Name l - )
[OF ired,

RESEnvRegion RES Environment Region ' o ‘
[ok ired.

RESEnvReleaseVersion RES Release Version . - J
® e ired.

.: Add build components v )

9. (EE) ¥i8 Amazon Z&simple-boot-test-<linux-or-windows>BIE T , LAFERR
AL E AMI, ERBRERZE. BULLEREMASEERNARETH

10. REFEETKEMERER , MEEMEMAFENTH K RREEFEVETS,

Modify a recipe

MREFHEEN EC2 Image Builder Bt /57 , BRI T THRERE -

1. ¥ Linux BE A |, # Amazon ¥ &aws-cli-version-2-linuxZE TH4HIEE
fi’5. RES ZEIETHEMEA AWS CLI £ DynamoDB HF £ EAREERN VDI FH
#, Windows T"EE It T,
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ERAEER

2. ¥r85 Linux = Windows BEE Y EC2 Image Builder ok , AZBWATAMLEN
SEE, UTELENH A : AWSAccountiD, RESEnvName, RESEnvRegion #

RESEnvReleaseVersion,

/A Important

$H¥ Linux IR1E | &

BELTH.

v Components (2) info

KBS HIBaws-cli-version-2-1linuxBE& i , FEEMKFHT

(" create component [ )

You can select a maximum of 20 components (including build and test) for a recipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after a recipe is created. Automatic version

hoices are provided for each component.

Build components (2)

Build components are software scripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.

1 i aws-cli-version-2-linux
Use latest versior

# v res-vdi-ubuntu
Version 1.0.0

Input parameters

Compenent parameters are plain text values, and are logged in AWS CloudTrail. We recommend that you use AWS Secrets Manager [7 or the AWS Systems Manager Parameter Store [ to store your secrets

Parameter name

RESEnvName
RESEnVRegion

RESEnvReleaseVersion

(__add buitd components v )

Description

RES Environment Name

RES Environment Region

RES Release Version

@ Expand all
;
Owned by me
ter Stare [ to st t:
Value
.Eme val |
® Par. jred.
. Ent |
(® Parametc d.

3. BEEBETHEMBAER , MBEMEMRAENTH , ARBERIES.

iXE EC2 Image Builder E##5%

SR LAME A ER R RIEERBIZE R A REEN A REREERMRBEHN Amazon EC2 EffEEx
M. HELE RES £ , EUESREVFTNERRGHERE , SEARABNERREER.,

- BEEVHNEREREHERE

- FEEARANERKREERE

£ EELE Image Builder EREERHE :

N =

F2REVERERMEERE,

im o AL SR AR RE

B

$HHIAM AR BAKRERE PRE
HYEHTEEER  BEEELEEF 4GB

Amazon EC2 #{T{EEE A,

N AG%EHE IAM A6 LI1EE RES BIE,

SEENER | R EEENES AM 2,

3
¢
&n

F%E EC2 Image Builder E##:%
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-infra-config.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/update-infra-config.html
https://aws.amazon.com/ec2/instance-types/
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3. HRVPC, FRENZLEE A AYXAATRRAEEEERUUTRERES. EXEAAFFHRRES
IRIEM cluster-settings DynamoDB & ¥R M Amazon S3 EE/FITE,

RERGRRERMREEE

REGEERREE %%HAE%W‘% RAREZEMREN T, ERREEEN D BRE. BES
RES Ri#& AMIs SREMRBGEE , B NEFRIFTNEE , AEARENEE. WFEFHEA ,
B (HR@LE%E}%%EF@ EFEI’JL.L%I]E%E AMI R E 8,

3 2
B

Create a new Image Builder pipeline

£ BARNBR{& 2 B 88 =12 A https://console.aws.amazon.com/imagebuilder,

REBFHEED , BERGEE,

BEEIMBEE,

WAK—ER, ERER, FENEARREEEEFHTBEA.

SHEEER S  EEFRARAES , ARRIE PEYNE S EHEEN EC2 Image Builder Ft
7. TERRENE S FHERERER,

6. SHHERMGEURERF , REEH Eﬁ]i&%ﬁinjﬁﬂlﬂfum&o EXRZEERLT , BERIE
RIECEH, MEFMEN , F2EERE EC2 Image Builder EEH &G TERE,

7. SHHERERREAL  EEERERANERRBERE  ARENE PEVNERSREHEEE
7E EC2 Image Builder E# 5%, WEREHNEREREFMHENAERER,

8. HHERDMIRE , BECARBAREZL D MRE, BHRELEMREZRN RES RE
AWS B3 HE/ . EARBERE  SECARGERERNEDFEIRE.

9. REEEFMET A AREBEEFERVUEE.

o & 0D =

Modify an existing Image Builder pipeline
1. BECEARENEE , FENFAERAUERE PEIAE S EHERN EC2 Image Builder B
B
2. EBEREFEE,

HITRERERMREEE

EEELARENBERG  CLEARBRBEE. BEEFURFTERE—/BNKRE , SRIURNR
BESPHTHHE,
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/ami-image-pipelines.html
https://console.aws.amazon.com/imagebuilder
https://docs.aws.amazon.com/imagebuilder/latest/userguide/pipeline-workflows.html
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ERAEER

ERYUITREEE

1. RREEED , EBRE FRANE
2. EBEH  EEWITEE.

£ RES FREE#T Y X8 3t

1. JBfE P HIE Rthe section called “EXEE it &

ﬁ

ERGEEFMEEE.

(AMIs)"SREE T ERBE HE A

2. Y AMIID , MARER W HBREHN AMI IDFTIREEBERFREEE.

# RES HEEMA S HESR
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ERAEER

BEEERE

HWEESEMARNYRREEEBNME S BFTIE AWS Em LR Research and Engineering

Studio BE R H AR,

ES |

- WEEE

PR 2 B 12 42 )
AT B RAR
THERERERE

RIEEHE

MWEEE

Research and Engineering Studio &£/ # & T 5323 AWS Secrets Manager. RES BEREE
HEEBHRINE. EEEERREVHBWANMESBALSE,

WEZH

<envhame> -SSO-
client-secret

<envhame> -vdc-
client-secret

<envhame> -vdc-
client-id

<envname> -
vdc-gateway-
certificate-pr
ivate-key

<envname> -
vdc-gateway-

Description

RENE-—ZA
OAuth2 F Fimts 2

vdc ClientSecret

vdc Clientld

MENBREERRE
MEE®

WMENBEREERRE

E4R RES

v

EEEEWMA

WEEE
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T 5 #Z ARN EE2E 7 DynamoDB B <envname>-cluster-settings& &R :

W32 EE T2 Studio EREER
MEE B Description EER RES EESE@mA
certificate-ce
rtificate
<envname> cluster-manager v
-cluster- ClientSecret

manager-c

lient-secret

<envname> cluster-manager v
-cluster- Clientld

manager-c

lient-id

<envname> - BB BEREERR v

external - IELE

private-key

<envname> - BB BEREEERR v

external-

certificate

<envname> - B EREERE v

internal- IELE

private-key

<envname> - BEHERFERE v

internal-

certificate

<envname> ServiceAccount £ v
-director EHH5IZ 7 (DN) B

yservice- .

ServiceAc

countUserDN

WEEE
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iR HIR

identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica HE
te.certificate_secret_arn
vdc.dcv_connection_gateway.certifica b::f )
te.private_key_secret_arn
cluster.load_balancers.internal_alb. HE
certificates.private_key_secret_arn
directoryservice.root_username_secret_arn
vdc.client_secret b:if )
cluster.load_balancers.external_alb. by}
certificates.certificate_secret_arn
cluster.load_balancers.internal_alb. b:if )
certificates.certificate_secret_arn
directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id
cluster.load_balancers.external_alb. HE

certificates.private_key_secret_arn

cluster-manager.client_secret

DN ]

(® Note

AWS Budgets A% ##% Research and Engineering Studio EZ 82 2 7 B3 AWS GovCloud
(US),

AR BRI MR
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FRIIEZRZIEIR AWS Cost Explorer B FEE | HBIEERA, EBEUEEE., METEFMEE
F, F2EEE WEEBHEthe section called “AWS tLE BT BRIE

HRMBERARA , B RES EXREHPEVNAEE VBB AWS Budgets. &4 EERA K
ElA D BEERANREER.

1. BEAAWS EEF#A W https : //https://console.aws.amazon.com/costmanagement/ FaRX
AWS WREBEAERE FiEA,

2. EBERAIEER.

3. EEIWEE res:Project# res:EnvironmentNameiZE,

4. & Activate (BA).

Billing x
Cost allocation tags we
Home Cost allocation tags activated: 3
v Billing
User-defined cost allocation tags | AWS generated cost allocation tags
Bills "
Payments 4
User-defined cost allocation tags (2/47) infe
‘ Q_ Find cost allocation tags 11 matches
[]x] [ cernes Casle
- -] Tag key a Status v Last updated date v Last used month v
Billing Conductor [ [m] res:BackupPlan ® Inactive November 2023
v CostManagement [0 resClusterName ® Inactive November 2023
[ lorer [2 .
ost explorer [ [ resDCVSessionUUID @ Inactive November 2023
Budge
Budget: [m] res:EndpointName ® Inactive November 2023
Savings Plans [2 resiEnvironmentName: 3 ® Inactive November 2023
v Preferences [ resModuleld @ Inactive November 2023
Billing preferences [ resModuleName ® Inactive November 2023
[ resModuleversion ® Inactive November 2023
[} res:NodeType ® Inactive November 2023
res:Project ® Inactive November 2023

@ Note
#ER , RES BRRZIRFEE-RIFHE,

HEHEY RES ERNTEH :

1. RIREXRAH | EERE.
BERVEE.

HRERET , BEBAFT (&R ).
EEEEET , BERAEE - EE
BET-F,

o > oD
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ERAEER

Choose budget type w«

Budget setup

*) Use a template (simplified)
Use the recommended canfigurations. You can
change some configuration options after the
budget is created,

O Customize (advanced)
Customize a budget to set parameters specific
to your use case. You can customize the time
period, the start month, and specific accounts.

% Step 1
Choose budget type
Home Step 2
Set your budget
¥ Billing
Bills o
Payments Configure alerts
Credits
Purchase orders AL
Attach actions
Cost & usage reports
Cost categories Step 5
Cost allocation tags Review
Free tier
Billing Conductor [3
¥ Cost Management
Cost explorer [4
Budgets 1
Budgets reports
Savings Plans [
v Preferences
Billing preferences
Payment preferences
Consolidated billing [2
Tax settings
¥ Permissions

Affected policies [

Budget types

© Cost budget - Recommended 2

Monitor your costs against a specified dollar amount and receive alerts when your user-defined threshlds are
met. Using cost budgets, the budgeted amount you set represents your expected cloud spend. For example,
You can set a cost budget for a business unit and then add additional parameters such as the associated
member accounts.

Usage budget

Monitor your usage of ane or more specified usage types or usage type groups and receive alerts when your
user-defined thresholds are met. Using usage budgets, the budgeted amount represents your expected usage
For example, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and
Amazon S3.

*) Savings Plans budget

Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or
underutilized.

) Reservation budget

Track the utilization or coverage associated with your reservations and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon
ElastiCache, and Amazon Elasticsearch reservations

\§/ Cancel Next

6. HEFMHEIAT , AENEERAGEZNEAEER , SHESRFTIWEMEATR S BR. Hl10

<EnvironmentName>-<ProjectName>-<BudgetName>,

7. EREHEESHET  BAERNAESE,

8. TEFHE
9. BIEMEEREM.

10. EHET , BEER,

11. EEET , EH res : Project,

® Note

EBNEREEMANKESEEA, EUAEEREBENTAKEYES,

12. #ET , EMEREHE,

W, BEFERSE AWS BAHE.

13. EREERGRKRG  BERGERMERERE

14. EET_io

A B R )
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Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

) All AWS services (Recommended) © Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

"EC2" to budget against.

Dimension

), d
(Tag \

d res:Project ) v ‘
{/ Values \

‘ Filter tags by values v ‘

project1 X

~—

Cancel

¥ Advanced options

Aggregate costs by
‘ Unblended costs v ‘
‘ Supported charge types v ‘

‘ Upfront reservation fees X ‘ ‘ Recurring reservation charges X ‘ ‘ Other subscription costs X ‘

‘ Taxes X ‘ ‘ Support charges X ‘ ‘ Discounts X ‘

15. (EHM, ) #MERERE,

16. BET—%,

17. (B, ) NRERERE , BEAEZDFERREEFTRENAEDF.
18. BET—%,

19. MAREAR  IRICEEGEESHTRELENER.

20. BEEVHEH,

A B R ) 102



#5EEE T2 Studio EREER

BERECEY , EULBAERNEAR., ZZRMERNTER , 5526 the section called “fREZ
F, NRBEEE A ERKASEZIRD. IRERDRERERRE A KERKEEERF,

NMREFELERE  FROFRARERESH. SFE RESHBZSURFTE 15 DEFFEN.
RE , BUUNREERUFRESE,

AR AT R AR

B HERRTE RES BEEEM] RES ARG ERERBEN —BREBANERRAR, BIUE
HREREHER A,

&

- ERIEH

- BEEEEERERNER

- REEBERNEED N

-« T& CsV

JoIRRH
% ZE{# H Research and Engineering Studio B R ANMERIR , B4 AKX -

- BUSR

- £ AWS Billing and Cost Management T &P EIEE,

- BAEEERZER (F2H FEEX).

- AEAH RES HENIRFRAREA S MEIR, &EEEM , FHRRBTITRET

1. ABEIMNERIE VDI, EE]TE AWS Cost Explorer Fffires:ProjectiZH , RZ AR
E 24 /N,

2. BIUESRR K BRAEBRRMSEE ., iBEZBLE Cost Explorer FEUAEZR. LEFUREEE
B\ 24 N,
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Cost analysis onboarding info

To start tracking expenses incurred over a period of time, take the following steps.

Step 1 - Launch desktop Step 2 - Enable cost tags

Launch your first desktop within this account and wait up to 24 hours for cost allocation tags to create. Once tags are created, enable cost allocation tags for the web portal and wait another 24 hours for data

to display.
Launch desktop ; N
( Enable tags )

EREEERKERNER

EEREAENEREREE T RES RETEERAENERAEMRE, RIFER , BERERBEEH
BRE 5 HER, SUNEGERINEN THNARFEPRNBEER , FAREEREXZNTEE

[=1-]
o

Projects with budget assigned @ ( Review projects ) ( Create project )

Track the current status of budgets.

Project name

test-project-2

test-project

0 2000 4000 6000 8000
Budget (USD)

W spent @ Exceeding Remaining

v Display settings

Filter displayed data

[ Find project by name v ]

[ test-project-2 X] [ test-project X]

test-project-2 test-project

BREL USD ERBERNEBEEENTE. MNNBERSHE, SEEMEBERKL | LERSEE?R
FYHEY) USD €8, Bl REEL LANREERNEVERESE , UARERNELERE
[T

SERERERERNES 104
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ERAEER

Projects with budget assigned

Track the current status of budgets.

Project name

test-project-2

W Spent 1,792.09 USD
@ Exceeding 0.00 USD
Remaining 8,207.91 USD

test-project

0 2000 4000
W spent [ Exceeding

Remaining

v Display settings

Filter displayed data

[ Find project by name

test-project-2 X test-project X
test-project-2 test-project

By ) [ 2R B9 R AR 50 AT

REEEEBNRA D TEREE N EENEAERIRAHE, RIFFER ,

@ ( Review projects ) ( Create project )

6000 8000
Budget (USD)

ExEETEL6EAR

MEEER. ceERESENNGHE  AAmESEHENEKAERE 5 BER, BRTH 5EEE

A, MEHAZRENERBEREINEGERT.

Cost analysis over time

Track expenses incurred over a period of time.

@ Download csv ¥

Costs (USD)

25.00

20.00

15.00

10.00

5.00

0.00

Aug 2024 Sep 2024 Oct 2024 Nov 2024 Dec 2024 Jan 2025

Wasd Wabc-123 M projectl
v Display settings
Filter displayed data Time range
[ Find project by name v ] [ 2024-08-01 — 2025-01-31 ]

project’ X abc-123 X asd X .
[ project1 abc-123 asd Granularity

[ Monthly v ]

Iy P B R O AR 0 AT
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EmERA

BUMRER, KEEENGHEEEETHE , LBTRKREBERREHRARDN. WRBEETERD
EERMES  REELH—EEERE K RILREERIIENERE IR ENHREAESHE
3o

L £ S

ECEREREETINENTHNNEER , C2EEWN RESREFEIERNTREEBE, LALUEFER
HEREHE , Y E THERERKR,

[« I
abc-123

abc-123

asd

asd

project1
projecti

0 res-integ-test-gw1

res-integ-test-gw1

[ Find project by name A ]

projectl X abc-123 X asd X
project1 abc-123 asd

EERESE

ECEERYHER K URECHENEENEEHE, ERZREYHEER  SEATENERE
BURTEBH, fla, MREE 2025 F 2 AZHBE 6 BARE , EXERRFEHEEA 8/1/25 -
1/31/25,

Relative range Absolute range )

Choose a range
O Past1day

O Past 7 days

O Past 1 month
(O Past 6 months
O Past 12 months

(O Custom range
Set a custom range in the past

Clear Cancel Apply

Iy P B R O AR 0 AT 106
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( Relative range Absolute range

< August 2024 September 2024 >

Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat

2 3 1 2 3 4 5 6 7

4 5 6 7 8 9 10 8 9 10 11 12 13 14
1 12 13 14 15 16 17 15 16 17 18 19 20 21

18 19 20 21 22 23 24 ||22 23 24 25 26 27 28

25 26 27 28 29 30 31 29 30J

Start date End date

[ 2024/08/01 ] [ 2025/01/31 ]

Clear Cancel

BHEE

FLUNRERASA. SEISIREEEENER. S KEHIEREEXERS 14 RN BHE
E. SARHAREEXESK 14 BANRAHHE.

[ Monthly v ]
Daily
Hourly

[ Monthly A ]

T& Csv

FEZEHBANRADRE  FEERBERRAIMEALANTEH CSV, THHN CSV B8EEH
BRSHEMEBERNEAEN , UARKERNMRE R RAEET

T&Csv 107
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Home Insert Draw Page Layout Formulas Data Review Vii

&Dv A Calibri (Body) vii12 A A A
[ v

Paste < Biie I V) A ov A v

1]
11|
11l
I

Q Possible Data Loss Some features might be lost if you save this workbook in the coi

Al . fx | res:Project

A B C D E F
1 | res:Project lasd($) abc-123(S) project1($) Total costs(S)
2 res:Project total 24.136179 21.67188038 12.9429946 58.75105397
3 8/1/24 0
4 9/1/24 10.7180966 10.7180966
5 10/1/24 10.95378378 10.95378378
6 11/1/24 24.136179 24.13617901
7 12/1/24 0
8 1/1/25 12.9429946 12.94299457
9
10
11
12
13

TERRERERE

THBRRERRREEEEDINRE  ARMBNARTERE. SAEREAE , CTUAKER
FEHERRETRUNEREDK THRE,
T
© BER
IR
BB (AMIs)
- B
-

RE

i

Alr
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ERAEER

BERIR

Research and Engineering Studio

res-stage (us-west- <

2)

v Home

Virtual Desktops
Shared Desktops
File Browser

SSH Access

ADMIN ZONE

v eVvDl
Dashboard
Sessions
Software Stacks (AMIs)
Permission Profiles
Debug

Settings

» Environment Management

Virtual Desktop Dashboard

Instance Types (1)

Summary of all virtual desktop sessions by instance types.

mé6a.large

M méa.large

Base0S (3

Summary of all virtual desktop sessions by Base OS.

Windows

Amazon Linu...

B Amazon Linux2 [ Windows

Availability Zones (9

Summary of all virtual desktop sessions by Availability Zone.

us-west-2a

W us-west-2a

THREREEERRITREESRERR

1. BT EREE
2. THEEBHIRRE
3. EREXRRR

4L & demoadmin1 v

Session State (2

Summary of all virtual desktop sessions by state.

STOPPING ,

[ STOPPING

Project (4)

Summary of all virtual desktop sessions by Project Code

project1 !

M project1

Software Stacks (6

Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -

0 05 1 15
No. of Sessions

~

[ sessions

BERIR
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4. R

5. AT AEH

6. R

s EEERM

7. EMEERBRRUEHREA,
8. BIERIATIEMFERUEEE TERE.,

TERSER

T {EBE RS B RFT B £ Research and Engineering Studio F 2V WERSH, RIERRER , &9
DEREMBR TR B EARE LT TERER.

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions eJaI Desktops. o
)

Actions Vv

@ Created ¥ Last 1 mont

All States ¥ All Operating Systems ¥
-] Session Name v Owner v Base 0OS Instance Ty... State Project Created On
[ demoadminiaml21 5 demoadmin1 Amazon Linux 2 méa.large @® Stopped projectl 9/27/2023, 8:31:50 AM
a demoadminiwindows1 demoadmin1 Windows méa.large @® Stopped project1 9/27/2023, 8:38:23 AM

1

1. EREE  REEERBHEEARYIETN TEREREERER.
2. BN TR ERBIETIRERK
a. MBI ERE (s)
b. 1% 1L/KER THEFE ER (s)
c. SR HI{Z LE/REE TEPKER (s)
d. #& 1 THERKER (s)
e. MH L IE TIEREER (s)
f. Session(s) EE{EAREE
g BUHBEHE
3. BEEV TERERAEM I TERER,
4. EBES TERE , YRRENEERREER,

TEREER 110
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5. BEMTFERBBUMRESFMER,

BT TERER

1. BERINTERR. MBFHNERKEEEREERR.

2. WAFTEEERRFHEER.

3. (ER, ) RABERERZE  UREHAHMFEES  FI07#8 ID M DCV TEEERER,
4. BERX.

TEREER 111
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ERAEER

Vy

Launch New Virtual Desktop X

Session Name
Enter a name for the virtual desktop

[ )

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(2 )

Project
Select the project under which the session will get created

[ v

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2 v ]

Software Stack
Select the software stack for your virtual desktop

[ ")

Enable Instance Hibernation
Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

©

Virtual Desktop Size
Select a virtual desktop instance type

(a )

Storage Size (GB)
Enter the storage size for your virtual desktop in GBs

10 )
Show Advanced Options

©

TEFEERFFHIERA

RTERERBES , BN TERERRBURE TFERERFHEER,

TEREER
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RES Virtual Desktop Sessions 8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1ami21

General Information

Session Name Owner State
demoadmintami21 demoadmin1 @ Stopped

Details Server Software Stack Project Permissions Schedule Monitoring
Session Details
RES Session Id DCV Session Id Description
8765705b-8919-48ba-901a-19e2c49cf043 bd63e69a-e75a-427b-b4c8-39d7c43b95ad -
Session Type Hibernation Enabled Created On

VIRTUAL No

9/27/2023, 8:31:50 AM

Updated On
9/29/2023, 11:01:20 PM

ERREHED (AMIs)

MEEHEBERE , BT LLELE Amazon Machine Image (AMIs) S E BB BRI &,

RES Soff

Software Stacks

Stacks (AMIs)

All Operating Systems v

Name Description AMIID Base 05 Root Volume Size Min RAM GPU Manufacturer Created On

2 CentOS7 - ARM64 CentOS7 - ARM64 ami-07f692d95b2b9c8cS Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
CentOS7 - x86_64 CentOS7 - x86_64 ami-00f8e2c955f7ffa9b Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHELS - x86_64 RHELS - x86_64 ami-0b530377951178d6b RedHat Enterprise Linux 8 10GB 4GB N/A 6/7/2024, 11:25:19 AM
UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-073ff8e13d826b7f8 Ubuntu 22.04 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHEL7 - x86_64 RHEL7 - x86_64 ami-0bb2449¢2217ch9b0 RedHat Enterprise Linux 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - x86_64 Windows - x86_64 ami-0667133d0dc6089e 1 Windows 30GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - AMD Windows - AMD. ami-05df91be1d294f195 Windows 30GB 4GB AMD 6/7/2024, 11:25:20 AM
Windows - NVIDIA Windows - NVIDIA ami-00d7af9d003819a90 Windows 30GB 4GB NVIDIA 6/7/2024, 11:25:20 AM
RHEL9 - x86_64 RHELD - x86_64 ami-099185fc24d27c2a7 RedHat Enterprise Linux 9 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - ARM64 Amazon Linux 2 - ARM64. ami-04ed2b27d86¢17f09 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - x86_64 Amazon Linux 2 - x86_64 ami-Oee5c62243ab25259 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM

1

1. EEZRSRANHEHER  FEAERRR TN BERERRRETE,

2. EMHEBHEBNEE LRt EENEFEET.

3. REERMEENERRE K AREADFEDIERKIFEELER , WiSHEREREER,
4. BZIEE M HE B IR R R MRV HED

EREEHER (AMIS) 113
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SEHT O B

A K B8 o B 420 B T R AR ML R RV SR

1. BIFFMEEHE,
2. EAFEEMENFEENR,
3. BEEXR.

r

Register new Software Stack X

Name
Enter a name for the software stack

( J

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

( )

AMI Id
Enter the AMI Id

( )

AMI Id must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2 v ]

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[N/A V]

Min. Storage Size (GB)

Enter the min. storage size for your virtual desktop in GBs
& J

Min. RAM (GB)

Enter the min. ram for your virtual desktop in GBs
& J

Projects
Select applicable projects for the software stack

( v)

A 4

R RIEREER

ERRNTNHREHDRE SR ERGER, B , NREFEEENBEL 2R HRHIEE
HR , BYTTIEE

HEHB (AMIs) 114
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ERAEER

® Note
BRERBBHERETIGEARBNER,

1. EERHEBEEL  ENECEFEEERCERBERNERRE,
BEBE.

BERE,

ERERTHNFERNER,

0D

r
Update Software Stack: RHELS - x86_64

Stack Name
Enter a name for the Software Stack.

[ RHELS - x86_64

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ RHELS - x86_64

Projects
Select applicable projects for the software stack

[

Tenancy
The type of tenancy

[ Shared

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

[

(oo x) (2

5. BEEXR.

DR (AMIs)
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A SR E T A ERE KR,

SR BB VDI $TEESE

ﬁ#%ﬂﬂﬂz‘fﬁﬁﬂ’\ﬁiﬁgiﬁa , BAER AN BTEBRINEE, SESEHEENERFESRR
EREFERNBEETEHR, SN EZRXRINEREH AN TERRIINEE,

j Research and Engineering Studio 4 8 admin1 v

res-deploy (us- Review the virtual desktop settings s
east-2)
Module Name Module ID Version
v Desktops virtual-desktop-controller vdc 2024.12.01

My virtual desktops
Shared desktops

General Notifications Server Controller Broker C i [ Logs
¥ Session management .
Session ®
Sessions
Software stacks Idle Timeout CPU Utilization Threshold Enforce Schedule
Debugging 43200 minutes 30% Yes
Desktop settings Transition State Allowed Sessions Per User
. Stop 5
v Environment management
Dashboards New
Projects DCV Host @
Users
Allowed Security Groups Max Root Volume Size
Groups
1000 GB
File systems
53 buckets Allowed Instance Families and Types Denied Instance Types
Ident ¢ ; gld
N
lentity management New . gadn
Permission policy . g5
Environment status * méa
. 3
Snapshot management . meg

Environment settings

EEREZRMERN T ERERINEEELE

1. EREHEEEL  EETEEERER,
2. EEDF RAREIREHED,
3. RAFMTERBRINBEETH THNXNBTENREMFTNHITERRINEE,

EREEHER (AMIS) 116
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ERAEER

4. EHUER,

® Note

Update Software Stack: RHELS - x86_64

Stack Name
Enter a name for the Software Stack.

( RHELS - x86_64

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

{ RHELS - x86_64

Projects
Select applicable projects for the software stack

(

Tenancy
The type of tenancy

[ Shared

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

(

MRAFHTEBRINERLHETSHTERBRIINZRIIANATERER (H0
t3#M t3.1large) , AIHEHEEN AFHTERRINEEBHN TRAREISISHTEE

R,

/A Important

- RREBRVAFFBEEPRBRATERER/RIE , BREABEMERBHERPBIR,

- EREEBRFENITERER/ RIS ADHEEREBHES,

DR (AMIs)
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WA REHEBEFAER

RERHEEREE , ENREEERLEBURAHEFAER, S UERNREBHERNRIRRE , BED
15, RRZERE URE R,

VDI AR XE

ELEMINSEEESGERAENREHER  Sr AR SEEEBRE\VDIs BEFEA, EL
T=@EH8AA :

- HA (FEFR) - EFALAERHNTEESNIT VDIs

- ERHTEE - FRAEASTEREST VDIs

- BRI - FRAEAE#EIT VDIs
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Register new Software Stack

Name
Enter a name for the software stack

[

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[

AMI ID
Enter the AMI ID

[

AMI ID must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[ N/A

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

(s

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

(0

Projects
Select applicable projects for the software stack

[

")

Tenancy
The type of tenancy

[ Shared

v)

ECENEATHERERR  SELREIEARNENEREIHER, XETIERIHER .

o FHEREE - £ AWS License Manager 2§ S #E R B

« I ID-BEEXHID

DR (AMIs)
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Tenancy
The type of tenancy

[ Dedicated Host v ]

Tenancy Affinity
The relationship between an instance and a dedicated host

[Ofr v]

Target Host By
The type of target host

{ Host Resource Group v ]

Host Resource Group ARN
The ARN of the dedicated resource group

[ )

Tenancy
The type of tenancy

[ Dedicated Host v ]

Tenancy Affinity
The relationship between an instance and a dedicated host

= 2

Target Host By
The type of target host

[ Host ID v ]

Tenancy Host ID
The ID of the dedicated host

[ )

HEMERE VDIs BHIEE VDI BN EMEREEREREHEHBEA , FHRE ( License AWS
Manager fEFl & {ER) FHEV BREEREN AMIs BB | IS REE AMI 22 T B,

BREFEARSENRERKEMEEABRNARRE, SRERALERRBEIHERES, VD THER
SIRBERTHTERSEES , M VD TEMRRSIERESRRETH TEREER.

¥ Home

Virtual Desktops

Shared Desktops

VD Host VD Sessions

File Browser
SSH Access
of{ 1 item
©"servers" : [ 1 item
ADMIN ZONE ©0: { 15 items
v evDI "id" : "aXAtMTAtMy@xNTctMTk@OLmNvcnAucmVzLmNvbS@xMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQ4NDEYN2E1MzgwZDU4YjIzM212Zjg=""
"ip" : "10.3.157.194"
Dashboard
"hostname" : "ip-10-3-157-194.corp.res.com"
Sessions

"default_dns_name" : "ip-10-3-157-194.corp.res.com"

Software Stacks (AMIs) vport” : [

Permission Profiles ) X
= ‘ ©"endpoints" : [ 4 items

Debug ©0:{ 3 items
Settings "port" : 8443

BRés 120
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HZREE TR Studio EREEmR
RHERE
BAUEAREREREMRREHEERSEMEBHNEIR.

RES Virtual Desktops Settings

Virtual Desktop Settings

Review the virtual desktop settings

Module Name Module ID Version

virtual-desktop-controller vdc 2025.03b1

General Notifications Server Controller Broker Connection Gateway CloudWatch Logs

Session ®
Idle Timeout CPU Utilization Threshold Enforce Schedule

43200 minutes 30% Yes

Transition State
Stop

DCV Host ®

Allowed Security Groups Max Root Volume Size
1000 GB

Allowed Instance Families and Types Denied Instance Types
-3

s gddn

* gdad

. g5

¢ méa

* még

—
— WA BETROFREE , Hl
QuUIC

A QUIC LAfm#F TCP A A ERRE M AR BREADE.
75k DCV T{EREER 3 E

ARPBEERKEAVTER DCV TEERER, REFTEBRARENEZLNRE. EEERRHT
EREENEEREEERIEES THEEREENER.
BEERSECRAENER AT TIERRE

BEEXRSEMCRAE L VDI TERRBENTERE.

A Al 2%
ARBFRFSIERAIREFIERE |, flW

RERE oY
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ERAEER

DCV T{EFEER B R B

Z%DCV TR EEBTEERNKE. EFTLERE TEMENMRE , 1E1 DCV AFK

5 Web ZIE2REIR TIEME R

BB RSB 5

ZEBOAFRERBEESHNER,
CPU A XRE

ERSRERN CPU FEAE,
RETRE XN ER

EHE R E TR R L RRRER TR A D,
AFFNBITERER

A AL RES RIBREN BT ERBRIMA/NEE, ARESHTEBRINHTEEBANMEE.
flan , MBEIEE 'm7a', Bl m7a RIIMWFAE RN LMESR VDI TIER B E ., MREEE
'm7a.24xlarge’' , Bl RE m7a.24xlarge A A VDI TEREB B . WEESFEREFHMESR

Z=

<o

RES Virtual Desktops

Settings

Virtual Desktop Settings

Review the virtual desktop settings

Module Name Module ID
virtual-desktop-controller vdc

General Notifications Server Controller Broker
General

Quic

Quick UDP Internet Connections (QUIC) is a protocol that attempts to improve streaming in higher latency
environments.
Toggle on to activate QUIC in favor of TCP as the default streaming protocol for all your virtual desktops

© pisabled O

Subnet AutoRetry
© Enabled

Default DCV Session Type

Default setting will only apply in cases where Instance Type and Operating System supports either Virtual
or Console Session Types.

( Console v ]\

Connection Gateway

Version
2025.03b1

CloudWatch Logs

eVDI Subnets
. subnet-0631e566e706ad31e
. subnet-00d930afd7485¢9a5

Randomize Subnets
© Disabled

Default Allowed Sessions Per User Per Project
Default value for allowed sessions per user per project.

5 £

KRERE
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RIEEE

& Research and Engineering Studio HIRIZEEEERRY A EEFEAE T UAEMRNIREREVA
EERHARE, EERETNISEEER. BENEMXENTH  2BEZLNREFHET, £/
EALRENMEHITELRE , UARHERNRBER R , BELEERHER, AERNERHEBRIR
MAgFEHLMMERYIRE,

£

- RIFARAE

- RIFFZE

- EAE

« Groups (E¥#8)

- BEX

o FFABUR

CEZR N

REBEE

Amazon S3 F#FirE

IRIEIRRE

REREEESRAERACHENRENIN. casBRBRE, BHEBNAGCRREAFEN.
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Research and Engineering Studio L & demoadmind v

Environm nagement tatus ®

Environment Status

Modules ©

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets

Global Settings global-settings - @Conﬁg @ Deployed © Not Applicable

Cluster cluster 2023.10 © Deployed © Not Applicable o default

Metrics & Monitoring metrics 2023.10 © Deployed © Not Applicable * default

Directory Service directoryservice 2023.10 @© Deployed © Not Applicable « default

Identity Provider identity-provider 2023.10 @ Deployed © Not Applicable * default

Analytics analytics 2023.10 © Deployed © Not Applicable o default

Shared Storage shared-storage 2023.10 © Deployed © Not Applicable o default

Cluster Manager cluster-manager 2023.10 @© Deployed © Healthy o default

evDI vdc 2023.10 @ Deployed @ Healthy o default

Bastion Host bastion-host 2023.10 © Deployed © Not Applicable * default
Infrastructure Hosts ©
Cluster hosts and status

Instance Name Module ID Node Type Version Type ilability Zone State Private IP Public |

res-demo2-bastion-host bastion-host @\nfra 2023.10 mb5.large us-east-2a @ Running 10.1.3.148 3.145.1¢

res-demo2-vdc-controller vdc ®App 2023.10 ms.large us-east-2a ®© Running 10.1.129.105 -

res-demo2-vdc-broker vdc @\nfra 2023.10 mb.large us-east-2b © Running 10.1.149.12 -

res-demo2-cluster-manager cluster-manager @App 2023.10 mb5.large us-east-2b © Running 10.1.155.249 -

res-demo2-vdc-gateway vdc @ Infra 2023.10 mb5.large us-east-2b @©@ Running 10.1.153.135 -

REXEEASENEMARFEES , flW

iﬂ‘

BAMEEMNERENEESEAERBNETEHSFEN. EULRE Web ADBURENE

X T,
- BORHEE

BTREA , PImME—Z A AMRE,
iy

#UR VPC ID, AREFIHNFEIFE IDs,

Directory Service

e

il
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ERAEER

BREAERBNERNERD B RRENRBIRFHEEES ARN,

e &

REAPERESHMEERENSREREEAERE L, BEEESEAEEEEmERIBRS &
&, MENRERAESERNFEES  F26R AEEE.

@ Note

EEERRAFRAPEAERIL TFRER, REBRAR
HEMEAERRRERL, MREHERRIFER qﬂﬂkﬁi , &8

B

, Research and Engineering Studio

wironment Management > |

, TIRERAEBRERRIEFERPRE , B

[ ©  demouser: 2 3006 3006 demouser: 2@demo. No user No

O sauser. 7] 3011 3011 sauser: 2@demo. No user No

(@] demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes

O pmtuser02 8001 6001 pmtuserf 02@demo. No

EERAEEET , B

1. BSEAE
2. EMERERBE  FEMABFEIHERR

a. RERAEEEMHERE

* SAUsers

* DemoAdmins
* AWS Delegated Administrators

IDEAUsers

* ProductUsers

fefIEEA , BAHEMN TR

b. FRERE
Groups (E##0)
REAPERRSHMEFESSHEREHEER L, NFEFHEBNEENFHES , F2HE HE
i
ERE 125
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- Research and Engineering Studio 4L & demoadmin4 v
RES > Environment Management > Group: o
Groups © Garewors ) @
Environment user group management Disable Group

Yo 1
Title Group Name Type Role Status GID
[ (o] IDEAUsers IDEAUsers external user @ Enabled 4000 ]
O SAAdmins SAAdmins external user @© Enabled 3035
O AWS Delegated Administrators AWS Delegated Administrators external admin @ Enabled 3999
Users in IDEAUsers 3 B v
O  username uID GID Email Is Sudo? Role Is Active Status Groups syni
* DemoAdmins
(] demoadmin1 3000 3000 demoadmin1@demo. Yes admin Yes @© Enabled * AWS Delegated Administrators 10/3
* IDEAUsers
* DemoAdmins
(m} demoadmin4 3003 3003 demoadmin4@demo Yes admin Yes @ Enabled * AWS Delegated Administrators 10/3
* IDEAUsers
* SAAdmins

EHERES , B

—

BEMERERE
BEUE A EFER | SBERBFEDRERREEAIBARFE,
EEEAEFHER , SUURREARINEAEER , IREFHEFHNERSE,

w

ERFREREH. BRNAENAR, ELRRVERK  BUNERERE , fIWEHE, HARNRE
B, ERBREES—HZMARE , TATUANSERNEESER , fINEEERNVERMA/D, Hig
HEB A BB AR

]

L ] H,
% @
<m

% |

& |
(@ @ |
o[98 98 98 |9

ot
 |H
dat

. MR
- RERMEIBEER
- BREERHEEBHNERRIRE

ik EIETRN

—
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mIRER

, Research and Engineering Studio L & demoadmin4 v

(6]

ezl -..... I8
o Edit Project
Disable Project
Update Tags
Title ProjectCode @ Status Budgets Groups Updated On

1

[ O  project-1 project-1 @ Enabled = + IDEAUsers 10/3/2023, 7:04:18 PM ]

ERERRERAEUEANERTBE, RERERKR , LT

1. BUUERAESRURSKER,
2. EMERK , B UEAEBEIRERRK
a. IMEER
b. FARMAER
c. ENMERER
d. MRER
B RERVERREVINESR,

BUER
1. BEEIVER,
2. WABERFHER.
ER D 2UAKEM FRADENERIZER AWS Cost Explorer Service, MIEFMEN , B2
ERAEAEEENRADBER.
/A Important
ERXIDELIEBRIUREE,
MEBEMSZRENFHEENR , F20H MEREER,
(EA ) BARERNEE, NERENFHEENR , 5208 HAEEMES,
4, FTEHERRFKIUFERALAETERRE (FEER ). EFS, FSxfor Lustre. FSx NetApp ONTAP
= EBS Mk EfEF.
o= 127



https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
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5.

6.

BIRSEE  HAMERERM. EFS. FSx for Lustre # FSx NetApp ONTAP AJ LA s ZEE S
M VDIs £H, Fid , EBS MRERFREGERZERTINESE VDI HEBECHEAHK , B
H&ETE2EHM VDIs RERCZEHA,

RES Virtual Desktop Projects Create new Project

Create new Project

Project Definition

Title
Enter a user friendly project title.

[ )

Project ID
Enter a project-id

( )

Project ID can only use lowercase alphabets, numbers, hyphens (-), underscores (), or periods (). Must be between 3 and 40 characters long,

Description
Enter the project description

Enter Description ...

Allowed sessions per user
Maximum number of sessions a user can launch in this project

E )

Enable budget assignment and tracking
To track budget status in the cost dashboard, specify the budget created in AWS Budgets

(® )

Resource Configurations

Starage resources
Add file systems and/or 3 buckets to the project

[ ] ©

Home directory filesystem

Select the filesystem that will be used to create the user home directories on Linux desktops

[ Shared Storage - Home [efs] v J @

» Advanced Options

BEREAEN/RFEEENSE ("ERXKE) N "EXRERE ), UESEAGTIURNNE
'T/E?Enlnq:—.l- }:HF:E? , nﬁﬁﬁﬂ o

BEREX

HERBEFENESR,

REBETIRERT , RERBER,

WABNER.

MRERBERAEAE  F2H AERNEZES UNEFEET. ELREERNEAER  BET

PMABEREVAEASELEVENSALE , IRELEEINEINEE K FEM TR EEEW
EWEREEE,

ki
i
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ERAEER

4.

MFEEFBENFRES , B ERE A,
BEREX

RES rtual Desktof Projec

Edit Project

Project Definition

Title
Enter a user friendly project title

| test ]

Project ID

Enter a project-id

Project ID can only use lowercase alphabets, numbers, hyphens (-, underscores (), or periods (. Must be between 3 and 40 characters long.

Description
Enter the project description.

Enter Description

Allowed sessions per user
Maximum number of sessions a user can launch in this project

(s )
Enable budget assignment and tracking

(o ]

Resource Configurations

v Advanced Options

Add Policies
Select applicable policies for the Project

\ J©

Add Security Groups
Select applicable security groups for the Project

» Linux

» Windows

FHESR

EEFRER:

1.

2.

RERBEFENER.
REBETIRERT , REFRAER,

ki
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Research and Engineel L & admin1 v

res-deploy (us- RES Environment Management ro o)
east-2) .
Projects © G ») CEEZED
v Desktops onment Proj e Edit Project
Disable P
My it deskiops
Update Tags
Shared desktops
Title ProjectCode v Status v Budgets v Groups v Users Delete Project v
. deleteProject2 004 © Enabled - « group_1 « admin1 1/28/2025, 2:12:38 AM
¥ Session management
Dashboard disableProject 002 © Enabled = « group_1 « admin1 1/28/2025, 4:03:18 PM ]
Sessions test 001 @ Enabled - « group_1 « admint 1/27/2025, 12:59:53 AM
Software stacks
Debugging 1

Desktop settings

v Environment Management
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

3. MREAER , BAEXRMEWNAE VDI TERRHEEFL, ELITHEBRELTEREAR
EXRE,

Research and Engineering Stu L & admin1 v

res-deploy (us- @ Successfully disabled project with ID: 5242¢9f2-8895-483f-9389-ba9bff278598, and all associated sessions will be stopped ®
east-2)

Deskeops Projects ©)

My virtual desktops

Ll

Environment Project Managen

Shared desktops

v Session management Title v ProjectCode v  Status v  Budgets v Groups v Users v  UpdatedOn v
Dashboard

asnboar O deleteProject2 004 @ Enabled - « group_1 « admint 1/28/2025, 2:12:38 AM
Sessions

Software stacks O disableProject 002 © Disabled - « group_1 « admint 1/28/2025, 4:35:29 PM

Debugging O test 001 @ Enabled - * group_1 « admint 1/27/2025, 12:59:53 AM
Desktop settings

<

Environment Management
Projects

Users

Groups

File systems

S3 buckets

Identity management New
Permission policy

Environment status

Snapshot management

Environment settings

FIERER,
2. WEEDRERT  BERMRKRESR.
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74| Research and Engineering Studio 4 & admin1 v

res-deploy (us- ES > Environment Managemer ®
east-2)
v Desktops Edit Project

My virtual desktops Disable Project q

Update Tags

Project Code v Status v Budgets v Groups vV Users Delete Project | v

Shared desktops

. [ O deleteProject2 004 @ Enabled = - group_1 « admint 2/1472025, 1:40:52 PM
v Session management
Sessions O disableProject 002 © Enabled - « group_1 « admint 211412025, 1:40:28 PM
Software stacks O test 001 © Enabled - « group_t - admint 112712025, 12:59:53 AM
Debugging
Desktop settings 1

v Environment management
Dashboards New
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

3. HRREEERELER., BASRNER  RAREEERBRER,
Delete Project: test-proj-deletion X
Are you sure you want to delete this project?

All associated sessions will be terminated. This action cannot be undone.

To confirm deletion, enter the name of the project in the text input field.

[ test-proj-deletion ]

Cancel

4. MRMBRER , BRERMEBBOAE VDI TERERBSEK L,
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i
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j Research and Engineering Studio 4 & admin1 v

res-deploy (us- @© Project with ID: ea231a4c-7€01-4d1c-8590-55703918¢87e has been deleted successfully @
east-2)

RES nwir gement
@ G (D

My virtual desktops

Shared desktops

v Session management Title v Project Code v Status v Budgets v Groups v Users v Updated On v
Dashboard
ashboar O  disableProject 002 @© Enabled - * group_1 * admint 1/28/2025, 4:40:03 PM
Sessions
Software stacks O test 001 @ Enabled « group_1 * admin1 1/27/2025, 12:59:53 AM

Debugging

Desktop settings

Environment Management
Projects

Users

Groups

File systems

S3 buckets

Identity management New
Permission policy

Environment status

Snapshot management

Environmen It settines

RERTHEABRER
ERERENERE TG ERER TN EHTER.

1. EERFETENER,

2. ®BFEURRTD  EEEFER.

3. BRENMESR K ARGBATHRNE.

4. HEBBRER K FRELEBRIEBEZNBER.

WA EE RN ERRM

ENERE , SLURFAEARSHERRKRER , MeREERABEBNERRR.
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Projects @ Ga ) CEXZD

Environment Project Managemen

1

Title Project Code Status Budgets Groups Updated On

[ (o] project-1 project-1 @ Enabled - e |IDEAUsers 10/3/2023, 9:06:30 PM ]
1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?
No d

T8 BB EE AN

BYSRBERE , SuUERAERERBTVERBRRMEMBER, MBERIERPHNAEF VDI
PITERRHAFENANERE , fINRLEE, IAM BERNBBETSE.

B BUR

AL IAM REFEHER T BB 2 FAH/TERN VDI 78, EEMARE , HEATII@E
B

res:Resource/vdi-host-policy

M 1AM BEHNFHAET , BSH AV FHBRENHT,

MR RE

AL R 2B EREFIERTAA VDI STERNBENBALER, EENAREEE , FEM
THREHRLLEHE

res:Resource/vdi-security-group

7=
1L o

MHFELRLHARNFEES , F28 (Amazon VPC EREER) FNEAZLEFEZRFER AWS &Y
=

&

MEREBESE

BULHERBESR , ELESHEEERTHNANAE VDI TEMEER LME, RES X1& Linux M
Windows BT IREIE) . HRETSHRME , B LURE

gt

ES 133
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html

3R EE T2 Studio

ERAEER

VDI BB RHITESTR

IEESEHITEM RES MMERZE 2H |, £ VDI HTEBNFAERDESE,

RE VDI BT TH

IBRIEE R RES HETHERREBESR.

BETB<XETIIES :

5D SAERE
S3 URI
HTTPS URL (HTTPS URL)

RESR

HREIH , FRELUER 2 RBRVESI R

gl
s3 : //bucketname/script.sh
https://sample.samplecontent.com/sample

file : //luser/scripts/example.sh

ki
i
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘sampIecontent.com/sampIeJ { } ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh } [ 1,2 ]
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[s3://sample-res-scripts/sample.sh ' } [ 1,2 }
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
Add Scripts

ERAREMEH
AT A BUR
Research and Engineering Studio (RES) A EEBFERAERI BT URERE , URTMEFEHEE

BEHMBERNENGT. SEERBEMEERTAIRERE : "EXRKE, M "EREF/E, , T
HERAR

Bel  EEEALUERAFTREERTRMEFIES

1. EREEFITES "ENERKEER, K TREENEAEREMAEAENFARTEEER
RPBERR , Uk TENERRE,  URHEENERERAIFERESR.
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2. VDI TEEREEHTES "BYTERER,  AHEENEREEHERFTENL VDI THEER ,
R "@BMARIES —EERENTHERR,  AFEENERAERYRREERPEMERAENT
YERE R

BREESR , EEETUKERANTERGERETNIIFEES,
FE

- EREEHT

VDI TR ER B A

EEHARER

R AR R

RARR

KEHABRER

EREENT
ENMERKEER

BT AESRTHIIEESEAERERNENBRERAENHE, TEAFBMARE TR
ERE , WREZERMAHMERENEFENFEUER.

Team Configurations

Groups  Info Permission profile Info

| group_1 v ‘ | Project Owner v I Remove )
é Users/groups assigned to this permission profile can grant themselves or
others higher privileges for this project by re-assigning personnel to a
different permission profile
Eroup_2 v ‘ [ Project Member v (‘ Remove |
Add g P
No user: hed k'Addu bel E d.
Add user
) D
e |
EHMERME

BT AESKTFHIIEEESEAECAERAR LN BFRBABARFEHAESR.
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Research and Engineering Studio

VDI T/EREREE T
BT THEREER

EHREAACEAERENERISOEERB ACH VDI THERER, FRALEBETERIFEESR
REMEBECH VDI TR, ERE-—FAUUELNERILEESH VDI THERR.

MRFEBEFHERBELIERENGT , ISAtMEAMBFNERSEIZRE , OTF
N

Virtual Desktops

test2  Connect

© Ready ows  t3.medium @ No Schedule

1:05

Tuesday, August 6

B S IEE A AR TERER

AFFEEESEAERCASESRFNTFERER, ELEMAEREANTRSUIINESRS
REAMEREME VDI TR,

MRFEEECEAEEFAHMERERB TEEERN , EEASEEREERN TEERER
THTEREER , TR :
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RES <

¥ Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

¥ Session Management

Sessions

MRFEEEFAEREAHMARIIEREBNGT  HLfEEERSTEERIERERE
B WMTR

RES <

¥ Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

EEFFARER
BA RES BEEE , B UHT I BEREEFIRER,
HIHFT A EREE

«  REIRMIRE Studio TERAEH , EFLASESKRPHNFTREK, EERL , BUNENM,
EH. S, WEMMERFFRRERE.
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Project roles Desktop sharing profiles
Project roles (2) © [ cresteroe ]
[ Q Find role by ID ] 1 [
Role ID v Role name v Description v Latest update v Affected projects v
O project_owner Project Owner Default Permission Profile for Project Owner 2 weeks ago 0
O project_member Project Member Default Permission Profile for Project Member 2 weeks ago 10

WARFT AT RE R

1. EXEFTREEEDL  ENEEREANFUREESE, EEEL , SRS ERIER
YT AR E R

Project Owner

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 3 weeks ago

Latest update

3 weeks ago

Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile.

Project management permissions (selected 2/2)

Update projec

t membership Update project status
L sociated Ei e 3 project

d groups asso

@ Enabled ©F

VDI session management permissions (selected 2/2)

Create session Create/Terminate other’s session

@ Enabled

2. ENMZXENERRGIER , IREBERF TREENESR,
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ERAEER

RES > Permission Pro Project Owner

Project Owner

General Settings

Profile ID

project_owner

Permissions Affected projects

Affected projects (2)

List of projects using this permission profile.

Project name
Project1 [2

Project3 [4

BYFFUERER

1. EXEFTREREEEL
2. WAHTREMSBEANHER

Create Profile

Create permission profile

Description

Default Permission Profile for Project Owner

( edit \ (' pelete /)

Creation date

2 months ago

Latest update

4 hours ago
Groups Users
1 2
2 0

,BEEVRERENEMYFFAR

RBBEWMER T BTG L

EfE,

REREERENFHENFTT,

Permission profile definition

Profile name

Assign a name to the profile

\

Must start with a letter. Must contain 1 to 64 alphanumeric characters

Profile description
Dptionally ad

e details to describe the specific profile

Permissions

Permissions granted to this permission profile.
Project management permissions

Update project membership
U us: oci

(@]

ers and groups associated with a project.

VDI session management permissions

Create session

Create a session within a

(@ ]

roject

Update project status

Enable or disable a project

@ ]

Create/Terminate other's session

Create/Terminate another use

@ ]

o

FFRTEER
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MREEET O] 5 EAR

« EFEFUREEEEL , Z-THZTENWEBRENRERE  BEBF K RARBERERTEEN
BT ATRRER

Edit Project Member

Permission profile definition

Profile name

Assign a name to the profile

[ Project Member ]

Profile description

Default Permission Profile for Project Member

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a project Enable or disable a project.

VDI session management permissions

Create session Create/Terminate other's session

@ ]

o

i BR 5% A &R E AR

- EFEFUREEEEL  HF-THZIENWEBRZIRER  BEBF , REBRERRRER,
AR BRE MR B ERAERRFF AIRER.
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4| Research and Engineering Studio & admin1 v

RES @© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.

RES

Permission Profiles

4

Desktops
My Virtual Desktops

Shared Desktops

Create and manage permission profiles.

File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
v Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
(@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions
Software Stacks 1

Desktop Shared Settings
Debugging

Desktop Settings

4

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Permission Profiles
Environment Status

Snapshot Management

FRERFT A R EAE

B8 RES ERHFEMMETRRFTARER , IHEREERERE. (M, 2IXEFESTUETNE
RERNFFFURERE, ) TRETERTAREEN AT . "EXRKE, W "ERE/E, . &
IREEREEZTENERCAENTT , EEAREFBHNER ; 2RXEEESREMRERERUT
FRIAFFANBRERE,

B ) Description HERXHE EREEE

B TR BIUSHEESHI X X
ERSER. ERE
—EALAERA S
AEABLEF 3R
FLEFKLEES
M TYEREER

BIAMRIEEMA HERPEIR X
9 TR ER RIEHMERE
B TYERE B o
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AT A ERKE ERBERE

Description

EHMERKEE  EHHEERNEER X
1% BREYfE A & M
o

BASERE X

==

<o

IRIESIR

IR 3% 5L BR I] # Research and Engineering Studio (RES) B B EL BT AR EERMWEFT, 8
TIEERBESEN SSH . KREFTNSEERREET,

ering Studio PN

i

& clusteradmin ¥

RES Environment Management Permission policy ®

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes, X
read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Display
View the remote desktop. This permission is critical, review
implications before disabling.

@© Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@© Mouse

Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ Audio Out
Playback audio from remote desktop. This permission is critical,
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling.

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ Sscreenshot

Save screenshot of remote desktop.

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload

Upload files to remote desktop storage.

@ File Download

Download files from remote desktop storage.

FFRTEER
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74| Research and Engineering Studio

res-new (us-east-1) RES > Environment Management » Permission policy

Permission policy

v Desktops
Manage user permissions throughout the environment.

My Virtual Desktops

Shared Desktops
® Permission policy key concepts

Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

v Session Management
Dashboard
Sessions Environment boundaries

Software Stacks
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled

Debugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Envir M D Access data
Display File browser in the navigation menu and access data via web portal.
Projects
Users (» sSHaccess
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well.
Groups
File Systems ® Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/
S3 Buckets

Identity Management

Permission policy » Desktop permissions (enabled 12/12)

Environment Status
» Desktop ad d settings (enabled 8/8)

Snapshot Management

General Settings

FRUFENE R TR X THEBARARE , 28 A Web ADMMHNEAEREE LESTHER |, AERMMI
REENEE L, i EEIREREEENEEEERIE K.

AXE SSH f7H

EESTURRRZAERMANEM RES ;RIZH SSH, SSH #H VDIs 2ZIBE 2 FHIREHE,

ECRAL IR  RES SMBREXH  YRMERAETUEE SSH FRETREH. EEFRATER
B , RES &5/ SSH FHl, HRIEEREXH I BIREMAEMN SSH FHIEREHE, YIRARAE

o

(® Note
E RES HEBESFT M K SHELHIIRE B t3.medium Amazon EC2 #1TEE AWS ,
BEEESZFEMBTEBHEBNFEER., MEFMENR , 520 Amazon EC2 EEE
Ho
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1.

£ RES FRAMNERASEERT  BERREE , AREFFITBER. #REERT , EH SSH
R,

Research and Engineering Studio

res-new (us-east-1) RES > Environment

Permission policy

Manage user permissions throughout the environment,

v Desktops
My Virtual Desktops

Shared Desktops

® Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

v Session Management
Dashboard
Sessions Environment boundaries
Software Stacks Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |
Deb profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
ebugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Environment Management D Access data
Display File browser in the navigation menu and access data via web portal
Projects
Users (O sSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well,
Groups
File Systems © Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/
S3 Buckets

Identity Management
Permission policy » Desktop permissions (enabled 12/12)

Environment Status

Snapshot Management » Desktop settings 8/8)

General Settings

F1FRAH SSH 7HL.

Research and Engineering Studio

res-new (us-east-1) @© SSH access is being enabled. The application will auto-reload once the change takes effect.

RES > Environment Management > Permission polic
v Desktops ©

My Virtua Deskcops Permission policy

Shared Desktops
throughout the environment.

4

Session Management @ Permission policy key concepts

Dashboard Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any ¢

Sessions
Software Stacks
Debugging Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled perm

Desktop Settings
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.

v Environment Management
v File browser and SSH permissions (enabled 1/2)

Projects
Users D Access data
Display File browser in the navigation menu and access data via web portal.
Groups
. SSH access
File Systems
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well
S3 Buckets

@ Info

Identity Management . . . . o .
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/

Permission policy

Environment Status

Snapshot Management 4 p permissi 12/12)

General Settings

> p advanced ing: 8/8)
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4

4

4

Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

Environment Management

Projects

Users

Groups

File Systems

S3 Buckets

Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

res-new (us-east-1)

WEEFHE  BIERA SSH 7EL

Research and Engineering Studio

Permission policy

Manage user permissions throughout the environment.

@ Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
v File browser and SSH permissions (enabled 1/2)

O Access data
Display File browser in the navigation menu and access data via web portal.

@ sSHaccess

Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissi bled 12/12)

» Desktop adt i settings bled 8/8)

ERETREAEEEKRES SSH FREREH,

FAIBUR
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Research and Engineering Studio

res-new (us-east-1)

Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Identity Management

Permission policy

Environment Status

Snapshot Management

General Settings

{£H SSH 7

1.

TFELI#E,

SSH Access

Access environment using Linux / MacOS

Follow the below steps to connect to the cluster using Terminal on your Linux or MacOS laptop/workstation:

Step 1: Download my Private Key

Download the private key file, and save it your ~/.ssh directory.

Step 2: Modify key permissions

Run: chmod 600 ~/.ssh/adminl_res-new_privatekey.pem

Step 3: Connect to the cluster

Run: ssh -i ~/.ssh/adminl_res-new_privatekey.pem admin1@3.92.72.222

Step 4: Create SSH config

If you don't want your session to be automatically closed after a couple of minutes of inactivity, edit:

~/.ssh/config and add:

Host res-new-us-east-1
User adminl
Hostname 3.92.72.222
ServerAlivelnterval 10
ServerAliveCountMax 2

IdentityFile ~/.ssh/adminl_res-new_privatekey.pem

Once updated, you can simply run below to connect to your cluster:
ssh res-new-us-east-1

Access environment using Wind

Follow the below steps to connect to the cluster u:

Step 1: Download my PuTTY private key

Step 2: Configure PuTTY

« Download PuTTY [4

* As hostname, enter 3.92.72.222

* Navigate to Connection > SSH > Auth and er
under "Private Key used for Authenticatic

* Save your session

* Click connect/open to access the cluster

Step 3: Enable KeepAlive

If you don't want your session to be automatically
and add "3" as "Seconds between KeepAlives"

# RES XZANEAEEERKT , BEEREEE , AREEFTIR. ARRERT , EHSSH

FFABR
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Research and Engineering Studio

res-new (us-east-1) d Environment NV

Permission policy

Manage user permissions throughout the environme

4

Desktops
My Virtual Desktops

Shared Desktops

@ Permission policy key concepts
SSH Access Instructions . o . . . o . .
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

v Session Management
Dashboard Environment boundaries
Sessions Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |

profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
Software Stacks
Debugging v File browser and SSH permissions (enabled 1/2)

Desktop Settings O Access data

Display File browser in the navigation menu and access data via web portal.

v Environment Management
Projects @ ssHaccess
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well
Users
Groups @ Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [
File Systems
S3 Buckets
Identity Management » Desktop permissi bled 12/12)

Permission policy

» Desk . . : bled
Environment Status P settings 8/8)

Snapshot Management

General Settings

2. FFFH SSH FHL

Research and Engineering Studio

res-new (us-east-1) @© SSH access is being disabled. The application will auto-reload once the change takes effect.

Environment Mar

4

Desktops

My Virtual Desktops Permission pol Cy

Shared Desktops
Manage user permissions throughout the environment

SSH Access Instructions

® Permission policy key concepts

v Session Management Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making
Dashboard
Sessions
Software Stacks Environment boundaries
Debugging Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled

profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
Desktop Settings

¥ File browser and SSH permissions (enabled 0/2)

v Environment Management
Projects D Accessdata
Display File browser in the navigation menu and access data via web portal
Users
Groups SSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well.
File Systems
Info
S3 Buckets ®

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [7
Identity Management

Permission policy

Environment Status > p permissi 12/12)

Snapshot Management
> p ad d settings d 8/8)

General Settings

3. BFEH®E , §FA SSH 7 L
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Research and Engineering Studio

res-new (us-east-1) RES > Environment

Permission policy

v Desktops
Manage user permissions throughout the environment
My Virtual Desktops
Shared Desktops
® Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making
v Session Management
Dashboard
Sessions Environment boundaries
Software Stacks Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |
Deb profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
ebugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Environment Management D Access data
Display File browser in the navigation menu and access data via web portal
Projects
Users (D sSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well,
Groups
File Systems © Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/
S3 Buckets

Identity Management
Permission policy » Desktop permissions (enabled 12/12)

Environment Status
» Desktop ad d settings (enabled 8/8)

Snapshot Management

General Settings

REREHT

EESTARMRSEARET , AeSEEME THERERESEN VDI TheE. fMABEASTE

HAURARBYKSEHAARER , UAEHEKAHAANCERAETHTHESE. WRERAEAKERT ,
EEHBFAREAAREETHNHENT. ELHASRLA "2EEFM. . IEEESHERMAL
KEFT , REHAZREETHNHITNERSEEFEANRE , EXEESFBIRAR L,
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ering Studio

RES Environment Management

Permission policy

Permission policy

Manage user permissions throughout the environment.

L & clusteradmin ¥

(6]

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,

read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Dpisplay
View the remote desktop. This permission is critical, review
implications before disabling

@© Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@© Mouse

Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ Audio Out
Playback audio from remote desktop. This permission is critical,
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

KEHARERE

EEE A UE IR
HTE% o ]E‘u:b

EREY BT

BIURERE

EEEWLLEFEREIR
BHEFA , URFEER

2

@EO

SERPRTFHRKX

ERREMHMBRER. AR, WATURAREERRE,

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste
@ Keyboard SAS Copy from local clipboard to remote desktop.

Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling. N
@ File Upload

Upload files to remote desktop storage.

@ screenshot

Save screenshot of remote desktop.

@ File Download

Download files from remote desktop storage.

Efl. FrEEREE A UFEUE £
ATAITREEIB £ E AR REF T,

ERE , WM AR THEREER

ARERHIR, REFR

FFRTEER
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Project roles Desktop sharing profiles

Desktop sharing profiles (3)

{ Q Find profile by ID

Profile ID v Profile name

O observer_profile View Only Profile

©)

reviewer_2 Reviewer-2

(@) reviewer Admin Profile

v Description

This profile grants view only access on the DCV Se...

The studio of Jadé Fadojutimi, the British artist,...

This profile grants the same access as the Admin o...

v Latest update v
2 days ago
27 seconds ago

24 hours ago

r Profile definition

Profile name
Assign a name to the profile.

[

Must start with a letter. Must contain 1 to 64 alphanumeric characters

Profile description - optional
Optionally add more details to describe the specific profile.

[

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

¥ Desktop permissions (enabled 12/12)

@ Display

Receive visual data from the NICE DOV server

@ Pointer

View NICE DCV server mouse position events and pointer shapes

@ Mouse

Input from the client mouse to the NICE DCV server

@ Audio out

Receive audio from the NICE DCV server to the client

@ unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

w8 5 TE R
ERmMERER !

1. BHAENRER.

@O Keyboard

Input from the client ke o the NICE DOV server

@ Keyboard SAS

Use the sec
Require

Ire attention seque
yboard permissions as wel

@O screenshot

Save a scr hat of the remaote desktop

2. ZERF  ARBIRBUMERRERE,

@ clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

@ clipboard Paste

Copy data to the NICE DCV server from the dlient clipboard

@ File upload

Upload files to the session storage

@ File Download

Download files from the session storage

FFATEER
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3.
4.

HREBBNETAEEHEAERZ B R TERER.

Project roles Desktop sharing profiles

Desktop sharing profiles

Manage your desktop sharing profiles.

© e o) CEEZID

[ Q. search ] 1 &
Desktop sharing profile ID Title Description Created On
[ [o] testprofile_1 testProfile_1 9/15/2024, 9:29:55 ¢
(@] observer_profile View Only Profile This profile grants view only access on the DCV Session. Can see screen only. Can not control session 9/11/2024, 2:10:22 1

»

r Profile definition

Profile name
Assign a name to the profile.

1

[ testProfile_1

Must start with a letter. Must contain 1 to 64 alphanumeric characters.

Profile description - optional
Oprionally add more details to describe the spedific profile.

[

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

v Desktop permissions (enabled 12/12)

@ pisplay

Receive visual data from the NICE DCV server

@ Pointer

View NICE DCV server mouse pasition events and pointer shapes

@O Mouse

Input from the client mouse to the NICE DOV server

@ Audio Out

Receive audio from the NICE DCV server to the client

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

@O Keyboard

Input from the client keyb

ard to the NICE DCV server

@ Keyboard SAS

Use the secure attention sequence (CTRL+Alt+Del). Note:
Requires Keyboard permissions as wel
@ screenshot

Save a screenshot of the remaote des

(® clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

(O clipboard Paste

Copy data to the MICE DCV server from the client clipboard

O File Upload

Upload files to the session storage

@ File Download

Download files from the session storage

FFATEER
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BRI

File Systems

Create and manage file systems for Virtual Desktops

Q 1

Title Name File System ID Scope Provider

Shared Storage - Home home fs-0b4cesh1914913e4 cluster efs

FSx Lustre fsx_lustre fs-0a9042e216f9e3109 project fsx_lustre

FSx ONTAP fsx_ontap fs-0105118574b5e3330 project fsx_netapp_ontap
efs home efs_home fs-0df4c9ac93b975142 project efs

RERRKEE , BN

1. ?%%ﬁﬁ%\l Lo
2. ERERRKR , FEMABFINERRE

a. RERREHMEEER
b. RERPBHRERRR
3. MAHIERRM.
4. BIRERRRR  SUURREHKRDHER , IREERREFAES.

ES -]
- MABRRE

MABRRE

® Note

BERIMARERRE , eXABLAHERN VPC MEL —{E RES F#Eik, LEXERRELE
HERERLEE , UEERN VDIs AIUFEERRENAR,

1. BEFNARRRE.
2. RTHAXNBEPRIERRRE, RESUAHMFAERRERR.
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3.

4.

Onboard New File System X

Onboard File System
Select applicable file system to onboard

( 4

( fs-0013c7a86b6d5f79e [efs] )

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs] A

WAERIKEFAET.

(® Note

RIFFER  EEENERBERE VA ERUMERNEEIRRRR , <BRUEERE.
SEAFERLETEBRNERRRLSASBREHE B FEERES RIMA/home, EF
EEEHERRETHNNBFERE LEANANERRR, LIREIRREHREERNE
B, AR FEEREEBNERETRERBH VDIs FERERRR. VDIsEHERRMR
HEEERREMA S BERAHHE.

BERR.
y Y

Onboard New File System X

Onboard File System
Select applicable file system to onboard

{ fs-0edf4f076a4631d76 [efs] v ]

©

Title
Enter a user friendly file system title

[ )

File System Name
Enter a file system name

[ )

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

( )

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

A v
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RIRE

REERTHICERECEHRBENEBENNER  BR-BMENERYE, FARRE , EUURFRE

REE , WKERNEREEFHEEARENTIRE,

RES Environment Management napshot Management

Snapshot Management

Created Snapshots ‘"

Snapshots created from the environment

© CImD

) 1

Created On

4

~_

@ Apply Snapshot

) 1

[ Q Search
$3 Bucket Name Snapshot Path Status
No records
: 3
Applied Snapshots =
Snapshots applied to the environment
[ Q Search
S3 Bucket Name Snapshot Path Status

No records

RRBEEEE , B2
1. MEFTA RN REBREAMRE,

Created On

2. BRI, BL4AXEIEREENTNREFIER  TREMRE,

3. REPMAERRIRBREAREE,
4. ERRE.

ES -]
- BYRE
- ERARE

REREE
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B RER

BB RFREEMLEF T Amazon S3 fiFRTRE , TRREVRKR, MFERBYFEFIFEMBNE
A, FE2REVFEENE, RAZBRCRARTETERRAFEFNMAMRB[FMCE. MER  JUREE
RrRE R B R 5 RBEAE ERE,

(® Note
It Amazon S3 BN AW EMSITEEERTEE. CXTENR I RAEERETRE
LBEER

BERBIT U EEREFARE

RFEFTREETENCEYNRBFIR,

BEGT I &5 ER.

£ Bucket policy (EFETB8IEKR) T 5 , 1B#EF Edit ({RE).
BTIRRAMEERFIEREE, AEBCHERRELE :

A

« 111122223333 -> AWS &HIRE ID

« {RES_ENVIRONMENT_NAME} -> &K RES IREZ R
e us-east-1-> 181 AWS B

« amzn-s3-demo-bucket -> &) S3 FFITEERE

/A Important

SEAMRARFERR AWS, WFEFMENR , 552 Bhttps://docs.aws.amazon.com/IAM/
latest/UserGuide/reference_policies_elements_version.html,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Export-Snapshot-Policy",

REREIE 156
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ERAEER

"Effect": "Allow",
"Principal": {
"AWS":

"arn:aws:iam::111122223333:xrole/{RES_ENVIRONMENT_NAME}-cluster-manager-role"

BEEVRR :

},

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxtMultipartUpload”,
"s3:PutObject"”,
"s3:PutObjectAcl"”

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
}I
"Principal": "*"

i#1Z Create Snapshot (I 1RH),

WA

B K Amazon S3 TR EHE.

2.

3. MALFTFERBETEHREIRETRPNER, 0 october2023/23,

4. EBERXR.
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Create New Snapshot X

S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).
Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single

quotes (), parentheses (), and hyphens (-).

5 5% 10 9E%  EREBEALBIZESHRBLUBRERE, TRER IN PROGRESS #F A
COMPLETED 281 , TREBASEM,

ERRER

BURERRR  EULASZRBEAZHREUEBER. CTESTNBRFEERETRE , 2
FTERIRREUR IR

ERARREERER , fINERAEF Y. EXR, HBRHE, FUREENERRREAENTRIE
WEH ., ERAEITERBETEEE. EARRER  ceREEEERRHENELRER , LHETE
=REFE. HREENRCHE  REERBEMREPEVER. HREL sk , AR
BREH  BHMEXEREASEMTE , cE8FAUTENRLIEGEREBN S/

# : RecordName_SnapshotRESVersion_ApplySnapshotID., ApplySnapshotID & i R{&E
BERE , XERNBRXEHAEARR,

ERREAEAYE A RESVWEZRV TN, FREBEEANERETERY, HREFHEKE
BRHER , RBSREMKERNTAME, NRAKEREEZER , ISERAHERERNERLTEL
FEER.

MRFIRBETMFEHAH LY , BT BEFHEDHREH CloudWatch BE/res-<env-name>/
cluster-manager MEGFFMIEN. SEAFHEE [EARRKR] E8. EARER , ZAURK
the section called “HRFAE R HHBEEAEE,

EERFF A ERETRE

1. RBETRBFEDENECRINREITE,
2. EEFFAUESIER,
3. 1E Bucket policy (RE/ZETBRIBER) T 5 , E#EF Edit ({RE).
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4. BTIREXHEERHEFTRBER. UWEEACHERRELE !

111122223333 -> AWS ZRIEF ID

{RES_ENVIRONMENT NAME} -> &8 RES IRIEZ
e uUs-east-1->1&H AWS EiF
e amzn-s3-demo-bucket -> &8 S3 fFFITEERE

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-role"
}I
"Action": [
"s3:GetObject",
"s3:ListBucket"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
}I
{

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resourxce": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I

"Condition": {

"Bool": {
"aws:SecureTransport": "false"
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ERAEER

},

"Principal": "*"

EEERMRE

1. BEEARRK.

WA SE R Amazon S3 EIFITE BT,
WAREFIRPREHERER,
BERR,

w0 DN

Apply a Snapshot X
S3 Bucket Name

Enter the name of the S3 bucket where the snapshot to be applied is stored.

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).
Snapshot Path

Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single
quotes ('), parentheses (), and hyphens (-).

5. 5310 0ER K EREEEAEH L REENEEIUREMRE,

Amazon S3 f#ZirEE

Research and Engineering Studio (RES) X% Amazon S3 f#F T ##Z Linux Virtual Desktop

Infrastructure (VDI) #117{888. RES BEEE AL S3 /78 MA RES, SHEEESER, FEH

fHRE , IRBRERREERET S3 RETRRSIERINRETTE.

S REFIRERINRMETHANEMA S3 R FArlEEE, &t SIREFTFRER

1. EFAFERERT S S3 MFFEINA RES,
2. 1EH S3 AT EFABIFIhAERE !

- WERTITE

- BRRETITE

Amazon S3 1z 88
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3. FARSMUKREIrBEEES  ASKEMAN S3 FEFirHE,

RES Environment Management

S3 bhuckets

Onboard and manage 53 buckets far Virtual Desktops

Bucket name Bucket ARN Mount point Mode Custom prefix Projects

) 53 Bucket arn:aws:s3:res-s3-example /s3-bucket RW 1%p default

T3 ZERALAE RES EXFEE Amazon S3 fEFETE.

£ |

- BBt VPC SEH Amazon S3 RERTEE £ RIGH
- #7138 Amazon S3 fE1FETEE

- #®# Amazon S3 f1FETEE

- BBk Amazon S3 T E

- EXfmaEt

- BIRFREFITEFR

- BFIEFAE VPC R ERINE

- REHHE

« B CloudTrail

fRat VPC 3BEH Amazon S3 FE1ZETBE SO RIGH

MRLEEREE VPC HEE Research and Engineering Studio , 557 AWS iR E 38 RES 2
% , KRBT HSBEF lambda fHEESE,
1. B A#E Research and Engineering Studio Z AWS 1RF# Lambda £ &,

2. ERWEEEZTEL S M Lambda BBI<RES-EnvironmentName>-vdc-custom-credential-
broker-lambda.

3. EH HBMERERSIRR,
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e @ This function belongs to an application. Click here to manage it. X

¥ Function overview s (__Export to Application Composer ) (Download ¥ )

Diagram Template )

o]
6

Description

‘vele lambda to provide temporary credentials for mounting object
Related functions:

elated funetions: storage to virtual desktop infrastructure (UDI) instances.
| select a function v
Last modified
s ‘ 17 hours ago
‘ S Layens ©
PEE— Function ARN
(_ + Adddestination )
API Gateway 2 Y
(_+ Add trigger ) Application
Function URL info
Code | Test | Monitor | Configuration | Aliases | Versions
General configurati " . e \
eneral configuration Environment variables (16) (edit )
Triggers The environment variables below are encrypted at rest with the default Lambda service key.
| Q Find environment variables 12y
Permissions
Destinations Key Value
AWS_STS_REGIONAL_ENDPOINTS regional
Funetion URL

CLUSTER_NAME
Environment variables

CLUSTER_SETTINGS_TABLE_NAME

Tags

DCV_HOST_DB_HASH_KEY instance_id
VPC

DCV_HOST_DB_IDEA_SESSION_ID_KEY idea_session_id
RDS databases

DCV_HOST_DB_IDEA_SESSION_OWNER_KEY idea_session_owner
Monitoring and operations
tools MODULE_ID wde
Concurrency and recursion OBJECT_STORAGE_CUSTOM_PROJECT_NAME_AND_USERNAME_PREFIX PROJECT_NAME_AND_USERNAME_PREFIX
detection

OBJECT_STORAGE_CUSTOM_PROJECT_NAME_PREFIX PROJECT_NAME_PREFIX
Asynchronous invocation

OBJECT_STORAGE_NO_CUSTOM_PREFIX NO_CUSTOM_PREFIX

Code signing
File systems.

State machines

4. HEA , BERRBHUREKER.
5. ERRE A YR TIMRESETHEERI

« Z&5|# : AWS_STS_REGIONAL_ENDPOINTS
« { : regional

6. BEMT.
#7318 Amazon S3 FE1FETEE

HEM S3 REFRNEEEN RES RE !

1. EEFEFEERTE,
2. MARTEITREFEES  AINREFFEEE. ARN MHEE,

/A Important

- RUNFHEEFITE ARN, HERNEXNBEZEREYREE,
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- REFE ARN TNEEFE , BMAN S3 RAFFrREXTERE.

3. ENEmMAREFIENEN,

/A Important

%

\

- EXfEE WEERARERXRBRERNFEES , F2R .

4. EEREEET , SRS IAM A6 ARN REHRAFITRUETERFFE. FER FHP
RERFREFITEFR , BYBIRFFIAEN IAM A8,

5. (ER) SERFrEREREVEN K BRUUEBE, T8 , S3HETrEEIHIAINERNER
VDI TR, REERERFTEEZLBH RRBN TFERSI SHIARERE,

6. BERERX,

RES nvironment Management

Add bucket

‘ ® Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to display

Bucket ARN

Paste the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts
Mount point

Type the directory path where the bucket will b d

Mode

() Read only (R}
Alio to read or co

r edit
v
w» Advanced settings - optional
IAM role ARN
To access the bucket, paste the 1AM role Amazon Resource Name (ARN) copied in Identity and Access Management (1AM)
Project association
Projects - optional
Assnciate the bucket with the following projects. To add a new project, go to Create Project.
[ | (©)
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#mE Amazon S3 fEFETEE

1. 7% S3 @FATI/FETIZER S3 fEhTiE,
2. REBMEINRERTP , EEURE.
3. BMALWER,

/A Important

- RERHES3 BETFERZVANIESREFETBHRIZERNRAERKBMERR
(VDI) #11TEE. REERFTREXERMRAB R  METEISHIEINERPR
By VDI THERE.

- FUHERE S REFRNERTIEXE SSRFIFRETNEN  CEe8RAEERE
BEEAFINZER.

4. EEREREFIERE.

Edit S3 Bucket

Bucket setup
aaaaaaaa

Project association

Projects - optional
Chaase the projects to assaciate to the

[ default x
default

( cancel ) Save bucket setup

B} Amazon S3 fE1FErEE

1. %&£ S3 AT/ E DI S3 fEFEhTE,
2. feBMFEHRERS , EEBR.

/A Important

- BUAZRBRETRTBRAMAERE.
- BRRRETEXE S REFRINER. ©RE8EKR S3 fEITIEE RES REH.
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- BREFTRESEHHRAN VDl THEBREXTHERERNEAELRIBIE (~1 )
EAFHEFAERFIENRE.

B

B S RETEMEE RES K, KUEESREFTETNENRRGHREERNERAE, &F
BEFFEEEL , STLREMEE R) RS (RW) B,

MERE

WREE Read Only (R) , AIEiRIZFEFETHE ARN (Amazon Resource Name) B9 F B 58 31T
BERfREE, flan  mREEESFEH ARN BREFERIFIEE RES , arn:aws:s3:: :bucket-name/
example-data/MHILEFITEREER A NIERB BV , AIRER A MNER B ARKE VDIs B
R EAEBEIER bucket-name T FHIE R /example-data. MG EEFEEEE LAWY
X, MRLZEFEHMEIFETITSE ARN , AIZEREFRBEREMGHEAEEBBNTMNESR,

ARMBA

WMREH Read and Write (R/W) , MERFEFEFITER ARN WEERFIMITERRR , W LM
R, WEREHGEE  TREEES S3 HEFRREMNSBAERNTHE, Read and Write
(R/W) EE K, BFIIFEERSENTA  RHEETIEEN TR INEE

- REHFE

* /%p

* /%p/%u
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EEFTER R

ABFTFHEIEIN No custom prefix ¥ K @FEFRETE K MIETMBEITERRE

B, EUEERZTIBEBEHNETMNEREEERNNEAGFTIE, fl, MREESF
Farn:aws:s3:::bucket-nameNo custom prefixiZHIHY ARN A ZETEEHIEE RES , ¥
KL REFETREER ANEEB EV BN , AIRER A NEX B AKE VDIs WERAESHERY
BEFITENERIIERNE AZRE,

BREERBEHRNEFR RRE

ARBFIFEEN /5p B, FETrBPINERSREZEAMEBHANSABEER. sp BHRAKE
KEXE, Hln , mMREEEFHarn:aws:s3:: :bucket-nameBH/%pFm& M / ####H 8
B ARN B RFITERMEE RES , UKHREFITRESZANERB BB , IEXR A B/
FEAEATUBERBAN / #14t. BERADPNERAE B LA LEREFERE AR / #1#BPiR
BENER, T8, MRFEHE B EERB FME VDI X / ###BP S8 , IS TEFRER
EAFBRENER , AAERCHEXRRRH. EXFAFEABANUR SIFERFTRBNFET , /
ProjectAMifEAE B REEERER B FHH VDIs/ProjectBRFFE o

BEER. SEACLAEERNERIRE

ARBEFTFEERN /%p/%u i, BFTFETPHNENSHEHZERMEHNESESEER
MEAERSE, sp BHARERERNE  MsuRREAERR. i, EEEFEH
arn:aws:s3:::bucket-name ARN B /%p/SuiBEH M / #### 8%  BREETENE

Amazon S3 fF#FETE 166



#5EEE T2 Studio EREER

Z RES, R FIrRESER A ISEX B HEAK, ERAPNERE A TLUBEREA / #1444,
BRI ERBENELTRSp , EERT , FAEBIEEEFEAE AL/ ###BNER A P
BHER , RAENRHERNEAEMRR. EX £AFEABAUR SIEETBNFET , /
ProjectA/UserATfE#& B REEEER A FFEHHE VDIs/ProjectA/UserBEFEEL

BiRkFREEITEFEH

RES gEsfE E Ml AWS IRFHEfFITE  IRRELRETBEGEENT. ETIERMTP , I
F A 8y RES IRIFEBERIRF B P E S3 EFE.

HER 1. EEE RES WIRFHEIL IAM A€ ( EKBAIRF A):

1. EARESIRFH AWS EEEX2E , RIRFFERFIN S3 AR (1RF A)
2. FRIAM E££#5 :

a. EEZE AM EXRR.
b. EEEBEHKF , BEIXK,
3. BIBGR:

a. EEE&E&%O
b. JEH JSON %,
c. BELET%|JSON BUR (amzn-s3-demo-bucket M AIRE B By S3 fZIr BB BEMN )

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
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"arn:aws:s3:::amzn-s3-demo-bucket/*"

}

d. &E—F_io
4, WEVEIBOR

a. REBEWE®E (Hlw, "S3AccessPolicy, ).
b. #EEAMERKRRABRNBR,
c. BMEBX K RAREBREBRIBX,

5 BRIAM x5 :

a. EEZE IAM BRI
b. EEEERP , BEAEG,
6. BiIU/E:

a. EEEVAG,
b. BEEBFIEERRFEAGETERNEE.

c. BEET%IJSON BR5R (1111222233334 BMRBIRF A NERIRF
ID. ENVIRONMENT_NAME# BUX A RES HEBHIRERME , us-east-1¥4% RES #E A
AWS B ) :

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:xrole/<ENVIRONMENT_NAME>-vdc-custom-
credential-broker-lambda-xole"
}I

"Action": "sts:AssumeRole"
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ERAEER

}

d. EE-F_Z’FO
7. EEFFABUR

a. BESWERELNELINBE,
b. EE-F_Z’FO
8. Fid. MEANEVYASG

a. WARBREM (Hlm, "S3AccessRoles ).
b. LR3I T , BEWEER K ARG ATIRS|ENE .

- R5|# : res:Resource
- {8 : s3-bucket-iam-role
c. BEAE K AREBEERVUASG,
9. % RES HfEM IAM A&

a. BREEVYH IAM BE ARN,

b. &ARES X#8&,

c. EEMBEE®SD , #iE S3 MEirE.

d. EFFMEREFIRE  XEMABIRS S3 #EFE ARN EERERE.
e. EREMRRE - BATHNNRE,

f. 7 1AM B ARN WA S E ARN,

9. EENEREIR,

HBR 2 BUIRF B PR FAREEBUR

1. BZEARF BH AWS EEXIZA,
2. BB S3 A

a. BEZX S3E&XRR,
b. ENEERTFEIENMEIE.
3. mERFEFIEECR

a. EHGFFAURGIEER K RREEREFEBEXK,
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b. FETHHE , LRFIRE A HEFTEN IAM BBFEE (4§ 111122223333 IR BIR
E AREMEIRE ID, X% amzn-s3-demo-bucket BB S3 RETENERE )

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/S3AccessRole"
},
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
}
]
}
c. EBERF.

BriE# B VPC RV ERINE

EEMIEEREREN RSN S3 RETB2EIHIIRFPECH S3 RFFTE , B LERE VPC
IR FRRBIENFAE VPCo THILZERRAMMA S3 IRBEY VPC Ik , A BEFEUERS /Y S3
RERRE  UREABRFREFENEMEMIRS.

1. BB Amazon VPC £# 4 :

a. BAAWS EEXHEA,

b. BRI https : //https://console.aws.amazon.com/vpc/ B Amazon VPC E## &,
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2. E3 S3HVPC im% :

a. HEERIEEZEEFIERE Endpoints (iHE).
b. BEEVIIKEH,
c. FBFETETE Service category (FRIEHERI) ML , £ 212 AWS services (AWS BR#).

d. HERBBBEWMAT , @A com.amazonaws.<region>.s3(<region>EXEH AWS E
) HES "S3",

e. MBEEHIRE S3 R,
3. REWMBHRE :

a. $¥ VPC , ZEEERIBEM VPC,

b. &H¥ 7 , ENEFHBAR VDI FHERNMEE 78S,

c. SH¥RE(A DNS 21 , FHEECANE B1H, EAZEFE DNS THEBHEN Hin BHERTH.
4. FREBERURSIFE

a. HEBXT , EEHF.

b. TFEHXRMmERT A6 BAARFEFEIRZIRFIIIFERFRNERNBR, UT2EFIBER (#
amzn-s3-demo-bucket MR BIEH S3 HEITEEE , Wi§ 111122223333
444455556666 BIX AEEEFIMEE AWS IRF IDs) :

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,

"Condition": {

"StringEquals": {
"aws:PrincipalAccount": [
"111122223333",
"444455556666"
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a. *ﬁ ft.a\E’J nXL—Eo
b. BEEBRIRH,
6. BREIREH

a. BURME, K SEE VPC TEATHNRMER,
b. EEGTEIMAYRE.
c. MRRETH,

BERERELLR , BAILIEY VPC inF , A5 S3 FHUERNEIRFHIEERS ID ANEIR.
SEHEDEAE

IMARERFIFBREEEE VDI LHEH

MRAFRETREEE VDI LHE , BN EREMERERR. FRETISRET.

1. #®&E VDI B3 :

a. BAAWS EEX#EA

b. BIRKEC2 xHALEBEEHITHEE
c. EREMEHN VDI #ITER.

d. &8 Session Manager E# = VDI,
e. HITTIGS

sudo su
cd ~/bootstrap/logs

EEE , fERI5IERF. FMAMNFHEERABEMN configure.log. {time} ER
M,
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A | BB /etc/message BHUESE ZHMAE T
2. REBIIEAERFHNEE Lambda CloudWatch Logs :

a. BEAAWS BEXIZE,
b. BB CloudWatch 2 AWEEE HFEHE,

c. EESHEHME /aws/lambda/<stack-name>-vdc-custom-credential-broker-
lambdao

d. REF—ETANBEEEHE , YEARPRIEMER. ELAFSTSARREERER
ABERLHE S3 REFrBa B EEENFEEA.

3. MEBITEAERFPNEE API Gateway CloudWatch Logs :

[n

a. BEAAWS EEFHEA,
b. BARX CloudWatch 12 AW EEF HFEE,

c. ESHWEIHE <stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,

d BEF—ETANBFEEAE , Y7EBAFPRIEMER, ELBFEISEMERM API
Gateway BIFEREEMAEEN , LUEVSHE S3 RETEAMENEITEAESR,
mAEMARRERTFITEN IAM A6ERE

1. & A AWS DynamoDB F# &,
2. ER&ERZRK:

a. EEfIBEEKTP , EEF Tables (EFK).

b. S¥IIRE <stack-name>.cluster-settings.
3. RHERK:

a. BEERREBKRER.

b. WHEDERIREM.
4. FBERERMRMG

a. RIEBEEEMHBIMEEEAER B,
b. BEBBEMELGATHEE -

* E'H:-ﬁA ﬁﬁhﬁgo
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o R4 REFEE,
- B BALFEEBUNERRREshared-

storage.<filesystem id>.s3_bucket.iam_role_arnBUt <filesystem_id>,

5. HITIRHE

BIBETUAE A RIREBITRE
6. WEE:

MRIBEEFE , FEREAREHAEREN IAM B ARN EHEREE.,
MREBEBEAERE :

a. I1EE Create item (BIIEH),
b. WAEBFMEER :

- SHEES|EM WA shared-

storage.<filesystem_id>.s3_bucket.iam_role_arn,
- FIBIEEHN IAM B ARN,
c. EBEREFUMNBEE,
7. E#FKE VDI HITER

EXNREBHITER , SRERBRIHHZTIER IAM B ARN RZ&VDIs,

EXF CloudTrail

EEM A CloudTrail 2 AELRKIRS F A CloudTrail , 55&1& AWS CloudTrail A& ERHHE
A CloudTrail T AEIEM PIRMEMNIER. CloudTrail #EBC#%EZE S3 fEEFETEMN IAM AER
FOHY S3 RTFEMNEN., EVNERKEEREZERSEAENHTER D,
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M Em

AEREERAECRERSEREMEREHENIES,

ES- |

« SSH ##H
- ERKEEH

- HAKM|

- BRBES

SSH #£HY

HEEMH SSH FRESEE# !

1. 1% RES Ihgexkr | i##E SSH =FHL,
2. KBEBmLMWIEETR , £H SSH = PuTTY #1TFEL

FEHE SR

ERSEAME (VD)) EETEFEAEREIMNEE Windows = Linux ERSE AWS, FAETUFERAH
REFNITEMALALELZENEARERREE Amazon EC2 #1TEE.

XENEERR
RES BRI EMEA TIEERKEMBEHRME

« Amazon Linux 2 (x86 1 ARM64)

« Ubuntu 22.04.03 (x86)

« RHEL 8 (x86) #1 9 (x86)

» Windows Server 2019, 2022 (x86)
* Windows 10, 11 (x86)

ES-
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- BEFHNEE

- FRENEE

- EFIBHREAREE

« BRERKE

- B T/EREERERA

- BIEERKE

- ERRESAEHBEFL

X EDHTHY SR

1. REMEERT  EERNERKHE,
2. EERBFNERERE.

Virtual Desktops ©orrEm .. © tinux

3. BANKRENFHEER,
4. BERX.

BEEKHEFNFTFELNET , BENKEMSE 10-15 DERAHER . BERBBURAZEA
R, RES &R GPU H{TER I ZRAABNEEEN,

FHERN RE

FEFNERKHE , FEFRKAEN RS , XEM Web 5 DCV A FimETTIER
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ERAEER

Web connection

EiB Web BERFNRHEEXEENERT X
- ERER, NEERE , ERXEBRERENENRE,

MyDesktop3-windows

C .Jg,DCV Session File )( () )

DCV connection

(4 Connect

#EiB DCV A FinfFEURE AR & EMAE. HEZEB DCV 7 :

1. BEDCV IERBERUTHR.JVER. BEEERK LKZE DCV AR,

FRENSE

177
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ERAEER

Virtual Desktops utorefesh

rhel9  Connect

©Ready RedHat m @ NoSchedule

2. WEREKRA , FRE ? BR

How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

& zIp & Mmsi

Step 2) Install the DCV client on your computer.

Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.

25| Y R AR RE
EERH SEHRA -
1. EEBE

ZHENREMRE
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Virtual Desktops

2. EEERKEMRE. SENEREAHEE .

. Bt

FLENTERRTIEEHEREX , MASTUBRERREE LN THERE,
- EXNRE

EF#RRE B niRY TIERE R
.« #&1E

KABRIFER, NIREEATHERE  RLETFERRAURSERERIER, ERLEZH,
R EMEDE RES BRRHK.

« {KER

LHRERERFEEFECRED, ELENBBDRER , CHNEAEASEE , B REmER
HAaRER, WIHFMAATEEBRENRE MERAENTERELHBMAE , TaEEH
BE, EERIYTEBREXELMRE , FSRKELRES.

N ESERE
EANEFERRANERRBE THEREERE,

1. EEFEFTEBADNZE , BLAFLETHERE
a. Eggﬂzo
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Virtual Desktops

b. BRIEFEEISEMRE,
c. EEEIL,

® Note
BRCEERINIE TR BRI AN,

—BERREKRECFL , FRESF , ARBEEHN THEREKR.
PET/FEREREE , RESRENRE XN,

BERRK.

PITERENR  FEFTRBRE :

o & b

a. BEDE,
b. EEFEERIEME,
C. igg Fgﬁyﬁﬁﬁﬁo

BT EREEREMA
1. EEBE
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Virtual Desktops

rheld  @connect

2. EEETEA.

FFREER R

BIBER , ERKREESHEEEANEBBBFL, BAUFEARENRE LNEBERERTFINERE
RERFEELNKENHRE , MT—HAR. BEE-—FTH , EEEREPREARFEFSRZX
BHi. REHBAUEREREFL , HBREKAN., 720 EREEAEHBEHFL IE—-F T VDI
Autostop.

ES -]
- RREER ZEHEE

- EREREPRERRIE

HEE R K=
1. BREBEE,
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RES fome ktops

Virtual Desktops e © G e | )

rhel9  Connec t

2. ##E Schedule (HE).
3. WREZLBRIHEE.
4. EBERF

EERIE 182



ZEEE T Studio EREER

Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day

EEMREPREARIRE
FAEZHERR W BA7E DynamoDB A EE#T :

1. BSEREBENBERTEERRK  <env-name>.cluster-settings,
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2. EHURREH,
3. EEMERAT , WA TIIMEESRRYE

EREIRM 1

- BHAB = key
» {&# = Contains
« A = String

« {€ =vdc.dcv_session.schedule

ERIZ R 2

- BHEME = key
+ &% = Contains
« A =String

. & = type

Condition Type Value

X] [ Contains v ] [String v ] [ vdc.dcv_session.schedule ] ( Remove )

X] [ Contains v ] [String v ] [type ] ( Remove )

EgRETtEEE K BLEBRRKRE SRANAERES
#lydc.dcv_session.schedule.<day>.type. BRES :
 NO_SCHEDULE

* STOP_ALL_DAY

* START_ALL_DAY

* WORKING_HOURS

* CUSTOM_SCHEDULE

4. HNERCUSTOM_SCHEDULEERRE , B4 AR BFTWHEBNELRE, EEHTIHIEE B

BERTEERRTHTHERRSF

PRERSE
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- BB = key
« {4 = Contains

- A =String
« {€ =vdc.dcv_session.schedule

5. BELAERTEHITHECZ/AXBNERILE
vdc.dcv_session.schedule.<day>.start_up_time#l
vdc.dcv_session.schedule.<day>.shut_down_time WWEB., £EB R , MR Null B
B, WHRKRFHER , TR :

- BMEEE =value
« {8 =<The time>
- A =String

RFEELAER 24 NFHIRIILAE XX XX Hltn, EF9EA09:00, T4 5 %A 17 : 00,
AR —RYEEE RES IRIFHBME AWS EFH Bt &,

ERSEHAEBBEFL
EREUMURE RE , UAHSLRKILMEVDIs, 5 4 BTREHRE :

1. AERE : CPU EAREAREN B TERERRAESSRE,

2. CPU EAXRME : REEHERRURENTHFERERE/EE. WRBILRS 0, BITHFER
KEFEWRAA/HEE,

3. BIRRE : MERFR , THABREBRAIIRE (EFLEZKEILE ).
4. BHEFITHE | MRBEUEE | AIERFEEMFLN TFEERITHBES BHERE,
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Update Session Settings

Idle Timeout (minutes)

1440

Sessions idle for this time with CPU utilization below the threshold will time out

CPU Utilization Threshold (%)

60

Sessions under this threshold are considered idle

Transition State

Stop

Sessions will transition to this state after idle timeout

Enforce Schedule

Enable to allow schedule to resume a session that has been stopped for being idle

Allowed Sessions Per User

5

Maximum sessions allowed per user

Cancel Submit

ELRESETEMARRRSIBFBRTHRERERR L, RBENFERENRER , FE-—TEXLUR
FRE. MITERBREEAEFRNRE , BFE8 A TFERRNECAMBFEBRIRE.

\l

WEFR  TERERSBBEHBRBKIESERE STOPPED_IDLE kA8, FEHAEEBEMR Ul X
B)STOPPED _IDLE T4EBEER,

HHASKM|

EHAKEL  SUNEIEHAHANREH. "RERERA , RFECEREESIHEE  BRTHE
P ER B & th A HIEAR
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RES Home Shared Desktops

Shared Desktops (2)

List of

@ Session Created ¥ Last 1 month

Q Search All States ¥ All Operating Systems ¥
Name Session Owner Base OS Instance Type State Permission Expiry Download DCV File Join Session
DemoSession demouser2 Amazon Linux 2 méa.large © Ready 10/26/2023, 5:00:00 PM Download Connect [4
MyDesktopé-linux-gs demoadmint Amazon Linux 2 t3.medium @© Ready 10/22/2023, 5:00:00 PM Download Connect [2

1

HATERERR , BUAREREENF. flm , EALUEHERFIER FTRESENBRKE.

ES]
- ZAHKEE
- FRAHKE

HARE
1. ERETHERES BRI

_ .
Virtual Desktops o Y - ECTRETTBY e

rhel9  Connec t

2. EWT/EMERIFT,
3. BEFEAEMNFUER, B LRERBHERE,
4. BERE.
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Update Permission for MyDesktop5 X

Select the username, permission profile and the expiry date of the rules Add User

[ Q, demoadmin1 X J [ Owner Profile

View Only Profile

This profile grants view only access on the DCV
Session. Can see screen only. Can not control
session

Admin Profile
This profile grants the same access as the
Admin on the DCV Session

Collaboration Profile

This profile grants certain access on the DCV
Session. Can see screen, control mouse and
keyboard.

Owner Profile
This profile grants the same access as the v
Session Owner on the DCV Session

WEFAMFFMER , 5H5S B the section called “FF AT BUR,
FRHAKE

REARE , B UREREHANSELEREHN/TER. BTLUEIR Web BIERRZ DCV A,
HRER , FERE PHEREIEN EHEH,

ERBER

ERBERTRLEB Web ADRUEMEEHAM EFS BRR K. LKUNEREEERERRKL
ERFHFRIUNAAATRAESR. ER Lnux EREEAANERERRAR. EFERESE LNERREESE
BRI Web ERBIBREMERME,
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®m root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv ¢ Favorite C' Refresh i= £ Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

£

- LEER (s)
- B = (s)
EEBENRE
- REER

- BaER

EEER (s)

1. BELEER

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 = root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv W Favorite C' Refresh i= 8 Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. BRRERIAEEZLENESR.

EEEE (s) 189
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3. BELE () EXR.

fHIER 22 (s)

1. EREEMBRNER (EX).

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. EEME,
3. EEUMIBRIER.

HE , CHUANERARERSERR LR-TEEAR , AR ERMBRER.
BERNEE

EEHFTEENERNERNRK , BAUKEMATEERNEE.

1. BHERJEHRK,
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. EERNRE,
RE , BALEEMNERIERARLE-TEEAR A ARENBENRE.

(® Note
RNREGREFIAMBAER. IRECEFIABHRIFHRRN , EHFEEMHERINRE,

mEEER
SR ATE Web A D885 PRI FRIERI AA,
1. EREEEFOER. SEHEROIHRABNELE,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®m root / home / demousert

Q 2 items 2. Upload files B3 Create folder Actionsv v Favorite C' Refresh i= %8 Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. HEITEH , RRBEFME

mRER e
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HigiEx

EAEREAREANPEREOEARAREGESR, SUUARTIEARPER , WRKEE
EHERERESR.

+ FileZilla (Windows. MacOS, Linux)
* WiIinSCP (Windows)
» AWS Transfer for FTP (Amazon EFS)

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla O Winscp O AWS Transfer

Available for downlead on Windows, MacOS and Linux Available fer download on Windows Only Your RES environment must be using Amazon EFS to use

FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacQS) [4

+ Download FileZilla (Windows) [4
= Download FileZilla (Linux) &

Step 2: Download Key File

( & Download Key File [*.pem] {(MacOS / Linux) ) ( & Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type

SFTP Key File

User Key File

demouser3 fpath/to/key-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.
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ERAEER

5E 2 HF A7

AR E AN R R AR ] S B R R W] RE B AE 2 1S E B RE RV ARBA E AL

&

- —RIEFEMEE
+ 317 RunBooks
- EAEE

HHEAR

- —RESEREE
- BANBFENSHEARR
- SRREEHNVE
« IR3E Amazon EC2 #{TEE LW AFESR
+ CloudFormation &
- RREEMmMRERKHE , WH Amazon EC2 Auto Scaling 48 & 8 Iz Bk
- BRI Amazon EC2 E#EANE
- EREREEH
- BRI ERSE
« BRI T
- B Active Directory (AD) #HEBdr S LAt &
+ Windows DCV {&§#
« &3 Amazon DCV IRAE
%17 RunBooks
- RERBE
- REEHERE RES 2R EBFTHASE

» CloudFormation & xE |, WERFAE "WaitCondition Y FI Kk BEHIFAE. . Error :

States.TaskFailed"
+ CloudFormation & & 3 5 Zh & K W E F HH4E A
« MITERERIER K HBGREER vdc-controller
- BRAMEKYHEEES |, IRIB CloudFormation Hf & S A MRk
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- RIEEIHAE CIDR ERS B4 HA
o RIFETHIEM CloudFormation #8337 5k BX
+ {#H AdDomainAdminNode CREATE_FAILED BN A\ ZpER ( ~&1 ) HB LMK
- §OEE”E
o RAREFBEIT iam:PassRole IR
- BEERFT AWS IRF AR ABFEIEAM Research and Engineering Studio on AWS &R
« BAREHN , RVAREIZBAER
- ERBRARRYE "RTIEAE, R
« 7£ Active Directory F¥TiE{F A% , {8 RES HiEX
c BYTHEREBRRELERAEAE
+ CloudWatch cluster-manager B 557 #8 H K /)NBR #I#Y $5 52
« RZEB RES BEVRERRMK , BREHE VDI EH L
« RZEB RES MARERR#E , BREHE VDI EH L
o BREAR VDI THEIVEA
- RECEARGIAF IS5
« &% RES B3I Amazon FSx for NetApp ONTAP , 1B R i1 A B A8 3E

- R
< REBEVGRES/ KK
- REBEZEAERTELIEAER RN HF.
- BRI
- RAEFERERFHITERNRH THRE FEE
- BBESRSE

« Windows EZENBARFREAEES

o [FRANEBER CertificateRenewalNode B |, BB Hf

« ZEEEEENERIEELERIER

- RAERE S BAERRE

- SE Windows ERER KK , YT "ERCEM. ERiER
» VDIsF T AREE

194
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- EEKEH
« Amazon EC2 TR EZTESPEEEREKL
« vdc-controller Bi{T{EB EEBIRT , AAEZEIMA AD/eVDI FHEFE R AP EERERE XK
- MEZRBHEEUNEERK  ERTEHRETHNBESF

« cluster-manager Amazon CloudWatch HF# TR <user-home-init> IR P EEFEH. EEZFHF
ERERS, (HPIRFREAEER)

o BAKE Windows RE#ET 'ENIRFEER. FaHfNEES"

- S\E&B/EF AD #HRER) DHCP ;ZIHRE

 Firefox #5582 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING
* Env R

+ res-xxx-cluster 2R "DELETE_FAILED. iRiE K BELZF MR , KA 'AEENISEE
’IE, §855

- BERR
- T# VDI B
« f& Linux EC2 i1TERR TH B
« & Windows EC2 #4TEIB T&H B
- IKEE WaitCondition §#52K) ECS HE
. FERE
- RESOREENS I BBFERGBLE RHERFEEARR
o REIHEE keycloak FEEIEE
s 2024.x BN E
s 2024.x BN E
(2024.12 1 2024.12.01) EEM# Cognito £ & B4 Regex k¥
(2024.12.01 RERRA ) FEAEFTHEERE VDI BFHBRBERNBEHR
(2024.12 F1 2024.12.01) Active Directory i fJ & 3% SSH BB & 1
. (2024.10) $H ¥ EFB1EFBEE VPCs i) RES B35 , VDI B B)E 1k B
(
(
(

2024.10 RERRRA ) #ERE VDI for Graphic @R #1TEEER
2024.08) EfmE#ER#E AMI XK
2024.08) ERESHELHHEEBRHEITE ARN MIBF]FEMWER/E A Amazon S3 fHEET

195
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+ (2024.06 REFMRA ) AD BFHBEKRRELSE RES WEERKE
« (2024.06 REFHRA ) CVE-2024-6387. RegreSSHion. RHEL9 # Ubuntu VDIsH R 2R

bl

* (2024.04-2024.04.02) 24HY IAM Fr ] IR AREZE VDI T EENAE
¢ (2024.04.02 RERHRA ) ap-southeast-2 ( EF ) FH Windows NVIDIA 41T B 88 F LR ED
« (2024.04 # 2024.04.01) GovCloud &) RES MIBk kB
* (2024.04 - 2024.04.02) EFEEEF , Linux ERSE A FE "B e

+ (2024.04.02 RERIRA ) FEFH SAMAccountName BHBEABEFRRSHF LM AD £
AE

¢ (2024.04.02 REERAE ) ARTHESZTHNAESHBEN

— xRS M B2

AEHEEFE RES R IIWEF.
- EANBRENEHEARR
- ERREBHNNE
« IRIE Amazon EC2 #{TERE LM AFER

« CloudFormation Hf &

- AREEMRLERKEHFE , WH Amazon EC2 Auto Scaling B¥#8 & B iz Bk
« BEAHY Amazon EC2 X#EANE

- ERREIEH

- ERSREIMIERSE

o BRKIEARRER 4

« B Active Directory (AD) }HEB@ S A8 E
+ Windows DCV {&§#
« &3 Amazon DCV IRAEFA

BRN ERNEHERARR

RETHEEEFARE , TRARHEDENEZAR,

—RERNER =




#5EEE T2 Studio EREER

SHRESLHNNE

RIBTERR , BUMETINERIRESY , SINTHFEREREERERR

e Linux : /etc/environment

* Windows : C:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-
windows\environment_variables. json

IR¥E Amazon EC2 #i/T{E# LA BEHER

HEEERFERN RES EAK Amazon EC2 #117188 L. SSM Session Manager 7] F 2R B R 1T {E &
MW IERER  UREELER,

HEHEEEESH vdc-controller FERREHATEE L , TETIHVEKRIIEARXMEA B,

« /opt/idea/app/logs/application.log
* /root/bootstrap/logs/

 /var/log/

* /var/log/sssd/
 /var/log/messages

* /var/log/user-data.log

* /var/log/cloud-init.log

« /var/log/cloud-init-output.log

Z Linux EREEL , UTEEEANBGRESR

* /var/log/dcv/
+ /root/bootstrap/logs/userdata.log

 /var/log/messages

£ Windows EHRKEHATEE L , BFEMR

» PS C : \ProgramData\nice\dcv\log
+ PS C : \ProgramData\nice\DCVSessionManagerAgent\log

BANBFNE4HERARE 197
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£ Windows k , REEAEXRHE T EUTVNERT

« PS C : \Program Files\NICE\DCV\Server\bin

£ Windows Lt |, B LAELL T E K E NICE DCV BEER :

* C : \Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch B5sE¥4R

Amazon EC2 1 AWS Lambda :EH &R & 28 E| Amazon CloudWatch Log Groups. HHH
ARFEE T ERHEMBERESI NS —REAFREEAEA.

ELEFHENEBUT

« /aws/lambda/<envname>-/ - lambda related
* /<envname>/
* cluster-manager/ - main infrastructure host
* vdc/ - virtual desktop related
» dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related
 controller/ - main desktop controller host

* dcv-session/ - desktop session related

BERFHER  FANTHABNIEZSRETHESREEY. ERgRHEESLTFRNALS

?"ERROR" ?"error"

ELinpREM B — 5 A 23 7 Amazon CloudWatch Dashboards , Ef S €BERREBER N /T

>=<o

Bl By —@EPNITE , FEFHRERN ERROR WHERBR , YKEBRAIT. LA EATREER
R EABERENRE  NEHERERABENED.

UTR ERREIHNES, FECRALIIE  FHEHTHRE , YUEENERNR <envname>Hl
<region> B,
Rty 198




W32 EE T2 Studio EREER

{
"widgets": [
{
"type": "log",
"x": 0,
"y oo,
"width": 24,
"height": 6,
"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
stats count() by bin(30s)",
"region": "<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false
}
}
]
}

BRINVEHIATEFHBUNT
CloudWatch » Dashboards » res-stage2-errors-lines Autosave: Off @ Period override 5 minutes (auto)

res-stagez-errors-linesv g ‘ ) ‘ ‘ 1h 3h 12h 1d 3d Tw Custom UTC timezone ¥ H C I v H b3 H Actions ¥ ‘ Save

infrastructure hosts

40.00 : @ 1. count()
30.00
20.00

10.00

B

1.64 |-

— o PR PR = i
10-28 21:11:48
19:00 20:00 ziou 2200 23:.00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 0800 09:00 10:00 11:.00 12:00 13:00 14:00 1500 16:.00 17:00  18:00

CloudFormation H#t &
HEIRBETHEE LN CloudFormation BT SERIRIBHALEMBHNER,. SHNEEEHR.
HASEME K NEHBENHEEESR  TUASEE4, ERNEBHZRSIER,
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RES £ :

« <envname>-bootstrap

« <envnhame>-cluster

* <envname>-metrics

+ <envname>-directoryservice
* <envname>-identity-provider
« <envname>-shared-storage
« <envhame>-cluster-manager
* <envname>-vdc

* <envnhame>-bastion-host

THERSME (NRALERETHRS  ERESEABHRTR , BTLER AWS BUAEH
BARELERERRNER. )

« <envname>

« <envname>-Networking

+ <envname>-DirectoryService

« <envhame>-Storage

+ <envname>-WindowsManagementHost

ERAEE MR 4 R HEE | A Amazon EC2 Auto Scaling B¥#H & B /i AR
R RES Uls i5 i AIARZREERR , FRAURREARX BB EMEE,

SEEBELE Amazon EC2 H{TER BEBEREE (ASGs) HE2 s —EFBR5IEZEER , TARERHE
TEBNERIE. R U EEEEIEMAERRELFR , HRE Amazon EC2 FHEAEREEZE
RIEMEITER , WA ZE Auto Scaling BEEBREIEB S EHEEIN ASG , LHIET Amazon EC2 #
THEBEREERR.

WMRRER , BEAFTEENIEE Amazon CloudWatch BFBHERYET R BFCEKER , EWRERT
BENRE, SR SSM THEBBR TR A RMRERMTHATERN THERR , ARENT
ER8 LY RS ERHETRE , BRSTERBERA/EMFRERE , WM ASG K1k,

MRBEMWEE , ASGC TR A AR REL T IRIER.
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EC2 Dashboard X ( EC2 > Targetgroups » res-bicfn3-web-portal-e2958adc )
EC2 Global View

Events res-bicfn3-web-portal-e2958adc

v Instances
Instances Details
Instance Types 4
Launch Templates
Spot Requests Target type Protocol : Port Protocol version VPC
Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad10chse [2
Savings Plans
Reserved Instances 1P address type Load balancer
1Pva res-bicfn3-external-alb [3

Dedicated Hosts

Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0

AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)
Select values in this table ta see corresponding filters applied to the Registered targets table below.
v Elastic Block Store
Volumes
Snapshots Targets | Monitoring | Healthchecks | Attributes | Tags

Lifecycle Manager

Security Groups

‘ Q Filter targets 1 [o]
Elastic IPs
Placement Groups O instance I v | Name v | port v | zone v | Health status v | Health status details
Key Pairs
[m] 1-0ba5d508631£20043 res-bicfn3-cluster-manager 8443 eu-central-1c @ healthy

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Scaling Groups

BAA B Amazon EC2 Fi= & 48
AT EERERETRENRKBERINER,
HEkmm M

EREREHTE , Amazon EC2 TR ABEFERELUUTAR.,. BERNHTEEE RES EfE#:%
Amazon EC2 #, H{TREBEBINFER RESRELH,

EC2 Dashboard x Instances (5) nfo
ECZ Global View | Q Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X | | Clear filters
¥ Instances

O Name /' v | Instance ID | Instance state 'y | Instance type +
Instances

O res-stage2-cluster-manager 1-095bdc4c87321a4ff @ Running @ Q mb5.large
Instance Types

O res-stage2-vdc-broker 1-041867308771e71d3 & Running @ Q mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller -08800976c757717e6 ® Running @ Q mb.large
savings Plans O res-stage2-bastion-host 1-0523e5480f434581a ® Running @ e mb5.large
Reserved Instances (] res-stage2-vdc-gateway 1-00773bc97ccle841d  Running @ Q mb5.large

Dedicated Hosts

Capacity Reservations

BRI Amazon EC2 =& NE 201
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ERREIHNEREE

£ Amazon EC2 X# &7 , EERRHATE , cMEEREUTAREL, ERHERT , EREE
BUIEER, BTEEEBNERRELRENFEAE., PTENSBEREREREN TERERERE ,
AT LR FEERM "MyDesktopy SEHEREN B,

EC2 Dashboard % Instances (7) info
ECZ Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X ‘ | Clear filters
¥ Instances
O Name / 4 | InstanceID | Instance state v | Instancetype ¥
Instances
O res-stage2-bastion-host -0523e5480f434581a @ Running @ Q m5.large
Instance Types
O res-stage2-cluster-manager -095bdc4c87321a4ff ® Running @ Q mb5.large
Launch Templates
res-stage2-MyDesktop1-demoadmina 1-022826¢122d8c78d5 Runnin méa.large
Spot Requests O 9 v P © g @ e g
Savings Plans ] res-stage2-ProjectWork1-demoadmin4 I-09ba5d8ae152¢6f25 ® Running @ Q méa.large
Reserved Instances O res-stage2-vdc-broker -041867308771e71d3 ® Running @ Q m5.large
Dedicated Hosts O res-stage2-vdc-controller I-08800976c757717e6 & Running @ Q mb5.large
Capacity Reservations ] res-stage2-vdc-gateway i-00773bc97cc1e841d ® Running @ Q mb5.large
¥ Images
AMIs
AMI Catalog

BRI LEAR RERY 44

E Amazon EC2 I AR REKLMNHATERE  CMBEEREKRLINIEEIH, NRFRAETRE
RIGIERENEREREEH | SR ZEMAREENEHE  ETRRTIRBEETETH.

TEERERLENREHNTERE.

EC2 Dashboard % Instances (10) info
EC2 Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 ‘ X | | Clear filters
¥ Instances
O Name ./ A Instance ID | Instance state v | Instance type ¥
Instances
] res-stage2-cluster-manager 1-095bdc4c87321a4ff © Running @ Q mb5.large
Instance Types
Od res-stage2-vdc-broker 1-041867308771e71d3 © Running @ a m5.large
Launch Templates
res-stage2-vdc-controller i-08800976c757717e6 Runnin mb.large
Spot Requests 0 9 @ g @Q 9
Savings Plans O res-stage2-windows1-demoadmin4 i-092cdf6a7e52e9b9a © Terminated @ Q mba.large
Reserved Instances (] res-stage2-rhel91-demoadmin4 i-0b3d134f606a53636 © Terminated @ Q mé6a.large
Dedicated Hosts O res-stage2-bastion-host I-0523e5480f434581a (® Running @ a mb5.large
Capacity Reservations [ res-stage2-aml21-demoadmin4 [-023844b29c¢12b9393 & Q mé6a.large
¥ Images Od res-stage2-MyDesktop1-demoadmin4 1-022826¢122dBc78d5 © Running aaQ mé6a.large
AMIs O res-stage2-ProjectWork1-demoadming 1-09ba5d8ae152c6f25 ® Running @ Q mé6a.large
AMI Catalog [l res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q mb.large
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& F /Y Active Directory (AD) HHEE@ S A8

LT RAEERRETM L@ AR Idap ARG TEH , SRR AD HEMBER. ERANMENE
SREZRRERREE KA ANS

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"

-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"

-w <password>

Windows DCV {&#&
£ Windows S , £ bU/E B T 575 =5 H ST E AR BAMIAY T AER £ -

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe'list-sessions
Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console

name :windows1)

£ ¥ Amazon DCV MRAEA

Amazon DCV AR ERSE T/ERE. AWS Amazon DCV, THIE54IREIMNMAHE S R%EHN DCV &
B AR AN,

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version
Amazon DCV 2023.0 (rl14852)
Copyright (C) 2010-2023 NICE s.r.l.

All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows
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PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

21T RunBooks

T—EHaSTRELNEBE, NAEIBE , ARNTHEREENER,

- ZREE
- REEELRHE RES 2RREBTMAE
+ CloudFormation B XE Y , WHERFALE "WaitCondition W2l Kk HI S, Error :
States.TaskFailed"
CloudFormation 3t &8 22 37 B 2h # SR W 2 & F B 4B A
#ATERERIER K BUREER vdc-controller
AP RS |, IRE CloudFormation 3 & A M BR
IRIFEVHR CIDR ERSHEEER
RIER T HEM CloudFormation &2 17 2k
+ {8 AdDomainAdminNode CREATE_FAILED By /A EER ( ~&l ) HEBAK
- Sy EEBE
« BAREEHT iam:PassRole KR
- BEE AT AWS IRF AR ABFEIER Research and Engineering Studio on AWS &R
BARER , RIREZAER
EXRBAREL "RTIEAE,) BR
« 7£ Active Directory F#TiE{F A% , {8 RES HiEX

s BUTHRBRELIFEACERE
» CloudWatch cluster-manager H &5 H K/ R EIRYEEER

« RiFEB RES BAUBRRME , BREEE VDI =8 E
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A T#E Studio ERERER
- RiBEIB RES MARRRME , BREEE VDI TH L
« REER VDI THEIVEA
- RIEME A RPN FT I E 5
« B RES 23 Amazon FSx for NetApp ONTAP , 1B R 1A B AEE

- REBRVGRES/ KK
- REBREZEAERTELZEAGRRN B
- HEiftsz
- REEERERFHTEEBNEHTERE EHE
- BRBERKE

« Windows ERFHNBEARFEREAEES

- FANEBEIR CertificateRenewalNode B |, BH B

- AEREENERZARLIBRIER

- RAERB S BEREE

- RME Windows ERERLK , WET NERCERM. SRiasR"
* VDIsFEMEIRE

- BE#% , VDIsEH A SRS

- ERIZATH
+ Amazon EC2 H{TEREETEAPEEERCKRIE
» vdc-controller SI1TEE IEE@EIRT , KA EMA AD/eVD| iR API BIERERE LXK

« MENEHEBLHIEERE  ERTEHRETNNFESR

» cluster-manager Amazon CloudWatch H&8 R M<user-home-init> R B i EEFEH, EESESE
AEES, (APRFREAEER)

« BAK Windows SEET "EHIRFEER. FARENEES"

- S\EB/ZF AD #HAEH) DHCP JZIE &

* Firefox #5582 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING
« Env Bk

+ res-xxx-cluster B R "DELETE_FAILED. iRiE , BELZF MR , KA 'AEENSELE
£, $8ER

- WEHR
- TR VDI B
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WZRE TR Studio (&SR
« & Linux EC2 BIfTEB TH A
« #& Windows EC2 #i{T{E T 5 H 5%
« IKEE WaitCondition 852K ECS HES
- REIRE
- BESSREENS P BEBRERETHRIEBAER
« REIHEB keycloak HEEIBE

T [E &

=

s REERLHE RES v AR TEBHITHEE

» CloudFormation & £y | WERALE "WaitCondition Y F sk BARIEAE.. Error :

States.TaskFailed"
+ CloudFormation #8327 5 Zh & R W EI E F HHEH
« FITERERIERXBREER vdc-controller
- ARAMKYHEEER |, IRIE CloudFormation Hf & & A MRk
- RIFEEVHE CIDR ERSERETRE
- REBEVHREM CloudFormation H B 7 KB
£ AdDomainAdminNode CREATE_FAILED B /\Z0&E R ( RE ) HBKHK

BIEEELK RES 2 RREHTHEE

(® Note

FRIEH - WA SKHE Certificate H PrivateKey AR ERAE Secrets Manager & s |, FHE
ITIELSER,

RBEIIEE Web A F i
1. BEEEEINE-ab BEHFEHRZEEXNERE
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a. BEEZE AWS E# A EC2 > Load Balancing > Load Balancer T RES 3 & & ¥ #28,
b. HEBEMAEEL WERFHEIR<env-name>-external-alb,
c. BMEEERZFAFHTEHIRVERERN
d. EMERRFBEFMEFTEREER SSL/TLS BRNZEERENX,
e. RELENEE,

2. EEERTEERRTP

a. 71 DynamoDB -> Tables -> SR EEREE R FK<env-name>.cluster-settings,
b. BIERKRIEE W MBEEE - B8 "key". FE "string". &4 "contains" &

"external_alb",

c. cluster.load_balancers.external_alb.certificates.provided FREA True,

d EH W
{fEcluster.load_balancers.external_alb.certificates.custom_dns_name.

1ER Web FRENHEHH BITHEEBAER,
e. BHH

{fEcluster.load_balancers.external_alb.certificates.acm_certificate_arn,
IE R FMIE Amazon Certificate Manager (ACM) A ¥ FE/R &Y Amazon Resource Name
(ARN),

3. EHEA Web AFIRE MY FE Routeb3 F#BiElRcE , IE@INER alb A& #2351 DNS &

fB<env-name>-external-alb.

4, WMREAEFRBEHERE SSO , FEAE RES Web AOPEILHRIEEE > HHEE >BE—FA >R
& > R RYERAEERARERRE SSO.

A BEFTIEE VDIs

1. BTIEBEFEERE , BT RES BRAEAHMENIT GetSecret HIEWFFT :

e res:EnvironmentName : <env-name>

* res:ModuleName : virtual-desktop-controller

2. ERERTEERRP

a. % DynamoDB -> Tables -> F & B KR EE KK <env-name>.cluster-settings,
b. BIFRKRIEE WKBUEHE - B "key". TR "string". &4 "contains" F{E

"dcv_connection_gateway",
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C.

d.

vdc.dcv_connection_gateway.certificate.provided s8EA True,

¥E# M{Evdc.dcv_connection_gateway.certificate.custom_dns_name, &R
VDI ZEH BET I & T,

B
fEvdc.dcv_connection_gateway.certificate.certificate_secret_arn., iR

FRIBRASR ZWER ARN,
EHT Y

fEvdc.dcv_connection_gateway.certificate.private_key_secret_arn. iE=

FRALBERABRZWEL ARN,

3. EFNRAREEINTERHNMEHEA

EX0

£ AWS 32 AH EC2 > Auto Scaling > Auto Scaling 48 T BIRX Auto Scaling B4l
BN EZ RES RENFEBBSERHFEH. SBEBWBBREH <env-name>-vdc-

gateway-asgo.

EFEETERP SR FREABEL,

EFFMER > B > BEERER ( BIUFRE ).

ERNEES A -G

BEBERRS , EEAEEH.

S EF CERTIFICATE_SECRET_ARNAF PRIVATE_KEY_SECRET_ARN, f#RARHEBERR
¥ (FESHL P 2.ARNs BEHFIELE,

HE Auto Scaling BHEEREAFEARITE W MBEBEARA ( #& Auto Scaling B E
|),

BRAERSERETKHE Route53 FREEFC S , UIEMAEE nlb B FERH DNS &

8 : <env-name>-external-nlb,

#£ IEIB B dev-gateway HITIEEE : <env-name>-vdc-gateway W EFHMWBTEEEE,

CloudFormation &2 | WHERALE TWaitCondition WEIKBHIFAE, Error :
States.TaskFailed"

EERRIREE , BMESZ S B Amazon CloudWatch BB #H<stack-name>-
InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, MR EZE

RERE
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,ﬁmﬂ%ﬁE’JH WwEHE  EREE—ETANBFREE. BRFTPHNERASKRUEEERENFRE
® Note
BRSBEREE

CloudFormation &% 37 { Ih & K W B E FE4BE A

MR ERKIIE I CloudFormation & %& R UREIE FE4 B |, AR FIIEE .

s

1. FEREFEHhur S8 A EFE,

MRE T4 T ERREEFE , MR EHIBE Research and Engineering Studio R
B,

2. BE Amazon EC2 X ARBER/RRIATEBHERE,
MBHEF<envname>EHERA DK IEH Amazon EC2 #1TEEE , AN TEREENK , BIE
B& 2R Active Directory #HRE T BE € IR B E,

3. WMREHEAWS TENRERER T REYNBER ,
B, UREAZEH SR

30
:qull

WFEMBERY VPC, ENLEFHB

MREFASHFLER  EREFTEMRALSZHINE RES RR, MEFMEAR ,

—_
HHo

4. MREEABCHARERBEER , FHELBMAA Active Directory FFE AR,

ASREREEE

ERRE IR EFITERE L A Active Directory ERIEE, BHEH P KIS Bthe section called
“S1T B R & IR 2l BE 1A 2k IR BB BV vdc-controller” SR % 3R S 8,
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HRBEEE

1. #®@T%l , 7 vdc-controller BIEITHE/TEEE A SSM B8 TIERSER
2. #1T sudo su -,

3. #1T systemctl status sssd.

WMERER/SEEAD, KMBEEBFPEIER , AIBTEREEMA Active Directory,

[root@ip-: 1# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: Jloaded (/usr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 31748 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[—-31248 /usr/sbin/sssd -i --logger=files
[—-31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[-31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

Might see errors
highlighted in
RED here

NHEFRERRERNRRRNE

SSM §&R B
EERRMEE

«  REENSSHHITERHIT cat /root/bootstrap/logs/userdata.log LAFE HES.

HEEREE=ERNEEARRz—,
BAERERE 1 : BAK dap ERFMEF T EMRE

BEBF. MREFITIEESZ R, MIFTEBEEEMA Active Directory,

+ local AD_AUTHORIZATION_ENTRY=

+ [[ -z '* 1]

+ [[ 0 -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'
++ date '+%Y-%m-%d %H:%M:%S, %3N’
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+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 18@) waiting for AD authorization,
retrying in 34 seconds ...'

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

#E RES HEBEVHBHCERABATIIERENSHIE,

« directoryservice.ldap_connection_uri
+ directoryservice.ldap_base

« directoryservice.users.ou

« directoryservice.groups.ou

« directoryservice.sudoers.ou

+ directoryservice. computers.ou

« directoryservice.name

E# DynamoDB ERRPWEAIFEFRE, EXFKAE DynamoDB TEREMNERKRTHRE., &
RRBBES <stack name>.cluster-settings,

FHERRE , BEMERE aIHTRESNITEEM cluster-manager H vdc-controller, B BiEEAS
£ A H DynamoDB ER XM K EREFITEE.

BARER 2 : 8 AR ServiceAccount EFAE BB IERE

MR BFEE Insufficient permissions to modify computer account , BITEHEE 7 1
E#E AR ServiceAccount BRI BER IERE,

1.
2.

%t AWS 2 A BB Secrets Manager,

¥ & directoryserviceServiceAccountUsername, WHEAR <stack name>-
directoryservice-ServiceAccountUsername,

FRMEZEARRFMEARE, EMEET , BEFERUTE  RRBRERAXF.

MRZECEH , EMERE FHITEREN cluster-manager # vdc-controller #1T{E ., BHEIERE
#&1E A Secrets Manager Y R ERENF H1TEE,

REBE 5T
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BARER 3 : 8 A K ServiceAccount ZiET EFE

MR BFEHER Invalid credentials , RIfE &2 T HIRE A K ServiceAccount ZiE AJRET IE

&,

1.
2

5

£ AWS 2 A BB Secrets Manager,

3 directoryserviceServiceAccountPassword, WHEL <stack name>-
directoryservice-ServiceAccountPassword,

FREZARRFREFAER. EWEET , EEHRREE K AREEAXF.
MRETHRER , ITEERMANBBRESER , LALUE Active Directory 1 Secrets Manager
hERBR.

a. EEfE PERFE AWS Managed Microsoft AD :

i. BIRUAWS AW HFE Directory Services
i. JEHERES B#HB# ID, REBEHE,
i. ENEREAEER
iv. A ServiceAccount fER& B,
v. BAFERR K AREEERER.

b. #&ZEIE Secrets Manager FERZE :

i. BIRUAWS AW HF Secrets Manager,

i. 1#3 directoryserviceServiceAccountPassword. WEEL <stack name>-
directoryservice-ServiceAccountPassword,

i. FARBEBURKFAEAER, ERFET , BEEHEIRZE , ARBEHXE,
iv. &Eﬁﬁﬁo
v. 2 ServiceAccount fEFI B EF R , AREERE,

MRIEEFHT E , FFMERE BIFITEREM cluster-manager A vdc-controller #11TEE . BEHER
H& 55 F SR T 9 (B R ED ST Y 01T ML B
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HRAMAYIEEEEE | IR1E CloudFormation 3 & £ 5% Wi kR

W& <env-name>-vdc CloudFormation 32 #Y Ml Bk K AB Ak ¥4 E5 52 M S B , 4520
vdcdcvhostsecuritygroup , EAREREAEAEEAE RES EUN FHEBRINZLEETPREN
Amazon EC2 AWS #1T1E B& Fr 2K

BEMRALEE , FERALKIELLEBS AMBNAE Amazon EC2 #H1TER, A& , SRTLIEEM
BRIRIR

RIBEVHIE CIDR BERSHEBERER

BURIEE [OERREAS [FAILED] ® CIDR B2 e HIRER,

gl

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

EEMABE  AHNERA xxx.0/24 = x.x.x.0/32,
BRI E T HIRA CloudFormation #8337 5k By

BIURESR—RIINERETRE, EREEEEF , et REREBE , B CloudFormation
BE KW,

MBBREEEEN , BRRREYEREN, 5F , U ETFRNEGSFEREL,
5 AdDomainAdminNode CREATE_FAILED B A EIR ( & ) HELHK

MRTEHREHBEV AR HRTHHER , TEREERAFTERRBDRARHEEINEE Amazon
EC2 &%,
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AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

EEHIBTRBHRR

1. X SSMREEEESF , RERBCHRESH , AREBCHEMBENTERREBSH.

2. 1& SSM RunCommand/Automation #1TEE S ;o8& , ME(SHEIERI SSM XHWE TR EEIIT
1 88 B B — B,

3. TEIRIE Amazon EC2 F{TEBK BFERY , REAHHMTERAFE  MHEHTERBRSEM
BUEERKE.

MRBERRBHER  FERBRED 15 7EME RES H1TERNIEH,

B EBBE
B—BA(SSO) ML EEMNAZHREHNERNABERIERMEBE, WMFERE SSO HENENR |, F2
B

- the section called “f£F IAM Identity Center 5% & SSO”
« the section called “% SSO RELN D iREE"

EERHYMES ) EBEMHBANEGEE  F2ETIIEHERETE

&

« RAREBHIT iam:PassRole HIRH#E

 REEAREF AWS IRESH A BEFEFKAE Research and Engineering Studio on AWS &R
- BARER , RIREZEAER

- EREARRE "RARFERAE, #BR

 7£ Active Directory F#TiE{E A% , 1B RES FiEX

s BUTERBRELIFERAERE

+ CloudWatch cluster-manager H 558 H K/ R &RV 52
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K AEEHIT iam:PassRole HIFZ#E

MRBWBERR | HEHAEEREHIT iam : PassRole BiE , BHBRLEERH , UAHELE B CEER
RES.,

BEAWS BRTREKEFTALBERZERYE K MARBIUFNEEACIBBELAC, WFENT
ER |, BUARERAREREEXRBNFTT,

E & A marymajor B9 IAM EREEREA TR EE RES FRTEIMER , SRETIIEHIHR, B
=, BFERBEERBRBACR T T. Mary REKAGEERRBRBHFT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEFERBRT , Mary WBURABEEH , AAFFE11T iam : PassRole BifE, MMREBEEHE) , BB
BH AWS BEEEE, ZNEEESRBENESERE.

REE AT AWS IREAHI A EFEIE M Research and Engineering Studio on AWS &
i
BANEY ARG, EHMRFPNEAESISCEBINBHABFERENER. BRI IEEEAFH

EEEMHDEZRAR, HUXEERERNBERNFIUERIBE (ACL) IR , &R SUERA FBL R
KRBT AETFRENE RN,

MEE—FTH , F2EUATRE .

- BETHBOMELSHER AWS WIRFHRHAEBERNEFEE |, F268 (AM EAERERE) PHNAEHES
Y 5 —{B AWS 1RF P RY IAM £ A & R EFEE.

- BEETRINMEERNEIERMBE=H AWS IRF |, 528 (AM FAEER) TS FEER
HiaE = A AWS WIRE,

- FETHNMEBRKE S RUEIE , F28 (AM E£REER) FHRERAFIREIE/ARFEN
ERE (BESD ).

- BETHERACGNEREBRETEIRFFNCENEZR , F2H (IAM £AEERE) T/ IAM
AEREREBRNER,
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BRARER , RUREZAEHR

SO BEKREHRE , R EEE, FEVNEEE , FREESRNITEE B REA

1. B#RK CloudWatch £# &,
2. WEFEEAT K SKABA WEHME/<environment-name>/cluster-manager,
3. FRMBFRFHEUESAFRRPHEMTER,

EEREBHEERTE
1. B#RX DynamoDB Fi# &
2. REBEXRSP , SEXREAH WERK<environment-name>.cluster-settings,
3. FRMERXR, AREERZERRIER,
4. REABEMRGER , RABBATIEH
- BiEAE - R5l@
- R -a7
« E-sso
5. EEHT.
6. EE@MMFHEP , BFE SSO HMRBERTEH., MRFIEHR , 57518 sso_enabled TRNERESR
False,
Edit item

You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4

Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled J
Y
[ value ] O True © False

7. JR[E RES ERABENHEUEFRERE SSO,

o5

AN

&

i
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ERBRAREE "RTREFERAE 88
MRFEAFEEHABZA RES REKKRIER "RAEFEAEL , BEAFEHRE Active Directory # :
- MRFEAEFTTFER RES H , BERIEHKEAEFHIEE AD

ERAE AR REL S RES, RES B/ KES—X , ALEARFESR , IREEAERS
ETRELR#HE, EEVEES , FEEPHLRE Active Directory PHTHEEAE |, {8 RES
PiEX.

- MREAEFER RES §:

1. BABMRFSERRE, NFFHER  FBRAE—FZ A (SSO) RELN S DIRHE,
2. TR SAML £ M SAML EFE4HHBEEHENE T B4kt

£ Active Directory ¥ EHAE , B RES FiE%

® Note

AEEAR RES 2024.10 RERARA, ME RES 2024.12 REHARA |, FSH WA FHHT
F% (2024.12 F1 2024.12.01 IR ) » {0E RES 2025.03 REFIRA |, S E NAFHRER
&1L (2025.03 REFARA ) .

MREEAEHEFHIEE Active Directory , 18 RES At ERE , IEEH/ZE AD @, AD RS R
M AD IHH E A RES IRIEH Lambda HEE/NEHIT. AR , EEHEERAESFHEcE 1L
EBET—ERLSEFAITAL. EALL#®R Amazon Simple Queue Service FEIREIE S,

FEHRBRIERF

BIER Amazon SQS F# 4,

1

2. f#RfF%He | #H <environment-name>-cluster-manager-tasks.fifo,
3. EEExRBEUBAER

4. EABANXF , @A

{ "name": "adsync.sync-from-ad", "payload": {3} }
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5 &¥AEEME ID, WA : adsync.sync-from-ad

6. SHFASEREMMERID, WABENREF TFSH, WLIHE LHHNE 17 EREITHAREFY
TE , BRFEREHELE,

BYTFERBELIERERE

MREREBITERBENEERES , BRFAEE L TERBREELMER Active Directory FHIEAE |, Al
FRAEAREEEE—XEA, REBERAREREELIERE., EFATRERAELEZELBEARE—

Nrd
Ao

CloudWatch cluster-manager B & H K/ R #lfY $5 35

2023-10-31T18:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []1}

MR BT CloudWatch cluster-manager BRI EEER | |dap St ERASFERAEL K, &
EEFIRERE , 5125 IDP W ldap £ S&ERER4,

&

- RiEB RES BEUERRM , (BRHHE VDI THLE

- RiEB RES MABRRM , BRHEHE VDI T L

- REENR VDI EHMEIEA

« &% RES 1 Amazon FSx for NetApp ONTAP , B RN A KK 815

FiFEB RES BIUERRME , BXRBEE VDI =¥ L

BRRABLSEARR "W ARE , T8EH VDI THEH, FRBTITR  REERRKETERL
ERE,
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Amazon EFS

1. BI7¥ Amazon EFS i A&,
2. RERRRARERETH,
3. IRBRRKMRERTA , FESF BRE VDI =4,

Amazon FSx ONTAP

1. Bi4E¥ Amazon FSx Fi2 &,
2. mEREREATH,
3. MRMREARTHA |, BFEST BRE VDI £#,

FiFEB RES IMAERRLE , BXRBEE VDI =¥

£ RES ELIMANERRRERELENZ2BFERA , LR VDI THEBHERRK. ARELER
RIRRE RES MR , RES TEEEMBBMNZ2EER A,

EMANERRBEBABMNZLHER AT THEARE

« 3REH linux VDC EH#M NFS RE (EHIE : 2049)
« B Windows VDC TH#H SMB iiE ( E#EIE : 445)

REENR VDI THEEUE A

ONTAP ZERERER) UNIX. NTFS H MIXED 22X, REHRAIRE ONTAP AR ZHIE R 7
AFATEEEL | DU WRLE A 5 b B B ] USO8 LT Ao

Flan , MBHBERMEA UNIX 228X , AR ONTAP WZHEME , SMB AER{MATLUERER
(BRI ERERBNTE ), TiIB , ONTAP £A UNIX 557 , RE UNIX AFmAI AMEAR4ET
B &,

BRI {55 F SR 51 9 B T E 45
B Linux TESHEFEA UNIX RNHERE
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https://console.aws.amazon.com/efs/home#/file-systems
https://console.aws.amazon.com/fsx/home#file-systems
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sudoer AJABHMFERAERET. Bl , L TREER T /<project-name>H & LB <group-
ID>ZEBIVEAFATRNKE :

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

FEE Linux 1 Windows TEE & A NTFS KX K E

BULERSEERRNEABMERELAAT. Hla, BEEHAEuser_01MERIR
myfolder , A B4 Full Control. ChangeZX MIEFTIE%E A ReadAllowE} Deny :
ar Documents Properties X

- . LA |

E:D Permissions for Documents

Share Pemmissions

¢ Group or user names: ~

be
# folder
2 folder
Add... Remave folder
Permissions for Everyone Allow Deny ¢ folder
Full Contral O O L folder

Change O O
Read ] ] b folder
folder
§ folder
i 8 folder
2 folder
Cancel

i e folder

R Linux M Windows A Fin e A#MKRE , RAIFEE SVM LERERBRS , ZMRFESHKEM
Linux £ F1 & & #B 8 AH E £ F & & B EE domain\username ) NetBIOS MBI EBERNELEH . EX
Linux A Windows £AZEBETHEZRZTERD., WFESE , F2BEA Amazon FSx for NetApp
ONTAP A ZiHE THEE R,
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
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% RES 37 Amazon FSx for NetApp ONTAP , {B & h0 A 3k B9 #8355

BAl , E&% RES AR Amazon FSx for NetApp ONTAP B | REMBERERRZSL , BEF
EMAMBE., EEEEIMN ONTAP ERREM SVM ALK , 2845 SVMs fIA Microsoft
Active Directory Y &f& Amazon FSx £ & LT R, MELENFFIZ i AD FE Amazon FSx
Service lRF o, —H SVM BININAME |, 55801F SVM FHE > ix 3 > SMB DNS &1 , AEER DNS
28 K IABEEFTEL,

A% , FBEHELEFE DynamoDB E Rl FKkF#mEE SMB DNS fHREE# !

1. 814 Amazon DynamoDB {2 A&,

2. BEFEERRK , RHEEIF <stack-name>-cluster-settings,
3. HRREMKRIERT , BFEERMRM , AR AT ISR RS
- BUHEATE - Rol®
- R -SSR
« {8 - shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
4. ZRERNIHEE , AREEFBF, REEB,
5. EAZLRIEHREN SMB DNS SBEHE.
6. EBERTEEM,

e | FREAREERRAEEBO RSB AR Amazon VPC BERERAFIERGPEBRNRE. FH
RERRBAVHT VDI EHBRE LU E A RER SVM HERRT,

HE , EHLER RES MARRZRIEMARBENERRL - CREETEZEERRZR. WAER
RiRo

ES- ]
- REVAEBR/KHK
- REBEZERAERTEZEAERRN B
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html
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REBHARRE B KL

# RESIREBEMEL , MRARRHMRER/KY , AALGEREEE SN Amazon CloudWatch HFEE
AR ERER R B A VAR,

[2023-11-19 03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 ©3:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

RBELZERERTEEZBEAERRD B

MERERE—@Eenv R RBEEEFTN env W ER , FEFEEETE SN CloudWatch B &GB!
B, MREEREAEAVENERRER , BERRBERAERRE,

1. T# metadata.json IR , WHEREZEER KA ExportStatus EH COMPLETED k&, HMAREE
BERREAE ExportManifest WL, MEBKRTE LABMAE , RBEEREYRE , BEZ
HERRBINEEREFER,

2. FREBIRERR , FARERBIREE RES 85 COMPLETED, REBEIEFRZEES5F 10
SiE, EFBEAREFAERBEEEE , UBERRBENIEIL, EFERBRINRBEREN

N Labs
RRE,

ES]

RAEFERERFHTERAN ST ER B REE

MR Ul PHBARFERFALESFTEHE , REETEERERER , EWRKRTSERERIE Amazon EC2
AT (EEE B A4 IR,
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HETEERIRN G E , REWME Amazon EC2 XA R B H I Amazon EC2 #{TEBEEEHK L |, I
LUFe T EBER ., MR REEEN , ZE Amazon CloudWatch logs Al REERE R Ao

S—EBFEARBRERRPINEHFEHIR. MR Amazon EC2 24 LR REME R FEHRRBREM
BERERIFNHMTER , AIRTIURFERKBE.

EEABNEEMTAAR

EC2 Dashboard X C EC2 ) Targetgroups > res-bicn3-web-portal-e2958adc )
EC2 Global View

Events res-bicfn3-web-portal-e2958adc

¥ Instances

Instances Details

Target type Protocol : Port Protocol version VvPC
Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad 10chse [
1P address type Load balancer
1Pv4 res-bicfn3-external-alb [3
edicated Hosts
apacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0
AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)
Select values in this table Al lied to the
v Elastic Block Store
Volumes
Snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

¥ Network & Security Registered targets (1) Register targets

Security Groups

‘ Q Filter targets 1 [o]
Elastic IPs
Placement Groups O Instance Ip v | Name v | Port v | zone v | Health status v | Health status detalls
Key Pairs
[} 1-0ba5d508631f20043 res-bicfn3-cluster-manager 8443 eu-central-1c @ healthy

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Sealing Groups

MEE/EMEEIER A 0, &£7EHE Amazon EC2 #{TEETRAREEFERK,

WREEMREFENIEB R0, R Amazon EC2 #TERATEEERERIR. EARERRADTREN
EREXZREREREFRERSE,

MREBERERFNEFERETENHBEERR 0, RBIRTRRERR. flW , 2BFNALE FHEE
R BN AZs, MRBEEERERN , TRELURGAREMXT , BEHRKRREFE,

B E R R

3]

+ Windows EREHNEAIRFREATES

. FEANEEIR CertificateRenewalNode B | BB H
o REIEREENEREEDEEZERIDELR
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- RAERB 5 BERREE

- RMH Windows EMRERAK , TR "ERDEEM. ShiEiR"
 VDIsTEMEAREE

- BB , VDIsEHE AR

Windows EREHMNEAIRFREAEES

WMRIBEEHMTE RES Web A OB RE Windows ERKHE , BEEEARFELERFREAEE
& , RI#28 Windows VDI AJ&E{= AR Zh BN A Active Directory,

EERE , 5% Amazon EC2 A EHFEZE Windows #IT{EEE , WE TH5IEHFEC:\Users
\Administrator\RES\Bootstrap\virtual-desktop-host-windows\. LA FASERYEE
SRFAE[Join AD] authorization failed: R RHITEEEEMA AD, ME KB <res-
environment-name>/cluster-managerfVzFMlI&EA , FSE BFEHMEBBTH CloudWatch FHY
Cluster Manager H#% :

 Insufficient permissions to modify computer account

- WEBRRTENRBIIRSZERKEKITIEE AD WEEFF T, BE 5%E Microsoft Active Directory
Y AR 7§ 1R F (R B ARG IR S R B PR R IR Al

e Invalid Credentials

« B AD PWIRBIRFEAERECEHY , IBREUNBEAERNTER, EEREREHENRE
IREEAER , BBFEE Secrets Manager AP FEHREBH W, BHEELWEN ARN £
RES IRIE G2 EE HEHR Active Directory #15 THIRISIRF B A E B M Z ARN ML ERE

&8

RN o

AN EIR CertificateRenewalNode B |, B3E 1B H

MREHMBTHLERE S , WEELZE Linux VDIs "The connection has been closed.
Transport error"HFBE 8552 , ZRUNERRBEER , AA Linux LK pip ZEBERIERM
BEIEAHEMEE, RESE I BAARBHE,

Amazon CloudWatch B8 #<envname>/vdc/dcv-connection-gateway TJREEBEAELIT 5
AERHERERES -
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https://console.aws.amazon.com/secretsmanager/listsecrets
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| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Error in connection task: TLS handshake error:
received fatal alert: CertificateUnknown | redacted:/res-demo/vdc/dcv-connection-

gateway | dcv-connection-gateway_10.3.146.195 |

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Certificate error: AlertReceived(CertificateUnknown)
| redacted:/res-demo/vdc/dcv-connection-gateway | dcv-connection-gateway_10.3.146.195

BERREE

1. HEZEWIRFH AWS | 81 EC2, lIREEA *-CertificateRenewalNode-* W#I{TER ,
ARt b BT IERE,

2. ®ifE Lambda, ZEZEEE R A *-CertificateRenewallLambda-* # Lambda EE , R
& Lambda BERIBREEHLUNTHARRA -

export HOME=/tmp/home
mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

python3 ./get-pip.py

pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}"'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

git clone https://github.com/Neilpang/acme.sh.git
cd acme.sh

3. TEESKEFNWNAHER Certs HHBEHAXR, FEHARZHK Lambda X : ER -
CertificateRenewalLambda - Bt - BN, LSRR ELUNTHARR -

sudo yum install -y wget
export HOME=/tmp/home
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https://console.aws.amazon.com/ec2
https://console.aws.amazon.com/lambda
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/security/public_certs/assets/main.yaml
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mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

mkdir -p pip

python3 ./get-pip.py --target $PWD/pip

$PWD/pip/bin/pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}"'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

VERSION=3.1.0

wget https://github.com/acmesh-official/acme.sh/archive/refs/tags/$VERSION.tar.gz -
0 acme-$VERSION.tar.gz

tar -xvf acme-$VERSION.tar.gz

cd acme.sh-$VERSION

4. ¥ *-CertificateRenewalLambda-* Lambda HEFSEE 2 M BRI AL R 3 WER
B, BENHBISSEFEABEFTLEN.

5. BEEF#HEHE Lambda EHE , Bl ARAZESIER , AREIAE. TEERINNBWA, EEX
SEVEE EC2 H{TIEBE , LLFEH Secret Manager HHYEE M PrivateKey B,

6. #RIEBEAEM dev-gateway HITEEE : <env-name>-vdc-gatewayWEFEEERFH A BHNE
MHBITESE,

Se B IE BB AR AY I 5 R A B RONERR

MESEEFERRSELHEE TSR K BETERERAER Amazon EC2 #I1TEEHE | 5
Amazon EC2 #I{TEEE EEE £ RES IRIBEZ MK IEHE 1L, Admin Ul ARRE O] BE = HE B B8 R L& iR
fE BEEREHFELN,

FEERA Amazon EC2 T ARYEHTHERERCKLESREL., NREL K FEHBIERBE., MR
MEERIE | BIXVERVYE— AR, FHAEXTES LERNEAER , EFHT ERREEMETHE
A,
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MR ERABNBTEBMHEERE Admin Ul £, BIFTREEEM A Admin Ul B EKLE,

KABRE 5 EERRE
EAETLURESNERRAHERRRHER 65, ETHERRMEMA Admin Ul ETRE , MTAHAR :

« BIERMERE,.

- BR-RRSIER.

- ENBEEREAERRATIERRAANGREER T , XKESERMENHE,
- BEREXR,

- ENMBEREUBEREHARESDHE.

SH Windows EREHKXR , XER "ERCHEM. E@iER"

W Windows SHEIEARLN , WHER Ul #5588 NEHRCER. EWiasR" , KRR Windows #]
1TIERE - E 7 SFEMEEEN DCV RREs BN B L EE,

Amazon CloudWatch B & #H<envname>/vdc/dcv-connection-gateway AJRE & F LI T 5
ASCHKERERER -

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:
Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"
protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: OE9E9C4DE7194B37687DC4D2COF5E94AFQDD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:
Error in websocket connection: Server unreachable: Server error: I0 error:
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unexpected error: Invalid certificate: certificate has expired (code: 10)

MRBEEEER , BRAERFEH SSM Session Manager BIEREE Windows #{TEBERER |, X
BRT% 2 BERHHEBER :

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

ELEREZSEDHENEY , ERAENERELTESRY.

MR FEBREE , MEWMRE Windows SENFRABELERNIES K BERETREHERE
FREFELENBREERREYEEHTERAE Windows EREHE, SrecSEL AR KIIEE
FHELRH Windows & &

VDIsFTE AR RE
MRS HENTE Admin Ul RREREERE | ETAER HALERRM K,

SZUHRE  AREREHTER LN ABNRE  UBRTESRMANHN, A0S A HY
%71 Amazon CloudWatch BS$BHEMBE | i Q2R AKA BRHANSHERR—DHHRBE
Ao

LT REEERNEERR,
- EAK AMIID EEMAKEMR , E RES T &,

S| EMEESHEELZSAK , A Amazon Machine Image (AMI) aﬁFﬁ%E’Ji‘EE@%ﬁ B TE, #1T

EBE LA BEERES | Bl /Toot/bootstrap/logs/ Linux ${TMEEE , ATeE St HEANERE

aﬂo # AWS Marketplace HUSH AMIs ID AgEE £ A RES S EHTEE., E1F3%Eiﬁﬂ%‘:ﬁlfiﬁﬁ?’n
A&,

« €857 AMI BB Windows ERKEHTREER , TEHTEAEER/ETR.
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RIETERR , B Amazon EC2 HITRIEBRBIE , FAEERESHENT K. NREERENESR
KEHMTEREIL AMI, A&RME AMI GEMHREHER  YEREALREBERRB S —EERKT ,
AERAEERESBIEEMNERSEATEE LT,

HEREELREE , FECRAREL AMINRBERKEATER L , LEES 5 5B PowerShell
WERE , ARHMTTHEGT

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

ARBIEHTEREILTN AMI, BRI SUERF AMI REMKRBHE T ERRBINERS
Ho, IR , BUTUERFMERENHTER LBTHRNSG T , YENBBUTERUE EE
BRRETFEER  EELRREHRN AMI BB S —BERKEE  #EBOERMEENEE,

BB % , VDIsEHE A SEERARRE
AREMREIRE 1 . TERREN BERANEESTRE POSIX FAERE,

METHNRBIRIL , EF LR E R ERE
1. EBBM RES WA A 2024.01 HEFRA,
2. 588 RES # B , 9 BMEnableLdapIDMappingi&EA Trueo

3. £ RES #EBHEHBEENEIRBRRMAR RES 2024.01 ZHIMRA , RELETIREFFEH ,
7% EnableLdapIDMappingi&E4A False,

RS ER - MR BERREPNEAE B &%,

1. SSM EBEEESFTH,

cd /home.

ls- BIHBEREB/ASFEAEEBEE , HlW adminl, admin2.. %,

MBRE & sudo rm -r 'dir_name', &R ssm-user M ec2-user B #,
WMREAECEASEFN env , BFREAEN DDB ERXRMBRFEAEN (BEEEIRN),

& AD B - E#EEEE Amazon EC2 sudo /opt/idea/python/3.9.16/bin/
resctl ldap sync-from-ad¥#i17,

7. ¥t RES #8E L Error MREEEHFRE VDI #1T{EE. 58 VDI 8EKRHN 20 pERAERE
Ready #R&&,

o g bk~ w b
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FE Bt SR TE T AT

T
+ Amazon EC2 #1TEEBEEXTE AP EEBE REKILE
» vdc-controller SI1TEEEIEE@IRT , RAE LA AD/eVDI iR R AP| BERERE XK

- REEEE BT ERE  ERTRURE THERS

+ cluster-manager Amazon CloudWatch H&E# T~ "<user-home-init> R E i EEFEH, EESEER
ERS, (HAPIRFRFERAEER)

« BAK Windows REET "EHNIRFEEMH. FAAENEERES"
« S\E/EF AD #HEERY DHCP ;EZIEMEE
« Firefox $8§38 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Amazon EC2 MI{THEBEF AP EEEREKLE

MRERREHITEERE Amazon EC2 TR ATFERBIRACKILE , RRAREEERAE , WHUR
RERREATEREE, UTRYUEFRRN G E.

R vdc-controller 1TIERETE Amazon EC2 £ AP RERRKR LIRS  EURERHRTERNME
’f“ﬁ)’ﬁﬂlo RES HENRZEEESR , HAEZEIEREE Amazon EC2 #M'_I{IE-E’J |IAM 77 B2
BRI —EB% . R vdc-controller IEFEfEIR , B CloudWatch BB EHHE THIEEEE , FERWAER
W *IETJE*%EEO AAER  WEEEERTHES

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

L #EE8RY Amazon CloudWatch BEssA B TR :

An error occurred (AccessDeniedException) when calling the GetSecretValue

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
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arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5W9SPUXF@8IB-F1sNRv
because no identity-based policy allows the secretsmanager:GetSecretValue action

#E Amazon EC2 #i1TE# ELHER , YRS LREE,

vdc-controller #{TEREERBIRT , AAEEMA AD/eVDI B R AP| E/EiRER
B

R eVDI BEEFERERERY , ASEREREERHERTIERB,

Modules ©

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets
Global Settings global-settings @Coﬂfg © Deployed (© Not Applicable

Cluster cluster 2023.10b1 @Stem © Deployed ® Not Applicable e default
Metrics & Monitoring metrics 2023.10b1 ®5t€C< @® Deployed ( Not Applicable e default
Directory Service directoryservice 2023.10b1 ®5tac< ® Deployed © Not Applicable » default
Identity Provider identity-provider 2023.10b1 @Stem ® Deployed (© Not Applicable ¢ default
Analytics analytics 2023.10b1 ®5tec< © Deployed © Not Applicable « default
Shared Storage shared-storage 2023.10b1 ®5tac< @ Deployed (® Not Applicable s default
Cluster Manager cluster-manager 2023.10b1 @f«pp © Deployed © Healthy e default
evDI vdc 2023.10b1 © Deployed ® Failed o default
Bastion Host bastion-host 2023.10b1 ®@ Deployed ® Not Applicable ¢ default

EEEBRT , REN—RBRECEEFTEEEES CloudWatch HFf. ( SHREBA HWAFEH<env-

name>/cluster-manager, )
Al RERY )RR -

- MRAFEEXF Insufficient permissions , BERER res HBEFIZHA ServiceAccount

ERAERBHTIER,
AESITHA :
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https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
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Insufficient permissions to modify computer account:

CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

Q00020E7: AtrErr: DSID-03153943, #1: 0: Q00020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 3@ seconds

BAI LA SecretsManager =2 & 17H RES E B RMM ServiceAccount EFREEZHE. &
Secrets Manager F SR EHENWE K ARBEHIMAT, IREAEZBIERE , FE2ER
B EHRBRE, RIEBNEEEEERN vdc-controller H1TERE ., FHNHITEEGEABER
RE,

MREFEAERENASBEREEEINER , FAERBHLER "ServiceAccounts » MR
82 RES HifE#% DisableADJoin B EFREA False , FEE ServiceAccounty EREEEE
AD R EMWHFNETA,

- NBEFEANEHAESZBER , BEEZFSEXFE Invalid credentials , Blf&Eg A B B8 7] fE 6
2B,

BESATEH

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],

'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

B LAUEIBFEXFE Secrets Manager £ &P ERBBNMWE |, BREERI env HiBWANE
05, BEUHE (B8 <env_name>directoryserviceServiceAccountPassword) , A%KIE
BRI F,

MEBBPNBBTER  FEEREUEFTHETNE. RLBTHNEEEESHM vde-
controller #{TERE . FMBTERKEEAENNEE , LEABEMREE,

MRFIGER , ATRER 2 ELR Active Directory FHI RIS 2BHI, BAEFEEER Active Directory
FRREE  RBREFWR, B LA Directory Service =32 A 1E Active Directory FERFEHEHN
B

1. BEBEEWB% D

2. BEHE. ERFEAEEE  ARGEAEAEEE (Bl "ServiceAccount") M E B IER &K
3. RMBREMNBIBEENNEBIBTRE , FEHER Secret Manager WEHREMZN ( Hl0

<env_name>directoryserviceServiceAccountPassword,
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4. RIFERNHEEEE S M vde-controller M 1TEEE, HMITEEASEABEMREE,

mMETREBRLTRERK  ERTEHRETHNNBFESR

WREERREE YR FEAEIRFE AD RS HENEEEE, IRHBRALEE K BREEEEE
B Amazon CloudWatch BB 2B A2 "<user-home-init> account not available
yet. waiting for user to be synced) , HEREEEHEEHERET,

cluster-manager Amazon CloudWatch HFERER " <user-home-init> tR P 5 &L E A
FEFFEAERDLS) (EFIRFRERAEESR)

SQS FfTHE KR A FEERERF , RATCELIEFHERSE, ERECRAERSHERERER
NEERRMER , FERLEXR.

EEIEFERERFHVFERTEER RES KRIEFERE AD £FAH, #ia0 , £ BIRES RERBIUFFEAN
ServiceAccountCredentialsSecretArn 28 A2 EFEMNE.
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BEAR Windows RE#ETR " EHIRFEFH. FRAENEER"

CORP\admin

Your account has been disabled. Please see your system administrator.

NMREREREZZAHENET , EARRTEAEREER SSO MUEAR , EHEEHYH RES BREMN
AD H{£A,

MREMAERFESE AD H/5H , Al SSO BAEE XK,

S\EB/& F AD #ERERY DHCP 1EIE[ERE

WMBREIE"The connection has been closed. Transport error"#§ RES EEfZECH
Active Directory &8t F BB 25 Windows E#E S HEAVEEER , BEME dcv-connection-gateway
Amazon CloudWatch BF#FREEELUNTHAR :

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Error in websocket
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connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

MBLEHEE DM VPC B DHCP BIAM AD BEEHIE  MEE .

1. #& AmazonProvidedDNS 718 & /{31332 &1 15 IPs,
2. BB B BEREAS ec2.internal,

ERBURES, WRRELAMERE , Windows REEAKIRMERIER | KA RES/DCV 881K

ip-10-0-x-xx.ec2.internal hostname,

Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS

Firefox #5838 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

EIREA Firefox Web BIESSEE K ELERERINEREZEE b TeEE2EZ
MOZILLA_PKIX_ERROR_REQUIRED_TLS FEATURE_MISSING $538sA 2888,

\\
%

R 2 RES Web AR E £ A TLS + Stapling On &% , 1B R £ Stapling Validation EIfE ( &
https : //https://support.mozilla.org/en-US/questions/1372483,

IEA LA BB T 538 RIS IE LI RE : https : //https://really-simple-ssl.com/
mozilla_pkix_error_required_tls_feature_missing,

Env il B&

E
+ res-xxx-cluster 2R "DELETE_FAILED, iRiE , BELZF MR , KA 'AEENSELE
£, 8E&R

u&% E TR
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M T Studio ERERER
- T#H VDI B

« & Linux EC2 BIfTEB TH A

« # Windows EC2 #/TEB T&HAF

« & WaitCondition #5758 ECS A&

res-xxx-cluster & E R "DELETE_FAILED, & K BEZ:FEHMER A6 KA "ARE
WMHEERET, R

WRIETE SR "res-xxx-cluster" #EFE A "DELETE_FAILED" AR&E , HEEZFEIMIER , BRIUFIT T
SRS E MIBR,

MREBFHBER "DELETE_FAILED, MRE  FEEXFESHEMER. ©RESEL —EHES
B, MR R, BIF MIER.
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Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

BRx , BMEERIBRAALERHERER  BNTREFINASRENEZERENER, TEEBRT ,
AENFBERMA "ERENER. , AREEMER.

B e e E D E L BEEE8 Role: arn:aws:iam::... is Invalid or cannot be assumed
Env B
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[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

EXRTHERHERAENACSEER R LMIR, FEHRLEE  FERACHERE, IE IAM X
BE  YEANTRANZSBRIEFZEBHAR , TR :

. SHEETNERER | BE AWS R,
o STYIEHAZEM , 7f TUse cases for other AWS servicesi®# CloudFormation,

IAM > Roles > Create role
: Select trusted entity e
Select trusted entity

Trusted entity type

O AWS service AWS account Web icentity

SAML 2.0 federation Gustom trust policy

Use case
Alow an AWS senvice like EC
Common use cases
EC2
Lambda

Use cases for other AWS services:
CloudFormation

© CloudFormation

BET—F., FHXRMAER AWSCloudFormationFullAccess' M 'AdministratorAccess' &
i, BHNREAERERREZXWTAR
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Name, review, and create

Role details

Role name

173289361

Description

Allows CloudFormation to create and manage AWS stacks and resources on your behalf.

Step 1: Select trusted entities

Step 2: Add permissions

Permissions policy summary

Policy name ' Type

AWSCloudFor AWS managed

AdministratorAccess AWS managed - job function

A®IEME CloudFormation T2 AW MIERHER, EREERZAUERIABEZMERE. &% , AE
IAM EZ2 A8 I MBREELNBE,

R EC2 TZAE A EC2 #1T{HEE

. BMBELIERBEAELER Linux EC2 #1TEE.

o FBMKEBRIELIERE ALK Windows EC2 #1TERE., AREFE Windows PowerShell LA {T{E{ a5
AL
T o

WEERREEM A

1. Cluster-manager : ff TV EMBEEEESN AR , UHEEERR,
a. R B CloudWatch AFE#E WFTHE His<env-name>/cluster-manager,
b. <env-name>-cluster-manager EC2 #i1T{El#8 L /root/bootstrap/logsH# FTHIFTE

B, BEAEHRAERY " EC2 TEAZ A EC2 BT EER MViER , UBEALHNHITE

o

Env B
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2. Vdc-controller : & 54z EH18 vdc-controller W B , WS HEREZTER,
a. R B CloudWatch R & # BFTE BiS<env-name>/vdc-controller,

b. <env-name>-vdc-controller EC2 #{T{E# L /root/bootstrap/logs B # THIFTHE H
. BEAEMEN "R EC2 EEAFEAEC2 HTHEE, EET WIER , UBEALWHITHE
e,

BRIEHFRNEP—ESERER € Linux EC2 HTER THHF —HPRIER, KEEBEEREH
TERERE.

Y £ VDI B
B ¥ FERY Amazon EC2 #h1T{EEE
MBFEAELL TR B VDIVDI1 , Amazon EC2 At T ERYUELBIEA

<env-name>-VDIl-<user name>,
I £ Linux VDI B

REBZAREIBAEE " Amazon EC2 A X A EC2 HTEE, hEENIER , & Amazon EC2 £#
BEAYEEN Amazon EC2 #1T{EEE., H/S VDI Amazon EC2 #{T{E# L /root/bootstrap/
logs# /var/log/dcv/B & THIFTE B,

MEBAFNER—ELZEZREAFZLEE 3, REXZXETHEFR. Bt , BALMKB TSR ,
w—EESIEBFMERR , RELEEH :
1. SBIKBT 5SS |, £ /root/bootstrap/logs B & T# & dev B :

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2. B BB T —EHENSBTE VDI BHiE , TEHAR.
I €€ Windows VDI B

REBAEHE T{ Amazon EC2 AR A EC2 #TEE. PEZMETR , # Amazon EC2 £
BAEEAHEN Amazon EC2 #1788, £ VDI EC2 #{T{EEM $env:SystemDrive\Users
\Administrator\RES\Bootstrap\Log\ B & FEBFTE B,

MEHERNER-ELEZREEM LES S3, ARKBETHEM. EEHTUER  FERT—
EHHHALSER - TH VDI B
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T# VDI B

1. ¥ VDI EC2 #11T{E# IAM S & LLRFF S3 FEL.

2. BIff EC2 =24 , RZRBIUEH VDI #1TEE

3. ERHIEFERANIAM &,

4. EFEHFUTHANERNFTBRERS | BEEEBER | ARIER AmazonS3FullAccess I
8

5. BIEFIEI T LUEEKBUR,

6. Z#& , BIFEW VDI EE  MRTHITRTHAR. KEBRBERIATERERE,

a. & Linux EC2 #1TEE T HF BRAR Linux.
b. & Windows EC2 #1T{E & T = H & B A M Windows #
7. B#  REASCEUBKANazonS3FullAccessBEK,

(@ Note
FiE VDIs #{EAHERE IAM &€ , <env-name>-vdc-host-role-<region>

#& Linux EC2 /TR TH AE
ABERPTHEFZN EC2 B1THEE  ¥BTTH s , SFAEHFELEE 3 FHFEITHE -

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz
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2% FHESIEERE  ERNEBA WRAEIHE , <environment_name>-cluster-<region>-
<aws_account_number>fA% T LA EE<module_name>_logs.tar.gziER

qup
>

£ Windows EC2 #1T{E# & H

ABERPTEH AN EC2 HITER , XHT TS , BATE AR LEE S3 RFFE

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

2% FEEESIEEA  ENEHEA WREEFEIE , <environment_name>-cluster-<region>-
<aws_account_number>fA% FH % H EE<module_name>_logs.zipMIE=R

g & WaitCondition £3589 ECS Hit

1. BEESFBAEER  RRENERRSIER.

2. RBAEPE - ResearchAndEngineeringStudio -~ R —» £ — CreateTaskDef -
CreateContainer » LogGroup , R #&#EE A &4 LR CloudWatch A&,

3. frit BESEHE P EEEH A B,

REIRIR

ES- ]

RERIR 242



WFRE TR Studio EREER
- RESIRUENS I BEFRERLETHERIEEARR
- REIHEE keycloak FEEIEE

RESITREEN S DBEFREBETHREZARR
il

NREERABALERES S RHEEN T D RIFHBRFKE THFEHNER)  SNRBTEZBH,
EAURLERU FOBRANERENER , LT LREM Active Directory IRIFIRF o

=R

1. EEHREZEAEPERMEHENRBEIRSZE,
2. 1 Secrets Manager PEFRBEIRFZE , UAFSEBE LEW ANERE

- EAR Keycloak #& : PasswordSecret-...-RESExternal-...-DirectoryService-... & ELH#R
Microsoft Active Directory B9 215

« for RES : res-ServiceAccountPassword-... with Description : Active Directory Service tRF %
1]

3. BIEEC2 FEAWKRIIBEETEESHITHEE., Auto Scaling RAIEEBBEFATEERNIE,

REIHEBR keycloak HELIEE
G =8

WMRIEM keycloak ARFREH , AELEMMBAMKE , BUTERN IP CRE K EWEEHR
keycloak I - RES A Q#BULK & A REEZH AR FERRETAHAAMRE,

=R

BEEMBRBEENERRIE , WEFHIE Keycloak B | 4§ Keycloak BEREZEHEMER T, FERE
IN{EZ %

1. BIfE Cloudformation, ZMEZEEIREE EIMELE keycloak HHEHHE

« <env-name>-RESSsoKeycloak-<random characters> ( & 1)

Sl
&
Pl
i
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<env-name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-* (Stack2)

2. fHBR Stack1, MRRFRTSEMBREAMMESR | FHERERMREARESR,
BEHESTLMBR,

3. U TH RES SSO Keycloak 3 & & Z<https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/
res/res_demo_env/assets/res-sso-keycloak.yaml,

4. FHECRBREEZSMENSHETFHIIBLHEE, 7 CloudFormation EEAEHEE , FER
AR IHE - FRAMER (B ) - BEREEA > LEHXER, EHECRHBREEERE
W ABEALENSE, BRI LUEIBEE CloudFormation 1248 ENEERRM LRI TS B ES|E
B, K ECHBRHVEEBISRELH A, FREREESHE,. SREVHGSHFTESRREESH,

5 HBHBR 6 FHNRENTEHIAFER, SUlECHSHENHERSIEREDRE
ApplicationUrl,

2 ZN[E =

+ 2024.x B HEE

(2024.12 1 2024.12.01) FFf# Cognito £ & IF 34+ Regex K

(2024.12.01 RERRZA ) FEAEHFTREERZE VDI 3R A BE R

(2024.12 1 2024.12.01) Active Directory i fi & 5% SSH F|E 2 X #

(2024.10) $H¥IIPB1EMERE VPCs 1 RES IRHE , VDI BHENZ 1L i

(2024.10 RERIRAR ) FERE) VDI for Graphic 1858 Y 1T {E B SE 7Y

(2024.08) EfHERERHE AMI KB

(2024.08) ER S HE L HBEARHFITE ARN M BT FEMNEI/E A Amazon S3 7T
(2024.06) & AD BHHEE B O SZ=KE , EARBAK

(2024.06 RE R/ ) AD BFHBKELSZE RES WEHHEKE

(2024.06 RE R A ) CVE-2024-6387, RegreSSHion, RHEL9 &1 Ubuntu VDIsH i Z £ J®E
(2024.04-2024.04.02) LK IAM FFRI R BRKREHEE VDI BT EENAE

(2024.04.02 R ERHRZA ) ap-southeast-2 ( EF ) HH Windows NVIDIA 417 18 88 £ R E
(2024.04 F1 2024.04.01) GovCloud F#J RES MR kB

(2024.04 - 2024.04.02) EF B , Linux ERSE A FE T#E. RE

2 HIREE 244
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+ (2024.04.02 REERA ) #ERFS SAMAccountName BB S AXBEZRIEHKF M AD £
=)

* (2024.04.02 REERAE ) ARTHESZTHNAESHBEN

2024 .x EHIEE

(2024.12 F1 2024.12.01) ¥ Cognito £ & K84 Regex kB
AR

MREEFHFER Web AOPBUFMEFEHFEIE "" B9 AWS Cognito EFE , i

<firstname>.<lastname>@<company>.com , EAEHEER , #§H Cognito EREEZBITHFEE

M regex B,

e Y
(® Invalid parameters: Username doesn't match the regex pattern Aa-z][-a-

z0-9_}{0,31}%. Username may only contain lower case ASCII letters (a-2),
numbers (0-9),and the following special characters: underscore (_), and hypen

(-).The maximum length of username is 32.
\ y,

W ERA RESREAENEFBHFEEDELEAERBMER. T8 , £ RES XENEE
Linux B{ThRAd  EF""HNEAEEBITE VDIs WEREAE, WS rEetEEERAEEBERBE
EFEHHFEPRNEM """, EEAEBBE RES Linux VDIs EBER,

ZRENRA
RES 2024.12 § 2024.12.01 kR
=R

1. #FITTFH@RSRTH 2024.12 cognito_sign_up_email_fix.patchhRsl 2024.12.01
hXcognito_sign_up_email_fix.patch® patch.py# , #& Bft<output-
directory>RZLETHBHEXNETHBNEHEXERNE K , 4 <environment-
name>HU{ A RES IREEMN B :

a. WisHREXEAR RES 2024.12 1 2024.12.01,
b. EHRERNIEDSBEE AWS CLI v2, Python 3.9.16 REFHIRA , LA Boto3,
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c. AEPE AWS RES MIRFMEEMFRE CLI , XRFREEFE A RES B 2 fFTEA S3 5F
A,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>
RES_VERSION=<res-version> # either 2024.12 or 2024.12.01

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/cognito_sign_up_email_fix.patch --output
${OUTPUT_DIRECTORY}/cognito_sign_up_email_fix.patch

2. BEEFTHEMAEXESTRIASHEARRNB K, FTTIEHEXNST !

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --
res-version ${RES_VERSION} --module cluster-manager --patch ${OUTPUT_DIRECTORY}/
cognito_sign_up_email_fix.patch

3. REMIRIZEHE Cluster Manager #{TEE, S A LA Amazon EC2 BE X1 AK LE#HIT
g8,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. WEUEE HENBBDEREETE , LUBTE Cluster Manager #1117 {E8ARRE<RES-
EnvironmentName>-cluster-manager-asqg. FE¥#/TEE KIS,

(2024.12.01 REE/RA ) FHBTBIEERZE VDI kIR ARHBRFER

SRR IR
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ERERBTAOPMGBEEBEBINIERE S M RES B |, CertificateRenewalNode #EE R EH
B VDI ERW TLS B , WHE R TH$EER/var/log/user-data.log :

{

"type": "urn:ietf:params:acme:error:unauthorized",

"detail": "Error finalizing order :: OCSP must-staple extension is no longer
available: see https://letsencrypt.org/2024/12/05/ending-ocsp",

"status": 403

At , E&7E RES Web A OBILFIELEE VDIs iF |, iE2EZ
(net: :ERR_CERT_DATE_INVALIDChrome) &% Error code:
SSL_ERROR_BAD_CERT_DOMAIN(FireFox) By§&E5,

ZEENRAK
2024.12.01 RE R

=

1. BEZTEC2 X#hH. NRELA WHT(AECertificateRenewalNode- , FHiRIEFIT(HEE,

2. BEZE Lambda 25, B A Z Lambda HEWWRHKRERTE-
CertificateRenewallLambda-. #AIEMR 8917 , . /acme.sh --issue --dns dns_aws
--ocsp-must-staple --keylength 40963 #BR--ocsp-must-staples| &,

3. ENMBYFEEABEELEN

4., ZEFEHBEE Lambda HE : FREAERSIER  ARBRECIE. THEEHEANBA., EEX
SEYVRH EC2 H1T{ER |, LLEH Secret Manager R HYEE M PrivateKey W%, WBREHE |
BT EREBEEKL,

5. #RIEBEAM dev-gateway HIT{EEE : <env-name>-vdc-gatewayWEF BB ERFHE S BHHNE
MHETEE,

SRR AN E A

Let's Encrypt #$H 2025 F# 3R OCSP X8, #2025 F 1 A 30 HBMA , BRIEFBRIRE LA S %17
‘FE OCSP XEHAILMEMANEE , BH OCSP XEHERERSES LK., MEFHMAEHN A6 BB
https://letsencrypt.org/2024/12/05/ending-ocsp/ : //.
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(2024.12 1 2024.12.01) Active Directory A #& &% SSH F|E 2

SRR

Active Directory fE i & EHK# RES Web AOMUENIE REREEETHEF K SNBFTEIENSE

=0
Ezl—-"\o

HRRDREEY  EEE2TH EHITH Python BARXEERE) SSSD R#. Rt , AD ERAEY
#%%\I L*%H y ﬁ;ﬁ%ko

ZRHENRAE
2024.12 1 2024.12.01

=R

1. REC2ERAEREZEBTHYITER

2. 7£ IDEA_CLUSTER_NAME T#®#/etc/environment ¥ ¥i¥ environment_name=<res-
environment-name> {EAH1T.

3. EBITEBLHIT TGS :

source /etc/environment
sudo service supervisord restart
sudo systemctl restart supervisord

4. FEKIR RES Web AOMUNETR , ERBREREESEH,

(2024.10) ¥ EPEE MBS VPCs FHY RES IRIE , VDI BEME LEHER
R

£ 2024.10 RES x4+ , ERARE —REFEK VDIs BEFLE, WREAERKERE - ARaE > T#E
B FR AR E o

TEEREE VPCs FHY RES RIFEB A XE VDI HBF L,

ZHENRAE
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2024.10
=g

RPBEEEREBSEEERRRAFWIEE, TiB , HATLE RES REFRFHE LB ERE
VPCsH #J VDlIs,

(202410 RERMA ) #ERE VDI for Graphic @R HTEEER
SEER IR

EER LR TEEER (g4, g5) LRXE) Amazon Linux 2 - x86_64, RHEL 8 - x86_64 = RHEL 9
x86_64 VDI B , T AR FEMEMRE. ERTHTERKETREAN "Rk, REE , BA4ER
FH.

ERRAR X Server HZAHEHTER L ERIATERL. EALBHERNR K BMNLRBEEELHT
B R B R E X/ NEME 50gb , UBRERHNZEE L ERATBHEMKM,

REENRA
PiE RES 2024.10 R E RHRA,
=

1. & patch.py # graphic_enhanced_instance_types_fix.patch , & 2# Btff<output-
directory>RLETHBHEANESTHBNBESHEXERWE S , A <environment -
name>EBIX A TGS HH RES REER

a. IBAENEERARN RES 2024.10,
b. EHRENIETHEE AWS CLI v2, Python 3.9.16 EFThRZA , SLK Boto3,

c. AEPE AWS RES MIRFMEEMERE CLI , XEFREEBFE A RES B 2 fFTEA S3 5F
CIB

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

2024.x BHRERE 249


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.10/patch_scripts/patch.py
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#5EEE T2 Studio EREER

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch --
output ${OUTPUT_DIRECTORY}/graphic_enhanced_instance_types_fix.patch

2. BESFTHEHEAESHNEHEERNEHZ, BT TIEHERGT

\

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.10 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
graphic_enhanced_instance_types_fix.patch

3. FERILREMNERKEMEEZ (vdc-controller) #ATER , FHT T aH , BRURERKH RES
REAHE,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. HEEZBHREAS NWEEBEE<RES-EnvironmentName>-vdc-extEEEER , BREFHIITHE
B, BMREELAEFIATERIMNEMHREEEEVESR 50GB NREEZEM.

(2024.08) EfmE MR E AMI KB
R

BRI SR X S 18 R EA EC2 Image Builder 24 AMIs B | ZERFE XK , BT
THISERAL

CmdExecution: [ERROR] Command execution has resulted in an error

ERRANHHREENBEREERPIER,
ZRENRA

2024 F 8 A
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=R

B FH EC2 Image Builder B :
( MRERRD RES MITRIBEER AMISTEERBLTHER )

1. TEEFHHW res-infra-dependencies.tar.gz &%,
2. FEBMECRFM BT L%E Amazon Machine Image AMIs) F1 5| By 5 BB,

EEMFEHLEH EC2 Image Builder &R :
( MREE R RES #ITERER AMISTEERUTIER )

TEEFHH res-infra-dependencies.tar.gz xR,

BEZ EC2 Image Builder - Tt » #&— T A %1% RES AMIsTT#f.

EEEAR A - DownloadRESInstallScripts 5B - @A - R T/ HE S3 LB,

LEEIN S3HUETSEMEANEKMEER , FELERRRAE —ESRPTEHNER,

A

(2024.08) EREHEELHIBETRFBEEITE ARN MBFTFEWEEVE A Amazon S3
AT

R AR
W5E M ITHE Studio 2024.08 EE AR FATRE ARN (B ) MBETFE (EREBAEREBNEA

ELZB) B EZEEBREEERRE (VDlarn:aws:s3: : :example-bucket) #117{HEE HHEHE
BUBE A S3 AT EE,

TR EEENHEFrBERaRE

- EERTITR

- EEFEMAMEIT® ARN (Bl arn:aws:s3:::example-bucket/example-folder-
prefix) B FE (EXERIEREBACEAEER ) —HBoNBENEARTIE

- BEERFAEFIR ARN BER2EHTFENBENE ARFITR

#iZ VDI F{TER R , &% S3 MEFFENEEHHE KBTS HAMEITE, A VDI LAY
HESKEFE  BESKAZ BTS2 FrBNBETAR. ERERRRHEEREAB K
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i¥ , Permission denied, unable to write a filef$E€EEEE  ARRATBIS LESD
HHEM S3 R1FTE

1. BETHBHENESHBNEHERENER (patch.py M
s3_mount_custom_prefix_fix.patch), B#IT T3+ , <output-directory>#§ E{L
AEETHEHEXESHNESHENERNB & , 1§ <environment-name>E{X A RES IR
BEHER

a. BHEXEERAR RES 2024.08,
b. SRHERIESEEE AWS CLIv2, Python 3.9.16 REHARA , LUK Boto3,

c. AIEE RES WIRFMEERE AWS CLI , WHE{REHES Amazon S3 EA RES B 2 F
BB AVET I,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

2. BEETHEMEAESRISHEAERNEHK, JTTIEHEXNDT !

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
s3_mount_custom_prefix_fix.patch

3. FERITRBENEBRSEESES (vde-controller) BT , BT TGS, (BEEFE—HE
SEBHISENVIRONMENT_NAMEZ BIERE A RES IRENERE, )

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
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Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note
¥RFE VPC RE , MBEEAKEEM , BI¥ M <RES-EnvironmentName>-vdc-
custom-credential-broker-lambdai®l , FIE 4 Environment variablefEH
#9 & FBAWS_STS_REGIONAL_ENDPOINTSHIMER %1 regional., WMEFMEN , 52
B2t VPC ZPE/ Amazon S3 fEFETEE &£ IR1E 4,

4. LEZBEREMN BEBB<RES-EnvironmentName>-vdc-extiBERERF % K BEERBTHN
VDIs , EiEEC ERHBIRFETE ARN BTN ERE A S3 f#IFirE,

(2024.06) & AD FHEBBOESZRE , EARBAREK
sk
MR AD BEEZBP IR , RES 2024.06 £E2E F Rl iRASHY R IR,

£ AD AL HIE , #EEE S CloudWatch Bi# ( FE<environment-name>/cluster-manager H
WHEAET ) BEETHERE

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20%}:(user]|group)$

RES RE#ZNETHERNFESRE , MR

- TERETENEMAE ASCII F&, BF. BT (). G () MERL ()
o RAFFRITHR (-) MASE—EFT

° quz:ﬂ%ﬁ? o

/

ZRENRA
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2024.06

=R

1. BETHEHEIIESBNEHERNER (patch.py M groupname_regex.patch) , FEHIIT T 568

A
y

<output-directory># BMXAZLERBERERWE & , XAE <environment-name>EX

# RES IRIEMER :

EREXEERARN RES 2024.06
BHERIESBEE AWS CLI v2, Python 3.9.16 REHARA , LK Boto3,

AERE AWS RES WIRFMEFERE CLI , YEREZEEEA RES B2 HETEM S3 FF
1S

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. BEEFTHEMEXESRIASHEARRNE K, JTTIEHEXNDT !

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. EEEWREEIREM Cluster Manager B1TEIEE , AT F A+ : BHEA K Amazon EC2
EEFEAKRILEHITERE.

INSTANCE_ID=$(aws ec2 describe-instances \

--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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® Note

EMREA L AD BHESBIERNNE ASCI 28, BF, BRITH (). I (). KL () M@
RENMM 15 30 2EHZ

(2024.06 R ERMA ) AD RFHEAREZDSE RES WEHEKE
R
R GroupOU £& UserOU [ , BN ENREEEH#ESLS = RES,

RES £ ERE AD BB L R HEREI |dapsearch BHE R4, BRI EHZRIRET ERMGE
A UserOU 8%, MT =& GroupOU 28, FREESE&LEETMAFERAE. HITARSR4ERE
UsersOU #1 GroupOU F R ITER .

ZEENRAE

P RES 2024.06 kX5 & fR A
=g

R T P BRI BRI RE

1. BEETH patch.py $58 group_member_sync_bug_fix.patch &3 , FE#IT T Hd
T, <output-directory># BRXALETHERNABBE & , WiAE <res_version>BXA
IREIEIEM RES MRS :

(® Note

- EHRENIESHEE AWS CLI v2, Python 3.9.16 REHIRA , LA% Boto3,

. AE2 AWS RES WIEFMEHRE CLI , UHFHAESEA RES By 2 EFTEN
S3 &,

o SR EXE RES 2024.04.02 A 2024.06 hx. HREFEANZ 2024.04 =
2024.04.01 , S&ALLETE AN BIXZEMRAER , THIREEHNA 2024.04.02 ,
REBEREMHREN,

« RES hx7< : RES 2024.04.02
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BEHRERN TEER : 2024.04.02_group_member_sync_bug_fix.patch
+ RES lR7~ : RES 2024.06

BEHER TEIEL : 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

2. BEFTHEFAEIESBANSHEEANERNEE, HITTIEHERXNSTT , <environment-
name>#$ R B RES IRIER T

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PwWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. REENMMBLRENEEEESHTMER , FHT TGS :

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

2024.x BHRERE 256
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(2024.06 R E R ) CVE-2024-6387. RegreSSHion, RHEL9 F Ubuntu VDIsHHY
TR

SRERHEIR

OpenSSH fAlfR2EH B BI#E A regreSSHion B9 CVE-2024-6387, IR AT RARBNRHEREEHE
HEZRRSELHTESERNE , AF A OpenSSH #TREBANRKERBZERL,

BN RES , EEMHEREREETIREA SSHIEREH , MESETHFZNHREITLE, T8B , &M
£FfE RES MeAH A RHEL9 #1 Ubuntu2024 VDIs ( EsEEBERE ) REMTESR AMI (Amazon
Machine Image) A2 ZX2BEZEM OpenSSH M7,

ERTEAEN RHELY 1 Ubuntu2024 VDIs ATBARIA , EREBEZEFNEE T,
MEBMBOFMBES , FSHELE

ZHENRAK

8 RES 2024.06 MRS E RHRA,

=R

RHEL9 1 Ubuntu # B &t ¥ OpenSSH R 1THHEN , MEBEREMRE. EULEAFTESENE
HEBEERIUELEH,

MREHBAR RHELY 5 Ubuntu VDIs , B8 1E T 5 PATCH EXISTING VDIsSR. &EB#HK
W9 VDIs , BEZEE PATCH FUTURE VDIsiE R, ELIETRAMAHITIESE , EEH VDIs £
ERTEEN.

E#EEH VDIs
1. BT THGSRIEFBFIEEERN Ubuntu $1 RHELS VDIs :

a. BHEEXAESHHREE AWSCLIV2,

b. AT RES WIRFMEFHELE AWS CLI , IEREEFHEX AWS Systems Manager Run
Command B9 Systems Manager & ™,

aws ssm send-command \
--document-name "AWS-RunRemoteScript" \
--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \
--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
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https://nvd.nist.gov/vuln/detail/CVE-2024-6387
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patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

2. BAULERTHTEE LRBETHRETHIHAIT. BT rvELRHRIER , ENSHNG

w ID, YHERFTE#ITER IDs#EH SUCCESS AL

1EREARE VDIs

1. ZETHEBEIESENBSHERNER (hitps : //patch.py M update_openssh.patch) , 5%
TS , <output-directory>#§ BMRAZETHERMN B & , WA <environment-
name>Hi{{AB RES IRIEN B :

(® Note

- EEENEERARN RES 2024.06,
- BEHRENESHBEE AWS CLI v2, Python 3.9.16 REHFARA , LAK Boto3,

- BEE AWS RES WIREMEEFRE CLI B4 , ¥EREZEEEA RES TBRIUZREF
RTE%EI‘J 83 ﬁq:—.l-o

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/

releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. BITTIEHERST

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-

version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch

3. FEATIGSEHNMEARIREMN VDC EHIERHTHEE

INSTANCE_ID=$(aws ec2 describe-instances \
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--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important

H%B RES 2024.06 IR M EFH AT ZEE@BARRH VDIs, ZEEHE RESREFFAER
2024.06 YRR A ARRH VDIs , FBEEFEA T HIIE R4S RES IRBEFARE 2024.06 : EERA
E#.

(2024.04-2024.04.02) {R£HY IAM FFA] SRERREH S VDI STREEBHNAE
FiEE

ERSHTERBEREREREERNFTRRAERE, iEZ IAMPermissionBoundary S8 E&MEF T
RRRERIERPBEREBERAERNER,

R BRI
2024.04 - 2024.04.02
=

AIEBT ISR, AFF VDIs EFEEAIE MG E RN IR :

1. BFETRBHEIESHBNESHERXER (patch.py M
vdi_host_role_permission_boundary.patch) , 58#1T F 5@ % , <output-directory># B A
LERNERERNAHE 8%

a. EHENEERAR RES 2024.04.02, MREFERAMRZ 2024.04 5 2024.04.01 hix , B AT LA
ROBXHIHN S BETREZRAER |, RBEEHRA 2024.04.02,

b. EHRERNIEDSBEE AWS CLI v2, Python 3.9.16 REFHARA , LA Boto3,
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
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https://aws.amazon.com/sdk-for-python/
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c. AEPE AWS RES MIRFMEEMFRE CLI , XRFREEFE A RES B 2 fFTEA S3 5F
A,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY}/vdi_host_role_permission_boundary.patch

2. BEFTHEAFAEESBANSHEEAERNEE, ST TIEHERNSTT , <environment-
name>#§ R AEH RES IRIERH :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. #HITHH DU RES IRiE<environment-name>HWEZBEM , UEFBERIREDH cluster-
manager H1T{EE. B¢ Amazon EC2 BEE F A K I TERE,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 R EE/RA ) ap-southeast-2 ( EF ) FHY Windows NVIDIA $h1TEEE
SERRED

Ll
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Amazon Machine Image AMIs) AREEF S EMAEN RES FRENERSE (VDIs), B8 AMI HE=E
EEZAEAEE ID, £ RES HEREATE ap-southeast-2 ( EF ) FEE) Windows Nvidia 11T EER
AMI ID B BI T IERE,

EEHTEEEREami-0e19078939a996cafy AMI-ID §5551 57 ap-southeast-2 ( FH )
., ami-027cf6e71le2es442f4 FERXTAA AMI ID,

B ATEE ami-0e19018939a996caf AMI B EIE/TEEERS  FRHESWIITHIE,

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist

ERFERNSR , SEHHIERER .

. 7 ap-southeast-2 EigHZf& RES,
{5 Windows-NVIDIA TEZZEXBE#EE (AMI ID ami-0e190f8939a996caf) B ITIE R,

ZEEN R

P RES 2024.04.02 IR E R IR A E 25
oy

RES 2024.01.01 AR B3I T FIEMRIENE -

- EATIFREZEMFTNEREHSR
* AMIID : ami-027cf6e71le2e442f4
- EERH : Windows
- GPU ®i&™ : NVIDIA
- H&/ME #EFAR/ (GB) : 30
- &/ME RAM (GB) : 4
- EA BB H B RE Windows-NVIDIA #i1T{E#E

(2024.04 #1 2024.04.01) GovCloud F#y RES B 2k Bx

Bl
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£ RES MIBR THEFREHMA , UnprotectCognitoUserPoollLambda €% A& iEMIBRAY Cognito fif
AEEENMBRRE, Lambda #1T2H BEInstallerStateMachine,

HRE %M GovCloud AWS [EiF 2 BRI TR CLI RAZEE | Lambda F#update_user_pool H Y
&7 GovCloud EF k¥,

E MR GovCloud B HH RES I , FFEWEIT SR

Parameter validation failed: Unknown parameter in input: \"DeletionProtection
\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

ERERNLR

« £ GovCloud [Eig+ 22 RES
- MRk RES &

ZRENRAE

RES 2024.04 kix# 2024.04.01

=g

RES 2024.04 hix 28I T IR #EEHE

« BB UnprotectCognitoUserPool Lambda
- mABAEHl : <env-name>-InstallerTasksUnprotectCognitoUserPool-...
© BITHRRERE -> fmEE -> BHITHRE Python 3.11 -> 7,
- BB CloudFormation,
- MIBX RES # & -> RELZEZENEIR UNCHECKED -> Bk,

(2024.04 - 2024.04.02) EFRRENEF |, Linux ERSHE s FE "#E, R

[
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EFBRPRELCREFRBE , Linux ERKEEEFE "REL HRE,

EFEEITEER , AWS Systems Manager T E#TEMRH S REILFHH DCV TERK
Bt , m A vdc-controller CloudWatch B8 T3 BEFEALE ( £ <environment-name>/vdc/
controller CloudWatch BESEHET ) :

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

ZHENRA

2024.04 - 2024.04.02

oy

HEERFE "RE) MENERKE

1. € EC2 £#24 SSH EAREHITHEERE.

2. EHITEBLATTIGT

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-1linux/
configure_post_reboot.sh

sudo reboot

3. FRHYTHERBENKE.

BERLEFNERSEHNTIARNEE

1. BETHBHEIESHANESHERNER (patch.py M vdi_stuck_in_resuming_status.patch) , &
#ITT &S , <output-directory>i§ BMVALERNEERRNE &% :

(® Note

&#@EEN{EE AR RES 2024.04.02,
EHENIESBEE AWS CLIv2, Python 3.9.16 EFTARA , BAK% Boto3,

BB AWS RES fIEF FIEHERE CLI , YRFEEABA RES B 2 MiZH B
S3 #,
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OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. BEETEEFHENETHNSHEXERNE&. MITTIEHERXSGT , <environment-
name>i§ B AZH RES IRIERT |, WA <aws-region>EMXAEFE RES WIELT :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>
3. HEENMMEEREN VDC ZHZRAITHEE , FHT TS , <environment-name>i#§ B
REN RES IRIEEM .

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 REE/A ) #ERFH SAMAccountName BB EXREFBFIFHKRF T
#Y AD £ &

L]

SSO REZELM /%R (MfE AD @$BH ) , RES &ZERD AD A&, BEEES CloudWatch
H# ( f£<environment-name>/cluster-manager HEEHET ) £ AD IS HEETE T HIHEER -
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Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}$%)
. Do 1{23)[a-20-9. _1+(?<![_. 1)$

RES EAMWEREZEZAS TYERH SAMAccount FRERR :
- CREETE/NE ASCI FHB, 8F., 9% (). KL o

- ARBEETFTATFMAE—ELRE—BFT.

s EFREEEMEEBNABIESE (H ... . . _)e

S HEN MR

2024.04.02 B E R A

B

1. ZETHEHEXNIBSBNE@HERXER (patch.py # samaccountname_regex.patch) , FEHIT
T 585 , <output-directory>#§ R ALERBERNE & :

(@ Note

- BEEXEERR RES 2024.04.02,
- EHRERNIESHEE AWS CLI v2, Python 3.9.16 REFHARA , LA Boto3,

- BAEBE AWS RES Wtk FM[EIHERE CLI , YEREBEEFEA RES BU 2R FIFEMN
S3 &,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. BEZTHBSHEAESBNSHENERNE &, ST TIBSHEERXNSTS , <environment-
name>#% R ALK RES IRIERH :
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python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. BEEMBEEIIRIEM Cluster Manager #1788 , BFHIT T 58S , <environment-name>#§
BRAEHN RESIREZR, BB AILHE Amazon EC2 BEEE AKX IEHTERE,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \

--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 RERERA ) AREREEFHNILELBEN
G

EfFAETRLE MUY RES Web AORUFMER T M , SREXTER - ZTTHAET,
EEfETREN. EfREEAEATENSRETNESIHE  FNBITIER

Load key "<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

SHENRAK

2024.04.02 R E R A

=R

RPIZREMERA Chrome THEH® , RAKAERTIHE,

HE , TLLEBRE REEBMYHIT----- BEGIN PRIVATE KEY----- , REBRE IEEBMHITREHNE
NMEeBER----- END PRIVATE KEY----- o
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A Y n
T =

18 Amazon EC2 #{TERREFEM MR MR E RS (HKinkRE ) BE , UHEBZ A, LEAT
HEIEAEEEMBIELRE, B LIER AWS Systems Manager Session Manager , JER[# £
28 RDP WM1&L TiEiHE A Amazon EC2 #1T{E#E , M EE RDP &£, MRFEHANERIREE
FRi%1%#E , BIFEM Microsoft = Microsoft IRERLEHBERIKEEEAE CALs, ERERHABREN
RIFREFEAE CALs EERETEMES , XAFHA AWS 8% (H£H ) HAFRE., WEFBE
REBRABIZETEMEANZNERTHESRENES , F2E EREEENEE,

EFAEEABEAXHAINEFALETECHEILFTE, AXH . (a) EHBE | b) K&K AWS BRIWE
MERMER , THEEEEE JFAZTEH. #(c) AR AWS REKBL IR FMAAERR

&, M licensors. AWS products SIRIE =L TR, #H | TMEMRRE , XRTZE, IEM

FANGG , ERPARERET. HEF AWS WEENETEH AWS HEEH , ZAXHEFTBR t
&N AWS BEEF 2 BNEMHRE.

L HIHF3E R TF2 Studio AWS 24848 Apache Software Foundation $£#t#J Apache License 2.0 MR{&K
HEITRE,
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https://aws.amazon.com/windows/faq/#need-lm
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837

MEFHAEA

Date

2025 £ 3 A

2024 £12 B

2024 £ 10 A

2B GitHub f#FEF# CHANGELOG.md 2%,

-3:d

 EETHRZS 2025.03

MR —
- FREE.
- MIBREE.
« EAEDHERR.

CEENER —
- ERSMH.
. BREEHEE (AMIs).

« XXE RES Rif& AMls.

« REE.

« EXTE SSH fFHEX.

« Active Directory E25.

* BITARA 2024.12

HIEEE —

« Active Directory E25.

. BEAEH.
. BERRHESER.
- B2 SSH &R,

« ERTE Amazon Cognito EH&.

EE2FNER —
- IRESRR.

- RENE VPC (EA).

+ 2024.10 hi : ¥I8Y AIRE
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Date 285
- RIFAR.
- REHARER.
- EREZEAEBEEL.

2024 £ 8 A + 2024.08 Ky : #IEH HZE

* & Amazon S3 fEFETRBHEE Linux
Virtual Desktop Infrastructure (VDI) #117{&
B8, 5520 Amazon S3 FITE,

- BFIERHY , —EEaBFER  AF
BRI REACNMERTAR, B2E 5T
ABE.

- FREER: CRE BHIERER.

2024 £ 6 A * 2024.06 fix — Ubuntu X &, EXREFET
Al

- EREER T BYREIRE

2024 £ 4 A 2024.04 hix — RES Ri#& AMIsTIE R B E A

2024 £ 3 A HhF PR E B, CloudWatch Logs R&E. &
BREZFERBIRA

2024 F£ 2 A X 2024.01.01 — EF B &

2024 £ 1 A BEATRRA 2024.01

2023 £ 12 A E#718 GovCloud 7 8 F &4

2023 F 11 B AR RR A
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