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https://docs.aws.amazon.com/res/latest/ug/overview.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html
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https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/
https://aws.amazon.com/elasticloadbalancing/
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https://aws.amazon.com/vpc/
https://aws.amazon.com/cognito/
https://aws.amazon.com/efs/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/lambda/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/s3/
https://aws.amazon.com/s3/
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https://aws.amazon.com/kms/
https://aws.amazon.com/kms/
https://aws.amazon.com/secrets-manager/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/iam/
https://aws.amazon.com/iam/
https://aws.amazon.com/route53/
https://aws.amazon.com/sqs/
https://aws.amazon.com/sqs/
https://aws.amazon.com/sns/
https://aws.amazon.com/sns/
https://aws.amazon.com/fargate/
https://aws.amazon.com/fsx/
https://aws.amazon.com/fsx/netapp-ontap/
https://aws.amazon.com/fsx/netapp-ontap/
https://aws.amazon.com/certificate-manager/
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https://aws.amazon.com/backup/
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Al AR 2T HE T SSO,
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It CloudFormation 8 &% I/ Research and Engineering Studio FTEHI & JT#-
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TORIFRAF

e

« AWSIRF EREEEREREY
« B3 Amazon EC2 SSH £ ¥
- EINRKEEEE

AWSIRF FREBEFRER
BABEEER AWS IRF B EEBFERAEN

1. BB https://portal.aws.amazon.com/billing/signup.
2. REERLETRET
HoEMEFFEHPCRELEA , U EEFRER ARSI,

E8EEM BF AWSIRFE , AWSIRFREAEESRN . REAEFEFEIRFFHRE AWS Bk
¥ ANER, FARLREEY K FHEEFIERENGERE  YEEERAREAERUTEE
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#3 Amazon EC2 SSH £ ig¥

WMRIERE Amazon EC2 SSH £88% | AIEEEY —ELBY ., MEFMEA , 5528 (Amazon
EC2 ERAEEE) 9K EH Amazon EC2 By £88% ., Amazon EC2



https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
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- ASEE NAT RERYEM IP it BCEERE 5 RS F 8
- BEETAREEN NAT FiE# 5 EEMnE 10 @
* Amazon EC2
- #§ EC2-VPC %1% IPs ft 5 &% 10

AWS Bk FE EESE AWS RIGHVTEREEE , Lo ARE, RIEZSERYE , FRISERESNREE
HEEEN, BuLBERESEEERE K MEMEBARELES. MEFMENR , 552 Bthe section called
“BbE M AWS RIS BELEE",

BYERM@ASH

1. BAAWS EEX#EH W https : //https://console.aws.amazon.com/cloudformation FARX
CloudFormation E£# 4,

(® Note
AEEREEESRESP,

2. HE EREPRE X
3. HZET A WMELEREANSH 6 ARFEBR.

S FEE% Description
EnvironmentName <res-demo> Bt RESIRENH —F

|, Llres- B , REFH
BB 11 EFx , LT EA
REFH,

AdministratorEmail FEREEKRERBRENS
FEMH i, IR Active
Directory E— B A G X

BUERNEAASE 10


https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
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5
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@,
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d. HREEFEANMEERE  BACRERR K BASRENTESR  ARREERER.

3. EREAEERR A FHEENEE-BEAZARBUAFEURE.

BN BEEEHERE. ERALEEFEH KRN EnvironmentUrl R7ZE Ul , SiEE o[ AR E SR
BB E HESARMN URL, BIR1EALUERETE Active Directory 1k ERRBHNERENZRE

& A Research and Engineering Studio 3%,

IBEBRISR 11
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MBI BRI EE

AEEDEHNAR, Z2tt, XEEFHNEENEEENR , i#HBERE Research and Engineering
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Cost

LHW3EH TAE Studio AWS AIREMfEM , BRFA AWS TERABRKAMENERNE, NEFME
A, F2EAWS KEmMPH R,

(® Note
BEEEINHTHERSERN AWS RERAR,
RIFIEZBEEIR B EE AWS Cost Explorer |, AIFBIEERA, BRATEEE., WETR
HMENR RSB ERPEANSE AWS RENEEBRE,

ZE

MERZ2M AWS REEEBEIEF. 55 AWS BF |, BAUZHRNER P OMMBRERE  ELRE
EAmEREZEHRABHNEFIRMEES.

ZEMR AWS BECEBNARRE, AFEEEEAREERRERZEUNERTEM

- BiRNR 2N - AWS EEREJHE FHIT AWS BRBHERFTE AWS Elf, AWS LBERHAR
EANERE. FAWS ERAEEHRT , F=SRBRASSEHAENRIEMAN 2B, &
ETHBERR LWHRMIRE Studio WERFTE AWS |, FF2BAWS &H 8N RIBEE.

- BT et - ENEEEURREER AWS NIR®, SH4AHHMRREE  SF/RERIRE
. BRFNERNERERNER,

3
¢
8

EE 7RISR R EFEEEERZ Research and Engineering Studio FIfEF 89 AWS BRFE |
HERT BRENEZLEE, W1F AWS Z2HWFHEER , FSEAWS Eix 2414,

Cost 12


https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/security/
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IAM B &

AWS Identity and Access Management (IAM) B &1 ZEE Bl FEBEE N isiRkie EA9REM
EAE AWS Eif, WERSEY IAM A& , BFEMK AWS Lambda BEF Amazon EC2 #1718
B2 EFHERNFEE,

RES X IAM HWV B D EBE, BN A RESEEUBRREREEEHFTNFEIE, BEEERNE
EE®EH RES BEMWEBEF Active Directory PEV MEESREAENEREEE, NEFA
B3, 528 < AWS Identity and Access Management £ &#/) HIVEI IAM BUER,

AR EE S LUIEA Active Directory EEFEAEFN., ERKFEAEFR RES FAENTE
B¥ , RES €[ Amazon Cognito 1T & 72 B3

Security groups (Z £ &18)

hERPEYNZ2EEEERH MBS Lambda BB, EC2 #TEER. ERRM CSR HITERH
Eim VPN InRc BV RE, RMAZREREAZLHE  YENZERRATELE - SRHIF.

ERE

BIBEFEER , &£ AWS (RES) £H Research and Engineering Studio € F RES #E N £ INHRFEM
BRINEFER, 8 RES B , BT LUEE AWS KMS key, RES FRZHNEAERRETFEBE
B, MREREEFHENEEN AWS KMS key , AIE@FERAXSRNMBBETFER,

RES £/ SSL/TLS inH#EHFNEFER, RMPFETLS 1.2, BEREFEM TLS 1.3,
WERT BRENEZEEZEE

1% Research and Engineering Studio FIEARB 2 XM EZENFMEN , FERB TRPHES !

AWS R L £ B ARFS X E fR##E RES HHIEAF X

Amazon Elastic Compute Bty REERESRLE , FAHEM

Cloud EBNEXERRNERBHEERE
MERSEE,

Elastic Load Balancing B 28, EEEEEM VDI = #

eHEEHTEHIFERSH Auto
Scaling B+, ELB &

IAM £ £ 13


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security.html
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ERAEER

AWS BRI L £ &

Amazon Virtual Private Cloud

Amazon Cognito

Amazon Elastic File System

Amazon DynamoDB

AWS Systems Manager

AWS Lambda

Amazon CloudWatch

Amazon Simple Storage

Service

ilbr kil

B

X &

x&

AR#HE RES R EAA X

F#RE Web A QB E
RES E#AVRE,

BV ERTHHSEEN
VPC R &1,

EEERESSNG DR

. Active Directory FHES
BRETZE Amazon Cognito 5
EMEAE , BB FEER.

B /homeERBIEZF VDI
FHOERRRK , UREAN
HAEERRK

FRIAREES , fINERE.
B, BEX. ERRBENTH

O

aX E o

AT VDI TERREE SN
SR X

XEEmMYEE , flAEHR
DynamoDB &Rl &R HERE.
BX& Active Directory B T
R, UREHMFEBE,

IBHLPTH Amazon EC2 E#F0
Lambda BEMEERNEE H
Fie

FRAREMEIEMBERENE
AR A,



https://docs.aws.amazon.com/vpc/latest/userguide/security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/security.html
https://docs.aws.amazon.com/efs/latest/ug/security-considerations.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/security.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-security.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
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ERAEER

AWS BRI L £ &

AWS Key Management
Service

AWS Secrets Manager

AWS CloudFormation

AWS Identity and Access
Management

Amazon Route 53

Amazon Simple Queue

Service

Amazon Simple Notification

Service

AWS Fargate

Amazon FSx File Gateway

Amazon FSx for NetApp
ONTAP

AWS Certificate Manager

AR A
x &

x &

x &

x&

x&

x&

x&

x&

®H
®H

®H

AR#E RES REEAS K

FR#EE Amazon SQS {7

5, DynamoDB & ¥l &K
Amazon SNS FREHETFRREN
o

BRERFEEAERNRBEE
Active Directory 1 , A K&
VDIs WER#EBREH,

REERBOEPERE,
PR E BB Z BUB AR o

BYMBRE BB RN AE
BHTERNESTHRBER
o

BYEBTIAXEERSH
7o

X & VDI juttz B & ME] E
EER | Pl s 3R,

£/ Fargate (E#%& 8, FH
M ERIRIE

RENBHHERRL.
RENBHEHAERRL.

AENBITHEEELEFENE
o



https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-fargate.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/acm/latest/userguide/security.html
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AWS R Z £ &N RigE|A R RES FREA AR
AWS Backup 2/ % Amazon EC2 =##, X%
##£ A DynamoDB 12 {13 Ih
e,
gL
FRISELZE (B ARE) 2 AWS IREFHNREERNIRENEAEE,
LthEmP AWS RIS ECEE

ARELELERTEFNESERBHECANEE. NFTESHBEES  FSH AWS Service

Quotas,

HRLER , RMERES THREVEEE -
¢ Amazon Virtual Private Cloud

« Amazon EC2

= EERIEINEEE |, 3528 Service Quotas FRAEEFEHPNERIESEFE, WR Service Quotas A j=
RIBHERE  BEFEAENREEERE,

AWS CloudFormation Bt %8

EHERDREHEE  BESSTE AWS EFE &89 AWS CloudFormation Bit¥8, EiB T RS L

B, AU RBERHSHEILEZKIITBHERNER, NEFMER , F28 ( AWS CloudFormation
FEAEEEY P/ AWS CloudFormation Bt ZE.

HLEE 4

mEHEEA Amazon EC2 #TEB K/ NBEN A/ DMNRRERRME , LBERK. ATHERSR
BEEREPNEYE BRI MERIEME Auto Scaling B8 (ASG) RN ERRNBERE. BER
—EHTEEENIRENTERTRASETHAERE (AZ) WEH , TMEERESAERBRFE
JRR I RERY B

ASG FRET7E Amazon EC2 A BT , #utA https : //https://console.aws.amazon.com/ec2/o
EMAREEILNE ASGs , BEBBIU HE-asqg. BAUBR/NMENMEEREABSRLEEIR

[iT%:E] 16


https://docs.aws.amazon.com/aws-backup/latest/devguide/security-considerations.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://console.aws.amazon.com/ec2/
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BENHE. ENEESUNEE , AREERE AR BIRE. WF ASGsHFMEEN , F2H
{Amazon EC2 Auto Scaling £ & ¥Er) FHVIERE Auto Scaling F4EHY K7\, Amazon EC2 Auto
Scaling

XEN AWS [E1F

WEREABIMEAEMRE PEEMAWER®E AWS BiF, BXEEAFER AWS BiF A REHN PEE
WER. WFE AWS SEFHREVZFHAIAY , 5528 AWS [EiF al Services List,

LR AWS X FRWZE A T2 Studio AWS [E1F :

=i &8 =15 B B FTARA (2025.06.01)
EBERE (MFEEdt  us-east-1 = =
1)

BRI (HxE) us-east-2 B =
BRI (MRIFEEE  us-west-1 = =
s[4:1))

EETEE (REMA) us-west-2 = =
RXREE (RR) ap-northeast-1 = =
ZAREHE (BW) ap-northeast-2 = =
ZKREHE (ZE) ap-south-1 = =
SEAREE (Fhnigk) ap-southeast-1 = =
TXRESE (ER) ap-southeast-2 = =
INEX (FE) ca-central-1 = s
BN CER =) eu-central-1 = =
BN (CKE) eu-south-1 = =
BN (BEEH) eu-west-1 3 =

TN AWS B 7


https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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EiEE 8 B 15, B RFTARAS (2025.06.01)
BUM (fm3) eu-west-2 = =

BN (B2) eu-west-3 = =

Europe (Stockholm) eu-north-1 B =

&5 (B X) il-central-1 2 =

AWS GovCloud (%  us-gov-east-1 = =

B REE )

AWS GovCloud (%  us-gov-west-1 = =

B 756 )

TN AWS B
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EPEEm

(® Note

WERER AWS CloudFormation 24 F 4 & 3R B Bj{L &2, CloudFormation E34<538A Lt
ERTPAEE AWS WEREHEBM, CloudFormation B EHEEAPMRNER,

RBERZE , FREAKNEELANRAAA, 28, EEZeMEMWEESEE,

ES]

< TREH

- BYATER

- SR BEEmMm

« FR2:E-RBEA

TORIRHF

&

- AWSIRF FRAEEFEAEEY

« B3 Amazon EC2 SSH £##&¥%}

- EINRKEEEE

- BV BFTBE (ER)

« BEMNHEE (£ GovCloud)

. REABER

- EEMIREPERE LDAPS (EH)

« £%7%E Microsoft Active Directory B IRIEIR F
- BREAE VPC (EA)

AWS tRFE EREEFEHAEZEY

L ERE AWS IRF BR EEERAEN -

TORIRE 19


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
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1. BARK https://portal.aws.amazon.com/billing/signup.
2. FFEREMLETRET,

HoEMEFFEPCRENGF , TEEFRBNARER.

B B AWSIRE , AWSIRFREAESRN . REAEFEFEKIRFFHFRE AWS Bk
®MNER. FAZRSREEY  FREEFIEETGERE  YHECRARERERPTEE
BEAEFEERES.

3 Amazon EC2 SSH &%

WMREEE Amazon EC2 SSH €i8¥% | BIEER Y —ELeY . MEFMENR , 5528 (Amazon
EC2 ERAEEE) 9 FEH Amazon EC2 By £88% ., Amazon EC2

18 0 Bk %5 Bo 8B
BP0 T 5 AR A A -

* Amazon VPC
- E{E NAT FHEREMY IP it R R 5 RS F 8,
- HEETHEEN NAT FMER 5 8zl 10,

* Amazon EC2
- 1§ EC2-VPC 51t IPs f€ 5 &% 10

AWS &Rtk F EAEE AWS RNV TRRECHE , LaiBARE. RESERA , FRASEARENRRE
HEERN, SUUBERESRELRSE R MEGEFEREIRES, NFEFMER  F2ELERT AWS )R
B ECEE,

By BTHEE (ER)

RMERECREREABME , UERZNEAN URL, ERIRABIME  INEFMESHERE
HB=E.

ARERERPE—EREF , TACRUNBITRBEYEE., IREEEILREFEAINSERHESR
RBRELRE , B UBIBILEN D ER,

HE , BB TSR , £H Amazon Route 53 Xf#8iE |, WFEA E AR EE AWS Certificate
Manager,

Y Amazon EC2 SSH & &% 20


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html

#5EEE T2 Studio EREER
1. {KERIERM Route53 A, LEZSWINERE FEH,
2. HEEENGEEEE., ERH Route53 BEIEIM,

a. BB Route53 =12 A,
b. REAIEEHNREFTEET,
c. FRAZHWREEBEINWFEERERSE A2 TERFTERESE D,

3. BB AWS Certificate Manager kSR T 5| ZERFE R IQEBE. FHRELBURTEINBHREEN
=i,

RE\FHEZIHEBE  ARSHRENBREFBR. FREERSEMRE,
BEZKIRE ID UBER,

HEREERT , EBEE Route53 FEIMNRHK. BEFRANFEE+DE,
HHBRER  FREBRREERERER ARN,

N o g &

BN S ({ZBR GovCloud)

MREBEEBA an AWS GovCloud EiFH , B IEFE £ AiE A M Research and Engineering Studio
WEETHEE , AISETHELEREGES R,

1. EEULEAERENEEDEIE AWS IRFEFEEEFE CloudFormation H# &,

2. 158 CloudFormation B , SR IFE T CertificateARNH PrivateKeySecretARN,

3. 7£ GovCloud 2 E|EtRF® , By EHBCertificateARNE HEMNWHE, FI=ZHMOME ARN
WS EZEBRIEENE , BUE vdc-gateway AJLATFEURE(E -

a. res : ModuleName = virtual-desktop-controller
b. res : EnvironmentName = [RFEZE] ( TLLRZ res-demo, )

4. 7£ GovCloud B EIERFEH , B EBPrivateKeySecretArn#i i EN M,
ARN , WA REZRBIHIEERS , LM vdc-gateway AT SAEEIRERE :

3
b
ah
i*a
&
=
%)

a. res : ModuleName = virtual-desktop-controller

b. res: EnvironmentName = [IREBE] ( TEL=E res-demo. )

RN EIR

LAYFFEM T2 Studio AWS FRHIEIRFZRFEFE T IIAHER.

Byui@E ({ZR GovCloud) 1


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
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- W (VPC., B FHRBNILE T )

EIER , BRHITHMNEEE RES I]RIE. Active Directory (AD) M FAfEFHEH EC2 HITEEE.
- f#7F (Amazon EFS)

RBEUREDSERSEEREE (VD) IENERNER,
- B &R (AWS Directory Service for Microsoft Active Directory)

B #&RE S FEHERFE S RES IRIE,
- B HhasKXtBR/IEYHM Active Directory IRISIRFEEAERBNEE (FRERE. B
i)

Research and Engineering Studio €A FEUERENME , SREBRBIRFEBHBAWS Secrets
Manager.

/A Warning
B BBERSHFTE Active Directory (AD) A EIREE RN E FE bt

® Tip
MRBIEELBREIRE  BRAELENTERTA , AITTAER AWS SXEEEEL HRE
ENEHER, B2ET—H BEUNSER , LELNIREHRHBER,
¥ an AWS GovCloud B REHE , BEFEETR PR ERAEGTBELHEE (ER

GovCloud),

FEIRRIREDERE LDAPS (#H )
MREETEIEIRZFFEH LDAPS B , AIXAZHUA TSR , TR BRI HEEE AWS
Managed Microsoft AD (AD) #B1E12%I88 , ARt AD # RES 2 EHEA.

1. BHEBUMAE BUAMRES LDAPS AWS Managed Microsoft ADFR IR HY HER, MRS RA
LDAPS , RITJ ARS8 L5 ER
2. TFE1E AD LERTE LDAPS 2 , B AD BFE :

a. BI{EEH Active Directory fAIPR2S .

EEHIRFEPERE LDAPS (:ERA) 22


https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/

HiFRE T Studio (R
b. HEEE S5 HE PowerShell
c. ¥1T certmgr.msc UBRUBRBE,
d. BEFRMEENREBERERE K ARBEBBIRBE.

e. EHMIRE (FUBEARIR—T ) EBAD ARFEAENER K RERBREEMEEIHE  RAEBERE
BEH,

f. EH Base-64 fFiEHY X 500 (.CER) , RILBET—5.
g EmMA#&%, RARBET -5,
3. 1 FEIME AWS Secrets Manager :

£ Secrets Manager PEN#ZE , ERFEA T EEHABERNOKER | 45 PEM mISHSFER
B F R,

4. FFEXEEYM ARN , YiGHBM AR FH DomainTLSCertificateSecretARN B8P ER 1 &L
BEm,

5% E Microsoft Active Directory BRI R 5

ISR IEIERE Microsoft Active Directory (AD) #E4& RES W& 5 IR , Al AD FEA AFFEXRFTFEH
BRIBRS. M4 RES REN—H2 , ELACRABRBIRFNEABREERE ., MENBALEANT
Fi/Ro

Secret value info

Retrieve and view the secret value.

Key/value Plaintext

BFEEE , username MU AZEK B NT KX E A B FEDOMAIN\username,

BHIRFEET IR

- /£ AD BLEME : RES AAKE AD BLEME , UAFFMMEA Web ADRW, BLSEFEEA
IRIEIR S IREAEA LDAP B AD ( AHEEMLEAEMEFETA ) -
« tNA AD {83 : ERFITERIMA AD #BE 2 Linux ERKEMERREEHAZRRE. &£ RES

F , ERMHA DisableADJoin 288 #l, LS EIERA False , EXRR Linux ERESHEERT
FERRAEREHR DA AD #35.

Microsoft Active Directory B9 fRF51E 5 23
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- E{RZEAD : MR Linux EREEMERREETHARIMA AD B , AISERE AD #F
(DisableADJoin = True), & TELLINEEEEEE , RKEIIRS ELFEE UsersOUM R EREMEE
H EEFEEGroupsOU,

RFBRFEERIIFA

- BEFERELERZE AD > UsersOUF A {F & MEHE K BEEFEUEGroupsOU,
- ZEMA AD #818 - £ FE I Computer¥#FComputers0ou,

https : //https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/
assets/service_account.ps1 WIEERIRREMUNARFEERERFEFINES, BATURKERESH AD
EITIE

AREME VPC (EH)
EREN VPC REEFRM IR Studio THRAWBMNZ 2  LREERNARNEERR, T8

B2 RES S EFMB BB MR FERL EMMKME, HEELSE VPC HLE RES , BFEEME FFILR
fRtF

FE

- #{ Amazon Machine Image AMIs)

o E VPC i 2

- BRE VPC ImEHNERTERE R
- BREFRE VPC HESH

4% Amazon Machine Image AMIs)

1. 7E https : //https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-
installation-scripts.tar.gz TEMEAME., EEEMRBHMN VPC REfE , RES ER T EE MM
ARt MAEELBBBRERFE.

/A Important

MREH RES REMATEHHM , 45 TH URI latest iy BV AFELI Y MR A w55
( 5130 2025.06),

REME VPC (EA) 24


https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
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ERAEER

2. {EMH Amazon S3 HEEBEFEM A Amazon EC2 NEZEEE S EM IAM A,

a.

b.

e.

BI{E https://console.aws.amazon.com/iam/ BIRX IAM £ &,
RAeh  BEEEUAG,
EEREINERER .

- EEENERERT | #E AWS R,
- SHERBRERARG THERARS  BEEC2, RARBET -,
XA L, BT HFFABR , RAREET —F .

* AmazonS3ReadOnlyAccess
» AmazonSSMManagedinstanceCore

» EC2InstanceProfileForimageBuilder

MEACEBANEL K RAREBEEIUAG,

3. BV EC2REEBERTH

1£ BRX EC2 Image Builder 12 & https://console.aws.amazon.com//imagebuilders,
EEREERT , BBl REREBEEERY TH,
ERYHEEL , MATIFMEER

- S TR BEERE
- WETHFRER  FHEE

B FRAEER
Image operating system (OS) Linux
Compatible OS Versions Amazon Linux 2, Amazon Linux 2023,

RHELS8, RHEL 9, or Windows 10 and 11

Component name Enter a name such as: <research-
and-engineering-studio-inf
rastructure>

Component version We recommend starting with 1.0.0.

Description Optional user entry.

REME VPC (EA)

25


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com//imagebuilder

#5EEE T2 Studio EREER

d. EEVYRHEEL , BEEERXHRE

i. HEWAEEXHARBZH , BEE tar.gz EREWER URI, #% RES M targz BE L
&HZE Amazon S3 #FETEE , WItREFETREMHERERLN URL

i. WATHEHR :

® Note

AddEnvironmentVariables @#AN , MREEERBEEIHPAIFERR]
REBEE , QTS EBRR,

MRBELE http_proxyH https_proxyRELZE , AFEEE
Yno_proxy88 , Uy L #ITERERRIEREM localhost, BITHEIEFPEE
BHIP shutk |, AR & VPC in BRI AR

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts

REME VPC (EA) 26
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S3Download
onFailure: Abort
maxAttempts: 3
inputs:

action:

- source:
destination:

'<s3 tar.gz file uri>'

installation-scripts.tar.gz'

{{
{{
{{
{{
{{

- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
'cd /root/bootstrap/res-installation-scripts’
- 'tar -xf res-installation-scripts.tar.gz'
- 'cd scripts/infrastructure-host'
- '/bin/bash install.sh’
AddEnvironmentVariables
action:

- name:
ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- |

echo -e

http_proxy=http://<ip>:<port>

https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,

AWSRegion }3}.res, {{ AWSRegion }}.vpce.amazonaws.com,

AWSRegion }}.elb.amazonaws.com,s3.

AWSRegion }3}.amazonaws.com,s3.dualstack.

AWSRegion }}.amazonaws.com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.
AWSRegion }}.api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.

'/root/bootstrap/res-installation-scripts/res-

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1},
1},
1},
1},
1},
1},
1},
1},
1},
1},

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

com, ssmmessages.
com, kms.

com, secretsmanager.

com, sqs.

com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.

.com,logs.

api.aws,elasticfilesystem.
amazonaws.com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
amazonaws.com, api.ecr.

REME VPC (EA)
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ERAEER

{{ AWSRegion }}.amazonaws.com, .dkr.ecr.

{{ AwWSRegion }}.amazonaws.com,kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{ AwWSRegion }}.amazonaws.com,cloudformation.
{{ AwWSRegion }}.
{{ AwWSRegion }}.
{{ AwWSRegion }}.

{{ AwWSRegion }}.

e. EEEEE#FO
4. BIMREGEERMREES.

amazonaws.com, sts.

amazonaws.com, application-autoscaling.
amazonaws.com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.
amazonaws.com, .execute-api.{{ AWSRegion }}.amazonaws.com

" > /etc/environment

a. HEMEFEEL, K WATIRE:

[ BR
Bl S RFRE

ERERG&

28

=L

[N

Description

E3:8- 7

U ES

B R A RS

R E T

ER&EIEE

Enter an appropriate name
such as res-recipe-linux-x
86.

Enter a version, typically
starting with 1.0.0.

Add an optional descripti
on.

Select managed images.

Amazon Linux or Red Hat
Enterprise Linux (RHEL)

Quick start (Amazon-m
anaged)

Amazon Linux 2 x86,
Amazon Linux 2023 x86,
Red Hat Enterprise Linux 8

REME VPC (EA)
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ERAEER

[ BR

YT EERAERE

TEE &%

T

b. BEEEVE.

5. BUREGEERERREARE,

B By AR A2 HE IR

TFRE 8RR

BETH

RETH

a. HOREERT , REE#RREHER.

b. EEFERMEMREERE,

c. HEVERRBEREEL K @ATIAR:

EREEE

x86, or Red Hat Enterprise
Linux 9 x86

Use latest available OS
version.

Keep everything in the
default settings, and make
sure T EEBHITERE

& SSM RIZFER is not
selected.

/root/bootstrap/res-install
ation-scripts

BEIWERTHEE

+ Amazon % : aws-cli-
version-2-linux

+ Amazon %% : amazon-
cloudwatch-agent-linux

- HIZHER : ZRTEIH
Amazon EC2 ti, A5#&
B a8 AWS EIFME 8
LA,

S I68E

« Amazon 2% : simple-
boot-test-linux

REME VPC (EA)
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ERAEER

[ E% 2¥ FRAEER
— % z28 Enter an appropriate name
such as res-infra-linux-x86.
B Add an optional descripti
on.
IAM B Select the IAM role created
previously.
AWS EfEE% HITERER Choose t3.medium.

VPC., F#HMRMZLEE

ERAFARBEREIRAN
1ZEY Amazon S3 fEZErE
WiEE, MREEEETR
284 , /AL Amazon
EC2 X#AMFEA TS AE
MEEEE

« VPC : EEVARERR
FEfBRERYAR[E] VPC, It

VPC &8 B 5 HERRA
=ZH.
- EARA

« Type (¥EZ) : SSH
+ Source (R) : BHET
- CIDR E# : 0.0.0.0/0

d. EEBRJVEBEHERE,
6. EIMHFH EC2 Image Builder Ei& :
a. AIEREGEE 6 AREBEEFEERIBRGEE,
b. EEEEEFHMEAEEL , BAUTRAR K AREET—F .
- BEERBMEAER
- SPHEEHRE  WREEEFHME AMI RIERRF , FREHESEEFH.

REME VPC (EA)
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c. EERERFSEAEL , EBEEFRHBEEAERS  RRBRMALXNEINESER, BET—F,
d. GEEEMGEFEEL , ENERIERE  RBEET -5,

e. EEREMNGHEEERL  REFHRENEREHERE AR ALTEINERRER
EERE, BET—%,

f. HERIMREEEL , SHEENBEERTIIEE

- WHRGUAETEN RES RENVRMEENES , JUE RES sefit ERMEBERR
ETHRBTER. ERARKERE , BHRESEM/EM EC2 Image Builder BRISHY R H E

M,
- MREREEZEEFFIHE RES , KU UNBRERVHNOMRE W EZEHEESE
o

g WEALHEE A AREEERUEE

7. #4117 EC2 Image Builder Ei& :
a. RMBEEEF , SRAFENEEUNEE
b. EEFEEE , ARENHITEE,

EEARFEKRLN 45 7 ER —/NFREREY AMI R,

8. FEEEESEM AMI B AMIID , WA E FE & InfrastructureHostAMI 2 E{ /Y& A the section called
“TEB1:BBE®R,

RE VPC %

HEHE RES YRABERRE , AWS R FEFIENLE TR, BULEARE VPC iR R H#
HVENEFIRE K MASLAASERBERELSR.

1. WMRFEEARRERS  FEBAWS B EATE VPC iR FE FRENE TR,
2. EMETAERESSEFER—ELE FHEE.

AWS Br#% % &
Application Auto Scaling com.amazonaws.region.application-autoscaling
AWS CloudFormation com.amazonaws.region.cloudformation

REME VPC (EA) 31


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
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ERAEER

AWS BR#%

Amazon CloudWatch

Amazon CloudWatch Logs

Amazon DynamoDB

Amazon EC2

Amazon ECR

Amazon Elastic File System

Elastic Load Balancing

Amazon EventBridge

Amazon FSx

AWS Key Management Service

Amazon Kinesis Data Streams

AWS Lambda

Amazon S3

AWS Secrets Manager

Amazon Elastic Container Service

RIS A
com.amazonaws.region.monitoring
com.amazonaws.region.logs
com.amazonaws.region.dynamodb ( EERE IR )
com.amazonaws.region.ec2
com.amazonaws.region.ecr.api
com.amazonaws.region.ecr.dkr
com.amazonaws.region.elasticfilesystem
com.amazonaws.region.elasticloadbalancing
com.amazonaws.region.events
com.amazonaws.region.fsx
com.amazonaws.region.kms
com.amazonaws.region.kinesis-streams
com.amazonaws.region.lambda

com.amazonaws.region.s3 ( EEFERTE RES AR I
B . )

REREPNEHRRBFETRIEZHEINN Amazon S3 /b
Hin2. 552877 Amazon Simple Storage Service I
TE i 2 o

com.amazonaws.region.secretsmanager

com.amazonaws.regi on.ecs

REME VPC (EA)
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
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EAEE

M

AWS BR#%

Amazon SES

AWS Security Token Service

Amazon SNS

Amazon SQS

AWS Systems Manager

AR &

com.amazonaws.region.email-smtp ( %0 f EiF
X : use-1-az2, usel-az3, usel-az5, uswi-a
z2, usw2-az4, apne2-az4. cac1-az3 # cac1-az4, )

com.amazonaws.region.sts
com.amazonaws.region.sns
com.amazonaws.region.sqs
com.amazonaws.region.ec2messages
com.amazonaws.region.ssm

com.amazonaws.regi on.ssmmessages

iRB VPC iIm BB T ERE RE

EEHERTE VPC BN REES | B LE VPC WAE FREFRERERRES. BHRBTIS
B A AWS 5RO MAZRNE 2R MHE | B3I EHF Research and Engineering Studio Z8BFT %

RIKFEUER IR [ BRES.

1. HEHAM RES HEM VPC NE FHRBEHEE Linux S1TERE,

« Linux &%l — Amazon Linux 2 2 Amazon Linux 3

- Z24& — x86
o FITEBEEE — t2.micro

REBIRA

« REEE - % 0.0.0.0/0 FEREIE 3128 £EH TCP
2. EREFHTEBLURERERERES.

a. BARK http EfR.

b. FFFEFTEMEE TREEERETSIBESE

« .amazonaws.com (&

B —#% AWS BR#% )

- .amazoncognito.com ( EAR Amazon Cognito)

+ .awsapps.com ( I

EAR Identity Center)

REME VPC (EA)
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https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html
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ERAEER

- .signin.aws ( EAR Identity Center)

- .amazonaws-us-gov.com ( &
c. IEEFREHMER,
d. BALENEMRERSS.
e. mABRNREMARIFERER PORT,
3. RELHBRERAAFFINERBRSR.

a. HIfEVPC &

AR Gov Cloud)

, W RIS AR ERERE MM VDI TH# FRRHNEER,

b. MMEHRHEX , UAHMEEAERINELNSRTIELNRERARFHNITER.

c. SIYWEEANEMIE/VDIs WATHE 7R (f

EEBRERFE ) NEBARATIHIRE,

4. BRREMARSE EC2 MITHERMNZLEE , AR LN EMARFETE 2 PORT LHEA

TCP E#R,

REME VPC HESH

£ Hthe section called “5EF 1 :
KIRERPFRE TS HE

B8

InfrastructureHostAMI

IsLoadBalancerinternetFacing
LoadBalancerSubnets
InfrastructureHostSubnets
VdiSubnets

ClientIP

HttpProxy

- MEER , BEEX CloudFormation 4~ A ESE,
ARk ThEp B B IEMIERERNFE VPC,

Input

Use the infrastructure AMI ID created in the
section called “¥4& Amazon Machine Image

AMls)".

Set to false.

Choose private subnets without internet access.
Choose private subnets without internet access.
Choose private subnets without internet access.

You can choose your VPC CIDR to allow
access for all VPC IP addresses.

Example: http://10.1.2.3:123

REME VPC (EA)
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B Input
HttpsProxy Example: http://10.1.2.3:123
NoProxy & :

127.0.0.1,169.254.169.254,169.254.17
©.2,localhost,us-east-1.res,us-east-
1.vpce.amazonaws.com,us-east-1.elb.a
mazonaws.com, s3.us-east-1.amazonaws.
com,s3.dualstack.us-east-1.amazonaws
.com,ec2.us-east-1.amazonaws.com, ec2
.us-east-1l.api.aws,ec2messages.us-ea
st-1.amazonaws.com,ssm.us-east-1.ama
zonaws.com, ssmmessages.us-east-1.ama
zonaws.com, kms.us-east-1.amazonaws.c
om,secretsmanager.us-east-1.amazonaw
s.com,sqs.us-east-1.amazonaws.com, el
asticloadbalancing.us-east-1.amazona
ws.com,sns.us-east-1.amazonaws.com, 1l
0gs.us-east-1.amazonaws.com,logs.us-
east-1l.api.aws,elasticfilesystem.us-
east-1.amazonaws.com,fsx.us-east-1.a
mazonaws.com,dynamodb.us-east-1.amaz
onaws.com,api.ecr.us-east-1.amazonaw
s.com, .dkr.ecr.us-east-1.amazonaws.c
om,kinesis.us-east-1.amazonaws.com, .
data-kinesis.us-east-1.amazonaws.com
, .control-kinesis.us-east-1.amazonaw
s.com,events.us-east-1.amazonaws.com
,cloudformation.us-east-1.amazonaws.
com,sts.us-east-1.amazonaws.com, appl
ication-autoscaling.us-east-1.amazon
aws.com,monitoring.us-east-1.amazona
ws.com,ecs.us-east-1.amazonaws.com, .
execute-api.us-east-1.amazonaws.com

BEUNEEIR

It CloudFormation & 22 VB, TR, EADEHNBEEER (MRREM
PortalDomainName), &XRHERIELNIBER , TEHEER.
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ST LAFE AR E 2 Bl T AL 5 E AN,

ERERFRE : 9 40-90 &8

1. BEAAWS BEEXEA |, WX https : //https://console.aws.amazon.com/cloudformation BiRX
CloudFormation £ A&,

® Note
RIEELEEERREF,

2. fE ERATME &,

MREEEFEE an AWS GovCloud EIFH , 751 GovCloud 7 EIEIRF R EIEEA ( Him , It
EE AR AWS GovCloud ( XEI#EER ) EHF ).

3. BMAEHAZH .

25 FEER Description
DomainName corp.res.com RARER B s,

RESERESIEFEH
EWLDIFERRRRM, W
REREFEAERERE
i EREATERE. B
E8EHE, FEMLREE
BILDIFWEER. ETEER
& AR Active Directory EJ#8

1.
SubDomain ( R B HREEETAER ,
GovCloud) {B¥ 7 GovCloud [& 15 £ &%
=,

R B MH SubDomain , 8l
SHEERMMN DomainNam
e B, MM Active
Directory #1B & B & F
B,

BIUNDEIR 36


https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml

3R EE T2 Studio

EAEE

M

B8

AdminPassword

ServiceAccountPassword

Xa

Description

Active Directory B B &
% (EAES® Admin), It
EREEEVNRSISEBENE
A B&%PEL , 2ERTEME
Ao

BE . RACEXT
= (1) EXFEBH (2) 1%
NMEAEW|/EHZ AWS
WZH ARN{"passwor
d":"somepassword"}

o

AR WERAENERYLER
& Active Directory H) 518
HMEER,

PR M BR MR F B TS
(ReadOnlyUser ). LLIRF
ARESREE,

BE . AR
= (1) EXFEBH (2) 1§
NLAESWEH 2 AWS
WEH ARN{"passwor
d":"somepassword"}

o

AE WERAENBBXAER
4 Active Directory I R iG18
HHEER,

BIUNDEIR
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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EAEE

M

B8

iRy

LDIFS3Path

ClientlpCidr

ClientPrefixList

aws-hpc-recipes/ma
in/recipes/res/res

_demo_env/assets/r

es.ldif

Description

£/ SSH R FimiEEEEH
TR

AEZE . AWS Systems
Manager Session Manager
A A A REREFITERE,

£ Active Directory 5% E /Y5l
SRR AR E AR LDIF 2
XM Amazon S3 B, N
FHMER , F2H LDIF
Support. BBEHELEA &
R CZERXRSEEAPEHS
BYZEFERE,

EEREER  F2HE
GitHub R A] Y res.Idif 15
2

<o

B R P FEELH P iy
Ht, Hlgn , A LUEEY IP
iyt , 6{EA [IPADDRES
S1/32 EARFFREEER.
BRI LB R IE,

WAFBRERENRMEEERS
B EEMAMNEN. NFER
UREFERENERA , B2
REAEFZEFRBE,

BIUNDEIR
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
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ERAEER

B FEER
EnvironmentName res-[environment
name ]

PortalDomainName

4. FERSIIRERMATARETHR  RREFEIMEL,

TR BBER

EBEAE B step-by-stepFR B |, BREWASE MEPBEEIRS,

HRERE 4 60 DiE

B\ EHB2a FHEERMW CloudFormation 78,

MREEEE in AWS GovCloud ( EEAEP ) , BEEALLELE,

res-stack - fE AL EE AR B = R A FT E BB B Y otk . FERRAE

i M R i B R o

Description

MR PortalDom

ainName #Eft K KHZEE
ARG EBNEEZEENR
7, UBEEREPFERH, E
EEHFAEI RES HBEE
AMEnvironmentName 2
., MREEERFHPHES
EIRE , EMSNERHE—W,

#H GovCloud & , F2&@
ALBE, BRINZEREL
RRGEEFBHREILN,

¥R 5 7£ Amazon Route 53 A
WREEE, mMEREMHIY
B, AISEAY LELAEER
B EEER AWS Secrets
Manager, fIREEFEEHS
WREARE , LS EH
EnvironmentName #JLA{R

[~ilas
EE/:I:L' o

0¥ RES T EHEBNSHHMF. Bl

SR BMBER
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json

#5EEE T2 Studio EREER

® Note

AWS CloudFormation &R 2 # AWS Cloud Development Kit (AWS CDK) (AWS CDK) 2 #&1&
I,

AWS CloudFormation EBA &7 AWS B L EBE Research and Engineering Studio AWS Eif, &
RAERETRIRE , TREREHE,

1.

BEAAWS EEEEA W https : //https://console.aws.amazon.com/cloudformation B
CloudFormation £ &,

M

EEEBE in AWS GovCloud ( EEIFESR ) , FBREILLE A,

RIBFE  SAGEXBRS (HSFEZILE ) EEME, EEETREN PREBERTR AWS
B, FEAEREAEEN PN ERERER,

® Note
WEmEA Amazon Cognito fR% , B eI AREME P1RME AWS BE, BXEEATFEH
Amazon Cognito AWS B B FRIBEBILtEm. IESFEBNSZHATAMY , 528 AWS
[E35 al Services Listo

HSET  RALEREANZY  YRFEBR. OREHETABCARER , BT LN
BERHERNE RS RRPRIELSZEH,

B FEER Description
EnvironmentName <res-demo> R4S RES IRIBNME—F

B, HEAres-, RETHE
B11EFExT, BFEREF
&,

AdministratorEmail FRETHNEmMIXENEFH
ik, MRBERDEKE
—BAEBSRE , KEAED
SREFEREBEERAE,

SB1 . BRBER 40


https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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25 FEER Description
InfrastructureHostAMI ami-#H#####Y (1BA ) Ba R ARFT

BEREREEHNBET AMI
ID, BREIZEHNOSesTIE
Amazon Linux 2, Amazon
Linux 2023, RHELS,
RHEL9, Windows Server
2019 #1 2022 (x86) , LAK
Windows 10 #l 11, FEFH
HHEFR , FSEEMR Amazon
Machine Image AMIs).

SSHKeyPair ARERZERZEEIHNE
®¥,
ClientlP X.x.x.024 5 x. x.x.0/32 IP ibit EFEFH SR HIER

HHER. BULUEHBEE
#1 ClientlpCidr,

ClientPrefixList (EA) ARFEERFRE
2P Web Ul 1 SSH
B IPs RIS EFHEE,

IAMPermissionBoundary (EA) BUURHZIER
%R ARN , ZBURBE AT
FRIREEDE RES FEMH
Fﬁﬁﬁ@ MEFHHEER , F
B EBETRF A AR,

IAMResourcePrefix (iBF ) EREHEREA W
RES REMIEZ IAM ER
WFE-, TAEB 12 @F
TCo

IAMResourcePath / (1B ) EAEHA RESRE
FrEfE e IAM BRI BE |
HEBENEES /o

SR BRBER 41
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25 B4 Description

Vpcld HITERERE 2 VPC 1Y
IDo

IsLoadBalancerinternetFacin IEEY true LAEREH] o) #8 BRH8

g BB HTER (AHTE
BEELNETHEEK ). HRE
ERFIEB B EINEE |

SEIZEY false,

LoadBalancerSubnets EEHTERERBNTRET
AEEYF , EREDWMEFH
%, BREERGIRRER
FRHNIE  FERAE B
%, BREERBREBE TN
LT BMERLETHEE. W
R EREt A HE B 2 R IB W {E
, mIZHFTEEEIMNIER,

InfrastructureHostSubnets EEBEEEEEBEINTE
AJAEES , BREDMETL
B, MRNBHEES
BYEBWE , FEIFAEC
BIUMIER,

VdiSubnets 1£ VDI 1T EBAAREB T
BAAREYS , ZEREDWE
B FHEE ., WRIEPBEEHE
BEIVEBME  FENAE

BEMWIER,
ActiveDirectoryName corp.res.com fEAH B HNBE., ETETE
BEADBELBEEERE,
ADShortName corp ERFTREHNEEEE, Bt
*ﬁk’ NetBIOS %*ﬁo

SB1 . BRBER 42
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ERAEER

B8

LDAP E

LDAPConnectionURI

ServiceAccountCred
entialsSecretArn

UsersOU

GroupsOU

SudoersGroupName

ComputersOU

DomainTLSCertifica
teSecretARN

faRR

DC=corp,DC=res,DC=
com

RESAdministrators

Description

LDAP R&E - &/ /Y LDAP
S

A R E A R B 8REY = #E{A AR 2T
B EME— dap : /| BE, 0
RIFERATER AD BEHER
LA EIR , BITAFEHA

Idap : //corp.res.como,

REWE ARN , HFEE
Active Directory ServiceAc
count ERENFERAERBAN
=5 , XA username :
password key/value ¥,

AD A& [E 2 B & B AR
B,

AD A& EE 2 BB AV AR E

i,

BiEE®  HhaosaR#E

RrE1TEE L2 sudoer
BENFMEERE , URTE

RES tEFEEEFEEMN
FIEERE.

AD AT E RS H0 A B AR
BV,

(R ) REWEE TLS BF
& ARN , LIRS EE AD Y
TLS &&A.

SR BMBER
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B8 TR

EnableLdaplDMapping

DisableADJoin False

ServiceAccountUserDN

SharedHomeFilesystem|D

CustomDomainNamefo
rWebApp

CustomDomainNameforVDI

Description

SRTE UID M GID SEiE =S

M SSSD E4X£ |, iREFH
AD REHERE. 584 True
LAEF SSSD =4/ UID #
GID , =3& A False LAfEH
AD ££## UID M GID, EX
SZHEERT , BBEKRTE
A True,

ZEBHLE Linux =#i0A B 8
BE, B 8EA True, &
Bl A REA False T

SLEL==
AX AR AE o

B SR RERBIRFERE
KB &7 (DN),

AR Linux VDI E#t AR
R FEW EFS ID,

(B ) Web AO#us AR
RMERS Web o EREN T
s,

(iEA ) Web AO#A R
RERS VDI B EREN T
.

SR BMBER
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ERAEER

B8 i

Xa

ACMCertificateARNf
orWebApp

CertificateSecretARNforVDI

PrivateKeySecretARNforVDI

5. B Create stack (B HB) LI BHE

ol LATE AR BEME Y AWS CloudFormation 124 iR B AREE,

CREATE_COMPLETE #R&E,

FER2: F—REA

Description

(ER ) EATRRMERER ,
EREEMIH amazonaws
.com FFEE Web FEAE
N, BALIERE TEEER
fR#%. MMREZBE T BEINED
R, IgACEERER ,
BT LATE res-bi B K& H
PRI ER, IRE E'-EEZ%
Web ERREAELERBR , B
28 tHRBIER.

(iEH ) Ikt ARN RBEFHE
Web A O AEBEHL
B8R, WREBABEB{LIED
BRBEAOMBLRESEERE
& B LATE res-bi 3B A H
REIEBETHEILE,

(#A ) It ARN RBE/HE
Web AORIEBENILES
w, WREZRBBIATER
REAOMLEHERE |, &9
LAE res-bi By % 5]
BER TR E,

IEEREE AR 60 T EAKE

EmERREINENIRFR LRI TEBZABNNETENH., £H URL ZEALMIRSE , X /HM

A ERE TR,

SEB2. . E-REA
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[EXTERNAL] Invitation to Join RES Environment: res-test - Message (HTML)

File Message Help Q  Tell me what you want to do

IS Ignere m 'El' @ @ EEMEW”Q M asana —3 To Manager

1 ERules~
B Team Email ~ Dane

OneNote
. Delete Archive | Reply Reply Forward . pe — | Move
52 Junk & ) More € Reply &Delete 7 Create New v ~  [BActions~

Delete Respond Quick Steps = Move

[EXTERNAL] Invitation to Join RES Environment: res-test

@ no-reply@verificationemail.com
7 [

=l

*  SRelated~

Mark Categorize Follow | Translate Read | Zoom
Unead  ~ Up~ - Select ~ Aloud

Tags [ Editing Speech | Zoom

€5 Reply % Reply Al —> Forward

Mon 10/16/2023 1

| CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.
Your temporary password is:

You can sign in to your account using the link below:
https://res-test-external-alb-801427597.us-east-1.elb. com

RES Environment Admin

235PM

B-IRBAR , W LE Web AOMWUEAPERTE RELUERE) SSO R, MEMNBRERBEN , F

20 #HEEER, F/EX=, clusteradmin EREMNIRSE

FHEREERERGELER ; CELATHEREEHEHNERE,

BAUERATREYER  WKERAE

HR2: E-REA
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B Em

Research and Engineering Studio (RES) EMEEHMEMMN G E , BURRRAEHMEETEETMERIX
EFEW,

RES FALNBHIAEBRNRARHI TR, TEMAEAEMA , XERASREEFEFE,
M, 2024.01 FRERA 2024 F£ 1 ARTHEEERZAK ; 2024.01.01 AR 2 ZMAK R BEMRAEH,

ES- |
- EERAERH
« REREEH

EERAEF

Research and Engineering Studio fEARBRZEMLLHH RES RIBEBERERMN , MAFEXL
MIRIEERE, BEAUERAREFRAURNREBRENER , ARBNIAERE,

HEERARIMRARN RES EXERRIER

1. BV BHIREBENRE, 5528 the section called “E I HREE”,
2. (FERAHFMAEHRIE RES, F2E the section called “FE 1 : BMBIEMR
3. KBRREAZCEHWIRE, B2 M the section called “EFAIHRE",
4. BBFIEERNRBERIBBEENIRE,
NS NEER )
/A Warning

#£ RES 2025.06 iR FHRZE 2025.06.01 BEMFEH T ERAFLH BF.

HA RESWAEMAEH , FTEEFNZE, BuLEHFEENW RES HE  HEREHHE
CloudFormation #iZx, 282 ¥ #1 CloudFormation Z 8l , S5 & 1 T/ EH &l RES IREMMAS, &1L
TE ST AR BH A 3% B AR A w515 o

{5140 : "Description": "RES_2024.1"

EERAERR 47



W32 EE T2 Studio EREER

BEETREREERN

£ P T EEFHH CloudFormation & Zthe section called “ 8¢ 1 : MEBIEmM"

£ https : //https://console.aws.amazon.com/cloudformation B#EX CloudFormation &,
¢ Stacks 1 , SRWENTEHE, TEEKBETRA <stack-name>,

BEEH,

BEFR B aIE,

&+ ¥ Template source (EZAIR) , i##F Upload a template file (L EEAER),
BEREERY FEETHNER,

EEEHBHMENAL  BET Y. ELEEEFHZE.

EREHEBREL BET -5,

10. fE#2Bd <stack-name> B , BEER,

© © N o g bk~ w0 Db =

RERAEH 48


https://console.aws.amazon.com/cloudformation/
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BREZEEM

B LATE AWS BB XA SFEA £ AWS Em LR Z % Research and Engineering Studio AWS
Command Line Interface. #&4AF BMIBRILEmE IR Amazon Simple Storage Service (Amazon
S3) MEFE, WREEEREBNEAEESR , HERTEEHMER <EnvironmentName>-shared-

storage-security-group.

FH AWS B X4

1. & A AWS CloudFormation 2 &,
2. EEEE L BRI ERNZEME,
3. B#IE MBR

£ AWS Command Line Interface

¥/ AWS Command Line Interface (AWS CLI) R B EZNREFTH. MEZERA , FSE AWS
CLI &) S 1 E L AWS Command Line Interface » EREZE AWS CLI TJtEHA AR
EEDBERN BEEFHNEEESRFZE , BHTTISS,

$ aws cloudformation delete-stack --stack-name <RES-stack-name>

fifl Br shared-storage-security-group

/A Warning
EmFARESRELBERRE , UBLEAEER, NREZEMREZ S EFHEMARABRESR
Rt EERBERARBENEMNERREXRAMER, BREHEOERNTEEREFTEREGTNE
£EHE.

1. BAAWS EEXEE | W hitps : / BB Amazon EFS £# &, https:/
console.aws.amazon.com/efs/

2. MIBRER FERAEAY T A R RM<RES-stack-name>-shared-storage-security-group., =™
&, BUUKBELERRMRENERGS —BLL8E , IHEEER,

ffEF AWS BEEXEE 49


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/
https://console.aws.amazon.com/efs/
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3. BEAAWS EEBX#A , W https://console.aws.amazon.com/ec?/ : // BIEX Amazon EC2 £

L
Ho

4. MBR<RES-stack-name>-shared-storage-security-group.

I B& Amazon S3 FE1ZETEE

WMRELREMBR AWS CloudFormation #&UFFIEEAERIEXR , HEREREAREEREIYN
Amazon S3 T (AREREMARSHIE ). BREEXERZER  NRETTEREEN
BT A FBIMIBR L S3 RFRTEE. FHMR T SIS ERMER Amazon S3 REfFRTER.

1. BEAAWS BEE#A |, & https://console.aws.amazon.com/s3/ : // BIEL Amazon S3 E i3
AN

HEEERPRERTFIE,

2 S3 f1F stack-namefTHE,

EEE{E Amazon S3 fEFETE , RRBEZTH, BN ERTEESEMEITE,

EH S3 RFATR |, ARIERE MBR,

o ~ w0 b

ZESH MKk S3 REFEE AWSCL, FHITTHHS :

$ aws s3 rb s3://<bucket-name> --force

(® Note
--force WL EEZHARTHNRETE,

MIBR Amazon S3 f#1FErEE 50


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/s3/
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HHRETE

WHAEERmARMERIEHTBENIE TR , RPWMMAE S BFTIE AWS Em LK Research and
Engineering Studio &,

ES-]
- BREE

- B 78
« )M ACM B

» Amazon CloudWatch Logs

- BEATHTRR

« EXXE RES mi#& AMIs

« £ RES REZREBI MR

SoER

Research and Engineering Studio AJ AAfEFA{E{ SAML 2.0 B S piRfitE, ZEFEA Amazon
Cognito iAREFEAEES , AFEAEZEAERS Cognito FAESHH Web A O#UEH Linux B
VDIs , 52/ 5% Amazon Cognito £ & . MREFEAAIERSETEIEA IAM Identity Center Zf
£ RES , 528 £/ IAM Identity Center ¥ EEE—&E A (SS0), MREEEHCDH SAML 2.0 BEEF S
REtE  FH28H ABE—E A (SSO) RELNEpRMEE,

*iE
+ i%%E Amazon Cognito fE &

« Active Directory [@

« {8 IAM Identity Center 58 EEE —& A (SSO)
- BE—BA (SSO) RELN G oiRME

- REERENRE

5% Amazon Cognito £ &

WZRE T2 Studio (RES) AJ &4 Amazon Cognito SR EBFREMAE B %, EAKFERAEER
Amazon Cognito fEF & & 75 & A Web AO#BILA Linux & VDIs, BEEERLAERH AWS E#EE&H

B EE =
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MWesviER , BZEFEHEEACHERE. NEREFAEEANGFHRAEN , 528 (Amazon
Cognito FE ABIERE) PWE CSV EXZMFEAEEASEAEEE, RES XERKMFEA Amazon
Cognito B [R4EF % B % SSO,

BERE

5% RES BEEE , EERTE RES RFLAEA Amazon Cognito iAFEAEE & , FEURREE
IEEET?—HS&E’JEJ""‘EEEJ:EJT“E)% Amazon Cognito #{ &R & B &z, EEAFFERAEZERTH
, BYREEEE LW ERE B TEMIRE,

Identities Management

AWS Cognito Directory

Cognito user pool metadata. Use this for debugging issues related to the Cognito user pool.

Provider Name User Pool Id Domain URL

cognito-idp [F us-west-1_CTi3SJMAD [ https://res-cafar-gefS9aa3-ff5a-4e94-8938-

76861e1ef7c1.auth.us-west-1.amazoncognito.com
Provider URL

https://cognito-idp.us-west-1.amazonaws.com/us-
west-1_CTi35]JMAD

Use AWS Cognito as user directory

@E1 hr—:io 7

User self registration

@mbe®©

EREEREPEMEA

MREMAERAEGREM , EUNAERERS Web EAERHN URL, EHE , EHESHRIE
TMERRERENER? FLEEM,

Amazon Cognito & %588 E 52


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

U )

Password
Enter your account's password

[ )
e D

Forgot Password?

Not a user yet? Sign up here

Verify account

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

EER TR =

BEETREAENERE ? THERE  RREERECWARSETFBANETBREM IRF,

Amazon Cognito & 7 5% E 53
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ERAEER

Create account

Email

[ )

Password

[ )

Minimum 8 characters with numbers and special symbols (@#$*&)

Re-enter password

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

HEMRES K RESEREAEDAEFEMAPRINRIR , AZHKEREF.

Amazon Cognito & 7 5% E
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Verify email address

To verify your email, we've sent a verification code to your email.
Email

[ )

Verification Code
Enter the verification code

{ ]

Resend verification code

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

MREABREM , FAEKTEEINZEMERS, EEBHHEE RES /A EB#Y Amazon Cognito F7%
FR&E. (528 (Amazon Cognito FIE A BER) PHRUEEES D ENFEHERSE. )

Amazon Cognito & 7 5% E 55


https://docs.aws.amazon.com/cognito/latest/developerguide/how-to-create-user-accounts.html

ZEEE T Studio EREER

Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ J

Password
Enter your account's password

[ ]
e )

Forgot Password?

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

BEAEREER

MR E A SSO M Amazon Cognito , AIGRREAERE SSO BANEE, EFfAER —TXER
B, C2KEEHNKAZEHR SSO B AHH. RIFFERR , WREA Amazon Cognito , EFRAESEHELT
9 BRFE

Amazon Cognito & 7 5% E 56
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ )

Password
Enter your account's password

[ )
. aw D

Forgot Password?

Not a user yet? Sign up here
Verify account

Sign in with organization SSO

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

Constraints

« &M Amazon Cognito HEEBHEZAFANEFE ; REZINEFH,
« Amazon Cognito s A FF M EEEHEE A E B BET R Bt ut#) EFE bk,

- WMBRFEBA Active Directory # Amazon Cognito , ERHERDNEENERERRE , BIERFT
Active Directory EAEETH 7 BE. EESEKEP R , 75 E Amazon Cognito B2 H Active
Directory 2 AN EEFERE R R,

« T fEF Cognito £ & BLE) Windows & VDIsE A RES X # Windows 1 1TE A Amazon
Cognito B & 7 57,

Amazon Cognito & 7 5% E
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Amazon Cognito FR &N EESEH

BIRFEER , RES G adminsHEEESERTE T Cognito EAE. EERFEAEFHEZE Cognito
admins&A :

1. EBEZF Amazon Cognito 25 , RREEZFAN RESHAAFEREEERE.

2. BEEHRAEEETHRE  AREEEVHE.

3. HEEVEEEELELMBEEERP , WA adnins,

4. EBERMEEYMadminsEHE , AR BEFFEEREZFHELIFIE Cognito EAE.

5. B1& FERE Cognito @FEF,

Amazon Cognito @£ R I1#% , FHBEadminsBHHENFEHAESWREIEE SRR,
EiEZ

RES #8/NRF&E#t Amazon Cognito RIS HE R EHEEREMNFEER. BRAEHE "EEE) WEMAE
RAEHSEH VDIs F1%18 sudo R,

BT LA Lambda A FEBREIES.
FERBRSER

1. BABX Lambda £ 4&.

2. £ Cognito @4 Lambda, Itt Lambda EEL & 1E
51 - {RES_ENVIRONMENT_NAME}_cognito-sync-lambda,

3. EHUAIE.
4. EARBHERT , REALANAERE. SHAAXBRALTEE,

Cognito W& £ EZE

£ 202412 lxA 2 v , FERS RV B Amazon Cognito Plus SHEEE— S0 R EFTH L HE. &K
PREEZBHBRUEER K AEEER RESHWEFHERA. BRI IAEEETMRALLIIEE , UF
BHEBNERZLEE,

Active Directory [
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https://console.aws.amazon.com/cognito/home
https://console.aws.amazon.com/lambda
https://docs.aws.amazon.com/cognito/latest/developerguide/feature-plans-features-plus.html

FZTEE T#E Studio

ERAEER

HITHIMARE

ZHEHAR | B2 Active Directory (AD) #HEBRIFTE CFN S8 H2IZAMN,

Active Directory details - Optional
ActiveDirectoryName - Optional

Please provide the Fully Qualified Domain Mame (FQDN) for your Active Directory. For example, developer.res.hpc.aws.dev

[ Enter String

ADShortName - Optional
Please provide the short name in Active directory

[ Enter String

LDAPBase - Optional
Please provide the Active Directory base string Distinguished Name (DN) For example, de=developer,de=res,de=hpc,de=aws,de=dev

[ Enter String

LDAPConnectionURI - Optional

Please provide the active directory connection URI (e.g. ldap://www.example.com)

[ Enter String

ServiceAccountCredentialsSecretArn - Optional
Directory Service Root (Service Account) Credentials Secret ARN. The username and password for the Active Directory ServiceAccount user formatted as a username:password key/value pair.

[ Enter String

UsersOU - Optional

Please provide Users Organization Unit in your active directory for example, OU=Users,DC=RES,DC=example,DC=internal

[ Enter String

GroupsOU - Optienal
Please provide user groups Oganization Unit in your active directory

[ Enter String

SudoersGroupName - Optional
Please provide group name of users who will be able to sude in your active directory

[ Enter String

ComputersOU - Optional

Please provide Organization Unit for compute and storage servers in your active directory

[ Enter String

DomainTLSCertificateSecretArn - Optional
AD Domain TLS Certificate Secret ARN

[ Enter String

EnableLdaplDMapping - Optional
Set to False to use the uidMumbers and gidNumbers for users and group from the provided AD. Otherwise set to True.

[ Select String

DisableADJoin - Optional
Set to True to prevent linux hosts from joining the Directory Domain. Otherwise set to False

[ Select String

ServiceAccountUserDN - Optional
Provide the Distinguished name (DN) of the service account user in the Active Directory

[ Enter String

Active Directory B2
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HRITRREIRHEMEME ARN (I ServiceAccountCredentialsSecretArns
DomainTLSCertificateSecretArn) , FFHL4HE THEBIHMIEE RES W% , UESENMEE
WEFH -

+ €88 : res:EnvironmentName, {E : <your RES environment name>

- ©%8 : res:ModuleName. {B : directoryservice

Web A O #83E T AD HEEFHSET —XHEEN AD AL HEESHIWE (). £AF
EE8FE AD AREE TR EEFTHILE SSO ( Hlan , MRNREFREH AD),

ERLEz®  EEEUUAES S EEEE TH RES Web A O ML F 1R S imeE AD HAE .
Active Directory Domain .~

Configuration setting for a specific AD domain Latest AD synchronization completed at 3/5/2025, 3:01:16 PM
Domain Name Short Name (NETBIOS) LDAP Base
corp.res.com CORP de=corp,dc=res,dc=com
LDAP Connection URI Service Account User DN Service Account Credentials Secret ARN
|dap://corp.res.com arn:aws:secretsmanager:us-east-
CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=co 1:905418417732:secret:CredentialsSecret-res-deploy-
m RESExternal-GZBJSY|BLAW4-DirectoryService-1AUMFPSAPKVGE-
TvYM7Q
Users OU Users Filter Groups OU
0OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,DC=com - OU=Users,0U=RES,0OU=CORP,DC=corp,DC=res,DC=com
Groups Filter Sudoers Group Name Computers OU
RESAdministrators OU=Computers,OU=RES,OU=CORP,DC=corp,DC=res,DC=com
Enable LDAP ID Mapping Disable AD Join Domain TLS Certificate Secret ARN
true false

Active Directory [E% 60
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Active Directory Synchronization

Active Directory Name
Type the name for the Active Directory. It does not need to match the portal domain name.

[ corp.res.com

Short Name (NETBIOS)
Provide the shart name for the Active Directory. This is also called the netBIOS name.

[ CORP

Service Account User DN
Provide the distinguished name (DN) of the service account user in Directory

[ CN=ServiceAccount,OU=Users,OU=CORP,DC=corp,DC=res,DC=com

Service Account Credentials Secret ARN
Provide a Secret ARN which contains the username and password for the Active Directory
ServiceAccount user, formatted as a username:password key/value pair.

[ arn:aws:secretsmanager:us-east-2:992382841930:secret: CredentialsSecret-BI-Dire ]

The secret should contain the username and password in the format username:password.

LDAP Connection URI
Specify the connection URI for the Active Directory server.

[ Idap://corp.res.com

LDAP Base
Specify the LDAP path within the directory hierarchy.

[ dc=corp,dc=res,dc=com

[C] Disable Active Directory Join

To prevent Linux hosts from joining the directory domain, check the box. Otherwise, leave in
the default setting of unchecked

[CJ Enable LDAP ID Mapping

Determines If UID and GID numbers are generated by 555D or if the numbers provided by the
AD are used. Check to use 555D generated UID and GID, or uncheck to use UID and GID
provided by the AD. For most cases this parameter should be checked.

Organizational Units (OU)
Provide the Organizational Unit within AD that will sync.

Users OU

[ 0OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,DC=com

Groups OU

[ OU=Users,0U=RES,0U=CORP,DC=corp,DC=res,DC=com

Computers OU

[ OU=Computers,0U=RES,OU=CORP,DC=corp,DC=res,DC=com

Sudoers Group Name

Provide the group name that contains all users with sudoer access on instances at install and
administrator access on RES.

[ RESAdministrators

» Additional Settings
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ERIE R

EEESNLUERAEAEGRNFAGERERGREFNSNEAENEE. BRRGLRERE LDAP
EmERRIFRE L. EHIERRRMAA

(sAMAccountname=<user>)

H7] SSSD 28

EESTHUREMRSIB/EHNFTHE HhISEEABEHTER L SSSD HEER
[domain_type/DOMAIN_NAME] [BERKY SSSD S HM{E. RES EBEHEM SSSD BT - cEE#
BB EEHITIEE L SSSD MR , A #E% AD BSEF.

—LeE AR EET SSSD [REEHE :
« enumerate - BREA trues LUVRENE SZBRBEHWAMEEHAENEHEEE, EFRALETEGEARFE
AENE—REAFIGEEIE,

« ldap_id_mapping - :58E% "trues , #§ LDAP/AD fEAEFMEH#E IDs BETE Linux Rk LRy A
UIDs GIDs. RUALLZhae Ak E R A POSIX ETIRMEAEXNHERME,

4% SSSD HREBERMTRERA , FSE /Y Linux FMEESSSD.

Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value
[ true v ]
Key Value

(e )

( Add Parameter )

SSSD 2 M{E X4 7HEE RES SSSD #HREEMA , LT AR :

« id_provider B RES RAEBERE , FHIEH,

Active Directory [E£5 62


https://ldap.com/ldap-filters/
https://ldap.com/ldap-filters/
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« AD tHREA#HRE | ®4% 1dap_uri. ldap_search_baseldap_default_bind_dn#l
ldap_default_authtok RIRFEHEMIZMHA AD HRERE , T81&%K.

THEHIERA SSSD BFEMEHER

Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value

[ true v ]
Key Value

[ true v ]
Key Value
[ debug_level ] [ OxFFFO ]

Remove

( Add Parameter )

M F BB F L E L (2025.03 R EH AR )

BEEZFH,EEEM , ARIEIE Active Directory fBIBASRPHIEE AD RIL % , AFEE#ER AD [E
&
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ERAEER

R

/Ch

Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping

true

Additional SSSD Configuration

ERFLEFENAD RS,

Active Directory Domain ./

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,0U=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping
true

Additional SSSD Configuration

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,OU=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,0U=CORP,DC=cor
p,DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Start AD Synchronization

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN

arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,0U=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

FRIZHY Active Directory BB B8P 1E AD BF &R if.

AD Synchronization in progress... Stop AD Synchronization

Latest AD synchronization initialized at 2/20/2025, 3:20:19 PM

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN

arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,0U=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

th Al BA7E Active Directory fE B 28H R E AD RIS RENMZ I E L KR,

Active Directory E2
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N

Active Directory Domain

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping
true

Additional SSSD Configuration

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,O0U=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Start AD Synchronization

Latest AD synchronization completed at 2/20/2025, 3:21:00 PM

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN

arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISylRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

WA F BFITEZ (2024.12 F 2024.12.01 kR )

Active Directory E25 27 E & Cluster Manager R# E#B EFEZ K — X% Amazon Elastic Container
Service (ECS) £#. BFHEABS/NRHIT—IX , B LE<res-environment-name>-ad-
sync-clusterB&E TH Amazon ECS X#AFKEBITHM ECS F#.

EZEFEREY :

1. BEZE Lambda TEAWESHEAE # lambda<res-environment>-scheduled-ad-synco
2. BARK Lambda B &30 A1 A5
3. 7TEE{f JSON HE AT 5I1ER :

"detail-type": "Scheduled Event"

4. BEIFAE.
5. 7£ CloudWatch TEZE#1TH AD Sync F#KH B -~ B8 - /<environment-name>/ad-
sync. BB BEHITH ECS EHEM B, BIGEHH LUIRE B,

Active Directory [E% 65


https://console.aws.amazon.com/lambda
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® Note

- MREBE AD SHIFE AD GEFY , RES SHERENEENEENSH , XBR
FRIEELS ETBERE LDAP BEZ=EHHNERE.

« RES #EBRIBDEMGERNERE FE. ELARERTBERMERE & RES #RIRR
R ERAEF o

SSO #H#E

Rt AD HHRER  FAELEAREE—F A (SSO), THELL AD EAES 5 E A RES Web A D48
Yho SSO MEER-—RFREEHEBENNSIEEREE. WHERE SSO WFHMEN , F2H 55 E
H,

£ IAM Identity Center 5 EE —& A (SSO)

MRBRREEZTZE Active Directory WG D H O, B BRI E1 . BEESDF L. MREEE
E2ZE Active Directory BN EDH L , B BBRIBE 2 EEEFDF D,

(® Note

MRBEEIEBZE GovCloud E1F , 557 AWS GovCloud (US) #8%& Research and Engineering
Studio Ky El[E R S HFRE SSO.

TR REFSDHO
B 1AM Identity Center

1. & A AWS ldentity and Access Management 24,

2. BARK Identity Center,

3. EBEERA.

4. BREMEMA BUA AWS Organizations,
5. EEHEE,

& A IAM Identity Center %7 SSO 66


https://console.aws.amazon.com/iam

#5EEE T2 Studio EREER

(@ Note
ERELMVREEZE Active Directory KR [EiF,

#& 1AM Identity Center E#RZE 2 & Active Directory

A 1AM Identity Center 2% , BERATEBHNRES R -
1. EEBEBEED , BERE,

2. EEFPRRT , BEDE , AREEEES IR,
3. ERBBR&KT , ENENA %,

4. BET-%,

5. REIEWEEACCEPT , RBEMBDARPEA
6. EEEFEFHXRIR,

AEERENFERS R & 5 i

£ RATIAEERE IAM Identity Center SE#RZE 2 E Active Directory5E i # , IR ZEHERER.

1. HERFREED  ZERKSIERE,

2. RREBMERHT  BET-F,

3. EEREERT A WALERSNERE.

4. BEWHE

5. EET—F,

6. RELHEE ARREEFEFAR.

7. ESEFURFEELSENKE, NREBINEECLAERFRINEESTALS  FREEERS,
RRAERE

1. RIEERAF | BEFERSE,
2. EREREAHRAREIEN (FHE).
3. RERACFAERE.

& A IAM Identity Center %7 SSO 67
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ERAEER

T2 EREFTHO
£ IAM Identity Center FEREEARER

1. BABX IAM Identity Center £#2 A&,

iZ1Z Applications (FEARE),

EEHEEAREN,

ERERFRET  EERERERENEARAER,
EEARENERET | &8 SAML 2.0,

BET-%,

WACEFANETREBANHER,

© N o o bk~ w0 DN

a. EREEET , BEE-KRHE,
b. EWMETREERSIRR.
c. HE-BAT, £EK3 SAML E#E[ URL.

11. AR SAML BRT , @ A Amazon Cognito URN,

EEET umn ;

a. 1 RES AOMUABR—RRERTE.
b. EHTRHERSIFRET , KEERAELRE ID,
c. BERAELREIDFERWUFS

urn:amazon:cognito:sp:<user_pool_id>

12. B A Amazon Cognito URN 2% , SBiBIZERER,

RERAEN Y EBERS

1. 1€ Identity Center FRAFTE L EABRXNFHEA,
2. EEDE, AREBERFEBEMS,

£ IAM Identity Center FREE R T , S IAM Identity Center SAML & RIE R ERE, FH
RES A O#LERTE IAM Identity Center B | IBASEEIIER,

9. HEEARIBMT , B ALNWEARERXEE URL, #Il <your-portal-domain>/sso.
10. EEABERX ACSURL T, #f RES AOMRLM AEHE M URL, EESHKIIER :

& A IAM Identity Center %7 SSO
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https://console.aws.amazon.com/singlesignon/

HREIRE Studio (R
EEET , WA ${user:email},

ERRT , ##F emailAddress.

B EATEE MRS,

EEAEAPHNEAERMET , WA email,

7 1AM Identity Center Rt FRERFEREBENRHAT , @A ${user:email},

ERAT , @A "REE. .

© © N o o b~ ©

£ 1AM Identity Center FASERAEFNBERARER

1. #& Identity Center BARAFTEEN ERAEXANERERE , RRBEBRERAE,
2. EBERLEREREAEXNTFIENFERE,
3. I#JE Assign users (EERFEAE).

£ RES IRIFEHERE IAM Identity Center

1. ERREETHHRMNIE Studio IRIEF , AR —MREE,

2. FREDREERSIER.
3. EE—EBAT , EEHRE (RESZE ).
4. FATIHEATHRE :

a. 1EIE SAML,

b. ERMHELEBT A BWACEREILTNER.
c. BEWMATEER IS URL,
d. HALE HEERM URLTE IAM Identity Center iR EFEARE,
e. ERMESFHHEMET , WA 'email.
f. BEEX,
5. ENfEEREEEYKRERERSERACEA

& A IAM Identity Center %7 SSO 69



HZREE TR Studio EREEmR
AE—F A (SSO) RELN G niRftE

Research and Engineering Studio 8{F{i] SAML 2.0 B2 ERE , LUBRBFEHEY RES A0
W EEL, LS RIEMELEIEN SAML 2.0 S REHEBRENIETR, NREBEMEA IAM Identity
Center , 5526 £/ IAM Identity Center X EE —& A (SSO).

(® Note

FRAENETBHLARS IDP SAML BB H Active Directory, BEEH 5 712 EH Active
Directory ##% , Y EHRSEAE,

F&E

- BRELNSSRHEE

- FE RES AFEALZNE S RME

- EFLEERBPRELNE D RME
. {585 SAML IdP F9f&

RELN G DRMEE
AERUEBREGDIREENSE , HHhEERKE RES Amazon Cognito EH&EEENE A

1. RES R&%&H —1E AD (AWS & AD B EHME AD) , HEAE S 2 AFFFEE RES A OMHELA
BHR, &8N AD EEFZNE I REREE  YEASEAESD. BRESHIREENXY , TH
WMMERE AD MRS HERAES D, Hlan, FFSEAWS IAM Identity Center ( FER&EIERE) FHER
Active Directory #8582 KR

2. EIEMN B 7REE (IdP) 5 RES 3RE SAML 2.0 EARER, WEEFTETISH

- SAML E#TE [ URL — IdP AREix SAML 2.0 BIEMRRIER A FE R URL.

® Note
BIR IdP , SAML E#E [ URL AR BTN AT .
- FEAEXN URL
- BHHEER (ACS) URL
+ ACS POST % URL

£ SSO RELM B HIRME 70


https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html

#5EEE T2 Studio EREER

3.

4.

HEHS URL

1. LIEHEE clusteradmin 9% A RES,
2. EEFRIETIE 5 —RRTE > BoEME,

3. EiF SAML EFE@ URL,

« SAML & URI — RIFIREEiw SAML BEREEHME— ID,

(® Note
RIF IdP , SAML % URI AJEE TR ERE :
» ClientID
- EEARN SAML Hi%
- SPEREID

T HIX R HEEA

urn:amazon:cognito:sp:user-pool-id

2 EM SAML R URI

1. LAVEE BT clusteradmin %2 & A RES,

2. BEFREEE > —RERE > FoRHEE,

3. EEFERAELEID,
iRAGE| RES ) SAML BHAMX AR TIIML/EEREREAENE FE M
- SAML 8= NamelD
« SAML EFHH¥

£ 1dP SIRBERE  BRMA/EEMEE SAML B8, RES EEELEML. BIFHER , KSHH
EEERBEASLERL, WRELERTE , FE2RATIRLEATNE,

« AudienceRestriction — §%2E & urn:amazon:cognito:sp:user-pool-id, LA Amazon
Cognito EFEEER ID B user-pool-id,

7 SSO RELM S D iREE 71
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<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

 [EIFE — InResponseTosXEA https://user-pool-domain/saml2/idpresponse. #%
user-pool-domain B4R BIEH) Amazon Cognito EFEEENAE B,

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

« SubjectConfirmationData — RecipientiXEABRKERAEELEsaml2/idpresponselii B
MInResponseTo/R#E SAML 3K ID,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement — #& ;REA T HIEE :

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152T2"
SessionIndex="32413b2e54db89c764fb96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5. tNREH SAML ERERNEEH URL 1L , BEHRER : <domain-url>/saml2/logout.

A SSO RELN T HRIEE

72



W32 EE T2 Studio EREER

WS 4818 URL

1.
2.
3.
6. MR

LEEEH clusteradmin &% & A RES,

BEFRBEE > —MERE > FOREE,

BERE URL,

B8 1dP =2 % B/ LB Amazon Cognito B E4F , 58 T~ & Amazon Cognito 2B /RFE I

HE EEFEH 1dP,

EENSHERRE

R

BARK Amazon Cognito =&,

BREHNERAEEE, SNERAEEERKZR res-<environment name>-user-pool,
EHEARRRSIER,

EBMEEIREERARRY , BERBEEEER.

Cognito user pool sign-in info
Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user
pool.

Cognito user pool sign-in options User name requirements

User name User names are not case sensitive

Email

Federated identity provider sign-in (1) info @ ( Add identity provider ) [( View signing certificate )]

Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID
Connect.

[ Q. Search identity providers by name ) 1 ()
Identity provider A | Identity provider type v | Created time v | Last updated time v
O  idc SAML 2 weeks ago 3 hours ago

&R LAE R R 2R ER IE Active Directory IDP, ¥3 relying party trust , AREAL
KFEFH Y SAML K&,

(® Note
ETREAR Keycloak # IDCo

FERARRRETHRE , B TE SAML 2.0 EAEXPEZE R XML = URL, & LAE T —&id
FRAE.
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3R EE T2 Studio

ERAEER

FXE RES UFEREZN S o RME

TR RES NE—BARE

1. LIEHEE clusteradmin 49 % A RES,

2. BEEFREEE > —RBE > FoRHEE.

Environment Settings

ma ME

Environment Name
res-gaenvl

General Network

Identity Provider

Provider Name
cognito-idp

Managers Group Name
managers-cluster-group

Single Sign-On

Status

Identity Provider

AWS Region
us-east-1

Directory Service Analytics Metrics

User Pool Id
< 1_reuFs £

Domain URL
https://res-gaenv1-9d4688cf-5c14-48d0-850f-
ce96d346a24c.auth.us-east-1.amazoncognito.com

SAML Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-930f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/sam|2/idpresponse

$3 Bucket
r

CloudWatch Logs

Administrators Group Name
administrators-cluster-group

Provider URL
3 https://cognito-idp.us-east-1.amazonaws.com/us-east-
1_reuFsmB8SE

0IDC Redirect URL

3 https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse

3. HE-FAT , BEENEETEZNHEEET , UFARE-ZEAEBEREH,

7 SSO RELM S D iREE
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12

a. #H¥HTRHEE  EE SAML
b. ERMERBD K WAFTRHENE—ERE,

RELENG D REE
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(@ Note
FRFIHMERTIEHE
» Cognito
* IdentityCenter

c. EHEEMNHRET  EREENEEY HEFREER XML X4, St oREER M
URL,

d ERHBEFHEBHESD , WANXFE email,
e. EEREX,
4. EFHARERTEE@E. NREETRE  ASBHAE-—-EA,

HEIFEERBEFRELN S HRRHEE

MREERRANABERIEIFEE RES I]RE , 4§ IAM Identity Center FRE BEH & 7 214
E BB ERETRAN S 7RAE , Sl Okta, RES SSO MAXRESER={EEES Y :

1. fEEEE — EEBW

2. FRERNHE URL — ATBMEDR

3. REMEFEHHEM — AR

BEBUTRERHNREEETEBHEN ST TIEE

1. B1#E Amazon Cognito &,

2. REBEH  EECRELRE,

3. ERfANEREERUBGERAEEERE.

4. REABRRSIER , e s RUEBZALRBMEREN T DREE,
5

—RME K BRFESEFFREN , UREBUERFRFTE, FEEFBUERS , FEERE. &
EFEHPEER NG FEERRPEER,
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Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.
Metadata document source Metadata document endpoint URL

Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

6. WMRBIFEBHEME , BIFEZEEFH DynamoDB Hfi<environment name>.cluster-
settings&Rl&,

a.

b.

d

B DynamoDB T2 & , AR LEBEHBREFER K,

SHIWi#H<environment name>.cluster-settings&RK , AR R BENRERPIR
BR%FHEE,

ERESIEREET , EEHERGELBATISEH
- BHEBRE — key
« { — identity-provider.cognito.sso_idp_provider_email_attribute

BEHT,

7. EEEMNEBET , Bikidentity-
provider.cognito.sso_idp_provider_email_attributeF&H , REZBEHFELUERF
8, BLIFE B TE Amazon Cognito FEVEE,

# SSO

RELH F D RHEE
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ERAEER

I ¥ Scan or query items

[ O Scan ] [ O Query ]
Select a table or index Select attribute projection
{ Table - res-jan19.cluster-settings v ] [ All attributes v J
v Filters (B
N
Attribute name Type Condition Value

(O\ key X] [ String v ] ( Equal to v ) [ identity-provider ) ( Remove )

Add filter

@F
Run Reset
[ © Completed. Read capacity units consumed: 13 X

Items returned (1) Edit String D ( Actions ¥ ) ( Create item )

[ email ) 8 1 & X
@
Enter any string value.
O key (String) v | version v
(J  identity-provider.cognito.ss Cancel B > L 1

{5#5 SAML IdP &

SAML E#tas — B AR IEFT e AR Chrome BIE2R |, SUBHE SAML FFRAME SAML

B, MEFMEF , 5526 Chrome Web Store HfJ SAML B #EES,

SAML FAE AB T E — OnelLogin 7 AR A SAML fRISENITE I
Wi, WMEFHMENR , 52/ Onelogin #85 E# Base 64 Decode + Inflate

Amazon CloudWatch Logs — &R LL7E CloudWatch Logs F#Z RES H&

¥E SAML BRI UE

o

RERHERAESE, ER

B MAEBERE WAFEMEDR /res-environment-name/cluster-manager,

Amazon Cognito 3 — 1% SAML E& Amazon Cognito BEHFFHER |
M ASER) P SAML SoRHEENEEFEAEER.

REEHENER

1. {%Directory Service £ & H , BEFFELHEWN B .
2. EBEIDERT , ENEREAEER.

528 (Amazon Cognito

REMEAENH

78


https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://www.samltool.com/decode.php
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/

HZREE TR Studio EREEmR
3. ERfFAENEAFER,
4. BEEREG

b= VA g bt

MREERANRETHEE , AFERE FRERIEAOMIA Web M VDI #5

(® Note
MREEEZEE GovCloud B , FFHEAEWRBALEREERINE RS BIEIRS PERE Web
FEREXM VDI F#E.

1. BIRX Route 53 £# &,

EREEVUNMEE , RARBEEVHK,

WA 'web' AT HER,

EH CNAME A8 EE,

$HYME , M ALREYHRE FEBAPRBINERS.
BEE %,

HEEY VDC HEcex , FFHEE NLB b,

N o g M b

a. BIBX AWS CloudFormation 2 &,

b. 1#E#E <environment-name>-vdc,
c. BEZRFIWRA <environmentname>-vdc-external-nlb,
d. & NLB %% DNS B,

8. BRI Route 53 £ &,

9. S|RENEE 6 AREBEFEIULHK,

10. ERRHBBT , WA vdc,

1. HERHEET |, ZE CNAME,

12. &% NLB , 8 A DNS,

13. BEE VK,
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https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation
https://console.aws.amazon.com/route53/

#5EEE T2 Studio EREER
#3 ACM FFE

RIETAEE , RES F AME amazonaws.com EEABRXEH L EHBETFEE Web AOBL, BEFH
LECHWREE , BREERELREMRKE AWS Certificate Manager (ACM) FERHIAHF SSL/TLS BFE.
MBEMHEH ACM , BRI EEREHESHE AWS WEREE , UNBAFIHMN Web RIEE# 2
By SSL/TLS B&,

® Tip
MREERBHABERREEY , AIEERE HEBAPERHEEPortalDomainNamel¥ | £
Fhig A SR BRI R TSR E R,

EEEVRIMENER

1. & EE AR AWS Certificate Manager AFERABEBE. MREEIEE GovCloud EiFH
#51E GovCloud &I ERF P E U BE.

BEBERLERE K RREET S,

EHBIBEBT , 5K *.PortalDomainName#l KB PortalDomainName,

EEFEAET |, 1EIE DNS BE,

BEFER,

RBEFFED , AREERNEE. SEAREEEGSERFMAMEE,

o gk~ w D

@ Note
MRERBEIRE , FEMBEBE,

7. BTUTHEE—E:
. EEIE

REBEBREEFNVEEFFMEA T , BEE Route 53 FEV ., BENREEESFAD R
17o
GovCloud % & :

WMREBEIRB I GovCloud EiFH |, FEEE CNAME £ ME. REEIZERS , A &
EABREESPEUNNCSE. BRENVREEEELRS BT,
8. HEHFHIRE ARN LU A A BB BACMCertificateARNforWebApp,

B ACM BF 80


https://console.aws.amazon.com/acm/home#/certificates/request
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ERAEER

Amazon CloudWatch Logs

Research and Engineering Studio 8§ Z%& &7 CloudWatch &M T 5| HFF#4H. WFE
2 #2BETx:

CloudWatch Log E¥#H Retention
/aws/lambda/ <installation-stack- KT B H

name>-cluster-endpoints

/aws/lambda/ <installation-stack- KT IBH
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- KT IBH

name>-cluster-settings

/aws/lambda/ <installation-stack- KTBH
name>-oauth-credentials

/aws/lambda/ <installation-stack- KA BH
name>-self-signed-certificate

/aws/lambda/ <installation-stack- KA iBHA
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack- KT IBH
name>-vdc-scheduled-event-transf

ormer

/aws/lambda/ <installation-stack- KT IBHA

name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> [/ 3 @A
cluster-manager

/<installation-stack-name> /vdc/ 3 @A
controller

Amazon CloudWatch Logs
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CloudWatch Log &#H Retention
/<installation-stack-name> /vdc/ 3@ A

dcv-broker

/<installation-stack-name> /vdc/ 3{@A
dcv-connection-gateway

MBS EESTE AZHEANTERFRE , BB CloudWatch 124 |, WKBIERE CloudWatch
Logs #E€FE HFERHRE.

AXE BRI FF AT SR

1 2024.04 s , LA LREBZBEZEFFTARRRKIEN RES BANAR, BRIFFARRITUESR
# RES CloudFormation 2% —&B8% , FERMFT A SLRM ARN 44 IAMPermissionBoundary 2
K —E50. MRUESEBREFZER , ITSEEM RES A LREHFTRR, UUTE RES ARE
FIENEMEEE, FRESFTEFEANEMFARRABRAT TIEE

[
{
"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",
"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",
"athena:*",
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"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend:*",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",

"drs:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",

"ec2messages:*",
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"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
"es:*",

"events:*",
"firehose:*",
"fis:i*",

"fms:*",
"forecast:*",
"fox:i*",

"geo:*",

"glacier:*",
"glue:*",
"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
‘mg:
"neptune-db:*",
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"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"pi:*",

"pipes:*",
"polly:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb3:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.*",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
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"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",

"xray:*"

X E RES Fi#& AMls

ZEIB X & RES #9 Amazon Machine Image (AMIs) , &I LAE HE] AMI LA AL E ER S EHITER
VDIs) B RES AMIs #84#k. £/ RES-ready AMIs 7] k& i FI 78 S SLERRKAY VDI #1171 B8 B # A%
o {EFH EC2 Image Builder , A 44§ AMIs ZEWFMAFNERREER, NERGEERNFHE
7, FeRURGEERTAEER.

PGBl , BB EEBZIMRAH RES,

T

. %fE IAM BB LFE RES R

« 1 EC2 Image Builder st#

« E{HIZH EC2 Image Builder Bt /5
+ %% EC2 Image Builder /5%

- REMGEERBIGEE

- BITHRGEERRGEEE

« 1£ RES Mg HEE

#1E IAM BB LFE RES RIE

#E1t EC2 Image Builder #7HR RES R R% , L EEB U HIEKE A RES-
EC2InstanceProfileForimageBuilder ¥ IAM A€, WERE IAM SEUARRGESHNFHEER ,
B (RBEERFEHEER) FH AWS Identity and Access Management (IAM),
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
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THAEBREE .

« A% Amazon EC2 BRIENEEEI %K.

« AmazonS3ReadOnlyAccess. AmazonSSMManagedinstanceCore A
EC2InstanceProfileForimageBuilder BUK.
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B (RBEEFREAERERM) PHET  FRARBEERTEAEYTH,

BMABNTHFRAESR

1. $HHER  BERE,

2. SHEMRBIEERME (0S) , i#E#EF Linux = Windows,

3. HEAHERE K BMAEEZRMNER , HlW research-and-engineering-studio-vdi-
<operating-system>,

4. BWATHRRAGRESR , BT E R,

key : value

5, HEZXHYF , BATIERER. IRBEINEMHER , YAML ERSESZH , MEKTBEN
R,

/A Important

EERERYP , MREHN RES RIEMAT BRI , F& T URI (- source:
's3://research-engineering-studio-us-east-1/releases/latest/res-
installation-scripts.tar.gz') latest® iy MR AL ARAGRSR (4l
2025.06).

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at
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#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- GPUFamily:
type: string
description: GPU family (NONE, NVIDIA, or AMD)
default: NONE
phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "mkdir -p /root/bootstrap/logs"
- "mkdir -p /root/bootstrap/latest"
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: "s3://research-engineering-studio-us-east-1/releases/latest/
res-installation-scripts.tar.gz"
destination: "/root/bootstrap/res-installation-scripts/res-
installation-scripts.tar.gz"
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "cd /root/bootstrap/res-installation-scripts"
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- "tar -xf res-installation-scripts.tar.gz"
- "cd scripts/virtual-desktop-host/linux"
- "/bin/bash install.sh -g {{ GPUFamily }}"
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "cd /root/bootstrap/res-installation-scripts/scripts/virtual-
desktop-host/linux"
- 'sed -i ''/“export AWS_DEFAULT_PROFILE="bootstrap_profile"$/d""'
install_post_reboot.sh'
- "/bin/bash install_post_reboot.sh -g {{ GPUFamily }}"
- name: PreventAL2023FromUninstallingCronie
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "rm -f /tmp/imagebuilder_service/crontab_installed"

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-vdi-windows

description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.

schemaVersion: 1.0

phases:
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- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://research-engineering-studio-us-east-1/releases/
latest/res-installation-scripts.tar.gz'
destination:
"{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res-installation-
scripts.tar.gz'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'tar -xf res-installation-scripts.tar.gz'
- 'Import-Module .\scripts\virtual-desktop-host\windows
\Install.psl'

'Install-WindowsEC2Instance -PrebakeAMI'

6. EBUEMBARE A RREEFEIUTH,

(%21 EC2 Image Builder B 5

EC2 Image Builder B A @ EREARRE , MARMMMRGAVER , IREHEN BT RETHR
B, WS — I MEHRER, ELREYNISHE TS , MEALEN RES REBEMAKMERERER
AMI, MFEFNFHAER , F2EREERS.

RES X&E T FIBRBIERERM :

« Amazon Linux 2 (x86 1 ARM64)

#{F&RH EC2 Image Builder Bt 5
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« Amazon Linux 2023 (x86 #1 ARM64)
« RHEL 8 (x86) # 9 (x86)

* Rocky Linux 9 (x86)

« Ubuntu 22.04.3 (x86)

* Windows Server 2019, 2022 (x86)
* Windows 10, 11 (x86)

Create a new recipe

1. 7£ BHRX EC2 Image Builder F 18 & https://console.aws.amazon.com/imagebuilder,
HEREERT , BEERAE S,

BEEVYRERETS.

B A\ M — B B B RA Mm%

BEE RES X ERYEBIRE,

E#TEEAERET , MRARFLLE SSM RERERX |, FLE SSM REEX, EEAEENM
FAEMBLENEREERPRAET.

2

@ Note
mFEMALZLE SSM REEANER , F2H -

* 1£ Linux B EC2 14T L F L% SSM KEEX,
- 7£ Windows Server ) EC2 #i1TEI#8 L F B L EMMAERETE SSM Agent.

7. ¥R Linux BB |, # Amazon E&Eaws-cli-version-2-linuxZEETHHIEE
Bi5. RES ZH#IETTEER AWS CLI 121 DynamoDB # £ EHREER VDI 7E
#., Windows FEZ i té,

8. #1IEA Linux = Windows RIEZE I # EC2 Image Builder 7t#,

/A Important
ST Linux IRIR |, BU4AELHBaws-cli-version-2-linuxBEtl , FEEKFH
L i,
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You can select a maximum of 20 components (including build and test) for a recipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after a recipe is created. Automatic version
choices are provided for each component.

Build components (2)
Build components are software scripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.

v awscli-version-2-linux ;

9. (EE) ¥i8 Amazon Z&simple-boot-test-<linux-or-windows>BIE T4 , LAFERR
ATLARE) AMI, ERRIEER. EAERHEMASEERVBETH.

10. RFBEZREMEAER , HEEAHMEAFENTH  RAREFRIYKRES.

Modify a recipe
MREFHRAEM EC2 Image Builder Bit /5 , BRI E T THERERT -

1. ¥R Linux BB |, #& Amazon ¥ &aws-cli-version-2-linuxZE @ HHiEE
Bl5. RES ZH#IETTEER AWS CLI 121 DynamoDB # £ EHREEM VDI 7H
#., Windows FEZ il té,

2. FEA Linux = Windows RIEE I H EC2 Image Builder T,

/A Important

¥ Linux IR¥E | U AL Baws-cli-version-2-1linuxZE Tl , FEEKFH
g T,

You can select a maximum of 20 components (including build and test) for a recipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after a recipe is created. Automatic version
choices are provided for each component

Build components (2)
Build components are software scripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.

1 i aws-cli-version-2-linux :
Use Latest version

2 i research-and-engineering-studio-vdi-linux-al2 :
Use Latest version

3. BEETHEMBAER , MBEMEMAENTH , ARBEFRIES.

i%7E EC2 Image Builder E 5%

T A LR S A AR R 2 B B A R B A SRS R B B MR M) Amazon EC2 EREY
B, BEHE RES £/ , EUNBBRUFNEBIHES  REAREHERRIEERE,
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- FEBEVHNERRRHERE K FZREVEREHBHERE,
- FECARENERERGEHARE  SENERREERE,

% EELE Image Builder EfEE%

1. ¥ IAM AR  BALLHE PRENACBE[HE IAM AGBLUFE RES IRIE,

2. SrE#ITEBER &EK’J‘FJE 4 GB iCiEEAEE  ITECBEZENER AM 18, 5
Amazon EC2 #{T{EfEE

3. BHRVPC, FRENZLEE A SAYXAATRERAEEEERUUTRERES. EXEAFTFHR RES
IRIEM cluster-settings DynamoDB & ¥R M Amazon S3 EE/FITE,

¢

B

RERRRERMREEE

REZEFRMEEESASERRE. ARZEMARAN TH, EREREHAREN D ERE, #EJ%
RES FifE AMIs SREMRBGEE , B NEFRUFTNEE , AEARBENEE. WFEFHREA ,
B (REBEERFEAERRM) PHEIMER AMI REEE.

Create a new Image Builder pipeline

1. 1 FARBRB IR E 85 £ Ahttps://console.aws.amazon.com/imagebuilder,
2. REEERF , BEERBREE.

3. EEBRVMGBEE.

4. WAW—ERE, BRAER, FENERREEEEFMEN.

5

SrehEIEDL S | BECFABRAERS , RAREIE FEMLHE S EfHER EC2 Image Builder B
7. TERREME S AR ERER,

6. SHHERMGEUERF, *E%ﬁﬁﬁﬁﬁﬂiggﬁﬁﬁﬁiﬁﬂlfﬁumho Eﬁ%?ﬁ%ﬁ‘l_ FBERIE
RIEECEH, NEFHMEN , 328 AEH EC2 Image Builder BB EMREG TIERZ,

7. SIHERERREHERE  BERERANERREAER , ARENE PRYNERREHERERS
7E EC2 Image Builder E/58 i, WA ERREFMERAERER,

8. HHERDMRE , BECABRBRARMERELSMRE, BHRELEMRERZRN RES RiE
AWS B R F. ERARBRARE K SEEARGERERN EEHEIREK,

9. REEEFMES A ARREBEEFEEIETE,
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Modify an existing Image Builder pipeline
1. BECEARENEE , FIENGFAERAERE PEIUE S EHERN EC2 Image Builder Bt
Ho

HITRERERREEE

EEELARENBERG  CLEARBRBEE. BEEFURFERE—/EBNKRE , SRIURNIR
BESPHTHHE,

ERYTREBEE
1. RBREEED , EIE FRIUNEERERGEESFREEE.
2. HEBES , EEITEE.

£ RES AR aE T HY 2K Be st

1. B1E PR Rthe section called “EiBE HE B (AMIs) 2REF R ERBEHE B
2. ¥ AMIID , WARER 28 HREHN AMI IDETREEESEREEE,

£ RES ZHR R EBI #E

® Note

FRIGH - BAALABEMN PrivateKey ABZMIE Secrets Manager MZEH |, FEEHITIE
LS B,

BEIIEE Web A F i
1. BEWEEENE-ab BEHFEHRZEEXNERE

a. BEEZE AWS E# A EC2 > Load Balancing > Load Balancer TH) RES #\Zf & & ¥ #25.
b. ESEBREGRE WEHFEEF<env-name>-external-alb,
c. BMEEEFEHTEHB|NEREN,
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d. EFERRHMBRFMEFERE TR SSLTLS BENEREN,
e. RELENEBE,

2. ERERTEERERP

a. 71 DynamoDB -> Tables -> RS KRB LR EE Rl FK<env-name>.cluster-settings,
b. BIFIRKRIEE WKBUEHE - B "key". WA "string". &4 "contains" F{&E

"external_alb",

c. cluster.load_balancers.external_alb.certificates.provided FREA True,

d EWW
{fEcluster.load_balancers.external_alb.certificates.custom_dns_name,

iER Web FAENHEMN BRI HEERE,
e. EFW MW

{Ecluster.load_balancers.external_alb.certificates.acm_certificate_arn,
1ERFME Amazon Certificate Manager (ACM) A ¥ FE/RFE Y Amazon Resource Name
(ARN),

3. EHER Web FIFIREMKHIE Route53 FHEEIEEE , USSR alb BT #2747 DNS &

fB<env-name>-external-alb,

4, WMREAEFREBEHERE SSO , FHEAE RES Web AP RIEEE > 5HEE >BE—FA >R
R > BRI RYER E’J*ﬁlﬂﬁﬁl]\i%ﬁaﬁ?ﬁ SS0.

A BEFIEE VDIs
1. BTIEBFEERES , BT RES BERABEAHMEINIT GetSecret HIEWFFT :

e res:EnvironmentName : <env-name>

* res:ModuleName : virtual-desktop-controller

2. ERERTEERRP

a. 7t DynamoDB -> Tables -> F & X BEEFREE B« <env-name>.cluster-settings,
b. BIFRKRIEE WKBUEHE - B "key". TR "string". &4 "contains" F{E

"dcv_connection_gateway",
c. vdc.dcv_connection_gateway.certificate.provided 8RE4 True.

d. ¥E# B{Evdc.dcv_connection_gateway.certificate.custom_dns_name, iE=Z

VDI ZE BETHIEE .
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e.

il
fEvdc.dcv_connection_gateway.certificate.certificate_secret_arn., iR

FHBEABT ZHWEN ARN,
E Y

fEvdc.dcv_connection_gateway.certificate.private_key_secret_arn., &=

FRALEERABRZWER ARN,

3. EHMARFEHTEERNRBIEL

o

= o o 0

Q@

£ AWS E#AH EC2 > Auto Scaling > Auto Scaling ##8 T BAEX Auto Scaling &4,

ENHEE RESRIENRAEBBIEREE. EBERMmEEH <env-name>-vdc-
gateway-asg.

EFHHMEFEERPSRILEFRBIE A,

HEFHMEEA > B > BEESHREER ( BYHRE) .

[ B EERFHER.

BEBERES , EFAEER.

SREF CERTIFICATE_SECRET_ARNFI PRIVATE_KEY_SECRET_ARN, fEFARMEBEFEHRE
" (BESHESPB 2.ARNs FEFHELE,

HEE Auto Scaling B REAFARITET MBI EAMRA (1 Auto Scaling B E
|),

4. EFELRERKEEMAHIE Route53 FREIREE , SUEMNER nib B & FH 2R DNS &

8 : <env-name>-external-nlb,

5. #IEBEHM dev-gateway H{TIEBE : <env-name>-vdc-gateway X EFHANHAITEEEED,
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ERAEER

BEEERE

HWEESEMARNYRREEEBNME S BFTIE AWS Em LR Research and Engineering

Studio BE R H AR,

ES |

- WEEE

PR 2 B 12 42 )
AT B RAR
THERERERE

RIEEHE

MWEEE

Research and Engineering Studio &£/ # & T 5323 AWS Secrets Manager. RES BEREE
HEEBHRINE. EEEERREVHBWANMESBALSE,

WEZH

<envhame> -SSO-
client-secret

<envhame> -vdc-
client-secret

<envhame> -vdc-
client-id

<envname> -
vdc-gateway-
certificate-pr
ivate-key

<envname> -
vdc-gateway-

Description

RENE-—ZA
OAuth2 F Fimts 2

vdc ClientSecret

vdc Clientld

MENBREERRE
MEE®

WMENBEREERRE

E4R RES

v

EEEEWMA

WEEE
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T 5 #Z ARN EE2E 7 DynamoDB B <envname>-cluster-settings& &R :

W32 EE T2 Studio EREER
MEE B Description EER RES EESE@mA
certificate-ce
rtificate
<envname> cluster-manager v
-cluster- ClientSecret

manager-c

lient-secret

<envname> cluster-manager v
-cluster- Clientld

manager-c

lient-id

<envname> - BB BEREERR v

external - IELE

private-key

<envname> - BB BEREEERR v

external-

certificate

<envname> - B EREERE v

internal- IELE

private-key

<envname> - BEHERFERE v

internal-

certificate

<envname> ServiceAccount £ v
-director EHH5IZ 7 (DN) B

yservice- .

ServiceAc

countUserDN

WEEE
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iR HIR

identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica HE
te.certificate_secret_arn
vdc.dcv_connection_gateway.certifica b::f )
te.private_key_secret_arn
cluster.load_balancers.internal_alb. HE
certificates.private_key_secret_arn
directoryservice.root_username_secret_arn
vdc.client_secret b:if )
cluster.load_balancers.external_alb. by}
certificates.certificate_secret_arn
cluster.load_balancers.internal_alb. b:if )
certificates.certificate_secret_arn
directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id
cluster.load_balancers.external_alb. HE

certificates.private_key_secret_arn

cluster-manager.client_secret

DN ]

(® Note

AWS Budgets A% ##% Research and Engineering Studio EZ 82 2 7 B3 AWS GovCloud
(US),

AR BRI MR
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FRIIEZRZIEIR AWS Cost Explorer B FEE | HBIEERA, EBEUEEE., METEFMEE
F, F2EEE WEEBHEthe section called “AWS tLE BT BRIE

ATHEBRAA , B RES EREHPEVHTEHEE I BB AWS Budgets, &4 E EBAR
ERA 7 REBRANRRER.

1. BAAWS EEFEAIHEL AWS Billing and Cost Management £ &,

2. EBERESEER.

3. ESWEH res:Project# res:EnvironmentNameiZH,

4. & Activate (BA).

Billing x
Cost allocation tags e B1 Download sV
Home Cost allocation tags activated: 3
v Billing
User-defined cost allocation tags | AWS generated cost allocation tags
Bills 4
Payments @
Credits User-defined cost allocation tags (2/47) inte
Purchase orders
‘ Q_ Find cost allocation tags 11 matches
Cost & usage reports
Costallocation tags (£
Free tler - -] Tag key a  status v Lastupdated date v Lastused month v
Billing Conductor [3 [m] res:BackupPlan ® Inactive November 2023
v Cost Management O rescClusterName ® Inactive November 2023
Cost explorer [2
ost explorer [ [ resDCVSessionUUID @® Inactive November 2023
Budgets
Budger: O ® Inactive November 2023
Savi 3 ® Inactive November 2023
v P [m] lodulel ® Ina November 2023
Bl (] loduleName ® Ina November 2023
Payment preferences
u] Moduleversios ®! November 2023
Consolidated billing [2
Taxsettings =] NodeType ® Inactive November 2023
v Permissions Project ® Inactive November 2023
Abbmrent anivin £7

@ Note
#ER , RES BRRZIRFEE - RNEBHIFHR,

HEHEY RES ERNTEE :
1. EIREXZAS  BERE.

-

E

Xa

2

3. EEE EERET ().
4., EFEEEET , BERLHEE - E&.
5 igg-lt_fo

\
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https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://console.aws.amazon.com/costmanagement/home

oEEE T2 Studio

ERAEER

Step 1
X
G Choose budget type
Home
Step 2 Budget setup
Set your budget 3
¥ Billing &/
Bills Step 3 ") Use a template (simplified) © Customize (advanced)
Payments Configure alerts Use the recommended configurations. You can Customize a budget to set parameters specific
change some configuration options after the to your use case. You can customize the time
Credits budget is created period, the start month, and specific accounts.
Step 4 - Optional
Purchase orders i ’
Attach actions
Cost & usage reports
Cost categories Steps Budget types
Cost allocation tags Review
Free tier O Cost budget - Recommended =
Billing Conductor [ Monitor your costs against a specified dollar amount and receive alerts when your user-defined thrasholds are
met. Using cost budgets, the budgeted amount you set represents your expected cloud spend. For example,
You can set a cost budget for a business unit and then add additional parameters such as the associated
¥ Cost Management member accounts.
Cost explorer [4
Budgets 1 Usage budget
Budgets reports Monitor your usage of ane or more specified usage types or usage type groups and receive alerts when your
9 P user-defined thresholds are met. Using usage budgets, the budgeted amount represents your expected usage.
Savings Plans [2 :Dr ex:m:ste, Yyou can use a usage budget to monitor the usage of certain services such as Amazon EC2 and
mazon S3.
v Preferences
Billing preferences *) savings Plans budget
Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
Payment preferences drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
; covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or
Consolidated billing [ underutilized.
Tax settings
w Permissions ) Reservation budget
Track the utilization or coverage associated with your reservations and receive alerts when your percentage
Affected policies [2 drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon
ElastiCache, and Amazon Elasticsearch reservations

\§/ Cancel Next

6. HEFMHEIAT , AENEERAGEZNEAEER , SHESRFTIWEMEATR S BR. Hl10

<EnvironmentName>-<ProjectName>-<BudgetName>,

7. EREHEESET K BASZRNEESH.

8. HEREHER , BEFEHERTE AWS BAHE,
9. BIEMEEREM.

10. EHET , BEER,

11. EEET , EH res : Project,

® Note

EBNERZARFEEMASEEA, EUAEEREBENTAKEYES,

12. #ET , BERERER.
13. BEEZRGBRMKRMG , KERGERMERERE,
14. EET_io

A B R )
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Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

) All AWS services (Recommended) © Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

"EC2" to budget against.

Dimension

), d
(Tag \

d res:Project ) v ‘
{/ Values \

‘ Filter tags by values v ‘

project1 X

~—

Cancel

¥ Advanced options

Aggregate costs by
‘ Unblended costs v ‘
‘ Supported charge types v ‘

‘ Upfront reservation fees X ‘ ‘ Recurring reservation charges X ‘ ‘ Other subscription costs X ‘

‘ Taxes X ‘ ‘ Support charges X ‘ ‘ Discounts X ‘

15. (EHM, ) #MERERE,

16. BET—%,

17. (B, ) NRERERE , BEAEZDFERREEFTRENAEDF.
18. BET—%,

19. MAREAR  IRICEEGEESHTRELENER.

20. BEEVHEH,

A B R ) 102



#5EEE T2 Studio EREER

BERECEY , EULBAERNEAR., ZZRMERNTER , 5526 the section called “fREZ
F, NRBEEE A ERKASEZIRD. IRERDRERERRE A KERKEEERF,

NMREFELERE  FROFRARERESH. SFE RESHBZSURFTE 15 DEFFEN.
RE , BUUNREERUFRESE,

AR AT R AR

B HERRTE RES BEEEM] RES ARG ERERBEN —BREBANERRAR, BIUE
HREREHER A,

&

- ERIEH

- BEEEEERERNER

- REEBERNEED N

-« T& CsV

JoIRRH
% ZE{# H Research and Engineering Studio B R ANMERIR , B4 AKX -

- BUSR

- £ AWS Billing and Cost Management T &P EIEE,

- BAEEERZER (F2H FEEX).

- AEAH RES HENIRFRAREA S MEIR, &EEEM , FHRRBTITRET

1. ABEIMNERIE VDI, EE]TE AWS Cost Explorer Fffires:ProjectiZH , RZ AR
E 24 /N,

2. BIUESRR K BRAEBRRMSEE ., iBEZBLE Cost Explorer FEUAEZR. LEFUREEE
B\ 24 N,
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https://console.aws.amazon.com/costmanagement/home
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/

ZEEE T Studio EREER

Cost analysis onboarding info

To start tracking expenses incurred over a period of time, take the following steps.

Step 1 - Launch desktop Step 2 - Enable cost tags

Launch your first desktop within this account and wait up to 24 hours for cost allocation tags to create. Once tags are created, enable cost allocation tags for the web portal and wait another 24 hours for data

to display.
Launch desktop ; N
( Enable tags )

EREEERKERNER

EEREAENEREREE T RES RETEERAENERAEMRE, RIFER , BERERBEEH
BRE 5 HER, SUNEGERINEN THNARFEPRNBEER , FAREEREXZNTEE

[=1-]
o

Projects with budget assigned @ ( Review projects ) ( Create project )

Track the current status of budgets.

Project name

test-project-2

test-project

0 2000 4000 6000 8000
Budget (USD)

W spent @ Exceeding Remaining

v Display settings

Filter displayed data

[ Find project by name v ]

[ test-project-2 X] [ test-project X]

test-project-2 test-project

BREL USD ERERNEBEEENTE. NENELEHE, SEEMEBERKL | LERSEE?R
FYHEY) USD €8, Bl REEL LANREERNEVERESE , UARERNELERE
[T

SERERERERNES 104
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ERAEER

Projects with budget assigned

Track the current status of budgets.

Project name

test-project-2

W Spent 1,792.09 USD
@ Exceeding 0.00 USD
Remaining 8,207.91 USD

test-project

0 2000 4000
W spent [ Exceeding

Remaining

v Display settings

Filter displayed data

[ Find project by name

test-project-2 X test-project X
test-project-2 test-project

By ) [ 2R B9 R AR 50 AT

REEEEBNRA D TEREE N EENEAERIRAHE, RIFFER ,

@ ( Review projects ) ( Create project )

6000 8000
Budget (USD)

ExEETEL6EAR

MEEER. ceRMmMEREEERNNBKAERE 5 BER , UREENNBEHEEE. BRTH 5 @
HBEHN  rEEHMENNERTERETHEMERT.

Cost analysis over time

Track expenses incurred over a period of time.

@ Download csv ¥

Costs (USD)

25.00

20.00

15.00

10.00

5.00

0.00

Aug 2024 Sep 2024 Oct 2024 Nov 2024 Dec 2024 Jan 2025

Wasd Wabc-123 M projectl
v Display settings
Filter displayed data Time range
[ Find project by name v ] [ 2024-08-01 — 2025-01-31 ]

project’ X abc-123 X asd X .
[ project1 abc-123 asd Granularity

[ Monthly v ]

Iy P B R O AR 0 AT
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EmERA

BUMRER, KEEENGHEEEETHE , LBTRKREBERREHRARDN. WRBEETERD
EERMES  REELH—EEERE K RILREERIIENERE IR ENHREAESHE
3o

L £ S

ECRERERETINENTHNNEER , C2EEWN RESREFEIERNTREE, LEFIE
REE  YETEHEARERNR,

(a - ﬁ
abc-123

abc-123

(<]

asd
asd

(<]

project1
projecti

(<]

res-integ-test-gw1
res-integ-test-gw1

O

[ Find project by name A ]

projectl X abc-123 X asd X
project1 abc-123 asd

EERESE

ECEERYHER K URECHENEENEEHE, ERZREYHEER  SEATENERE
BURTEBH, fla, MREE 2025 F 2 AZHBE 6 BARE , EXERRFEHEEA 8/1/25 -
1/31/25,

Relative range Absolute range )

Choose a range
O Past1day

O Past 7 days

O Past 1 month
(O Past 6 months
O Past 12 months

(O Custom range
Set a custom range in the past

Clear Cancel Apply

Iy P B R O AR 0 AT 106
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( Relative range Absolute range

< August 2024 September 2024 >

Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat

2 3 1 2 3 4 5 6 7

4 5 6 7 8 9 10 8 9 10 11 12 13 14
1 12 13 14 15 16 17 15 16 17 18 19 20 21

18 19 20 21 22 23 24 ||22 23 24 25 26 27 28

25 26 27 28 29 30 31 29 30J

Start date End date

[ 2024/08/01 ] [ 2025/01/31 ]

Clear Cancel

BHEE

FLUNRERASA. SEISIREEEENER. S KEHIEREEXERS 14 RN BHE
E. SARHAREEXESK 14 BANRAHHE.

[ Monthly v ]
Daily
Hourly

[ Monthly A ]

T& Csv

FEZEHBANRADRE  FEERBERRAIMEALANTEH CSV, THHN CSV B8EEH
BRSHEMEBERNEAEN , UARKERNMRE R RAEET

T&Csv 107
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Home Insert Draw Page Layout Formulas Data Review Vii

&Dv A Calibri (Body) vii12 A A A
[ v

Paste < Biie I V) A ov A v

1]
11|
11l
I

Q Possible Data Loss Some features might be lost if you save this workbook in the coi

Al . fx | res:Project

A B C D E F
1 | res:Project lasd($) abc-123(S) project1($) Total costs(S)
2 res:Project total 24.136179 21.67188038 12.9429946 58.75105397
3 8/1/24 0
4 9/1/24 10.7180966 10.7180966
5 10/1/24 10.95378378 10.95378378
6 11/1/24 24.136179 24.13617901
7 12/1/24 0
8 1/1/25 12.9429946 12.94299457
9
10
11
12
13

TERRERERE

THBRRERRREEEEDINRE  ARMBNARTERE. SAEREAE , CTUAKER
FEHERRETRUNEREDK THRE,
T
© BER
IR
BB (AMIs)
- B
-

RE

i

Alr
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ERAEER

BERIR

Research and Engineering Studio

res-stage (us-west- <

2)

v Home

Virtual Desktops
Shared Desktops
File Browser

SSH Access

ADMIN ZONE

v eVvDl
Dashboard
Sessions
Software Stacks (AMIs)
Permission Profiles
Debug

Settings

» Environment Management

Virtual Desktop Dashboard

Instance Types (1)

Summary of all virtual desktop sessions by instance types.

mé6a.large

M méa.large

Base0S (3

Summary of all virtual desktop sessions by Base OS.

Windows

Amazon Linu...

B Amazon Linux2 [ Windows

Availability Zones (9

Summary of all virtual desktop sessions by Availability Zone.

us-west-2a

W us-west-2a

THREREEERRITREESRERR

1. BT EREE
2. THEEBHIRRE
3. EREXRRR

4L & demoadmin1 v

Session State (2

Summary of all virtual desktop sessions by state.

STOPPING ,

[ STOPPING

Project (4)

Summary of all virtual desktop sessions by Project Code

project1 !

M project1

Software Stacks (6

Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -

0 05 1 15
No. of Sessions

~

[ sessions

BERIR
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M T Studio ERERER
4. R

5. AT AEH

6. R

s EEERM

7. EMEERBRRUEHREA,
8. BIERIATIEMFERUEEE TERE.,

TERSER

T {EBE RS B RFT B £ Research and Engineering Studio F 2V WERSH, RIERRER , &9
DEREMBR TR B EARE LT TERER.

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions eJaI Desktops. o
)

Actions Vv

@ Created ¥ Last 1 mont

All States ¥ All Operating Systems ¥
-] Session Name v Owner v Base 0OS Instance Ty... State Project Created On
[ demoadminiaml21 5 demoadmin1 Amazon Linux 2 méa.large @® Stopped projectl 9/27/2023, 8:31:50 AM
a demoadminiwindows1 demoadmin1 Windows méa.large @® Stopped project1 9/27/2023, 8:38:23 AM

1

1. EREE  REEERBHEEARYIETN TEREREERER.
2. BN TR ERBIETIRERK
a. MBI ERE (s)
b. 1% 1L/KER THEFE ER (s)
c. SR HI{Z LE/REE TEPKER (s)
d. #& 1 THERKER (s)
e. MH L IE TIEREER (s)
f. Session(s) EE{EAREE
g BUHBEHE
3. BEEV TERERAEM I TERER,
4. EBES TERE , YRRENEERREER,

TEREER 110
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5. BEMTFERBBUMRESFMER,

BT TERER

1. BERINTERR. MBFHNERKEEEREERR.

2. WAFTEEERRFHEER.

3. (ER, ) RABERERZE  UREHAHMFEES  FI07#8 ID M DCV TEEERER,
4. BERX.

TEREER 111
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ERAEER

Vy

Launch New Virtual Desktop X

Session Name
Enter a name for the virtual desktop

[ )

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(2 )

Project
Select the project under which the session will get created

[ v

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2 v ]

Software Stack
Select the software stack for your virtual desktop

[ ")

Enable Instance Hibernation
Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

©

Virtual Desktop Size
Select a virtual desktop instance type

(a )

Storage Size (GB)
Enter the storage size for your virtual desktop in GBs

10 )
Show Advanced Options

©

TEFEERFFHIERA

RTERERBES , BN TERERRBURE TFERERFHEER,

TEREER
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RES Virtual Desktop Sessions 8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1ami21

General Information

Session Name Owner State
demoadmintami21 demoadmin1 @ Stopped

Details Server Software Stack Project Permissions Schedule Monitoring
Session Details
RES Session Id DCV Session Id Description
8765705b-8919-48ba-901a-19e2c49cf043 bd63e69a-e75a-427b-b4c8-39d7c43b95ad -
Session Type Hibernation Enabled Created On

VIRTUAL No

9/27/2023, 8:31:50 AM

Updated On
9/29/2023, 11:01:20 PM

ERREHED (AMIs)

MEEHEBERE , BT LLELE Amazon Machine Image (AMIs) S E BB BRI &,

RES Soff

Software Stacks

Stacks (AMIs)

All Operating Systems v

Name Description AMIID Base 05 Root Volume Size Min RAM GPU Manufacturer Created On

2 CentOS7 - ARM64 CentOS7 - ARM64 ami-07f692d95b2b9c8cS Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
CentOS7 - x86_64 CentOS7 - x86_64 ami-00f8e2c955f7ffa9b Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHELS - x86_64 RHELS - x86_64 ami-0b530377951178d6b RedHat Enterprise Linux 8 10GB 4GB N/A 6/7/2024, 11:25:19 AM
UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-073ff8e13d826b7f8 Ubuntu 22.04 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHEL7 - x86_64 RHEL7 - x86_64 ami-0bb2449¢2217ch9b0 RedHat Enterprise Linux 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - x86_64 Windows - x86_64 ami-0667133d0dc6089e 1 Windows 30GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - AMD Windows - AMD. ami-05df91be1d294f195 Windows 30GB 4GB AMD 6/7/2024, 11:25:20 AM
Windows - NVIDIA Windows - NVIDIA ami-00d7af9d003819a90 Windows 30GB 4GB NVIDIA 6/7/2024, 11:25:20 AM
RHEL9 - x86_64 RHELD - x86_64 ami-099185fc24d27c2a7 RedHat Enterprise Linux 9 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - ARM64 Amazon Linux 2 - ARM64. ami-04ed2b27d86¢17f09 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - x86_64 Amazon Linux 2 - x86_64 ami-Oee5c62243ab25259 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM

1

1. EEZRSRANHEHER  FEAERRR TN BERERRRETE,

2. EMHEBHEBNEE LRt EENEFEET.

3. REERMEENERRE K AREADFEDIERKIFEELER , WiSHEREREER,
4. BZIEE M HE B IR R R MRV HED

EREEHER (AMIS) 113
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HMFTEREE
o 1K B8 3 A Y 8 ] R SRR ML TRV 3

-]

1. EEEMREER,
2. BAFHBHERNFHAET.

3. EBEERX,
r b |
Register new Software Stack

Name
Enter a name for the software stack

[ )

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ )

AMI ID
Enter the AMI ID

[ )

AMI ID must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2 v ]

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[N/A v]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

(0 )

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

(o )

Projects
Select applicable projects for the software stack

[ ")

Tenancy
The type of tenancy

[ Shared v ]

ca ncel m

RS =

REEHERERIGESR

ERBRMNTNHREHRE SR EREER, B , NREEEENBEL 2R HERIIEE
HR , FYTTIEE

|—]

HEHB (AMIs) 114
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ERAEER

® Note
BRERBBHERETIGEARBNER,

1. EERHEBEEL  ENECEFEEERCERBERNERRE,
BEBE.

BERE,

ERERTHNFERNER,

0D

r
Update Software Stack: RHELS - x86_64

Stack Name
Enter a name for the Software Stack.

[ RHELS - x86_64

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ RHELS - x86_64

Projects
Select applicable projects for the software stack

[

Tenancy
The type of tenancy

[ Shared

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

[

(oo x) (2

5. BEEXR.

DR (AMIs)
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A SR E T A ERE KR,

SR BB VDI $TEESE

ﬁ#%ﬂﬂﬂz‘fﬁﬁﬂ’\ﬁiﬁgiﬁa , BAER AN BTEBRINEE, SESEHEENERFESRR
EREFERNBEETEHR, SN EZRXRINEREH AN TERRIINEE,

j Research and Engineering Studio 4 8 admin1 v

res-deploy (us- Review the virtual desktop settings s
east-2)
Module Name Module ID Version
v Desktops virtual-desktop-controller vdc 2024.12.01

My virtual desktops
Shared desktops

General Notifications Server Controller Broker C i [ Logs
¥ Session management .
Session ®
Sessions
Software stacks Idle Timeout CPU Utilization Threshold Enforce Schedule
Debugging 43200 minutes 30% Yes
Desktop settings Transition State Allowed Sessions Per User
. Stop 5
v Environment management
Dashboards New
Projects DCV Host @
Users
Allowed Security Groups Max Root Volume Size
Groups
1000 GB
File systems
53 buckets Allowed Instance Families and Types Denied Instance Types
Ident ¢ ; gld
N
lentity management New . gadn
Permission policy . g5
Environment status * méa
. 3
Snapshot management . meg

Environment settings

EEREZRMERN T ERERINEEELE

1. EREHEEEL  EETEEERER,
2. EEDF RAREIREHED,
3. RAFMTERBRINBEETH THNXNBTENREMFTNHITERRINEE,

EREEHER (AMIS) 116
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ERAEER

4. EHUER,

® Note

Update Software Stack: RHELS - x86_64

Stack Name
Enter a name for the Software Stack.

( RHELS - x86_64

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

{ RHELS - x86_64

Projects
Select applicable projects for the software stack

(

Tenancy
The type of tenancy

[ Shared

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

(

MRAFHTEBRINERLHETSHTERBRIINZRIIANATERER (H0
t3#M t3.1large) , AIHEHEEN AFHTERRINEEBHN TRAREISISHTEE

R,

/A Important

- RREBRVAFFBEEPRBRATERER/RIE , BREABEMERBHERPBIR,

- EREEBRFENITERER/ RIS ADHEEREBHES,

DR (AMIs)
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WA REHEBEFAER

RERHEEREE , ENREEERLEBURAHEFAER, S UERNREBHERNRIRRE , BED
15, RRZERE URE R,

VDI AR XE

ELEMINSEEESGERAENREHER  Sr AR SEEEBRE\VDIs BEFEA, EL
T=@EH8AA :

- HA (FEFR) - EFALAERHNTEESNIT VDIs

- ERHTEE - FRAEASTEREST VDIs

- BRI - FRAEAE#EIT VDIs
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ERAEER

EEE A AR

Register new Software Stack

Name
Enter a name for the software stack

[

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[

AMI ID
Enter the AMI ID

[

AMI ID must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[ N/A

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

(s

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

(0

Projects
Select applicable projects for the software stack

[

")

Tenancy
The type of tenancy

[ Shared

v)

CEXRZREARNEEEEIHER, XETIHESZHER

o FHEREE - £ AWS License Manager 2§ S #E R B

- TR ID-BEMNEH D

DR (AMIs)
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Tenancy
The type of tenancy

[ Dedicated Host v ]

Tenancy Affinity
The relationship between an instance and a dedicated host

[Off v]

Target Host By
The type of target host

[ Host Resource Group v ]

Host Resource Group ARN
The ARN of the dedicated resource group

[ )

Tenancy
The type of tenancy

[ Dedicated Host v ]

Tenancy Affinity
The relationship between an instance and a dedicated host

= 2

Target Host By
The type of target host

[ Host ID v ]

Tenancy Host ID
The ID of the dedicated host

[ )

EEERE VDIs BIEE VDI FTENEMEREEREHESERATHIER , 35K ( License AWS
Manager fEF&EFM) PNEV BREEREN AMIs FIEIRE | ASREE AMI 237 BB,

#7118 Rocky Linux O BXE8# &

RES R BEAM Rocky Linux 9 FYTEER K BEHSE | R AER A EA WL Rocky AMI LUK 204 {5 F A9
B=

1. BAAWS 25, AEFIE EC2 ERAEHPM AMI B EHMH,

2. 7 AWS Marketplace Z5|FEE T# S E B4 Rocky Linux 9 AMIs,

3. f% Rocky Linux 3#E{& %A Rocky Linux 9 B9 AMI ( BJ ) - x86_64,
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https://docs.aws.amazon.com/license-manager/latest/userguide/license-rules.html#ami-associations
https://console.aws.amazon.com/ec2/home#AMICatalog
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2 Rocky Linux’ [Rocky Linux 9 (Official) - x86__(-34]
By Rocky Linux [? | Ver 9.5.20241118

ok Kk 73 AWS reviews [

Starting from $0.00 to $0.00/hr for software + AWS usage fees

Select

Rocky Linux is a free, open, community enterprise operating system
designed to be 100% bug-for-bug compatible with the top
upstream enterprise Linux distribution. Built by the community, for
the community. With fully open and transparent development,
there's plenty of opportunity for anyone to...

4. EHUER |, BEFMAIFTE.
5. MLEH K ARERFME AMI K AMI ID,

AMI Catalog

An AMlI is a template that contains the software configuration (operating system, application server, and applications)
required to launch your instance. You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or
you can select one of your own AMls.

AMls
Selected AMI: (ami-0a73e96a849c232cc)

‘; Q, Rocky Linux 9 X ]@

Quick Start AMis (0) My AMis (176) AWS Marketplace AMIs (589) Community AMIs (500)
Commonly used AMIs Created by me AWS & trusted third-party AMIs Published by anyone

( Create Template with AMI ) Launch Instance with AMI

6. BRI RES AO#EuE , WAL AMI EREHEEEE FEMTHNREHE,

BREORSHEREERIEARBNASRE. SBUUERLEERREEIHBIER, VD THR
SIEREETIHTERSEESE , M VD THEERRZRSIEBRSFETETH TERBER.

View hosts and sessions registered with NICE DCV Broker

v Home

Virtual Desktops

Shared Desktops

VD Host VD Sessions
File Browser
SSH Access
of{ 1 item
©"servers" : [ 1 item
ADMIN ZONE ©0:{ 15 items
v evDI "id" : "aXAtMTAtMy@xNTctMTkOLmNvcnAucmVzLmNvbS@xMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQ4NDEYN2E1MzgwZDU4YjIzM212Zjg=""
"ip" : "10.3.157.194"
Dashboard
"hostname" : "ip-10-3-157-194.corp.res.com"
Sessions

"default_dns_name" : "ip-10-3-157-194.corp.res.com"
Software Stacks (AMIs) " "
port" : NUEE
Permission Profil
ermission Profiles ©"endpoints" : [ 4 items
©0:{ 3 items

Settings "port" : 8443

Debug

BRés 121
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RHERE
BAUEAREREREMRREHEERSEMEBHNEIR.

RES Virtual Desktops Settings

Virtual Desktop Settings

Review the virtual desktop settings

Module Name Module ID Version

virtual-desktop-controller vdc 2025.03b1

General Notifications Server Controller Broker Connection Gateway CloudWatch Logs

Session ®
Idle Timeout CPU Utilization Threshold Enforce Schedule

43200 minutes 30% Yes

Transition State
Stop

DCV Host ®

Allowed Security Groups Max Root Volume Size
1000 GB

Allowed Instance Families and Types Denied Instance Types
-3

s gddn

* gdad

. g5

¢ méa

* még

—
— WA BETROFREE , Hl
QuUIC

A QUIC LAfm#F TCP A A ERRE M AR BREADE.
75k DCV T{EREER 3 E

ARPBEERKEAVTER DCV TEERER, REFTEBRARENEZLNRE. EEERRHT
EREENEEREEERIEES THEEREENER.
BEERSECRAENER AT TIERRE

BEERSVERE AR VDI TERRBENERE.

A Al 2%
ARBFRFSIERAIREFIERE |, flW

REE 122
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ERAEER

DCV T{EFEER B R B

Z%DCV TR EEBTEERNKE. EFTLERE TEMENMRE , 1E1 DCV AFK

5 Web ZIE2REIR TIEME R

BB RSB 5

ZEBOAFRERBEESHNER,
CPU A XRE

ERSRERN CPU FEAE,
RETRE XN ER

EHE R E TR R L RRRER TR A D,
AFFNBITERER

A AL RES RIBREN BT ERBRIMA/NEE, ARESHTEBRINHTEEBANMEE.
flan , MBEIEE 'm7a', Bl m7a RIIMWFAE RN LMESR VDI TIER B E ., MREEE
'm7a.24xlarge’' , Bl RE m7a.24xlarge A A VDI TEREB B . WEESFEREFHMESR

Z=

<o

RES Virtual Desktops

Settings

Virtual Desktop Settings

Review the virtual desktop settings

Module Name Module ID
virtual-desktop-controller vdc

General Notifications Server Controller Broker
General

Quic

Quick UDP Internet Connections (QUIC) is a protocol that attempts to improve streaming in higher latency
environments.
Toggle on to activate QUIC in favor of TCP as the default streaming protocol for all your virtual desktops

© pisabled O

Subnet AutoRetry
© Enabled

Default DCV Session Type

Default setting will only apply in cases where Instance Type and Operating System supports either Virtual
or Console Session Types.

( Console v ]\

Connection Gateway

Version
2025.03b1

CloudWatch Logs

eVDI Subnets
. subnet-0631e566e706ad31e
. subnet-00d930afd7485¢9a5

Randomize Subnets
© Disabled

Default Allowed Sessions Per User Per Project
Default value for allowed sessions per user per project.

5 £

KRERE
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RIEEE

& Research and Engineering Studio BWIRIEEEBERY , EBFEAETUAEMRANIERERELN
EERMBNIRE, EERETNLSEEER. RENHOKENTH  2HELLNREDET, FH
EULURENBIELRE  URREHERNBESER , KMERRER, AEMEREBRAR,
MAEXEHMERRIRE,

*RE

o IRIBAREE

- IRIBRTE

- FRE

« Groups (E¥#8)

« HX

o FFUBR

BRERK

RIS

Amazon S3 F#FirE

IRIEIRRE

RREREEESRETERANENRBANIH, c22BBRE, EEEBNEGRREASEN.
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Research and Engineering Studio L & demoadmind v

Environm nagement tatus ®

Environment Status

Modules ©

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets

Global Settings global-settings - @Conﬁg @ Deployed © Not Applicable

Cluster cluster 2023.10 © Deployed © Not Applicable o default

Metrics & Monitoring metrics 2023.10 © Deployed © Not Applicable * default

Directory Service directoryservice 2023.10 @© Deployed © Not Applicable « default

Identity Provider identity-provider 2023.10 @ Deployed © Not Applicable * default

Analytics analytics 2023.10 © Deployed © Not Applicable o default

Shared Storage shared-storage 2023.10 © Deployed © Not Applicable o default

Cluster Manager cluster-manager 2023.10 @© Deployed © Healthy o default

evDI vdc 2023.10 @ Deployed @ Healthy o default

Bastion Host bastion-host 2023.10 © Deployed © Not Applicable * default
Infrastructure Hosts ©
Cluster hosts and status

Instance Name Module ID Node Type Version Type ilability Zone State Private IP Public |

res-demo2-bastion-host bastion-host @\nfra 2023.10 mb5.large us-east-2a @ Running 10.1.3.148 3.145.1¢

res-demo2-vdc-controller vdc ®App 2023.10 ms.large us-east-2a ®© Running 10.1.129.105 -

res-demo2-vdc-broker vdc @\nfra 2023.10 mb.large us-east-2b © Running 10.1.149.12 -

res-demo2-cluster-manager cluster-manager @App 2023.10 mb5.large us-east-2b © Running 10.1.155.249 -

res-demo2-vdc-gateway vdc @ Infra 2023.10 mb5.large us-east-2b @©@ Running 10.1.153.135 -

REXEEASENEMARFEES , flW

iﬂ‘

BAMEEMNERENEESEAERBNETEHSFEN. EULRE Web ADBURENE

X T,
- BORHEE

BTREA , PImME—Z A AMRE,
iy

#UR VPC ID, AREFIHNFEIFE IDs,

Directory Service

e

il
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FREREZBANZEN Active Directory SR EMBFIREFRZEEE ARN,

e &

REAPERESHMEERENSREREEAERE L, BEEESEAEEEEmERIBRS &
&, MENRERAESERNFEES  F26R AEEE.

@ Note
EEERARAFATERAEERLIFEREE. REER  MEEAZHEENIFERAPRE ,

FEMEAERRERAL, NREHAEERIFEFERAFTRE , BEMALEA EZ‘%EE.LIVEI‘%‘
B

, Research and Engineering Studio

wironment Management

* IDEAUsers

©  demouser: 2 3006 3006 demouser: 2@demo. No user No @ Enabled
* DemoUsers

O sauser: 2 3011 3011 sauser. 2@demo. No user No © Enabled o SAUsers

* DemoAdmins
(@] demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes © Enabled * AWS Delegated Administrators
* IDEAUsers

O pmtuser02 8001 6001 pmtuser02@demo. No user No © Enabled * ProductUsers

EERAEEET , B

1. BSEAE
2. EMERERBE  FEMABFEIHERR

a. REREEEFEAE

b. FRERE
Groups (E##0)

AP ERESHRERESSHRERAER L. IBREEENEENHEBER
ER.

s
W%
&n
=
=
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- Research and Engineering Studio

RES

Groups

Environment Management

Environment user group management

B

L

& demoadmina v

(6]

Disable Group

1

Title Group Name Type Role Status GID
[ (o] IDEAUsers IDEAUsers external user @ Enabled 4000 ]
O SAAdmins SAAdmins external user @© Enabled 3035
O AWS Delegated Administrators AWS Delegated Administrators external admin @ Enabled 3999
Users in IDEAUsers (3 v
O  username uID GID Email Is Sudo? Role Is Active Status Groups syni
* DemoAdmins
(] demoadmin1 3000 3000 demoadmin1@demo. Yes admin Yes @© Enabled * AWS Delegated Administrators 10/3
* IDEAUsers
* DemoAdmins
(m} demoadmin4 3003 3003 demoadmin4@demo Yes admin Yes @ Enabled * AWS Delegated Administrators 10/3
* IDEAUsers
* SAAdmins

EHERES , B

—

BEMERERE
EEUE & B AR A
EEUE & B AR A

7R £ Pl B F Zh B R 2R 15 A SRR B 4B

w

A

FERERRE., BRMESENFRR, 2
B, EREFES—HSERE , T8
B BHRBAERE.

ERE

L] H-l'
% @
<m

]

i
da 4B |dm |dm
A (B M

<t

s

Tt
 |H
it

. MR
- RERMEIBEER
- BREERHEEBHNERRIRE

ik EIETRN

—

, B ERERE
AU EERNBESER , fINEEERNERMAN, BB

BULRAERRMNEAEES , MBREEAPNERE.

, PlanE R, HWRMRRE
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mIRER

, Research and Engineering Studio L & demoadmin4 v

(6]

ezl -..... I8
o Edit Project
Disable Project
Update Tags
Title ProjectCode @ Status Budgets Groups Updated On

1

[ O  project-1 project-1 @ Enabled = + IDEAUsers 10/3/2023, 7:04:18 PM ]

EXRERRERAECTANERFE, RERERKR , LT

1. BUUERAESRURSKER,
2. EMERK , B UEAEBEIRERRK
a. IMEER
b. FARMAER
c. ENMERER
d. MRER
B RERVERREVINESR,

BUER
1. EBEBIUER,
2. BABERFHEA.
ER D 2UAKEM FRADENERIZER AWS Cost Explorer Service, MIEFMEN , B2
RRAFERAEEENRE D BEER.
/A Important
ERXIDELIEBRIUREE,
MEBEMSZRENFHEENR , F20H MEREER,
(EA) ARERNTEE. NEEENFHENR , F28 ARERNES,
4, FTEHERRFKIUFERALAETERRE (FEER ). EFS, FSxfor Lustre. FSx NetApp ONTAP
= EBS Mk EfEF.
Bx 128



https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
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5.

6.

BIRSEE  HAMERERM. EFS. FSx for Lustre # FSx NetApp ONTAP AJ LA s ZEE S
M VDIs £H, Fid , EBS MRERFREGERZERTINESE VDI HEBECHEAHK , B
H&ETE2EHM VDIs RERCZEHA,

RES Virtual Desktop Projects Create new Project

Create new Project

Project Definition

Title
Enter a user friendly project title.

[ )

Project ID
Enter a project-id

( )

Project ID can only use lowercase alphabets, numbers, hyphens (-), underscores (), or periods (). Must be between 3 and 40 characters long,

Description
Enter the project description

Enter Description ...

Allowed sessions per user
Maximum number of sessions a user can launch in this project

E )

Enable budget assignment and tracking
To track budget status in the cost dashboard, specify the budget created in AWS Budgets

(® )

Resource Configurations

Starage resources
Add file systems and/or 3 buckets to the project

[ ] ©

Home directory filesystem

Select the filesystem that will be used to create the user home directories on Linux desktops

[ Shared Storage - Home [efs] v J @

» Advanced Options

EREAEN/RFEEENAE ("ERXKE) R "EXRERE, ), UFESEAGTRINE
'T/E?Enlnq:—.l- }:HF:E? , nﬁﬁﬁﬂ o

BEREX

HERBEFENESR,

REBETIRERT , RERBER,

WABNER.

MRERBERAEAE  F2H AERNEZES UNEFEET. ELREERNEAER  BET

NBFEZEEARSAAVENRALE K NMREETINBUNEE , FENTHANBEZNE
MEERE,

ki
i
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ERAEER

4.

MFEEFBENFRES , B ERE A,
BEREX

RES rtual Desktof Projec

Edit Project

Project Definition

Title
Enter a user friendly project title

| test ]

Project ID

Enter a project-id

Project ID can only use lowercase alphabets, numbers, hyphens (-, underscores (), or periods (. Must be between 3 and 40 characters long.

Description
Enter the project description.

Enter Description

Allowed sessions per user
Maximum number of sessions a user can launch in this project

(s )
Enable budget assignment and tracking

(o ]

Resource Configurations

v Advanced Options

Add Policies
Select applicable policies for the Project

\ J©

Add Security Groups
Select applicable security groups for the Project

» Linux

» Windows

FHESR

EEFRER:

1.

2.

RERBEFENER.
REBETIRERT , REFRAER,

ki
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Research and Engineel L & admin1 v

res-deploy (us- RES Environment Management ro o)

east-2) .
Projects © G ) D
v Desktops onment Proj e Edit Project

Shared desktops Update Tags

Title ProjectCode v Status v Budgets v Groups vV  Users Delete Project v
. deleteProject2 004 @ Enabled - * group_1 * admint 1/28/2025, 2:12:38 AM
¥ Session management
Dashboard disableProject 002 © Enabled - « group_t « admint 1/28/2025, 4:03:18 PM ]
Sessions test 001 @ Enabled - « group_1 « admint 1/27/2025, 12:59:53 AM
Software stacks
Debugging 1

Desktop settings

v Environment Management
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

3. MRBREEH , EXERMEEBMMNAE VDI TERRHEEFL, EETFRRELIEEREH
R EHRE,

Research and Engineering Stu L & admin1 v

res-deploy (us- @ Successfully disabled project with ID: 5242¢9f2-8895-483f-9389-ba9bff278598, and all associated sessions will be stopped ®
east-2)

Deskeops Projects ©)

My virtual desktops

Ll

Environment Project Managen

Shared desktops

v Session management Title v ProjectCode v  Status v  Budgets v Groups v Users v  UpdatedOn v
Dashboard

asnboar O deleteProject2 004 @ Enabled - « group_1 « admint 1/28/2025, 2:12:38 AM
Sessions

Software stacks O disableProject 002 © Disabled - « group_1 « admint 1/28/2025, 4:35:29 PM

Debugging O test 001 @ Enabled - * group_1 « admint 1/27/2025, 12:59:53 AM
Desktop settings

<

Environment Management
Projects

Users

Groups

File systems

S3 buckets

Identity management New
Permission policy

Environment status

Snapshot management

Environment settings

FIERER,
2. WEEDRERT  BERMRKRESR.
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74| Research and Engineering Studio 4 & admin1 v

res-deploy (us- ES > Environment Managemer ®
east-2)
v Desktops Edit Project

My virtual desktops Disable Project q

Update Tags

Project Code v Status v Budgets v Groups vV Users Delete Project | v

Shared desktops

. [ O deleteProject2 004 @ Enabled = - group_1 « admint 2/1472025, 1:40:52 PM
v Session management
Sessions O disableProject 002 © Enabled - « group_1 « admint 211412025, 1:40:28 PM
Software stacks O test 001 © Enabled - « group_t - admint 112712025, 12:59:53 AM
Debugging
Desktop settings 1

v Environment management
Dashboards New
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

3. HRREEERELER., BASRNER  RAREEERBRER,
Delete Project: test-proj-deletion X
Are you sure you want to delete this project?

All associated sessions will be terminated. This action cannot be undone.

To confirm deletion, enter the name of the project in the text input field.

[ test-proj-deletion ]

Cancel

4. MRMBRER , BRERMEBBOAE VDI TERERBSEK L,

ki
i

132



#5EEE T2 Studio EREER

j Research and Engineering Studio 4 & admin1 v

res-deploy (us- @© Project with ID: ea231a4c-7€01-4d1c-8590-55703918¢87e has been deleted successfully @
east-2)

RES nwir gement
@ G (D

My virtual desktops

Shared desktops

v Session management Title v Project Code v Status v Budgets v Groups v Users v Updated On v
Dashboard
ashboar O  disableProject 002 @© Enabled - * group_1 * admint 1/28/2025, 4:40:03 PM
Sessions
Software stacks O test 001 @ Enabled « group_1 * admin1 1/27/2025, 12:59:53 AM

Debugging

Desktop settings

Environment Management
Projects

Users

Groups

File systems

S3 buckets

Identity management New
Permission policy

Environment status

Snapshot management

Environmen It settines

RERTHEABRER
ERERENERE TG ERER TN EHTER.

1. EERFETENER,

2. ®BFEURRTD  EEEFER.

3. BRENMESR K ARGBATHRNE.

4. HEBBRER K FRELEBRIEBEZNBER.

WA EE RN ERRM

ENERE , SLURFAEARSHERRKRER , MeREERABEBNERRR.
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Projects @ Ga ) CEXZD

Environment Project Managemen

1

Title Project Code Status Budgets Groups Updated On

[ (o] project-1 project-1 @ Enabled - e |IDEAUsers 10/3/2023, 9:06:30 PM ]
1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?
No d

T8 BB EE AN

BYSRBERE , SuUERAERERBTVERBRRMEMBER, MBERIERPHNAEF VDI
PITERRHAFENANERE , fINRLEE, IAM BERNBBETSE.

B BUR

AL IAM REFEHER T BB 2 FAH/TERN VDI 78, EEMARE , HEATII@E
B

res:Resource/vdi-host-policy

M 1AM BEHNFHAET , BSH AV FHBRENHT,

MR RE

AL R 2B EREFIERTAA VDI STERNBENBALER, EENAREEE , FEM
THREHRLLEHE

res:Resource/vdi-security-group

7=
1L o

MHFELRLHARNFEES , F28 (Amazon VPC EREER) FNEAZLEFEZRFER AWS &Y
=

&

MEREBESE

BULHERBESR , ELESHEEERTHNANAE VDI TEMEER LME, RES X1& Linux M
Windows BT IREIE) . HRETSHRME , B LURE

gt

= 134
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html

3R EE T2 Studio

ERAEER

VDI BB RHITESTR

IEESEHITEM RES MMERZE 2H |, £ VDI HTEBNFAERDESE,

RE VDI BT TH

IBRIEE R RES HETHERREBESR.

BETB<XETIIES :

5D SAERE
S3 URI
HTTPS URL (HTTPS URL)

RESR

HREIH , FRELUER 2 RBRVESI R

gl
s3 : //bucketname/script.sh
https://sample.samplecontent.com/sample

file : //luser/scripts/example.sh
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i

135



W32 EE T2 Studio EREER

¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘sampIecontent.com/sampIeJ { } ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh } [ 1,2 ]
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[s3://sample-res-scripts/sample.sh ' } [ 1,2 }
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
Add Scripts

ERAREMEH
AT A BUR
Research and Engineering Studio (RES) A EEBFERAERI BT URERE , URTMEFEHEE

BEHMBERNENGT. SEERBEMEERTAIRERE : "EXRKE, M "EREF/E, , T
HERAR

Bel  EEEALUERAFTREERTRMEFIES

1. EREEFITES "ENERKEER,  ANHEENEAEREMERAENFANTEEERIR
PR, UKk TERERRE,  UAHEENERERASRFERESR.
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2. VDI TEEREEHTES "BYTERER,  AHEENEREEHERFTENL VDI THEER ,

R "@BMARIES —EERENTHERR,  AFEENERAERYRREERPEMERAENT

YERE R

BREESR , EEETUKERANTERGERETNIIFEES,
FE

- EREEHT

VDI TR ER B A

EEHARER

R AR R

RARR

KEHABRER

EREENT
ENMERKEER

BT AESRENFEESEAERERTHBNBREAENHFE. CEAFEMARENFT

RERE , WREXERMAEMERENFHENFIER,

Team Configurations

Groups Info Permission profile Info
| group_1 v ‘ | Project Owner
é Users/groups assigned to this permission profile can grant themselves or
others higher privileges for this project by re-assigning personnel to a
different permission profile
Eroup_2 v ‘ [ Project Member
Add g P
No user: hed k'Addu bel E d.
Add user
EHZ= 41 H
EHMERME

B A ESKRENFEEEEAECAERAR LN BFRBABARFEHAESR.

FFATEER
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Research and Engineering Studio

VDI T/EREREE T
BT THEREER

EHREAACEAERENERISOEERB ACH VDI THERER, FRALEBETERIFEESR
REMEBECH VDI TR, ERE-—FAUUELNERILEESH VDI THERR.

MRFEBEFHERBELIERENGT , ISAtMEAMBFNERSEIZRE , OTF
N

Virtual Desktops

test2  Connect

© Ready ows  t3.medium @ No Schedule

1:05

Tuesday, August 6

B S IEE A AR TERER

AFFEEESEAERCASESRFNTFERER, ELEMAEREANTRSUIINESRS
REAMEREME VDI TR,

MRFEEECEAEEFAHMERERB TEEERN , EEASEEREERN TEERER
THTEREER , TR :
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RES <

¥ Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

¥ Session Management

Sessions

MRFEEEFAEREAHMARIIEREBNGT  HLfEEERSTEERIERERE
B WMTR

RES <

¥ Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

EEFFARER
BA RES BEEE , B UHT I BEREEFIRER,
HIHFT A EREE

«  REIRMIRE Studio TERAEH , EFLASESKRPHNFTREK, EERL , BUNENM,
EH. S, WEMMERFFRRERE.
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Project roles Desktop sharing profiles
Project roles (2) © [ cresteroe ]
[ Q Find role by ID ] 1 [
Role ID v Role name v Description v Latest update v Affected projects v
O project_owner Project Owner Default Permission Profile for Project Owner 2 weeks ago 0
O project_member Project Member Default Permission Profile for Project Member 2 weeks ago 10

WARFT AT RE R

1. EXEFTREEEDL  ENEEREANFUREESE, EEEL , SRS ERIER
YT AR E R

Project Owner

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 3 weeks ago

Latest update

3 weeks ago

Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile.

Project management permissions (selected 2/2)

Update projec

t membership Update project status
L sociated Ei e 3 project

d groups asso

@ Enabled ©F

VDI session management permissions (selected 2/2)

Create session Create/Terminate other’s session

@ Enabled

2. ENMZXENERRGIER , IREBERF TREENESR,
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ERAEER

RES > Permission Pro Project Owner

Project Owner

General Settings

Profile ID

project_owner

Permissions Affected projects

Affected projects (2)

List of projects using this permission profile.

Project name
Project1 [2

Project3 [4

BYFFUERER

1. EXEFTREREEEL
2. WAHTREMSBEANHER

Create Profile

Create permission profile

Description

Default Permission Profile for Project Owner

( edit \ (' pelete /)

Creation date

2 months ago

Latest update

4 hours ago
Groups Users
1 2
2 0

,BEEVRERENEMYFFAR

RBBEWMER T BTG L

EfE,

REREERENFHENFTT,

Permission profile definition

Profile name

Assign a name to the profile

\

Must start with a letter. Must contain 1 to 64 alphanumeric characters

Profile description
Dptionally ad

e details to describe the specific profile

Permissions

Permissions granted to this permission profile.
Project management permissions

Update project membership
U us: oci

(@]

ers and groups associated with a project.

VDI session management permissions

Create session

Create a session within a

(@ ]

roject

Update project status

Enable or disable a project

@ ]

Create/Terminate other's session

Create/Terminate another use

@ ]

o

FFRTEER

141



#5EEE T2 Studio EREER

MREEET O] 5 EAR

- EFEFUREEERL , ZF-THEHZIENWERBRZIRER  EEDF  REBEFEREEU
BT ATRRER

Edit Project Member

Permission profile definition

Profile name

Assign a name to the profile

[ Project Member ]

Profile description

Default Permission Profile for Project Member

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a project Enable or disable a project.

VDI session management permissions

Create session Create/Terminate other's session

@ ]

o

i BR 5% A &R E AR

- EFEFUREEEEL  HF-THZIENWEBRZIRER  BEBF , REBRERRRER,
AR BRE MR B ERAERRFF AIRER.
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4| Research and Engineering Studio & admin1 v

RES @© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.

RES

Permission Profiles

4

Desktops
My Virtual Desktops

Shared Desktops

Create and manage permission profiles.

File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
v Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
(@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions
Software Stacks 1

Desktop Shared Settings
Debugging

Desktop Settings

4

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Permission Profiles
Environment Status

Snapshot Management

FRERFT A R EAE

B8 RES EXRHFEMMETRRFTARER , IHEREEERE. (M, 2EEESTUETNE
RERNFFFURERE, ) TRETERTAREEN AT . "EXRKE, W "ERE/E, . &
IREEREZTENERCEAENTT , EEAREFBHNER ; 2RXEEESRREMBERUTA
BRFAUNBRERE

B ) Description HERXHE EREEE

B TR BIUSHEESHI X X
ERSER. ERE
—EALAERA S
AEABLEF 3R
FLEFKLEES
M TYEREER

BIAMRIEEMA HERPEIR X
9 TR ER RIEHMERE
B TYERE B o
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AT A ERKE ERBERE

Description

EHMERKEE  EHHEERNEER X
1% BREYfE A & M
o

BASERE X

==

<o

IRIESIR

IR 3% 5L BR I] # Research and Engineering Studio (RES) B B EL BT AR EERMWEFT, 8
TIEERBESEN SSH . KREFTNSEERREET,

ering Studio PN

i

& clusteradmin ¥

RES Environment Management Permission policy ®

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes, X
read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Display
View the remote desktop. This permission is critical, review
implications before disabling.

@© Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@© Mouse

Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ Audio Out
Playback audio from remote desktop. This permission is critical,
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling.

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ Sscreenshot

Save screenshot of remote desktop.

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload

Upload files to remote desktop storage.

@ File Download

Download files from remote desktop storage.

FFRTEER
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RES EXEEAUERERZERTU FHAMIBEAFNER. NRARTFIHER K ERAESEEEH
Web AORUEFEEERIABREE B L IEITHEEZHL2EERZANER., MAERE
R FAEUTUEHE Web AOPUEFREIRERZBREE | UAFMMALESTHEEIHLEE
RRBENEH,

74| Research and Engineering Studio

res-new (us-east-1) RES > Environment Management » Permission policy

Permission policy

v Desktops
Manage user permissions throughout the environment.

My Virtual Desktops

Shared Desktops
® Permission policy key concepts

Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

v Session Management
Dashboard
Sessions Environment boundaries

Software Stacks
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled

Debugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Envir M D Access data
Display File browser in the navigation menu and access data via web portal.
Projects
Users (» sSHaccess
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well.
Groups
File Systems ® Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/
S3 Buckets

Identity Management

Permission policy » Desktop permissions (enabled 12/12)

Environment Status
» Desktop ad d settings (enabled 8/8)

Snapshot Management

General Settings

FRUFINER e R BRMAR , 283 A Web ADRMHNEAESEE LESTHER , AE/MMT
REENEE L, i EEIREREEENEEEERIE K.

AXE SSH f7H

EESTURRRZAERMANEM RES ;RIZH SSH, SSH #H VDIs 2ZIBE 2 FHIREHE,

ECRAL IR  RES SMBREXH  YRMERAETUEE SSH FRETREH. EEFRATER
B , RES &5/ SSH FHl, HRIEEREXH I BIREMAEMN SSH FHIEREHE, YIRARAE

o

(® Note
E RES HEBESFT M K SHELHIIRE B t3.medium Amazon EC2 #1TEE AWS ,
BEEESZFEMBTEBHEBNFEER., MEFMENR , 520 Amazon EC2 EEE
Ho
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A SSH 7E

1.

£ RES FRAMNERASEERT  BERREE , AREFFITBER. #REERT , EH SSH
R,

Research and Engineering Studio

res-new (us-east-1) RES > Environment

Permission policy

Manage user permissions throughout the environment,

v Desktops
My Virtual Desktops

Shared Desktops

® Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

v Session Management
Dashboard
Sessions Environment boundaries
Software Stacks Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |
Deb profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
ebugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Environment Management D Access data
Display File browser in the navigation menu and access data via web portal
Projects
Users (O sSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well,
Groups
File Systems © Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/
S3 Buckets

Identity Management
Permission policy » Desktop permissions (enabled 12/12)

Environment Status

Snapshot Management » Desktop settings 8/8)

General Settings

F1FRAH SSH 7HL.

Research and Engineering Studio

res-new (us-east-1) @© SSH access is being enabled. The application will auto-reload once the change takes effect.

RES > Environment Management > Permission polic
v Desktops ©

My Virtua Deskcops Permission policy

Shared Desktops
throughout the environment.

4

Session Management @ Permission policy key concepts

Dashboard Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any ¢

Sessions
Software Stacks
Debugging Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled perm

Desktop Settings
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.

v Environment Management
v File browser and SSH permissions (enabled 1/2)

Projects
Users D Access data
Display File browser in the navigation menu and access data via web portal.
Groups
. SSH access
File Systems
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well
S3 Buckets

@ Info

Identity Management . . . . o .
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/

Permission policy

Environment Status

Snapshot Management 4 p permissi 12/12)

General Settings

> p advanced ing: 8/8)
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3.

4

4

4

Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

Environment Management

Projects

Users

Groups

File Systems

S3 Buckets

Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

res-new (us-east-1)

WEEFHE  BIERA SSH 7EL

Research and Engineering Studio

Permission policy

Manage user permissions throughout the environment.

@ Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
v File browser and SSH permissions (enabled 1/2)

O Access data
Display File browser in the navigation menu and access data via web portal.

@ sSHaccess

Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissi bled 12/12)

» Desktop adt i settings bled 8/8)

ERETREAEEEKRES SSH FREREH,

FAIBUR
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4

4

4

Research and Engineering Studio

res-new (us-east-1)

Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Identity Management

Permission policy

Environment Status

Snapshot Management

General Settings

{£H SSH 7

1.

TFELI#E,

SSH Access

Access environment using Linux / MacOS

Follow the below steps to connect to the cluster using Terminal on your Linux or MacOS laptop/workstation:

Step 1: Download my Private Key

Download the private key file, and save it your ~/.ssh directory.

Step 2: Modify key permissions

Run: chmod 600 ~/.ssh/adminl_res-new_privatekey.pem

Step 3: Connect to the cluster

Run: ssh -i ~/.ssh/adminl_res-new_privatekey.pem admin1@3.92.72.222

Step 4: Create SSH config

If you don't want your session to be automatically closed after a couple of minutes of inactivity, edit:

~/.ssh/config and add:

Host res-new-us-east-1
User adminl
Hostname 3.92.72.222
ServerAlivelnterval 10
ServerAliveCountMax 2

IdentityFile ~/.ssh/adminl_res-new_privatekey.pem

Once updated, you can simply run below to connect to your cluster:
ssh res-new-us-east-1

Access environment using Wind

Follow the below steps to connect to the cluster u:

Step 1: Download my PuTTY private key

Step 2: Configure PuTTY

« Download PuTTY [4

* As hostname, enter 3.92.72.222

* Navigate to Connection > SSH > Auth and er
under "Private Key used for Authenticatic

* Save your session

* Click connect/open to access the cluster

Step 3: Enable KeepAlive

If you don't want your session to be automatically
and add "3" as "Seconds between KeepAlives"

# RES XZANEAEEERKT , BEEREEE , AREEFTIR. ARRERT , EHSSH

FFABR
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Research and Engineering Studio

res-new (us-east-1) d Environment NV

Permission policy

Manage user permissions throughout the environme

4

Desktops
My Virtual Desktops

Shared Desktops

@ Permission policy key concepts
SSH Access Instructions . o . . . o . .
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

v Session Management
Dashboard Environment boundaries
Sessions Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |

profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
Software Stacks
Debugging v File browser and SSH permissions (enabled 1/2)

Desktop Settings O Access data

Display File browser in the navigation menu and access data via web portal.

v Environment Management
Projects @ ssHaccess
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well
Users
Groups @ Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [
File Systems
S3 Buckets
Identity Management » Desktop permissi bled 12/12)

Permission policy

» Desk . . : bled
Environment Status P settings 8/8)

Snapshot Management

General Settings

2. FFFH SSH FHL

Research and Engineering Studio

res-new (us-east-1) @© SSH access is being disabled. The application will auto-reload once the change takes effect.

Environment Mar

4

Desktops

My Virtual Desktops Permission pol Cy

Shared Desktops
Manage user permissions throughout the environment

SSH Access Instructions

® Permission policy key concepts

v Session Management Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making
Dashboard
Sessions
Software Stacks Environment boundaries
Debugging Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled

profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
Desktop Settings

¥ File browser and SSH permissions (enabled 0/2)

v Environment Management
Projects D Accessdata
Display File browser in the navigation menu and access data via web portal
Users
Groups SSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well.
File Systems
Info
S3 Buckets ®

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [7
Identity Management

Permission policy

Environment Status > p permissi 12/12)

Snapshot Management
> p ad d settings d 8/8)

General Settings

3. BFEH®E , §FA SSH 7 L

FFABUR 149



3R EE T2 Studio

ERAEER

4

4

4

Research and Engineering Studio

Desktops
My Virtual Desktops

Shared Desktops

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

res-new (us-east-1)

RES Environment

Permission policy

Manage user permissions throughout the environment,

® Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.

v File browser and SSH permissions (enabled 0/2)

Environment Management @ Access data

Projects

Users

Groups

File Systems

S3 Buckets

Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

REREHT

Display File browser in the navigation menu and access data via web portal

(D sSH access

Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/

» Desktop permissions (enabled 12/12)

» Desktop ad d settings (enabled 8/8)

EESTARMRSEARET , AeSEEME THERERESEN VDI TheE. fMABEASTE
HAURAREBYKEHAARER , UREARKANEAZTATNEF, NREFEREMAKENT , ES

BEEFEAKELA
SREHMR

A

REETFHWHEFT, ELFUESRRLA "2HFMH. . IEEEEBEAMALRE
ERPHNHANERBEARE  EEESFIRAR/ L,

FFRTEER
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RES Environment Management

Permission policy

Permission policy

Manage user permissions throughout the environment.

L & clusteradmin ¥

(6]

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,

read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Dpisplay
View the remote desktop. This permission is critical, review
implications before disabling

@© Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@© Mouse

Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ Audio Out
Playback audio from remote desktop. This permission is critical,
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

KEHARERE

EEE A UE IR
HTE% o ]E‘u:b

EREY BT

BIURERE

EEEWLLEFEREIR
BHEFA , URFEER

2

@EO

SERPRTFHRKX

ERREMHMBRER. AR, WATURAREERRE,

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste
@ Keyboard SAS Copy from local clipboard to remote desktop.

Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling. N
@ File Upload

Upload files to remote desktop storage.

@ screenshot

Save screenshot of remote desktop.

@ File Download

Download files from remote desktop storage.

Efl. FrEEREE A UFEUE £
ATAITREEIB £ E AR REF T,

ERE , WM AR THEREER

ARERHIR, REFR

FFRTEER
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Project roles Desktop sharing profiles

Desktop sharing profiles (3)

{ Q Find profile by ID

Profile ID v Profile name

O observer_profile View Only Profile

©)

reviewer_2 Reviewer-2

(@) reviewer Admin Profile

v Description

This profile grants view only access on the DCV Se...

The studio of Jadé Fadojutimi, the British artist,...

This profile grants the same access as the Admin o...

v Latest update v
2 days ago
27 seconds ago

24 hours ago

r Profile definition

Profile name
Assign a name to the profile.

[

Must start with a letter. Must contain 1 to 64 alphanumeric characters

Profile description - optional
Optionally add more details to describe the specific profile.

[

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

¥ Desktop permissions (enabled 12/12)

@ Display

Receive visual data from the NICE DOV server

@ Pointer

View NICE DCV server mouse position events and pointer shapes

@ Mouse

Input from the client mouse to the NICE DCV server

@ Audio out

Receive audio from the NICE DCV server to the client

@ unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

w8 5 TE R
ERmMERER !

1. BHAENRER.

@O Keyboard

Input from the client ke o the NICE DOV server

@ Keyboard SAS

Use the sec
Require

Ire attention seque
yboard permissions as wel

@O screenshot

Save a scr hat of the remaote desktop

2. ZERF  ARBIRBUMERRERE,

@ clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

@ clipboard Paste

Copy data to the NICE DCV server from the dlient clipboard

@ File upload

Upload files to the session storage

@ File Download

Download files from the session storage

FFATEER
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HEERHE,
BEMRFEE.

3.
4.

HREBBNETAEEHEAERZ B R TERER.

Project roles Desktop sharing profiles

Desktop sharing profiles

Manage your desktop sharing profiles.

© e o) CEEZID

[ Q. search ] 1 &
Desktop sharing profile ID Title Description Created On
[ [o] testprofile_1 testProfile_1 9/15/2024, 9:29:55 ¢
(@] observer_profile View Only Profile This profile grants view only access on the DCV Session. Can see screen only. Can not control session 9/11/2024, 2:10:22 1

»

r Profile definition

Profile name
Assign a name to the profile.

1

[ testProfile_1

Must start with a letter. Must contain 1 to 64 alphanumeric characters.

Profile description - optional
Oprionally add more details to describe the spedific profile.

[

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

v Desktop permissions (enabled 12/12)

@ pisplay

Receive visual data from the NICE DCV server

@ Pointer

View NICE DCV server mouse pasition events and pointer shapes

@O Mouse

Input from the client mouse to the NICE DOV server

@ Audio Out

Receive audio from the NICE DCV server to the client

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

@O Keyboard

Input from the client keyb

ard to the NICE DCV server

@ Keyboard SAS

Use the secure attention sequence (CTRL+Alt+Del). Note:
Requires Keyboard permissions as wel
@ screenshot

Save a screenshot of the remaote des

(® clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

(O clipboard Paste

Copy data to the MICE DCV server from the client clipboard

O File Upload

Upload files to the session storage

@ File Download

Download files from the session storage

FFATEER
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BRI

File Systems

Create and manage file systems for Virtual Desktops

Q 1

Title Name File System ID Scope Provider

Shared Storage - Home home fs-0b4cesh1914913e4 cluster efs

FSx Lustre fsx_lustre fs-0a9042e216f9e3109 project fsx_lustre

FSx ONTAP fsx_ontap fs-0105118574b5e3330 project fsx_netapp_ontap
efs home efs_home fs-0df4c9ac93b975142 project efs

RERRKEE , BN

1. ?%%ﬁﬁ%\l Lo
2. ERERRKR , FEMABFINERRE

a. RERREHMEEER
b. RERPBHRERRR
3. MAHIERRM.
4. BIRERRRR  SUURREHKRDHER , IREERREFAES.

ES -]
- MABRRE

MABRRE

® Note

BERIMARERRE , eXABLAHERN VPC MEL —{E RES F#Eik, LEXERRELE
HERERLEE , UEERN VDIs AIUFEERRENAR,

1. BEFNARRRE.
2. RTHAXNBEPRIERRRE, RESUAHMFAERRERR.
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3.

4.

Onboard New File System X

Onboard File System
Select applicable file system to onboard

( 4

( fs-0013c7a86b6d5f79e [efs] )

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs] A

WAERIKEFAET.

(® Note

RIFFER  EEENERBERE VA ERUMERNEEIRRRR , <BRUEERE.
SEAFERLETEBRNERRRLSASBREHE B FEERES RIMA/home, EF
EEEHERRETHNNBFERE LEANANERRR, LIREIRREHREERNE
B, AR FEEREEBNERETRERBH VDIs FERERRR. VDIsEHERRMR
HEEERREMA S BERAHHE.

BERR.
y Y

Onboard New File System X

Onboard File System
Select applicable file system to onboard

{ fs-0edf4f076a4631d76 [efs] v ]

©

Title
Enter a user friendly file system title

[ )

File System Name
Enter a file system name

[ )

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

( )

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

A v
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RIRE

REERTHICERECEHRBENEBENNER  BR-BMENERYE, FARRE , EUURFRE

REE , WKERNEREEFHEEARENTIRE,

RES Environment Management napshot Management

Snapshot Management

Created Snapshots ‘"

Snapshots created from the environment

© CImD

) 1

Created On

4

~_

@ Apply Snapshot

) 1

[ Q Search
$3 Bucket Name Snapshot Path Status
No records
: 3
Applied Snapshots =
Snapshots applied to the environment
[ Q Search
S3 Bucket Name Snapshot Path Status

No records

RRBEEEE , B2
1. MEFTA RN REBREAMRE,

Created On

2. BRI, BL4AXEIEREENTNREFIER  TREMRE,

3. REPMAERRIRBREAREE,
4. ERRE.

ES -]
- BYRE
- ERARE

REREE
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BB RFREEMLEF T Amazon S3 fiFRTRE , TRREVRKR, MFERBYFEFIFEMBNE
A, FE2REVFEENE, RAZBRCRARTETERRAFEFNMAMRB[FMCE. MER  JUREE
RrRE R B R 5 RBEAE ERE,

(® Note
It Amazon S3 BN AW EMSITEEERTEE. CXTENR I RAEERETRE
LBEER

BERBIT U EEREFARE

RFEFTREETENCEYNRBFIR,

BEGT I &5 ER.

£ Bucket policy (EFETB8IEKR) T 5 , 1B#EF Edit ({RE).
BTIRRAMEERFIEREE, AEBCHERRELE :

A

« 111122223333 -> AWS &HIRE ID

« {RES_ENVIRONMENT_NAME} -> &K RES IREZ R
e us-east-1-> 181 AWS B

« amzn-s3-demo-bucket -> &) S3 FFITEERE

/A Important

SEAMRARFERR AWS, WFEFMENR , 552 Bhttps://docs.aws.amazon.com/IAM/
latest/UserGuide/reference_policies_elements_version.html,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Export-Snapshot-Policy",
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ERAEER

"Effect": "Allow",
"Principal": {
"AWS":

"arn:aws:iam::111122223333:xrole/{RES_ENVIRONMENT_NAME}-cluster-manager-role"

BEEVRR :

1},

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxtMultipartUpload”,
"s3:PutObject"”,
"s3:PutObjectAcl"”

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
}I
"Principal": "*"

i#1Z Create Snapshot (I 1RH),

WA

B K Amazon S3 TR EHE.

2.

3. BMALFERREFAERFIBTAEE, 420 october2023/23,

4. BEREX.
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Create New Snapshot X

S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).
Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single

quotes (), parentheses (), and hyphens (-).

5 5% 10 9E%  EREBEALBIZESHRBLUBRERE, TRER IN PROGRESS #F A
COMPLETED 281 , TREBASEM,

it

PR BR

BURERRER , EULASZRBEAZHREUEBER. EETESTNBRFEEREFTRE , U
AFFRERIREK,

ERARREERER , fINERAEF Y. EXR, HBRHE, FUREENERRREAENTRIE
WEH ., ERAEITERBETEEE. EARRER  ceREEEERRHENELRER , LHETE
=REFE. HREENRCHE  REERBEMREPEVER. HREL sk , AR
BREH  BHMEXEREASEMTE , cE8FAUTENRLIEGEREBN S/

# : RecordName_SnapshotRESVersion_ApplySnapshotID., ApplySnapshotID & i R{&E
BEGE , TRISXERERARR,

ERREAEAYE A RESVWEZRV TN, FREBEEANERETERY, HREFHEKE
BRHER , RBSREMKERNTAME, NRAKEREEZER , ISERAHERERNERLTEL
FEER.

MRFIRBETMFEHAH LY , BT BEFHEDHREH CloudWatch BE/res-<env-name>/
cluster-manager MEGFFMIEN. SEAFHEE [EARRKR] E8. EARER , ZAURK
the section called “HRFAE R HHBEEAEE,

EERFF A ERETRE

1. RBETRBFEDENECRINREITE,
2. EEFFAUESIER,
3. 1E Bucket policy (RE/ZETBRIBER) T 5 , E#EF Edit ({RE).
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4. BTIREXHEERHEFTRBER. UWEEACHERRELE !

111122223333 -> AWS ZRIEF ID

{RES_ENVIRONMENT NAME} -> &8 RES IRIEZ
e uUs-east-1->1&H AWS EiF
e amzn-s3-demo-bucket -> &8 S3 fFFITEERE

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-role"
}I
"Action": [
"s3:GetObject",
"s3:ListBucket"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
}I
{

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resourxce": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I

"Condition": {

"Bool": {
"aws:SecureTransport": "false"
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ERAEER

},

"Principal": "*"

EEERMRE

1. BEEARRK.

WA SE R Amazon S3 EIFITE BT,
WAREFIRPREHERER,
BERR,

w0 DN

Apply a Snapshot X
S3 Bucket Name

Enter the name of the S3 bucket where the snapshot to be applied is stored.

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).
Snapshot Path

Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single
quotes ('), parentheses (), and hyphens (-).

5. 5310 0ER K EREEEAEH L REENEEIUREMRE,

Amazon S3 f#ZirEE

Research and Engineering Studio (RES) X #&#% Amazon S3 f#F T8 ##Z Linux Virtual Desktop
Infrastructure (VDI) #117{888. RES BEEE AL S3 /78 MA RES, SHEEESER, FEH

fHRE , IRBRERREERET S3 RETRRSIERINRETTE.

S3 EETERERREHREUEANSIA S3 RFAFEBEE,

1. EFAFERERT S S3 MFFEINA RES,
2. 1EH S3 AT EFABIFIhAERE !

- WERTITE

- BRRETITE

7t S3 EETERERR

Amazon S3 1z 88

161


https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html

#5EEE T2 Studio EREER

3. FARSMUKREIrBEEES  ASKEMAN S3 FEFirHE,

RES Environment Management

S3 bhuckets

Onboard and manage 53 buckets far Virtual Desktops

Bucket name Bucket ARN Mount point Mode Custom prefix Projects

) 53 Bucket arn:aws:s3:res-s3-example /s3-bucket RW 1%p default

T3 ZERALAE RES EXFEE Amazon S3 fEFETE.

£ |

- BBt VPC SEH Amazon S3 RERTEE £ RIGH
- #7138 Amazon S3 fE1FETEE

- #®# Amazon S3 f1FETEE

- BBk Amazon S3 T E

- EXfmaEt

- BIRFREFITEFR

- BFIEFAE VPC R ERINE

- REHHE

« B CloudTrail

fRat VPC 3BEH Amazon S3 FE1ZETBE SO RIGH

MRLEEREE VPC HEE Research and Engineering Studio , 557 AWS iR E 38 RES 2
% , KRBT HSBEF lambda fHEESE,
1. B A#E Research and Engineering Studio Z AWS 1RF# Lambda £ &,

2. ERWEEEZTEL S M Lambda BBI<RES-EnvironmentName>-vdc-custom-credential-
broker-lambda.

3. EH HBMERERSIRR,
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e @ This function belongs to an application. Click here to manage it. X

¥ Function overview s (__Export to Application Composer ) (Download ¥ )

Diagram Template )

o]
6

Description

‘vele lambda to provide temporary credentials for mounting object
Related functions:

elated funetions: storage to virtual desktop infrastructure (UDI) instances.
| select a function v
Last modified
s ‘ 17 hours ago
‘ S Layens ©
PEE— Function ARN
(_ + Adddestination )
API Gateway 2 Y
(_+ Add trigger ) Application
Function URL info
Code | Test | Monitor | Configuration | Aliases | Versions
General configurati " . e \
eneral configuration Environment variables (16) (edit )
Triggers The environment variables below are encrypted at rest with the default Lambda service key.
| Q Find environment variables 12y
Permissions
Destinations Key Value
AWS_STS_REGIONAL_ENDPOINTS regional
Funetion URL

CLUSTER_NAME
Environment variables

CLUSTER_SETTINGS_TABLE_NAME

Tags

DCV_HOST_DB_HASH_KEY instance_id
VPC

DCV_HOST_DB_IDEA_SESSION_ID_KEY idea_session_id
RDS databases

DCV_HOST_DB_IDEA_SESSION_OWNER_KEY idea_session_owner
Monitoring and operations
tools MODULE_ID wde
Concurrency and recursion OBJECT_STORAGE_CUSTOM_PROJECT_NAME_AND_USERNAME_PREFIX PROJECT_NAME_AND_USERNAME_PREFIX
detection

OBJECT_STORAGE_CUSTOM_PROJECT_NAME_PREFIX PROJECT_NAME_PREFIX
Asynchronous invocation

OBJECT_STORAGE_NO_CUSTOM_PREFIX NO_CUSTOM_PREFIX

Code signing
File systems.

State machines

4. HEA , BERRBHUREKER.
5. ERRE A YR TIMRESETHEERI

« Z&5|# : AWS_STS_REGIONAL_ENDPOINTS
« { : regional

6. BEMT.
#7318 Amazon S3 FE1FETEE

HEM S3 REFRNEEEN RES RE !

1. EEFEFEERTE,
2. MARTEITREFEES  AINREFFEEE. ARN MHEE,

/A Important

- RUNFHEEFITE ARN, HERNEXNBEZEREYREE,
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- REFE ARN TNEEFE , BMAN S3 RAFFrREXTERE.

3. ENEmMAREFIENEN,

/A Important

- EXfERE MEERAKERARERERNFRER ,

3
¢

B o

4. EEREEET , SRS IAM A€ ARN REHRAFITRUETIERFFE. FKR FH
RERFREFTFEFHEYBIRFFINAEN IAM A,

5. (ER) SERFrEREREVEN K BRUUEBE, T8 , S3HETrEEIHIAINERNER
VDI TR, REERERFTEELEH < RRBN TFER , X 2HEFAFE.

6. BERERX,

Y

RES nvironment Management

Add bucket

‘ ® Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to display

Bucket ARN

Paste the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts
Mount point

Type the directory path where the bucket will b d

Mode

() Read only (R}
Alio to read or co

r edit
v
w» Advanced settings - optional
IAM role ARN
To access the bucket, paste the 1AM role Amazon Resource Name (ARN) copied in Identity and Access Management (1AM)
Project association
Projects - optional
Assnciate the bucket with the following projects. To add a new project, go to Create Project.
[ | (©)
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#mE Amazon S3 fEFETEE

1. 7% S3 @FATI/FETIZER S3 fEhTiE,
2. REBMEINRERTP , EEURE.
3. BMALWER,

/A Important

- RERHES3 BETFERZVANIESREFETBHRIZERNRAERKBMERR
(VDI) #11TEE. REERFTREXERMRAB R  METEISHIEINERPR
By VDI THERE.

- FUHERE S REFRNERTIEXE SSRFIFRETNEN  CEe8RAEERE
BEEAFINZER.

4. EEREREFIERE.

Edit S3 Bucket

Bucket setup
aaaaaaaa

Project association

Projects - optional
Chaase the projects to assaciate to the

[ default x
default

( cancel ) Save bucket setup

B} Amazon S3 fE1FErEE

1. %&£ S3 AT/ E DI S3 fEFEhTE,
2. feBMFEHRERS , EEBR.

/A Important

- BUAZRBRETRTBRAMAERE.
- BRRRETEXE S REFRINER. ©RE8EKR S3 fEITIEE RES REH.
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- BREFTRESEHHRAN VDl THEBREXTHERERNEAELRIBIE (~1 )
EAFHEFAERFIENRE.

B

B S RETEMEE RES K, KUEESREFTETNENRRGHREERNERAE, &F
BEFFEEEL , STLREMEE R) RS (RW) B,

MERE

Read Only (R) f1RiEH , AIERIFFHEFETE ARN (Amazon Resource Name) B9 = & 5 Hl %1 1T
BERfREE, flan  mREEESFEH ARN BREFERIFIEE RES , arn:aws:s3:: :bucket-name/
example-data/MHILEFITEREER A NIERB BV , AIRER A MNER B ARKE VDIs B
R EAEBEIER bucket-name T FHIE R /example-data. MG EEFEEEE LAWY
X, MRLZEFEHMEIFETITSE ARN , AIZEREFRBEREMGHEAEEBBNTMNESR,

ARMBA

WMREH Read and Write (R/W) , MERFEFEFITER ARN WEERFIMITERRR , W LM
R, WEREHGEE  TREEES S3 HEFRREMNSBAERNTHE, Read and Write
(R/W) EE K, BFIIFEERSENTA  RHEETIEEN TR INEE

- REHFE

* /%p

* /%p/%u
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EEFTER R

ABFTFHEIEIN No custom prefix ¥ K @FEFRETE K MIETMBEITERRE

B, EUEERZTIBEBEHNETMNEREEERNNEAGFTIE, fl, MREESF
Farn:aws:s3:::bucket-nameNo custom prefixiZHIHY ARN A ZETEEHIEE RES , ¥
KL REFETREER ANEEB EV BN , AIRER A NEX B AKE VDIs WERAESHERY
BEFITENERIIERNE AZRE,

BREERBEHRNEFR RRE

ARBFIFEEN /5p B, FETrBPINERSREZEAMEBHANSABEER. sp BHRAKE
KEXE, Hln , mMREEEFHarn:aws:s3:: :bucket-nameBH/%pFm& M / ####H 8
B ARN B RFITERMEE RES , UKHREFITRESZANERB BB , IEXR A B/
FEAEATUBERBA /2114, BERATHNFERAE B LU UNEEERE AT/ #BTPRE
WER, T8, MRFEHAE B EERB HEE VDI & / ##+BFEK , ST 2EREA
EAFBRENER , AAERCHEXRRRH. EXFAFEABANUR SIFERFTRBNFET , /
ProjectAMifEAE B REEERER B FHH VDIs/ProjectBRFFE o

BEER. SEACLAEERNERIRE

ARBEFTFEERN /%p/%u i, BFTFETPHNENSHEHZERMEHNESESEER
MEAERSE, sp BHARERERNE  MsuRREAERR. i, EEEFEH
arn:aws:s3:::bucket-name ARN ¥&EL/%p/SuiBENH) ML / #### | BREEFEREE
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RES, LLFATREER A 15X B MEN, EXRATHNERAE A TLUSEREA / #1444, B
EHERMANBERTRES , EHERT , FAEBTFEEIEAEAL / ##+BPNER A P
BHER , RAENRHERNEAEMRR. EX £AFEABAUR SIEETBNFET , /
ProjectA/UserATfE#& B REEEER A FFEHHE VDIs/ProjectA/UserBEFEEL

BiRkFREEITEFEH

RES gEsfE E Ml AWS IRFHEfFITE  IRRELRETBEGEENT. ETIERMTP , I
F A 8y RES IRIFEBERIRF B P E S3 EFE.

HER 1 £ RES MEREMRFHEY IAM A€ (EXBAIRF A) !

1. EARESIRFH AWS EEEX2E , RIRFFERFIN S3 AR (1RF A)
2. FRIAM E££#5 :

a. EEZE AM EXRR.
b. EEEBEHKF , BEIXK,
3. BIBGR:

a. EEE&E&%O
b. JEH JSON %,
c. BELET%|JSON BUR (amzn-s3-demo-bucket M AIRE B By S3 fZIr BB BEMN )

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
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"arn:aws:s3:::amzn-s3-demo-bucket/*"

}

d. igg-lt_io
4. WEWEIEEEK

a. REBERWER (flwn, "S3AccessPolicy ).
b. FIEERMERRRABRNEN,
c. REBX, REBEEIBX.

5. BRKIAM 24

a. BEEZE IAM BRI
b. EEEERF , BEAEG,
6. BiI/E:

a. RERIAR,
b. BEEBIEEBREAGEETHEENEE,

c. BEET%|JSON SR (111122223333L0RF A FNEEEIRS ID BY
8 , {RES_ENVIRONMENT NAME}¥: LA RES HEMRIEZBEUL

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::111122223333:xo0le/<ENVIRONMENT_NAME>-vdc-custom-
credential-broker-lambda-role"
}I

"Action": "sts:AssumeRole"
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d. igj%-lt_io
7. EZFTUBUR -

a. BESWERELNEINBE,
b. EE-F_io
8. BFid. MENEYASG

a. WARGBREM (Hlm, "S3AccessRoles ).
b. ELR3IT , BEWEER , RAE2BATIRS|ENE .

- &B|# : res:Resource
- {8 : s3-bucket-iam-role
c. BEAE K AREEEVABG,
9. 7 RES HER IAM A& :

a. HEREEIWNIAM AE ARN,

b. &A RES X5,

c. HEEMBEE®S , #F S3 METE.

d. EFFMERFIR  XEMABIKRS S3 #EFIE ARN ERRE.
e. EFREMRERE - BATHNFBE,

f. 1 1AM B ARN B F@AAE ARN,

9. BEENEFEFE.

HER 2 BNIRF B FHVRERTEREBUR

1. BARF BH AWS EEF#EA,
2. FARKS3 E#EA

a. BEZE S3E&XRW,
b. EMZERRTFEIENREFITE.
3. WmEMFITEECR .

a. EEFFAURSIER A ARAREEREFITRBIK.

b. FETHHE , WIRFIRE A HREFTEN IAM ARFEEHE (45 111122223333 BIREBIR
E ARERRRE ID, ¥4 amzn-s3-demo-bucket BB S3 RETENERE )
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JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::111122223333:role/S3AccessRole"

}I

"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject",
"s3:AboxtMultipartUpload"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}
]
}
C. ggﬁﬁo

BriE# A VPC RV ERINE

EEMIEEREREN RSN S3 REFB2EIHIIRFPFECH S3 REFFTE , B LERE VPC
IR R RBIENFAE VPCo THILZERERAMAA S3 IRIEEYM VPC Ik , A BEFEUERS /Y S3
RERRE  UREABRFREFrENEMEMIRS.

1. BB Amazon VPC £# 4 :

a. BEAAWS BEEX#EA,
b. BRI https : //https://console.aws.amazon.com/vpcconsole/ BJ Amazon VPC £# A,

2. 3 S3HVPC im% :

a. HEERIEEZEEFIERE Endpoints (w2
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b. BEEVIRE,
c. FBHETETE Service category (FRIEHERI) ML , £ 21 AWS services (AWS BR#).

d. HERBBBEWAT , @A com.amazonaws.<region>.s3(<region>EXEH AWS E
) WS "S3",

e. TBERERE S3RK,

3. REWBRE :

a. $t¥ VPC , ZEUEERMIBEM VPC,

b. &H¥ 7 , ENEFHBAR VDI FHERNMEE 78S,

c. S¥RE(A DNS 21 , FHEECAE B1H, EAZEFE DNS THEBHEN Hin BHERTH.
4. FREBERURSIFE

a. HEBXT , EEHF.

b. TFEHXRMmERT K AR EFEIRZIRFIIIFERFRNERNBR, UT2EFBER (#
amzn-s3-demo-bucket MR BIEK S3 HEITHEEE , WA 111122223333
444455556666 BIX AEEEFIMEE AWS IRF IDs) :

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,

"Condition": {

"StringEquals": {
"aws:PrincipalAccount": [
"111122223333",
"444455556666"
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ERAEER

a. BEEHHRE,
b. BEZEIRE,
6. BERFEImE -

a. BMimFH® K EEEVPC £#4

b. EETEIAYR R
c. BRIERERETH.

o B i R (BB R

ERELLSER , LAY VPC iwH: , /25T S3 FHERREIRFHIEERF ID AN EIR.
A 370

MR ERETEREEEE VDI LHEH

MRBETEEEE VD LHE | KU ELECEREIRR, FRETISRET,

1. ##&E VDI B :

a. BAAWS EEI#EA

b. BIRKEC2 x# &

c. EREMBHN VDI #ITER.
d. i&EiB Session Manager i

e. HITTHHS:

sudo su
cd ~/bootstrap/logs

FiEE
Fo

i &4\

WEBZHITERE

EHREZE VDI,

BB /etc/message HEELLENVB E S MENA,

2. BEHITEAERTPNEE Lambda CloudWatch Logs :

, BRI 5 EAF. T AABNWFREABENR configure.log. {time} Ex

Amazon S3 f1FETEE
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%ﬁ)xAVVSgﬁﬂEHE::mo
BRX CloudWatch £ & W EE F HEEE 4R,

B S H5848 /aws/lambda/<stack-name>-vdc-custom-credential-broker-
lambdao

WEE—ET AN BFEE , X AFPRIMEMER, ELHS
ABRUEE S3 MFr@r B EEENFEEA.

HESRRRERRETE

m

3. REEITEAERHBNEE APl Gateway CloudWatch Logs :

EAAWS BEFIEA
BRX CloudWatch XA W EE F A 5584,

S AFEBME <stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,

BEF—ETANBFFE , XEAFPRIEMER, EEBFBITEEMEBERM API
Gateway EIFEMVFEMIER , SUEVSHE S3 RFIFRAIENBITIEAER,

MAENARBERFATEN IAM A&EE

1. & A AWS DynamoDB i A&,
2. BEHEBRRX:

a.

b.

EEREEEET , B Tables (BHK).
SWIIEE <stack-name>.cluster-settings,

3. RBHEERK:

a.

b.

BERREMKRER,
fEECREUEH.

4. FEENERGRM

a.

b.

BEGERGUFRMBZFRGEERERR,
REGRREUFES LN SR -

° Egttziﬁ)\éEﬁ%o

. R4 EEEE,
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- B BALFEEBUNERRREshared-

storage.<filesystem id>.s3_bucket.iam_role_arnBUt <filesystem_id>,

5. HITHRH#E

BIBTUAE A RIREBITRE
6. MEHE:

MRIBEEFE , FEREAEHAEREYN IAM B ARN EHEREE.,
MREBEBEAERE :

a. I1EE Create item (BIIEH),
b. WAEBFMEER :

- SFHESBEM WA shared-

storage.<filesystem_id>.s3_bucket.iam_role_arn,
- FIBIEEHN IAM B ARN,
c. EBEREFUMNBEE,
7. E#FKE VDI HITER

EXNMREBHITER , SRERBRXHHZTIER IAM B ARN RZ&VDIs,

EYF CloudTrail

EEM A CloudTrail EEAELKIRS F A CloudTrail , 5&1& AWS CloudTrail fEA&EERHHE
A CloudTrail T AEIEM PIRMEMNIER. CloudTrail #EBC#%EFE S3 fEETEMN IAM AEBR
FOHY S3 RFIEMNEN., EVNERKAEEREZERSEAENHTER D,
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EH Em

AERBREAECRERRAREMERERFNES,

£

- SSH ##H
- EERE

- HAKM|

- BRBES

SSH £HY

HEMEH SSH FIEE T

1. £ RES IhgExR+ , i#4E SSH =FHL
2. KBREMLEWIER , £ SSH = PuTTY #1TFE

JEBE SR H

ERRERHE (VD) RATEREAEELMEE Windows 5 Linux E#RHE AWS, EAETLUEAR
REFHNTEMBA LR ELRENRAENREE Amazon EC2 #1TERE.

X ERNERRR
RES BRIXEMEA T ERAERBERRE :

« Amazon Linux 2 (x86 1 ARM64)

« Amazon Linux 2023 (x86 #1 ARM64)
« RHEL 8 (x86) # 9 (x86)

* Rocky Linux 9 (x86)

» Ubuntu 22.04.03 (x86)

» Windows Server 2019, 2022 (x86)

* Windows 10, 11 (x86)
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- BREFHNEE

- FRENRE

- EHEHNREARE

- BREREHE

- BT ERERERA

- FEEREE

- EERESEEBEL

X EDHTHY SR

1. fRIBERTD  EERNERKHEH,
2. EERBFNERERE.

Virtual Desktops

. BANKREAFHEER.
4. BEREX.

BREREERNF FEVAET  BANKESE 1015 SEATHRER. MBNHIURIERY
Mk, RES 2158 GPU ST ERY REMMNEDRER.
FERUENRHE

FEFNERKHE , FEFRKAEN RS , XEM Web 5 DCV A FimiETIER.
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ERAEER

Web connection

EiB Web BERFNRHEEXEENERT X
- ERER, NEERE , ERXEBRERENENRE,

MyDesktop3-windows & Connect

C .Jg,DCV Session File )( () )

DCV connection

#EiB DCV A FinFEUER RE AJ RRHEZEMEE, HEEB DCV 71
1. BEEDCV IFEBRERUTH.AcvER, BEEERMK LLE DCV AF R

FRENSE
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ERAEER

Virtual Desktops utorefesh

rhel9  Connect

©Ready RedHat m @ NoSchedule

2. WEREKRA , FRE ? BR

How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

& zIp & Mmsi

Step 2) Install the DCV client on your computer.

Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.

25| Y R AR RE
EERH SEHRA -
1. EEBE

ZHENREMRE
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RES > Home > Virtual Desktops
Virtual Desktops

2. EEERKEMRE. SENEREAHEE .

. Bt

FLENTERRTIEEHEREX , MASTUBRERREE LN THERE,
- EXNRE

EF#RRE B niRY TIERE R
.« #&1E

KABRIFER, NIREEATHERE  RLETFERRAURSERERIER, ERLEZH,
R EMEDE RES BRRHK.

« {KER

EHRERERFEEFECRED, ELENRBDRER , CNEAEASEE , EEERE
WmEARER. WHAFHTEERBERE , MA BEAREHTEER L HBBARS T
M. EERIVTEBREXELMNRE , FSRKELRES.

N ESERE
EANEFERRANERRBE THEREERE,

1. EEFEFTEBADNZE , BLAFLETHERE
a. Eggﬂzo

ERERSHE 180



https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/hibernating-prerequisites.html
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Virtual Desktops

b. BRIEFEEISEMRE,
c. EEEIL,

® Note
BRCEERINIE TR BRI AN,

—BERREKRECFL , FRESF , ARBEEHN THEREKR.
PET/FEREREE , RESRENRE XN,

BERRK.

PITERENR  FEFTRBRE :

o & b

a. BEDE,
b. EEFEERIEME,
C. igg Fgﬁyﬁﬁﬁﬁo

BT EREEREMA
1. EEBE

HETEREERE A 181
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Virtual Desktops

rheld  @connect

2. EEETEA.

FFREER R

BIBER , ERKREESHEEEANEBBBFL, BAUFEARENRE LNEBERERTFINERE
RERFEELNKENHRE , MT—HAR. BEE-—FTH , EEEREPREARFEFSRZX
BHi. REHBAUEREREFL , HBREKAN., 720 EREEAEHBEHFL IE—-F T VDI
Autostop.

ES -]
- RREER ZEHEE

- EREREPRERRIE

HEE R K=
1. BREBEE,

EERIE 182
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RES fome ktops

Virtual Desktops e © G e | )

rhel9  Connec t

2. ##E Schedule (HE).
3. WREZLBRIHEE.
4. EBERF
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day

EEMREPREARIRE
FAEZHERR W BA7E DynamoDB A EE#T :

1. BSEREBENBERTEERRK  <env-name>.cluster-settings,

PRERSE 184
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ERAEER

2. EHURREH,
3. EEMERAT , WA TIIMEESRRYE

EREIRM 1

- BHAB = key
» {&# = Contains
« $H = String

« {€ =vdc.dcv_session.schedule

ERIZ R 2

. BHEEE = key
+ &% = Contains

« A =String

- fE = type
ilters - optional
key x] [ Contains v ] [String v ] [ vdc.dev_session.schedule ] ( Remove )
key X] [ Contains v ] [String v ] [type ] ( Remove )
EgERtEER K EELEHARKE SRXNEREES
#lydc.dcv_session.schedule.<day>.type. BRES :
* NO_SCHEDULE
* STOP_ALL_DAY
e START_ALL_DAY
* WORKING_HOURS
* CUSTOM_SCHEDULE
4. PNSRCUSTOM_SCHEDULEERRE , BA4RREBITHRMNELRE, s2ERMN A FEAESE

REERRDNTIIEFRRM

PRERSE
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- BB = key
« {4 = Contains

- A =String
« {€ =vdc.dcv_session.schedule

5. BELERTEAITHECZEIXBNBRILA
vdc.dcv_session.schedule.<day>.start_up_time#l
vdc.dcv_session.schedule.<day>.shut_down_time WWEB., £EB R , MR Null B
B, YHERRABFHRER , MTHR:
- BMEEE =value
« {8 =<The time>

- A = String

RFEELAER 24 NFHIRIILAE XX XX Hltn, EF9EA09:00, T4 5 %A 17 : 00,
AR —RYEEE RES IRIFHBME AWS EFH Bt &,

ERSEHAEBBEFL
EREUMURE RE , UAHSLRKILMEVDIs, 5 4 BTREHRE :

1. MERE : CPU AR KR REN T/ EREESRE.

2. CPU £ AXRRE : REEBHHEENILRE (VCPU AR ) NIEERRARE, MRBIERA
0, AITHERERKETEREARE.

3. BIRRE : MERER , THABREBREWRE (SFELZKELE).
4. BHEFITHE | MRBEUEE | AIERFEEMFLN TFEERITHBES BHERE,

VDI BEfZLE 186
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Update Session Settings

Idle Timeout (minutes)

1440

Sessions idle for this time with CPU utilization below the threshold will time out

CPU Utilization Threshold (%)

60

Sessions under this threshold are considered idle

Transition State

Stop

Sessions will transition to this state after idle timeout

Enforce Schedule

Enable to allow schedule to resume a session that has been stopped for being idle

Allowed Sessions Per User

5

Maximum sessions allowed per user

Cancel Submit

ELRESETEMARRRSIBFBRTHRERERR L, RBENFERENRER , FE-—TEXLUR
FRE. MITERBREEAEFRNRE , BFE8 A TFERRNECAMBFEBRIRE.

\l

WEFR  TERERSBBEHBRBKIESERE STOPPED_IDLE kA8, FEHAEEBEMR Ul X
B)STOPPED _IDLE T4EBEER,

HHASKM|

EHAKEL  SUNEIEHAHANREH. "RERERA , RFECEREESIHEE  BRTHE
P ER B & th A HIEAR
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RES Home Shared Desktops

Shared Desktops (2)

List of

@ Session Created ¥ Last 1 month

Q Search All States ¥ All Operating Systems ¥
Name Session Owner Base OS Instance Type State Permission Expiry Download DCV File Join Session
DemoSession demouser2 Amazon Linux 2 méa.large © Ready 10/26/2023, 5:00:00 PM Download Connect [4
MyDesktopé-linux-gs demoadmint Amazon Linux 2 t3.medium @© Ready 10/22/2023, 5:00:00 PM Download Connect [2

1

HATERERR , BUAREREENF. flm , EALUEHERFIER FTRESENBRKE.

ES]
- ZAHKEE
- FRAHKE

HARE
1. ERETHERES BRI

_ .
Virtual Desktops o Y - ECTRETTBY e

rhel9  Connec t

2. EWT/EMERIFT,
3. BEFEAEMNFUER, B LRERBHERE,
4. BERE.
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Update Permission for MyDesktop5 X

Select the username, permission profile and the expiry date of the rules Add User

[ Q, demoadmin1 X J [ Owner Profile

View Only Profile

This profile grants view only access on the DCV
Session. Can see screen only. Can not control
session

Admin Profile
This profile grants the same access as the
Admin on the DCV Session

Collaboration Profile

This profile grants certain access on the DCV
Session. Can see screen, control mouse and
keyboard.

Owner Profile
This profile grants the same access as the v
Session Owner on the DCV Session

WEFAMFFMER , 5H5S B the section called “FF AT BUR,
FRHAKE

REARE , B UREREHANSELEREHN/TER. BTLUEIR Web BIERRZ DCV A,
HRER , FERE PHEREIEN EHEH,

ERBER

ERBERTRLEB Web ADRUEMEEHAM EFS BRR K. LKUNEREEERERRKL
ERFHFRIUNAAATRAESR. ER Lnux EREEAANERERRAR. EFERESE LNERREESE
BRI Web ERBIBREMERME,

ERAARE 189
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®m root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv ¢ Favorite C' Refresh i= £ Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

&

- FEREE(s)

- MBRER (Z210)
EERNEE

- REER

- BaER

EEER (s)

1. BELEER

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 = root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv W Favorite C' Refresh i= 8 Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. BRRERIAEEZLENESR.

EEEE (s) 190
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3. BELE () EXR.

MR E=R (ZE)

1. EREEMBRNER (EX).

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. EEME,
3. EEUMIBRIER.

HE , CHUANERARERSERR LR-TEEAR , AR ERMBRER.
BERNEE

EEHFTEENERNERNRK , BAUKEMATEERNEE.

1. BHERJEHRK,

W Ex (20) o
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. EERNRE,
RE , BALEEMNERIERARLE-TEEAR A ARENBENRE.

(® Note
RNREGREFIAMBAER. IRECEFIABHRIFHRRN , EHFEEMHERINRE,

mEEER
SR ATE Web A D885 PRI FRIERI AA,
1. EREEEFHER, GEEEHEM, HTE2ERNAR,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®m root / home / demousert

Q 2 items 2. Upload files B3 Create folder Actionsv v Favorite C' Refresh i= %8 Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. HEITEH , RRBEFME
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HigiEx

EAEREAREANPEREOEARAREGESR, SUUARTIEARPER , WRKEE
EHERERESR.

+ FileZilla (Windows. MacOS, Linux)
* WiIinSCP (Windows)
» AWS Transfer for FTP (Amazon EFS)

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla O Winscp O AWS Transfer

Available for downlead on Windows, MacOS and Linux Available fer download on Windows Only Your RES environment must be using Amazon EFS to use

FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacQS) [4

+ Download FileZilla (Windows) [4
= Download FileZilla (Linux) &

Step 2: Download Key File

( & Download Key File [*.pem] {(MacOS / Linux) ) ( & Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type

SFTP Key File

User Key File

demouser3 fpath/to/key-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.

ELop oS 193



ZEEE T Studio EREER

5E 2 HF A7

AR E AN R R AR ] S B R R W] RE B AE 2 1S E B RE RV ARBA E AL

&

- —RIEFEMEE
+ 317 RunBooks
- EAEE

HHEAR

. —RESFERE
- BANBFENSHEARR
- SRBBEHNNVE
« IR3E Amazon EC2 #{TEE LW AFESR
+ CloudFormation &
- RREEMmMRERKHE , WH Amazon EC2 Auto Scaling 48 & 8 Iz Bk
« HAM Amazon EC2 A NE
- BT
- BRI ERSE
o BRI ARREH
« B Active Directory (AD) tHEB@ S LA B E
+ Windows DCV {&§#
« &3 Amazon DCV IRAE
« BT RunBooks
- REBBE
+ CloudFormation B EXE Y , WHERFALE "WaitCondition W2k HI AL, Error :
States.TaskFailed"
« CloudFormation 3f & % 37 5§ Zh#& R KR 2 E F B & A
s FITERBRIERKXBAREER vdc-controller
- BRAMEKYHEEES , IRIB CloudFormation Hf & A MR
- RFEVHRE CIDR ERS BB EHR
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HRETR Studio (R
- REBEVHREM CloudFormation H B 7 KB
+ {#H AdDomainAdminNode CREATE_FAILED By /A ZpER ( ~&1 ) HB LMK
- §OEE”E
o RAREFBEIT iam:PassRole IR
- BEERFT AWS IRF AR ABFEIEAM Research and Engineering Studio on AWS &R
- BARER , RYREZRAEH
- ERBRARRYE "RTIEAE, R
« 7£ Active Directory F¥TiE{F A% , {8 RES HiEX
c BYTHEREBRRELERAEAE
+ CloudWatch cluster-manager B 5658 H K /) BR $1l #Y $5 5
« RIZEB RES BEVRERRMK , BREHE VDI EH L
« RZEB RES MARERR#E , BREHE VDI EH L
o REEM VDI ETHBEIVEA
- RECEARGIAF IS5
« &% RES B3I Amazon FSx for NetApp ONTAP , 18R il A #4835

I
piC]

- R

< REBEVGRES/ KK

- REEZEAZSEHENRELZEAN B,
- B

- RAEFERERFHITERNRH THRE FEE
- RBEREE

« REEE RES Web A OB FRAE/EEBAE VDIs

« Windows EREEMNBEARFREREES

o [FRANEBER CertificateRenewalNode B |, BB Hf

« ZEEEEENERIEELERIER

- RAERE S BAERRE

« SRME Windows ERERAK , W NERCERM. SRiER"
» VDIsF T AREE

- BB , VDIsEH ASEEAMAE
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BAR VDI TEEREEAZAEER

- ERRETH

Amazon EC2 #H{TEBEEXEATEERBA KL
HRAEE A AD/eVDI ##8 |, vdc-controller #1T{ERE IEEf&IR , B~ AP BEiRERME LB
R E L FEERE  ERTFTSHBEETNNNEEF

cluster-manager Amazon CloudWatch BFEEER " ARIEM <user-home-init> kP, EHEER
ERERS, (HPIRFREAEER)

Windows REEAEHKE R ENIRFEEFH. FafENEES"
ShEB/IE F AD #ERER) DHCP EIHERE
Firefox #5528 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

« Env B

res-xxx-cluster & E "DELETE_FAILED, & K BEZLZFEMIER K RA "ACENSEL
&1, SRR

WEBF

T& VDI B

# Linux EC2 B11TEB THRAF

# Windows EC2 /TR TH A
W& WaitCondition $538#9 ECS HE#

. RGBS

BESIRUENS I BIEBRERETERIEBAHR
REIHER keycloak HEEIEE

» Active Directory &

BH VDI REFEFEMEMRE , R1E VDI #iiEER  BELZUAD FHESDBEARMN VDI
ERE SSO # , HEEE A RES Web A O #AYE

BIEEAR TR ED Linux VDIs , AD EAE LB EFERAERBBRFIER &

RF SSH ZHE , AD EBEFAEELENEETH

BIENEE RES A ERHEEIER Active Directory

« 2024 .x EXEE

« 2024 .x EXEE

(2024.12 1 2024.12.01) EEM# Cognito £/ & R4 Regex k¥ 196
(2024.12.01 RERRA ) FRAETHEEERZE VDI BFHRERNREER




HZRE T Studio ERERER
* (2024.12 1 2024.12.01) Active Directory /% #5% SSH FE 214
+ (2024.10) ¢r¥EPBEFERE VPCs 1 #Y RES IR3E |, VDI B EE L HER
+ (2024.10 RERMRA ) #ERE VDI for Graphic @B & T ERER
(
(

* (2024.08) EBEHERHE AMI KK
+ (2024.08) EREEELBHEGRFHTITE ARN BT FENEIVE A Amazon S3 #EEFET

|

2024.06) E AD BEEB OIS Z=RE  EARBEAK
2024.06 RERIRA ) AD S HERESE RES WEHEKE
024 06 R EEhA ) CVE-2024-6387, RegreSSHion, RHEL9 #l Ubuntu VDIsH ) Z 4R

L[] L] L[]
~. A A A

=i

. (2024.04-2024.04.02) $24HY IAM A RBRAEET VDI ST EEHAE

(
+ (2024.04.02 REERZA ) ap-southeast-2 ( EF ) HHY Windows NVIDIA #i1T{EEE EERE
(
(

* (2024.04 # 2024.04.01) GovCloud F#Y RES Bk 25 B
* (2024.04 - 2024.04.02) EFFRE R |, Linux ERKRE TEFE "H#E) HE

+ (2024.04.02 REFMA ) #EEF D SAMAccountName B S EXBZRREHETH AD £
A&

¢ (2024.04.02 REERAE ) ARTFREZTHNIESHREN

— iR g5 M B2

AEIEAE RES HHREINEA.

- BN BANSHEARR
SRRFEHENNE
IR Amazon EC2 B{TEB LMW BFER
+ CloudFormation # &
- AREEmMBLERKEHE , WH Amazon EC2 Auto Scaling B¥#8E B iz Bk
- BEAH Amazon EC2 E#EANE
- EfEREER
- ERSEEMIERSET
o BRI IEARRER 4
—a BB A Active Directory (AD) HE8f 1 AE S 197
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« Windows DCV {84
« 21 Amazon DCV MRA& &

BRNBFENE4EARR
ETREETIOR , TARKEDE MR,

SHREBENVE

RBER , CTNETIUERIRERY SN TERREAECEAESHE

e Linux : /etc/environment

* Windows : C:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-
windows\environment_variables. json

IRIE Amazon EC2 #1TEE LA BFESR

HFFERFER RES AR Amazon EC2 #11T{8# L. SSM Session Manager 7 F 2R R 1T {E 8
W T/ERSER , UREELEER,

EEEEEE M vdc-controller EEBREHTEEB L  IETINERIEAEINMEMB .

* /opt/idea/app/logs/application.log
+ /root/bootstrap/logs/

* /var/log/

* /var/log/sssd/
 /var/log/messages

* /var/log/user-data.log

« /var/log/cloud-init.log

« /var/log/cloud-init-output.log

Z Linux EREEL , UTEEEANABGRESR

« /var/log/dcv/
* /[root/bootstrap/logs/userdata.log

 /var/log/messages

BERAKNBFNBHERARER 198
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+ /opt/idea/app/logs/
+ /opt/res/logs/vdi_idle_check.log

£ Windows E#EH#TER L , BFNMR

* PS C : \ProgramData\nice\dcv\log

« PS C : \ProgramData\nice\DCVSessionManagerAgent\log
« PS C : \IDEA\Logs\RESIdleCheckVDI\

» C : \Program Files\RES\app\

£ Windows k , REEAEXRHETEUTVNERT -

« PS C : \Program Files\NICE\DCV\Server\bin

£ Windows Lt |, B LAELL T E K E NICE DCV BEER :

* C : \Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch B 55848

Amazon EC2 #l AWS Lambda :EH &R 24 & A #%E| Amazon CloudWatch Log Groups. HHHY
HESEE A R B T RES IS —REARFRRMERENR.

ELHENBBUT :

 /aws/lambda/<envname>-/ - lambda related
* /<envname>/
* cluster-manager/ - main infrastructure host
* virtual-desktop-app/ - virtual desktop bootstrap and DCV related
* vdc/ - virtual desktop related
* dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related
 controller/ - main desktop controller host

* dcv-session/ - desktop session related
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RERFHEAR  FANTHABNIBEZHRETHESREEY, ERGRHIESLTFHENAR.

?"ERROR" ?"error"

BB B — 5 A2 7 Amazon CloudWatch Dashboards , Ef G €BERRE BERN /T
8,

plm , 2y —@NTE , FFEFEERM ERROR MHRER , YHEHBRAIT, LHETBREER
A ERBEERENRE  EHEBRERXEBENES,

UTRERRET NS, FECALLIIEE  FREFTHE , XLUEENERNR <envname>Hl
<region> B,

{
"widgets": [
{
"type": "log",
"x": 0,
"y": 0,
"width": 24,
"height": 6,
"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, e@message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
stats count() by bin(30s)",
"region": '"<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false
}
}
]
}

BRARNEFITTRREHBNT -
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CloudWatch » Dashboards > res-stage2-errors-lines Autosave: Off @ Period override 5 minutes (auto)
res-stage2-errors-lines v ¢ ‘ =) ‘ ‘ 1h 3h 12h 1d 3d 1w Custom UTC timezone ¥ H C I v H x H Actions ¥ Save
infrastructure hosts
40.00 @ 1. count(
30.00
20.00
10.00 . . .
1.64 |- : = ' s : S —— T —— S —— S S — - " .f..... "
1o- 23211145
19:00  20:00 ~ ZIW 2:00 2300 00:00 01:00 02:00 03:00 04:00 0500 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00  18:00

CloudFormation #t&

HEIRBEITHBEE LA CloudFormation &S EIRIBHEHEBHNER,. SHMBEHER.
HASEHE K WEHEBNWHEEBEENR , TUSZEE4, ERNEHRSER,
RES #& :

* <envname>-bootstrap

« <envhame>-cluster

* <envname>-metrics

« <envhame>-directoryservice
« <envname>-identity-provider
« <envname>-shared-storage
» <envhame>-cluster-manager
+ <envhame>-vdc

* <envname>-bastion-host

TERRHR (WREEERNBRARE  BRAELENTERTH , BAILER AWS SHEER
Bl RELE RERRNER, )

» <envname>
+ <envname>-Networking
« <envnhame>-DirectoryService

« <envhame>-Storage

+ <envhame>-WindowsManagementHost
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K R RE T 3% 4 R WFE |, 3 Amazon EC2 Auto Scaling £$487E B iz AR

R RES Uls 5 A fRERERR , RRTREREARAERBHEtEE,

BEEBELE Amazon EC2 HI{TERE BEERE (ASGs) a2 —EEER5IZEER , TARERSE
TEBNERTE. R U EEEEIEMAERRELFR , HRE Amazon EC2 X HREREEZE
RIENEITERE | YHME Auto Scaling BEHEEB RS BB S HEHEN ASG , LB Amazon EC2 #,
TEBEREERR.

MRRBIERK , FEATERANMEE Amazon CloudWatch HEEEHERHIE BB ECEKEER | EATRERT
BENRERE, SR SSM TR EZEARMBRERHTHATERN TFEER , TREHNIT
B8 Loy B ERIHERRE , BT EEBERAEMRRERE , dH ASG Kk,

WMRBAELRRE , ASC TEAARSETELUTIREER,

EC2 Dashboard X C EC2 > Targetgroups ) res-bicfn3-web-portal-e2958adc )

EC2 Global View

Events res-bicfn3-web-portal-e2958adc

v Instances

Instances Details
InstanceTypes || OV amawselastidoadbalancingieu-central 1 bicfn3-web-portal-e2958adc/3fa0fdc3c3bfa223
Launch Templates
Target type Protocol : Port Protocol version VPC
Spot Requests get P
Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad 10chge [4
Savings Plans
Reserved Instances 1P address type Load balancer
. » -alb [4
Dedicated Hosts 1Pv4 res-bicfn3-external-alb [4
Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0
AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)
Select values in this table Al lied to the
v Elastic Block Store
Volumes
Snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

v Networks securty Registered targets (1)

Security Groups

‘ Q Filter targets 1 (o]
Elastic IPs
Placement Groups ] Instance Ip v | Name v | Port v | zone v | Health status v | Health status details
Key Pairs
O 10ba5d508631120043 es-bicfn3-cluster-manager 8443 eu-central-1c @© healthy

Network Interfaces

¥ Load Balancing
Load Balancers

Target Groups

v Auto Sealing

Auto Scaling Groups

BRI B Amazon EC2 Fi= & 48
AL EESERETRENRKEEHETNER,
HRs s

ERBREYTE , Amazon EC2 TR ABEFTRRELUUTAR., BRNHTERR RES B
Amazon EC2 £#, #HTEEABEHINFE R RES RERR,

BRI Amazon EC2 TR & HE 202
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ERAEER

EC2 Dashboard
EC2 Global View

Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances

Dedicated Hosts

Capacity Reservations

X Instances (5) info

| Q. Find Instance by attribute or tag (case-sensitive)

| res-stage2 | X | | Instance state = running | X |

Clear filters

Oo0oo0oogoag

Name #

res-stage2-cluster-manager

res-stage2-vdc-broker

res-stage2-vdc-controller

res-stage2-bastion-host

res-stage2-vdc-gateway

Instance ID

1-095bdcdc87321a4ff

1-041867308771e71d3

i-08800976¢757717e6

1-0523e5480f434581a

1-00773bc97ccle841d

| Instance state
® Running
® Running
® Running
© Running
® Running

@ a
@ a
@ a
@ a
@ Q

Instance type V¥
m5.large
mb.large
mb5.large
m5.large

mb.large

ER I HANERRE

£ Amazon EC2 X226+ , EERFZEHITH , eMEEREUTARE L, EUERT , EREE
SRR, BTEEEBNERREVRENERE. PEANBBRERBEREN THERRERE ,

ATLARTERRM "MyDesktops SEAEREN BB,

EC2 Dashboard
EC2 Global View

Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances

Dedicated Hosts

Capacity Reservations

¥ Images
AMIs

AMI Catalog

BRI LEAR

Lab,
He
70N

X Instances (7) info

| Q, Find Instance by attribute or tag (case-sensitive)

res-stagez | X | | Instance state = running | X ‘

Clear filters

Oo0O0Do0ODoooaog

Name

res-stage2-bastion-host

res-stage2-cluster-manager

(

res-stage2-MyDesktop1-demoadmin4

res-stage2-ProjectWork1-demoadmin4

)

res-stage2-vdc-broker
res-stage2-vdc-controller

res-stage2-vdc-gateway

Instance 1D
-0523e5480f434581a
i-095bdcdc87321a4ff
-022826¢122d8¢78d5
I-09ba5d8ae152¢6f25
-041867308771e71d3
-08800976¢757717e6

-00773bc97ccle841d

| instance state
® Running
® Running
® Running
® Running
® Running
® Running

® Running

@ Q
QQ
@
@ a
@ Q
@ Q
@ Q

Instance type ¥
mb5.large

mb5.large
méa.large
mé6a.large
mb5.large

mb5.large

mb5.large

RYER

E Amazon EC2 IR ABREKRILENHATERE K EMBEERERLNEEEHE. NRFERAESE

R IEREMNERERETH | BREZSEMRBEENER  ETaE

TEERERLENSEATEE.

/j_T‘/‘vI"\l LIET:EiE'?T':Fo

BRI Amazon EC2 =& NE
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ERAEER

EC2 Dashboard
EC2 Global View

X

Instances (10) info

| Q, Find Instance by attribute or tag (case-sensitive)

Events | res-stage2 ‘ X | | Clear filters
¥ Instances
[l Name /' Instance ID | Instance state v | Instance type ¥
Instances
O res-stage2-cluster-manager i-095bdc4c87321a4ff © Running @ Q mb5.large
Instance Types
O res-stage2-vdc-broker 1-041867308771e71d3 (® Running @ a mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller i-08800976¢757717e6 (© Running @ Q m5.large
Savings Plans O res-stage2-windows1-demoadmin4 i-092cdf6a7e52e9b%a © Terminated @ Q mé6a.large
Reserved Instances O res-stage2-rhel91-demoadmin4 1-0b3d134f606a53636 © Terminated @ Q mba.large
Dedicated Hosts O res-stage2-bastion-host 1-0523e5480f434581a ( Running @ a mb5.large
Capacity Reservations O res-stage2-aml21-demoadmin4 |-023844b29c12b9393 ® Q mé6a.large
¥ Images O res-stage2-MyDesktop1-demoadmin4g 1-022826¢122d8c78d5 © Running @ Q mé6a.large
AMIs [} res-stage2-ProjectWork1-demoadmind i-09ba5d8ae152¢6f25 © Running @ Q m6a.large
AMI Catalog [l res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q mb.large

B i Active Directory (AD) tHE @ S LAt & E

LT RAEEMRETE i AR Idap HHEITTEH] , SURR AD HEMEEF. ERANMEENHEM

ZHEZRMRERRELREAANSH

%II

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV {&§&
£ Windows S b , £ b T 575 =5 H ST S AR BA MG T AERE £ -

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions

Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)

Windows DCV {& & 204
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£ Amazon DCV A~ &E

Amazon DCV AR ERSHE T/ERE. AWS Amazon DCV, T %IE54)REEaN{AH E S R%EH DCV &
B AR,

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version

Amazon DCV 2023.0 (rl4852)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

21T RunBooks
ToHaATAERENEE. NAENEE R NAEARNENEE,

- ZEREE
» CloudFormation &8 EE T | WE/RALE "WaitCondition W E K BEVEAE . Error :
States.TaskFailed"
CloudFormation 3t 48 22 37 BR 2h # SR W 2 & F B 48 A
#HITERBERIER K BAER vdc-controller
AP AR |, IRE CloudFormation 3 8 £ 5 M BR
IRIBE VM CIDR B SHEEHR

£ Amazon DCV A&, 205


https://aws.amazon.com/hpc/dcv/

HRETR Studio (R
- REBEVHREM CloudFormation H B 7 KB
+ {#H AdDomainAdminNode CREATE_FAILED By A ZpER ( ~&l ) HB LMK
- §OEE”E
o BAREFBEIT iam:PassRole IR
« BEE AT AWS IRF AR ABFEIEM Research and Engineering Studio on AWS &R
- BARER , RYREZRAEH
- ERBRARRYE "RTIEAE, R
« 7£ Active Directory F¥TiE{F A% , {8 RES HiEX
c BYTHEREBRRELERAEAE
+ CloudWatch cluster-manager B 557 #8 H K /)NBR HI#Y $5 52
« RZEB RES BEVRERRMK , BREHE VDI EH L
« RZEB RES MARERR#E , BREHE VDI EH L
o REEM VDI ETHBEIVEA
- RECEARGIAF IS5
« &% RES B3I Amazon FSx for NetApp ONTAP , 18R il A B BV 4835

- R

< REBEVGRES/ KK

- REEZEAZSEHENRELZEAN B,
- B

- RAEFERERFHITERNRH THRE FEE
- RBEREE

« REEE RES Web A OB RAEN/EEBAE VDIs

« Windows EREEMNBEARFREREES

o [FRANEBER CertificateRenewalNode B |, BB H

« ZEEEEENERIEELERIER

- RAERE S BAERRE

« SRME Windows ERERAK , W NERCERM. SRiER"
» VDIsF T AREE

2% 1T RUNBOOKS 206
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HRETR Studio (R
- BA% , VDI ITHERBSEAZRER
- EEKEH
« Amazon EC2 TR EZTESPEEEREKL
- HAREE A AD/eVDI #&4H |, vdc-controller #{TERIEEER , BT APLEERERERK
- MEZRBHEEUNEERK  ERTEHRETHNBESF

« cluster-manager Amazon CloudWatch HEF#TR " AREH <user-home-init> IRF ., EEZFFE
RAEES, (AYIRFREAEER)

« Windows REZEAERFETR "ENRFEEA. BN EES"

« S\E&B/EF AD #HRER) DHCP ;ZIHRE

 Firefox #5582 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING
« Env iR}

+ res-xxx-cluster B "DELETE_FAILED. iRiE , BELZF MR , KA 'AEENSE LR
£, $8ER

- BERR
- T# VDI B
« f& Linux EC2 #i1TEER TH B
& Windows EC2 #{TEE THR A
- IKEE WaitCondition §#52K) ECS HE
. RERIR
- RESOREENS I BBFRERLE RHERFEARR
o REIHEE keycloak FEEIEE
» Active Directory &
- BH VDI RESEFEMEMRE , RE VDI SiiER  REZLAD EAES D EARKM VDI
« BRE SSO# , HWEEEA RES Web AL
« BMERRERE Linux VDIs , AD ERAE M EEERAERBBERTFIEH &
- B SSH FHE , AD EEEHRAEREFHNESTH
- BRNERE RES ABEFRHEERIFER Active Directory

R&EE
%E%%E 207
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« CloudFormation &S A2 , WS "WaitCondition W EI K KA EAE. Error :
States.TaskFailed"

+ CloudFormation & & 3 5 Zh & K W E F HH4E A

« FITERBRIERXBAREER vdc-controller

- BRAMKYHEEES |, IRIB CloudFormation 3 & A MRk

- RIFEVHRE CIDR ERSE B EHR

« IRIBEIHEM CloudFormation B 7 KB

+ fH AdDomainAdminNode CREATE_FAILED B AHER (=& ) HBKHK

CloudFormation #f&#;x2E | WREARIALE TWaitCondition WEI KB KA E, Error :
States.TaskFailed"

EERREE , FRESRA 1 Amazon CloudWatch A& #<stack-name>-
InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, MR EZE
SEEHEERBNBFEE , FREE—EBTANBFRE, AFPNERASSRUEEBRENFHRE

(® Note
BRSBERBZEE.

CloudFormation & 2 3 5% 25 #& KW 2 E F B4 EH
MRIERINE I CloudFormation B> % KUK EIE FE4BFE | BRI TIIHE
1. WRETHBH U SE@WA LR,
MREFEH U R IERSEEFE , FFMER M EFHIE Research and Engineering Studio IR

5.
2. % Amazon EC2 XA RBHABRUTERNI IR,

R Amazon EC2 #1T{ERB I <envname>FBERACK L , ARBRASFHNIITER | AIRERK
=% Active Directory #ERE I g€ 3R B E,

THEEE 208
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3. MRECHE AWS SHEEERSREUNBER , FHEHEBEEERY VPC, RENLE T
B, LAk HMEHMH S H,

T
:gull

MREMSBTER  BURFEMRAEENME RES Rif. WFFHMET A F2HEABRLEE

o

4. MBEBEABCHWABERBBER , BEREMEM Active Directory £F& TEHARVAERE,

SR ERREHITERRIIMA Active Directory ZEEE, EFER TS Bthe section called
‘AT E R ARSI R K BAREER vdc-controller” 2R i iR [ &,

HITERERIER K BURRER vdc-controller

BRI RN R E R ERELERIE A Active Directory (Active Directory)s
EERERE

1. @S5, £ vdc-controller BV 11T #11T{E B LA SSM BUE TIERER
2. #1T sudo su -,

3. #1T systemctl status sssdo

MRMREAFEAD, RBRIEEAFTHERER , AIFTEBEEMA Active Directory,

[root@ip-: 1# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: loaded (/usr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 31248 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[—31248 /usr/sbin/sssd -i --logger=files
[—31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[—31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step

ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

Might see errors
highlighted in
RED here

NHEFRRERNRRRNRE
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HEMREE

«  REFNBSHETEEHNIT cat /root/bootstrap/logs/userdata.log LAFAZE B,

WA E =R RARREZ —,
BARRE 1 @AW |dap ERFMAEF T ERE

BEBF. NMREFITIEESZ R, MIFTEBEEMA Active Directory.

+ local AD_AUTHORIZATION_ENTRY=

+ [[ -z "' 1]

+ [[ 0 -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...
++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 18@) waiting for AD authorization,

retrying in 34 seconds ...
[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...
+ sleep 34
+ (( ATTEMPT_COUNT++ ))

1. W RESHEBEVHBCE#BATIHEENSBIE,

« directoryservice.ldap_connection_uri
« directoryservice.ldap_base

« directoryservice.users.ou

+ directoryservice.groups.ou

« directoryservice.sudoers.ou

+ directoryservice. computers.ou

« directoryservice.name

2. B DynamoDB ERlKRPWEMAF EFEE. ERFKRAE DynamoDB EIEEMNERKRT KT, &

RRBBES <stack name>.cluster-settings.

3. FEHEBERRKRE K FBREREATIREATEEMN cluster-manager  vdc-controller. B EEEAS

£ AR B DynamoDB & ¥ &R H & #EREH#1T E -,

RERE
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BARER 2 : 8 AR ServiceAccount EFAEZ B IERE

MR AFEL Insufficient permissions to modify computer account , BIfEHEE I
¥ A B ServiceAccount BB A RER IE7E,
1. & AWS X &R Secrets Manager,

2. ¥5 directoryserviceServiceAccountUsername, W& ES <stack name>-
directoryservice-ServiceAccountUsername,

3. FRMMEBELURGRHFMAETARE., EWEET , BEHENMEE K RARBEEXF,

4. WMRZECEH , EMERE BTHITIRIEMN cluster-manager 1 vdc-controller #{T{EE. BEBERE
#{E F Secrets Manager BB FEREBFETEE.

BABER 3 : 8 AR ServiceAccount BRiEF E#E

MR AFE R Invalid credentials , RITE#&2E I Hif# AR ServiceAccount ZiE AJBER IE
.
1. & AWS 5B Secrets Manager,

2. % directoryserviceServiceAccountPassword, WA <stack name>-
directoryservice-ServiceAccountPassword,

3. FARMELUMEFMHEAETH, EREET , EEHEIREE K RAREEHXFE,

4. MRELSHER  ATHRERANBIBLSEER , LA LIE Active Directory 1 Secrets Manager
P ERER,
a. EE7E FEFRZEE AWS Managed Microsoft AD :

i. BIRCAWS E# AW HIF Directory Services
i. IEHERES B#ME D, ARFEZEF,
i. BNEREAERS.
iv. EA ServiceAccount EAEZHE,
v. BAFEE K ARBEIERZE.

b. #&ZEE Secrets Manager FERZE :

i. BIRXAWS &I T Secrets Manager.

i. ¥& directoryserviceServiceAccountPassword. M#HE S <stack name>-
directoryservice-ServiceAccountPassword,

REERE 211



ERAEER

3R EE T2 Studio

FRMEZEARRFHEARE, EWEET , BEERUTE  REBREAXF.

BERE,
REHMBE , AREERT
=5 I BR B BT #11TBRE M cluster-manager 1 vdc-controller #1{TEEE. BEER

iv.
A ServiceAccount fEH &

V.

5. MREEHTEH, F
%158 P B R BY (B RRBY R Y BT (B B8

HRABMYEEEES | IRIE CloudFormation 3 & £ M BR

W& <env-name>-vdc CloudFormation 32/ Mk R AB Ak WSR2 M 2 B |, 4520

vdcdcvhostsecuritygroup , EFREREAFEAEEAE RES BEUN FREINLLFERREN
, & O] LU A T R

Amazon EC2 AWS #,17 {E B2 At 2%
EESREARIELLEES AR FTE Amazon EC2 #{TEEE, A%

EERREAE
RE,

IRIEIEVHIRS CIDR B S B a4 88
) CIDR BB e HERER,

BYREE , OERES [FAILED]
SEEREM
For example, specify a CIDR

Failed to update cluster prefix list
An error occurred (InvalidParameterValue) when calling the

ModifyManagedPrefixList operation

The specified CIDR (52.94.133.132/24) is not valid

in the following form: 10.0.0.0/16

EERREE  FHOERAE xx.x.0/24 = x.x.x.0/32,

BERERME , E CloudFormation it

RIS T HIRIAY CloudFormation &3 37 2k BX
, JREE

BUREBSIR—RINEREVRE, EREEEG , 7
BEVKHY,
212
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MRBEEFEER , FRHRREIERAEN, HE , EUUEREANEGFEREI,

& AdDomainAdminNode CREATE_FAILED BN A\ZE IR ( & ) HEB KK

MRTEHREHBET AR HRTHHER , TREERAFTERRBRAEHEEINEE Amazon
EC2 &%,

AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

ERYET R RE

1. HE SSMREEEESF K RMERBCHREMSH , AREBCHYEMEANTERREBH.

2. 1E£ SSM RunCommand/Automation 11T L L& , MESHERE SSM X4MWHITREEHT
1%.%;&@_&0

3. TEIRY¥E Amazon EC2 HIfTEBAN BAFERTD , REAKHTEB A , LHESTERBRRSEMR
BB ENRE.

MREERREHER , FEMBERED 15 DIELE RES #MITERNIEH,

E—2A(SSO) MEIEENASHBEERRRAAMBREERMBE, MFERE SSO HENEF ,

3
¢

« the section called “f£ A IAM Identity Center §%27E SSO”
« the section called “% SSO FRELKN G D iR E”

EERBHMES )EEMENEMEE  BF2E TSRS EE

*rE

- BAREBHIT iam:PassRole R E

- BEEAFF AWS IRESWAEFEIEM Research and Engineering Studio on AWS &R

SO EERE 213



HREIE Studio RS
- BAREN , BYAREZRAER

- EEBRARRE "RTBERE, BR

* 7 Active Directory R ¥TiEEA#E , {6 RES HiEX

- BUTERBRELFRACHRE

+ CloudWatch cluster-manager B & FP 8 H K /)R #il By §5 53

K AREEBHIT iam:PassRole BIR#E

MRBWBHER | EHEEEHIT iam : PassRole BifE , BHBRLEER , UAFEKBCEER
RES.,

BEAWS BRTREKEFTALBERZERYE K MARBUFNEREACIBBELSAC, WFENT
ER |, BUARERAREREEXRBNFTT,

E & A marymajor B IAM FREERFERAFE AT RES FHTEMER , SB4ATH&EHIFER, B
2, IEFERREEEREACKR TN T, Mary RERZACEERREHETT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

FIEBEERT , Mary WEBURXAEH , LLAFFHEIT iam : PassRole BifE, MREFERBY , FBHE
£ AWS BEEE, SHNEESRHELNEERE.

BEE AT AWS IRE A A EFEIM Research and Engineering Studio on AWS &
iR

AR —EAE  BEMRFTNERENEEBATNAEFIENER, LU IEEZ R
EEENHENEXAR, HHXEERERNBERIFEUEHIEE (ACL) VRS , &I LUERA ALK
RRBEFAETFRENE RN,

MFEE-FTH K FL2EUTRE

- BETHOAESHESH AWS IRFHREERNEFIE , F2R (AM £REER) FHAEHES
Y5 —{E AWS 1RF RV IAM B & R FEE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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- BETROMEERNEFIERMREBE=S AWS IRF |, 28 (AM £AEERE) T FIERE
HIEE =SB AWS MIRF,

- FETHNMEBRKE S RUEIE , F28H (AM E£REER) FHRERAFIREIE/ATRFEN
ERE (BESD ).

- EETHREAAGNEREBRETEIRFFRCEANZR , F28 (AM £RAEER) F89 IAM
AEREREBRRNEE,

SO BEKREHRE , R EEE, FEVNEEE , FRERESRNITEE B FEREA

1. PBARK CloudWatch £## &,
2. RAFEHEAF  SHBEA WEE/<environment-name>/cluster-manager,
3. FRBFAEMENUESAFRERPHEMER

EEMEHERTE

?4";-"

-_—

B DynamoDB F#2 &

2. REBEXRSP , SEXREAH WERK<environment-name>.cluster-settings,
3. FRMERXR, AREERZERRIER,
4. REABEMRGER , RABAGATIEH
- BEAE - R5l@
- R -a7
« E-sso
5. EEHT.
6. EE@MMFHEP , BFE SSO HRBERTEH., MRFIEHR , 57518 sso_enabled TRNERESR
False,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/dynamodb
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Edit item

You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4

Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled -]
4
[ value ] O True © False

7. IR[E RES ERENHEUEMKE SSO.

EREARRE "HARERE) FR
MREAEEHAEA RES AERKWEIER "RAREHE, , AEMEHIRE Active Directory H :
- MREAEFFER RES 7 , BEKITAERE#HIEE AD

- EREAREARESLE RES, RES B/ RKES—X , ALETRERES  IREFAERS
ETRELZR#HE, FEVEES , FEEPHLRE Active Directory PHTHEEAE | {8 RES
PiEX.

- MREAEFHER RES 7 :

1. BABMRFCERRE, NFFMEENR K F2RAE—FZ A (SSO) RELN S DIRHE,
2. TR SAML £ M SAML EFE4HHBEEHENE T B4kt

£ Active Directory H#i8EA % , {8 RES HiEX

(® Note

AEBEAR RES 2024.10 RERARA, MFE RES 2024.12 REHARA , BB AT BT
F% (2024.12 #1 2024.12.01 kR ) » WE RES 2025.03 REFHRA , B2 WAF BRI
{Z1EEE (2025.03 REFA ) o
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MRE SR EFIEE Active Directory , 1B RES FBRDEAE , AIEEH/BEADES, ADRAPR
H#& AD IH B E A RES IRIEH Lambda BB/ NREHIT. BRE , TEWMEFERERFE2R , 8¢
BET—ERLSEFHNTAL., BT EH Amazon Simple Queue Service FEIREIRS

FERRBRIER

BAEX Amazon SQS 2 A&,

1

2. f7%)sh | 5BEH <environment-name>-cluster-manager-tasks.fifo,
3. EEFREEAREWEAER.

4. EFAEARAXH , @A :

{ "name": "adsync.sync-from-ad", "payload": {} }
SHEFAEEE ID , WA : adsync.sync-from-ad

6. SHUABTEERME D, BAMBNRBT TS, HIHE SARE S 8 AET AT
A, BAERSR2H.

o

BYTFERGEEAERERE

MBEEBRBVIERBENEES , BRBEET TEREFEZEMSER Active Directory FEIERAE |, 8l
FEHEUREEE —REA. REAERAPERAEEL TERE, IFRAREABESLEZEDBEARE—

Nrd
Ao

CloudWatch cluster-manager B 5557 H K/ R &Ry $538

2023-10-31T18:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []}

MR IEFE CloudWatch cluster-manager BRI EEER | Idap St ERAZFERAEL K, &
EEEIRERE , 5125 IDP W ldap ES& 2R,
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https://console.aws.amazon.com/sqs

WZRE TR Studio (&SR
- RiFIB RES EVERRE , BAREEE VDI EH L

- RiFIB RES MAERRE , BREEHE VDI TH L

« RECET VDI EMEIVEA

« % RES 23 Amazon FSx for NetApp ONTAP , {E RN A AV #81E

HiEiR RES BV ERRHK , BAREEE VDI EH L

ERIXBESERA "OH) ARRE , F8EH VDI TBH, FHRBTITE K BEERZRARTERALY
EiRRE,

Amazon EFS

1. 811 Amazon EFS X2 A&,

2. RERRRAMRERETH,

3. MERERRFKMETTH , FEFT BRE VDI 8L,

Amazon FSx ONTAP

1. BI¥ Amazon FSx 12 &,
2. MBEREREAH,
3. MEMREARTH , FEST BRE VDI T8,

#iEB RES IMAERRHF , (EAREEE VDI EH L

£ RES LIMANERZFRRELENRZEFARA , UG VDI THBHERRKE. ARELER
RRHE RES HAEFEY , RES TEEEMEBMN LR RHERA,

EMANERRBEBEBMNZLHERAFT THEARE !

« 3REH linux VDC EH#M NFS RE (EHIE : 2049)
« B Windows VDC TH#) SMB & ( E#EIE : 445)
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https://console.aws.amazon.com/efs/home#/file-systems
https://console.aws.amazon.com/fsx/home#file-systems
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REENR VDI EHEEUE A

ONTAP X ERREER UNIX, NTFS #1 MIXED Z2HK . Z2HEIARE ONTAP ARAREIERIZEHY
HAER | URBERFiRER A LSS EF A,

Bl MBERHBEFEA UNIX 228X , R ONTAP WZHEME , SMB AFiR{MATUEIREE
(FIRRMMERBRENRE ). T8 , ONTAP /A UNIXFFH , RE UNIX AFmAUERRET

B &%,
BRI £ A SR 09 5 7 E5 451
E Linux THESHEFER UNIX EXBERE

sudoer AJLA R HMERAERET. Bl , L TREERF/<project-name>B & LA <group-
ID>ZEBEUEAFANKE :

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

B Linux 1 Windows TEE & A NTFS KX K E

BOUERAREERRNEABMRRELAFT. i, BEEEAFuser_01ME XK
myfolder , A B4 Full Control. ChangeZX MYEF A% E A ReadAllowER Deny :
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+ Documents Properties X

PR . L. |

Q) Permissions for Documents X

Share Permissions

GI'CILIFI ar user names:

pe

¢ folder

¢ folder

Add... Remove folder

Permissions for Everyone Allow Deny ¢ folder

Full Control O ]
Change ] ]
Read a8 O folder

¢ folder

folder

folder

5 ¢ folder

Cancel

¢ folder

—e folder

R Linux M Windows A Fin#lgEAHKE , BMFEEE SVM LREZBRE , SR SKEMA
Linux & & BELE R £ A %%ﬁiﬁi domain\username EI’J NetBIOS BB BEXEL B, B
Linux 1 Windows FRAEZBETHERTEAR, WFESE , F2RB A Amazon FSx for NetApp
ONTAP A ZHETI AR,

% RES 31 Amazon FSx for NetApp ONTAP , 1B R il A F B 4315

BAl , E&% RES AR Amazon FSx for NetApp ONTAP B | RIEMEERRZSL , BEF
EMMAMBE., EEEEIMN ONTAP ERRHM SVM ALK , 2845 SVMs BIA Microsoft
Active Directory 3 &1& Amazon FSx £ A LM FE, fﬁm%%ﬂ’ﬁ"ﬁl?ﬂmﬁ AD 9y Amazon FSx
Service 1RF . —B SVM SININAMEE , B84 SYM HE > i3 > SMB DNS &8 , REBEH DNS
28, IAREREEETE,

A% , FBEHELEFE DynamoDB E Rl FKF#mEE SMB DNS AL H !
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
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1. 817 ¥ Amazon DynamoDB i &,
2. BEERK , REEIF <stack-name>-cluster-settings,
3. HRREMKRER T , BRERMRMG , AR AT HIER MR
- BiEERE - Rol&#
- R - SR
« {f - shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
4. ZRERNIEE , AREEFBF, REEB,
5. fERELREHN SMB DNS EBEHE,
6. EEER LM,

A | FRAEERARHEEBN RSB RS Amazon VPC EERBFIEGFPEBRNRE. £
BRRENF VDI THBEZREAHIMA SVM MERRERBEE.

g& , BULER RES MAERRAEUEMARENERRE - CRETEREERRK, MAER
%\: Lo

ES- |
- REHRESKK
- REEZEAZTEHENRELEAN B,

REGHVIRRE R KR

ERESHBREML , MERBHREALY , AT FEEEE S Amazon CloudWatch H&EEE
AR BT EEER B AE RV BE R,

[2023-11-19 03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
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https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html
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when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

MR LE—@Eenv HEWRBEZLZETFN env FEH , FEFEEETEEM CloudWatch BFEAE B!
B, MRBEREARAEAVENERNRER , BERIBERERRE,

1. T8 metadata.json R , LHERZEER KM ExportStatus £EF COMPLETED ik&E, BEREE
BRI KREE ExportManifest WL E. MREKTE LRBUE  RREEAENRRE | BEZ
HERRBINGEREER.

2. RREYREER  FHRERRIKERE RES 785 COMPLETED, REBEVEFEZEE 5 F 10
DiE, ENBARENIAERBEEER , MERRBERIIEL, EBRBINRBEREX
ARRE,

£

RAEEFERERFHTEENE S FERE A

MR Ul FHBRARSFIERASETHE , IRETERRELER , EWRERTEMRE Amazon EC2
PATERE B £ IR,

YT ERIRN G E , REME Amazon EC2 XA R B H I Amazon EC2 #{TEBEEEHK L | I
DEFBTEEBERA. MRIIEERER , ®E Amazon CloudWatch logs Al RBEE IR ER K o

E—RBAHEIERERETNEHFEHE, WE Amazon EC2 £ 4 F BB (A BT EEXE R EM
BEMRERFIETERE  ARTRUEEERRKBE,

ERABNEFM TR
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ERAEER

EC2 Dashboard X ( EC2 > Targetgroups » res-bicfn3-web-portal-e2958adc )

EC2 Global View

res-bicfn3-web-portal-e2958adc

Events
v Instances

Instances Details

Instance Types

Launch Templates

Spot Requests Target type Protocol : Port Protocol version
Instance HTTPS: 8443 HTTP1

Savings Plans

Reserved Instances 1P address type Load balancer
1Pva res-bicfn3-external-alb [3

Dedicated Hosts

Capacity Reservations
Total targets Healthy Unhealthy
v Images 1 Q1 ® 0

AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)
Select values in this table ta see corresponding filters applied to the Registered targets table below.
v Elastic Block Store

Volumes
snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

v Network & Security Registered targets (1)

Security Groups

‘ Q_ Filter targets
Elastic IPs

Placement Groups o Instance ID v | Name v | port v | Zzone
Key Pairs

[m] 1-0ba5d508631f20043 res-bicfn3-cluster-manager 8443 eu-central-1c

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Scaling Groups

VPC
vpc-011d10e23ad10ch8e [

Initial Draining
0 0

1 @
v | Health status v | Health status detalls

@ healthy

MEE/EMREEIER A 0, RREHE Amazon EC2 #{TEETRAREERTER,

WMREEMREFENIER AIE 0, &R Amazon EC2 #1TERE
FE AR BB REIB Eﬂzﬂkuﬁﬁ

WREERERIFMEFERETENHBE MR 0, KRBT RER

REIEERIR. EFAE

=RAELEWN

E#HR. flmn , NEMALE FRERT

RERBHEN AZs, NMRBEERIFRN , FRALTRERAEMNT , FHRBRRERHE,

B E B R TE

&
« REEE RES Web A OB RSN/ #EEXE VDIs
+ Windows EREZHENBARFREAEES

. FEANEEIR CertificateRenewalNode B | BB HA
- FAEREENERZAELIBRYER

- RAEEB S BEREE

- R Windows BRERAK , WET

NEREEM. SRR

* VDIsFEMEIRRE
- BEE , VDIsEEAFERAME

B EHSE
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- BAR VDI THEEEEEAZHER

HKEEHE RES Web A ABULHEE)/HEEXE VDIs

BRI ESREEKRE VDIs B , B environment-name.vdc.dcv-broker.dcvServer
DynamoDB ER RN R EMBEIEE (5-20) , EFRK TR ERERMREE,

EERRILEE , BUURBERLTSEAEER |, £ AWS DynamoDB & &Eenvironment -
name.vdc.dcv-broker.dcvServerERI RN HERBER/EABREEN , TR :
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Edit read/write capacity

Capacity mode i

simplify billing by paying for the actual reads and writes your application performs. Manage and optimize your costs by allocating read/write capacity in advance.

() On-demand } [ © Provisioned

» Capacity calculator info

Table capacity
Read capacity

Auto scaling | info
Dynamically adjusts provisioned throughput capacity on your behalf in response to actual traffic patterns.

O on
O off

Minimum capacity units Maximum capacity units Target utilization (%)

(s ) (= ) (o )

Write capacity

Auto scaling | info
Dynamically adjusts provisioned throughput capacity on your behalf in respense te actual traffic patterns.

© on
O off

Minimum capacity units Maximum capacity units Target utilization (%)

G ) (= ) (o )

¥ Historical capacity usage vs current selection

To see detailed historical read and write usage data for your table, go to Cloudwatch [%

Read usage vs current unit selection Write usage vs current unit selection
The number of read capacity units consumed over the last menth. Learn more [7 The number of write capacity units consumed over the last month. Learn more [
Filter displayed data Filter displayed data
[ Filter data v ] [ Filter data v ]
20 == e e e e e e e e e e e e e e e 30
25
15
20 -
10 15
10
5
5
0 P °
Mar 30 Apr6 Apri3 Apr 20 Mar 30 Apr6 Apr13 Apr 20
07:00 07:00 07:00 07:00 07:00 07:00 07:00 07:00
Time (UTC) Time (UTC)
== Maximum capacity units == Consumed read capacity units == Maximum capacity units == Consumed write capacity units

IR, B 5VDIs EEAXN 1 WCUNEARE  MEBERNEAREEVARETE RES A
Ko ﬁﬂ%ﬁféﬂiﬁﬁﬂ , 82 # Amazon DynamoDB EEHH L HEREHNEE, DynamoDB

Windows EREHNEAIRFREAE

MR IEHESNIE RES Web A D #BY:FRAE) Windows B ST , EEEARFELERFRERER
g | A2/ Windows VDI A 8E = RN A Active Directory.
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https://aws.amazon.com/dynamodb/pricing/provisioned/
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EERE , 5% Amazon EC2 A EHEZE Windows #ITEEE , WE THSIEHEFC: \Users
\Administrator\RES\Bootstrap\virtual-desktop-host-windows\. A FAEEHI &

2B [Join AD] authorization failed:RREITEEEEMA AD, MFEKLY/<res-
environment-name>/cluster-managerfVFFllEF , FSE BFEFHEBBTH CloudWatch FHY
Cluster Manager B :

* Insufficient permissions to modify computer account

- WEHBRRTENWRBIIESZERKEKITIEE AD WEEFT, BE 5%E Microsoft Active Directory
AR 1R P (R ER ARG IR R P PR R IR Ao

e Tnvalid Credentials

- BEAD PHERKEIIRFBEAERCEY  IERENBAENT IR, EERESERNENRE
REBEAER , BFEEE Secrets Manager £ &R FHEBNME . FEREHLMEN ARN £
RES IRIE G 0 EE HEHR Active Directory #18 THIIRIEIR F B A E R Z ARN ¥+ EFRE

=8

A~ o

A I\EBE R CertificateRenewalNode B |, BB Hf

WMRIEEB T HNEBERE S | iﬁiﬁ%‘ii Linux VDIs "The connection has been closed.
Transport error"KHEZE| #8558 , RN ERRBRFBH , BA Linux LK pip ZEBERIEREM
RAEBDEHEE, BEEEIEARB Hﬂo

Amazon CloudWatch B & #l<envname>/vdc/dcv-connection-gateway AJRE & F LI T 5
FERHKERERER -

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Error in connection task: TLS handshake error:
received fatal alert: CertificateUnknown | redacted:/res-demo/vdc/dcv-connection-

gateway | dcv-connection-gateway_10.3.146.195 |

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Certificate error: AlertReceived(CertificateUnknown)
| redacted:/res-demo/vdc/dcv-connection-gateway | dcv-connection-gateway_10.3.146.195

|
EFREE -

1. HEEMNIRFH AWS |, BIfE EC2, MRAB R A *-CertificateRenewalNode-* BYFAITERE |
LB ITIERE,
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https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/ec2
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2. BIfE Lambda, & EZEEZTEA *-CertificateRenewallLambda-* B Lambda % , 554
& Lambda BERABEEEHLUNTHAR :

export HOME=/tmp/home
mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

python3 ./get-pip.py

pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

git clone https://github.com/Neilpang/acme.sh.git
cd acme.sh

3. HEESHKRIMHINTEIR Certs HEBEAR, HHARSEK Lambda BT : EIR -

CertificateRenewalLambda > Bt - BB, SR RELONTHRE ;

sudo yum install -y wget

export HOME=/tmp/home

mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

mkdir -p pip

python3 ./get-pip.py --target $PWD/pip

$PWD/pip/bin/pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}"'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates
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https://console.aws.amazon.com/lambda
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/security/public_certs/assets/main.yaml
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cd certificates

VERSION=3.1.0

wget https://github.com/acmesh-official/acme.sh/archive/refs/tags/$VERSION.tar.gz -
0 acme-$VERSION.tar.gz

tar -xvf acme-$VERSION.tar.gz

cd acme.sh-$VERSION

4. ¥& *-CertificateRenewalLambda-* Lambda HEFHEE 2 M BB AL R 3 WEER
B, BENHBYSSEFENBEFTLEN.

5. FEFHBEE Lambda Y , FOAAERSIER K RARBIUE. THEEEANBA, EEX
SEIVBH EC2 HIT{EE |, LLFEH Secret Manager FHEE M PrivateKey B3,

6. #&RILBAEM dev-gateway HITEEE : <env-name>-vdc-gatewayF EFEEIREREBBHLE
MHEITESE,

ST B IE BB AFRY E 5 R T A B B

NMRSEEFARRAELHEEEE  BETERERAER Amazon EC2 SI1TEEBHE | =
Amazon EC2 #{T{EBEREC £ RES IRIBZ ML LS 1L, Admin Ul ARRE O] sE S #E B RE R LA iR
fE BEREHFELHN.

FEMEA Amazon EC2 X A RYEFHTRRRBERLIFL, MREL , FEABRRE ., MR
Rkl AIMARY S —BRE. FAEZRSEFANEAER  EHATERRB R NER 4E
Ho

MR TR KRBT ERMERE Admin Ul £, BIFTEEEZEEA Admin Ul A HK LE,

EREERME 5 BERKE
ERAETHURBYEREERBRRRHA 5, STHEREEA Admin Ul £TRE | TAR -
. WERERE,

. R — B,

- ENBEEREAERRATIERRAANGREERT , XHESERMENHE,
- EERER
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- ENMBREREUBERTRECDHE.

KH Windows EREHLXHR , LB "ERCHEM. BWwiER"

IR Windows SHNERRARK , WER Ul $558 "ER SR, EWiEsR" , FE LR E Windows #
1TIERE -2 EFEMEREN DCV AR e B L EE,

Amazon CloudWatch H & #<envname>/vdc/dcv-connection-gateway TAERFERAELUAT
RENASCHERERER

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:

Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"

protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: QOE9ESC4DE7194B37687DC4D2COF5E94AFQODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: IO error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

MREBESEER , BRSGERFEH SSM Session Manager BIEREE Windows T EBEAVER , A&
BRT % 2 ERFEMEEEER

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name

-a---- 8/4/2022 12:59 PM 1704 dcv.key
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Q)

-— 8/4/2022 12:59 PM 1265 dcv.pem

ELEREXSEDHENREY , EABENERELATEGRI.

MRS EBRERE , MHENR Windows KERVHTREEEHRNIGR , FEMABZMREHERRE
ERERELNBRERERRE N EEHN/TERAF Windows B##SR. ERREEELE Windows HEE
HEAR , W ARIE R E MELR

VDIs+ 1E i AR 5&
WRKEEE Admin Ul RBERMERRE | 1E s8R BREERRAH.

EEYEERER  BREEZEHTERLVAFER  ISKAEENEENESR. A4S HFE
M Amazon CloudWatch BRFEHNEE  HH A sELRAERAFNEHEARRE—HHHNHEEE
Ao

LT REEEREERR,
- AR AMIID EEMAHKEMEE , E RES TX &,

S EMBIESBEETR , A Amazon Machine Image (AMI) R EFFENTAHHEESR T E, H1T

B8 LM BESER |, I /root/bootstrap/logs/ Linux #{T{EEE , TJaEESEEBNERE

aﬂo £ AWS Marketplace EXf5#Y AMIs ID AIgEEEZ AN RES R EHETHEE. ©MEEREUAER
A&,

. T#E.J AMI B8 Windows ERKREHITEEE , TERTEAEERETH.

RIZTERR , & Amazon EC2 H{TREEBR B , FAEERETBEIT R, NRERRENER
KEHITEEBEL AMI , ARELO AMI EFMEEHEE VYEAFTAGRBHEBUE S —EEREH ,
AlEFAEERESTHBSTEEFNERSEATEE L3117,

HEREELREE , FECAREL AMINRBEERKEATER L , LIEES 5 5B PowerShell
WERE , RARMTTHEGT

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

RBREHATEREILFTN AMIl, SR SERFH AMI REMAREHEE Y EBRHBHERR
Ho #mIRE , ZUUNUEREHERENHTERLBITHEHENG T , YEFTRBDHTERMEERE
BAHETFREER , EESRRERERN AMI BB S —BAERKERN , #EBXETEENEE,
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B EN1% , VDIsEHE A SEESARAE
WEEHIMIRE 1 IRBREN BHEAREETRE POSIX FAMERE.

METHNRHBIKIL , EV a2 EERAYRERE -
1. TPEM RES IRAA 2024.01 SEFTRA,
2. EEBE RES #BHIE , 9 BMEnableLdapIDMappingi&EA Trueo

3. £ RES HEIFEBHMIEEMN IR ERMAN RES 2024.01 ZBIHIIMRA , RIELFIREFFER |
% EnableLdapIDMappingiXES False,

FRRDER MR BRRKPNERE B &,

1. SSM EREEEE T,

cd /home.

ls - EIH B SEBTSEAESBNEE , HIW adminl, admin2.. %,

MBR B & sudo rm -r 'dir_name'. FEZMIBR ssm-user # ec2-user B &,
MREAECEASEFN env , FREFAEN DDB ERRMBREREM (clusteradmin BRSL).

& AD B - EEEEEE Amazon EC2 sudo /opt/idea/python/3.9.16/bin/
resctl ldap sync-from-ad®##i17,

7. % RES #f8E L Error AREEEHRE VDI #1TER. 5 VDI EEKHN 20 2 ERNEIRA
Ready #R&&,

o ok~ w0 DN

A%, VDI TEBEESEAZHEH

EERTRATHEREEEN VDI TEREELZARAZAAERAOER , EXT X ARHFCEH
B, EWRERREA DCV Eﬁ%ulbi@ﬂ’]'f’ﬁ%%%ﬁﬁi BREHER. RAENERER Xorg fRREEE Y
B, EAUMTTHmS , UMD HER Xorg ARER 3E,

Debian & Linux :

dpkg-divert --package nice-xdcv --divert /usr/bin/Xorg.orig --rename /usr/bin/Xorg 1ln -
st /usr/bin/Xdcv-console /usr/bin/Xorg
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Red Hat & Linux :

rpm -q --whatprovides /usr/bin/Xorg && \
cp /usr/bin/Xorg /usr/bin/Xorg.orig && \
In -sf /usr/bin/Xdcv-console /usr/bin/Xorg

FE B R TH A

xR
+ Amazon EC2 H{TEREEEAPEEERCKRIE
« HRAEEMA AD/eVDI #&#8 |, vdc-controller #1T{ERE IEEf&IR , B~ AP BIEREME A

- REBHEUNEERE  ERTEHRETNNFEH
« cluster-manager Amazon CloudWatch HiF# R " ARKEHE <user-home-init> kP, [EEZFFFEA
ERS, (HPIRFRFERAEER)

« Windows REEAERAKET ENIRFEFMH. maHfNEES"
- S0EB/ZF AD #HRERY DHCP JETH &
« Firefox $838 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Amazon EC2 H{TERAEXTZEAFEEBREKRL

INREMEREEHITEEE Amazon EC2 AR EEBETRACDKIL |, FRTELEEBREME , WEUR
REBREATEERER, UTRYERERMA X,

R vdc-controller #{TEEETE Amazon EC2 TR AFHETREEKRILE | ETRERHNT ERHNWE
BB, RES #HENNZEEER  MAEZIERILE Amazon EC2 #1T{EEE IAM FEUZRH
BEK—E 9, MR vdc-controller IEEfEIR , B CloudWatch BB HERHE THER , FRWER
WBARIEBIZR. FEE  WEFEEERLRTYER

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"
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LEEEES 8 Amazon CloudWatch B SA RSN TR :

ERAEER

An error occurred (AccessDeniedException) when calling the GetSecretValue

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5W9SPUXFQ8IB-F1sNRv

because no identity-based policy allows the secretsmanager:GetSecretValue action

®E Amazon EC2 #{TEER LAVRR , LS LIRBE.

HREEINA AD/eVDI #48 , vdc-controller #i{T{EIEE E1EfEIR , B AP E/EARRER
B

MR eVDI BEEHERERERY , ASEREREERTERTIER,

Modules ©

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets
Global Settings global-settings @COﬂfg @ Deployed (® Not Applicable

Cluster cluster 2023.10b1 @5t€C< ® Deployed ©® Not Applicable o default
Metrics & Monitoring metrics 2023.10b1 ®5t6C< @® Deployed ( Not Applicable » default
Directory Service directoryservice 2023.10b1 @Steu ®@ Deployed @© Not Applicable s default
Identity Provider identity-provider 2023.10b1 @Stem ® Deployed (© Not Applicable s default
Analytics analytics 2023.10b1 ®5tac< @® Deployed © Not Applicable * default
Shared Storage shared-storage 2023.10b1 G)Steu @ Deployed (© Not Applicable « default
Cluster Manager cluster-manager 2023.10b1 @pr ® Deployed ® Healthy » default
evDI vdc 2023.10b1 @A«pp @ Deployed ® Failed o default
Bastion Host bastion-host 2023.10b1 @Stem © Deployed ® Not Applicable s default

FEEBRT , REN—MBEREFEEEES CloudWatch BFf. (BKEA WAFERHE<env-

name>/cluster-manager, )
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LIl 2

A R RE -

- MRBFEENF Insufficient permissions , BERERE res HBIFIRMHM ServiceAccount

ERERBHRER.

BEITEH

Insufficient permissions to modify computer account:

CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

000020E7: AtrErr: DSID-03153943, #1: 0: 000020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 30 seconds

A LA SecretsManager = & 17H RES ZPEHARI IR MY ServiceAccount FRAE R, &
Secrets Manager P2 RBENHE , ARBEHEIMXF. WRFEAEEBTLER  FEER
BLUEHRRE, RIEEFNWEEEESMN vdc-controller BT, FHATEEASEABEMN
e,

MREFERERENNABEFREEEINER , FAEBBLER "ServiceAccounts . MRE
82 RES HifE#% DisableADJoin S8R EA False , B E "ServiceAccounty FAEERE
AD I ERYHIET,

- MBFEANERAEZBLRE , (BEAEEXE Invalid credentials , BI&E# A KR5S 0] se s
AR p: N

H

s 1T fl

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],

'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

A LUEIB FENE Secrets Manager RSP EREBHHE , BREERI env HiEW ANE
15, BEZ (0 <env_name>directoryserviceServiceAccountPassword) , R&i#E
BRI F,

MEARMEZPHEBIER  FEEFEUETREFNE, RLANEEEESMN vdc-
controller H{TEEE., METERSEAETNER , WEABEME,

MRFRGER , ATRER EEAR Active Directory PRI 2iBHI, BAEFLEER Active Directory
PG  RABREFWD, B LA Directory Service £§2 A E Active Directory FERFEHEN
RS

1. REEERHEID
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2. BEDFE. ERERERN  ARERAERESRE (HIW "ServiceAccounts ) M HHIER
xRE,
3. MRMBENEWBRLANN BT RE , FEHEN Secret Manager WEHEHHW ( F
4l , <env_name>directoryserviceServiceAccountPassword,

4. ¥IEBRIVEREEE S M vdc-controller MATER. FEATEREAREMEE,

FESMABLF NSRS SEFEHRE TR EES

WEETRREE T ERLEAEIRSE AD HENWEEESR, RHBRLLEE  SREEEEES
Amazon CloudWatch BiEHHE B EEEE "<user-home-init> account not available
yet. waiting for user to be synced, , M¥EFREEREHEHEEE.

cluster-manager Amazon CloudWatch B8R " ARREME <user-home-init> 1RF, IE
EESERAERS. (HPIRFRERAEER)

SQS FTHEIKRAFHEERER T , RATELINEFAERF, ERECAERSHE/ERER
MERERRME , SEBRLERR.

EETEFEHERFHWERTTEER RES RIEMERELE AD £/, #ii0 , £ BI/RES IREE I HFEH
B ServiceAccountCredentialsSecretArn 28T R EFEMNE.,
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Windows REEAEHKETR "EHNIRFEFA, FAHAENEES"

CORP\admin

Your account has been disabled. Please see your system administrator.

NMREREREZZAHENET , EARRTEAEREER SSO MUEAR , EHEEHYH RES BREMN
AD H{£A,

MRERFEIRFSE AD FE/ , SSO BEAEZE RN

S\EB/& F AD #ERERY DHCP 1EIE[ERE

MR RES "The connection has been closed. Transport error" EEEEHCH
Active Directory ¥ &£ i BFIE E| Windows E#REREEER , MR ZE dev-connection-gateway Amazon
CloudWatch HFF—RBEELUTIRER :

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Error in websocket
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connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

MBLEHEE DM VPC B DHCP BIAM AD BEEHIE  MEE .

1. #& AmazonProvidedDNS 718 & /{31332 &1 15 IPs,
2. BB B BEREAS ec2.internal,

ERBURES, WRRELAMERE , Windows REEAKIRMERIER | KA RES/DCV 881K

ip-10-0-x-xx.ec2.internal hostname,

Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS

Firefox #5838 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

EIREA Firefox Web BIESSEE K ELERERINEREZEE b TeEE2EZ
MOZILLA_PKIX_ERROR_REQUIRED_TLS FEATURE_MISSING $538sA 2888,

\\
%

R 2 RES Web AR E £ A TLS + Stapling On &% , 1B R £ Stapling Validation EIfE ( &
https://support.mozilla.org/en-US/questions/1372483 : //,

IEA LA BB T 538 RIS IE LI RE : https : //https://really-simple-ssl.com/
mozilla_pkix_error_required_tls_feature_missing,

Env il B&

E
+ res-xxx-cluster 2R "DELETE_FAILED, iRiE , BELZF MR , KA 'AEENSELE
£, 8E&R

u&% E TR
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M T Studio ERERER
- T#H VDI B

« & Linux EC2 BIfTEB TH A

« # Windows EC2 #/TEB T&HAF

« & WaitCondition #5758 ECS A&

res-xxx-cluster & E R "DELETE_FAILED, & K BEZ:FEHMER A6 KA "ARE
WMHEERET, R

WMRETESR res-xxx-clustery HEEMN "DELETE_FAILED, AR&E , BEXFEMIBR , BRI LAFTT
T 525 BB A% EL M BR

MREBFHBER "DELETE_FAILED, MRE  FEEXFESHEMER. ©RESEL —EHES
B, MR R, BIF MIER.

Env iR 238



W32 EE T2 Studio EREER

Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

BRx , BMEERIBRAALERHERER  BNTREFINASRENEZERENER, TEEBRT ,
AENFBERMA "ERENER. , AREEMER.

B e e E D E L BEEE8 Role: arn:aws:iam::... is Invalid or cannot be assumed
Env B
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[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

EXRTHERHERAENACSEER R LMIR, FEHRLEE  FERACHERE, IE IAM X
BE  YEANTRANZSBRIEFZEBHAR , TR :

. SHEETNERER | BE AWS R,
o STYIEHAZEM , 7f TUse cases for other AWS servicesi®# CloudFormation,

IAM > Roles > Create role
: Select trusted entity e
Select trusted entity

Trusted entity type

O AWS service AWS account Web icentity

SAML 2.0 federation Gustom trust policy

Use case
Alow an AWS senvice like EC
Common use cases
EC2
Lambda

Use cases for other AWS services:
CloudFormation

© CloudFormation

BET—F., FHXRMAER AWSCloudFormationFullAccess' M 'AdministratorAccess' &
i, BHNREAERERREZXWTAR
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Name, review, and create

Role details

Role name

173289361

Description

Allows CloudFormation to create and manage AWS stacks and resources on your behalf.

Step 1: Select trusted entities

Step 2: Add permissions

Permissions policy summary

Policy name ' Type

AWSCloudFor AWS managed

AdministratorAccess AWS managed - job function

A®IEME CloudFormation T2 AW MIERHER, LRERZAUERIACREEMER. &% , AE
IAM EZ2 A8 I MBREELNBE,

R EC2 TZAE A EC2 #1T{HEE

. BMBELIERBEAELER Linux EC2 #1TEE.

o FBMKEBRIELIERE ALK Windows EC2 #1TERE., AREFE Windows PowerShell LA {T{E{ a5
AL
T o

WEERREEM A

1. Cluster-manager : ff TV ENMBEEEESN AR , UHEEITR,
a. R B CloudWatch AFE#E WFTHE His<env-name>/cluster-manager,
b. <env-name>-cluster-manager EC2 #i1T{El#8 L /root/bootstrap/logsH# FTHIFTE

B, BEAEHRAERY " EC2 TEAZ A EC2 BT EER MViER , UBEALHNHITE

o

Env B

241
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2. Vdc-controller : & 54z EH18 vdc-controller W B , WS HEREZTER,
a. R B CloudWatch R & # BFTE BiS<env-name>/vdc-controller,

b. <env-name>-vdc-controller EC2 #{T{E# L /root/bootstrap/logs B # THIFTHE H
. BEAEMEN "R EC2 EEAFEAEC2 HTHEE, EET WIER , UBEALWHITHE
e,

BRIEHFRNEP—ESERER € Linux EC2 HTER THHF —HPRIER, KEEBEEREH
TERERE.

Y £ VDI B
B ¥ FERY Amazon EC2 #h1T{EEE
MBFEAELLTEMREETE BB VDIVDI1 , Amazon EC2 A FHTREENHELZBIEA

<env-name>-VDIl-<user name>,
I £ Linux VDI B

REBZAREIBAEE " Amazon EC2 A X A EC2 HTEE, hEENIER , & Amazon EC2 £#
BEAYEEN Amazon EC2 #1T{EEE., H/S VDI Amazon EC2 #{T{E# L /root/bootstrap/
logs# /var/log/dcv/B & THIFTE B,

MEBAFNER—ELZEZREARZLEE 3, REXXETHEFR. Bt , ZAULERETISE ,
w—EESIEBFMERR , RELEEH :
1. SBIKBT 5SS |, £ /root/bootstrap/logs B & T# & dev B :

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2. B BB T —EHENSBTE VDI BHiE , TEHAR.
I €€ Windows VDI B

REBAEHE T{ Amazon EC2 AR A EC2 #TEE. PEZMETR , # Amazon EC2 £
BAEEAHEN Amazon EC2 #1788, £ VDI EC2 #{T{EEM $env:SystemDrive\Users
\Administrator\RES\Bootstrap\Log\ B & FEBFTE B,

MEERNER-ELEZREEM LES S3, ARKBETREM. EBEXRM , FEFET —HF
FIHEEER - TH VDI HES.
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T# VDI B

1. ¥ VDI EC2 #11T{E# IAM S & LLRFF S3 FEL.

2. BIff EC2 =24 , RZRBIUEH VDI #1TEE

3. ERHIEFERANIAM &,

4. EFEHFUTHANERNFTBRERS | BEEEBER | ARIER AmazonS3FullAccess I
8

5. BIEFIEI T LUEEKBUR,

6. Z#& , BIFEW VDI EE  MRTHITRTHAR. KEBRBERIATERERE,

a. & Linux EC2 #1TEE T HF BRAR Linux.
b. & Windows EC2 #1T{E & T = H & B A M Windows #
7. B#  REASCEUBKANazonS3FullAccessBEK,

(@ Note
FiE VDIs #{EAHERE IAM &€ , <env-name>-vdc-host-role-<region>

#& Linux EC2 /TR TH AE
ABERPTHEFZN EC2 B1THEE  ¥BTTH s , SFAEHFELEE 3 FHFEITHE -

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

Env B 243



#5EEE T2 Studio EREER

2% FHESIEERE  ERNEBA WRAEIHE , <environment_name>-cluster-<region>-
<aws_account_number>fA% T LA EE<module_name>_logs.tar.gziER

# Windows EC2 #1T{EfE T & H 3%
ABERPTHEFEN EC2 B1THEE  ¥BT T , SFAEHEFELEE S3 REFE

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

2% BRI S3 Eirs  BENMEEAE WREEITE | <environment_name>-cluster-<region>-
<aws_account_number>fA% FH %A LE<module_name>_logs.zipMIER

IR WaitCondition $552#9 ECS B

1. BIESENHE K ARENERRSIER.
2. RBAEE - ResearchAndEngineeringStudio - R - £ - CreateTaskDef -
CreateContainer -~ LogGroup , A% 1ZH H 5554 LABA R CloudWatch B,

3. frit BESEHE P EEEHH B,

REIRIR

ES- |
- RESSREENS P REFRGBRLE THREEAER

HIRE 244
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- REIHEE keycloak FEEIEE

REHSREENTDBREFRSRE RIEREEAGER
Ll

MREBERBA , UERES I RUENST ) BIFFRGWE "IFEHNER. K CHFETEDE
H, EAgEREERHN Fo2 ANFERAENEE , WEEM Active Directory FRIEIRF

=R

1. B SR EHEEPERMEHEMREIRSZE,
2. 7t Secrets Manager FEFRKEIIRFZR , SUFES BT LEWANFTEE

- BAR Keycloak & : PasswordSecret-...-RESExternal-...-DirectoryService-... EBH#iiR :
Microsoft Active Directory HJ %15

- for RES : res-ServiceAccountPassword-... with Description : Active Directory Service 1§ F &
1]

3. BIEEC2 TEAWKRIBEEESHITMER. Auto Scaling RAIE B BBEFHNITEBAIIE.

REIHEBR keycloak HELIEE
B8

MREH keycloak R EH , EELENMBFARER , BTERN IPEEE  EUHREEEN
keycloak i — RES A OB EAEAEEZR AR FERRBTHORAME,

=

IEREEMBRIRENERRE | WEHIE Keycloak HE | 1§ Keycloak B R EEEMER T,
BETHSER -

3
3

1. ®HI{E Cloudformation, & & E AR1EE IR EEE keycloak HHERHE
« <env-name>-RESSsoKeycloak-<random characters> ( & 1)

<env-name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-* (Stack2)

Sl
L
Pl
i
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2. fMBR Stack1, MBRHKIRTEMEREAM MR BRI RMIBREAM S,

EEE*E Er?l:éﬂﬂ'l“z?o

3. T TH RES SSO Keycloak 8 & A https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/
res/res_demo_env/assets/res-sso-keycloak.yaml,

4. FHECRBRHEEZSMENSHETFSHIIBLHESE, £ CloudFormation EEAEWEE , FER
BARYHE - FAFER (E£) - i%??iﬁﬁiﬁzli HEHAER, FRHECHREERER
M ABEASKENSE, BULUEBREE CloudFormation A W EHZIRGH LTS EREIE
B, KEORBRNEEPSHRELB A, FRERESRE. SRUNHEMSHEFTSRBHEESE,

5. HBHER K LHNRR[ATBEREAR. Sl EEHSHENGHRSIFERPIKD
ApplicationUrl,

Active Directory [E#&

&

- B VDI REFEMEMRE , RE VDI BiiEER  BEZNAD FHES S BEARMN VDI
« BRXTE SSO #& , BEELE A RES Web A O#¥4

« BNERKZHRRE Linux VDIs , AD BEAEHRE A FAERBERFIEE &

- BMA SSH ZH# , AD EBEEHAEELTHESTH

- BANEE RES ASPERHEEBIFER Active Directory

BH VDI REFEFEMEMNRRE , HE VDI BiiER , REZUAD FAESSEARN
VDI

EAME VDI REMMBRERE (/Toot/bootstrap/logs/BRAMA Linux B9 # /opt/idea/app/
logs/BE % , BAM Windows B C:\Users\Administrator\RES\Bootstrap\Log\# C:
\Program Files\RES\app\logs\E & ) REEEMRZERHERELES,

MREHME[/AL |, BHBITEEEEMA Active Directory , BHF 2K A Cluster Manager ATE
AD A TEEREREMIRE, BZE /environment-name/cluster-manager CloudWatch B
Bt#H T H Cluster Manager A5 , WENE TS WERAA R [preset-computer], EREBEIIE -

« AD FRIIRF R EABERER,
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- BEZRREME RES WRBIRFRE, FREFAEGBNZREUNSBEHNERRE
fit , {username: password} BEBEER. EHFESZBRIEAFNHTER , X AFEBHER
RS ERBRFUZZEBBFNHTERE  REREEEESHTEE. REMBFH
VDISLLAEREE,
- lRIEWRSERETE AD FEIN EMIKRS A,
- FRELNRBEIRFEESIR WATBEXEFFAERE Microsoft Active Directory B R#EIRF . £ AD
FIEEREIIREFT% , BEEEREFM VDIs,
- ESEEREZE LDAP ERES

- MREFEHAZTE AD |, SBHEEELRMN AD #HRERFF VPC WHY LDAP/LDAPS 4 , B VPC #9 DHCP
BIFAEE Y HEE AWS Managed Microsoft AD #J DHCP ;#2155 & IFfEERE. AWS

« %7 LDAPS E# , EE DomainTLSCertificateSecretArn 28 , mMALKERHEE MM
CA BRERRBER, FEEZBRUIREHTEEBIAFEDEREFHETEE TLS BEWEE
HERBFNHTEE K REREEETEESHTEE. RAEZRBHHN VDIsSLLERAEE,

- ZERIF RES M AD ZBHELR , 557F Cluster Manager #{T1E R L3117 T %!l Idapsearch &%
( B EMAZE OU. LDAP E#R URI, BRERFEAERBINER ) . MREN AD S EFRBRES
AFFER , Bk S EERRM OU THMEBEFERE,

ldapsearch -x -b "OU=Users,OU=RES,OU=CORP,DC=corp,DC=res,DC=com" -D
"ServiceAccount@corp.res.com" -H ldap://corp.res.com -w service-account-password
"(objectClass=group)"

MREBHERE RES truelFi§ DisableADJoin F2E & , Bl Linux VDIsREE#RE| Active Directory , T
FR%EIB SSSD FRIEMA, % EC2 TIAERELH VDI H4TEE , ¥ EHRId username L#1T6
T, MEGHEEECYE AD FHAEK UID/GID , 557 VDI #1T{E#sudo systemctl status
sssd LfER a5 RME SSSD BR#HRE , BAK /var/log/sssd/B#& K SSSD BR¥ HES.

MREFEZBE] SSSD ARRLUERE AD , B LA F BimeE SSSD fHREER (/etc/sssd/
sssd.conf) , ¥ fEMAsudo systemctl restart sssdEREELHE/VDI E#E (2024.12.01 REE/M
AW S EFBE SSSD R ) , =# RES Web A O#AuLIZHEES A SSSD #HAEActive Directory [E]
T, 2EREEBHEAERELHM VDIs (2025.03 REBRA ) o
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/dhcp_options_set.html
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E SSO & , WEEE A RES Web A O#F1L

®ZE environment-name.accounts.usersHl environment-name.accounts.groups
DynamoDB &¥l& , UEEFAENBHEREREN Active Directory B, MRER KR {HERD
BEEZRANFERE , BRE /environment-name/cluster-manager CloudWatch HE&E4HE
(2024.12 liRA 28I ) = /environment-name/ad-sync CloudWatch HFEE#E (2024.12 lRARE
¥ThRZAS ) ##9 AD R B,

BRT RIRIINER AD ARBBEZAEKN VDI RFE FEMEAME |, 4E VDI ZiEE |, TEEUAD
EAESDEARKR VDI, H#ER TR 2E -

- IRIEWRFIZEE AD FEHEREMBEEMNFT,

- FRELHWERZEERFEBIN WATELEFFIERE Microsoft Active Directory BYRRFEIRF o
« Active Directory REYEA E/BHERDLENEMY , FINE FEHibit,

- MHEEMENERE/FEBELEERE,

{£1E AD A BE#R , BUUEFEPREENT —EHERE AD BF |, KRB NAFEHTEL
(2024.12 1 2024.12.01 kR ) (2024.12 1 2024.12.01 bR ) = A F SRS = 1EF 2 (2025.03 &
FATRA ) (2025.03 REFEAE ) PNERFHBERED,

ENER SO RRE Linux VDIs , AD FREHELZFRAERBZEIRZFIE B &%

£ Cluster Manager #{TE#8id username LT 7% , BEREEEERABUUER AD FAE,
MEHSEELERHE AD £HAEM UID/GID , 388 E /environment-name/cluster-manager
CloudWatch A& #H TH# Cluster Manager B , X S HEIRE SSSD R EMEER, R
Cluster Manager HitH 88552 , 55 A Cluster Manager #1T{8Bsudo systemctl status
sssd EM B EK /var/log/sssd/B#& T SSSD BRi% HiER#ZE SSSD AR EE,

MRBEEESTUEFR AD FHE , FHTHT RREFEHEEB % (/home/username) £HY
UID/GID1s -n /home., tbBFEFE X B &M UID/GID B2 id username@sSEEAM UID/GID, IR
UID/GID FMAF , REAENERH TS E RES AMH LR RES BBEFRY, HOEMEE
WEREER, MEREBE& , WEMEREREHH Linux VDI, KIMMERN VDI & , BEAEEN
UID/GID E# & * B &,
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A SSH FHu% , AD EEEHAEEELFINEST#

FEREREFHHTMEBRI username LHIT S , REEETHWEETUER AD FAE., WRdH
SEZEOEE AD FHEM UID/GID , 38ZE /environment-name/bastion-host CloudWatch
AREETHEETHAE  WIESH/E SSSD KNI MiER, MREEEFHARFREH

B AEAEEEHMHTEEsudo systemct]l status sssdEM @8R LK /var/log/sssd/B
#% Ty SSSD AR# HESRME SSSD RIARRE,

BIEMNEE RES HNHBERHEBIFZEH Active Directory

MEZH AWS ZE Active Directory M RES ASERHBINE  REZSERZRHEE

B WETEE  H&AdDomainWindowsNode-external-resource-stack-name-
WindowsManagementHost#EE AWS ZLHIRF T , Al FAAZRFEUREE Active Directory, &R LAE
ATHEAER , EiB EC2 EEAHH Fleet Manager & A #ITEE :

. username : EE S

o FE . HEABERHEEBRIRMAN AdminPassword 28

ﬂliH.

MEEE AWS ZE Active Directory ,
BITEREEFHENEE,

2@ AWS Directory Service BRI H Amazon EC2

& XEE

« 2024.x EFEE

(2024.12 F1 2024.12.01) EM#T Cognito £ & B &4 Regex KB
(2024.12.01 RE A ) EAEHTHEEERE VDI FHBR BN BRER
(2024.12 F1 2024.12.01) Active Directory & fl & #5% SSH T2 8 X1
(2024.10) T4 EFBEfBEE VPCs i) RES B35 | VDI B B =1k B

* (2024.10 RERMRA ) #ZERE VDI for Graphic @B T ERER
(
(
(

2024.08) E g E#ER#E AMI K
2024.08) ERESHELHHEEBHEITE ARN BT FEMWER/E A Amazon S3 fH1ZiTEE
2024.06) E AD BB ISR , EARBARK
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_manage_users_groups_ec2.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_manage_users_groups_ec2.html

HZREE TR Studio EREEmR
(2024.06 REERA ) AD BFHBARSE RES WERERE

(2024.06 R EERA ) CVE-2024-6387. RegreSSHion, RHEL9 #1 Ubuntu VDIsH # 24 %5
(2024.04-2024.04.02) 121H9 IAM A REEAEEE VDI ST EBHNAE

(2024.04.02 R ERHIRA ) ap-southeast-2 ( E5L) F# Windows NVIDIA 1T BEE S = RS

(

(

(

2024.04 # 2024.04.01) GovCloud F#Y RES Bk 5 8
2024.04 - 2024.04.02) EFEEEF , Linux ERSEAEFE TH#E) e
2024.04.02 RERIRA ) #EEFELH SAMAccountName BHEEEABFZ RSB F T AD 4

(2024.04.02 RERRAE ) ARGEREETHNILESREN

2024 .x EHIERE

(2024.12 F1 2024.12.01) & # Cognito FA & K4 Regex Kk
IR

MRBEHIER Web AOPBUFMEFHEHFEHEIE "." 9 AWS Cognito EFE , fin

<firstname>.<lastname>@<company>.com , iEMEHEEEE , I Cognito FAEBBTHAEE

M regex X,

4 h
® Invalid parameters: Username doesn't match the regex pattern A[a-z][-a-

z0-9_}{0,31}%. Username may only contain lower case ASCII letters (a-2),
numbers (0-9),and the following special characters: underscore (_), and hypen

(-).The maximum length of username is 32.
\ y,

WEREHR RESHREAENEFEBHFEEDELEFRERBAER. T8 , £ RES XENETE
Linux B1THRAS  EF""HNEAEEZBTE2 VDIs WEMEAE, HBIEEELEFTRESBERR
EFBHFEPNEM ", BEFEAEZERBTE RES Linux VDIs LB,

REENRA
RES 2024.12 1 2024.12.01 k&

=
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1. BT THSTRTER 2024.12 cognito_sign_up_email_fix.patchhRx=k 2024.12.01
MRcognito_sign_up_email_fix.patchf patch.py# , # Eift<output-
directory>ARZETHBHEXNESTHNESHEXERWE S , AA <environment -
name>Hi{{ A RES IREN B :

a. WisHREXEAR RES 2024.12 1 2024.12.01,
b. EHRERNIESBEE AWS CLI v2, Python 3.9.16 REFIRA , LL% Boto3,

c. AEPFE AWS RES MIRFMEFMERE CLI , XRREEBFRE A RES B 2 EFAFEA S3 5F
LB

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>
RES_VERSION=<res-version> # either 2024.12 or 2024.12.01

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/cognito_sign_up_email_fix.patch --output
${OUTPUT_DIRECTORY}/cognito_sign_up_email_fix.patch

2. BEEFTHEMAEAESTHIACHAEARRNB K, JTTIEHEXNST !

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --
res-version ${RES_VERSION} --module cluster-manager --patch ${OUTPUT_DIRECTORY}/
cognito_sign_up_email_fix.patch

3. RENIRIBEFMEE Cluster Manager #{TERR. LB AILTE Amazon EC2 EEFEAK LT
B,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

#5EEE T2 Studio EREER

4. BREUEE BENBBERFHETEE , LUBRF Cluster Manager #1T{EBBARAE<RES-
EnvironmentName>-cluster-manager-asg. ¥ #1TEE RIS,

(2024.12.01 REE/MRA ) FHBIBIEERZE VDI kIR B U BRFIER
IR

ERFERAETAORBMLREES ﬁ*ﬁ%ﬁ’ﬁﬂﬁﬁﬁﬂﬁ%ﬂ RES B , CertificateRenewalNode £ I EH
BRI VDI ERK TLS BF , YRR T 5#E5R/var/log/user-data.log :

{

"type": "urn:ietf:params:acme:error:unauthorized",

"detail": "Error finalizing order :: OCSP must-staple extension is no longer
available: see https://letsencrypt.org/2024/12/05/ending-ocsp",

"status": 403

Hitk , E#7E RES Web A O#8uEHELEZE VDIs i , 15=iBF
(net: :ERR_CERT_DATE_INVALIDChrome) & Error code:
SSL_ERROR_BAD_CERT_DOMAIN(FireFox) #y$&5,

SHENRAK
2024.12.01 REBRA
B

1. BEFEC2 XA, NEERA WHT(EBCertificateRenewalNode- , & IEHIT{EEE,

2. BEZE Lambda £#E5. BB A Z Lambda B RHKRERTE-
CertificateRenewallLambda-. #BIER 8917 , ./acme.sh --issue --dns dns_aws

--ocsp-must-staple --keylength 40963 #BR--ocsp-must-staples| &,
. ERHNBYEFFENBEETLEN
4, FEFHEH Lambda HE : FARARERSIER , ARBEAE,. THEEEANBA. EEX

SEYVRH EC2 HITERE |, LLEH Secret Manager FHYEHE M PrivateKey W%, WBREHE |
BITEREEHKL,

5. #RIEFEAEM dev-gateway H{T{EEE : <env-name>-vdc-gatewayWEFEBHERFEA S BHHE
TR,
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SRERAF AN E

Let's Encrypt #$H 2025 F£# 3R OCSP X8, #2025 F1 A 30 HEM , RIEFBRIRE La S %17
‘@& OCSP #EMELEMIZENBFE , 58 OCSP L EMEBREE LY. WEFHMTEN , F2H
https://letsencrypt.org/2024/12/05/ending-ocsp/ : //.

(2024.12 F1 2024.12.01) Active Directory {# & #&% SSH F| £ & 3 1
SRERMEIR

Active Directory FF HEMKER RES Web AOMILIE REREZRE T HET  SWNBIFFTEERNE

=0
ﬁzl—_"\o

HRRDRESY , £EEFTH EFHTH Python BAENEEZME SSSD BR#K. Hit , AD EREH
FEERERA , EEEA

ZRHENRAE
2024.12 1 2024.12.01
=g

1. fREC2 EREEREESTHHITEE.

2. 7£ IDEA_CLUSTER _NAME T#®¥8/etc/environmentI ¥t environment_name=<res-
environment-name> fE&#H 1T

3. HEHTEBLIATTIGS

source /etc/environment
sudo service supervisord restart
sudo systemctl restart supervisord

4. BB RES Web ADMEUWMET , ERERESERETH,

(2024.10) st EPEEfREE VPCs F#Y RES IRIE , VDI BB L KR

SRR
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https://letsencrypt.org/2024/12/05/ending-ocsp/
https://letsencrypt.org/2024/12/05/ending-ocsp/
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£ 2024.10 RES x4+ , E RAEE—EREFEKN VDIs BEFLL, WREAERKERE - ARaE > THE
B B AR RE

EEREE VPCs Y RES RIFE B A A& VDI BBF L,
ZRENRAE

2024.10

=

RPBEEERESTEERRRAFWIEE, TiB , HATLE RES IREFRFHE LB ERE
VPCsH #J VDlIs,

(2024.10 RERA ) FEERE VDI for Graphic 18R {TEBEER
R

EER LRI TEEER (g4, g5) LEXE) Amazon Linux 2 - x86_64, RHEL 8 - x86_64 = RHEL 9
x86_64 VDI i§ , ITERS FEMERE, EXRTHTERBKETZEA "FiE, RE , Bl HER
FH.

EREA X Server HZEHITERE L ERHTEEL. ERAMKEHERNR  RACERERBELEAT
BB HE B AR TRE X/NEINE 50gb , LIERE RN =B R EMEMEKNYE,

ZRENRAE
FiE RES 2024.10 IR R E R R4,
o

1. & patch.py M graphic_enhanced_instance_types_fix.patch , & 2# Eff<output-
directory>RZETHBEHEXNETHNESHEXERNBE & , I# <environment-
name>EIX A Tl SHH RES RIFER !

a. AR EEAR RES 2024.10,
b. EHRERIERBEEE AWS CLI v2, Python 3.9.16 REFHARA , L% Boto3,

c. BEE AWS RES WIRFMEFRE CLI , WEREEEFEE A RES BN 2 17 EM S3 FF
A,
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.10/patch_scripts/patch.py
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#5EEE T2 Studio EREER

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch --
output ${OUTPUT_DIRECTORY}/graphic_enhanced_instance_types_fix.patch

2. BEEFTHEFAEAESHINEHEERNESZ, BT TIEHERST

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.10 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
graphic_enhanced_instance_types_fix.patch

3. EERILSRENERSMEZHIES (vde-controller) #ITEEE , EFHT FHH+S , BVKERH RES
REZR,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

4. FELZBHRELS HWEEBEHE<RES-EnvironmentName>-vdc-extEEiEE#R , BREBHFHNHTE
B, RMPEECABEFATEEIFMNE MHFEEHEEEVES 50GB NREEFEZM,

B SRR SRR X S HE #E REA EC2 Image Builder 248 AMIs B | EERFE XK , BT
THISERAL
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CmdExecution: [ERROR] Command execution has resulted in an error

ER A A4 FRENBRIEERPHIER.

B FH EC2 Image Builder EJR :
( NRER RS RES MITEIBEER AMISTEERBEILTHER )

1. TEHEHH res-installation-scripts.tar.gz &%,
2. FEEBMELREHEE L% Amazon Machine Image AMIs) 5| HEY 5 B8,

EEMEA%ATH EC2 Image Builder B :
( REE A RES MITERER AMISTFIEEUATHER )

1. THEHEHH res-installation-scripts.tar.gz =R,

BE® EC2 Image Builder -~ 7t - #&— T A %1{% RES AMIs T,

I EZRA -~ DownloadRESInstallScripts 258 -~ @A - SR T HHE S3 L&,

LEEREN S3UETESEEANEKEER , FELERBRAE —ESBPTHEHNER,

w0 D

(2024.08) ER S HE LR B EEGRFEFITE ARN M BFTZEWEB/E A Amazon S3
A

R R AR

W e T#E Studio 2024.08 EEARFHEFETE ARN (B ) MBTFE (EREBIAEREBAEA
EER) B, BEEEESEMERRME (VDlarn:aws:s3: : :example-bucket) #{T{HE LT
BUB A S3 AT E,

TR EEENFEFrBERaRE
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samples/res-installation-scripts.zip
samples/res-installation-scripts.zip

#5EEE T2 Studio EREER

- KMERTIR

- BEEFEMBMHZITE ARN (Bl arn:aws:s3:::example-bucket/example-folder-
prefix) MBI FE (EXRERIEREBAEAEER ) —HoNBEVEAREITR

- EERFETFEE ARN BEREETFENENE AREFIR

2 VDI $iiTER <& , & S MErBNEEHRE ST e EfErE. #2A VDI LAy
HEHKKEEFELE  BE&HEAZ , B2 SRETRNBENTAR, EAERAKRREEEREARSK

B¥ , Permission denied, unable to write a filef$E€#@EE:R , AEEARTKIS LER

HIEH S3 fFATEE.
REENEAR
2024.08

=g
1. BETHEBAEAESBNEMERNER (patch.py M

s3_mount_custom_prefix_fix.patch), BHIT T3 &+ , <output-directory>#§ B{{

AEETHEHENIESBHNEHENERMWESE , ¥ <environment-name>HE{X A RES
BHEE

a. EHEENEERR RES 2024.08,
b. EHEXNESEEE AWS CLI v2, Python 3.9.16 REHARAS , LAK Boto3,

IR

c. AIE RES WIRFMEERE AWS CLI , WHEREHESE Amazon S3 EA RES B 2 F

RTRERVET .

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

2. BEFTHEMEXAESRISHEARRNE K, JTTIEHEXNDT !
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

#5EEE T2 Studio EREER

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
s3_mount_custom_prefix_fix.patch

3. FERILTRBENERSEZESES (vde-controller) B11TEEE , BT TSR, (LEEFE—E
SEBHPIEENVIRONMENT_NAMEZ BIEE A RES IRIENEHE, )

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note

HRFE VPC BRE , IREEARERM , BI¥ M <RES-EnvironmentName>-
vdc-custom-credential-broker-lambda® , FHRMVIFHEEZEE
AWS_STS_REGIONAL_ENDPOINTSH{EEnvironment variable# B regional, M
THMES , SRR VPC EPE R Amazon S3 AT IR EIRIGH.

4. LIEBREMNBEBEE<RES-EnvironmentName>-vdc-extiBEMRER T % K BSEERETH
VDIs , B EFC EEHEBEFEFITE ARN IETFENERS A S3 f#1i7irE,

(2024.06) & AD FHEBBOESZ=RE , EARBARRK
FS5E
MR AD BHEEBH IS |, RES 2024.06 E2E A K HIRANIRE,

£ AD EFHIE , #EEEE CloudWatch BF ( 7£/<environment-name>/cluster-
manager HEFEHET ) A2 THIEEEE
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[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20}:(user|group)$

RES E4MEREESINETIHERNFEERE

- EREGSNBMARE ASCI F&, BF, BITH (). T () MER ()
« PRI () BAE—EFT

1. ZETHEBEIESENESHERNER (patch.py M groupname_regex.patch) , BHIT 5y
T, <output-directory># BIXALEREE RN B & , X% <environment-name>E{
A RESIREMNER

a. WEHENEEAR RES 2024.06
b. BHENESHEEFEE AWS CLI v2, Python 3.9.16 SHERTMRA , LUK Boto3,

c. AIPE RES WIRFMEEFRE AWS CLI , WEREHEEE A RES B 2R FArEA S35
A

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. BESTHEMHEAETHNEHEERNEHK, BT TIEHERGT

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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#5EEE T2 Studio EREER

3. BEEWREBEIIREN Cluster Manager Z1T{ERE , FFET FHH S : B ALK Amazon EC2
EEFEAKILEHTER.

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[0].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note

RN 5T AD BHEBBEERNNE ASCII 28, BF, BITH (). I (). KL () M@
REMR 13 30 ZBRIZ

(2024.06 RERMA® ) AD AFHERES E RES WEHEKE
SREAIEIR
R GroupOU EE UserOU 1[E , K EMSELIERED E RES,

RES £ ER %t AD BHHREL FHBEREI ldapsearch BHEE4H. B BT EHREM T EREME
F UserOU 2% , M= GroupOU B8, HRERESELEETMAFEAE. MITARERLEE
UsersOU # GroupOU R EIMHTEE+,

ZEENRAE

P RES 2024.06 kX5 & AR A
oy

R T IS BRR IR E

1. BETH patch.py S8 group_member_sync_bug_fix.patch % , FHT T 5
T, <output-directory># BIXABRETHERNW BB , XA <res_version>BRX A
REIEEH RES MRS -
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ERAEER

2.

3.

® Note

- BHEXEREEE AWS CLI v2, Python 3.9.16 SHE#ThRZS , SAK% Boto3,

- REBE AWS RES MIRFMEFHFRE CLI , YRREEFRE A RES B Z R FITEHN

83 Eq:—.l-o
o iR {EXE RES 2024.04.02 1 2024.06 Hx. MREFEAIZ 2024.04 T

2024.04.01 , ZBAILUETE PIIHN SRR ERAER , THETREEHNA 2024.04.02

REBEREHEX.
« RES x7 : RES 2024.04.02

BHER TEEL : 2024.04.02_group_member_sync_bug_fix.patch
+ RES WA : RES 2024.06

BaER TEIEL : 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/

${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch

--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

EESTHEFREAETBNEHENERNE &, BT THIBHEXST , <environment-

name>#§ R AEH RES IRERH :

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-

version ${RES_VERSION} --module cluster-manager --patch $PWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

FEETRBLRENEEEESHTER  FHT TGS
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.06 R E R A ) CVE-2024-6387, RegreSSHion, RHEL9 # Ubuntu VDIsH Y
Z2IRHE

fRER IR

OpenSSH faAl i3 B BI#E A regreSSHion #Y CVE-2024-6387, IR AT RARBNRHEREEE
BERRRLHTEEERE , AR H OpenSSH #ITZ 2 BN RFEET RKBRERAR,

YR RES , EEMAERFRESETHEAN SSHEAERET K MEETKTZUREFE, TiB,
ZIFEFTE RES A s A RHEL9 # Ubuntu2024 VDIs ( EESEERRE ) REMNTER AMI
(Amazon Machine Image) A2 2 XL R BT ER OpenSSH R,

ERREAN RHEL9 M Ubuntu2024 VDIs AT AR , B BEZEEFNES T #,
ARLBENESHMET  FSHLE.

BB IR

FE RES 2024.06 hx = E R4,

B

RHEL9 # Ubuntu #E#t# OpenSSH Z{TBHER , MEEReMFE. BALERAFEZTANE
HEESRRENELEH,

MREBHRAR RHEL9 = Ubuntu VDIs , BHREEE T 5 PATCH EXISTING VDIsiRBE, HEEMA
RHY VDIs , B#EZEfE PATCH FUTURE VDIsiE R, ELETRRANABITEST , £EM VDIs L
ERTEER.
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https://nvd.nist.gov/vuln/detail/CVE-2024-6387
https://vulcan.io/blog/cve-2024-6387-how-to-fix-regresshion-vulnerability/

#5EEE T2 Studio EREER

EHBEAM VDIs

1. BT TGS RIEMFAEEAER Ubuntu F1 RHELS VDIs :

a. BHEXESTHEE AWSCLI V2,

b. AIB AWS RES WIRFFMEEERE CLI , WBFREZEEFEHE AWS Systems Manager Run
Command B9 Systems Manager 55,

aws ssm send-command \

--document-name "AWS-RunRemoteScript" \

--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \

--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

2. BAULERTHTEE LRBETHRETHIHAIT. BT rvELRHRIEE , ERNEHNG
= ID, XFEFEFAEHITER IDs#EA SUCCESS AR,

PATCH k3 VDlIs

1. ZETHEHEIAESEBENSHERNER (hitps : //patch.py M update_openssh.patch) , 5E#
TT3aT , <output-directory># BMKALETHERNWEBE & , W% <environment-
name>H{X & RES IRENEHE :

(® Note

- RN EEAR RES 2024.06,
- EHRERNIESHEE AWS CLI v2, Python 3.9.16 REHARA , LA Boto3,

- BEPE AWS RES WIREMEERELEN CLI B4 | WEREEAEA RES B 2 f#
ﬁ TE!E’J 83 ntF—.I-o

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://console.aws.amazon.com/systems-manager/run-command
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/update_openssh.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

#5EEE T2 Studio EREER

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. BITTIEMERGT

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch

3. HATSGHEHRMBEIRRN VDC 2HIZRHITER !

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important

HE RES 2024.06 R EFRAS X EE@ KRR VDIs, HEEHE RESIREFAFEHAER
2024.06 B MR AEIEARREY VDIs |, R ERA T H3E RS RES IREFAMRE 2024.06 : EE[rA
E#o

(2024.04-2024.04.02) 2Ry IAM FFRISLPRRE# S VDI BT ERBHN AR
5]

EHSHIT/ERBRREREREERNTIRRERE, ER IAMPermissionBoundary 2 8 E &/ ET A
AREEVERHBERERBEREERNER,

2024.04 - 2024.04.02

2024.x BHRERE 264



#5EEE T2 Studio EREER

=R

AIEBT ISR, AFF VDIs EFHEAIEMIGE RN IR :

1. BETHEHERAESBNEMRERESR (patch.py M

vdi_host_role_permission_boundary.patch) , E#{T T 5&+ , <output-directory>#§ B A
REKRBERNAEE &

a. BHRENEERARN RES 2024.04.02, MREFERAMN R 2024.04 5 2024.04.01 ki , L7 LAHK
ROBXH I HN P BETRZRAER |, REEHRA 2024.04.02,

b. EHRERNIEDSBEE AWS CLI v2, Python 3.9.16 REFHIRA , LLK% Boto3,

c. »EPE AWS RES WIRFMEIHEEE CLI , YRREZEEEA RES B 2@ 7FIFEM S3 7F
A,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY3}/vdi_host_role_permission_boundary.patch

2. BEZTHBSHEAESHBNSCHENERNE &, T TIBHERTS , <environment-
name>i§ BRK B E M RES IRIEEHE :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. TS L RES BiE<environment-name>HWEBEK | UEFTRBEBIEDH cluster-
manager #{T{E#E, EHBAILAHE Amazon EC2 EE AKX IEHTER,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 R EFIRZA ) ap-southeast-2 ( EF ) AH Windows NVIDIA #1TERE &
SERRED
]

Amazon Machine Image AMIs) AR EE G EHREN RES PABERRKE (VDIs), Bl AMI 53
EEEAEIEE ID, £ RES FEREABTE ap-southeast-2 ( EF ) HELE Windows Nvidia #11T{EEEHY
AMI ID B BIFIEHE,

EEHTEEEREami-0e19078939a996cafiy AMI-ID §5551 57 ap-southeast-2 ( FH )
., ami-027cf6e71le2es442f4 FERXTAA AMI ID,

EXFEATER ami-0e19018939a996caf AMI BB 1TEEER , FRESWEI T HIERS,

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0el190f8939a996caf]’ does not exist

ERGERNIR , aFH/EAEESR .

« 7£ ap-southeast-2 EBiFH#E RES,
« f Windows-NVIDIA Tk ek B8t & (AMI ID ami-0e1901f8939a996caf) FREN#ITEEE,

ZHENRAK

FRiE RES 2024.04.02 (RHXE R4 EEZ RN EE
=g

RES 2024.01.01 lRERIRE T SIBMRIEHE

- EATIREZMTNREHER
« AMIID : ami-027cf6e7le2e442f4
- EERHK : Windows
- GPU #i&7 : NVIDIA
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- H/ME RFE X/ (GB): 30
- &/ME RAM (GB) : 4

o P UL BKBE B ERED Windows-NVIDIA $117{E 88

(2024.04 F1 2024.04.01) GovCloud H#Y RES il Bk % Bx
R EE

£ RES MR T/ERTEHAR , UnprotectCognitoUserPoollLambda &5 A& ASMEREY Cognito fF
AEEENMBRRE. Lambda #1T=H BB InstallerStateMachine,

AR EEF GovCloud [EiFz Y FEEX AWS CLI lRARZE |, Lambda F#update_user_pool Y
&7 GovCloud [EiZ %k B,

1l
o

E MR GovCloud B HH RES B , EFEWEIT HIER

Parameter validation failed: Unknown parameter in input: \"DeletionProtection

\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

ERHEBRNLR

« 7 GovCloud [EFH &BFE RES
- Bk RES i

ZHENRA

RES 2024.04 #1 2024.04.01 hx
o

RES 2024.04 hix 2817 T SR #EEHE

« BB UnprotectCognitoUserPool Lambda
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- WB1EH : <env-name>-InstallerTasksUnprotectCognitoUserPool-...
- BITRRAERE -> RE > BIEITHERB Python 3.11 -> 17,
- BB CloudFormation,
- MIBX RES # & -> REREEAEIR UNCHECKED -> iBR.

(2024.04 - 2024.04.02) EFTRENEF |, Linux EREEATRERE "#E. REE
Lk

EFBRPBRELCREFNRBE , Lnux ERSEAEEFE "REL RE,

EFMEEITEEE , AWS Systems Manager A EHITE RGN HREILFH DCV TIERE ,

M B vdc-controller CloudWatch BF&EH R T 5 BEFAE. ( &£ /<environment-name>/vdc/
controller CloudWatch BEEET ) :

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

SZHENRAK

2024.04 - 2024.04.02

1B

EEERFE "RE, MENERSE -

1. R EC2 £#2#& SSH EAREHTEE.

2. ETERBLEHTTIGS :

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. FRHYTHERBENKE.

FERLEFNERSEHNTIARNEE

2024 x BHIREE
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1. BETHBHBRINESHBNEHEIESR (patch.py M vdi_stuck_in_resuming_status.patch) , &
HITTH®T , <output-directory>#§ BMRALEXRBERNE & :

(® Note

- BHENEERAR RES 2024.04.02,
- BHEXNIEBSBEE AWS CLI v2, Python 3.9.16 SREHRA , AR Boto3,

. BERE AWS RES WIREMEEERE CLI , YR EEESEA RES B 2R FHEN
S3 &,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. BEEFTHHAERIESBNEHERXERNE &, BT TIEHERERNTS , <environment-
name>i§ K AEHN RES IRIFEW , L <aws-region>BRAEE RES WVIEH, :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. BEFHREEIIREMN VDC B HIZSETERE , BT THH®S , <environment-name>#§ BUX
BIEH RES RIEETR -

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 R ERMRA ) #FERL SAMAccountName B EBEXBEFZBREFHRET
My AD ERE

L]

SSO REZVM/NEE (WE AD BIZiEH ) , RES &%RH AD A%, EEEEE CloudWatch
HE ( #£/<environment-name>/cluster-manager HEE4ET ) £ AD S B EE T 585

-

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}%)
DAL 1{21) [a-20-9. _1+(?<![_.1)$

RES EAMIERERZIHE THERE SAMAccount fEF&E &

- EREEES/NE ASCI ZR, BF. GH (). K& (o
« TAFEAUMIERBAE —BRFKE—EFT.
- ENREEMEEEVIRBER (HW ... . . )

2024.04.02 RE R R
B

1. BETHEHEESHBNEHERNER (patch.py M samaccountname_regex.patch) , FEHIT
T 58 , <output-directory>#§ MR ALERBERMNE & :

(® Note

- BEEXNEERRN RES 2024.04.02,
- BHENBSBEZE AWS CLIv2, Python 3.9.16 SEFHARA , AR Boto3,

. BEPE AWS RES WIREMEEERE CLI , ¥R EELESEARES B 2R FHEN
S3 .
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. BEEFTEEHEAESHNEHENEBRNESK, HTTIEHERXNSS , <environment-
name>#§ B RAEH RES ;RIEER :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. FBEEWREBEIIREN Cluster Manager 1T , FFHT 5@ H , <environment-name>#%
MR AEH RES IRIEZTE, BT LA Amazon EC2 EE AKX IEHITEE,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \

--output text)

aws ec? terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 REEMRA® ) ARTFHMES2THENILEE|EN
FiEE

BB RES Web ANBU TRAESRUENESRIME  SREATER - ST TRASS
ERESREN, EEALEREATRNSRTNES MRS  BIKEITHI5EE .

Load key "<downloaded-ssh-key-path>": error in libcrypto
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<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

ZHENRE

2024.04.02 R E R4

B

RAEBLMEA Chrome THE#® , RALABETIFE,

RNE , TAEBE REEMHIT----- BEGIN PRIVATE KEY----- , REE SIHBYHITREHE
NI ERER----- END PRIVATE KEY----- o
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#5EEE T2 Studio EREER

e M I 2 Studio ZEBUER

Research and Engineering Studio (RES) BB X B Z B4, RES EAYYYY.mm.patchRA&A
Z,HEP YWY . mMmREREBRE, YYYY REREHD , mKBETAMG , patchiEHEERE, &
8l RES Z{TIRAMEHEN X EEGERFER (EOSL) B , Bl +YYYY1 FEmmANZRE—K. i
an , 2025.06 ¥ EOSL HHAR 2026 £ 6 A 30 H, £ EOSL HHiz#& , TEABRBRAEME—PIE
AR,

HUEE., MEERE, TE2UEHRNERBERSSEMBOEERARAE () FYYYY.mm, HREKHE
B, BRBHERXRAE AWS REBIE , BEERAREREE EOSL RA,

EEMEEBZRAPHEFHEINRA CEBERBER (HlW , §€ 2024.04.01 £ 2024.04.02), HFE
ERREMEE RES RANESH , EFBHITRRANFLZE, B TRACEAFIRIHNENL
M ERH , RABRBREK RES REREFE up-to-date HZHFRZ,

MRBHITHRAZIL BN A IBRER (EOSL) B , FiTEAMEBHAARE , UEEH S
WHEN T ENFE, WEAK RES WEFMRA , F2EERMAN Y. MREEEMABREREZHEFH
% , #EB4& AWS Support,

R 8 T2 Studio hix 2~ 12 (EOSL) B AR
2023.11.x 11/30/2024

2024.01.x 1/31/2025

2024.04.x 4/30/2025

2024.06.x 6/30/2025

2024.08.x 8/31/2025

2024.10.x 10/31/2025

2024.12.x 12/31/2025

2025.03.x 3/30/2026

2025.06.x 6/30/2026
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A Y n
T =

18 Amazon EC2 #{TERREFEM MR MR E RS (HKinkRE ) BE , UHEBZ A, LEAT
HEIEAEEEMBIELRE, B LIER AWS Systems Manager Session Manager , JER[# £
28 RDP WM1&L TiEiHE A Amazon EC2 #1T{E#E , M EE RDP &£, MRFEHANERIREE
BRI%1%#E , BIFEM Microsoft = Microsoft IRERLEHBERIKEEEAE CALs, EEERHBREN
RIFREFEAE CALs EERETEMES , XAFHA AWS 8% (H£H ) HAFRE., WEFBE
RERBAZTIARETHEANZNER TINESRENEN , F2HE -%EFEJK%E’JZIKE”O

EFRERHANHTNEAETEHCHEIUNE, AXH : (a) EHBE , (b) KR AWS BEINE
mEMMEYR BLERNEBIRSAMEBE  HFLZTEA , B () T2 AWS REKBL A,
HEERREL BRI AMEAERIRE. AWS EmIURE "R, B MECATATIETNRE.
EREFS. HEF AWS WEEMEHLZ AWS HEES , AXA4TEBR , tFEBH AWS BEE
F 2 BRI i,

M I Studio AWS ZRIE Apache BB E £ =14 Apache License 2.0 fRIFFEITIR
R,
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https://aws.amazon.com/solutions/implementations/rd-gateway/
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://aws.amazon.com/windows/faq/#need-lm
https://www.apache.org/licenses/LICENSE-2.0
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EH]

MEFEFHMET , F2H GitHub REFEHH CHANGELOG.md &%,

Date 2%
2025 F 7 B o EITHRZS 2025.06.01
R INRE
- FERARFKTER Python & E BRI A
FEE% VDIsH R B B

 F¥TIEE Ubuntu 24.04 VDI I X IE,

- MRTHAAEFES RESER (HR 3.9.16
BIRRAS ) | Bl Infra E#A VDIs BIESF
AR TERR Python,

$RRRISIE

+ & disable_ad_join & true B , Bf#R
Windows # Linux VDI & A B#&,

- BFREET IAM BERREEIERIBEA

@E,gﬁ:ﬁ%go
2025 F 6 A o BXIThRZA 2025.06
R INEE
« ¥ AWS GovCloud ( EBIREP) EE
WX &,

. FI8Y g6e MITEEEBERNZIE,
« ¥ A Amazon Linux 2023 RREIEHR
M LERE R R 1.

« #1386 Rocky Linux 9 RAB) ER S HE T
BN XE,

- HiEY IAM ERFEMBREBETHNXE,
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https://github.com/aws/res/blob/mainline/CHANGELOG.md
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Date g8F

- ¥BHE RES Ul Ml BRE &S R AR FITIEE

. #1187 Amazon CloudWatch #8EY VDI 5|&
B IhEE.

+ BXA RedHat 8 # RedHat 9 VDIs{kEE.

- HENERIFEEMMN VDI A IAM FF A
gE

- WEERREEHMN VDI EHE 5| 85E
FFo

- # DCV KERER DynamoDB &E¥l&K WCU
& 20 = nZE 100,

THERSIE

- B3R RES &£ % Elastic Filesystem A
HEITIMAREE,

- Bf#R RES #&AE M Elastic Filesystem &
BEERRRBIREE,

- BfER DCV 1A TIEMSER BT REAR
W R,

- BEERUTEE . EFNRETHER , UM
BREET VDIs HFEM AR E,

- BFORUTHEE  ERABRTHEERA
AD Hy KREFAENFEMBERIEE
FE.

- BfPRET/EREREE T AIREENR VDI T
YERES B B R REL

- BFRBNERIEER T AI8EER VDI
TR BRIV R,

- BRREUAIKERVDIs % FE A BEREN
&,
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ERAEER

Date

2025 £ 3 A

2024 £12 A

gE

. DEATEHE AMIsSEREM RES RS

o

« B1TARRA 2025.03

MBS —
- FRER.

- MBRER.
« EAEDHERR.

CEFNER —
- EREMA.
- BB (AMIs).

« FXE RES Fif& AMls.

- REKE.

« EXXE SSH fFHX.

« Active Directory [E5.

B 1ThRZAS 2024.12

HIEEE —

« Active Directory E25.

. BESEHT.
. BEMSANEF.
- BRI SSH 1.

« §RTE Amazon Cognito fFF .

EE2FNER —
- IREBEARR.

- REME VPC (ERA).
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Date g8F

2024 £ 10 A « 2024.10 hR : ¥TIEH HZE :
- IREBEARR.
- REHARERE.
- ERKSEREBBEL.

2024 £ 8 A + 2024.08 Ky : #IEH HZE

* & Amazon S3 fEFETRBHEE Linux
Virtual Desktop Infrastructure (VDI) #117{&
B8, 5520 Amazon S3 EFITE,

- BFIERHY , —EEaBFER  AF
BRI REACNMERTAR, B2E 5T
ABE.

- FREER: CRE BHIERER.

2024 £ 6 A * 2024.06 ik — Ubuntu X &, EXREFET
Al

- EFEER T BYREIRE

2024 £ 4 A 2024.04 hix — RES Ri#& AMIsTIE R B E A

2024 £ 3 A HhF PR E B, CloudWatch Logs R&E., &
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