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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://console.aws.amazon.com/cloudformation/
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https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/security/
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IAM B &

AWS Identity and Access Management (IAM) B &1 ZEE Bl FEBEE N isiRkie EA9REM
EAE AWS Eif, WERSEY IAM A& , BFEMK AWS Lambda BEF Amazon EC2 #1718
B2 EFHERNFEE,

RES X IAM HWV B D EBE, BN A RESEEUBRREREEEHFTNFEIE, BEEERNE
EE®EH RES BEMWEBEF Active Directory PEV MEESREAENEREEE, NEFA
B3, 528 < AWS Identity and Access Management £ &#/) HIVEI IAM BUER,

BHEBNEESTUCERERATEREEFEREEN. ERKEAEFNM RES #AENHE , RESE
[ Amazon Cognito ¥1T & 2 B3

Security groups (Z £ &18)

hERPEYNZ2EEEERH MBS Lambda BB, EC2 #TEER. ERRM CSR HITERH
Eim VPN InRc BV RE, RMAZREREAZLHE  YENZERRATELE - SRHIF.

ERE

BIBEFEER , &£ AWS (RES) £H Research and Engineering Studio € F RES #E N £ INHRFEM
BERHTNEFER, 8 RES &, LA LUEE AWS KMS key, RES FEARZHEAERREZEF BT
B, MRESREEESHEMNEEN AWSKMS key , RIEEAZSRNEREEFER.

RES £/ SSL/TLS inH#EHFNEFER, RMPFETLS 1.2, BEREFEM TLS 1.3,
WERT BRENEZEEZEE

1% Research and Engineering Studio FIEARB 2 XM EZENFMEN , FERB TRPHES !

AWS R L £ B ARFS X E fR##E RES HHIEAF X

Amazon Elastic Compute Bty REERESERLE , WMEAH

Cloud FIBNEERBENRBHEE
MERSEE,

Elastic Load Balancing B 28, EEEEEM VDI = #

SEEHTEHFRIH Auto
Scaling B+, ELB &

IAM £ £ 14


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security.html
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ERAEER

AWS BRI L £ &

Amazon Virtual Private Cloud

Amazon Cognito

Amazon Elastic File System

Amazon DynamoDB

AWS Systems Manager

AWS Lambda

Amazon CloudWatch

Amazon Simple Storage

Service

ilbr kil

B

X &

x&

AR#HE RES R EAA X

F#RE Web A QB E
RES E#AVRE,

BV ERTHHSEEN
VPC R &1,

EEERESSNG DR

. Active Directory FHES
BRETZE Amazon Cognito 5
EMEAE , BB FEER.

B /homeERBIEZF VDI
FHOERRRK , UREAN
HAEERRK

FRIAREES , fINERE.
B, BEX. ERRBENTH

O

aX E o

AT VDI TERREE SN
SR X

XEEmMYEE , flAEHR
DynamoDB &Rl &R HERE.
BX& Active Directory B T
R, UREHMFEBE,

IBHLPTH Amazon EC2 E#F0
Lambda BEMEERNEE H
Fie

FRAREMEIEMBERENE
AR A,



https://docs.aws.amazon.com/vpc/latest/userguide/security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/security.html
https://docs.aws.amazon.com/efs/latest/ug/security-considerations.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/security.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-security.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
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ERAEER

AWS BRI L £ &

AWS Key Management
Service

AWS Secrets Manager

AWS CloudFormation

AWS Identity and Access
Management

Amazon Route 53

Amazon Simple Queue

Service

Amazon Simple Notification

Service

AWS Fargate

Amazon FSx File Gateway

Amazon FSx for NetApp
ONTAP

AWS Certificate Manager

AR A
x &

x &

x &

x&

x&

x&

x&

x&

®H
®H

®H

AR#E RES REEAS K

FR#EE Amazon SQS {7

5, DynamoDB & ¥l &K
Amazon SNS FREHETFRREN
o

EIRISIIRE 2 AERFERIE
Active Directory 1 VDIs 9 B
REEREYP,

REERBOEPERE,
PR E BB Z BUB AR o

BYMBRE BB RN AE
BHTERNESTHRBER
o

BYEBTIAXEERSH
7o

X & VDI juttz B & ME] E
EER | Pl s 3R,

£/ Fargate (E#%& 8, FH
M ERIRIE

RENBHHERRL.
RENBHEHAERRL.

AENBITHEEELEFENE
o



https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-fargate.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/acm/latest/userguide/security.html
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AWS R Z £ &N RigE|A R RES FREA AR
AWS Backup 2/ % Amazon EC2 =##, X%
##£ A DynamoDB 12 {13 Ih
e,
gL
FRISELZE (B ARE) 2 AWS IREFHNREERNIRENEAEE,
LthEmP AWS RIS ECEE

ARELHLERTEFNESERBAERANEE. WEESHEBAENR , 526 AWS Service

Quotas,

HRLER , RMERES THREVEEE -
¢ Amazon Virtual Private Cloud

« Amazon EC2

= EERIEINEEE |, 3528 Service Quotas FRAEEFEHPNERIESEFE, WR Service Quotas A j=
RIBHERE  BEFEAENREEERE,

AWS CloudFormation Bt %8

EHERDREEHER  BEZEE AWS tRF B9 AWS CloudFormation EtZ8, EiB T ##ISLEFIEE |

B R REHERIEER BB ERMNER. NWEFMER , 528 ( AWS CloudFormation
AEEE)Y P/ AWS CloudFormation fit %8,

HLEE 4

mEHEEA Amazon EC2 #TEB K/ NBEN A/ DMNRRERRME , LBERK. ATHERSR
BEEREPNEYE BRI MERIEME Auto Scaling B8 (ASG) RN ERRNBERE. BER
—EHTEEENIRENTERTRASETHAERE (AZ) WEH , TMEERESAERBRFE
JRR I RERY B

ASG FRET7E Amazon EC2 A BT , #utA https : //https://console.aws.amazon.com/ec2/o
EMAREEILNE ASGs , BEBBIU HE-asqg. BAUBR/NMENMEEREABSRLEEIR

[ 7


https://docs.aws.amazon.com/aws-backup/latest/devguide/security-considerations.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://console.aws.amazon.com/ec2/
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ERAEER

ENHE, BENEESUNEFE , RAREEHF , AREHURE., T ASGsHFHMAENR , F2H

{Amazon EC2 Auto Scaling £ & ¥Er) FHVIERE Auto Scaling F4EHY K7\, Amazon EC2 Auto

Scaling

XEN AWS [EiF

WEREABIMEKREMRE PEANERE AWS EBiF, BXEEIAFER AWS BiF P REHN PEE
WER. WFE AWS SEFHREVHZFHAIAY , 5528 AWS [EiF al Services List,

LT AWS 2 FHIWFZER A ITFE Studio AWS [E1F :

B &8

XEIRER (HEH BRIt
&F)

KBRS ()

KBRS (h0F BhE R
Bl

EEFEE (BEEM)
TAES (25)
DAEE (BWH)
DAEE (KR)
DAEE (RE)
SRR (R hnK)
DAEE (EH)
EAM[E (HEDNE)
EX (FEF)
BUN CER=4E)

& I3

us-east-1

us-east-2

us-west-1

us-west-2
ap-northeast-1
ap-northeast-2
ap-northeast-3
ap-south-1
ap-southeast-1
ap-southeast-2
ap-southeast-3
ca-central-1

eu-central-1

BN

fim

fim

fim

fm A0 FAD FWD fAD AD O FAD  AD @D

fim

RFTARAS (2025 £F 12
A)

=
=

fim

fim

fm FHn A A FAD FHD AD  AD RO

fim

TN AWS B


https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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ERAEER

Ep =Ry

B (KR)

BH (ERE)

B ()

BM (EB2R)

Europe (Stockholm)

&5 (BhHEX)

R (MHEBS AL

&)
EEMN ERE)

AWS GovCloud ( 3%
BIREB )

AWS GovCloud ( &
Bl 7R )

5 35

eu-south-1
eu-west-1
eu-west-2
eu-west-3
eu-north-1
il-central-1

me-central-1

sa-east-1

us-gov-east-1

us-gov-west-1

B A

fil f0 AD FD KD MO

fim

fim

i

i

BFTARA (2025 £F 12
A)

=

=
=

=

=
=

fm FAD AD

il

i

i

i

TN AWS B
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EPEE m

(® Note

WERER AWS CloudFormation #EAF3# & R B E{L HEE . CloudFormation £84<3RBA Itk
ERHPEE AWS WEREHEBM., CloudFormation B EHEEAPMRNER,

RBERZA , FREAREEAANRAAA, 28, ERZeMEMWEESE,

FHE

. FRGRA

« BEYAREIR

- FR1 . BBEM
s BR2:F-RBA

FORIRHF

FE

- AWS IRF EAEEFEAEEY

« B3 Amazon EC2 SSH &%}

- EINRKEEE

« B Cognito EFAEERE (FA)

- EVBFTBE (ER)

« BN (£ GovCloud)

- REABER

- EEWIREPRE LDAPS (A )
EXE Microsoft Active Directory B IRFS IR 5

- BREME VPC (EA)

AWS IRF FHEEBMFEREEIL
EEGEE AWS IRF B8 SEEREN

TORIRE 20


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
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1. BARK https://portal.aws.amazon.com/billing/signup.
2. FFEREMLETRET,

BoEMEFFREREREA , AESFREHARER,

B B AWSIRFE , AWSIRFREAESREY . REAEFTRTFIKIRFFHFRE AWS IR
#MNER. FRZERARR  FREEFIEETGERSE  YEECRAREAERPUTER
REMEFIRENES,

3 Amazon EC2 SSH €%

WRIERHE Amazon EC2 SSH £#8%  AIFEEE Y —EL£RY, MEFMENR , 5528 (Amazon
EC2 EREEE) M FEH Amazon EC2 By £88% ., Amazon EC2

18RS ELEE
RPBRFEMNT Y RAEEZE :

* Amazon VPC
- ASEE NAT RERYEM P it FCEEE 5 RS F 8,
- BEETAREEHN NAT FiE#R 5 8N 10,

* Amazon EC2
* #% EC2-VPC &M IPs fE 5 &% 10

AWS ZHRF EBSE AWS RBHNFERER , ToBARS,. REZERA  CASEARERRE
HREEN, BUUBRRESELRSE A MEACESERIRS. UFEFMAES  F2ELERT AWS R
BB,

B3 Cognito FHEEE (#EMH)

ERLLURERE LR R RES KEARABR Cognito EAEERE , LETEAENAFRRE T BE. &
Rl , RES EBBEMUHM Cognito EAERE. REAFENEAEEEFTEERTIEMBTEX !

Name g2l B MEIRE BEXE/RE Mutable
custom : aw String TRUE
S_region

Y Amazon EC2 SSH & &% 21


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
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ERAEER

Name Rl B ME/IRE BRRERE Mutable
custom : cl String TRUE
uster_name

custom : pa Number TRUE
ssword_last_set

custom : pa Number TRUE
ssword_ma

x_age

custom : uid Number 2000200001 4294967294 TRUE

BV BRTHEE (EA)
RMBBCAEREHATAE , UEESRERN URL, SILRMAITAN  1BEM AR

HERE,
NBEFRHEEHE—EEF , TARREENBITHEEENYERE. NREEREYEEFRAINSERES
FBREEINGE , T BLILLENSE,
HE , KBTS E |, £H Amazon Route 53 sEf#8iE |, WEA E AR EE AWS Certificate
Manager,
1. #REBIERM Route53 SFM{AE ., LEZSWEIHEIE FE 4,
2. FEHREBMEEERESE. ERMH Route53 BFEIN,
a. BB Route53 =12 A&,
b. REAIEEHREFTEET,
c. FRALNPBEZEBEINRERSE , YERFTERESE ID,
3. BARX AWS Certificate Manager Y& & T 5 S RFE R EBE. MELVURLEFEINBMREEN
@135,
4. REBEHZEIHER K RBSHRENBEDBR, FREERSTEMRRE,
5. BIEESWNEE ID LABEBGER.
6. TEMEBERS , BIEE Route53 FEIH, BEFERANEE+ o,
7. BHEER K BREFREERESR ARN,

BIYBTMEE (2AR) 22


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html

#5EEE T2 Studio fEREE

M

B8 ({£R GovCloud)

MRBEEBAE an AWS GovCloud EiFH |, T B IEFE £ AiE A M Research and Engineering Studio
WEFTRE , AIFEETHELERFHTER,

1.
2.
3.

ERINEFAERBNEESZIE AWS IRFE A EEEFE CloudFormation # &,
#£737% CloudFormation BItHA , 2RIFEET CertificateARNH PrivateKeySecretARN,

£ GovCloud 2 EIE@IREH , BT EHCertificateARNBHENWE, FHEIZHE ARN ,
WHEMERBIHIEEWE , UE vdc-gateway T EEIHZE :

a. res : ModuleName = virtual-desktop-controller
b. res: EnvironmentName = [IREB#E] ( TLL=E res-demo. )

£ GovCloud P EIEWRFEH , B EHBPrivateKeySecretArni HEMNHE,
ARN , WA REZEFIEENE , LUE vdc-gateway AL FEEE :

3
b
ah
zﬁ
&
3
%)

a. res : ModuleName = virtual-desktop-controller

b. res: EnvironmentName = [IRERBE] ( TR res-demo. )

RENHER

LHYFFSEM T 42 Studio AWS FRHIERRZRFE T SIAHEIR.

Mg (VPC, B FHEBENILE T )

ISR , BRHITHMNEEE RES I]RiE. Active Directory (AD) M FAfEFHH EC2 HITEE.

* f#7F (Amazon EFS)

REUKETSERSEEMRE (VD) FFRHERNER.

- B #BR# (AWS Directory Service for Microsoft Active Directory)

BSRREEREAERES RES RE.

- WE , HP IR L RR/EHM Active Directory IRBIRFEAEEBANEE (FAEEHB. B

%)

Research and Engineering Studio /A FEUGRMHENWE , BIEREKRS BIEAWS Secrets
Manager.

BiE (R GovCloud)

23


https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html

#5EEE T2 Studio EREER

/A Warning
BN BRBERSHFTE Active Directory (AD) fEF HIRZEE RN E FEHF1bit,

® Tip

MREBERETBREARIE , BRBFELNTERTA , MIAUER AWS SHEEEER 5 RE
EHNMBER. FSET - EINSER , AEEWIRFPHEEIR.

¥7 an AWS GovCloud EBEFH REZHE , ERFETHK PHEREFESRELEE (ER
GovCloud),

EHA

HIRIEHERE LDAPS (EH)

MREFTEIERZEP LR LDAPS B , BIXEZRATSR , TREEVUBEUMHEES AWS
Managed Microsoft AD (AD) #BiZi#2 %8s , LR AD M RES 2 EHER.

1. BERENAAE BAMARERK LDAPS AWS Managed Microsoft ADFR IR S ER, MR EE KA
LDAPS , BITJ ARG I8 L5 ER

2. HEFRETE AD LFRE LDAPS 2% , [EH AD B :

a
b.

o

f.

g.

BI{ESEEY Active Directory {al lRES.

LEE S &2 Bk PowerShell,

1T certmgr.msc ABBUERBE,

BEEFRRMEENRERREMRE K RERRABEBREE.,

BERYWEE (RABEARR—T ) HEAD AERSEENER K ARREMEEE K RARE
BEL,

JZHN Base-64 #RIEH X.500 (CER) , RILBET—5,

EEE® , AREBEET D,

3. 1 PEIME AWS Secrets Manager :

£ Secrets Manager PRV #Z I , EHFEE T EEHMBRNKE | Wi§ PEM RISHRF AL

Ebeacay [T
4. FEEEEIM ARN, SWHEHBW AR P DomainTLSCertificateSecretARN BH LR 1 &K
BEM,

EEHIRFEPERE LDAPS (:ERA) 24


https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/

#5EEE T2 Studio EREER

5% E Microsoft Active Directory B BRFEHR 5

N R IRiE$ZE Microsoft Active Directory (AD) 65 RES B2 XIR , Al AD # &8 AHFENRGTEIW
RIEIRE. A RES ZEMN—n , BLEAFEARBIRFHNZAERMEERE, BBEHRAXENT
Fi R

Retrieve and view the secret value.

Key/value Plaintext

{"<username>" :"<passwor d>"}

BFEEE , username MNUFAZEK B NT KX E A LB BEDOMAIN\username,

RERFEETYERE :

- fAD RIZEAE : RES AER AD AZFERE , UAFFMMIZA Web AOHEY, BTEFEA
RISIRE &R LDAP B9 AD ( AREEMLEFEREMEHATAH ) .

« BN AD #335 : EERHFITEEMA AD 882 Linux ERSEMNERNEI N ZFEE, &£ RES
f ,IEEMEH DisableADJoin 2884, WS EFERA False , EXR Linux EREHEERTE
FERRAAREH DA AD #BiF,

« EIREAD : R Linux EREENERFEEMARMA AD #5 , AIEERE AD B
(DisableADJoin =True), & 7 ZEItIheeiE/E , BREIIRF LFEE UsersOUM REREMEFHENE
B FEUEGroups0U,

R RFEFEERIIFTA

- ZERFSMEAELERZE AD > UsersOUF A& FEHE M EEFEEGroups0oU,
« ZEMA AD #8158 - £ FE I Computer¥#Computers0ou,

https : //https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/
assets/service_account.ps1 BWIEERRRHUMARFEERKRSETFTNES, BOTLUREESH AD
EITIE R,

Microsoft Active Directory B9 fRF51E 5 25


https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1

HZREE TR Studio ERERER
REFE VPC (EHA)

EIREER VPC HEBIFZE A T2 Studio WJIREIEEN T LM | LRZHEBNESRNEEER, 7B,
2% RES SEMGERBRMERFIORZE MM, BEEEFE VPC HZHE RES , BEERETHHLR
R4 -

e

« %4 Amazon Machine Image AMIs)

- BRE VPC in 3

- 1E28 VPC InREVIER TERE R
- BREME VPC BESH

#{§ Amazon Machine Image AMIs)

1. 7£ https : //https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-
installation-scripts.tar.gz T&EM#k . FEEMREERN VPC Hi8E , RES ERRHFTERTANM
K, MAFELERREREFE.

/A Important

MRER RES IRIBRATZHEFH , B TH URI latest Y BUR AT LI MRAFR R
( 5140 2025.06),

2. {£/H Amazon S3 MEEFEUM Amazon EC2 NS EES P EIM IAM B,

a. BHIfE https://console.aws.amazon.com/iam/ BIRX IAM E£#2 &,
b. EAGF K BERIAE,
c. EERGEANEREM:

- EEENEREET , EF AWS B
- HHBBEREARPITHEARS , BEEC2, RBEBET -5,
d. FEFEHFAL , BIRTHFABR , RARBET —F .

* AmazonS3ReadOnlyAccess
+ AmazonSSMManagedinstanceCore

+ EC2InstanceProfileForlmageBuilder

REME VPC (EA) 26


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://console.aws.amazon.com/iam/
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3.

e.

MEACEBANEL K RAREBEEUAG,

B EC2 REEERRTH

a.

b.

1£ BRX EC2 Image Builder 12 & https://console.aws.amazon.com//imagebuilders,
EEREERT , BBl , REREBEEERY TH.
ERYHEEL  WMATIFMEER

- P THRE | BEERE
- MEFEAMFAES  FRE

2¥ EAEEE
Image operating system (OS) Linux
Compatible OS Versions Amazon Linux 2, Amazon Linux 2023,

RHELS8, RHEL 9, or Windows 10 and 11

Component name Enter a name such as: <research-
and-engineering-studio-inf
rastructure>

Component version We recommend starting with 1.0.0.

Description Optional user entry.

ERYAHEEL , BEEEXHRE.

. HERAEREXHARZE , BFEE tar.gz BRHOER URI, #8 RES 2HM targz BR L
EF Amazon S3 f7FETHE , URRAFIFEEEERERN URL,

i. WATIESR:

® Note

AddEnvironmentVariables B#MAH , MREEERREERPFIZTELR]
RIS, AU HBER.

WREERRE http_proxyH https_proxyREZE , AIFEE
Yno_proxyB% , UL T EREAKEREN localhost, HITERPEE
FHIP sk, AR ZE VPC b R A9 AR S o

REFE VPC (EH) 27


https://console.aws.amazon.com//imagebuilder
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ERAEER

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts

action: S3Download

onFailure: Abort

maxAttempts: 3

inputs:

- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res-installation-scripts/res-
installation-scripts.tar.gz'
- name: RunInstallScript

action: ExecuteBash

onFailure: Abort

maxAttempts: 3

inputs:

commands:
- 'cd /root/bootstrap/res-installation-scripts'
- 'tar -xf res-installation-scripts.tar.gz'
'cd scripts/infrastructure-host'

REME VPC (EA)
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ERAEER

- name:

act

onFailure:

ion:

- '/bin/bash install.sh’

AddEnvironmentVariables

ExecuteBash

Abort

maxAttempts: 3

inp

uts:

commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,
res, {{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1}.
1}
1}.
1},
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.

amazonaws.
amazonaws.

.elb.amazonaws.com, s3.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws
amazonaws.
amazonaws.

com, ssmmessages.
com, kms.
com, secretsmanager.
com, sqs.

.com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.
com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{
{{
{{
{{
{{

BEE
4.

a.

iI
BYMRGEE

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

T,

1}.
1}.
1},
1}.
1},

ERIREREC S o

amazonaws.
amazonaws.
amazonaws
amazonaws.
amazonaws.

com, cloudformation.
com,sts.

.com,application-autoscaling.
com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.

com, .execute-api.{{ AWSRegion }}.amazonaws.com

" >> /etc/environment launch template

EREVESEEL , @ATIRE

REME VPC (EA)
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[ E% 2¥ EAEIEE
a3 =] Name Enter an appropriate name
such as res-recipe-linux-x
86.
iR 7= Enter a version, typically

starting with 1.0.0.

Description Add an optional descripti
on.
E RS EEE Select managed images.
EERMR Amazon Linux or Red Hat

Enterprise Linux (RHEL)

B IR R R ARES Quick start (Amazon-m
anaged)
MR 15 T Amazon Linux 2 x86,

Amazon Linux 2023 x86,
Red Hat Enterprise Linux 8
x86, or Red Hat Enterprise

Linux 9 x86
B B AR A 32 H 38 18 Use latest available OS
version.
FITERBARE - Keep everything in the

default settings, and make
sure TEEBHTERE

& SSM RIZFZR is not
selected.

TER 8% TERSFEE /root/bootstrap/res-install
ation-scripts

REME VPC (EA) 30
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[ BR 28
T BETH
RETH

b. BEEEVE,
5. BUREGEERERREARE,

a. HOREERT , REE#RREHER.
b. EEFEMEMREERE,
c. HEVERRMBEREEL K @WATHEAE :

[ BR 2
— % =L

iR

IAM & &
AWS ELfEE% TR EE

EREEE
BEIWENTHEE

« Amazon & : aws-cli-
version-2-linux

« Amazon 2% : amazon-
cloudwatch-agent-linux

- HIGHER : EEIRIM
Amazon EC2 o, A&
BAIM AWS EEHMTE #
(AT

S I68H

« Amazon 2% : simple-
boot-test-linux

EREEE

Enter an appropriate name
such as res-infra-linux-x86.

Add an optional descripti
on.

Select the |IAM role created
previously.

Choose t3.medium.

REME VPC (EA)
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[ BR 2% EREEE

VPC., FHBEMLLEHE ERAFARBEREIRAN
fZH Amazon S3 ﬁﬁﬂ?ﬁﬂ
HBIE, IREEEEYT
S84, B|abR Amazon
EC2 X#AMFEA TS E
MEEEE

« VPC : EEVARERR
FEfBRERYAR[E] VPC, Lt

VPC &8 B 5 HERRA
=ZH.
- EARA

« Type (¥EZ) : SSH
+ Source (R) : HET
« CIDR [E# : 0.0.0.0/0
d. EEBRJVEBEHERE,
6. EIMHFH EC2 Image Builder Ei& :

a. BIEMRGEE K RRBERVREBEE
b. EEEEEFHMEARTRL  WANTARLEET - :
- EEARBNERAER
- SHYEEHRE  IREEEFHRE AMI REEF , FREHEIEEFH.
c. HEEEFEEL, BEERARAERS  ARBALINBRINELSEE. BET -,
d. EEEMBEFEEL , BHERIERE  AREET I,

e. EEREMNGHEEERL  BREFHRENERGEHERE A ALTEINERRER
EER, BET—%,

f. HERIMREEEL , SHEENBEERTIIEE
- MHRGUAELEN RES RENVRMEENES , JUE RES AT+ ERMEBERER
ETHRBITER. ERARKERE  BHRESEM/EM EC2 Image Builder BRISHY R H

o

REME VPC (EA) 32
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« MREBBEZSEEHPHE RES , EUNRERVFINIMHRE , T EXENEESE
o

g BEENEE K RAREEEUEE,
7. #4117 EC2 Image Builder Ei& :

a. RMEEEYT , SKABRMEEINEE.
b. BEFBEME A6 RREBHITEE,

EETRFEEALN 45 7ED — /MR EREREL AMI BRE.
=

FEXEELEN AMI B AMIID |, SEHEEFA/E & InfrastructureHostAMI 2 B#Y# A the section called

8. B
“SB1:BRBER

RE VPC %

HELE RES YRABIERRE , AWS R FEFIENRLE TR, BLERE VPC inRb LR
VENEFIRE K MASKEALASERBERELS R,

1. WRFRERRERS  FEEAWS B FEATE VPC R FE HREMNE T,
2. EMETAERESSEFER—ELE FEE.

AWS AR RIEE B

Application Auto Scaling com.amazonaws.region.application-autoscaling
AWS CloudFormation com.amazonaws.region.cloudformation

Amazon CloudWatch com.amazonaws.region.monitoring

Amazon CloudWatch Logs com.amazonaws.region.logs

Amazon DynamoDB com.amazonaws.region.dynamodb ( EEREIRE )
Amazon EC2 com.amazonaws.region.ec2

Amazon ECR com.amazonaws.region.ecr.api

com.amazonaws.region.ecr.dkr

REME VPC (EA) 33


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html

oEEE T2 Studio

ERAEER

AWS BR#%

Amazon Elastic File System

Elastic Load Balancing

Amazon EventBridge

Amazon FSx

AWS Key Management Service

Amazon Kinesis Data Streams

AWS Lambda

Amazon S3

AWS Secrets Manager

Amazon Elastic Container Service

Amazon SES

AWS Security Token Service

Amazon SNS

Amazon SQS

AWS Systems Manager

RIS A
com.amazonaws.region.elasticfilesystem
com.amazonaws.region.elasticloadbalancing
com.amazonaws.region.events
com.amazonaws.region.fsx
com.amazonaws.region.kms
com.amazonaws.region.kinesis-streams
com.amazonaws.region.lambda

com.amazonaws.region.s3 ( BEFEFRTE RES FEIHK
FEEwE, )

REIREFNERBFFITEBEEZREINMN Amazon S3 it

Eis 2, 552877 H Amazon Simple Storage Service
[EIPE

com.amazonaws.region.secretsmanager
com.amazonaws.region.ecs

com.amazonaws.region.email-smtp ( F5Ia AEHE
X $E : use-1-az2, usel-az3, usel-az5, uswil-a
z2, usw2-az4, apne2-az4. cacl1-az3 # cac1-az4. )

com.amazonaws.region.sts
com.amazonaws.region.sns
com.amazonaws.region.sqs
com.amazonaws.region.ec2messages

com.amazonaws.regi on.ssm

REME VPC (EA)
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https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html

#5EEE T2 Studio EREER

AWS BR#5 A% & %

com.amazonaws.regi on.ssmmessages

2B VPC Im BB T ERE RIF

EEHEFTE VPC HENRKEES , B LE VPC WAE FRRFRERERRES. BHKEBTIL
B, R AWS B 0MATRN S 5iRMHE | 11858 Research and Engineering Studio E8&FTEE
REFEVEN R IE R RER.

1. EHKAR RES HER VPC 2B FHEERPRE Linux #ITERE,

« Linux %%l — Amazon Linux 2 2% Amazon Linux 3

- %218 - x86

o BITERER - t2.micro RE B

- TA2FE - 1% 0.0.0.0/0 EEREE 3128 EH TCP
2. EREFHTERURERERRES.

p

BARK http E 4R,
b. AFRAENHEEFRKERETIRESE :

- .amazonaws.com (EAR—#& AWS R )
- .amazoncognito.com ( EAR Amazon Cognito)
- .awsapps.com ( EAR Identity Center)
- .signin.aws ( B M Identity Center)
« .amazonaws-us-gov.com ( &M Gov Cloud)
c. IEEFIEHMELR,
d. RALMEBRERERES.
e. mABRNREMRRIFEER PORT,
3. BREZLMBARIAATFFENRIERARSE.

a. BI{E VPC x5 , BAlEHANERREIMMN VDI THEY FREREIEH R,
b. WWEMBEX , UAMAEBAERNIENSRTIERINAERMKFRAITER,
c. HHEEANEMRME/VDIs WA TR (BRAREREN ) NIRHERER , FITHERE,

REME VPC (EA) 35
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4. EHRAEMRSE EC2 ATHEENZEEE  YRAREAFREMRKFERZ PORT ENEA
TCP E#R,

REME VPC HESH

£ Athe section called “FEE 1 : BB ER” , IEETE CloudFormation SRR E AFESE, AL
KBERPRET YIS 8 , U EERERIRENFE VPC,

28 Input

InfrastructureHostAMI Use the infrastructure AMI ID created in the
section called “X¥4{ Amazon Machine Image

IsLoadBalancerinternetFacing Set to false.

LoadBalancerSubnets Choose private subnets without internet access.

InfrastructureHostSubnets Choose private subnets without internet access.

VdiSubnets Choose private subnets without internet access.

ClientlP You can choose your VPC CIDR to allow

access for all VPC IP addresses.

HttpProxy Example: http://10.1.2.3:123
HttpsProxy Example: http://10.1.2.3:123
NoProxy & :

127.0.0.1,169.254.169.254,169.254.17
©.2,localhost,us-east-1.res,us-east-
1.vpce.amazonaws.com,us-east-1.elb.a
mazonaws.com,s3.us-east-1.amazonaws.
com,s3.dualstack.us-east-1.amazonaws
.com,ec2.us-east-1.amazonaws.com, ec2
.us-east-1l.api.aws,ec2messages.us-ea
st-1.amazonaws.com,ssm.us-east-1.ama
zonaws.com, ssmmessages.us-east-1.ama
zonaws.com, kms.us-east-1.amazonaws.c
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B8

EUNEEIR

Input

om,secretsmanager.us-east-1.amazonaw
s.com,sqgs.us-east-1.amazonaws.com,el
asticloadbalancing.us-east-1.amazona
ws.com,sns.us-east-1.amazonaws.com, 1
0gs.us-east-1.amazonaws.com,logs.us-
east-1.api.aws,elasticfilesystem.us-
east-1.amazonaws.com,fsx.us-east-1.a
mazonaws.com,dynamodb.us-east-1.amaz
onaws.com,api.ecr.us-east-1.amazonaw
s.com, .dkr.ecr.us-east-1.amazonaws.c
om,kinesis.us-east-1.amazonaws.com, .
data-kinesis.us-east-1.amazonaws.com
,.control-kinesis.us-east-1.amazonaw
s.com,events.us-east-1.amazonaws.com
,cloudformation.us-east-1.amazonaws.
com,sts.us-east-1.amazonaws.com, appl
ication-autoscaling.us-east-1.amazon
aws.com,monitoring.us-east-1.amazona
wS.com,ecs.us-east-1.amazonaws.com, .
execute-api.us-east-1.amazonaws.com

It CloudFormation &S E V@, FFHR. AT ESNBEEEE (WMRREM
PortalDomainName), &XEHEBELNIBER , TEBEER.

BT AFE AR E 2 Bl T AL 5 E AN,

ERERFRE : 9 40-90 88

1. BAAWS EEF#ES W https : //https://console.aws.amazon.com/cloudformation FRX

CloudFormation E# 4,

(@ Note
AREESEEERIIRF T,

2. fE EBATHME &,

BIUNDEIR
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home#/stacks/quickcreate?templateURL=https%3A%2F%2Fs3.amazonaws.com%2Faws-hpc-recipes%2Fmain%2Frecipes%2Fres%2Fres_demo_env%2Fassets%2Fbi.yaml

#5EEE T2 Studio fEREE

M

MR IBEZBIE an AWS GovCloud EIFH |, 557 GovCloud £ EIEWRF P RENEA (4
i , GovCloud AWS GovCloud ( EBIFES ) EFHELE ) -

3. BWMAEHAZHY .

/A Important

¥ AdminPasswordf AR EM{EServiceAccountPassword , EEEIRE 2 [
HEBENZERER,

2Y R Description

DomainName corp.res.com ARERY B #rE,
ERESERESISEA
EWLDIFERTPRRM, W
REREFEHERERE ,
s EREATERE. B
E8FEE , FEMURMLR
BILDIFWER. ETFTER
& B Active Directory BY#8
o

SubDomain ( R S2BEHREXEFAEAR ,
GovCloud) {B¥ A GovCloud EiZ A %
2

R &2 4 SubDomain , Al
S Y EIRMM DomainNam
e Bk, IRMHY Active
Directory BBl & B KA T
.,

AdminPassword Active Directory B & i &7
B (EAES® Admin), It
EREEENRSISEBENE

BIUNDEIR
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https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml

3R EE T2 Studio

EAEE

M

B8 i

Xa

ServiceAccountPassword

Description

AP EHPREY , cBTEE
Ho

BEE . BRI
= (1) XFEBR (2) 1%
Nt A W/EHZ AWS
WEH ARN{"passwor
d":"somepassword"}

o

AR WEAENBBLAR
4 Active Directory K 1518
HMMER,

FAZREE L AR IR P Y 2515
(ReadOnlyUser ). LLiRF
AREZFRE,

BE R
= (1) MXFER, (2
BRILASWEHZ AWS
WM ARN{"passwor
d":"somepassword"}

o

AE  WERAENZRLER
& Active Directory B B i51E
HMEER,

£/ SSH R FimiEEEE S
1T{ERE .

AEE : AWS Systems
Manager Session Manager
WAL A RERERITER.

BIUNDEIR
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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EAEE

M

B8

LDIFS3Path

ClientlpCidr

ClientPrefixList

EnvironmentName

faRR

aws-hpc-recipes/ma
in/recipes/res/res

_demo_env/assets/r

es.ldif

res-[environment
name ]

Description

£ Active Directory & EH#I 5|
SRR AR E AR LDIF 2
M Amazon S3 B, N
RHMEA , BB LDIF
Support, 2 & LE

%* ; &gxa;ﬁ Actlve

Directory F % 37 21 {£ F
&

EERAER A F2H
GitHub AT res.Idif 18
3o

B P EEELRY 1P i
o, Hlg0 , A LUEEY IP
iyt , G{EAH [IPADDRES
S1/32 EARFFREEER.
BRI LB R IE,

WAFRRENRHKHERS
B EEMMNEN. NFER
UREFERENEA , 2
REAEFZEFHEE.

&R PortalDom
ainName #Eft , LBEE
ﬁ%ﬂ%#‘%ﬁ%ﬁfgiéiﬂ’ﬂw

, UMBEEREFEH, E
%EHAE_L RES # BB F
FA#WEnvironmentName 2
B, MREBEERFPHES
ERE K ESLEBERE—MN,

BIUNDEIR
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html

#5EEE T2 Studio EREER

25 FEER Description
PortalDomainName ¥R GovCloud 8 , B

ALBE, BRINZEREL
RIGHEHBFBEILIN,

¥R 5 4£ Amazon Route 53
WA, MREMLD
g, AIFELEY FENER
B MIER AWS Secrets
Manager. MIREEED
WARE AR LS8
EnvironmentName #JLA{R

[~ las
EE/IL' o

4. FEFSIIBERMATAREGR K RREBFEIUMEE,

TR BBER
B AE P B step-by-stepiR B , BREWASE MEPBEEIRS,
EREEER : 4060 o8

B\ EHB2a FTHEEMRMW CloudFormation 28,

MREEEE in AWS GovCloud ( EEAEP ) , BEALLEAE,

res-stack - FEALLEAMBERNAAAABRBN TH, RREESEHE RES TEHBNF DBE,. Al
IR M E IR E IR

@ Note

AWS CloudFormation R 2% AWS Cloud Development Kit (AWS CDK) (AWS CDK) &
I,

AWS CloudFormation Ei8 &7 AWS B L EB¥ Research and Engineering Studio AWS Eif, &%
ARBEIRGH , TEREHE,

SR BRBER 41


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
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1.

BEAAWS EEEHEA W https : //https://console.aws.amazon.com/cloudformation B
CloudFormation £ &,

M

EEEBE in AWS GovCloud ( EEIFESR ) , BREILLE A,

RIBFE  SASEXBRS (HSFEZILE ) EEME, EEETREN PREBERTR AWS
B, FEAEREAEEI PN ERERER,

® Note
WEmEA Amazon Cognito fR% , B Bl AREME PIRM AWS BE, BXEEAFEH
Amazon Cognito AWS B B FRIBIEm. IESFEBNSZHAATAMY , 528 AWS
[E315 al Services Listo

HSET  RALEREANZY  IRFEBR. REHETABCARER , BT REINE
BERHERNE RS RERPRIELSZH,

25 FEER Description
EnvironmentName <res-demo> REt4E RES IRIBHME—F

B, HEAres-, RETHE
B11EFExT, BFEREF
&,

AdministratorEmail FRETHNEmMIXENEFH
ik, MRBERDEKE
—BAEBSRE , KEAED
SREFEIREBEERAE,

InfrastructureHostAMI ami-###HEH# I (A ) B RHEARFT
EERREEHNBET AMI
ID., BHEIXENOSesBIE
Amazon Linux 2, Amazon
Linux 2023, RHELS,
RHEL9. Windows Server
2019 # 2022 (x86) , A K
Windows 10 11, mEFEFH

SB1 . BRBER 42


https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home#/stacks/quickcreate?templateURL=https%3A%2F%2Fresearch-engineering-studio-us-east-1.s3.amazonaws.com%2Freleases%2Flatest%2FResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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ERAEER

B8

SSHKeyPair

ClientlP

ClientPrefixList

IAMPermissionBoundary

IAMResourcePrefix

IAMResourcePath

Vpcld

IsLoadBalancerinternetFacin
g

X.x.x.0/24 = x. x.x.0/32

Description

&R , F2E %R Amazon
Machine Image AMIs).

AREREERREEIHRNES
- E 2

IP 31t EF iR S PR FIEE R
BRER, BALENBERE
#1 ClientlpCidr,

(ER ) ARFFEEFIE
2 PR Web Ul §1 SSH
B IPs REZREFEFE,

(EA) BAARRIER

K ARN , EBURBEMAFTH

FPRERES|TE RES HEUK
FEAtG, MEFMESA &
SHAREBEFFAIRR,

(2R ) EREBERERA K
RES RIEFTEE 2 IAM ER
MFEE- , TAER 12 @F
To

(:F ) EREMH RES BE
BB 1AM EREBE |
HEBAZRS /.

HITERSRE 2 VPC B
IDo

AN true SAEPEE @R
BNE8TESE (BETE
BEENETEE) . HRE
ERFIFEBR AR FENITE
FHIEEN false,

SR BMBER
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ERAEER

B8 4

LoadBalancerSubnets

InfrastructureHostSubnets

VdiSubnets

ActiveDirectoryName corp.res.com

ADShortName corp

LDAP E DC=corp,DC=res,DC=
com

LDAPConnectionURI

Description

EEHFERERBNTE A
RAEES  ZNEDMETHE
Bo A E ERFIERAER
FHHERE | FERRE T
. HRFERRRARFIH
E , FENLR TR, W
SRONER B HE B 2 T 18 R
, mENFTEEEUNIERR.

FEEBERE T EEREBNTE
AAEEF , EINEDHERL
BT, MRNDEEER
ByERmE , FEINAEE
BYMNEE,

# VDI ST ERARMEBH T
B AEES , EINEDRHE
B FRER, WRINEDEEME
BEVEBME , FENAR
BEEUMIERR.

ERH B &HIBEE. EXEE
HEAOBELERER.

ERPEENEEERE, Bt
B4 NetBIOS B,

LDAP FEE R E &R LDAP
S

Al E A R B #EY = HEE AR
FEMNE— |dap : // BB, W
RIGFEATER AD REZE R
LI EIR , BIAAER

ldap : //corp.res.com,

SR BMBER
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ERAEER

B8

ServiceAccountCred
entialsSecretArn

UsersOU

GroupsOU

SudoersGroupName

ComputersOU

DomainTLSCertifica
teSecretARN

EnableLdaplDMapping

RESAdministrators

Description

REMWEZ ARN , HbhEE
Active Directory ServiceAc
count EAENFERAEBBA
#Z5 , XA username :
password key/value ¥{,

AD AR By fE A & B AR
B,

AD AR 2 BB RV AR E
i,

HiEEE  Hbagsar#

B 1T1E8 B4 sudoer 7
BENAMERERAE , URE

RES LEAEESFEHERN
FIEERE.

AD A#ITEREAS IO A BB
B,

(LDAPS 4 E ) 1Rt
TLS BEMEZ ARN LU A E
AD #9 TLS B, mRKEE
FA LDAPS , EREBZ=H,

SRZE UID  GID SEIBR—R A

H SSSD E4X , 2B FEH
AD RMEREE. 524 True
LAfEF SSSD E4H) UID M
GID , =& A& False LAfEH
AD 2% UID M GID, TEX
ZEERT , S BEZKRTE
A True,

SR BMBER
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B8

DisableADJoin

ServiceAccountUserDN

SharedHomeFilesystem|D

CustomDomainNamefo
rWebApp

CustomDomainNameforVDI

ACMCertificateARNf
orWebApp

CertificateSecretARNforVDI

False

Description

EEfGLE Linux =80 A B 8%
R, B 8EA True, &
Al , %% RE A False W&

ENLENRL=o
AX AR AE o

i EHEPRBEBRBIRSEHE
K527 (DN),

FAR Linux VDI E#H A
RRMH EFS ID,

(iZA ) Web ADO#HEM AR
RERFE Web EB0EFEHR T
B,

(iEA ) Web AO#A R
RIERS VDI B EREN T
.

(BA) FRAERERE
EREEMIH amazonaws
.com FFEE Web EEARE
No BALEHEBTREER
fRi%., MREIBET BEIED
R, IgAGELLER ,
BT LAE res-bi B EH
PERENLER. MREBEFEEA
Web FERREXNELRE , 7
S0 {HREIER,

(#f ) Itk ARN BERE
Web A OB ANEREH AL
HEE, MBELREBESHLIE
BERFBEAOMBLBBERE
BT LAE res-bi BRI H
R EHETHRIEE.

SR BMBER
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B8 i

Xa

Description

PrivateKeySecretARNforVDI (iZf ) Itk ARN EEHE
Web AOMLBENLES
®, MREBBEBCHAIBER
BREAOBLEZER , &8
LA7E res-bi &Ky # % 5]
EETHREILE,

CognitoUserPoolld ARAERENAE RS 28
M Cognito FREERE,
MR KIEE Cognito FHEE
[E , RES A& —1E,

CognitoUserPoolDomainUrl ARZEZ AR Cognito
FEREEEMESE. BE
CognitoUserPoolId

R, BARELSH.

5. HEREHERE - ER-ZAT , FELEEAZE RES BELERNER (H/EY ), EBRS
8 Namef BB RES res: *RE , X HEEBRSIE,

6. IiZIZE Create stack (BRI HB) LI BHE

O] LATEARRERE Y AWS CloudFormation £ A FRRHEEBWRRE, BEZEE XL 60 nERWE
CREATE_COMPLETE #R&E,

/A Important
BEREEREREHECNERRIE/NVD £H.

FER2: B—REA

EmERREINENIRFR LRI TSBTABHNNETEN., £A URL ZEALMIRSE , S AHM
ERERELTFRE,

SB2 . E—REA 47
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[EXTERNAL] Invitation to Join RES Environment: res-test - Message (HTML)

File Message Help Q  Tell me what you want to do

IS Ignere m 'El' @ @ EEMEW”Q M asana —3 To Manager

1 ERules~
B Team Email ~ Dane

OneNote
. Delete Archive | Reply Reply Forward . pe — | Move
52 Junk & ) More € Reply &Delete 7 Create New v ~  [BActions~

Delete Respond Quick Steps = Move

[EXTERNAL] Invitation to Join RES Environment: res-test

@ no-reply@verificationemail.com
7 [

=l

*  SRelated~

Mark Categorize Follow | Translate Read | Zoom
Unead  ~ Up~ - Select ~ Aloud

Tags [ Editing Speech | Zoom

€5 Reply % Reply Al —> Forward

Mon 10/16/2023 1

| CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.
Your temporary password is:

You can sign in to your account using the link below:
https://res-test-external-alb-801427597.us-east-1.elb. com

RES Environment Admin

235PM

B-IRBAR , W LE Web AOMWUEAPERTE RELUERE) SSO R, MEMNBRERBEN , F

20 #HEEER, F/EX=, clusteradmin EREMNIRSE

FHEREERERGELER ; CELATHEREEHEHNERE,

BAUERATREYER  WKERAE

HR2: E-REA
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M T Studio ERERER
B Em

Research and Engineering Studio (RES) EMEEHMEMMN G E , BURRRAEHMEETEETMERIX
EFEW,

RES FALNBHIAEBRNRARHI TR, TEMAEAEMA , XERASREEFEFE,
M, 2024.01 FRERA 2024 F£ 1 ARTHEEERZAK ; 2024.01.01 AR 2 ZMAK R BEMRAEH,

ES- |
- EERAERH
« REREEH

EERAEF

Research and Engineering Studio fEARBRZEMLLHH RES RIBEBERERMN , MAFEXL
MIRIEERE, BEAUERAREFRAURNREBRENER , ARBNIAERE,

HEERARIMRARN RES EXERRIER

1. BV BHIREBENRE, 5528 the section called “E I HREE”,
2. (FERAHFMAEHRIE RES, F2E the section called “FE 1 : BMBIEMR
3. KBRREAZCEHWIRE, B2 M the section called “EFAIHRE",
4. BBFIEERNRBERIBBEENIRE,
NS NEER )
/A Warning

#£ RES 2025.06 iR FHRZE 2025.06.01 BEMFEH T ERAFLH BF.

HA RESWAEMAEH , FTEEFNZE, BuLEHFEENW RES HE  HEREHHE
CloudFormation #iZx, 282 ¥ #1 CloudFormation Z 8l , S5 & 1 T/ EH &l RES IREMMAS, &1L
TE ST AR BH A 3% B AR A w515 o

{5140 : "Description": "RES_2024.1"

EERAERR 49
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BEETREREERN

£ P T EEFHH CloudFormation & Zthe section called “ 8¢ 1 : MEBIEmM"

£ https : //https://console.aws.amazon.com/cloudformation B#EX CloudFormation &,
¢ Stacks 1 , SRWENTEHE, TEEKBETRA <stack-name>,

BEEH,

BEFR B aIE,

&+ ¥ Template source (EZAIR) , i##F Upload a template file (L EEAER),
BEREERY FEETHNER,

EEEHBHMENAL  BET Y. ELEEEFHZE.

EREHEBREL BET -5,

10. fE#2Bd <stack-name> B , BEER,

© © N o g bk~ w0 Db =

RERAEH 50


https://console.aws.amazon.com/cloudformation/

#5EEE T2 Studio EREER

BREZEEM

B LATE AWS BB XA SFEA £ AWS Em LR Z % Research and Engineering Studio AWS
Command Line Interface. #&4AF BMIBRILEmE IR Amazon Simple Storage Service (Amazon
S3) MEFE, WREEEREBNEAEESR , HERTEEHMER <EnvironmentName>-shared-

storage-security-group.

FH AWS B X4

1. & A AWS CloudFormation 2 &,
2. EEEE L BRI ERNZEME,
3. B#IE MBR

£ AWS Command Line Interface

Y| AWS Command Line Interface (AWS CLI) REEZNREF T, MEFERERA , F2HE
AWS CLI EF#&35R) FHTER AWS Command Line Interface. £ AWS CLI I BEERES
HEERAMEESNEESRF 2% , BRI IS S,

$ aws cloudformation delete-stack --stack-name <RES-stack-name>

fifl Br shared-storage-security-group

/A Warning
EmFARESRELBERRE , UBLEAEER, NREZEMREZ S EFHEMARABRESR
Rt EERBERARBENEMNERREXRAMER, BREHEOERNTEEREFTEREGTNE
£EHE.

1. BEAAWS BEX#EA |, & hitps://console.aws.amazon.com/efs/ : // BIEX Amazon EFS Ei%

=

2. MIBRER FERAEAY T A R RM<RES-stack-name>-shared-storage-security-group., =™
&, BUUKBELERRMRENERGS —BLL8E , IHEEER,

A AWS BEX A 5


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/

#5EEE T2 Studio EREER

3. BEAAWS EEBX#A , W https://console.aws.amazon.com/ec?/ : // BIEX Amazon EC2 £

L
Ho

4. MBR<RES-stack-name>-shared-storage-security-group.

I B& Amazon S3 FE1ZETEE

IR IEREMBER AWS CloudFormation BB IEZNERIER  HERSREAREBEREILMN
Amazon S3 FFITR (ARTEEENAEBEFHE ). BREZEERE K NRETEEREBER &
AT AF EMIBRILL S3 FEFETEE, FBAKRR T SIS BRMIBR Amazon S3 REETER,

1. BAAWS EEF#EA |, W https : //https://console.aws.amazon.com/s3/ BIEX Amazon S3 *

?’IDO

BEEKFH ChooseBuckets,

# % S3 fffEstack-namebrHg,

BEEUE{E Amazon S3 fFETRE  AREEZH, KX ARTEEEARETE,
BHE S3 RETFATRE | AREBRBEMIBR,

o ~ w0 b

ZES A MKk S3 FEFErE AWSCLI , FHTTHHS

$ aws s3 rb s3://<bucket-name> --force

® Note
--force I EBEEHRNEANWREETE,

MIBR Amazon S3 f#1FErEE 52


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/s3/
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HHRETE

WHAEERmARMERIEHTBENIE TR , RPWMMAE S BFTIE AWS Em LK Research and
Engineering Studio &,

ES-]
- BREE

- B 78
« )M ACM B

» Amazon CloudWatch Logs

- BEATHTRR

« EXXE RES mi#& AMIs

« £ RES REZREBI MR

SoER

Research and Engineering Studio AJ AAfEFA{E{ SAML 2.0 B S piRfitE, ZEFEA Amazon
Cognito iAREFEAEES , AFEAEZEAERS Cognito FAESHH Web A O#UEH Linux B
VDIs , 52/ 5% Amazon Cognito £ & . MREFEAAIERSETEIEA IAM Identity Center Zf
£ RES , 528 £/ IAM Identity Center ¥ EEE—&E A (SS0), MREEEHCDH SAML 2.0 BEEF S
REtE  FH28H ABE—E A (SSO) RELNEpRMEE,

*iE
+ i%%E Amazon Cognito fE &

« Active Directory [@

« {8 IAM Identity Center 58 EEE —& A (SSO)
- BE—BA (SSO) RELN G oiRME

- REERENRE

5% Amazon Cognito £ &

WZRE T2 Studio (RES) AJ &4 Amazon Cognito SR EBFREMAE B %, EAKFERAEER
Amazon Cognito fEF & & 75 & A Web AO#BILA Linux & VDIs, BEEERLAERH AWS E#EE&H

5HEE %3
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MWesviER , BZEFEHEEACHERE. NEREFAEEANGFHRAEN , 528 (Amazon
Cognito FE ABIERE) PWE CSV EXZMFEAEEASEAEEE, RES XERKMFEA Amazon
Cognito B [R4EF % B % SSO,

BERE

5% RES BEEE , EERTE RES RFLAEA Amazon Cognito iAFEAEE & , FEURREE
IEEET?—HS&E’JEJ""‘EEEJ:EJT“E)% Amazon Cognito #{ &R & B &z, EEAFFERAEZERTH
, BYREEEE LW ERE B TEMIRE,

Identities Management

AWS Cognito Directory

Cognito user pool metadata. Use this for debugging issues related to the Cognito user pool.

Provider Name User Pool Id Domain URL

cognito-idp [F us-west-1_CTi3SJMAD [ https://res-cafar-gefS9aa3-ff5a-4e94-8938-

76861e1ef7c1.auth.us-west-1.amazoncognito.com
Provider URL

https://cognito-idp.us-west-1.amazonaws.com/us-
west-1_CTi35]JMAD

Use AWS Cognito as user directory

@E1 hr—:io 7

User self registration

@mbe®©

EREEREPEMEA

MREMAERAEGREM , EUNAERERS Web EAERHN URL, EHE , EHESHRIE
TMERRERENER? FLEEM,

Amazon Cognito & %588 E 54


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html

ZEEE T Studio EREER

Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

U )

Password
Enter your account's password

[ )
e D

Forgot Password?

Not a user yet? Sign up here

Verify account

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

EER TR =

BEETREAENERE ? THERE  RREERECWARSETFBANETBREM IRF,

Amazon Cognito & 7 5% E 55
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ERAEER

Create account

Email

[ )

Password

[ )

Minimum 8 characters with numbers and special symbols (@#$*&)

Re-enter password

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

HEMRES K RESEREAEDAEFEMAPRINRIR , AZHKEREF.

Amazon Cognito & 7 5% E
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Verify email address

To verify your email, we've sent a verification code to your email.
Email

[ )

Verification Code
Enter the verification code

{ ]

Resend verification code

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

MREABREM , FAEKTEEINZEMERS, EEBHHEE RES /A EB#Y Amazon Cognito F7%
FR&E. (528 (Amazon Cognito FIE A BER) PHRUEEES D ENFEHERSE. )

Amazon Cognito & 7 5% E 57


https://docs.aws.amazon.com/cognito/latest/developerguide/how-to-create-user-accounts.html

ZEEE T Studio EREER

Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ J

Password
Enter your account's password

[ ]
e )

Forgot Password?

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

BEAEREER

MR E A SSO M Amazon Cognito , AIGRREAERE SSO BANEE, EFfAER —TXER
B, C2KEEHNKAZEHR SSO B AHH. RIFFERR , WREA Amazon Cognito , EFRAESEHELT
9 BRFE

Amazon Cognito & 7 5% E 58
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ )

Password
Enter your account's password

[ )
. aw D

Forgot Password?

Not a user yet? Sign up here
Verify account

Sign in with organization SSO

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

Constraints

« &M Amazon Cognito HEEBHEZAFANEFE ; REZINEFH,
« Amazon Cognito s A FF M EEEHEE A E B BET R Bt ut#) EFE bk,

- WMBRFEBA Active Directory # Amazon Cognito , ERHERDNEENERERRE , BIERFT
Active Directory EAEETH 7 BE. EESEKEP R , 75 E Amazon Cognito B2 H Active
Directory 2 AN EEFERE R R,

« T fEF Cognito £ & BLE) Windows & VDIsE A RES X # Windows 1 1TE A Amazon
Cognito B & 7 57,

Amazon Cognito & 7 5% E
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Amazon Cognito FR &N EESEH

BIRFEER , RES G adminsHEEESERTE T Cognito EAE. EERFEAEFHEZE Cognito
admins&A :

1. EBEZF Amazon Cognito 25 , RREEZFAN RESHAAFEREEERE.

2. BEEHRAEEETHRE  AREEEVHE.

3. HEEVEEEELELMBEEERP , WA adnins,

4. EBERMEEYMadminsEHE , AR BEFFEEREZFHELIFIE Cognito EAE.

5. B1& FERE Cognito @FEF,

Amazon Cognito @£ R I1#% , FHBEadminsBHHENFEHAESWREIEE SRR,
EiEZ

RES #8/NRF&E#t Amazon Cognito RIS HE R EHEEREMNFEER. BRAEHE "EEE) WEMAE
RAEHSEH VDIs F1%18 sudo R,

BT LA Lambda A FEBREIES.
FERBRSER

1. BABX Lambda £ 4&.

2. £ Cognito @4 Lambda, Itt Lambda EEL & 1E
51 - {RES_ENVIRONMENT_NAME}_cognito-sync-lambda,

3. EHUAIE.
4. EARBHERT , REALANAERE. SHAAXBRALTEE,

Cognito W& £ EZE

£ 202412 lxA 2 v , FERS RV B Amazon Cognito Plus SHEEE— S0 R EFTH L HE. &K
PREEZBHBRUEER K AEEER RESHWEFHERA. BRI IAEEETMRALLIIEE , UF
BHEBNERZLEE,

Active Directory [

Active Directory B2 60


https://console.aws.amazon.com/cognito/home
https://console.aws.amazon.com/lambda
https://docs.aws.amazon.com/cognito/latest/developerguide/feature-plans-features-plus.html

FZTEE T#E Studio

ERAEER

HITHIMARE

ZHEHAR | B2 Active Directory (AD) #HEBRIFTE CFN S8 H2IZAMN,

Active Directory details - Optional
ActiveDirectoryName - Optional

Please provide the Fully Qualified Domain Mame (FQDN) for your Active Directory. For example, developer.res.hpc.aws.dev

[ Enter String

ADShortName - Optional
Please provide the short name in Active directory

[ Enter String

LDAPBase - Optional
Please provide the Active Directory base string Distinguished Name (DN) For example, de=developer,de=res,de=hpc,de=aws,de=dev

[ Enter String

LDAPConnectionURI - Optional

Please provide the active directory connection URI (e.g. ldap://www.example.com)

[ Enter String

ServiceAccountCredentialsSecretArn - Optional
Directory Service Root (Service Account) Credentials Secret ARN. The username and password for the Active Directory ServiceAccount user formatted as a username:password key/value pair.

[ Enter String

UsersOU - Optional

Please provide Users Organization Unit in your active directory for example, OU=Users,DC=RES,DC=example,DC=internal

[ Enter String

GroupsOU - Optienal
Please provide user groups Oganization Unit in your active directory

[ Enter String

SudoersGroupName - Optional
Please provide group name of users who will be able to sude in your active directory

[ Enter String

ComputersOU - Optional

Please provide Organization Unit for compute and storage servers in your active directory

[ Enter String

DomainTLSCertificateSecretArn - Optional
AD Domain TLS Certificate Secret ARN

[ Enter String

EnableLdaplDMapping - Optional
Set to False to use the uidMumbers and gidNumbers for users and group from the provided AD. Otherwise set to True.

[ Select String

DisableADJoin - Optional
Set to True to prevent linux hosts from joining the Directory Domain. Otherwise set to False

[ Select String

ServiceAccountUserDN - Optional
Provide the Distinguished name (DN) of the service account user in the Active Directory

[ Enter String

Active Directory B2
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HRITRREIRHEMEME ARN (I ServiceAccountCredentialsSecretArns
DomainTLSCertificateSecretArn) , FFHL4HE THEBIHMIEE RES W% , UESENMEE
WEFH -

+ €88 : res:EnvironmentName, {E : <your RES environment name>

- ©%8 : res:ModuleName. {B : directoryservice

Web A O #83E T AD HEEFHSET —XHEEN AD AL HEESHIWE (). £AF
EE8FE AD AREE TR EEFTHILE SSO ( Hlan , MRNREFREH AD),

ERLEz®  EEEUUAES S EEEE TH RES Web A O ML F 1R S imeE AD HAE .
Active Directory Domain .~

Configuration setting for a specific AD domain Latest AD synchronization completed at 3/5/2025, 3:01:16 PM
Domain Name Short Name (NETBIOS) LDAP Base
corp.res.com CORP de=corp,dc=res,dc=com
LDAP Connection URI Service Account User DN Service Account Credentials Secret ARN
|dap://corp.res.com arn:aws:secretsmanager:us-east-
CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=co 1:905418417732:secret:CredentialsSecret-res-deploy-
m RESExternal-GZBJSY|BLAW4-DirectoryService-1AUMFPSAPKVGE-
TvYM7Q
Users OU Users Filter Groups OU
0OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,DC=com - OU=Users,0U=RES,0OU=CORP,DC=corp,DC=res,DC=com
Groups Filter Sudoers Group Name Computers OU
RESAdministrators OU=Computers,OU=RES,OU=CORP,DC=corp,DC=res,DC=com
Enable LDAP ID Mapping Disable AD Join Domain TLS Certificate Secret ARN
true false

Active Directory [E% 62
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Active Directory Synchronization

Active Directory Name
Type the name for the Active Directory. It does not need to match the portal domain name.

[ corp.res.com

Short Name (NETBIOS)
Provide the short name for the Active Directory. This is also called the netBIOS name.

[ CORP

Service Account User DN
Provide the distinguished name (DN) of the service account user in Directory.

{ CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=com

Service Account Credentials Secret ARN

Provide a Secret ARN which contains the username and password for the Active Directory
ServiceAccount user, formatted as a username:password key/value pair.

[ arn:aws:secretsmanager:eu-north-1:546055777237:secret:CredentialsSecret-bi-sw ]

The secret should contain the username and password in the format username:password.

LDAP Connection URI
Specify the connection URI for the Active Directory server.

[ Idap://corp.res.com

LDAP Base
Specify the LDAP path within the directory hierarchy.

[ dc=corp,dc=res,dc=com

@ Automatically join Active Directory
Automatically joins Windows and Linux VDIs to your directory domain during launch.
Windows instances require domain joining to launch successfully. If you disable this setting,
you must implement custom domain-join logic in your Windows instance launch scripts.
Linux instances can launch with or without domain joining.

Organizational Units (OU)
Provide the Organizational Unit within AD that will sync.

Users OU

[ 0OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,DC=com

Groups OU

[ OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,DC=com

Computers OU

[ OU=Computers,OU=RES,OU=CORP,DC=corp,DC=res,DC=com

Sudoers Group Name

Provide the group name that contains all users with sudoer access on instances at install and
administrator access on RES.

[ RESAdministrators

» Additional Settings

Active Directory [@% 63
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EE A Active Directory
EE ST LAGREBE A Active Directory 5%7%E , JAE VDI BBV B 42 5 B BN AIT R
FRREEIE -

. B - EREHIR B 3#& Windows F Linux VDIs fnA B #4815,

- B5H - FERBEMAMEE, Linux BITEBTUEESRIEMARENERTAE. Windows
THEREERSEMATERDEE , AHEEEXEEHBITREESERISEEIMAEE,

/A Important
MREFERALRTE |, FHFZEN Windows HTEERBITRBESHE S LEMVBEEMAR
- f8
HAERE
ERERME

EESWNAEAEAEGENFEGZERGRERSNEAENEFE, BRRGLEER LDAP &
BEIRUFEE. BOIEREAS

(sAMAccountname=<user>)

HE] SSSD 2%

EEEWIURHRSIREHNTE  HHIsEZ AEEHTEE L SSSD HRBER
[domain_type/DOMAIN_NAME] EEH SSSD 28 M{H. RES EHEHEM SSSD B - ©8EH
FREh & £ #N 1T A SSSD ARTS |, M #EEE AD REEF,

—LEE R BT SSSD REDHE ¢

« enumerate - FRER "trues SURENE HBRBHOAMEEAENFEERR., FALINEAESARE
RAENE - RBEAFEREEILEE,

« ldap_id_mapping - 82E&% "trues LA#§ LDAP/AD £ & FMEHE IDs BETZE Linux Rk LAY Ak
UIDs GIDs., RUALLINRERI AR EERRE POSIX ES BN EAREXMMER .

W SSSD MHRBERNTERA , F2MH M Linux FMEESSSD.
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Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value
[ true v ]
Key Value

= )

C Add Parameter )

SSSD 2 #M{E X4 HEE RES SSSD #HREMA , TR :

+ id_provider B RES RZBERE , TEIEH,

« AD #HE8#H%E , @¥E 1dap_uri., ldap_search_baseldap_default_bind_dn#l
ldap_default_authtok SRFEHMIBAMN AD HEERTE , THRIEH.

THEFIERA SSSD BFEMNEHBR

Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value

[ true v ]
Key Value

[ true v ]
Key Value
[ debug_level ] [ OxFFFO ]

Remove

( Add Parameter )
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% AD R E N E FEHEH (2025.09 R EFHRA )

ERAEER

R Active Directory ERENEFE 4t 8 E K EESAUFEB/ME AD BF , HFFT—RHE
EW AD @ , ANEEBENFEDE RES,

MM F BB RE LRSS (2025.03 K EFHRA )

BEESH)EEEER , RERIERE Active Directory S AR PIVE) AD Bzl , UFEFEHEE AD

o

g
%

ERFLEFENAD RS,

Active Directory Domain .~

.

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping

true

Additional SSSD Configuration

Short Name (NETBIOS)
CORP

Service Account User DN
CN=ServiceAccount,0U=Users,OU=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Start AD Synchronization

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,0U=RES,OU=CORP,DC=corp,DC=

res,DC=com

Domain TLS Certificate Secret ARN

FRIZHY Active Directory BB B8P 1E AD BF i,

Active Directory E2
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ERAEER

>

Active Directory Domain ./

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping
true

Additional SSSD Configuration

AD Synchronization in progress... Stop AD Synchronization

Latest AD synchronization initialized at 2/20/2025, 3:20:19 PM

Short Name (NETBIOS)
CORP

Service Account User DN
CN=ServiceAccount,OU=Users,0U=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

& A LATE Active Directory IR ST RE AD AL RENEHWR LSRR,

Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping

true

Additional SSSD Configuration

Short Name (NETBIOS)
CORP

Service Account User DN
CN=ServiceAccount,0U=Users,O0U=CORP,DC=cor
p,.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Start AD Synchronization

Latest AD synchronization completed at 2/20/2025, 3:21:00 PM

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISylRg

Groups OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

Active Directory E2
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WA FBFITEZ (2024.12 F 2024.12.01 kR )

Active Directory R #2721 Cluster Manager AZ E#B E R R K — X% Amazon Elastic Container
Service (ECS) £#. BFHEASIPRHIT—IX , B E<res-environment-name>-ad-
sync-cluster#&E TH Amazon ECS £ AFHREFITHH ECS E7,

EEFBRET :

1. BEZE Lambda TEAWESHEA # lambda<res-environment>-scheduled-ad-synco
2. BB Lambda B#3E A1 3R
3. TEE# JSON H#ATHIER :

{
"detail-type": "Scheduled Event"

4. BEEAE.
5. % CloudWatch TEE#{T+H AD Sync E#H B > BFFE#E - /<environment-name>/ad-
sync, ZE#EESMEBITH ECS FHM A, BEREHH SRR B

(@ Note

- MREVBE AD SHHHE AD GE R4 , RES SNMERAEMEENEENSH , LBR
FRHIERALS ETBERE LDAP BEZEHHNERE.

+ RES #EBRIBDERGERNERE/FE. ELARERTBERMERE & RES #IRR
R ERAEF .

SSO #H7E

BRI AD {HRER  FRAENSEBERTEE—FA (SSO), FHELLAD FHES S E A RES Web A4
Yo SSOMECR—MRETEABEZFN I, EEET, MERT SSO WFMET , F2H 598
2,

£/ IAM Identity Center 3R EE—& A (SSO)

MRERREEEEIZE Active Directory WE D, B BEBTE 1 BESSFL. MREEER
B2 E Active Directory BRHN B D H O , Bt BRIRE 2 EREFDH 0.

& A IAM Identity Center %7 SSO 68
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® Note

MRBEEZEE| GovCloud E1F , 557E AWS GovCloud (US) £B& Research and Engineering
Studio Ky &l [E MR P HF&E SSO,

SEBR1: REH TP
B 1AM Identity Center

1. & A AWS Identity and Access Management £ &,

2. BARK Identity Center,
3. EERA.
4. EEFEMEA BUA AWS Organizations,
5 EEEE.
(@ Note

REESMNREERZE Active Directory FYAE[E [EiF,

#& 1AM Identity Center E#RZE 2 & Active Directory
FUA 1AM Identity Center 2% , BERATERNRES R -

1. EEEERT , BERE,

EEDRRT , BEBHEFE A RRBEE2ES SRR,
EREEHT , EZEEEWNE %K.

BET—-F,

BEENEEACCEPT , RREMESRF@A
BELE 55 KR,

o o K~ 0w N

A EREMBER D 2 & 5 o

£ PATAEE A |IAM Identity Center IR ZE 2 E Active DirectoryTE R % , € H B R EERRER,

& A IAM Identity Center %7 SSO 69
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1. HEREREES  EERBSIERE,

2. RREBMEMRHT  BET-F.

3. EEREERT  BWALERSHNERE.

4. IEEHHE,

5. EET—F,

6. RELHEE ARREEREFAR.

7. BSEFURFELIENKE. NREBINEBECAERFAINESALS  FREEERS,
RRAERE

1. RIERT  EEERE,
2. ENEERHBAEDEN (£RE ),
3. EERAEREEN.

FR2: BREF PO
£ 1AM Identity Center HFEXEEARE

1. BABX IAM Identity Center £ A&,

i#1Z Applications (FEAREX),

BEREEAREN,

ERERIFFET , BEREEERENEAREN,
ERABRXEET , 1E#E SAML 2.0,

BET—F,

WALEEANEREBAER,

£ IAM Identity Center F#E R T , 55 IAM Identity Center SAML i ERE RN ERE, £
RES A O#84ERE IAM Identity Center B | IEHEEE]IER,

9. HEEARIBMT 6 W ALNWEARERXEE URL, #l <your-portal-domain>/sso.
10. EEAEX ACSURL T, #f RES ANMRL M AEHHE M URL. EESHKILIER :

©® N o o bk~ b

a. HEREEET , BE-REE
b. EIMEDRHEERSIER.

& A IAM Identity Center %7 SSO 70
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ERAEER

c. HE-—BAT,6 £EK3 SAML E#E[ URL.

11. AR SAML BRT , B A Amazon Cognito URN,

EEEIT un;

a. 1 RES ACMUABR—RRERE.
b. EHTRHERSIFEERT , REERAELRE ID,
c. WBEAEEEIDMEEIFS

urn:amazon:cognito:sp:<user_pool_id>

12. B A Amazon Cognito URN 2 # , FBiRERER,

ARE B AR TV B M AR S

—

#¢ Identity Center FRAFT2 L EAR XN FMEA.
BERE K AREBEREBMERS,

EEET , A ${user:email}.

FE#®XT , B emailAddress.
BEATE B RS,

ERARXPHERERMT WA "EFE4,

AT, @A "REEL .
BEREFEE.

© © N o g &~ 0D

£ 1AM Identity Center FA5 R EFIEEZEARER

1. % Identity Center FARAE 2V EAEANERERE , AREZEREME,

2. ERZERREARXFEENERE.,
3. iB#E Assign users (IRFEAE),

£ RES REHEZE IAM Identity Center

1. ERREETHHIEMIRE Studio :REF , A—K

2. FREDRHAERITRR,

£ IAM Identity Center Pt FHREHFEAEBENMRHNT , @A ${user:email},

& A IAM Identity Center %7 SSO
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3. BE—ZAT ,6 BERFE MESE).
4. FERATHIERATHRKE :

a. 1E# SAML,
b. ERMHELEBT A WACEAEITHNER.
c. EFEWMAPEENXHI®E URL,
d. EWALE HEERMN URLTE IAM Identity Center FEZEFEAER .
e. GERHEEFEHL4EMET , @A 'email,
f. BEERXR
5. ENMEEEEYRERERTERBEHKA.

RE—BA (SSO) RELNH DIRME

Research and Engineering Studio E2{Efi] SAML 2.0 7R HEES , UBRBFEHAEY RES ADH
W FEL, EESBRREMHEGIEIEN SAML 2.0 5o RMEREWER. MREBEFEA IAM Identity
Center , 5526 £/ IAM Identity Center X EE —& A (SSO),

® Note

FHENE FBHLERTS IDP SAML ZBAA Active Directory, BEEAS G oI EEE Active
Directory &4 , W EHIRLZ ERE.

ES]

- RELWS D RHEE

« EXJE RES LAMEREM & 0 Z4tE

- EFREEREPREENFIIRHEE
- {888 SAML IdP RRE

RELZNE D RMEE
AERHBRES D RHENSR , HFEERE RES Amazon Cognito R EEENEN.

1. RES R&%&H —1E AD (AWS Z& AD B &M AD) , HEAE S 2 AFFFER RES A OB A
HR, B8N AD EEIENE I RKEEE  YEASEAEFTD. RESPREENXY , TH

£ SSO RELM B HIRME 72
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ERAEER

W1EE AD MRS ERES D, Hla, FSEAWS IAM Identity Center  EREIERE) PHEAR

Active Directory 5 & 7 KR

2. EENE PIRMEE (IdP) 5 RES &%E SAML 2.0 FEAER, EREETIISE .

« SAML E#iE [ URL — IdP FR{E%E SAML 2.0 Bl FER RIFIRMHEM URL,

(@ Note
Bi% IdP , SAML E#TE [ URL ATREE FRINETE
- FEAER URL
- BIHEERYL (ACS) URL
« ACS POST % URL

£ZEHE URL
1. LIEHEE clusteradmin 9% A RES,
2. EEFBIEEHE - —BRE > BoEME,

3. #iF SAML EfE M@ URL,

« SAML & URI — RIFIREEIK SAML HREEHMKE— ID,

@® Note
RIR 1dP , SAML HiR URI TRERETRRINETE
» ClientlD
- FEAEX SAML HR
- SPEEID

AT B R R A,

urn:amazon:cognito:sp:user-pool-id

7 SSO RELM S D iREE
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S EM SAML KR URI

1. LB S clusteradmin &2 & A RES,
2. EBEFRIBEEE > —RE{E > FoRHEE,
3. EEFEMELKEID,
3. iRAAE| RES By SAML BHMXEK TIIM/EERERAEAENE FE At
- SAML E38 =% NamelD
- SAML EFEH#

4. 81 |dP SIRIFERE , BW/SEHIEE SAML B8, RES EEELHN, RIBHER , AZEH
EEaaEEASERV. WRELERTE , F2RATIHRLEBANE,

« AudienceRestriction — §%¥E A urn:amazon:cognito:sp:user-pool-id. £ Amazon
Cognito SEFAEEER ID B user-pool-ids

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

- [EfE — InResponseToi®EA https://user-pool-domain/saml2/idpresponse. £
Amazon Cognito fFAE K EWBEBBEUL user-pool -domain,

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

« SubjectConfirmationData — RecipientfXE A BN EAEK[Esaml2/idpresponsels 2
MInResponseTolR#H SAML 53K ID,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement — #& ;R EA T HIEE :

£ SSO RELM B HIRME 74
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<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ"
SessionIndex="32413b2e54db89c764fb96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5 MREH SAML EARXEEH URL @z , FEHEEESR : <domain-url>/saml2/logout,

EX{S#81E URL

1. LUEHEER clusteradmin 49 & A RES,
2. EBEFRIETE - —BRNTE > BoEMHE,
3. BIEME URL,

6. MREH 1P EZHE BB/ KA I E Amazon Cognito BIE{E , & T & Amazon Cognito ZEBRE
WA H EEEEW 1dP,

MEXERE

1. BARX Amazon Cognito =&,

EBRZNFERERRE. ZNEAEREERKR res-<environment name>-user-pool,
BEIREARRRSIER,

EHMESsREEZRABRT  BERAEBRE.

R

A SSO RELN T HRIEE
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Cognito user pool sign-in info
Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user

pool.

Cognito user pool sign-in options User name requirements

User name User names are not case sensitive

Email

Federated identity provider sign-in (1) nfo @ ( Add identity provider ) [( View signing certificate )]

Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID

Connect.

[ Q Search identity providers by name ) 1 &
Identity provider A | Identity provider type v | Created time v | Last updated time v

O  idc SAML 2 weeks ago 3 hours ago

&) LA R R B 2R ER IE Active Directory IDP, ¥738 relying party trust , ARBEAL
RETH SAML 18,

® Note
iEFE AR Keycloak 1 IDCo

5. FEREARETHE , FTH SAML 2.0 EFARERXHEER XML 5 URL, ERAILE T —&iH
FRAE.

SRE RES \FHAEM B piRHE
=R RES WE—ZARE

1. LUBIEE clusteradmin 9% A RES,
2. EEFRIETHE - —RETE > §0REMHE,

4
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ERAEER

Environment Settings

d man

Environment Name
@ res-gaenvi

General Network Identity Provider

Identity Provider

Provider Name
cognito-idp

Managers Group Name
managers-cluster-group

Single Sign-On

Status

AWS Region
us-east-1

Directory Service Analytics

User Pool Id
@ us 1_reuFsm [

Domain URL
(3 https://res-gaenv1-9d4688cf-5¢14-48d0-990f-
ce96d346a24c.auth.us-east-1.amazoncoghito.com

SAML Redirect URL
https:/ires-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/sam|2/idpresponse

53 Bucket
P re

CloudWatch Logs

Administrators Group Name
(P administrators-cluster-group

Provider URL
[J https://cognito-idp.us-east-1.amazonaws.com/us-east-
1_reuFsm8SE

0IDC Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse

3. HE—2AT, BEREEFESNREEETS  UFERE-—BABEER.

# SSO

RELENG D REE
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12

a. #H¥HTRHEE  EE SAML
b. ERMERBD K WAFTRHENE—ERE,

RELENG D REE
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(@ Note
FRFIHMERTIEHE
» Cognito
* IdentityCenter

c. EHEEMNHRET  EREENEEY HEFREER XML X4, St oREER M
URL,

d ERHBEFHEBHESD , WANXFE email,
e. EEREX,
4. EFHARERTEE@E. NREETRE  ASBHAE-—-EA,

HEIFEERBEFRELN S HRRHEE

MREERRANABERIEIFEE RES I]RE , 4§ IAM Identity Center FRE BEH & 7 214
E BB ERETRAN S 7RAE , Sl Okta, RES SSO MAXRESER={EEES Y :

1. fEEEE — EEBW

2. FRERNHE URL — ATBMEDR

3. REMEFEHHEM — AR

BEBUTRERHNREEETEBHEN ST TIEE

1. B1#E Amazon Cognito &,

2. EBEY  EECRELRE,

3. ERfANEREERUBGERAEEERE.

4. REABRRSIER , e s RUEBZALRBMEREN T DREE,
5

—RME K BRFESEFFREN , UREBUERFRFTE, FEEFBUERS , FEERE. &
EFEHPEER NG FEERRPEER,

7 SSO RELM S D iREE 79
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Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.
Metadata document source Metadata document endpoint URL

Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

6. WMRBIFEBHEME , BIFEZEEFH DynamoDB Hfi<environment name>.cluster-
settings&Rl&,

a.

b.

d

B DynamoDB T2 & , AR LEBEHBREFER K,

SHIWi#H<environment name>.cluster-settings&RK , AR R BENRERPIR
BR%FHEE,

ERESIEREET , EEHERGELBATISEH
- BHEBRE — key
« { — identity-provider.cognito.sso_idp_provider_email_attribute

BEHT,

7. EEEHNEEBET , 2Hidentity-
provider.cognito.sso_idp_provider_email_attributeF&H , REZBEHFERERE
8, BLIFE B TE Amazon Cognito FEVEE,

# SSO

RELH F D RHEE
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ERAEER

I ¥ Scan or query items

[ O Scan ] [ O Query ]
Select a table or index Select attribute projection
{ Table - res-jan19.cluster-settings v ] [ All attributes v J
v Filters (B
N
Attribute name Type Condition Value

(O\ key X] [ String v ] ( Equal to v ) [ identity-provider ) ( Remove )

Add filter

@F
Run Reset
[ © Completed. Read capacity units consumed: 13 X

Items returned (1) Edit String D ( Actions ¥ ) ( Create item )

[ email ) 8 1 & X
@
Enter any string value.
O key (String) v | version v
(J  identity-provider.cognito.ss Cancel B > L 1

{5#5 SAML IdP &

SAML E#tas — B AR IEFT e AR Chrome BIE2R |, SUBHE SAML FFRAME SAML

B, MEFMEF , 5526 Chrome Web Store HfJ SAML B #EES,

SAML FAE AB T E — OnelLogin 7 AR A SAML fRISENITE I
Wi, WMEFHMENR , 52/ Onelogin #85 E# Base 64 Decode + Inflate

Amazon CloudWatch Logs — &R LL7E CloudWatch Logs F#Z RES H&

¥E SAML BRI UE

o

RERHERAESE, ER

B MAEBERE WAFEMEDR /res-environment-name/cluster-manager,

Amazon Cognito 3 — 1% SAML E& Amazon Cognito BEHFFHER |
M ASER) P SAML SoRHEENEEFEAEER.

REEHENER

1. {%Directory Service £ & H , BEFFELHEWN B .
2. EBEIDERT , ENEREAEER.

528 (Amazon Cognito

REMEAENH

81
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HZREE TR Studio EREEmR
3. ERfFAENEAFER,
4. BEEREG

b= VA g bt

MREERANRETHEE , AFERE FRERIEAOMIA Web M VDI #5

(® Note
MREEEZEE GovCloud B , FFHEAEWRBALEREERINE RS BIEIRS PERE Web
FEREXM VDI F#E.

1. BIRX Route 53 £# &,

EREEVUNMEE , RARBEEVHK,

WA 'web' AT HER,

EH CNAME A8 EE,

$HYME , M ALREYHRE FEBAPRBINERS.
BEE %,

HEEY VDC HEcex , FFHEE NLB b,

N o g M b

a. BIBX AWS CloudFormation 2 &,

b. 1#E#E <environment-name>-vdc,
c. BEZRFIWRA <environmentname>-vdc-external-nlb,
d. & NLB %% DNS B,

8. BRI Route 53 £ &,

9. S|RENEE 6 AREBEFEIULHK,

10. ERRHBBT , WA vdc,

1. HERHEET |, ZE CNAME,

12. &% NLB , 8 A DNS,

13. BEE VK,
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https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation
https://console.aws.amazon.com/route53/
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#3 ACM FFE

RIETAEE , RES F AME amazonaws.com EEABRXEH L EHBETFEE Web AOBL, BEFH
LECHWREE , BREERELREMRKE AWS Certificate Manager (ACM) FERHIAHF SSL/TLS BFE.
MBEMHEH ACM , BRI EEREHESHE AWS WEREE , UNBAFIHMN Web RIEE# 2
By SSL/TLS B&,

® Tip
MREERBHABERREEY , AIEERE HEBAPERHEEPortalDomainNamel¥ | £
Fhig A SR BRI R TSR E R,

EEEVRIMENER

1. 1t AR AWS Certificate Manager AFERAERBFE. MREEE GovCloud BIFHHHF ,
#51E GovCloud &I ERF P E U BE.

BEBERLERE K RREET S,

EHBIBEBT , 5K *.PortalDomainName#l KB PortalDomainName,

EEFEAET |, 1EIE DNS BE,

BEFER,

RBEFFED , AREERNEE. SEAREEEGSERFMAMEE,

o gk~ w D

@ Note
MRERBEIRE , FEMBEBE,

7. BTUTHEE—E:
. EEIE

REBEBREEFNVEEFFMEA T , BEE Route 53 FEV ., BENREEESFAD R
17o
GovCloud % & :

WMREBEIRB I GovCloud EiFH |, FEEE CNAME £ ME. REEIZERS , A &
EABREESPEUNNCSE. BRENVREEEELRS BT,
8. HEHFHIRE ARN LU A A BB BACMCertificateARNforWebApp,
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https://console.aws.amazon.com/acm/home#/certificates/request

3R EE T2 Studio

ERAEER

Amazon CloudWatch Logs

Research and Engineering Studio E R & HB &7 CloudWatch &M T 5| HEF#H#H. WF
2 #2BETx:

CloudWatch Log E¥#H Retention
/aws/lambda/ <installation-stack- KT B H

name>-cluster-endpoints

/aws/lambda/ <installation-stack- KT IBH
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- KT IBH

name>-cluster-settings

/aws/lambda/ <installation-stack- KTBH
name>-oauth-credentials

/aws/lambda/ <installation-stack- KA BH
name>-self-signed-certificate

/aws/lambda/ <installation-stack- KA iBHA
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack- KT IBH
name>-vdc-scheduled-event-transf

ormer

/aws/lambda/ <installation-stack- KT IBHA

name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> [/ 3 @A
cluster-manager

/<installation-stack-name> /vdc/ 3 @A
controller

Amazon CloudWatch Logs
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CloudWatch Log &#H Retention
/<installation-stack-name> /vdc/ 3@ A

dcv-broker

/<installation-stack-name> /vdc/ 3{@A
dcv-connection-gateway

MBS EESTE AZHEANTERFRE , BB CloudWatch 124 |, WKBIERE CloudWatch
Logs #E€FE HFERHRE.

AXE BRI FF AT SR

B 2024.04 £ , LALLEEEBEZ BT RRRIEHR RES EUNAR, HIFARRAINERS
RES CloudFormation Z&EMW —&87 , HiERRAHFF AT FLRH ARN 4 IAMPermissionBoundary 2%
W—20, MRNBERIZFER , IFSEME RES AR LEREHFTRRE, LUTRE RES A®IEIER
FNBEERE., FRELFTECEANTAT AR RARA TIEHE

[
{
"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",
"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",
"athena:*",
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https://console.aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend:*",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",

"drs:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",

"ec2messages:*",
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"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
"es:*",

"events:*",
"firehose:*",
"fis:i*",

"fms:*",
"forecast:*",
"fox:i*",

"geo:*",

"glacier:*",
"glue:*",
"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
‘mg:
"neptune-db:*",
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"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"pi:*",

"pipes:*",
"polly:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb3:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.*",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
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"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",

"xray:*"

iXE RES ##& AMIs

ZEIB X # RES #9 Amazon Machine Image (AMIs) , A/ LA E HE] AMI EFEAZ £ ER S EHITERE
VDIs) B RES AMIs #84k. £/ RES-ready AMIs 7]tk i I 78 S SERRKAY VDI 11718 B8 B # A%
. £/ EC2 Image Builder , AL AMIs BEX M A NWEEHE, NERGRESRNFAE
7, FERGEERFEREER.

Btz El , B EEE S RAR RES,

/A Important

£ RES 2025.06.01 Z Bz 8 RES i AMIs B2 RES 2025.06.01 M B & BRATIHEE,
H 2K RES IRIBR 2025.06.01 Z BN RAFREZ IR | BXBEEERE RES R
AMIs,

&
- %1% 1AM A UEFER RES RiE

« #37 EC2 Image Builder 7t

« X{HEH EC2 Image Builder Bt J5
+ EXJE EC2 Image Builder /%M
- RERGEEFEREEE

- HITREGEESRREEE

« £ RES FEMMNEBHE

]!ﬂ
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
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% 1AM A LUZE RES IRIE

% Z ¢ EC2 Image Builder 7H! RES IRERK , BABEE I RIERE A RES-
EC2InstanceProfileForimageBuilder ) IAM A€, MHEFRE IAM SEUARRGESIHNFEHER ,
Eol (MBREEBRMFEAERERE) BB AWS Identity and Access Management (IAM)o

THABEE .

« A% Amazon EC2 BRIENEEEI %K.

« AmazonS3ReadOnlyAccess. AmazonSSMManagedInstanceCore Al
EC2InstanceProfileForimageBuilder B3,

#3 EC2 Image Builder jt#

B (RBEEFREAEERM) PHET  CRARBEERFTEAEY Y,

WAZNTHFRAER

1. SHHER  BEERE.
2. STHBRIEEREK (0S) , B Linux = Windows.

3. HYAHERE A MAEEZMNAER , HlW research-and-engineering-studio-vdi-
<operating-system>,

4. BWATHRRAGRSR , BT E R,

key : value

5. HEEXHTF , BATIERER. REBEINEMER , YAML ERSELE[E , MEKAREN
R

/A Important

EERERYP , MREH RES RIEMART BRI , F& T URI (- source:
's3://research-engineering-studio-us-east-1/releases/latest/res-
installation-scripts.tar.gz') latest® iy MR AL ARAGRSR (4l
2025.06).
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-component-console.html
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Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- GPUFamily:
type: string
description: GPU family (NONE, NVIDIA, or AMD)
default: NONE
phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "mkdir -p /root/bootstrap/logs"
- "mkdir -p /root/bootstrap/latest"
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: "s3://research-engineering-studio-us-east-1/releases/latest/
res-installation-scripts.tar.gz"
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destination: "/root/bootstrap/res-installation-scripts/res-

installation-scripts.tar.gz"
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "cd /root/bootstrap/res-installation-scripts"
- "tar -xf res-installation-scripts.tar.gz"
- "cd scripts/virtual-desktop-host/linux"
- "/bin/bash install.sh -g {{ GPUFamily }}"
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:

- "cd /root/bootstrap/res-installation-scripts/scripts/virtual-

desktop-host/linux"

- 'sed -i ''/“export AWS_DEFAULT_PROFILE="bootstrap_profile"$/d""'

install_post_reboot.sh'

- "/bin/bash install_post_reboot.sh -g {{ GPUFamily }}"

- name: PreventAL2023FromUninstallingCronie
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "rm -f /tmp/imagebuilder_service/crontab_installed"

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not

use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#

# or in the 'license' file accompanying this file. This file is distributed on

an 'AS IS' BASIS, WITHOUT WARRANTIES

#3I EC2 Image Builder 7t
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# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-vdi-windows

description: An RES EC2 Image Builder component to install required RES software

dependencies for Windows VDI.
schemaVersion: 1.0

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://research-engineering-studio-us-east-1/releases/
latest/res-installation-scripts.tar.gz'
destination:
"{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res-installation-
scripts.tar.gz'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'tar -xf res-installation-scripts.tar.gz'
'Import-Module .\scripts\virtual-desktop-host\windows
\Install.psl'
- 'Install-WindowsEC2Instance -PrebakeAMI'

6. BEVEMBARR A ARAREBEFEEITH,

#3I EC2 Image Builder 7t
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{52 H EC2 Image Builder Bt 5

EC2 Image Builder BB S @ ERE ARG , MARMIMRRAVER | IR BN —E TR EFTIR
&, WL — I WAMMREE. BLABRNRERES , UERALEN RES REAKMREREE
AMI, MFEFVFHAER , F2REEE S,

RES <& T HRREBAERR

« Amazon Linux 2 (x86 1 ARM64)

« Amazon Linux 2023 (x86 #1 ARM64)
« RHEL 8 (x86) # 9 (x86)

* Rocky Linux 9 (x86)

« Ubuntu 22.04.3 (x86)

« Ubuntu 24.04.3 (x86)

* Windows Server 2019, 2022 (x86)
* Windows 10, 11 (x86)

Create a new recipe

1. 7£ BHRX EC2 Image Builder F 18 & https://console.aws.amazon.com/imagebuilder,
HEREERT , BEERAE S,

BEEVYRERES.

B A\ M — B B B ARA Mm%

BEE RES X EREBIREK,

EHTEBARET , MRARFLLE SSM REERX |, FLE SSM REEX, EEAEENM
FAEMBLENERAEENPRAE

2

%II

o

@ Note
mFEMALZE SSM REEANER , F2H -

« £ Linux BY EC2 #i1TER F F 8% % SSM KREER,
 7£ Windows Server By EC2 #1718 £t F 8= LM EBRZEE SSM Agent,
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-recipes.html
https://console.aws.amazon.com/imagebuilder
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-manual-agent-install.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-win.html
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7. ¥R Linux BE A |, #% Amazon E&aws-cli-version-2-linuxZE A8 EEH. B
AL Windows BAEBMELS , # Amazon EBaws-cli-version-2-windowsZEE T4
®BER K, RES REETIHEA AWS CLI 12 DynamoDB E £ EMEEN VDI FEUE,

8. ¥®A Linux = Windows RIFEE K EC2 Image Builder o,

/A Important
IEAB R HE aws-cli-version-2-1linux ( BAM Linux) 8 aws-cli-
version-2-windows ( AR Windows) BB T , FsEMKFH IS L THS

¥ Components (2) mfo
You can select a maximum of 20 components (including build and test) for a recipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after a recipe Is created. Automatic version
choices are provided for each component.

Build components (2)
Build components are software scripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.

1 = aws-cli-version-2-linux :
Use latest version

2 i research-and-engineering-studio-vdi-li 12 Owned by me

9. (EHE) ¥ Amazon Z&simple-boot-test-<linux-or-windows>RIE T , LARERR
ALARE AMI, ERBERRE. SALLEREMASEERNAETH,

10. REBTREMBAER , MEEAHMAENTH  AREFRIKRES.

Modify a recipe
MRAEFHER EC2 Image Builder Bt 5 , BAILFE T AHREAT -

1. R Linux BE S |, #& Amazon ¥ &aws-cli-version-2-linuxBE T HHIEE/R H., ¥
ALl Windows BEBME S |, #& Amazon E&Eaws-cli-version-2-windowsEE& T4
WEB S, RES ZRIETHEMEA AWS CLI 1214t DynamoDB £ EHREER VDI FEUE,

2. ¥ A Linux = Windows RIFEE K EC2 Image Builder o,

/A Important
BB R HIE aws-cli-version-2-1inux (AR Linux) 3% aws-cli-
version-2-windows ( BAR Windows) BB i , F K FHIEIE L TH,
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¥ Components (2) i
You can select a maximum of 2 (ump s (including build and test) for a recipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after a recipe is created. Automatic version

fou elect
choices are provided for each compon

Build components (2)
uild components are software scripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.

3. HREBXMEMEAER , MBEMEMEAENTH , RAREZRIES.

% TE EC2 Image Builder E#5%

& LA A B R ER e AR RE 2R $E E MR R IR B AR A RZ BN RIS MR 2 B BRBR 1R @Y Amazon EC2 E R
M. BEME RES £/ , B LLEREV TN EREREERE , SEARRNERREARE,

- BEEVNNERSGEHERE  F2RE L ERREHERE
- FEEARANERREAR  FEMERKGHERE,

EEERIE Image Builder Ef#5%

1. #¥IAM A®  BALRTHE PRENAGER IAM AEUFELRES R,
2. HEHTERERE BEELEFI4CGBERENEE  IXEEEEFNES AMI B, F2H

Amazon EC2 #{T{EEEA,

3. BHRVPC, FHRBNZLEE A S4EATRBRERFERTERBES. EXAAFFHRES
IRIEM cluster-settings DynamoDB &k Amazon S3 ¥ & fE1ZETHE,

RERGRRERMEEE

REEE %EM@ELE%AE@HM% ARZBEMAEN T, ERREEBNDRZRE. FER
RES ®i#& AMIs SREMRGEE , B NEERLFTNEE , AEARBANEE. NFFHEEF , F2
(H%{%LE%%EFH%$H@>> CFEI’\JL_L%[IE%)T AMI R E 8

Create a new Image Builder pipeline

1. 7 BARBRERMRIEE 25 T2 A https://console.aws.amazon.com/imagebuilder,
2. REEERP  BERGEE,
3. BEEBRVMGBEE,
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-infra-config.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/update-infra-config.html
https://aws.amazon.com/ec2/instance-types/
https://docs.aws.amazon.com/imagebuilder/latest/userguide/ami-image-pipelines.html
https://console.aws.amazon.com/imagebuilder

M T Studio ERERER
4, BWAM—EB. EAER. FENERRIEEEEFHBEAN.

5. #H¥REFEES , BEREEABRERES  ARBEUE PEUMNE S EHERN EC2 Image Builder B
o WERRIEHVEC S A A IE R,

6. SHHERMEEIERF, ﬁ%ﬁﬁﬁ*ﬁ]i&%ﬁi =BT TERE, Eﬁ%%ﬁ%zﬁi‘l’ FERRTE
FIEECEH, WEFMEN , BF2EAEH EC2 Image Builder BB E MG TIERTE,

7. SHHERERREAL  EEEERANERRBERE  ARENE PEVNERRBHEREE
JE EC2 Image Builder Ef# %, MFREHNEBERFHENERER,

8. HHEBRBIMRE K BRECRARBERERISMRE. BHRELANVRELH RES RIR
AWS B R F. ERRBRARE K SEEARGERERNESHEIREK,

9. REAEEFMET K ARREFEVUEE

Modify an existing Image Builder pipeline
1. BECEARAENEE , FIENFRERAERE PEIUE S EHERN EC2 Image Builder Bt
Ho
2. BRERTFEE,

HITRERERMREEE

FEELARENBERG  BLARBREBEE, BEEFURFERE—/RNKRE , ERIURNIR
BRE S PR THHE,

EEIITREREE
1. RREEED  ENE PRIUNEERERGREFRREEE.
2. EBESD  BEJTEE

£ RES R a7 Y X8 3t

1. B1E PH#E Rthe section called “ERBE HE & (AMIs) 2REF R ERBE HE B
2. &¥ AMIID , MARER 28 HRGE AMI IDHTIGEBESRMRGEIE,
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/pipeline-workflows.html
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£ RES ZERRE B M

(® Note
TR - BMEFREBFEMN PrivateKey RBTFIRIE Secrets Manager MEH , FEEHITE
LR,

SBRIRE Web AFH
1. EFEEENH-ab ARV EREEERANEE

Z AWS E# & EC2 > Load Balancing > Load Balancer T# RES /A28 & & F #35,
b. BESERGARES NWEHFEEE<env-name>-external-alb,
c. BMEEERZFAFTEHINERER,
d. EXMERRHMBEFMEFERZER SSL/TLS BREWEEREN,
e. FEENWEE,
2. EEERTEERRTP

Q
ik
g

a. 7 DynamoDB -> Tables -> R &K B EREE R FK<env-name>.cluster-settings,
b. BIERKRIEE M MBEEE - B8 "key". FH "string". &4 "contains" &

"external_alb",
c. cluster.load_balancers.external_alb.certificates.provided FREA True,

d. FEH &

{fEcluster.load_balancers.external_alb.certificates.custom_dns_name,

iEZ Web FAENHEMNBTHEEERE,
e. EF MW

{fEcluster.load_balancers.external_alb.certificates.acm_certificate_arn,
iEREMAE Amazon Certificate Manager (ACM) A ¥ FEXR Y Amazon Resource Name
(ARN),

3. EHEA Web AFIREIK¥FE Route53 FHECH , LUBMANES alb B& T #ESH DNS &

f<env-name>-external-alb,

4. WROHERBDERTE SSO, FFEHE RES Web AOMBILTREEE > F9BE > E—&A > )R
B8 > {REERA P RYE AN BRI A REHRE SSO,
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1 BEFTIEE VDIs SHEmiRE

1. BTIEBEFEERER , BT RES BEABEAHMEHNIT GetSecret HAEWFFT :

e res:EnvironmentName : <env-name>

* res:ModuleName : virtual-desktop-controller

2. HEBEEREERRT:

a. 71 DynamoDB -> Tables -> SR EEREE R FK<env-name>.cluster-settings,
b. BIFRKRIEE WKBUEHE - B8 "key". TH "string". &4 "contains" F{E

"dcv_connection_gateway",
c. vdc.dcv_connection_gateway.certificate.provided 8RE4 True.

d. E# BW{Evdc.dcv_connection_gateway.certificate.custom_dns_name, E=

VDI ZEH BETHBIE AR,
e. EFW MW

fEvdc.dcv_connection_gateway.certificate.certificate_secret_arn., iE=

FRBREAR ZWERN ARN,
f. BB

fEvdc.dcv_connection_gateway.certificate.private_key_secret_arn, i

FRALEERABRZWER ARN,
3. ENRARBEITERINMEIHA

=
= =

(i

a. TE AWS F# A EC2 > Auto Scaling > Auto Scaling B #8 T BEX Auto Scaling 48,
b. ENHEE RESRIENFEEDEREHE. BBER/WAES <env-name>-vdc-

gateway-asgo
EFHEARRPSRLFMBE A,
TEFMER > BE > BESREER (BUFKREK ),
[ T ZERFAER.
BBESKD , EEHEER,
SWEF CERTIFICATE_SECRET_ARNFI PRIVATE_KEY_SECRET_ARN, fEARMHHBEFHE
& (FAS2HEL P 2.ARNs EFELE.

h. HEE Auto Scaling AR EAFEARERIIMWEEEARRA ( #&& Auto Scaling B E
),

4. EMERERKEEIAHIE Route53 FREIREE , LUEMNEE nib B & FHEZAY DNS &

8 : <env-name>-external-nlb,

= o o o

Q@
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5. #IEIBHEM dev-gateway HITIEBE : <env-name>-vdc-gateway I & FHHIE1T{E BB R

B, dcv-gateway HITERBESHESK 12: 00 AM ( & ) UTC BREREELE Secrets Manager F
WERNMAESRENETE  YEFMFEDHEBANERANE.
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ERAEER

BEEERE

HWEESEMARNYRREEEBNME S BFTIE AWS Em LR Research and Engineering

Studio BE R H AR,

ES |

- WEEE

PR 2 B 12 42 )
AT B RAR
THERERERE

RIEEHE

MWEEE

Research and Engineering Studio &£/ # & T 5323 AWS Secrets Manager. RES BEREE
HEEBHRINE. EEEERREVHBWANMESBALSE,

WEZH

<envhame> -SSO-
client-secret

<envhame> -vdc-
client-secret

<envhame> -vdc-
client-id

<envname> -
vdc-gateway-
certificate-pr
ivate-key

<envname> -
vdc-gateway-

Description

RENE-—ZA
OAuth2 F Fimts 2

vdc ClientSecret

vdc Clientld

MENBREERRE
MEE®

WMENBEREERRE

E4R RES

v

EEEEWMA

WEEE
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T 5 #Z ARN EE2E 7 DynamoDB B <envname>-cluster-settings& &R :

W32 EE T2 Studio EREER
MEE B Description EER RES EESE@mA
certificate-ce
rtificate
<envname> cluster-manager v
-cluster- ClientSecret

manager-c

lient-secret

<envname> cluster-manager v
-cluster- Clientld

manager-c

lient-id

<envname> - BB BEREERR v

external - IELE

private-key

<envname> - BB BEREEERR v

external-

certificate

<envname> - B EREERE v

internal- IELE

private-key

<envname> - BEHERFERE v

internal-

certificate

<envname> ServiceAccount £ v
-director EHH5IZ 7 (DN) B

yservice- .

ServiceAc

countUserDN

WEEE
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iR HIR

identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica HE
te.certificate_secret_arn
vdc.dcv_connection_gateway.certifica b::f )
te.private_key_secret_arn
cluster.load_balancers.internal_alb. HE
certificates.private_key_secret_arn
directoryservice.root_username_secret_arn
vdc.client_secret b:if )
cluster.load_balancers.external_alb. by}
certificates.certificate_secret_arn
cluster.load_balancers.internal_alb. b:if )
certificates.certificate_secret_arn
directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id
cluster.load_balancers.external_alb. HE
certificates.private_key_secret_arn
cluster-manager.client_secret

= =
X 7S BE 422 A 42

(® Note

AWS Budgets A% ##% Research and Engineering Studio EZ 82 2 7 B3 AWS GovCloud
(US).

AR BRI MR 103
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FRIIEZRZIEIR AWS Cost Explorer B FEE | HBIEERA, EBEUEEE., METEFMEE
F, F2EEE WEEBHEthe section called “AWS tLE BT BRIE

EEMBERAA , B RES EREHPEVHTFEHEZE BB AWS Budgets, &4 E EBAR
ERA 7 REBRANRRER.

1. BAAWS EEFEAIHEL AWS Billing and Cost Management £ &,

2. EBERESEER.

3. ESWEH res:Project# res:EnvironmentNameiZH,

4. & Activate (BA).

Billing x
Cost allocation tags . 1 Download sV
Home Cost allocation tags activated: 3
v Billing
User-defined cost allocation tags | AWS generated cost allocation tags
Bills 4
Payments @
Credits User-defined cost allocation tags (2/47) infe
Purchase orders
‘ Q_ Find cost allocation tags 11 matches
Cost & usage reports
Costallocation tags (£
Free tler - -] Tag key a  status v Lastupdated date v Lastused month v
Billing Conductor [3 [m] res:BackupPlan ® Inactive November 2023
v Cost Management () resClusterName ® Inactive November 2023
Cost explorer [2
ost explorer [ [ resDCVSessionUUID @® Inactive November 2023
Budgets
Budger: O ® Inactive November 2023
Savi 3 ® Inactive November 2023
v P [m] lodulel ® Ina November 2023
Bl (] loduleName ® Ina November 2023
Payment preferences
u] Moduleversios ®! November 2023
Consolidated billing [2
Taxsettings =] NodeType ® Inactive November 2023
v Permissions Project ® Inactive November 2023
Abbmrent anivin £7

@ Note
#ER , RES BRRZIRFEE-RIFHE,

HEHEY RES ERNTEE :
1. EIREXZAS  BERE.

-

E

Xa

2

3. EEE EERET ().
4., EFEEEET , BERLHEE - E&.
5 igg-lt_fo

\
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https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://console.aws.amazon.com/costmanagement/home

oEEE T2 Studio

ERAEER

Choose budget type w«

Budget setup

*) Use a template (simplified)
Use the recommended canfigurations. You can
change some configuration options after the
budget is created,

O Customize (advanced)
Customize a budget to set parameters specific
to your use case. You can customize the time
period, the start month, and specific accounts.

% Step 1
Choose budget type
Home Step 2
Set your budget
¥ Billing
Bills o
Payments Configure alerts
Credits
Purchase orders AL
Attach actions
Cost & usage reports
Cost categories Step 5
Cost allocation tags Review
Free tier
Billing Conductor [3
¥ Cost Management
Cost explorer [4
Budgets 1
Budgets reports
Savings Plans [
v Preferences
Billing preferences
Payment preferences
Consolidated billing [2
Tax settings
¥ Permissions

Affected policies [

Budget types

© Cost budget - Recommended 2

Monitor your costs against a specified dollar amount and receive alerts when your user-defined threshlds are
met. Using cost budgets, the budgeted amount you set represents your expected cloud spend. For example,
You can set a cost budget for a business unit and then add additional parameters such as the associated
member accounts.

Usage budget

Monitor your usage of ane or more specified usage types or usage type groups and receive alerts when your
user-defined thresholds are met. Using usage budgets, the budgeted amount represents your expected usage
For example, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and
Amazon S3.

*) Savings Plans budget

Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or
underutilized.

) Reservation budget

Track the utilization or coverage associated with your reservations and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon
ElastiCache, and Amazon Elasticsearch reservations

\§/ Cancel Next

6. HEFMHEIAT , AENEERAGEZNEAEER , SHESRFTIWEMEATR S BR. Hl10

<EnvironmentName>-<ProjectName>-<BudgetName>,

7. EREHEESHET  BAERNAESE,

8. TEFHE
9. BIEMEEREM.

10. EHET , BEER,

11. EEET , EH res : Project,

® Note

EBNEREEMANKESEEA, EUAEEREBENTAKEYES,

12. #ET , EMEREHE,

W, BEFERSE AWS BAHE.

13. EREERGRKRG  BERGERMERERE

14. EET_io

A B R )
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Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

) All AWS services (Recommended) © Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

"EC2" to budget against.

Dimension

), d
(Tag \

d res:Project ) v ‘
{/ Values \

‘ Filter tags by values v ‘

project1 X

~—

Cancel

¥ Advanced options

Aggregate costs by
‘ Unblended costs v ‘
‘ Supported charge types v ‘

‘ Upfront reservation fees X ‘ ‘ Recurring reservation charges X ‘ ‘ Other subscription costs X ‘

‘ Taxes X ‘ ‘ Support charges X ‘ ‘ Discounts X ‘

15. (EHM, ) #MERERE,

16. BET—%,

17. (B, ) NRERERE , BEAEZDFERREEFTRENAEDF.
18. BET—%,

19. MAREAR  IRICEEGEESHTRELENER.

20. BEEVHEH,

A B R ) 106
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BERECEY , EULBAERNEAR., ZZRMERNTER , 5526 the section called “fREZ
F, NRBEEE A ERKASEZIRD. IRERDRERERRE A KERKEEERF,

NMREFELERE  FROFRARERESH. SFE RESHBZSURFTE 15 DEFFEN.
RE , BUUNREERUFRESE,

AR AT R AR

B HERRTE RES BEEEM] RES ARG ERERBEN —BREBANERRAR, BIUE
HREREHER A,

&

- ERIEH

- BEEEEERERNER

- REEBERNEED N

-« T& CsV

JoIRRH
% ZE{# H Research and Engineering Studio B R ANMERIR , B4 AKX -

- BUSR

- £ AWS Billing and Cost Management T &P EIEE,

- BAEEERZER (F2H FEEX).

- AEAH RES HENIRFRAREA S MEIR, &EEEM , FHRRBTITRET

1. ABEIMNERIE VDI, EE]TE AWS Cost Explorer Fffires:ProjectiZH , RZ AR
E 24 /N,

2. BIUESRR K BRAEBRRMSEE ., iBEZBLE Cost Explorer FEUAEZR. LEFUREEE
B\ 24 N,

RABER =


https://console.aws.amazon.com/costmanagement/home
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/

ZEEE T Studio EREER

Cost analysis onboarding info

To start tracking expenses incurred over a period of time, take the following steps.

Step 1 - Launch desktop Step 2 - Enable cost tags

Launch your first desktop within this account and wait up to 24 hours for cost allocation tags to create. Once tags are created, enable cost allocation tags for the web portal and wait another 24 hours for data

to display.
Launch desktop ; N
( Enable tags )

EREEERKERNER

EEREAENEREREE T RES RETEERAENERAEMRE, RIFER , BERERBEEH
BRE 5 HER, SUNEGERINEN THNARFEPRNBEER , FAREEREXZNTEE

[=1-]
o

Projects with budget assigned @ ( Review projects ) ( Create project )

Track the current status of budgets.

Project name

test-project-2

test-project

0 2000 4000 6000 8000
Budget (USD)

W spent @ Exceeding Remaining

v Display settings

Filter displayed data

[ Find project by name v ]

[ test-project-2 X] [ test-project X]

test-project-2 test-project

BREL USD ERERNEBEEENTE. NENELEHE, SEEMEBERKL | LERSEE?R
FYHEY) USD €8, Bl REEL LANREERNEVERESE , UARERNELERE
[T
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ERAEER

Projects with budget assigned

Track the current status of budgets.

Project name

test-project-2

W Spent 1,792.09 USD
@ Exceeding 0.00 USD
Remaining 8,207.91 USD

test-project

0 2000 4000
W spent [ Exceeding

Remaining

v Display settings

Filter displayed data

[ Find project by name

test-project-2 X test-project X
test-project-2 test-project

By ) [ 2R B9 R AR 50 AT

REEEEBNRA D TEREE N EENEAERIRAHE, RIFFER ,

@ ( Review projects ) ( Create project )

6000 8000
Budget (USD)

ExEETEL6EAR

MEEER. ceRMmMEREEERNNBKAERE 5 BER , UREENNBEHEEE. BRTH 5 @
HBEHN  rEEHMENNERTERETHEMERT.

Cost analysis over time

Track expenses incurred over a period of time.

@ Download csv ¥

Costs (USD)

25.00

20.00

15.00

10.00

5.00

0.00

Aug 2024 Sep 2024 Oct 2024 Nov 2024 Dec 2024 Jan 2025

Wasd Wabc-123 M projectl
v Display settings
Filter displayed data Time range
[ Find project by name v ] [ 2024-08-01 — 2025-01-31 ]

project’ X abc-123 X asd X .
[ project1 abc-123 asd Granularity

[ Monthly v ]

Iy P B R O AR 0 AT
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EmERA

BUMRER, KEEENGHEEEETHE , LBTRKREBERREHRARDN. WRBEETERD
EERMES  REELH—EEERE K RILREERIIENERE IR ENHREAESHE
3o

L £ S

ECRERERETINENTHNNEER , C2EEWN RESREFEIERNTREE, LEFIE
REE  YETEHEARERNR,

(a - ﬁ
abc-123

abc-123

(<]

asd
asd

(<]

project1
projecti

(<]

res-integ-test-gw1
res-integ-test-gw1

O

[ Find project by name A ]

projectl X abc-123 X asd X
project1 abc-123 asd

EERESE

ECEERYHER K URECHENEENEEHE, ERZREYHEER  SEATENERE
BURTEBH, fla, MREE 2025 F 2 AZHBE 6 BARE , EXERRFEHEEA 8/1/25 -
1/31/25,

Relative range Absolute range )

Choose a range
O Past1day

O Past 7 days

O Past 1 month
(O Past 6 months
O Past 12 months

(O Custom range
Set a custom range in the past

Clear Cancel Apply

Iy P B R O AR 0 AT 110
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( Relative range Absolute range

< August 2024 September 2024 >

Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat

2 3 1 2 3 4 5 6 7

4 5 6 7 8 9 10 8 9 10 11 12 13 14
1 12 13 14 15 16 17 15 16 17 18 19 20 21

18 19 20 21 22 23 24 ||22 23 24 25 26 27 28

25 26 27 28 29 30 31 29 30J

Start date End date

[ 2024/08/01 ] [ 2025/01/31 ]

Clear Cancel

BHEE

FLUNRERASA. SEISIREEEENER. S KEHIEREEXERS 14 RN BHE
E. SARHAREEXESK 14 BANRAHHE.

[ Monthly v ]
Daily
Hourly

[ Monthly A ]

T& Csv

FEZEHBANRADRE  FEERBERRAIMEALANTEH CSV, THHN CSV B8EEH
BRSHEMEBERNEAEN , UARKERNMRE R RAEET

T&Csv 111
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Home Insert Draw Page Layout Formulas Data Review Vii

P\

'Q'Dv & Calibri (Body) vii12 A A
TR

1]
11|
11l
I

Paste B I U+~ | i Av A

Q Possible Data Loss Some features might be lost if you save this workbook in the coi

Al . fx | res:Project

A B C D E F
1 | res:Project lasd($) abc-123(S) project1($) Total costs(S)
2 res:Project total 24.136179 21.67188038 12.9429946 58.75105397
3 8/1/24 0
4 9/1/24 10.7180966 10.7180966
5 10/1/24 10.95378378 10.95378378
6 11/1/24 24.136179 24.13617901
7 12/1/24 0
8 1/1/25 12.9429946 12.94299457
9
10
11
12
13

TERRERERE

THEBBEEERAMBNASIFRERMHBETIAEHANERR. SREECEAE , BUUANERAERE
HERRRHIRBINEEEHN THERE.

FHE

© BER

TEREEX

BEHE (AMIs)

- REHRE

TepEERE R 112
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ERAEER

BERIR

Research and Engineering Studio

res-stage (us-west- <

2)

v Home

Virtual Desktops
Shared Desktops
File Browser

SSH Access

ADMIN ZONE

v eVvDl
Dashboard
Sessions
Software Stacks (AMIs)
Permission Profiles
Debug

Settings

» Environment Management

Virtual Desktop Dashboard

Instance Types (1)

Summary of all virtual desktop sessions by instance types.

mé6a.large

M méa.large

Base0S (3

Summary of all virtual desktop sessions by Base OS.

Windows

Amazon Linu...

B Amazon Linux2 [ Windows

Availability Zones (9

Summary of all virtual desktop sessions by Availability Zone.

us-west-2a

W us-west-2a

THREREEERRITREESRERR

1. BT EREE
2. THEEBHIRRE
3. EREXRRR

4L & demoadmin1 v

Session State (2

Summary of all virtual desktop sessions by state.

STOPPING ,

[ STOPPING

Project (4)

Summary of all virtual desktop sessions by Project Code

project1 !

M project1

Software Stacks (6

Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -

0 05 1 15
No. of Sessions

~

[ sessions

BERIR
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M T Studio ERERER
4. R

5. AT AEH

6. R

s EEERM

7. EMEERBRRUEHREA,
8. BIERIATIEMFERUEEE TERE.,

TERSER

T {EBE RS B RFT B £ Research and Engineering Studio F 2V WERSH, RIERRER , &9
DEREMBR TR B EARE LT TERER.

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions eJaI Desktops. o
)

Actions Vv

@ Created ¥ Last 1 mont

All States ¥ All Operating Systems ¥
-] Session Name v Owner v Base 0OS Instance Ty... State Project Created On
[ demoadminiaml21 5 demoadmin1 Amazon Linux 2 méa.large @® Stopped projectl 9/27/2023, 8:31:50 AM
a demoadminiwindows1 demoadmin1 Windows méa.large @® Stopped project1 9/27/2023, 8:38:23 AM

1

1. EREE  REEERBHEEARYIETN TEREREERER.
2. BN TR ERBIETIRERK
a. MBI ERE (s)
b. 1% 1L/KER THEFE ER (s)
c. SR HI{Z LE/REE TEPKER (s)
d. #& 1 THERKER (s)
e. MH L IE TIEREER (s)
f. Session(s) EE{EAREE
g BUHBEHE
3. BEEV TERERAEM I TERER,
4. EBES TERE , YRRENEERREER,

TEREER 114
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5. BEMTFERBBUMRESFMER,

BT TERER

1. BERINTERR. MBFHNERKEEEREERR.

2. WAFTEEERRFHEER.

3. (ER, ) RABERERZE  UREHAHMFEES  FI07#8 ID M DCV TEEERER,
4. BERX.

TEREER 115
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ERAEER

Vy

Launch New Virtual Desktop X

Session Name
Enter a name for the virtual desktop

[ )

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(2 )

Project
Select the project under which the session will get created

[ v

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2 v ]

Software Stack
Select the software stack for your virtual desktop

[ ")

Enable Instance Hibernation
Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

©

Virtual Desktop Size
Select a virtual desktop instance type

(a )

Storage Size (GB)
Enter the storage size for your virtual desktop in GBs

10 )
Show Advanced Options

©

TEFEERFFHIERA

RTERERBES , BN TERERRBURE TFERERFHEER,

TEREER
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RES Virtual Desktop Sessions

Session: demoadmin1ami21

8765705b-8919-48ba-901a-19e2c49cf043

General Information

Session Name Owner State
demoadmintami21 demoadmin1 @ Stopped

Details Server Software Stack Project Permissions Schedule Monitoring - D>
Session Details
RES Session Id DCV Session Id Description
8765705b-8919-48ba-901a-19e2c49cf043 bd63e69a-e75a-427b-b4c8-39d7c43b95ad -
Session Type Hibernation Enabled Created On

VIRTUAL No

9/27/2023, 8:31:50 AM

Updated On
9/29/2023, 11:01:20 PM

ERREHED (AMIs)

WEBEMBEE , BT LAERE Amazon Machine Image (AMIs) REE R BB,
RES Virtual Desktops

Software Stacks ©

Software Stacks (AMIs)

Register Software Stack

Manage your Virtual Desktop Software Stacks

All Operating Systems ¥

Name v Description v AMI ID / Systems Manager Parameter A... ¥V Base OS v Root Volume Size v Min RA...
O RHELS - x86_64 RHELS - x86_64 ami-01955109048f9b11d RedHat Enterprise Linux 8 50GB 4GB
O UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-09ac0b140f63d3458 Ubuntu 22.04 50GB 4GB
O Windows - x86_64 Windows - x86_64 ami-06244562918e090e8 Windows 50GB 4GB
O Windows - AMD Windows - AMD ami-0c204e78e7e8c343b Windows 50GB 4GB
O Windows - NVIDIA Windows - NVIDIA ami-06871ff48caabe79%e Windows 50GB 4GB
O RHELO - x86_64 RHEL9 - x86_64 ami-0a74a0465cdeeadb3 RedHat Enterprise Linux 9 50GB 4GB
(@) Amazon Linux 2 - ARM64 Amazon Linux 2 - ARM64 ami-0f27f8ea8f8bd937c Amazon Linux 2 50GB 4GB
O Amazon Linux 2 - x86_64 Amazon Linux 2 - x86_64 ami-0ad253013fad0a42a Amazon Linux 2 50GB 4GB
O AL2023 - ARM64 AL2023 - ARM64 ami-0aaf509a1ebd95e61 Amazon Linux 2023 50GB 4GB
(@) AL2023 - x86_64 AL2023 - x86_64 ami-08a6efd148b1f7504 Amazon Linux 2023 50GB 4GB
1.2 >
=+ = 5. == 75 V3 Eoo 7= Al
1. EERSRANEEHE  FEAEXRR THBERERRKEE,
> 5] ~ 5] = BE
2. ZENEBHENER , MR FAEA.
N [==] ﬂ: N P2 .L\b — =] [==] 9 [==] b:
3. EEFEBHEZNREEG K AREADEHRERRFEELEE , WiGHBIERIGEESR,

EREEHER (AMIS) 117
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4. JBIERE MRS HE B R SR SR SRRV

SR

A T 22K BE 4 A 26 T FRAGUE ML AV

(® Note
BT LAE A R I Systems Manager S8 A EEHE ID BB,
Systems Manager 28 EZFE T 5IR®& , RES FaefzlEM :
- £#8 : res:EnvironmentName, {& : <your RES environment name>

- %88 : res:ModuleName., {B : virtual-desktop-controller

1. BEEMHKEER,
2. BANREBHBNFEEN.

BB B (AMIs) 118
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Register new Software Stack X

Name
Enter a name for the software stack

[ )

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ )

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systems Manager Parameter ARN

[ )

AMI ID must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format

Operating System
Select the operating system for the software stack

[ *)

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[ ")

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

& )

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

& )

Projects
Select applicable projects for the software stack

[ ")

Tenancy
The type of tenancy

[ Shared v ]

BRI RIGER

ERRNTNHREBHRE SR ERGER, B , NREFEEENBEEL 2R HRHEE
HR  BHTTIEBE

(® Note
BRESERERERGEAKENER,

1. EREHBEEF  EREENESERCHEMHEENRRRE,

HEHB (AMIs) 119
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2. EEHE,

3. BIEmE,

4., FRAERTHNXBFEENER,
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Update Software Stack: AL2023 - x86_64 X

Stack Name
Enter a name for the Software Stack.

[ AL2023 - x86_64 ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ AL2023 - x86_64 ]

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systems Manager Parameter ARN

[ ami-08a6efd148b1f7504 ]

AMI ID must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format
Operating System
Select the operating system for the software stack

Amazon Linux 2023 v

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[N/A v]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

& )

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

€ )

Projects
Select applicable projects for the software stack

[ v

Tenancy
The type of tenancy

[ Shared v ]

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

[ v |
J

BR B8 HE B (AMIS)

[m6a X][tB X]

121
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5. BEEXR.

T AR B AE T EERENEHE,
SRR ER VDI T EEEE

HRBECEMNVREER  SUEEAMNATERRINEE, SESRHERNRRFTESRR
EREFERNBEETEHR, SUNEZRXRINEREHAFFNATERRIINEE,

j Research and Engineering Studio 4 8 admin1 v

res-deploy (us- < Review the virtual desktop settings s
east-2)
Module Name Module ID Version
v Desktops virtual-desktop-controller vdc 2024.12.01

My virtual desktops
Shared desktops

General Notifications Server Controller Broker C i [ Logs
¥ Session management .
Session ®
Sessions
Software stacks Idle Timeout CPU Utilization Threshold Enforce Schedule
Debugging 43200 minutes 30% Yes
Desktop settings Transition State Allowed Sessions Per User
. Stop 5
v Environment management
Dashboards New
Projects DCV Host @
Users
Allowed Security Groups Max Root Volume Size
Groups
1000 GB
File systems
53 buckets Allowed Instance Families and Types Denied Instance Types
Ident ¢ ; gld
N
lentity management New . gadn
Permission policy . g5
Environment status * méa
. 3
Snapshot management . meg

Environment settings

EEREZRMERN T ERERINEEELE

1. EREHEEEEL  EEEEEERER,
2. EEDF RAREIREHED,
3. RAFMTERBRINERTH THNXNBENREMFNHITERRINEE,
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ERAEER

4. EBEHEREZXR.

(® Note

Update Software Stack: AL2023 - x86_64 X

Stack Name
Enter a name for the Software Stack.

[ AL2023 - x86_64 ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ AL2023 - x86_64 ]

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systems Manager Parameter ARN

[ ami-08a6efd148b1f7504 ]

AMI ID must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format

Operating System
Select the operating system for the software stack

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[NIA V]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

(0 )

Min. RAM (GB)

Enter the min. ram for your virtual desktop in GBs
e ]

Projects
Select applicable projects for the software stack

[ *)

Tenancy
The type of tenancy

[ Shared v ]

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

[

")

MRAFHTEBRRINER L HETSHTERKRIMNZARIIANATERER (H0
t3#M t3.1large) , AIEEHEBN AFFHTERRINEEBUEN TRAZEIS IS HTEE

R,

DR (AMIs)
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/A Important

- RBFEBMOAFBEFREBRATERER/ R  EASEDRAERBHEEPBER,
- EREEGENATEREE/RI TS ABMETHEHEL,

BRI E B RAE R

RREHEBEE , ENRBHEREBURREFRER, SO LENREHERNERRE , RED
&, RRZERE UREREHER,

VDI A X E

ESEMHNREBERNREERENRBHRE | BRI REHEEBRBVDIs EREAM, BN
T={EHEA :

- HA (FEER) - ERHAATERHTEEHIT VDIs

- ERAYITER - ERZERABTEEHIT VDIs

- ERAEH - EREAEHHT VDIs
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Register new Software Stack X

Name
Enter a name for the software stack

[ ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ ]

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systems Manager Parameter ARN

[ )

AMI 1D must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format

Operating System
Select the operating system for the software stack

[ v)

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[ ")

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

[0 ]

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

& )

Projects
Select applicable projects for the software stack

[ ")

Tenancy
The type of tenancy

[ Shared v ]

ECENMERTHEARER 6 CELFAZIEABRNENEREIHER, XETIERETHER .

. FHEREE - £ AWS License Manager FZ I F#EFREA
- T ID-BEEH D
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Tenancy
The type of tenancy

[ Dedicated Host v ]

Tenancy Affinity
The relationship between an instance and a dedicated host

[Off v]

Target Host By
The type of target host

[ Host Resource Group v ]

Host Resource Group ARN
The ARN of the dedicated resource group

[ )

Tenancy
The type of tenancy

[ Dedicated Host v ]

Tenancy Affinity
The relationship between an instance and a dedicated host

= 2

Target Host By
The type of target host

[ Host ID v ]

Tenancy Host ID
The ID of the dedicated host

[ )

EEERE VDIs BIEE VDI FTENEMEREEREHESERATHIER , 35K ( License AWS
Manager fEF&EFM) PNEV BREEREN AMIs FIEIRE | ASREE AMI 237 BB,

#7118 Rocky Linux O BXE8# &

RES R BEAM Rocky Linux 9 FYTEER K BEHSE | R AER A EA WL Rocky AMI LUK 204 {5 F A9
B=

1. BAAWS 25, AEFIE EC2 ERAEHPM AMI B EHMH,

2. 7 AWS Marketplace Z5|FEE T# S E B4 Rocky Linux 9 AMIs,

3. f% Rocky Linux 3#E{& %A Rocky Linux 9 B9 AMI ( BJ ) - x86_64,

HEHB (AMIs) 126
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https://console.aws.amazon.com/ec2/home#AMICatalog

W32 EE T2 Studio EREER

2 Rocky Linux’ [Rocky Linux 9 (Official) - x86__(-34]
By Rocky Linux [? | Ver 9.5.20241118

ok Kk 73 AWS reviews [

Starting from $0.00 to $0.00/hr for software + AWS usage fees

Select

Rocky Linux is a free, open, community enterprise operating system
designed to be 100% bug-for-bug compatible with the top
upstream enterprise Linux distribution. Built by the community, for
the community. With fully open and transparent development,
there's plenty of opportunity for anyone to...

4. EHUER |, BEFMAIFTE.
5. MLEH K ARERFME AMI K AMI ID,

AMI Catalog

An AMlI is a template that contains the software configuration (operating system, application server, and applications)
required to launch your instance. You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or
you can select one of your own AMls.

AMls
Selected AMI: (ami-0a73e96a849c232cc)

‘; Q, Rocky Linux 9 X ]@

Quick Start AMis (0) My AMis (176) AWS Marketplace AMIs (589) Community AMIs (500)
Commonly used AMIs Created by me AWS & trusted third-party AMIs Published by anyone

( Create Template with AMI ) Launch Instance with AMI

6. BRI RES AO#EuE , WAL AMI EREHEEEE FEMTHNREHE,

BREORSHEREERIEARBNASRE. SBUUERLEERREEIHBIER, VD THR
SIEREETIHTERSEESE , M VD THEERRZRSIEBRSFETETH TERBER.

View hosts and sessions registered with NICE DCV Broker

v Home

Virtual Desktops

Shared Desktops

VD Host VD Sessions
File Browser
SSH Access
of{ 1 item
©"servers" : [ 1 item
ADMIN ZONE ©0:{ 15 items
v evDI "id" : "aXAtMTAtMy@xNTctMTkOLmNvcnAucmVzLmNvbS@xMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQ4NDEYN2E1MzgwZDU4YjIzM212Zjg=""
"ip" : "10.3.157.194"
Dashboard
"hostname" : "ip-10-3-157-194.corp.res.com"
Sessions

"default_dns_name" : "ip-10-3-157-194.corp.res.com"
Software Stacks (AMIs) " "
port" : NUEE
Permission Profil
ermission Profiles ©"endpoints" : [ 4 items
©0:{ 3 items

Settings "port" : 8443

Debug
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RHERE
BAUEAREREREMRREHEERSEMEBHNEIR.

RES Virtual Desktops Settings

Virtual Desktop Settings

Review the virtual desktop settings

Module Name Module ID Version

virtual-desktop-controller vdc 2025.03b1

General Notifications Server Controller Broker Connection Gateway CloudWatch Logs

Session ®
Idle Timeout CPU Utilization Threshold Enforce Schedule

43200 minutes 30% Yes

Transition State
Stop

DCV Host ®

Allowed Security Groups Max Root Volume Size
1000 GB

Allowed Instance Families and Types Denied Instance Types
-3

s gddn

* gdad

. g5

¢ méa

* még

—
— WA BETROFREE , Hl
QuUIC

A QUIC LAfm#F TCP A A ERRE M AR BREADE.
75k DCV T{EREER 3 E

ARPBEERKEAVTER DCV TEERER, REFTEBRARENEZLNRE. EEERRHT
EREENEEREEERIEES THEEREENER.
BEERSECRAENER AT TIERRE

BEEXRSEMCRAE L VDI TERRBENTERE.

A Al 2%
ARBFRFSIERAIREFIERE |, flW
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ERAEER

DCV T{EFEER B R B

Z%DCV TR EEBTEERNKE. EFTLERE TEMENMRE , 1E1 DCV AFK

5 Web ZIE2REIR TIEME R

BB RSB 5

ZEBOAFRERBEESHNER,
CPU A XRE

ERSRERN CPU FEAE,
RETRE XN ER

EHE R E TR R L RRRER TR A D,
AFFNBITERER

A AL RES RIBREN BT ERBRIMA/NEE, ARESHTEBRINHTEEBANMEE.
flan , MBEIEE 'm7a', Bl m7a RIIMWFAE RN LMESR VDI TIER B E ., MREEE
'm7a.24xlarge’' , Bl RE m7a.24xlarge A A VDI TEREB B . WEESFEREFHMESR

Z=

<o

RES Virtual Desktops

Settings

Virtual Desktop Settings

Review the virtual desktop settings

Module Name Module ID
virtual-desktop-controller vdc

General Notifications Server Controller Broker
General

Quic

Quick UDP Internet Connections (QUIC) is a protocol that attempts to improve streaming in higher latency
environments.
Toggle on to activate QUIC in favor of TCP as the default streaming protocol for all your virtual desktops

© pisabled O

Subnet AutoRetry
© Enabled

Default DCV Session Type

Default setting will only apply in cases where Instance Type and Operating System supports either Virtual
or Console Session Types.

( Console v ]\

Connection Gateway

Version
2025.03b1

CloudWatch Logs

eVDI Subnets
. subnet-0631e566e706ad31e
. subnet-00d930afd7485¢9a5

Randomize Subnets
© Disabled

Default Allowed Sessions Per User Per Project
Default value for allowed sessions per user per project.

5 £

KRERE
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RIEEE

& Research and Engineering Studio HIRIZEEEERRY A EEFEAE T UAEMRNIREREVA
EERHARE, EERETNISEEER. BENEMXENTH  2BEZLNREFHET, £/
EALRENMEHITELRE , UARHERNRBER R , BELEERHER, AERNERHEBRIR
MAgFEHLMMERYIRE,

£

- RIFARAE

- RIFFZE

- EAE

« Groups (E¥#8)

- BEX

o FFABUR

CEZR N

REBEE

Amazon S3 F#FirE

IRIEIRRE

RREREEESRETERANENRBANIH, c22BBRE, EEEBNEGRREASEN.
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Research and Engineering Studio L & demoadmind v

Environm nagement tatus ®

Environment Status

Modules ©

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets

Global Settings global-settings - @Conﬁg @ Deployed © Not Applicable

Cluster cluster 2023.10 © Deployed © Not Applicable o default

Metrics & Monitoring metrics 2023.10 © Deployed © Not Applicable * default

Directory Service directoryservice 2023.10 @© Deployed © Not Applicable « default

Identity Provider identity-provider 2023.10 @ Deployed © Not Applicable * default

Analytics analytics 2023.10 © Deployed © Not Applicable o default

Shared Storage shared-storage 2023.10 © Deployed © Not Applicable o default

Cluster Manager cluster-manager 2023.10 @© Deployed © Healthy o default

evDI vdc 2023.10 @ Deployed @ Healthy o default

Bastion Host bastion-host 2023.10 © Deployed © Not Applicable * default
Infrastructure Hosts ©
Cluster hosts and status

Instance Name Module ID Node Type Version Type ilability Zone State Private IP Public |

res-demo2-bastion-host bastion-host @\nfra 2023.10 mb5.large us-east-2a @ Running 10.1.3.148 3.145.1¢

res-demo2-vdc-controller vdc ®App 2023.10 ms.large us-east-2a ®© Running 10.1.129.105 -

res-demo2-vdc-broker vdc @\nfra 2023.10 mb.large us-east-2b © Running 10.1.149.12 -

res-demo2-cluster-manager cluster-manager @App 2023.10 mb5.large us-east-2b © Running 10.1.155.249 -

res-demo2-vdc-gateway vdc @ Infra 2023.10 mb5.large us-east-2b @©@ Running 10.1.153.135 -

REXEEASENEMARFEES , flW

iﬂ‘

BAMEEMNERENEESEAERBNETEHSFEN. EULRE Web ADBURENE

X T,
- BORHEE

BTREA , PImME—Z A AMRE,
iy

#UR VPC ID, AREFIHNFEIFE IDs,

Directory Service

e

il
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FREREZBANZEN Active Directory SR EMBFIREFRZEEE ARN,

e &

REAPERESHMEERENSREREEAERE L, BEEESEAEEEEmERIBRS &
&, MENRERAESERNFEES  F26R AEEE.

@ Note
EEERARAFATERAEERLIFEREE. REER  MEEAZHEENIFERAPRE ,

FEMEAERRERAL, NREHAEERIFEFERAFTRE , BEMALEA EZ‘%EE.LIVEI‘%‘
B

, Research and Engineering Studio

wironment Management

* IDEAUsers

©  demouser: 2 3006 3006 demouser: 2@demo. No user No @ Enabled
* DemoUsers

O sauser: 2 3011 3011 sauser. 2@demo. No user No © Enabled o SAUsers

* DemoAdmins
(@] demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes © Enabled * AWS Delegated Administrators
* IDEAUsers

O pmtuser02 8001 6001 pmtuser02@demo. No user No © Enabled * ProductUsers

EERAEEET , B

1. BSEAE
2. EMERERBE  FEMABFEIHERR

a. REREEEFEAE

b. FRERE
Groups (E##0)

AP ERESHRERESSHRERAER L. IBREEENEENHEBER
ER.

s
W%
&n
=
=
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ERAEER

- Research and Engineering Studio

RES

Groups

Environment Management

Environment user group management

B

L

& demoadmina v

(6]

Disable Group

1

Title Group Name Type Role Status GID
[ (o] IDEAUsers IDEAUsers external user @ Enabled 4000 ]
O SAAdmins SAAdmins external user @© Enabled 3035
O AWS Delegated Administrators AWS Delegated Administrators external admin @ Enabled 3999
Users in IDEAUsers (3 v
O  username uID GID Email Is Sudo? Role Is Active Status Groups syni
* DemoAdmins
(] demoadmin1 3000 3000 demoadmin1@demo. Yes admin Yes @© Enabled * AWS Delegated Administrators 10/3
* IDEAUsers
* DemoAdmins
(m} demoadmin4 3003 3003 demoadmin4@demo Yes admin Yes @ Enabled * AWS Delegated Administrators 10/3
* IDEAUsers
* SAAdmins

EHERES , B

—

BEMERERE
EEUE & B AR A
EEUE & B AR A

7R £ Pl B F Zh B R 2R 15 A SRR B 4B

w

A

FERERRE., BRMESENFRR, 2
B, EREFES—HSERE , T8
B BHRBAERE.

ERE

L] H-l'
% @
<m

]

i
da 4B |dm |dm
A (B M

<t

s

Tt
 |H
it

. MR
- RERMEIBEER
- BREERHEEBHNERRIRE

ik EIETRN

—

, B ERERE
AU EERNBESER , fINEEERNERMAN, BB

BULRAERRMNEAEES , MBREEAPNERE.

, PlanE R, HWRMRRE
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=

133



#5EEE T2 Studio EREER

mIRER

, Research and Engineering Studio L & demoadmin4 v

(6]

ezl -..... I8
o Edit Project
Disable Project
Update Tags
Title ProjectCode @ Status Budgets Groups Updated On

1

[ O  project-1 project-1 @ Enabled = + IDEAUsers 10/3/2023, 7:04:18 PM ]

EXRERRERAECTANERFE, RERERKR , LT

1. BUUERAESRURSKER,
2. EMERK , B UEAEBEIRERRK
a. IMEER
b. FARMAER
c. ENMERER
d. MRER
B RERVERREVINESR,

BUER
1. EBEBIUER,
2. BABERFHEA.
ER D 2UAKEM FRADENERIZER AWS Cost Explorer Service, MIEFMEN , B2
RRAFERAEEENRE D BEER.
/A Important
ERXIDELIEBRIUREE,
MEBEMSZRENFHEENR , F20H MEREER,
(EA) ARERNTEE. NEEENFHENR , F28 ARERNES,
4, FTEHERRFKIUFERALAETERRE (FEER ). EFS, FSxfor Lustre. FSx NetApp ONTAP
= EBS Mk EfEF.
L ES 134
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5.

6.

BIRSEE  HAMERERM. EFS. FSx for Lustre # FSx NetApp ONTAP AJ LA s ZEE S
M VDIs £H, Fid , EBS MRERFREGERZERTINESE VDI HEBECHEAHK , B
H&ETE2EHM VDIs RERCZEHA,

RES Virtual Desktop Projects Create new Project

Create new Project

Project Definition

Title
Enter a user friendly project title.

[ )

Project ID
Enter a project-id

( )

Project ID can only use lowercase alphabets, numbers, hyphens (-), underscores (), or periods (). Must be between 3 and 40 characters long,

Description
Enter the project description

Enter Description ...

Allowed sessions per user
Maximum number of sessions a user can launch in this project

E )

Enable budget assignment and tracking
To track budget status in the cost dashboard, specify the budget created in AWS Budgets

(® )

Resource Configurations

Starage resources
Add file systems and/or 3 buckets to the project

[ ] ©

Home directory filesystem

Select the filesystem that will be used to create the user home directories on Linux desktops

[ Shared Storage - Home [efs] v J @

» Advanced Options

EREAEN/RFEEENAE ("ERXKE) R "EXRERE, ), UFESEAGTRINE
'T/E?Enlnq:—.l- }:HF:E? , nﬁﬁﬁﬂ o

BEREX

HERBEFENESR,

REBETIRERT , RERBER,

WABNER.

MRERBERAEAE  F2H AERNEZES UNEFEET. ELREERNEAER  BET

PMABEREVAEASELEVENSALE , IRELEEINEINEE K FEM TR EEEW
EWEREEE,

ki
i
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ERAEER

4.

MFEEFBENFRES , B ERE A,
BEREX

RES rtual Desktof Projec

Edit Project

Project Definition

Title
Enter a user friendly project title

| test ]

Project ID

Enter a project-id

Project ID can only use lowercase alphabets, numbers, hyphens (-, underscores (), or periods (. Must be between 3 and 40 characters long.

Description
Enter the project description.

Enter Description

Allowed sessions per user
Maximum number of sessions a user can launch in this project

(s )
Enable budget assignment and tracking

(o ]

Resource Configurations

v Advanced Options

Add Policies
Select applicable policies for the Project

\ J©

Add Security Groups
Select applicable security groups for the Project

» Linux

» Windows

FHESR

EEFRER:

1.

2.

RERBEFENER.
REBETIRERT , REFRAER,

ki
i
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Research and Engineel L & admin1 v

res-deploy (us- RES Environment Management ro o)
east-2) .
Projects © G ») CEEZED
v Desktops onment Proj e Edit Project
Disable P
My it deskiops
Update Tags
Shared desktops
Title ProjectCode v Status v Budgets v Groups v Users Delete Project v
. deleteProject2 004 © Enabled - « group_1 « admin1 1/28/2025, 2:12:38 AM
¥ Session management
Dashboard disableProject 002 © Enabled = « group_1 « admin1 1/28/2025, 4:03:18 PM ]
Sessions test 001 @ Enabled - « group_1 « admint 1/27/2025, 12:59:53 AM
Software stacks
Debugging 1

Desktop settings

v Environment Management
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

3. MREAER , BAEXRMEWNAE VDI TERRHEEFL, ELITHEBRELTEREAR
EXRE,

Research and Engineering Stu L & admin1 v

res-deploy (us- @ Successfully disabled project with ID: 5242¢9f2-8895-483f-9389-ba9bff278598, and all associated sessions will be stopped ®
east-2)

Deskeops Projects ©)

My virtual desktops

Ll

Environment Project Managen

Shared desktops

v Session management Title v ProjectCode v  Status v  Budgets v Groups v Users v  UpdatedOn v
Dashboard

asnboar O deleteProject2 004 @ Enabled - « group_1 « admint 1/28/2025, 2:12:38 AM
Sessions

Software stacks O disableProject 002 © Disabled - « group_1 « admint 1/28/2025, 4:35:29 PM

Debugging O test 001 @ Enabled - * group_1 « admint 1/27/2025, 12:59:53 AM
Desktop settings

<

Environment Management
Projects

Users

Groups

File systems

S3 buckets

Identity management New
Permission policy

Environment status

Snapshot management

Environment settings

FIERER,
2. WEEDRERT  BERMRKRESR.

ki
i
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74| Research and Engineering Studio 4 & admin1 v

res-deploy (us- ES > Environment Managemer ®
east-2)
v Desktops Edit Project

My virtual desktops Disable Project q

Update Tags

Project Code v Status v Budgets v Groups vV Users Delete Project | v

Shared desktops

. [ O deleteProject2 004 @ Enabled = - group_1 « admint 2/1472025, 1:40:52 PM
v Session management
Sessions O disableProject 002 © Enabled - « group_1 « admint 211412025, 1:40:28 PM
Software stacks O test 001 © Enabled - « group_t - admint 112712025, 12:59:53 AM
Debugging
Desktop settings 1

v Environment management
Dashboards New
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

3. HRREEERELER., BASRNER  RAREEERBRER,
Delete Project: test-proj-deletion X
Are you sure you want to delete this project?

All associated sessions will be terminated. This action cannot be undone.

To confirm deletion, enter the name of the project in the text input field.

[ test-proj-deletion ]

Cancel

4. MRMBRER , BRERMEBBOAE VDI TERERBSEK L,

ki
i
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j Research and Engineering Studio 4 & admin1 v

res-deploy (us- @© Project with ID: ea231a4c-7€01-4d1c-8590-55703918¢87e has been deleted successfully @
east-2)

RES nwir gement
@ G (D

My virtual desktops

Shared desktops

v Session management Title v Project Code v Status v Budgets v Groups v Users v Updated On v
Dashboard
ashboar O  disableProject 002 @© Enabled - * group_1 * admint 1/28/2025, 4:40:03 PM
Sessions
Software stacks O test 001 @ Enabled « group_1 * admin1 1/27/2025, 12:59:53 AM

Debugging

Desktop settings

Environment Management
Projects

Users

Groups

File systems

S3 buckets

Identity management New
Permission policy

Environment status

Snapshot management

Environmen It settines

RERTHEABRER
ERERENERE TG ERER TN EHTER.

1. EERFETENER,

2. ®BFEURRTD  EEEFER.

3. BRENMESR K ARGBATHRNE.

4. HEBBRER K FRELEBRIEBEZNBER.

WA EE RN ERRM

ENERE , SLURFAEARSHERRKRER , MeREERABEBNERRR.

ki
i
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Projects @ Ga ) CEXZD

Environment Project Managemen

1

Title Project Code Status Budgets Groups Updated On

[ (o] project-1 project-1 @ Enabled - e |IDEAUsers 10/3/2023, 9:06:30 PM ]
1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?
No d

T8 BB EE AN

BYSRBERE , SuUERAERERBTVERBRRMEMBER, MBERIERPHNAEF VDI
PITERRHAFENANERE , fINRLEE, IAM BERNBBETSE.

B BUR

AL IAM REFEHER T BB 2 FAH/TERN VDI 78, EEMARE , HEATII@E
B

res:Resource/vdi-host-policy

M 1AM BEHNFHAET , BSH AV FHBRENHT,

MR RE

AL R 2B EREFIERTAA VDI STERNBENBALER, EENAREEE , FEM
THREHRLLEHE

res:Resource/vdi-security-group

7=
1L o

MHFELRLHARNFEES , F28 (Amazon VPC EREER) FNEAZLEFEZRFER AWS &Y
=

&

MEREBESE

BULHERBESR , ELESHEEERTHNANAE VDI TEMEER LME, RES X1& Linux M
Windows BT IREIE) . HRETSHRME , B LURE

gt

= 140
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html

#5EEE T2 Studio EREER

VDI BB RHITESTR

IEESEHITEM RES MMERZE 2H |, £ VDI HTEBNFAERDESE,

RE VDI BT TH

IBRIEE R RES HETHERREBESR.

ETBXETHEREE :
B ISR gl
S3 URI s3 : //bucketname/script.sh
HTTPS URL (HTTPS URL) https://sample.samplecontent.com/sample
AHEEZR file : //luser/scripts/example.sh

ALEE SRR LB R ETRATEEATIERME .

res:EnvironmentName/<res-environment>

HREIB , FRAERD RIEMEIH.

gt
%
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘samplecontent‘com/sample] [ ] ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ) { 1,2 ]
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[53://sampIe-res-scripts/sample.sh ! J [ 1,2 ]
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh } [ 1.2 ]
Add Scripts

EREERNEH
BB ESHBRE ISR,

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not use
this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#
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# or in the 'license' file accompanying this file. This file is distributed on an
'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the specific
language governing permissions

# and limitations under the License.

#!/bin/bash

echo "start_script.sh running" >> /test_scripts
echo "All arguments: $@" >> /test_scripts

echo "Argument count: $#" >> /test_scripts

echo "Argument 1, $1" >> /test_scripts

echo "Argument 2, $2" >> /test_scripts

echo "end of start_script.sh" >> /test_scripts

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not use
this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on an
'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the specific
language governing permissions

# and limitations under the License.

#!1pwsh

Write-Output "configure_script.psl running" | Out-File -Append -FilePath "/
test_scripts"

Write-Output "All arguments: $args" | Out-File -Append -FilePath "/test_scripts"
Write-Output "Argument count: $($args.Count)" | Out-File -Append -FilePath "/
test_scripts"

Write-Output "Argument 1, $($args[@])" | Out-File -Append -FilePath "/test_scripts"
Write-Output "Argument 2, $($args[1])" | Out-File -Append -FilePath "/test_scripts"
Write-Output "end of configure_script.psl" | Out-File -Append -FilePath "/
test_scripts"

gt
%
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AT AR

Research and Engineering Studio (RES) A EBFEAERI BEIHFURER  UEFMEFERAEE
BHMBERNENG Y. SEERBEMEESRTUREE . "EXRRE, N "EXREEE, , UE
X =HI

Bel  EEEALMUERAFTREERTRMEFTES
1. EREEFTES 'ENERKEER.  AHEENEAESEMERENFEREEERAR
PR, UKk TEMERRE,  UAHEENERERASRFERESR.

2. VDI TEEREEHTES "BYTHERER,  AHEENEREEHERPTENL VDI THEER ,
R T@8MARIEE —EERENTHRR,  AFEENERAEEYRREERPEMERENT
YERE R

BREESR  EEE UK EREHIZREHEREFTHIFEES,

ES ]

- EXREEA

+ VDI TR REERTA
- EERFFAIRRERE

- EERGTAIRRERE

- RERR

- KREHARERE

PR A5

ESEENEESEAERERDPTENBREAENEHE, CEAFMMREFT

RFrEHMERENMFENFEER.
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Team Configurations

Groups  Info Permission profile Info

| group_1 ¥ | | Project Owner v ( Remove )

A Users/groups assigned to this permission profile can grant themselves or
others higher privileges for this project by re-assigning personnel to a

different permission profile

| group_2 v | |ije[1 Member v ( memove )

|:’ Add group ‘

Mo users attached. Click 'Add user’ below to get started

| Add user |

(o) D

EHMERNRE

LA AMHESRENFEESCRECAERARN LNBFRERANEFERAER,

Research and Engineering Studio

RES

v Desktops
My Virtual Desktops

Shared Desktops

File Browser
SSH Access Instructions
O project2 Project2 © Enabled - group_2  usert 7/15/2024, 11:45:22 AM
" * group_1
v Environment Management O  project3 Project3 @ Enabled — - 7/15/2024, 8:05:20 AM
up_:
Projects

VDI T/EREEREEFF ]
B TERSER

REHREAFEAERENEREREEEMEBACH VDI TEEE, FRALERTMERFERESRE
REMEBECH VDI TR, ERE-FUUELNERIEESH VDI THERER.

MRFEBEEFEHERBELIEREBNGT , ISAUMEAMBFNERSEIZRE , OTFR
N
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Virtual Desktops

test2  Connect

©@Ready Windows t3.medium @ No Schedule

B S I E Al AR TAEFEER

RFFEEEEAEREASEERFHTFRERER, ELEAEHREATERSUFTFTNERSD
REAERERE VDI TEREE.

NRFEESEAEERAHMEAERB THERRNT  EAfSEER 8BTS TERRER
THTEREERER , TR :

RES <

¥ Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

¥ Session Management

Sessions

MRIEEEFHEREAEMABRY TERBRNGT , LA 8EER ST SE T TERRE
B WTR
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RES <

¥ Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

EEFTARER
BR RES BEEE , BT NI BEREEFIRER,

Bt A R

« REFARMIRE Studio TERAEH , RELAISESHKTNFTHRE. AUERL , SR,

ERT. FIH., BARMMERET AT RRERE.

Project roles Desktop sharing profiles

Project roles (2)

[ Q_ Find role by ID ]
Role ID v Role name v Description
O project_owner Project Owner Default Permission Profile for Project Owner
O project_member Project Member Default Permission Profile for Project Member

BARFT A RE R

©

Latest update
2 weeks ago

2 weeks ago

1. EXEFUTREEEDL  EREERANFIREESR, EEE L,

HYEF AT R EE

2

1 @

v Affected projects v
0

10

18 0] LA i 45 S M BRiZ Y

FFATEER
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1 Profiles Project

Project Owner

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 3 weeks ago

Latest update
3 weeks ago

Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile

Project management permissions (selected 2/2)

Update project membership Update project stat
Up d associated Enal eapro

us

VDI session management permissions (selected 2/2)

Create session Create/Terminate other’s session

2. ENMEZFENERRGIER , IREBERFTREENESR,

RES Permission Profiles Project Owner

Project Owner OIS

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 2 months ago

Latest update

4 hours ago
Permissions Affected projects
Affected projects (2)
List of projects using this permission profile.
Project name Groups Users
Project1 [4 1 2
Project3 [ 2 0

R H AR
1. EEXEFTREMEEL  RBRURTHMNRIHTREL.
2. WAHTREREBNME  ARRRBET RS LRER2 €A ERBHEW I,
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Permission profile definition

Profile name

Assign a name to the profile

[ Must contair c ]

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
oroject

Update users and groups associated with a project Enable or disabl

(] (@ ]

VDI session management permissions

Create session Create/Terminate other's session
Create a session within a project Create/Terminate another user's session within a project

MmEEET A RE R

« EFEFUREEERL , ZF-THZFENWEBRZNRERE  EEDF  RRZERFERTEEU
ERTZAT AR ERE
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Edit Project Member

Permission profile definition

Profile name

Assign a name to the profile

[ Project Member
Profile description

Default Permission Profile for Project Member

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a pro Enable or disable a project

VDI session management permissions

Create session

@ ]

i BR 5% A &R E AR

Create/Terminate other's session

Save changes

- EFEFUREEEEL , HE-THZIENWEBRZIRERE  BEBF , REBRERRRER,

AR BRE MR B ERAERRFF AIRER.

FFRTEER
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4| Research and Engineering Studio & admin1 v

RES @© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.

RES

Permission Profiles

4

Desktops
My Virtual Desktops

Shared Desktops

Create and manage permission profiles.

File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
v Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
(@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions
Software Stacks 1

Desktop Shared Settings
Debugging

Desktop Settings

4

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Permission Profiles
Environment Status

Snapshot Management

FRERFT A R EAE

B8 RES EXRHFEMMETRRFTARER , IHEREEERE. (M, 2EEESTUETNE
RERNFFFURERE, ) TRETERTAREEN AT . "EXRKE, W "ERE/E, . &
IREEREZTENERCEAENTT , EEAREFBHNER ; 2RXEEESRREMBERUTA
BRFAUNBRERE

B ) Description HERXHE EREEE

B TR BIUSHEESHI X X
ERSER. ERE
—EALAERA S
AEABLEF 3R
FLEFKLEES
M TYEREER

BIAMRIEEMA HERPEIR X
9 TR ER RIEHMERE
B TYERE B o
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AT A ERKE ERBERE

Description

EHMERKEE  EHHEERNEER X
1% BREYfE A & M
o

BASERE X

==

<o

IRIESIR

IR 3% 5L BR I] # Research and Engineering Studio (RES) B B EL BT AR EERMWEFT, 8
TIEERBESEN SSH . KREFTNSEERREET,

ering Studio PN

i

& clusteradmin ¥

RES Environment Management Permission policy ®

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes, X
read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Display
View the remote desktop. This permission is critical, review
implications before disabling.

@© Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@© Mouse

Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ Audio Out
Playback audio from remote desktop. This permission is critical,
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling.

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ Sscreenshot

Save screenshot of remote desktop.

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload

Upload files to remote desktop storage.

@ File Download

Download files from remote desktop storage.

FFRTEER
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HERERBBERFE

RES EXEEAUERERZERTU FHAMIBEAFNER. NRARTFIHER K ERAESEEEH
Web AORUEFEEERIABREE B L IEITHEEZHL2EERZANER., MAERE
R FAEUTUEHE Web AOPUEFREIRERZBREE | UAFMMALESTHEEIHLEE
RRBENEH,

74| Research and Engineering Studio

res-new (us-east-1) RES > Environment Management » Permission policy

Permission policy

v Desktops
Manage user permissions throughout the environment.

My Virtual Desktops

Shared Desktops
® Permission policy key concepts

Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

v Session Management
Dashboard
Sessions Environment boundaries

Software Stacks
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled

Debugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Envir M D Access data
Display File browser in the navigation menu and access data via web portal.
Projects
Users (» sSHaccess
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well.
Groups
File Systems ® Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/
S3 Buckets

Identity Management

Permission policy » Desktop permissions (enabled 12/12)

Environment Status
» Desktop ad d settings (enabled 8/8)

Snapshot Management

General Settings

FRUFINER e R BRMAR , 283 A Web ADRMHNEAESEE LESTHER , AE/MMT
REENEE L, i EEIREREEENEEEERIE K.

AXE SSH f7H

EESTURRRZAERMANEM RES ;RIZH SSH, SSH #H VDIs 2ZIBE 2 FHIREHE,

ECRAL IR  RES SMBREXH  YRMERAETUEE SSH FRETREH. EEFRATER
B , RES &5/ SSH FHl, HRIEEREXH I BIREMAEMN SSH FHIEREHE, YIRARAE

o

(® Note
E RES HEBESFT M K SHELHIIRE B t3.medium Amazon EC2 #1TEE AWS ,
BEEESZFEMBTEBHEBNFEER., MEFMENR , 520 Amazon EC2 EEE
Ho
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A SSH 7E

1.

£ RES FRAMNERASEERT  BERREE , AREFFITBER. #REERT , EH SSH
R,

Research and Engineering Studio

res-new (us-east-1) RES > Environment

Permission policy

Manage user permissions throughout the environment,

v Desktops
My Virtual Desktops

Shared Desktops

® Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

v Session Management
Dashboard
Sessions Environment boundaries
Software Stacks Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |
Deb profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
ebugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Environment Management D Access data
Display File browser in the navigation menu and access data via web portal
Projects
Users (O sSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well,
Groups
File Systems © Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/
S3 Buckets

Identity Management
Permission policy » Desktop permissions (enabled 12/12)

Environment Status

Snapshot Management » Desktop settings 8/8)

General Settings

F1FRAH SSH 7HL.

Research and Engineering Studio

res-new (us-east-1) @© SSH access is being enabled. The application will auto-reload once the change takes effect.

RES > Environment Management > Permission polic
v Desktops ©

My Virtua Deskcops Permission policy

Shared Desktops
throughout the environment.

4

Session Management @ Permission policy key concepts

Dashboard Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any ¢

Sessions
Software Stacks
Debugging Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled perm

Desktop Settings
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.

v Environment Management
v File browser and SSH permissions (enabled 1/2)

Projects
Users D Access data
Display File browser in the navigation menu and access data via web portal.
Groups
. SSH access
File Systems
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well
S3 Buckets

@ Info

Identity Management . . . . o .
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/

Permission policy

Environment Status

Snapshot Management 4 p permissi 12/12)

General Settings

> p advanced ing: 8/8)
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3.

4

4

4

Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

Environment Management

Projects

Users

Groups

File Systems

S3 Buckets

Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

res-new (us-east-1)

WEEFHE  BIERA SSH 7EL

Research and Engineering Studio

Permission policy

Manage user permissions throughout the environment.

@ Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
v File browser and SSH permissions (enabled 1/2)

O Access data
Display File browser in the navigation menu and access data via web portal.

@ sSHaccess

Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissi bled 12/12)

» Desktop adt i settings bled 8/8)

ERETREAEEEKRES SSH FREREH,

FAIBUR
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4

4

4

Research and Engineering Studio

res-new (us-east-1)

Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Identity Management

Permission policy

Environment Status

Snapshot Management

General Settings

{£H SSH 7

1.

TFELI#E,

SSH Access

Access environment using Linux / MacOS

Follow the below steps to connect to the cluster using Terminal on your Linux or MacOS laptop/workstation:

Step 1: Download my Private Key

Download the private key file, and save it your ~/.ssh directory.

Step 2: Modify key permissions

Run: chmod 600 ~/.ssh/adminl_res-new_privatekey.pem

Step 3: Connect to the cluster

Run: ssh -i ~/.ssh/adminl_res-new_privatekey.pem admin1@3.92.72.222

Step 4: Create SSH config

If you don't want your session to be automatically closed after a couple of minutes of inactivity, edit:

~/.ssh/config and add:

Host res-new-us-east-1
User adminl
Hostname 3.92.72.222
ServerAlivelnterval 10
ServerAliveCountMax 2

IdentityFile ~/.ssh/adminl_res-new_privatekey.pem

Once updated, you can simply run below to connect to your cluster:
ssh res-new-us-east-1

Access environment using Wind

Follow the below steps to connect to the cluster u:

Step 1: Download my PuTTY private key

Step 2: Configure PuTTY

« Download PuTTY [4

* As hostname, enter 3.92.72.222

* Navigate to Connection > SSH > Auth and er
under "Private Key used for Authenticatic

* Save your session

* Click connect/open to access the cluster

Step 3: Enable KeepAlive

If you don't want your session to be automatically
and add "3" as "Seconds between KeepAlives"

# RES XZANEAEEERKT , BEEREEE , AREEFTIR. ARRERT , EHSSH

FFABR
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Research and Engineering Studio

res-new (us-east-1) d Environment NV

Permission policy

Manage user permissions throughout the environme

4

Desktops
My Virtual Desktops

Shared Desktops

@ Permission policy key concepts
SSH Access Instructions . o . . . o . .
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

v Session Management
Dashboard Environment boundaries
Sessions Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |

profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
Software Stacks
Debugging v File browser and SSH permissions (enabled 1/2)

Desktop Settings O Access data

Display File browser in the navigation menu and access data via web portal.

v Environment Management
Projects @ ssHaccess
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well
Users
Groups @ Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [
File Systems
S3 Buckets
Identity Management » Desktop permissi bled 12/12)

Permission policy

» Desk . . : bled
Environment Status P settings 8/8)

Snapshot Management

General Settings

2. FFFH SSH FHL

Research and Engineering Studio

res-new (us-east-1) @© SSH access is being disabled. The application will auto-reload once the change takes effect.

Environment Mar

4

Desktops

My Virtual Desktops Permission pol Cy

Shared Desktops
Manage user permissions throughout the environment

SSH Access Instructions

® Permission policy key concepts

v Session Management Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making
Dashboard
Sessions
Software Stacks Environment boundaries
Debugging Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled

profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
Desktop Settings

¥ File browser and SSH permissions (enabled 0/2)

v Environment Management
Projects D Accessdata
Display File browser in the navigation menu and access data via web portal
Users
Groups SSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well.
File Systems
Info
S3 Buckets ®

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [7
Identity Management

Permission policy

Environment Status > p permissi 12/12)

Snapshot Management
> p ad d settings d 8/8)

General Settings

3. BFEH®E , §FA SSH 7 L
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4

4

4

Research and Engineering Studio

Desktops
My Virtual Desktops

Shared Desktops

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

res-new (us-east-1)

RES Environment

Permission policy

Manage user permissions throughout the environment,

® Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.

v File browser and SSH permissions (enabled 0/2)

Environment Management @ Access data

Projects

Users

Groups

File Systems

S3 Buckets

Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

REREHT

Display File browser in the navigation menu and access data via web portal

(D sSH access

Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/

» Desktop permissions (enabled 12/12)

» Desktop ad d settings (enabled 8/8)

EESTARMRSEARET , AeSEEME THERERESEN VDI TheE. fMABEASTE
HAURAREBYKEHAARER , UREARKANEAZTATNEF, NREFEREMAKENT , ES

BEEFEAKELA
SREHMR

A

REETFHWHEFT, ELFUESRRLA "2HFMH. . IEEEEBEAMALRE
ERPHNHANERBEARE  EEESFIRAR/ L,

FFRTEER

158



3R EE T2 Studio

ERAEER

ering Studio

RES Environment Management

Permission policy

Permission policy

Manage user permissions throughout the environment.

L & clusteradmin ¥

(6]

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,

read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Dpisplay
View the remote desktop. This permission is critical, review
implications before disabling

@© Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@© Mouse

Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ Audio Out
Playback audio from remote desktop. This permission is critical,
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

KEHARERE

EEE A UE IR
HTE% o ]E‘u:b

EREY BT

BIURERE

EEEWLLEFEREIR
BHEFA , URFEER

2

@EO

SERPRTFHRKX

ERREMHMBRER. AR, WATURAREERRE,

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste
@ Keyboard SAS Copy from local clipboard to remote desktop.

Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling. N
@ File Upload

Upload files to remote desktop storage.

@ screenshot

Save screenshot of remote desktop.

@ File Download

Download files from remote desktop storage.

Efl. FrEEREE A UFEUE £
ATAITREEIB £ E AR REF T,

ERE , WM AR THEREER

ARERHIR, REFR

FFRTEER
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Project roles Desktop sharing profiles

Desktop sharing profiles (3)

{ Q Find profile by ID

Profile ID v Profile name

O observer_profile View Only Profile

©)

reviewer_2 Reviewer-2

(@) reviewer Admin Profile

v Description

This profile grants view only access on the DCV Se...

The studio of Jadé Fadojutimi, the British artist,...

This profile grants the same access as the Admin o...

v Latest update v
2 days ago
27 seconds ago

24 hours ago

r Profile definition

Profile name
Assign a name to the profile.

[

Must start with a letter. Must contain 1 to 64 alphanumeric characters

Profile description - optional
Optionally add more details to describe the specific profile.

[

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

¥ Desktop permissions (enabled 12/12)

@ Display

Receive visual data from the NICE DOV server

@ Pointer

View NICE DCV server mouse position events and pointer shapes

@ Mouse

Input from the client mouse to the NICE DCV server

@ Audio out

Receive audio from the NICE DCV server to the client

@ unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

w8 5 TE R
ERmMERER !

1. BHAENRER.

@O Keyboard

Input from the client ke o the NICE DOV server

@ Keyboard SAS

Use the sec
Require

Ire attention seque
yboard permissions as wel

@O screenshot

Save a scr hat of the remaote desktop

2. ZERF  ARBIRBUMERRERE,

@ clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

@ clipboard Paste

Copy data to the NICE DCV server from the dlient clipboard

@ File upload

Upload files to the session storage

@ File Download

Download files from the session storage

FFATEER
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ERAEER

HEERHE,
BEMRFEE.

3.
4.

HREBBNETAEEHEAERZ B R TERER.

Project roles Desktop sharing profiles

Desktop sharing profiles

Manage your desktop sharing profiles.

© e o) CEEZID

[ Q. search ] 1 &
Desktop sharing profile ID Title Description Created On
[ [o] testprofile_1 testProfile_1 9/15/2024, 9:29:55 ¢
(@] observer_profile View Only Profile This profile grants view only access on the DCV Session. Can see screen only. Can not control session 9/11/2024, 2:10:22 1

»

r Profile definition

Profile name
Assign a name to the profile.

1

[ testProfile_1

Must start with a letter. Must contain 1 to 64 alphanumeric characters.

Profile description - optional
Oprionally add more details to describe the spedific profile.

[

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

v Desktop permissions (enabled 12/12)

@ pisplay

Receive visual data from the NICE DCV server

@ Pointer

View NICE DCV server mouse pasition events and pointer shapes

@O Mouse

Input from the client mouse to the NICE DOV server

@ Audio Out

Receive audio from the NICE DCV server to the client

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

@O Keyboard

Input from the client keyb

ard to the NICE DCV server

@ Keyboard SAS

Use the secure attention sequence (CTRL+Alt+Del). Note:
Requires Keyboard permissions as wel
@ screenshot

Save a screenshot of the remaote des

(® clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

(O clipboard Paste

Copy data to the MICE DCV server from the client clipboard

O File Upload

Upload files to the session storage

@ File Download

Download files from the session storage

FFATEER
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BRI

File Systems

Create and manage file systems for Virtual Desktops

Q 1

Title Name File System ID Scope Provider

Shared Storage - Home home fs-0b4cesh1914913e4 cluster efs

FSx Lustre fsx_lustre fs-0a9042e216f9e3109 project fsx_lustre

FSx ONTAP fsx_ontap fs-0105118574b5e3330 project fsx_netapp_ontap
efs home efs_home fs-0df4c9ac93b975142 project efs

RERRKEE , BN

1. ?%%ﬁﬁ%\l Lo
2. ERERRKR , FEMABFINERRE

a. RERREHMEEER
b. RERPBHRERRR
3. MAHIERRM.
4. BIRERRRR  SUURREHKRDHER , IREERREFAES.

ES -]
- MABRRE

MABRRE

® Note

BERIMARERRE , eXABLAHERN VPC MEL —{E RES F#Eik, LEXERRELE
HERERLEE , UEERN VDIs AIUFEERRENAR,

1. BEFNARRRE.
2. RTHAXNBEPRIERRRE, RESUAHMFAERRERR.
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ERAEER

3.

4.

Onboard New File System X

Onboard File System
Select applicable file system to onboard

( 4

( fs-0013c7a86b6d5f79e [efs] )

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs] A

WAERIKEFAET.

(® Note

RIFFER  EEENERBERE VA ERUMERNEEIRRRR , <BRUEERE.
EEAFERLETAKRNERRRLSAEEKEHE B KBEERES RIMA/home, EF
EEEHERRETHNNBFERE LEANANERRR, LIREIRREHREERNE
B, AR FEEREEBNERETRERBH VDIs FERERRR. VDIsEHERRMR
HEEERREMA S BERAHHE.

BERR.
y Y

Onboard New File System X

Onboard File System
Select applicable file system to onboard

{ fs-0edf4f076a4631d76 [efs] v ]

©

Title
Enter a user friendly file system title

[ )

File System Name
Enter a file system name

[ )

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

( )

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

A v
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ERAEER

RIRE

REERTHICERECEHRBENEBENNER  BR-BMENERYE, FARRE , EUURFRE

REE , WKERNEREEFHEEARENTIRE,

RES Environment Management napshot Management

Snapshot Management

Created Snapshots ‘"

Snapshots created from the environment

© CImD

) 1

Created On

4

~_

@ Apply Snapshot

) 1

[ Q Search
$3 Bucket Name Snapshot Path Status
No records
: 3
Applied Snapshots =
Snapshots applied to the environment
[ Q Search
S3 Bucket Name Snapshot Path Status

No records

RRBEEEE , B2
1. MEFTA RN REBREAMRE,

Created On

2. BRI, BL4AXEIEREENTNREFIER  TREMRE,

3. REPMAERRIRBREAREE,
4. ERRE.

ES -]
- BYRE
- ERARE

REREE
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EIRER

BB AFRKEMLEFTH Amazon S3 fiFRTE , TREVRK, MFRBVRFFEMABNE
A, F2REVFEENE, RAZBCRARTTERRAEFNMAMB[FMLHE, MER , JURERE
R B REIRBEAE ERE

(® Note
It Amazon S3 ffFRrEMNEMENSTEEERTEE. £FER IRaEERETRED
B

BERFFAHEEREATE

RBEFTREEPENERINBETITE,

EEGFF AR BIER.

£ Bucket policy (RFETBBUER) T4 , ##EZF Edit (fR¥E).

B TIFEAXHEBEREFITRBR, UEACHERRELE :

B w0 N~

e 111122223333 -> AWS ZRIEE ID
« {RES_ENVIRONMENT NAME} -> &8 RES IRIEZHE
e amzn-s3-demo-bucket -> &) S3 FEFITEELE

/A Important

S EAMRARFERR AWS, WFEFMER , 52 Bhttps://docs.aws.amazon.com/IAM/
latest/UserGuide/reference_policies_elements_version.html,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
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ERAEER

"Principal": {
"AWS":

"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-role"

EEBRIUMRE

}I

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:PutObjectAcl"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
},
"Principal": "*"

i#Z Create Snapshot (B 1RH),

2. EAEETH Amazon S3 fFEIZEFEEZRE,

3. MAZFZERBEREIRETEPNEKR, Hl10 octobexr2023/23,

4. BIBEZ,
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Create New Snapshot X

S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).
Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single

quotes (), parentheses (), and hyphens (-).

5 5% 10 9E%  EREBEALBIZESHRBLUBRERE, TRER IN PROGRESS #F A
COMPLETED 281 , TREBASEM,

ERRER

BURERRR  EULASZRBEAZHREUEBER. CTESTNBRFEERETRE , 2
FTERIRREUR IR

ERARREERER , fINERAEF Y. EXR, HBRHE, FUREENERRREAENTRIE
WEH ., ERAEITERBETEEE. EARRER  ceREEEERRHENELRER , LHETE
=REFE. HREENRCHE  REERBEMREPEVER. HREL sk , AR
BREH  BHMEXEREASEMTE , cE8FAUTENRLIEGEREBN S/

# : RecordName_SnapshotRESVersion_ApplySnapshotID., ApplySnapshotID & i R{&E
BERE , XERNBRXEHAEARR,

ERREAEAYE A RESVWEZRV TN, FREBEEANERETERY, HREFHEKE
BRHER , RBSREMKERNTAME, NRAKEREEZER , ISERAHERERNERLTEL
FEER.

MRFIRBETMFEHAH LY , BT BEFHEDHREH CloudWatch BE/res-<env-name>/
cluster-manager MEGFFMIEN. SEAFHEE [EARRKR] E8. EARER , ZAURK
the section called “HRFAE R HHBEEAEE,

EERFF A ERETRE

1. RBETRBFEDENECRINREITE,
2. EEFFAUESIER,
3. 1E Bucket policy (RE/ZETBRIBER) T 5 , E#EF Edit ({RE).
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4. BTIREXHEERHEFTRBER. UWEEACHERRELE !

e 111122223333 -> AWS ZRIEFE ID
« {RES_ENVIRONMENT NAME} -> &8y RES IRIEZHE
e amzn-s3-demo-bucket -> &) S3 FEiFITE LB

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-role"
}I
"Action": [
"s3:GetObject",
"s3:ListBucket"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
},
{

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
}I
"Principal": "*"
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EEERMRE

1. BEEARRK.

WA S EIREMN Amazon S3 FEFITEERE,
WARFIRPREHERER,
EERR,

> w0 D

Apply a Snapshot X

S3 Bucket Name
Enter the name of the S3 bucket where the snapshot to be applied is stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

( )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single

quotes ('), parentheses (), and hyphens (-).

A 4

5. 5310 7R A EREEEAH L REENEEIURENRE,

Amazon S3 f#7hrge

Research and Engineering Studio (RES) X% Amazon S3 f#FEFE##Z Linux Virtual Desktop
Infrastructure (VDI) #1788, RES BEE S AL S3 fEFETBMA RES, SHEEFESER, FEH
fARE  URBRREEET SIREFTFBRSIEBINRETITHE.

S3 RFFRERRREHETANEMA S3 RFFHRBE. £ S3REFEERR , &L

1. EFAFEREFRT S S3 MFFEINA RES,
2. i S3 AT EABFIRERR
- WEMEIR
- BRETTE
3. FARSMUKREIrEEERES  ASKEMAR S3 FEF TR,
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RES Envirol nt Management

S3 bhuckets

Onboard and manage 53 buckets far Virtual Desktops

Bucket name Bucket ARN Mount point Mode Custom prefix Projects

) 53 Bucket arn:aws:s3:res-s3-example /s3-bucket RW 1%p default

T3 ZERALAE RES EXFEE Amazon S3 fEFETE.

£ |

- BBt VPC SEH Amazon S3 RERTEE £ IRIGH
- #7138 Amazon S3 fE1FETEE

- #®# Amazon S3 f1FETEE

- BBk Amazon S3 T E

- BIRFREFITEFR

. BFIEFAE VPC FHIERIER

- RRRESHR

« B CloudTrail

fRat VPC 3BEH Amazon S3 FE1ZETBE SO RIGH

MRLEEREE VPC HEE Research and Engineering Studio , 557 AWS R FE 38 RES 2
% , KRBT HSBEF lambda fHEESE,
1. B A#E Research and Engineering Studio Z AWS IRF# Lambda £ &,

2. ERWEEEZTEL S M Lambda BEI<RES-EnvironmentName>-vdc-custom-credential-
broker-lambda.

3. EH HBMERERSIRR,
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e @ This function belongs to an application. Click here to manage it. X

¥ Function overview s (__Export to Application Composer ) (Download ¥ )

Diagram Template )

o]
6

Description

‘vele lambda to provide temporary credentials for mounting object
Related functions:

elated funetions: storage to virtual desktop infrastructure (UDI) instances.
| select a function v
Last modified
s ‘ 17 hours ago
‘ S Layens ©
PEE— Function ARN
(_ + Adddestination )
API Gateway 2 Y
(_+ Add trigger ) Application
Function URL info
Code | Test | Monitor | Configuration | Aliases | Versions
General configurati " . e \
eneral configuration Environment variables (16) (edit )
Triggers The environment variables below are encrypted at rest with the default Lambda service key.
| Q Find environment variables 12y
Permissions
Destinations Key Value
AWS_STS_REGIONAL_ENDPOINTS regional
Funetion URL

CLUSTER_NAME
Environment variables

CLUSTER_SETTINGS_TABLE_NAME

Tags

DCV_HOST_DB_HASH_KEY instance_id
VPC

DCV_HOST_DB_IDEA_SESSION_ID_KEY idea_session_id
RDS databases

DCV_HOST_DB_IDEA_SESSION_OWNER_KEY idea_session_owner
Monitoring and operations
tools MODULE_ID wde
Concurrency and recursion OBJECT_STORAGE_CUSTOM_PROJECT_NAME_AND_USERNAME_PREFIX PROJECT_NAME_AND_USERNAME_PREFIX
detection

OBJECT_STORAGE_CUSTOM_PROJECT_NAME_PREFIX PROJECT_NAME_PREFIX
Asynchronous invocation

OBJECT_STORAGE_NO_CUSTOM_PREFIX NO_CUSTOM_PREFIX

Code signing
File systems.

State machines

4. HEA , BERRBHUREKER.
5. ERRE A YR TIMRESETHEERI

« Z&5|# : AWS_STS_REGIONAL_ENDPOINTS
« { : regional

6. BEMT.
#7318 Amazon S3 FE1FETEE

HEM S3 REFRNEEEN RES RE !

1. EEFEFEERTE,
2. MARTEITREFEES  AINREFFEEE. ARN MHEE,

/A Important

- RUNFHEEFITE ARN, HERNEXNBEZEREYREE,
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- REFE ARN TNEEFE , BMAN S3 RAFFrREXTERE.

3. ENEmMAREFIENEN,

/A Important

- EXfERE MEERAKERARERERNFRER ,

3
¢

B o

4. EEREEET , SRS IAM A€ ARN REHRAFITRUETIERFFE. FKR FH
RERFREFTFEFHEYBIRFFINAEN IAM A,

5. (ER) SERFrEREREVEN K BRUUEBE, T8 , SSHErBEEIHATERNER
VDI TR, REERERFTEEZLBH RRBN TFERSI SHIARERE,

6. BERERX,

Y

RES nvironment Management

Add bucket

‘ ® Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to display

Bucket ARN

Paste the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts
Mount point

Type the directory path where the bucket will b d

Mode

() Read only (R}
Alio to read or co

r edit
v
w» Advanced settings - optional
IAM role ARN
To access the bucket, paste the 1AM role Amazon Resource Name (ARN) copied in Identity and Access Management (1AM)
Project association
Projects - optional
Assnciate the bucket with the following projects. To add a new project, go to Create Project.
[ | (©)
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#mE Amazon S3 fEFETEE

1. 7% S3 @FATI/FETIZER S3 fEhTiE,
2. REBMEINRERTP , EEURE.
3. BMALWER,

/A Important

- RERHES3 BETFERZVANIESREFETBHRIZERNRAERKBMERR
(VDI) #11TEE. REERFTREXERMRAB R  METEISHIEINERPR
By VDI THERE.

- FUHERE S REFRNERTIEXE SSRFIFRETNEN  CEe8RAEERE
BEEAFINZER.

4. EEREREFIERE.

Edit S3 Bucket

Bucket setup
aaaaaaaa

Project association

Projects - optional
Chaase the projects to assaciate to the

[ default x
default

( cancel ) Save bucket setup

B} Amazon S3 fE1FErEE

1. %&£ S3 AT/ E DI S3 fEFEhTE,
2. feBMFEHRERS , EEBR.

/A Important

- BUAZRBRETRTBRAMAERE.
- BRRRETEXE S REFRINER. ©RE8EKR S3 fEITIEE RES REH.
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- BREFTRESEHHRAN VDl THEBREXTHERERNEAELRIBIE (~1 )
EAFHEFAERFIENRE.

B

B S RETEMEE RES K, KUEESREFTETNENRRGHREERNERAE, &F
BEFFEEEL , STLREMEE R) RS (RW) B,

MERE

WREE Read Only (R) , AIEiRIZFEFETHE ARN (Amazon Resource Name) B9 F B 58 31T
BERfREE, flan  mREEESFEH ARN BREFERIFIEE RES , arn:aws:s3:: :bucket-name/
example-data/MHILEFITEREER A NIERB BV , AIRER A MNER B ARKE VDIs B
R EAEBEIER bucket-name T FHIE R /example-data. MG EEFEEEE LAWY
X, MRLZEFEHMEIFETITSE ARN , AIZEREFRBEREMGHEAEEBBNTMNESR,

ARMBA

WMREH Read and Write (R/W) , MERFEFEFITER ARN WEERFIMITERRR , W LM
R, WEREHGEE  TREEES S3 HEFRREMNSBAERNTHE, Read and Write
(R/W) EE K, BFIIFEERSENTA  RHEETIEEN TR INEE

- REHFE

* /%p

* /%p/%u

Amazon S3 fF#FETE 174



#5EEE T2 Studio EREER

EEFTER R

ABEETFHEIERN No custom prefix B , @¥iEREFZIE K MIEEMBETERE

B, EVERERTIBEBEHNETMNEREEERNNEAFTIE, fln, MREESFE
Farn:aws:s3:::bucket-nameNo custom prefixiZHIHY ARN A FETEHIEE RES , I
KL FETREER AIEX B EV M  BIRER A NEXR B AME VDIs WERESHEERF
FERTZRHEWERNE AFZRE,

BEERERNERREH

REFTFEERN /5p B, BETFRBTHNERNSHRRZEAEBBENESERBEER. sp BHERAKE
RESXE, fln , MREEBEEMHarn:aws:s3:: :bucket-nameBH /%pFTiE B ARN Hl / ##
#RNHHMERTITRNEE RES, UKHRBFITRESEANERZBEVEH , IERA R
WERE A TTUBEREAN / #1144, BRAPNFERE B LA LNEEFERE AR / #11RPR
ENRER, T8 , MRFEHE B EEXRB PME VDI Y& / ###8BHPSK , T EEREA
EAFMBRENER RAERARHEXRGERH. EXEAEZEARTALE SSRFTFENFE TR, /
ProjectAMifEAE B REERER B FHH VDIs/ProjectBRFE o

BEER. SALAEBERNER R

ARBEFTFEEN /%p/%u i, BFTFEBETPHNENSHEHZEREBEHNESESEER
MEAERE, sp BHARERERE K MsuRREAERR. flw, EEEFEH
arn:aws:s3:::bucket-name ARN ¥&EL/%p/%SuiBENH) FIBEEE / #### | BREEFEREE
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RES, LLFATREER A 15X B MEN, EXRATHNERAE A TLUSEREA / #1444, B
ERERBNBERTRESp , EUHIBERT , FAEBTEEIFERAE AL/ #1#BNERATRE
ANER  RAEHRHERNEAEMRR. EX £AEABAUR SIEETRBANFET , /
ProjectA/UserATfE#& B REEEER A FFEHHE VDIs/ProjectA/UserBEFEEL

BiRkFREEITEFEH

RES gEsfE E Ml AWS IRFHEfFITE  IRRELRETBEGEENT. ETIERMTP , I
F A 8y RES IRIFEBERIRF B P E S3 EFE.

HER 1 £ RES MEREMRFHEY IAM A€ (EXBAIRF A) !

1.
2.

BRAFEFH S HEFTE (WRF A) 2 RESIRFH AWS EEF#EA,
R IAM £ 45

a. EEZE AM EXRR.
b. EEEBEHKF , BEIXK,
BIUBCR

a. EEE&E&%O
b. JEH JSON Z%,
c. BELET%|JSON BUR (amzn-s3-demo-bucket M AIRE B By S3 fZIr BB BEMN )

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
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"arn:aws:s3:::amzn-s3-demo-bucket/*"

}

d. igg-lt_io
4. WEWEIEEEK

a. REBERWER (flwn, "S3AccessPolicy ).
b. FIEERMNERRBEBRNEN,
c. REBX, REBEEIBX.

5. BRKIAM 24

a. BEEZE IAM BRI
b. EEEERF , BEAEG,
6. BiI/E:

a. RERIAR,
b. BEEBIEEBREAGEETHEENEE,

c. BEET%|JSON SR (111122223333L0RF A FNEEEIRS ID BY
8 , {RES_ENVIRONMENT NAME}¥: LA RES HEMRIEZBEUL

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::111122223333:xo0le/<ENVIRONMENT_NAME>-vdc-custom-
credential-broker-lambda-role"
}I

"Action": "sts:AssumeRole"
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d. igj%-lt_io
7. EZFTUBUR -

a. BESWERELNEINBE,
b. EE-F_io
8. BFid. MENEYASG

a. BWABBRERE (W "S3AccessRole"),
b. EHBRIT , BEMEER , ARWMATIRSIENE .

- &B|# : res:Resource
- {8 : s3-bucket-iam-role
c. BEAE K AREEEVABG,
9. 7 RES HER IAM A& :

a. HEREEIWNIAM AE ARN,

b. &A RES X5,

c. HEEMBEE®S , #F S3 METE.

d. EFFMERFIR  XEMABIKRS S3 #EFIE ARN ERRE.
e. EFREMRERE - BATHNFBE,

f. 1 1AM B ARN B F@AAE ARN,

9. BEENEFEFE.

HER 2 BNIRF B FHVRERTEREBUR

1. BARFE BH AWS EEXEA,
2. BR(S3 E#A

a. BEZE S3E&XRW,
b. EMZERRTFEIENREFITE.
3. WmEMFITEECR .

a. EEFFAURSIER A ARAREEREFITRBIK.

b. FETHHE , WIRFIRE A HREFTEN IAM ARFEEHE (45 111122223333 BIREBIR
E ARERRRE ID, ¥4 amzn-s3-demo-bucket BB S3 RETENERE )
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JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::111122223333:role/S3AccessRole"

}I

"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject",
"s3:AboxtMultipartUpload"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}
]
}
C. ggﬁﬁo

Bt #E VPC RV ERIRR

EEMIEEREREN RSN S3 REFB2EIHIIRFPFECH S3 REFFTE , B LERE VPC
IR R RBIENFAE VPCo THILZERERAMAA S3 IRIEEYM VPC Ik , A BEFEUERS /Y S3
RERRE  UREABRFREFrENEMEMIRS.

1. BB Amazon VPC £# 4 :

a. BEAAWS BEEX#EA,
b. BRI https : //https://console.aws.amazon.com/vpcconsole/ BJ Amazon VPC £# A,

2. 3 S3HVPC im% :

a. HEERIEEZEEFIERE Endpoints (w2
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b. BEEVIRE,
c. FBHETETE Service category (FRIEHERI) ML , £ 21 AWS services (AWS BR#).

d. HERBBBEWAT , @A com.amazonaws.<region>.s3(<region>EXEH AWS E
) WS "S3",

e. TBERERE S3RK,

3. REWBRE :

a. $t¥ VPC , ZEUEERMIBEM VPC,

b. &H¥ 7 , ENEFHBAR VDI FHERNMEE 78S,

c. S¥RE(A DNS 21 , FHEECAE B1H, EAZEFE DNS THEBHEN Hin BHERTH.
4. FREBERURSIFE

a. HEBXT , EEHF.

b. TFEHXRMmERT K AR EFEIRZIRFIIIFERFRNERNBR, UT2EFBER (#
amzn-s3-demo-bucket MR BIEK S3 HEITHEEE , WA 111122223333
444455556666 BIX AEEEFIMEE AWS IRF IDs) :

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,

"Condition": {

"StringEquals": {
"aws:PrincipalAccount": [
"111122223333",
"444455556666"
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ERAEER

a. BEEHHRE,
b. BEZEIRE,
6. BERFEImE -

a. BMimFH® K EEEVPC £#4

b. EETEIAYR R
c. BRIERERETH.

o B i R (BB R

EREATSER , SR VPC iwH , /A5 S3 FHERREIRFHIEERF ID AN EIR.
A 370

MR ERETEREEEE VDI LHEH

MRBETEEEE VD LHE | KU ELECEREIRR, FRETISRET,

1. ##&E VDI B :

a. BAAWS EEI#EA

b. BIRKEC2 x# &

c. EREMBHN VDI #ITER.
d. i&EiB Session Manager i

e. HITTHHS:

sudo su
cd ~/bootstrap/logs

FiEE
Fo

i &4\

WEBZHITERE

EHREZE VDI,

BB /etc/message HEELLENVB E S MENA,

2. BEHITEAERTPNEE Lambda CloudWatch Logs :

, BRI 5 EAF. T AABNWFREABENR configure.log. {time} Ex

Amazon S3 f1FETEE
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%ﬁ)xAVVSgﬁﬂEHE::mo
BRX CloudWatch £ & W EE F HEEE 4R,

B S H5848 /aws/lambda/<stack-name>-vdc-custom-credential-broker-
lambdao

WEE—ET AN BFEE , X AFPRIMEMER, ELHS
ABRUEE S3 MFr@r B EEENFEEA.

HESRRRERRETE

m

3. REEITEAERHBNEE APl Gateway CloudWatch Logs :

EAAWS BEFIEA
BRX CloudWatch XA W EE F A 5584,

S AFEBME <stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,

BEF—ETANBFFE , XEAFPRIEMER, EEBFBITEEMEBERM API
Gateway EIFEMVFEMIER , SUEVSHE S3 RFIFRAIENBITIEAER,

MAENARBERFATEN IAM A&EE

1. & A AWS DynamoDB i A&,
2. BEHEBRRX:

a.

b.

EEREEEET , B Tables (BHK).
SWIIEE <stack-name>.cluster-settings,

3. RBHEERK:

a.

b.

BERREMKRER,
fEECREUEH.

4. FEENERGRM

a.

b.

BEGERGUFRMBZFRGEERERR,
REGRREUFES LN SR -

° Egttziﬁ)\éEﬁ%o

. R4 EEEE,
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- B BALFEEBUNERRREshared-

storage.<filesystem id>.s3_bucket.iam_role_arnBUt <filesystem_id>,

5. HITHRH#E

BIBTUAE A RIREBITRE
6. WEE:

MRIBEEFE , FEREAEHAEREYN IAM B ARN EHEREE.,
MREBEBEAERE :

a. I1EE Create item (BIIEH),
b. WAEBFMEER :

- SFHESBEM WA shared-

storage.<filesystem_id>.s3_bucket.iam_role_arn,
- FIBIEEHN IAM B ARN,
c. EBEREFUMNBEE,
7. E#FKE VDI HITER

EXNMREBHITER , SRERBRXHHZTIER IAM B ARN RZ&VDIs,

EYF CloudTrail

EEM A CloudTrail EEAELKIRS F A CloudTrail , 5&1& AWS CloudTrail fEA&EERHHE
A CloudTrail T AEIEM PIRMEMNIER. CloudTrail #EBC#%EFE S3 fEETEMN IAM AEBR
FOHY S3 RFIEMNEN., EVNERKAEEREZERSEAENHTER D,
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EH Em

AERBREAECRERRAREMERERFNES,

£

- SSH ##H
- EERE

- HAKM|

- BRBES

SSH £HY

HEMEH SSH FIEE T

1. £ RES IhgExR+ , i#4E SSH =FHL
2. KBREMLEWIER , £ SSH = PuTTY #1TFE

JEBE SR H

ERRERHE (VD) RATEREAEELMEE Windows 5 Linux E#RHE AWS, EAETLUEAR
REFHNTEMBA LR ELRENRAENREE Amazon EC2 #1TERE.

X ERNERRR
RES BRIXEMEA T ERAERBERRE :

« Amazon Linux 2 (x86 1 ARM64)

« Amazon Linux 2023 (x86 #1 ARM64)
« RHEL 8 (x86) # 9 (x86)

* Rocky Linux 9 (x86)

» Ubuntu 22.04.03 (x86)

» Windows Server 2019, 2022 (x86)

* Windows 10, 11 (x86)

SSH 77HL 184
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ES]

- BREFHNEE

- FRENRE

- EHEHNREARE

- BREREHE

- BT ERERERA

- FEEREE

- EERESEEBEL

X EDHTHY SR

1. fRIBERTD  EERNERKHEH,
2. EERBFNERERE.

RES > Home > Virtual Desktops
Virtual Desktops

. BANKREAFHEER.
4. BEREX.

BREREERNF FEVAET  BANKESE 1015 SEATHRER. MBNHIURIERY
Mk, RES 2158 GPU ST ERY REMMNEDRER.
FERUENRHE

FEFNERKHE , FEFRKAEN RS , XEM Web 5 DCV A FimiETIER.

FREDRT Y R 185
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ERAEER

Web connection

EiB Web BERFNRHEEXEENERT X
- ERER, NEERE , ERXEBRERENENRE,

MyDesktop3-windows & Connect

C .Jg,DCV Session File )( () )

DCV connection

#EiB DCV A FinFEUER RE AJ RRHEZEMEE, HEEB DCV 71
1. BEEDCV IFEBRERUTH.AcvER, BEEERMK LLE DCV AF R

FRENSE
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ERAEER

Virtual Desktops utorefesh

rhel9  Connect

©Ready RedHat m @ NoSchedule

2. WEREKRA , FRE ? BR

How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

& zIp & Mmsi

Step 2) Install the DCV client on your computer.

Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.

25| Y R AR RE
EERH SEHRA -
1. EEBE

ZHENREMRE
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RES > Home > Virtual Desktops
Virtual Desktops

2. EEERKEMRE. SENEREAHEE .

. Bt

FLENTERRTIEEHEREX , MASTUBRERREE LN THERE,
- EXNRE

EF#RRE B niRY TIERE R
.« #&1E

KABRIFER, NIREEATHERE  RLETFERRAURSERERIER, ERLEZH,
R EMEDE RES BRRHK.

« {KER

EHRERERFEEFECRED, ELENRBDRER , CNEAEASEE , EEERE
WmEARER. WHAFHTEERBERE , MA BEAREHTEER L HBBARS T
M. EERIVTEBREXELMNRE , FSRKELRES.

N ESERE
EANEFERRANERRBE THEREERE,

1. EEFEFTEBADNZE , BLAFLETHERE
a. Eggﬂzo

ERERSHE 188
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Virtual Desktops

b. BRIEFEEISEMRE,
c. EEEIL,

® Note
BRCEERINIE TR BRI AN,

—BERREKRECFL , FRESF , ARBEEHN THEREKR.
PET/FEREREE , RESRENRE XN,

BERRK.

PITERENR  FEFTRBRE :

o & b

a. BEDE,
b. EEFEERIEME,
C. igg Fgﬁyﬁﬁﬁﬁo

BT EREEREMA
1. EEBE
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Virtual Desktops

rheld  @connect

2. EEETEA.

FFREER R

BIBER , ERKREESHEEEANEBBBFL, BAUFEARENRE LNEBERERTFINERE
RERFEELNKENHRE , MT—HAR. BEE-—FTH , EEEREPREARFEFSRZX
BHi. REHBAUEREREFL , HBREKAN., 720 EREEAEHBEHFL IE—-F T VDI
Autostop.

ES -]
- RREER ZEHEE

- EREREPRERRIE

HEE R K=
1. BREBEE,
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RES fome ktops

Virtual Desktops e © G e | )

rhel9  Connec t

2. ##E Schedule (HE).
3. WREZLBRIHEE.
4. EBERF
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day

EEMREPREARIRE
FAEZHERR W BA7E DynamoDB A EE#T :

1. BSEREBENBERTEERRK  <env-name>.cluster-settings,
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2. EHURREH,
3. EEMERAT , WA TIIMEESRRYE

EREIRM 1

- BHAB = key
» {&# = Contains
« A = String

« {€ =vdc.dcv_session.schedule

ERIZ R 2

- BHEME = key
+ &% = Contains
« A =String

. & = type

Condition Type Value

X] [ Contains v ] [String v ] [ vdc.dcv_session.schedule ] ( Remove )

X] [ Contains v ] [String v ] [type ] ( Remove )

EgRETtEEE K BLEBRRKRE SRANAERES
#lydc.dcv_session.schedule.<day>.type. BRES :
 NO_SCHEDULE

* STOP_ALL_DAY

* START_ALL_DAY

* WORKING_HOURS

* CUSTOM_SCHEDULE

4. HNERCUSTOM_SCHEDULEERRE , B4 AR BFTWHEBNELRE, EEHTIHIEE B
ERTEERKRPERTHIEFZEMS

c3-

PRERSE
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- BB = key
« {4 = Contains

- A =String
« {€ =vdc.dcv_session.schedule

5. BELERTEAITHECZEIXBNBRILA
vdc.dcv_session.schedule.<day>.start_up_time#l
vdc.dcv_session.schedule.<day>.shut_down_time WWEB., £EB R , MR Null B
B, YHERRABFHRER , MTHR:
- BMEEE =value
« {8 =<The time>

- A = String

RFEELAER 24 NFHIRIILAE XX XX Hltn, EF9EA09:00, T4 5 %A 17 : 00,
AR —RYEEE RES IRIFHBME AWS EFH Bt &,

ERSEHAEBBEFL
EREUMURE RE , UAHSLRKILMEVDIs, 5 4 BTREHRE :

1. AERE : CPU EAREAREN B TERERRAESSRE,

2. CPU £ AXRRE : REEBHHEENILRE (VCPU AR ) NIEERRARE, MRBIERA
0, AITHERERKETEREARE.

/A Important

RES 8 &2#ERE CPU HAXNHRHITREAANESTH, LETHASSERTRE
CPU Ig{H , RREREBRE , AR IERERA,

3. BIRRE : MERER , THABREBREWRE (SFLZKEILE) .
4. BHEFITHE | MRBEUEE | AIERFEEMFLN TFEERTHRES BHERE,
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Update Session Settings

Idle Timeout (minutes)

1440

Sessions idle for this time with CPU utilization below the threshold will time out

CPU Utilization Threshold (%)

60

Sessions under this threshold are considered idle

Transition State

Stop

Sessions will transition to this state after idle timeout

Enforce Schedule

Enable to allow schedule to resume a session that has been stopped for being idle

Allowed Sessions Per User

5

Maximum sessions allowed per user

Cancel Submit

ELRESETEMARRRSIBFBRTHRERERR L, RBENFERENRER , FE-—TEXLUR
FRE. MITERBREEAEFRNRE , BFE8 A TFERRNECAMBFEBRIRE.

\l

WEFR  TERERSBBEHBRBKIESERE STOPPED_IDLE kA8, FEHAEEBEMR Ul X
B)STOPPED _IDLE T4EBEER,

HHASKM|

EHAKEL  SUNEIEHAHANREH. "RERERA , RFECEREESIHEE  BRTHE
P ER B & th A HIEAR
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RES Home Shared Desktops

Shared Desktops (2)

List of

@ Session Created ¥ Last 1 month

Q Search All States ¥ All Operating Systems ¥
Name Session Owner Base OS Instance Type State Permission Expiry Download DCV File Join Session
DemoSession demouser2 Amazon Linux 2 méa.large © Ready 10/26/2023, 5:00:00 PM Download Connect [4
MyDesktopé-linux-gs demoadmint Amazon Linux 2 t3.medium @© Ready 10/22/2023, 5:00:00 PM Download Connect [2

1

HATERERR , BUAREREENF. flm , EALUEHERFIER FTRESENBRKE.

ES]
- ZAHKEE
- FRAHKE

HARE
1. ERETHERES BRI

_ .
Virtual Desktops o Y - ECTRETTBY e

rhel9  Connec t

2. EWT/EMERIFT,
3. BEFEAEMNFUER, B LRERBHERE,
4. BERE.
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Update Permission for MyDesktop5 X

Select the username, permission profile and the expiry date of the rules Add User

[ Q, demoadmin1 X J [ Owner Profile

View Only Profile

This profile grants view only access on the DCV
Session. Can see screen only. Can not control
session

Admin Profile
This profile grants the same access as the
Admin on the DCV Session

Collaboration Profile

This profile grants certain access on the DCV
Session. Can see screen, control mouse and
keyboard.

Owner Profile
This profile grants the same access as the v
Session Owner on the DCV Session

WEFAMFFMER , 5H5S B the section called “FF AT BUR,
FRHAKE

REARE , B UREREHANSELEREHN/TER. BTLUEIR Web BIERRZ DCV A,
HRER , FERE PHEREIEN EHEH,

ERBER

ERBERTRLEB Web ADRUEMEEHAM EFS BRR K. LKUNEREEERERRKL
ERFHFRIUNAAATRAESR. ER Lnux EREEAANERERRAR. EFERESE LNERREESE
BRI Web ERBIBREMERME,
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®m root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv ¢ Favorite C' Refresh i= £ Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

&

- FEREE(s)

- MBRER (Z210)
EERNEE

- REER

- BaER

EEER (s)

1. BELEER

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 = root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv W Favorite C' Refresh i= 8 Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. BRRERIAEEZLENESR.
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3. BELE () EXR.

MR E=R (ZE)

1. EREEMBRNER (EX).

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. EEME,
3. EEUMIBRIER.

HE , CHUANERARERSERR LR-TEEAR , AR ERMBRER.
BERNEE

EEHFTEENERNERNRK , BAUKEMATEERNEE.

1. BHERJEHRK,

MmiBx =R (2@ ) 199
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. EERNRE,
RE , BALEEMNERIERARLE-TEEAR A ARENBENRE.

(® Note
RNREGREFIAMBAER. IRECEFIABHRIFHRRN , EHFEEMHERINRE,

mEEER
SR ATE Web A D885 PRI FRIERI AA,
1. EREEEFHER, GEEEHEM, HTE2ERNAR,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®m root / home / demousert

Q 2 items 2. Upload files B3 Create folder Actionsv v Favorite C' Refresh i= %8 Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. HEITEH , RRBEFME
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HigiEx

EAEREAREANPEREOEARAREGESR, SUUARTIEARPER , WRKEE
EHERERESR.

+ FileZilla (Windows. MacOS, Linux)
* WiIinSCP (Windows)
» AWS Transfer for FTP (Amazon EFS)

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla O Winscp O AWS Transfer

Available for downlead on Windows, MacOS and Linux Available fer download on Windows Only Your RES environment must be using Amazon EFS to use

FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacQS) [4

+ Download FileZilla (Windows) [4
= Download FileZilla (Linux) &

Step 2: Download Key File

( & Download Key File [*.pem] {(MacOS / Linux) ) ( & Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type

SFTP Key File

User Key File

demouser3 fpath/to/key-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.
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5E 2 HF A7

AR E AN R R AR ] S B R R W] RE B AE 2 1S E B RE RV ARBA E AL

&

- —RIEFEMEE
+ 317 RunBooks
- EAEE

HHEAR

. —RESFERE
- BANBFENSHEARR
- SRBBEHNNVE
« IR3E Amazon EC2 #{TEE LW AFESR
+ CloudFormation &
- RREEMmMRERKHE , WH Amazon EC2 Auto Scaling 48 & 8 Iz Bk
« HAM Amazon EC2 A NE
- BT
- BRI ERSE
o BRI ARREH
« B Active Directory (AD) tHEB@ S LA B E
+ Windows DCV {&§#
« &3 Amazon DCV IRAE
« BT RunBooks
- REBBE
+ CloudFormation B EXE Y , WHERFALE "WaitCondition W2k HI AL, Error :
States.TaskFailed"
« CloudFormation 3f & % 37 5§ Zh#& R KR 2 E F B & A
s FITERBRIERKXBAREER vdc-controller
- BRAMEKYHEEES , IRIB CloudFormation Hf & A MR
- RFEVHRE CIDR ERS BB EHR
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- REBEVHREM CloudFormation H B 7 KB
+ {#H AdDomainAdminNode CREATE_FAILED By /A ZpER ( ~&1 ) HB LMK
- §OEE”E
o RAREFBEIT iam:PassRole IR
- BEERFT AWS IRF AR ABFEIEAM Research and Engineering Studio on AWS &R
- BARER , RYREZRAEH
- ERBRARRYE "RTIEAE, R
« 7£ Active Directory F¥TiE{F A% , {8 RES HiEX
c BYTHEREBRRELERAEAE
+ CloudWatch cluster-manager B 5658 H K /) BR $1l #Y $5 5
« RIZEB RES BEVRERRMK , BREHE VDI EH L
« RZEB RES MARERR#E , BREHE VDI EH L
o REEM VDI ETHBEIVEA
- RECEARGIAF IS5
« &% RES B3I Amazon FSx for NetApp ONTAP , 18R il A #4835

I
piC]

- R

< REBEVGRES/ KK

- REBEZEAERTELIEAER RN HF.
- B

- RAEFERERFHITERNRH THRE FEE
- RBEREE

« REEE RES Web A OB FRAE/EEBAE VDIs

« Windows EREEMNBEARFREREES

o [FRANEBER CertificateRenewalNode B |, BB Hf

- ZEEEFHNERISEELEBRIER

- RAERE S BAERRE

« SRME Windows ERERAK , W NERCERM. SRiER"
» VDIsF T AREE

- BB , VDIsEH ASEEAMAE
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« BAR , VDI THEREEAZAEER
- ERSE T

Amazon EC2 #ifTHEETIEAPEEBA ORI
vdc-controller #/TIEBE EEMEIRT , RAEEMA AD/eVDI EiEE R AP BIEMRERE XK
iREE MBI ERE  ERTEHBEE TN BES

cluster-manager Amazon CloudWatch HFER "<user-home-init> lRF H AR, EEES
ERERS, (HPIRFREAEER)

Windows REEAEHKE R ENIRFEEFH. FafENEES"
ShEB/IE F AD #ERER) DHCP EIHERE
Firefox #5528 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

« Env B

res-xxx-cluster B m 7 "DELETE FAILED, k& , BEHR 'ASEMNMEREE, SHRMA
% T B ER

WEBF

T& VDI B

# Linux EC2 B11TEB THRAF

# Windows EC2 /TR TH A
W& WaitCondition $538#9 ECS HE#

. RGBS

- BRESOIRHMENS D BEFERHRE RHERFEE AHR

REIHER keycloak FEEIEE

» Active Directory &

BH VDI REFEFEMEMRE , R1E VDI #iiEER  BELZUAD FHESDBEARMN VDI
ERE SSO # , HEEE A RES Web A O #AYE

BIEEAR TR ED Linux VDIs , AD EAE LB EFERAERBBRFIER &

RF SSH ZHE , AD EBEFAEELENEETH

BIENEE RES A ERHEEIER Active Directory

« 2024 .x EXEE

« 2024 .x EXEE

(2024.12 1 2024.12.01) EEM# Cognito £/ & R4 Regex k¥ 204
(2024.12.01 RERRAE ) FHBTBEERE VDI R4 BNV EERFIEAE
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* (2024.12 1 2024.12.01) Active Directory /% #5% SSH FE 214
+ (2024.10) ¢r¥EPBEFERE VPCs 1 #Y RES IR3E |, VDI B EE L HER
+ (2024.10 RERMRA ) #ERE VDI for Graphic @B & T ERER
(
(

* (2024.08) EBEHERHE AMI KK
+ (2024.08) EREEELBHEGRFHTITE ARN BT FENEIVE A Amazon S3 #EEFET

|

2024.06) E AD BEEB OIS Z=RE  EARBEAK
2024.06 RERIRA ) AD S HERESE RES WEHEKE
024 06 R EEhA ) CVE-2024-6387, RegreSSHion, RHEL9 #l Ubuntu VDIsH ) Z 4R

L[] L] L[]
~. A A A

=i

. (2024.04-2024.04.02) $24HY IAM A RBRAEET VDI ST EEHAE

(
+ (2024.04.02 REERZA ) ap-southeast-2 ( EF ) HHY Windows NVIDIA #i1T{EEE EERE
(
(

* (2024.04 # 2024.04.01) GovCloud F#Y RES Bk 25 B
* (2024.04 - 2024.04.02) EFFRE R |, Linux ERKRE TEFE "H#E) HE

+ (2024.04.02 REFMA ) #EEF D SAMAccountName B S EXBZRREHETH AD £
A&

¢ (2024.04.02 REERAE ) ARTFREZTHNIESHREN

— iR g5 M B2

AEIEAE RES HHREINEA.

- BN BANSHEARR
SRRFEHENNE
IR Amazon EC2 B{TEB LMW BFER
+ CloudFormation # &
- AREEmMBLERKEHE , WH Amazon EC2 Auto Scaling B¥#8E B iz Bk
- BEAH Amazon EC2 E#EANE
- EfEREER
- ERSEEMIERSET
o BRI IEARRER 4
—a BB A Active Directory (AD) HE8f 1 AE S 205




#5EEE T2 Studio EREER

« Windows DCV {84
« 21 Amazon DCV MRA& &

BRNBFENE4EARR
ETREETIOR , TARKEDE MR,

SHREBENVE

RBER , CTNETIUERIRERY SN TERREAECEAESHE

e Linux : /etc/environment

* Windows : C:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-
windows\environment_variables. json

IRIE Amazon EC2 #1TEE LA BFESR

HFFERFER RES AR Amazon EC2 #11T{8# L. SSM Session Manager 7 F 2R R 1T {E 8
W T/ERSER , UREELEER,

EEEEEE M vdc-controller EEBREHTEEB L  IETINERIEAEINMEMB .

* /opt/idea/app/logs/application.log
+ /root/bootstrap/logs/

* /var/log/

* /var/log/sssd/
 /var/log/messages

* /var/log/user-data.log

« /var/log/cloud-init.log

« /var/log/cloud-init-output.log

Z Linux EREEL , UTEEEANABGRESR

« /var/log/dcv/
* /[root/bootstrap/logs/userdata.log

 /var/log/messages
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+ /opt/idea/app/logs/
+ /opt/res/logs/vdi_idle_check.log

£ Windows E#EH#TER L , BFNMR

* PS C : \ProgramData\nice\dcv\log

« PS C : \ProgramData\nice\DCVSessionManagerAgent\log
« PS C : \IDEA\Logs\RESIdleCheckVDI\

» C : \Program Files\RES\app\

£ Windows k , REEAEXRHETEUTVNERT -

« PS C : \Program Files\NICE\DCV\Server\bin

£ Windows Lt |, B LAELL T E K E NICE DCV BEER :

* C : \Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch B 55848

Amazon EC2 #l AWS Lambda :EH &R 24 & A #%E| Amazon CloudWatch Log Groups. HHHY
AEtEE AR SR BEEBERNE —REARRMEANENR.

ELHENBBUT :

 /aws/lambda/<envname>-/ - lambda related
* /<envname>/
* cluster-manager/ - main infrastructure host
* virtual-desktop-app/ - virtual desktop bootstrap and DCV related
* vdc/ - virtual desktop related
* dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related
 controller/ - main desktop controller host

* dcv-session/ - desktop session related
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RERFHEAR  FANTHABNIBEZHRETHESREEY, ERGRHIESLTFHENAR.

?"ERROR" ?"error"

EyERREM B — @5 £ 22 I Amazon CloudWatch Dashboards , EF @B RBREBERN /T

=]
>=o

—EgEFREY —ENTE , FtEFHRERN ERROR WHE |, WiGHBAR AT, LA EATRLER
A ERBEERENRE  EHEBRERXEBENES,

UTRERRET NS, FECALLIIEE  FREFTHE , XLUEENERNR <envname>Hl
<region> B,

{
"widgets": [
{
"type": "log",
"x": 0,
"y": 0,
"width": 24,
"height": 6,
"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, e@message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
stats count() by bin(30s)",
"region": '"<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false
}
}
]
}

BRARNEFITTRREHBNT -
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CloudWatch » Dashboards > res-stage2-errors-lines Autosave: Off @ Period override 5 minutes (auto)
res-stage2-errors-lines v ¢ ‘ =) ‘ ‘ 1h 3h 12h 1d 3d 1w Custom UTC timezone ¥ H C I v H x H Actions ¥ Save
infrastructure hosts
40.00 @ 1. count(
30.00
20.00
10.00 . . .
1.64 |- : = ' s : S —— T —— S —— S S — - " .f..... "
1o- 23211145
19:00  20:00 ~ ZIW 2:00 2300 00:00 01:00 02:00 03:00 04:00 0500 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00  18:00

CloudFormation #t&

HEIRBEITHBEE LA CloudFormation &S EIRIBHEHEBHNER,. SHMBEHER.
HASEHE K WEHEBNWHEEBEENR , TUSZEE4, ERNEHRSER,
RES #& :

* <envname>-bootstrap

« <envhame>-cluster

* <envname>-metrics

« <envhame>-directoryservice
« <envname>-identity-provider
« <envname>-shared-storage
» <envhame>-cluster-manager
+ <envhame>-vdc

* <envname>-bastion-host

TERRHR (WREEERNBRARE  BRAELENTERTH , BAILER AWS SHEER
Bl RELE RERRNER, )

» <envname>
+ <envname>-Networking
« <envnhame>-DirectoryService

« <envhame>-Storage

+ <envhame>-WindowsManagementHost
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K R RE T 3% 4 R WFE |, 3 Amazon EC2 Auto Scaling £$487E B iz AR

R RES Uls 5 A fRERERR , RRTREREARAERBHEtEE,

BEEBELE Amazon EC2 HI{TERE BEERE (ASGs) a2 —EEER5IZEER , TARERSE
TEBNERTE. R U EEEEIEMAERRELFR , HRE Amazon EC2 X HREREEZE
RIENEITERE | YHME Auto Scaling BEHEEB RS BB S HEHEN ASG , LB Amazon EC2 #,
TEBEREERR.

EE2ul , FEAFITEEAIEE Amazon CloudWatch BEsEHERYIE R A CHFERE |, ERERTH
BEWER, thoJLAER SSM TR EEARBZRERMTHHTEEN TERER , YREHITEE
FHEFERUYERER , BT REBERAEERETE A ASG K1k,

WMRBAELRRE , ASC TEAARSETELUTIREER,

EC2 Dashboard X C EC2 > Targetgroups ) res-bicfn3-web-portal-e2958adc )

EC2 Global View

Events res-bicfn3-web-portal-e2958adc

v Instances

Instances Details
InstanceTypes || OV amawselastidoadbalancingieu-central 1 bicfn3-web-portal-e2958adc/3fa0fdc3c3bfa223
Launch Templates
Target type Protocol : Port Protocol version VPC
Spot Requests get P
Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad 10chge [4
Savings Plans
Reserved Instances 1P address type Load balancer
. » -alb [4
Dedicated Hosts 1Pv4 res-bicfn3-external-alb [4
Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0
AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)
Select values in this table Al lied to the
v Elastic Block Store
Volumes
Snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

v Networks securty Registered targets (1)

Security Groups

‘ Q Filter targets 1 (o]
Elastic IPs
Placement Groups ] Instance Ip v | Name v | Port v | zone v | Health status v | Health status details
Key Pairs
O 10ba5d508631120043 es-bicfn3-cluster-manager 8443 eu-central-1c @© healthy

Network Interfaces

¥ Load Balancing
Load Balancers

Target Groups

v Auto Sealing

Auto Scaling Groups

BRI B Amazon EC2 Fi= & 48
AL EESERETRENRKEEHETNER,
HRs s

EREREHITR , Amazon EC2 R ABEFERBAURUTAR. BTWHTEERE RES E#%
i Amazon EC2 £#, HTREREBINFTER RESRERRE,
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ERAEER

EC2 Dashboard
EC2 Global View

Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances

Dedicated Hosts

Capacity Reservations

X Instances (5) info

| Q. Find Instance by attribute or tag (case-sensitive)

| res-stage2 | X | | Instance state = running | X |

Clear filters

Oo0oo0oogoag

Name #

res-stage2-cluster-manager

res-stage2-vdc-broker

res-stage2-vdc-controller

res-stage2-bastion-host

res-stage2-vdc-gateway

Instance ID

1-095bdcdc87321a4ff

1-041867308771e71d3

i-08800976¢757717e6

1-0523e5480f434581a

1-00773bc97ccle841d

| Instance state
® Running
® Running
® Running
© Running
® Running

@ a
@ a
@ a
@ a
@ Q

Instance type V¥
m5.large
mb.large
mb5.large
m5.large

mb.large

ER I HANERRE

£ Amazon EC2 X226+ , EERFZEHITH , eMEEREUTARE L, EUERT , EREE
SRR, BTEEEBNERREVRENERE. PEANBBRERBEREN THERRERE ,

ATLARTERRM "MyDesktops SEAEREN BB,

EC2 Dashboard
EC2 Global View

Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances

Dedicated Hosts

Capacity Reservations

¥ Images
AMIs

AMI Catalog

BRI LEAR

Lab,
He
70N

X Instances (7) info

| Q, Find Instance by attribute or tag (case-sensitive)

res-stagez | X | | Instance state = running | X ‘

Clear filters

Oo0O0Do0ODoooaog

Name

res-stage2-bastion-host

res-stage2-cluster-manager

(

res-stage2-MyDesktop1-demoadmin4

res-stage2-ProjectWork1-demoadmin4

)

res-stage2-vdc-broker
res-stage2-vdc-controller

res-stage2-vdc-gateway

Instance 1D
-0523e5480f434581a
i-095bdcdc87321a4ff
-022826¢122d8¢78d5
I-09ba5d8ae152¢6f25
-041867308771e71d3
-08800976¢757717e6

-00773bc97ccle841d

| instance state
® Running
® Running
® Running
® Running
® Running
® Running

® Running

@ Q
QQ
@
@ a
@ Q
@ Q
@ Q

Instance type ¥
mb5.large

mb5.large
méa.large
mé6a.large
mb5.large

mb5.large

mb5.large

RYER

E Amazon EC2 IR ABREKRILENHATERE K EMBEERERLNEEEHE. NRFERAESE

R IEREMNERERETH | BREZSEMRBEENER  ETaE

TEERERLENSEATEE.

/j_T‘/‘vI"\l LIET:EiE'?T':Fo

BRI Amazon EC2 =& NE
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ERAEER

EC2 Dashboard
EC2 Global View

X

Instances (10) info

| Q, Find Instance by attribute or tag (case-sensitive)

Events | res-stage2 ‘ X | | Clear filters
¥ Instances
[l Name /' Instance ID | Instance state v | Instance type ¥
Instances
O res-stage2-cluster-manager i-095bdc4c87321a4ff © Running @ Q mb5.large
Instance Types
O res-stage2-vdc-broker 1-041867308771e71d3 (® Running @ a mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller i-08800976¢757717e6 (© Running @ Q m5.large
Savings Plans O res-stage2-windows1-demoadmin4 i-092cdf6a7e52e9b%a © Terminated @ Q mé6a.large
Reserved Instances O res-stage2-rhel91-demoadmin4 1-0b3d134f606a53636 © Terminated @ Q mba.large
Dedicated Hosts O res-stage2-bastion-host 1-0523e5480f434581a ( Running @ a mb5.large
Capacity Reservations O res-stage2-aml21-demoadmin4 |-023844b29c12b9393 ® Q mé6a.large
¥ Images O res-stage2-MyDesktop1-demoadmin4g 1-022826¢122d8c78d5 © Running @ Q mé6a.large
AMIs [} res-stage2-ProjectWork1-demoadmind i-09ba5d8ae152¢6f25 © Running @ Q m6a.large
AMI Catalog [l res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q mb.large

B i Active Directory (AD) tHE @ S LAt & E

LT RAEEMRETE i AR Idap HHEITTEH] , SURR AD HEMEEF. ERANMEENHEM

ZHEZRMRERRELREAANSH

%II

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV {&§&
£ Windows S b , £ b T 575 =5 H ST S AR BA MG T AERE £ -

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions

Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)

Windows DCV {& & 212



#5EEE T2 Studio EREER
£ Amazon DCV A~ &E

Amazon DCV AR ERSHE T/ERE. AWS Amazon DCV, T %IE54)REEaN{AH E S R%EH DCV &
B AR,

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version

Amazon DCV 2023.0 (rl4852)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

21T RunBooks
ToHaATAERENEE. NAENEE R NAEARNENEE,

- ZEREE
» CloudFormation &8 EE T | WE/RALE "WaitCondition W E K BEVEAE . Error :
States.TaskFailed"
CloudFormation 3t 48 22 37 BR 2h # SR W 2 & F B 48 A
#HITERBERIER K BAER vdc-controller
AP AR |, IRE CloudFormation 3 8 £ 5 M BR
IRIBE VM CIDR B SHEEHR

£ Amazon DCV A&, 213


https://aws.amazon.com/hpc/dcv/

HRETR Studio (R
- REBEVHREM CloudFormation H B 7 KB
+ {#H AdDomainAdminNode CREATE_FAILED By A ZpER ( ~&l ) HB LMK
- §OEE”E
o BAREFBEIT iam:PassRole IR
« BEE AT AWS IRF AR ABFEIEM Research and Engineering Studio on AWS &R
« BAREHN , RUVAREIZBAER
- ERBRARRYE "RTIEAE, R
« 7£ Active Directory F¥TiE{F A% , {8 RES HiEX
c BYTHEREBRRELERAEAE
» CloudWatch cluster-manager B 5558 H K/ R EIRYEEER
« RZEB RES BEVRERRMK , BREHE VDI EH L
« RZEB RES MARERR#E , BREHE VDI EH L
o BREAR VDI THEIVEA
- RECEARGIAF IS5
« &% RES B3I Amazon FSx for NetApp ONTAP , 18R il A B BV 4835

< RER
< REBEVGRES/ KK
- REBEZEAERTELIEAER RN HE.
- B
- RAEFERERFHITERNRH THRE FEE
- BBESRSE

« REEE RES Web A OB RAEN/EEBAE VDIs

« Windows EZENBARFREAEES

o [FRANEBER CertificateRenewalNode B |, BB H

- ZEEEFHNERISEELEBRIER

- RAERE S BAERRE

- SE Windows ERER KK , YT "ERCEM. ERiER
» VDIsF T AREE

2% 1T RUNBOOKS 214
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ZEEE T Studio EREER

« BAR , VDI THEREEAZAEER

- EREHE Y
+ Amazon EC2 H{TEREEEAPEERERCKRIE
« vdc-controller #{T{EBE EEMRIRD , KAEEMA AD/eVDI B R AP| BIEiRERME KB

« MENEHEEBLHIEERE  ERTEHRETNNFESR

« cluster-manager Amazon CloudWatch HF# R <user-home-init> iR P B EFEH. EEZFESE
RAEES, (AYIRFREAEER)

« Windows REZEAERFETR "ENRFEEA. BN EES"

« S\E&B/EF AD #HRER) DHCP ;ZIHRE

 Firefox #5582 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING
« Env iR}

* res-xxx-cluster &% "DELETE FAILED. #R% K BN "AGEMSEEEE. HRMEL
FEMER

- BERR
- T# VDI B
« f& Linux EC2 #i1TEER TH B
& Windows EC2 #{TEE THR A
- IKEE WaitCondition §#52K) ECS HE
. RERIR
- RESOREENS I BBFRERLE RHERFEARR
o REIHEE keycloak FEEIEE
» Active Directory &
- BH VDI RESEFEMEMRE , RE VDI SiiER  REZLAD EAES D EARKM VDI
« BRE SSO# , HWEEEA RES Web AL
« BMERRERE Linux VDIs , AD ERAE M EEERAERBBERTFIEH &
- B SSH FHE , AD EEEHRAEREFHNESTH
- BRNERE RES ABEFRHEERIFER Active Directory

R&EE
%E%%E 215




HREIE Studio RS

« CloudFormation &S A2 , WS "WaitCondition W EI K KA EAE. Error :
States.TaskFailed"

+ CloudFormation & & 3 5 Zh & K W E F HH4E A

« FITERBRIERXBAREER vdc-controller

- BRAMKYHEEES |, IRIB CloudFormation 3 & A MRk

- RIFEVHRE CIDR ERSE B EHR

« IRIBEIHEM CloudFormation B 7 KB

+ fH AdDomainAdminNode CREATE_FAILED B AHER (=& ) HBKHK

CloudFormation #f&#;x2E | WREARIALE TWaitCondition WEI KB KA E, Error :
States.TaskFailed"

EERREE , FRESRA 1 Amazon CloudWatch A& #<stack-name>-
InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, MR EZE
SEEHEERBNBFEE , FREE—EBTANBFRE, AFPNERASSRUEEBRENFHRE

(® Note
BRSBERBZEE.

CloudFormation &% 37 5 Ih & R W B E FEHBE A
WMREHINE I CloudFormation B &R EIE F B4 , AR NHIEE

3

1. WRESTFEYur S A EFH,

MREFEH U R IERSEEFE , FFMER M EFHIE Research and Engineering Studio IR
R

2. ¥ Amazon EC2 XA REBERBRRIATEENIZIR,

MRAEF<envname>HHERAE DK IEN Amazon EC2 #1TEEE | RBLUUFNSTEEIK , BIF
B& 2% Active Directory #HRE T B & IR B E,

THEEE 216
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3. WMREHEAWS TEMRERR S REMNBER , FREFHEREREIN VPC, RENMLE T
B, AR HAZERH2E,

T
:gull

MREMSBTER  BURFEMRAEENME RES Rif. WFFHMET A F2HEABRLEE

o

4. MBEBEABCHWABERBBER , BEREMEM Active Directory £F& TEHARVAERE,

SR ERREHITERRIIMA Active Directory ZEEE, EFER TS Bthe section called
‘AT E R ARSI R K BAREER vdc-controller” 2R i iR [ &,

HITERERIER K BURRER vdc-controller

BRI RN R E R ERELERIE A Active Directory (Active Directory)s
EERERE

1. @S5, £ vdc-controller BV 11T #11T{E B LA SSM BUE TIERER
2. #1T sudo su -,

3. #1T systemctl status sssdo

MRMREAFEAD, RBRIEEAFTHERER , AIFTEBEEMA Active Directory,

[root@ip-: 1# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: loaded (/usr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 31248 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[—31248 /usr/sbin/sssd -i --logger=files
[—31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[—31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step

ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

Might see errors
highlighted in
RED here

NHEFRRERNRRRNRE
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HEMREE

«  REFNBSHETEEHNIT cat /root/bootstrap/logs/userdata.log LAFAZE B,

WA E =R RARREZ —,
BARRE 1 @AW |dap ERFMAEF T ERE

BEBF. NMREFITIEESZ R, MIFTEBEEMA Active Directory.

+ local AD_AUTHORIZATION_ENTRY=

+ [[ -z "' 1]

+ [[ 0 -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...
++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 18@) waiting for AD authorization,

retrying in 34 seconds ...
[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...
+ sleep 34
+ (( ATTEMPT_COUNT++ ))

1. W RESHEBEVHBCE#BATIHEENSBIE,

« directoryservice.ldap_connection_uri
« directoryservice.ldap_base

« directoryservice.users.ou

+ directoryservice.groups.ou

« directoryservice.sudoers.ou

+ directoryservice. computers.ou

« directoryservice.name

2. B DynamoDB ERlKRPWEMAF EFEE. ERFKRAE DynamoDB EIEEMNERKRT KT, &

RRBBES <stack name>.cluster-settings.

3. FEHEBERRKRE K FBREREATIREATEEMN cluster-manager  vdc-controller. B EEEAS

£ AR B DynamoDB & ¥ &R H & #EREH#1T E -,

RERE
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BARER 2 : 8 AR ServiceAccount EFAEZ B IERE

MR AFEL Insufficient permissions to modify computer account , BIfEHEE I
¥ A B ServiceAccount BB A RER IE7E,
1. & AWS X &R Secrets Manager,

2. ¥5 directoryserviceServiceAccountUsername, W& ES <stack name>-
directoryservice-ServiceAccountUsername,

3. FRMMEBELURGRHFMAETARE., EWEET , BEHENMEE K RARBEEXF,

4. WMRZECEH , EMERE BTHITIRIEMN cluster-manager 1 vdc-controller #{T{EE. BEBERE
#{E F Secrets Manager BB FEREBFETEE.

BABER 3 : 8 AR ServiceAccount BRiEF E#E

MR AFE R Invalid credentials , RITE#&2E I Hif# AR ServiceAccount ZiE AJBER IE
.
1. & AWS 5B Secrets Manager,

2. % directoryserviceServiceAccountPassword, WA <stack name>-
directoryservice-ServiceAccountPassword,

3. FARMELUMEFMHEAETH, EREET , EEHEIREE K RAREEHXFE,

4. MRELSHER  ATHRERANBIBLSEER , LA LIE Active Directory 1 Secrets Manager
P ERER,
a. EE7E FEFRZEE AWS Managed Microsoft AD :

i. BIRCAWS E# AW HIF Directory Services
i. IEHERES B#ME D, ARFEZEF,
i. BNEREAERS.
iv. EA ServiceAccount EAEZHE,
v. BAFEE K ARBEIERZE.

b. #&ZEE Secrets Manager FERZE :

i. BIRXAWS &I T Secrets Manager.

i. ¥& directoryserviceServiceAccountPassword. M#HE S <stack name>-
directoryservice-ServiceAccountPassword,
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FRMEZEARRFHEARE, EWEET , BEERUTE  REBREAXF.

BERE,
REHMBE , AREERT
=5 I BR B BT #11TBRE M cluster-manager 1 vdc-controller #1{TEEE. BEER

iv.
A ServiceAccount fEH &

V.

5. MREEHTEH, F
%158 P B R BY (B RRBY R Y BT (B B8

HRABMYEEEES | IRIE CloudFormation 3 & £ M BR

W& <env-name>-vdc CloudFormation 32/ Mk R AB Ak WSR2 M 2 B |, 4520

vdcdcvhostsecuritygroup , EFREREAFEAEEAE RES BEUN FREINLLFERREN
, & O] LU A T R

AWS Amazon EC2 #17 {E B2 Fif 2%
EESREARIELLEES AR FTE Amazon EC2 #{TEEE, A%

EERREAE
RE,

IRIEIEVHIRS CIDR B S B a4 88
) CIDR BB e HERER,

BYREE , OERES [FAILED]
SEEREM
For example, specify a CIDR

Failed to update cluster prefix list
An error occurred (InvalidParameterValue) when calling the

ModifyManagedPrefixList operation

The specified CIDR (52.94.133.132/24) is not valid

in the following form: 10.0.0.0/16

EEMRALEE  BHAERXAS x.x.x.0/24 = x.x.x.0/32,

BERERME , E CloudFormation it

RIS T HIRIAY CloudFormation &3 37 2k BX
, JREE

BYRRSR-RINEREMEFE, ERERFEH , 7]
BEVKRH,
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MRBEEFEER , FRHRREIERAEN, HE , EUUEREANEGFEREI,

& AdDomainAdminNode CREATE_FAILED BN A\ZE IR ( & ) HEB KK

MRTEHREHBET AR HRTHHER , TREERAFTERRBRAEHEEINEE Amazon
EC2 &%,

AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

ERYET R RE

1. HE SSMREEEESF K RMERBCHREMSH , AREBCHYEMEANTERREBH.

2. 1E£ SSM RunCommand/Automation 11T L L& , MESHERE SSM X4MWHITREEHT
1%.%;&@_&0

3. TEIRY¥E Amazon EC2 HIfTEBAN BAFERTD , REAKHTEB A , LHESTERBRRSEMR
BB ENRE.

MREERREHER , FEMBERED 15 DIELE RES #MITERNIEH,

E—2A(SSO) MEIEENASHBEERRRAAMBREERMBE, MFERE SSO HENEF ,

3
¢

« the section called “f£ A IAM Identity Center §%27E SSO”
« the section called “% SSO FRELKN G D iR E”

EERBHMES )EEMENEMEE  BF2E TSRS EE

*rE

- BAREBHIT iam:PassRole R E

- BEEAFF AWS IRESWAEFEIEM Research and Engineering Studio on AWS &R
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- BAREN , BYAREZRAER

- EEBRARRE "RTBERE, BR

* 7 Active Directory R ¥TiEEA#E , {6 RES HiEX

- BUTERBRELFRACHRE

+ CloudWatch cluster-manager B & FP 8 H K /)R #il By §5 53

K AREEBHIT iam:PassRole BIR#E

MRBWBHER | EHEEEHIT iam : PassRole BifE , BHBRLEER , UAFEKBCEER
RES.,

BEAWS BRTREKEFTALBERZERYE K MARBUFNEREACIBBELSAC, WFENT
ER |, BUARERAREREEXRBNFTT,

E & A marymajor B IAM FREERFERAFE AT RES FHTEMER , SB4ATH&EHIFER, B
2, IEFERREEEREACKR TN T, Mary RERZACEERREHETT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

FIEBEERT , Mary WEBURXAEH , LLAFFHEIT iam : PassRole BifE, MREFERBY , FBHE
£ AWS BEEE, SHNEESRHELNEERE.

BEE AT AWS IRE A A EFEIM Research and Engineering Studio on AWS &
iR

AR —EAE  BEMRFTNERENEEBATNAEFIENER, LU IEEZ R
EEENHENEXAR, HHXEERERNBERIFEUEHIEE (ACL) VRS , &I LUERA ALK
RRBEFAETFRENE RN,

MFEE-FTH K FL2EUTRE

- BETHOAESHES AWS NIRFHREERNEIE , F2R (AM EREER) FHAEHES
Y5 —{E AWS 1RF RV IAM B & R FEE.
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- BETROMEERNEFIERMREBE=S AWS IRF |, 28 (AM £AEERE) T FIERE
HIEE =SB AWS MIRF,

- FETHNMEBRKE S RUEIE , F28H (AM E£REER) FHRERAFIREIE/ATRFEN
ERE (BESD ).

- EETHREAAGNEREBRETEIRFFRCEANZR , F28 (AM £RAEER) F89 IAM
AEREREBRRNEE,

SO BEKREHRE , R EEE, FEVNEEE , FRERESRNITEE B FEREA

1. PBARK CloudWatch £## &,
2. RAFEHEAF  SHBEA WEE/<environment-name>/cluster-manager,
3. FRBFAEMENUESAFRERPHEMER

EEMEHERTE

?4";-"

-_—

B DynamoDB F#2 &

2. REBEXRSP , SEXREAH WERK<environment-name>.cluster-settings,
3. FRMERXR, AREERZERRIER,
4. REABEMRGER , RABAGATIEH
- BEAE - R5l@
- R -a7
« E-sso
5. EEHT.
6. EE@MMFHEP , BFE SSO HRBERTEH., MRFIEHR , 57518 sso_enabled TRNERESR
False,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/dynamodb
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Edit item

You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4

Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled -]
4
[ value ] O True © False

7. IR[E RES ERENHEUEMKE SSO.

EREARRE "HARERE) FR
MREAEEHAEA RES AERKWEIER "RAREHE, , AEMEHIRE Active Directory H :
- MREAEFFER RES 7 , BEKITAERE#HIEE AD

- ERETREARRELSE RES, RES #/MEELS—X , A BWREFESST , IREFRER
BET—REASEHME, FEMARSD  FERPHIERE Active Directory FHTIEEAE B
RES HiE%.

- MREAEFHER RES 7 :

1. BABMRFCERRE, NFFMEENR K F2RAE—FZ A (SSO) RELN S DIRHE,
2. TR SAML £ M SAML EFE4HHBEEHENE T B4kt

£ Active Directory H#i8EA % , {8 RES HiEX

(® Note

AEBEAR RES 2024.10 RERARA, MFE RES 2024.12 REHARA , BB AT BT
F% (2024.12 #1 2024.12.01 kR ) » WE RES 2025.03 REFHRA , B2 WAF BRI
{Z1EEE (2025.03 REFA ) o
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MRIECAEEAEFI®E Active Directory , 87 RES iR D ERE , AIEERJE AD A5, AD @F
M AD IHE E A RES RIEH Lambda HEE/NR#HIT. BRE , TENMEFERERFEZR . 8§
EER T —ERFEFHATELL, B Amazon Simple Queue Service FEIRAEIRE S,

FERRBRIER

BAEX Amazon SQS 2 A&,

1

2. f7%)sh | 5BEH <environment-name>-cluster-manager-tasks.fifo,
3. EEFREEAREWEAER.

4. EFAEARAXH , @A :

{ "name": "adsync.sync-from-ad", "payload": {} }
SHEFAEEE ID , WA : adsync.sync-from-ad

6. HYUASERERMER D, MARENIRFAFSH, WAELREBERTDENETHAEWN
WARE , BRIFEREH B,

o

BYTFERGEEAERERE

MBEEBRBVIERBENEES , BRBEET TEREFEZEMSER Active Directory FEIERAE |, 8l
FEHEUREEE —REA. REAERAPERAEEL TERE, IFRAREABESLEZEDBEARE—

Nrd
Ao

CloudWatch cluster-manager B 5557 H K/ R &Ry $538

2023-10-31T18:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []}

MR IEFE CloudWatch cluster-manager BRI EEER | Idap St ERAZFERAEL K, &
EEEIRERE , 5125 IDP W ldap ES& 2R,
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https://console.aws.amazon.com/sqs
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ERAEER

- RiFIB RES EVERRE , BAREEE VDI EH L

- RiFIB RES MAERRE , BREEHE VDI TH L

« RECET VDI EMEIVEA

« % RES 23 Amazon FSx for NetApp ONTAP , {E RN A AV #81E

HiEiR RES BV ERRHK , BAREEE VDI EH L

BRABRLARRN "HAL RE , T8l VDI THEF, FHRETITR  BEERRRRTERL

Amazon EFS

1. BI¥ Amazon EFS 2 &,
2. RERERRAMRERETTH,
3. MERERRARMEBEEFEH , BFEST BRE VDI 8L,

Amazon FSx ONTAP

1. BI¥ Amazon FSx 12 &,
2. MBEREREAH,
3. MEMREARTH , FEST BRE VDI T8,

#iEB RES IMAERRHF , (EAREEE VDI EH L

£ RES LIMANERZRRRELENZEFARA , LUAFF VDI THBHERRKE. AR

RRHE RES HAEFEY , RES TEEEMEBMN LR RHERA,
EMANERRBEBEBMNZLHERAFT THEARE !

« 3REH linux VDC EH#M NFS RE (EHIE : 2049)
« B Windows VDC TH#) SMB & ( E#EIE : 445)
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https://console.aws.amazon.com/efs/home#/file-systems
https://console.aws.amazon.com/fsx/home#file-systems

#5EEE T2 Studio EREER

REENR VDI EHEEUE A

ONTAP X ERREER UNIX, NTFS #1 MIXED Z2HK . Z2HEIARE ONTAP ARAREIERIZEHY
HAER | URBERFiRER A LSS EF A,

Bl , MBRHBESH UNIX 228X , R ONTAP WZiHEME , SMB AFEH{MATTUFEER
(FTREMMEEREREMNTE ) . T8 , ONTAP £ UNIX 37 , RE UNIX B AERREE
TEEH,

BRI £ A SR 09 5 7 E5 451
E Linux THESHEFER UNIX EXBERE

sudoer AIABHMEREREFF . HlW , LTERTF/<project-name>B # LB <group-
ID>ZEBEUEAFANKE :

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

B Linux 1 Windows TEE & A NTFS KX K E

BOUERAREERRNEABMRRELAFT. i, BEEEAFuser_01ME XK
myfolder , A B4 Full Control. ChangeZX MYEF A% E A ReadAllowER Deny :
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+ Documents Properties X

PR . L. |

Q) Permissions for Documents X

Share Permissions

GI'CILIFI ar user names:

pe

¢ folder

¢ folder

Add... Remove folder

Permissions for Everyone Allow Deny ¢ folder

Full Control O ]
Change ] ]
Read a8 O folder

¢ folder

folder

folder

5 ¢ folder

Cancel

¢ folder

—e folder

MR ZEREM A Linux M Windows AFIHFER , RMFEE SVM LEREBBME , MRS BT
Al Linux £ & & B EEAE R 5 A %%ﬁﬁﬁi domain\username ¥ NetBIOS BB 2 BE XN BV BABE, B
Linux 1 Windows FRAEZBETHERTEAR, WFESE , F2RB A Amazon FSx for NetApp
ONTAP AZHETIEEH,

% RES 31 Amazon FSx for NetApp ONTAP , 1B R il A F B 4315

BAl , E&% RES AR Amazon FSx for NetApp ONTAP B | RIEMEERRZSL , BEF
EMMAMBE., EEEEIMN ONTAP ERRHM SVM ALK , 2845 SVMs BIA Microsoft
Active Directory 3 &1& Amazon FSx £ A LM FE, fﬁm%%ﬂ’ﬁ"ﬁl?ﬂmﬁ AD 9y Amazon FSx
Service 1RF . —B SVM SININAMEE , B84 SYM HE > i3 > SMB DNS &8 , REBEH DNS
28, IAREREEETE,

A% , FBEHELEFE DynamoDB E Rl FKF#mEE SMB DNS AL H !
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
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1. 817 ¥ Amazon DynamoDB i &,
2. BEERK , REEIF <stack-name>-cluster-settings,
3. HRREMKRER T , BRERMRMG , AR AT HIER MR
- BiEERE - Rol&#
- R - SR
« {f - shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
4. ZRERNIEE , AREEFBF, REEB,
5. fERELREHN SMB DNS EBEHE,
6. EEER LM,

A FRFHEERZGEBHN LTS BEATY Amazon VPC EXZZRGEFEURSIPEBNTE, FH
ERIRAEWE VDI B E TR E N ARBEH SVM MERRGK,

g& , BULER RES MAERRAEUEMARENERRE - CRETEREERRK, MAER
%\: Lo

ES- |
- REHRESKK
- REEZEAERTEZEABERRN B,

REGHVIRRE R KR

ERESHBREML , MERBHREALY , AT FEEEE S Amazon CloudWatch H&EEE
AEYIETSE R A R BER,

[2023-11-19 03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
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https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html
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when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

MR LE—@Eenv HEWRBEZLZETFN env FEH , FEFEEETEEM CloudWatch BFEAE B!
B, MRBEREARAEAVENERNRER , BERIBERERRE,

1. T8 metadata.json R , LHERZEER KM ExportStatus £EF COMPLETED ik&E, BEREE
BRI KREE ExportManifest WL E. MREKTE LRBUE  RREEAENRRE | BEZ
HERRBINGEREER.

2. RREYREER  FHRERRIKERE RES 785 COMPLETED, REBEVEFEZEE 5 F 10
DiE, ENBARENIAERBEEER , MERRBERIIEL, EBRBINRBEREX
ARRE,

£

RAEEFERERFHTEENE S FERE A

MR Ul FHBRARSFIERASETHE , IRETERRELER , EWRERTEMRE Amazon EC2
PATERE B £ IR,

YT ERIRN G E , REME Amazon EC2 XA R B H I Amazon EC2 #{TEBEEEHK L | I
DEFBTEEBERA. MRIIEERER , ®E Amazon CloudWatch logs Al RBEE IR ER K o

E—RBAHEIERERETNEHFEHE, WE Amazon EC2 £ 4 F BB (A BT EEXE R EM
BEMRERFIETERE  ARTRUEEERRKBE,

ERABNEFM TR

ER R 230



oEEE T2 Studio

ERAEER

EC2 Dashboard X ( EC2 > Targetgroups » res-bicfn3-web-portal-e2958adc )

EC2 Global View

res-bicfn3-web-portal-e2958adc

Events
v Instances

Instances Details

Instance Types

Launch Templates

Spot Requests Target type Protocol : Port Protocol version
Instance HTTPS: 8443 HTTP1

Savings Plans

Reserved Instances 1P address type Load balancer
1Pva res-bicfn3-external-alb [3

Dedicated Hosts

Capacity Reservations
Total targets Healthy Unhealthy
v Images 1 Q1 ® 0

AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)
Select values in this table ta see corresponding filters applied to the Registered targets table below.
v Elastic Block Store

Volumes
snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

v Network & Security Registered targets (1)

Security Groups

‘ Q_ Filter targets
Elastic IPs

Placement Groups o Instance ID v | Name v | port v | Zzone
Key Pairs

[m] 1-0ba5d508631f20043 res-bicfn3-cluster-manager 8443 eu-central-1c

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Scaling Groups

VPC
vpc-011d10e23ad10ch8e [

Initial Draining
0 0

1 @
v | Health status v | Health status detalls

@ healthy

MEE/EMREEIER A 0, RREHE Amazon EC2 #{TEETRAREERTER,

WMREEMREFENIER AIE 0, &R Amazon EC2 #1TERE
FE AR BB REIB Eﬂzﬂkuﬁﬁ

WREERERIFMEFERETENHBE MR 0, KRBT RER

REIEERIR. EFAE

=RAELEWN

E#HR. flmn , NEMALE FRERT

RERBHEN AZs, NMRBEERIFRN , FRALTRERAEMNT , FHRBRRERHE,

B E B R TE

&
« REEE RES Web A OB RSN/ #EEXE VDIs

+ Windows EREZHENBARFREAEES

. FEANEEIR CertificateRenewalNode B | BB HA
s FANEEPNERKEEEZBRINER
- RAEEB S BEREE

- R Windows BRERAK , WET

NEREEM. SRR

* VDIsFEMEIRRE
- BEE , VDIsEEAFERAME

B EHSE
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- BAR VDI THEEEEEAZHER

HKEEHE RES Web A ABULHEE)/HEEXE VDIs

BRI ESREEKRE VDIs B , B environment-name.vdc.dcv-broker.dcvServer
DynamoDB ER RN R EMBEIEE (5-20) , EFRK TR ERERMREE,

EERRILEE , BUURBEREISERAEER , % AWS DynamoDB £ &Henvironment-
name.vdc.dcv-broker.dcvServerERI RN HERBER/EABREEN , TR :
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Edit read/write capacity

Capacity mode i

simplify billing by paying for the actual reads and writes your application performs. Manage and optimize your costs by allocating read/write capacity in advance.

() On-demand } [ © Provisioned

» Capacity calculator info

Table capacity
Read capacity

Auto scaling | info
Dynamically adjusts provisioned throughput capacity on your behalf in response to actual traffic patterns.

O on
O off

Minimum capacity units Maximum capacity units Target utilization (%)

(s ) (= ) (o )

Write capacity

Auto scaling | info
Dynamically adjusts provisioned throughput capacity on your behalf in respense te actual traffic patterns.

© on
O off

Minimum capacity units Maximum capacity units Target utilization (%)

G ) (= ) (o )

¥ Historical capacity usage vs current selection

To see detailed historical read and write usage data for your table, go to Cloudwatch [%

Read usage vs current unit selection Write usage vs current unit selection
The number of read capacity units consumed over the last menth. Learn more [7 The number of write capacity units consumed over the last month. Learn more [
Filter displayed data Filter displayed data
[ Filter data v ] [ Filter data v ]
20 == e e e e e e e e e e e e e e e 30
25
15
20 -
10 15
10
5
5
0 P °
Mar 30 Apr6 Apri3 Apr 20 Mar 30 Apr6 Apr13 Apr 20
07:00 07:00 07:00 07:00 07:00 07:00 07:00 07:00
Time (UTC) Time (UTC)
== Maximum capacity units == Consumed read capacity units == Maximum capacity units == Consumed write capacity units

AR, B 5@ VDIs FEEAN 1WCU B ARE  MEBEBENEAREENTREXERESH
EEZIKO ﬁﬂ%ﬁféﬂiﬁﬁﬂ , 82 B Amazon DynamoDB EEHH L HEREHEE, DynamoDB

Windows EREHNEAIRFREAE

MR IEHESNIE RES Web A D #BY:FRAE) Windows B ST , EEEARFELERFRERER
g | A2/ Windows VDI A 8E = RN A Active Directory.
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https://aws.amazon.com/dynamodb/pricing/provisioned/
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EERE , 5% Amazon EC2 A EHEZE Windows #ITEEE , WE THSIEHEFC: \Users
\Administrator\RES\Bootstrap\virtual-desktop-host-windows\. A FAEEHI &

2B [Join AD] authorization failed:RREITEEEEMA AD, MFEKLY/<res-
environment-name>/cluster-managerfVFFllEF , FSE BFEFHEBBTH CloudWatch FHY
Cluster Manager B :

* Insufficient permissions to modify computer account

- WEHBRRTENWRBIIESZERKEKITIEE AD WEEFT, BE 5%E Microsoft Active Directory
AR 1R P (R ER ARG IR R P PR R IR Ao

e Tnvalid Credentials

- BEAD PHERKEIIRFBEAERCEY  IERENBAENT IR, EERESERNENRE
REBEAER , BFEEE Secrets Manager £ &R FHEBNME . FEREHLMEN ARN £
RES IRIE G 0 EE HEHR Active Directory #18 THIIRIEIR F B A E R Z ARN ¥+ EFRE

=8

A~ o

A I\EBE R CertificateRenewalNode B |, BB Hf

WMRIEEB T HNEBERE S | iﬁiﬁ%‘ii Linux VDIs "The connection has been closed.
Transport error"KHEZE| #8558 , RN ERRBRFBH , BA Linux LK pip ZEBERIEREM
RAEBDEHEE, BEEEIEARB Hﬂo

Amazon CloudWatch B & #l<envname>/vdc/dcv-connection-gateway AJRE & F LI T 5
FERHKERERER -

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Error in connection task: TLS handshake error:
received fatal alert: CertificateUnknown | redacted:/res-demo/vdc/dcv-connection-

gateway | dcv-connection-gateway_10.3.146.195 |

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Certificate error: AlertReceived(CertificateUnknown)
| redacted:/res-demo/vdc/dcv-connection-gateway | dcv-connection-gateway_10.3.146.195

|
EFREE -

1. HEEMNIRFH AWS |, BIfE EC2, MRAB R A *-CertificateRenewalNode-* BYFAITERE |
LB ITIERE,
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https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/ec2
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2. BIfE Lambda, & EZEEZTEA *-CertificateRenewallLambda-* B Lambda % , 554
& Lambda BERABEEEHLUNTHAR :

export HOME=/tmp/home
mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

python3 ./get-pip.py

pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

git clone https://github.com/Neilpang/acme.sh.git
cd acme.sh

3. HEESHKRIMHINTEIR Certs HEBEAR, HHARSEK Lambda BT : EIR -

CertificateRenewalLambda > Bt - BB, SR RELONTHRE ;

sudo yum install -y wget

export HOME=/tmp/home

mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

mkdir -p pip

python3 ./get-pip.py --target $PWD/pip

$PWD/pip/bin/pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}"'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates
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https://console.aws.amazon.com/lambda
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/security/public_certs/assets/main.yaml
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cd certificates

VERSION=3.1.0

wget https://github.com/acmesh-official/acme.sh/archive/refs/tags/$VERSION.tar.gz -
0 acme-$VERSION.tar.gz

tar -xvf acme-$VERSION.tar.gz

cd acme.sh-$VERSION

4. ¥& *-CertificateRenewalLambda-* Lambda HEFHEE 2 M BB AL R 3 WEER
B, BENHBYSSEFENBEFTLEN.

5. FEFHBEE Lambda Y , FOAAERSIER K RARBIUE. THEEEANBA, EEX
SEIVBH EC2 HIT{EE |, LLFEH Secret Manager FHEE M PrivateKey B3,

6. #&RILBAEM dev-gateway HITEEE : <env-name>-vdc-gatewayF EFEEIREREBBHLE
MHEITESE,

SEREME Y E R R E A B A INER

NMRSEEFARRAELHEEEE  BETERERAER Amazon EC2 SI1TEEBHE | =
Amazon EC2 # 1T A RE7E RES IRIBZ /R =1L, Admin Ul AREEFTBE BB R RFRAEARAE |
BEHER KLY,

FEMEA Amazon EC2 X A RYEFHTRRRBERLIFL, MREL , FEABRRE ., MR
Rkl AIMARY S —BRE. FAEZRSEFANEAER  EHATERRB R NER 4E
Ho

MR TR KRBT ERMERE Admin Ul £, BIFTEEEZEEA Admin Ul A HK LE,

BRGRE 5 EERKHE

ERETURBNERSEHERRRHAS 5, EEETUMEMA Admin Ul ETEE , ITHR :
« BIERMERE.

- EER-RREIRE,

- ENBEEREAERRATIERRAANGREERT , XHESERMENHE,
- EERER
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- EXNMBEREURRTNRE S AL

KH Windows EREHLXHR , LB "ERCHEM. BWwiER"

IR Windows SHHIERRAN , WHER Ul $658 TEECEER, EwiEsR" , LR TEER Windows #1T
EEE BB RE T AARIM DCV RIARSSERBE 2 £ 958,

Amazon CloudWatch H & #<envname>/vdc/dcv-connection-gateway TJAEREAELIT 5
ASCHKERERER

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:

Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"

protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: QOE9ESC4DE7194B37687DC4D2COF5E94AFQODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: IO error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

MREBESEER , BRSGERFEH SSM Session Manager BIEREE Windows T EBEAVER , A&
BRT % 2 ERFEMEEEER

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name

-a---- 8/4/2022 12:59 PM 1704 dcv.key
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Q)

-— 8/4/2022 12:59 PM 1265 dcv.pem

ELEREXSEDHENREY , EABENERELATEGRI.

MR FEBREE , MEWMRE Windows SENFHRABELERNIEER K BEAETREMERE
FHESELENBRERREYEEH T ERMNE Windows EEEHE, SaeceELE T AR TIEE
FEARHY Windows EXEEHE S

VDIs+ 1E i AR 5&
WRKEEE Admin Ul RBERMERRE | 1E s8R BREERRAH.

EEYEERER  BREEZEHTERLVAFER  ISKAEENEENESR. A4S HFE
M Amazon CloudWatch BRFEHNEE  HH A sELRAERAFNEHEARRE—HHHNHEEE
Ao

LT REEEREERR,
- AR AMIID EEMAHKEMEE , E RES TX &,

S EMBIESBEETR , A Amazon Machine Image (AMI) R EFFENTAHHEESR T E, H1T

B8 LM BESER |, I /root/bootstrap/logs/ Linux #{T{EEE , TJaEESEEBNERE

aﬂo £ AWS Marketplace EXf5#Y AMIs ID AIgEEEZ AN RES R EHETHEE. ©MEEREUAER
A&,

. T#E.J AMI B8 Windows ERKREHITEEE , TERTEAEERETH.

RIZTERR , & Amazon EC2 H{TREEBR B , FAEERETBEIT R, NRERRENER
KEHITEEBEL AMI , ARELO AMI EFMEEHEE VYEAFTAGRBHEBUE S —EEREH ,
AFEAEERESTHBIEEFTNERES@mSTEE LT,

FEBENEE , FEAREY AMINREERSEITER L LIEES 5 5 FHR PowerShell &7
THRE  RRHITTIGS

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

RBREHATEREILFTN AMIl, SR SERFH AMI REMAREHEE Y EBRHBHERR
Ho #mIRE , ZUUNUEREHERENHTERLBITHEHENG T , YEFTRBDHTERMEERE
BAHETFREER , EESRRERERN AMI BB S —BAERKERN , #EBXETEENEE,
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B EN1% , VDIsEHE A SEESARAE
WEEHIMIRE 1 IRBREN BHEAREETRE POSIX FAMERE.

METHNRHBIKIL , EV a2 EERAYRERE -
1. TPEM RES IRAA 2024.01 SEFTRA,
2. EEBE RES #BHIE , 9 BMEnableLdapIDMappingi&EA Trueo

3. £ RES HEIFEBHMIEEMN IR ERMAN RES 2024.01 ZBIHIIMRA , RIELFIREFFER |
% EnableLdapIDMappingiXES False,

FRRDER MR BRRKPNERE B &,

1. SSM EREEEE T,

cd /home.

ls - EIH B SEBTSEAESBNEE , HIW adminl, admin2.. %,

MBR B & sudo rm -r 'dir_name'. FEZMIBR ssm-user # ec2-user B &,
MREAECEASEFN env , FREFAEN DDB ERRMBREREM (clusteradmin BRSL).

& AD B - EEEEEE Amazon EC2 sudo /opt/idea/python/3.9.16/bin/
resctl ldap sync-from-ad®##i17,

7. % RES #f8E L Error AREEEHRE VDI #1TER. 5 VDI EEKHN 20 2 ERNEIRA
Ready #R&&,

o ok~ w0 DN

A%, VDI TEBEESEAZHEH

EERFEATHFRBEEEN VDI TEEREEBRARATZHEREEER , EXT X ARSFEHP
%To E—I‘H\E%.E DCV E;ﬁ%ulbi@ 1E7§ﬁg$uwﬂﬁ'f’ﬁ¥%\%ﬁﬁo H)‘l—_[ E’JE.E Xorg ﬁ'\ﬁ%ﬁ
EREE, BALFT TSRS RO ETER Xorg AR KFE,

Debian & Linux :

dpkg-divert --package nice-xdcv --divert /usr/bin/Xorg.orig --rename /usr/bin/Xorg 1ln -
st /usr/bin/Xdcv-console /usr/bin/Xorg
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LA Red Hat A&/ Linux :

rpm -q --whatprovides /usr/bin/Xorg && \
cp /usr/bin/Xorg /usr/bin/Xorg.orig && \
In -sf /usr/bin/Xdcv-console /usr/bin/Xorg

FE B R TH A

xR
+ Amazon EC2 H{TEREEEAPEEERCKRIE
+ vdc-controller #{T{EBE FEMRIRST , KAEEMA AD/eVDI B R AP| BIERERME KB

- REBHEUNEERE  ERTEHRETNNFEH
+ cluster-manager Amazon CloudWatch H&E# T~ <user-home-init> R F i EEFEH. FESEMER
ERS, (HPIRFRFERAEER)

« Windows REEAERAKET ENIRFEFMH. maHfNEES"
- S0EB/ZF AD #HRERY DHCP JETH &
« Firefox $838 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Amazon EC2 H{TERAEXTZEAFEEBREKRL

INREMEREEHITEEE Amazon EC2 AR EEBETRACDKIL |, FRTELEEBREME , WEUR
REBREATEERER, UTRYERERMA X,

R vdc-controller #{TEEETE Amazon EC2 TR AFHETREEKRILE | ETRERHNT ERHNWE
BB, RES #HENNZEEER  MAEZIERILE Amazon EC2 #1T{EEE IAM FEUZRH
BEK—E 9, MR vdc-controller IEEfEIR , B CloudWatch BB HERHE THER , FRWER
WBARIEBIZR. FEE  WEFEEERLRTYER

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"
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ERAEER

LEEEES 8 Amazon CloudWatch B SA RSN TR :

An error occurred (AccessDeniedException) when calling the GetSecretValue

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-

east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-

Certs-5W9SPUXFO8IB-F1sNRv

because no identity-based policy allows the secretsmanager:GetSecretValue action

®E Amazon EC2 #{TEER LAVRR , LS LIRBE.

vdc-controller M {TEBIEERERS , RAEZEMA AD/eVDI R AP EEARER

BRH®

MR eVDI EHEABBEEMRERE , ISEREREERFERTIIEE,

Modules

Environment modules and status

Module Module ID

Global Settings global-settings

Cluster cluster

Metrics & Monitoring metrics

Directory Service

Identity Provider

Analytics

Shared Storage

Cluster Manager

eVDI

Bastion Host

directoryservice

identity-provider

analytics

shared-storage

cluster-manager

vdc

bastion-host

Version

2023.10b1

2023.10b1

2023.10b1

2023.10b1

2023.1001

2023.10b1

2023.10b1

2023.1001

2023.10b1

Type

® Config
® stack
© stack
@ stack
© stack
@ stack
© stack
® App

Status

@ Deployed
® Deployed
@® Deployed
®@ Deployed
® Deployed
@® Deployed
@ Deployed
® Deployed
@ Deployed

© Deployed

API Health Check
(® Not Applicable
©® Not Applicable
( Not Applicable
@© Not Applicable
(© Not Applicable
© Not Applicable
(© Not Applicable
® Healthy

® Failed

® Not Applicable

©

Module Sets

e default
» default
s default
s default
* default
« default
» default
* default

s default

FEEBRT , REN—MBEREFEEEES CloudWatch BFf. (BKEA WAFERHE<env-

name>/cluster-manager, )
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ATBERY T RE

- MRAFBEENF Insufficient permissions , BEERI res HBIFIRMHA ServiceAccount
EREERHE LR,
HEsTEIHI

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

000020E7: AtrErr: DSID-03153943, #1: 0: 000020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 30 seconds

A LA SecretsManager = & 17H RES ZPEHARI IR MY ServiceAccount FRAE R, &
Secrets Manager P2 RBENHE , ARBEHEIMXF. WRFEAEEBTLER  FEER
BLUEHHNRE, KIEBHNEEEESMN vdc-controller H{TERE., HANBITEESEABER
e,

MREFERAERENNABEREEEVNER , FAEBBLER "ServiceAccounts . MREED
2 RES Hif#& DisableADJoin S EEREA False , FBHERE "ServiceAccount" £ & EEE AD
I ERYHIETA,

- MBFEANERAEZBLRE , (BEAEEXE Invalid credentials , BI&E# A KR5S 0] se s
AR p: N

AESATEA)

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

A LUEIB FENE Secrets Manager RSP EREBHHE , BREERI env HiEW ANE
15, BEZ (0 <env_name>directoryserviceServiceAccountPassword) , R&i#E
EREEXF,

MEARMEZPHEBIER  FEEFEUETREFNE, RLANEEEESMN vdc-
controller H{TEEE., METERSEAETNER , WEABEME,

MRFRGER , ATRER EEAR Active Directory PRI 2iBHI, BAEFLEER Active Directory
FHRE  RABREFWR, EA LA Directory Service £32 A ER Active Directory R F & %
B

1. REEERHEID
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HZREE TR Studio EREEmR
2. BERE. ERTEREER K AREAEAEZERS (HlW "ServiceAccounts ) M HIFIER
RE,
3. IRFMBREMHIBEENNBIBTRE , FBELHIER Secret Manager MEHREMZE ( Hl

<env_name>directoryserviceServiceAccountPassword,

4. R IE BT REEE BN vdc-controller HATER. MHMITERGEARBEMRRE,

FESMABLF NSRS SEFEHRE TR EES

WEETRREE T ERLEAEIRSE AD HENWEEESR, RHBRLLEE  SREEEEES
Amazon CloudWatch BiEHHE B EEEE "<user-home-init> account not available
yet. waiting for user to be synced, , M¥EFREEREHEHEEE.

cluster-manager Amazon CloudWatch B8R <user-home-init> kP = EEE A
FESFERAERS, (EPIRFREREESR)

SQs TMANHREFERBEEST  RACKLIEEAERS. ERERAERSHNRERE
BUSHERMN  SHRUERE,

EETEFEHERFHWERTTEER RES RIEMERELE AD £/, #ii0 , £ BI/RES IREE I HFEH
B ServiceAccountCredentialsSecretArn 28T R EFEMNE.,
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Windows REEAEHKETR "EHNIRFEFA, FAHAENEES"

CORP\admin

Your account has been disabled. Please see your system administrator.

NMREREREZZAHENET , EARRTEAEREER SSO MUEAR , EHEEHYH RES BREMN
AD H{£A,

MRERFEIRFSE AD FE/ , SSO BEAEZE RN

S\EB/& F AD #ERERY DHCP 1EIE[ERE

WMBREIE"The connection has been closed. Transport error"#§ RES EEfZECH
Active Directory &8t F BB 25 Windows E#E S HEAVEEER , BEME dcv-connection-gateway
Amazon CloudWatch BF#FREEELUNTHAR :

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Error in websocket
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connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

MBLEHEE DM VPC B DHCP BIAM AD BEEHIE  MEE .

1. #& AmazonProvidedDNS 718 & /{31332 &1 15 IPs,
2. BB B BEREAS ec2.internal,

ERBURES, WRRELAMERE , Windows REEAKIRMERIER | KA RES/DCV 881K

ip-10-0-x-xx.ec2.internal hostname,

Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS

Firefox #5838 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

EIREA Firefox Web BIESSEE K ELERERINEREZEE b TeEE2EZ
MOZILLA_PKIX_ERROR_REQUIRED_TLS FEATURE_MISSING $538sA 2888,

JRE 2 RES Web AR E £ TLS + Stapling On &% , {B &£ Stapling Validation EIfE ( 2

https : //https://support.mozilla.org/en-US/questions/1372483,

\\

&7 LK BR https : //https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing &Y
ERRISIE M ERE,

Env il B&

ES]

* res-xxx-cluster BN "DELETE_FAILED, jR%E , BEHR "AEEMSEERE, HRMEETF
B il BR
LI&%EWL:\
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M T Studio ERERER
- T#H VDI B

« & Linux EC2 BIfTEB TH A

« # Windows EC2 #/TEB T&HAF

« & WaitCondition #5758 ECS A&

res-xxx-cluster # & FEA "DELETE_FAILED, & , EEHR "AGENRELIET,
$5 55 T % 5% F B M BR

WMRETESR res-xxx-clustery HEEMN "DELETE_FAILED, AR&E , BEXFEMIBR , BRI LAFTT
T 525 BB A% EL M BR

MREBFHBER "DELETE_FAILED, MRE  FEEXFESHEMER. ©RESEL —EHES
B, MR R, BIF MIER.
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Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

BRx , BMEERIBRAALERHERER  BNTREFINASRENEZERENER, TEEBRT ,
AENFBERMA "ERENER. , AREEMER.

B e e E D E L BEEE8 Role: arn:aws:iam::... is Invalid or cannot be assumed
Env B
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[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

EXRTHERHERAENACSEER R LMIR, FEHRLEE  FERACHERE, IE IAM X
BE  YEANTRANZSBRIEFZEBHAR , TR :

. SHEETNERER | BE AWS R,
o STYIEHAZEM , 7f TUse cases for other AWS servicesi®# CloudFormation,

IAM > Roles > Create role
: Select trusted entity e
Select trusted entity

Trusted entity type

O AWS service AWS account Web icentity

SAML 2.0 federation Gustom trust policy

Use case
Alow an AWS senvice like EC
Common use cases
EC2
Lambda

Use cases for other AWS services:
CloudFormation

© CloudFormation

BET—F., FHXRMAER AWSCloudFormationFullAccess' M 'AdministratorAccess' &
i, BHNREAERERREZXWTAR
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Name, review, and create

Role details

Role name

173289361

Description

Allows CloudFormation to create and manage AWS stacks and resources on your behalf.

Step 1: Select trusted entities

Step 2: Add permissions

Permissions policy summary

Policy name ' Type

AWSCloudFor AWS managed

AdministratorAccess AWS managed - job function

A®IEME CloudFormation T2 AW MIERHER, LRERZAUERIACREEMER. &% , AE
IAM EZ2 A8 I MBREELNBE,

R EC2 TZAE A EC2 #1T{HEE

. BMBELIERBEAELER Linux EC2 #1TEE.

o FBMKEBRIELIERE ALK Windows EC2 #1TERE., AREFE Windows PowerShell LA {T{E{ a5
AL
T o

WEERREEM A

1. Cluster-manager : ff TV ENMBEEEESN AR , UHEEITR,
a. R B CloudWatch AFE#E WFTHE His<env-name>/cluster-manager,
b. <env-name>-cluster-manager EC2 #i1T{El#8 L /root/bootstrap/logsH# FTHIFTE

B, BEAEHRAERY " EC2 TEAZ A EC2 BT EER MViER , UBEALHNHITE

o

Env B
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2. Vdc-controller : & 54z EH18 vdc-controller W B , WS HEREZTER,
a. R B CloudWatch R & # BFTE BiS<env-name>/vdc-controller,

b. <env-name>-vdc-controller EC2 #{T{E# L /root/bootstrap/logs B # THIFTHE H
. BEAEMEN "R EC2 EEAFEAEC2 HTHEE, EET WIER , UBEALWHITHE
e,

BRIEHFRNEP—ESERER € Linux EC2 HTER THHF —HPRIER, KEEBEEREH
TERERE.

Y £ VDI B
B ¥ FERY Amazon EC2 #h1T{EEE
MRFEAELLTERERZ T B VDIVDIL , Bl Amazon EC2 X# 4 LWHTEBYUEZREAS

<env-name>-VDIl-<user name>,
I £ Linux VDI B

REBZAREIBAEE " Amazon EC2 A X A EC2 HTEE, hEENIER , & Amazon EC2 £#
BEAYEEN Amazon EC2 #1T{EEE., H/S VDI Amazon EC2 #{T{E# L /root/bootstrap/
logs# /var/log/dcv/B & THIFTE B,

MEBAFNER—ELZEZREECMLES 3, REXTETHE M. Bt , BALMUKEB TSR ,
w—EESIEBFMERR , RELEEH :
1. SBIKBT 5SS |, £ /root/bootstrap/logs B & T# & dev B :

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2. B BB T —EHENSBTE VDI BHiE , TEHAR.
I €€ Windows VDI B

REBAEHE T{ Amazon EC2 AR A EC2 #TEE. PEZMETR , # Amazon EC2 £
BAEEAHEN Amazon EC2 #1788, £ VDI EC2 #{T{EEM $env:SystemDrive\Users
\Administrator\RES\Bootstrap\Log\ B & FEBFTE B,

MEHERNER-ELGEZREEM LES S3, ARKBETHEM. EEHTUAER  FRET—
EHHASEETT : TH VDI B
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T# VDI B

1. ¥ VDI EC2 #11T{E# IAM S & LLRFF S3 FEL.

2. BIff EC2 =24 , RZRBIUEH VDI #1TEE

3. ERHIEFERANIAM &,

4. EFEHFUTHANERNFTBRERS | BEEEBER | ARIER AmazonS3FullAccess I
8

5. BIEFIEI T LUEEKBUR,

6. Z#& , BIFEW VDI EE  MRTHITRTHAR. KEBRBERIATERERE,

a. & Linux EC2 #1TEE T HF BRAR Linux.
b. & Windows EC2 #1T{E & T = H & B A M Windows #
7. B#  REASCEUBKANazonS3FullAccessBEK,

(@ Note
FiE VDIs #{EAHERE IAM &€ , <env-name>-vdc-host-role-<region>

#& Linux EC2 /TR TH AE
ABERPTHEFZN EC2 B1THEE  ¥BTTH s , SFAEHFELEE 3 FHFEITHE -

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

Env B 251



#5EEE T2 Studio EREER

2% FHESIEERE  ERNEBA WRAEIHE , <environment_name>-cluster-<region>-
<aws_account_number>fA% T LA EE<module_name>_logs.tar.gziER

# Windows EC2 #1T{EfE T & H 3%
ABERPTHEFEN EC2 B1THEE  ¥BT T , SFAEHEFELEE S3 REFE

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

2% BRI S3 Eirs  BENMEEAE WREEITE | <environment_name>-cluster-<region>-
<aws_account_number>fA% FH %A LE<module_name>_logs.zipMIER

IR WaitCondition $552#9 ECS B

1. BIESENHE K ARENERRSIER.
2. RBAEE - ResearchAndEngineeringStudio - R - £ - CreateTaskDef -
CreateContainer -~ LogGroup , A% 1ZH H 5554 LABA R CloudWatch B,

3. frit BESEHE P EEEHH B,

REIRIR

ES- |
- RESSREENS P REFRGBRLE THREEAER

HIRE 252
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- REIHEE keycloak FEEIEE

REHSREENTDBREFRSRE RIEREEAGER
Ll

MREBEAZRAYERESSIRHENEDBRBFRFWE TEEHNER) | EHNRBUECIBE,
ERURKBRERHU BB ANERAENEE , LI AREH Active Directory IRIEIRFE

=R

1. B SR EHEEPERMEHEMREIRSZE,
2. 7t Secrets Manager FEFRKEIIRFZR , SUFES BT LEWANFTEE

- BAR Keycloak & : PasswordSecret-...-RESExternal-...-DirectoryService-... EBH#iiR :
Microsoft Active Directory HJ %15

- for RES : res-ServiceAccountPassword-... with Description : Active Directory Service tRF %
13

3. BIEEC2 TEAWKRIBEEESHITMER. Auto Scaling RAIE B BBEFHNITEBAIIE.

REIHEBR keycloak HELIEE
B8

WMREM keycloak ARFRER , AELEHMMBAMRE , BITERN IP EEE |
keycloak H i - RES A OB A EEBEEHA L FERRBTOREAAME,

=

IEREEMBRIRENERRE | WEHIE Keycloak HE | 1§ Keycloak B R EEEMER T,
BETHSER -

(aif
|
=
e
Yk
W

3
3

1. ®HI{E Cloudformation, & & E AR1EE IR EEE keycloak HHERHE
« <env-name>-RESSsoKeycloak-<random characters> ( & 1)

<env-name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-* (Stack2)

Sl
&
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i
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https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
https://console.aws.amazon.com/ec2

W32 EE T2 Studio EREER

2. fMBR Stack1, MBRHKIRTEMEREAM MR BRI RMIBREAM S,

EEE*E Er?l:éﬂﬂ'l“z?o

3. T TH RES SSO Keycloak 8 & A https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/
res/res_demo_env/assets/res-sso-keycloak.yaml,

4. FHECRBRHEEZSMENSHETFSHIIBLHESE, £ CloudFormation EEAEWEE , FER
BARYHE - FAFER (E£) - i%??iﬁﬁiﬁzli HESARER, FRAECHREEER
HEABEANENSE, &AL CloudFormation A L2 FEHIEFH LI T2 8RS ER |
EOMBREVERPRIELTMA, FRERESRE. SRENEMSHFTSRBHESE,

5. HBHER K LHNRR[ATBEREAR. Sl EEHSHENGHRSIFERPIKD
ApplicationUrl,

Active Directory [E#&

&

- B VDI REFEMEMRE , RE VDI BiiEER  BEZNAD FHES S BEARMN VDI
« BRXTE SSO #& , BEELE A RES Web A O#¥4

« BNERKZHRRE Linux VDIs , AD BEAEHRE A FAERBERFIEE &

- BMA SSH ZH# , AD EBEEHAEELTHESTH

- BANEE RES ASPERHEEBIFER Active Directory

BH VDI REFEFEMEMNRRE , HE VDI BiiER , REZUAD FAESSEARN
VDI

EAME VDI REMMBRERE (/Toot/bootstrap/logs/BRAMA Linux B9 # /opt/idea/app/
logs/ B & , SiB A M Windows B C:\Users\Administrator\RES\Bootstrap\Log\#l C:
\Program Files\RES\app\logs\E & ) REEEMRZERHERELES,

MREHME[/AL |, BHBITEEEEMA Active Directory , BHF 2K A Cluster Manager ATE
AD A TEEREREMIRE, BZE /environment-name/cluster-manager CloudWatch B
Bt#H T H Cluster Manager A5 , WENE TS WERAA R [preset-computer], EREBEIIE -

« AD FRIIRF R EABERER,
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml
https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml

WFRE TR Studio EREER
- BELRME RES WIRKIRFHE, FREFAZEBNEZBRUEHREHERR
£ , {username: password} BBREBEEN. REEEFBRILBENHTERE  LAFEBDERE
HELSERERFUZREDREFNHTER  RERELEESHTER. ARKRBIH
VDISAERZE,
- lRIEWRSERETE AD FEIN EMIKRS A,
- FRELNRBEIRFEESIR WATBEXEFFAERE Microsoft Active Directory B R#EIRF . £ AD
RIS ERBIEEHF TR , BHEEEREFHR VDIs.
- EEERE LDAP fARSS,
- MREFEHAZTE AD |, SBHEEELRMN AD #HRERFF VPC WHY LDAP/LDAPS 4 , B VPC #9 DHCP
BIFAEE Y HEE AWS Managed Microsoft AD #J DHCP ;#2155 & IFfEERE. AWS

- YA LDAPS E# , Z8DomainTLSCertificateSecretArn2H4EN , MAZNKEREEN
) CA BRERRBER. CHEEEBRLRENHTESRE  XAFEDEERFHEEEETLS &
BRNBREZBDBEBFOBTER  REREEEESHTEE. REBEFH VDISLERAEE,

- ZEAIE RES M AD 2 BHIELR , F51E Cluster Manager #1T{E 88 #1173l Idapsearch &5 %
( BMXEAE OU. LDAP E#R URI, lRBIRFEAEEBANER ) . IREN AD EEHERER
AFFER , Bk S EERRM OU THMEBEFERE,

ldapsearch -x -b "OU=Users,OU=RES,OU=CORP,DC=corp,DC=res,DC=com" -D
"ServiceAccount@corp.res.com" -H ldap://corp.res.com -w service-account-password
"(objectClass=group)"

MREBHERE RES truelFi§ DisableADJoin F2E & , Bl Linux VDIsREE#RE| Active Directory , T
FR%EIB SSSD FRIEMA, % EC2 TIAERELH VDI H4TEE , ¥ EHRId username L#1T6
T, MEGHEEECYE AD FHAEK UID/GID , 557 VDI #1T{E#sudo systemctl status
sssd LfER a5 RME SSSD BR#HRE , BAK /var/log/sssd/B#& K SSSD BR¥ HES.

MREFEZBE] SSSD ARRLUERE AD , B LA F BimeE SSSD fHREER (/etc/sssd/
sssd.conf) , ¥ fEMAsudo systemctl restart sssdEREELHE/VDI E#E (2024.12.01 REE/M
AW S EFBE SSSD R ) , =# RES Web A O#AuLIZHEES A SSSD #HAEActive Directory [E]
T, 2EREEBHEAERELHM VDIs (2025.03 REBRA ) o
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/dhcp_options_set.html

#5EEE T2 Studio EREER

E SSO & , WEEE A RES Web A O#F1L

®ZE environment-name.accounts.usersHl environment-name.accounts.groups
DynamoDB &¥l& , UEEFAENBHEREREN Active Directory B, MRER KR {HERD
BEEZRANFERE , BRE /environment-name/cluster-manager CloudWatch HE&E4HE
(2024.12 liRA 28I ) = /environment-name/ad-sync CloudWatch HFEE#E (2024.12 lRARE
¥ThRZAS ) ##9 AD R B,

BRT RIRIINER AD ARBBEZAEKN VDI RFE FEMEAME |, 4E VDI ZiEE |, TEEUAD
EAESDEARKR VDI, H#ER TR 2E -

- IRIEWRFIZEE AD FEHEREMBEEMNFT,

- FRELHWERZEERFEBIN WATELEFFIERE Microsoft Active Directory BYRRFEIRF o
« Active Directory REYEA E/BHERDLENEMY , FINE FEHibit,

- MHEEMENERE/FEBELEERE,

{£1E AD A BE#R , BUUEFEPREENT —EHERE AD BF |, KRB NAFEHTEL
(2024.12 1 2024.12.01 kR ) (2024.12 1 2024.12.01 bR ) = A F SRS = 1EF 2 (2025.03 &
FATRA ) (2025.03 REFEAE ) PNERFHBERED,

ENER SO RRE Linux VDIs , AD FREHELZFRAERBZEIRZFIE B &%

FEIBTE Cluster Manager #1{T{E#id username LH1T S , REREEEERERUUER AD &
A&, MEGSEEZERYE AD £HEK UID/GID , B®ZE /environment-name/cluster-
manager CloudWatch B&E# T#Y Cluster Manager Bt , Wi S HRIRE SSSD ARGV,
iR, MR Cluster Manager AFEH R B R |, 75 A Cluster Manager #1T{@#sudo systemctl
status sssd M R ER /var/log/sssd/B & FH SSSD BR# AR E SSSD RIAMAEE,

MEBEEEETUETI AD FAE , FHTHT RREEAEEBH (/home/username) L
UID/GID1s -n /home. LtBfEMAEE B &M UID/GID 82 id username®@EER UID/GID, IR
UID/GID FHEAF , R REAENEE KL EE RES ABHEFN RES BEFRIL, ROEMEE
WEAEER. MBREB S , WEFEAEREBFHM Linux VDl, RIIMAEF VDI % |, SEREEN
UID/GID E# & * B &,
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W32 EE T2 Studio EREER

A SSH FHu% , AD EEEHAEEELFINEST#

FEREREFHHTMEBRI username LHIT S , REEETHWEETUER AD FAE., WRdH
SEZEOEE AD FHEM UID/GID , 38ZE /environment-name/bastion-host CloudWatch
AREETHEETHAE  WIESH/E SSSD KNI MiER, MREEEFHARFREH

B AEAEEEHMHTEEsudo systemct]l status sssdEM @8R LK /var/log/sssd/B
#% Ty SSSD AR# HESRME SSSD RIARRE,

BIEMNEE RES HNHBERHEBIFZEH Active Directory

MREE AWS ZE Active Directory ZH RES ASPERHEBIE , AIEXSELA WHTERE ,
HEZBABEAER AWS IRF TAdDomainWindowsNode-external -resource-stack-name-
WindowsManagementHost# &R , ATARFEFERE Active Directory, EAIAERATIEAE
# , 1£ EC2 XA HIEIB Fleet Manager EAHITEEE

. username : EE S

o FE . HEABERHEEBRIRMAN AdminPassword 28

ﬂliH.

MEEE AWS ZE Active Directory ,
BITEREEFHENEE,

2@ AWS Directory Service BRI H Amazon EC2

& XEE

« 2024.x EFEE

(2024.12 F1 2024.12.01) EM#T Cognito £ & B &4 Regex KB
(2024.12.01 RE A ) A EHFTHEEERE VDI R4 BN IERBEHR
(2024.12 F1 2024.12.01) Active Directory {# i & &% SSH FE 2 3 #
(2024.10) T4 EFBEfBEE VPCs i) RES B35 | VDI B B =1k B

* (2024.10 RERMRA ) #ZERE VDI for Graphic @B T ERER
(
(
(

2024.08) E g E#ER#E AMI K
2024.08) ERESHELHHEEBHEITE ARN BT FEMWER/E A Amazon S3 fH1ZiTEE
2024.06) E AD BB ISR , EARBARK
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_manage_users_groups_ec2.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_manage_users_groups_ec2.html

HZREE TR Studio EREEmR
(2024.06 REERA ) AD BFHBARSE RES WERERE

(2024.06 R EERA ) CVE-2024-6387. RegreSSHion, RHEL9 #1 Ubuntu VDIsH # 24 %5
(2024.04-2024.04.02) 121H9 IAM A REEAEEE VDI ST EBHNAE

(2024.04.02 R ERHIRA ) ap-southeast-2 ( E5L) F# Windows NVIDIA 1T BEE S = RS

(

(

(

2024.04 # 2024.04.01) GovCloud F#Y RES Bk 5 8
2024.04 - 2024.04.02) EFEEEF , Linux ERSEAEFE TH#E) e
2024.04.02 RERIRA ) #EEFELH SAMAccountName BHEEEABFZ RSB F T AD 4

(2024.04.02 RERRAE ) ARGEREETHNILESREN

2024 .x EHIERE

(2024.12 F1 2024.12.01) & # Cognito FA & K4 Regex Kk
IR

MRBEHIER Web AOPBUFMEFHEHFEHEIE "." 9 AWS Cognito EFE , fin

<firstname>.<lastname>@<company>.com , iEMEHEEEE , I Cognito FAEBBTHAEE

M regex X,

4 h
® Invalid parameters: Username doesn't match the regex pattern A[a-z][-a-

z0-9_}{0,31}%. Username may only contain lower case ASCII letters (a-2),
numbers (0-9),and the following special characters: underscore (_), and hypen

(-).The maximum length of username is 32.
\ y,

WEREHR RESHREAENEFEBHFEEDELEFRERBAER. T8 , £ RES XENETE
Linux B1THRAS  EF""HNEAEEZBTE2 VDIs WEMEAE, HBIEEELEFTRESBERR
EFBHFEPNEM ", BEFEAEZERBTE RES Linux VDIs LB,

REENRA
RES 2024.12 1 2024.12.01 k&

=
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1. BT THHSERTE 2024.12 cognito_sign_up_email_fix.patchhR=k 2024.12.01
MRcognito_sign_up_email_fix.patchf patch.py# , # Eift<output-
directory>ARZETHBHEXNESTHNESHEXERWE S , AA <environment -
name>Hi{{ A RES IREN B :

a. WisHREXEAR RES 2024.12 1 2024.12.01,
b. EHRERNIESBEE AWS CLI v2, Python 3.9.16 REFIRA , LL% Boto3,

c. AEPE RES WIRFMEFERE AWS CLI , XRFREEFRE A RES B 2 fEFFEA S3 5F
LB

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>
RES_VERSION=<res-version> # either 2024.12 or 2024.12.01

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/cognito_sign_up_email_fix.patch --output
${OUTPUT_DIRECTORY}/cognito_sign_up_email_fix.patch

2. BEZFTHEFAEAESHNEHEERNES, BT TIEHERST

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --
res-version ${RES_VERSION} --module cluster-manager --patch ${OUTPUT_DIRECTORY}/
cognito_sign_up_email_fix.patch

3. RENIRIBEFMEE Cluster Manager #{TERR. LB AILTE Amazon EC2 EEFEAK LT
B,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

#5EEE T2 Studio EREER

4. BREUEE BENBBERFHETEE , LUBRF Cluster Manager #1T{EBBARAE<RES-
EnvironmentName>-cluster-manager-asg. ¥ #1TEE RIS,

(2024.12.01 RERMZA ) EHABTHEEERE VDI R4 BEMAVEER
R

II|I
/
\\4
:|:|
ﬂ

111}
i

ERFERAETAORBMLREES ﬁ*ﬁ%ﬁ’ﬁﬂﬁﬁﬁﬂﬁ%ﬂ RES B , CertificateRenewalNode £ I EH
BRI VDI ERK TLS BF , YRR T 5#E5R/var/log/user-data.log :

{

"type": "urn:ietf:params:acme:error:unauthorized",

"detail": "Error finalizing order :: OCSP must-staple extension is no longer
available: see https://letsencrypt.org/2024/12/05/ending-ocsp",

"status": 403

At , E47E RES Web A O#BILFELED VDIs B |, 1 28Z
(net::ERR_CERT_DATE_INVALIDChrome) 8 Error code:
SSL_ERROR_BAD_CERT_DOMAIN(FireFox) By§532,

SHENRAK
2024.12.01 REBRA
B

1. EEE EC2 A, NREEA NHITEECertificateRenewalNode- |, BRI HITEEE,

2. Z Lambda ¥# &, BKEA Z Lambda B RHBERTE-
CertlflcateRenewalLambda—o FBIERR B9T , . /acme.sh --issue --dns dns_aws

--ocsp-must-staple --keylength 40963 #BR--ocsp-must-staples| &,
. ERHNBYEFFENBEETLEN
4, FEFHEH Lambda HE : FARARERSIER , ARBEAE,. THEEEANBA. EEX

SEYVRH EC2 HITERE |, LLEH Secret Manager FHYEHE M PrivateKey W%, WBREHE |
BITEREEHKL,

5. #&1EEAEH dev-gateway HITEEE : <env-name>-vdc-gatewayW HFEBERF A B BHIUE
TR,
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SRERAF AN E

Let's Encrypt #1 2025 F#53R OCSP X #&, #2025 F 1 A 30 A , BRIFFBRIRF LSBT
& OCSP X EMNEMAEE , BRI OCSP BEMRBRKERK, MEFMERNR , F2H https://
letsencrypt.org/2024/12/05/ending-ocsp/ : //o

(2024.12 F1 2024.12.01) Active Directory {# & #&% SSH F| £ & 3 1
SRERMEIR

Active Directory FF HEMKER RES Web AOMILIE REREZRE T HET  SWNBIFFTEERNE

=0
ﬁzl—_"\o

HRRDRESY , £EEFTH EFHTH Python BAENEEZME SSSD BR#K. Hit , AD EREH
FEREZERRAM , BEEA

ZRHENRAE
2024.12 1 2024.12.01
=g

1. fREC2 EREEREESTHHITEE.

2. 7£ IDEA_CLUSTER _NAME T#®¥8/etc/environmentI ¥t environment_name=<res-
environment-name>{EBH 1T,

3. HEHTEBLIATTIGS

source /etc/environment
sudo service supervisord restart
sudo systemctl restart supervisord

4. EREMER RES Web ADWUNERBERNEREEETH,

(2024.10) st EPEEfREE VPCs F#Y RES IRIE , VDI BB L KR

SRR
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https://letsencrypt.org/2024/12/05/ending-ocsp/
https://letsencrypt.org/2024/12/05/ending-ocsp/

#5EEE T2 Studio EREER

£ 2024.10 RES x4+ , E RAEE—EREFEKN VDIs BEFLL, WREAERKERE - ARaE > THE
B B AR RE

EEREE VPCs Y RES RIFE B A A& VDI BBF L,
ZRENRAE

2024.10

=

RPBEREEREBERRMAFZIEWIEIE, T8 , MATLTE RES REAFRFE= LB
VPCsH #J VDlIs,

(2024.10 RERA ) FEERE VDI for Graphic 18R {TEBEER
R

EER LRI TEEER (g4, g5) LEXE) Amazon Linux 2 - x86_64, RHEL 8 - x86_64 = RHEL 9
x86_64 VDI i§ , ITERS FEMERE, EXRTHTERBKETZEA "FiE, RE , Bl HER
FH.

EREM X Server HEEHTERE L ERHTEEL. ERALKEFAERN 2R  EMACERECSELS
TERNREHBREREA/NEME 50gb , LEREEANZBEREMERMKMYE.

ZRENRAE
FiE RES 2024.10 IR R E R R4,
o

1. & patch.py M graphic_enhanced_instance_types_fix.patch , & 2# Eff<output-
directory>RZETHBEHEXNETHNESHEXERNBE & , I# <environment-
name>EIX A Tl SHH RES RIFER !

a. lWEEREXNEERAR RES 2024.10,
b. EHRERIERBEEE AWS CLI v2, Python 3.9.16 REFHARA , L% Boto3,

c. A#PE RES WIRF MEHMFRE AWS CLI , ERREEFEA RES BV 2 #1FEFREAY S3 7F
CIB
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.10/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch

#5EEE T2 Studio EREER

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch --
output ${OUTPUT_DIRECTORY}/graphic_enhanced_instance_types_fix.patch

2. BEEFTHEFAEAESHINEHEERNESZ, BT TIEHERST

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.10 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
graphic_enhanced_instance_types_fix.patch

3. EERILSRENERSMEZHIES (vde-controller) #ITEEE , EFHT FHH+S , BVKERH RES
REZR,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

4. FELZBHRELS HWEEBEHE<RES-EnvironmentName>-vdc-extEEiEE#R , BREBHFHNHTE
B, RMPEECABEFATEEIFMNE MHFEEHEEEVES 50GB NREEFEZM,

B SRR SRR X S HE #E REA EC2 Image Builder 248 AMIs B | EERFE XK , BT
THISERAL
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CmdExecution: [ERROR] Command execution has resulted in an error

ER A A4 FRENBRIEERPHIER.

B FH EC2 Image Builder EJR :
( NRER RS RES MITEIBEER AMISTEERBEILTHER )

1. TEHEHH res-installation-scripts.tar.gz &%,
2. FEEBMELREHEE L% Amazon Machine Image AMIs) 5| HEY 5 B8,

EEMEA%ATH EC2 Image Builder B :
( REE A RES MITERER AMISTFIEEUATHER )

1. THEHEHH res-installation-scripts.tar.gz =R,

BE® EC2 Image Builder -~ 7t - #&— T A %1{% RES AMIs T,

I EZRA -~ DownloadRESInstallScripts 258 -~ @A - SR T HHE S3 L&,

LEEREN S3UETESEEANEKEER , FELERBRAE —ESBPTHEHNER,

w0 D

(2024.08) ER S HE LR B EEGRFEFITE ARN M BFTZEWEB/E A Amazon S3
A

R R AR

W e T#E Studio 2024.08 EEARFHEFETE ARN (B ) MBTFE (EREBIAEREBAEA
EER) B, BEEEESEMERRME (VDlarn:aws:s3: : :example-bucket) #{T{HE LT
BUB A S3 AT E,

TR EEENFEFrBERaRE
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samples/res-installation-scripts.zip
samples/res-installation-scripts.zip

#5EEE T2 Studio EREER

- KMERTIR

- BEEFEMBMHZITE ARN (Bl arn:aws:s3:::example-bucket/example-folder-
prefix) MBI FE (EXRERIEREBAEAEER ) —HoNBEVEAREITR

- EERFETFEE ARN BEREETFENENE AREFIR

2 VDI $iiTER <& , & S MErBNEEHRE ST e EfErE. #2A VDI LAy
HEHKKEEFELE  BE&HEAZ , B2 SRETRNBENTAR, EAERAKRREEEREARSK

B¥ , Permission denied, unable to write a filef$E€#@EE:R , AEEARTKIS LER

HIEH S3 fFATEE.
REENEAR
2024.08

=g
1. BETHEBAEAESBNEMERNER (patch.py M

s3_mount_custom_prefix_fix.patch), BHIT T3 &+ , <output-directory>#§ B{{

AEETHEHENIESBHNEHENERMWESE , ¥ <environment-name>HE{X A RES
BHEE

a. EHEENEERR RES 2024.08,
b. EHEXNESEEE AWS CLI v2, Python 3.9.16 REHARAS , LAK Boto3,

IR

c. AIE RES WIRFMEERE AWS CLI , WHEREHESE Amazon S3 EA RES B 2 F

RTRERVET .

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

2. BEFTHEMEXAESRISHEARRNE K, JTTIEHEXNDT !
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python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
s3_mount_custom_prefix_fix.patch

3. FERILTRBENERSEZESES (vde-controller) B11TEEE , BT TSR, (LEEFE—E
SEBHPIEENVIRONMENT_NAMEZ BIEE A RES IRIENEHE, )

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note
HRFE VPC :RE , IREBEREEM , BI¥H <RES-EnvironmentName>-vdc-
custom-credential-broker-lambdaKi® , 54 Environment variablefEA
H A BAWS_STS_REGIONAL_ENDPOINTSHIEXR #7318 regional, MFFHMEN , T8
RIfEat VPC ZBEH Amazon S3 FE17ET S SoRIE M4

4. LIEBREMNBEBEE<RES-EnvironmentName>-vdc-extiBEMRER T % K BSEERETH
VDIs , B EFC EEHEBEFEFITE ARN IETFENERS A S3 f#1i7irE,

(2024.06) & AD FHEBBOESZ=RE , EARBARRK
FS5E
MR AD BHEEBH IS |, RES 2024.06 E2E A K HIRANIRE,

£ AD EFHIE , #EEEE CloudWatch BF ( 7£/<environment-name>/cluster-
manager HEFEHET ) A2 THIEEEE
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[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20}:(user|group)$

RES E4MEREESINETIHERNFEERE

- EREGSNBMARE ASCI F&, BF, BITH (). T () MER ()
« PRI () BAE—EFT

1. ZETHEBEIESENESHERNER (patch.py M groupname_regex.patch) , BHIT 5y
T, <output-directory># BIXALEREE RN B & , X% <environment-name>E{
A RESIREMNER

a. BRENEERRN RES 2024.06
b. BHENESHEEFEE AWS CLI v2, Python 3.9.16 SHERTMRA , LUK Boto3,

c. AIPE AWS RES WIRFMEEERE CLI , YHERELEEEA RES B 2R FEFEAN S35
A

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. BESTHEMHEAETHNEHEERNEHK, BT TIEHERGT

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/groupname_regex.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

#5EEE T2 Studio EREER

3. BEEWREBEIIREN Cluster Manager Z1T{ERE , FFET FHH S : B ALK Amazon EC2
EEFEAKILEHTER.

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[0].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note

RN 5T AD BHEBBEERNNE ASCII 28, BF, BITH (). I (). KL () M@
REMR 13 30 ZBRIZ

(2024.06 RERMA® ) AD AFHERES E RES WEHEKE
SREAIEIR
R GroupOU EE UserOU 1[E , K EMSELIERED E RES,

RES £ ER %t AD BHHREL FHBEREI ldapsearch BHEE4H. B BT EHREM T EREME
F UserOU 2% , M= GroupOU B8, HRERESELEETMAFEAE. MITARERLEE
UsersOU # GroupOU R EIMHTEE+,

ZEENRAE

P RES 2024.06 kX5 & AR A
oy

R T IS BRR IR E

1. BETH patch.py S8 group_member_sync_bug_fix.patch % , FHT T 5
T, <output-directory># BIXABRETHERNW BB , XA <res_version>BRX A
REIEEH RES MRS -
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3R EE T2 Studio

ERAEER

2.

3.

® Note

- BHEXEREEE AWS CLI v2, Python 3.9.16 SHE#ThRZS , SAK% Boto3,

- REBE AWS RES MIRFMEFHFRE CLI , YRREEFRE A RES B Z R FITEHN

83 Eq:—.l-o
o iR {EXE RES 2024.04.02 1 2024.06 Hx. MREFEAIZ 2024.04 T

2024.04.01 , ZBAILUETE PIIHN SRR ERAER , THETREEHNA 2024.04.02

REBEREHEX.
« RES x7 : RES 2024.04.02

BHER TEEL : 2024.04.02_group_member_sync_bug_fix.patch
+ RES WA : RES 2024.06

BaER TEIEL : 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/

${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch

--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

EESTHEFREAETBNEHENERNE &, BT THIBHEXST , <environment-

name>#§ R AEH RES IRERH :

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-

version ${RES_VERSION} --module cluster-manager --patch $PWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

FEETRBLRENEEEESHTER  FHT TGS
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/2024.04.02_group_member_sync_bug_fix.patch
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/2024.06_group_member_sync_bug_fix.patch

#5EEE T2 Studio EREER

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.06 R E R A ) CVE-2024-6387, RegreSSHion, RHEL9 # Ubuntu VDIsH Y
Z2IRHE

fRER IR

OpenSSH faAl i3 B BI#E A regreSSHion #Y CVE-2024-6387, IR AT RARBNRHEREEE
BERRRLHTEEERE , AR H OpenSSH #ITZ 2 BN RFEET RKBRERAR,

HMRES , BEAEREBESTHEA SSHIEREH , MEETHRFIZINFBLE, T8 , KM
£FFE RES MxAH A RHEL9 # Ubuntu2024 VDIs ( B S EERRE ) REMTESR AMI (Amazon
Machine Image) A S Z X2 BB ER OpenSSH IR7A,

ERREAN RHEL9 M Ubuntu2024 VDIs AT AR , B BEZEEFNES T #,
MEMENFAET  BSHLE.

S BHIRA

Ff8 RES 2024.06 MR E R AR AN,

B

RHEL9 # Ubuntu #E#t# OpenSSH Z{TBHER , MEEReMFE. BALERAFEZTANE
HERSRIMELEN.

MREBHRAR RHEL9 = Ubuntu VDIs , BHREEE T 5 PATCH EXISTING VDIsiRBE, HEEMA
RHY VDIs , B#EZEfE PATCH FUTURE VDIsiE R, ELETRRANABITEST , £EM VDIs L
ERTEER.
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https://nvd.nist.gov/vuln/detail/CVE-2024-6387
https://vulcan.io/blog/cve-2024-6387-how-to-fix-regresshion-vulnerability/

#5EEE T2 Studio EREER

EHBEAM VDIs

1. BT TGS RIEMFAEEAER Ubuntu F1 RHELS VDIs :

a. BHEXESTHEE AWSCLI V2,

b. AIB AWS RES WIRFFMEEERE CLI , WBFREZEEFEHE AWS Systems Manager Run
Command B9 Systems Manager 55,

aws ssm send-command \

--document-name "AWS-RunRemoteScript" \

--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \

--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

2. BAULERTHTEE LRBETHRETHIHAIT. BT rvELRHRIEE , ERNEHNG
= ID, XFEFEFAEHITER IDs#EA SUCCESS AR,

PATCH k3 VDlIs

1. ZETHEHEIAESEBENSHERNER (hitps : //patch.py M update_openssh.patch) , 5E#
TT3aT , <output-directory># BMKALETHERNWEBE & , W% <environment-
name>H{X & RES IRENEHE :

(® Note

- RN EEAR RES 2024.06,
- EHRERNIESHEE AWS CLI v2, Python 3.9.16 REHARA , LA Boto3,

- BEPE AWS RES WIREMEERELEN CLI B4 | WEREEAEA RES B 2 f#
ﬁ TE!E’J 83 ntF—.I-o

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://console.aws.amazon.com/systems-manager/run-command
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/update_openssh.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

#5EEE T2 Studio EREER

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. BITTIEMERGT

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch

3. HATSGHEHRMBEIRRN VDC 2HIZRHITER !

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important

HE RES 2024.06 R EFRAS X EE@ KRR VDIs, HEEHE RESIREFAFEHAER
2024.06 B MR AEIEARREY VDIs |, R ERA T H3E RS RES IREFAMRE 2024.06 : EE[rA
E#o

(2024.04-2024.04.02) 2Ry IAM FFRISLPRRE# S VDI BT ERBHN AR
5]

EHSHIT/ERBRREREREERNTIRRERE, ER IAMPermissionBoundary 2 8 E &/ ET A
AREEVERHBERERBEREERNER,

2024.04 - 2024.04.02
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3R EE T2 Studio

ERAEER

=R

AIEBT ISR, AFF VDIs EFHEAIEMIGE RN IR :
1. BETHEHERAESBNEMRERESR (patch.py M

vdi_host_role_permission_boundary.patch) , E#{T T 5&+ , <output-directory>#§ B A

REREERNVAHE &

a. BHRENEERARN RES 2024.04.02, MREFEAMN R 2024.04 5 2024.04.01 ik , &
ROBXH I HN P BETRZRAER |, REEHRA 2024.04.02,

b. EHRERNIEDSBEE AWS CLI v2, Python 3.9.16 REFHIRA , LLK% Boto3,

A LA

c. A% E RES WIRFMEERE AWS CLI , ¥HEREEEEA RES B 2 E1FFEM S3 5F

LI

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/

releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/

releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch

--output ${OUTPUT_DIRECTORY3}/vdi_host_role_permission_boundary.patch

2. BEETHEMEAESHIABHEAERNBE K, FTTIMEHERXNSD T , <environment-

name>#§ A ALK RES IREER :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --

module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. #H{TH#SLL RES RiE<environment-name>WEBER |, LEFTREEREDH cluster-

manager #{T{EE., Et L% Amazon EC2 BE i AR ILFITEE,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

#5EEE T2 Studio EREER

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 R EFIRZA ) ap-southeast-2 ( EF ) AH Windows NVIDIA #1TERE &
SERRED
]

Amazon Machine Image AMIs) AARATE4S EMREN RES AR EE S M VDIs), B AMI HBESEE
BB ID, £ RES HEREATE ap-southeast-2 ( FF ) #FEE Windows Nvidia #1TEEH AMI
ID B 8 E®E,

EEHTEEEREami-0e19078939a996cafiy AMI-ID §5551 57 ap-southeast-2 ( FH )
., ami-027cf6e71le2es442f4 FERXTAA AMI ID,

EXFEATER ami-0e19018939a996caf AMI BB 1TEEER , FRESWEI T HIERS,

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0el190f8939a996caf]’ does not exist

ERGERNIR , aFH/EAEESR .

« 7£ ap-southeast-2 EBiFH#E RES,
« f Windows-NVIDIA Tk ek B8t & (AMI ID ami-0e1901f8939a996caf) FREN#ITEEE,

ZHENRAK

FRiE RES 2024.04.02 (RHXE R4 EEZ RN EE
=g

RES 2024.01.01 lRERIRE T SIBMRIEHE

- EATIREZMTNREHER
« AMIID : ami-027cf6e7le2e442f4
- EERHK : Windows
- GPU #i&7 : NVIDIA
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HZREE TR Studio ERERER
- H/ME RFE X/ (GB): 30
- &/ME RAM (GB) : 4

o P UL BKBE B ERED Windows-NVIDIA $117{E 88

(2024.04 F1 2024.04.01) GovCloud H#Y RES il Bk % Bx
R EE

£ RES MR T/ERTEHAR , UnprotectCognitoUserPoollLambda &5 A& ASMEREY Cognito fF
REEENMBRRE. Lambda #1TH BB InstallerStateMachine,

R EEF GovCloud AWS [E1F 2 BRI FEER CLI RAZEE |, Lambda Ffupdate_user_pool Y
&7 GovCloud [EiZ %k B,

E MR GovCloud B HH RES B , EFEWEIT HIER

Parameter validation failed: Unknown parameter in input: \"DeletionProtection

\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

ERHEBRNLR

« 7 GovCloud [EFH &BFE RES
- Bk RES i

ZHENRA

RES 2024.04 #1 2024.04.01 hx
o

RES 2024.04 hix 2817 T SR #EEHE

« BB UnprotectCognitoUserPool Lambda
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- WB1EH : <env-name>-InstallerTasksUnprotectCognitoUserPool-...
- BITRRAERE -> RE > BIEITHERB Python 3.11 -> 17,
- BB CloudFormation,
- MIBX RES # & -> REREEAEIR UNCHECKED -> iBR.

(2024.04 - 2024.04.02) EFTRENEF |, Linux EREEATRERE "#E. REE
Lk

EFBRPBRELCREFNRBE , Lnux ERSEAEEFE "REL RE,

EFMEEITEEE , AWS Systems Manager A EHITE RGN HREILFH DCV TIERE ,

M B vdc-controller CloudWatch BF&EH R T 5 BEFAE. ( &£ /<environment-name>/vdc/
controller CloudWatch BEEET ) :

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

SZHENRAK

2024.04 - 2024.04.02

1B

EEERFE "RE, MENERSE -

1. R EC2 £#2#& SSH EAREHTEE.

2. ETERBLEHTTIGS :

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. FRHYTHERBENKE.

FERLEFNERSEHNTIARNEE

2024 x BHIREE

276



#5EEE T2 Studio EREER

1. BETHBHBRINESHBNEHEIESR (patch.py M vdi_stuck_in_resuming_status.patch) , &
HITTH®T , <output-directory>#§ BMRALEXRBERNE & :

(® Note

- BHENEERAR RES 2024.04.02,
- BHEXNIEBSBEE AWS CLI v2, Python 3.9.16 SREHRA , AR Boto3,

- A¥ZE RES WIRFMEEETE AWS CLI , YR EEEEA RES BY 2 #FZHFHEMN
S3 &,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. BEEFTHHAERIESBNEHERXERNE &, BT TIEHERERNTS , <environment-
name>i§ K AEHN RES IRIFEW , L <aws-region>BRAEE RES WVIEH, :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. BEFHREEIIREMN VDC B HIZSETERE , BT THH®S , <environment-name>#§ BUX
BIEH RES RIEETR -

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

#5EEE T2 Studio EREER

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 R ERMRA ) #FERL SAMAccountName B EBEXBEFZBREFHRET
My AD ERE

L]

SSO REZVM/NEE (WE AD BIZiEH ) , RES &%RH AD A%, EEEEE CloudWatch
HE ( #£/<environment-name>/cluster-manager HEE4ET ) £ AD S B EE T 585

-

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}%)
DAL 1{21) [a-20-9. _1+(?<![_.1)$

RES EAMIERERZIHE THERE SAMAccount fEF&E &

- EREEES/NE ASCI ZR, BF. GH (). K& (o
« TAFEAUMIERBAE —BRFKE—EFT.
- ENREEMEEEVIRBER (HW ... . . )

2024.04.02 RE R R
B

1. BETHEHEESHBNEHERNER (patch.py M samaccountname_regex.patch) , FEHIT
T 58 , <output-directory>#§ MR ALERBERMNE & :

(® Note

- BEEXNEERRN RES 2024.04.02,
- BHENBSBEZE AWS CLIv2, Python 3.9.16 SEFHARA , AR Boto3,

. BEE RES WIREMEEEE AWS CLI , IR EESEA RES B 2R FHEN
S3 .
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

#5EEE T2 Studio EREER

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. BEEFTEEHEAESHNEHENEBRNESK, HTTIEHERXNSS , <environment-
name>#§ B RAEH RES ;RIEER :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. FBEEWREBEIIREN Cluster Manager 1T , FFHT 5@ H , <environment-name>#%
MR AEH RES IRIEZTE, BT LA Amazon EC2 EE AKX IEHITEE,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \

--output text)

aws ec? terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 REEMRA® ) ARTFHMES2THENILEE|EN
FiEE

BB RES Web ANBU TRAESRUENESRIME  SREATER - ST TRASS
ERESREN, EEALEREATRNSRTNES MRS  BIKEITHI5EE .

Load key "<downloaded-ssh-key-path>": error in libcrypto
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<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

ZHENRE

2024.04.02 R E R4

B

RAEBLMEA Chrome THE#® , RALABETIFE,

RNE , TAEBE REEMHIT----- BEGIN PRIVATE KEY----- , REE SIHBYHITREHE
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	(2024.10 及更早版本） 無法啟動 VDI for Graphic 增強型執行個體類型
	(2024.08) 準備基礎設施 AMI 失敗
	(2024.08) 虛擬桌面無法掛載具有根儲存貯體 ARN 和自訂字首的讀取/寫入 Amazon S3 儲存貯體
	(2024.06) 當 AD 群組名稱包含空格時，套用快照失敗
	(2024.06 及更早版本） AD 同步期間未同步至 RES 的群組成員
	(2024.06 及更早版本） CVE-2024-6387、RegreSSHion、RHEL9 和 Ubuntu VDIs中的安全漏洞
	(2024.04-2024.04.02) 提供的 IAM 許可界限未連接到 VDI 執行個體的角色
	(2024.04.02 及更早版本） ap-southeast-2 （雪梨） 中的 Windows NVIDIA 執行個體無法啟動
	(2024.04 和 2024.04.01) GovCloud 中的 RES 刪除失敗
	(2024.04 - 2024.04.02) 重新啟動時，Linux 虛擬桌面可能卡在「繼續」狀態
	(2024.04.02 及更早版本） 無法同步 SAMAccountName 屬性包含大寫字母或特殊字元的 AD 使用者
	(2024.04.02 及更早版本） 用於存取堡壘主機的私有金鑰無效
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