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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-accounts-orgs.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards.html
https://docs.aws.amazon.com/securityhub/latest/userguide/standards-reference.html
https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
https://docs.aws.amazon.com/securityhub/latest/userguide/controls-findings-create-update.html#consolidated-control-findings
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fg¥e % < M E B A E R MA#E Security Hub CSPM B2 T # Security Hub CSPM U B REEE M &
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& LB Security Hub AWS BR# CSPM BEFFZ AN E=SERNMBERRRERALR, NRE
FTRIBRRER , RMBRREHITTIEE -

1. RAES AWS fRi§ - KRS S BEBEEFEIEE Security Hub CSPM B9 AWS fR¥E BEEERRE
KRR A Security Hub CSPM MIZSIRBEBBMA. stHENRREEE , RFIEREESE
& 5 F B A Amazon Inspector AWS Health, Amazon GuardDuty #l IAM Access Analyzer, &%
REEBDBEFERL REEE Security Hub CSPM, MEXE AWS BRI BENZREE | B2
BAWS BR# A% EE)5EEiAE Security Hub CSPM,

(® Note
AWS Health tNRFE FHHA—EFRG , SSEBEFEFIEZE Security Hub CSPM :
- FPEFRE AWS L4 IRIEAH R
- BEFEEANBEEEF security, abuse® certificate

- FIRE;EE AWS Health BB A risk=X abuse

2. REE=ZFES - WFEAXENESEE K F2RUIANE=FaFBHERES, BINA#E
BRE&IEE Security Hub CSPM S ft RN EEFTENTMAHMIE, B ECRHEAAP—L&
E=HIE, BREMRARKEE Security Hub CSPM HE S,

ElRERZEMEBETE
EAGT , CRREERAREEANERE S EREEEN TR, AHQSTIIRE :

- EEREIENTEREFHRESE - IIERIE AWS Security Hub CSPM 8RB BN RRES |
RENEBRRAREEAREES  fINERFSRERE. YREBVITEREETFERENER , 23
15 Pt IE TR

« 7£ Security Hub CSPM R EE BB E - WiBIERERE Security Hub CSPM BE4WEH , LIEEE
A BB UL B4R ER |, 3 A] BLEEIR Security Hub CSPM YR REEEE,
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-internal-providers.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-partner-providers.html
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REBEAIERESEALHEN , TRREZFAEEE TN TASRIEMRER ANEEE,
EEEHAEIENIERETNEEBSE

BMEZRBCEN T ENDEBEBIRHENDN Security Hub CSPM B4 |, HEKAREERHTHE
£, BRI L& Security Hub CSPM RERZREREABBRNE S, #H62E !

- Z2EFNEHEE (SIEM) REAHBZE B BIRERZELEH, SIEM RIS TEARE
XNBRERFIEENLSIRE,
28, BBIER (GRC) R A MBS RNEEEMERENRETEAKREEER, GRC TERLEA
AREBEHE., AR, BHEAEFRNECERNREERRESN. BYUFER GRC TERE
SEBRE. BREREALLERER,

- ERFREEENERRRUGBEARINEREKREEINE 6 LHEHAREENEELIER.
Atlassian JiraFl Microsoft Azure DevOps i8££ R FE K &5,

# Security Hub CSPM FAER REHZHEELRECERRES |, ALREFYEREB (MTTR) M=
2MER  RABREEIHERETEERSE, BT UERMEELLAEFRAEPEE , HAf
MAEEFRAEBNIERENILE, EEEMAZAERRAA BREETEREN -2,

Security Hub CSPM EBZBE=AEEBHERES. UETEFENRPE , F2E Security

Hub CSPM X#HHM AT ANE=FEEBRHERES. FRANESIIE Atlassian - Jira Service
Management, E& AWS Security Hub CSPMJiraBX B8 & mE S , LAK ServiceNow - ITSM, TE&ET
W[ E%E Amazon Inspector A% EEE B FiX ZE Security Hub CSPM , A% & E Security Hub CSPM
HrrEBEETEGIAE Jira,

Security tooling account

o [ P

Amazon Inspector AWS Security Hub Jira

£ Security Hub CSPM R BB EFE

A LAE A Amazon EventBridge # BIF1 Amazon Simple Notification Service (Amazon SNS) & ,
% Security Hub CSPM FZE# REB ERABEMNRM. L RAEEER T B ERENEE @K,
HRIEEFZE, PR SIRFERKEFHE AWS IRF EEREE , RARAERN 2 AERIKRF, &7
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https://aws.amazon.com/what-is/grc/
https://www.atlassian.com/software/jira
https://learn.microsoft.com/en-us/azure/devops/user-guide/what-is-azure-devops
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-partner-providers.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-partner-providers.html#integration-atlassian-jira-service-management
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-partner-providers.html#integration-atlassian-jira-service-management
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/bidirectionally-integrate-aws-security-hub-with-jira-software.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-partner-providers.html#integration-servicenow-itsm
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cwe-all-findings.html
https://docs.aws.amazon.com/sns/latest/dg/sns-configuring.html
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o
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Outcomes

Accepted risk

Security Hub delegated
administrator account

1&%2%%

AWS Security Hub SIEM Security team
system

False positive

Remediation

Further investigation

 EERNERAEXEK B, ZRRLRERR - W 7 BLLHEREHMR , BRZETERNEXKE
EHZ2AE, ERARAEXEERAEBNRECERMBNZLRAERER K MEFKEKIEE
HEZHEBEBNZERAELR. EAZHIERT , EARIERELIFIEEEZNHERE AWS R
# , #ilan AWS Control Tower R #9 fR 3% 32 % Z€ (SCPs) AWS Organizations, Et##+HEH VPC #H
AEF AWS IAM Identity Center,

HREEARX P RAERAIRFHNZSIRFRE , SREULUSIRFNZ2EBRERRESIER
EANFEERENRIZRAF. ARG+, ERERIEAEXERTUEEREEE, NFEH
Pl F2EAEREAEAEBEG Y EinEBELIH .

Outcomes

1
! ey
Application account 88% °—>: False positive

I
: i : —> DD o 3 o 3 Access to
Q o) .
M O+ égg remediate
AWS Security Hub Backlog or Application

1
1
1
1
ticketing system team '
1 . .
L@ . Pipeline control
1

Cloud team Manual remediation

1
Automated remediation :

- ERER, RERHEEBEEIRIG Bim BBk - R ERAY REE 5 E 1) 52 82 FA AR A% T 2 3 i M8 Bk T AR R
MEZAEEMEE., LEXTERTREENEEABNEFIRERBRAAEER. BERBMS , EBER
RATERN —ERER IV TE,

AR St A B IR

ARRRBEETENBERETHRTGENEERLEBEFTEEBLIEFNED. ERSIARE., EBEL
AR MARBRARENES ., ZEHREERNERIEFEIRAEREBREBEENRE,

¥ Amazon Inspector AWS Security Hub CSPMAI Amazon GuardDuty , BEFR I SBREMHER
Ho 8. RMEZRBLFAE Security Hub CSPM H BRI S BREMRERER S RRERZ 2
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/iam/identity-center/
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B{EE (FSBP) %, Amazon Inspector f GuardDuty BN FAERE R, AEFEREMERR D
N

« Amazon Inspector 7 EEBEAEERINSEBBRLIH. HFAEF EZR2EERREBTS XK
(CVSS) EX 5 &AM ERENBRN TR AL EREREE, EAKSE , BUUSEEBRES
BENELIER , MEIREEENEEFTENSIRNENER. BRT2E25 , Amazon Inspector
ERETHEEERREFNREE (CVE) WigMAEREIER. ER Amazon 2#tH CVE TJHER
BE , UREEFREZSBHRRE , HIMEHENRRNBERLLEERREELLB (CISA). i
W , Amazon Inspector AILRHARFIARINCHBZERREH ST, NEFHER , F2EE

« 818 GuardDuty AERERBEERNBELSHAE , RRAEERYBRENEETAR. LLER
MER AWS Z2TRMAE, Sl , HighBERERRTEREZAR , LETBHARKKEREDN
%, BAEBESFHIGhEEM GuardDuty RERZRBEAEBLIERF , W IZEMEE , UpLLE—FK
RIZENER.

- Security Hub CSPM #Z#IFFEF RN BEEMEBURAHE AR AMA RN ATREMN., BEBURAEHSEH
RYPITHERFIMENEREENEHE, \BNAEMRTEBERFIER AWS R X &R+ E
RIE MY AT REME

EEARMBBEEFE , FUNEZEENNERE A FEAREN AP REF R F45 EREBE,
s\, ST LU B Bh1b iR Bl SR E Security Hub CSPM I FAZER R, GuardDuty 1 Amazon
Inspector FHEHERE HBEIXZE Security Hub CSPM, B LERABELRE , BIBEESNRGE
PUEFENRNAREBEN (HINBEREM ) IBHBEEEE, EFRIBELRAR , BELE
RAFEEHRAHER | FINBEIREXAH,. BUAMWAE , UREERANER, LEABEEEHRA
®wBE,

BEXEMEETE

EGEEESEL AR Z% , T EDESEEMESE, LUNRRESFRNBEREE
MESE, HARERE  LUNEFELRAREREARS. HNEREEHEESE  CUNEHR
SRR, —RTE | SRR EEBETUS B TR —EESR

- FEEE - EUUFBHRARBEE , Sl AWS ERNVBIELMANE, MRBEFTERE
Security Hub CSPM H ZEieE , AIBERES LS FHEERERTENRAER.

- JEEFEANAM - SEERRBERARENR (1aC) , SMEERE , WHBEHMA WTEEZ RN EL
MR R, ZRBEEFN laC MBERFRNEEHELBEARBHARABRTE.

- BEMLIEE - BBERILNES BBISERE.
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https://docs.aws.amazon.com/inspector/latest/user/findings-understanding-score.html
https://www.cve.org/
https://docs.aws.amazon.com/inspector/latest/user/findings-understanding-score.html#vulnerability-intel
https://docs.aws.amazon.com/inspector/latest/user/findings-understanding-score.html#vulnerability-intel
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_findings.html#guardduty_findings-severity
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-control-details.html#control-findings-severity
https://docs.aws.amazon.com/securityhub/latest/userguide/automation-rules.html

AWS 75 %43 & FRETHREORDEEHE AWS
EERG - B NEFERSNFERM (CI/ICD) EEHRERES , UL FERERNIHE,

- BEENER - SRREABESEFEHELZS  BEIREIERNER. TEBVEERES
HEEE | 5100 S B 8RR,

- R - BRENEAERE , RALSHETREEERERIBFE.

LU URENEEBENTARSERIN TENTREETEAERNEER, T8 , B —LRHEM
TEABBEAREEEESIZNRE , 24

« Patch Manager 2 B9 —183Ih#E AWS Systems Manager , Al HE){LERA L £ HEAEFMEERE
HEWRSERHNERF., EUUFEACHEREAEEEUERAEAREERRENERAERINEHERER,

« AWS Firewall Manager Al # B PR EMEE RS MERAERX PRI XAER B AWS
Organizations, B $HIEAERE , Firewall Manager 84|87 —{EE RN L £HA , BEE
BEREETHEREXMERMASH.

- FHBEELLZ£EE AWSREEE Security Hub CSPM #ELEH AWS R AR | AIRIBEXSRE
ENZLHENSEERRUELERNEEINISHEE,

SENEELZERAERLRNVEH

rERMfLE, BERNERAEXERSEEFNES. ©
AR R ES, thasEEEmHESl.

TS EEXEYEENRAEGRER , Wi

AEIETHNEH

- ZEEBkEH) . B Security Hub CSPM B Eh1L 38 Al
- ERERKES - BF VPC RS

- ERREXEBKEH - 237 AWS Config 35 Al

ZBBE5 : 37 Security Hub CSPM BBt Al

Z2EFSWIERABENEBENRBELR , B3 Amazon GuardDuty FEHR. MEK AWS EIR
BA DR GuardDuty AEFRBHEETFE |, 5526 GuardDuty XHFTHWHEREREE, ZEEK
BARBIAELRAEHREE,

ST  RLERKESZ PLLAETERNEERREBR AWS IRF |, ELHAERRBERARES
BH , TEEEERBRER. LIRFHEBS sandbox , tRF ID & 123456789012, REEEKT
LAEESI AWS Security Hub CSPM BEI{LAR A , LAtk FBFTE GuardDuty SAEFER. AT
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https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager.html
https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-active.html

AWS 7 g5l £ FRETRRNRREETE AWS

REEFZEREARINEAREZTRA , WY EHFTR A, % Security Hub CSPM | I i
RABERGNER , UERAIECFBNFEER.

® Note

HEFHEXRNBEBCRANIIE, RATEBEBRIRFHNAAE GuardDuty HERFR. ARR
EE  SEESHLARBERNEE, 2BNEREFZEREERBINEESE.

UTRARBIMLBEBLRANSH

- A :
- #AIZMA Suppress findings from Sandbox account

- #HBIERA Date: 06/25/23 Authored by: John Doe Reason: Suppress
GuardDuty findings from the sandbox account

o fRHF
* AwsAccountId = 123456789012
* ProductName = GuardDuty
* WorkflowStatus = NEW
* RecordState = ACTIVE
- BEMLENE
« Workflow.status & SUPPRESSED

MEFEFHMEF , F2H Security Hub CSPM XHHIEE LR A, ZEBERAFZREALURENE
ERAINBHE[EFE. MERZWNIES , 20 AWS Z2EHOEER. RAIZBERELTE
M, R E R BANEHEEERF.

SR E | - BF VPC HHRE

EREREESENEEEEERBENREMRERR  HINBETRTESENEARGIK AWS
FRRRE, ELFERRETEIENS AWSIRF 5 EIR , Hla1 VPC & , RESEAEERER
BHHRE. EAZEERT , EREREFHET RNERE , SIUFEREHRBK.

HBBER AWS RE—BIHEZ AR R —AREXEERAZEY, REXRKELBENE AR
RAR  HERSREEREED, EXNERRTNEBRFR, EABERERANERAR , ENES
AILAE A EE RS BRIERS , 4]0 AWS Organizations BREE I $IBIER (SCPs) 5 IAM Identity Center
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https://docs.aws.amazon.com/securityhub/latest/userguide/automation-rules.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html

AWS % EiE3| £ FRETREQRAEEHE AWS
A&, SCPsHFAERUAERBRRMBNNRS , Glanpr L FEAEERELE Amazon Simple
Storage Service (Amazon S3) #7Fir#8. HARFBETENLLBERETEZRERS| S , 1B SCPs
MEFAEBABRRADRS, BMEFHEFEE 5 AR ETEGERNE R MRS,

LUTREREBKAI8EE E AWS Security Hub CSPM 2 £t % & HEE 5 (FSBP) 12X — b4 -

[EC2.2] VPC BRZLHETEAFBEANEEHRE

[EC2.6] FEFEFTE VPC HFRA VPCs RFZEC 8%

[EC2.23] Amazon EC2 Transit Gateways & H B)3Z% VPC E#EEK

[CloudTrail.1] CloudTrail EZBAIREEL —HISBRMNEAETEE4HN S EITER
[Config.1] AWS Config FERX A

EHESH |, EiRERIEERR FSBP 24| EC2.2 WRBBEEE, WIEHEN IHEZTEFAERR
2HE , DATCAHEREREANELRAETEZERN. AREEMBRARLLHEE A RitEESE
FHRAZEUARFEANELRE, ATENMAEREEE  EREREEACELINBIIREXRFAE
VPCsHZE£BHERA L RASE VPC HELHTRRRZLEE. EAZHERT , EXEKSFERAAWS
Control Tower BT S E R ERENEE (1aC) TERERE VPC 458 , #ila0 HashiCorp Terraform@%
AWS CloudFormation,

FEREXBEBEHI - 231 AWS Config R 8l

AR 2 Security Hub CSPM Eff Z & H{EE7% (FSBP) 2 EEhEAEASHAZXEXIEE SN —
Loy

[ CloudFront.1] CloudFront % i & 5% iE 78 5% 1R ¥ 4

[EC2.19] ZL2FEETEAFERFIFIG RS EEE

[ CodeBuild.1] CodeBuild GitHub = Bitbucket 3R f#17ZE URLsFEAEF OAuth
[ECS.4] ECS BHREHTRIERKER

[ELB.1] Application Load Balancer EEEXE A#&FTE HTTP SBREFHEDE HTTPS

L ESIF , EARABEBKIEEAAR FSBP 24 EC2.19 WEEBE., tiEfEgnERkasNE
EEEERBAUFNRZEFHETZRINEARE. WRZEFHEPEMARAAFFR: : /0ELE
BIBEARE.0.0.0/0 , BIMIEFIG RN, MERIEN XHEBMBRFFLREANRA,

BRYREERNZEFHEARAZIN  EREXELER AWS Config RAINBEFERNVEEHM, EiBE
REDHERES , BB ERRBEEARNLZLFHERA. THEASEERFB2HHE
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https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-2
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-6
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-23
https://docs.aws.amazon.com/securityhub/latest/userguide/cloudtrail-controls.html#cloudtrail-1
https://docs.aws.amazon.com/securityhub/latest/userguide/config-controls.html#config-1
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-2
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://www.terraform.io/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/cloudfront-controls.html#cloudfront-1
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-19
https://docs.aws.amazon.com/securityhub/latest/userguide/codebuild-controls.html#codebuild-1
https://docs.aws.amazon.com/securityhub/latest/userguide/ecs-controls.html#ecs-4
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-1
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-19
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config-rules.html#aws-config-rules-evaluation-modes
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DEFHBERSTIFERM (CI/CD) BBHAEBEABTHRE , LABRTESHNER, TEERNMAE
FAE &) AWS Config 3 BIZR#EE2 AWS CloudFormation EiIAF ERZHNEBRRRET SR

AWS CloudFormation AWS Config

I I .—C Modify template
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—

7
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CloudFormation AWS Config
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B eMRE AWS EiR,

RBITEBEALRERIFER

BRAZERFERR —ERRNHG  REERKcENFERESE, SN -3, #8822+ , X8
Z2, BERNEARXERNFNSHEBESEEEN , LB REANRZERAERER. REKERHZR
(SLAs) BAMRERER , URFAEERZSHEK.

BLERTHBEHNERERNRER , SINFHEESRFNHEE, SOTTUIRRNLRAEAREEFNE
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