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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html
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B, TEEKEEEZHNE VPC PHEERD. EnENEEKEE ARTEERFHSSEHE
EEE VPC, MEERKAILFER , AWS IRF LMEMM AT SURE AWS IREEKAREE 1245,
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/benefits-of-using-multiple-aws-accounts.html
https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html#guidelines-for-multi-account-setup
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-peering.html

AWS 7 g5l BMAZE AWS IRF

AWS Cloud
Region

AWS account

Egj_\_ Production VPC Development VPC qN

0
Lo

=

Customers ﬁ ﬁ

88% EC2 instance \ cclrnizricr:i% n / EC2 instance mzx\;;éﬁsetnt fearm

Sales team

£ £

Engineering Product

team team
LTRABELRR T ReRiEsn S ERE s
- ITEMFAMMMEEFNEZRERNER  BRGMERTEEER.
- BAEEREARENKEERENK 6 HEETEZIRE,
- ERBEABEEETESAEK , £F VPC ESREBYELBRRRAVHEIRER.
- BBRERELEES EENRBRENRE,
« CEO B —LHEANBERIFILUEBREE VPC REMEFEFER,
- DIEEBEER FFEAWS BRI ATREELESRANEE .
RAZRFERBABRMEELHE , HEREARBN AWS IRF K2R I/ESEHMF.
BE—-iRFRBES 4

Finance




AWS 7 g5l BMAZE AWS IRF

BRAZIRFRBNEBERNEZLER

RIEEPNEANSREERECHTERI RN LMNESG AWS B8, EERE— AWS IRF &
BRE|ZE B AWS 1RFE | B MERFTHNZIREEBEFS AWS Well-Architected Framework #1 Cloud
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AWS Well-Architected ZR#&

AWS Well-Architected Framework AIHBI R AERAERAMNITEEHEELTS. SMEE. EHAESUE
MERRE, NEmELERNITEESZ, ZeMURTEHEHFRE -, EX Tﬁﬁb FEER AT
AWS 3% , mEZHNEBEIERER,

LA LAE A AWS 1R E R E AWS Well-Architected Tool REMELE B IF R BN REERNESTE R
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£ (AEE ) EEVEH Cloud Foundation AWS 24t#55| |, #BIIEE 53TiE AWS FRiE | LM%E%
BER, AWS B AERUEEAERMN A EARELIRE , UHE. RENEEIEESE., HETUU
Fﬁ%%ﬂﬁﬁé)ﬁ%ﬂ|‘1i%%ﬁ%ﬁﬁ%ﬂ’gﬂ’ﬁﬁﬁwﬁéﬁﬁﬁi—iﬁﬂﬁ Eh., WNE EZEM 30 8 ThacryFEM
B AWS |, F2EYE. AEROSRARIEFEENRIENREERR.
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BEMEBEILERRE,

AWS Well-Architected 28#& 5


https://aws.amazon.com/architecture/well-architected
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/intro.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/capabilities.html
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- FIBIEBEN
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- EEHEIRF

AR E RE A

BB F AWS IRFE |, B LUER PRABLURE S X EEELIIRSAWS Organizations,
fIR = AWS Organizations 2B % AWS tkF , EHIEEH AWS ERMNAFEELE RN S
. HBREH WER AWSIRF , BAAUNE-BENEEEM.

ERFERARFEVESN  2RFEEBREBNEERS (CBARRARFHIERIES). —EEABR
RRE—EEERF. BEESHM AWS IkRF FEEHEN , EMEXAREIRF,

(® Note

@ AWS 1RF LEBARERENE—F2 TBLEFHFHHEEIEFE’J%%EM%M&%H?E
B, MRERENSGSEA. T8, gﬁﬁuﬁnﬁﬁTEU\ﬁﬁﬁﬁ%Q TRERBRER , BER
BE®, MEFMER , F2EAWS IRF REAE.

BEMNtwRBRETRERFHEFIUE  WEBPHRERFBRBERERRE,

ERBXNEREBPEBIRS K ZEBTSEBR. EREN OU) URKEIRF, B2MEMBPFT
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DEE-—ERXME, TESEIRFRER—E OUNWKE. MEFMEF , FSRMENES (AWS
Organizations 34 )

AR #5125 BUR (SCP) EEERAEMAC A UEANRENEE, SCPsELIR AWS Identity and
Access Management (IAM) FFAJBUR , (BEFR R FFFAl. #R , SCP 8ERH A A, ELEER
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-enable-root-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#root
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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#RE (AWS Organizations X4 ) »
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- BOERRAN AWS IRF REVBR, ®HMIRFFHG  CERAABNERIRE, BHRERRE
AUEEBNEEIRFR#IT , T SCPs fl RCPs T EAREEIIRF, ERM_RATELEZKER
REFEENERERNENRHARCEERERFHPEENERNER.

- REIRBEFEMERR AWS tkF MEBEBNEAAS RFHERIKRS,

- £/ SCP REZRR., HBMENNKERFHEAFA, SCP EELZEREAETEEIRF,
« £/ RCPs EEREBIRFHAERNZAFF . RCPsEEZERERAZEEIRF.

- JB5F (AWS Organizations X# ) HISEEH AWS Organizations.

B EkEEE

EEESHEEERFNEZIRE AWS RiE | REETUURSPABIEEFENERAEANESY., c2RE—
BEE LERKBEASIRFRE, SoEBENFNEE, #£E. Eflkse. WBRERFAMAF. AWS
Control Tower 2 —IER# , TEBRMUBEICHERFIRECZIRFRENEZENZE, —BRME ,
BEMmEE— AWS Control Tower B[R , FBBEEH AWS R IRF PR EM REBEE all
AWS [E1F. AWS Control Tower works FVIRIE, MEFMEF , BSEREE=EED () B2
£ H1EL. AWS Control Tower

EIRER REEFEREGR AWS Control Tower , B LUEBRI = EHAIRE . E2ikFE,. BEFHERE
MEZIRE, MEFMER , BF2RTELELHIRE (AWS Control Tower X ) . HREEIRS |, &4
BAEAREEEMNIEESENBEEIRFREEEEZEEE. HRARHENEKIRE , SR EEERE
BEARFE AWS 1RF |, B AT BLA & AWS Control Tower B ITIELEIRS,

WMEFE AR E AWS Control Tower BFEEREHIETR , 552 B AFT (AWS Control Tower X4 ) .

REED !


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#organizationalunit
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/consolidated-billing.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/consolidated-billing.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_best-practices.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#how-it-works-setup
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#how-it-works-setup
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#what-shared
https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-with-control-tower.html
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- BREZIIEFEBHVEITFEL (AWS BEE ) PHREER.
- BFEEEM AWS Control Tower H{EE# (AWS Control Tower X )
- £ AWS B FEEAT D THEERH PELEREESE,

/A Important

MREREENBEZEACREELES , AIFE ViRl AWS XE , MALAFRAERE
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ERIGREEMEELSEE, 0F AWS Control Tower EEREE R , CEFHEUBMIT B
EiF A |, #AE AWS Config 3328,

« JRTE AWS Control Tower EEBERPLEF 2% , FIEBFENAMETZIRENEE, Eﬁﬂbﬁ*\fﬁﬁ"‘
MWIEEHNARAEREFEACHEN AWS B, EEEARTEEEAREZEFBUER (SCP),
EHMEA , FSEEE AWS & EHEZEF (AWS Control Tower X ) o

o £ PEREEEEREE AWS Control Tower , BESEHiE T 5 OUsHIES :
« BEFEIEA Security OU EF @B A Security_Prod , KAl OU AR 4EEZ 2 HEI AWS 1RE,

- RMEZEEAEF AWS Control Tower I EEAH OU , RAEGHERNEEFTHEAIEER. &
T—&ith , BA LA ETHERS OU FEIN Hfi OU , ARMEBEN AWS 1RF,

- BREH Log Archive AWS 1RF WEHPXEHEFH S A log-archive-prod.
- BRBERIRFREZREH WA A A security-tooling-prod.

- BTHBIBSILEERR , AWS EZAWS IRF BFEABRL R , THEASEFIBE AWS Control Tower
BEEE, MREEHANE AWS IRFE SEEMAEAELEHENH , EUTNEMEFPREBTE
AWS % 5= FH# Amazon Elastic Compute Cloud (Amazon EC2) #i1TEEE, ZHITERRH1TLE
DiE , RBFHEKL,

FTIERARE (Y

BIYHENEBEBENARESIRFREZHEE, RALMFEARBKEHIBE (SCP) REZE OU R HE
FIRFHRART , ALRER, FAUNMMERENAERE , ENWEABEBLERSTEEN, WFE
HEEBNEFMER , SR/ERBEN OUs) , EZBEMEFELS (AWS Organizations X4 )
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/design-principles-for-your-multi-account-strategy.html
https://docs.aws.amazon.com/controltower/latest/userguide/best-practices.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/controltower/latest/userguide/region-deny.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
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RIEEHR

- BEE BEUEERE PEYNIEEEHS , B THIER OU :
« Prod - $tRENEREEERN AWS IRF FHIL OU , BEEEF&ER,
« NonProd - ¢t FIELEEE RN AWS tRF EHILL OU |, HlinBisE. FEHEIRERE
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M EERSE
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- IAM 5%, flunfERE, FENAE
- WA 5D, HlanER AWS IAM Identity Center

ENBATME—IRFRES , EFAEMALTR K SHEEEESEN IAM FAE, B IAM EHE
HEBHNERERNREZSRBEBARIEE  RAHTEEREH, TB , EXTREZENRELREE
%, lkﬁﬂilﬁgﬁﬁ% FELRE  CLAAFREELE —EFNERE. ERHNS—EHER AWS
WRF EB IAM B, BRI LR AWS Security Token Service (AWS STS) ERFFEREHRE , ©

‘%E—I‘“’HE’JHTF%&J_%HO

A LAEIB IAM Identity Center AWS 1RF BB ASFEEN . BUUABNE TRATRELER
FEAERS , MU EEECHNERNSEERRE (MFA) BRAR , LIS EAEER
UM, ER0E MFA B, ATUAE BB MR , HIMEBRFBREAREN , W AERERER , S0 YubiKey

ﬁlﬁo

IAM Identity Center th X ER B/ & 212t E (IdP) BWBES , Hli0 Okta. JumpCloud 1 Ping
Identity, MFEFMEF , FSEAZEN S 2 IRHEE (IAM Identity Center X 1), FEIBEESAER 1dP B
&, BULBEERAEREEFAE I RE , AERFEA IAM Identity Center IREFEUSFE AWS IS,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://aws.amazon.com/blogs/startups/how-setting-up-iam-users-and-iam-roles-can-help-keep-your-startup-secure/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/supported-idps.html
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RIEEH

- BEZEHEER (IAM XX4F) UEREER & FEUE,

- IEHEMIEERNEAEEEIRFFEIME. 7 IAM Identity Center 1 , BV KR BEXBEHENTE
#Ho Hlan , ATLARM TR, MK, HENEREERE.

- BE  EBRFEFEIAE AWS IRF WA (BEAHETR) NEEFIMERE AWS t(RFNAZF
REZRFE, BRCHY FAFAUTwAED , SUERRZEFIE FFEMEBN AWS tkRFE M &
LI

<prefix>-<account name>-<permission set>

o il | ¥AEIE AWS-A-dev-nonprod-DeveloperAccess , AWS-A R—B=FH , EXRR~UE
EVEEEIRF , dev-nonprod 2R F &M , DeveloperAccess RISMMAEMANFITE, HREAE
AWS-0-BillingAccess , AWS-0 FEH R TEEEEBNEFE , BillingAccess RRFHHEMFFA
£, EHESP  ARBEHEHEEABNTEE  FIUABEEBPTI2ETIRFEE,

- WMERIEHE IAM Identity Center E2HAEZ0 SAML & |dP #£EFH , W HBEFEHA MFA , BITTLIERABS
BIfFHUE S (ABAC) A4 BR =8 5 &1 1dP R E IAM Identity Center, 3EiB SAML E4& REEB M,
MEFMENR , F2ERBANREFIUZE B (IAM Identity Center 3X#).

# 0 Microsoft Azure Active Directory 1 Okta Z3F% IdP AI £ SAML E&H# Authentication
Method Reference (amr) EEAMERER MFA AREEEEE IAM Identity Center, FAARE & MFA AR
ERERXNEHRR IdP ME., MEFHMEEN , FSEEN 1dP X,

£ |IAM Identity Center # , AT BUZR M FF AT SR BUR | SURE M W SLFEUER AWS EiR. BUA ABAC
Wi EMMEE , IAM Identity Center E#$ EREEAENBHEEREE IAM |, UEARBERFF .
WMEFHMER , FSEEL ABAC BFFIBUER (IAM Identity Center 3X4), M THIEEHIFAR , A
aws:PrincipalTag &£ 4 MFA B FEUE S A,

"Condition": {
"StringlLike": { "aws:PrincipalTag/amzr": "mfa" }

}

BEKEIRF

EAHT , BFEENFENIRFIIALR YRR EABANRITRS, EBEN—EEERIRESR
Rt , AREERETEMENIRS.

REBEETIER -

BIEE® 10


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac-policies.html

AWS 75353 WRASIEAWS RS
- BELAFENIRSE

« £ # BET VPC i&E AWS Control Tower

- ERHERE

B Bl FHERVIRF

EH A AWS Organizations , A SUBFBE L RNBEEIRFEMALHNFHES. REEBTHNEERST
LUBGEHMIRF A, EXRBIRFNEESEIEFR , IRFATZAMAES , XY BABNERIRFES
EEFRERFREBNAFTEER., MEFHMAEH  BSBBE AWS IRFE MAEBMEZZHIEERE
#E 8 195855 (AWS Organizations 3X#).

@ Note

RABEEXRRF B EEMARE £ JUEBFE2RF MARR. NRIRFERBEBNK
8 XAREREST B, NRIRFREREVNHEMEBHNEREIRS | X AMBRZE
o

/A Important

MRLZFERBAERFFIEMNELEASERAENR , B LUER AWS Cost and Usage
Report #45% & FEH Z Amazon Simple Storage Service (Amazon S3) 1288, FEZEE
AR Z BT R, ERFMALEE  SELFIZIRFHNILESER, MEFM
B, FSEARERAFNAERSER Amazon S3 #1778 (AWS Cost and Usage Report X
#).

Bi:H

- BREKANTFENRE (CURSSEEIFAR) B EEAE HEABEN PEUNITEES >
EEEBEN

o RFEER AR EERFIEHIBEMABBRERFNEEFIE, IREHEEE
WREEEEEEGRE  AIXBEERERS HEI OrganizationAccountAccessRole IAM £
&, THEBREFRFTRAEIZACGNWH, WEFHEN K BFSERESBHRERFFPEL
OrganizationAccountAccessRole (AWS Organizations X4 ) o

- HRNEEBFEMABBHEERSF  FRERERFHREER (AWS Organizations X ) , MR
R EFIELEE,

B KA R IR v


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_invites.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_invites.html#orgs_manage_accounts_accept-decline-invite
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_invites.html#orgs_manage_accounts_accept-decline-invite
https://docs.aws.amazon.com/cur/latest/userguide/cur-s3.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_create-cross-account-role
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_create-cross-account-role
https://docs.aws.amazon.com/organizations/latest/userguide/best-practices_member-acct.html
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£ B 8ET VPC 527E AWS Control Tower

RPEZE AWS 1RF FEiB ## Account Factory #iZ2##9 AWS Control Tower, EiBfE A Account
Factory , &R LAfE Fi B2 Amazon EventBridge B AWS Control Tower 4 , EIRF I AWS IRF #&
MENEFH PHEER.

ERRETN BRAWSIRF , S EHBMERRERLEE IR (VPC), B2 , E&EIB Account Factory
RREHMRFE , AWS Control Tower & B E)i 285\ VPC, MEFMEF , 5526 AWS Control
Tower #1 VPCs(AWS Control Tower X ) . EEKZE , FAEIERT , AWS Control Tower 7 &1E
¥R P PR ETRRR VPC,

NEIBEFEHHIRFFHN VPC ETEZEF, FZARFERAEM IREE AWS CloudFormation
f5lzn Hashicorp Terraform =% Pulumi , REEEMEEH VPCs, £ BET Account Factory 8%7E , M
B 1E# 3 B AWS Control Towerfi 2B H At VPC, MFERA , FBSBELE Amazon VPC R E (AWS
Control Tower X ) , YERATSIEE :

1. =R AEREEE A 7 B T OB,

2. BB TR LR |, #E 0,

3. £ VPC YW EEH , BRFIEEH,
4. BT HEEF , EE S

REEK

- MBRESEHMES P EBHENTER VPC, ERLERAEERAREVIER VPCHERT |, &
RFPEE A EC2 #ITER. WHEFMEEN , FSREMBRENTEE FHEEMTFERER VPC (Amazon
Virtual Private Cloud X ), &t 8] LAE&E AWS Control Tower Account Factory for Terraform
(AFT) LA B EhiBR#7 22 MR = BV FEER VPC,

- EIEER > NonProd ABEMNFMHE AWS 1RF #8A dev-nonprod B9%7 . NonProd 1EFIE%3IR
BHREALIRE, ERE , BFSBAFEH MEIRFE THIKRS AWS Service Catalog (AWS Control
Tower X4 ) o

ERBEEFE

REBENELNRERERBMEN BREANKRE AWS 1RF ., BHLURERBERBENMEK
F ., IERERBRERMGEKRS , SIEE, AEDH QA. BELAHEEHCSHER , EXHE AWS
RE KDNERZD, BE , ERENFAHBIRS XD, SRMEAT=EREX :

1 R EET VPC 3% E AWS Control Tower 12


https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/vpc/latest/userguide/default-vpc.html
https://docs.aws.amazon.com/controltower/latest/userguide/vpc-concepts.html
https://docs.aws.amazon.com/controltower/latest/userguide/vpc-concepts.html
https://docs.aws.amazon.com/controltower/latest/userguide/configuring-account-factory-with-VPC-settings.html
https://docs.aws.amazon.com/vpc/latest/userguide/default-vpc.html#deleting-default-vpc
https://docs.aws.amazon.com/controltower/latest/userguide/aft-overview.html
https://docs.aws.amazon.com/controltower/latest/userguide/provision-as-end-user.html
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- THREELE - REEER AWS R PESEER. BIENEEHENZKE AWS IRF. IR
ITHEEHAAMEEERE K M—EIEE8EA T ABIRNREBRELLE , ATEEHR—EFHNS
—BAIEEEECEEETE, NRERK , ST EEFELTHEEH I BETRANKRS b, MEFH
HER , FESE AWS R G5 (AWS — B E),

s RAHE - SITHEEHRHIEBNIREF , IZLERANAEREPEFTIRFBROAES, B
ZRMEREEARZEIEAER , TUAFEAZBERIGBEERNEBIER, MEELNFEMEER ,
ESBIEZERL AWS ER (AWS —fRZ %),

- BETFHN - EI/FARAARER , EEZBUNARE IAM BERLRFIEIR S ERAFE , UE
FEREELIENTEENIEES., EABRE R, EALITE IAM Identity Center AR £ Z IR F
FET A 5 3R 22 M Bl R 5 B 2 B

B%

En
HiF

- JBFAWSAWS Control Tower B[ [EFHH ZiRF KB SKEEH (AWS Control Tower 3 ) .

- BUBMMEREKE , HBEENFNER AWS BER. WFERAEBKBHE, E£KEMN, RERHEM
REHERETHE, UEFHEF A F2RECHSEER AWS —K&28E X#H ),

- TERBZNIEEHBRFTEES., IRIEEENFEREBRKESE , BT EERMEER
B, B RENIEERE ) ATRNIESSE , AWS IRF WA BERESKREEE, WFHEF
MMEA , FFSREFEREINBECEE (Service Quotas X ).
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html#tag-best-practices
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
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BEZIRF BT I MFH

AEAETHIEE :
. IRX{LEREE
 BUHTE
. BUFARMR
. EREAHT

IRNILEESH

AWS Well-Architected Framework WEAFR —ESZRE RS HEE, BRSE THREEESURMMHES
HEBRRESENERA, EEXTHRECHWET, TLARSHEA R N8 i & ERKE |, AfIH L
EIXREBERARBE,

HREEREZRNDH LT , ERFHNESEASNEZEAC, ELFERAEYEME AWS IRFHES
ERETFRIYTER., BEARANAR , ARG FEEREEERRALERFERAERTHEIER
WD, BT HEVERFIER , ATLER AWS Identity and Access Management Access Analyzer
EEFERAER IAM BEBERERANFA , MEBREMZERET T,

RENTBPHEREEN IAM BEIEEREMN. EEERREAER, BAERREFAETUERR
CHEFrASFIEE, flm , MRERAEHENTIER , EEIHN IAM A6 |, BIZFERET
LLEBEM WEIEDER AdministratorAccess SEBERMWH IAM ACRIZAEER,

BELRAE IAM AEMERFGHZEENEAEKNEPXBER, WHENRER | BT LR
EEAMRE , HRALFLE AWS IRE BEE IAM BT RERE, ERERLR , EUUFEAFTR
[R, #& IAM FERREZREGEERE. AR BRBNEEERERKRENERE, NFBCREH , 7
SEFT A SR EH (GitHub)o

FEX&1E (DevOps) MR , bBATAERK , BEETEVEHZEANIFZEBN HBIRBEIEEARE
AREREN. BEETHESHTEAAIMN. EEHVEERENIEVLERNEBER, TEM%
EHEITREACHITH , MAFERBIASMEMBERE. WR DevOps BRI LIEHEBBNERE
R, EHALRD i AKEBEMFITTR TN KRE.

BIUFTAE

B LAMER PR SERERE AWS IRF FEUE AWS IAM Identity Center, FFRAIE R —{EEA , AT
BE—ERZ A IAM BERBEZEZE AWS RF ., EZHEFFAISIEIRG AWS IRFE |, 1AM Identity
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/operating-model.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://github.com/aws-samples/example-permissions-boundary
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
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Center 821 IAM € |, WHEEH IAM BERKZZIZA®, MEFMEEN K BSREINEETIE
(IAM Identity Center 3Xf),

AWS ZEEVHEIXBHTERB/EHNIFTIE

plgn | ALY FEIFF A -
. REFTE

. BRASHTE

. EEHTE

Tﬁun‘F—I 2 #BAPHENEH R AWS CloudFormation . BEZERALNRBELSEE X AEBNER
#1THR]. W CloudFormation SERKFFMIEN , FSE T HEAREARAE (CloudFormation 3X4).

WREEFT A&

B ¥ BBk £ BillingAccessPermissionSet R ##1% AWS Billing £33 & &R S @RS+ AWS Cost
Explorer 9 .

BillingAccessPermissionSet:

Type: "AWS::SSO::PermissionSet"

Properties:
Description: Access to Billing and Cost Explorer
InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"
ManagedPolicies:

- 1Sub "arn:${AWS::Partition}:iam: :aws:policy/job-function/Billing"

Name: BillingAccess
SessionDuration: PT8H
RelayStateType: https://console.aws.amazon.com/billing/home

HEABFTAE
T BBk AEA DeveloperAccessPermissionSet RIFEIEEEIRE,

DeveloperAccessPermissionSet:
Type: "AWS::SSO::PermissionSet"
Properties:
Description: Access to provision resources through CloudFormation
InlinePolicy: !Sub |-
{
"Version": "2012-10-17",

IREFF A& 15


https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/gettingstarted.templatebasics.html
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"Statement": [

{

"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:${AWS::Partition}:iam::*:role/CloudFormationRole",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${!aws:PrincipalAccount}",
"iam:PassedToService": "cloudformation.${AWS: :URLSuffix}"

"Effect": "Allow",
"Action": [
"cloudformation:ContinueUpdateRollback",
"cloudformation:CreateChangeSet",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:RollbackStack",
"cloudformation:UpdateStack"
1,
"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*",
"Condition": {
"ArnLike": {
"cloudformation:RoleArn": "arn:${AWS::Partition}:iam::${!

aws:PrincipalAccount}:role/CloudFormationRole"

}I
{

I
"Null": {
"cloudformation:ImportResourceTypes": true

}

"Effect": "Allow",

"Action": [
"cloudformation:CancelUpdateStack",
"cloudformation:DeleteChangeSet",
"cloudformation:DetectStackDrift",
"cloudformation:DetectStackResourceDrift",
"cloudformation:ExecuteChangeSet",
"cloudformation:TagResource",
"cloudformation:UntagResource",
"cloudformation:UpdateTerminationProtection"

RBASFISE
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]I

"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*"

iy
{
"Effect": "Allow",

"Action": [
"cloudformation:CreateUploadBucket",
"cloudformation:ValidateTemplate",
"cloudformation:EstimateTemplateCost"

1,

"Resource": "*"

}
InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"
ManagedPolicies:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSServiceCatalogEndUserFullAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSBillingReadOnlyAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSSupportAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/ReadOnlyAccess"
Name: DeveloperAccess
SessionDuration: PT8H

A EFTAE
TEEBEE R ProductionPermissionSet RIFIAEEIRE, WHFTEEEAR, EHQENEIVE,

ProductionPermissionSet:
Type: "AWS::SSO::PermissionSet"
Properties:
Description: Access to production accounts
InlinePolicy: !Sub |-
{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:${AWS::Partition}:iam::*:role/CloudFormationRole",

"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${!aws:PrincipalAccount}",
"iam:PassedToService": "cloudformation.${AWS: :URLSuffix}"

EEFUE 17
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}
}
},
{
"Effect": "Allow",
"Action": "cloudformation:ContinueUpdateRollback",
"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*",
"Condition": {
"ArnLike": {

"cloudformation:RoleArn": "arn:${AWS::Partition}:iam::${!
aws:PrincipalAccount}:role/CloudFormationRole"

}
}
.
{
"Effect": "Allow",
"Action": "cloudformation:CancelUpdateStack",
"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*"
}
]
}
InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"
ManagedPolicies:

- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSBillingReadOnlyAccess"

- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSSupportAccess"

- !Sub "arn:${AWS::Partition}:iam::aws:policy/job-function/ViewOnlyAccess"
Name: ProductionAccess
SessionDuration: PT2H

B FFA SR

MEHFASK R , BFRUFFARR. BEFATRRE-E#G , B8 IAM FEHEEZ RIS EER .
AE. MBVNEESRERRENERE. ELERAEREMITBERNFIRRATHNEE,

A LATE AWS CloudFormation 8RR E R AR , AREEMA CloudFormation StackSets #§ £ 4% 5}
ENZEES. ENHBEERE - REFEEEEMPEINEZFTENHER, NEFHEANETR ,
ES B A AWS CloudFormation StackSets (CloudFormation 3X#).

T %l CloudFormation EEAEMHE IAM A€ | WEIT/EAFAIREEMN IAM B3R, FRMEE L
WEARBIEABTHMERERS,

CloudFormationRole:

BIYFFARR 18


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
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Type: "AWS::IAM::Role"
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
Effect: Allow
Principal:
Service: !Sub "cloudformation.${AWS::URLSuffix}"
Action: "sts:AssumeRole"
Condition:
StringEquals:
"aws:SourceAccount": !Ref "AWS::AccountId"
Description: !Sub "DO NOT DELETE - Used by CloudFormation. Created by
CloudFormation ${AWS::StackId}"
ManagedPolicyArns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AdministratorAccess"
PermissionsBoundary: !Ref DeveloperBoundary
RoleName: CloudFormationRole

DeveloperBoundary:
Type: "AWS::IAM::ManagedPolicy"
Properties:

Description: Permission boundary for developers
ManagedPolicyName: PermissionsBoundary
PolicyDocument:
Version: "2012-10-17"
Statement:
- Sid: AllowModifyIamRolesWithBoundary
Effect: Allow
Action:
- "iam:AttachRolePolicy"
- "iam:CreateRole"
- "iam:DeleteRolePolicy"
- "iam:DetachRolePolicy"

- "iam:PutRolePermissionsBoundary"
- "iam:PutRolePolicy"
Resource: !Sub "arn:${AWS::Partition}:iam::${AWS: :AccountId}:role/app/*"
Condition:
ArnEquals:
"iam:PermissionsBoundary": !Sub "arn:${AWS::Partition}:iam::
${AWS: :AccountId}:policy/PermissionsBoundary"
- Sid: AllowModifyIamRoles
Effect: Allow

Action:

BIYFFARR 19
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- "iam:DeleteRole"

- "iam:TagRole"

- "iam:UntagRole"
- "iam:UpdateAssumeRolePolicy"

- "iam:UpdateRole"

- "iam:UpdateRoleDescription"
Resource: !Sub "arn:${AWS::Partition}:iam::${AWS: :AccountId}:role/app/*"

- Sid: OverlyPermissiveAllowedServices

Effect: Allow
Action:

- "lambda:*"

- "apigateway:*"

- "events:*"

- "s3:*"

- "logs:*"
Resource: "*"

CloudFormationRole &€, PermissionsBoundary B LA K& DeveloperAccess FF ] £ 3t i EfE LUIR EE

THIFFT :

- fEF#E AWS BRFEATiEIB ReadOnlyAccess AWS S EBUR , HAZBFER B HTHBEFZE.

« EAE T LUEIB AWSSupportAccess AWS & BUR1ZEUR R BRI,

- {FHETEIR AWSBIllingReadOnlyAccess AWS 3 & BUER R EFEFEL AWS Billing 2 & & KRR,

- {EF & T LUER AWSServiceCatalogEndUserFullAccess AWS ZE B , # Service Catalog #iZ#
Efmo

o A& LUEIB A HR IR R B 3 A & 21T CloudFormation #8745 H B A%,

- ZEBEA CloudFormationRole IAM A€ , ERE TSR, EHZMEREMRIL app/ BRHY

CloudFormation H#t&,

- EAETLAER CloudFormation 3RE ., FEHFH MR app/ BEEERY IAM A
& . PermissionsBoundary IAM BUR A Bh IEfE & IR A HER,

- & REEEH CloudFormation #i% AWS Lambda Amazon EventBridge, Amazon
CloudWatch, Amazon Simple Storage Service (Amazon S3) 1 Amazon API Gateway &R,

TEERTREERE PINREAS) MAEARERETAEERNFFTE. IAM BSHFFARR , £
FEWRF PRI IAM A6 :

1. EFES7E IAM Identity Center 47587 , I #&¥& DeveloperAccess IAM &£,
2. FFRAEERE cloudformation:CreateStack EfE , A &IE CloudFormationRole IAM &,

BIYFFARR 20
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3. FFAEZRE iam:CreateRole EMEX A CloudFormation 2K IAM A€,
4. PermissionsBoundary IAM BUREEREH M 1AM B,

sy AWS Cloud
Management account mEl  Member account
(o) g 5
v v
v Ng
X X
DeveloperAccess AdministratorAccess
permission set managed policy
U . DeveloperAccess CloudFormationRole New IAM role
ser 1AM I1AM role I1AM role CloudFormation
Identity Center T
— O
v

PermissionsBoundary
|AM policy

CloudFormationRole £ & E [ AdministratorAccess ZEHX , {BHMA PermissionsBoundary

IAM B3R , CloudFormationRole & &H & MFFAIZ R M PermissionsBoundary B

%, PermissionsBoundary BURTE fuff iam:CreateRole BMERESRBAY  EARRIAGEERN
ARRETREEVAR,

EEREAFA

FEBFERFE., FARRM CloudFormationRole IAM & |, S A LRI EEEEERGERN 8K
HUHE, EEMRALELIRRFEEFIE K YiHBEEAREREERNEZEREEY,

BT UEARKERAS , ©86E AWS RBR T , MAREGHEER. BTUERBERT
ATE, MARMKIRTE IAM X8 (ERE. £REFANA®), Sl , WRBEEHBAWS
Service Catalog T REME A CHEA, BEFRMRE , MEFRFTEIRE AM 8. WFEFAE
A, FSEAEE IAM EENAWS REMEARBEELES (1AM XH).

F—EREEXERFABAY AWS EEFRANFHNE. ZEBRFHEZEANEERE , BT UERE
AEAERERIERENE (1aC) HMrRMEEIR , Hla0 AWS CloudFormation, HashiCorp Terraform

EEEARFH 21


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html#jf_administrator
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://www.terraform.io/
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https://www.pulumi.com/
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-peering
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/vpc/latest/tgw/transit-gateway-centralized-router.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/what-is-vpc-service-network.html
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https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://aws.amazon.com/servicecatalog/
https://aws.amazon.com/servicecatalog/
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/centralized-egress-to-internet.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/suricata-examples.html#suricata-example-domain-filtering
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall-domain-lists.html
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall-rule-actions.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms-network-acl.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-overview-DSN-queries-to-vpc.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall-managed-domain-lists.html
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/profiles.html
https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/centralized-access-to-vpc-private-endpoints.html#interface-vpc-endpoints
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/catalogs_portfolios_sharing_how-to-share.html#portfolio-sharing-organizations
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/sharing.html
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https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_data-sources.html#guardduty_vpc
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/general/latest/gr/guardduty.html#guardduty_region
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html#delegated-admin-designate
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html#delegated-admin-designate
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html#delegated-admin-designate
https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-notes.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-integrate.html
https://docs.aws.amazon.com/macie/latest/user/account-mgmt-costs-calculations.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-prereq-orgs.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-setup-prereqs.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_backup.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-best-practices/welcome.html

AWS 7 g5l BMAZE AWS IRF

BREZIRFRABKNIRFER

EBFELENFENIRSE -, ZEBBENFENIRFINATEER > S EEBEN. RELIKRFESR
ey — o ETEE,

BEETEAE > FEERBENPHET —EFRNEE-FLEERF, BRKERERXENER 7
EUEE KRS AWS IAM Identity Center, £ AWS Identity and Access Management (IAM) % BR{E4A
BRIERERSE

MREEEREETNER , AENERRERATIER.

Management account

5 =
Ie] Organizational root
g ’ LY &= @
AWS AWS Control AWS Resource |AM Identity
Organizations Tower Access Manager  Center
2
E
® r—- Workloads =
5 |
5
'E Infrastructure_Prod [— I—‘ Security_Prod
B
:
Prod NonProd J
network-prod O 8 O S security-tooling-prod log-archive-prod
wn
c
2 o~o Preexisting dev-nonprod o ﬂ'
Q 0
s} account Q ﬂ g
il @ {@? (invited into the A(?Q *_ @ o @ o
= organization) O
=
§ AWS Transit ~ AWS Firewall Amazon Amazon AWS Security AWS Config AWS
Gateway Manager GuardDuty Macie Hub CloudTrail

MREMNFENRFABIERREERNT , CRETVURE ESLERE PRVNENKEL T
SHERBIBUIRSF, BEMFLEETEAHERENN TR FLEERBEN , IBEETHES
REBBREMR-LEKRF. IFEBBER AWS ERNFHEN , F2HAXEENT -8 : ERER.

34



AWS 7 g5l BMAZE AWS IRF

ERERNE <BEE% AWS IkF

RE—IRFER AWS 1RF BIZIRFRBR  ERAFENRFIHTEENFLEETFAERRE
REy, #ELEFREBIEAMNEENFEERFEMEN , WinBEEEEL TFE BAY 7 EUA B
M. UTREER AWS ERERE S —EERN —LRIE AWS IRF,

AEEHENBEAWS IRF2EERERN KR, CEZXZBIZEIEEHSTRENRE  UBREEE
IRECHEEBSEEER, BBERREEARERE (IaC) REBLENERtLE2ERN , MELETUEER
AWS tRF R EMHERE,

AEREER THERNERNEE

+ AWS AppConfig fAREFIRE

« AWS Certificate Manager &%

+ Amazon CloudFront 43

« AWS CodeArtifact #8E3 FH#FE
» Amazon DynamoDB & $} &

+ Amazon EBS Fifk[E

« Amazon EC2 T AMI

+ Amazon ECR & ##&

« Amazon EFS ERZ#

» Amazon ElastiCache (Redis OSS) #5&
« AWS Elastic Beanstalk 3R%

« M IP fuit

« AWS Lambda &

« Amazon Lightsail #4117 {E#&

« Amazon Neptune # &

» Amazon OpenSearch Service 33
+ Amazon RDS R

« Amazon Redshift #5

+ Amazon Route 53 B FEE [EiF
+ Amazon S3 EETE

35



AWS 7 g5l BMAZE AWS IRF

« Amazon SageMaker Al & #!
« AWS WAF Web ACLs

AWS AppConfig #REFNIRIE

AWS AppConfig X B HAREEERT S —EHEE AWS IRF., T8 , REEBRHEAERE
AWS IRF #) 2 BIEIE AWS AppConfig #REMIRIE, MBFFHMEF , FSREH NEIRSHERE AWS
AppConfig (AWS ZFERNE ) .

AWS Certificate Manager & &

4 ENE AWS Certificate Manager (ACM) BE#R —EIIRF EZELIIS —EIIRSE , RARARNER
FAE£H AWS Key Management Service (AWS KMS) £ ¥ A 518 AWS EiF MRS &8 21—
W. B2 , BALESEIRFAIBESTRARMRAGHRRENSESR. ACM XEM/A DNS (2H)
REFHHRBAELE, EEEADNS BRAUBRIHERE ACMEABR LEESELH -
CNAME f2#%. CNAME & REEIIRFHBEM N , KEHE 72 PRREEHFIEE Amazon Route
53 SEEEEs DNS 2147 , THTHRBREESE,

Amazon CloudFront %

Amazon CloudFront A X Ei& 0 Mt — 1@ B#% AWS tkRF B3 —{@ AWS tRF. Fi8 , CloudFront &
EXERBREREER B, REBREZ—E, % , tTEA CNAME, MEFEFHMBENR , FSENAES
CloudFront 2 #i5% & CNAME Bl & B f#R CNAMEAIreadyExists §532 (AWS HEEH L ) -

AWS CodeAtrtifact #8i5 M FE

HMAEBITUEZESE A BERRECHE BB CRITHRENE—4£ES., EAMRBREKER
BRSPS HRMEAELSG. AWSIRF #EREMN A RBAERH TR EENIIRETE,
BUNERFECHEREN  BEHLABRE—EE. IFHFAEA K F2RERFEBERENR
(CodeArtifact 3X4),

Amazon DynamoDB & ¥l &

AT LA T B H h — B R ##$ Amazon DynamoDB REBB EH M AWS 1RF :

« AWS Backup

AWS AppConfig 36


https://aws.amazon.com/blogs/mt/cross-account-configuration-with-aws-appconfig/
https://aws.amazon.com/blogs/mt/cross-account-configuration-with-aws-appconfig/
https://repost.aws/knowledge-center/resolve-cnamealreadyexists-error
https://repost.aws/knowledge-center/resolve-cnamealreadyexists-error
https://docs.aws.amazon.com/codeartifact/latest/ug/copy-package.html
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https://repost.aws/knowledge-center/dynamodb-cross-account-migration
https://repost.aws/knowledge-center/share-ebs-volume
https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-settings-examples.html#registry-settings-examples-crossaccount
https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-permissions-examples.html#registry-permissions-examples-all
https://docs.aws.amazon.com/efs/latest/ug/efs-replication.html
https://repost.aws/knowledge-center/elasticache-redis-migrate-best-practices
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https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environment-configuration-savedconfig.html
https://repost.aws/knowledge-center/elastic-beanstalk-migration-accounts
https://repost.aws/knowledge-center/elastic-beanstalk-migration-accounts
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-eips.html#transfer-EIPs-intro
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-eips.html#transfer-EIPs-intro
https://docs.aws.amazon.com/lambda/latest/dg/configuration-layers.html#configuration-layers-permissions
https://lightsail.aws.amazon.com/ls/docs/en_us/articles/amazon-lightsail-exporting-snapshots-to-amazon-ec2
https://lightsail.aws.amazon.com/ls/docs/en_us/articles/amazon-lightsail-exporting-snapshots-to-amazon-ec2
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-copy-snapshot.html
https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-share-snapshot.html
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#H 2% Amazon Redshift REEBBETERNEE AWS 1RF , BRI UERFIRFHAEUEENFE
RER, HEBRLRARRBAWSIRF , RARRBEREE. WHEFHEEF , F2E UMK Amazon
Redshift 2 #EERITEH AWS tRFE (AWS FFEFL ) o

Amazon Route 53 BT E [EE

BT LAE AWS IR F 2 &% Amazon Route 53 8, MEFHMENR , FSEASEHEETIEM AWS 1R
F (Route 53 3 #),

A L Route 53 FEEEBIBEBBRETEM AWS 1RF, WEFRMREBRRNEREBBHVFME
A, F2REKAERSEBREHM AWS 1RF (Route 53 X#), BRFAERER , 8EB K AWS 1kF
REMEYT, NFET  F2RALEEESEBEEM AWS 1RF (Route 53 3X#).

Amazon S3 T

& T LAME A Amazon Simple Storage Service (Amazon S3) B EEE B AEEHEE AWS EEHY S3
RETRZEERYMG. NFEFHEER , FSRERYH (Amazon S3 X #), FETHIEIE :

Amazon OpenSearch Service 39


https://repost.aws/knowledge-center/opensearch-restore-data
https://repost.aws/knowledge-center/opensearch-restore-data
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/replication.html
https://repost.aws/knowledge-center/rds-snapshots-share-account
https://repost.aws/knowledge-center/rds-snapshots-share-account
https://repost.aws/knowledge-center/account-transfer-redshift
https://repost.aws/knowledge-center/account-transfer-redshift
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-transfer-between-aws-accounts.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-transfer-between-aws-accounts.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-transfer-between-aws-accounts.html#domain-transfer-between-aws-accounts-hosted-zone
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-migrating.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-change-owner.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-owner-condition.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-owner-condition.html
https://aws.amazon.com/blogs/aws/heads-up-amazon-s3-security-changes-are-coming-in-april-of-2023/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-batch-replication-batch.html
https://repost.aws/knowledge-center/sagemaker-cross-account-model
https://repost.aws/knowledge-center/sagemaker-cross-account-model
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms.html
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/consolidated-billing.html
https://docs.aws.amazon.com/cur/latest/userguide/cur-consolidated-billing.html
https://aws.amazon.com/solutions/implementations/account-assessment-for-aws-organizations/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-best-practices/welcome.html
https://aws.amazon.com/blogs/startups/how-setting-up-iam-users-and-iam-roles-can-help-keep-your-startup-secure/
https://aws.amazon.com/blogs/security/how-to-let-builders-create-iam-resources-while-improving-security-and-agility-for-your-organization/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://github.com/aws-samples/aws-control-tower-org-setup-sample
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https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/transitioning-to-multiple-aws-accounts.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/set-up-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/centralized-egress.html#best-practices-egress
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/centralized-egress.html#best-practices-egress
https://docs.aws.amazon.com/en_us/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/set-up-organization.html#organization-best-practices
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/billing-considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/resource-migration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/network-connectivity.html#connecting-applications
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/network-connectivity.html#connecting-applications
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/create-landing-zone.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/add-initial-users.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/add-initial-users.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/centralized-egress.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/centralized-egress.html#best-practices-egress
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/centralized-egress.html#best-practices-egress
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/creating-a-permissions-boundary.html
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https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
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https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
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https://aws.amazon.com/what-is/electronic-data-interchange/
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