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£ Terraform AWS R ENHFREER

Michael Begin , Amazon Web Services &% DevOps B[ (AWS)
2025 F 8 A (LB E£5CER)

£ EEA Terraform EEERZMEAENT (1aC) , AWS AIRHNE -, ZeUHVBELEERE
B%, T8 , FE¥E Terraform AR A/NNEMEEN  ERSKEEBUBEBHBFEHEER.,

ISR M AE A HashiCorp Terraform AWS Provider BB RIEER., ©E5|E8ETREE WAz
Hl, ReEt, BindE, BEXBESBNLEREME , URE( Terraform AWS, SEEERHBER
ATHRNAERELREBRWFMEN

- B2

- Bim

- BEABEREENES
« AWS RERRAERE
- HEHER

BH1=R

KIEFE I B S FES Terraform AWS RUENEELH , WEBERERLTL., WHEM. SHRMER
ABEEIW laC BREEHK , RERATIXKEZ,

« ¥FE Terraform ERWER R BREXBREN — B4

- MEBRBBABNMA , AR AERZEEBHEERMOBED,

- BRERNERDESFRS EBBEEMYE,

- BAHEERR S EHBNERNEHERD,

- B1E laC ZEBBREECERRIER A,

- BERREEREERBILENERZT2MRE,



https://registry.terraform.io/providers/hashicorp/aws/latest/docs
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HEXR

AEMNEEZREBERNTEENLE  MMESEBERERR 1aC B9 Terraform BIER AWS, H
HEBEBECIEEME TZAM. DevOps T2, BRALREEE , UREHFEH Terraform EE
AWS ERERENFZEAS,

BEELREEXRIHERE , WiHBEMK laC HELHBNITRE.
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B

WHRMEF R A MEETEN API E1TRXREMNEH. Terraform AWS 2HtEZARERE AWS &
WELEIEARNRE (1aC ) B Terraform N E L. ©#§ Terraform FEZE# A AWS API FBA LA
B EE, EHAMBRER, AWS

AWS R EREERE. &5 Terraform B 2EHBA AWS APl Bl | UIRFEFHEER. AWSERI LS
A Terraform R providerBERKERE Terraform FAREE API EEIHIRMHEENHER. AWS &7
LAERE %18 AWS Provider [E#f , AEBETEEE AWS IRE FEENEIR,

LT 2 — B &6 Terraform #8588 , ©EAZE AWS REEERMNBIEREBETREHMIRSFHE
BHEARK Amazon BB E B ER (Amazon RDS) B E, FEMXEREERATEN AWS
Identity and Access Management (IAM) B :

# Configure the primary AWS Provider
provider "aws" {

region = "us-west-1"

alias = "primary"

}

# Configure a secondary AWS Provider for the replica Region and account
provider "aws" {

region = "us-east-1"

alias = "replica"

assume_role {
role_arn = "arn:aws:iam::<replica-account-id>:role/<role-name>"
session_name = "terraform-session"

}
}

# Primary Amazon RDS database
resource "aws_db_instance" "primary" {
provider = aws.primary

# ... RDS instance configuration

}

# Read replica in a different Region and account
resource "aws_db_instance" "read_replica" {

provider = aws.replica
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# ... RDS read replica configuration
replicate_source_db = aws_db_instance.primary.id
}
U EHIF -

- F—fEAEproviderREEMRIBRZEUs-west-1EBFHFMWEE AWS 2#E, primary

« B_f@Eprovider R EEMABIBEREus-east-1EFHHHRE AWS 2#tE, replicalti®
HEAREFENESNRFTPEYFIEERNENERBIESR, Kassume_roleERANE
BARKRFFHE IAM B8, role_arniEEEHAEN IAM BAEH Amazon EiFE (ARN) , I
Hsession_names Terraform T EREER#9 M — 2 BIHS .

- Haws_db_instance.primary/RE&#MHus-west-1EBEH P WprimaryZHEZIFEN
Amazon RDS & ¥},

« Haws_db_instance.read_replicalRf2FEARHEERus-cast-1EFHPEIFTEEREN
EreplicatFEEUEAR, replicate_source_dbBH &S Bprimary&HEM ID,
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ZEREER

FTHREESSHE. FIRSNZLMEN Terraform AWS RHENZLERAZTHEE, KNSR
THENREE :

- RRERFEN IAM AT
- REBAEHR, LGB L REREFE AWS 1RFE &R
- RIFARENE , LUHBREBEHRRER
- EREHENRAEN RSB BIE AR
. IR R AR TR FEURF
BEREEMN Sentinel BURAFIHIT

EMER Terraform EE AWS 2GR , EEELKEEBANAILENT2RE,

EExEREREA

REERRERLZLFRR , REERTEAE. EFNRRUTEAYNEMENREFT, ERFN
BERNZOBE  BRMERERENFIRAEEEMINRN A ER.

AEHZICERRERREAR , RATEEA Terraform B EIRRRMUELETE 2 RIFNNITEENSXE
B, flm AWS,

B Terraform (FRAER AWS BFH , CRRRBEREH TS LT AP FUNER (&
RERAE ). XERSERREHAEERLAR

- MR Terraform BABEFBBENBSHT , SAWHBOAETERETTLENRERMS.
+ MR Terraform REWEREARHEIAR , BEERNFREMS M N SHE,

- FEEREERRER R BREESNANAATR , WEFRELBFIE,

FAH IAM A&

|AEEERA IAM BEMmIE IAM A EREE Terraform AWS Rt EN T2, IAM BERHETRE
WMNERZEEAEY  AEEFTEERATIHER, AW0ER IAM BXRREHBRENFEUZRH,

BEREERER 5


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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£ 1AM BER R T RIEERFH

FHESB IAM B , URRACNEAERATIERIEMFENKEFTE. RZEABKRAK , XRE
8 OFTRV RIS BN, B ETARULIRE

« XA IAM Access Analyzer BAFEEEUR |, Wk B I BEREIARFEAFTF T,
- FEREBX , UBRYAGHNEREETEENTMINEE,
- FA AM BEREENEERECTTEE,

BERFNBRARTEHNNFIE  UETIFEEINEE , MERAEMEMIIE, EREBRE
KB, LELFFUEEER LATHEN APIs,

BELSEEFARICERE  WEEREIMNSEERFRNERAZERA, RERZHEAHEK
KERBNER , MARRABFARLEBREZRGFN

RBREAKE 5EBFEN IAM AR

B RMEIT Terraform B, BRERCHEFNER. Rz , BEA AV S0TRETERER
B, TITERERNER.

BE G BIBBXEREHFUN IAM AR  XHFIEETEEZ , UAFENERABIRFIBESE I RE
IAM A, EEREERMER A,

EERREERED

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/terraform-execution"
},
"Action": "sts:AssumeRole"
}
]
}

R%E | #1T AWS CLI &5 % aws sts assume-role RENSAENEHZEAER, EEEABRBEEEN

_/J\H%:'o

£/ 1AM BER R T R B R 6


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
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AWS CLI a5 &4

aws sts assume-role --role-arn arn:aws:iam::111122223333:role/terraform-execution --
role-session-name terraform-session-example

BETNAEHESFIRER, AESRNTERRTN , TARRRE AWS :

{
"AssumedRoleUser": {
"AssumedRoleId": "AROA3XFRBF535PLBIFPI4:terraform-session-example",
"Arn": "arn:aws:sts::111122223333:assumed-role/terraform-execution/terraform-
session-example"
},
"Credentials": {
"SecretAccessKey": " wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",
"SessionToken": " AQOEXAMPLEH4aoAH@OgNCAPyJxz4B1CFFXWNELOPTgk5TthT

+FvwgnKwRcOIfrRh3c/LTo6UDdyJwOOVEVPVLXCrrrUtdnniCEXAMPLE/
IvU1ldYUg2RVAIBanLiHb4IgRmpRV3zrkuW]0gQs8IZZalv2BXIa2R401gkBNObkUDNCIiBeb/
AX1zBBko7b15fjrBs2+cTQtpZ3CYWFXG8C5zgx37wnOE49mR1/+0tkIKGO7fAE",
"Expiration": "2024-03-15T00:05:0772",
"AccessKeyId": "ASIAIOSFODNN7EXAMPLE"

AWS RE{ERTUEBRBREZAE,
BE IAM AeRHAERREN

provider "aws" {
assume_role {
role_arn = "arn:aws:iam::111122223333:role/terraform-execution”
session_name = "terraform-session-example"

IEETE Terraform TEBRNEFBERBBREETESNER, RERESRELRR, RATMHEETER
BNEREFERE 2R BEBH,

HBERREEDNSH K HBEEEENTIEERIERELTSM., UREERYAGHETHRMEFIUES |
URZEBENACHITRERRMEFIE, EBFEA IAM A |, BB EEW R EZRBEESK
MIESHREEL  ENiHGHEEERKRZEZ L tHE A Terraform fH7E,

BEAES SBEN AM AE 7


https://registry.terraform.io/providers/hashicorp/aws/latest/docs#assuming-an-iam-role
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FA IAM Af##1T Amazon EC2 &9 Ei sk

& &% Amazon Elastic Compute Cloud (Amazon EC2) #1{TE#11T Terraform B , B R EAE T
REBERRE. Rz , #FEA AM AN TEEELAEEDHR FRIEERIT.

B, BEYEEREFTHN IAM A€ | WA CERGHTERERE, HNTEBHERERFF EC2
BT EREEABEHERN, AR, EBEEHTERBEIERMBUTEE. HTEESEEE
BN AefiTEoRE,

AT Terraform B4E2wl , FRRITERTEENPEFEZAG , LHEEZEAERH S KI#E.

TOKEN=$(curl -s -X PUT "http://169.254.169.254/1latest/api/token" -H "X-aws-ec2-
metadata-token-ttl-seconds: 21600")

curl -H "X-aws-ec2-metadata-token: $TOKEN" -s http://169.254.169.254/1latest/meta-data/
iam/security-credentials/

WHEMEEG KA AWS SREARELAHTEEBANIESTEDR Terraform HRE, BEEAERSE
BETERARMRER , UBBAHNIRMELE Terraform,

HEEEFNTIEFHEEAERMBENZ LM, REBSREERE , UARMAE, ARNEERELZ
BH—3t. IAM AE 52 BE TEH{LIE EC2 HITEEHITH Terraform , B EFIHTREERT
H,

#H¥ HCP Terraform T{EEEAEIREZR AER

HCP Terraform &H HashiCorp IRt ZERE , AIHBIERKFER Terraform B Z{EERMIRIEME
MEBEBRME, E&E HCP Terraform F#11T Terraform B | SEFERAEBEE A TR RELFRE
AWS B0 8FE, Terraform EEBXHTHEBRBEREAER K MAZFERT IAM A,

BHOREERNEERE, BEIEENETABRREE, RIEERAT , URHEREAREZR. 4
BRRHAFINEER  REMZTRESRITERR M,

£ FEH IAM &€ AWS CodeBuild

¥ B AWS CodeBuild , fEf#Eik#E CodeBuild 57 IAM A ERHATENEE, ENESEERR
BRAGERKRREAEN K MAREARMZR.

fEH IAM BT Amazon EC2 B9 EH 8


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instancedata-data-retrieval.html
https://developer.hashicorp.com/terraform/cloud-docs/workspaces/dynamic-provider-credentials/aws-configuration
https://docs.aws.amazon.com/codebuild/latest/userguide/auth-and-access-control-iam-identity-based-access-control.html

AWS S ER¥E 5| fEH Terraform AWS 2t ENREES

£ HCP Terraform LEiE#HE14T GitHub BEi{E

% E GitHub EME T/ERFRELLTE HCP Terraform TEE LR EIT Terraform, KIEEEEZ A G RIHE
HARRESHTE , MA R GitHub BB,

f&B OIDC A GitHub B)FILERTE AWS BEA BRI BIE

& OpenlD Connect (OIDC) Z#3EiB IAM B¢ & GitHub Actions 5%, ERFRE AWS B AER B
1E , # GitHub ZRRIRBEE AWS BAER , MAEERHENEE,

& OIDC M A GitLab AWS CLI

£/ OIDC #ZE#EIB IAM B S GitLab B 7 AT ERFFE. FEiBAEE OIDC , BA LU % 7E GitLab
FEEEER AWS FHE8. BABEHSjust-intimeXi#ft |, LLEL LM, FAEHLERE IAM
AR TESRIEERFE,

EOREREELTEFEAE—KW IAM EAE

MREEEBCIENESTE  RZER IAM BENREXE , BUNEYER IAM £RERRTE
AR FEHE. REERFRADABR, BERFIRERE , YRESEAEERESHNERSE,
EEBRIERMILNIERETHRE  FREFREXEAE  YEHBRIELAG,

/A Warning

IAM EREEERMEAER K ESERZLAR. A7 HEBRELRE K BREERBELE
RAERHIITERFRENGT , Y EFTBRFEELEAEREEBR,

A Jenkins AWS E A ERNAHER

£/ Jenkins FEIAWS BABERNHEN , LBEF & AWS BEABREPRENFBALE. EF
BRGWBERE S HRIFIZE,

HREER, RRNKECHKERER

EERENER  TRERTUEBEBMEREBRNEAFTA, FEIWFIUE , MBI MBEREM
TR EARER,

1£ HCP Terraform LiRIH#H{T GitHub B4k 9


https://docs.github.com/en/actions/deployment/security-hardening-your-deployments/configuring-openid-connect-in-amazon-web-services
https://github.com/aws-actions/configure-aws-credentials
https://github.com/aws-actions/configure-aws-credentials
https://docs.gitlab.com/ee/ci/cloud_services/aws/
https://plugins.jenkins.io/aws-credentials/
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KFRERFHERAE

MREEEBRERFRNER , FERA AM BERERSKEB 900 RWAKERFRER , URBBEE
RERFNEFZACHIERTER. REEESFHIRIBRMERAPEINREN R,

ERSRRAEVHYERELHT , EREULENNBRREANEN, ELEELKEERETE
&M , SREZAERE MBI R HITREERFE,

AWS REBERBENINGE , EUTUARREEESNRENEHN, UATR-EEER

« AWS Config : A LAfEF AWS Config # BIZRFEME AWS BERWVHRERRE , 23 1AM FERER.
BB BETRAIRBRERERE  fINERABEXRBNAREAFRER, ERFAANE , AWS
Config o] LABH A SPL & 4 s 3% @ &1 ) Amazon Simple Notification Service (Amazon SNS) £,

« AWS Security Hub CSPM : Security Hub CSPM 2t AWS IRF 2 £ iREN TR R1E , WA HBIE
RAMBAEBENLZLBE , SEAREANIFEATN IAM FEE|R, Security Hub CSPM AT LATE
Bk FE 2 =X B2 Amazon EventBridge 1 Amazon SNS = Amazon Q Developer 4 |, LUEIXE
HNmEEE,

« AWS Lambda : Lambda BRI LLHEESH I , B3 Amazon CloudWatch Events 3¢ AWS
Config R 8l, B UAEIKERAREN P A Amazon SNS 5 Amazon Q Developer Z/R%E , 2B H
5] Lambda HERT(E IAM EHEBAE. HTHMABRENEEE,

HERE 1AM BUR

R IAM Access Analyzer FHEEZFAGKNBUER |, AT AREANRBERR TN ZAREE, BE
EHFE®RE , AFHRIFEREESHFESEINER,

LEERIR B IR EE IAM Access Analyzer EERBUER |, W BREMFTLENTT, StEZOEREIRMH
e, CEBRBESSHBERFEANGT T, EEPURBEREDWBERRBFER.

THEASEHBEBRNER , T ERNETRERRRNEAEREERE. BBLRH{KE. &
N BREENFIREL, ERALKEEBSTHRFHNIT AWS F2NERVKEER , URHEF
B5E,

B2 NEIRRERE

EiRMERFERIBRRRETF Terraform MEER | MARESIT Terraform FVBEES E ABEREF, RERE
REWEE , HATCEEH Terraform HENERREPREER,

FEERFHZRAE 10


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://aws.amazon.com/config/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-console
https://developer.hashicorp.com/terraform/language/state/remote
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EERBERRETVRESERBREDE , fIIERREER, BEEFEARRE, SHMBRER , UK
RENEERPIAREFENHRET. At , FEERREREFHREER Terraform ERAEREE,

AR N2 M 7 E
£ Amazon Simple Storage Service (Amazon S3) Al iR 25w M1 %% (SSE) IN%R iR REIR i ik 58
BR ¥ 15 4 TAEREM IE 7 EY

* 7£ HCP Terraform = 1E Git EFEHHK CI/CD EEFEBHIETERE , URGIEEREFE,
- MEREGER, BITRHE, BRRENBARGRALE,

EEELEENENRERREREBM , UHREHEEKKENEBEREFTR, MBEMNBRERNEIRES
BRBALDKRER , BEITEREBUIBEREED,

£ AWS Secrets Manager

Terraform FEFZERMERKR , AN FHINUBZEFTREREBERD., BREHBETFHRE K
#E — BAWS Secrets Managert A .

FERTHNTHEE , MEKE Teraform ARNBBREEEXE, ELHBETHHE
5 LB AR R A BEE.

FEFRHERRENRBENE

ITHFERHERRENRARENS  UKHKRENEAENIREERSAR , LIBILENZ 2R
&, ENMRERBHER , WRERREEBE

£ AWS IRIGETEIRERE

£/ AWS Amazon Inspector, AWS Security Hub CSPM, Amazon Detective 1 Amazon GuardDuty
FRAETERERBIRFNESNHEERE, £ Security Hub CSPM FHFREEEFHE , LUBHEE
ENBRERE, BiE EC2 BITEE. Lambda BB, B8, S3 REFTFEMEAER,

PATRE DT

# Checkov &8 :é AT ER E #EEHR A CI/ICD B8 , LR Terraform #BAEHS (HCL) , W ESPB 2 Bl £ 5
BlEk, EBERLLREBEHBREFNBEREE (BAOLER) , L EREREREHR,

s

RE

JR A 2 0 77 B 42 11


https://docs.aws.amazon.com/AmazonS3/latest/userguide/serv-side-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://developer.hashicorp.com/terraform/plugin/best-practices/sensitive-state
https://www.terraform.io/docs/configuration/outputs.html#sensitive-suppressing-values-in-cli-output
https://aws.amazon.com/inspector/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/detective/
https://aws.amazon.com/guardduty/
https://www.checkov.io/

AWS AR5 fE A Terraform AWS 2 ENREER
BREREE

R BREBERE , FRFBEERN Terraform A&, ERSHEANFHENRTEER , SR
BMEE. R R R AR B E4k o

FRAERRERBENEXBRE |, % Terraform 5, HENEFRNEAEREXBRHIBRRE.
EMEBTEMNYE, ERAMNMREEESREACERESASNESEE  AREREHELSERARE
FAE 4 @ H (SDLC).

5B H AT BRI E

£/ HashiCorp Sentinel BUR SR IERE , REREDHBRBIFELEEAR , LIERA Terraform i
TEBEREME,

Sentinel LR T LATE R Terraform RN ERHRE , UFSEBEENREER, Sl , B LUEH
Sentinel BUEE K :

- FEMRERLHER.

- BYTERERRHARERTE,
« SREIBITIESIER .

- BHLEEBREEER,

BBERBRERA Terraform AREE MBI | AT HEFHTEENEEER, Sentinel IBEHLBEE
BEE | BEBIRAIMMERZ | BRI RERENER,
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https://developer.hashicorp.com/terraform/tutorials/policy
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BimREER

FREENERRHRFHENREEREABABRESE. EBETHRAREERTEME, BHAUSE
s FER,. BS CI/ICD IERRE , URFNAZSERBAIEHANERZSM, BENEEINEE , §
W HCP Terraform,

Terraform i?ﬁ%ﬁfﬁﬁﬁ‘ﬁiﬁi {5140 Kubernetes, HashiCorp Consul #l HTTP, i3 , XIEmEER
Amazon S3 , ERAZE AWS FRENRERIRERAE

EARMESTHAMNTAMENEZENHRERE , Amazon S3 RfitLe, AER BEARNR IR
FAREE Terraform AREE AWS, Amazon S3 HE£KESFFEHEBAZHEKEBEREERERT
ANERNWEE, A, REES AWS FEURH], MZEEE, RAZEHTEMEMARE , 3 Amazon
S3 A H B ZIFEE,

ZHEﬁTTEﬁi\Eﬂﬂﬁ’iB&HﬁE’J%i#ﬂEEI f5lan Kubernetes 5 Consul , AAFEHEHRE AWS &
F., HRT2E FHEB AWS Ei% , Amazon S3 B & 2 Kubernetes 3 HashiCorp Consul # 5AYIE
#8842, Amazon S3 Hﬂ(agﬁﬁﬂﬁﬁqﬁ’f’i EMMBRE AWS BESAEBE AWS RIEFEBHAZEER
ERETREER, ERALRA AWS RENTAYE, HORZBMTAYE , REER Terraform AREE
WY = B

BREASFHHREEZEELETSHIEN Terraform BRIBE , ARRFIEBHARZENBSUNE
2 FEREFEEBEFNERREZR , BT LUHE Terraform TERE.

REEK :
- £ Amazon S3 ETRIHFHT
- {EiE BBk
2 REBERENZR
- EHERRRRETH

£ Amazon S3 ETRHFHTF

£ Amazon S3 HIEIHF M Terraform #REE , W EH Amazon DynamoDB B {Eik R 3H E M — Bt
B, TRHEEALAHEERFFNEIEES., RIHRETRERKGE, SFEH. HFHORBNRIRKHEE ,
BiEsREM%,

# Amazon S3 B2 S3 EZEFEFER (AR ) BEMEA K MITRUHAIMRFEIEREEMRAL R ,
Al$E 4 99.999999999% KVTH M 99.99% M AT AMARE , U IEENREERIBEL, Amazon S3
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https://developer.hashicorp.com/terraform/language/settings/backends/s3#dynamodb-state-locking
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# DynamoDB & AWS ZERBIERHUNBHEERIGZE (SLAs) , BEASHEBEEREERTFRE
FUHY B R, RFEIE L AR AR R I IR I R U A 7 Lo

R R v AR RESH E

MEETESREFIUUBILEILTEARE , WBLZEFERERDFIERNERR. Terraform X E R E
Amazon S3 &Ik SHE# S

« Amazon S3 RAREESHTE (B ) : B Terraform 1.10.0 #2124t ; #H Amazon S3 FHR4EHTE
ThE

« DynamoDB ARRESHTE ( BZFEM ) : KK Terraform WA AEBBRIVERR 5 7%

terraform {
backend "s3" {

bucket = "myorg-terraform-states"
key = "myapp/production/tfstate"
region = "us-east-1"

use_lockfile = true

}
}

ATEEBHEERNERMY , B LIERERE Amazon S3 Hl DynamoDB $#E., Fi8 , RFIEZEEE
¥ ZE Amazon S3 R4 #HE , B4A DynamoDB EEHE 2 ER.

RX A AR A2 %A B B s 12

WMEH{RE | 557 Amazon S3 &% AWS Backup EEA A BB MAEEIRMED. RARHEE

EITRERRFRENAE LIRS, NAEFE , CHAREBERLN THERERR , LERTLE
MEERRBAPER,

BB ER R LBl AR

IRAIZHIBY Amazon S3REMREFIFETEBER LN EMNRFRERR , BREREE, ERFPRN
PriEBAAEE | MR H MR 0 Thae.

£ F§ HCP Terraform

HCP Terraform IRt SERRBNRAIR , URELEBCWRERE, HCP Terraform B EEE MR
EMNZENLZRHE , FEBEEMINEE,

R R iR R SH T 14


https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/backup-for-s3.html
https://developer.hashicorp.com/terraform/cloud-docs
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E&MEM HCP Terraform B , MMEFERARRFET , EVAREASTRAREHLANHEE, FHE0
BURE S Al it By IR R B EF MR E,

Hthae 2 ERARHRES, BERFERT. THERESBL. BHERE  URESAMLHE-ZA
Bo BT LUER Sentinel BRI ARABREMFERE LG,

R HCP Terraform EEF A AIIRT (SaaS) & , BEHRFZEREMS , T, RS, B
BIBERENBRESEIGENER , FHKAER Amazon S3 5 DynamoDB B R EEMERTH
REEE,

BERES GitHub f GitLab R , BEAEHEHERS|ITLEZTERM SaaS TENFERE |, L&
BEHFHERE TERE,

e 1 [ B 155 1F

ERAERER , 7 Terraform BN AIEREEHAREER, EFBRAHE , AT W REEBERXK
THERFREEE, LARKEABEESREELLHEERE  AILABSEEE, MAEMK
PEHRSEBECREUNEE , URESREL RN RBHEM,

R XEEE AWS CloudTrail

AWS CloudTrail £2 Amazon S3 RFIFBES , UHERHREREFITEZ LN API B, &R
CloudTrail E#LUEHME PutObject, DeleteObject, FMEfhiHERRMY,

CloudTrail B SRR EHIRESEEITESME API R ER AWS 5. ERENS D AULEERH
SRIRFRERBFEFEDNERKE.

#&%& CloudTrail HFSE2 Amazon S3 MRERAEZES , KERRELEREZEMATCTMANIR., BB
ZEEE] , LR EMNENRBRARNHBIRFREETNEBRKES.

MRBESHASBEMRE  RERAEHERMHEENEE, CloudTral EIEHIERENRE , BEA
LARY TR S E

R EZRZEBHIT IAM F I RBHAREFEFETEERN, BEME , S3 RAEFIF CloudTrail E5#2
TEREERREEEHETER. BT Terraform MRER P BT RS EE. EHEMERXIIEE,

7 REEREN RN

ABERARXRRERATER Terraform ®im, ERE. ARNEEZE D RRIKMEEHKE,

fie [ Bk 75 15


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-concepts.html#cloudtrail-concepts-events

AWS S ER¥E 5| fEH Terraform AWS 2t ENREES
1=/ ==
B A EE

EEREANEARERRTINEETSXELEARRE, RBMARRRINENIERTES
PR,

BR 5l 4 FE 17 Ui

BEERERRNHTTHEAAZBFERAENHETR., REHTLMSHEEERRREE CI/ICD E&
WAHERES R,

L A7 HR 2

EREEREEF U UHLRR BN FIEG. AFERARXNREEATEN S3 #FrE , X
AN ERERRREFIR LR TEZONENRIB AT,

BEEHATIHEE

HAREB O] LAGEMA Terraform TEERDIRIREBEZBHMRE | EFRINRIGATIREERRNNWIREH, MER
BEHANIEE , ENANASRFESAERE,

RIEFRRRRTERBUREIMNE-—RERNERNFERERE. BRI thEEFEURBIERITHE
REFHREEF - flm, EUUREERRERBARE  YAFRBNAFRRRRERERZHERN.

FEERRImREEE
HEERERRCIDHARPENEEHEENES. SRENRRYEE. BENFIE,
EN15 7] 4% S R 8 TE Y 1R BB

K S BHRESE SAEEB CICD HEHT. MEREHEELEAERASTAERE  UBELE
T, EUERFREEENRFRURGRE,

ERFHER

MEREITR LN BRBANAURERTEETZY, FI5  NRZEARFEAFIRE  SHBETLSE
FH P it | ESRHBRBENAE,



https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
https://developer.hashicorp.com/terraform/language/state/workspaces
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EAGERGEENEBNSREER

BE®E Terraform AEEAEEBRNEERFRE , BEENEAREREBNEBEREE, RBERFNE
ABER T AR E G | FRFE R ATHEREM.

AERUEEAIEREN MM Terraform B, WBEH. XHNRBEENESR,

ESIBRARENTMHSERSBATEREANEE, EAFENERRISFES., R&HKRALSF
BB ANGY  UREABBEEAREEA —BRIHERAL

HixEEHREEERICEEPEESRABEENER, EXAFTRE 2BNLEEE , UREEEF
MRICTLENBEFMET , IELER.

FREFEREERL. X4 SENBREESNENBEREBIEESH  SUUXEEERKNEZH
£, ASFREEREEBNAES B , R Terraform WA #EM, BB EHBTEGIMEZLE | EATLUE
RO BRRENGERNEMM,

REE®

- BEEEERTFERS

- BHELREE

- BiEwEEH

- ERAMHEIR

- EAERER

« B4 Terraform E&EEER

- FRERNEERR

- BEmREE

BFRERTERS

BARBRLEETIREERE, BREASEEVEL—BMBEX RS HREY, BHE, HBNTSE
ERFAEFZ Terraform tHEERSEEFEH,

- RIEHE &% : ERZRE Terraform REEEM T EEFEFRENTEEAE , LHEHIM—/, W0
REFEEMOEE , EUAEAESRREREYEER MR, EFHEEERELEBERERER
i, MAREZEEERYH T EERERRE.
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https://developer.hashicorp.com/terraform/language/files#the-root-module
https://developer.hashicorp.com/terraform/language/modules/develop
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- README : HREAFMEMEREHEEES README R, HWERNLEHHE A README.md,
TEZCESEEREARNER, IRERETSHLEHREE M EREREANES , FiEH
A examplesB#&H, EEITEER , HHEREATHRINERSZBERREBR. £H
terraform-docs B EhE 4 A& HH AV A ZE

- maintf: EREEEAHY, YREENEE , THESETUERPBRIFMEER. HRAEMNER K &
BREVAHESHEZEER , EEMEREETUZEEmain. tFERD,

- variables.tf #l outputs.tf : EXRERTESEFNBLENES, EEENBGHTEEREEBENN —
BamEHLR, EEHRARXHE. WHEFHEN , 52/ HashiCorp 4 ARG ESERENER H
R,

- IEREMLABTEERNEE,

- BYELHUUUEEERSE. WRELEITEEKLIE , E'Jﬁ?ﬁléiﬁ&ﬁ%i%ﬁﬁ i B 0 R IR £ W
MR R BIT Terraform BFREE , HIEFEHTER REIBTFEEEE , BELEEESS
EZHMYG., EEREENANLE nﬁémﬁﬁﬁgﬁ¢ﬂﬁﬁ SE , WERBHRERLZAnullable =
false&HE,

- BREEREBYE (W disk_size) WEH , FHiZHAERE.

- HREERBBEE (fIW project_id) WEE , FORMEERE. FHBERT , ISR
ARMEERNE,

- B TAFRESYFATOERE  NETHEYRETARTIE , ERER APIs TEIER
B BRI R E

- BECHEY, REESANTERIRENELXETEE , THESEILE, BEBRE
i, FRACESEXEBENEBEARA, MRAEBRIDMMBRATEZTESY BT
To

- MEEERERENESYITEMREE,
- BREZHEDEBETIHEE,
- MRREEZENEEEER , CEXERASHEE K MTIKELBEAEE,

- FAEZEBRASBEEGY  HAEKMAIP LEH ERFTEEMAKEESR, ATRRESE
VEESHERY B4R ERRHSEBN, G BY K MTRERSZETERNEARE,

* locals.if : WIERBEKBBEMGEREANAIKRE  RETUEREASAERAEE K MTIRER
KiEX, AEERGHBNERIHEY, FRETFHREXTRREE ; et TUASEEETH
HilE , 2. ERBUEREMERE , UEHEM.

« providers.tf : // : LLERBE terraform ERFMIEMEEHR, provider EBRARBEH HENBAERE
BEAFES,
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https://github.com/terraform-docs/terraform-docs
https://developer.hashicorp.com/terraform/language/values/variables
https://developer.hashicorp.com/terraform/language/values/outputs
https://developer.hashicorp.com/terraform/language/values/outputs
https://learn.hashicorp.com/terraform/getting-started/dependencies.html
https://www.terraform.io/language/block/terraform
https://developer.hashicorp.com/terraform/language/providers/configuration#provider-configuration-1
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MREFERE R HCP Terraform , hEEFMBEHAERENR, cloud BRETSFIBRESHMNIRE
BT AEREITERE , A ClI/CD BEEN—E5.
- versions.tf : WWHERTE required_providers Bk, FIE Terraform HEE L EE L HFE LR M

& , LME Terraform AJ AL EMFEHELIRHE,

 datatf:// : NEMENERE K BEERRERESZEERRENERSE, flu  MREEHWMEE
BESTEERERANRSG  BEENERTEESE MIAREECHERPREERNER, R
ERRFRHEEBAK , BEREEBEEAdata . tFER,

o tfvars I8 : HARER , B LER . tfvars BREHTIBBNEE, 57—t , FEEEE
RinB A terraform.tfvars, BERAERERTFENRB K , Ukenvs/ERKRAWRERE
B,

- BRI - ERERERFER modules/FE&T. B NAEMEAMEIEREADME . md##R A& AT H 54
EERAEMEM. 2R README.md &% |, AIEZBHRBRBEERRNIENH. KRREEXARKE
MITRDEIMZE/NEERE | EAETFEEENZERE,

MERBHETSHEMREENEN | SLFIEXEAHELERE , Hla , . /modules/sample-
moduleAME Terraform B EMAAHRRFEREHN —H2 , MFAREBTHEM.

NMRBEEREHALSSAEREE  SHRAREARE , MAREEFUBRILIE TEENRE
EiRSHR B 8%

- §16  EANESEEAEENEGEFERFEFERE KN examples/ FEET . HRSEEH
&R LUK README RERFAEHINE BEMAE, FRENES thEZMERexamples/ B &,

HREFEESERIHEMREEENETEH , AEAERNRFEER BN IPEE A ERAN i
ik, TIEAE S B,

- RBEWEER FAEBRELEMRRKEES ZEERTN Terraform ER. WEBESAIETHE ,
MEREmain . tFRAE PER. TIB , MREFRES (fHlWIAM BEFEXK ) 8B 150 17, Al
ALKESHECHWESR , flf iam.tf, Al , FIEEREXIGHELE PEZRmain. tf,

- BiTEESE EEEERFERESE, Teraform T2EZEREEEBESBEINERRE, RE
1t Terraform BERT X EMENTAE , TeEEAEIESH. & Terraform HILK BETIESRK
fEscripts/H &,

- HBIENIESTE . BEhelpers/H & Terraform KW HEIFERIESE. £ README.md B
FEEHHERNESE  HhI2RANEMAER. aRHHEXNECHEZSIE , FiRESIBRE
FM--helptit,

- WEER : Terraform BEERTHHREER (HIUOBA EC2 HTEBNREIEST ) LEMEB
Elfiles/B &P, BARNXHBEABERT , BH HCL 28, FA file() HERSEEMM,
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https://developer.hashicorp.com/terraform/cli/cloud/settings#the-cloud-block
https://developer.hashicorp.com/terraform/cli/cloud/settings#environment-variables
https://developer.hashicorp.com/terraform/cli/config/config-file#environment-variable-credentials
https://developer.hashicorp.com/terraform/cli/config/config-file#environment-variable-credentials
https://developer.hashicorp.com/terraform/language/providers/requirements#requiring-providers
https://developer.hashicorp.com/terraform/language/data-sources
https://www.terraform.io/language/functions/file
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o FA : B Terraform templatefile HEBRWER , FEARESR . tftpl. BRLEREE
templates/H #,

BARAE RS

Terraform — S HEE—BEANABTFTHIT. TEBMW Terraform HEIT S REBMN FEHE R B &
( BIEREEAFUNER, SEEAFUNTAEERSE) .,

Terraform R EEE ARG HI -

### data.tf
### envs
### dev
# ### terraform.tfvars
### prod
# ### terraform.tfvars
### test
### terraform.tfvars
### locals.tf
### main.tf
### outputs.tf
### providers.tf
### README.md
### terraform.tfvars
### variables.tf
### versions.tf

HOH HF O B R

EEFEANKREERE

TEREANEEEEEREAARNMES. TEERKRE  FAHEYMNE &K , Y& tFERKE
Hep  MBRERREME —K. Terraform T ARA A B EHERRFEFEIARR, MREEBFF
ZEESEREAERE  FRECHREECHRAEFREES, FHLSEERRISHAHFE  BUEN
TRNBESEREAER,

Terraform AT EEF AN EEEREEREGH -

### data.tf
### examples

REARERE 20


https://www.terraform.io/docs/configuration/functions/templatefile.html
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### multi-az-new-vpc

### data.tf

### locals.tf

### main.tf

### outputs.tf

### providers.tf

### README.md

### terraform.tfvars
### variables.tf

### versions.tf

### vpc.tf

### single-az-existing-vpc
### data.tf

### locals.tf

### main.tf

### outputs.tf

### providers.tf

### README.md

### terraform.tfvars
### variables.tf

### versions.tf

### iam.tf

### locals.tf

### main.tf

### outputs.tf

### README.md

### variables.tf

### versions.tf

H OH O O OH O O OB B

HOH HF OHF OH OHF OHF OH OH OHF O OH OH O OH R OH O OH R R

HOoH O OHF OB OB O O R

RN ER

FAlE , BB EAERNEMEZEEEAESIEEY BEEEFAAERNTEEFERANEETES
IR ERE Terraform HEFHIBMMMHEE K HIWFEEFEHELER,

HAER , FANESS R T EEERNEE , EBE R AL SRR R A
SR

ECSERRBRECATESFANERK K FHEEEERE K MIRER THRBREMNE

PAN

o
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FEALE &R
ERRER LS - SRENAER T AR EANEE, NREEBREEFIEERELNEBTEN

REABHESRE , AIENEATRRBLINER - SENTAENEMYE. FRAEREFY
B ER EREE,

HEBERARK

MHBRERNEESE , AINBHEER, ERE. ZeEHNEREN, TERERANEARH R T —BE
ELARRA TheER B AR

TRIF K S RE &

EfETFESPEREER  FEREABR —BAMERRNRE, REZREEAGBEEENRE
PHELAEM., SEHRREEHMREL K MARRERE.

BEESEESETERREBEANEBEERGFAL  BEITUIREREATENER R EER. ETBE
TEIBEMHERLT FEHERR.

2EREFNER

HRUTEREREEATERNEEER , ELE8 —A2EEFRNEH, SENEHTREERENE
B2 BHEETARMRME, MRREEMEE , E£HERBEEERTEER Terraform AR R,

FEEEFNEERMHIRE—M., BEEIN,ENMELNERSE  TARKEEREZEMEEN
Terraform ##H4E, BT EEFEANEEERRESERRE,

R RERKEE

HAKLAEESEARAEFUEE  BRETEETHRERKERE, #RERAPEERMEAR
Efl, HEREZRALEES X,

EELENHERD

HARHEEACEEEECBAA  AAREWSXAEEACHWREEEER, WEKTE Terraform #
RE—RANRAEREETNAIERERS  YEEMAREESE (HEEE ) EBIRFHRIRTE
it i, RERENRHEZRTIEEEEMERRE , URERHESFIML R R RS , H0

AWS [EiF,
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https://developer.hashicorp.com/terraform/language/providers/requirements
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BEBEERATRLE R EXNREREERE , RIEAERARBRHEE Terraform fHRER AT IEEN
AERER M,

HRLHEE | B M required_providers B FEBHEMSERMEMRAversions. tfo

EEEHEEATERTERAN AWS 21#F | S8 required_providersE#AFEAterraformE
B

terraform {
required_version = ">= 1.0.0"

required_providers {

aws = {
source = "hashicorp/aws"
version = ">= 4.0.0"
}
}
}

B

MRHAABRBEZERERAEN AWS Z#tE | FEM essimistic REIEEF (~>) , RAFFEMZEAA
KV RRAS T4

terraform {
required_version = ">= 1.0.0"

required_providers {

aws = {
source = "hashicorp/aws"
version = "~> 4.0Q"

}

}
}

FELEHID , ~> 4.0 AHFRE4.57.1M4.67.0 , BRAHFLE5.0.0, MFHMAEA ,
HashiCorp 324 A #9 bz 7% R 1 58 7% o

s
W%
&a

B g & 185

AR EAE BB UEHCEHEEATERREREA S BRRNVER, EENERN B ERE
BAEEREMERERN TR

BiEwE 86 23


https://developer.hashicorp.com/terraform/language/modules/develop/providers#provider-version-constraints-in-modules
https://developer.hashicorp.com/terraform/language/expressions/version-constraints#version-constraint-syntax

AWS AR5 fE A Terraform AWS 2 ENREER
EBRERERTANIEER&

- SHEFTEERBBMER snake_case ( HF/NEFRAEUKRRDR ) , AFE Terraform HRNZZE, 1t
EXTHRAEERER, EARRERENHEHMBALERENGRES -, HEFATERAREESI
.

- R —ERENERSE (flU, BEEENE-BHTESR ) K FHEERGEA maink
this BUSEERH,

- FRAEEZENEBRERERNENNARE , XIHBIEIELNER (W, primaryAREEE
REMERENEM#read_replicaBEER ),

- FRE—EW, MEEHER,

- BOEEREBTEEEREL,

EBESHGANEE L

- BENHEERASE, AMEHNnE K SLmHAKREBE , HIMEELRNH RAM K (4
W, ram_size_gbll GB BB RAM K/ ), WWEK T ZHEREHERSHTEHE A ELIEER,

- RBEXNELA MB M GB FEMEY , HtiEFRAIERA MB 5 GB S+ E .

- EEAMESEBERRE , Hl10 enable_external_access,

158 FH B B IR

FEERARERERGAETNBMN, R SEZESEHELEAREREBY 6 LHEAK—5
FREEZERER, EXERBATRSERHEMERMS H M — M cause-and-effect &,

ERRBRENE (BRLEEX)

resource "aws_security_group" "allow_tls" {

ingress {
description = "TLS from VPC"
from_port = 443
to_port = 443
protocol = "tcp"

cidr_blocks
ipv6_cidr_blocks

[aws_vpc.main.cidr_block]
[aws_vpc.main.ipv6_cidr_block]

BEERGBWESS 24


https://www.terraform.io/docs/glossary#argument
https://www.terraform.io/docs/glossary#argument
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egress {
from_port =0
to_port =0
protocol = "-qn
cidr_blocks = ["0.0.0.0/0"]
ipv6_cidr_blocks = ["::/0"]

FERAMHER (REF) :
resource "aws_security_group" "allow_tls" {

}

resource "aws_security_group_rule" "example" {
type = "ingress"
description = "TLS from VPC"
from_port = 443
to_port = 443
protocol = "tcp"
cidr_blocks = [aws_vpc.main.cidr_block]

ipv6_cidr_blocks [aws_vpc.main.ipv6_cidr_block]

security_group_id = aws_security_group.allow_tls.id

£ AR R

BERERGUESERNMAEER, Terraform AWS 2t EEFREXEREHEAFEAN
aws_default_tags &R,

ZREVLENZEIHIEE Terraform REEZIWFEER. U T2 REEENERSE

S

- B ABETERNERER

- Appld : A ERzERARERXH ID

« AppRole : ERIEMTEE , 4]0 "webserver" = "database"

« AppPurpose : ERWEHAE , Hla0 "FIEw uiy N TAREERE,
- RIRBRBRE , SR, AESEE

- EX  FA ERNER

EAERER
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https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/default_tags

AWS S ER¥E 5| fEH Terraform AWS 2t ENREES

« CostCenter : ETRAENFTEYHR

4 Terraform Z$EREER
BEBEELEFTESTIMBEER , FeERME Terraform E8&E,

BEETNEEREHAREERHGEREE  DE-—RERELER, EBERM , B UBREER
BMINTHEE  MALBERTFENEENGER,

- REEER  HREERTE  BEA=H28%W terraform-aws-<NAME> , HF <NAME>/R IR
BEEENERSMBER, <NAME> BRI SENNWEFH (HlW0 terraform-aws-iam-

terraform-roles),

- RERIERERE  BESAEREERTFERGE. EURERERECNRELELE . ERERA
BE,

- BY Gt FECR  FRREERERIRFENRE S, BNERCEREEEANSEEE
REERFENRB &S , BEEBTUSE T B EHWEE.

- MREEABR HCP Terraform , FREHANEERHIENEBZHE. BHESER HCP
Terraform AP| BRUEIE T E MR HIFE , REMEHEEER G ST Terraform , BFFER
EUEHE N RR T E,

- UEMFFH : REELANREP —BEERERN R ZH R (VCS) I##tErh , B HCP Terraform
VCS FAERFXLEEEREENEEESFIE, EREFTEEE S FHVETEEE I Webhook JA
FE A FTEHY AR R AR AR

« BITHRAN xyz B8 XAELE—ARTER , ETRBHEE. SHEEFEHRTEBRREE
BHRRA, RARBEBLACRZESRAES , SULREEAFEML v (flvl.1.0M
1.1.0), BEEESLZHEBRTERRARRNER, NFERMEENFAERNR , F2H Terraform
Xfto

WEFMER , FSE Terraform XHHHEHEEERFE.

ERAEENEHNRIE
Terraform EAEHAER T source SIBRSHAM T H FEANFEHREXE,

BEMEZSERAUEETARNZIEEANEE EERETEENREEENEARIZENAZE UK
#&RAE Terraform AR #HEH VCS HERFARN 5 &M 2 [EEEBLAEE.
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https://developer.hashicorp.com/terraform/cloud-docs/vcs
https://semver.org/
https://developer.hashicorp.com/terraform/cloud-docs/registry/publish-modules#publishing-a-new-module
https://developer.hashicorp.com/terraform/cloud-docs/registry/publish-modules#publishing-a-new-module
https://developer.hashicorp.com/terraform/cloud-docs/registry/publish-modules#preparing-a-module-repository
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THEFRAHLARENSEERNESIRREL, BHREEAIERETRG, SEX—EZREBFERL ,
WMT S HIFRRo

T85E

Terraform 2 %48 :

module "lambda" {

source = "github.com/terraform-aws-modules/terraform-aws-lambda.git?
ref=e78cdf1f82944897cab6e30d6489f43cf24539374" #--> v4.18.0

BREEERME , B BER RS EZHEERBHLEREE,

HCP Terraform :

module "eks_karpenter" {

source = "app.terraform.io/my-org/eks/aws"
version = "1.1.0"

enable_karpenter = true

}

Terraform Enterprise :

module "eks_karpenter" {

source = "terraform.mydomain.com/my-org/eks/aws"
version = "1.1.0"

enable_karpenter = true

}

VCS £ &

VCS RHEXEANBIEMSITNref 5|8 , W SIEHIFTR,

B 27


https://developer.hashicorp.com/terraform/language/modules/sources
https://developer.hashicorp.com/terraform/language/modules/syntax#version
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GitHub (HTTPS) :

module "eks_karpenter" {
source = "github.com/my-org/terraform-aws-eks.git?ref=v1.1.0"

enable_karpenter = true

}

—#% Git A FE (HTTPS) :

module "eks_karpenter" {
source = "git::https://example.com/terraform-aws-eks.git?ref=v1.1.0"

enable_karpenter = true

}

— % Git ¥ E (SSH) :

/A Warning
BREERERANERRFRLBFHEE,

module "eks_karpenter" {
source = "git::ssh://username@example.com/terraform-aws-eks.git?ref=v1.1.0"

enable_karpenter = true

}

WA EE

EFEHREERPER - Terraform BN R AFERN, £ CI/ICD EEHRFEA BBENRERMET
BITEE, ERSREREEEXRABKRIERER  HEteHEAEEHERTEZI MRS TE
M, TTHEEME R ES,
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BfEtk\ 28l

« A terraform fmt e S INILFTA Terraform R (.t B8R ) , ARFS HashiCorp &N EE,
« £ terraform validate #5 RERBA BB ENEE,

« M TFLint BEDMERNBRE, MBRTERE Terraform HIEBH , RTERNbL2I , tSEE
EU&%EEH%%E&EEO

AR TE T8 SR X 8

EARFPER 28 , SREHMIT terraform fmt. checkov. tflintMEMERERENEXBEN
BAEFmBEAERAE, WEXTHBEZEREERZAETEREFREZE M,

FRATELERLEE , PINFELESR | & Terraform linting, R AERNBRFEIHTIEEREER E oy
#, AUSESE GER LT , NRREREBRB , ABERE X,

=5l )\gEZﬁﬁ Hvﬂl‘?ﬁ%ﬂ REREBRZEAMERNAM T ARRASRHRERERCE, BEXEXAR
B TEREN—
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https://developer.hashicorp.com/terraform/cli/commands/fmt
https://developer.hashicorp.com/terraform/cli/commands/validate
https://github.com/terraform-linters/tflint
https://pre-commit.com/
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AWS REE RN E RN RKEME

FHEEE AWS 45 MABE Terraform EENMRAERABELZHEE, NEHRHRERAREIMFA
M REFEE,

REME -

- BEBRERE
« BRI

- BERticiED

¥ B ERARE

£ CI/CD BEEH#18 Terraform Rt ENMAREURBRAENE , MRHRAKRESE , AIBEXRK.

* 7 Cl/CD EfRH#HE TFlint e , MFHARERETE/RERFREWRHEERE. €A Terraform
REAWS EEAW Tiint RASEMHEX  CRHERTRERNRR  TREFEERNSEF
o AWS

« HRIRENDEVREERARD CILATRE, U LERAABRIELEERE.

EFRAThR AN

- BERRUERARPNSECERE, BRRETEERERALEH,
c FMERTRASSAEERENRBMEE  WIAHARGERIBHRE,
- BAABFEEEREPHRERS , MEEEREEREZHEETRE,

BBEHBCEETHNRABELELRFRE , BTN EEREERRE ZHRT catch TEZENAR
I R BB B AR T = EIRBRENE,

BRlia L IErS

BB RERMEZEFER GitHub BB R ThEER#E M A HashiCorp AWS Provider & J&f :

* T AWS Provider f#f7E L RRGFMERHAEE , FARBALEINVEMRRIEKRINE, RBH
AEENIER,

MEBBRARE 30


https://github.com/terraform-linters/tflint
https://github.com/terraform-linters/tflint-ruleset-aws
https://github.com/terraform-linters/tflint-ruleset-aws

AWS B E | (8 Terraform AWS R4 H BT
- FARAHWEIBETRE , SRR AWS HEREEF R ZIEE.

- ESRUHBEHRMEREREBIENRERELER K S2ECRHNEN HREBENER,

- REREREFHRBES. AFEFENXFHERZED,

BEEEEEANRES  SUUEZEHEETRHAER  YAFMARAFRSEEENREN.
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B R B R AEHUE

BREMAEEREEREHM Terraform HRIMEEESFANERE, FHRUEGELEERER , KERERFR
B, MRNERMOYREER,

RIEMCE -
- REBAAEER
- BEARARARME

. EREENIR
. B EERMLER

B EAEE

EREFER 28 GitHub , 387 Terraform R MEMR P RO EEMRREH A HIBNIEAE AWS &
B, SREARNEN L EMMEREN FRIE,

e RS EET BT

ESEAEREERES K FEREEEEAA A MIARSXJEEBRREAR. EEBRFEEMRE, ™
T RERERN A,

DREERRAREEREREEEFHINE , MEERZHHEZ R,

MR f4% AH 41k 1

HEERERCE , FARBRERBEXBMRAA , SEBIAMKE

- RERMGE  FHIBEEEATEM AWS. Kubernetes =k H 2 it & K AR AN,
- MEER : MERPEA R 5] ARBHKBERRIVESR.
« AEERIHIR : iC TEAFTKEER AP, BRIAAEEX S ERE BRI,

BB E RN EEREERNTES  TUBREEREREHBERN,

{52 A {5 A B 2R IR
A E RATBR T R A1 B A5 AR Terraform M RE AR, 260K S SEFRNHEE,

WRERAFEE 32


https://github.com/terraform-aws-modules
https://registry.terraform.io/namespaces/terraform-aws-modules
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- EEHKBERBMNAIEE (HI AWS = HashiCorp S1EBH# ) AWM Terraform sEMER P HIEEE
B,

- HRBFTEE , FRERTERLCSH. XBEZRNERGEE , EZEARELECNEStE—
o

BT SR E K A1 B A BRI AE | AT M ES SR EREEE AR BN AR,
71 B BA
SRR B SR BT & 2 AR A R0 B A -

- BE GitHub S50 17 @ B LU EUE BR AR SR RT iR A5 89 B )
- ERSHhEBENER B UENER.
- ERBRENSENERREEGTRANEDHEAN , MARBNEIEN.

EEARBGEERFNEEYERSE K TRUBEENZ2E. CBERXNEETRSLEEN , AR
A% 114 HE 68 [ B

At B B R
ST LU BREE A B AR RS EANEB AL GitHub -

- EEREITRREGER  UEREEERPIBIINEREHERS.
- BUMBE  SREFTNREFEZEEHFEZREMN 0SS Kil.

AREEERMEER  ATRFE Terraform REFERAEERER , FEEX,
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https://registry.terraform.io/namespaces/terraform-aws-modules
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EREESE

B BABEEEEN AWS HERS ?

Z . AWS R#tE R Terraform FARMERERRENREZEREMNRERE —, ERELREE
TR ERERECE AWS BIEREHENFER SR,

B RRBIENFF. RAERAKERES?

C XIEMEAR Terraform W FUREERSHENESHRNRESE, EEERNETHREREM
ﬂ%ﬁ%ﬁﬁﬂ’] TERRE

B HEWLERRYREER?

Z RENSEMLESEEFRER LEA IAM A6, BERE, BEBHLAE., EiwiktEEH
E. BE@WR, SRMEREHAE K URBEABEXRE.

B RO ERREE -5 T B 2

% ER# 2 8= HashiCorp Terraform B A MM [EfmER SR, £HIELEMEE — D RFER
Terraform TEFTE.
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BRED R

BEAERR  UATR-LEENRESR .

- MREEEEW Terraform BXNBE , FREESNER  IBBAEEHREUENEZRH TUREN
Eig, Flin , MEBERKERR. SEANGIRAEHR, FARKITEENREME , UREREF
B FE L Rin,

- MRERZBEBREW Terraform RIEE , FEBEFEERFHELEREER, R —BAHRMERBEBRNR
EEE BRI RBEEBESNER.

- ERFERAAIERETSI AN —L HashiCorp L EER , EEECFIREEL T ENEBEN, ELEHR
AHESEINHR , AEFTHEBTBRER,

- B A linting, Z£MREHE. FARENEHLAEIE  MtEETZsM, SRAMNENBREN—
LREEL, BWMAR , tlsec MYB X2 EH T ETT LR ER,

- BERIFH AWS Provider X , B R B EEM A BN E&KE/L Terraform A A XNWEFH BRI
ft. ERRIFRAH AWS 2HE,

- MMEHMIES| , F2EM\ME LK Terraform X4, HEEFIEEMENIEE. HashiCorp
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https://developer.hashicorp.com/terraform/language
https://developer.hashicorp.com/terraform/cloud-docs/recommended-practices
https://developer.hashicorp.com/terraform/language/style

AWS FRiEE| £ A Terraform AWS 2 ENREER
~ S|

giR

BE

LA #E$%A Terraform 121532 AWS FH 1aC £/ Terraform 2R FIRME T HMEEBEME. AWS

- MFFRE AWS REHE (324) HashiCorp
- AR AWS RN IER (MR )
#Z AWS 1 HashiCorp ##E84% ( HashiCorp B&EXE )
« AWS RHEWEERE (HCP 3T H)
+ DynamoDB #REESHTE (b F2304F)
- FEAESREIBITEER (M)

TE
T3 T EniBIE Terraform HRENWEXNBREM B EL AWS |, IXAFEEKIEEFIESR,

RIFEE :

» Checkov : EHEZHIHFH AT URBIERNVEE.

- tFlint : FBIFTREMEEER, CERANEENRFEANES, EREMETRFIHIT AWS REERH
mEKE,

- WFSE - e ER HEXH Terraform &34 B SUE,

BE{tIE :

« HCP Terraform : FBBFRAREMZARE , HEEKXEE. HESEMEIL Terraform THERE
- THEED  ARBRBERBEXNRIR Terraform IREGERBEHLTE,

« BAR Terraform By CDK : —B44E , AIREEAARTNTES , S0 Python
TypeScript, Java, C# 1 Go , M & HashiCorp AR5 S (HCL) REXR., MHEMAREHN
Terraform ERZEBH AR,



https://registry.terraform.io/providers/hashicorp/aws/latest/docs
https://registry.terraform.io/namespaces/terraform-aws-modules
https://www.hashicorp.com/blog/hashicorp-at-aws-re-invent-2020
https://developer.hashicorp.com/terraform/cloud-docs/workspaces/dynamic-provider-credentials/aws-configuration
https://developer.hashicorp.com/terraform/language/settings/backends/s3#dynamodb-state-locking
https://developer.hashicorp.com/terraform/tutorials/policy
https://www.checkov.io/
https://github.com/terraform-linters/tflint
https://github.com/terraform-docs/terraform-docs
https://www.terraform.io/cloud
https://www.runatlantis.io/
https://developer.hashicorp.com/terraform/cdktf
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£ A Terraform AWS 2 ENREER

M A B 52 AT %

TRERTAEENEARE, MRCBRIBERRENRNEAN , TAFTH RSS HE,
g DU B
3 Ui AR RE 85 T SE EM T RnsEERER, L 20254 8 A 26 H

B Amazon S3 [R4EHRRESH
T, ERBEERENSE.

AN —

2024 5 A 28 H
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https://docs.aws.amazon.com/prescriptive-guidance/latest/terraform-aws-provider-best-practices/terraform-aws-provider-best-practices.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/terraform-aws-provider-best-practices/backend.html
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AWS R g IR EIFRARR

AR 2 AWS Prescriptive Guidance I2tHI KRS, IERAMEXPEAWMEE. EEERER

AR

RRARHRAZRERER,

&

==

%

7R

A

BERAEABEERNtEEREBER, BLKEE Gartner £ 2011 FHEMN SR AER T

EUTRE :

- ER/EFEE - ZoANAERFEDERBBEAREN LIS HEEE , URSHEME. RaEN
AEREMt. CEESRBEFERFNERE, 6 : KENIRISEE Oracle ERE BB E
Amazon Aurora PostgreSQL &R Ao

- FERESR FHHER) - BEARXBEER , Y5 A —ERENECURAERINEE, &6l &
NERERE Oracle EXIE BB E HHY Amazon Relational Database Service (Amazon RDS) for
Oracle AWS E i,

- ENRE (BEERE) - URETEANER , BEREMRRELE SaaS BH, bl : BENE
FRARERE (CRM) Rt B#ZE Salesforce.com,

- FHEN FBHER) - SEARABEER , MAETEAEEUNAERIIEE. 86 BEW
RIBEE Oracle ERE BB E F EC2 #1T{E £/ Oracle AWS Eif,

- EFHE (ERMSERARSRENER) - KERZRBEER K BETBEVER. EEEA
BASBHRERE, BAUKARBEADFEFEEBIEEFENERER, &6 4§
Microsoft Hyper-VIEERREX BB ZE AWS,

- RE (EFRR) - SEARARBERRRED, HYRoETEEZERNERAESX , BR
FERBZTHEILEEINR , URECRERENEREAER , RARBEXRBEARETERS,

- K- BREAIBRRFREFTEFENERAER.

ABAC

ESHE R,
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Rk

RS XERK.

ACID

ABRETE. —BE, Bt WA,
FB-THAER

—BEREBRLE , AFRENERENEAKES (EZBEALNERITEAREERARE) ,
EmEENESHEERHEEERBEERARIANRS, hFEXENE, ZRHANES
MAFTE-RMENHR, CEBE , BEEH-HHEBFEESHNITRF,

—BEREBRLE , AFRENERENERERS K BRARFENESEERNERERRE
HMERRERBEREAEANRS. BRENETERHMBTEZIEMRS,

E—#ERY LEER SQL HE , S EHENE -—BOE., REREMNEHEIE SUMH MAX.
Al

!
W

BATES

AlOps

A2RATEEERE,
BRIt
KAMBEREREAETIANERF. ERLEBRREBEABLE, ERERNTBEREAR/BAE
#o
RER
REANKEELAENERTR , EhBRAREAREEN. EXNFILBRBRERETH.
FERRER S
—BZE2NE , EAHEARENERER  UiHBIRERREZIBZEHRIE,
FEREXES

RREBEANSEEAEXNFEEANES  SFREENEERRAE IR AREHEEE.
BEARERESRRNSMEFNERE , FBRBRIEER. RALCNELHEAEXNLI ER
B EIEFF.



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
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AIEE Al

ERNERE , IR EREERMRATES EAFHEBENEAGE , SINEE, FREENE
BIER, ME/HMES  F2RAERATIER?

AT EE21E (AlOps)

ERAMRBIRMARREBE, BOBREEHNMAITEUARRESRBRENERF. MFEHEN
A7 AWS BB REEHEMA AlOps WFMEN , F2REEESEE,

BN
~ENEREE , CEA-HeR  —EARNENAESRA—EARRENLESR. AL
S$ANESR , BACTARGRS  EELESRTREENEER,

BFHE. —HiE, WEHE FAM (ACID)

—ERRE  DEERRSE TRAERLEEENERT | LARRENEN AR
RAETRLE,
B R AFER I (ABAC)

3
¢
&n

BRIFEFERAEBMY (G, THEBENEKER) BUBHINER., UFEFHER
¢ AWS Identity and Access Management (IAM) 3X4) 8 ABAC for AWS,

FREBRAERNUE K BESKATRNEARR. EUURREERRRTFNERERTHM
B , MRERERER , SINER. BT BRBILER,

oA EE

FRAREMNE AWS EE | AIRREATHREPHERE , YREEE RSP EABE R RSN EK
AR, RIEERERIELRRES

AWS EinERFAZEE (AWS CAF)

MESSHNREERREE AWS | AHBEBFHESKEARNGE , UENEBEER, AWS
CAF #EEL BB ABEN®ESE . X, AR, BE. ¥E&. Z2VNEE, XK. AENEE
BHZENXBEENERF ; ¥&., Z2NEEERZEENRMRENERF. Sl , ARE@EH
REANER (HR)., ABEEHNENMASEENIZERA. Ht , AWS CAF AR, 3|
RABEARMIES| , HEEBMT R IRAZ RN ER, NFEFMAER , FSH AWS CAF UM
AWS CAF HERE.
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https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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—&EI8  AAHEREERIHEH. BRERKK A UYRMHIHEMGEE. AWS WQF FEMR

AWS Schema Conversion Tool (AWS SCT), T80 MEREEBERNEX R4, EAEXE
X, HEERMEEEYE , WRHTEHRE.

B

SERRAVEEER A

EETEREEEA BBV A
BCP

ASRERSEESRE,
TRE

BERTANKE-—EBXRE  UR—BREERNEER. B UETAEBE Amazon Detective # L
ERRRERMONEAER. THEN AP WINELEE. WFEFHAER , F2REAXHHNIT
REPHNER,

K Fr R

BEAMERE AR THENRERL. FFESE Endianness,

RS E
FEASESERNIBRE METRENER ). i, ML ERTAESERENEN "HEFH4R
BENKREYG? , ERAEDS "EmMREERARE?

Bloom ERZE &4

—EHRME, ERESHNENES , ARAETEREAEHNKE.
E/REE

—EHERE , SULEETREYMECEEMENIRE, SN E—@RR (E€) PHITE
BIRVBRARENMRAE , Y ES —FIRE (K2 ) PRTHHNEAERNMRAE, RETHBERESR
R, v EREERK.

ez A
EBEBERNTESLERLERAR TN EDINEREAEN. AERSATATER ,

MTERRREEE LiRREARSIH Web RBER, AEHMEBRABRZSHB[A , EETENE
EEA RS,
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Yo iy

RIBEUERIARE-—SRHEHEFANRE , BAES AREARIEINER T, BEMARK
RERHESARERZENRED AHEH,

2%
RABETEQSNES. REETEINE—E2X2EIBS %, LUNRRES XEIHH
¥ REESFH X ERIDARBERE, CRYARBRIDENS XBEBADES X, BERH
BRGNS, THSHES XAHEEEI X, NHEHMET, , BSHPR S X (GitHub T4).
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ERHRERT  LEBKENERF , BEAEREZEDNESHMEEBRETI AWS IRF 2 HFIE,
WMEFHMER , F2B Well-Architected I8EHH AWS BT RIEIBEFEE.

PR it SR A&

REPHIRAERFE. YRARERARL R | 7JLURER B B R B/ 2 /Y BR B RER
g, MREERREAREMRE , ATREE SR Mk Kug.

R ETIREL
REREEDNENNLERESR,
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ERNARNEEE (Pl , HE. EFRBIER), BRI UTEDHRBRBMEAERK, NF
A  F2RE AWS EHTASCHRE AR ENEREBE N ETEESDD

B EFMERE (BCP)
—ERREEMES (WAREER) HEENBEX BYEXBEARERELENE,

C

CAF

:I:I‘H

EZEAWS EREAEE,
Canary &

MAHZKREAENERENEERE, BEREEOE , B LB FHMRAN 2B B BB RA,
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https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS S ER¥E 5| fEH Terraform AWS 2t ENREES

CDC

ESREEEREEL
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