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https://learn.microsoft.com/en-us/sql/database-engine/configure-windows/xp-cmdshell-server-configuration-option?view=sql-server-ver16
https://learn.microsoft.com/en-us/sql/database-engine/configure-windows/server-memory-server-configuration-options?view=sql-server-ver16#max_server_memory
https://learn.microsoft.com/en-us/sql/database-engine/configure-windows/server-memory-server-configuration-options?view=sql-server-ver16
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.Audit.html#Appendix.SQLServer.Options.Audit.IAM
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.Audit.html#Appendix.SQLServer.Options.Audit.Support
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.Audit.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.Audit.html#Appendix.SQLServer.Options.Audit.IAM
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.Audit.html#Appendix.SQLServer.Options.Audit.IAM
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html
https://learn.microsoft.com/en-us/sql/t-sql/statements/create-server-audit-transact-sql?view=sql-server-ver16
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.Audit.html#Appendix.SQLServer.Options.Audit.CreateAuditsAndSpecifications
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.Audit.html#Appendix.SQLServer.Options.Audit.CreateAuditsAndSpecifications
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--Creating the server audit

use master

GO

CREATE SERVER AUDIT [Audit-<<servername>>]

TO FILE ( FILEPATH = N'D:\rdsdbdata\SQLAudit', MAXSIZE = 2 MB, RESERVE_DISK_SPACE =
OFF)

WITH ( QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)

GO

-- Enabling the server audit

ALTER SERVER AUDIT [Audit-<<servername>>] WITH (STATE = ON) ;
GO

BYREBRE

BUARSFERE , ZUUEATIHERNBE L ARSZEZEE , UEEARSI[ERELF. HHRER
EEMARFBEXHEERENAR. WFEREE. 5IEBMEH , 5526 Microsoft SQL Server X
THRBERRABNEADE , WERFARSZVEHNEL, SENMR. NWEBESZE , F2E
Microsoft SQL Server X 4,

--Creating server audit specification

USE [master]

GO

CREATE SERVER AUDIT SPECIFICATION [Audit-Spec-<<servername>>]
FOR SERVER AUDIT [Audit-<<servername>>]

ADD (FAILED_LOGIN_GROUP), ADD (SERVER_OBJECT_CHANGE_GROUP)
GO

--Enables the audit

ALTER SERVER AUDIT [Audit-<<servername>>]

WITH (STATE = ON);

GO

B EA T RERNBERBEUGCHFENERREHNEREREZAIE. HEHEEXINSERTEIE, 40
EEE, SIMAEZFH |, 582 Microsoft SQL Server X4,

--Creating database audit specification
USE [<<DBName>>]
GO

CREATE DATABASE AUDIT SPECIFICATION [DatabaseAuditSpecification-<<DBName>>]
FOR SERVER AUDIT [Audit-<<ServerName>>]
ADD (INSERT ON DATABASE: :[<<DBName>>] BY [dbo])

BAURERAE


https://learn.microsoft.com/en-us/sql/t-sql/statements/create-server-audit-specification-transact-sql
https://learn.microsoft.com/en-us/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions
https://learn.microsoft.com/en-us/sql/t-sql/statements/create-database-audit-specification-transact-sql
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WITH (STATE = ON)
GO

BRI B

FEATHEBARBREZAF. BEZAFERBEENEHTHEES , B2 LEZE Amazon S3 A&
1E, WRERA SQLSERVER_AUDIT #ZIEMRE , Amazon RDS €4 ERBERBER K D:
\rdsdbdata\SQLAudit\transmitted,

OB EERREEESR  URGEAEERKRPHFEMECHD: \rdsdbdata\SQLAudit
\transmitted\*.sqglaudit,

--Viewing audit logs

SELECT €
FROM msdb.dbo.rds_fn_get_audit_file
('D:\rdsdbdata\SQLAudit\*.sqlaudit'
, default
, default )
--Viewing audit logs in retention folder
SELECT €
FROM msdb.dbo.rds_fn_get_audit_file
('D:\rdsdbdata\SQLAudit\transmitted\*.sqlaudit"'
, default
, default )
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.html
https://aws.amazon.com/blogs/database/set-up-extended-events-in-amazon-rds-for-sql-server/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-cloud-watch-events.html
https://learn.microsoft.com/en-us/sql/relational-databases/track-changes/track-data-changes-sql-server
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.CommonDBATasks.CDC.html
https://learn.microsoft.com/en-us/sql/database-engine/configure-windows/c2-audit-mode-server-configuration-option
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/DBActivityStreams.Overview.html#DBActivityStreams.Overview.SQLServer-auditing
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/DBActivityStreams.Overview.html#DBActivityStreams.Overview.SQLServer-auditing
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https://learn.microsoft.com/en-us/sql/database-engine/configure-windows/c2-audit-mode-server-configuration-option
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https://learn.microsoft.com/en-us/sql/relational-databases/security/auditing/create-a-server-audit-and-server-audit-specification
https://learn.microsoft.com/en-us/sql/relational-databases/security/auditing/create-a-server-audit-and-server-audit-specification
https://learn.microsoft.com/en-us/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions
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AWS HFEIE5| 1£ Amazon RDS # Amazon EC2 H#&# SQL Server ${T{E#E. iﬁl

R
AWS TEEHEKLERE (AWS WQF)

—&EI8  AAHEREERIHEH. BRERKK A UYRMHIHEMGEE. AWS WQF FEMR
AWS Schema Conversion Tool (AWS SCT), T80 MEREEBERNEX R4, EAEXE
X, HEERMEEEYE , WRHTEHRE.

B

SERRAVEEER A

EETEREEEA BBV A
BCP

ASRERSEESRE,
TRE

BERTANKE-—EBXRE  UR—BREERNEER. B UETAEBE Amazon Detective # L
ERRRERMONEAER. THEN AP WINELEE. WFEFHAER , F2REAXHHNIT
REPHNER,

KPRt

BEAMERE AR THENRERL. FFESE Endianness,

RS E
FEASESERNIBRE METRENER ). i, ML ERTAESERENEN "HEFH4R
ARUNEHG?, SHEDS "TEREEERSRE? .

Bloom ERZE &4

—EHRME, ERESHNENES , ARAETEREAEHNKE.
E/REE
—EHERE , SULEETREYMECEEMENIRE, SN E—@RR (E€) PHITE

BIRVBRARENMRAE , Y ES —FIRE (K2 ) PRTHHNEAERNMRAE, RETHBERESR
R, v EREERK.

ez A
EBEBERNTESLERLERAR TN EDINEREAEN. AERSATATER ,

MTERRREEE LiRREARSIH Web RBER, AEHMEBRABRZSHB[A , EETENE
EEA RS,



https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html

AWS HFEIE5| 1£ Amazon RDS # Amazon EC2 H#&# SQL Server ${T{E#E. f‘%ﬁl

R
Yo iy

RIBEUERIARE-—SRHEHEFANRE , BAES AREARIEINER T, BEMARK
RERHESARERZENRED AHEH,

2%
RABETEQSNES. REETEINE—E2X2EIBS %, LUNRRES XEIHH
¥ REESFH X ERIDARBERE, CRYARBRIDENS XBEBADES X, BERH
BRGNS, THSHES XAHEEEI X, NHEHMET, , BSHPR S X (GitHub T4).

TP

ERHRERT  LEBKENERF , BEAEREZEDNESHMEEBRETI AWS IRF 2 HFIE,
WMEFHMER , F2B Well-Architected I8EHH AWS BT RIEIBEFEE.

PR it SR A&

REPHIRAERFE. YRARERARL R | 7JLURER B B R B/ 2 /Y BR B RER
g, MREERREAREMRE , ATREE SR Mk Kug.

R ETIREL
REREEDNENNLERESR,
R

ERNARNEEE (Pl , HE. EFRBIER), BRI UTEDHRBRBMEAERK, NF
A  F2RE AWS EHTASCHRE AR ENEREBE N ETEESDD

B EFMERE (BCP)
—ERREEMES (WAREER) HEENBEX BYEXBEARERELENE,

C

CAF

:I:I‘H

EZEAWS EREAEE,
Canary &

MAHZKREAENERENEERE, BEREEOE , B LB FHMRAN 2B B BB RA,
CCoE

552/ Cloud Center of Excellences



https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
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