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KIEBE,
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TA——
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O (org-level)
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] h
Network & (&? AR
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AWS Firewall AWS Artifact Amazon Macie®
8% Manager
o —
> e
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Organizational policies AWS Control Tower AWS IAM Access
(SCP, RCP, declarative) Analyzer®
AWS resources I% Denot}as s_upport for .
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IAM access advisor — AWS Systems
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o

D A _____ ——— _< AWS CloudTrail AWS CloudHSM Amazon GuardDuty*®
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AWS account a
> e 2 AR
Network &
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S = ;
@ — e —— D' = 'A
2 T Lo
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@ (oﬁO? .
B W) Q%)
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https://docs.aws.amazon.com/accounts/latest/reference/best-practices-root-user.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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https://aws.amazon.com/what-is/automated-reasoning/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-findings-remediate.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-findings-archive.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-archive-rules.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-checks-validating-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-checks-validating-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_grammar.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-reference-policy-checks.html

AWS 5 &5l AWS Z£2EH1E (AWS SRA) - RUEE

- BWESERR  FEBRE  SULEHRESZEBRETHE , fINBERNBAEBRE , UREEMH
REEBRTHOEEME, CheckNoNewAccess APl ELEERERE ( EFNWBERMSBEREK ) |
DHEEFNBRERESIAHSERENFHEIE  YEERBHLKEE,

« BB IAM BMEBE B LAEA CheckAccessNotGranted APl , BRBELA SR FTH L £1E%H
ERZBRBEFTENFIE. It AP EEERZ 100 # IAM BENBEMNEE , UREBER
BRFEL—(EEE , WELOEIBS X KEME,

ZE BB EA IAM BEREZ T LAE R 1AM Access Analyzer RIBBERFS IAM BERSUGEMZ £ 1Z %MW
BE, FERBEENDMBRTRERS HIEHER, |AM Access Analyzer BURE 4 ThEE Al i BH 1R
BEIIANEFEECEHIRE IAM B, |IAM Access Analyzer 4B 2 E RS AWS CloudTrail B
i, YELARRELR , HhISRRXATEEAHEERFERANGT. A%, B EALEARREL
EERBMFrIMBER , ST ERTFLENGT,

« &M ZARA CloudTrail lBH#t , BRVIRF S BERIBFEUE BN E £ BX,

- EEEMBUERF , IAM Access Analyzer 2R B ERSHNBEBHRES , Hl20 Amazon S3 E#}
=4,

« CloudTrail 7&iE&#tiam:PassRoleEifE , i FEAESEELENEHET,

IAM Access Analyzer & P EREE SINREHEE KL T ERFH AWS Organizations, EiKE
BEEEFEVNEES NN , ¥ AWS HBHAGSEESE.,

© RitzEEE
LENERSFEEVEESE (ETRSHAEENRE)  CTNESEREES RRIE
FRESTE. ETUERESEEN—H5 KRR, BFEENREEERER 8RS R

JRA Security Hub CSPM, #7848 , ©fM&7[E Security Hub CSPM ZREEEIRF (&£%
I8),

©® BEEE#H
« AWS SRA 2\ i E R IAM Access Analyzer WEIHIEE, ©RENMMEEREESIKRS
HFEEEEBEBRDTE , URESHEIIREPRERE BRI TS,

- MEFRWNAZBITHERE BEABRESTHERENENA , BF2H AWS SBERIERB
IAM Access Analyzer BT BERRE,

IAM Access Analyzer 52
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https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/s3/s3_block_account_public_access
https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/what-is.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/what-is.html
https://docs.aws.amazon.com/quicksuite/latest/userguide/what-is.html
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https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-query-access.html
https://docs.aws.amazon.com/security-lake/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ways-to-add-notification-config-to-bucket.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-gateway-load-balancer.html
https://aws.amazon.com/transit-gateway
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https://aws.amazon.com/network-firewall/
https://aws.amazon.com/blogs/aws/aws-network-firewall-new-managed-firewall-service-in-vpc/
https://aws.amazon.com/network-firewall/partners/
https://suricata-ids.org/
https://docs.aws.amazon.com/waf/latest/developerguide/network-firewall-policies.html
https://docs.aws.amazon.com/waf/latest/developerguide/network-firewall-policies.html
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https://aws.amazon.com/blogs/networking-and-content-delivery/deployment-models-for-aws-network-firewall/
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-vaa.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/working-with-network-access-scopes.html
https://aws.amazon.com/security/provable-security/
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https://aws.amazon.com/ram/
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html
https://aws.amazon.com/blogs/networking-and-content-delivery/vpc-sharing-a-new-approach-to-multiple-accounts-and-vpc-management/
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/amazon-vpc-sharing.html
https://docs.aws.amazon.com/lake-formation/latest/dg/sharing-catalog-resources.html
https://docs.aws.amazon.com/lake-formation/latest/dg/sharing-catalog-resources.html
https://aws.amazon.com/blogs/big-data/securely-share-your-data-across-aws-accounts-using-aws-lake-formation/
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https://aws.amazon.com/verified-access/
https://docs.aws.amazon.com/verified-access/latest/ug/user-trust.html
https://docs.aws.amazon.com/verified-access/latest/ug/device-trust.html
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https://aws.amazon.com/vpc/lattice/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/services.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-networks.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
https://aws.amazon.com/blogs/networking-and-content-delivery/build-secure-multi-account-multi-vpc-connectivity-for-your-applications-with-amazon-vpc-lattice/
https://aws.amazon.com/blogs/networking-and-content-delivery/build-secure-multi-account-multi-vpc-connectivity-for-your-applications-with-amazon-vpc-lattice/
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https://aws.amazon.com/cloudfront/custom-ssl-domains/
https://aws.amazon.com/cloudfront/custom-ssl-domains/
https://aws.amazon.com/cloudfront/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/SecurityAndPrivateContent.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://aws.amazon.com/blogs/security/how-to-enhance-amazon-cloudfront-origin-security-with-aws-waf-and-aws-secrets-manager/
https://aws.amazon.com/blogs/security/how-to-enhance-amazon-cloudfront-origin-security-with-aws-waf-and-aws-secrets-manager/
https://aws.amazon.com/waf/
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl.html
https://docs.aws.amazon.com/waf/latest/developerguide/how-aws-waf-works-components.html
https://aws.amazon.com/marketplace/solutions/security/waf-managed-rules
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https://repost.aws/knowledge-center/waf-send-logs-centralized-account
https://aws.amazon.com/shield/
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-automatic-app-layer-response.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-srt-support.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-srt-support.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-srt-proactive-engagement.html
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https://aws.amazon.com/shield/pricing/
https://aws.amazon.com/shield/pricing/
https://docs.aws.amazon.com/waf/latest/developerguide/monitoring-cloudwatch.html#set-ddos-alarms
https://aws.amazon.com/premiumsupport/plans/enterprise/
https://aws.amazon.com/certificate-manager/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
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https://aws.amazon.com/route53/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://aws.amazon.com/windows/
https://aws.amazon.com/mp/linux/
https://aws.amazon.com/rds/sqlserver/
https://aws.amazon.com/rds/sqlserver/
https://aws.amazon.com/workspaces/
https://aws.amazon.com/products/end-user-computing/
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https://docs.aws.amazon.com/singlesignon/latest/userguide/delegated-admin.html#delegated-admin-prereqs
https://docs.aws.amazon.com/singlesignon/latest/userguide/delegated-admin.html#delegated-admin-tasks-member-account
https://docs.aws.amazon.com/singlesignon/latest/userguide/delegated-admin.html#delegated-admin-tasks-member-account
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/regions.html#region-data
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://openid.net/connect/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/application-ous.html
https://docs.aws.amazon.com/vpc/latest/mirroring/what-is-traffic-mirroring.html
https://docs.aws.amazon.com/vpc/latest/privatelink/concepts.html#concepts-service-consumers
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. HAEE VPC R HTEREREETIER L MASEMERREN T AR SIEER
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A, EREBEN IAM BUR , AREHRRETIEERKENFE. Mt—R , cEFES —BEEH , &
AWS F 8 A LABR &R s BRI AT IB o
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BREMERZERK Amazon EC2 #iTERESFEAHTEBPEE BRI (IMDSV2) % 2 ik, IMDSV2
ANMESANREFE TRE , THREREN IMDS ; BEARER G, BRREXRE, [ARKS
ImEESR B (SSRF) RIE. BAME 3 BRAMER NATs, MEHMET , F2HPERE FHIEYHH
B AABEREE, RENREME EC2 #TEE PEER REHIEEINEERN SSRF KE.
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AWWERERXE (Bl , Web, BARXRERE), MRTEZXRLERMERERETER , B EHNH
TEBERALE TR, ZERALE FHEMW Amazon EC2 AP, MAEAMERBIEEE , BFEA
AWS PrivateLink, £AZ£EHERFHBTERNEFER. £/H VPC HiiE A REZEEEFHTER
HFRE. UseSession Manager & B9 —IEINAE AWS Systems Manager , A R FEE1T{EEE |
A RFEBEA SSH E#IENEE SSH €, AEXRENENEREREBH Amazon Elastic
Block Store (Amazon EBS) #i#k[E, BAJLAERE AWS 1R 5 2RAEHI 1123 822 31 9 T EBS WiRREF1RER
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https://aws.amazon.com/ec2/
https://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
https://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html#encryption-by-default
https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/ec2/ec2_default_ebs_encryption
https://aws.amazon.com/ec2/nitro/nitro-enclaves/
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HiGimE e = — B HAREH enclave F o HNEF. REREFRIEB Nitro Hypervisor T , T84A
enclave EXBBWREXH , AAHME=AZREFAET P, FEXMHITE enclave WL IBFFHH
B, #lI enclave N/AE£88. enclave MG ERERXNEES,

3E18iE AR Nitro Enclaves B9 AWS Certificate Manager (ACM) , & A LS/ E MFHE SSL/TLS BHE
E27£ B A Nitro Enclaves ) EC2 #1T{E# L#1TH Web ERAEXH Web fIRFHEEFEM . SSL/TLS
BEANRERRET , UEBBERBENLEHER LNERELBMF D, ACM for Nitro Enclaves
SBRIBE. LENEN SSLTLS BERERERASZ HENFHER. ACM for Nitro Enclaves &%
URENFESER, BERRENESBIBRELW enclave , AR EEREEN. FHBEAR Nitro
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Application Load Balancer 8B ABAERAREI BB ZETRAEFEPNSEEE , Hlin EC2 #i1T
B8, £ AWSSRAH , BETHB/HWEEFHEREAREN EC2 #1T{E. AWS SRA £/ HTTPS
EEEARBRBAEESINE, Application Load Balancer £ A REFBHE KK L AIIRELE | REHE
ZHAFWMNER , BEBEREZEBE,
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£ MEBHLER X509 (TLS RS ) XERFE. B LUEIB Application Load Balancer 24 B &
FIEITHIGRIEARAY TLS 1.2 MR, MFEFMEF , 5520 Elastic Load Balancing 5788 3.
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https://docs.aws.amazon.com/enclaves/latest/user/set-up-attestation.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://aws.amazon.com/elasticloadbalancing/application-load-balancer/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
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BBER, BARNEE K EEZERAERAIPBERAEFBTE , TiREEABROTRYE , I
REF—MBEREH T, WRFHEFA SR ERXESEH for RAHEHE AWS
ZERAAWS WAF,

AWS 74,8 CA

AWS FAEBEREEN (AWS 48 CA) AREARIRFE® , LIE4LEE Application Load Balancer
EEFERANFEBHE. Application Load Balancer iEi TLS £ HLZ L ABNEREH, EEEHE
Application Load Balancer L% % TLS B, $¥RBEABHNEARER , B TLS BEUUREH#ZS
$HIE,

£EAWSSRAH , AWSFAE CATRELEREIERES , WA HEAEARSHEA AWS RAM,
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ECR) #FE NEBFEMNENREBREN EC2 BT ERBNBRIRE,

Amazon Inspector EBERARNIRE S , RATCSALIIRE DK EC2 ST EEBREREEER
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R EMRF K Amazon Inspector HEREEEIIRFEHREE, EFAWSSRAF , Z£TERFEZEIR
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https://aws.amazon.com/blogs/security/deploying-defense-in-depth-using-aws-managed-rules-for-aws-waf-part-2/
https://aws.amazon.com/blogs/security/deploying-defense-in-depth-using-aws-managed-rules-for-aws-waf-part-2/
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://aws.amazon.com/inspector/
https://docs.aws.amazon.com/inspector/latest/user/findings-types.html#findings-types-network
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
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BRTEL—MRBEELINAEZ S, , Systems Manager EXX EFZTEMM, EAMFNEERXZ2I)
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@ HRFTEE

- Systems Manager #k¥8 EC2 #{TEIf@ P E R S B EHIE/E, Systems Manager A S
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Manager #1 Amazon S3, ZEETIHEN , FERESEZELABRERERIMEEEN
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https://aws.amazon.com/blogs/mt/automate-vulnerability-management-and-remediation-in-aws-using-amazon-inspector-and-aws-systems-manager-part-1/
https://aws.amazon.com/blogs/mt/automate-vulnerability-management-and-remediation-in-aws-using-amazon-inspector-and-aws-systems-manager-part-1/
https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
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Amazon Aurora

£ AWS SRA A1, Amazon Aurora f Amazon S3 K BEEEE, Aurora AL SEMBINERE
5|1% | WE MySQL # PostgreSQL #%&. £ EC2 HiI{THEE LHTHEAEX SR EEE Aurora
Amazon S3 B, Aurora RIEAERE FREKEHEANEREEEETRE,

Q FFEEEHE

MEFZERERBE —# , Aurora NE2 BB A=ER. EELRFIFATLE Aurora &
FEH ENE B EHTERE L3117 Amazon Relational Database Service (Amazon RDS) &
BEME , BULER IAM, BERHHLEB RN EC2 BITERE T LABREE VPC & Aurora &
REREESRBNERNEHTERERENER , B UER VPC 22 8iH. ZERF
Aurora ERIEEEMNE AN , &R LIELEEE MySQL = PostgreSQL & 37 & ¥ E 1T @58
MBS E , LA LS ¥ Aurora MySQL B RRAGERA IAM ERES 2 8F. ERALEES
%, BEULMER IAM AR D EREFR , [ Aurora MySQL R ERERSHTE D BE.

Amazon S3

Amazon S3 R—EBYHRFRE A TRHUEAFRLNTREN. ERTRAM. Z2ENMEE. ERF
ZRAERXZENENS®H AWS , BENFAINZLRHHNREBHRRENZEMER. WFE Amazon
SIHWERLZEHEEYR  F2REEEXEPHXHS, BLEMBENRARN. REENGEE
EHEYE S3 BETREBEERNFR (RARLREFE ).

AWS KMS

AWS SRA SRAEZNSMEBE D MER | Hh AWS KMS key REMNE AWS tkF WEIRURHER
R, Bit, RTEEERETIEIIRFPZIH , AWSKMS tAREARKIESF., EERARINIRS
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation-multiple-accounts-and-regions.html
https://aws.amazon.com/rds/aurora/
https://aws.amazon.com/s3/
https://aws.amazon.com/s3/
https://aws.amazon.com/blogs/storage/protect-amazon-s3-buckets-using-access-analyzer-for-s3/
https://docs.aws.amazon.com/AmazonS3/latest/dev/security-best-practices.html
https://www.youtube.com/watch?v=7M3s_ix9ljE
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AWS CloudHSM

AWS CloudHSM £ FIEHZEFWE L £EE HSMs) AWS Eif, ©AHE AWS FHEEHFEN
FIPS 140-2 28 3 #k58F HSMs , £ LELEFNEAECSHMEEEB, BAULUER AWS CloudHSM EHE
Web falfREFHY SSL/TLS RHE, ERNRE Web AR AR , WEBA Web RSBV EERBEN
EEAPRBEHEANZ S AWS CloudHSM, EATLLEEIB S X AWS CloudHSM |, # #BEEIRE F Y
BA VPC HEE HSM , IEHENFE SR Y ESTERIRITRIREENREBRIERR.

@ HFtEEEE
MEREH FIPS 140-2 2 3 RMNBEMER | B AT LUEIE AWS KMS # [REAMFEHA AWS
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AWS Secrets Manager

AWS Secrets Manager AI BB EARBEFIREARER. REM IT ERFAENZEAER (W), LLRBEA
FLEEEEDBASPENRbRER, EENENEREERAER. APl SRMEMRR, BOLUER
¥ Secrets Manager B9 AP| FIUEVRKERNBHIHNEXRBEEAER , UEXFKF A ERRE, EF
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/monitoring-cloudwatch.html
https://aws.amazon.com/cloudhsm/
https://aws.amazon.com/secrets-manager/
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XiF2E , FEENEENAREDHED,
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HASENHE., TER , BITARERAESEEIEARENIIRS PN EC2 #THEE. A%, IUE
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
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Amazon Cognito FJEERIE BB MRS £ A EZM, FANFEUEHEIFIEELH Web MITEIEA
2. Amazon Cognito IEREIEEEFEAE , X EEIBE SAML 2.0 1 OpenID Connect EXR F %
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NWREXrETHREAEEEN S EE, FAEEERARARCAERMEMAZ A REBENER
EH&%., BoEENELARTFTEAEHHM WEEE AWS ¥, BUUERS—HEAFSEEMN
FEREEERE, WEERFEARES , 5528 Amazon Cognito X,

Amazon Cognito AFEAEFMMEARMAZEBTEHITN Ul, ERIEAERAR Amazon Cognito B
Android, iOS # JavaScript SDKs , #FEAEZEMMNEAEAFIEELNWERARER. Amazon Cognito
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fEL= e , T RBEHEAENPEAZRFNFNR, ELERZLRREHURBRAERERE
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« WAL AWS Lambda B8 , AR EEAEEEREHEBRZEEY , flUER
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AE , URBFTREALS. UEERNRENERAZERE , 52/ Amazon Cognito X
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« SEALAERA Amazon Cognito fEF &R ERFAENE, ZHAFEARER., ZHFRFTNE
REARGIRMITIAEASE  UXBENAERARANZERE, ZERAFRFHREAT
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https://aws.amazon.com/cognito/
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-scenarios.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-sync.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-sync.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-advanced-security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-advanced-security.html
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Amazon Security Lake BEIEEHRRE AWS RIE, HBEIIRIE (SaaS) RitE. AMHFBNHMERE
HENLZLER, ERETERFHIIMERARSPREIBE , 10 AWS SRA AT , AEHIELH
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- BEZRERKEN —FRERFELREREANDEZE2EH. HTEFHIRAETRNER
FRERNEBEREMRERGEN AWS BIR , MEEEANINZLE4E , BT RS R
K EREI MR BEE 0 A = B B K IEFF

- MAFHAR , BEERZLEBHNERAELREFN. T8 , KFEESFE—ERRNT
Bam , URAT —ERR. BNESERAREBLE  AETFTRESEARE  XESE
BRREnZENERBRESEMER. BEERETRANMEE  SNRFIEEEE, FEBR
BRENBEFR , EFTETEMMRNEREF.

Build your OU and account structure
Implement a strong identity foundation
Maintain traceability

Apply security at all layers
Protect data at transit and at rest

Phases

Prepare for security events

Security architecture builds

e
g
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« AWS Config — B EHSREREERSRFR—FEIMAERERS,
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- BEAMEEERA GuardDuty 1838188,

« GuardDuty HRIZRE BB AFE KBRS KA.
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