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2023 F 11 A (XHEE £ )
ZEMR WEEEK AWS. ATHYRELERR  AFARESERREREEHR AWS. AWS &

BEERRRE  EXRTREWIT FARMBRBHERRE AWS Bin, EFEEERNEE | HIAEN
BERMNERER, rERREHRZSES , THEEET FHREEME AWS EiR.

AWS EinfR AZEHE (AWS CAF) REEEREERERBENREEK. AWS CAF BELREEKSD
HANESEY - 3. AE, BE. ¥A., Z2WRE, FEEEERT2UHEEN THIThEE

- BONMENMEE - AKEEEEARNMRES 2 REFFT,.

- REBER - RELHNEE  LEANREBENRLERFRE. REIBIMTA.

- REERRE - RERBENRBEERBARRERENFRANEENIFE.

- REER - RBEHREHERETIE, RIEHENRAEEEBPNFEMER B AT R EME
#lo

- BHEE - ZEUMFREBNBELZEEHNEELE,

REHIEL AWS CAF Z2ThseEHEHERYE. ERAMNEEXZe24 TSR ENERREEX
EXER , MEAREFEHENERE. BERNEETNRE2F T ENARREBEEZRRE.

(® Note
AWS RV RS, TEMRBAGEEE PREMRE AWS Eim, KNIERE AWS Well-
Architected Framework, AWS Cloud Adoption Framework (AWS CAF), AWS Z£&Z%
1 (AWS SRA) LUK BMNHMELZLERRE -, LHRELEZRE AWS, KIEFEPHIZEH
BYFEHEMEERTLEE , AEMUEEEIMRELEE,



https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/cloud-adoption-framework/
https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/cloud-adoption-framework/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/
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BESINEFRNZERFIESR

B LAE PEBIU S5 AWS |, B AT LUEEANE S 2 RIE. #EiB AWS Identity and Access Management
(IAM) BUR |, BRI R FEAEXENGTA , EMMITUAEREERE AWS ERNESHWEAER. &
BB NERNEESYRBRIEENABNMEEEENRE T IUERERNER. AWS Well-
Architected Framework IRt EE S/ REFAINHEER. REEENEMIEKBEIXTF R
HEMEABERPEAES , IUSEERRBH (MFA), AEFNZLEFHTHBEBEEELREE
%o

B R R IE

- EERNREREREZSNEL
- TERAREREEVYFRESR
- BBREAEBRA MFA

- BEIAM WL HREER

- BFBERERTT

- EIEBERESRTTER
- Ef@E IAM FERSH8

- BAEADERAANER

ERNRERERAZZENEA

BRE—REBIM B AWSIRF , REBARERAENE-ZAF DK, RIFER  REAEES
RFEHRATA AWS B# M ERNTEEFIE, SEZBREFNEZRERAE MAREBAREER
EREBRENER.

MEFHMET  F2ETIER :

« £ AWS Well-Architected Framework #1312 % 5 (K PR 1Z B iE
. REIEEIPMESTE IAM BEHEFE AWS

REREFD 2


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/identity-and-access-management.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/monitor-iam-root-user-activity.html
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TER/RERAERILFHER

REMER AWS IRFTERESHNERE, FABREAENEARTEN , AUREESNRERE
REZABNMNREARERRENER. RMEBERILERH IAM ACBARKEAER , JUF
HUZHY AWS 1RFE M ERo

WEFBES , F2HETHIER :

- IAM BEAEFNSBTEFER AWS Security Hub CSPM X4
o £ IAM X RIBRIEFERAENFREIR
- IAM X#HHH IAM 6

ARERERA MFA

BBER AWS IRF BREAEN IAM E£RERAZEZERE (MFA) £KE. ESEM P AWS tRF
Z£5 , WAIUBLEFREER, HRREMRERTUHMTERERBFNSERKRERERE Bt
HREHAEER MFA ZEEE, SUAERERE MFA ZE , RIZRUKEA/ERH — LR (TOTP)
BEE, FIDO B Z-SRUERRIRBHARAELRERT,

£ 2024 £ , MFA S EEEEUEM WBEFERAE AWS IRE, MIEFMET , BFSE AWS T2 EERK
I # Secure by Design : AWS 8 2024 FH MFA ER, REZIEBRLERLRZRLERK , ¥ EX
AWS BRI AR EFEN MFA,

WMRAEE , RMEBREAREAEEHER MFARKE, EH MFA Tae R RHEER MFA KEMEE
BN ZE, AU ESHERBEERERIARKEMERE MFA,

HEEEEHBEERFRER T AWS Organizations , BBV RERAZEEITME , B EERE AE
BEN (OU) REEIIRFNBREAEFEAERE MFA, ERHERT , BATLUERE OU i —EIRF 4
# OU EEIRF , RARFEMRX OU mEMIRFHRERE. RIBFWR , OU EEIRF B EZFEEBIR
F. BBRALREBIRFFR , EANERSBER TR OU EERFFIEMIRF ., BEREBIRF
FEL, BHEREIRFHEY IAM 6, WER BER , MERE OU EEIRS RAVRER & T LUE
FltAt, NFEFEEF , F2EH IAM XHRBWHERE . AWS IRF EH IAM A8 EIRE 870
.

BELABEREZANERNRAZE MFA BE, B UER&S/BEAESH MFA £E,

MEFHMER  BSETHIER :
o £ IAM XHHRELATERE TOTP =4F

REAENHFRER 3


https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-4
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user_manage_delete-key.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/blogs/security/security-by-design-aws-to-enhance-mfa-requirements-in-2024/
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_physical.html#enable-hw-mfa-for-root
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- EIAMXHAHPRAERSEERRE (MFA) £E

- £ IAM X#HEA FIDO 2 &)

- EIAMXHHEASEERRE (MFA) REZNREAEEA

EEIAMNEZEREER

IAM X BeREEBKEFE , EEHYERE AWS 1RF Ml EF. EH3FERBEREERRIRERF
HAMFFAIER. IAM ZeHEERNEIITEREBSED. ERX MFA | URERARBZEAER,

WEFMES , F2HEATIER :

. IAM XA IAM B2 BEET
- BT IAM OB FREOAWS HER (5 A BB B O EERY

R RIRERETA

RIEERRERTFHTERMETTNMEE. BAEBER TS E RS T B S EE RN B 1R
AT LR

B RFEUES] (ABAC) R—EREXRE , TRIRBMER , AINHEHER. SuUNEAFE, 52
NERBERABEDEERTT , MARERBRICEAENFTT. Sl , ETEER ABAC 5T
—HRBRAREFHNEREAERMERB 2B ERBNER,

WMEFMES , FSRTHER :

« T IAM XA ERSEERFTA
« IAM X#H ) ABAC =1t EE AWS

EILFERRERERTIEM

REBRREAZIRFER K FATRHEIFEHERERZRNNEN. AWS RS2 ERBREMA
B fRBIRFHRAEIEE, BLERFE PLUEBFNEEAWS Organizations , Wi&tkS 748 &4
#BEE 1L (OUs).

AWS BR#&ZE AWS Control TowerAl B R EREBREABNEZESE, RMBRELEXEBASER
Fs OU WERTEAIR |, WiRIBXARER 4], AWS Control Tower E{ETERS 1. ERIMN B2
# , HYBEERERYERSRM., EMEFSERILEEGZ4E, FMEHENRTENREES

IAM JRIFEH 4


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_fido.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-best-practices.html#ru-bp-mfa
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/organizations/latest/userguide/
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
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HrRERER, CHENREE, THRHEERHLBEFISRNER , FEREMEERZINEHETR

o

MEFHMET  F2ETIER :

 f£/ Well-Architected Framework R VIR F R %5 B TEEE AWS

- FRIESIPFHAWS 222 EL1E (AWS SRA) AWS

- B3R U H FEYIEE|TE AWS Control Tower AWS Control Tower

- AWS #BEIES|IPE LEEZSES AWS

o AWS Z2EBEAE A5 IRIE IR BB , £ AWS Organization FF#Y 0k = B 5% E 57 0 By 4

EHHE 1AM FE S8

BEEERRHHRERMBENCARFEN ISR, RAERE 00 XYEERKHEHBRFMER.
WRFRSRTHEECAREASIKERFABBNEREROER, CETUERTREX. BRE
FEBNESRRPLEFR. BRETFNESRE  —EEFEAES,

WMEFMBES , F2RATHIER :

o #HHIAM XHFEERIBENEARS  AEEEHEFNER
- 5 AWS &5 5| AWS Organizations M KiRE BB IAM FHEFHEE AWS Secrets

Manager
o B IAM XHHFINEFERSE

ol B E R A AN EIR

HIBERRE AWS AN ER. EAREX., REIFEAE , flns —B AWS IRF, REAH

. IAM FRESRAG, BesoERAE AWS RE. HER (RRFE) FAE, Z25EE
2 IAM Access Analyzer RE BB AR REABERBHLANEIR , Fl20 Amazon Simple
Storage Service (Amazon S3) EZEFE DR IAM A, ERHBEERIENERERNER , ERZE
LB

WEFBES , FSRTHIER :

o |IAM X4 B IAM Access Analyzer B ¥ BIRH NG MER F 7 EUE
« £ AWS Well-Architected Framework # % #1 238 F IR F 17 EL

B IAM EEHE8 5


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_multi_accounts.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/
https://aws.amazon.com/blogs/security/how-to-use-service-control-policies-to-set-permission-guardrails-across-accounts-in-your-aws-organization/?ref=wellarchitected
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-preview-access
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
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s £ IAM X R {fE A AWS Identity and Access Management Access Analyzer

HAEHANER 6


https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
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REAEENRS RS

AENERRRERINEERHE. BBEANRAWS EinikAZLE (AWS CAF) HHNZ BB ThEE
— BBMEARFER , ENEBTUERENRE  UTEIHBENRSERERE, BENEN
TR, THEBEREBTHBENEABSHFELLBRHNELIERF , ™A BAEYE BRI 7 i B 15 5 RE it B
ERE.

AR AR I

* £ CloudTrail #EEES —EZ [EHIE K

o TERRASFIE A RE X B ARER E RS 8%

s BYARSWMAGTEERLEHNERNE

« BUEREREFIRIE CloudTrail AFERM S3 FEFEE
- REZSEHEIGMIK ACLs BFERVIZE

« B ALARM #REEH CloudWatch B REREE R

1£ CloudTrail #EREZ A —EZ [EFEBH

AWS CloudTrail AT BhEFER WRE, SRAMEERR AWS IRF. f£AE. A KEMEE
AWS R &7E CloudTrail PRtk AEH. EHTIEE AWS EEEEA, AWS Command Line
Interface (AWS CLI) 1 AWS SDKs#Hl APIsHFERER B E, WWEHREEE AT HBE D TR LME, B
HERSEMEHRERME,

BEFERHE PSS AWS IRF |, B4 REVIER, SERRBERER/LEFEEMH AWS B,
EBEME PRESH AWS B , B UHERKR AWS IRF LHEL PRENAMESH , BR AWS
B efBREERE . SEHER TRARSREEREESH.

MEFHMET  F2ETIER :

 CloudTrail X#FH CloudTrail ERIM R 2 REER CloudTrail
- BERERAZ-EAESNER , LWERZE CloudTrail XHH K FTFEEE CloudTrail
 1£ CloudTrail 3244 Bi A #1115 A < 15 IR 7% =5 44 5 8%

CloudTrail % [E13)8 it 7


https://aws.amazon.com/cloud-adoption-framework/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-concepts.html#cloudtrail-concepts-global-service-events
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html#best-practices-security-detective
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-update-trail.html#cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-examples-convert
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-update-trail.html#cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-examples-gses
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AWS Well-Architected Framework 2R R ERE RENEAERNELZL2EH4H A, E=RERZ, RAE
FIgEEARNZEMNERFER, BRENEAEXBFRERERENZLSER , AZE. ARNER
(GRC) 2%, BEXMEFEEE,

2 EERKBEAFNES I ERREATRERTIAKCRENEHHAEANEENBEE IS4, B
RIBEARGIBATE RIEH BEFiCE. B0, B LIEEHE Amazon S3 fEEETEEE. AWS WAF
Web ACL &, #BEEEH Amazon API Gateway &= Amazon CloudFront % i,

MEFHMER , F2RTIER :

 #% Amazon CloudWatch Logs &R ZE EEIERPHEPRIRE IETEZM D T AWS
« £ AWS Well-Architected Framework 5% & iR 7% 71 F& FH 12 = A0 8%

BYARDMARZNEELZEEHNEFLE

FE > MAFNEEEATZUR FREHEEEBRBHNENE. 2 TNREERFELIREEESHIBR
BIEER,. AWS Well-Architected Framework 2% &84& AWS Z4EHNRAEFERESZIB A

TERERAES , fINERE, HERNRLLEANBEHER (SIEM) Rii. SEERKRUHEIERER, BKEH

MEBRSEH,

WMEFMBES , FSRTIER :

« 1£ AWS Well-Architected Framework &R T HiE, RBRESEMNIEE
« REEEHRPHMER CloudTrail #1 Amazon Athena 2L 4. SFEFEIETE AWS
« £ AWS SERBHERMBEESTIRHEBE SN E EIRIEN AWS SEB#

Br Ik RIEREFENE S CloudTrail BFERR S3 REFITRE

RIEFEER , CloudTrail B EREEMIE Amazon S3 EEFEHR, ZEHREEBRHILERERERR
E{2 & CloudTrail HFERM Amazon S3 @#7FiTHE. EUHBEHEEE AFNTEMS, TEMRM
AAM  EHRERTRZENZHREE, NMREFSEEASS CloudTrail AFERN S3 fEITEREE
EREH , EUUALLBME CloudTrail B,

MEFHMER , F2RTIER :

« £ Amazon S3 XA E S3 RIFEFEM HH/ N FFEERE Amazon S3

BR# M e FfE AT ik 8


https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_analyze_all.html
https://aws.amazon.com/blogs/big-data/aws-cloudtrail-and-amazon-athena-dive-deep-to-analyze-security-compliance-and-operational-activity/
https://partners.amazonaws.com/search/partners?facets=Use%20Case%20%3A%20Security%20%3A%20Threat%20Detection%20and%20Response
https://docs.aws.amazon.com/AmazonS3/latest/userguide/configuring-block-public-access-bucket.html

AWS FRiga| B{E AWS CAF R4 A EER S 2S)
 CloudTrail 3X#H /) CloudTrail It R REER
« 7t CloudTrail 34 H 2 718 it

LE R e BHARMEE ACLs BEIRE

Amazon Virtual Private Cloud (Amazon VPC) FHZ £ BESRFI AT FRNRE , WRFEHIEE
BHNER, BRFEIEHEE (ACL) AHRIER VPC THREBRANEBEEARSELRE, ELEERY
RERE AWS REFHEREREE,

B MEEE Amazon CloudWatch 7R , TR HDMEE ACL HESBFRRBHZ, BRELER , £
FRBAT AP| R EHZ S BHEF AWS REER, B AER R , Sl Amazon EventBridge
M AWS Config , BEEIEIESLERNLLEH,

MEFHMET  F2ETIER :

o AWS T2 EBER T B BE R EWERE Amazon VPC 22 EHHEENEA
« CloudWatch X#H & H Amazon CloudWatch 7R CloudWatch

- 1£ AWS Well-Architected BBHEERITHZEEH

- BBE{LY Well-Architected Framework 4 1) B & AWS

A A ALARM AREERY CloudWatch B REEEE R

£ CloudWatch & , B[ AIEE B /R1E OK, ALARMF iRAEZ BB E INSUFFICIENT_DATAMREERE
KR EE, &FBNEREERREREBEZEFASE Amazon Simple Notification Service (Amazon
SNS) TERBHA—HZRAE., BHAUEREERUE PR Opsltems=HEH AWS Systems
Manager,

BRCHRABEREE  UEEXERNERBRHERNMER DR LB R, ERBERTHEIEHEEE
FEE , WRECEZEMRERRE.

MEFEFHMET , F2ETIER :
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html#best-practices-security-preventative
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://aws.amazon.com/blogs/security/how-to-automatically-revert-and-receive-notifications-about-changes-to-your-amazon-vpc-security-groups/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_actionable_events.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_auto_response.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_actionable_events.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/DefaultRootObject.html
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://owasp.org/www-community/Source_Code_Analysis_Tools
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_create_layers.html
https://docs.aws.amazon.com/vpc/latest/reachability/what-is-reachability-analyzer.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-network-access-analyzer.html
https://docs.aws.amazon.com/vpc/latest/userguide/create-subnets.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/working-with-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html#DefaultSecurityGroup
https://docs.aws.amazon.com/systems-manager/latest/userguide/documents-ssm-sharing.html#best-practices-shared
https://docs.aws.amazon.com/systems-manager/latest/userguide/documents-ssm-sharing.html#modify-permissions-shared
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based
https://docs.aws.amazon.com/securityhub/latest/userguide/lambda-controls.html
https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-api-permissions-ref.html
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html#DefaultSecurityGroup
https://docs.aws.amazon.com/vpc/latest/userguide/default-security-group.html
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-2
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-resources.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#deep-inspection
https://aws.amazon.com/blogs/security/how-to-scan-ec2-amis-using-amazon-inspector/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_auto_protect.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://aws.amazon.com/waf/partners/
https://aws.amazon.com/solutions/implementations/security-automations-for-aws-waf/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_inspection.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-overview.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary-protected-resources.html
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https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary-capabilities.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-responding.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_inspection.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_layered.html
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https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_identify_data.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_define_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_auto_classification.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/privacy-reference-architecture/introduction.html
https://docs.aws.amazon.com/macie/latest/user/data-classification.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html?ref=wellarchitected
https://aws.amazon.com/blogs/industries/common-techniques-to-detect-phi-and-pii-data-using-aws-services/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/default-bucket-encryption.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_data_rest_encrypt.html
https://docs.aws.amazon.com/index.html#products
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_data_transit_encrypt.html
https://docs.aws.amazon.com/index.html#products
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html#share-unencrypted-snapshot
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-1
https://docs.aws.amazon.com/config/latest/developerguide/ebs-snapshot-public-restorable-check.html

AWS 7 g5l H1E AWS CAF Z2EEM BB T =124

HEEH¥ Amazon RDS REBH 2B 1ZEL

Amazon Relational Database Service (Amazon RDS) Al #BI&E HEE, BRENEERBHENERE
AWS Eif, Amazon RDS 8 EEREHTEBNECRBPBEZVYREFEERNE (ERE) BTHE
BAZTAESEREEENBEHERD. Amazon RDS 2BV EREHTEENBEFRUBEERE
AitgRoBEEREHTERE K MARRENNERNE, ZANLAFHRE , LERRBREPE
FREREHTES,

MBLHRBAMBLNE , BREREFHEAGHSTRAARRBN. AHLARES  aBTH
EERIIFTE AWS RS 57, 58 TA@BH Amazon RDS HTERFHENEARE,

WEFBES , F2RATHIER :

« 7£ Amazon RDS X#HHAERERR
« AWS Config X# A # rds-snapshots-public-prohibited
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DMS

B LS Amazon RDS BRI E#1T{EE. Amazon Redshift #5 H AWS Database Migration Service
(AWS DMS) BEHTREBREA T LEFE., WRpubliclyAccessibleufEA true , BIAI A
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# Amazon RDS REEH 2B FEL 19


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ShareSnapshot.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-snapshots-public-prohibited.html
https://docs.aws.amazon.com/securityhub/latest/userguide/rds-controls.html#rds-1
https://docs.aws.amazon.com/securityhub/latest/userguide/dms-controls.html#dms-1
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 1£ Amazon RDS X #H1&2 Amazon RDS BRI E#1TEE
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HEH¥ Amazon S3 REFEEFEMN AFREFEE
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« AWS Config X#H# s3-bucket-public-write-prohibited
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https://docs.aws.amazon.com/securityhub/latest/userguide/rds-controls.html#rds-2
https://docs.aws.amazon.com/securityhub/latest/userguide/redshift-controls.html#redshift-1
https://docs.aws.amazon.com/config/latest/developerguide/rds-instance-public-access-check.html
https://docs.aws.amazon.com/config/latest/developerguide/dms-replication-not-public.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-public-access-check.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html
https://docs.aws.amazon.com/redshift/latest/mgmt/managing-clusters-console.html#modify-cluster
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html#security-best-practices-prevent
https://docs.aws.amazon.com/securityhub/latest/userguide/s3-controls.html#s3-1
https://docs.aws.amazon.com/securityhub/latest/userguide/s3-controls.html#s3-2
https://docs.aws.amazon.com/securityhub/latest/userguide/s3-controls.html#s3-3
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-read-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-write-prohibited.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/versioning-workflows.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/versioning-workflows.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiFactorAuthenticationDelete.html
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WMEFMBES , FSRTHER :
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https://docs.aws.amazon.com/opensearch-service/latest/developerguide/vpc.html
https://docs.aws.amazon.com/config/latest/developerguide/opensearch-in-vpc-only.html
https://docs.aws.amazon.com/securityhub/latest/userguide/opensearch-controls.html#opensearch-2
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys-scheduling-key-deletion.html#deleting-keys-scheduling-key-deletion-console
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys-creating-cloudwatch-alarm.html
https://docs.aws.amazon.com/securityhub/latest/userguide/kms-controls.html#kms-3
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
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REERTEREREEAUERAZEEBABE
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+ Elastic Load Balancing 3X#fH#J Classic Load Balancer #825
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- R REBESIPH AWS EHTFEREAZLEREEXBABE AWS

« AWS Config X ¥ # elb-tls-https-listeners-only
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https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
https://docs.aws.amazon.com/kms/latest/developerguide/determining-access.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-listeners.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-listener-config.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-listeners.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/ensure-aws-load-balancers-use-secure-listener-protocols-https-ssl-tls.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-tls-https-listeners-only.html
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-3
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-1
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-1
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EEEHANEZEER
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/aspects-of-aws-incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/develop-and-test-incident-response-plan.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_develop_management_plans.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_identify_personnel.html
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MEFEFHMET , F2ETIER :
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- R2EERPNE LREEAZESOIEBE{L AWS AWS
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« CloudWatch X## # £/ Amazon CloudWatch 7= CloudWatch
- Security Hub CSPM X #7#y B BV Bl EEFIE1E

« Amazon Inspector X4 Y F Amazon EventBridge 2 3 ¥ Amazon Inspector 5
#& Amazon Inspector

It

fERAYEEIE

ReEEERENTR 5D XE

HRIEW AWS 1RF |, B UERTEBE AN ZEERBEA. RMNEBEAEEBNEE AWS IRF
% RERZEBIHEA

AWS ¥ IE RHUEEE , IREEFEMIEMEEME , LB AWS iR 5 R KT & EEE
R, W FERENEBRESEZRAEA AWS Managed Services 3 X# 5t&l, AWS
Managed Services (AMS) 128K AWS EREER , SEER, EH4EE,. T2i8E, BEE
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/what-to-create-playbooks-for.html
https://github.com/aws-samples/aws-incident-response-playbooks
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_playbooks.html
https://aws.amazon.com/blogs/security/how-to-remediate-amazon-inspector-security-findings-automatically/
https://aws.amazon.com/blogs/security/how-get-started-security-response-automation-aws/
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cloudwatch-events.html
https://docs.aws.amazon.com/inspector/latest/user/findings-managing-automating-responses.html
https://docs.aws.amazon.com/inspector/latest/user/findings-managing-automating-responses.html
https://docs.aws.amazon.com/managedservices/?id=docs_gateway
https://docs.aws.amazon.com/managedservices/?id=docs_gateway
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/understand-aws-response-teams-and-support.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://aws.amazon.com/premiumsupport/plans/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-aws-managed-services-outcomes/introduction.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_prepare_forensic.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_actionable_events.html
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https://aws.amazon.com/architecture/well-architected/#AWS_Well-Architected_and_the_Six_Pillars
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-controls-by-caf-capability/security-controls-by-caf-capability.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-controls-by-caf-capability/identity-and-access-controls.html#root-user-mfa
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-controls-by-caf-capability/identity-and-access-controls.html#root-user-mfa
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
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https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html

AWS 7 g5l H1E AWS CAF Z2EEM BB T =124

BFERSMEFERS (CIICD)

BEtBRBTEFNRE, BB, AR, EENLEERRNERF. CI/ICD BERERAEE, Cl/
CD AiBh & EFEEL, BRALEN, AEEABREUARMNMRREE, MEFMER , 7
SRSEXNNER. CD A RTEENE, WHEFAEN , F2RSEINEFETE.

Ccv

3

BHERRE.

O

1= ﬁ \|/\
=3
TN

1

MEPBLNER , flNFEFERNER.
RBEEHNBREREL N ERBERNERF. CRMABREZEAREEREEEEEN

o, RACAUGBEEEEENERRENREZEEH, ER98ER AWS Well-Architected
Framework RZ £ XN T, MEFMENR K BZEER D,

AR mat
LSEEREARIR ML EENERcEEERNEL , M AERERBERENEE, B8R
BERCARRE ML RE RN BERE, ERENL TS,

BahnER

EENBETEIBBINESR , fINEBRERBEE,

REis , B8, sBAERBEEREEPXEE,
ER& M

ERENEEBRLEERNNERER, £ PEFENZIML AWS Eii AR ERBLERRE, KA
70 A 2 B o

AWS REFH—HEFEP AT, TiHRERRAEENG IS RRAENNERFIREENE
Ho MEFHMER , F2RE LBEERFEZ AWS,



https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://aws.amazon.com/what-is/electronic-data-interchange/
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
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https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/generative-ai/
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
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