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Kirankumar Chandrashekar 1 Abdal Garuba , Amazon Web Services (AWS)

2022 F 11 B (X E L)

AIEEHMEME A Amazon Virtual Private Cloud (Amazon VPC) B R EMER R HAERRAENREER
MIE, CtRATHEEERREEMBENEM AWS B ERFLAEER (VPCs) BHBARRE
AWS I E,

© EE
REFTEETE BAMES S TR AWS |, JUBGEANESE, ©HEEREEHRES,
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fEE VPC WNEEEX

o EZ

REBBREAAREPRANAUR VPC N HRELZSRHE. ERBERRHARARBEE
AR EE BN RBRIT R R,

ESFRARBHREEN 28, THREAEXZANEFMENREERFEFER, LEATHEER
AEEHREBEBRKATFNRERN , UREBNREEN,

2 VPC IR BB REER |, BEAMEM VPC RiEZHF. A%, FRANSREESEERARG
q“*ﬂ.ﬁ'@ﬁﬁ BX , YoM REAFTNEERE,

VPC REHFEEH&H VPC W AF&E L IP RE., A% , Amazon VPC £# B X ZE Amazon
Simple Storage Service (Amazon S3) 5 Amazon CloudWatch, AJEAfEA T 54E— T B RRF 247
HEF :

« (¥M Amazon S3) Amazon Athena
« (37 CloudWatch) CloudWatch Logs Insights

NEEZEANERHES , FBRTIAR :

« &% Amazon VPC 2 H i (Amazon Athena £ & 1ER)
o {ATFEELREA CloudWatch Logs Insights Z#IE2 VPC 2 BHES 2 (AWS HFEA L)
« CloudWatch Logs Insights Z#5&5% (Amazon CloudWatch Logs 1 i & #57)

WMEER VPC RiE AR EAREMNFMEER
Foac sk 2 fil o

#E2[ (Amazon VPC EH &) & E’J/)IL*EE H

@ XE
VPC RiZHFETEHEVERRENE (E 7 &) & , Hla0 DNS #ER, NMELHNEZLERE
ENEAREIEELHETON , TLLEZ AWS Network Firewall REEEN AT EMEHMEF ., NE
SHMMEE  FSBEAEEEH AWS Network Firewall 1 DNS F# & R4 VPC NEHH
—&i,



https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/athena/latest/ug/vpc-flow-logs.html
https://aws.amazon.com/premiumsupport/knowledge-center/vpc-flow-logs-and-cloudwatch-logs-insights/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html
https://aws.amazon.com/network-firewall/
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A VPC REBZERST VPCHERENRKEER

f#F Amazon Athena = CloudWatch Logs Insights Z % %541 VPC 72 BE58F | SBRMHTUTER
£ -

o BB D MR EARXFERERMZNEEFER N ENEA NG RE,
o FBIF DR NAT BMEMENFEETEANERERXNRE,
- FREHEMEENENFERLERE S LEEBEAPHRFUERARENEAFAE IP thit,

- BREEH  EEERFRNNREEN, (PlU , MREAEXRE =788 (HI0 HTTPS API ix3)
ETER , AEAUEREHUETTSELER. )

- PESEEEEMB MM IP itV ARME. (Hl, HREETHNER SSH 1 Git PERRFE
RO |, Sl th B AV EHRIR 22 WRERIEF M, )

@ EE
MRERE—IREH Amazon Athena , EE AR EEHERVE. WEETR , w2H
{Amazon Athena fEF&IER) FIEA Athena FE A EEEHERNE,

Amazon Athena Z 3 &1 5l

REEMEBENHEDRLEREREN Athena EH 4

T %I Athena EFEH IP kA 10.100.0.10 BN EHEEH 200 TALHEERE
SELECT * FROM "<vpc_flow_logs_table_name>"

WHERE interface_id = 'eni-1234567890000000' AND srcaddr LIKE '10.100.0.10' AND dstport
< 1024

LIMIT 200;

B HH FE 4
# 1
version 2

£/ VPC REBBFERIM VPC B RENSEER 4


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/athena/latest/ug/querying.html#query-results-specify-location-console
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account_id <account-id>
interface_id eni-123456789000000
srcaddr 10.32.0.10
dstaddr 11.22.33.44
srcport 36952
dstport 443

protocol 6

packets 25

(VB 5445

start 1659310200
end 1659310225
BfF ACCEPT
log_status OK

date 2022-07-16

@ &

HEXFNEEATERENERRL , EENRK LARERATE,

Athena ZHEIHlEEE RIS E VPC FERINZZHRER P IP thit

T % Athena EHEEE % VPC (CIDR E#IL '10.32' BIEE) FEZEWSZZ@HFRER ISR IP it FiEHE
B

SELECT dstport, dstaddr,

count(*) AS count

£/ VPC RERFE I VPC BERENREER 5
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FROM "<vpc_flow_logs_table_name>"

WHERE dstaddr not like '10.32%' AND interface_id = 'eni-1234567890000000'

GROUP BY dstport, dstaddr

ORDER BY count desc

LIMIT 200;

ol 5 £ 1
# Dstport Dstaddr count
1 443 52.x.x.x 1442
2 443 63.X.X.X 1201
3 443 102.x.X.X 887

R4 E VPC HEEHIERNE L RER Athena & fi

T 5| Athena &€ VPC (CIDR [E#22L '10.32' FiHE) FELEKIEENE L HRE -
SELECT *
FROM "<vpc_flow_logs_table_name>"

WHERE srcaddr like '10.32%' AND action LIKE 'REJECT'

i H FE 4
# 1
version 2
account_id <account-id>
interface_id eni-123456789000000

£/ VPC RERFE I VPC BERENREER 6
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srcaddr 10.32.0.10
dstaddr 11.22.33.44
srcport 36952
dstport 443

protocol 6

packets 25

{48 5445

start 1659310200
end 1659310225
BiF REJECT
log_status OK

date 2022-07-16

© EE
HERRNBEA TRTENERRL , EANRE L TEEER TR,

MEERENAAARE Athena ERERMWEEMAER |
ﬁo

=28 (Amazon VPC R EIER) PRRERF:

CloudWatch Logs Insights 2 & 5451
HEEMEERNEELQDEHLHEEREMN CloudWatch Logs Insights 2 5 &1

T %I CloudWatch Logs Insights Z# & IP #14it & 10.100.0.10 FBEE N EERE BT 200 1B & EER
BER

fields @timestamp, @message

{Eﬁﬁ VPC uu,EE iEi/\*ﬁ' VPC rtﬂ/ﬁEE’JH— Ei% 7


https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html#flow-log-records
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html#flow-log-records
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| filter interfaceld = 'eni-1234567890000000'

| filter srcAddr = '10.100.0.10'

| filter dstPort < 1024

| limit 200

By i £ 451
i Value
@ingestionTime 1659310250813

@log <account-id>:/aws/vpc/flowlogs

@logStream eni-123456789000000-all

@message 2 <account-id> eni-123456789000000
10.100.0.10 11.22.33.44 36952 443 6 25 5445
1659310200 1659310225 ACCEPT OK

@timestamp 1659310200000

accountld <account-id>

Bk ACCEPT

{48 5445

dstAddr 11.22.33.44

dstPort 443

end 1659310225

interfaceld eni-123456789000000

logStatus OK

packets 25

£/ VPC RERFE I VPC BERENREER
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protocol 6

srcAddr 10.100.0.10
srcPort 36952

AP 1659310200
version 2

CloudWatch Logs Insights Z# IR EE R4S E VPC PEKRZREMN /IS IP it

T % CloudWatch Logs Insights Z#&&E ¢ VPC (CIDR E#IL '10.32' Bi%E) FEKREZBHFEN
SNER 1P bk FEEEE

filter @logstream = 'eni-1234567890000000'
| stats count(*) as count by dstAddr, dstPort
| filter dstAddr not like '10.32'

| order by count desc

| limit 200
iy H #E 4
# dstAddr dstPort count
1 52 x.x.X 443 439
2 51.79.x.x 63.X.X.X 25

#45E VPC R ELOHKIEE N E R EM CloudWatch Logs Insights 2 £

T % CloudWatch Logs Insights Z3#&# VPC (CIDR E# 4 '10.32' BiE) H{EREEEN @A HRE

filter @logstream = 'eni-0123456789000000'

| fields @timestamp, @message

£/ VPC RERFE I VPC BERENREER 9
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| filter action='REJECT'

By i £ 451

i Value

@ingestionTime 1666991000899

@log <account-id>:/aws/vpc/flowlogs

@logStream eni-0123456789000000-all

@message 2 <account-id> 'eni-0123456789000000'
185.x.x.x 10.10.2.222 55116 11211 17 1 43
1666990939 1666990966 REJECT OK

@timestamp 1666990939000

accountld <account-id>

Bk REJECT

(e | 43

dstAddr 10.10.2.222

dstPort 11211

end 1666990966

interfaceld 'eni-0123456789000000'

logStatus OK

packets 1

protocol 17

srcAddr 185.x.x.X

srcPort 55116

£/ VPC RERFE I VPC BERENREER
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AF9 1666990939

version 2

A VPC REBFRFRBI T VPC B RENREER 11
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R#%| VPC M iR &

EAZERERRS VPC & HRE

AHMERBNBHRERTRER  FRBENR VPC WELFHEARA , UFSHABNEEER, BHLEAHR
BXENEEE, BABENEE IP it HBERLFHENABE.

WMFEARARA , F2H Amazon VPC ERAEREMPHEA LS ERTREERNRE,

® Important (EE)

ERAFRRRPER VPC WL 2FHERAR , BomRENEBARKNNERBERE. WFF
MER , F2EXEENER VPC REBFRDH VPC B RENREEL — &,

HBHEAWS RBNEERSHEEZEER
Amazon Elastic Compute Cloud (Amazon EC2)

B VPC K , B —RBAKFFERLERENERZLHE, RELEIBCWEITZSHE , FA
Amazon Elastic Compute Cloud (Amazon EC2) #{T{ER S A It AR T 258 E,

® Important (EE)
5 7K Amazon EC2 BiTRRESENEAERZLHENERE  SEREENERHRA

R, MEFMER , 52E (Amazon VPC A ERR) PEALZLEFER L —EHHAIMERZ
SEERA,

Amazon Relational Database Service (Amazon RDS)

BRIFEREXREMAFR , RAITTEER Amazon RDS DB #{TERMNATER LTS BEARA., WEFHA
& , 528 (Amazon RDS EAEER) HH VPC Z2FEME.

Amazon ElastiCache

BRIEBIITER T ERFiR , BRI LA ER Amazon ElastiCache (Redis OSS) 1 Amazon ElastiCache
(Memcached) SI{TEBNFMIEELZSEHEARL ., NEFHAER K F2ERATIAE :

ERAREFERRS VPC Wi HRE 12


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/default-custom-security-groups.html#default-security-group
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/default-custom-security-groups.html#creating-your-own-security-groups
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#working-with-security-group-rules
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.RDSSecurityGroups.html#Overview.RDSSecurityGroups.VPCSec

AWS 5 Eig3| 1 AWS B R3 VPC W HERR
« Z4F48 : EC2-Classic (Amazon ElastiCache (Redis OSS) £ & {5/)
« T f# ElastiCache 1 Amazon VPCs(Amazon ElastiCache (Memcached) { f &5 7)

5/ AWS Network Firewall 1 DNS F#Z#E[E 4] VPC HEHZE

EREAEXNFERAEE P thit b , REBKISEMA DNS THEBMIE IP it REHEH VPC W R
2, flin, mREAEREEMEMA Application Load Balancer , BIFEFARR XA EEE 1P il E8E |
HAHHSTHER, EEEERT , £/ DNS T MEBRENHEH LMK RELFEABE P titF
T2,

AT LA AWS Network Firewall # VPC #Yia i #BR B FERFIZI R HTTPS REHP M [ RS B BIE
T (SNI) Rt —EEHET,

MEBFHMERNMPEEL X EBERRAUEH | FF2E (AWS Network Firewall BIE A S1E5F) FHYEHE
2, MEFMET  F2HETH AWS FRES| (APG) = : EAMEERKE B 1tH B2/ FAREE S
151 (SNI) R HEEY DNS =& .

® =
SNI 2 TLS Wit , AfEFRERRIERMNFBZRE, EXRTAFRERER HTTPS B EH
HEHEEE,

® Important (EE)

ERAZRRETEF BB ABOERERN 2% | FRCEAEXDUNERKEE,
SNI 12 HE DNS & R4 Lk,

3
7
i

Riggsl

TEFERFEH DNS =#% 8 AWS Network Firewall £iZ VPC B G2 HI2R4E -

5 AWS Network Firewall 1 DNS F# & R4 VPC WEHRE 13


https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/SecurityGroups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/mem-ug/VPCs.EC.html
https://aws.amazon.com/network-firewall/
https://https.cio.gov/sni/
https://https.cio.gov/sni/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/suricata-examples.html#suricata-example-domain-filtering
https://docs.aws.amazon.com/network-firewall/latest/developerguide/suricata-examples.html#suricata-example-domain-filtering
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/use-network-firewall-to-capture-the-dns-domain-names-from-the-server-name-indication-sni-for-outbound-traffic.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/use-network-firewall-to-capture-the-dns-domain-names-from-the-server-name-indication-sni-for-outbound-traffic.html
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Internet gateway route table

Destination Target
10.0.0.016 Local
10.24 34 12827 Network Firewall endpoint AZ-A

10.24.34.160/27 Network Firewall endpoint AZ-B

Internet gateway

. o/ (@3a) \ o

Availability Zone B

Bl Aws Cloud

Network Load
Balancer

: 4 | VPCCIDR
| 102434024

' | . Public subnet
@ : ' 10.24.34 12827

. Public subnet

10.24 34 16027

Public subnet route table

@
i
rﬂ?)

AWS Network Firewall H : Q_%_’ ! Network Firewall -~ - Destination Target
| / & o &/ 10.24.34.024 Local
0.0.0.0/0 Internet gateway

Public subnet route table - H
Destination Target H H Enapoint AZ-A

| | Endpomt AZ-B
1024340124 Local H |
Stateless 0.0.0.0/0 Internet qateway ! | o
: | \
H 1024345427 |B2434 96/27

Protected subnet route table : ' | | Protected subnet route table

Destination Target ! | Destination Target
102434024 Local : ' ' !

1024340124 Local

0.0.0.00 Network Firewall endpoint AZ-A : ; 3 ; ; 0.0.0.0/0 Network Firewall endpoint AZ-B
Stateful : | NAT galmy | INAT gateway : ' p
rules | H AZ-A AZ-B | H
| | Ahazon Elastic Kunametas | |
: : / Benvice (Amazon EKS) \ : :
net o Frl ate subnet
: I

Private subnet route table

Private subnet route table

Destination Target [ | Destination Target

10.2434.024 Local ! Worker nodes ' | Worker nodes [ ] 10.2434.024 Local

0.0.0.010 NAT qateway AZ-A ; [ | AWS Auto Scaling | . | 0.0.0.0/0 NAT qatewav AZ-B
: ! : group ' ' !

ZEBERUT ITERE -

1. BEFERREAREFRE  YEEAEZREFHERPH NAT FiE

2. NAT FEWEIN HTTPS RESKHE \ﬁ%m%¢mAwsmmmmHmmmﬁmo

3. AWS Network Firewall &5k , YWERAREMNMH ABBERA |, UIEZRIESEHEE BERAK
FERNFER,

4. ENT HFBERSEEERBRERFEIE,

5. REMBRERBEENKERESEXZHRMA , UFEFEHM URL (H3EINR HTTPS ZEHH
SNI #£1#),

£ AWS Network Firewall #1 DNS E# & R4 VPC WEHRE 14
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FE AWS &R

VPC im B A7 VPC X BN AWS Rz BRHEAEER , MAFTEMEBREBREED NAT FE,
fFlan | aLMER VPC B4 VPC E# E Amazon Simple Storage Service (Amazon S3) 5 Amazon
Elastic Container Registry (Amazon ECR),

Amazon VPC 12t =B HE&H M VPC i 2} -

- N HEIRE VPCs EiEE| X #EH Amazon VPC RFE AWS PrivateLinko
- BEi%EEFI A Amazon S3 # Amazon DynamoDB 124t Al £/ E#REE N o
- HESHTERFEK VPC BRI EHEERTHEBRHEENEITEARR,

MEXENREEE | 5528 Amazon VPC UH B AWS PrivateLink B & AWS BR#%,

@ EE
Gateway Load Balancer iz B EFA T EREARER VPC 5 AWS tREUANNERELAEAREN
RREEDE, NEFHHEER , F2ETEENERBERAE CEAELAEER— .



https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/gateway-endpoints.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-gateway-load-balancer.html
https://docs.aws.amazon.com/vpc/latest/privatelink/aws-services-privatelink-support.html

AWS 5 &5l

EAREEAREN 2 BE L FFIELR

EnEAREANRETLAER £ AWS Eix EFATH A AWS PrivateLink., HZEFEAHE A 552
¥ 5528 AWS PrivateLink 34,

£ AWS EinRE VPC NELERRE

MEEZRBESG , F2HE T AWS REMHEE5IER

o {# /A AWS PrivateLink 1 Network Load Balancer £ Amazon ECS LI\ TEHMASEAER

» {8 # Network Load Balancer AWS FargateAWS PrivateLink#E Amazon ECS R TR
AEX

- {£ /A AWS PrivateLink 1 Network Load Balancer £ Amazon EKS A T EFHASEAER



https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-ecs-by-using-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-ecs-by-using-aws-fargate-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-ecs-by-using-aws-fargate-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-eks-using-aws-privatelink-and-a-network-load-balancer.html
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B VPCsH ETEF AWS B

% VPC 2R HEEMEs TEERLBAHBELE, EEFRFELRTE VPCs M AWS tRF
B AWS HYIRISEAEF AWS Bl , EEFENRBHEELERE,

EEREME VPC BB MER , AIAER VPC HEHE®REZE AWS Transit Gateway, VPC H#EH
EEM{E VPCs 2 BHMERIER , L VPC EAFAE IPv4 5 IPv6 bt BRHRE. 4% VPCs AWS

Transit Gateway E#% %8 — Transit Gateway B{TEEE , SHEMAEME AWS BHBERSHHE B
=

MEFHMER  FSREEVEREBEZSMNZ VPC AWS BRERRE AWS AR E

Q@ EE
EEAREEUNEES VPC AWS IR EREE , KREBEKZEH AWS Transit Gateway.

£ VPC & HEBEAWS Transit GatewayZ BETIRIENEEEZEEE
VPC HEHE

- 58 VPC ¢ B AREESE VPC ¢ BEBEE
- VPCHEEEARATEBEERH, HERLEBANESRE VPC 2BEEEEN VPC HEHE,

AWS Transit Gateway

- 518 VPC 2B REREIR AWS Transit Gateway IRIEEE |, ZIRIE Al A EEEE VPC HWEF
K&,

* AWS Transit Gateway X ZE KM H, BBEAKBAR  EAHEENERE BEBHRE,



https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/vpc-to-vpc-connectivity.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/transit-gateway.html
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