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https://docs.aws.amazon.com/solutions/latest/landing-zone-accelerator-on-aws/solution-overview.html
https://docs.aws.amazon.com/solutions/latest/landing-zone-accelerator-on-aws/solution-overview.html
https://docs.aws.amazon.com/solutions/latest/landing-zone-accelerator-on-aws/solution-overview.html
https://docs.aws.amazon.com/solutions/latest/landing-zone-accelerator-on-aws/united-states-us-federal-and-department-of-defense-dod.html
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https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/solutions/latest/landing-zone-accelerator-on-aws/solution-overview.html
https://docs.aws.amazon.com/solutions/latest/landing-zone-accelerator-on-aws/solution-overview.html
https://docs.aws.amazon.com/solutions/latest/landing-zone-accelerator-on-aws/architecture-diagram.html
https://docs.aws.amazon.com/solutions/latest/landing-zone-accelerator-on-aws/prerequisites.html
https://docs.aws.amazon.com/solutions/latest/landing-zone-accelerator-on-aws/solution-overview.html
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https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/dod-scca-multiaccount-ra.pdf
https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/dod-scca-multiaccount-ra.pdf
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https://dodcio.defense.gov/Portals/0/Documents/Library/CNAP_RefDesign_v1.0.pdf
https://public.cyber.mil/dccs/dccs-documents/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://docs.aws.amazon.com/vpc/latest/tgw/how-transit-gateways-work.html#TGW_Scenarios
https://docs.aws.amazon.com/vpc/latest/userguide/data-protection.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/vpc.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/vpc.html
https://aws.amazon.com/blogs/architecture/serving-content-using-fully-managed-reverse-proxy-architecture/
https://aws.amazon.com/blogs/architecture/serving-content-using-fully-managed-reverse-proxy-architecture/
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https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-oversize-request-components.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-oversize-request-components.html
https://aws.amazon.com/blogs/security/tls-inspection-configuration-for-encrypted-traffic-and-aws-network-firewall/
https://aws.amazon.com/blogs/security/tls-inspection-configuration-for-encrypted-traffic-and-aws-network-firewall/
https://aws.amazon.com/blogs/security/tls-inspection-configuration-for-encrypted-traffic-and-aws-network-firewall/
https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html
https://aws.amazon.com/blogs/security/how-to-use-amazon-guardduty-and-aws-web-application-firewall-to-automatically-block-suspicious-hosts/
https://aws.amazon.com/blogs/security/how-to-use-amazon-guardduty-and-aws-web-application-firewall-to-automatically-block-suspicious-hosts/
https://aws.amazon.com/blogs/security/how-to-use-amazon-guardduty-and-aws-web-application-firewall-to-automatically-block-suspicious-hosts/
https://aws.amazon.com/blogs/security/how-to-use-amazon-guardduty-and-aws-web-application-firewall-to-automatically-block-suspicious-hosts/
https://aws.amazon.com/blogs/security/how-to-use-amazon-guardduty-and-aws-web-application-firewall-to-automatically-block-suspicious-hosts/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave.html
https://catalog.workshops.aws/nitro-enclaves/
https://catalog.workshops.aws/nitro-enclaves/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://aws.amazon.com/blogs/networking-and-content-delivery/deploy-centralized-traffic-filtering-using-aws-network-firewall/
https://aws.amazon.com/blogs/networking-and-content-delivery/deploy-centralized-traffic-filtering-using-aws-network-firewall/
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https://aws.amazon.com/blogs/networking-and-content-delivery/deployment-models-for-aws-network-firewall-with-vpc-routing-enhancements/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/logging-and-events.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/logging-and-events.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/security.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/security.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://aws.amazon.com/blogs/security/how-to-enhance-amazon-cloudfront-origin-security-with-aws-waf-and-aws-secrets-manager/
https://aws.amazon.com/blogs/security/how-to-enhance-amazon-cloudfront-origin-security-with-aws-waf-and-aws-secrets-manager/
https://aws.amazon.com/blogs/security/how-to-enhance-amazon-cloudfront-origin-security-with-aws-waf-and-aws-secrets-manager/
https://aws.amazon.com/blogs/security/how-to-enhance-amazon-cloudfront-origin-security-with-aws-waf-and-aws-secrets-manager/
https://aws.amazon.com/blogs/security/how-to-enhance-amazon-cloudfront-origin-security-with-aws-waf-and-aws-secrets-manager/
https://aws.amazon.com/blogs/security/how-to-enhance-amazon-cloudfront-origin-security-with-aws-waf-and-aws-secrets-manager/
https://aws.amazon.com/blogs/security/aws-key-management-service-now-offers-fips-140-2-validated-cryptographic-modules-enabling-easier-adoption-of-the-service-for-regulated-workloads/
https://aws.amazon.com/blogs/security/aws-key-management-service-now-offers-fips-140-2-validated-cryptographic-modules-enabling-easier-adoption-of-the-service-for-regulated-workloads/
https://aws.amazon.com/blogs/security/aws-key-management-service-now-offers-fips-140-2-validated-cryptographic-modules-enabling-easier-adoption-of-the-service-for-regulated-workloads/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://aws.amazon.com/blogs/mt/monitor-network-throughput-of-interface-vpc-endpoints-using-amazon-cloudwatch/
https://aws.amazon.com/blogs/mt/monitor-network-throughput-of-interface-vpc-endpoints-using-amazon-cloudwatch/
https://aws.amazon.com/blogs/mt/monitor-network-throughput-of-interface-vpc-endpoints-using-amazon-cloudwatch/
https://aws.amazon.com/blogs/mt/monitor-network-throughput-of-interface-vpc-endpoints-using-amazon-cloudwatch/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://aws.amazon.com/blogs/networking-and-content-delivery/deploy-centralized-traffic-filtering-using-aws-network-firewall/
https://aws.amazon.com/blogs/networking-and-content-delivery/deploy-centralized-traffic-filtering-using-aws-network-firewall/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://public.cyber.mil/dccs/dccs-documents/
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https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://catalog.us-east-1.prod.workshops.aws/secure-windows/en-US/vulnerability-management/inspector
https://catalog.us-east-1.prod.workshops.aws/secure-windows/en-US/vulnerability-management/inspector
https://catalog.us-east-1.prod.workshops.aws/secure-windows/en-US/vulnerability-management/inspector
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/smart-cards.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/smart-cards.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/smart-cards.html
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://www.youtube.com/watch?v=1bLJdJ4zryU
https://www.youtube.com/watch?v=1bLJdJ4zryU
https://www.youtube.com/watch?v=1bLJdJ4zryU
https://www.youtube.com/watch?v=1bLJdJ4zryU
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/configure-subnets.html
https://docs.aws.amazon.com/vpc/latest/userguide/configure-subnets.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://aws.amazon.com/solutions/implementations/centralized-logging-with-opensearch/
https://aws.amazon.com/solutions/implementations/centralized-logging-with-opensearch/
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_network_security.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_network_security.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_network_security.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_network_security.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager.html
https://aws.amazon.com/blogs/mt/orchestrating-custom-patch-processes-aws-systems-manager-patch-manager/
https://mng.workshop.aws/ssm/use-case-labs/inventory_patch_management/patch.html
https://catalog.us-east-1.prod.workshops.aws/secure-windows
https://catalog.us-east-1.prod.workshops.aws/secure-windows
https://public.cyber.mil/dccs/dccs-documents/
https://dl.dod.cyber.mil/wp-content/uploads/connect/CPG/ConnProcGuide.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html

AWS 5 &5l

ZEEE AWS £ LN L2 EREHEREE

ID TCCM Z£FEXR  AWS H T Hih &R LZA EE
CloudWatch
Logs Insights
2145 EEKEARER AWS IAM N/A BE
EHRE DISN 2 Identity Center
Bl , TCCM FEE
R 22 4 37
EEAOMIEE
FEE.
2146 TCCM EBRFEE AWS ldentity N/A BE
By, BTHE  and Access
SREKEEE  Management
ARXAMRME  (AV)
& (B} DoD
4 Tk RE PR AWS Directory
) WAGHE Service for
BN S K S R R PR Microsoft Active
EEADM@IEE Doty
o

ATETCCM HFEFER , LZA EB IAM lRBEAERNENRGES,. BRI IAM R &£&
AWS Managed Microsoft AD , AEB{EH S —E B HHWE—& A, iEEH AWS Active Directory f54E
BENREEESENASTSBERRE, £ LZAS  BEREH IAM BESBNEE THERREE
B IAM SEREHEE TSN ASHREXEN TCCM EXR,

HR LZA BERBRERFRANEXNZRINEY AWS ERFE , BFBE AM SEEL | URREE
BEENZ2RES,

MEEENFFHERA AWS Managed Microsoft AD , 5528 AWS Immersion Day £ Active
Directory FF53&AWS Managed Microsoft AD— i,

AWS HEEEEEEAR TCCM M LZA, LZA SZEFREFNERER  ESEABFEEER
EERFRERE,

FENERBEAENEES 17


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://catalog.workshops.aws/ad-id/en-US/1-aws-managed-microsoft-ad/deploymgmt
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

e o A R

HREBEPEP (DoD) , RNEMRPFELLEIMmEH LR (SCCA) WEIFFERARMRSE (DISA) EXR,
FEBE EEAREEHNES (LZA) AWS , BALUEE AWS ERILERRES NWEE T, ETH
BhIREERE I I1L4-compliants} IL5-compliant®= i B 7 5% A 115

AWS &R

« AWS ERFTEIZE RN RE (AWS &8 )

- BEIpHBEREELTEERIERE AWS &1 )

- AWS EF&HIEE (AWS &8 )

o FEEEEEEMES AWS (AWS A RERE )

« AWS BFiSE P B R NES

+ SCCA on AWS GovCloud 2B

o () B EE BRI EEIFEREE (IaC AWSAWS Marketplace)

Htb &R

- BiBhES (DoD) B RAEFEE (CNAP) 2E 555t (DoD #81f )
« DOW Cloud laC (DISA #8% )

AWS &R 18


https://aws.amazon.com/compliance/services-in-scope/DoD_CC_SRG/
https://aws.amazon.com/compliance/dod/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://aws.amazon.com/solutions/implementations/landing-zone-accelerator-on-aws/
https://docs.aws.amazon.com/solutions/latest/landing-zone-accelerator-on-aws/solution-overview.html
https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/dod-scca-multiaccount-ra.pdf
https://aws.amazon.com/marketplace/solutions/public-sector/department-of-defense-dod-cloud-iac
https://dodcio.defense.gov/Portals/0/Documents/Library/CNAP_RefDesign_v1.0.pdf
https://hybridcloud.disa.mil/offerings/dod-cloud-iac

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

M A B 52 AT %

TRERTAEENEARE, MRCBRIBERRENRNEAN , TAFTH RSS HE,

g DU B

R H iR — 20249 3R12H



https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-architecture-dod/secure-architecture-dod.rss

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

AWS R g IR EIFRARR

LA 2 AWS Prescriptive Guidance RtHIKr, ERMEXNHEANNEE., BEEHRER , FEAA
RERRAEBHRHEE R ESEER,

¥
7R

KERAEABEERNtEERELRE, ELEXL Gartner £ 2011 EFREMN SR AER 8
BEUTREA :

- ER/ENRE-ZOANAERREIERBEBEAREN LS HHEE , SURSHBEEME. KN
AEREY. ERESRBEEERKNERE, €6 : BEWHRISIE Oracle ERE BBE
Amazon Aurora PostgreSQL &R Ao

- TEER (FBES)- KEARXBEER , Y5 A —EBRENEILUAFAERINEE. &6l 4§
NERERE Oracle EXIE BB E HHY Amazon Relational Database Service (Amazon RDS) for
Oracle AWS Eif,

- ENBE (REBBE) - VURETANER , BERERRHERLE SaaS #E, 66l : FENE
FEARERE (CRM) RAEBEEZE Salesforce.com,

- FHER (BHEE) - SEAEABEER , MTETEMNEEURNAERINEE, &6 : B0
IS ERE Oracle ERE BB E § EC2 #1T{EE LAY Oracle AWS Ei,

- EHE (ERMBEGASSHBEER) - S ERREREER  BREREVER. EXEA
BASBHRERE, BAUKARBEADFEFEEBIEEFENERER, &6 4§
Microsoft Hyper-VIEERREX BB ZE AWS,

- RE (EFRR) - SEARARBERRRED, HYRoETEEZERNERAESX , BR
FERBZTHEILEEINR , URECRERENEREAER , RARBEXRBEARETERS,

- K- BREAIBRRFREFTEFENERAER.

A

ABAC

ESHE R,




AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

Rk

RS XERK.

ACID

ABRETE. —BE, Bt WA,
FB-THAER

—BEREBRLE , AFRENERENEAKES (EZBEALNERITEAREERARE) ,
EmEEREHEERHBREERAEZRAEANRS. WHEXENE, ZRFHRNES
MAFE—RMEHR, CERE , BRELED-WHEBESHN T,

—BEREBRL L, AFRENERENESERERS , EARARRENESHENEREER
BEREREERBEREAERANXSZ. EREREEERHETEZENARS,

E—#ERY LEER SQL HE , S EHENE -—BOE., REREMNEHEIE SUMH MAX.
Al

!
W

BATES

AlOps

A2RATEEERE,
BRIt
HEREPKAMBRBAETANEF. ERILEPRREBEAABLE, EZSERTBHEAAEAE
#o
RER
REANKEELAENERTR , EhBRAREAREEN. EXNFILBRBRERETH.
FERRER S
—BZE2NE , EAHEARENERER  UiHBIRERREZIBZEHRIE,
FEREXES

RREBEANSEEAEXNFEEANES  SFREENEERRAE IR AREHEEE.
BEARERESRRNSMEFNERE , FBRBRIEER. RALCNELHEAEXNLI ER
B EIEFF.



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

AIEE Al

ERNERE , IR EREERMRATES EAFHEBENEAGE , SINEE, FREENE
BIER, ME/HMES  F2RAERATIER?

AT EE21E (AlOps)

ERAMRBIRMARREBE, BOBREEHNMAITEUARRESRBRENERF. MFEHEN
A7 AWS BB REEHEMA AlOps WFMEN , F2REEESEE,

BN
~ENEREE , CEA-HeR  —EARNENAESRA—EARRENLESR. AL
S$ANESR , BACTARGRS  EELESRTREENEER,

BFHE. —HiE, WEHE FAM (ACID)

—ERRE  DEERRSE TRAERLEEENERT | LARRENEN AR
RAETRLE,
B R AFER I (ABAC)

3
¢
&n

BRIFEFERAEBMY (G, THEBENEKER) BUBHINER., UFEFHER
¢ AWS Identity and Access Management (IAM) 3X4) 8 ABAC for AWS,

BEREERFTERNVLE , FRARAENEANRER, EUUSREERRRTFHNERNERIH
fibiviE , URERERESR , SIMER. BITHBRBILEFR,

oA EE

FRAREMNE AWS EE | AIRREATHREPHERE , YREEE RSP EABE R RSN EK
AR, RIEERERIELRRES

AWS EinERFAZEE (AWS CAF)

MESSHNREERREE AWS | AHBEBFHESKEARNGE , UENEBEER, AWS
CAF #EEL BB ABEN®ESE . X, AR, BE. ¥E&. Z2VNEE, XK. AENEE
BHZENXBEENERF ; ¥&., Z2NEEERZEENRMRENERF. Sl , ARE@EH
REANER (HR)., ABEENEMNASEENIZERA. Kt , AWS CAF HAERH, 3|
RABEARMIES| , HEEBMT R IRAZ RN ER, NFEFMAER , FSH AWS CAF UM
AWS CAF HERE.

A 22


https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE
AWS TEEHEKLERE (AWS WQF)
—EIR K AAtERNEERIEAH. ZEREBRK K YRHITERME. AWS WQF FEMR

AWS Schema Conversion Tool (AWS SCT), T80 MEREEBERNEX R4, EAEXE
X, HEERMEEEYE , WRHTEHRE.

B

SERRAVEEER A

EETEREEEA BBV A
BCP

ASRERSEESRE,
TRE

BERTANKE-—EBXRE  UR—BREERNEER. B UETAEBE Amazon Detective # L
ERRRERMONEAER. THEN AP WINELEE. WFEFHAER , F2REAXHHNIT
REPHNER,

K Fr R

BEAMERE AR THENRERL. FFESE Endianness,

RS E
FEASESERNIBRE METRENER ). i, ML ERTAESERENEN "HEFH4R
BENKREYG? , ERAEDS "EmMREERARE?

Bloom ERZE &4

—EHRME, ERESHNENES , ARAETEREAEHNKE.
E/REE

—EHERE , SULEETREYMECEEMENIRE, SN E—@RR (E€) PHITE
BIRVBRARENMRAE , Y ES —FIRE (K2 ) PRTHHNEAERNMRAE, RETHBERESR
R, v EREERK.

ez A
EBEBERNTESLERLERAR TN EDINEREAEN. AERSATATER ,

MTERRREEE LiRREARSIH Web RRBER, REHMEBABRZESHBI[A , EETENE
EEA RS,



https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

Yo iy

RIBEUERIARE-—SRHEHEFANRE , BAES AREARIEINER T, BEMARK
RERHESARERZENRED AHEH,

2%
RABETEQSNES. REETEINE—E2X2EIBS %, LUNRRES XEIHH
¥ REESFH X ERIDARBERE, CRYARBRIDENS XBEBADES X, BERH
BRGNS, THSHES XAHEEEI X, NHEHMET, , BSHPR S X (GitHub T4).

TP

ERHRERT  URBEBZENERF K REAERENEHMETEEETIN AWS IRF 2 BFEL
. MEFMEF , 52K Well-Architected I8FEH R AWS BT RIBEFEE.

PR it SR A&

REPHIRAERFE. YRARERARL R | 7JLURER B B R B/ 2 /Y BR B RER
g, MREERREAREMRE , ATREE SR Mk Kug.

R ETIREL
REREEDNENNLERESR,
R

ERNARNEEE (Pl , HE. EFRBIER), BRI UTEDHRBRBMEAERK, NF
A  F2RE AWS EHTASCHRE AR ENEREBE N ETEESDD

B EFMERE (BCP)
—ERREEMES (WAREER) HEENBEX BYEXBEARERELENE,

C

CAF

:I:I‘H

EZEAWS EREAEE,
Canary &

MAHZKREAENERENEERE, BEREEOE , B LB FHMRAN 2B B BB RA,
CCoE

552/ Cloud Center of Excellences



https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

CDC

ESREEEREEL
£ 5 G R (CDC)
EREERRER (INERERE) WEEYCHEREBENPRENNER. B0 CDC AR
BEAR , IR IEBEEERRETHNEEURERSD,
BHEIRE
WMESIAMBER B REEES , LUAEARKAEE, B BUEHA AWS Fault Injection Service (AWS

FIS) REUTEER , AEMN AWS THERSRES | B ELEE,
Cl/CD

RSN RE A NBERA,
5%

BEORELFANSEREF. AR ERBEN ML EETEAISEE. HREKXERETE, 6l
o, REARFENEEEPREERE,
P i 0 28

EEE AWS R ZWERZH , EXREMEER,
E ik S#F A (CCoE)

—EZEBRER , THBEEASHNEREAIE  SREEZRERREERX. ADHER. FIEE
BIEFERARESHEHBETAREER, MEFHER , F28 AWS Ein BERBIBER LN
CCoE j{ﬁo

BERARERERFEN 0T REEENEREN. BmEEREEEEIEEEERIM,
RimiRFEE

BT @8R, AREE. BANSREIL-—HNSESHRRBNREEE, MEFMAENR ,

LN ERRFEE,

SRAEHEER

T
W
&0
-

HRETERE KERSEENDLERR AWS EiF :
« ER -7 -LEEBREABNERUETHESRENZE MR
- Eff -HTERRENEREZREA (Bl , B ZMEEREE, % CCoE. BIZEMET)



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS 75 %43 LEEPBH AWS £ LTS RSEHEE
- B% - BRERIEREX
- B - BUERNBRSE , WESiRP A

5 LEPE ER R Stephen Orban £ & L E The Journey Toward Cloud-First #l{® 3 R B EHEE EHY
RARBFRER. AWS B IFEEBECMNME AWS ERRBEBNEN , F2REREREE
Mo

CMDB

nﬁ e ﬁ%ﬂ Miiﬁﬂjio
EXNBREE

BBRARHEFREERENREEXNBNEMEE (Bl H, #HANESH) HuE. TR
Einf#FEIZHE GitHub= Bltbucket Cloud, BABHNEBEREABBERAD X, EHMBREEED &
B FEHERNE@NEE, E— CI/ICD EENAERAZERETE.

7 EREL

—ERERNR , EREN., REXH , AETTBRIATHBENER. SEXENE  RAENE
PITEESARECREEHGREN , ELEEFRIERES.

mER
ROGHNEBEERTERNER ., SHEEERE  BETEZEE#N. BUHERBEWERK
Hﬁkﬂ@iﬁﬂ’]ﬁ%ﬁ%ﬁiiﬁﬁu PPN 29578
EHRE (CV)
FRAMBRSERENYBNE S EREBEN D THNBEIERN Al #4, Hla , Amazon
SageMaker Al 12 CV W GRIBEE %,
B R B

HRIFEAH  HAESRFEHRERE, ETHSERTEEFLETSHR  MABERIENE
oy O

fRREE IR E R E (CMDB)

RENEEARERERE TRENEFANREE  FReEREVNREBIHAREAR. £EEE
EBENEmMBESREMD TR GER CMDB RIVER

—HMEH

A LUEE R AWS Config REINSHEERS , BT AN ERNLZERE, B UER YAML
A B—BHEEHDEA AWS IRFE # B REEEBNE BB, ﬁﬂ%#%ﬂiﬁnﬂ S
AWS Config X#HH I —HHEEH.

C 26


https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

BFERSMEFERS (CIICD)

BEtBRBTEFNRE, BB, AR, EENLEERRNERF. CI/ICD BERERAEE, Cl/
CD AiBh & EFEEL, BRALEN, AEEABREUARMNMRREE, MEFMER , 7
SRSEXNNER. CD A RTEENE, WHEFAEN , F2RSEINEFETE.

Ccv

3

BHERRE.

O

1= ﬁ \|/\
=3
TN

1

MEPBLNER , flNFEFERNER.
RBEEHNBREREL N ERBERNERF. CRMABREZEAREEREEEEEN

o, RACAUGBEEEEENERRENREZEEH, ER98ER AWS Well-Architected
Framework RZ £ XN T, MEFMENR K BZEER D,

AR mat
LSEEREARIR ML EENERcEEERNEL , M AERERBERENEE, B8R
BERCARRE ML RE RN BERE, ERENL TS,

BahnER

EENBETEIBBINESR , fINEBRERBEE,

REis , B8, sBAERBEEREEPXEE,
ER& M

ERENEEBRLEERNNERER, £ PEFENZIML AWS Eii AR ERBLERRE, KA
70 A 2 B o

AWS REFH—HEFEP AT, TiHRERRAEENG IS RRAENNERFIREENE
Ho MEFHMER , F2RE LBEERFEZ AWS,



https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS 7 g5l ZEERE AWS £ LR EREEERE

ERFESTRE

ARG ERERE ML BRI ERHTNEN, AEREENTREREBRELMAT , WHERE
R, T—HHEENE,

BERRIR

EEELmBHPERERNRGARFNELZENESF  AINENNEE, BRANREFETR.
EREE

EERENEEERNEA,
e

XEBXEZINENEERR , fl0 2. ERARBEQSAEELEN  BEAREMNY

o
BEREERES (DDL)

FARBISBUAENEPERRNYG 2 EBNREXNS TS,
BEREREEES (DML)

RMER (A, EMMMER) EREFEFANREXH BT
DDL

ESREREERES
REEE

BESERESTEEETER, TUEAREREBRESEERNARREF RPN TIREE
28

RESE
~ERBSRTEL , CTEASEATHICERRH I BRBNHA DR R REYZ BN H AR

ER—EBEARLFZE  HPF—RINLZL2HBFINRFESERBAERBELRBLIE , LR
EREBNMHEPERNERYE, TEENTAY, BE87E LRALLREEE AWS , "‘_IJ«X'E AWS
Organizations #E @B TG E#H 18 Z @R F1E , LHBIREEIR. U0 , defense-in-depthJ5 & AT EE
SEAZERE. ARIBME,




AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

ZRNEES

£ # AWS Organizations , M AK R AT LA AWS K ERFE , UEBRBEMAIIRS N EEX
RIEVEF . WIRFBAZBRBENEREES, NEFHEANERREEE , F2H AWS
Organizations XA Y AT #£EL AWS OrganizationsiE/EH R 7o

deployment

EEEREPREEARN. FYREIBRABEENEF, BESREEABETEEEE K A&
EERARAREPEENATAENRE,

FEIRE

BB B,
(R
—EReEs | AAESARESEN, DHENEE, FESHEEERE  BEAIESER
EEBERENE LB, NBENHEET | BSWE AWS LEAER SR R RS,
BISHE B RBES (DVSM)

—EREF K ARSYELZRHBRARLENBHINEENREERERTENRE . DVSM
HEATRAEABEREERRNEERRRGEF, CEENEBRBRBEFEINBEHE
{E 7 B9 2 BR A B B

Biuo &

EEHRARENERER  GINEEY. TH. TEXRBREER, BUISXIERNEHE, B
mEEMEEREL,

EEERERAP BIHERRTEEBREEEHRFTENENNERNBY. HEERKRBMHE
FEEXFHUSEMEET , HTAENFHAL, EEBMHEERANEHEE. FRNEREER,
b3
BIETHEEEIRREETENBNEEREEKBENSEH, EELE4 TR EAKE, HiiW
BERALSBENER , fINENREERRESHERE,
KER (DR)

ARG EEERNFRERNERNEARERENKENER. URFHEEA , F2H AWS
Well-Architected Framework ) F TS AL EHEFR AWS . ElmFHER,



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

DML

A2RENERERES.
REE B ERG

—EHBREMERREN S, ceESETtESETGRIRENTE RN MBSO ER
BiZ8E3BE, Eric Evans £ HE 1 Domain-Driven Design: Tackling Complexity in the Heart of
Software (Boston: Addison-Wesley Professional, 2003) M8 TiE— =, MEGRANMANGHET
BE B HYEX 5T EE strangler fig BN BEERNEF , FSEEHA B4 Amazon AP| Gateway EH R
RALERR Microsoft ASP.NET (ASMX) Web BB

DR

I'-Iﬁ e ﬁi;ﬁfﬁﬁo
{m B R

EHEEEARNRE, flw, ERLUER AWS CloudFormation SREBIRKEE R mEE
Al LAEF AWS Control Tower REAIEEEFFP AgEZEREERGAMNESE, hitps:/
docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.ntml

DVSM

SRR EB MRS,

E
EDA

ASRREMER D,
EDI

ASRETERNR,

RI oT W@ EEERHEEEFRINEMN, RERESMEL , BEER A LUK D EHIEE I
E O RRFE,

BT HHXHR (ED)
ERMZ ML DXRBEIM . DRHEER RSN ELET SRR,



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://aws.amazon.com/what-is/electronic-data-interchange/

AWS 7 g5l ZEERE AWS £ LR EREEERE

nz

BAETENNAXFERERENZNFZNEERRF,
nzeie

HNZEEEEENERVTHNNEFS, SRRETRAEMTE , S#ESRKRNRTHETATER
HME—m,

i
UnEEERCRETNREEIEF. REFRRELRERSERMUTE. MeFREELHER
BRI,

Vi

w2l REmE
Ui 24 AR 7%

BA U EERMEER (VPC) PEEMEHEMERAELANERSE. SUUER BEUinHRE
AWS PrivateLink A% 5F A #% F H At AWS #RF = AWS Identity and Access Management (IAM) &
fEA. BERFHERULIEBEINE VPC BT EEELNHHRE. WEFMEHR , B
28 Amazon Virtual Private Cloud (Amazon VPC) 3 # = #4972 37 I B R 7%

EERRE (ERP)

—ERHK , TR ERCENRBERRE (flWEst. MES IEREHE ),
ERm=E
FAS—ENZSREEENBSBETMENER. WEFHEF , FSE AWS Key
Management Service (AWS KMS) X4 # K15 £ %,
R

BITHRARXNIATER, UTREREEPERNRREE .

- FRERE - ITPRARANTER  REAEHERARNNROERTEEM. RERR
ARAHEE K AXBRAZRREAIRNSHNRE. LEENREERBEANERR,

- BRENRE - BARANAAERRRE  SIARNERZENIENFERRE.

- HERER - RREAZETUERNATHFRARANYTER. £ CI/ICD BEF , LERRES
#®— AR BIRE,

- KENRE - ROFEREBRUUNNEREIFRNMAERE, EVREREERE,. £EIRE
R AREREZEZEAFENRE.

x|



https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

epic

HEERED  BEYRNEBTELHE THEEEIEFNREER. epic RUHERMBEEBNSE
MR, Hlan , AWS CAF ZeBi2a8fE5 o MEMER, ARG, EfRkRe. ERREN
SHOE, MEEE AWS EBERKPH Epic WFHMER , F2RAFEEFEER.

ERP

Flﬁ / %ﬁlﬁ;ﬁiuo
RRMEER DM (EDA)

DMEREUATHEFTERENBRE. SAREIREER  RRYUTALSABUSHEEN, GRE
FAWMERR. BB ERERTLELER THRILRHIT EDA,

F

EREBELFHFREN R, CEREREBRRENBLER, — KNS K SEERRTEWE
BHENEHN  @EENER , URESHEERRNBRIZNERR.

RIE K

—EERARENEENEAREERREMBENNES. E=RBESENEEMS .

B Br Bk SR PR
£ P AWS Eiw , GETTAED AWS B, ZHTEHIENTFTEFEASRENENTE 15
BRUETEEENEY, MEFMENR , F2EAWS BEREEERR,

jJAb/\i

ASHD
1

RRETHEANBAER, flU , ERERET , FRTREENRREEERBERNRR,
PREEEM
BREENEENFENEZEE, ERERTATUEBEERMMRITENRERSD , HI20 Shapley

Additive Explanations (SHAP) M n HE. MEFMEF , 28 NEEET R FEN
AWS,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

FEE R

BILMLEFNES K SREARGERFEEEER, #HRE, ARE-—ERHUBENSHEAER, &
AEMLERRERRZER, fl0, MR "2021-05-27 00:15:371 BEElID A 2021, . TH
Ay, TB@E, M "5, , MM iGB BB EE A2 E LR ER T EBEBAERHEN,

DEHEURTR
FEER LLM STEUNEEZE , RROEREEKNMEHEOES . LENTEARAZENWE
AR  HHERSRARERIPOES (RER) P2E, YREERFERX, HERBHAERN
% , PENRTEEEN. ZHESRBHEHEETR.

FGAC

R2REM TR,
FHEEES (FGAC)

152 A 2 Bl A R A BT BB R EGEE Ko

GARAIBE ¥4
—BEREBRLE  ERSFERNENEAERERNER  USTREKENKERNEREN
MAREADERLEZ. BERRBEREBRERE,

FM

nl‘ﬂ

ESEERER,
ERER (FM)
REREBTEHEER  CHYERNMAELERNAKEEREETIIR, FMs seAAMTEE—MK

5% BIMTRES. BEXFAREG  URMARFBSCH. IEHMEET  F2RIEREH
R,

G

£ A
B AREERETIRN A ZEFE | AIFEAGRENXFRIRIEYTINAZTHR @R , fIOEE,
Eh., XFNEH. WEFHMER , F2RITERERR Al

b F2 £ 65
wESRHERS,

G 33


https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/generative-ai/

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

1 3 PR 5 (3t 32 £ 8H)

Amazon CloudFront FHYIEIE | AP LS EBR/MENFERAEERANR D%, B ERAEE
RHFHFEREEREMBLINER/ME, MEFMHEFR , 52H CloudFront XHHWEHIRE
Y 3t 38 5 A o

Gitflow T{ERTE

ER—ERZ, HPBRIRSREEREBREEFEATRE DX, Gitflow THERERESE
MR, MAERRAERN THERERRN. REFHEE.

EXB

REHMBHRE , MAREZRRAKEBHATEROER, flm, ERED , ESRETHAR
HZEEELHERE  YEHRRESKERERENEE, TRERENEED,

ik b SR B

MRRPRZERERRE. BRURBERAKBRER |, T LEREREHRZIN , MAERFIER
REMRBENERE mﬁi‘%ﬁiﬂzo MREEBRRRAERRE A WREES R Mkt R,

B R

BERBEMBEN OU) RERER, HRNEHANSERAA, FEHEpHERSISRTIE TR
K, UBRRHEEAEE, EBFEARBEGBEEN IAM TR RRAGEEME, ERIMFHEREIT
BABKERNEHABEE 6 YELREUEEBE,. ©M2FEBFER AWS Config AWS Security Hub
CSPM. Amazon GuardDuty, . Amazon Inspector AWS Trusted Advisorfl B 5] AWS Lambda #&
BREE,

i

nl‘ﬂ

wE2EE A,
BERNEEBR
BRFEENEEBREFEATEAERNESIZHNEEERE (Hla0 , Oracle £ Amazon Aurora), EEE

BEERENRBIEN -0  MERGEEHLTEE - REREH. AWS EHBEPRERE
RE#R AWS SCT,

=A% (HA)

BB KEE  TEEFEAETNT ANBRTHEEF. HA RRNRFTENRBBAE
BE, FERHASmENNE  YERETRNAEHENME , WM ETEREERE.

]ﬂf



https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

BB

—ERE , ARBEACMAMIBRERN (OT) Rk, LEFHBREREXNER. BELENE—E
ERE , ARMEIHRPNEERFRENTRESR.

REBER
AR EETEANEREDRENILrBRIELRER . B UFERAREER , FBLEBIER
B 78 8 B2 4R B8 B R R FR Ak 18 B Y BE
BENREERNEEREHLAERERESIZHBEEZEERE (H/10 , Microsoft SQL Server £
Amazon RDS for SQL Server), AIEEBRBEERIMERR T AER TN —B02. EAUERAR
SERENARREBEBRR,
REEHNER  fINABERRRINEZEER., WERNEFETESWEREBRER , FaEiR
HPOEEHEE,

EHERF

B ELEERETNERBE, HREREY  BESEHE DevOps BT TEREZINANITE
RN,

BAREE A

YR  EREREEREENELEBNEARNUERAEMRENRR, 8% , BEENE
ER1-4 R, EBEREFZHBERE K ERERERSSEAEANEAERGEREEBRK,

laC

RERRER/EXR,
B BEE

EEE-HZE IAM TRHBEK , TEREE AWS Eif REPHFF,
BEEAREN

90 XA CPU MERE FIIEARE 5% £ 20% 2HENEARR., EBBERY , BEEEK
ELERARAIREREERITHE.




AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

lloT

HSR T MBI,
TR ERR
BEEIFARSEVERRENER TSN, SHRBIRENERDE. TTRERS

MEARE LS ERREE -, URAER, MEFMEN , 528 AWS Well-Architected
Framework AV EA A A S ER LN LERIEER.

EA (8 A) VPC

£ AWS ZIRFRED | #2, RENBHRE AR @EERYN VPC, AWS 222 %
FEEBRLEREA, BHANRE VPC RFEMBIRE , MRERARAEERZNBREE
B E RN H.

BEER

— BN BN EEDREREX SN EBoBE L MARAITE -, TBNE, Flw,
BRI TRAG - EHRENEAEBENRR. HEAMAREREREF 2R , EUNERSBEH
HttRBREAE , ERAUERZEEENRM. WREAREEAR BB R,

T%¥40

2016 £ Klaus Schwab # HEVMTEE |, FiBEFeE D, BIRBER. BEML. 2 A/ML BEE |
EREEFHNEBERI,

B

ERAEXRETIENMBEERNEE,

B2 (1aC)
BB AEEERRAENEERARKNERIRENER, 1aC EEHMEEPERERRE , &
BERILRRER , WEMRRTER, I8E—H,

T EYIEAE (1loT)
EREE, R, RE, BRAR. £oRBNBEEEXEEERAERARERNBRZFNE
B, MEHMET , F2RELTEYEE (loT) BvERFERE,

®E VPC

£ AWS ZIRFREEFR , £9X VPC , AIEE VPCs ( EHRRTEN H AWS EiF), HEERER
MADEME BN EERERE, AWS 22 SELERBEERAEA,. EHEARE VPC KRR
EMREIRE , MRBEARXNREREZNERAE cBNERTHEH,

| 36


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

YIEHE (1oT)

EARBRABARNEERNEETRYERN , HEERRERIALBAEKELHRENR
HETERA, MBPFMEER , F2EMTER 0T ?

AR
HWRBEREN —ERE  BR 7T NERAEREENFFANMAKEREBGANEE, NEFAE
Eﬂ y nﬁ/ﬁ E’J%%&g*iﬁujﬁniﬁ AVVSo

loT

5
s
g_\'lll

FAEE (ITIL)

— AR IT REEESLERBEELEEFERRE—BNREEX, ITIL A ITSM 2T ERE,

IT RIEEE (ITSM)
BABAERET, BE. BEEMNXE T REBEHMAES. NEERSERERMERE ITSM TEESHNE
7, FSRRIEESER.

ITIL

:I:II‘H

28 T EFE,
ITSM

w2H T RBEE,

L
BERAEFEUES (LBAC)

sRHFERE (MAC) WEHE  HPERENENA SN BSHRERNZ2ERE, FRERS
BENENZ2ERCENRESRECAE TUREBLEERIIMERH.

R
EEEHRRBRINZIRFE AWS RIE | AfREARE. ER—ERE , BMNEB IR E

RERBANBELFEEHERARS  IHEZNERRBREZREL. NWFEAEEERETM
HMET  F2EREZREHVERNZIRE AWS TR,



https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html

AWS 5 &5l

ZEEE AWS £ LN L2 EREHEREE

REFESEE (LLM)

BANMABEHORESE Al B2,
%ﬂ%ﬁkﬁ n|:||=| ’ J‘/L&J‘Dﬁk/j%o Zzu

REER

% 300 #PHE Z MAA;RER.
LBAC

nﬁ E2 ﬁ*ﬁﬁﬁuﬁﬂy?ﬁﬁgu
RIEER

BRYATEBMREZREFINLER

FERNE R

BH2E 7 E R
N R R

LLM AT AT ZEER , flEEME, HEXH. B
n¥%ﬂiﬁﬁﬂ nﬁ Z Bﬂ{+JﬁE LLMs,

B, MFEFHAES  F2H IAM XHPHNEFARIERER

BABEREERNTHENRK. FFSE Endianness,

LLM

ASRAEESEI,

BIRAVIRE

2R BN

M

HEREE (ML)

—EFEAEEENBIMETEXBINBENATEE, BEBESETOTLRTHNER (B
WYPERAE (1oT) B 2 |, URBEXELERTRE., NFEFHEN , F2REUEEE,

BEHX

HI‘H

SR

38


https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/what-is/machine-learning/

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

EEHE

EEEREMZLIRBMLENKRE. TERBUREPHERRE, REBRERA , FWMERER
ENEH, SEEENEMERE. B8, IRHE. /HRFAE. BRUBMEBREIRS,

ZE R
AWS fR¥5 & AWS REERERERE. FERRNTE A MESFEURMRERNENE

#t. Amazon Simple Storage Service (Amazon S3) # Amazon DynamoDB 2 2 EREHI &6, E
LB AHRBRK,

B ST RH (MES)

—ERERS  ARNER., B2, TENEFHEERR  BEYNERARSMKM.
MAP

BYTE HBTERA K AREREERUETHARNTERRF. B2 ERESRLCNNELS
NIEIR, MEFHMAEF , 5528 AWS Well-Architected Framework = i 22 & # 4,

R Btk P
BREB—ToHNEEIRE AWS tRFE LUSBIFTE AWS Organizations. 1RFE —X Ree2 —{EHES

BRI 2% /5] B =AY 88 8 B machine-to-machine(M2M) BEAGE , BARERZ RN loT £E,
AR #

—EDENBIURYE  CAEBERPEN API £1TEF , EEHR/NEBIEKES. Flw, R

RRTRE T SHEEERRE D (FIMHEERITH) L FEE (PINBE. REDD ) BHEE. Bk

BNEXSEREE, BHRE, ERHE, TEECANEXRNERD. NFFEEF , F2
BISEFAE AWS A fREF IR B S AR .

HARF SRR

—EERBIAHRRERRARRNS L  SE AR UMREER TS ERARRER, &
EWRSEEREER APl SBRRESNNEETER. HEET NS EAREESTUET



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

EH, HENEE  UnEERARNEESRNER. NFHEEN , F2RE LEFHRY
AWS,

Migration Acceleration Program (MAP)

—RB AWS FTE , BHFEAXER., JIRNRE , HEEEENRANEERR  UBESR , Wik
BhiKSAB B R A, MAP BEARABRTELUTENEBBNER S EZUR —AARBBLH
MEEREBBRAFNITE,

RBREER

EREDEBARNESREABEERNESF  E8EKRRT , SEUERNEEBBESEARE
No EREAEEHRKREBINEEEBNCRAIREFER,. TENRENEBRIR , UE
BEBCANHEINECTERENER, ER AWS BB RN E =R,

B T

MEBEEBL. BENGEECIFRSEEBNEREER, EBIHREREEQREEE, XKD
WS E,. BB IR, BB ABURKESE Sprint T4EH DevOps EXEAB, 20% £ 50% Z
BHNEEEARXESESTEB IR ZBLNEEEN, NFEFHMER , F2ALARTEF
MER TN RNERER TKIER.

EBRHEER

ARATREBAMENEAERXNARSZNEN. SEEREARTE-EATRANERDEER, B
BREENNEMIFEETER. ZE5EN AWS IRE,

BBER
AEENERTK  FHErERER, EBANMURAMERANEREARSIRE. 86 £
A AWS Application Migration Service EFFEEBE ZE Amazon EC2,

EBEETE (MPA)

RETE  RERIHERGIUERE WEF AWS Eif. MPA REFENESTTE (ARFEES
BE, EE. AREERALE, BBEASH) UREBRE (BREAENITNERKE. B
AEX2E,. EBEEIER , URERARE). MPATE (FEERA) A#RAE AWS ERIF APN
SERFEBREER.

BB EREEREFNE (MRA)

£/ AWS CAF BV EmEMREAVR R, BBIERE , LUREMTEF EILUSBRE BB =1
MiEF. MFEFHEF  F2HREBEREEEM. MRA  AWS EBEEMNE -,

M 40


https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://mpa.accelerate.amazonaws.com/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

BRI

RS THEEREBRE (V57X AWS Bin, MEFMER , F2EAMFARRFHN 7 E Rs HE |, X
B2HBEENEBUMERREER,

HER2E (ML)

ASRMEEE,
BN

B (BMRE—) EAEAREEREBERATRPEE. EREHASETANRE ,
BRERA, RERXXRIFALF. WFEFMAER , F2H_ 0O PHRARCEAEXNERRE
AWS Eim,

BRI EREEE

BRI AR EEBEARXN R EREE ; BB, BRNAMKYE  XREBRBEN
EZAEE LXEELRARANRIRE, FTENERBREEREBNER. FERARALE
FHIR BRI EEENIRRE., URBREBANZE2THE, NFFMER , F2H O
PHFHERAEXNR AL ER AWS BEREE.

E-EARENX (B)

BRREFREESNEFEAE-—RBEITHEARER, E-RBARXEGLEREY, NR—EEAERX
DREBRIFRAE  ALFARRRAERE, EEAREERE  MENNEE-RARXNYRE®

EREENEN. EEMRELEE  JUEAMRERE. EFAET K F2RLE—ERXD
RS AR o

MPA

nﬁ e EEJE*%EDH%H n:l:'fao
MQTT

ARSI TIERNER.
eVl

—EEPAELSEHENNBR BAMAN LORRZ ). AN HESEHDTEEHR
HERRER. ADEREE?. 2% NEARTFHUBEERSEANRBRE
TRERR

FHNEREEIFESREERNENER, ATRS %, USEHEMTTERM , AWS Well-
Architected Framework E%ﬁ}fﬁ’r—ﬁ&ﬂ’]%ﬁﬁ L fEAREER.

M 41


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

O

OAC

RS R FERE,
OA

A2REREFRE S

oC

<

BSHEBEEEE,
BHIRER

—EBEBBAE , TEEBBRETRRRRIFER, A ESREREFHKRE 8% AR/ E3EER
BTHEREH,

Ol

A2 BEES.
OLA

RS RREERTGE.
RLEER

—EERFE  BRUERITERETAREERIBEERR. ERETFEEHNERAEXTEE
BHBEEER. WFZEZSIREEREFHER , BEARBRENEETHFAS,

OPC-UA

w2RERBEFBEA - L5,
B A2 B AR - ﬁﬁ—?ﬂ’fﬁ (OPC-UA)

FA A I # B &{tmachine-to-machine(M2M) BEAHE. OPC-UA RIEERME, 55 RB|AIRER
SN BB,
BRAEKERE (OLA)

— i, BB 1T BeEREARO R RANAR , UAXERBKERR (SLA)
RIFEIBEE (ORR)

BERMEEREERNREEE , AHBETH, fFTh. BB EHNTEARNEE, MFE
SEMME |, 552/ AWS Well-Architected Framework B2 /E%EE 2 (ORR),

) 42


https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

BAESIT (OT)

EAERRERG TERE. RENERRENERBNERERR, ERED , OT MERAKM (IT)
RENEBEERIX 40 BENBRES,

BEES (0)
EERPEREBRICNER  HEPSREHERERERE, BELNRE, MEFMEN ,
EE S5,

AR

3
¢
k-

B #IRRE AWS CloudTrail E5cs& AWS tkF & PTE WATES4 AWS Organizations.
EBRERNESE AWS IRF A2 EH  CERHISERFPHES, WEFHAER , F28
CloudTrail XX 9 Ay 2 I {E BB Mt

HBEEERE (OCM)
RARRAR, WIENBEENEEEERER, BEMEREENEE. OCM EBMESERA,. #
RBERBE  UREBCNABEE  HEEBAMAENREMTER  YBBRETRENR

i, £ AWS BEBRET  LRBBAAENE K DAZRRAERMENSERE., NFFAE
Eﬂ , nﬁ/ﬂﬁ OCM ?Elﬁ

Raf7EZEH] (OAC)

CloudFront FEYIERAEEIE | AR RFIFELLRE Amazon Simple Storage Service (Amazon S3)
AR, OAC XIEFTE S3 IFrB P A mREF IR INE AWS KMS (SSE-KMS) AWS E1F , IAK
¥f S3 FEFETERA B AEPUTHMIDELETERE R,

JREEFEE 2 (OA)

CloudFront iy —{@iB1E , ARR&IFELAEE Amazon S3 AR . E&#EH OAl B |, CloudFront
BV —E# Amazon S3 ETEREBN TR, KREIENEEBREEFERSE CloudFront 72 R1FEL
S RIFTRINAE. FESE OAC , B REERBM B AN FEURS,

ORR

ASRREREEZ.

oT

nl‘.H.

SRERER,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

B (Jd) vPC

£ AWS ZIRFREBT , BEREREXAME 2 HEHERN VPC, AWS Z£2ZREBERL
ERAEA, EHARE VPC RREMBIRS , MRBEARAEERZNRERHER EHNE[NT
o

P

AR

MHZEE IAM E8H IAM BEEBGR , AREEAENACHEBNRAFT. WEFHEEF ,
IAM 4R EF AT SRR

BN &2 & BIER (PI)

3
¢
&n

EEERANEAMHERENLYEE , THRSEEBBEASINESR. Pl WHATERRE, it
M B &R,

PIl
ESEEASDEBRET.
F
—HFEAEENS R , THISEEERBN TE , fINEERKFREROREDIRE, FMATUEA
ESE. BBtATFEMIRERRCREMENEFRSBRHENER,
PLC
BB REXRIDEEIEHIES.
PLM
EZ2REREGRSEE,
BUR
AERTANYH (BF2HEES2EEE). EEFIRYE (F2RERLEE) , IEREBPRE
R 5 Y& KEFA] AWS Organizations ( 552 B AR IG5 %I BUER)
BEBAM

RBEMFREANMEMER , BIEEHMBRENERRERN. IRENHRBEEFHRNER
s, MRS EIEFREINETE. NRMEBEARESEFTRNERRE , BT
LA 8832 3t B 30 1 B 47 R B M AT R R M



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

BATE

RE, 2MEARAESYHERBRIEFUREBBNERF. NFHEEF , F2RALERE
HEE.

EE truesk WEHFEHfalse , BEMNN WHEREFAH,

REE T HE
—EERESHRECEN , TEERFRERPNER ., ETEL X AREB N &R ERIH
BEENERNE  IREETHMEE.

FEBH i
EEMIEEHRENTSES, SLEFHRE—EME , TTHEI EERERARCREFTIRE TS
ESE, MEHMAET , F2HE AWSLEER S EGIhpFEp ieH,

FFEA
RATETEMENERER AWS HER., HEREER AWSIRF. IAM A& FEAENRER
&, MEFMET , BF20 AM X AEMENSSTHNER,

RETREALRE

EBEEMAREFSEBIAEBMAZENRRKIESE.

EFEESE
—EAR , cEEEMEFE Amazon Route 53 f{a @ fE — A= Z @ VPC AME R E FiE <
DNS &N EMA. MEFMENA , 582 Route 53 XMW FERAFLEEEETE,

F B

SEFLEMEFESREFRN Z 226, ELRFHREEMBER B EETHEH. NWREFRTH
BEFE , AIfTEhE. MFEFMER , 52K AWS Control Tower XHHH I ZRFIESZ1ERE , I
ZRBFEREEFEDNEEEFIE. AWS

EREMBYRER (PLM)

EEERBEEEGBHNERNNER R AR , JRRARZ , BEEENBR,
EERE

2R BN,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

AR EER SIS (PLC)

ERED , SEAUSE, THABNER  TEEMRYABCRERER.
RRSEE
EA—E LLM R RNB AT —ERFNEA , UELEEFNEE, EMTARSEMERD

BAETER JRBEREIERFRVNLEE, CRBURNESEECENERENMEREGE X RFER
M. BALRER,

BEAL

RHERETNEARNTRAAERBVEENEF. RELCAURREZEARLE, RBILERD
WRBBAER,

E%4m/5T B8 (pub/sub)
—EER , TRANMEBEENERLSER , AXETERENEERE D, filan , EHEHEE MES

B, WRB TR EHAS BMBEMMRBEATRNEE. RETUNERNMERE , mESE
5B B AR %S o

Q

EHEE
—RISE  MiER, ARER SQL X ENERKETHNER,

B EEER
EFERERBENCIERENGTEHENERBEETIEENEE NI ETAEARE, ET&E
RAEHHKTER. REEYE, RERE, EHZEBEENEFURERESIZNERMER,

R

RAC! 4B &

HZ2EEE, 88, 5. &4 (RAC)).

RAG

A2 B AU R A o




AWS 5 &5l

LEEPBH AWS £ LTS RSEHEE
BREE

—BEEEHYR

, BEMRIEHFTERRRLERNEFER , ERFRAL,
RASCI 4B &

RBHER. 858,
RCAC

e, = (RACI).

ASRERSINERRFEUES,
EHRRIER

RAREFERARNEREER, BTN EARAEEHBENERUBRL TEHNENAH,
EXTRBE

B2ET7TER,
BIR 2B & (RPO)

B EREMERMURATEZINEE LR, EERERR —BERMEAREHE B EINER
EXo
BREKEB & (RTO)

AR 7 o T B2 AR 7518 IR o R AV AT 4R 2 HESE L BR
L

wIREEHPH AWS BRES, #E AWS B BB UNHEM |, URHBHEED, BEMMEML,
WEFMER , BSHEIEE AWS EBiF ZBHRS 7] S AR,
Pk

FRIBERN ML £&1iT. Sl , ATHER "ERFEEMNEERK ? L NEE ML BT SUERREE

BER REBECANEERSEE I, FHER) REAEENHBEER,
EMFE

#2R 7 ER,
IS

EBEFT  TREZERAZLEERENIE.

47


https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

EXNRIE

52 H 7 Rso

Replatform

FE2RE 7 Rso
1

\

i

F oo

=
ERAEXIREPHRRPEFERNED, £ PREEEE  SUAENEHEFRTRNEZE
AWS Ein, MFEFMER , B2EAWS Eif &,

ERBBE
MHZEZERMBGR |, 0 Amazon S3 RZETE. RERNZER, EEERNBREEEAHE
EUMRLE 88 TEEMEIE LR LA B M E A AR

BEE BE5E. ELABHENEREHME (RACI) £
i ERFESRBEIBNEZRBEECEINACNER, EEEBTEEEEDERNET

BH B8 A (R). BEE (A). 255 (C) MAE (). XE (S) BEAEA, MREIEXE Al
fEfE A& RASCI 4EfE |, tNREHEBRE |, BIFEA RACI &,

5] FE M 422 1)
—EBZeR4  SEEHTEEHSRBTSEENFERIER, WEFMEN , BF2EE AWSLE
EfLZeRslhp e EEEE,
R
B2 7 ER.
2Dy
B2 7 R
BEEEE R (RAG)

— AR Al ET , HP LLM EEELEEZSEIRERRFEUANANREERRIF. 5
m, RAG ERTRESHHEMNAZRER B ENBTEERS., EFRENR A FSBRMTER
RAG.

i
EHEFRENRE  AREEERETRBEALR,



https://aws.amazon.com/resilience/
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://aws.amazon.com/what-is/retrieval-augmented-generation/

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

ERI5IME B8 FEUE S (RCAC)

ERAEERFIRANER, Bt sQL RiEX, RCAC BEERFIFTMNERRES.
RPO

ASRERMEE,
RTO

HORERREE S,
ST F M

HITREABAMEN—EFHIEDEF, ELBERATHLERMBRERERRBSNERFM
BE,

S

SAML 2.0

2o RME (IdP) FRMNEMIEZEE, LhIESRABSE & A (SSO), EEABTUEA
AWS BB FEA FW AWS AP| 24, MAXAEZEBTITHNEEAE IAM PENFERAE, WE
BRI SAML 2.0 BEBHBSMET , F2H IAM XHFRIEIRLL SAML 2.0 BEBHBIS,

SCADA

BB BE B Rt & RHEEL
scpP

A2 B AR A 2 B BUR

oA

%)

BEAINZ X F A AWS Secrets ManagerfZ R R HEHR , fIMNZBREAEEAER, ©H
WERERHEPEERENR. WEETUR_#Y, E—FERZEFHE, NEFHEA , F28
Secrets Manager X4 H# Secrets Manager B F WA BERR ? .

MERGT R &M

EREERBEFEZEMEMAZENRBEIREL .
Ege X

—BEMNEELEMT TR, ARASRERETAENAZERENED, Z2EHAN
BEXERA Ak, SR, EEEMESM,



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

AWS 7 g5l ZEERE AWS £ LR EREEERE

L5t

BMAOZREEUEREERIENNENBRE, EWRaFE—L8F , SIUBRABRENER. BIF
BRYREERNZEREEY. FERABERPILENIIEE,

Z2EANEEHER (SIEM) Rk

BEX2EAEE (SIM) MZL2EHEE (SEM) R TRERK., SIEM RitElE. BN
FRERARRR. @K, KENEMERRNER , LEARBNZLRE , XEERE,

Z£EREFL

BAERNEXZRNEE , SEEDEESIBELZTLENH, EEEBHLITRAEIREERR
4 HEEEE AWS R BREER. BELEESENEG SIEENR VPC T2 B8, 54
Amazon EC2 #{TEEBRWREAER,

1] BR 25 % A0 25

HERERN AWS R £H B INEE R
AR 12 HIB R (SCP)

# AWS Organizations PR AEBH AT EIRFREEPIEFIFFTHNBEEK., SCP 8aERHERFINERTE
EEEBUZREEAERACHEERS. BAUER SCPEARFERIERFE , BUEEAR
AP MERERE ., WFEFMER , 5528 AWS Organizations 3 # A #Y AR 4 12 5l BUE .

BIR 75 v B

BE AR URL AWS R, EALAERIRE  BSBENARITHANEZE B ERKE. WEFMEER ,
A2 AWS —&2E B AWS R In 3,

PR K ZEHH & (SLA)

— R , B 1T BEREDEFRENRE , 60 MR%EEETRREMREE.
AR ¥ B AR IERR (SLI)

REMEESERAE , fIMHERE, TRHERBEE,
AR B #% B & (SLO)

REBBEFEREN BRIER  ARBEREEIE.
HEEEER

HREE HE AWS REERZTEREREBFINEE, AWS ABERNZE , M AEZTHRNZ
£, WEFMREA , F2RALAEEEES.



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

SIEM

HZ2REZ2EANEHEBRRR,
B — & B (SPOF)

FERARANE-BRTHRE , TeERERK,
SLA

HI‘H

2R RBER =,
SLI

A2 RREERER,
SLO

ASRBRBERE S,
S o REBEBER

BRENMEZERAMCERNER, EBFHERNERRAE , R 0BBREETHIUBRILFTHNERS
B, ERBREREBNENINEE K REHBASLEEN  AXERERFH. MEFMER , F
28 PHERAEAEXRRILTE E AWS Eii.

SPOF

ASRE—WER,
ERfERER

FEA-—EAAREEERNRREARZDAEERNNENEEREE  LEA—RSEBINEEE
RRREHNERBE., LEBSEARENERIABEXEEAR,
Strangler Fig 3%

—BERERILE-—RENFZE K e2XFTEENRRRKTE ,, EFEXRRELEAAL, HEX
FREELRE , cRE—RIMeE L RAEBE ERA THBEE, ZEXH Martin Fowler 5| A, 4E
AREBEE-RREREERBN AR, NEEHRENAERAKENNES , F2REASH=H Amazon
AP| Gateway &£ B KL B Microsoft ASP.NET (ASMX) Web AR#%.

T8

& VPC Ry IP i utEEE, FRMSRMNNE—ATRAESE,
B HI M & BHEEL (SCADA)

ERED  ERARENRERELEREENEERFARMR.



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

HEIE

FEAMHES|RRNBERFAZERNMZEE L,

& RCAI
DEBEERAEESNAFNUERR , MEBERIERERREE. EAUER Amazon
CloudWatch Synthetics 3% 3138 L3815 o

RIRR

—&[ LM RERR. ErREERHUERETANKN. RRRTEIRKREAST , WEIH
EREBBNRA,

T
¥
AT RER AR AWS ERNREY. ERUHYEER, Be. Al BSREGEER. O
ﬁ'ﬁn¥%ﬂiﬁﬁﬂ nﬁ £ Eﬁ Eﬁ’iﬂg AWS ﬁ;ﬁo
BESH
LEREZEEN ML FRANE. EERBABREH. fl , £REREF , BRSHTER
EmIRit.
EHEE
AREBHITFMEMEENTE, ABFEIEWITFMNBBEURETKN —REBKEE. Y
REE-HRE® K CIREMENAGEEE, BEENEE.
RFERE

nﬁ 2 ﬁ iﬂiﬂ,o

AR

AMLEREHEHUKEE, JIRENVACSERER, BERRELSEIRENT SRR
ABRBUERSFZEBRNEN (CRZERANER), CERHEIUELERXN ML ER, AJBUER
ML RE | REAERHER B EFTER,

BwRE

ALK EE VPC MIASEBMEEB AR EHPAE, MEFMENR  552E AWS Transit

Gateway X EREHFEE,



https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

FEHRBTIERRE

ER-EHE  BRABTEDES TP AMBRENNRDE , ARKELEEAGETES X
o A, TESXREFREINNRRE, LENRANEERSED,

SEEHFIE
BT TETHIEENRY , URRAEMEMSB AWS Organizations B EIRSHTEH. SEMHE

NWREESEFEXACHE  E8EARFHIEURKELEAR , WERALHTERE I, WEFHE
A, BSR4 B AWS Organizations #Ei £ A AWS Organizations EEE A7 AWS fR#

B

PFIFREFNESEEE , LIRS ML RENERM, Sl , TUEBELERRE. HMEER, A
RETRANRETZRERELSRRINE ML EE | DIELEE,

& Lo B B
P 18] LL i 5t RE Mz B2 R /N BY DevOps BBk, 2 45 5 [ Bk A AR v W AR R AR A B% P R 0 4o

U
THEEM

ER—ESE  EHNRTER, TTBIARANES  HURSRERUE ML EEN RS, &
WERENTREN  SBATHELRHAARN, TEBENERSIEN  MERTRELEHER
PERMNREME#ESIEN, NEFMAER K F2RECRESZTRENTEEMER,

REDHWER

EBAEETHF  ERBUNRFEEARANMSETE  EFASKERERHEEREENRMUER
FEZ, REDEBNE/TEEE. EENTERE,

REHIRE

A2ER RN,

<

i
Het

—BEREHERRE , SREEFHRNBFEIHE , SERREFILRFAREE,

u 53


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

R A $2 A

EMSENEFNIE  fINGEEFREERENESE,
VPC B1&EH &

R1E VPC 2 ERELRR , AIEEFERALE IP it iRiRE. MEFHMENR , F2H Amazon VPC
XHEHRWHER VPC $EEHE,

poplE]

R RMREEAVEREE NIE B IRE

W

AR IR EX

ESREFINNEMERERNNEFRN, EREHTERTUEERIER , ELRERER
IREE% REUE R,

TEEDNER. EHERERE K BEUTESIFERENEN,

HERE
SQL H¥ , HHERRSEREEE LHENERIFEINTHE. AERBREAREEEE , f
MR E BT E RN BB EBE FHERFRERFINE.

THER

REBXEENEFRNERNRES  flEEEFNEREARRIKRE,
I«E%l)lb

EBRERFEE-AREEBNDERE, SEATHEFRBRBIUN , EXEERTNEMBTFES
e Bl METHEFRABHERAREN, RAREANBEERHEERNELIRF, BETHE
EREELEERNEBR ISR , ARBERARSFNEAER.

WORM

nﬁ/ﬁﬁk y g’)ﬂ%ﬂyo
WQF

nl‘ﬂ

ZRAWS THEEFERERE.



https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

BA—IR , BHEFZ (WORM)

RERE , T -XMEBAER , AEHILERBRIERER, RECAETURFTESXNENES , B
BEBFEN, LERRFERSREREASTTE,

Z

EREAR
MAERERINKRE K BEEESE®E,

ERERE
FERBEPAREENRETFE. BETAEITUERASERENFIRIERK. ARASRKE
R AR EmEE IR,

FHRERT

RE LM STEBNETR , ER BT HE 5| BEKNEH (RR). LLM KAERHEBALIRE A
MREEER. BEREARTHNARMEIRAREBNERUENREINRE, 5HF2HELEHIUET.
BREEAREN

CPU ML RBTHERARER 5% WEAEN, EBBERY , BEERHAELERARR,

z 55



AWS 5 &5l ZEEE AWS £ LN L2 EREHEREE

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,

Ivi



	AWS 方案指引
	Table of Contents
	美國國防部 AWS 在 上的安全雲端運算架構
	目標對象

	登陸區域加速器概觀
	在 上規劃您的LZA部署 AWS

	SCCA 元件和需求
	雲端存取點
	虛擬資料中心安全堆疊
	虛擬資料中心受管服務
	補充服務整合
	作業系統修補

	信任的雲端登入資料管理員

	結論和資源
	AWS 資源
	其他資源

	文件歷史紀錄
	AWS 規範性指引詞彙表
	數字
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

