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Tabby Ward H Thomas Davis , Amazon Web Services (AWS)
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ELENENERTFHRIREERR  BELXZREMNGE. SRENEH. RESTENEE , UK
BERFEEARGHNEME, RTEL—REEZN , BRERIK (SaaS) LEXELEER , flKEER
B, HFEZ2M , URZHEF SaaS EFARAERBANBIHISHENRER, NEETwmELERE
{AIE A E7E Amazon Web Services (AWS) L/ PostgreSQL ERlERAZHAF SaaS EAER
WEEREERNEFHE, ER-ME , FEEEERME AWS 2% PostgreSQL #IE : Amazon Aurora
PostgreSQL tH A MAFHIE AR PostgreSQL B9 Amazon Relational Database Service (Amazon
RDS).
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AIEFa IR AE A Aurora PostgreSQL ¥ ZA 1 Amazon RDS for PostgreSQL K% F SaaS FEFAREN
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1EZH SaaS EREXNERE

HWREFTZZHMAF SaaS BAREN , BEUREE R E T L5 H) 5L BB = M IR X B0 E < B AYRIE

FWMENES. BEMHRE ,

- RRAEANERER

- ERNEFEELR

FERELEHMEARXENERMET

- EREEMARSEEBMER (FEFHE. -3t RENMAME , 5 ACID)
- BEISTHENERERX

TRIHEARKXERE RGN , X1E AWS EREERARPEITFIE : Aurora PostgreSQL #H&

M Amazon RDS for PostgreSQL ( BB#= ) # Amazon DynamoDB ( JERFEER ) .

AMFFEBNRFENEERZBHORER , TASE LB,

aRE

A

(Aurora
PostgreSQ

L #2E M
Amazon
RDS for
PostgreSQL)

SaaS FERREXERE RGN

gz kitl FEER
Relationa Doesn’t
| or highly have to be
normalized. thoroughl
y planned
beforehand.

Preferably
higher latency
tolerance;
can achieve
lower
latencies by
default with
Aurora and
by implement
ing read
replicas,
caching,

and similar
features.

Bt

High data

and transacti
onal integrity
maintained by
default.

EREA TR

5 8 33 T A 1

In Amazon
RDS, you
can create a
read replica
for cross-Reg
ion scaling
and failover.
Aurora X
ot
BEFBEIL.
For active-ac
tive configura
tions across
multiple AWS
[Z15, you can
use B AHEIX



https://aws.amazon.com/blogs/database/aurora-postgresql-disaster-recovery-solutions-using-amazon-aurora-global-database/
https://aws.amazon.com/blogs/database/aurora-postgresql-disaster-recovery-solutions-using-amazon-aurora-global-database/
https://aws.amazon.com/blogs/database/aurora-postgresql-disaster-recovery-solutions-using-amazon-aurora-global-database/
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-write-forwarding.html
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SFEABE

(Amazon
DynamoDB)

Usually
denormali
zed. These
databases
take
advantage

of patterns
for modeling
many-to-m
anyRgfg, K&

IHH, and

EFHE#.

All access
patterns
(queries) for
data must

be thoroughl
y understoo
d before a
data model is
produced.

Very low
latency with
options such
as Amazon
DynamoDB
Accelerator
(DAX) able
to improve
performance
even further.

Optional
transactional
integrity at
the cost of
performance.
Data integrity
concerns are
shifted to the
application.

in conjunction
with Aurora

ERERE.

Easy cross-
Region
recovery and
active-active
configuration
with global
tables. (ACID
compliance
is achievabl
eonlyina
single AWS
Region.)
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% DynamoDB HVEHHIERA , FS B AWS IER X EF A Amazon DynamoDB 2 & & 2% F SaaS
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/bp-adjacency-graphs.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/bp-adjacency-graphs.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/bp-use-s3-too.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/bp-use-s3-too.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/bp-time-series.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/bp-time-series.html
https://docs.aws.amazon.com/whitepapers/latest/aws-overview/database.html
https://aws.amazon.com/blogs/apn/partitioning-pooled-multi-tenant-saas-data-with-amazon-dynamodb/
https://aws.amazon.com/blogs/apn/partitioning-pooled-multi-tenant-saas-data-with-amazon-dynamodb/
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EHIEE
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B, BIRIERE R

BEANIOY (ZEEHE
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|IOPS &3 %I Aurora #{T{EEE
KPFBERRH

ERE=ETARESE , F£H
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BEEBE | AWS EE #HE
FAHERETE N AEX
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=26 Aurora H1TEIRRERE
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-write-forwarding.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.DBInstanceClass.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.DBInstanceClass.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Concepts.DBInstanceClass.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Concepts.DBInstanceClass.html
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SR SHSWREH ARIURR SaaS EARRHER, T5I&HRHE PostgreSQL AN EESHA
P BIEE,

(® Note

REFFT RV EEE AR Amazon RDS for PostgreSQL 1 Aurora PostgreSQL ##%& ., ZA<EiFR
PostgreSQL K2 E E A REME R

& LATE PostgreSQL for SaaS A EFEA=ESREER : . BENEE., TERHERAMILM
SERACENEE, BESEARMINEEERNES.

PEIER B TR
/11y - AR-EH . BRARAVBREEM
- EEHAFRE - BEFXEE
- HEBHAR . HBEMM
- MEBHRTAM « Cost
£E . BEM - BHAF®E
o RARE - ERE
- EHhAEE - £EREER O A
. LT
BiEes o HESHR -3 « —ESERE
. BEM o 2RI THYE (FE)
o HAREN - BIAFRE
. EHhAEE . HBEMM

LTEBEEFI I REEER,

DERER
- PostgreSQL M EH




AWS % EiE3| # LEEEARSAAF Saas EARXMNZE PostgreSQL AWS
- PostgreSQL £EEH

« PostgreSQL 1B#zs5EH

- R

PostgreSQL 37 & #!

MUBRIEBAERARN PR SEERFMHE PostgreSQL #ITERREF, MIUKEEHFHREEHM
ZEMREHMAIERRASEE Y2 BREFBIRR, E—EEAFEARREES —BHRAFMEE
i, EREMTAMERR, SRR TRLEMHHESEBERAFESITENRE , LA ERSS
BREMAFPNIS. T8 , #BRANMVEENEZEERBENZENER RS, SaaS FF IR
B LR BIRM. Bl , HRAIRRS , SaaS EF ARt ERBEHMEER , T SaaS HEFTRER
HULERY , BEFREANE,

Silo model

(separate PostgreSQL instances or clusters
for each tenant)

A A

Tenant 1 Tenant 2

PostgreSQL

E

HAERLEBERTUREENIER By, BEREURBEENAXNEAMILER |

R 5B 2@ PostgreSQL H{TEREBREREZE TAALREM, i, MEERPENETESIHN S K
NAEFESHEZRAFTINETRAFARE, EEEESBIRENIFASSEMEENERE
e, MUBRESZHEEFMAENEMERER , RAGKLAGEAFBENER. ki , BE SaaS
R HLUIER , RAHAFEEN PostgreSQL HTEEBETHIEN K EEEZRERERE
B, RE—EHEZER A ERAEXIERNEFIUEXEH#ENRRFHEEMERE PostgreSQL 11T {E 8 A ER
5 , EEEMEFLERNEHM,

PostgreSQL M & 5 6
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PostgreSQL £E#EH

SEEENEESNZMHEE— PostgreSQL #1T{EE (Amazon RDS = Aurora) , XA E 5
Bz 2 (RLS) REEZFHFERIRR. RLS BRERFISELECTEHERERKRPHMHLEER
BIUPDATE , SRIFLLE K5I €Z | INSERT, M DELETEGMTHHE, SEEASKEHAFENE
7L E — PostgreSQL EREERF K AUHERERAND , EREEBLOWIREFAET REHE, ERILR
ARARCERARHERCMEMBE, T8 , TEEREPERAFRENTE K BEFSECERE
XPET—LEANRA, ELRAA PostgreSQL FEERTHEMEHRAF EEXAER. HFMASHE
t, RATEENNERRE. SERTHTELFRRBTRIEDBBLAWELSMAIERRE.

Pool model
(shared tables in a single schema)

PostgreSQL

A93-9404 09202021 12:30
B38-3929 09212021 14:15

B49-7651 09/23/2021 03:00

CHG6-8765 092712021 10:00

\ \
A A

Tenant 1 Tenant 2

HAEERABEFERAUZEFERZEE , EREE —LHY, fEEERG K BETSH
BREFAMEER, 7B , BiBHER PostgreSQL #ITHEE LIZHEENER , URFEARERELD
PostgreSQL F A H , il EHHHEEZEHBEELRS HEZE Amazon ElastiCache , A SARfF L
B, BN ERCEREEFNERHEBESFENEEEAE , HAERAESR T UG & MEEH

PostgreSQL &£ [E#EH 7


https://aws.amazon.com/blogs/database/multi-tenant-data-isolation-with-postgresql-row-level-security/
https://aws.amazon.com/blogs/database/multi-tenant-data-isolation-with-postgresql-row-level-security/
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FRENES, &% 6 FL& SaaS TF AR TE RLS REHMNBESIREH , WAIEEREINRIFEE
B,

PostgreSQL #&#Zea18 1

PostgreSQL SR ER R RENML A ENES., WRAKEERE K SUUABERARFHE
B — PostgreSQL #11T1EE. EEHFHAFERRE , 5 PostgreSQL #IEEE, £ TE
B, PostgreSQL ERIEAREE F »REF.

(® Note

PostgreSQL BRI ET 2 IEE B Amazon RDS for PostgreSQL =% Aurora PostgreSQL &
EREHTEE, MESE PostgreSQL EREEE RN BERBR,RER.

Bridge model with separate databases
(separate databases in a single instance)

PostgreSQL

wlw

Database 1 Database 2

A A

Tenant 1 Tenant 2

PostgreSQL #EiZasE
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B LA E I EE — PostgreSQL BRI EEEREENETNEFBEFBHAREFFEER  NITH
FiiRo

Bridge model with separate schemas
[separate schemas in a single database)

PostgreSQL

/(—_ Database \\
N— A

e |=
e = e |

Schema 1 Schema 2

A A

Tenant 1 Tenant 2

BEREEIINEEEEIARNETMINBEFRERHRER, COUSES - EEANRENGRE
AR FERERSEAAFHEBNNENERFBHELR, EREARNEZRTEREDRBEFNY
‘a"éF:ﬁF'éo TEFEEARARAREREFEENAER. BEMS K SRERTLUIRA RLS WERA

, BB TR PostgreSQL BRI ERA B IR RBHBREF WAL, NEMSER  ERAERX
j‘cﬁﬂﬁﬁwﬁ‘z AHEEH A F EE AR PostgreSQL BRI E S E B MRS,

R

EEREBEZIEE PostgreSQL FAKZFHF SaaS HEHEH |
Y @& 55 Z 218 -

:I:I'H

SRATIRREMR, EEEDITE

+ Silo - S{EHEAFHER PostgreSQL HTEERELE,
- BA{ERIE R ERERE - B — PostgreSQL HiTERIEEHSEHEAFNRERNERE,

REIERE 9
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%
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FEMHNER
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Amazon RDS
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BRHER. A
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FUBR®H, )

158 FA B B B
dAEEE
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/rds-proxy.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/rds-proxy.html
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https://www.postgresql.org/docs/current/routine-vacuuming.html
https://www.postgresql.org/docs/current/routine-vacuuming.html
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-- Create a table for our tenants with indexes on the primary key and the tenant’s name
CREATE TABLE tenant (

tenant_id UUID DEFAULT uuid_generate_v4() PRIMARY KEY,

name VARCHAR(255) UNIQUE,

status VARCHAR(64) CHECK (status IN ('active', 'suspended', 'disabled')),

tier VARCHAR(64) CHECK (tier IN ('gold', 'silver', 'bronze'))

);

-- Create a table for users of a tenant
CREATE TABLE tenant_user (
user_id UUID DEFAULT uuid_generate_v4() PRIMARY KEY,
tenant_id UUID NOT NULL REFERENCES tenant (tenant_id) ON DELETE RESTRICT,
email VARCHAR(255) NOT NULL UNIQUE,
given_name VARCHAR(255) NOT NULL CHECK (given_name <> ''),
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);

-- Turn on RLS
ALTER TABLE tenant ENABLE ROW LEVEL SECURITY;
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-- Restrict read and write actions so tenants can only see their rows
-- Cast the UUID value in tenant_id to match the type current_setting
-- This policy implies a WITH CHECK that matches the USING clause
CREATE POLICY tenant_isolation_policy ON tenant

USING (tenant_id = current_setting('app.current_tenant')::UUID);

-- And do the same for the tenant users
ALTER TABLE tenant_user ENABLE ROW LEVEL SECURITY;

CREATE POLICY tenant_user_isolation_policy ON tenant_user
USING (tenant_id = current_setting('app.current_tenant')::UUID);
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