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% F SaaS F#EM API FHUZH : BERENREER

Tabby Ward, Thomas Davis, Gideon Landeman #l Tomas Riha , Amazon Web Services (AWS)

2024 £ 5 A (XHFE LK)

RIEM API FEUERIRFFZHRBERAENRE , BARSHFRBERY (SaaS) BAEN, EEE
BAAREBENHBRS APIs BRE , URREBTEEAF, £REFENERARENREN XEFIURGE
i, hEMMEEMZ R, BTARMBRELRE , MRS RLEHHERE., Rindlw (BFF) ENZ
A F SaaS ERREXNHEMITHRHENETZ APIs BHIETREURS, W ELAREK —E#E | 8
HIRBIF SR EZNB M EEMOFIORE,

EiHRL , APl FEREHNRERHERAEXEXBHIHNEITBERE, EBSF 28 ZHERTRE KA
AEREFIUHEXNBHHZAETHEENRZNEZEEREREE  EMEBAKRENER., EXER
ERXEXBPEIEEFBIRRERE K RAEKAEBXNEKBCSIRERINEEY , LHETHESE
FBEEENE N, I, APl EEEHEERTHSLEN , RAREAZ APISEERE., EARE
NERETHREMREMNREERRENERNEB NS EFEARENFZEREHERN APIs &, It
N, EZHAF SaaS EAEXPHEEAFEENNESR , S RENNVRERERREHEH. &
ERESRNREERRHEETE -
- REBEUUEFCIUSHKEEHESRE , WFEFMEXRHEBEHRE.
- REBESRERAEXERBHHMRY , YAEATEEEEAZERAEXTNE APIs,
. MRPHILFAZAESEINEFELUIRERE,

L% SaaS ERAEABE—HXEE,
- HREBSTEEASE AP HEREEITRERBBNENR,
- e, RARRAETEBEERBEENBRAEE T,
o RIEEHPBIRAN S EXEBRBEBNERERHZEFEIRHIEEH],

- WERENFERZFEGERAFEAEZENS N , LK SaaS BAEXTH AP BiiFHFERR
2o

REEBHKREMH-BNEE , BHFERELSEMAMBER,
« WHZERHTENREREEE (BSHMIL )  MEREEMMRE | MAXEEAR,
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BREBUR

A RIESIRANHHZHAF SaaS EARXBEFNRERN AP FRIEHIN TEERER. 5
MEARHZEAEHRESRIES API FREFIERZEARINETABER, REFMERAPBE
RIRB (PDP) RBURSIZBME , ARE APIs RBUEREHIFITE (PEP) WEE, S5WEI PDP B
MBS EIRE : #E A Amazon Verified Permissions 8 Cedar SDK , LAR& #&E £ Open Policy
Agent (OPA) B2 Rego BURFE S . A EEE RN REREHERFEZS (ABAC) KEH A BRFIIZ
#l (RBAC) &RZ! , yMEREWHEES , MEHFIOREK. RMEREEATEEPRUENFZETERINER
2, EZHAF SaaS EARA P EANMREEREN AP FEIERHNEE. FEEEPRERTS
EBER

- HARZIEF SaaS EARNNEZEEN API REZEE - KEBES =EH  BENEEBRENK
REEE (PAP), FHMHIELBRLGERIRER R BUERIREK S (PDP) , LA S&H BT BOR KM BUR 58
%1172 (PEP), STER BRI Verified Permissions A E R A& PAP #1 PDP, ¥ , A LAfE
A Cedar =% OPA ZBHMIRBIESIZBEHITEE PDP,

- REAEARERERE - RAEARNEAGREBHEKRIRERFHTERFBENREES 6 7
EEZIENIEREE K MEFENNEHRRAFERTFRREMZLRE. AT HEREKIELATRE
%, BATLAEA PAP |, 40 Verified Permissions, BIRERAEBRERNBERRERE , UEkEH
ANEREERAZELBRNERE, BRUUASKES B ETHE K SEFESHEREBRELERE
ARXEXBHNZEERTRABRREABE, kA LZHTER-BHERAEN.

- FHURSIERINEM 5L - AEREFIUES] (RBAC), B REFEUR4] (ABAC) SiMEEE MBS H
EEREFHNEN S L. EEERERTATEANFERBRELENREER, NEEEHBNEL
BURR | DG EEZFEAREESHNEDR, AEEUENRELEENAERAETRNVIREBERTE
5 , 120 OPA/Rego 1 Cedar, AIERMPEIMIVEBTRIFEAH P —BARMEEFEE,

- ERIEH API FEURS] - REEMREM—ELHZE , IEEARNPUSINE S —BEZEN A RNRE
APls, EHRBEERAKE APIs RIEHEEABRARNEANREERORHMREEAENELEBERNE
M. BEH APl ZEEZEFEDRESERAEXNZ SN  YREEESRERF AN R,

HFERRREMZHFRE

FEESEHFREMNSEFRENES, HAFRRERIEEE SaaS R ERAVBAMEES |, SIRERE
EESEEAFERAERRE LIRE  HERWEZIRE. SHFREREREEARF , Ak
HERWEF LBEELHE. BREAETUETESIRINRE , ENAUEFRE —BHRAFNE
o FoBRBNRETSHELEFN  CFEEFEAFRESEEXLER, NFEMEASSEHE
ENERZAT® , F2H SaaS FEER AR ENHFREE—&.

BEREBHR 2


https://docs.aws.amazon.com/whitepapers/latest/saas-architecture-fundamentals/tenant-isolation.html

AWS 7 g5l L SaaS BEM AP FHIZS  BEZRNREERY

FHEFINEE

BUERAMERZERENREREFEFIUES  AEREEFIRG (RBAC) MBMREFEURE
(ABAC), BEKREBABMMNREY  FHSHENWELBHNRE . LRZEANERIRRNEN
BEFARS. AEEPHRNERIEMBEEE,

RBAC

AGHFEES (RBAC) ERBERNSHREENAGIREHERNFE. fUERERHEAGHE
MEABE, o, THACERECAEEZIRNARPATTRED ., ERMEHENFIUIRHER
RATHAZRERNERBERET o

RBAC BHEETHER FTHREZE .

- BEH-—NERE K HEFIEZEAG,

- REEHNEEEE FACGHIUTER.

- BRI ABAEERESENRSTTIFNNBEBENAE,
- RESLBESHAER,

ABAC

BRI FEES] (ABAC) ERBEBIEREHERNFN. BUEALRAEHE, BR. RE, EERER
BIIREEY B, SHBRI[USERYE M TUAEAERTHEERYETREATEAENT B
o AT RFFATREREH

ENRREF , MEMPINFBEEREERA L payment sTEE REEAE AP| InREE N,

MBHPNKERERAERM , TREYH WFE/payments., BB /payments API im M EBHY
EREBM  EAFELUMREER. £ABACH , FAERAUERENREBHBERE , BURA M
BEHPREERMAAEREBY 6 LiSKEMAL WERBM/payments,

ABAC BHZEAFEE, ARNBHANRERRIHEIEREE. —BABREEE ABAC FRE,
ERRAUNBER , URFIBFAEHEETFROENEYE %Ejﬁzﬁﬁﬂﬁﬁ? e,

RBAC 3
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RBAC-ABAC B& 5%

#£4E RBAC fl ABAC TR EMBER N —LESR, RBAC EHE¥BHBIFE -3, Lk ABACEZR
B, EERETRERARBREMENNBHER , £ LUE ABAC B RBAC &4, WEASHEES
FHAENAE (REBRNET ) IHABMERGEFERE , BEAEFN., FAEMEERTEH
FRREBENERTA , ARAERERRERNESEEMBHEMYT.

FHR GRS

TRERT LRNRN=EFIURHER, thBEERHEANSHE. EREFRTEAFIERET
— E BRIt R A% P AV LB ER

FES RBAC ABAC Ba
e H = =
fHEE = 1= H
BAREE ([i¥ = H
B RERR MR A B = =
THRAR B = B
BEIHE 1= = H

RBAC-ABAC iB& 5% 4
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&{E PDP

HERRKE (PDP) AILMHARBBERHRASIZE, A EEEABRKIRRY , XEOREAHBER
HHRE. PDP AL £ R FEZS| (RBAC) MBEME FEUZRS| (ABAC) HEIEE ; 78 , PDP
7= ABAC MER, PDP A HERAEABRXNBINREBEIHEMEERFE. EUBLEAENRE
X, TiERHeasy-to-useTERAE , ARY APIs, BRI, RiwIs (BFF) BB EMERRE
AT EITRERK.

LTREIHREEPDPHN=ESZ. T1B, EfRETEMNBE,
PDP X% :
« {# A Amazon Verified Permissions E4E PDP

- £/ OPA B1E PDP
- EABEFTEESIE

£ FH Amazon Verified Permissions E4E PDP

Amazon Verified Permissions @ —BAI{ERE. FHNFISENRERE  TAREBEBRRRRH
(PDP), fEABUREIZE , e BB BRHNEREREGREERAEEHE , AR AETBESESEMN
Fl, TEBABIRELEFEEBER , BBENHARASFREGBEEEZSNEAER, BB
REBEHEERAENBE Y , Verified Permissions X EBRE#E,

ZEIBEA Verified Permissions B1E PDP , Y EEARX P EFREERNSERE L HEASTUE
HEABRAFRHSEEERA, A, R EAREERTUEZE S T NEK T FIERZEX W
LERA AR, Verified Permissions £ Cedar , ER —EERABEZ2BENFRABRHRBBRES |
RiFACEFIES (RBAC) MEMREFEUES] (ABAC) ERBREFEES , UBRERM,. AER
PR E

Verified Permissions % SaaS FEARNZMH—LERAMNIIEE , FlINsEsHEA Amazon

Cognito, Google 1 Facebook % EE DR ERMAZHFRE, 5 — 8% SaaS EAREN 5!
FENERBTUTNERIESAEAFNBEITACR., IREBEERITEFBRERE (CRM) R,
—EEFTREERE—AFERYE  KEEHSTERFINEHEEE., Z—BHEAFTRES —#E
#. Verified Permissions FHNE#F I RAAUZEEL R , EFEBSEHA SaaS FHARMIMER
{R1##&, Verified Permissions U X EREEARFIEHAFNEE , At EEERAZERBE B L
SaaS HIEM 5 5 ET R ERENZEL.

f£F Amazon Verified 5 7] 5


https://aws.amazon.com/security/zero-trust/
https://www.cedarpolicy.com/en
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Requests and events

i Guery

T (with optional context
and entity data) v

Application g v
). Access decision X

(allow or deny)

A

Amazon Verified Permissions

Policy store

A BEFH Verified Permissions ?

& Amazon Cognito & & 212t & £/ Verified Permissions , AEWERARRNIZEHERE, UBE
AREBNEFINEERAAR, BUNUEBEARN  HEERAELAERANGE  AREZEEERNNR
=M, @EMFEIAE, Verified Permissions AR IZHBHNRERSE , UMRBES ST ERNAEH
BRI EIRE  HEREEERN. FUNEEBERER, EFRRUEEIMEFHRECK , WAE
M AREBENTETFEER,

£ Verified Permissions A , BAILAIFE RS Cedar WREE, AEAEBEEURZESRKREH T, ERE
EERKNEAREXFERMNERERRES , HBUUEERK 2 EHL A Cedar BEMBUR,

f£ A Verified Permissions EEZ 2N E1F

£ Verified Permissions 1 , A U BERYAAH BB , HAREN —I2. BEAIUEHITRRE
BUYBR  BAEAEXNEEN -y, EEER  ELBRVEREAAFPMANGEN -0 ,
REZE B ERANSESE (CICD) BEEREE, BRMERBERE, & , FARKAUE
B, SUMEREBERRA ; T8 , EARXBEAE LY THINE, EEEENERARRNPZEE
LIhEE | BABRERGTENERRERXUEEIL IR,

£ Amazon Verified ] 6


https://aws.amazon.com/cognito/
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HD%%E?‘*HMK}@&ﬁ%f‘BﬁﬂQB{L BIREERE | Al AEREEULEE R AS IR E4S Verified
Permissions , {fE&ZEFERN — o IREERTEMMEMAST, ERFMEBM,

Cedar #}#

Cedar R—EEE, AERAVERNBREFTIEHES , THHHABRASEERAEXFIREASR
K, EEENRABABTUERATIZLFEAZHEARKEREKEITENER, SEBERTNUERE
FE-—BR, ECNERARACERAEZERYERNTEER , BNERARENSD Cedar BURS|ZFHES
EiE, Cedar S ERAMBER , YEE ALLOWER DENYRHK, Cedar XTEFEMEBEHNTEMNERHIRE
EAA , AFFAGRTFEES] (RBAC) MEBMHRFEIES (ABAC) , ¥ X BEBHELIHETEETY
o

Cedar I REKBXBEERREBEIF, ELREARXNEXNRREFBRE , LT AFY Cedar
HRESIZRHEBRECTEERE. NRRE (RESALLOW) , ENEREXTUBTHERNER
. MBKRTHE (RIS DENY) , BHEABRX TRESEEERFA L, Cedar WEENREIIE :

« RiEM - Cedar EAXEREBEARJMITE  YARABTREAZEETHE,
 FEE - Cedar XI5 BUERLARIEREEY , W12 ALIRIE B v & /R /Y BN RS T AL B2 PR HIAEE
ZH — Cedar XEZM TR , IRE(LENBREBBENRZEEE,

MEFHMEA , F2E Cedar 815,

41 : EFEEEBRBFF M Cedar FVEZA ABAC

1E L& HIZRBIS | Amazon Verified Permissions F A ¥ B HRLEF & A ZIUEBH EMRETHNE
. AEHIE Cedar BRXNBH R , REMUAER Cedar RERFEURFIRK, ELHHLIIEEETE
RF Cedar # Verified Permissions FTiZ2t#ITheE. W% Cedar WETEBE , 552 Cedar 30F,

ETEY , B#MFLEREEITHE viewSalaryGETH EMEMBN ME — R XBHRA : ETALURIER
CHHE K MEIAUREOERENEMASNHRE. EWUEA Verified Permissions B3 334 &l
MITELEBR A,

Bob

8 IviewSalary/bob
iviewSalary/alice

-
GET Payroll microsernvice reed
Alice NiewSalary/{employee) 4 -«
) ) Access decision
NiewSalary/alice N {allow or deny)

& NiewSalary/bob Amazon Verified
Permissions

Cedar #i# 7

Y v

F



https://www.cedarpolicy.com/
https://docs.cedarpolicy.com/
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BT ALRBRACHHE,

£ Cedar # EZFE%EEEE REREZFTA, HEIER, EERHBREBRIER Verified
Permissions BURFTE , BREERHIRFTA. B, ERNEREE,

B8 (principal) REANEAERA G,
YE (action) BB RFTMENERE,
&R (resource) EBEEEFEM TH.
- BERFE (entityList) BB RMENFELEER,

RTRERBHRY ETTURKRACHFE , EALRARESFIBR , M TR

permit (
principal,
action == Action::"viewSalary",
resource
)
when {
principal == resource.owner
};

HWBUER G Action ALLOWRES |, viewSalaryBERTINEREREESNTRNBUE
BE, flm, R Bob RERFERETHEACHE , URFERETHHEE , AIBEETMEA
ALLOW,

THRBBEBRGRERIZMBFA , A HI BRI 4. ELEHP , Bob 2 HviewSalaryFERMN
BAMERAE, At , Bob 2EEER WEE AEmployee, Bob ER#THEMAER , M viewSalary
#TviewSalary, FWERSalary-Bob2 H#Salary, A& 7 ik Bob EE I UAMIRSalary-Bob¥E
B, BEERMAS EHEmployeetd {H Bob ( £5EA ) EREZEEA cEREEEBMSalaryy
BREAE, BULE PRHLEEEBentitylist , HHEE HEBBNEESalaryEEHEE
EESEEEEmployeeflE entltyIdentlflerE’J Bob, Verified Permissions &i&Z %R
FprincipaliRtHy EESalary&IRMEBIERY owner BMEITHLE , MU HIRK,

{
"policyStoreId": "PAYROLLAPP_POLICYSTOREID",
"principal": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"
3,

#51: EFCEBEIFUA Cedar FIEZ ABAC 8
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"action": {
"actionType": "PayrollApp::Action",
"actionId": "viewSalary"

1,

"resource": {
"entityType": "PayrollApp::Salary",
"entityId": "Salary-Bob"

1,

"entities": {
"entityList": [

{
"identifier": {
"entityType": "PayrollApp::Salary",
"entityId": "Salary-Bob"
3,
"attributes": {
"owner": {

"entityIdentifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"

}

}
}
},
{
"identifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"
3,
"attributes": {}
}

Verified Permissions I IREFEREER T HEE MA@EE , Hd Bitdecision® ALLOWEE DENY,

{
"determiningPolicies":
[
{
"determiningPolicyId": "PAYROLLAPP_POLICYSTOREID"
}

#51: EFCEBEIFUA Cedar FIEZ ABAC 9
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iF
"decision": "ALLOW",
"errors": []

EERT , A Bob ERMEECWEFE , BIXZE Verified Permissions WZEFE RS EAH
ALLOW, FiB , BRI BEEMEA Verified Permissions KB HEIFTREXEEA ., FIRT5EE MW
¥R At EZ R true :

BT A eRmafRENENASNHRE.

EERELERRL  SAUERS —EBR, THBERSIME BEALLOWRE S |, viewSalaryR
ERFHNERREBEBowner.managerENEZFTEANBME, Hlan , R Alice RERFEREHEA
FEAE , M Alice EHREHEEENRKE |, AIBEREFEA ALLOW,

permit (
principal,
action == Action::"viewSalary",
resource
)
when {
principal == resource.owner.manager
};

THRBFBRGRIZMBFA , UHESEHIBERFT . ELEHIF |, Alice REHiviewSalaryi®
ROBAFEAE, Eitt, Alice REFEA , MERNERS Employee., Alice ERBITHEIER
viewSalary , MviewSalary@RHNEREE A Salary , {4 Salary-Bob., & 77 Alice 2
AU LAMRSalary-BobER , BEERMA B Employeet manager HERKE BMAlicedy
EBEAE  AEBEBLEHE B owner HSalaryh # BHEAHBB Salary-Bob, EAILUE &
Rk EEentityList , A HEBNBMSalaryBEHEE , EEZEEE Employeefl

B entityIdentifier® Bob, Verified Permissions @ &% owner Bt , ZBMUEFEAE 8
HEmployee#{B Bob, A% , Verified Permissions €74 52 tHEBifImanager B , Employeedf
REERHNETAETER , MMHREREK., EEBERT , ARALLOWRES principal

resource.owner.manager BMHESE,

{
"policyStoreId": "PAYROLLAPP_POLICYSTOREID",
"principal": {
"entityType": "PayrollApp::Employee",
"entityId": "Alice"

#51: EFCEBEIFUA Cedar FIEZ ABAC 10
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BFERAMRERR

1,
"action": {
"actionType": "PayrollApp::Action",
"actionId": "viewSalary"
1,
"resource": {
"entityType": "PayrollApp::Salary",
"entityId": "Salary-Bob"
1,
"entities": {
"entityList": [
{
"identifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Alice"
1,
"attributes": {
"manager": {
"entityIdentifier": {
"entityType": "PayrollApp::Employee",
"entityId": "None"

}
iy

"parents": []

"identifier": {
"entityType": "PayrollApp::Salary",
"entityId": "Salary-Bob"
},
"attributes": {
"owner": {
"entityIdentifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"

}
}I

"parents": []

"identifier": {
"entityType": "PayrollApp::Employee",

#51: EFCEBEIFUA Cedar FIEZ ABAC
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"entityId": "Bob"
I
"attributes": {
"manager": {
"entityIdentifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Alice"
}
}
I
"parents": []
}
]
}
}

BEEAL  EHEFF  BARETE viewSalary S A HBBAMEXERR  ETTUREKEE
CHEFE K MEIURELQHBEZEMANEE , X% Verified Permissions i AR , AB LA
EEEEKRUNGELE, SBHALlERE—SRFBHFTBERR R T IEMEZEER A EE

ETUURRECHHFEURBEREVEMANFE,

ERERALTNRERERE , THBRETM BEALLOWRE S , viewSalaryM@E RPN ERRS
BEZM owner.managerfy BiEprincipal , & B¥owner2& %R principal,

permit (
principal,
action == PayrollApp::Action::"viewSalary",
resource

)

when {
principal == resource.owner.manager ||
principal == resource.owner

};

Flan | MR Alice RFRFEREWEAFEAE , MH Alice REEENKERBENEEE |, AIBER
2EHEA ALLOW,

MFERE Cedar HREMBEBER FHFMET , F2H Cedar X,

#51: EFCEBEIFUA Cedar FIEZ ABAC 12
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Lt & {E A Verified Permissions H Cedar 2RREEZ RBAC, MBIFTIR , Cedar WEAXEBEEEE
B, FARAESTCRECHER I EEHHMEERCBEENER. THEHIES=EHEHLN
BB : Users. Rolesfl Problems., Students  Teachersa[t#8 A BAWERE H Role, BF
fBUser BB &R 7] LUER B {7 #HB3HERoles,

IsubmitProblem
Students A PuOniclT > POST
student-role e = h ) IsubmitProblemi({problem})
Isample-problem
R t
eques’ s v
E-learning platform . v
) L x
Access decision
(allow or deny)
Amazon Verified
/submitProblem Permissions
Teachers /sample-problem POST
teacher-role JanswerProblem answerProblem/{problemy)
Isample-problem

£ Cedar # |, ELEZRREBE Role Student E#EZE UserBobMAERRZREK R, HEABSLLE
BANSHMEREFEREBE—EEED, NMEXE Cedar FOEMFFMEN , 5528 Cedar X,

THBRESHEELEZEE Students 2 BB HsubmitProblem, WATEZESFEA , FF{h ALLOWENME
#RZERoLe,

permit (
principal in ElearningApp::Role::"Students",
action == ElearningApp::Action::"submitProblem",
resource

);

THBRESSHEELEEZEE TeachersZBEFH BN FIEZFE AanswerProblem , 54 ALLOW B
fEsubmitProblems KIRZERole,

permit (
principal in ElearningApp::Role::"Teachers",
action in [
ElearningApp: :Action: :"submitProblem",
ElearningApp::Action::"answerProblem"

:]I

resource

);

#5l 2 : EEEERFFFUA Cedar WEZ RBAC
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AWS 75 53| S5 SaaS B AP FEIRS | BEREANRERY
ATHERAEEBERFAMETER , Mo ZEENERERB RIS ENEZEARTABEEFENKE,
It , FARXSEAKERNEENEEREABERTMESIZ , HARERRN -9, ERER
entities BMFTHH , AIELE S Cedar FHME 5| BIRHBERWATS & TR MNE IR B BFHEK
EERER, ETIEXGBD  HENEEKREBUser: :"Bob"# EEAEEEA HRAREK
~Role::"Students",

{

"policyStoreId": "ELEARNING_POLICYSTOREID",

"principal": {
"entityType": "ElearningApp::User",
"entityId": "Bob"

.

"action": {
"actionType": "ElearningApp::Action",
"actionId": "answerProblem"

.

"resource": {
"entityType": "ElearningApp::Problem",
"entityId": "SomeProblem"

.

"entities": {
"entityList": [

{
"identifier": {
"entityType": "ElearningApp::User",
"entityId": "Bob"
3,
"attributes": {3},
"parents": [
{
"entityType": "ElearningApp::Role",
"entityId": "Students"
}
]
3,
{

"identifier": {
"entityType": "ElearningApp::Problem",
"entityId": "SomeProblem"

iy
"attributes": {3},
"parents": []
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]

EEHF|F |, Bob 2% HanswerProblemfE R EAEHE, Hit , Bob EZFEA , MEEMER
A User, Bob ERHITHEIER answerProblem, & 75k Bob & AT #TanswerProblem&)
£, LEERMHEEERUserE BEZNERERE , BobAEBERERSA RIEMHEFEK
E¥&1&Role: :"Students", ARFEAERFETPNWERRRole: : "Students" AFFHITEIE
submitProblem , Eit bR EFREFT (LA DENY,

B—FHME, R M User WERAliceRE #HRole: : "Teachers" EE#H{TanswerProblem
B —EB |, RIEBERSFTMEA ALLOW , RABEKR EBFBEFMWEERole: : "Teachers"
BlanswerProblem¥FrEERHTEIE. TIHREXBETFTMEA NEE REERALLOW,

{

"policyStoreId": "ELEARNING_POLICYSTOREID",

"principal": {
"entityType": "ElearningApp::User",
"entityId": "Alice"

1,

"action": {
"actionType": "ElearningApp::Action",
"actionId": "answerProblem"

1,

"resource": {
"entityType": "ElearningApp::Problem",
"entityId": "SomeProblem"

1,

"entities": {
"entityList": [
{
"identifier": {
"entityType": "ElearningApp::User",
"entityId": "Alice"
.
"attributes": {3},
"parents": [
{
"entityType": "ElearningApp::Role",
"entityId": "Teachers"
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1,
{
"identifier": {
"entityType": "ElearningApp::Problem",
"entityId": "SomeProblem"
},
"attributes": {3},
"parents": []
}
]
}
}
#if 3 : £/A RBAC #1TZHF FEUZE

B EFAAREA £ BIRY RBAC #E4
R, BEZHAFBRARS ,

, BALERERAEE SaaS ZHF |, R SaaS HHEBNERTE
—EARBEENEAFRHERFE.

R , P ANEREEE

BREFEBHER , AIEXERERE LNBERREEERADR, THEHIFREAMAEH 2@ Verified
Permissions MR EHEEEHAFRE , URNMERAFEREAEEHRAFAERTT,

FERBEBAFPBEEHERTENEHERNFAFRE , ERMEH Verified Permissions B{EfZEUZ &
NREER., FHRGH  AEAFMBFEBERAES ‘}?DATAMICROSERVICE POLICYSTORE _B&4%

Bl &+ %HE Bl Y BU R 12 ik [ DATAMICROSERVICE _POLICYSTORE_AF i

TER, MEZMEAF SaaS

FERREX 2 Verified Permissions T ZEEEMNFFMER , 552/ Verified Permissions % A F &%
FSrEEEIE

Tenant A

-

User: Alice
Role: all_access_role

NiewDataftenant_a

lupdateDataftenant_a

Tenant B

-

User: Bob
Role: view_data_role

-

User: Shirley
Role: update_data_role

POST
NiewDatal(tenant_id)
POST
fupdateData/(tenant_id)

fupdateDataftenant_b

NiewDataftenant_b

NiewDatajtenant_b
lupdateDataftenant_b

Request

Data microservice

Access decision
(allow or deny)

VL
v
x{E}

DATAMICROSERVICE_POLICYSTORE_A

Request

WL

v

X
Access decision

(allow or deny)  paATAMTCROSERVICE_POLICYSTORE_B

g4 3 : £/ RBAC #1TZ A FEURH
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T HIBRE I FADATAMICROSERVICE_POLICYSTORE_ABURTFHRESR, CEMBIETASEER
allAccessRoleB A — &7 Role, HEBERT , BAFTRBEHEAAFE A HEBNATEERY
1T viewData#l updateData@hE,

permit (
principal in MultitenantApp::Role::"allAccessRole",
action in [
MultitenantApp::Action::"viewData",
MultitenantApp::Action::"updateData"
1,
resource

);

T 5 BRI ADATAMICROSERVICE_POLICYSTORE_BHEREMEH., F—HEBXESRIBZTARER
updateDataRole#HK —&BRole, BREREREFN , cERTFERETY , UHEEHAAF B 1HE3
B EIR$IT updateDataBhfe,

permit (
principal in MultitenantApp::Role::"updateDataRole",
action == MultitenantApp::Action::"updateData",
resource

);

FEBRBHEHIAFBN B viewDataRoleBH AN TR W EEAAF B HHEABAE RRole#{T
viewDataBh{E,

permit (
principal in MultitenantApp::Role::"viewDataRole",
action == MultitenantApp::Action::"viewData",
resource

);

®IEAF A BENRESREEFAFIDATAMICROSERVICE_POLICYSTORE_ABURFEHKIE |, I
HERXTFHENBERETRE. EEEBRT , T2HALES 2RI E — BB RETRE.
EWIREFERD |, HUserH K BEITEAlicelEERER HiTviewDataBife, ZFEABRER
allAccessRolefyEf#HRole, Alice ETEER¥fSampleData&R# T viewDataBfE, B Alice
B A allAccessRoleAE , it EESE ALLOWRE,

{
"policyStoreId": "DATAMICROSERVICE_POLICYSTORE_A",
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"principal": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"

I

"action": {
"actionType": "MultitenantApp::Action",
"actionId": "viewData"

I

"resource": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"

I

"entities": {

"entityList": [

{
"identifier": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
},
"attributes": {3},
"parents": [
{
"entityType": "MultitenantApp::Role",
"entityId": "allAccessRole"
}
]
},
{
"identifier": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
I
"attributes": {3},
"parents": []
}

MREH B @IS B IRHNFERUser Bob , BREFINHLULUTRERRNAS, BREEE
FIDATAMICROSERVICE_POLICYSTORE_BHERFHIE A KATCRBHEAF B, HIFERYP , £
ABob#EupdateData¥f &R 1T B)fESampleData. 7 , Bob TR A ZFHupdateDataZEiR

+ BMENEEN —&B2D . Rit , BREELEDENYIRK,

4] 3 : £/ RBAC E1TZSHF FEIRE
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"policyStoreId": "DATAMICROSERVICE_POLICYSTORE_B",

"principal": {
"entityType": "MultitenantApp::User",
"entityId": "Bob"

1,

"action": {
"actionType": "MultitenantApp::Action",
"actionId": "updateData"

1,

"resource": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"

1,

"entities": {

"entityList": [

{
"identifier": {
"entityType": "MultitenantApp::User",
"entityId": "Bob"
I
"attributes": {3},
"parents": [
{
"entityType": "MultitenantApp::Role",
"entityId": "viewDataRole"
}
]
I
{
"identifier": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
1,
"attributes": {3},
"parents": []
}

FEHE=EEF+ , User Alice EEHBER #1T viewDataBfESampleData, LLFEREE
[0 ZDATAMICROSERVICE_POLICYSTORE_ABREFEHIE ,  RAEBAliceBRAEAF A, AliceR2
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R allAccessRole BHM —EHRole , AFFHE ERHTviewDataBite, ALt , FREELE
ALLOWSRER,

"policyStoreId": "DATAMICROSERVICE_POLICYSTORE_A",
"principal": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
},
"action": {
"actionType": "MultitenantApp::Action",
"actionId": "viewData"
},
"resource": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
},
"entities": {
"entityList": [
{
"identifier": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
b
"attributes": {3},
"parents": [
{
"entityType": "MultitenantApp::Role",
"entityId": "allAccessRole"

]
.
{
"identifier": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
},
"attributes": {3},
"parents": []

4] 3 : £/ RBAC E1TZSHF FEIRE 20
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#if5l 4 : £ RBAC 1 ABAC #1TZFH FEFEU= 4

HEEEE—HPH RBAC #6l , LRI LEBHMIEEEME , AZHEFFEURHE Y RBAC-ABAC
BEIE, &S L—EEFTNEEAS  BEEMEEAEBMtaccount_lockout_flagMR
BB¥ uses_mfa, WEHBERATENGEZREM RBAC M ABAC BEFZHRAFEFEUES , ¥4
BEEAFEA—EARABRERE K MARTRNBRERE,

Tenant A

NiewDatatenant_a

é lupdateDataftenant_a
o - POST
User: Alice > jiewDatal(tenant_id)
Role: all_access_role
account_lockout_flag: false
uses_mfa: true

Request P
q N v
Data microservice I e
Access decision X @

{allow or deny)
Amazon Verified
Permissions

Tenant B
NiewDatatenant_b

lupdateDataftenant_b
POST

lupdateData/(tenant_id)

User: Bob
Role: view_data_role
account_lockout_flag: false
uses_mfa: true

& NiewDatatenant_b

User: Shirley lupdateDataftenant_b
Role: update_data_role

account_lockout_flag: true
uses_mfa: true

HEHHRKRZHEMAF SaaS BRAR , LFERHAMEAF ANMERF B HRERK | BER LA
B,

EEEFEAEHTEINE , S0e BUMEEREFERPMWaccount_lockout_flagUser®
BRI HESESHEEAEHRRNTI , YiEHEFHEDENYNIERE

BR. account_lockout_flag BttEaUser ERMERIN: , W¥ BN , UserBERIBZ B ITEREREE
BEBIEE, WEHIFER whent® 43R5 account_lockout_flags

WEH b EFIEBE RN TERBRNFHEAEN. AREFECCHEAZEEEZRIBRBITERE, A7
EENRTE , SIS ER whenf@ 4L uses_mfalEEMARNBHUN -9, NEFERAENS
TERWEFMER , 52 B Cedar X4,

permit (
principal in MultitenantApp::Role::"allAccessRole",
action in [

/5] 4 : /8 RBAC # ABAC #1728 F 2B 4l 21
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MultitenantApp::Action::"viewData",
MultitenantApp::Action::"updateData"

1,
resource
)
when {
principal.account_lockout_flag == false &&
context.uses_mfa == true &&
resource in principal.Tenant
I

BRI B FE BiR , BRIEEREZRETEMN Tenant BENVAHBENEHBS, SEEHEHRR
FlREN S EZRAE—HEZLHAFBRERES E. WEZHAF SaaS EARER Z Verified
Permissions :XETZEBEMEMER , 5528 Verified Permissions ZHF FikitE2EE —H,

WBERth ERRETAR WX EallAccessRole , WASBIERKIA viewDataHl updateDatas It
S, LEBUREERF® account_lockout_flagR , falseB HWARERuses_mfaift A true,

B , L THEUIEAEZTEANEREEMBRENERFEEEHE | U IEBEHAAFFE. K
RKEUSHRETIAR WKE |, viewDataRole X i E{ERRHIA viewData, 4 , TEHFE
account_lockout_flagR , falseH WARERuses_mfailf&A true,

permit (
principal in MultitenantApp::Role::"viewDataRole",
action == MultitenantApp::Action::"viewData",
resource

)

when {
principal.account_lockout_flag == false &&
context.uses_mfa == true &&
resource in principal.Tenant

};

E=ZEHRRELC AT —EHR, WBERERERKA FENKE , MEAFEAHERER RTNWE
f8principal.Tenant, EAHAREBMNEREEEAF B HEE , U LEEHRAFRFR. HBX
AIEREFEAR BKE , updateDataRoled S EIERRFIA updateData, Bboh , BRERFE
account_lockout_flagR , falseH WARERuses_mfaiff&A true,

permit (
principal in MultitenantApp::Role::"updateDataRole",
action == MultitenantApp::Action::"updateData",
resource
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)

when {

principal.account_lockout_flag == false &&
context.uses_mfa == true &&
resource in principal.Tenant

};

AEHEFNRN=EBCRGTM T IRERB R, EHREFRD , BH User M BEA WEFE
AEFEHAAE® Alicel2HupdateDatai®RallAccessRole, AliceEHES Tenanti
B Tenant: :"TenantA", Alice EXHITWEIER , updateData, HEERIINWE
JRSampleData$ff! A Data, SampleData E& TenantAMAREE.

BEBBERERESHE —{E<DATAMICROSERVICE_POLICYSTOREID>BUR , Alice Al A& RIIT
updateDataBfE , BRERRFESBEER whenTFAFWEYE. F—BEHFEE principal.Tenant B

BESEE A TenantA, F-ERHEEEXEMN Biaccount_lockout_flagh false, JZEHRHE
ERRuses_mfahk true. HAKFEME=BEHEMY , FREEE ALLOWREK,

"policyStoreId": "DATAMICROSERVICE_POLICYSTORE",

"principal": {

"entityType": "MultitenantApp::User",

"entityId":
1,

"action": {

"actionType": "MultitenantApp::Action",

"actionId":

iy

"resource": {

"entityType": "MultitenantApp::Data",

"entityId":
I
"context": {
"contextMap":

"uses_mfa'

"Alice"

"updateData"

"SampleData"

{

|:{

"boolean": true

}
}
1,
"entities": {
"entitylList":
{

L

"identifier": {

#5 4 : 5/ RBAC M ABAC #17%H F1FEUZH

23



AWS 5 &5l

%FHF SaaS RIEM AP FHURS : BEEBENREER

"entityType": "MultitenantApp::User",
"entityId": "Alice"

},
"attributes": {
{
"account_lockout_flag": {
"boolean": false
I
"Tenant": {
"entityIdentifier": {
"entityType":"MultitenantApp::Tenant",
"entityId":"TenantA"
}
}
}
I
"parents": [
{
"entityType": "MultitenantApp::Role",
"entityId": "allAccessRole"
}
]
},

"identifier": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"

1,

"attributes": {3},

"parents": [

{

"entityType": "MultitenantApp::Tenant",

"entityId": "TenantA"

g4 4 : £/ RBAC Fl ABAC #E1TZHFFEUZH
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&35 5 : £ Verified Permissions 1 Cedar #17 Ul &Fi&

BB T LAE A Verified Permissions 1RIEIRENEIEE/E Ul TEH RBAC B, EHREERBER
U TEZNERENXEEER K EEXETAEREZHAF SaaS EARAWERTESEFHRERE
A EaRaEt,

HET5&H|5 , Roleviewer T /25F Users B MITEH. HRELERE , Ul TREFEZMEMNE
ﬁﬂo

viewUsers
viewData
updateUsers
updateData
Bob /" appication
role: viewer
ul
viewlsersButton
viewDataButton
updateUsersButton
updateDataButton
> GET "
viewlsers
viewData Render
Alice updatelsers allowed
role: dataViewnly UPdateData buttons
Auth Logic Request
viewData o | v
viewlUsers v
updateData » »
updateUsers Access decision
{allow or deny) Amazon Verified
viewUsers \ " Permissions
viewData
Shirl updateUsers
oy updateData

role: admin

FELLEHIR | E—HE Web EREXENERE, WLZEAI T RERoled , BURABRIZAERE
NPEAEN , BEEEH Web ERREREE Ul B | ©2EH Verified Permissions , LAY B A & & &
EHITHNEME K ARBERERREERE,

THHEIEEERoLleA B ElRlviewer T AERRIBREAENER ., LBERALLOWHRERKEE
viewData® viewUsersE{E , t EEEREE EHDatask HHEIBIUsers, ALLOW RERAEF Ul BE
M{ERER . viewDataButton# viewUsersButton,

permit (
principal in GuiAPP::Role::"viewer",
action in [GuiAPP::Action::"viewData", GuiAPP::Action::"viewUsers"],
resource
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when {
resource in [GuiAPP::Type::"Data", GuiAPP::Type::"Users"]

i

THBERIEE[ERole s K EHlviewerDataOnly RAEREE R, HLBERALLOWAY SRAER
FEE viewDataBE , 1 EEEREFA BV EBIData. ALLOW RFE AFF Ul Bz

viewDataButton,

permit (
principal in GuiApp::Role::"viewerDataOnly",
action in [GuiApp::Action::"viewData"],
resource in [GuiApp::Type::"Data"]

);

THIBERIEERoLefEA B B admin AT A REBNBRERMERAE, LLBEEALLOWH REREE
Z updateData. updateUsersviewData, = HEB)fEviewUsers , B FEEEREHE HADataz
BlfUsers, ALLOW RZEAFF Ul BEFTEU{EZ# : updateDataButton, viewDataButton,
updateUsersButton®l viewUsersButton,

permit (

principal in GuiApp::Role::"admin",

action in [
GuiApp::Action::"updateData",
GuiApp::Action: :"updateUsers",
GuiApp::Action::"viewData",
GuiApp: :Action::"viewUsers"
1,

resource

)
when {

resource in [GuiApp::Type::"Data", GuiApp::Type::"Users"]
};

£ /A OPA B4 PDP

Open Policy Agent (OPA) Z2BMRRIEHN —AXAIRBEKSIZ, OPA B ARSI , 58 PDP BE
HEBENFERARREARERAR 2 IRERE, EBABKRMHAR. OPAEEXEPDP s EHRER , B
HE%E. eEABA Rego WEMESHES RERBRNKRL, SLEHRNRAUEERAEXNIHE
£, IUERBERAR K MAFTESMEARNBEENEE. OPA 88 /\FH RESTful API , FBHEEUR
HRREESHERAR, EERHBRERE  EFAERXE/HA JSON i AEH OPA , M OPA EiRIRIE

/A OPA 26
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ERBERFfL@A |, SUEE JSON HHFEURK . OPA thaE% B A vl sE B 1T RER AN AN E
#o

Requests and events

Query
(JSON input)

Application OPA policy engine

Y

b Access decision
/ (JSON output)

Query
evaluation

X

g- ol
Policy [ -__Datg_- 1
(Rego)

— (_ (JSON) »

MBREFTHEREIZE , OPA BLEEE
« OPA R HEEA Rego #TH BRI RHABEMNALEZERREIE , AZERABRNMERER
RFFENEMER, BRMEBEXETBI BRI BRI RPERREIL,

- OPAZBHEAESHERSREERRELREEE, KUUBINEARAERAEXABRELXNE
HELHEMARA , BFERAEXREREE,

« OPA 2B RESTful API , Al &L R BUREHI B 1TE (PEPSE S,
- OPA RERELE | LUBRFBFMBEE JSON Web Token JWTs),
- OPA RLFRHNEHEEE EXRTUNREEEZEHHRMARRERISEEE , WMHFNEFSIEEEE,
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- BRARERE , §i0 OPA , WLl Rego BENBKEERHAA  EREREARXERANENR
atRE = Ao
OPA TEHEBIRHUMHSE :

- OPA REAREFNEEBERMNANZE FEH, OPA BBLAFERE AP RIZHBEBRERH, EiE
MAFREN - LEAEX | EEE API WESHKERH OPA EAERE, RBEREER , BEZE
REFBEERSNEFELE (CI/CD) EEREE, BRANERBERRA , dWHE OPA FEEHBK,

- RIBFER , OPA EAE/INPRFHINESR . RERRNWABERRRAURKECREBENER
B, BABERHRAIE OPA NS RA —LEM - EFERBERER , TUEREASHIRE , i
AP| B)FEREER — (BERGLLEAT R OPA AL REHMITHIEI1E.

6Tk R

Rego R—EB—RARNBIRFES K EXTEEANEERNEMAEENE[MBE, Rego WEEBHZ
BEZETfEAY JSON/YAML AN ER  LUHERREER. 529 MREMESBABRNAK, Rego
RECEFAMEHEIEGETMENBR K MAFTERSEYRERES. U TR Rego AJLMHIAT— LR

REap

- RENRFFHIEEL APIFEX ?

- WEAEANIEDARSENERBBRAE?

- WRBERRBEEENARIBRSD ?

- BRTELRSTRAYE  LRREXMEDPLHRE 2
o« LHIBRIEFEGE R WRLL B R A ?

ATHEZEELMTE , Rego A MMMHIELRRNVERES, £ Rego PEHEBEKREBHN MEREEA
A

- BEER. B9 RIBREEHTLALL JSON 5 YAML ERR R,

- BERERAZERNEE,

Rego ZEiBE & AT JSON/YAML BRI ARVEBE , HBIERERMMELRBEIREK. C. Java. Go
H Python FEARFTEEREMBENERMBRG R , B Rego EHEFITRARERFENER N
A, SR AER B M BURR R &8,

L6 g 28
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#l 1 : B OPA #1 Rego FIEZ ABAC

ARERAFH OPA HPLFAE AT FINEBFEMRETNERETFEUARNER. EH Rego
BEXBHE , RENMFEA Rego REBFEURFIREK, ELHFIMTEHS , BTETEHEE Rego
M OPA IZh&E, 1% Rego WETEME , BRESE OPA it £H Rego 3.

Report
Report generator
IgetSalary/bob
IgetSalary/fjohn
8 lgetSalary/dave
IgetSalaryialice
Bob

Yy

L 4
GETL-\ Payroll
Iget3al ar}r%/ microservice

»~
E lgetSalary/alice

Decision | | Query
Alice i i
POST : i
lupdateSalaryf{user) i i
.
89% lupdateSalary/*
Open Policy
HR / performance review Agent (OPA)

i‘
Palicy
Data
amd Re0 (JSON)

#if5] 1 : E48 OPA #1 Rego FYEZ ABAC 29


https://www.openpolicyagent.org/docs/latest/#rego
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E75 OPA R A6

ELEF , OPA St BRI AT TR —EFIRHRAL
BETALUERMACHHE,

MR Bob EREFENMHFEMBEUEEECHEE , HEMRBEITLUS API FILEFHEGQZE OPA
RESTful API LA HHZEUREK, HERESFEA TS JSON I AREH OPA REHREK :

{

"user": "bob",

"method": "GET",

"path": ["getSalary", "bob"]
}

OPA ERIZEHBIMEE, EUERT , AT Rego BEMNBUEREFTE JSON @A

default allow = false
allow = true {

input.method == "GET"
input.path = ["getSalary", user]
input.user == user

WCBRTERRIERFEHL. A%, CEEEHREZ 2B RAGEHIFHNE Ainput, HEET
SHNESHERER  UENEBENE. MRAAFHRENXER true , Bl Rego HAIEallow&E

[ true. Rego MR AIZERF®R Amethod FHY BREEMN GET. A% , cEREBBFEPNE—ET
FEpath REKBEFNE_BTRBREEE getSalaryZfiuser, % , CEREEFIMKE
2% /getSalary/bob Euseri2 HFER input.userFSuserB8, #HAlallowEH if-then L
DEREAME , 8RR

"allow": true

£ FANERE BV &R 20 43

EETEHA OPA DEE , ETUBERFAELBRHNTOFIRL. BRCBEELEANARTR
HRTUEREHER -

451 1: BH OPA M Rego HEZ ABAC 30
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BT AL ENEMMHRENENASNHRE.

ZIF SaaS REM AP| FEUES . BEFERBENSEER
T EEHIF , OPA A FERATEEAMAERE R , LUH B HH FEURK !
"managers": {

"bOb": ["daVe", "john"],
"carol": ["alice"]

AT LAE OPA HEV DR ARELEMEE JSON HFE | ESELE—EE , MAREENDE, ERH
2 RAREH

direct_report[user_ids] {

user_ids = data.managers[input.user][_]
}

WRAEER—HEEHRS BNMEEAEinput.user
BARREBEEESESWE. ERAANE DL

EWRERT , ZER bob, RAIRFMW [_]E

"direct_report":
"dave",
Iljohnll
]

[

HELEARBRHEBERAEREAKENERE T, HIRNKLEREN , FOHAE JSON ERER
EENHMERLE,
BORE

RE—EFNERLAMEEEM K RATHES T EMEFRPEERL
ETUUFENMACHFEARBERENEMANTFE,

BEmELER , B LUEAL Rego BUXR :

default allow = false

allow = true {

451 1: BH OPA M Rego HEZ ABAC

31
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input.method == "GET"
input.path = ["getSalary", user]
input.user == user

}

allow = true {
input.method == "GET"
input.path = ["getSalary", user]
managers := data.managers[input.user][_]

contains(managers, user)

BEHNE—BRAAFENEREFTECHEEFANFERAEEFR , WaIFTR, £ Rego PEEM
EEBHEENHRLA , B allowABERERE 7, £ (@R SHEEEE HEBMAIEEEREFE
input.user ( RE LEFHER ) , W LLFERREmanagers28, &% , AUSRBHEBR
AEEEmanagersB# A | input.userBUREEHNEEHFENFERAERSA NEBRSE.

FEPHEFIEEER  TREZTERBURIRE Rego M OPA WAL, WMEHMEN , FHRE OPA
X, 526 OPA GitHub README X , A% TE Rego 445 HEER.

#if5l 2 : EH OPA #l Rego (WZiHFFEEHIFFEAEEEN RBAC
L EHIEA OPA Fl Rego R&EMMAIFEAEAFFEAEERN B AR , EZHAFERARERXHN API

LFEFEFRES, CUERENIREBEAFRHFER. LERETR OPA NRBSHACRENE
A B HERY R IR
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AWS FRiEE| %FAF SaaS RIEM AP FHUZRS : BEEEBENREER

Tenant A
all_access_role

GET
NiewDatal{tenant_id/)
—> Data
microsernvice

A !
POST : 5
updateData/{tenant_id . '
Demsmni EDuew
Tenant B :
update_data_role ' '
view_data_role
.
Open Policy

‘ Agent (OFA)
W
-
% Palicy
Data
L (Rego) (JSON)

HAFHNBEFRENBER (RBAC EX ) F , ARY OPA E{TEFEUAKR :

{
"roles": {
"tenant_a": {
"all_access_role": ["viewData", "updateData"]
},
"tenant_b": {
"update_data_role": ["updateData"],
"view_data_role": ["viewData"]
}
}
}

g4 2 : BB OPA M Rego WEHFFEUZHIMEAEERH RBAC 33
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ELACHEFEAEERR K BERENTERREHS DRME (IdP) b , EXEFEENAER
SEFTNEFESE , THASERR.

HEFIER OPA R RMEBERRMBZERE  UREELEHRENMEBFNTHAF R, ELBER
FRA%EIEERN RBAC EHl,

default allowViewData = false
allowViewData = true {
input.method == "GET"
input.path = ["viewData", tenant_id]
input.tenant_id == tenant_id
role_permissions := data.roles[input.tenant_id][input.role][_]
contains(role_permissions, "viewData")

HEENRANEELN , FEBER T8 AN OPA £ :

{
"tenant_id": "tenant_a",
"role": "all_access_role",
"path": ["viewData", "tenant_a"],
"method": "GET"

}

It API FEIEYIRBEA KR @HS RBAC EX, OPA BURF OPA &E#®WA , MIRFIR -

1. WEAEY Tenant AT API 04 /viewData/tenant_a.
2. ERMIRS SN E#HallowViewDataR Hl |, BE OPA = A S HIh BRI A,

3. OPA £ OPA BURHF M ER IR LIREMNE A, OPA th &K B RBAC BRI E R KT
A, OPA Z#1T T JIENE :

a. R AN ET API FEIUEY 53EA GET,
b. BB RN EREERA viewDatao

c. MEEE tenant_idHH % Y ERBEFAFZinput. tenant_idHRIBR . ETRARRIEHES
B2k, EIFESHRAR , 5 —EHEFthEEEEHITIL API FEIYAIRIE,

d. %ﬁ@ﬁ’\]%%ﬁﬁ*ﬂ%ﬂlﬁ@ﬁ—lﬁﬁ WASEHIS MG EE role_permissions, {FHEE FHE
REMBENEE EXAGRMBEEULEE input.role.

e. @&Erole_permissions2AEE ¥ viewData.

4. OPA € T IRKEEE R IR :

g4 2 : BB OPA M Rego WEHFFEUZHIMEAEERH RBAC 34
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{

"allowViewData": true

}

W FER RBAC MAFE =B MMERAER OPA HBERE, EEE—STRAE—Y , FEE/
viewData/tenant_bfEA T 5IEHE A Y HE1T APl Y :

{
"tenant_id": "tenant_b",
"role": "view_data_role",
"path": ["viewData", "tenant_b"],
"method": "GET"
}

WRAEEESE OPA ERW ABEN ALY K EEHAREETEACHTRERE, EREALLFILE
AR , /tenant_bH RBAC Eflview_data_roledH HELEEMEAB N viewDataif . EEY
BAISTHEEREMNFEES /updateData , BATLAERELIH OPA KA -

default allowUpdateData = false
allowUpdateData = true {
input.method == "POST"
input.path = ["updateData", tenant_id]
input.tenant_id == tenant_id
role_permissions := data.roles[input.tenant_id][input.role][_]
contains(role_permissions, "updateData")

AR ThEEE allowViewDataR AIMERE , EERBAENEEME@ AL E, LRANDNERERELR
B O UYREHFEENAGEERETF API BEANT, EEEFIERHMTEERE , BHEE W
AP| Pl E T 5| EH# A /updateData/tenant_b :

{
"tenant_id": "tenant_b",
"role": "view_data_role",
"path": ["updateData", "tenant_b"],
"method": "POST"
}

Ef£A allowUpdateDataR AIFHLEE , WEBW ASER FIRERE

g4 2 : BB OPA M Rego WEHFFEUZHIMEAEERH RBAC 35
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{
"allowUpdateData": false

}

WP SEERE. #A AP I FEFHEW HEE |, tenant_idI B EAKERN B ERLW
APl , {8 input.role2fFEZH view_data_role, view_data_role ;8 H updateDataff
A ; Hik , ¥ WL /updateDataki&ERE, BREWE tenant_bMIFERAE | LLFIEER
Ihupdate_data_role,

#Hl 3 : EH OPA Hl Rego By RBAC #1 ABAC 2 FH S 1ZHEUZ 4|

HEEEE—EPH RBAC €6l , LA LUEBHHIEEFERE,

Tenant A

A

User: Bob
Role: all_access_role
account_lockout_flag: true

N GET
. NiewData/{tenant_id
. POST
“_jupdateData/(tenant_id
Tenant B : ;
8 ¥

User: Alice

— > Data
— %\ microsermice

A

Decision ! ! Query

Role: view_data_role
account_lockout_flag: false

A

User: Mary
Role: update_data_role
account_lockout_flag: true

Open Policy

‘ Agent (OPA)
%l
Paolicy
Data
amg (e00 (JSON)

el aE L —EEFPHNERAR , E2HMEFEAEBM account_lockout_flag. ERKREMT
MEEACHBEBNERESEBME., SR LETARLEFIFNER RBAC AEHELR

#if5] 3 : E4H OPA #1 Rego ¥ RBAC 1 ABAC Hy %1 F 17 EiE #l
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{
"roles": {
"tenant_a": {
"all_access_role": ["viewData", "updateData"]
.
"tenant_b": {
"update_data_role": ["updateData"],
"view_data_role": ["viewData"]
}
}
}

account_lockout_flag FAEBM I AFEHE Bob /viewData/tenant_afy OPA &Eifj# A
B — &9 IR R E R RES

"tenant_id": "tenant_a",

"role": "all_access_role",
"path": ["viewData", "tenant_a"],
"method": "GET",
"account_lockout_flag": "true"

EHFEURKR BN LR &S , BEZE2EMEaccount_lockout_flagBMHEEMNT :

default allowViewData = false

allowViewData = true {
input.method == "GET"
input.path = ["viewData", tenant_id]
input.tenant_id == tenant_id
role_permissions := data.roles[input.tenant_id]J[input.role][_]
contains(role_permissions, "viewData")
input.account_lockout_flag == "false"

WEHASER NRERKFalse, ERRES account_lockout_flag attributetruelBAR
Bob , 1 Rego #iBAlallowViewDatatEBFE , # A Bob EFEENAGNEAF,

£if5] 3 : E4H OPA #1 Rego K RBAC # ABAC H %3 F 12 HZ= #l 37



AWS FRiEE| %FHF SaaS RIEM AP FHURS : BEEBENREER

£ 4 : £A OPA # Rego E1T Ul EfiE

OPA 7l Rego VBB X ERZE Ul STREMBEN . THIEHIRE OPA #5 £5 A{A& ¥ RBAC £y Ul
JERE RN TRETRBRE, LI ERER OPA B Ul tEZNHASTEREZ—H

[ e
A

Ul
Bob viewlUsersButton
role: viewer viewDataButton
updatelsersButton
v updateDataButton
- ry Render
Shirley allowed
role: dataViewOnly buttons
Auth Logic
viewlsersButton
viewDataButton
updatelsersButton
Alice updateDataButton

role: admin \ 'y /

Decision ! ' Query

Open Policy
Agent (OPA)

r
Policy
Data
amd R0 (JSON)

FEHEHFH  E—HE Web ERRXENERM, REREEEEE Bob. Shirley F Alice By Ul , L&
M REEEIRENEACHENZE, B Ul REIREFEAENGERE , ©8EH OPA KA, LAY
BT RLE R SR FEL B RE Ul FF, & Bob (FAA® viewer) [ Ul BHFERE  SHSKUTARHA
I A BB OPA :

#if5) 4 : £ OPA #1 Rego #1T Ul ER&E 38
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{

"role": "viewer"

}

OPA f£/ RBAC #E B LAY INERE BRI HH FBURK :

{
"roles": {
"viewer": ["viewUsers", "viewData"],
"dataViewOnly": ["viewData"],
"admin": ["viewUsers", "viewData", "updateUsers", "updateData"]
}
}

OPA B RAIERERNSER NI\ ARELEARFFHBFEFE

user_permissions[permissions] {
permissions := data.roles[input.role][_]

}

FEEHDHRAP , OPAEFEAinput.rolefEEN BATHN —Iy , RYETEZE RHL IR, Bob
EEAE viewer , MAFERHEERRFZEMMETT : viewUsersHl viewData, Fik , Bob ( X
REERRBACHEMHEMERE ) LRANBEN TR

{

"user_permissions": [
"viewData",
"viewUsers"

]

}

B A dataViewOnly A& Shirley ST ST 1R : viewData. EF adminBAEHK Alice &
HAETEMEELH, & OPA K , EXEEEEE Uluser_permissions, A% , FAER

AT LASE A b [B] FE SR B R SR BB R viewUsersButton, updateUsersButton, viewDataButton#l
updateDataButton,

e BRTBUR 5|2

EEPDP WEBRAERENBFTHERSIZ, BURSIZNWEERREAEN s HZERE, BFTEX
5|2 a8 E ML Verified Permissions 3 OPA BLIMIREREK | LBHBERFER, LR RAREFH

A BTHRREIE 39
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Verified Permissions 5 OPA NEEEFIER , BEMTABERNBERHH BITBERSIZBMERTE
BN, E5|ZNTEBMAAESEE API REMSEAR , FTREZBRERKRIZEEARER, B L4E
AEMERRGESREATERSIE  FEAEMBSIREMAEER |, flERAKENES (CEL),

A BTHRREIE 40


https://opensource.google/projects/cel
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E1E PEP

HERRHBITH (PEP) B ERWEXEHEFORKE (PDP) UK REFER, PEP W LUMURFE
ARAPHNEMANVE  HTFERNERSCAZIGRE K AEAREEE, % PDPs HLLPEPs ¥
%, PEP EREFRMAMERERK , TREEMREEE, & PDPsTE , PEPs #AKHE
SaaS EAEAF. ERRAZREERERARARAFINMPEFERENFIURS, PEPsAILER
E APls, #BRTS. Rinsliw (BFF) B , WERAEATEENFTEFIRFNEMR, = PEPs £EH
BXAFER , TRAEZENEEERLRERE,

HE28FPEP, E—ATRRYNERARATEHNTHFIRGNMCE, FRERKHL PEPs BESE
ENERREXPER , FEEIERA

MEEAERXLR API, Bl AP| FEEFREMFZEEEE,

ERRAEMBBEEQHRHEEMRER , APIsAIHATREARARBZEN SRR, BEIUE
HEARAEARBcENEERENESEN, RMABARBEMA PEPsHATFE SaaS EARER
FE{E APl Y ERIFM, BHTNERARXTNEMBEMESRE. TERERAEND &S
Ei¢ PEPsESIRARALSNEEY, RERZKES PEPs WE—VE , BFEERHLA API TR
AR

AARIRBRE

PEP 270 PDP B REBEERE., BRUUKAZELX. BREEARSHEARRZFEINEZE
S RERRREHEEZE PDP (OPA BT ) 2\BM RESTIul APl, MNREFEHER Verified
Permissions , & A LA AWS SDK REEEUIRERZEK , LAY IsAuthorized 5%, LR A PEP
M- REARERRRNEHAENEN. ERTUEGAS AP REIMFEREX A PDP & A —5KE
B, EEHME PEPs W%, Hlin , AL OPA PDP EARHEEILL Go B RITESRENER
BRAESARIXE , MA2EA APL

THE AR

PEPs EESSBERTILBEARNER, E PDPsLFA APIsk | HEERF T REEA JSON #%
X, dH APl FEIHEE, PEP 4EFfHIt JSON BRI , SHIEAMEBRNEBERRCBERE. 6
W, MR PDP EERMMMEATIIERREAR , Bl PEP FJRERBRENE , AREE HTTP R
REHS 200 /RRAFT , EE HTTP ARAEBHES 403 RNIER, EENG PEP BERFE API B & RIRHHVIE
N, =7 SaaS EFABRXPEEFIREFHNBRREENSRER., EEEMNESS , PEP AJEEE
114 PDP EEMEE JSON BB, K EBA PEP , LLEBEM#E PDP BRI BEREIEN TR

FEREERE 41
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¥, B PEP AR ELEARXPNASARNERF , RAEBLE PEP EXBHEATEER

ANEXERERENEARTESKm. Mitt—R , &8 PEP 5 7] LA Rt E AR X P EME
BHES K RAFBRINEFEX.

FHERERE 42
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ZHF SaaS RIERVERGTREL

BF AP FEUIZHINREN T ZARSE, A EEEENEARSHEF SaaS REN ZERFTEE,
B LT A M ABKIRE R (PDPs) MBRMHIBNITH (PEPs) BENSK2ZE  AEARAER —H
EBHRERE,

ERETHE A -
« Amazon Verified Permissions RYE&FH1EH

« OPA RYERGETHRE

Amazon Verified Permissions Y% sH#&EH

£ APIs LfERSE R PDP #&8L PEPs

AP| £ 3 F B BBURAHEIEITE PEPs) WERRNBIER AR Y (PDP) EEEXREER , A API FEUE
HAREEIENE IR EBNRRK. APIs Wi ESEBRERA -

- REM AP FREHEERTEAERXPNZEE,

- REEEEERENER,

. FEHEREHRAKRR2ERXH,

f£F Amazon Verified 5 7] 43
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B — Amazon CloudFrant Amazon AP Gateway

Mobile client n n [ |
— R Microservices
— -
8 o El B O

J—

—s=
Web client ALLOW ! ! IsAuthorized ALLOW ! ! IsAuthorized
or i ' or i |
DENY ! DENY !
AWS Lambda
B O
ALLOW | ! IsAuthorized
or 1
DENY ! : ; :
Y H ¥ : ¥
a Authorization service (PDP)
v

x{E}

Amazon Verified Permissions

FERENRE (BRPUELHERNRIERT ) -

1. £ JSON Web Token (JWT) ¥ B B& 3 £ & & @ Amazon CloudFront B4 HTTP & K.
2. CloudFront &4 REX EERE A CloudFront R @ REFHY Amazon API Gateway,
3. 04 API Gateway BT RS REFE JWT,

4. Microservices & B fEZE K,

REM AP FEUEFIRE (EERPUIEHERNFERT)

1. PEP R ERBE I EEFRER , 2HEEM JIWTs,

2. RERT (PDP) EUIEAT , SEEMAFREMIAERBA , Y RBEHIEERHEBERET
fo

3. BERFEEELDKG PEP Wi 1TE 4,

£ APIs EEASEH K PDP & PEPs

44
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LERFEREHN PDP RIGHBRERK, PEPsEETEMNFEMEN , L@ PDP REREFBR, T
B RMAERRNZSIEAF SaaS BABEXPEELER,

L ZE#ES | PEPs €7 Amazon CloudFront #1 Amazon API Gateway #9 BR 75 i 25 LA & 18 AR
BERREAR, RERKEHRERIE Amazon Verified Permissions (PDP) #itH. HR Verified
Permissions 22 S ERE , ALEFTFTEEEEREREE, B LA RESTul API 3 AWS SDK
£2 Verified Permissions B &,

B A LI BB E BETBUR S| BB EH. T8 , & Verified Permissions BB {8 2 &0 24 EH
RAEBFTERSIZRENEE,

APl £ EF PEPs APIs&EF = PDP 2t ERIEIE , AT APIsSH R AXIRERR, ERELIRER
F , iR fteasy-to-useJEERME , SAEH¥ APIs, #ARTE. #&ikaIi% (BFF) BREMEREN T4
HIRERR,

£ Cedar SDK

Amazon Verified Permissions £/ Cedar EE S REE BT EARXPHBHFT. £ Verified
Permissions , A LA #% Cedar BBRFHEFRRNUE, MAZEVRENKIEE , URETREAERDN
T, BB LUREM A Cedar SDK BERESFIFHNERER S , UERHIREREK K MESHFE
A Verified Permissions. WZEZFZHENNEITEAERE K FTHEENERERARMINER, &
B, ETREEITTHERAR , 155 —RERMBBRMERERT —BMZE Verified Permissions =2 &L 1t
RAAITHER T,

OPA HEXSTIR A

1£ APIs EEREAH I PDP #& & PEPs

API #EH F B A B HEITR PEPs) MEFABFIRKE (PDP) BEEEXREELR , & AP 7HUZ
FMREEYERABZNERBN RS APIs b A EREREERA

- REM AP EREFSEAERRAEXTNSE,

- REEEHEERENXER,

- FEURFIREREEH N,

HWERFRESR PDP RiHE#ERE, FTE APIs PEPs , LA[a PDP 2 H B #ERk, TEETROMA
EBERNZHEAF SaaS EARPEEHER,

£/ Cedar SDK 45
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B —_— Amazon CloudFront Amazon APl Gateway
Mobile client n E n | ]
I Microservices
L. A —
M :
== 8 0 8 8 0O
Web client o00 0K ! Jauthorize 2000K | ' Jauthorize
403 Forbidden 403 Forbidden :
5 | AWS Lambda f> :
. a! @
200 OK 1 fauthorize
403 Forbidden | ;
v E v : v
Authorization service (PDP)

B
- ~ | Open Policy | _.
Authorization J Agent (OPA) Sidecar
Decision n

.8

FERARARE (BRFPUESHFERNVEFIRT)

1. B8 JWT B EEE &2/ Amazon CloudFront B4 HTTP &K,
2. CloudFront &#§5E R EIX 2R E S CloudFront R4 AREFHY Amazon API Gateway.,
3. FE0Y API Gateway B FT RIS RERRE JWT,

4. Microservices 2B FEZE K,

REM API FEEFHFRE (EEXRPULLEHIENEIRR) -
1. PEP IR ERBF I FEEFRER , BT JIWTs,

£ APIs EEASEH K PDP & PEPs 46
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2. RERTE (PDP) MBHERER , XEHLME S 281178 OPA REREX REST APl, FERERM
AEHNE A

3. OPA ERBEHEENHBABRRT LA, NELE , RRFEAERUMHBRERE.
4. OPA 8RR E DG RERS.
5. RERKEEDIE PEP AT 1,

E b2 | PEPs 7€ Amazon CloudFront 1 Amazon API Gateway HYR#Ei% 2 , AR S EHMRE

BRERERE, REAXRZHESR OPA MBHIRER (PDP) . B RERKEMARTIR
BERARAFNITERRE, OPA HEEE SELREAFE RESTul APl , Bitt APl REEmBR#ERKE

B, RERBESLNEH PEPs FAMNMER AP, FRERKEMA PEPs Ml OPA 2EHEN , AFFHE
PEPs 1 OPA 2 B A FTREZEMNEMEIUES , fl0 , ERE PEP WREFBRTHFS OPA FEHIN
EH@ AR,

BB LGS RBER BT BRI EREEA. T8 , it OPA BENEAE2MLAMNS BFTHEKS
ZREMNEE.

APl - E5H PEPs APIsEH = PDP 2t REIE , RV APIsHBARERK. THREE, B
Rffteasy-to-use ATER R E , ARY APIs, R, Rinpius (BFF) BHttEARN Tt ETRE
AE, TiB , EEFEATHEELNEAERNAELEBZIE , RAREAREENWUERN APl, 10
RERIEEERE  BueEZE 98 PDP,

£ APIs LER 2 83\ PDP #&8L PEPs

AP| 3 B BBUERAHIE TR PEPs) W0 BNBER AR M (PDP) BEEXKRIEEK , A API FHUE
HAMBEEI RN RSE. APIs I[E API EH BB PEPs &SR PDP , W EXETYBREE
Al : APIs

- BEMN AP FRERFHEERTEERARXTHZER,

- REEEEERENER,
- FEEEBIRRRERAD,

BB ANEAMEES i PDP K, FEURGIRREEHL. #X PDP ARt ERERREXFH
ZEME , BLAERARNRERERMHFIIREIRE, A PDPsEHERBEMEEN @ ARMHER
MFEURGEIRER, FTA APls PEPs , LA/ PDP R BEFR, TERRIMAERRNZIES Saas
REAFEELDBHER,

1£ APIs EfEA 2 #3 PDP #E PEPs 47
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FEWFEP  POPsBEEABRRNPHNZANEEE. HREETUEIT OPA XX & PDP WEARER
o, Bl BB KB Amazon Elastic Compute Cloud (Amazon EC2) #1{TEEH RS {LRTS , PDP
AREALEZESI AR tHP , MEFSHEDPX PDP REEST RESTIul APl I, S5 BIRR
DEBIEEPN POP EEAPAEEEINEE , RATESRAEAEX T4 ML EETEAN AP LY |
LIRBRERK, T8 , YAREREMNEREES PDP WERAERXTH , 20 Amazon CloudFront =%
Amazon API Gateway fR# , WRBEREFEELEF RN PDP,

TEESNAERRNZSEAF SaaS BARAREFILEFX PDP M5 & PDP S

E Amazon CloudFront Amazon APl Gateway
Mobile client n E n Microservices
E—
Authorization service
— M (PDP) sidecar
— 8 0 3 -
Web client 2000K | . Jauthorize | .

403 Forbidden

| AWS Lambda &

M

2000 1 fauthorize
403 Forbidden | ;

W : W

Authorization service (PDP)

B
N = | Open Policy )
Authorization J Agent (OPA) Sidecar
Decision n
. B
Paolicy
L

ERENRE (BRPUELHERNRERT ) -

1. BEH JWT WE R FEAES [ Amazon CloudFront B4 HTTP 53K,

£ APIs LA 28\ PDP & PEPs 48
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2. CloudFront E#$55 R EIX EERE A CloudFront [R#4{A IRES#Y Amazon API Gateway.,
3. AP| Gateway B {REH MW RERH JWT,

4. Microservices 2B fEZE KR,

REM AP FEURFIRE (EERPUIEBHRRNFERT) -

1. PEP W IR ERE L EEFRER , SIEEM IWTs,

2. ®RIER (PDP) SESERER A EHAUNE S 2 #ITH OPA KEREX REST APl, ERERMA
BRI A

3. OPA SRIBFEHISENHEBERRTERA, WEMXE  RASEAER LB RERE,

4. OPA 8 AREERRERE.

5 RIERKESEEG PEP MHEITFE,

L Ze#E s | PEPs €7 CloudFront A1 APl Gateway BI RIS E: , AR SEMREERBEREK, W
FRIEHYIRER K R HIRERTS (PDP) FTRE , ZRBE I HAEAERI THAMBRE. HERBEAR
£ &858 Amazon Elastic Compute Cloud (Amazon EC2) #i1TEE E TR ( R ) . API
Gateway H CloudFront ZEiRIEHRBERFNEEMBNBRERE . ERWNMA , RERKHSLET
£ PEPs £ Y APl, ERERIEMA PEPs f OPA 2BMES , L5F7E PEPs 1 OPA 2B AT
BEEENTEEEE | S0 , EXE PEP WIEEZERTHSE OPA EHIN =8 AR,

BB LGS RBER BT BRI EREEA. T8 , it OPA BENEAE2MLANNS BFTHEKS
ZREMNEE.

APl £ E% PEPsAPIsZ &3\ PDP 124 APIs BB ARERRNIRIE, ©HNEE , Yikteasy-
to-use ] EERE , ANY APIs, RS, #%inaliw (BFF) BREMERREN THETREREK, It
FEUuEBRRLEEEFR PDP ER P AREE RN EE,

EA 75 #= PDP AR E

& A LA PDP FERIBTMERK |, 3% PDP IEXEREHNERNREHR , UEERAEXNREM, OPA T
LLRE Go F=HEAE, HRAMEARMNES  KALERBERTIEL AR BFTBKSIZE,

ERA2 = PDP ARRE 49
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Amazon Verified Permissions 21 E{RiTEZEE1E

EIREZIHAF SaaS f#RA EHRFEH Amazon Verified Permissions E{ES#E K ETEE B4 @EEEE
B, ARRELBEZH , BRMEEZHEAF SaaS ARTRHNRECENEZE., FHEARFT
B EAFEHER ABRERNEAF, RETHRAREHAEEEFEFIEAFNET,

£ Verified Permissions 1 , R @ FREBRKFMESR, 0 Verified Permissions XAk |, &7
DerEEEEAFEARENNBRTFRERRBHEAFVEE St mMEHAFFERE-BXRTFHE
RAFHEHAFHARK, AR EMERMERENEINRE , WRANAER S ELBER TR
B, MEHMRRE , 5528 Verified Permissions X,

B SR ETETSREY critieria BE R Verified Permissions , {E—fl SR UIRE B R HIZHHNIEsSI AR
#, SaaS EAEX S E—ERIEFRERAHRFTN -5y , mit—RiESHERBIZEHEE SaaS EHA
BXPIERIT T, RXEHRSERK D SaaS BEHER | HIINII SaaS EHEMEE SaaS EE, WF
SHHMERA |, 5528 AWS Well-Architected Framework SaaS Lens F#9#% /0 b B8 =0

BE SIS SaaS WAL RBNIELESELAFBHARS A, HAFBHEYER M, B
M. BEAINE. AFNMARYVELHEERS K RACREENANTRUMLARN. SF Saas
REESEFBRTROGES , —ELABEEE Saas BARKEBHAOS R, BA Saas RS
AR A BB | (B SaaS BRATRPT—ERE—Rit. SN, BHREARRWNH
T ALRIBN EED TRRSAHA RS D SRR RERL TR,

RHEREE

. BEMAKEAERFER

. SEBSHEERE

. —EXASHEREEHE

 HEHBHD

5 0 A K fE A & 3 B AL

SaaS BARENEEHE SaaS HoHHE , YERBKEAES I BEEHAFS N —RREER, &
BHREEFBINRERAFIRUEFTEAENESTUENE. EEBRRKEFIMRFTEAFHNER,
RS EEAEXRFICEAEIMEF. AR SEACHIENEAEHNSHELRNEF S , B8
JSON Web Token (JWT) B9 —&8 %'

Efit , AREBRBEERNEREFRETEHEBARNBERE, FEYE R ERBFREER
MBREFRE  FHEEAEEERFRENEAFEARRFRENRS, ELRMFABESHEER
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https://docs.aws.amazon.com/whitepapers/latest/saas-architecture-fundamentals/tenant-isolation.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/design-multi-tenancy-considerations.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/isolation-mindset.html
https://docs.aws.amazon.com/whitepapers/latest/saas-architecture-fundamentals/tenant-isolation.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/silo-isolation.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/pool-isolation.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/core-isolation-concepts.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/saas-identity.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/general-design-principles.html
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WERAENSEZNERERES , #1 Amazon DynamoDB  Amazon Relational Database Service
(Amazon RDS), #t [ LUEIB S 7R E (IdP) P ERIEHB MR ELME, A%k , HAF. A
ENBEEREENERBEESER JWT EHEFERE K HP I SREBERMENFERR.

WEHIER JIWT A ABRIEAFNERE B RALice , TenantAXEFEEBEREMIE ID HBER
FHRIEps-43214321 TR,

{
"sub'":"1234567890",
"name":"Alice",
"tenant":"TenantA",
"policyStoreId":"ps-43214321"
}

FEBEFBRENE

Amazon Verified Permissions FHSEHEAFBEREREZRFER S SaaS EAEXFHNEEEAR
FHEBCHBXRERER B, WEHELUA SaaS My fZEER, EMEELNEEEVESE
EMNERNE , YEEREUNERNRE, WAFZNTEEREERRERFBNTHAF R, B
BRAEM —RERE, HRMEFAMOCEE , URBLPBEREMITBARMNEEEE, 7 ENR
HOEEEMNERMARR, BBNRE, WRBRSFREESAEAFNE—BX 6 IBZEEAS
B A FBERERIE,

MREK SaaS EARREE , SEEFBEEHNESR T URHEEMMNMEFE#S %, BhmlL
W E R B B F Rt R B A |, BEM Verified Permissions BEF S AEEZHNEEREERNE
EEY  HlnfEeREEMIRE,

EEHEAFBRERES , A FREEREBE M E MR ESEMH P B 7 SR B R R &
EFEAEMN SaaS FHRER , METAR, WEEEMEFNEREFHEECHETRRZEH IR
HAEEE SaaS HRAR PHAMRSFN —HE X, BULEIRNK SaaS EAEXMEES dP N —8 2

5% DynamoDB FAMERI RIFH RS, EthAIRREZTAZEAFN -85 , XEAEAFH
HRERE,

L EHIFREE tenant policyStoreIdM FAER JWT WA API i B EEE AWS Lambda &%
L HHBERF LR  ZIRESFSEERBRE ERNBERERE.
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https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/silo-isolation.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/noisy-neighbor.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/pool-isolation.html
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Amazon APl Gateway

{ {
“sub™ "12345678907, “sub™ "09876543217,
“name”; "Alice” “name”; "Bob",
“tenant™ "TenantA®, “tenant™ “TenantB",

“policyStoreld™ “store-a~ “policyStoreld™ “store-b™

} }

@/

AWS Lambda authorizer

W W
' '

x{E} x{E}
Amazon Verified Permissions Amazon Verified Permissions
Tenant A policy store Tenant B policy store
policyStoreld="store-a~ policyStoreld="store-b"™

THEFBRRAFBEAFPFNBEREFRERFTES. E£AEALLiceBR® TenantA. policyStoreld
store-att BYEE WHEFF % , Alice, WiEHIFEA ERHVEKRFERE, ETHERTenantAEH B

B,

® Note
BEEAFNBRTFHNEEESRMIEAFHER., RESHREBITANCEAEHHEERHT
HEME, FRERBENTMRREERENFIRNERECHAEtmiERE®TIREH | o
AWS Well-Architected Framework SaaS Lens X 4P ESE

HEWHES , AliceRAREANE BERERNFFT,

permit (
principal == MultiTenantApp::User::"Alice",
action == MultiTenantApp::Action::"viewData",
resource

);
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https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/core-isolation-concepts.html
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EERBBEFZ R AR Verified Permissions BURRAFTE , BEBRRHAHEZTHEZTHRAFWH —
ID WBRFEMHIE IDstore-a.

{

"policyStoreId":"store-a",

"principal":{
"entityType":"MultiTenantApp: :User",
"entityId":"Alice"

.

"action":{
"actionType":"MultiTenantApp: :Action",
"actionId":"viewData"

.

"resource":{
"entityType":"MultiTenantApp::Data",
"entityId":"my_example_data"

.

"entities":{

"entitylList":[
[
{

"identifier":{
"entityType":"MultiTenantApp
"entityId":"Alice"

.

"attributes":{},

"parents":[]

},
{

"identifier":{
"entityType":"MultiTenantApp
"entityId":"my_example_data"

.

"attributes":{},

"parents":[]

}
]
]
}
}

::Usex",

::Data",

FHEBobBAIEF B, H policyStoreld store-bth ¥ EZE WIS & 9Bob , & &I H ERABUER
EHE, ERNHAREAEAF B WEIR,

BEBFRREHRERE
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FELBERP , BobEBBIIFEERERNT Y. FELHEHIF , customizeData W EEREREANIE
AEBHEME , ALBREAERAFE B RE—H., SEEAFNBEEHERREAE tXESEHRA
EFHBITER,

permit (
principal == MultiTenantApp::User::"Bob",
action == MultiTenantApp::Action::"customizeData",
resource

);

EERHBEFERIFEA Verified Permissions BURBERFTE , REERUAVEZTHEZTHAFHNME —
ID B R EME IDstore-b,

"policyStoreId":"store-b",

"principal":{
"entityType":"MultiTenantApp: :User",
"entityId":"Bob"

I

"action":{
"actionType":"MultiTenantApp: :Action",
"actionId":"customizeData"

I

"resource":{
"entityType":"MultiTenantApp: :Data",
"entityId":"my_example_data"

.

"entities":{

"entityList":[

[
{

"identifier":{
"entityType":"MultiTenantApp: :User",
"entityId":"Bob"

I

"attributes":{},

"parents":[]

1,
{

"identifier":{
"entityType":"MultiTenantApp: :Data",
"entityId":"my_example_data"
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iy
"attributes":{},
"parents":[]

£ Verified Permissions , AIMEREEH IdP EEBEREHERES. LESTE BXPHESESHF
BEPHNEFEAMABBERNETA. NEN{AH B Amazon Cognito & A& Verified Permissions IdP
HEEMER , 5528 Verified Permissions X4 #1 Amazon Cognito 3 4,

EXKBEEHRENR P BEK , SEBREFREREFEA—EBS 2R, fln , mRERES
Verified Permissions 82 Amazon Cognito 24 , BI X BB ANHEF RS Verified Permissions Bl 7
M EH Amazon Cognito EAEREN R, BRFHRENEAEEEEXENVRERN B AWS ik

E.

/ Per-tenant setup

Amazon Verified Permissions Amazon Cognito
TenantA policy store TenantA user pool

Amazon Verified Permissions Amazon Cognito

\ TenantB policy store TenantB user pool /

EREEBRL  SEHAFBXREHEEERZER A FALULASEBAFEREH P
#EBAWS CloudTrail » T8 , MEREASEBRAFHE LN EMBETIEEL & E] Amazon

CloudWatch,
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https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/identity-providers.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/identity-providers.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/monitoring-overview.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/monitoring-overview.html
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BEEAAFNBREREF ZEFERVEEMECREST TEE , BEARECMHTE TE SaaS iR
FRNRE, ELREARSEARFEEARINBEREFRE , URESEKFEEREZBNEY IsAuthorized
AR, B LAREREE #EFE R .

MENMMEESEEAFBREHNEEENEFMEH | F2E AWS SEEXEMEH Amazon
Verified Permissions &l & EFRH FBEREHNER SaaS FHUZR I,

—AHASZHEFBREFRE

—EHRAZHEAPBRFRERTER Y SaaS BRARTPWFIERAFE , £/ Amazon Verified
Permissions FHE—ZHAFBEREHRE, LAZNETEZEHESHLERNRE , BARRABTYL
EHEFMABBERIEANBRERE. W ZNREEERBRENRBEFNEMARRERME
MEEEE  URERZZIMANOITLE, A, IRENBRFREZESERRAFPHE—BER , K
MAEBREARSZ, ERHERT  FXASEHEAFNBREHREERR  URAEHERERAFHR
%o

—EXANZSEFERRFHEL EZRLN SaaS EERHER, MREN SaaS BAEAFE , €7
LURHEFREBNEES E, MREN SaaS RS REMUBHEAZHMRYE , Bh AT ERML

BE, ERERERIN  SESGIAEFERREHMAESR , LUk SaaS EABRXNEIAMEMN Verified
Permissions B K1,

EEEEE SaaS ARARPAEHBT BNERAFSANFTEASR  REEXREFAETMBES
BRSBTS R EHEN SaaS &5, MERMR, B MEHES IdP B —%8% =& DynamoDB
SHBERRIFAHEE |, SUSILIRGTIRHE SaaS EARER. RFCERLEARBEREKRE D 8RS
EFEAE, A D TEAEEFRHN -y , EERRINHE , RATCEIRRRNEE,

T OB R APl iR 2N /BobBR T REIEA FELABKRFKE ID AL #ETstore-multi-
tenantREMFEAEALLiceM B IWT, HRFTEHAFARE-—BRFHE , EFTFEEZNHE
BEPHBBREFRE ID. ARFAHAFAAE-BRERE ID, GRS ID BRAREE
B, HERAEXRARFUBRERE.
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https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/quotas.html
https://aws.amazon.com/blogs/security/saas-access-control-using-amazon-verified-permissions-with-a-per-tenant-policy-store/
https://aws.amazon.com/blogs/security/saas-access-control-using-amazon-verified-permissions-with-a-per-tenant-policy-store/
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/noisy-neighbor.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/pool-isolation.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/silo-isolation.html
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Amazon APl Gateway

{ {
“sub”™ "12345678907, “sub” "093876543217,

“name”; "Alice” “name”. "Bob",
“tenant™ "TenantA® \\\‘_‘,// “tenant™ "TenantB™
H H

AWS Lambda authorizer

v

x{Ep

Amazon Verified Permissions
Multi-tenant policy store
policyStoreld="store-multitenant™

THIEEFIBUERRA —EHL AN SHAFBERERFEHl. EHBERD , EARR
MultiTenantApp: :Userf9ZFEAMultiTenantApp: :RoleAdminE BRI EERERMNEFT,

permit (
principal in MultiTenantApp::Role::"Admin",
action == MultiTenantApp::Action::"viewData",
resource

);

HRE-BERFHREEEFEAS , Verified Permissions BERF MBS HARREETAHBBAERE
MHHSHEEREEBHNEREE, EUEBEBRFREFZETIBRRTHK , UERERNER
EREMEGEABENFIEREFERBSEIER.

forbid(
principal,
action,
resource

)
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unless {
resource.Tenant == principal.Tenant

i

HAEA—BRLAZEAFPFBEENEERNRES R , BERENE D RXABKEHRENE S
fFo ETRHIFERSP , UserAlice AFFFR , BAMESR Rolehy Admin , 3 BEEE RN BB
MTenantBMEEBR TenantA,

"policyStoreId":"store-multi-tenant",

"principal":{
"entityType":"MultiTenantApp::User",
"entityId":"Alice"

.

"action":{
"actionType":"MultiTenantApp: :Action",
"actionId":"viewData"

.

"resource":{
"entityType":"MultiTenantApp: :Data",
"entityId":"my_example_data"

.

"entities":{

"entitylList":[
{
"identifier":{
"entityType":"MultiTenantApp::User",
"entityId":"Alice"

1,
"attributes": {
{
"Tenant": {
"entityIdentifier": {
"entityType":"MultitenantApp::Tenant",
"entityId":"TenantA"
}
}
}
1,
"parents":[
{

"entityType":"MultiTenantApp: :Role",
"entityId":"Admin"
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}

]

},
{

"identifier":{
"entityType":"MultiTenantApp: :Data",
"entityId":"my_example_data"

I

"attributes": {

{
"Tenant": {

"entityIdentifier": {
"entityType":"MultitenantApp::Tenant",
"entityId":"TenantA"

}

}
}
I
"parents":[]
}

£ Verified Permissions , AISMEREER IdP BBEEHEES. LESTE BXPRSESHF
BEFHZTEAMABERWEFTEA. MELME B Amazon Cognito & A& Verified Permissions IdP
HIEEMREER , 352 [ Verified Permissions X4 # Amazon Cognito 34

ELBBEEHESE P SR , BEBRREHREREEA—RBE 5 KR, Hla , mREEES
Verified Permissions B& Amazon Cognito 4 , BRI EFE G AN SRS Verified Permissions BUR1F
FEF] Amazon Cognito FFAEEENREE, BRFHRENFEREEREABENMNRMEREN F AWS 1R

Fo

/ One Shared Multi-Tenant Setup _\
s
W
x
Amazon Verified Permissions Amazon Cognito
Multi-Tenant Policy Store Multi-Tenant User Pool

. /
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https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/identity-providers.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/identity-providers.html
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RBEANERNBERE , BRANSHAFPBEEHEREEEHRE , @A PRsiEE AWS
CloudTral EEE LS RN EHREHBRAFS LWERES , RASHEGK S CloudTrail FELEREE A 4H
ENBEERE. EERGG | SESEEAF#E LN HE A BETEZLR#E Amazon CloudWatch , B
BREE T EREMNEXINEE,

—EHANZHAPBRERES ZEFZERVIEC BB ILE , MBREMAETIE SaaS R
H’?E’JEJIEO BHR , RMRRCERSARESSEIRFEESY IsAuthorized R , LIRTE
BERS, EAUBERESHERE,

TEERERE

BBRISEHEEE  SuLURHSELIEFN "£XE, HAFETRESHEN "REE. ¥
Fo BERF , SBaUHHEBERED N HELHBRFREFBZINBRRNEMNEE  ESREEsER
FEREEABZNFMBNEE, £7ERNEREYD  BRFHREERSESEBNIHKERREMEPE
M, MAREEFMARRE,

MREBHBRAARIECAEERHER  BURTEENNWREHSERT. i, BB —B/ "5
MER,  HEbESEEAFHFESRSECHERAFARERSR , ZEBHBRE—BHEAFNEES
TEBREITMIER, EFURATE 2B "Premium Tier A F AL # "Premium Tier A F
B, ERFENEN K SEBEENE, kHFETARSEBRNEFEENIERHER,

o BHEEES  SERRFHESREXERERNREHER B0 5HE. ARNMEASEBRE
BE , AEEEERME SaaS fRFRPEFHITHARER FHEEB BERFRERBFHN -3
X, NMEREHEAFNERFHERE  EEAEEMUE  ZBRAFBRIFRA B EHER SaaS &
7 —REFHHCE.

TE®BER=MF : Standard Tier. Enterprise Tier# Premium Tier 1., HEBHZ S 5l
HETECHERRED , YEBPEA—ELARRERE. BENCEXSRTSZEEAF.
TenantA#l TenantB /A Standard Tier , TenantC ] TenantD UREE¥FH X,

Premium Tier 1{E8E& TenantP , IR S REEZSMIUNIEEHER —F ASHKHE
FRERKE 6 WREBFTBEKREINE, MAFHNESRARELEEHIEIPremium Tier 2EBE
#eo

(® Note

ERAFRFVEAREN., BENEFMARSEMSELZHER, BE—HNERER , £BAR
MATERBRMETRN S REBLERLE.
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ZHF SaaS REM API FHUZH . BERENREER

Standard Tier

-

APl Gateway

"sub™ "1234567890",

“name” "Alice”,

“tenant™ "TenantA”,

“policyStoreld™. "store-s-tier”
H

{
"sub™ 0987654321,
"name" "Bob",
“tenant™ "TenantB",
“policyStoreld™: “store-s-tier”

Lambda authorizer

s
v
x
Amazon Verified Permissions

Policy store for Standard Tier
policyStoreld="store-s-tier"

\_

/

Enterprise Tier

4 N

AFI Gateway
{
“sub” "543216789"
“name"”; "Chris",
“tenant™ "TenantC",
“policyStoreld™ “store-ent-tier”
H
{
"sub™ "543216789",
“name"”; "Diana”,
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