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https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html

AWS 7 g5l B NEE
DML

A2RENERERES.
REE B ERG

—EHBREMERREN S, ceESETtESETGRIRENTE RN MBSO ER
BiZ8E3BE, Eric Evans £ HE 1 Domain-Driven Design: Tackling Complexity in the Heart of
Software (Boston: Addison-Wesley Professional, 2003) M8 TiE— =, MEGRANMANGHET
BE B HYEX 5T EE strangler fig BN BEERNEF , FSEEHA B4 Amazon AP| Gateway EH R
RALERR Microsoft ASP.NET (ASMX) Web BB

DR

I'-Iﬁ e ﬁi;ﬁfﬁﬁo
{m B R

EHEEEARNRE, flw, ERLUER AWS CloudFormation SREBIRKEE R mEE
Al LAEF AWS Control Tower REAIEEEFFP AgEZEREERGAMNESE, hitps:/
docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.ntml

DVSM

SRR EB MRS,

E
EDA

ASRREMER D,
EDI

ASRETERNR,

RI oT W@ EEERHEEEFRINEMN, RERESMEL , BEER A LUK D EHIEE I
E O RRFE,

BT HHXHR (ED)
ERMZ ML DXRBEIM . DRHEER RSN ELET SRR,



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://aws.amazon.com/what-is/electronic-data-interchange/

AWS 7 g5l B NEE

nz

BAETENNAXFERERENZNFZNEERRF,

nzeie
ANFEELEENBEERUTHNNZREE, SRBRETREMTE , SESBNRTHEFT AR
BE—8,

U5
NTHEEEREERTNMEIEF. KEFREEERERSERUTHE, MNeFRRE AHER
KB TE,

i 26

w20 REm&.

i B AR A%
BA U EERMEER (VPC) PEEMEHEMERAELANERSE. SUUER BEUinHRE
AWS PrivateLink A% 5F A #% F H At AWS #RF = AWS Identity and Access Management (IAM) &

A, BERFHERIUBEBREYNE VPC B TEZRZLNIHRHERE. MEFHENR  F
28 Amazon Virtual Private Cloud (Amazon VPC) 3 4 A i %2 37 Ui 26 AR 75 o

SREFRE (ERP)
—ERH, TEDCNEROSNERLBERE (HIOREH. VES NEREE ),
s

FAS—ENZSREEENBELBETNENER. WHEFHMEEA , F2E () XUFFHEZM
%, AWS Key Management Service AWS KMS

R

BITHRARXNIATER, UTREREEPERNRREE .

- FRERE - ITPRARANTER  REAEHERARNNROERTEEM. RERR
ARAHEE K AXBRAZRREAIRNSHNRE. LEENREERBEANERR,

- BRENRE - BARANAAERRRE  SIARNERZENIENFERRE.

- HERER - RREAZETUERNATHFRARANYTER. £ CI/ICD BEF , LERRES
#®— AR BIRE,

- KENRE - ROFEREBRUUNNEREIFRNMAERE, EVREREERE,. £EIRE
R AREREZEZEAFENRE.

x|



https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping

AWS 7 g5l B NEE

epic

HEERED  BEYRNEBTELHE THEEEIEFNREER. epic RUHERMBEEBNSE
MR, Hlan , AWS CAF ZeBi2a8fE5 o MEMER, ARG, EfRkRe. ERREN
SHOE, MEEE AWS EBERKPH Epic WFHMER , F2RAFEEFEER.

ERP

Flﬁ / %ﬁlﬁ;ﬁiuo
RRMEER DM (EDA)

DMEREUATHEFTERENBRE. SAREIREER  RRYUTALSABUSHEEN, GRE
FAWMERR. BB ERERTLELER THRILRHIT EDA,

F

EREBELFHFREN R, CEREREBRRENBLER, — KNS K SEERRTEWE
BHENEHN  @EENER , URESHEERRNBRIZNERR.

RIE K

—EEAREARENEREERREMBHNES. ERBESENERETD.
HIERBRE S IR

£ B AWS EBin , R AAESE AWS B, 2FTVTEHREHNTESARERFGENTCE 15
B tE THERENEME, MEFMEER , F2RAWS BERERR,

jJAb/\i

ASHD
1

RRETHEANBAER, flU , ERERET , FRTREENRREEERBERNRR,
PREEEM
BREENEENFENEZEE, ERERTATUEBEERMMRITENRERSD , HI20 Shapley

Additive Explanations (SHAP) M n HE. MEFMEF , 28 NEEET R FEN
AWS,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html

AWS 7 g5l B NEE

FEE R

BILMLEFNES K SREARGERFEEEER, #HRE, ARE-—ERHUBENSHEAER, &
A ML SRR ER %, Bl MR T2021-05-27 00:15:37, BEIBS A 72021, . TE
Ay, TEDm, M "5, , ARG R EREEL2ERZIEER T HEB N AHEN,

D E R
HEEXR LLM STEUNER 8, RELEREEBNAFRHNEN, EEMRATRAZBENIE
AR, HPEEESRARERTIPHNES (RR) 72F, JENRTERFERESRN, HER
WP ABNEBRBFEEER. ZHFSRETHEHEET.

FGAC

R2REM TR,
FHEEES (FGAC)

152 A 2 Bl A R A BT BB R EGEE Ko

GARAIBE ¥4
—BEREBRLE  ERSFERNENEAERERNER  USTREKENKERNEREN
MAREADERLEZ. BERRBEREBRERE,

FM

AR2RERER,
EHRRE (FM)

REREEEHERE  CERRNRELENNAEERE LETIIR. FMs BEABITEE K
%, PIMTHES. EEXFARLE , URUBAFSXH#. NFHAES  F2EAEEEH

BE,

G

£ A
B AREERETIRN A ZEFE | AIFEAGRENXFRIRIEYTINAZTHR @R , fIOEE,
Eh., XFNEH. WEFHMER , F2RITERERR Al

b F2 £ 65
EZREMERE,

G 31


https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/generative-ai/

AWS 75 %43 W TRR
b 328 PR o) (1t B2 £ 8H)

Amazon CloudFront FHYIEIE | AP LS EBR/MENFERAEERANR D%, B ERAEE
REEEFEREEREMBILNER/MIE, MEFMENR , 5520 CloudFront XHFHRHREFIAR
K 1t T2 9 4 .

Gitflow T/E#T2

ER—ERZ, HPBRIRSREEREBREEFEATRE DX, Gitflow THERERESE
MR, MAERRAERN THERERRN. REFHEE.

EXB/
REHMBHRE , MAREZRRAKEBHATEROER, flm, ERED , ESRETHAR
HZEEELHERE  YEHRRESKERERENEE, TRERENEED,
ik b SR B
MRRPRZERERRE. BRURBERAKBRER |, T LEREREHRZIN , MAERFIER
RERREHERYE  0BAGE, IREERERFERRE , ATREEE SR Mk KuE.
B R

BERBEMBEN OU) RERER, HRNEHANSERAA, FEHEpHERSISRTIE TR
K, UBRRHEEAEE, EBFEARBEGBEEN IAM TR RRAGEEME, ERIMFHEREIT
BABKERNEHABEE 6 YELREUEEBE,. ©M2FEBFER AWS Config AWS Security Hub
CSPM. Amazon GuardDuty, . Amazon Inspector AWS Trusted Advisorfl B 5] AWS Lambda #&
BREE,

it

=ﬁ%ﬁ = E.I-FH'H’:O
REEENEER
BRFEENEEBREFEATEAERNESIZHNEEERE (Hla0 , Oracle £ Amazon Aurora), EEE

BEERENRBIEN -0  MERGEEHLTEE - REREH. AWS EHBEPRERE
RE#R AWS SCT,

=A% (HA)

BB KEE  TEEFEAETNT ANBRTHEEF. HA RRNRFTENRBBAE
BHE, SERASmENNE , UREETENERNKE , TEMEXERERKE.

o}



https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS 75 %43 W TRR
BB

—ERE , ARBEACMAMIBRERN (OT) Rk, LEFHBREREXNER. BELENE—E
ERE , ARMEIHRPNEERFRENTRESR.

REER
RARIFRHEZEERENEREPREN DB BEERER ., EAUEHARZER , BBLERE
B 78 8 B4R B8 B B AR ET AL B S BE
BENRFREREERELANBEERESIZHNEEERE (Hla0 , Microsoft SQL Server &
Amazon RDS for SQL Server), AEBREERTMERRNFLAERITEN—B2. BUERER
S EREANARREREBHER,
REFINER , fINABERSIRENEZEN, LENBESESNEREBRIER , FHEE
HRENEHOE,

BERERr

EIBELEERBPNREREE, HRHEREY  BESEHRE DevOps R1TTERBEZINAITE
ﬁ*EE_to

BAREE A

EY#%  EREREREREENEZERNEARNAREMEENFR, B , LBENK
ER1-4 R, EBEREFZHBERE K ERERERSSEAEANEAERGEREEBRK,

laC

i
%

S2RERREARENR,
BBR

—

-

&5

EEE-HZE IAM TRHBEK , TEREE AWS Eif REPHFF,
BEEAREN

90 XA CPU M REFIIEARE 5% £ 20% <HANEARER, TBBERY K BEEHE)
EBLERARAIKEREBERNDRE,




AWS 7 g5l B NEE

lloT

HSR T MBI,
TR ERR
BEEIFARSEVERRENER TSN, SHRBIRENERDE. TTRERS

MEARE LS ERREE -, URAER, MEFMEN , 528 AWS Well-Architected
Framework AV E A A A/ S ER L LB HREER,

EA (8 A) VPC

£ AWS ZIRFRED | #2, RENBHRE AR @EERYN VPC, AWS 222 %
FEEBRLEREA, BHANRE VPC RFEMBIRE , MRERARAEERZNBREE
B E RN H.

BEER

— BN BN EEDREREX SN EBoBE L MARAITE -, TBNE, Flw,
BRI TRAG - EHRENEAEBENRR. HEAMAREREREF 2R , EUNERSBEH
HttRBREAE , ERAUERZEEENRM. WREAREEAR BB R,

T%¥40

2016 £ Klaus Schwab # HEVMTEE |, FiBEFeE D, BIRBER. BEML. 2 A/ML BEE |
EREEFHNEBERI,
HiEsk

EARXRRETEENMEERNEE,

E# AR (1aC)
ER—HEEERRAENEERARNERRENER. 1aC EEHBEETEEEREE , &
HERLREER , WAEFRETVTEE, KB

T EYIEAE (1loT)

HEHREE, R, RE. BEAR. £HNBENRXSEXREERAEBRAKERNBRBFZNE
B, MEFHMEN  FSRELTEYHE (loT) B ERERE,

BZE VPC

£ AWS ZiRFREF | £ VPC AIEHE VPCs 2@ ( EMEHAEHN H AWS EiH), B
BAANERR BN ERRERE, AWS Z22ERERBECABEA, EHARE VPC X
REMRIRSE  UrERAERNEERZNBRER 2BNEQNHEH,



https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html

AWS 7 g5l B NEE

YIEHE (1oT)

EARBRABARNEERNEETRYERN , HEERRERIALBAEKELHRENR
HETERA, MBPFMEER , F2EMTER 0T ?

A M
HMESTEBN —ERY , AT NBRARRERNENNTEER LR ANEE, NRHER
A, 2R NS ETEE T EEM AWS,

loT

3
¢

B Bt
IT EFAE (ITIL)

— AR IT REEESLERBEELEEFERRE—BNREEX, ITIL A ITSM 2T ERE,
IT RIEEE (ITSM)

EAMIMVERGET, BF, EEMNXE T REBABMNED. WFAEKERBAER ITSM TEEENE
7, F2RREESER.

ITIL

B2 T EHE,
ITSM

w2H T RBEE,

L
BERAEFEUES (LBAC)

sRHFERE (MAC) WEHE  HPERENENA SN BSHRERNZ2ERE, FRERS
BENENZ2ERCENRESRECAE TUREBLEERIIMERH.

EEED
EEEHRRBRINZIRFE AWS RIE | AfREARE. ER—ERE , BMNEB IR E

RERBANBELFEEHERARS  IHEZNERRBREZREL. NWFEAEEERETM
HMET  F2EREZREHVERNZIRE AWS TR,



https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html

AWS 5 &5l

B NEE

REFESEE (LLM)

BANMABEHORESE Al B2,
%ﬂ%ﬁkﬁ n|:||=| ’ J‘/L&J‘Dﬁk/j%o Zzu

REER

% 300 #PHE Z MAA;RER.
LBAC

nﬁ E2 ﬁ*ﬁﬁﬁuﬁﬂy?ﬁﬁgu
RIEER

BRYATEBMREZREFINLER

FERNE R

BH2E 7 E R
N R R

LLM AT AT ZEER , flEEME, HEXH. B
n¥%ﬂiﬁﬁﬂ nﬁ Z Bﬂ{+JﬁE LLMs,

B, MFEFHAES  F2H IAM XHPHNEFARIERER

BABEREERNTHENRK. FFSE Endianness,

LLM

ASRAEESEI,

BIRAVIRE

2R BN

M

HEREE (ML)

—EFEAEEENBIMETEXBINBENATEE, BEBESETOTLRTHNER (B
WYPERAE (1oT) B 2 |, URBEXELERTRE., NFEFHEN , F2REUEEE,

BEHX

HI‘H

SR

36


https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/what-is/machine-learning/

AWS 7 g5l B NEE

EEHE

EEEREMZLIBLEBNKE. EERBUREPHERRE. REBRER , IWMERER
ENEN, SEERNEfERE. B8, IRHE. FRFAFEX. HRKENEEICK
2o

ZE R
AWS ¥ & AWS BREERERERE. FEERRANTE K MESFEURMRERNENE

#lo Amazon Simple Storage Service (Amazon S3) Ml Amazon DynamoDB 22 ER#HEHI. E
L BRMREE,

FLEHTRHE (MES)

—ERERR , ARER, B2, THENRFHEERF  BEYNERARSKMm.
MAP

BRTEBRER —MBoHNEEIRFE AWS 1RF 25 \FTE AWS Organizations. 1RF —XReE2— 1@
BB E,

HEHITRR
ESEREHTERER.

AETIER S8 (MQTT)

R IR 2% /5] B =AY 88 8 B machine-to-machine(M2M) BEAGE , BARERZ R oT £E,
AR %%

—ENENBURYE  cWEBERPAEN AP ETER , BERNEBYERES. SlW , Rz
RETe IS WRERKE D (PIMBEERITHE) NFRE (PIWBE, RESHDH) HHRSE. R
BNEXRSEREE, BHRE, BRHE,. TERCANEXRNERD. NFFHEEA , F2
BASEF  AWS fAfREF IR B S AR .

M 37


https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html

AWS 7 g5l B NEE

MARBRE

—EERABLTHRBRERARNNGE  EETHEUMBBEANITEEEAENERF. &
LHRESERAEERE AP, EBAREZNNEETES. WRBPNSEMREERTUET
EH, HENRE , UnEERARNEENRNER. NFHEEN , F2RE LEFHRE
AWS,

Migration Acceleration Program (MAP)

—RB AWS FTE , BHFEAXER., JIRNRE , HEEEENRANEERR  UBESR , Wik
BhiKSAB B R A, MAP BEARNABRTELHTENEBNER S EZUR —AARBBLA
MEEREBBRAINITE,

RBREER
BRI EARNESREABEERNESF  E8EKRT , SEUERNEEBBESEARE

Xo LEREAEEHRKRBINEEEBNCERAIREFER. TENRENEBRIR , UE
BEBCAHEINECTERENER, ER AWS BB RMMNE =R,

B T

MEBEEBL. BENGEECIFRSEEBNEREERR, EBIHREREEQREEE. XKD
WEANEEE,. BB IR, BB ABURKSE Sprint T4EH DevOps EXEAB, 20% E 50% Z
BHNEEEARNESESTEB IR ZBLNEEEN, NFEFHMER , F2ALARTEF
MEBR TN RNERER ITKIER.

BRHEER

ARATREBMENEAEXNAKRSENERA. SEEREARFTE-ETRANERHEER, B
BREENNEMFEEETER. ZE8EN AWS IRE,

BBER
AEENERTK  FHErERER, EBANMURAMERANEREARRE, 86 : £
A AWS Application Migration Service EFEEBE ZE Amazon EC2,

EBEETE (MPA)

METE  REBRIHERGIUERE WEF AWS Eif. MPA REFAENESTTE (ARFEE
BiE, EE. AREERALE, BBEASH) UREBRE (BREAENITNERKE. B
AEX2E,. EBREEIER , UREXARE). MPATE (FEERA) A#RAE AWS ERIF APN
SERHFEBREER.



https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://mpa.accelerate.amazonaws.com/

AWS 75 %43 W TRR
BB EEEREFNE (MRA)

£/ AWS CAF BUSHEBEmZRREAR R, BBIERE , UREM TR 8 LUHBRE R Z5E
MEF. NERFRET  F2REBEREERERM. MRA  AWS EBEMKATE —FE.

B R

AR ITHEERBRE NFHE AWS Bif, MEHFMER  F2HRLARKPH 7 ERs HE |, I
F2RBENEBUINERREER,

HER2E (ML)

A2RHEEE,
BAL

HBRN (BRIE—) BARARAEEREARBRARRTEE, EREMHASETRANRE ,
R ERA, REMRE RS FALH. NFEFMAER , F28_ 0 PHRARCEAEXNERRE
AWS Eir,

AR L EREEFE

EBEFMET G EERERARXNRRCEREE ; SAER. BRMMAKYE ; MEEEBEN
EZARELXEELRARIHNRRRE. FTENFERUEERREBNER. FARPARLE
FRREERMNERENREE, URBREBRNEZEZ2THHE. UFFMAER , F28 0O
havE e A AV R AL 2 (Rl AWS EREE,

E-EAESX (E-)

BREEFREESNEFERAE-—REJTHEAER, E-RARXALEREY, nR—EEAERX
DREBRIF/RME  AXFARRERAEARE, EEAREERE  MENNEE-RAEXNYEE®H
SREENEMH. EEMRELHE  JUERAMRBRE. UEFAES K F2HRALE—EXD
R B AR S

MPA

ASHEREmE ST,
MQTT

—EREBRELSERFERNBE (FRAMELLNERZ ). fl , BEREFEH TS0~
"hWERRER., REEREHE?. 1E 'EEFFUBEERERN&RBER ?

M 39


https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS 7 g5l B NEE

LIf 23054

BEFNEREEIFESRREERRENER, ATIRS -3, TEMEMATERME , AWS Well-
Architected Framework 2Z AT i S ER R e AREER,

O

OAC

A2 ERFRRS,
OAl

EZREREINE D,
OCM

ASREREEEE,
REREBR

—RBEBLE , TEEBBETMRIRIFES, W ESRERFHKR , B% AR/ NEEER
BTHERH,

Ol

B RIEES,
OLA

RS RREERTGE.

iR EER
—RBEBLE , BRMRITRRETFAREERIBEERR. EEETFEINEAREXNTEE
BHBREEF, WZSREEREFHER , BERRARBRERNEETHFRE,

OPC-UA

A2 RREREFEA - fi—RE,
A RAE 8RR - #t—2R48 (OPC-UA)

FA A I % B #{t#machine-to-machine(M2M) BEAHE. OPC-UA IRHERIME, SoRENRE
B0 BB,




AWS 7 g5l B NEE

BREKERZR (OLA)

— R, BB 1T BAEREAREO R RENRE , UXERBEKERHZE (SLA).
BREERBEE ORR)

BENMEEREERNREEE , AHBETH, fFTh. BB EHNATREARNEE, 0F
BN |, 552 B AWS Well-Architected Framework FEVIR/EZ[HEE (ORR),

BAEEMT (OT)
FHERRERATRRE, RMENERNRENEEBNRERK, £8EF  BE OT MEAKM
(T RFERTE 40 BRNPREY,

BREES (O
EERTHBERRLCHER  HhSEERREERE. BBCNES, NHEFHAENR ,
EE SR,

R fEE

H ZEIVHHREER AWS CloudTrail , B AWS tkF BB A WATESH AWS Organizations,
EBREBNSE AWS IRF REVILEKR  cERBSERSEPNES. WEHHBENR A F2H
CloudTrail 3 Ay 2 S AR 8B Bt

BB EERE (OCM)

RARRAR, WENBEENEEEERER, BEMEREENEE. OCM EBNESERA, &
RBERBE  UREBCNABEE  HEEBAMAENREMTER  XBBRETRENR
B, £ AWS BRXREET , WRBBEAAENE , RARRKAERMENEERE, NFFHEE
# , Fm2E OCM B,

Raf7ERZEH] (OAC)

s
¢
&n

£

CloudFront FEyIEEAEIE | AN RFIFELLRZE Amazon Simple Storage Service (Amazon S3)
W&, OAC XEFE S3 RERTPHNATE FARSFIHINE AWS KMS (SSE-KMS) AWS [EiF , K
¥ S3 R IFATRRM B RBPUTRIDELETERE R,

RIE7FELE 75 (OAl)

CloudFront F#y —{EiE1E , AR REIFZELRE Amazon S3 AR, BEMEA OAl B |, CloudFront
2 — @R Amazon S3 HETREMN IR, KRENEEB REEFEBHE CloudFront 28R 1FH
S3REEFEHEEPINAS. BFESE OAC , E AR HEEM BN FEEEE,

ORR

A2RRERREZ.



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS 7 g5l B NEE
oT

RS RRER.
& () VPC
£ AWS ZRFREES | REREREXAMB < EHERN VPCo AWS Z2 2 EREEBE

EABA. BEARE VPC REREMKIRS , UREBERAERXRERZNAKRARK < EHE[N
T o

P
ATAISRER

MZEE IAM E8BH IAM BEEBGR , AREEAENACHEBNRAFT. WEFHEEA ,
IAM 3R EF AT SRER

BAFDEBIER (PI)

3
¢
dn

EEERANEAEMEEEREYNE , TARSEHEBEASINET. P WEFHIFRRE, it
BB &R,

Pl

AS2REASDEBET.
F

—%H?Ef'ﬁm%ﬂ’]*%? AR E R BN TE , SlNESiRPREKZMREINRE. FRATURA
TR, BBCHITFRSURERRCREMBENEFRIEHEN TN,

PLC

EEE%EE T*Edcnln-i_ﬁiﬂra %‘J
PLM

b

3
¢
&n
i
a0
B

QEIJ H\H%IEO

HR

AERFANYH (FE2RE2EEE). EEFIRYE (F2RERLEE) , IEREMPHRE
R 5 Y& KEFA] AWS Organizations ( 552 B8 AR IG5 6 BUER)



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS g5l B NEE

BARAM
RBERFRESARMER , BRBRRBN SR TR, NRENKESELERRNEN
RERH, ARTEENRERBRRETE. NREBBEAREARERNEREE AT
DT8R 40 B A R BV T A A0SR AR IR M

BAFE
RE. HHEAEIESLHERBEEFURBEBNES. NEHOET  FORTEEBE
BRE,

Pt

EE truesl NWEHFEGfalse , BENN WHEREF A,

REE T H#E
—EEHEETHRELEMN  TEERTGRERATNER, EMRED X AREBENE R EREEA
BEENERE  WHEEHWEE,

8 By 1t 42
EEMILEEHRENT ST, ELEH2E B , TTiHEIF L HARN AR REFTRH RS
EST, NEFHMET , F2EE AWSEEEL G TR TER =,

£EA

FROETEMEMIFERER AWS WEE., HEREER AWSIRE, IAM BeERENRER
E, MEFAET , BF28 AM XEHPAEMENSSTHNER,

RETRERARE
BEERERZEFSEBILAEMAZENRRIES .
AEFEED

—RBREE , ©aSEMEFE Amazon Route 53 I{A[E fE — =K Z @ VPC AMNE R EFig 2
DNS BN EMA. MEFMENA , 582 Route 53 XMW FEAFLEREETE,

EBEH
SEBLEHEFSRERNLZSEG, EEEHREEMBER N EETRE, MREFRTH

EEFE , ATFemE, MEFMER , 528 AWS Control Tower X ZHEITESEZ1EE |,
SRBELZEEHERNEHIZEHE, AWS

EmEmBHEE (PLM)

EEEmBELGBEBNERNES R ARAMD , JRRARZ , BEEENBER,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS 75 %43 W TRR
£ERE

A2ER RN,

AR EE SIS (PLC)

ARED , SEASE., TAZNER  TEERMRYABCREER.
RN

ER—fE LLM R RpvaHEAT —ER V@A |, MEEEFHEE. hEMARSEMERED
BAETER [RERERERFRVNLEE, CRBNESHEACENERENMEREGE  XRFER
M, BALHRER,

BEZL

HERETNEABNTRAAERBVEENEF. RELAMREREZEARLE, RBILERD
WRBEAER.

E%{m/5T B8 (pub/sub)
—BER , TRANEBEEENERLSER , AREUERENEERE D, flan , EHEHEE MES

B, HERB IS EBRGIEMRB ATRNEE, RETUMEROMRYE K mEFS
ERMRH

Q

EHEE
—RINLBR R, ARER SQL MR ERERKETINER,

B EEER
EERNERBSECIEZENTELHERNEREETIEENEEZAINFTETAEARE, BT AL
RAEHKFTER. REEYE, RERE, EHZBBEENEFURERESIZNEFRMER,

R

RACI 4B &

G
0
&0
i
b
i
il
B
ﬂ
I
=
B
>
0

Q 44



AWS 7 g5l B NEE

RAG

A2 B R EUE SR A o
BREE

—EEEHR  SEMHLEEHERARAIERNER , BERNGRAL,
RASCI 4B &

wSHER. B8 &
RCAC

=] (1]
=
&

&% (RACI).

A2RERFINERREFERZS,

ARERERARNEREER, BTN SERRAEEHENERUBRLTENENRE,
EMMRBED

Hﬁ/ ﬁ 7 ﬂﬁl Ro
R 2 E & (RPO)

BERERERMURTEZINHE LR, EgREHKR —EERMEREPH cHTESINEY
BEXo
BERE/EER (RTO)

AR TR AR B R MR AR R MR E R
;1

3

A2 7 ER.
[ 15

wEEFHTN AWS BRES. S8 AWS BE BB VR EM  SURHAHEED, BEMEMEML,
WMEFMESR , FSEEE AWS BiF SRR S 7] LA A HL,

B

FRIBER ML £1i7, fl0 , HTHR "EFFEEMEER ? 1 HBEE ML RE A BUERRMEE
BEE RBEINEESE Bl , FHER) RAMEENHEEES

EXFE

2R T7ER.



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html

AWS R3] WIS T
AR

EMEBEFT  TREZERAZLEERENEE.
EMHE

FE2RE 7 Rso

Replatform

E2E 7 Rso
o6&

%%ﬁ @o

B
ERAENIKEPHRRTEHERNED, £ PREEES  sTAMMEHERRERNEE
AWS Eim, MEFEFHMER , FS2EAWS Eig E#EM,

ERAER
MiEZEROBER , Hl20 Amazon S3 REFITER. WHIMBEEE, EEEENBREEEAHTF
EXMRLE 58 TEMNBEL R B R BN E M ES,

BEE EEE. ELRBENSEREANE (RACI) EpE
EfE  EEFTESRBEEBNERREECEINACHNET, FEESBITEEEEFERNET

BE . BEA(R). BE (A). BFE# (C) MAE (). X&E (S) BEAEA, MRELIEXE  AlE
fEfE A& RASCI 4BfE |, tIREHEBRE , BIFBAR RACI JEfE,

BB )
—Ezens  SEEDTASHARER L BROAREE. NBMER , BSWE AWS L
AR 1 BB MR,

R

BF2ET7TER,
mRIEELE R (RAG)
— AN A T, HP LLM EEEEEEZSEIIRERRRANANRREER KR, B

m, RAG ERTRESHEABHNARESEFITENBTERRES., NEFHER K F2EMTER
RAG.



https://aws.amazon.com/resilience/
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://aws.amazon.com/what-is/retrieval-augmented-generation/

AWS 7 g5l B NEE

i 12

EHEFRENES  AREEERTREALR,
EH5I R ERBEERE] (RCAC)

FRAEERFIRAINER, B sQL RiEX., RCAC LEERIIFTMNERRES.
RPO

ASRERME R,
RTO

nﬁ 2 ﬁﬁEHTFﬁ E ﬁo
#ITF M

BITREABAMEN—EFBHEDHEF. ELRERATHILERMBRFEIERRESNERFM
BE,

S

SAML 2.0

FLEDREE (dP) EANBEMIZEE, LINESRAMSE—&A (SSO), BFEAELUREA
AWS EE X4 W AWS API RE , MALABEERTNESEALE IAMAEYERE, NE
BRILL SAML 2.0 BERABISFMER , F2H IAM XHFHEINRLL SAML 2.0 BEBHBIS,

SCADA

B SRR B Rt B R
ScP

2 B IR IS 42 B UK

BB TR AWS Secrets ManagerBé s fR&EIEH |, HINRBERFEHEEAER ., ©H
MEERHEPBERER. REETUE-# N, E—FERZAFTH, NEFHENA , FSHE
Secrets Manager X # Secrets Manager EHPHMHERE ? .

RKEGTH R 2

EREERBEFEZEMEMAZENRBEIREL .



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

AWS 7 g5l B NEE

grge Xl

—ERIHEERLEMSE , EAE., RARRERETAZENARZRERENEL. Z22HEN
BXEEE Ak, BE, BEENESM,

L5t

BMAOZREBEUEEERIENNENBRE, EWRaFE—L8F , SIUBRABRENER. BIF
BRYREERNZLREEY. FEAABERPILENIIEE,
R EAREHEE (SIEM) Rt

HELZLENERE (SIM) MIZ2EHEE (SEM) RN T EERK, SIEM RE2WE, EENe
WREERES. MK, BEEMNEMRFENER  UEIRENZSRE , IEERE,

Z£EREFL

BAERVNEXZRNEE , SEEDEEIBEZTLENH, EEEBBHLITRAEIREERR
24 | BEEEE AWS R REER., BECEEBENESESITIFSKR VPC LA, 5@
Amazon EC2 #{TEEBRmBREAER,

11 BR 2% % A0 25

HERERN AWS BRI E£H B AV mBRER,
AR 12 HIB R (SCP)

£ AWS OrganizationsF VB AT EIREREAEPIEHFFITHNBEK., SCP EERPHERFIRNRE
EEENEREEAESACHEERS, BOUFER SCPIEARFEERIEREFE , MEEA
el MR R AS S B ME, WNEREME RN , 552 B AWS Organizations U4 A B9 IR 3542 5l UK o

PR 745 v

HIMEA B URL AWS fR¥S. EAILAERRE , BRERRT AR EEZTEERE. MEFHMER ,
2B AWS —R2E R AWS BRI im 3.

AR # K 21338 (SLA)

— iR, B9 1T BREAEOEFRAENRE |, 6l0RE EEHTRBRMEE,
AR B AR IERR (SLI)

RIEREEAEAAE , PIMHEEIRE, TRAEREEER,
IR B % B & (SLO)

REBBEFEREN BRIER  ARBERESEIE.



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

AWS 75 RE5l S AT IRAE
SR
FRES F AWS FRERZSRARKENMD, AWS ARBRHRS , 1 ARERHZ
2. MFRMAT  BEWAREEHEL
SIEM

ASRZEEFANSEHEERR.
B —HER (SPOF)

FERARANE-BRTAHRE , TreEhERE,
SLA

A I N
SLI

A2RRBERER,
SLO

A2RREERE S,
T pRBERE
REMMERKMCERNERX. ERFDEMNEMRRARE |, BOBBEETHI D SR EmE

B, ERBRERMEBNEDNRE K REHBABLEEN  AXERERAMN. MEFMENR , F
28 PHEBEAEAEXRRLE E AWS EiF,

SPOF

E2RE—HER,

EREBER
FA—AAREEEERRREARSGIAEERNEREEBES  XFEA S ERINEEE
RRREFHERBE. WEBEEARERERIHETEAR,

Strangler Fig # 3

—BRARMLE-—RENSGZ , cERTERNRRRKGE , EEXRKFLERAR/L, HERX
REERRE , cRA— BRI LKA EE BN THEE, &ZEXH Martin Fowler 5| A, 4
AREEE-REREERBN AR, NEERENANERAKENNES , F2EEASRHFH Amazon
AP| Gateway &S B ALERR Microsoft ASP.NET (ASMX) Web BR#%.

T
& VPC Y IP it EE, FHELRVNRE—TRHER,

S 49


https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/

AWS 7 g5l B NEE

B HI M & BHEEL (SCADA)

ERET , EAERAKEREERREENE ERENRA.
HTB M

8 AR 80 3R A R AR R IR B
SHRAE

DEEERAEESNAFNUERR , LEBTRIERERREE, EAUER Amazon
CloudWatch Synthetics 3R%E 3138 L3815 o

RERR

—Em LLM #EAR. ERIEELFHUERETANEMN. RERTEMRRERS , LRI H
EREEEHNRA,

T
=
s R REY | BRERAN AWS BR, BRTHHEEE, B3, 08, BERHE
EF, MERMEN  FSEEDRLN AWS D,
RS
FERESEREN ML hEUNE. SUREAERSH, fiN  ERERES  DESHTER
B RBAE.
EEE
FAREBHTEMEREENTE, FEBEasHTEIMUBEUREERN —RIEKEE, ¥
RSB CORFENREEEE. BEENEE.
Iz B
Eem B,
3l %

AMLERREHENUMEE, JIRENV AL ERER, BHRERFLEEIRENTESRER
AERBHERGFZEEENEN (CRAZERANER), ceRHFEBUELERN ML EE, AJBUER
ML B2 | RERETAEN B EHER

T 50


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS R3] WIS T
BaRE

ALAREE VPC MR EMEENARERTIE, WHEFHEF , FSE AWS Transit
Gateway X1 B2 E#HFHE,

FEHRBTIERE

ER—EHE A FRBABTUEDESXPAMZEMAURANGE K AREELBFLHIETEIX
Fo AR TESPXERFREIFRRE, LENRENEERED.

ZEENFEUE

AR FEEENRYE , URREEHEBT AWS Organizations X HIRF F#TEHR, ZEE
MBS EREXACK K ESERFHTRIBRBERAE , UMEACHITEETHF, NFEFME

A, BSE X4 H AWS Organizations #Ei £ A8 AWS Organizations EEE At AWS BR# .
B

EIIEII

SFIREFNESEREE , RS ML BB ERM, flw , TUEBELEERE, FHEER, A
BRETRNRETZRERELESBRRIIR ML 88 | DIBLEEL,

& LE i B X

18 L BE R REMZ B2 RV /NEE DevOps BIIRK, &8 45770 [ Bk A5 AR m 7 4R 2K B8 B B P Y SR A R 4F o

ER—ESE  ENRTEE. TTBIANNES  HURSRERUE ML EEN RN, B
WEEENTREN  RATREMERHAARN., TTBENERSIEN , MERTRELEHER
PERMNREME#ESIEN, NEFMAER K F2REVAESERENTREEMER,

REDHES

EEARETHF  ERBUNRFERARANLSETHE  BEFASKERERHEEREEIREHE
FEZ. AEDEBNELSERE. HENRERE,

BREHIRR

2R BN,



https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html

AWS 7 g5l B NEE

Vv

=
/B

Ha

—BEREHEERE , SREEFHRNBETHE , SERFREFILRAREE,
R A $2 A

EMSENEFNTE  fIUREFEPREEXBNEE,
VPC HH&H&E

RE VPC 2 EHYELR , aEEFERILE IP it BB ARE, MEFHMENR , 5528 Amazon VPC
XHERWMER VPC HEFE,

el

RERMRZ AR NIERIRL,

W

AR R EX

BEREFINEEFEERNEERI, ENEHNTEETUEETRNER , EhitELRE
R EIE R,

TEEDNER. EHERERRE K BEUTESIFEERENEN,

HREHH
SQL H¥ , HEBRRSEREEE LHENERIFEATHE. SERBREAREEEE , §
MARIRE B ERSIN B L EF SR B FHERFRERFINE.

THEEH

RUBXEENERVIEARES  fnEAFEFNEARARRRRE.
TSR
EBRERTEE-AREEBNYERE. SETHFESFRABEBUN , EXEERPHEMBITFS

o Blan , HETHEERETHEEAREN, RAREANBEEBTRERNELIEF, HETHF
ERSELEERINEBB ISR , AREEBARSFNEAREN,

\% 52


https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS 7 g5l B NEE

WORM

nﬁxﬂagl lA ) %;KEEHEO
WQF

BBHRAWS TEERERES.
BA—X , EHGFZ (WORM)

RERE , T -XMEBAER , AHILERBRIEREN, RECAETURFESKENES , B
EEBFEN. LERREFERRERREATHTE,

Z
EREAR

MASKEZREAKRE , =EEHE.
ERERE

FERBEPAREENRETFE. BETAEUTUCERASERENFAIRIERK. ARASRKE
R AR EmEE IR,
FHRERT
RE LM $TEBNETR , ER BT HE 5| BERNEH (RRR). LLM KAERHEBALIRE A
MREEER. EEARTHARMEIRAREBRNERMENREINRE, 5H2HELEHIUET.
BREEAREN

CPU M REFHEARER 5% WEARK. EBBERT , BESAAELRAREN,

z 53



AWS 7 g5l B NEE

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,

liv



	AWS 方案指引
	Table of Contents
	彈性分析架構
	架構概觀
	了解工作負載
	套用架構
	緩解潛在的故障
	了解權衡和風險
	失敗模式可觀測性
	常見的緩解策略
	持續改善

	結論和資源
	文件歷史紀錄
	AWS 規範性指引詞彙表
	數字
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

