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https://docs.aws.amazon.com/artifact/latest/ug/what-is-aws-artifact.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/org-management.html#mgmt-artifact
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https://d1.awsstatic.com/whitepapers/compliance/AWS_SOC3.pdf
https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/iso-27701-faqs/?refid=sl_card
https://www.iso.org/standard/71670.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/org-management.html#mgmt-tower
https://docs.aws.amazon.com/controltower/latest/userguide/data-residency-controls.html
https://docs.aws.amazon.com/controltower/latest/controlreference/ds-preventive-controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/mandatory-controls.html
https://docs.aws.amazon.com/securityhub/latest/userguide/service-managed-standard-aws-control-tower.html
https://docs.aws.amazon.com/securityhub/latest/userguide/service-managed-standard-aws-control-tower.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_management_policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-ec2.html#trojan-ec2-dnsdataexfiltration
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-ec2.html#trojan-ec2-dnsdataexfiltration
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_management_policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-enforcement.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#mgmt-cloudtrail
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-create-trail.html#cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-examples-single
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html#creating-a-trail-in-the-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html#creating-a-trail-in-the-console
https://docs.aws.amazon.com/controltower/latest/userguide/configure-org-trails.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-an-organizational-trail-in-the-console.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-config
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-config
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-nist_privacy_framework.html
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https://aws.amazon.com/blogs/aws/new-aws-config-rules-now-support-proactive-compliance/
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-guardduty
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
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https://aws.amazon.com/identity/data-perimeters-on-aws/
https://aws.amazon.com/identity/data-perimeters-on-aws/
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-iam-analyzer
https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-macie
https://docs.aws.amazon.com/macie/latest/user/custom-data-identifiers.html
https://docs.aws.amazon.com/macie/latest/user/discovery-asdd.html
https://docs.aws.amazon.com/macie/latest/user/discovery-asdd.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-integrate.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-integrate.html
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html
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EFZRM Amazon S3 EHEHR , BERLAREFULE, REFEBERERNERE RN IEEHR
AEFER , SEEENGERHETNELERIREEREE, NRTHEEENENAFESEAER , &9
EEERAELENEERERRBERERFMETH,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Subscriptions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Subscriptions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
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Amazon Security Lake

I AWS SRA % |, B AEAE A Log Archive IR E 5 Amazon Security Lake FIERE I S iR
Fo. BIREHRMEF | Security Lake 2B H Mt SRA BEN R LM AFHENIIREHHER Amazon
S3 REFIEPKESZEN AR,

RELENAERE K SHCOEELBREHT AWS IRIE, SaaS #ER., AHFE, BRRFME=
FREFWMAF. EFPRAMMAERFENSEHEAENNACERERER., AFRTFNHRZEERT
BEIE AR Amazon Security Lake AR BFEE MM EHBEE ., ERLRE A Security Lake B1EE A R
B AWS Bif ELZ2B#FNSES4., EEFSENEEER , FEEANEEEHERE, RREEER
Security Lake £t RN —HZAEMEIFHNERNES ., ZNESTEEETSEREENE
HARER |, FHEERE Security Lake MEAESE,

E#EHE OU — Mk P

© A=
RMALREANER, BETHENNS  JUREY AWS PRA HEREH,

EMEIRES , B UEBERALEER (VPCs) EEEZNBRER BB, EHIRES , &
AT LAER AWS WAF, fEF AWS Resource Access Manager (AWS RAM) A VPC F#EE A AWS
Transit Gateway Mi#F , AR fE A Amazon CloudFront X E B ZRIEAE , REEFEZH BRI HIH
Fl. MFLIRFHFMENR , FBHRAWS Z£2E5E (AWS SRA), TERAMBIRSE FRE AWS
=2 MEFARERR %
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https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/security-lake/latest/userguide/add-rollup-region.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
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Network account
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1
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1
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1
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1
1
1
1
1
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* Amazon CloudFront

» AWS Resource Access Manager

« AWS Transit Gateway

« AWS WAF

Amazon CloudFront

Amazon CloudFront X EAIGEAREXNMERTENWHIER S, CloudFront AJLUE BB A BN ER
FOLEREABRNRNE. EFEAEZREMEH CloudFront BENARE  FREBHIEBHFKIE
METR, MENMMELZEABFEALREWEFMER K FSH AWS 222 EHEE,

BHEAENE BN UREXEETRERE LR, NREZNIFESNEEERRAEMNNELES
RN EFRERE , BT EESRNERREIEREEMESNER, BALER CloudFront iR
%, BhIE4SEMIENM BN MR EFZIEER CloudFront 20 AR, 05 i I8 FR &I A9 SE AR & A
fAREIRIE | 35S E CloudFront 3T AR Y BR I A 2 Y 3t 38 99 47 o

B A LARR RE CloudFront E4AFENAE , HFEE CloudFront BN BEFEAEFRNFHEENRA, W
FFMER , 752/ CloudFront X EMNEAZEERF (FHHEF ) . &% , 1R CloudFront
BREAE—RIEGHRMAR , EURSERERMBENNVE, HRELER K BESHRBTEEZE
B2 R ERMERERNIR,

AWS Resource Access Manager

AWS Resource Access Manager (AWS RAM) Al B L £ ihiEs HAEIR AWS IRF | U & 1ER
SENIRA AT R AT, FEIB AWS RAM , 18 7T APR &I HLE AWS BRI LABRE AWS R #H
BPNEM IF=FIRFLA, NFEFHEA , F2ETHEA AWS BR. ERBIERFS , B UE
A AWS RAM R#£ A VPC FHRN{EmFEEER, MREEMA EEM AWS RAM H A E R FEER
AWSIRF , BAIZEREVER , URERBCETRAKENER , AWS EiF WEFERNER B
BER,

BT HA VPCsHMERHEEER 2N , AWS RAM ETUARAATXE IAM BREBENER.
HREEBAZR OU FEENIHES , B LER AWS RAM FEUVAERI R EAER AWS 1R
F. MEFMEF , F2HEAMEAER OU - PD ERAENIRSE —EAWS Resource Access Manager
M o
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html#network-cf
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html
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AWS Transit Gateway

MRERERNBE PRE. FRIEEBAER AWS HER AWS B , UFSHEHBERNERT
X, MESEEENRMNREBRER  FEREFER , Ul LEEENENFEH ERERENE R R
BERRE. AR FEL , STAER IAM MBRBZFHBERRRFIREAE , EMREERRERR

o

EZEEENEERYH L BHBEESERRRE. AW, BaLAEAKARK. VPC HEHEEM AWS
Transit Gateway ff#f. AWS Transit Gateway BEEERIE Eix (VPCs) MAZPE B MY R
W, EAKRE AWS BEEEN -2 , EANEEERBAENSESR AWS Bl , SiEEBEKRE
BREE, EiBERE VPC-to-VPC HEHE |, UIRZEIBEIFE ¥ EHE AWS Transit Gateway, 40 ,
A LATE B E4T TSI B YE AWS Transit Gateway :

« #53 VPCs EANHERE BN RANFILERTSENBLEER,
- RIBENBILBERRE VPC FRE

« £ AWS Organizations 1 IAM B 3K # f5£ A BR 7 45= SI K |, LA Bh B IE 18 SR B Y AWS Transit
Gateway # Amazon Virtual Private Cloud (Amazon VPC) #8788, MERBEIZHIBERE S , FSEX
ERR Y VPC BN EEHM

AWS WAF

A THBIEENARREAER , BOLA Web FEAREN BB defense-in-depth5 7%, BRI LAEER

BAPEEW ARINERRS , 8 AWS WAF ATl A S —Ef#R. AWS WAF 2—%& Web FEA

BAARE , iR EEREIAEZRE Web EFRAEXNERN HTTP M HTTPS K. WENFAER
LABTPEALBRBOFRESR , F2HE AWS Z22EHE,

BRI LAER AWS WAFEZMEBHRA| , URERERG. THEBEEBAERNEZ/NIBEEHNE
B -
s RETHRES IP il K BNENRE

« Open Worldwide Application Security Project (OWASP) 8] 10 K K2  ZIFEINEBIAEHE | 4l
SQL Injection

. BRES
. B AT
. REHERE
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html#network-waf
https://owasp.org/www-project-top-ten/
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O S B H EER AWS WAF & BIEHH AWS, HRELEZERAIEHE AWS WAF 7] BAMERIEFARE
MEAERNRE , Hlin -

- SQL ERE - WRABETESNAA EEHHEHENA SQL EXEMEBANERESR |, i sQL
Injection &, MREHWERENE SQL ERERME , BEE LR BEA,

- BHERAA - WRABEISNHAAEEHECHENNERER |, WERBNAARIKEINEE
B,

o MEEARG - HRAFECOSEATERBMB[ANBERMERETHNRRA , SLFATREESEHERS
WER, HUEKEE. ERERER , URBITEREE,

- IREZEETE (ATP) - R AFRETSEEN LEZRFEEESNAL, KRABEASERESEEE
FERAEXEARIENEAER,

EAZER OU - PD ERAENIRF

® Bs
RMAEEICHER, BETHENNS , UREY AWS PRA WEREHE,

Personal Data (PD) EARERNIRF RENEBTERENEEBAERNERE. E8ME , EIUEE
ZHABAERNABTFERELRIREF., AWS PRA FZiBZEEMIRES Web B RETZEBREHREE
fil, HREIFE AWS BEEFBNRETEERE , TEEBIEHEREIR Bone-size-fits-allfFR A R, HI
m, ZHNEERTHRERES, SMIEEEIAE , URENABNITEBREREAELZNFERS
FARBIFIZRHE,

BN AWS IRF AP KNE. ERSEEBAERT , B LA AWS Organizations 1 AWS
Control Tower PEERMN T EENEN. ABLIRFEVERABEN OVU) ZEBEE, il , &7
RANKENEHEERERE 2RSS , AP ENBEERRURGFTEE. HRFZHEEBMES , L2
ERMNEEEAERBRS,

FHEBTREEEEXEERAERKRF  EREFHEAENERERENNVE., REENRERER
REEZERRANNVE , EAHSHAARUREERNERRAE, il , B REER KRR
BRERTNEMVE , Hlin PD EAREXIRSE FH Amazon Simple Storage Service (Amazon S3) f#1F
BT  ELRFTRBANFRIEER., —BIorEFERNBITRANER, BEBRIUERSIRFSE ,
BERRFANTENBRELBAERERE PD ERAEXIRFHAN TIHEEE THEEH S , EOUE
AMEREFINENIRFRROZEEE,
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-groups.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-use-case.html#aws-managed-rule-groups-use-case-sql-db
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html#aws-managed-rule-groups-baseline-known-bad-inputs
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-bot.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-atp.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
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TERA PD BARAMERKRS PERE AWS WL M NBTARARTE.
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VPC{us-west-m e R EEE L T, 5
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1 1
1 1
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1 1
[ | I |
I__t| : I__||:| | AWS KMS
I | endpoint
EC2 instances : EC2 instances :
with Nitro Enclave 1 1
] ]
. 1®)
Amazon S3
endpoint
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1 1
] ]
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1 1
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1 1

v
v

X
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AWS Security Hub

Amazon GuardDuty

Amazon Bedrock Amazon
Comprehend
5 g B
A \vd
AWS Config
Amazon Amazon Athena AWS Glue AWS Glue Data
SageMaker Al Databrew Catalog
. L] #* é’;_:\)
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O---A
AQ
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FERMUAEMELIRF T AWS IR# FTA THEBNEZSFHMEN

Amazon Athena

Amazon Bedrock

AWS Clean Rooms

Amazon CloudWatch Logs

Amazon CodeGuru Reviewer

Amazon Comprehend

Amazon Data Firehose

Amazon DataZone

AWS Glue

AWS Key Management Service

AWS Lake Formation

AWS Local Zones

AWS Nitro Enclaves
AWS PrivateLink

AWS Resource Access Manager

Amazon SageMaker Al

AWS Tl it B E R E B A e B By Thae

AWS BR# M Ihee , Al # B2 EREF

AWS BR#% M Ihee , AT HBIRR. D ERDEER

Amazon Athena

B EZBEREHREFES , LAFSENEIAEBZE, Amazon Athena 2—BEEBHRXEHRE , 7
BB EFE % SQL B1EE Amazon S3 RO E R, BRFEKEREA Athena ; CAIBEZRER
BIE S3 REFITRANER,

Athena WERFEARGIRAERIMERKREHESITEARBEIENERE. NRERETEB/AE
B, BN ERESAER I MERRELVEEENEEABAAEMERKFLERSE, MEFMHEHR , F
SR FE A Amazon Athena EZ{CFIEEERDATRHER , AR AWS Lake Formation(AWS EB¥& 1§ 3
H)o,

Amazon Athena
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https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://aws.amazon.com/blogs/big-data/anonymize-and-manage-data-in-your-data-lake-with-amazon-athena-and-aws-lake-formation/
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MREHERER G ETE Athena TENHBZAZEBEANEYE  BALERETEHE , BAE
AEEZHEE (UDF), BALAER R E Athena UDFs , I H E#11T AWS Lambda, &ALATE
SELECT# FILTER SQLEMFEMA UDFs , th Al LAEH BN EH WA ZE UDFs, HREBHE , &
AUENHITHERRERIEEN UDFs , fIMRERERNEPESEENRETEFRT.

Amazon Bedrock

Amazon Bedrock 2 —E£ZERKE , I# Al21 EEZE. Anthropic, Meta, Mistral Al §1 Amazon %
HE A NTFEFREREDR, CURBABEENERERS Al EAEX., EREAMTELS , £
R Al B, (ST EREAAERE  SETESEEAER. REEENERFE , URHAE
o

Amazon Bedrock Guardrails §#£3&EIB# Amazon Bedrock FEA KR Al TEEHBHHTEZSE
MERBREER , HEEMRELRAK. Al EFNIBNEAT —ERFSHEBNELENSHRESR,
EBEFERERN Al ERERTRESHUKEZEERNRILE RASLERESHIIERBRE

#:. Amazon Bedrock Guardrails ZEiBFFEEAE@MANEREE |, HBEIRERLE, ZEBMS , 1R
WAERGEEAER g EERGE P AR ERANERE,

Amazon Bedrock Guardrails IRt #HIZREFIBTERMRBEE , X HBIHLEREEENERRE. ©
REABTEEDE , TEBMATFEINIHBEAER, TEREGABBIF LFRAEE RN EE

DR EERE R EEPES ST BRRAREN FHAEERT. BLINGE BN LTS EFAEE
BRNWEH , fluRERESIFEFETERRM, SLEINGEAHREER Al ERFTET M BEEREE

B AE*l. Amazon Bedrock Guardrails t 3z 85 {# Amazon Bedrock /AZBHE AFIEIFE, WFFHFHEE
# , B2 B EA Amazon Bedrock Guardrails BE{FEIER MBI Z £ 181 (AWS SPEEXE ),

£ Amazon Bedrock Guardrails , R A SAEAE R ZEib R ERFAAEEZ M MNEEAEREMY , SRHIE
HOBHRAR, fltn, FBERRN A FEFHQEARER , IEARKEREUERE R (RAG) ERAER
FEAE=AERRE. NAERRETARRBEHELERRKRNEREE  WEFRETERNE
FE. £ AWS PRA FWAREH |, B O] TEE &R S EE Amazon Bedrock Guardrail , 7£H A 5@ &3
THEBEIFARERESTENSERLERMN.

AWS Clean Rooms

ERBEBRSMREREEBNBBERERSHBUHEN T LR , HELRENN LS UTEIE
— KRB, AWS Clean RoomsA] B B BERBEE , ERLE. FUMIREK , BEEHBIUS
WEGMERSE K MEFTHARKERERS, st BBRMEFEIVES LNHEMBBREEE —H
R, AWS MEZRECHIREFBHRERER A SREERENE. IEERNSRBERRN
B, RESPRAUERE@WELRG SQL £, RRSRHEMEEN , HRSERETURAEER
MEHTN.
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https://docs.aws.amazon.com/athena/latest/ug/functions.html
https://docs.aws.amazon.com/athena/latest/ug/querying-udf.html
https://docs.aws.amazon.com/athena/latest/ug/querying-udf.html
https://docs.aws.amazon.com/bedrock/latest/userguide/what-is-bedrock.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-sensitive-filters.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-denied-topics.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-word-filters.html
https://aws.amazon.com/blogs/machine-learning/implement-model-independent-safety-measures-with-amazon-bedrock-guardrails/
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-contextual-grounding-check.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://docs.aws.amazon.com/clean-rooms/latest/userguide/what-is.html
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A LA L AWS Clean Rooms RIS , WBFEHM AWS BEFRARIGEESENEKE. BT —@
REEHNEERENED , BUNEEHMHERBERELEANER. IRZEAXEFTEEHER
£ EBUNEBIEMERENRENTEKERENEMBREE. SEREHIUFRERRSGERE
HANER , MEZRTLFER BT 2 R BIRERE WA 2 AT bR EG R S EN E R R,

BRTREREGIHESENERUREMEEMAEAER S, AWS Clean Rooms &Rt T 512
At , Al BN IIRERALE

- ZERUER—EHERW , EBEENPIEFARENEFERBREHNERLE. ERPRE
REREAEREREEMZAFNERE  MAERBEBNE, EHAWS Clean Rooms ZEEF
BTIFEEZERLEERARE.

« AWS Clean Rooms ML AFFMERZEA EHERFRNECLNFERE L MEFTEERILREAE
. ERENES I HERKENERE  HPBENKETURNEMKEEREFHNEA. EBE
YABHLUNERY EENBHLNEES , AWS Clean Rooms ML A BB LEBIERIE , MAEL
HREER, EFFEERMURE LM ML BEXABHE 2/ HITEMIE AWS Clean Rooms, &
AURBIRERN TR EANESRE,

- HAREEEZENWZGHHREZES (CIR) JHoMRABEMEA , MREBRBRERITERR ., ©URRRE
FAXRFBENEAEMS AT UEBZNAS, A CIRMNBAFER , EREXERFRNE , B
R4 AWS Clean Rooms, HHRAERIRE LEZE Amazon S3 2RI —REAAFRMBRIE NS , ®
HERNSRENR , WEBERBSEBEE.

£ AWS PRA A | BRIBREBEBEERIREHEIT AWS Clean Rooms HE&¥E. ErILAMERCMESE
ZSHEAMZNEFER, REERHNENEFEEERSIFEATCH. UENMYHEBEENFAE
A, 5528 AWS Clean Rooms X485 H 45 4738 8,

Amazon CloudWatch Logs

Amazon CloudWatch Logs Al BV &R AE R, BAREXM AWS R B , UESTTUHHE
HITEERY T4 T 1F, £ CloudWatch Logs F , A LASHEIFTVSRIBE M A FEAEFER ERMR
BEE , BB EAERNBEEREREEZERK. ERMREBEBERTER AFPNBRER | FilwE
AER, EFAEERE FRARE  ERMREBERRTLUIESZER AWS EEBXEE, EfAEEE
BEEFREAERRK  BEENIEEENERAEAE , KU ABLFEAEIERLogs : UnmaskEF
A, BEAUETERAKRFNERMREBR ¥ — Bt BEREAZHEBPNATEIRE, RIBERR
IE® A CloudWatch Logs FHIFTE B RIFIAR R AFHERTESE, BMAtEBERAREKRE |, ¥4
HEXES —EBAFEEHE. Amazon S3 f#ZErE = Amazon Data Firehose, ELH{RE D ST E HFHE
AP E MR BB ERFEMEC #%,
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https://docs.aws.amazon.com/clean-rooms/latest/userguide/differential-privacy.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/differential-privacy.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/machine-learning.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/crypto-computing.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/analysis-rules-list.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-data-protection-policies.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-data-protection-policies.html
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Amazon CodeGuru Reviewer

HABMENZSY  FZEBENBNISRRBREXEREBESREREE., PRAE AWS B
BAERCZEARANBEEEPITEEEHEH, Amazon CodeGuru Reviewer A A& I AT BE A
Java, JavaScript fl Python X BLBEAERNEBERE. CABRASRHAIERBHE

/o CodeGuru Reviewer AT LGBBIEEL &4, BAEN—REREXTHRE. ©ETHEZERE
REEREMER , 2% AWS CodeCommit, Bitbucket, GitHub #1 Amazon S3, CodeGuru Reviewer
A MR RN — LR FARE A B IR I B 95

- SQLEA

« F&£H/ Cookie

- ROTME

- A Fi% AWS KMS E# N

W% CodeGuru Reviewer AJ{ERIIE BN TEIEE | 5528 Amazon CodeGuru Detector Library,

Amazon Comprehend

Amazon Comprehend 2 — BB ARESEE (NLP) ki , FRAMBEEER NN FNHHBRREEN
ERFERR. Amazon Comprehend A BUMEBIFMEET L. ¥ BB IIEBEBILXEXXHHREA
BH, MEFMENR , 5528 Amazon Comprehend XHFEEA 5 2 BIE A (Pll)o

i Amazon Comprehend B3 Z%EiB AWS SDKs ETEAREXBREMNIRE , AETLIER
Amazon Comprehend & E., FRANREERNFZTREMERNEAER ., B LA Amazon
Comprehend ML ZhEeREBFETTEAREXEFE AWS BBERNE ). BEFETHH, XEBERER
EHhPEAER, PD ERAEXNIRFHNEBERE TN Amazon EC2 t AR AFEHTIE

2, Amazon Comprehend I2H{MESETHER :

« REPLACE_WITH_PII ENTITY_TYPE €4&5E Pl SEIMAAEER, Hli0 , Jane Doe HEHEMY
% NAME,

o MASK ASEEBENZFT (!, #. $. %. & H @) B PIERBHIHNFt. Hla0 , Jane Doe AT LLER
,f_%% *kkk ***o
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codeguru/detector-library/
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://docs.aws.amazon.com/comprehend/latest/dg/pii.html
https://aws.amazon.com/blogs/machine-learning/redacting-pii-from-application-log-output-with-amazon-comprehend/
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Amazon Data Firehose

Amazon Data Firehose ATFIR#EEN, B#ERER , WAEERBA THERE , Fl20 Amazon Managed
Serwce for Apache Flink % Amazon S3, Firehose BE AR B AKELRER , fIMERAERRX A ,
EREFRREEREEE,

B LAMEA Lambda REEERMEEXZE TR BT EIIRANERE, A 7TEBAE , kI EER
B/MEABERERETER, Flan , BT LA Lambda # Firehose 7EA5 2 [EiE A EREFREH
HEERERCAIHITER, MEFMEN , 528 "Biogen : ZIRFEFREHMRI R, (YouTube
EFH). £ PD EARAIRE S |, L0 LLERE Amazon CloudWatch #1 AWS CloudTrail , #% B 5&#Ei%
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https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://www.youtube.com/watch?v=m8xtR3-ZQs8
https://docs.aws.amazon.com/datazone/latest/userguide/what-is-datazone.html
https://aws.amazon.com/blogs/big-data/enhance-data-security-with-fine-grained-access-controls-in-amazon-datazone/
https://aws.amazon.com/blogs/big-data/enhance-data-security-with-fine-grained-access-controls-in-amazon-datazone/
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https://docs.aws.amazon.com/glue/latest/dg/what-is-glue.html
https://docs.aws.amazon.com/glue/latest/dg/catalog-and-crawler.html
https://docs.aws.amazon.com/glue/latest/dg/add-classifier.html
https://aws.amazon.com/blogs/big-data/handling-data-erasure-requests-in-your-data-lake-with-amazon-s3-find-and-forget/
https://aws.amazon.com/blogs/big-data/handling-data-erasure-requests-in-your-data-lake-with-amazon-s3-find-and-forget/
https://docs.aws.amazon.com/lake-formation/latest/dg/what-is-lake-formation.html
https://aws.amazon.com/blogs/big-data/easily-manage-your-data-lake-at-scale-using-tag-based-access-control-in-aws-lake-formation/
https://docs.aws.amazon.com/databrew/latest/dg/what-is.html
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https://docs.aws.amazon.com/databrew/latest/dg/recipe-actions.pii.html
https://docs.aws.amazon.com/glue/latest/dg/glue-data-quality.html
https://docs.aws.amazon.com/glue/latest/dg/data-quality-alerts.html
https://docs.aws.amazon.com/glue/latest/dg/data-quality-alerts.html
https://docs.aws.amazon.com/glue/latest/dg/dqdl.html
https://docs.aws.amazon.com/glue/latest/dg/dqdl.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-kms
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://aws.amazon.com/blogs/security/how-to-use-kms-and-iam-to-enable-independent-security-controls-for-encrypted-data-in-s3/
https://aws.amazon.com/blogs/security/how-to-use-kms-and-iam-to-enable-independent-security-controls-for-encrypted-data-in-s3/
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
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https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html
https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html#concept-xks-proxy
https://www.fpc.gov/resources/fipps/
https://aws.amazon.com/big-data/datalakes-and-analytics/datalakes/
https://docs.aws.amazon.com/lake-formation/latest/dg/what-is-lake-formation.html
https://docs.aws.amazon.com/lake-formation/latest/dg/tag-based-access-control.html
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https://docs.aws.amazon.com/local-zones/latest/ug/what-is-aws-local-zones.html
https://aws.amazon.com/blogs/compute/best-practices-for-managing-data-residency-in-aws-local-zones-using-landing-zone-controls/
https://aws.amazon.com/blogs/compute/best-practices-for-managing-data-residency-in-aws-local-zones-using-landing-zone-controls/
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave.html
https://docs.aws.amazon.com/whitepapers/latest/security-design-of-aws-nitro-system/security-design-of-aws-nitro-system.html
https://docs.aws.amazon.com/whitepapers/latest/security-design-of-aws-nitro-system/security-design-of-aws-nitro-system.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-concepts.html#term-socket
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https://docs.aws.amazon.com/enclaves/latest/user/kms.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://aws.amazon.com/identity/data-perimeters-on-aws/

AWS 7 g5l AWS BRAESERE

WMFEERFHEEABT IAM RA AWS MERFERB RS VPC ImHBUR |, F2REAEEEE
HEE A S BT REFE VPC BIRFH -

AWS Resource Access Manager

AWS Resource Access Manager (AWS RAM) A B g &5 HAEIR AWS IRF | SUBA & 1ER
SEWRMATRMEMATRRZYE, ECRBZIRFIDIREEF , FEEEA AWS RAM Rt A7 M E E A
[REIIRFHPNEAERERE, BUUEEMAEFEENRSFEIAZBAER , SLETEE, £ F AWS
RAM , BELVEEF A , LERATUELAER EHTHEIME, FIEY &9 API I} AWS RAM #&&E
$%7E CloudTrail A, ILAh , AT LAERTE Amazon CloudWatch Events B EE 1 RH S ESEH AWS
RAM , Sl B E &R ZAIRFRE,

B ARE T L IAM AWS 1RF RERIERAEBMBER , SE Amazon S3 FEAREFIEBER , %
BEAh HAFZEEN AWS &R , B BEFAE AWS RAM RHEEANER. AEREEE AWS 12
HENNARY  BETHRE HAERNAANHER AWS IRF |, 84 :

- BESEEEME OU HAER , MARFEERMIRF IDsiFE

- MEHBEEIRFTIBRENER  Fas8THARBNBFEERF

« BE IAM ER I FIEEE B ERW T R

&
k)

NREXMECHEALERAERNBERERERAEA , YEEAWSRAM KA , &
PromoteResourceShareCreatedFromPolicy APl #4E,

Amazon SageMaker Al

Amazon SageMaker Al E— B EHZE2E (ML) R , TiHBEEENIE ML EE | AEEER
HBEEEMRBENFTEREP. SageMaker Al EEZELF R R b EFIFEER MBI ERINEE,

Amazon SageMaker Model Monitor

FZEBEIRML ERREEENMER. ERFEHSEEENEARIIE ML EENERCZEEER
ENEML  IEERFENHER  BASHENEERNETE, ERFEHTURE ML ERFERIWER
mE., ERMENATEH, MR ML EREEEERETERNERNRTEERSEIROYEESRME
g, FANEEMETREE TR, Amazon SageMaker Model Monitor A LAHHEEE#5 4 IR IEH Amazon
SageMaker Al 2 BEANRE , YELXERNRE. REXBHEIEMEH TIHBBEEFEESED
£, BINEFHINFER, BRLLBERKIEEERRERE. Model Monitor A] LURNEE F By ES =R B =,
BEHMIEWER,

AWS Resource Access Manager 37


https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/ram/latest/userguide/security-ram-permissions.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_PromoteResourceShareCreatedFromPolicy.html
https://aws.amazon.com/blogs/machine-learning/implement-model-independent-safety-measures-with-amazon-bedrock-guardrails/
https://docs.aws.amazon.com/sagemaker/latest/dg/model-monitor.html

AWS 7 g5l AWS BRAESERE

Amazon SageMaker Clarify

Amazon SageMaker Clarify f2tE R R = F A B MERE R, SageMaker Clarify BEAR ML 2R &
PEBNERFEEER, ARASTUEEREBNEMY  flatsINFE , SageMaker Clarify &%
T—HEEEIRENELEBHEPREETARE, EEEHITHE , SageMaker Clarify B2 B3R
&, HPaesvEmRENRKRMAIERNE , BETUBRNESERENSR, M, ERTSLEHE
EXEHINERmERSESR , SageMaker AIUERR A FH , BB AR X FEHEHENEKEE,
FHAUERMEAHTENTFEERELE ML RERSERE , RRECIFNERIETEREZ. &
# , SageMaker Clarify 82 Amazon SageMaker Al Experiments B4 |, 12t E 2R 80 ML ThAELTE R
NWERFAFIEEFERSEK, LEATREPRRETHELGER , METHEHERSERR@A
EELHERERNTANTZETL,

Amazon SageMaker &

Amazon SageMaker £ & A By IREE 8 ML BRE W BRFFHEEN , UHEENRE A, ELFH
EFNREOREERBEE. —RAK. EHERARA. B, ERNRRTS. JIEFEAERAN
FBE  URFHMERE R, MEFHMES , F2BAWS FH A TEERNMachine Learningf# iR 7 = E 7
AN (AWS ARE ) .

Amazon SageMaker Data Wrangler

Amazon SageMaker Data Wrangler 2 —E#R2EB TR  AiHMECEREBNEIBIERR.
CRHEABLAE , THHEHNNSERNMB2E TRMUESR G EFNERER | UAAEESE2
EBiRA, £/ Data Wrangler , BRI AR B EIREAESR |, 5120 Amazon S3. Amazon Redshift H
Amazon Athena, A% , WA LAEAEIR 300 AABERERIEE, EECHNESHTIEE , MEFR
BEAEXE.

Data Wrangler ATE%& AWS PRA R ERIERFENSBIEERFN —B2. ©FERA XEFENERTH
ERmE AWS KMS |, XA IAM e MBERREHEERNERNEZR, ©XEER AWS Glue

% Amazon SageMaker Feature Store #{TEREE, MREH Data Wrangler B2 & AWS Lake
Formation , BIRJ AR HIEA TS MM ERHFEURSIFFF AT, BB ZE A L& Data Wrangler 8 Amazon
Comprehend B EEA , LEBEITREXERPNEAAER , BAEBEZH ML Ops TEREN —
. MEFMET , FFSEFEH Amazon SageMaker Data Wrangler B B1{E5T #2582 E 1 PIl (AWS
TERNE )

Data Wrangler W Z &M BB EESHSEXNHBER , IR, ERFRE. H2RLRE,
FEAE  UREENESRH, SZURMETAHBERNTER , RBEFMSET,

Amazon SageMaker Al 38


https://docs.aws.amazon.com/sagemaker/latest/dg/clarify-configure-processing-jobs.html
https://docs.aws.amazon.com/sagemaker/latest/dg/experiments.html
https://docs.aws.amazon.com/sagemaker/latest/dg/model-cards.html
https://docs.aws.amazon.com/whitepapers/latest/model-explainability-aws-ai-ml/model-explainability-aws-ai-ml.html
https://docs.aws.amazon.com/whitepapers/latest/model-explainability-aws-ai-ml/model-explainability-aws-ai-ml.html
https://aws.amazon.com/sagemaker/data-wrangler/
https://docs.aws.amazon.com/sagemaker/latest/dg/feature-store.html
https://aws.amazon.com/blogs/machine-learning/automatically-redact-pii-for-machine-learning-using-amazon-sagemaker-data-wrangler/
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{
"Version": "2012-10-17",
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"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:user/john_stiles"
.
"Action": "sts:AssumeRole"
.
{
"Effect": "Deny",
"Principal": {
"AWS": "arn:aws:iam::123456789012:user/john_stiles"
},
"Action": "sts:AssumeRole",
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24",
"203.0.113.0/24"

FEEBREERT T VPC ER

AE
BEMHFLRIENER, FETHENES , UEHE AWS PRA WE R B,

E"E“

®
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"Version": "2012-10-17",
"Statement": [
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{
"Sid": "AllowOnlyIntendedResourcesAndPrincipals",
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": "o-labcdel23",
"aws:ResourceOrgID": "o-labcdel23"
}
}
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyAllOutsideEU",
"Effect": "Deny",
"NotAction": [
"a4b:*",
"acm:*",
"aws-marketplace-management:*",

FREIE HERHE® AWS [EiF 43


https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/regional-services.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/global-services.html
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"aws-marketplace:*",
"aws-portal:*",

"budgets:*",

"ce:*",

"cloudfront:*",

"config:*",

"cur:*",

"directconnect:*",
"ec2:DescribeRegions",
"ec2:DescribeTransitGateways",
"ec2:DescribeVpnGateways",
"fms:*",
"globalaccelerator:*",
"health:*",

"iam:*",

"importexport:*",

"kms:*",

"mobileanalytics:*",
"networkmanager:*",
"organizations:*",
"pricing:*",

"routeb3:*",
"route53domains:*",
"route53-recovery-cluster:*",
"route53-recovery-control-config:*",
"route53-recovery-readiness:*",
"s3:GetAccountPublic*",
"s3:ListAl1MyBuckets",
"s3:ListMultiRegionAccessPoints",
"s3:PutAccountPublic*",
"shield:*",

"sts:*",

"support:*",
"trustedadvisor:*",
"waf-regional:*",

"waf:*",
"wafv2:*",
"wellarchitected:*"
1,
"Resource": "*",

"Condition": {

"StringNotEquals": {
"aws:RequestedRegion": [
"eu-central-1",
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"eu-west-1"
]
},
"ArnNotLike": {
"aws:PrincipalARN": [
"arn:aws:iam::*:role/RolelAllowedToBypassThisSCP",
"arn:aws:iam::*:role/Role2AllowedToBypassThisSCP"

£ F 4 E Amazon DynamoDB B 1% iy 7BV
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"Version": "2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"dynamodb:GetItem",
"dynamodb:BatchGetItem",
"dynamodb:Query",
"dynamodb:Scan"
1,
"Resource": [
"arn:aws:dynamodb:us-west-2:123456789012:dynamodb:table/Users"

]I

£ 54 E Amazon DynamoDB B #) 7 EUE 45


https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2

AWS 7 g5l AWS BRAESERE

"Condition":{
"ForAllValues:StringEquals":{
"dynamodb:Attributes": [
"UserID",
"SignUpTime",
"LastLoggedIn"
]
.
"StringEquals":{
"dynamodb:Select": [
"SPECIFIC_ATTRIBUTES"
]
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"Version": "2012-10-17",
"Statement": [
{

"Action": [
"ec2:AttachInternetGateway",
"ec2:CreateInternetGateway",
"ec2:CreateVpcPeeringConnection",

ec2:AcceptVpcPeeringConnection",
"ec2:CreateVpc",
ec2:CreateSubnet",
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"ec2:CreateRouteTable",
"ec2:CreateRoute",
ec2:AssociateRouteTable",
"ec2:ModifyVpcAttribute",
"ec2:*TransitGateway",
"ec2:*TransitGateway*",
"globalaccelerator:Create*",
"globalaccelerator:Update*"

1,

"Resource": "*",
"Effect": "Deny",
"Condition": {
"ArnNotLike": {
"aws:PrincipalARN": [
"arn:aws:iam::*:role/RolelAllowedToBypassThisSCP",
"arn:aws:iam::*:role/Role2AllowedToBypassThisSCP"
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"Version": "2012-10-17",
"Statement": [
{
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"Sid": "Enable enclave data processing",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/data-processing"
},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey",
"kms :GenerateRandom"
1,
"Resource": "*",
"Condition": {
"StringEqualsIgnoreCase": {
"kms:RecipientAttestation:ImageSha384":
"EXAMPLE8abcdef7abcdef6abcdef5abcdef4abcdef3abcdef2abecdeflabecdeflabcdef@abcdeflabcdEXAMPLE",
"kms:RecipientAttestation:PCRQ":
"EXAMPLEbc2ecbb68ed99a13d7122abfc0666b926a79d5379bc58b9445c84217f59cfdd36c@8b2c79552928702EXAN
"kms:RecipientAttestation:PCR1":
"EXAMPLE@50abf6b993c915505f3220e2d82b51aff830adl4cbecc2eeclbf@b4ae749d311c663f464cde9f718aEXAN
"kms:RecipientAttestation:PCR2":
"EXAMPLECc300289e872e6ac4d19b0@b5ac4a9b020c98295643ff3978610750ce6a86f7edff24e3c@atasss5T2fFEEXAN
"kms:RecipientAttestation:PCR3":
"EXAMPLE11de9baee597508183477f097ae385d4a2c885aa655432365b53b812694e230bbe8elbbl1b8de748felEXAN
"kms:RecipientAttestation:PCR4":
"EXAMPLE6b9b3d89a53b13f5dfd14al049ec@b80a%9ae4bl59adde479e9f7f512f33e835a0b9023ca51ada®216QEXAN
"kms:RecipientAttestation:PCR8":
"EXAMPLE34a884328944cd806127c7784677ab60al54249fd21546a217299ccfalebfe4fa96al63bf41d3bcfaeEXAN

}
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