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https://aws.amazon.com/professional-services/CAF/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-caf-security-perspective.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec-design.html
https://visualstudio.microsoft.com/downloads/
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« AWS Command Line Interface (AWS CLI) 58 2 ik , B L E W R EAEZEEN AWS IRF (52
BIEREA)
« AWS Toolkit for Visual Studio , BRE ( EHZH

b

)]

1l
al

A REEXAER AWS CLI

BRI LAER AWS CLI RS AWS FHLE8 ID IR EFENEBEAERRBERERE, aoDiR
RETH  HT TGS, SEGERKAEEHNEAZFHENA.

aws configure

AWS Access Key ID [NoneJ: XXXXXXXXXXXXXXXX

AWS Secret Access Key [NoneJ]: XXXXXXXXXXXXXXXXXXXXXXXXX
Default region name [None]: <specify region name>
Default output format [None]: json

FEN B B IRIT

FHHERENGEEEREESEPNIRFPNEAELRA MFA, FAE BT IAM BE2R7TF
HHfM AWS tkRF ., BEEEREE IAM BENEREERHIT NET Framework AR |, Visual
Studio & A RRREEN B AE R RN AWS Security Token Service (AWS STS) Y& RIEEAE
WERRFZAER, REERETFNFEAELAEEEEERHRERsts:assume-role®M il AEKNETF
A, LBABXEEEEREMAREERETNEAEEAZAC, HNACGYLFEARIKEAER
WEFBEBARIZAR. UEERMEH AM AEEFIEM AWS HEBERNDERFWERN , F2HE
AWS CLI 3 #, & , B LUER AWS FEHADEIRS |, # Visual Studio HAEMA NET v 5|5 H
(CLI) 5 3RBAE FAIZ .NET Framework R A R,

EEEREREA IAM

HREERER  REEBBREER IAM A6 MARFHER. AM ALEELNHRERESR, £ L
BITHERAEN AWS ERBE P RENRE | LR EEHER AWS iR,
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BRE LN EARXFIL AWS Lambda B8 , BB FE Amazon DynamoDB BRIk ABITE .
EEN, E#. MIER (CRUD) #4E , AR A% HEE#T#8ZE Amazon CloudWatch B1E5. T EIFREALLED

i, Lambda EREEEZE DynamoDB & ¥I&X M CloudWatch Logs IEF ], EEFZFELHT , HkE
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/setup.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-role.html
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@ Access policy

1AM role

o

IAM policy

Execution role

APl calls

Amazon CloudWatch AWS Lambda Amazon DynamoDB

Resources

o WAL IAM BUERBARF Amazon DynamoDB & # &R #) AWS Lambda FEUE (AWS Z£EERE )
« IAM FHZ £ SEE (IAM X4 )
« AWS Lambda #{7 & (Lambda X4 )

£ Amazon Cognito

Amazon Cognito B&H Web MITEIEAERNEHE 7 BE. RENEHAEEE, EAFEEERE
ABBREBFE=FEA , 0 Facebook, Amazon, Google = Apple,

Amazon Cognito WRBEFXrExHEERAEEENE S EE, FRAEKERAEARNERAERMHEEM
MBENBENERAEBS, SoEETELRTEAEFIIEM AWS IRIEVER, B UERSH—64f
FRABIEENEAEELEERE, MEFMEN , 28 Amazon Cognito X HHE B Amazon Cognito

Z/l, Amazon Cognito

g5 52 F =5

T B R &R ARES Core Web FEFATEX, Amazon API Gateway Fl E# Amazon Cognito KJ £
AWS Lambda, ASP.NET Amazon AP| Gateway It 2R &2 EBER T FIHREREE

« Amazon Cognito EAEEKEREARE. FTHRNEEERAE.,
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https://aws.amazon.com/blogs/security/how-to-create-an-aws-iam-policy-to-grant-aws-lambda-access-to-an-amazon-dynamodb-table/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-scenarios.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-scenarios.html

AWS FRiEE| £ EBR{L NET Framework FEARERXN L £ RIEEE AWS

+ ASP.NET Core Web FEREXFEETE Lambda A , I API Gateway &,

- AFHESTHEEY Amazon Cognito BEFEAE. ESHEE R Amazon Cognito (1) #H JSON Web
Token (JWT) , A H A HTTP REZERBEIELS Web API FENETRE, A%, IWT BEEE
AP| Gateway ETRHE (2),

AWS Cloud

JWT

ASP.NET Core web app
hosted in Lambda

EventsController

CalendarEvent
—

Amazon APl Gateway

8
@ O

JWT

Amazon Cognito
Amazon Cognito user pool

83

Resources

« &R Amazon Cognito 4 (Amazon Cognito 32 )
+ 5/ Amazon Cognito B =% A fR8F ASP.NET Core Web FEFEER (&H )
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-scenarios.html
https://www.youtube.com/watch?v=M6qTrI7kmZk
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Amazon CloudWatch,

LEREE HR TE AR5
AspNetCore ASP.NET Core ILogger B9 NuGet E4
AWS B , REFRHASE |
Amazon CloudWatch Logs. ACERHEH)
NLog FLERFCERFA 2R E Amazon NuGet £
CloudWatch Logs BJ An AWS e
NLOg E%o ﬁaﬁiﬁ{gu
Serilog FLERECEFAEZE Amazon NuGet E4
CloudWatch Logs B9 AWS .
SeriLog W25, RCERHTH)
Log4net An AWS Log4net Ffiinc# | NuGet E4
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« Amazon CloudWatch & 5R (AWS X # )
« Amazon CloudWatch Logs & .NET Logging Framework (AWS B2 A B T EIfEK )
« Amazon.Lambda.Logging.AspNetCore (GitHub f&1ZE )

'R 6


https://www.nuget.org/packages/AWS.Logger.AspNetCore/
https://github.com/aws/aws-logging-dotnet/tree/master/samples/AspNetCore
https://www.nuget.org/packages/AWS.Logger.NLog
https://github.com/aws/aws-logging-dotnet/tree/master/samples/NLog
https://www.nuget.org/packages/AWS.Logger.SeriLog/
https://github.com/aws/aws-logging-dotnet/tree/master/samples/Serilog
https://www.nuget.org/packages/AWS.Logger.Log4net/
https://github.com/aws/aws-logging-dotnet/tree/master/samples/Log4net
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://aws.amazon.com/blogs/developer/amazon-cloudwatch-logs-and-net-logging-frameworks/
https://github.com/aws/aws-lambda-dotnet/tree/master/Libraries/src/Amazon.Lambda.Logging.AspNetCore
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WEEE

ERER NET HEERAENE , ZEEFRE , fInEARN ID. EARABEBENEREERT
B, ELERBINEFEFTRBEHRE appsettings. jsons Fweb.config,. FRAEEESEEL
HERERNEELNEREE , Eg¥ ML mANER. SR LA AWS Secrets Manager fl 28
EFRERRRKLERE  EUHELLFRNERNEAEINELE, THEHRAMMTSE NET
Framework FEFTEREXE Secrets Manager fl Z2EEZHIE,

B

ES |
« FRE AWS Secrets Manager
- RESBERE

i TE AWS Secrets Manager

AWS Secrets Manager Al BB AR EFEIERAREN. REM IT ERFAENRE, WRFETLZLSH
FH, B, MENRRENERRE. API £EMEMRE | T3F OAuth #H , AR MHEE Amazon
Relational Database Service (Amazon RDS). Amazon Redshift #1 Amazon DocumentDB H /R4 %
&, FEAENERRERFEIBMNI Secrets Manager APls R , EE UM X ZERRISHRE
#o Secrets Manager B ERBMFEURHIFFR |, WIRHEE PV EREXWBRE AWS ERAZTEBEME
=HFRERH WL,

FEEL .NET Framework FE ATEX £ A Secrets Manager B R 5 4

- fEAF AWS IRF

« Microsoft Visual Studio , B &8

« AWS Command Line Interface (AWS CLI) 58 2 ik , ERE W R EBEFZIEN AWS IRE (E2
Ce )

« AWS Toolkit for Visual Studio , BiRE ( FEZ2BIR )

- £/ Secrets Manager 2 & B MEEAIE AWS CLI ( B2 H)

]

EE 1 ASP.NET Core Web API (.NET 6) F# Secrets Manager ZEUR % :

1. # T35 NuGet EH-#EE ASP.NET Core Web API,

% E AWS Secrets Manager 7


https://visualstudio.microsoft.com/downloads/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/setup.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets.html
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AWSSDK.SecretsManager.Caching
2. 1£ Program.cs EZEHP , BT TINEE,

« $ifBAmazon.SecretsManagerf&Z ™ (1)o

using Amazon.SecretsManager;

- REMERHE (2)o

builder.Services.AddScoped<IAmazonSecretsManager>(x =>
new AmazonSecretsManagerClient(RegionEndpoint.EUWest2)

);

-using Amazon;
using Amazon.Extensions.NETCore.Setup;
| using Amazon.SecretsManager;|

var builder = WebApplication.CreateBuilder(args);
// Add services to the container.

builder.Services.AddControllers();

// Learn more about configuring Swagger/OpenAPI at https://aka.ms/aspnetcore/swashbuckle
builder.Services.AddEndpointsApiExplorer();

builder.Services.AddSwaggerGen();

builder.Logging.AddAWSProvider();

// When you need logging below set the minimum level. Otherwise the logging framework will
builder.Logging.SetMinimunLevel(Loglevel.Debug);

- builder.Configuration. AddSystemsManager("/dev/myapp/", new AWSOptions

{
Region = RegionEndpoint.EUWest2
};
builder.Services.AddScoped<IAmazonSecretsManager>(x => e
new AmazonSecretsManagerClient({RegionEndpoint.EUWest2)
J;

builder.Services.AddHealthChecks();

3. HEM Secrets Manager HEZ , BHEFIREHIERETIIEE (6
i, ValuesController.cs).

« FIEERBEE (1),

private readonly IAmazonSecretsManager _secretsManager;

public SecretsController(IAmazonSecretsManager secretsManager)

{

_secretsManager = secretsManager;

gl 8
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}

B{E GetSecret5% (2)o

string secretName = "arn:aws:secretsmanager:eu-west-2:111122223333:secret:dev/
myapp/tenant-gSj6qd";

GetSecretValueRequest request = new GetSecretValueRequest();

request.SecretId = secretName;

request.VersionStage = "AWSCURRENT";

Task<GetSecretValueResponse> response =
_secretsManager.GetSecretValueAsync(request);

return Ok(new { Secret = response.Result.SecretString });

Hrp 111122223333 21EIRF ID,

[Route("api/[controller]")]
[ApiController]

public class SecretsController : ControllerBase

{

private readonly IAmazonSecretsManager _secretsManager;

public SecretsController(IAmazonSecretsManager secretsManager) o
{

_secretsManager = secretsManager;

}

[HttpGet]

public IActionResult GetSecret() 9
{

string secretName = "arn:aws:secretsmanager:eu-west-2:[l :secret:dev/myapp/tenant-gSjéqd"”;
GetSecretValueRequest request = new GetSecretUalueRequest();

request.SecretId = secretName;

request.VersionStage = "AWSCURRENT";

Tashk<GetSecretValueResponse> response = _secretsManager.GetSecretValueAsync(request);

return Ok(new { Secret = response.Result.SecretString });

@ Note
secretName 2IEMWZH B Amazon Resource Name (ARN), I WEF%E , AL
Secrets Manager £ & HEULE, BEZsecretNameBEF I HRFESEHTY ,
NEEEREHEXFBLE,

gl
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RESBEFHE

SYEMER KIEE AWS Systems Manager, ©AEEEHNEERNRZERIREHEZLNEEXF
7, AL ERE,. EREFH, Amazon Machine Image (AMI) ID , AR BEECENERNERAS
HE,

H .NET Framework FER R FEH S8 EFEMER £ RIGH

« ER AWS IRF
Microsoft Visual Studio , &%

« AWS Command Line Interface (AWS CLI) 58 2 ik , B ZE WX EBFZEEN AWS IRF (
BIEREA)

AWS Toolkit for Visual Studio , 258E ( FEZREHRHA)

s
B

Systems Manager 2% , £/ Secrets Manager £ &5 #3 AWS CLI

gl

Z E1 ASP.NET Core Web FERRER B APl S EEHREREVE :

1. # T3 NuGet E4-#E = ASP.NET Core Web API,

Amazon.Extensions.Configuration.SystemsManager
2. 7 Program.cs {E=R¥ , HEITTIEE,

o #Fi®usingBRiR (1),

using Amazon;
using Amazon.Extensions.NETCore.Setup;

- ¥ AWS Systems Manager #H%E (2)

builder.Configuration.AddSystemsManager("/dev/myapp", new AWSOptions

{
Region = RegionEndpoint.EUWest2

1)

e
it
B

BERE 10


https://visualstudio.microsoft.com/downloads/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/parameter-create-console.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/param-create-cli.html
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using Amazon;
using Amazon.Extensions.NETCore.Setup; o

using Amazon.SecretsManager;

var builder = WebApplication.CreateBuilder(args);
// Add services to the container.

builder.Services.AddControllers();

// Learn more about configuring Swagger/OpenAPI at
builder.Services.AddEndpointsApiExplorer();
builder.Services.AddSwaggerGen();
builder.Logging.AddAWSProvider();

// When you need logging below set the minimum level. Otherwise the logging framework will
builder.Logging.SetMinimumLevel(LogLevel.Debug);

- builder.Configuration.AddSystemsManager("/dev/myapp/", new AWSOptions
: 12
Region = RegionEndpoint.EUlWest2
i2H

builder.Services.AddScoped<IAmazonSecretsManager>(x =>
new AmazonSecretsManagerClient(RegionEndpoint.EUWest2)

);

builder.Services.AddHealthChecks();

® Note
IR PEZERERF I /myapp/dev#il RegionEndPoint 28 , SEWEEE () U A 2
2lRegion = RegionEndpoint.GetBySystemName("eu-west-2"), BOEEER
RPEXRIBELE,

3. BUFKNERERIAEHGEAS ParameterOptions.cs, B BRI FETIERXE,

public class ParameterOptions

{
public const string ParameterName = "Tenant";
public string keyl { get; set; } = string.Empty;
public string key2 { get; set; } = string.Empty;
}

4. BFEWRSBEFRERRE A FHEGRENERETTIEE (4

i |, ValuesController.cs).

« FEERBEE (1),

private readonly IConfiguration _configuration;
public ParametersController(IConfiguration configuration)

{

_configuration = configuration;

gl 11
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}
- RBEERE (2) HEUE.

var parameterOptions = new ParameterOptions();
_configuration.GetSection(ParameterOptions.ParameterName).Bind(parameterOptions);

return new string[] {
parameterOptions.keyl,
parameterOptions.key2

I

[Route("api/[controller]*)]
[ApiController]

public class ParametersController : ControllerBase o
{

private readonly IConfiguration _configuration;

public ParametersController(IConfiguration configuration)
{
_configuration = configuration;

}

/{ GET: api/<ParametersController>
[HttpGet]

public IEnumerable<string> Get() 9
{

var parameterOptions = new ParameterOptions();
_configuration.GetSection(ParameterOptions.ParameterName).Bind(parameterOptions);

return new string[] {
parameterOptions.keyl,
parameterOptions. key2
h

Resources

+ AWS Secrets Manager &% Lambda B (GitHub fE1FEE )
« AWS Systems Manager #9 NET #HAEHE(R | Ei451E #3K (GitHub FEFE )
« WM{A7E NET A Secrets Manager F B i REL (AWS R£EZB5EE )

Resources 12


https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas
https://github.com/aws/aws-dotnet-extensions-configuration/tree/master/samples/Samples
https://aws.amazon.com/blogs/security/how-to-use-aws-secrets-manager-client-side-caching-in-dotnet/
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FE AR B RERFIRRE

ATEARENR:  EERERERMELRSZE  URKRESERAENNEREER A%, Microsoft
# NET Core R#tEEREREFNBBIERNE, BMAEERLEHZEARIKREAEM. B0
o B EE i IR AS 5 B MR BB 2 | 40 Amazon CloudWatch S AR HFARE R , #I40 Amazon Elastic
Container Service (Amazon ECS), MZEM A CloudWatch ESiZBEERERENFMEN , F2HE
Amazon Route 53 X, #ZE1E ASP.NET Core REREBEMREMENFMEN , 2B Microsoft
X



https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/monitoring-health-checks.html
https://docs.microsoft.com/en-us/aspnet/core/host-and-deploy/health-checks?view=aspnetcore-5.0
https://docs.microsoft.com/en-us/aspnet/core/host-and-deploy/health-checks?view=aspnetcore-5.0
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BRED R

AEMRE—LREER  BREFCHELREELRAEZEERN NET Framework EARER AWS,
BEMLRETRELEREWRELERAZRERBNWEEE AWS, B LUESE CloudFormation, AWS
Lambdas{ AMS CodeSuite fERAELREER , £ LABDHBRNERRE AWS |, URRFAEEIR
HEESERINERE, SLEHHEAUERIELENEHNTERANER. ﬁﬁ{bm/}ﬁﬂTté%E’J
B YEWREERFEIBANZLERRE, BBEEBLFRANZEEXE | B LUER AWS
TEREE , BullE vHZEESE. BAILE NET Framework FEATE AWS Ei,



https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/managedservices/latest/userguide/code-suite.html
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