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- REEEE - U LUERA CloudWatch Synthetics 23 Canary (fkBFREH TR AIEREE SIS | RE#E
in 2 A APl, Canary BEHEMNREABLHTHEEFHERNEE , IFEENEABRXZETAZTFR
E , tREFERIFENEFBR, Canary ERERHENTAMNEE , YAIF#F U NBAKEE
RNEEHNER, ©MYEREN REST API, URL M@LAR , LE TS EREMABNA,
EXBEIANBRLECTBNAKCRERSTE, NEHMAEN , F2REAFSER (CloudWatch X
#)o

- EAEEE - FH CloudWatch RUM , Bl ABITEMEERAEERE , LKENRIEEE Web
ARAMENAFRER, ERXCEEARARRE. AFPRERNEAETA. BUUERAKE
BN ERE A PR REEBEETRER I NEE, MFEFMENR , F2BEA CloudWatch RUM
(CloudWatch 3X4)

- BEETAEDN - ELAEERARE SRR | CloudWatch EERMT MM ST RE %, ELEE
ZEREIMRABENERENNES. HEEEEEURKRAEERER. WEFHENR  F2EEH
CloudWatch £%188 (CloudWatch 3X#).

- LREERTEAN A/B BB - BT LU Amazon CloudWatch Evidently FE# H ThEERS | A& ThAEIR 4G
EEESENERE  ULethBEFRIhEE, St bl#iT AB B , BB BNEREHIhEER
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/welcome.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ServiceLens.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
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SR, MEHMEF , FS2BEH CloudWatch Evidently #1717 E#1 A/B B & (CloudWatch X
#)o

£ Amazon CloudWatch Logs ETHERTE B L ME R

Amazon CloudWatch Logs Al ERAMNFIE R, BAEXM AWS ¥ R AR , EHPETSE
BEENE-REP. A%, EUURRRARR. CARFPESHENHEEABIESX,. REBEEMMLEG
BAF , IRLHEAFUEBRRDT. BUUBENFIE AREH (BRERREAM) HAMKEEHEE
FHWE—B—BNE4RRE. SUUBHETEAVHEETHER. MISEBMETSHE. B BT
EUREERRFRECAFER,

£ CloudWatch Logs

£ CloudWatch Logs # , B SE#HSHEMBT AFRRN AFHE. AFERE—RILEHAMERERERHN
BRE4, FERBHR , AR REE SERTREEEEANEREN ST EERMERNER, H
WHEAERTHAMRRE., ERNTFEEHREN —SZEAFER. SEAFERTLEBRAED
—E B E. MEFMEN , FSEEH BFEFERN B SR (CloudWatch Logs X ).

A LAE A CloudWatch Logs Insights # & % 47 Amazon CloudWatch Logs Y HEEE R, &AL
BITES , B EEEREE BN EIERERE, MEREBE , EALUEA CloudWatch Logs R
BAITEEN RRE N B EHBNIEIE, MEFHMER , FSBER CloudWatch Logs Insights 247 H
5 & % (CloudWatch Logs 3X#).

BRI LUV — B S EEEEE GRS , UESEEZEA CloudWatch Logs B AFFEE R, IEEENEK

A EHREEFEZE CloudWatch Logs B BEFERF S RN AT MEN, CloudWatch Logs £ fiELE

EEERGRME BRERNERARE CloudWatch 1818 , HIZRREF SR EER. WEFHMENA , F
S F AR IE4 I B S HEIIE4E (CloudWatch Logs 30 ).

CloudWatch Logs #9 &£ F =4

« EZ3% CloudTrail B - &7 LAE CloudWatch HZR I /R |, W1EU CloudTrail FrfEEU4EE API
FENEMN  RERERALEBEANSTRESMR, WEFMES , F2B4 CloudTraill E4E%ESE
CloudWatch Logs (CloudTrail 3X4).

. 5248 AWS AP| M - MBAEEES HESRMERSR | MALER CloudWatch Logs 28 AWS API
Moy, BeJLARRESE =5 B RS SR ETA4 bk B SH M E AR B AR APls,

- BREBAFRE - kTR , CloudWatch Logs A HY A ERRHIRE B K ETEIBH, B LRAES
BERFHENREBBER  #EFEBRHAR , UEBEABHPEA 1 XE 10 F,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Evidently.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cw_send_ct_events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cw_send_ct_events.html
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Logs 1&@&‘?7:‘1%%?“%11#%?“% HRFREREAR BFERE. A% ZUUEESERFIRR AR
&¥,

£ VPC A2 BFEETERAE B sk M ES#

VPC 3#i#2 H 552 Amazon Virtual Private Cloud (Amazon VPC) B —IEIh&E , Wi BhIEREEE REA K
BEHE VPC FHEENHEHEN IP RENER,

/A VPC e B

BULAERALEER (VPC), FRRIMENHEMREHR, MREY FHER VPC HIRERF
AlgEEz @S VPC FHEEMERTEH, MHBFMER  F2HRERRE B (Amazon VPC B'Z
o

Eﬁ?’ﬁﬁﬂg‘fl\ﬁﬂlbmﬁ BREREHKARRE BFicHk. REAFRHARE VPC PR RE. KHE

, BEIHTEHNEREREARANER IP RE. SELHBRIERUNFTSR , HPFRUE

EEI PO MR, iRHEE IP RETRTHNE , FIIRIER, Ef’”*ﬂﬁaﬂ’rﬁmo BIRERFR , B

FEAREAFCHENEREN  NEERFTHRN., MEFHENR , F2RMRERFL#E 6 (Amazon
VPC X#).

RERAFTEEMTIER

- HBITEREE Amazon HIEEBRMA (DNS) ARSFBBERELENRE, BEFEALESH DNS
fAARER , MIEFRCHFTE R M DNS RRRFNRE.

* B Windows #1117 {EB& ¥ Amazon Windows BEBAMELNRE.

- SPEEITERPEER  RARRE 254.169.254 R E.

« ¥ Amazon Time Sync Service , FiARFiH 254.169.123 KR E.

- BREFHIERLIHE (DHCP) RE,

« MATEER VPC BRHZREE IP it HIRE.

. U ZE#EE N EF Network Load Balancer #83/ H < EH R E.

T2 B ER LA RMEEE AWS BRI , 84& Amazon CloudWatch Logs. B REEBR2% , &7
LATERERE M B S BEE P REEURRAR CloudWatch Logs FEVRIZ HFFRcik. MEFHMET , F3EE
iz HE5 24 = CloudWatch Logs (Amazon VPC X #).
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https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-cwl.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-cwl.html
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REAFERREMEBREREZINNE , R FTEXERRAEIBEE. SR RMERRER
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£ NEARKHEMERE AWS X-Ray

AWS X-Ray AIINEEEBAENERARXEENFERNER , YA HB SRR EEXERUBEURAR
B AR EEEE LS

£ X-Ray

AWS X-Ray #t B ERARENZUEN , MR T X-Ray BS , RIgRRENEREXFERN AWS AR
% EBUE N, Ena?u.uﬂﬂéﬁﬁ-ﬁr‘cﬁﬂ# X-Ray EHERETERELEREER LRBIL, X-Ray

SELEBHENGT  UELTUERRRBSETA4REHREE  RMGEEREIERRER, &7
DEBTETBNPEERRE —SIBRIIEE , LUiF B — 8 SR EBIFE R SFMH,

BREFEH X-Ray REEARIPHNSERMRSZRIFE. EBFWU X-Ray REELNEAREINER
B E/E X-Ray, X-Ray BIRMHZEES AWS SDKs , BIEBEESERMEEE X-Ray WERAIAFE
. X-Ray SDK BHARAME R (420 HTTP, MySQL. PostgreSQL = MongoDB) HE BiER
EREEHER,

MEFHMEN , FoBEA EMERER AWS X-Ray (AWS FRES] ) .
X-Ray By f5E F 2= 45l

- EFRARX S MAEE - ERERTUEBRRHBRNIFHHRERIGEEHEREXETEE , U
BT LA B RSN M R B E TR e . X-Ray RIS EIR—BHRE(TE | AiFBhEE B4+
SHRERNME. SEBAERSE TR INGERAIE M

« MBEDHT — Analytics TEAREHRITE Fﬁﬁ“ﬁﬂ?lﬁmﬁﬂu’l‘il_Tﬁﬂ"‘ﬂ’]ﬂgﬁﬁ&T&EEﬁﬁﬁ
BHHITHR, ETRETHBBERE, 2WARE(EK., BEAUULETRKRETHERE | Lt
TRARED .
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https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html#xray-concepts-servicegraph
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/application-tracing-xray.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-servicemap.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-analytics.html
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FHfFE, MEBEFMEER , F2RAEEHH £ CloudTrail,

BBV AABEEARNEEER BFESR?
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
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. AWS X-Ray X4

« {5/ Amazon CloudWatch %5t B EFLEFMESIE (AWS RETEIEE )

AWS 1785

* AWS CloudTrail

* Amazon CloudWatch
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- EERAAEAME (AWS Eig 1814E )
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/welcome.html
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/solutions/implementations/centralized-logging/
https://aws.amazon.com/cloudops/monitoring-and-observability/
https://aws.amazon.com/startups/start-building/how-to-monitor-applications/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/logging-monitoring-for-application-owners/logging-monitoring-for-application-owners.rss
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REANKEELAENERTR , EhBRAREAREEN. EXNFILBRBRERETH.
FERRER S
—BZE2NE , EAHEARENERER  UiHBIRERREZIBZEHRIE,
FEREXES

RREBEANSEEAEXNFEEANES  SFREENEERRAE IR AREHEEE.
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B EIEFF.



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
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BIER, ME/HMES  F2RAERATIER?
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BFHE. —HiE, WEHE FAM (ACID)

—ERRE  DEERRSE TRAERLEEENERT | LARRENEN AR
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BRIFEFERAEBMY (G, THEBENEKER) BUBHINER., UFEFHER
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FREBRAERNUE K BESKATRNEARR. EUURREERRRTFNERERTHM
B , MRERERER , SINER. BT BRBILER,

oA EE

FRAREMNE AWS EE | AIRREATHREPHERE , YREEE RSP EABE R RSN EK
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https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS 75 %43 ERAERRAEA N B RRENERES
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—EIR K AAtERNEERIEAH. ZEREBRK K YRHITERME. AWS WQF FEMR
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EETEREEEA BBV A
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS 75 %43 ERAERRAEA N B RRENERES
- B% - BRERIEREX
- B - BUYEGRARE  SESwPAEIF

EBE A LEH Y Stephen Orban B2 TIELPEER - AWS Eif ¥R ER LN EQERELZ
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