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{FF AWS loT Greengrass E€ G ABEREEE

Greg Breen , Amazon Web Services (AWS)

2025 F 11 B (UHELECE)

AWS loT Greengrass & — BB BFHTHNERRYE , THBEAREREE. BENEEWHIHE (oT)
HEHRE, RIBEG , AWS IoT Greengrass BESKECEARINER TARERD RELENE

B, MRERAFERENEERES , EFRATEEERERE IRTFREFR LN ESEZEEST
AWS loT Greengrass $f&. k2 , B g BB EHRBHBMERKE -G , WEBRERIFE
BEEE, RIEEHRETLUE AWS loT Greengrass :2#&#1TH. EARIA THNEEHEEESM
BHEZ. EEBRREZENERRNTEEN IBRIEBRNRG. EEHFEEDARSEERLE
EMEED , MRESEMRERAR,

BHREHR

AEMEBEAREBEEMEAN loT HESERNWEER LRI NFARREHMNERM, HNTEENTIRE
Bl AWS loT Greengrass.

18 A

AWS loT Greengrass 12t MEZ2 E&E1TREEE : nucleus F nucleus lite, ZNIEFAEPIEHE BIRIE
7’5

AR A A&

REERBERERE

« AWS loT Greengrass BRIEFIEE , i, T, BLHNKRM. WEFMENR , FSHE AWS
loT Greengrass X 4.

* Linux fE¥XR#.
- HEXERNER

BEHR 1


https://aws.amazon.com/greengrass/
https://docs.aws.amazon.com/greengrass/v2/developerguide/manage-deployments.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-components.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-nucleus-component.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-nucleus-component.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/what-is-iot-greengrass.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/what-is-iot-greengrass.html
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TERESRE?

ELMEBREARRFRGRETSEBENHBERE, UTELTRCERARNEMBEIHN —EEELE
g4 -

- Raspberry Pi : &AL # 3 A R FI#F Raspberry Pi SD £#) Raspberry Pi OS ISO &%,

« Amazon Elastic Compute Cloud (Amazon EC2) : & RE(E) Amazon EC2 H{T1EEEH) Amazon
Machine Image (AMls), Amazon EC2

« Docker : #&1# Docker Hub & #4&8 N &/ Docker B , 3 FA2REXE) Docker A28,

o AR HRSEZROGMEEGIEE K BESHEBIEASR. EAERXNEHNERSHAE—
Motorola S-record 2. Intel HEX BRI - EMNER , UEE T HPIFZBREEITRIE

RESREFRNEEMRE

FZALRRESREG , LA UEB MR RAERENESRERBREY, EIEEBERT AWS loT
Greengrass , BZRFEAEESEBENRR,

WTEMR, SEUESHRE, FRHERRARURIESRE , RARBURERBEZAFZERE.

RESKBHEMESREK 2


https://www.raspberrypi.com/software/operating-systems/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
https://hub.docker.com/
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ME—HERE

HAKERNESREEASERE CESEAEEREESELENK —HARIBEAL (Hl, H—

FiE, M—HEZBMNE—ZAER ), £ Raspberry Pi &7 , raspi-config AR ARER
BB R, MRIE AWS loT Greengrass , MOEEZLEEH—WYHER,. HE—NWEER
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RTEECRESHRE?

EAEESRBEIRTEARTRERHZRE,

MREITERXRIERIE AWS |oT Greengrass £ & , BARESRAHRER LN BERKEHIT AWS
loT Greengrass ZinEfEEEE. ENREATEEHE :

- BAE  AREREVTHERENRERENEENEEREED.
- RAWBRKRER  SNREBERERER LR AEBRERER , AtEE AL ETEIRER
E.

- FESGEERERER  ERRAERERERE LATR , BN URERENEERTIERE
RHEXEZERMER , AU TRFIFESRTE.

MREBRTERIER LHIT AWS loT Greengrass #1& , AIAUERZEEARA THNERTE

ERE, T8 , ENRENTHEFTECRENHAREEAEA S, RERAOT .

- IHEZERRE FAT)  ZUESTEESERE LT FAT, REKREE , FARERE (QA) BF
-0, SHNERETRABCHBEEE /0 MRE , REELNEERR EFEERELHTE
HOWEARKXBEBR  FETRE,

- RSERERERT IR  EENEEE MUTREIARHER , CELREARRTSEEERM
BRIER, At , ZEERBEERDERREEA EREERE,

- KEFEVIERF : ERREEF —XE MUPRBEFIRLERNTEEFRE , ™A ERER
MEERT R WEEEHE —EERTETK

- THRBRENER  ENREVRERTHMERER , MAE MUPNKRERMBBHE TRAEE
RARATHHmAEEEERERA.

E it , AWS loT Greengrass REBEZFEL /AL LTENBREEAR tHREE , BJsEEL
£/ AWS loT Greengrass EmIE, AIEENRUNAERZEE,

£ Greengrass CLI MIEE MK

FAESHMEBHNERARR , EBBEL Greengrass #MITHIN R E | RE A Greengrass o 5I#
H (CL) BBt THNZE  EXARRERELNERBMREG, BR

- BAAFLTEBBIREP LS Greengrass CLI, HAEERRENZERTITHN , BRELEHENER.

/A Greengrass CLI Ti3EE &R & 4


https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-cli-component.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-cli-component.html

AWS 75353 {73 AWS IoT Greengrass & & # 8 A RIERE%E
- BEZWRENEBFIECHRRNES , YERER EREEM.

- BEEMFH Greengrass CLI AT Em S RBEEETH.

« BERARAHBEBMEA groupIldf tHRAR , BFEND , UERRABEERTETISRLEFTR,

« R WUPHEETEE Greengrass CLI , BEE S EBREZE —ES R,

BEEMTE |, Greengrass CLI FiELLESMGBEE , hERF HE,

f# /A Greengrass CLI TiJEE &M & 5


https://docs.aws.amazon.com/greengrass/v2/developerguide/gg-cli-deployment.html
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=& RS

AWS 10T Greengrass AREREN K OEEBE RN Linux £E , EBMERA Yocto ETEEEW
Linux B1THRA&, —fXM S , Greengrass BB TRBEE D A2 M , W0 Meta AWS BEF R,

ERREBFERAERAREBRZE EIE, AEREAESFGUASHBERAR. EHNRET
REEBEEESRE , AXRRFEESEE.

FHESRETHRSERELENERRRK , AIRREPN -9, FEEZEERECETEZRHNERR
HE D AWS loT Greengrass , MEERIFEEZHSHRENIET,

Greengrass B #%f:ik B &
EETRAEETHROESRGI L BRI TRATM Greengrass B SR EH.

B 8% Description

alts BiE B 51/EF 8 Greengrass #ZhRANHI S 8
RFRIERE,

bin “EMNE  MREREMTMA (FlW, WRER

g#Z 7t , BIA Greengrass CLI ZH#MHE ) o
WE#HBERZEW,

cli_ipc_info Greengrass CLI R FREA (IPC) KRS
o WMRIE B KEZE Greengrass CLI , AlttH
®AZ,

config FIB Greengrass #2588 , BifTHHERE,

deployments AREERNEMEFERENESR,

logs BAOFMEM THH BFEER,

packages FrE T HR K mME S .

plugins BFEEHRE 2 TR uaws.green
grass.plugin MF#FR. B8, LB &HT
BERETMEH.

Greengrass B #k#fik B # 6


https://www.yoctoproject.org/
https://github.com/aws4embeddedlinux/meta-aws
https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-cli-component.html
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telemetry Greengrass A RELE(HIFEMHRENERDN
EEERo
work ToHRYIREE R

logs. telemetryfl workEHETESERMER. eMTFTFETEEELFBD , A NREEE
BESH KX PNEERK  FEEEM.

Greengrass CLI BETEREELEELE L , Fit binfl cli_ipc_infoBERBERZN K MABE
TEETEEEEBEBH,

RBEERHE Greengrass HFFHREBNAER (HIOBEHEAHEXRBTHENARER ) &,
pluginsBE &I &I EEH.

deployments B#HFMERNRASERBETHRER , AEFFTEEESREHER,

Ht alts., config# packagesH&EFRZEF, MERBEEBEGAIRERK , ERELREE
EQEEEESMBP I — Greengrass H #.

EHFEHRNRA
EHEHE=ETEK, MTRAR.

F B &% Description
artifacts Greengrass TE S8 BB T &M BHE T4 K mo
artifacts-unarchived HR.zipHEFENRE , LLEHKIEHERNK

m, ESRBE 6 UELGITUERARRAR.
recipes TTHEAEZR,

FX an
THIEEHIAR B &5 B packages/artifactsERE MW ER A R

user@machine:~$ sudo tree /greengrass/v2/packages/artifacts
/greengrass/v2/packages/artifacts
### aws.greengrass.DockerApplicationManager

EHEHNAR 7


https://docs.aws.amazon.com/greengrass/v2/developerguide/fleet-provisioning.html#download-fleet-provisioning-plugin

AWS 5 &5l

£/ AWS IoT Greengrass ES G K RERELEE

HH##

aws.greengrass.LogManager

HHt#

aws.

HH##

aws.

HHt#

aws.

HH##

aws.

HHt#

aws.

HH##

aws.

HHt#

2.3.7

### aws
greengr
2.12.6
### aws
greengr
2.1.8

### aws
greengr
1.0.19
### Gre
greengr
1.1.0

### cer
greengr
1.0.0

.greengrass.LogManager.jar
ass.Nucleus

.greengrass.nucleus.zip
ass.SecretManager

.greengrass.SecretManager. jar
ass.SecureTunneling

engrassV2SecureTunnelingComponent-1.0-all.jar
ass.labs.CertificateRotator

tificate-rotator.zip
ass.labs.HomeAssistant

### home-assistant.zip

greengr
1.0.8
### aws

15 directories,

ass.telemetry.NucleusEmitter

.greengrass.telemetry.NucleusEmitter. jar

7 files

artifacts-unarchived

THIgEHIER B 8%

s&Bpackages/artifacts-unarchived®R# .zip &R KMo

user@machine:~$ sudo tree /greengrass/v2/packages/artifacts-unarchived
/greengrass/v2/packages/artifacts-unarchived
### aws.greengrass.Nucleus

#
#
#
#
#
#
#
#
#
#
#
#

#Ht#

2.12.6

### aws.

#Ht#
HH##
#Ht#
HH##
#Ht#

H OH O O R

greengrass.nucleus

LICENSE

NOTICE

README . md

THIRD-PARTY-LICENSES

bin

### greengrass.exe

### greengrass.service

### greengrass.service.procd.template
### greengrass.service.template
### greengrass.xml.template

artifacts-unarchived
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#  ### loader
#  ### loader.cmd
### conf
#  ### recipe.yaml
### 1ib

### Greengrass.jar
### aws.greengrass.SecureTunneling
# ### 1.0.19
### aws.greengrass.labs.CertificateRotator
### 1.1.0

### certificate-rotator

### _ pycache__

### config.cpython-310.pyc
### config.cpython-311.pyc
### effective_config.cpython-310.pyc
### effective_config.cpython-311.pyc
### main.cpython-311.pyc
### pki.cpython-310.pyc
### pki.cpython-311.pyc
### pki_file.cpython-310.pyc
### pki_file.cpython-311.pyc
### pki_hsm.cpython-310.pyc
### pki_hsm.cpython-311.pyc
### pubsub.cpython-310.pyc
### pubsub.cpython-311.pyc
### state.cpython-310.pyc
### state.cpython-311.pyc
### state_committing_certificate.cpython-310.pyc
### state_committing_certificate.cpython-311.pyc
### state_creating_certificate.cpython-310.pyc
### state_creating_certificate.cpython-311.pyc
### state_getting_job.cpython-310.pyc
### state_getting_job.cpython-311.pyc
### state_idle.cpython-310.pyc
### state_idle.cpython-311.pyc
### state_machine.cpython-310.pyc
### state_machine.cpython-311.pyc
### state_updating_job.cpython-310.pyc
### state_updating_job.cpython-311.pyc
### topic_base.cpython-310.pyc
### topic_base.cpython-311.pyc
### config.py
### effective_config.py
### main.py

HOH F O B O

HOoH OHF OHF OHF OH OHF OH OH OHF OHF OH OH O HF R OHF O OH R HHOH K H R KO H OH K H H R
HOH OHF OHF OH OH OHF OHF OHF O HF OH OH O OH OH O H OH K O H R O H OH K W K

artifacts-unarchived 9
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### pki.py

### pki_file.py

### pki_hsm.py

### pubsub.py

### requirements.txt

### scripts

# ### run.cmd

### state.py

### state_committing_certificate.py
### state_creating_certificate.py
### state_getting_job.py

### state_idle.py

### state_machine.py

### state_updating_job.py

### topic_base.py

### aws.greengrass.labs.HomeAssistant

HOH OHF OF OH OHF OHF O OH O O OH K O H

### 1.0.0
### home-assistant

### config
#  ### automations.yaml
#  ### configuration.yaml
#  ### groups.yaml
#  ### scenes.yaml
#  ### scripts.yaml

### docker-compose.yml
### install.py
### secret.py

17 directories, 67 files

EEE , altsBEEEEZE A "Nucleus . jar %R, packages/artifacts-unarchived. #i

m

user@machine:~$ sudo 1ls -1 /greengrass/v2/alts/init

total 8

lrwxrwxrwx 1 root root 97 Jun 27 08:12 distro -> /greengrass/v2/packages/artifacts-
unarchived/aws.greengrass.Nucleus/2.12.6/aws.greengrass.nucleus

-rw-r--r-- 1 root root 16 Jun 27 07:07 launch.params

H it , packages/artifacts-unarchived X BT EELNESHEH,

artifacts-unarchived 10
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recipes

THIEEHlEAR B 85 B packages/recipesB B A ER AR, WEEMR , MASHEBE— &R
B, A5 Bh Greengrass ¥ ZIBEREREELENER, EESEEENKAFREESHEGE
BRE, Rt , HEESEENRBRREVESMENERS %

user@machine:~$ sudo tree /greengrass/v2/packages/recipes
/greengrass/v2/packages/recipes

### QyalwarrMfzlg5PUTvOgfHOununru_xCLUFACECM_RQO@2.3.7.metadata.json
### QyalwarrMfzlq5PUTvOgfHOununru_xCLUFACECM_RQ@2.3.7.recipe.yaml
### 89rl-ak7xPauDt407EGO3sSXVUO8ysdHTk-YdFONAAc@2.12.6.metadata.json
### 89rl-ak7xPauDt407EGO3sSXVUO8ysdHTk-YdFONAAC@2.12.6.recipe.yaml
### VAZ-Grqe5g43y07UtasQOR5jcQGILgPeRZQhVikLd90@1.0.0.metadata. json
### VAZ-Grqe5g43y07UtasQOR5jcQGILgPeRZQhVikLd90@1.0.0.recipe.yaml
### ViIMYPYs99-AzSt1lglL2L2YD5P7sIN-yEhy23wWIK_IN8@1.0.8.metadata.json
### ViMYPYs99-AzSt1glL2L2YD5P7sIN-yEhy23wWIK_IN8@1.0.8.recipe.yaml
### _1hT2A6X0ZYtB_CfI_ZUOEMDV96DfQVkSmZh2bbGYXgel.0.19.metadata.json
### _1hT2A6X0ZYtB_CfI_ZUOEMDV96DfQVkSmZh2bbGYXgel.0.19.recipe.yaml
### gQWwM7MSL2k0sBADUSb0QI1Qq08ZI3hqpbKT5Bv4Ijk@l.1.0.metadata. json
### gQWwM7MSL2k0sBADU9b0QI1Qq08ZI3hqpbKT5Bv4Ijk@l.1.0.recipe.yaml
### j_j5Seyy0@1F0cIh95nBFy4HYf8P1kT-jW_nmV18ldbk@2.1.8.metadata.json
### j_j5Seyy@1FOcIh95nBFy4HYT8P1kT-jW_nmv18ldbk@2.1.8.recipe.yaml

R PR RS

@ directories, 14 files

R AR5

MR Greengrass EREARKERE  RATEEEARAKER Linux £E , IESHREEXETED
Esystemd M BIETHHN B &,

Docker E1&

MREHNEBFERAESR Docker B MAKMA AWS loT Greengrass 7tif , EXRmENR
Greengrass B #&ikE &2z /. Hit , EEEEESREP T EEELEEN Docker BUE R IE, L
BEEBEFME B/var/lib/docker,

HE , WA LAER Docker TS REREHEEZESHE LM Docker B & , REASELE Docker BUKE
ARERFTNSEEE, —MMS , kEEEESIE , BFEZE Docker MG HER INMESETTE
B

recipes 11
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MREWEBFRANREEE THRELRKE WWFEAWS Secrets Manager , EXERFRESEREES
#EM Greengrass B #&#&iik B 8 H 8 config/config.tlogERF, Hlin

{"TS":1718878001465,
"TP":["services", "aws.greengrass.SecretManager", "runtime", "secretResponse"],
"W":"changed",
"V':"{\"secrets\":[
{
\"arn\":\"arn:aws:secretsmanager:us-east-1:111122223333:secret:greengrass-
home-assistant-KIzJfz\",
\"name\":\"greengrass-home-assistant\",
\"versionId\":\"8e481177-9250-4458-9f1f-3690d28e4ae9\",
\"encryptedSecretString\":\"AgV4j+We ... A7QjdElw==\",
\"versionStages\": [\"AWSCURRENT\"],
\"createdDate\":1660648425915

ELERBRUEERIEHEN config/effectiveConfig.yaml XS :

i

aws.greengrass.SecretManager:
componentType: "PLUGIN"
configuration:
cloudSecrets:
- arn: "arn:aws:secretsmanager:us-east-1:111122223333:secret:greengrass-home-
assistant-KIzJfz"
dependencies:
- "aws.greengrass.Nucleus:SOFT"
lifecycle: {3}
runtime:
secretResponse: "{\"secrets\":[{\"arn\":\"arn:aws:secretsmanager:us-
east-1:111122223333:secret:greengrass-home-assistant-KIzJfzZ\"\
,\"name\":\"greengrass-home-assistant\",\"versionId\":
\"8e481177-9250-4458-9f1f-3690d28e4ae9\"\
,\"encryptedSecretString\":\"AgV4Rpc9 ... MYeVALYQ==\"\
,\"versionStages\":[\"AWSCURRENT\"],\"createdDate\":1660648425915}]}"
version: "2.1.8"



https://docs.aws.amazon.com/greengrass/v2/developerguide/secret-manager-component.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

BfEEEconfigE R IBEEESMGED , WK NLFEE Greengrass WEEEETHEFAESERE
NI ESRNERE. ARSEXZENEH—NIAESR K ALENLEERERLIMTESRENEN
TR,

it , RABRBLARBLRGIBRINZBHOHE | UBLEERBEREARTESRBENST, TREBE—
REERBAZHE , EMBETFERERLE  SHNEARKTHEEREE , IEZELEEFXYN,

ENREEMERRK

NREWABEREELRBERENBEANRS , ANEEFEEESBREAREERHREEE TH
MTA  LWESELERE LEANE, RATEBREEL L, RAEEMMENMURIREELEEREN
RET TR LR E RN FZERE.

233
i}

EWRREMEERE 13


https://docs.aws.amazon.com/greengrass/v2/developerguide/secret-manager-component.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/secret-manager-component.html
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EEMRE T E

EER , B LLBEME S EREIITE Greengrass B #kiik B N ESIRE -

- HTESHEE HIREEE Greengrass B 8%k B 8RR,
- ERBEESEE LMW Greengrass B BRI EE D RER,

THREEZRACLELF EZCENEEER,

5C# Greengrass R 84> Greengrass R

‘@& Greengrass B # P Greengrass B (2 altsf#BR packages., #
EMERTZOESIESTEYT  pluginsB .
R ERIYE 8 , o —8iFr

)

B SERBEVHERTEEFR ZESELEXRENHERR
=& REVHERE,

ERE TEFEMNESELEEREN 4AERELABRRERIE
I%Ezau;,é:'o j_ﬁbJEAIE %J—{F#%‘O

52 % Greengrass R

BBREEESME P EE Greengrass B FHHNTERRE , B RECERAZTESKENH SN THAE
ENELEBENART, EXRRRUERGELENEBEHESNERRENAS, At , BNEEZEETLL
BEBFNBTAAEEARIN tH L MESEEZETUZNERTEEEMRE,

A ENEMERRERKNARTREEESEA - HEEAMBELEERELEEMRE, ELiE
RIREE T —HPFMERA,

TREFRENRE
HACHEAEA AT, EEMRELFEETIIRG
- EBEERCE , ENRETSREMARZED BT,
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- EBBERZE , BNEEASELFERERIIIREE valid AWS Identity and Access Management
(IAM) B A &%,

- MRENEBEFERABBEMAESjust-in-timefiZE , AIEMHETK AWS loT Core 281 , TEERE .

284 Greengrass 1R

ERMERAI D Greengrass RBHER , ESMBRAEEE alts, packagesH pluginsB
#, config B& O HRR , At S RBBEMNERNELLHNAR,

LA ENFERHR  SELEREMBNE —ARIRMH[ER BN, ELARSIRSE T —HPHF
MR

TERMREVEARA A ELEERBERIERTBELANTEENRIATHIRE. ETERFTFEEFA
BER. T, ARER ELEFETHER , IREFRDBFBNATEURLNER , ITEERBERIE
A EREN THELK M, Fit , BRMEEERE , FEETHRR LEEXREEREM,
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https://docs.aws.amazon.com/greengrass/v2/developerguide/device-service-role.html
https://docs.aws.amazon.com/iot/latest/developerguide/provision-wo-cert.html
https://docs.aws.amazon.com/iot/latest/developerguide/jit-provisioning.html

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

EEREERF

TIHEHRARITCRBEEZREBALER LBREKENEF.

VIENEESERE
FSB 1. REMME Greengrass,
BEE—BREEESEKE LLE Greengrass EEFHITH , Y ERASRENHEL EETHE,
HER 2 BREEN T
RER , BENEARX THNEBTBINENESRE | RBETE—K

RESREFANETEME
CRETLRBENELBEREY BSRER.

S ER 1 . E3RA Greengrass,

RS S E M Greengrass IR¥. Hilan

sudo systemctl stop greengrass.service

HER 2 . REB Greengrass f& =/ E,
RIBEREFVEES S ZE , 188 Greengrass BERBNEESI T2 RB , LAAHTSEEESHED,
B 3 % Docker MK,

WMREH THEA Docker HEMA R M , 551 Docker XEEHENRR  WKHLSEEER
o

HE , BOLEH docker saveREIUFTE Docker MEMNETFE , Y RESHEEERIELMEG, HI
o

user@machine:~/environment $ docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
homeassistant/home-assistant 2024.6 2b4c9de733f1 9 days ago 1.6GB
user@machine:~/environment $ docker save homeassistant/home-assistant | gzip > home-
assistant.tar.gz



https://docs.aws.amazon.com/greengrass/v2/developerguide/install-greengrass-core-v2.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-provision.html
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—iRME , EES AL Docker IR E HEM B E LN EEMBES,

HETRERALERE

FCHREEEKESHEEALRES INEBELEERE, TIHSBEESEAESBREB.
SEB1: BEABRSG,

KBIENESHMBEALEELE, MEHSE Greengrass B ##ik B #&F1 Docker B E BRI T
o RER | wiEA,

SE 2 - | A Docker ¥,

MREBIZEFEHA RELEBdocker saveE& Docker &M , BEA docker loadi§iEEE &
BALWEEREE, Hlm

user@machine:~/environment $ docker load < home-assistant.tar.gz
user@machine:~/environment $ docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
homeassistant/home-assistant 2024.6 2b4c9de733f1 9 days ago 1.6GB

—iRME , EES AL Docker IRE HEMEE LN EEMBER,
HER3 HEBEAER,

MRENKETEAREGE  FALERERRKE N X509 BRNLESHR  YHRESRER
Ho, BRE—HNBI S EIARNEREFEAERLZ2EHE (HSM) MR EN LB SHRERIUE (PKI),

RELNEERE

BREESMG R  BUERESELEELEE, HERIUAREFEANEZTEEEID Greengrass 1R
BEZ. EELREZZBEHLH,

5E¥ Greengrass R %

/A Important
RABEEEERTEN Greengrass REBHER |, T EBUT ISR,
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https://docs.aws.amazon.com/greengrass/v2/developerguide/fleet-provisioning.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/hardware-security.html
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HBR 1 REHERE.

fm¥8 config/effectiveConfig.yaml X, i

sudo nano /greengrass/v2/config/effectiveConfig.yaml

SH2 . RENEEE.
REHLERBUMEBIENDERARCREEAMRGR. AONEARETERNEX.

MREREABBEHE BT LUEBHRE thingName BHERBELEERENYHER , KESEKEY
HEBRRREEREYHEE, flm .

system:
certificateFilePath: "/greengrass/v2/thingCert.crt"
privateKeyPath: "/greengrass/v2/privKey.key"
rootCaPath: "/greengrass/v2/rootCA.pem"
rootpath: "/greengrass/v2"
thingName: "ProductionDeviceThingNamel"

MREEANERENE  BLALBREIESREERE , IBABEAEINHEARELEEREL
#}1T. BALUEBM thingName BHEANESRENH B BIR/ZFHRIATIRE, Fl

system:
certificateFilePath: "/greengrass/v2/thingCert.crt"
privateKeyPath: "/greengrass/v2/privKey.key"
rootCaPath: "/greengrass/v2/rootCA.pem"
rootpath: "/greengrass/v2"
thingName: ""

LA BRAESEB M ENABERBEHIEE services B, WISEEREBEMHEBEAL B
EiEtemplateParameters, FHIEEHIREREEMESEAREFEA templateParametersii2
HThingName , b EAHEXBEREN FF —EThingName B4 :

system:
certificateFilePath: "/greengrass/v2/thingCert.crt"
privateKeyPath: "/greengrass/v2/privKey.key"
rootCaPath: "/greengrass/v2/rootCA.pem"
rootpath: "/greengrass/v2"
thingName: ""

services:
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https://github.com/aws-greengrass/aws-greengrass-fleet-provisioning-by-claim
https://docs.aws.amazon.com/iot/latest/developerguide/provision-template.html#fleet-provision-template
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aws.greengrass.FleetProvisioningByClaim:
configuration:
rootPath: "/greengrass/v2"
awsRegion: "us-east-1"
iotDataEndpoint: "<prefix>-ats.iot.us-east-1.amazonaws.com"
iotCredentialEndpoint: "<prefix>.credentials.iot.us-east-1.amazonaws.com"
iotRoleAlias: "GreengrassCoreTokenExchangeRoleAlias"
provisioningTemplate: "GreengrassFleetProvisioningTemplate"
claimCertificatePath: "/greengrass/v2/claim-certs/claim.pem.crt"
claimCertificatePrivateKeyPath: "/greengrass/v2/claim-certs/
claim.private.pem.key"
rootCaPath: "/greengrass/v2/rootCA.pem"
templateParameters:
ThingName: "ProductionDeviceThingNamel"

EHEARMTEREFEE-LHLEMRTENEEREABERNEES Y., UFFHENR , F3
AWS loT Greengrass X#FHEIEEE AWS loT BB HmENHESR,

\ﬁ

B

HER 3 EHAEANNHETE,

MEEEEMERiot : thingNameBl S 2 EURAEMH BBt |, B2 EFIEHIREN L H
FELSEBYHEBEER. Sl | 7£ Certificate Rotator & THHERT :

services:
aws.greengrass.labs.CertificateRotator:
componentType: "GENERIC"
configuration:
accessControl:
aws.greengrass.ipc.mqgttproxy:

aws.greengrass.labs.CertificateRotator:mqttproxy:1:
operations:
- "aws.greengrass#PublishToIoTCore"
policyDescription: "Allows access to publish to relevant topics"
resources:
- "$aws/things/GoldenDeviceThingName/jobs/+/get"
- "$aws/things/GoldenDeviceThingName/jobs/+/update"
- "awslabs/things/GoldenDeviceThingName/certificate/create"
- "awslabs/things/GoldenDeviceThingName/certificate/commit"

aws.greengrass.labs.CertificateRotator:mqttproxy:2:
operations:

"aws.greengrass#SubscribeToIoTCore"

policyDescription: "Allows access to subscribe to relevant topics"
resources:
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https://docs.aws.amazon.com/greengrass/v2/developerguide/fleet-provisioning-configuration.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/component-recipe-reference.html#recipe-variables
https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-nucleus-component.html#greengrass-nucleus-component-configuration-interpolate-component-configuration
https://github.com/awslabs/aws-greengrass-labs-certificate-rotator

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

- "$aws/things/GoldenDeviceThingName/jobs/notify-next"
- "$aws/things/GoldenDeviceThingName/jobs/+/get/accepted"
- "$aws/things/GoldenDeviceThingName/jobs/+/get/rejected"
- "$aws/things/GoldenDeviceThingName/jobs/+/update/accepted"
- "$aws/things/GoldenDeviceThingName/jobs/+/update/rejected"
- "awslabs/things/GoldenDeviceThingName/certificate/create/accepted”
- "awslabs/things/GoldenDeviceThingName/certificate/create/rejected"
- "awslabs/things/GoldenDeviceThingName/certificate/commit/accepted”
- "awslabs/things/GoldenDeviceThingName/certificate/commit/rejected"
keyAlgorithm: "RSA-2048"
signingAlgorithm: "SHA256WITHRSA"

EBEEERBAT , BLANLEREMHEBIRESREYH B BN AMAHTER,
SER4 BRESKEUR,

BEFSREMFeffectiveConfig. yamlWEAIMENRE ., ELEFEREREEE S THERET,
filgn

aws.greengrass.SecretManager:
componentType: "PLUGIN"
configuration:
cloudSecrets:
- arn: "arn:aws:secretsmanager:us-east-1:111122223333:secret:greengrass-home-
assistant-KIzJfz"
dependencies:
- "aws.greengrass.Nucleus:SOFT"
lifecycle: {3}
runtime:
secretResponse: "{\"secrets\":[{\"arn\":\"arn:aws:secretsmanager:us-
east-1:111122223333:secret:greengrass-home-assistant-KIzJfzZ\"\
,\'"name\" :\"greengrass-home-assistant\",\"versionId\":
\"8e481177-9250-4458-9f1f-3690d28e4ae9\"\
,\"encryptedSecretString\":\"AgV4Rpc9 ... MYeVALYQ==\"\
,\"versionStages\":[\"AWSCURRENT\"],\"createdDate\":1660648425915}]}"
version: "2.1.8"

LREEZMBRLEEE  UBRENEELETSEAREECRENENWE, MBER secretResponse
E’H:-o 1’5‘]11[1 .

aws.greengrass.SecretManager:
componentType: "PLUGIN"
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configuration:
cloudSecrets:
- arn: "arn:aws:secretsmanager:us-east-1:111122223333:secret:greengrass-home-
assistant-KIzJfz"
dependencies:
- "aws.greengrass.Nucleus:SOFT"
lifecycle: {3}
runtime:
version: "2.1.8"

SR5: ERCEEWHERE,
ERCEBFENHERE , LEH config/config.tlog. N :

sudo java -Droot="/greengrass/v2" \
-jar /greengrass/v2/alts/current/distro/lib/Greengrass.jar \
--start false \
--init-config /greengrass/v2/config/effectiveConfig.yaml

84> Greengrass R %

MREERE D Greengrass IRIBHZE , WEERENHERIEEMTEE, RE Greengrass B , B
BHIFES| B MHERFHEE , BVREESEEE S LTEM Greengrass FATEE,

/A Important
RBEEEEHAED Greengrass IREBHER , TEBUTEER,

ig‘% 1: Eﬁ%ﬂﬁgo
FIENS T EREARECREEAKEME, FHLeHEENERRAIETERNIEXR.

MREREARBEME , ZAUEYTISHBEMENHEN T MERBN Do HEBER, &
thingName B4R EALERENHERHE. Hlw

system:
certificateFilePath: "/greengrass/v2/device.pem.crt"
privateKeyPath: "/greengrass/v2/private.pem.key"
rootCaPath: "/greengrass/v2/AmazonRootCAl.pem"
rootpath: "/greengrass/v2"
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https://docs.aws.amazon.com/greengrass/v2/developerguide/install-greengrass-core-v2.html
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thingName: "ProductionDeviceThingNamel"
services:
aws.greengrass.Nucleus:
componentType: "NUCLEUS"
version: "2.12.6"
configuration:
awsRegion: "us-east-1"
iotRoleAlias: "GreengrassCoreTokenExchangeRoleAlias"
iotDataEndpoint: "<prefix>-ats.iot.us-east-1.amazonaws.com"
iotCredEndpoint: "<prefix>.credentials.iot.us-east-1.amazonaws.com"

MREBEANERENE  SoEBEISUFAENSESNER, HEREZEELEESR
EYHEREENE BEANtemplateParametersBM, THEHIBRREEHEEASERTRAS

templateParametersi & ThingName , FHtEABEXBERN A8 —EThingName B :

services:
aws.greengrass.Nucleus:
version: "2.12.6"
aws.greengrass.FleetProvisioningByClaim:
configuration:
rootPath: "/greengrass/v2"
awsRegion: "us-east-1"
iotDataEndpoint: "<prefix>-ats.iot.us-east-1.amazonaws.com"
iotCredentialEndpoint: "<prefix>.credentials.iot.us-east-1.amazonaws.com"
iotRoleAlias: "GreengrassCoreTokenExchangeRoleAlias"
provisioningTemplate: "GreengrassFleetProvisioningTemplate"
claimCertificatePath: "/greengrass/v2/claim-certs/claim.pem.crt"
claimCertificatePrivateKeyPath: "/greengrass/v2/claim-certs/
claim.private.pem.key"
rootCaPath: "/greengrass/v2/AmazonRootCAl.pem"
templateParameters:
ThingName: "ProductionDeviceThingNamel"

BHERARGITREFEREMEM RN #REMEZABEXNAESH, NFFRER , F2H AWS

loT Greengrass X #HHIEZE AWS loT BB M EINEHER,

SR 2 ERERE,

ER#ERELUEY config/config.tlog. N :

sudo java -Droot="/greengrass/v2" \
-jar /greengrass/v2/alts/current/distro/lib/Greengrass.jar \

B4 Greengrass R 5%
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https://github.com/aws-greengrass/aws-greengrass-fleet-provisioning-by-claim
https://docs.aws.amazon.com/iot/latest/developerguide/provision-template.html#fleet-provision-template
https://docs.aws.amazon.com/greengrass/v2/developerguide/fleet-provisioning-configuration.html
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--start false \
--init-config config.yaml
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FEERERHINAZERBRERREEFNAE. EREFEAREZNRENMESLZE , XER
BHERRTREEEARELZSEE (HSM) RERSReMIRE, ELERSRECRFLEERN
®RERMUIBBNSG N,
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https://docs.aws.amazon.com/whitepapers/latest/device-manufacturing-provisioning/device-manufacturing-provisioning.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/hardware-security.html
https://docs.aws.amazon.com/forms/aws-doc-feedback?hidden_service_name=ProServe%20Enterprise%20GPS&topic_url=https://docs.aws.amazon.com/en_us/prescriptive-guidance/latest/enterprise-blueprint-factory/introduction.html
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https://docs.aws.amazon.com/greengrass/v2/developerguide/fleet-provisioning.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/hardware-security.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/component-recipe-reference.html#recipe-variables
https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-nucleus-component.html#greengrass-nucleus-component-configuration-interpolate-component-configuration
https://docs.aws.amazon.com/greengrass/v2/developerguide/secret-manager-component.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/manage-deployments.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-provision.html
https://docs.aws.amazon.com/whitepapers/latest/device-manufacturing-provisioning/device-manufacturing-provisioning.html
https://repost.aws/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/iot-greengrass-golden-images/iot-greengrass-golden-images.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/iot-greengrass-golden-images/introduction.html#applicability
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ERAMRBIRMARREBE, BOBREEHNMAITEUARRESRBRENERF. MFEHEN
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—ERRE  DEERRSE TRAERLEEENERT | LARRENEN AR
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&n

BRIFEFERAEBMY (G, THEBENEKER) BUBHINER., UFEFHER
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FRAREMNE AWS EE | AIRREATHREPHERE , YREEE RSP EABE R RSN EK
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BHZENXBEENERF ; ¥&., Z2NEEERZEENRMRENERF. Sl , ARE@EH
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https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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Yo iy

RIBEUERIARE-—SRHEHEFANRE , BAES AREARIEINER T, BEMARK
RERHESARERZENRED AHEH,

2%
RABETEQSNES. REETEINE—E2X2EIBS %, LUNRRES XEIHH
¥ REESFH X ERIDARBERE, CRYARBRIDENS XBEBADES X, BERH
BRGNS, THSHES XAHEEEI X, NHEHMET, , BSHPR S X (GitHub T4).

TP

ERHRERT  LEBKENERF , BEAEREZEDNESHMEEBRETI AWS IRF 2 HFIE,
WMEFHMER , F2B Well-Architected I8EHH AWS BT RIEIBEFEE.

PR it SR A&

REPHIRAERFE. YRARERARL R | 7JLURER B B R B/ 2 /Y BR B RER
g, MREERREAREMRE , ATREE SR Mk Kug.

R ETIREL
REREEDNENNLERESR,
R

ERNARNEEE (Pl , HE. EFRBIER), BRI UTEDHRBRBMEAERK, NF
A  F2RE AWS EHTASCHRE AR ENEREBE N ETEESDD

B EFMERE (BCP)
—ERREEMES (WAREER) HEENBEX BYEXBEARERELENE,

C

CAF

:I:I‘H

EZEAWS EREAEE,
Canary &

MAHZKREAENERENEERE, BEREEOE , B LB FHMRAN 2B B BB RA,
CCoE

552/ Cloud Center of Excellences



https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

CDC

ESREEEREEL
£ 5 G R (CDC)
EREERRER (INERERE) WEEYCHEREBENPRENNER. B0 CDC AR
BEAR , IR IEBEEERRETHNEEURERSD,
BHEIRE
WMESIAMBER B REEES , LUAEARKAEE, B BUEHA AWS Fault Injection Service (AWS

FIS) BT8R , BEN AWS THSRSBRE D | BIFEEELE,
Cl/CD

RSN RE A NBERA,
5%

BEORELFANSEREF. AR ERBEN ML EETEAISEE. HREKXERETE, 6l
o, REARFENEEEPREERE,
P i 0 28

EEE AWS R ZWERZH , EXREMEER,
E ik S#F A (CCoE)

—EZEBRER , THBEEASHNEREAIE  SREEZRERREERX. ADHER. FIEE
BIEFERARESHEHBETAREER, MEFHER , F28 AWS Ein BERBIBER LN
CCoE j{ﬁo

BERARERERFEN 0T REEENEREN. BmEEREEEEIEEEERIM,
RimiRFEE

BT @8R, AREE. BANSREIL-—HNSESHRRBNREEE, MEFMAENR ,

LN ERRFEE,

SRAEHEER

T
W
&0
-

HRETERE KERSEENDLERR AWS EiF :
« ER -7 -LEEBREABNERUETHESRENZE MR
- Eff -HTERRENEREZREA (Bl , B ZMEEREE, % CCoE. BIZEMET)



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE
- BR -EBENERARER
- B¥ - FBUERMNERE , XEZEHDPEIF

EBE A LEH Y Stephen Orban B2 TIELPEER - AWS Eif ¥R ER LN EQERELZ
RAERAPEE ., MEFBTMNME AWS BERKAEENWFMAEN , F2REBEFEIER,
CMDB

ESREEEEERE,
EAGRTE

BEBRARHEFREERENRAEEXNBNEMEE Bl H, #HANESH) HuE. TR
Einf#FE2¥E GitHub=X Bitbucket Cloud, BB FEMRAHERS D <. EHERBESRT , B
B FEHERNE@NEE. E— CI/ICD EEWAERZERETE.

R REX
—ERERN , EREN., REXN , AETEBRATHANER. EGXENRE A RAEHE
BT ERLARERERENEREN , ELEGRIENES.

mEF
ROUGHNEABERELENNER, EHERERE K BETEXBENR, BULENBEREERIE
BRABENFEEERER , o AR EAA,

ERERE (CV)

FAMSEEZRBUEENEZ A SEREB B2 ANEEERAN Al ¥4, a0 , Amazon
SageMaker Al 121t CV W BEEEE L,

AR
HATHSH  AEERANREEE, ETAERTESREETAR  MABEEHENE
.

{BREE &R E (CMDB)

RENEERRERERE TRENEANREEE  FARUERENREBTHREAR. £EFEE
EBENERESREMDWIEERER CMDB FHEHR,

—HMEHF
B LR SR AWS Config RAIFEHBIERS | LB ENERNRERE., LRUER YAML

B, B—BMENHESR AWS IRF M ESFHBEEBHNE SR, WFFMER , F2H8
AWS Config X —HMHEEH



https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

BFERSMEFERS (CIICD)

BEtBRBTEFNRE, BB, AR, EENLEERRNERF. CI/ICD BERERAEE, Cl/
CD AiBh & EFEEL, BRALEN, AEEABREUARMNMRREE, MEFMER , 7
SRSEXNNER. CD A RTEENE, WHEFAEN , F2RSEINEFETE.

Ccv

3

BHERRE.

O

1= ﬁ \|/\
=3
TN

1

MEPBLNER , flNFEFERNER.
RBEEHNBREREL N ERBERNERF. CRMABREZEAREEREEEEEN

o, RACAUGBEEEEENERRENREZEEH, ER98ER AWS Well-Architected
Framework RZ £ XN T, MEFMENR K BZEER D,

AR mat
LSEEREARIR ML EENERcEEERNEL , M AERERBERENEE, B8R
BERCARRE ML RE RN BERE, ERENL TS,

BahnER

EENBETEIBBINESR , fINEBRERBEE,

REis , B8, sBAERBEEREEPXEE,
ER& M

ERENEEBRLEERNNERER, £ PEFENZIML AWS Eii AR ERBLERRE, KA
70 A 2 B o

AWS REFH—HEFEP AT, TiHRERRAEENG IS RRAENNERFIREENE
Ho MEFHMER , F2RE LBEERFEZ AWS,



https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

ERFESTRE

ARG ERERE ML BRI ERHTNEN, AEREENTREREBRELMAT , WHERE
R, T—HHEENE,

BERIRR
EEELmBHPERERNRGARFNELZENESF  AINENNEE, BRANREFETR.
EREeE

EERENEEEERNEA,
BRI

XEBXEZINENEERR , fl0 2. ERARBEQSAEELEN  BEAREMNY
#o

BEREERES (DDL)

FARBISBUAENEPERRNYG 2 EBNREXNS TS,
BEREREEES (DML)

RMER (A, EMMMER) EREFEFANREXH BT
DDL

ESREREERES
REEE

BESERESTEEETER, TUEAREREBRESEERNARREF RPN TIREE
28

REZE

—EMREE TR , CEAZEATHEREREZEABNE A ENREE REHHNYHER

ER—EBEARLFZE  HPF—RINLZL2HBFINRFESERBAERBELRBLIE , LR
EREBNMHEPERNERYE, TEENTAY, BE87E LRALLREEE AWS , "‘\_IJ«X'E AWS
Organizations fE BN T EE#H B LS @EHIE , UHBREER. Fl0 , defense-in-depthJ5 3£ AT 6E
SEAZEEZRRE. BRI EFME,




AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

ZRNEES

£ # AWS Organizations , M AK R AT LA AWS K ERFE , UEBRBEMAIIRS N EEX
RIEVEF . WIRFBAZBRBENEREES, NEFHEANERREEE , F2H AWS
Organizations XA Y AT #£EL AWS OrganizationsiE/EH R 7o

deployment

EEEREPREEARN. FYREIBRABEENEF, BESREEABETEEEE K A&
EERARAREPEENATAENRE,

FEIRE

BB B,
(R
—EReEs | AAESARESEN, DHENEE, FESHEEERE  BEAIESER
EEBERENE LB, NBENHEET | BSWE AWS LEAER SR R RS,
BISHE B RBES (DVSM)

—ERF  AREEHRERREGERTHNEENREEREELENREILHEEELIE
FFo DVSM IRR T R EARBREBERRTNEESRRFEF. CEERNEBRRBAREFE
MM B BYEE PR T B 2 BRI B

8D 5
EEHRRENEREZR  FAINBEY. ITH, TERFEIEER. B SZIEFERMERE. =
wEE A ERE.

HEERR
EEERERAP BIHERRTEEBREEEHRFTENENNERNBY. HEERKRBMHE
FRNFWMUIBHEE , HTAEURAXF, EXEBHEFRARERARE., FEMEREERT,

b3
BIETHEEEIRREETENBNEEREEKBENSEH, EELE4 TR EAKE, HiiW
BERALSBENER , fINENREERRESHERE,

KER (DR)

ARG EEERNFRERNERNEARERENKENER. URFHEEA , F2H AWS
Well-Architected Framework ) F TS AL EHEFR AWS . ElmFHER,



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

DML

A2RENERERES.
REE B ERG

—EHBREMERREN S, ceESETtESETGRIRENTE RN MBSO ER
BiZ8E3BE, Eric Evans £ HE 1 Domain-Driven Design: Tackling Complexity in the Heart of
Software (Boston: Addison-Wesley Professional, 2003) M8 TiE— =, MEGRANMANGHET
BE B HYEX 5T EE strangler fig BN BEERNEF , FSEEHA B4 Amazon AP| Gateway EH R
RALERR Microsoft ASP.NET (ASMX) Web BB

DR

I'-Iﬁ e ﬁi;ﬁfﬁﬁo
{m B R

EHEEEARNRE, flw, ERLUER AWS CloudFormation SREBIRKEE R mEE
Al LAEF AWS Control Tower REAIEEEFFP AgEZEREERGAMNESE, hitps:/
docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.ntml

DVSM

SRR EB MRS,

E
EDA

ASRREMER D,
EDI

ASRETERNR,

RI oT W@ EEERHEEEFRINEMN, RERESMEL , BEER A LUK D EHIEE I
E O RRFE,

BT HHXHR (ED)
ERMZ ML DXRBEIM . DRHEER RSN ELET SRR,



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://aws.amazon.com/what-is/electronic-data-interchange/

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

nz

BAETENNAXFERERENZNFZNEERRF,

nzeie
ANFEELEENBEERUTHNNZREE, SRBRETREMTE , SESBNRTHEFT AR
BE—8,

U5
NTHEEEREERTNMEIEF. KEFREEERERSERUTHE, MNeFRRE AHER
KB TE,

i 26

w20 REm&.

i B AR A%
BA U EERMEER (VPC) PEEMEHEMERAELANERSE. SUUER BEUinHRE
AWS PrivateLink A% 5F A #% F H At AWS #RF = AWS Identity and Access Management (IAM) &

A, BERFHERIUBEBREYNE VPC B TEZRZLNIHRHERE. MEFHENR  F
28 Amazon Virtual Private Cloud (Amazon VPC) 3 4 A i %2 37 Ui 26 AR 75 o

SREFRE (ERP)
—ERH, TEDCNEROSNERLBERE (HIOREH. VES NEREE ),
s

FAS—ENZSREEENBELBETNENER. WHEFHMEEA , F2E () XUFFHEZM
%, AWS Key Management Service AWS KMS

R

BITHRARXNIATER, UTREREEPERNRREE .

- FRERE - ITPRARANTER  REAEHERARNNROERTEEM. RERR
ARAHEE K AXBRAZRREAIRNSHNRE. LEENREERBEANERR,

- BRENRE - BARANAAERRRE  SIARNERZENIENFERRE.

- HERER - RREAZETUERNATHFRARANYTER. £ CI/ICD BEF , LERRES
#®— AR BIRE,

- KENRE - ROFEREBRUUNNEREIFRNMAERE, EVREREERE,. £EIRE
R AREREZEZEAFENRE.

x|



https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

epic

HEERED  BEYRNEBTELHE THEEEIEFNREER. epic RUHERMBEEBNSE
MR, Hlan , AWS CAF ZeBi2a8fE5 o MEMER, ARG, EfRkRe. ERREN
SHOE, MEEE AWS EBERKPH Epic WFHMER , F2RAFEEFEER.

ERP

Flﬁ / %ﬁlﬁ;ﬁiuo
RRMEER DM (EDA)

DMEREUATHEFTERENBRE. SAREIREER  RRYUTALSABUSHEEN, GRE
FAWMERR. BB ERERTLELER THRILRHIT EDA,

F

EREBELFHFREN R, CEREREBRRENBLER, — KNS K SEERRTEWE
BHENEHN  @EENER , URESHEERRNBRIZNERR.

RIE K

—EERARENEENEAREERREMBENNES. E=RBESENEEMS .

B Br Bk SR PR
£ P AWS Eiw , GETTAED AWS B, ZHTEHIENTFTEFEASRENENTE 15
BRUETEEENEY, MEFMENR , F2EAWS BEREEERR,

jJAb/\i

ASHD
1

RRETHEANBAER, flU , ERERET , FRTREENRREEERBERNRR,
PREEEM
BREENEENFENEZEE, ERERTATUEBEERMMRITENRERSD , HI20 Shapley

Additive Explanations (SHAP) M n HE. MEFMEF , 28 NEEET R FEN
AWS,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

FEE R

BILMLEFNES K SREARGERFEEEER, #HRE, ARE-—ERHUBENSHEAER, &
AEMLERRERRZER, fl0, MR "2021-05-27 00:15:371 BEElID A 2021, . TH
Ay, TB@E, M "5, , MM iGB BB EE A2 E LR ER T EBEBAERHEN,

DEHEURTR

FEER LLM STEUNEE 28, BROERETKENMERHOEHG LLM, EEHTERTR
BENERAER  EPELSRARERTIIVES (RR) F2F, SAZTEHERN, HESA
AN ER , PENRERIEEEN. BESEASEERER.

FGAC

R2REM TR,
FHEEES (FGAC)

152 A 2 Bl A R A BT BB R EGEE Ko

GARAIBE ¥4
—BEREBRLE  ERSFERNENEAERERNER  USTREKENKERNEREN
MAREADERLEZ. BERRBEREBRERE,

FM

nl‘ﬂ

ESEERER,
ERER (FM)
REREBFHRHER  CEEENRELENNAKEERE LETIIR, FMs B AT EE KX

5% BIMTRES. BEXFAREG  URMARFBSCH. IEHMEET  F2RIEREH
R,

G

£ A
B AREERETIRN A ZEFE | AIFEAGRENXFRIRIEYTINAZTHR @R , fIOEE,
Eh., XFNEH. WEFHMER , F2RITERERR Al

b F2 £ 65
wESRHERS,

G 40


https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/generative-ai/

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

1 3 PR 5 (3t 32 £ 8H)

Amazon CloudFront FHYIEIE | AP LS EBR/MENFERAEERANR D%, B ERAEE
REEEFEREEREMBILNER/MIE, MEFMENR , 5520 CloudFront XHFHRHREFIAR
K 1t T2 9 4 .

Gitflow T/E#T2

ER—ERZ, HPBRIRSREEREBREEFEATRE DX, Gitflow THERERESE
MR, MAERRAERN THERERRN. REFHEE.

EXB/
REHMBHRE , MAREZRRAKEBHATEROER, flm, ERED , ESRETHAR
HZEEELHERE  YEHRRESKERERENEE, TRERENEED,
ik b SR B
MRRPRZERERRE. BRURBERAKBRER |, T LEREREHRZIN , MAERFIER
RERREHERYE  0BAGE, IREERERFERRE , ATREEE SR Mk KuE.
B R

BERBEMBEN OU) RERER, HRNEHANSERAA, FEHEpHERSISRTIE TR
K, UBRRHEEAEE, EBFEARBEGBEEN IAM TR RRAGEEME, ERIMFHEREIT
BABKERNEHABEE 6 YELREUEEBE,. ©M2FEBFER AWS Config AWS Security Hub
CSPM. Amazon GuardDuty, . Amazon Inspector AWS Trusted Advisorfl B 5] AWS Lambda #&
BREE,

it

=ﬁ%ﬁ = E.I-FH'H’:O
REEENEER
BRFEENEEBREFEATEAERNESIZHNEEERE (Hla0 , Oracle £ Amazon Aurora), EEE

BEERENRBIEN -0  MERGEEHLTEE - REREH. AWS EHBEPRERE
RE#R AWS SCT,

=A% (HA)

EEIMBER KT  TEEFIEAETT ANBRATHREEF, HARKEEBDRERE, &
BRUERENREE , AREETEANEENGE , WML EEEHE.

o}



https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

BB

—ERE , ARBEACMAMIBRERN (OT) Rk, LEFHBREREXNER. BELENE—E
ERE , ARMEIHRPNEERFRENTRESR.

REBER
AR EETEANEREDRENILrBRIELRER . B UFERAREER , FBLEBIER
B 78 8 B2 4R B8 B R R FR Ak 18 B Y BE
BENREERNEEREHLAERERESIZHBEEZEERE (H/10 , Microsoft SQL Server £
Amazon RDS for SQL Server), AIEEBRBEERIMERR T AER TN —B02. EAUERAR
SERENARREBEBRR,
REEHNER  fINABERRRINEZEER., WERNEFETESWEREBRER , FaEiR
HPOEEHEE,

EHERF

B ELEERETNERBE, HREREY  BESEHE DevOps BT TEREZINANITE
RN,

BAREE A

YR  EREREEREENELEBNEARNUERAEMRENRR, 8% , BEENE
ER1-4 R, EBEREFZHBERE K ERERERSSEAEANEAERGEREEBRK,

laC

RERRER/EXR,
B BEE

EEE-HZE IAM TRHBEK , TEREE AWS Eif REPHFF,
BEEAREN

90 XA CPU MERE FIIEARE 5% £ 20% 2HENEARR., EBBERY , BEEEK
ELERARAIREREERITHE.




AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

lloT

HSR T MBI,
TR ERR
BEEIFARSEVERRENER TSN, SHRBIRENERDE. TTRERS

MEARE LS ERREE -, URAER, MEFMEN , 528 AWS Well-Architected
Framework AV EA A A S ER LN LERIEER.

EA (8 A) VPC

£ AWS ZIRFRED | #2, RENBHRE AR @EERYN VPC, AWS 222 %
FEEBRLEREA, BHANRE VPC RFEMBIRE , MRERARAEERZNBREE
B E RN H.

BEER

— BN BN EEDREREX SN EBoBE L MARAITE -, TBNE, Flw,
BRI TRAG - EHRENEAEBENRR. HEAMAREREREF 2R , EUNERSBEH
HttRBREAE , ERAUERZEEENRM. WREAREEAR BB R,

T%¥40

H Klaus Schwab W 2016 FE# HAMEE |, BBEREE D, BEER. BEL. 2% F A/ML B9E
B, ERE&EEFHNEAL,

B

ERAEXRETIENMBEERNEE,

B2 (1aC)
BB AEEERRAENEERARKNERIRENER, 1aC EEHMEEPERERRE , &
BERILRRER , WEMRRTER, I8E—H,

T EYIEAE (1loT)
EREE, R, RE, BRAR. £oRBNBEEEXEEERAERARERNBRZFNE
B, MEHMET , F2RELTEYEE (loT) BvERFERE,

®E VPC

£ AWS ZiIRFEBF , £ VPC , IEE VPCs 2 ( EMHEHTEH F AWS EiF), HER
MEANALHERR CENRRRERE, AWS Z22ELREEZRLEAEAN. EHANRE VPC
REREMBEIRE , MRBERARXNREFEZNBHRANK cBNERTHEH,

| 43


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

YIEHE (1oT)

EARBRABARNEERNEETRYERN , HEERRERIALBAEKELHRENR
HETERA, MBPFMEER , F2EMTER 0T ?

A M
HMESTEBN —ERY , AT NBRARRERNENNTEER LR ANEE, NRHER
A, 2R NS ETEE T EEM AWS,

loT

3
¢

B Bt
IT EFAE (ITIL)

— AR IT REEESLERBEELEEFERRE—BNREEX, ITIL A ITSM 2T ERE,
IT RIEEE (ITSM)

EAMIMVERGET, BF, EEMNXE T REBABMNED. WFAEKERBAER ITSM TEEENE
7, F2RREESER.

ITIL

B2 T EHE,
ITSM

w2H T RBEE,

L
BERAEFEUES (LBAC)

sRHFERE (MAC) WEHE  HPERENENA SN BSHRERNZ2ERE, FRERS
BENENZ2ERCENRESRECAE TUREBLEERIIMERH.

EEED
EEEHRRBRINZIRFE AWS RIE | AfREARE. ER—ERE , BMNEB IR E

RERBANBELFEEHERARS  IHEZNERRBREZREL. NWFEAEEERETM
HMET  F2EREZREHVERNZIRE AWS TR,



https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

REFESEE (LLM)

AEIFERABERMNRESZE Al EE, LLM ALHATSEEH , fINEE[HE, BEXH. 8X
FHERHMES K URTRTT. UFFMERA , F2RMTER LLMs,

REER

% 300 #PHE Z MAA;RER.
LBAC

nﬁ E2 ﬁ*ﬁﬁﬁuﬁﬂy?ﬁﬁgu
RIEER

BFRTEBRMEZLHEHTNZEREEYR. NEFHER , F2H IAM XHEHHNEASEER

FERNE R

BH2E 7 E R
N R R

BABEREERNTHENRK. FFSE Endianness,
LLM

BIRAVIRE

2R BN

M
HEREE (ML)

—EFEAEEENBIMETEXBINBENATEE, BEBESETOTLRTHNER (B
WYPERAE (1oT) B 2 |, URBEXELERTRE., NFEFHEN , F2REUEEE,

BEHX

HI‘H

SR



https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/what-is/machine-learning/

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

EEHE

EEEREMZLIBLEBNKE. EERBUREPHERRE. REBRER , IWMERER
ENEN, SEERNEfERE. B8, IRHE. FRFAFEX. HRKENEEICK
2o

ZE R
AWS ¥ & AWS BREERERERE. FEERRANTE K MESFEURMRERNENE

#lo Amazon Simple Storage Service (Amazon S3) Ml Amazon DynamoDB 22 ER#HEHI. E
L BRMREE,

FLEHTRHE (MES)

—ERERR , ARER, B2, THENRFHEERF  BEYNERARSKMm.
MAP

BRTEBRER —MBoHNEEIRFE AWS 1RF 25 \FTE AWS Organizations. 1RF —XReE2— 1@
BB E,

HEHITRR
ESEREHTERER.

AETIER S8 (MQTT)

R IR 2% /5] B =AY 88 8 B machine-to-machine(M2M) BEAGE , BARERZ R oT £E,
AR %%

—ENENBURYE  cWEBERPAEN AP ETER , BERNEBYERES. SlW , Rz
RETe IS WRERKE D (PIMBEERITHE) NFRE (PIWBE, RESHDH) HHRSE. R
BNEXRSEREE, BHRE, BRHE,. TERCANEXRNERD. NFFHEEA , F2
BASEF  AWS fAfREF IR B S AR .

M 46


https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

MARBRE

—EERABLTHRBRERARNNGE  EETHEUMBBEANITEEEAENERF. &
LHRESERAEERE AP, EBAREZNNEETES. WRBPNSEMREERTUET
EH, HENRE , UnEERARNEENRNER. NFHEEN , F2RE LEFHRE
AWS,

Migration Acceleration Program (MAP)

It AWS FTERMEFEAXE. JIERNRE , UinBAMSERMANEERER  IBEER , WiHb
REEBNNBERAE. MAP BEARBRIELITEXEBNER T EUR —ERR BB
REABBRINIE,

RBREER
BRI EARNESREABEERNESF  E8EKRT , SEUERNEEBBESEARE

Xo LEREAEEHRKRBINEEEBNCERAIREFER. TENRENEBRIR , UE
BEBCAHEINECTERENER, ER AWS BB RMMNE =R,

B T

MEBEEBL. BENGEECIFRSEEBNEREERR, EBIHREREEQREEE. XKD
WEANEEE,. BB IR, BB ABURKSE Sprint T4EH DevOps EXEAB, 20% E 50% Z
BHNEEEARNESESTEB IR ZBLNEEEN, NFEFHMER , F2ALARTEF
MEBR TN RNERER ITKIER.

BRHEER

ARATREBMENEAEXNAKRSENERA. SEEREARFTE-ETRANERHEER, B
BREENNEMFEEETER. ZE8EN AWS IRE,

BBER
AEENERTK  FHErERER, EBANMURAMERANEREARRE, 86 : £
A AWS Application Migration Service EFEEBE ZE Amazon EC2,

EBEETE (MPA)

METE  REBRIHERGIUERE WEF AWS Eif. MPA REFAENESTTE (ARFEE
BiE, EE. AREERALE, BBEASH) UREBRE (BREAENITNERKE. B
AEX2E,. EBREEIER , UREXARE). MPATE (FEERA) A#RAE AWS ERIF APN
SERHFEBREER.



https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://mpa.accelerate.amazonaws.com/

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

BB EEEREFNE (MRA)

£/ AWS CAF BUSHEBEmZRREAR R, BBIERE , UREM TR 8 LUHBRE R Z5E
MEF. NERFRET  F2REBEREERERM. MRA  AWS EBEMKATE —FE.

B R

AR ITHEERBRE NFHE AWS Bif, MEHEFMER  F2RANFARKPH 7 ERs HE , I
F2RBELNERUINERREER,

HER2E (ML)

A2RHEEE,
BAL

HBRN (BRIE—) BARARAEEREARBRARRTEE, EREMHASETRANRE ,
R ERA, REMRE RS FALH. NFEFMAER , F28_ 0 PHRARCEAEXNERRE
AWS Eir,

AR L EREEFE

EBEFMET G EERERARXNRRCEREE ; SAER. BRMMAKYE ; MEEEBEN
EZARELXEELRARIHNRRRE. FTENFERUEERREBNER. FARPARLE
FRREERMNERENREE, URBREBRNEZEZ2THHE. UFFMAER , F28 0O
havE e A AV R AL 2 (Rl AWS EREE,

E-EAESX (E-)

BREEFREESNEFERAE-—REJTHEAER, E-RARXALEREY, nR—EEAERX
DREBRIF/RME  AXFARRERAEARE, EEAREERE  MENNEE-RAEXNYEE®H
SREENEMH. EEMRELHE  JUERAMRBRE. UEFAES K F2HRALE—EXD
R B AR S

MPA

ASHEREmE ST,
MQTT

—EREBRELSERFERNBE (FRAMELLNERZ ). fl , BEREFEH TS0~
"hWERRER., REEREHE?. 1E 'EEFFUBEERERN&RBER ?

M 48


https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

LIf 23054

BEFNEREEIFESRREERRENER, ATIRS -3, TEMEMATERME , AWS Well-
Architected Framework &R~ i SN ER R EIEAREEK,

O

OAC

A2 ERFRRS,
OAl

EZREREINE D,
OCM

ASREREEEE,
REREBR

—RBEBLE , TEEBBETMRIRIFES, W ESRERFHKR , B% AR/ NEEER
BTHERH,

Ol

B RIEES,
OLA

RS RREERTGE.

iR EER
—RBEBLE , BRMRITRRETFAREERIBEERR. EEETFEINEAREXNTEE
BHBREEF, WZSREEREFHER , BERRARBRERNEETHFRE,

OPC-UA

A2 RREBEFEA - i —RE,
A RAE 8RR - #t—2R48 (OPC-UA)

FA A I % B #{t#machine-to-machine(M2M) BEAHE. OPC-UA IRHERIME, SoRENRE
B0 BB,




AWS AR5 /A AWS IoT Greengrass 2B KR ERELE
BEKERZR (OLA)

— R, BB 1T BAEREAREO R RENRE , UXERBEKERHZE (SLA).
BREERBEE ORR)

BENEEASREEENRESRE , AnBETH, FTE. AR>S NTREARNER. 0FE
AR , 2/ AWS Well-Architected Framework FHIREEEE EZE (ORR),

BAEEMT (OT)
FHERRERATRRE RMENERRENEFRENRERK, CREET K BE OT NEAK
i (T) RER LE 40 ERNERES,

BREES (O
EERTHBERRLCHER  HhSEERREERE. BBCNES, NHEFHAENR ,
EE SR,

R fEE

B HRE AWS CloudTrail E5E# AWS 1RF BB B MATES4 AWS Organizations, 7
BREAEBHNESE AWS tkRF PEVER  CERRSERSPIER. WEFHENR , F2E
CloudTrail XX Ry 2 AE BB Mt

BB EERE (OCM)

RARRAR, WENBEENEEEERER, BEMEREENEE. OCM EBNESERA, &
RBERBE  UREBCNABEE  HEEBAMAENREMTER  XBBRETRENR
B, £ AWS BRXREET , WRBBEAAENE , RARRKAERMENEERE, NFFHEE
# , Fm2E OCM B,

Raf7ERZEH] (OAC)

s
¢
&n
£

CloudFront FEyIEEAEIE | AN RFIFELLRZE Amazon Simple Storage Service (Amazon S3)
W&, OAC XEFE S3 RERTPHNATE FARSFIHINE AWS KMS (SSE-KMS) AWS [EiF , K
¥ S3 R IFATRRM B RBPUTRIDELETERE R,

RIE7FELE 75 (OAl)

CloudFront F#y —{EiE1E , AR REIFZELRE Amazon S3 AR, BEMEA OAl B |, CloudFront
2 — @R Amazon S3 HETREMN IR, KRENEEB REEFEBHE CloudFront 28R 1FH
S3REEFEHEEPINAS. BFESE OAC , E AR HEEM BN FEEEE,

ORR

A2RRERREZ.



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

oT

RS RRER.
& () VPC
£ AWS ZRFREES | REREREXAMB < EHERN VPCo AWS Z2 2 EREEBE

EABA. BEARE VPC REREMKIRS , UREBERAERXRERZNAKRARK < EHE[N
T o

P
ATAISRER

MZEE IAM E8BH IAM BEEBGR , AREEAENACHEBNRAFT. WEFHEEA ,
IAM 3R EF AT SRER

BAFDEBIER (PI)

3
¢
dn

EEERANEAEMEEEREYNE , TARSEHEBEASINET. P WEFHIFRRE, it
BB &R,

Pl

AS2REASDEBET.
F

—%H?Ef'ﬁm%ﬂ’]*%? AR E R BN TE , SlNESiRPREKZMREINRE. FRATURA
TR, BBCHITFRSURERRCREMBENEFRIEHEN TN,

PLC

EEE%EE T*Edcnln-i_ﬁiﬂjﬁ l'_‘FIJ
PLM

b

3
¢
&n
i
a0
B

QEIJ H\H%IEO

HR

AERFANYH (FE2RE2EEE). EEFIRYE (F2RERLEE) , IEREMPHRE
R 5 Y& KEFA] AWS Organizations ( 552 B8 AR IG5 6 BUER)



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

BARAM
RBERFRESARMER , BRBRRBN SR TR, NRENKESELERRNEN
RERH, ARTEENRERBRRETE. NREBBEAREARERNEREE AT
DT8R 40 B A R BV T A A0SR AR IR M

BAFE
RE. HHEARNESLHERELIEFUARBEBNES. NEHOET  BOUTEEBE
BRE,

Pt

EE truesl NWEHFEGfalse , BENN WHEREF A,

REE T H#E
—EEHEETHRELEMN  TEERTGRERATNER, EMRED X AREBENE R EREEA
BEENERE  WHEEHWEE,

8 By 1t 42
EEMILEEHRENT ST, ELEH2E B , TTiHEIF L HARN AR REFTRH RS
EST, NEFHMET , F2EE AWSEEEL G TR TER =,

£EA

FROETEMEMIFERER AWS WEE., HEREER AWSIRE, IAM BeERENRER
E, MEFAET , BF28 AM XEHPAEMENSSTHNER,

RETRERARE
BEERERZEFSEBILAEMAZENRRIES .
AEFEED

—RBREE , ©aSEMEFE Amazon Route 53 I{A[E fE — =K Z @ VPC AMNE R EFig 2
DNS BN EMA. MEFMENA , 582 Route 53 XMW FEAFLEREETE,

EBEH
EEMLEMEFTEREFNZ 226, ELRFHRSEEMBER B EETHER. NREFRTH

S4E  ATSHE, MEFHMET , 5528 AWS Control Tower X @ ie4IESEIER |, X
SRABELTLEHERHNEEREE, AWS

EmEmBHEE (PLM)

EEEmBELGBEBNERNES R ARAMD , JRRARZ , BEEENBER,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

£ERE

A2ER RN,

AR EE SIS (PLC)

ARED , SEASE., TAZNER  TEERMRYABCREER.
RN

ER—fE LLM R RpvaHEAT —ER V@A |, MEEEFHEE. hEMARSEMERED
BAETER [RERERERFRVNLEE, CRBNESHEACENERENMEREGE  XRFER
M, BALHRER,

BERI
DEENEERMRENEREAZBNTNER. RBLCEBRREBEARLE, RBLCERDER
RHEAESR,

2 /5183 (pub/sub)
—BER , TRANMEBEEENERLSER , UARESTERENEEE D, filin , EHEHEE MES

B, MR AL EHASRMGIHMMBH IITRENEE, RETFERNHERE K mEFE
ERMRH

Q

EHEE
—RINLBR R, ARER SQL MR ERERKETINER,

B EEER
EERNERBSECIEZENTELHERNEREETIEENEEZAINFTETAEARE, BT AL
RAEHKFTER. REEYE, RERE, EHZBBEENEFURERESIZNEFRMER,

R

RACI 4B &

i

wSMAE,. 88, #B#H. &4 (RAC).

Q 53



AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

RAG

A2 B R EUE SR A o
BREE

—EEEHR  SEMHLEEHERARAIERNER , BERNGRAL,
RASCI 4B &

wSHER. B8 &
RCAC

=] (1]
=
&

&% (RACI).

A2RERFINERREFERZS,

ARERERARNEREER, BTN SERRAEEHENERUBRLTENENRE,
EMMRBED

Hﬁ/ ﬁ 7 ﬂﬁl Ro
R 2 E & (RPO)

BERERERMURTEZINHE LR, EgREHKR —EERMEREPH cHTESINEY
BEXo
BERE/EER (RTO)

AR TR AR B R MR AR R MR E R
;1

3

A2 7 ER.
[ 15

wEEFHTN AWS BRES. S8 AWS BE BB VR EM  SURHAHEED, BEMEMEML,
WEFMER , FSRIETE AWS B BHIRS AT AR

B

FRIBER ML £1i7, fl0 , HTHR "EFFEEMEER ? 1 HBEE ML RE A BUERRMEE
BEE RBEINEESE Bl , FHER) RAMEENHEEES

EXFE

HI‘H

520 7 Rso



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

TS

EMEBEFT  TREZERAZLEERENEE.
EMHE

EH2E 7 AR,

Replatform

BE2E 7 # R
o] B8

B2 7 # R

B
ERAENIKEPHRRTEHERNED, £ PREEES  sTAMMEHERRERNEE
AWS Eim, MEFEFHMER , FS2EAWS Eig E#EM,

ERAER
MiZEZERMBER |, 0 Amazon S3 RFETE. REHNFELHR, EEEENBXREEENHE
EXMRLE 58 TEMNBEL R B R BN E M ES,

BEE EEE. ELRBENSEREANE (RACI) EpE
EfE  EERFTEZHEBEEBNEREREECEINACHNET, FEESBITEEEEFERNET
BqH .88 A (R)., EF A). B3 (C) MEAE (). B S)BREERA., NRLZIEXE , R
fE#E A RASCI B0 | MNRIEHERE , BIFEA RACI %R,

=] FE 42 1

—RBR2ES , SEEDTREANRHELLEENHRIER. WEFMEFA  F2HEE AWSE
B2 HhayE Bz,

RE

%%ﬁ ﬁo
mRIEELE R (RAG)
— AN A T, HP LLM EEEEEEZSEIIRERRRANANRREER KR, B

m, RAG ERTRESHEABHNARESEFITENBTERRES., NEFHER K F2EMTER
RAG.



https://aws.amazon.com/resilience/
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://aws.amazon.com/what-is/retrieval-augmented-generation/

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

i 12

EHEFRENES  AREEERTREALR,
EH5I R ERBEERE] (RCAC)

FRAEERFIRAINER, B sQL RiEX., RCAC LEERIIFTMNERRES.
RPO

ASRERME R,
RTO

nﬁ 2 ﬁﬁEHTFﬁ E ﬁo
#ITF M

BITREABAMEN—EFBHEDHEF. ELRERATHILERMBRFEIERRESNERFM
BE,

S

SAML 2.0

FLEDREE (dP) EANBEMIZEE, LINESRAMSE—&A (SSO), BFEAELUREA
AWS EE X4 W AWS API RE , MALABEERTNESEALE IAMAEYERE, NE
BRILL SAML 2.0 BERABISFMER , F2H IAM XHFHEINRLL SAML 2.0 BEBHBIS,

Hi~iE

B SRR B Rt B R
ScP

2 B IR IS 42 B UK

BUAINZ N FE R AWS Secrets Manager%?ﬁ:ﬂﬂ%ﬂﬁ?ﬂ BlanZBEREAEZAER, ©H
REEREPEHERNER, RBEEATUR-EN, E—FRRZEFER, WEFHEN  BFSH
Secrets Manager BT AZR ? Secrets Manager XHHH .

RKEGTH R 2

EREERBEFEZEMEMAZENRBEIREL .



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

grge Xl

—ERIHEERLEMSE , EAE., RARRERETAZENARZRERENEL. Z22HEN
BXEEE Ak, BE, BEENESM,

L5t

BMAOZREBEUEEERIENNENBRE, EWRaFE—L8F , SIUBRABRENER. BIF
BRYREERNZLREEY. FEAABERPILENIIEE,
R EAREHEE (SIEM) Rt

HELZLENERE (SIM) MIZ2EHEE (SEM) RN T EERK, SIEM RE2WE, EENe
WREERES. MK, BEEMNEMRFENER  UEIRENZSRE , IEERE,

Z£EREFL

BAERVNEXZRNEE , SEEDEEIBEZTLENH, EEEBBHLITRAEIREERR
24 | BEEEE AWS R REER., BECEEBENESESITIFSKR VPC LA, 5@
Amazon EC2 #{TEEBRmBREAER,

1a] il 25 i 0 27

HERERN AWS BRI E£H B AV mBRER,
AR 12 HIB R (SCP)

£ AWS OrganizationsF VB AT EIREREAEPIEHFFITHNBEK., SCP EERPHERFIRNRE
EEENEREEAESACHEERS, BOUFER SCPIEARFEERIEREFE , MEEA
el MR R AS S B ME, WNEREME RN , 552 B AWS Organizations U4 A B9 IR 3542 5l UK o

R 3 v

HIMEA B URL AWS fR¥S. EAILAERRE , BRERRT AR EEZTEERE. MEFHMER ,
2B AWS —R2E R AWS BRI im 3.

AR # K 21338 (SLA)

— R , M 1T B REDEFRENRT |, 60 MR EE TR M REE.
AR B AR IERR (SLI)

RIEREEAEAAE , PIMHEEIRE, TRAEREEER,
IR B % B & (SLO)

REBBEFEREN BRIER  ARBERESEIE.



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE
HEEEER
HIREE HE AWS ABERZLHESRETNER, AWS BEERENRE , M BEERNZE
£, WHEFHEF  F2RAREEE,
SIEM

ASRZEEFANSEHEERR.
B —HER (SPOF)

FERARANE-BRTAHRE , TreEhERE,
SLA

A I N
SLI

A2RRBERER,
SLO

A2RREERE S,
T pRBERE
REMMERKMCERNERX. ERFDEMNEMRRARE |, BOBBEETHI D SR EmE

B, ERBRERMEBNEDNRE K REHBABLEEN  AXERERAMN. MEFMENR , F
28 PHEBEAEAEXRRLE E AWS EiF,

SPOF

E2RE—HER,

EREBER
FA—AAREEEERRREARSGIAEERNEREEBES  XFEA S ERINEEE
RRREFHERBE. WEBEEARERERIHETEAR,

Strangler Fig # 3

—BRARMLE-—RENSGZ , cERTERNRRRKGE , EEXRKFLERAR/L, HERX
REERRE , cRA— BRI LKA EE BN THEE, &ZEXH Martin Fowler 5| A, 4
AREEE-REREERBN AR, NEERENANERAKENNES , F2EEASRHFH Amazon
AP| Gateway &S B ALERR Microsoft ASP.NET (ASMX) Web BR#%.

T
& VPC Y IP it EE, FHELRVNRE—TRHER,

S 58


https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

B HI M & BHEEL (SCADA)

ERED  ERAERMBRBRELEREENEERENRR.
HEIE

EAMERRNBREZRERNMEBRERRE A,
% B

DEEERAEESNAFNUERR , LEBTRIERERREE, EAUER Amazon
CloudWatch Synthetics 3R%E 3138 L3815 o

RERR

—Em LLM #EAR. ERIEELFHUERETANEMN. RERTEMRRERS , LRI H
EREEEHNRA,

T
G
AR EEH RS AWS ERNBEY, ERTHYLEE, BI. 64, BERERER, 0
FHMAT | BSHELLMH AWS FH.
B EeY
FESESERN ML RREANNE, EtHBAGREY, fiN  ARERES  DERNTER
B RIBE,
A1 BE
ARABENTFMEMEEN TR, EHEEaNTFMOBBUREXRN —RIEREE, B
REE—RES  CARFRORERME, BEENLE.
MRS
= PHET S
i

AMLERREHENUMEE, JIRENV AL ERER, BHRERFLEEIRENTESRER
AERBHERGFZEEENEN (CRAZERANER), ceRHFEBUELERN ML EE, AJBUER
ML B2 | RERETAEN B EHER



https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

BaRE

ALAREE VPC MR EMEENARERTIE, WHEFHEF , FSE AWS Transit
Gateway X1 B2 E#HFHE,

FEHRBTIERE

ER—EHE A FRBABTUEDESXPAMZEMAURANGE K AREELBFLHIETEIX
Fo AR TESPXERFREIFRRE, LENRENEERED.

ZEENFEUE

AR FEEENRYE , URREEHEBT AWS Organizations X HIRF F#TEHR, ZEE
MBS EREXACK K ESERFHTRIBRBERAE , UMEACHITEETHF, NFEFME

A, BSE X4 H AWS Organizations #Ei £ A8 AWS Organizations EEE At AWS BR# .
B

EIIEII

SFIREFNESEREE , RS ML BB ERM, flw , TUEBELEERE, FHEER, A
BRETRNRETZRERELESBRRIIR ML 88 | DIBLEEL,

& LE i B X

18 L BE R REMZ B2 RV /NEE DevOps BIIRK, &8 45770 [ Bk A5 AR m 7 4R 2K B8 B B P Y SR A R 4F o

U

THEEM
ER—ESE  ENRTEE. TTBIANNES  HURSRERUE ML EEN RN, B
WEEENTREN  RATREMERHAARN., TTBENERSIEN , MERTRELEHER
T E AR R MR S,

REDIER
BAEETIF , REVNREEABRINAEIE , EFAEREAERMEZEEDIRERS
BZ, RESEBNH/IZFRE, HENTERE,

BREHIRR

2R BN,



https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

Vv

=
/B

Ha

—BEREHEERE , SREEFHRNBETHE , SERFREFILRAREE,
R A $2 A

EMSENEFNTE  fIUREFEPREEXBNEE,
VPC HH&H&E

RE VPC 2 EHYELR , aEEFERILE IP it BB ARE, MEFHMENR , 5528 Amazon VPC
XHEFRWMTER VPC HEHE,

el

R ZMEZ AV EREE NIE R IRL

W

AR R EX

BEREFINEEFEERNEERI, ENEHNTEETUEETRNER , EhitELRE
R EIE R,

TEEDNER. EHERERRE K BEUTESIFEERENEN,

HREHH
SQL H¥ , HEBRRSEREEE LHENERIFEATHE. SERBREAREEEE , §
MARIRE B ERSIN B L EF SR B FHERFRERFINE.

THEEH

RUBXEENERVIEARES  fnEAFEFNEARARRRRE.
TSR
EBRERTEE-AREEBNYERE. SETHFESFRABEBUN , EXEERPHEMBITFS

o Blan , HETHEERETHEEAREN, RAREANBEEBTRERNELIEF, HETHF
ERSELEERINEBB ISR , AREEBARSFNEAREN,

v 61


https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

WORM

nﬁ /Bﬁ%l %EHYE!F%O
WQF

BBHRAWS TEERERES.
BA—X , EHGFZ (WORM)

RERE , T -XMEBAER , AHILERBRIEREN, RECAETURFESKENES , B
EEBFEN. LERREFERRERREATHTE,

Z
EREAR

MASKEZREAKRE , =EEHE.
ERERE

EERMPAEENBRRESIFE. RETAETUACAEESENFIRKERR. ARASRKE
R AR EmEE IR,
FHRERT
RE LM $TEBNETR , ER BT HE 5| BERNEH (RRR). LLM KAERHEBALIRE A
MREEER. EEARTHARMEIRAREBRNERMENREINRE, 5H2HELEHIUET.
BREEAREN

CPU M REFHEARER 5% WEARK. EBBERT , BESAAELRAREN,

4 62



AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,

Ixiii



	AWS 方案指引
	Table of Contents
	使用 AWS IoT Greengrass 黃金映像大規模製造裝置
	目標對象
	適用性
	假設的知識

	什麼是黃金映像？
	從黃金裝置擷取黃金映像
	唯一組態

	為什麼要使用黃金映像？
	使用 Greengrass CLI 而非黃金映像

	黃金映像剖析
	Greengrass 目錄樹狀目錄
	套件目錄的內容
	成品
	artifacts-unarchived
	recipes

	系統服務
	Docker 影像
	秘密
	當秘密是硬性要求時


	黃金映像方法
	完整 Greengrass 快照
	部分 Greengrass 快照

	黃金映像程序
	建立您的黃金裝置
	從黃金裝置讀取黃金映像
	將黃金映像寫入生產裝置
	設定您的生產裝置
	完整 Greengrass 快照方法
	部分 Greengrass 快照方法


	結論
	資源
	文件歷史紀錄
	AWS 規範性指引詞彙表
	數字
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

