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Terraform AF9 : AWS CDK # AWS CloudFormation B3R }§
[E7]

Steven Guggenheimer , Amazon Web Services (AWS)
2024 F 3 A (XHE L)

MREIAGREREROLERMN 818 , BIBRT AWS Cloud Development Kit (AWS CDK)Hl =z 44
AWS , FAERZBEIZERE (laC) TEMNRKRTEEBRAWS CloudFormation, BB L , BT
B | {5140 Hashicorp Terraform , B RRABER LT LT, TiB , BERAZRZIK , RBEZEEZ
Terraform, EMEURRENES , UERBEKROBE,

R Terraform, AWS CDKHI CloudFormation ;ERXELIH B EX REFZROEE , B L&
EZR2, MRERE—IXIEE Terraform , BRAIREH A ERFREEELEZE, 25 , AWSCDK #
CloudFormation & # 2L SEM® AWSIRF , At , EfEMMHEBEN A2 EREEER

%o Terraform MIEUFME —ZiRREENRELAER, ERFEXERETAHERNEEY , B
MEHEREARBVENER,

RIS BB AR E Terraform B &N OELS , UGB R EEE(T 1aC k&, ©EER Terraform
MAERARMEE, BEANREERSEHMSRAGEER. B2 Terraform B8 AWS CDK #
CloudFormation BT LURER 5 N EITHEEL

(@ Note

FEARENERETMIBEES . AWS CDK #8155 A EEBE CloudFormation &, #1T 2
#cdk synth , BHENBESERSE CloudFormation #7248, #HREFRALE , AWS CDK A
CloudFormation Z IR T£E. A TERER , NEMEEZZE CloudFormation #ii&E
) AWS laC 227 , B LLEEE #[E AWS CDK,

CloudFormation # Terraform fi7zE

& Terraform B8 AWS CDK 1 CloudFormation B , HRARERESMMNMNER—3 , Rk 1aC
BOBL S RERRE, UTRELEMBURKIEEENAZECH :

o B _HBIIHEF CI/ICD BEEM laC , AMEAE—BMEH, HAUMEET CloudFormation #
RER , {8 Terraform ER LT EFEHAKME, Terraform HEREHEBWIREBA R HTE FEH,
B, AT7TRBEEEMEER  AEmEANEHEERERAERELIENE —LE,

CloudFormation #1 Terraform fiiza 1


https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
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- MREE-MRER 1aC FBHEBAMEBEINERNERRE B aIHERE, W T # Terraform AREEF £ i B
PR |, Terraform EARMEEARREREIB CloudFormation. EZ2E BH#EARRERE Terraform FEAR |
BB M A EHARREE CloudFormation BHREE,

c laCER - laC ERERTSERXREAERE (1aC) EEHE —#ER, CloudFormation A& —
CloudFormation #ERBAEH AR, T8 , Terraform FHREANE L ERTELTE. HER Terraform
F# CloudFormation EEABAEEER. ATHAEETFHNEEREZERE , WEERDN 1aC 18
KHAMS2E CloudFormation 2] Terraform {HAEER,

TREEEAR CloudFormation 1 Terraform BV fiisE. WWERRNWE N B RELE, ELET Rone-to-
onetb®, CloudFormation H Terraform BN EBEBSZELEETRE. AIEEEBEGEFMRAHEL

CloudFormation is& Terraform A& RIS ELR

CDK /"M ( %0 IBucket) BRIRIR T R E R R

255 e TR AR R

R E HRERNEER T f& Terraform &, FiER
eS| &

DependsOn Btk depends_on H#E5|E T & Terraform &, KiEX
eS| B

ANERHE B2 T f# Terraform BB, RiER
s B

EH EH T R AR

Loy wHE T R Terraform 88, A¥E
F % H

Parameters Variables T & Terraform S8, &REE
st

B T TR RMEE

1PN HEER =B

CloudFormation #1 Terraform fiiza 2


https://developer.hashicorp.com/terraform/language/expressions/strings#string-templates
https://developer.hashicorp.com/terraform/language/functions/templatefile
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T f# Terraform &R

HEHT?-’E AWS CloudFormation # Terraform X ERREREREFRHNEML MR, B2 , TERE

W& R ? CloudFormation EJREM Terraform ERR2EHHE? EXR.. . ENE BTE%EHE—%E , A48
ﬁi’mt\ﬁﬁﬁ CloudFormation 1 Terraform 23 Amazon Simple Storage Service (Amazon S3) 187
REVEHI,

T %l CloudFormation F2 = i €5 5l &% 3 & | Amazon S3 RFETEE.

"myS3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketName": "my-s3-bucket",
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"ServerSideEncryptionByDefault": {
"SSEAlgorithm": "AES256"

1,

"PublicAccessBlockConfiguration": {
"BlockPublicAcls": true,
"BlockPublicPolicy": true,
"IgnorePublicAcls": true,
"RestrictPublicBuckets": true

1,

"VersioningConfiguration": {
"Status": "Enabled"

T 5| Terraform BN G & HIEE I AHEIH Amazon S3 17T EE,

resource "aws_s3_bucket" "myS3Bucket" {
bucket = "my-s3-bucket"
}




AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

resource "aws_s3_bucket_server_side_encryption_configuration" "bucketencryption" {
bucket = aws_s3_bucket.myS3Bucket.id
rule {
apply_server_side_encryption_by_default {
sse_algorithm = "AES256"

}
}
}
resource "aws_s3_bucket_public_access_block" "publicaccess" {
bucket = aws_s3_bucket.myS3Bucket.id
block_public_acls = true
block_public_policy = true
ignore_public_acls = true
restrict_public_buckets = true

resource "aws_s3_bucket_versioning versioning" {
bucket = aws_s3_bucket.myS3Bucket.id
versioning_configuration {
status = "Enabled"

BN Terraform , HEREERER , ARHBAEESTURETELER, HEMERERET —&
B E. Terraform € AEE S3 RETENBRERLTERBIUNER. ARTEELERE
B —E =& Terraform AWS R ERE AWS ERNHAR S, T8 , hEHBEREENER, HA
CloudFormation &R & B EF CloudFormation &R , 1B Terraform R EEEEXR, 1 Terraform
B, BEROBLSEEM,

HATEEERE—ERNBEVEMSAETRETE , EEERR , EREREFENRERTE TR,
EHEMBRNEMSEER. it , BERIRSZSLVER , LEmESFNEE PR T HRNRE
AWS R,



https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
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TR E

£ Terraform P | REEEFREERMEE  F=ZF T EMEM API ETRENEH. BELREHFEH
Terraform AWS |, @A LIEREEFREEHHAWS BEHE, AWS

WMRERRFEAAWS CloudFormation B#EAGE=HFEFRIEEH AT BHED | B Terraform REE T
BEEEE—LBE, A CloudFormation BREM AWS |, FIUAFERRIER T , AWS EREHRECRE
o B—FHME , Terraform REE—HNERBRHEERF , EETEBBRETEERHRE. EEKREZTEHR
Terraform B & X4 P BB E —HER2E IR = @ AR © 94 106 E)5E 5E,

EEERATFEN Terraform 8N 7T —BRENWEM M, CloudFormationfB 2 |, EEEMMRMT
ESWEREMY B LIEE— Terraform REPEE ZEIRME , AZREVHNERE R LUMESMEEE
EEN—I0EE,

ERREHRZIEHEA. HEST—EEHHERNERMAN., RHEETURKRERERNEARIE,
570 | LA Amazon Elastic Kubernetes Service ( Amazon EKS ) . #iZ Amazon EKS #5£8 | &7
BEREMA Helm BIRREEE=FEFRIEE , W EA Kubernetes AEFREBHHEEIR. H AWSKH
Helm 1 Kubernetes #48 B2 8 Terraform 12#tE , HtEAIUERARNESELER , REREE
g R BEEE,

£ Terraform W T AR IFEEFIH , AWS BHEZE I Amazon EKS FB&E |, REELEH Kubernetes
HEEE A EEIEL Helm F Kubernetes 1£#&,

terraform {
required_providers {

aws = {
source = "hashicorp/aws"
version = ">= 4.33.0"

}

helm = {
source = "hashicorp/helm"
version = "2.12.1"

}

kubernetes = {
source = "hashicorp/kubernetes"
version = "2.26.0"

}

}

required_version = ">= 1.2.0"



https://registry.terraform.io/providers/hashicorp/aws/latest/docs
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/registry.html
https://developer.hashicorp.com/terraform/language/providers
https://registry.terraform.io/providers/hashicorp/helm/latest/docs
https://registry.terraform.io/providers/hashicorp/kubernetes/latest/docs
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}

provider "aws" {
region = "us-west-2"

}

resource "aws_eks_cluster"
name = "example_0"
role_arn =

vpc_config {
endpoint_private_access
endpoint_public_access
subnet_ids

locals {
host =
certificate =

provider "helm" {
kubernetes {
host
cluster_ca_certificate

example_0" {

aws_iam_role.cluster_role.arn

true

= true

var.subnet_ids

aws_eks_cluster.example_0.endpoint
base64decode(aws_eks_cluster.example_0.certificate_authority.data)

local.host
= local.certificate

# exec allows for an authentication command to be run to obtain user

# credentials

exec {
api_version =
args = ["eks",
aws_eks_cluster.example_0.
command = "aws"

provider "kubernetes" {
host
cluster_ca_certificate

exec {
api_version =
args = ["eks",
aws_eks_cluster.example_0.
command = "aws"

"client.authentication.k8s.io/vlbetal"

"get-token", "--cluster-name",

name]

local.host
local.certificate

"client.authentication.k8s.io/vlbetal"
"get-token",

"--cluster-name",
name]

rather than having them stored directly in the file
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}
}

ESREIRME 1aC TEK , B —EEARMEENESE, Terraform TE2KBABURRERF

a, EERHEFERESHHIBEMNSIZ, CloudFormation REXIFFMEEE AWS HifE. 4
CloudFormation , EEZRBEHE=ZFERERN , TEERLE=SRMUE. SEHLHEEITHR
B, B—EBEESLBETAERENEE  EREFAMEIARETZEREE,

{5 A 3t & Bl 8

# Terraform A, BA K B ERRBEEGBEARMKERF. BE , MRERER —EERTERAZE
REEFEETER? £EEFRAT , E4AEREE. EUHBEENRZEREERNESEER
BREANREMAE, ELAZEMRREENHNTERE  SUNERBBRERFERRNTER, 5
W, EHARRHEHTERTRERIEN AWS B , BETUEARNERERERET.

T % Terraform Sl REBMAFERAB B RMETRWERE. AWS BEFRHENTARES Aus-
west-2 , BIETJLAE east BIBEFMHEE Rus-east-2,

provider "aws" {

region = "us-west-2"
}
provider "aws" {
alias = "east"
region = "us-east-2"

}

resource "aws_s3_bucket" "myWestS3Bucket" {
bucket = "my-west-s3-bucket"

}

resource "aws_s3_bucket" "myEastS3Bucket" {
provider = aws.east
bucket = "my-east-s3-bucket"

}

WHIERNEHIFR , EfaliasEE Fproviderf&s|HERAR SR UAREEREENRNRMLE
1HRE, EE—H#EAWS BE PHEZBEERARERK. HEREEEFZSHTEBIFEEHE,

AR A 7


https://developer.hashicorp.com/terraform/language/providers/configuration#alias-multiple-provider-configurations
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Flan | — XM EZE Kubernetes BERRERMN, BB uHBIERREHM Helm F Kubernetes 1214
&, EETLEE TR Amazon EKS ERUAREN SN ERAEEE =T E, 7%l Terraform &
=\ 155 0 451 57 BA 20 4eT {6 A Bl & SR AT It T4

resource "aws_eks_cluster" "example_0" {
name = "example_0"
role_arn = aws_iam_role.cluster_role.arn
vpc_config {
endpoint_private_access = true
endpoint_public_access
subnet_ids

true
var.subnet_ids[0]

resource "aws_eks_cluster" "example_1" {
name = "example_1"
role_arn = aws_iam_role.cluster_role.arn
vpc_config {
endpoint_private_access = true

endpoint_public_access = true
subnet_ids = var.subnet_ids[1]
}
}
locals {
host = aws_eks_cluster.example_0.endpoint
certificate = base64decode(aws_eks_cluster.example_0.certificate_authority.data)
hostl = aws_eks_cluster.example_1.endpoint
certificatel = base64decode(aws_eks_cluster.example_l.certificate_authority.data)
}

provider "helm" {
kubernetes {

host = local.host
cluster_ca_certificate = local.certificate
exec {
api_version = "client.authentication.k8s.io/vlbetal"
args = ["eks", "get-token", "--cluster-name",
aws_eks_cluster.example_0.name]
command = "aws"
}

AR A 8
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provider "helm" {

alias = "helml"
kubernetes {
host = local.hostl
cluster_ca_certificate = local.certificatel
exec {
api_version = "client.authentication.k8s.io/vlbetal"
args = ["eks", "get-token", "--cluster-name",
aws_eks_cluster.example_1.name]
command = "aws"
}
}
}
provider "kubernetes" {
host = local.host
cluster_ca_certificate = local.certificate
exec {
api_version = "client.authentication.k8s.io/vlbetal"
args = ["eks", "get-token", "--cluster-name",
aws_eks_cluster.example_0.name]
command = "aws"
}
}
provider "kubernetes" {
alias = "kubernetesl"
host = local.hostl
cluster_ca_certificate = local.certificatel
exec {
api_version = "client.authentication.k8s.io/vlbetal"
args = ["eks", "get-token", "--cluster-name",
aws_eks_cluster.example_1.name]
command = "aws"
}

R RIE
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ig: 3:u5i7 o8

EEBEZBERENE (1aC) WEEY  BEERREHIBEE - RBUHESEANBIEBGER, &
RBLER Terraform BREM — BT EZRMN A E. WEFMEF , F2E Terraform XHHEVIE
#2, AWS CloudFormation IEX#51E ., WMHEFMEN , F2HE AWS EREENBETERPNE
7 AWS CloudFormation & 48

Terraform 8 2 B EE[E B £ CloudFormation ##f CloudFormation &8 A4 5kiNERE
# () AWS::CloudFormation: :ModuleVersionB A, #& Terraform F , BEAREHELH—
B , BARER, IR main.tf BRZE Terraform HEBERFHWERFH Terraform EREFHIRH
NARERD, RAEBERTUBAEMERANDEEHER, THEHETEARBRBT eks 18
#8#5%E Amazon Elastic Kubernetes Service (Amazon EKS) # £ BE L,

terraform {
required_providers {

helm = {
source = "hashicorp/helm"
version = "2.12.1"
}
}
required_version = ">= 1.2.0"

}

module "eks" {

source = "terraform-aws-modules/eks/aws"
version = "20.2.1"
vpc_id = var.vpc_id

}

provider "helm" {
kubernetes {
host = module.eks.cluster_endpoint
cluster_ca_certificate =
base64decode(module.eks.cluster_certificate_authority_data)
}
}

B e ERE B R ERELE X4 2HE Pro AWS vider, ERRARREZEIL , IS HCHRERM
BF. AR Terraform IREEREE , it FEBNREHAETUEREEPER. EBENL , FIRE
BEERTRM, MBEAT , ERPFHEMBATFEERNZER  YEAFTERBHAE LS e ERER



https://developer.hashicorp.com/terraform/language/modules
https://developer.hashicorp.com/terraform/language/modules
https://aws.amazon.com/blogs/mt/introducing-aws-cloudformation-modules/
https://aws.amazon.com/blogs/mt/introducing-aws-cloudformation-modules/
https://developer.hashicorp.com/terraform/language/modules#the-root-module
https://registry.terraform.io/modules/terraform-aws-modules/eks/aws/latest
https://registry.terraform.io/modules/terraform-aws-modules/eks/aws/latest
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REERA. &R SARI A B R A IS A R A (LS B PV ER B MR, Pl |, eks BWIBRITHAETEER M
B EKS E5 , EUUME—ERETEMN Kubernetes IRE, EATAUREEHEEHETTREANRK
i, AR R eks BREBEESENER.

WP AR AR

IB1E Terraform SPEHEHTHMEEE Terraform CLI i B Eib N BIE B E

M. Fterraform init@HTHITHEMEI R —REIAE FER , YK CPERKEREA

E|B .terraform/modules#k® ., ERBIBREF , BRAEHFIMFOINBRIFER , YL EERE
FAapply® S 2ol EF TR, BEEREIY Terraform BRMW S| A |, cENRLEZEPINEAEET. &
BRR , CERBPEHANERSAAER , HEEERD , module BRFAAERER , ERE
FRAKEBERBRR.

BBEELSN A ARAERFAENERENETNNTEBERNEFRNAR. EALEBEHERZSA
BACHRAERIAEREE , BREAETAERENRERBHNITERNEE DB, FicE, EK
MHRKEEERREREEREME. AR ERRACEAZRBRFTECRERAABBHBIR , RULEHR
BREERE RS ESHEBREM .

RAR R

HAEE Terraform BEEZA > HE —BER R e IUEHERESKERENERNERBME
BEHR, BERTE Terraform HE L TER , RERFISERBHKPWAE .t (R.tf.json)
X4, Effterraform applyZZIER B &HIETHE , Terraform S EFHETEENREKRINE
. tf XX, BRIEEHFP—RAEBHEBERPFUFEHKPIHNEMAER K FRSRBIELESR,

EEBEABAERM T LI, EERAMEMR Terraform B 5| AER MR B X4 EEEN
FER , RABEEBREIUESIRZENY, Terraform BEFERAEZEEHEELUREREER. B2, W0
REEBEAX ATHREERB & , CEEBH—RIET, EBL , BATNFEEE. tfiE
RPSELBTHTBterraform apply, BEMFELETHESXH ? EEBENERIEEE
=

Terraform E#BIL 2 RINMERBE AT T —RISE, AL , 2WRENAR  RREMAKME
B, KkEBRREREEEZERTERNERAREABKZMERNIEF, Sl , 32EEMERF2Rz
BHMNER A SEEMKERZEE. B&it , £Rdepends_onSHARESHKENER , bE
EEREENERCBRETRE, MRABEMNGE , Terraform ATABRIITHI ERKEEIFKEER.

BULEREFER S EREZNEFRERRE.

PP v


https://developer.hashicorp.com/terraform/cli/commands/apply
https://developer.hashicorp.com/terraform/cli/commands/init
https://developer.hashicorp.com/terraform/cli/commands/apply
https://developer.hashicorp.com/terraform/cli/commands/init
https://developer.hashicorp.com/terraform/language/modules/develop/structure
https://developer.hashicorp.com/terraform/internals/graph
https://developer.hashicorp.com/terraform/internals/graph
https://developer.hashicorp.com/terraform/cli/commands/graph
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BIUMKHEERZE |, Terraform R EDBBHBEESNTHEE, CHKEERREREZIRES 4
HEITHE, LR\ 'b5\ '7b WERBA 518l |, ERELA CloudFormation# E &, &R SAERA
FTHERESRERBBINGESE.,

EAREER A BREBRSTRBOFEERRGERE. NRENEEEREEARMELIANEE , MEEY
BURERLER  SUUBEARI BB ZEERP, FLEAREERNTERENEEFELN |, &
ICHY R R AR MR T,

RIESR 12


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-changesets-create.html
https://developer.hashicorp.com/terraform/cli/commands/plan
https://developer.hashicorp.com/terraform/cli/commands/plan

AWS 5 &5l

T f# Terraform AREEFN & ik

EREEmARERE (1aC) PREENB S Z —RMRENBE. 1aC RESHS MR8 | TEEE 1aC &
RPEEER , MAMVEBRBERENEIL, laC ERSERNBLERGLHEMELERNME | LUER
ZRREEE B EREETER , MTXAMEBEHRFES. Fit , MRBEREIZEREA B Amazon Simple
Storage Service (Amazon S3) & 1ZEr#E , my-s3-bucketMEANESE LI SHENREEETE |, B
EFgRiINENEEERAERERTIR  MAREABRIFNNRFITR,

Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

TRIEH M 1aC RERFRIEH,

B BIARRE

REBH K S3 F1ZEE my-
s3-bucket

my-s3-bucket REREFEF
BT RE AR A< 422 5l

my-s3-bucket REREMEF
BT BE MR A< 12

my-s3-bucket BERERE
BT BE MR AN 12

B RARRE

ZA K S3 FEFETE my-s3-
bucket

my-s3-bucket REREFEF
BT RE AR A< 422 5l

my-s3-bucket BREFME
BT BE MR A< 12

REBA W S3 fE1FETEE my-
s3-bucket

BE

BUZH K S3 R my-
s3-bucket

EBE

my-s3-bucket #% REAE
BT RS

ESEMER my-s3-bucket

EZE 7 AWS CloudFormation # Terraform IEHtREEN FRIF R , FH SR EMELE2ERNE—
EEARZEE : CloudFormation FEEE AEB AWS Ei% , M Terraform 2R £ 2RKH, LWEETZ
CloudFormation £ A ZP#EIFAREE, BT LABI{E CloudFormation £ AW WIRIEEHBNEHELE
# , {8 CloudFormation fRIEZA & & R @@ HI#TARRER Al

CloudFormation E1EEE R T R/EN =EE XA Create, UpdateHl Delete, BRIEXNERIFL
REPBHBENBERIRE , FRIEEZRNEE, BHHFTLUFEFER CloudFormation EiR , LU E
REBEESR , BEE LB S EIEL CloudFormation , HdigH "HRKEIR |, 357 Create B
-FEVEJ o

HR Terraform ~7E FFEE AWS Ein , AtHERBRENEF SV BEARE, At |, Terraform AREE
WEEHBELENRERZR D, B CloudFormation #8LE , Terraform B¢ A B AAEE H i R AR
B, ERMAMEEEFER , ERREHEREIERREE,



https://developer.hashicorp.com/terraform/language/state

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

RIZTERR |, Terraform MEERSREEEAEINIT Terraform BN E B KK LEE., MRS R
REHIT terraform apply®m < , BAILAEE Terraform E £ AR ENRHEEARRER terraform. tfstate

BE, ATEFREE |, EqZEBLTE CloudFormation R EAEIR & Terraform FEYAREE, BERE
FEZEEEHREREE | BEATUETEE Terraform CLI 55 , U EEPE 2 B EIFHAREE, 4

|, terraform import A& Terraform APR UM ERFIEEHBHE, Rt , BRISUEBHT
terraform #REE rm REARRERBRER,

Terraform EEFHREBEFREREMVE , EEEHSE — BT EAR CloudFormation B#E : &

. Terraform # w2 Terraform B EFBRTFTRHEMEBERNVE, ELERCHBENTERRRE
ERRERENNE, BLEEREIITHERE  WEFR |, BLATLUE Terraform MREN BN R EER L
BAME %, ERAFBERERIR,

FRIFERE S NFEIS (CI/CD) RER , FAMEREBERBEE T ETE gitignore R , LABH ILARANIE
#l, A%, EEPTEFEEMAERERER, BTEEENE  SERBREEEXBANE R ERIMRE
BER, ERR Terraform fAREERBETERKERNER, RIFEREE Terraform HBIEH |, R
TECHWEBE#Z) K EFTESREAMNESESHRAMREER,

Terraform &R 4% F o] LM RAE{A# )5 : Amazon S3 #7788, APl i%E  EERIZiE Terraform T{E
Eo ATFRFMIAE Amazon S3 EFATER Y Terraform RimEE 4,

terraform {
backend "s3" {

bucket = "my-s3-bucket"
key = "state-file-folder"
region = "us-east-1"

}
}

AT BRE Terraform ARBERPERBBENR , RRtEIED AL, EXNESF , FERET
FRMENEAENTEHREHARY, BABERNTURRESHGEAEMAXEE , Hlin AWS
Secrets Manager, MEFMMET , F2BIFEH AWS Secrets Manager 1 HashiCorp Terraform {7

FRANREERFIRERHIRIZEFAMAGEBE NN EAERIR, terraform.tfstate IR B E 7 .gitignore 1E3E
B, AT EHEZRIRREE. A%, CICD EETHEERENSHEECHRIF, FTHRHH
ZEMEZASTRTUFIRERRE A ERAEREBREBERNTEN, IRZEFBREFHTLE
EHMRE , MEBERTAEEER. At , ZERFFAERENERLT , REERBEESEHNBHR—E
Eo



https://developer.hashicorp.com/terraform/cli/import
https://developer.hashicorp.com/terraform/cli/commands/state/rm
https://developer.hashicorp.com/terraform/language/settings/backends/configuration
https://developer.hashicorp.com/terraform/language/settings/backends/s3
https://developer.hashicorp.com/terraform/language/settings/backends/http
https://developer.hashicorp.com/terraform/language/settings/backends/remote
https://developer.hashicorp.com/terraform/language/settings/backends/remote
https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-sensitive-data-secrets-manager-terraform/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-sensitive-data-secrets-manager-terraform/introduction.html
https://developer.hashicorp.com/terraform/language/state/locking
https://developer.hashicorp.com/terraform/language/state/locking

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

1 B 3 2 R R

DBHEBHRBELNEFERNERRRERN, AZHaC TIEHEF—BEAHEMERLENER
WAk, EXEAMNERBEE ZHEN #R AV ACEHENGIN) , Y EAREHHEBHERE
&R, AWS CloudFormation AFFEAEIR , BIEEELZTLEBEE AWS Cloud Development
Kit (AWS CDK).

AWS CDK fi#Bif % A BFERARENERRETEES EL CloudFormation& 4, AWS CDK %1 &
RERETHEAEIR CloudFormation, B2 , 8 AWS CDK fEFARIFEE AT A EER R 11 EE Terraform
TS, UTRERAEAERNE S AWS CDK,

const importedBucket: IBucket = Bucket.fromBucketAttributes(
scope,
"imported-bucket",

{
bucketName: "My_S3_Bucket"

}

EANERBERBEBELARAEERBEENFERNE —EELRAABEL EAREEN, FBAnew
Bucket (... #8812 —@EHFNER , XFWABucket.fromBucketAttributes(.. . EA—EEE
W, BULUGEEBMN FEEEREE , AWSCDK UERIEENERE. T8 , Z—EFRZE
R, BUNEESEEBucket EAINZEHTER , HhISMERTANBHENGZ. EAERE
HE—{@IBucket , WER{ETEBucket X EEFHNEBM., HAEBUUENLHEREAER , BRE
AR TCHITHRENZEREGRN,

£ Terraform 1 , BLHN B EREBEABBRERERER, KSZHESRM Terraform EIREHE —EFEHM Y
BRHIR. LT R Terraform S3 @FIFRERZRHE B EE R RIRNEH,

# S3 Bucket resource:

resource "aws_s3_bucket" "My_S3_Bucket" {
bucket = "My_S3_Bucket"

}

# S3 Bucket data source:

data "aws_s3_bucket" "My_S3_Bucket" {
bucket = "My_S3_Bucket"

}



https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.aws_iam.IRole.html#attachwbrinlinewbrpolicypolicy
https://developer.hashicorp.com/terraform/language/data-sources

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

EMEEE <EH—EREBIR. MERRRN AR, TEEEERRENTHSEINE
R ERAAEREMAELSHURELH SIRETFRBNAEENE , MERRRAZTEZANERA ST/
E—BAINEARTERNER.

Terraform ERNFEEZRERN KRR BB LUETRERAE , EthRER[E. HRIMFR

&, Terraform R ASBESEHEEFE/IMEABBEMARER, HRERNRRKEZMRN.
LA EREMRRARERNBENHELR (flm@EtERESR D 2H), BR , EFEKeMAR
MERAE, ERBA LB TERERNELFTE, Hit , BB Terraform ERRRRAERER
RV R AR A,

B2 2 BIAY AWS CDK iBucket 51 , ERRFEARERARS . IREFEXRRBEERNEESR ,

BERFETHEPEREZER  FEAENER, EXEN—BERFNGFRELRIZFERZIRFIRR
76 VPC By Amazon EC2 EfIi. R VPC EREFHE , ERFERMAEERET, THIEXBHHIE
R ANAI {5 B R SR B B AR VPCo

data "aws_vpc" "default" {
default = true

}

resource "aws_instance" "instancel" {
ami = "ami-123456"
instance_type = "t2.micro"

subnet_id data.aws_vpc.default.main_route_table_id

}



https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/s3_bucket

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

T % Terraform 28, ZA#{E N H

SHEBAEABERANEZMEREREXNFEL, SXEREARNRE , BHRAURKRTE
B, Terraform SMAHEEALEEES HEBEE, GARBEUAAKENNGE K BHERTE
ABLRANREE , MARE-EREBEERAEER.

Variables

AWS CloudFormation £/ Z2ERRRAUR —([EHETERENERI T —EHEBNETE. A&
#h , Terraform EEABAEHHNEH ., BHALUE Terraform HEERPNEALEES , BEEA
FIENERBRERERESTS. UT=ZBAREXHBRERY Terraform BHEE,

variable "thing_i_made_up" {
type = string
}

variable "random_number" {
default = 5
}

variable "dogs" {
type = list(object({

name = string
breed = string
)
default = [
{
name = "Sparky",
breed = "poodle"
}

]
}

EEEHEPEE Sparky WRE , B LUERAEE var.dogs[0] .breed, MREBHRIEERE ,
BAR7ZEA I E , BIXERESEANSZREEENE. G0, EALLEERSERSHURENE. &
BEHEF , BAUEGDT, RESHR terraform.tivars BRPIREE FINEBEE, THIEFIFE TR
Al 7E terraform.tfvars IEREHP M ASRE , IERTFHRERENTER B &+,

# terraform.tfvars

Variables 17


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/parameters-section-structure.html
https://developer.hashicorp.com/terraform/language/values/variables
https://developer.hashicorp.com/terraform/language/values/variables#variables-on-the-command-line
https://developer.hashicorp.com/terraform/language/values/variables#environment-variables
https://developer.hashicorp.com/terraform/language/values/variables#variable-definitions-tfvars-files
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dogs = [
{
name = "Sparky",
breed = "poodle"
},
{
name = "Fluffy",
breed = "chihuahua"
}
]

random_number = 7

thing_i_made_up = "Kabibble"

L85l terraform.tfvars #€RdogsH W EEZEEHESTHNERE,. NRELEEZTFEEPEHE
B, B EEEEEAEEERAREEEE , T SIEHFFFR.

module "my_custom_module" {

source = "modulesource/custom"
version = "0.0.1"
random_number = 8

}

EEERE , BUEAN—EEb5| I

« sensitive — #ILEREHtruels LB BIEE Terraform 1278 H /226,

* nullable - BB EAtrue AFABBRIEE, HRARRERRENEHRE , ERFE.
« description - BN BEARFTEEHENPEER.

« validation - FREEHMBEIR A,

Terraform BB KL ENEH < —REAELHE ST —NSEREIWH . ST AERBREWHR
MBBHLABBNRGE , TRMBEE XK. BHAIUREBTHRAS , UEEERFAFET.

Flan | BIEEFREERKKESAITH Terraform {HEER, ABHBE ), BEREEEEY
terraform.tfvars ERRREEEMHEE, EEREMM , ST ELUT N EE,

variable "important_config_setting" {
type = string

Variables 18



AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

validation {
condition
error_message

}

length(var.important_config_setting) > 0
"Don't forget to create the terraform.tfvars file!"

validation {
condition

substr(var.important_config_setting, @0, 7) == "prefix-"
"Remember that the value always needs to start with 'prefix-'"

error_message
}
}

MAEHIFFR , BUANEE - BRARESZ @R Terraform JERRKBUIRMIVERAS ZZHJH:—
R, ERIUAHBRERFHSITHAEREENRR, MRSBEEHEELRE 16’?%5&’97]%[1

e

MREAPEEMERERNEBNE , BEM localsERY , MAREFKETEENNRAREH. B
BRE%E  localsERTERNHBERENRZBFEEENMNE. NREEEEMRTFTHE , HINBFERH

BESYAEUARERERE , IEARRETERREINERER, E—localsERAILEHFEAER
FIEAHE , WTHEBIF T,

locals {
moduleName = "My Module"
localConfigId = concat("prefix-", var.important_config_setting)
}
el , ERFEN ER | localsFARFEEKE— |, M local.LocalConfigId,

WHiE

IR Terraform & A B CloudFormation 28 , A LAFR Terraform & {8388 CloudFormation
B, MEFARLFERBHEBANE, T8 , AR Terraform HEERATENGEE , Fit
Terraform & H{EHEARGEEANE ARG RIEHEIE A FEHE |, BIFEELEEESBLREREN
HEHES, MRECERZEMELTEE , ME—EEEFSEFNE_AREN IDE , IFEET
Hloutput[EHRFTIEE L —E&EAE,

output "module_id" {
value = local.module_id

}
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https://developer.hashicorp.com/terraform/language/values/outputs
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/outputs-section-structure.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/outputs-section-structure.html

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

Then in the first module you could use it like this:
module "first_module" {

source = "path/to/first/module"
}

resource "example_resource
module_id = module.first_module.module_id

example_resource_name" {

B Terraform EHHER EMHEBEERAMER , Bt E o LE output EBIRFEH sensitive B
MRBIZEEREHEERE LD, A, output ERATLAEAprecondition BB B & A [R5 4E [E
MvalidationE# : UBFRESHBEFBIENRAUE., EEHRBEREETFVIIEEBNERFRE ,
REBHEETE,

output "important_config_setting" {
value = var.important_config_setting

precondition {
condition length(var.important_config_setting) > 0
error_message = "You forgot to create the terraform.tfvars file again."

}

WhE 20



AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

T #% Terraform BB, REXMAHESIH

HEAEERNAEEEMIERERNRETESMN 1aC TENHRITIR , eMESEEFITERNRNBE
SEBFEMEREE, £ Terraform {HREHR | FRHKE., FKEXMPESIBERBERILEE,

B

FRAEARMEERREN —KEH 2 —REAREFEERNIERE , XTEH EEFERAEMN , BESE
REBESEETRENEIB, Terraform FEI%&EE AWS CloudFormation (REPEIEUSALL , BEAHTEZEREM

RUEXBRIEZESFURBN AR, & BEARIEENEF P IEEE| —L Terraform BEHE , HlL0

substr, concat, length # base64decodeo mEEEAZEEE CloudFormation , Terraform & —
RIIWEHE , TAREHER, flil, MRFEERBHERAIEEREN JSON Y14 , MEZWHE
EEMMEERETERD | BULUSYH A json ERAF | XA Terraform REBERERZMH., £
THEHH , FileHBEUFEEXBEERNAR , A¥jsondecode B HE IR AYHEEL,

resource "example_resource example_resource_name" {

json_object = jsondecode(file("/path/to/file.json"))
}

RIEN

Terraform B R FF R4 T IER | EEREZERXFH LN CloudFormation conditionEE , B fiERAE
BEN=TEEFEE. ETIEHNF A MEREXNSEEZTLHERNER. F (@262 Terraform
FEAY R RIER, BHRSER Terraform BIRBAEZTE  WEMFHSMEEEN id BERELTNE

o

resource "example_resource" "example_resource_name" {
boolean_value
numeric_value

var.value ? true : false
var.value >0 ? 1 : 0
var.value == "change_me" ? "New value" : var.value

string_value
string_value_2
}

There are two ways to express for loops in a Terraform configuration:

var.value != "change_me" ? var.value : "New value"

resource "example_resource example_resource_name" {
list_value = [for object in var.ids : object.id]
list_value_2 = var.ids[*].id

}
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference.html
https://developer.hashicorp.com/terraform/language/functions/substr
https://developer.hashicorp.com/terraform/language/functions/concat
https://developer.hashicorp.com/terraform/language/functions/length
https://developer.hashicorp.com/terraform/language/functions/base64decode
https://developer.hashicorp.com/terraform/language/functions
https://developer.hashicorp.com/terraform/language/expressions/conditionals
https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Operators/Conditional_operator
https://developer.hashicorp.com/terraform/language/expressions/splat

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

R

EERMERNBEFIP , list_valueM list_value 2 BASIH., L&A RHEP—hil
5|8, Terraform thE— 5|8 , HEMA S X E S| EHMEE @Eﬁ-‘é“%ﬁ%ﬂ’ﬂlﬂﬁ% :

« depends_on FRESIBIFEFE LM CloudFormation DependsOn E1k,
- REEPESIETRL-RFEASERMGREHERE,
- AP ESIBAUREBITEREE , B CloudFormation A #Y % KR MM BR BUR

HitpEEIBATFEHBNKREXNNEEZNEZEER, flW , FTHPECI MR FE L ZEEM
ERNERAME ., THEGRBNMAERERAPESIENER TRILME Amazon Elastic Container
Service (Amazon EKS) count #£.,

resource "aws_eks_cluster" "example_0" {
name = "example_0"
role_arn = aws_iam_role.cluster_role.arn

vpc_config {
endpoint_private_access = true
endpoint_public_access = true
subnet_ids var.subnet_ids[0@]

resource "aws_eks_cluster" "example_1" {
name = "example_1"
role_arn = aws_iam_role.cluster_role.arn
vpc_config {
endpoint_private_access true
endpoint_public_access = true

subnet_ids var.subnet_ids[1]

THIEEHI RE AR E A count AR #E 5| E3R 22 3 W18 Amazon EKS £,

resource "aws_eks_cluster" "clusters" {
count =2
name = "cluster_${count.index}"
role_arn = aws_iam_role.cluster_role.arn

vpc_config {

PESIE 22


https://developer.hashicorp.com/terraform/language/meta-arguments/depends_on
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-attribute-dependson.html
https://developer.hashicorp.com/terraform/language/meta-arguments#provider
https://developer.hashicorp.com/terraform/language/meta-arguments/lifecycle
https://docs.aws.amazon.com/cdk/api/v2/python/aws_cdk/RemovalPolicy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-attribute-deletionpolicy.html
https://developer.hashicorp.com/terraform/language/meta-arguments/count

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

endpoint_private_access = true
endpoint_public_access = true
subnet_ids var.subnet_ids[count.index]

EERABREENEBGE , BUUE FRERERPHFERS|count.index, BR , MIREBER
M EELBEMNBELUER , ZEER ? ERME for_each FESIBFTENMIE, for_each F#E5IE
B EEHEUcount , BEREABESIYMHMIIEHF. Terraform ERBFESIYWHNSEARERLHTNE
R TELRMRBEELE count = length(list) , BEERTUEIEENAR A MAREBESI,

EEARBERENE -, TIHHEHSEUMBERE id-0M id-1EAH IDSHVEIR.

variable "ids" {
default = [
{ id = "id-0" 1},
{ id = "id-1" 1},

resource "example_resource" "example_resource_name" {
# If your list fails, you might have to call "toset" on it to convert it to a set
for_each = toset(var.ids)
id = each.value

THEH b EEIMEER , — @AM Sparky, K& , B —{EAR chihuahua Fluffy,

variable "dogs" {

default = {
poodle = "Sparky"
chihuahua = "Fluffy"
}
}

resource "example_resource" "example_resource_name" {
for_each = var.dogs
breed each.key
name = each.value

SiF-ElE 23
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AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

FRAGE LA count.index FEGTEIAFRERB RS — % , BALAERASEYWHFE for_each BE A
BEEBNRSIENE, BN for cach BZ—EFFENYH , RS ERSIEMERTESHEHS
ARZRMIBHE, TRERETLUER for_each FESIBNTRLR , URIMAEB AR BEERSZE

ELME,

#i {51 for_each & E-XARBEH BEZRRBEE
A " " _ _
["poodle", each.key = each.key =
"chihuahua"] "poodle" "chihuahua"
each.value = each.value =
null null
B _ _
[ each.key = { each.key = {
{ type = "poodle", type = "chihuahu
a",
type = name = "Sparky"
"poodle", name = "Fluffy"
}
name = "Sparky" }
each.value =
1, null each.value =
null
{

type = "chihuahu
all’

name = "Fluffy"

}
1
C _ _
{ each.key = each.key =
"poodle" "chihuahua"
poodle =
"Sparky", each.value = each.value =

"Sparky" "Fluffy"

PESIE 24
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&5 f5l for_each EH E-RREEEH BEoRRBEH

chihuahua =
"Fluffy"
}

D - n n - n n
{ each.key = "dogs each.key = "cats
dogs = { each.value = { each.value = {
poodle = poodle = persian =

"Sparky", "Sparky", "Felix",
chihuahua = chihuahua = burmese =
"Fluffy" "Fluffy" "Morris"
iy } }
cats = {
persian =
"Felix",
burmese =
"Morris"
}
}

SiF-ElE 25
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Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

i 5

E

for_each g#!

1
|

dogs

type
"poodle",

name "Sparky"

1

type = "chihuahu

name = "Fluffy"

type = "persian"

name = "Felix"

1

type = "burmese"

name = "Morris"

B-RREBEEE

each.key = "dogs"

each.value = [

{

type =
"poodle",

name = "Sparky"

}

{

type = "chihuahu

name = "Fluffy"

BoRREBEEH

each.

each.

type

name

1

type

name

key = "cats

value = [

= "persian"

= "Felix"

= "burmese"

= "Morris"

SiF-ElE
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&3 15 for_each ##! BE-RARBEE
}
]
}

Hitk , R var.animals ERERSIE , BAIUERTIERE K ASESYEY —EBER.,

resource "example_resource example_resource_name" {

for_each = var.animals

type = each.key
breeds = each.value[*].type
names = each.value[*].name

RE , BAUERATIENS , AEEBWELRMBEER,

resource "example_resource" "example_resource_name" {
for_each = var.animals.dogs

type = "dogs"
breeds = each.value.type
names = each.value.name

resource "example_resource example_resource_name" {

for_each = var.animals.cats
type = "cats"

breeds = each.value. type
names = each.value.name

BoRREBEEH

SiF-ElE
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AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

EREESE

] RFFEE R Terraform M3E CloudFormation ?

—MmE , MRENITHEEEHITEMNR AWS , AWS CloudFormation €124 Terraform FHEBFHNR4E
TEEHK,. TE A6 NMRENIEHITEHFZE=ZLER , 2P BEZEERRERMHEF , Terraform
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resource "aws_s3_bucket" "myS3Bucket" {
bucket = "my-s3-bucket"

bucketName = aws_s3_bucket.myS3Bucket.bucket
~ W N
ERIRIR

data "aws_s3_bucket" "myS3Bucket" {
bucket = "my-s3-bucket"

bucketName = data.aws_s3_bucket.myS3Bucket.bucket

Rie

module "eks" {
source = "terraform-aws-modules/eks/aws"
version = "20.2.1"

vpc_id = module.eks.vpc_id

B

variable "my_variable" = {
default = "dog"

animalType = var.my_variable

EIR
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|5 15}

locals {
type = "dog
}

animalType =

local.type

& 35,

31



AWS 5 &5l

Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

M A B 52 AT %

TRER T AEENEREE, MRER

DU

WERIBEARRERAER , ATLAFTE RSS HE,

B

2024%3H29 H

32


https://docs.aws.amazon.com/prescriptive-guidance/latest/getting-started-terraform/getting-started-terraform.rss

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

AWS R g IR EIFRARR

LA 2 AWS Prescriptive Guidance RtHIKr, ERMEXNHEANNEE., BEEHRER , FEAA
RERRAEBHRHEE R ESEER,

&

7R

A

==

%

KERAEABEERNtEERELRE, ELEXL Gartner £ 2011 EFREMN SR AER 8
BEUTREA :

- ER/EFRB -ROVNASRREDERBBEARIN NS RERE , URSHENE. MM

AEREY. ERESRBEEERKNERE, €6 : BEWHRISIE Oracle ERE BBE
Amazon Aurora PostgreSQL &R Ao

- FRER (FEHNER) - KEARABEERR , Y5I A —ERENEBUNAERNEE. &6 &

NERERE Oracle EXIE BB E HHY Amazon Relational Database Service (Amazon RDS) for
Oracle AWS Eif,

- ENRE (BEBRE) -RETEANER , BEERERRERE SaaS HE, | . #ENF

FEBRERE (CRM) %4k BB ZE Salesforce.com,

- EHER (BIER) - SERAEXBESR , MAETEMRSEUANASRINEE. 86 8N

IS ERE Oracle ERE BB E § EC2 #1T{EE LAY Oracle AWS Ei,

- EXNTHE (ERESFERRSNBER) - SERRRREER , BEFRENER, EXER

BASBHRERE, BAUKARBEADFEFEEBIEEFENERER, &6 4§
Microsoft Hyper-VIEERREX BB ZE AWS,

- RE (EFRR) - SEARARBERRRED, HYRoETEEZERNERAESX , BR

FERBZTHEILEEINR , URECRERENEREAER , RARBEXRBEARETERS,

- K- BREAIBRRFREFTEFENERAER.

ABAC

ESHE R,

33



AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

Rk

RS XERK.

ACID

ASRETE. —BE, BEEE, WA,
FB-THAER

—BEREBRLE , AFRENERENEAKES (EZBEALNERITEAREERARE) ,
EmEENESHEERHEEERBEERARIANRS, hFEXENE, ZRHANES
MAFTE-RMENHR, CEBE , BEEH-HHEBFEESHNITRF,

—BEREBRLE , AFRENERENERERS K BRARFENESEERNERERRE
HMERRERBEREAEANRS. BRENETERHMBTEZIEMRS,

E—#ERY LEER SQL HE , S EHENE -—BOE., REREMNEHEIE SUMH MAX.

Al
w2EAIEE,
AlOps
w2BEAIEERE
E&1t
KAMBEREFBAAEANER. ERBLEIRREBARBILE, EZERTBHEARBAR
RER

REMEEENERERALTR  HPRRASREAR NS, BYNSLERBRESRARER.
FERER 12

—BZE2NE , EAHEARENERER  UiHBIRERREZIBZEHRIE,
FEREXES

RREBEANSEEAEXNFEEANES  SFREENEERRAE IR AREHEEE.
BEARERESRRNSMEFNERE , FBRBRIEER. RALCNELHEAEXNLI ER
B EIEFF.



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

AIEE Al

ERNERE , IR EREERMRATES EAFHEBENEAGE , SINEE, FREENE
BIER, ME/HMES  F2RAERATIER?

AT EE21E (AlOps)

ERAMRBIRMARREBE, BOBREEHNMAITEUARRESRBRENERF. MFEHEN
A7 AWS BB REEHEMA AlOps WFMEN , F2REEESEE,

BN
~ENEREE , CEA-HeR  —EARNENAESRA—EARRENLESR. AL
S$ANESR , BACTARGRS  EELESRTREENEER,

BFHE. —HiE, WEHE FAM (ACID)

—ERRE  DEERRSE TRAERLEEENERT | LARRENEN AR
RAETRLE,
B R AFER I (ABAC)

3
¢
&n

BRIFEFERAEBMY (G, THEBENEKER) BUBHINER., UFEFHER
¢ AWS Identity and Access Management (IAM) 3X4) 8 ABAC for AWS,

FREBRAERNUE K BESKATRNEARR. EUURREERRRTFNERERTHM
B , MRERERER , SINER. BT BRBILER,

oA EE

FRAREMNE AWS EE | AIRREATHREPHERE , YREEE RSP EABE R RSN EK
AR, RIEERERIELRRES

AWS EinERFAZEE (AWS CAF)

MESSHNREERREE AWS | AHBEBFHEARNEEBEMNE , URHIBEER, AWS
CAF 8REELFHBERAEEHNEE | XK. AR, BE. ¥FE. R2VWEE, XK. AENE
ERRMEENFERERENERF ; ¥4, ReNEEEEZENRMNRENERF. Sl , AESEBmE
HREBEADER (HR)., ABERIIENMASEENNERRA. Bt , AWS CAF RAERE. JI
RABEARMIES| , HEEBMT R IRAZ RN ER, NFEFMAER , FSH AWS CAF UM
AWS CAF HERE.

A 35


https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

AWS TEEHEKLERE (AWS WQF)

IMENEERIHEH,. ERERERYRHIEELENTE, AWS WQF FEMf R AWS
Schema Conversion Tool (AWS SCT), EE7 MERNEZBRANEXNBYH. EAEXER
0. MEEMERMEEEY , WRHFTEHRE.

B

SERRAVEEER A

EETEREEEA BBV A
BCP

ASRERSEESRE,
TRE

BERTANKE-—EBXRE  UR—BREERNEER. B UETAEBE Amazon Detective # L
ERRRERMONEAER. THEN AP WINELEE. WFEFHAER , F2REAXHHNIT
REPHNER,

K Fr R

BEAMERE AR THENRERL. FFESE Endianness,

RS E
FEASESERNIBRE METRENER ). i, ML ERTAESERENEN "HEFH4R
BENKREYG? , ERAEDS "EmMREERARE?

Bloom ERZE &4

—EHRME, ERESHNENES , ARAETEREAEHNKE.
E/REE

—EHERE , SULEETREYMECEEMENIRE, SN E—@RR (E€) PHITE
BIRVBRARENMRAE , Y ES —FIRE (K2 ) PRTHHNEAERNMRAE, RETHBERESR
R, v EREERK.

ez A
EBEBERNTESLERLERAR TN EDINEREAEN. AERSATATER ,

MTERRREEE LiRREARSIH Web RRBER, REHMEBABRZESHBI[A , EETENE
EEA RS,



https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

Yo iy

RIBEUERIARE-—SRHEHEFANRE , BAES AREARIEINER T, BEMARK
RERHESARERZENRED AHEH,

2%
RABETEQSNES. REETEINE—E2X2EIBS %, LUNRRES XEIHH
¥ REESFH X ERIDARBERE, CRYARBRIDENS XBEBADES X, BERH
BRGNS, THSHES XAHEEEI X, NHEHMET, , BSHPR S X (GitHub T4).

TP

ERHRERT  URBEBZENERF K REAERENEHMETEEETIN AWS IRF 2 BFEL
. MEFMEF , 52K Well-Architected I8FEH R AWS BT RIBEFEE.

PR it SR A&

REPHIRAERFE. YRARERARL R | 7JLURER B B R B/ 2 /Y BR B RER
g, MREERREAREMRE , ATREE SR Mk Kug.

R ETIREL
REREEDNENNLERESR,
R

ERNARNEEE (Pl , HE. EFRBIER), BRI UTEDHRBRBMEAERK, NF
A  F2RE AWS EHTASCHRE AR ENEREBE N ETEESDD

B EFMERE (BCP)
—ERREEMES (WAREER) HEENBEX BYEXBEARERELENE,

C

CAF

:I:I‘H

EZEAWS EREAEE,
Canary &

RAEREREAENRENEERA, EREEOR , BUUHBHARAIL T LE B BIARA.
CCoE

552/ Cloud Center of Excellences



https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

CDC

ESREEEREEL
£ 5 G R (CDC)
EREERRER (INERERE) WEEYCHEREBENPRENNER. B0 CDC AR
BEAR , IR IEBEEERRETHNEEURERSD,
BHEIRE
WMESIAMBER B REEES , LUAEARKAEE, B BUEHA AWS Fault Injection Service (AWS

FIS) S1THE , BEN AWS THSRSBRE D | BFERELE,
Cl/CD

RSN RE A NBERA,
5%

BEORELFANSEREF. AR ERBEN ML EETEAISEE. HREKXERETE, 6l
o, REARFENEEEPREERE,
P i 0 28

EEE AWS R ZWERZH , EXREMEER,
E ik S#F A (CCoE)

—EZEBRER , THBEEASHNEREAIE  SREEZRERREERX. ADHER. FIEE
BIEFERARESHEHBETAREER, MEFHER , F28 AWS Ein BERBIBER LN
CCoE j{ﬁo

BERARERERFEN 0T REEENEREN. BmEEREEEEIEEEERIM,
RimiRFEE

BT @8R, AREE. BANSREIL-—HNSESHRRBNREEE, MEFMAENR ,

LN ERRFEE,

SRAEHEER

T
W
&0
-

HRETERE KERSEENDLERR AWS EiF :
« ER -7 -LEEBREABNERUETHESRENZE MR
- Eff -HTERRENEREZREA (Bl , B ZMEEREE, % CCoE. BIZEMET)



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|
- B - ERERNEAERX
- BEY - BILERMRE , YEEKPEIH

iE LEPE ER = H Stephen Orban fE#83% & X E The Journey Toward Cloud-First &l Enterprise
Strategy ZBE & FR AR HRIESZ. AWS Eix EERTCMUME AWS EEREEBNE
7, F2REERERER.

CMDB

nﬁ e ﬁ%ﬂ Miiﬁﬂjio
EXNBREE

BBRARHEFREERENREEXNBNEMEE (Bl H, #HANESH) HuE. TR
Einf#FEIZHE GitHub= Bltbucket Cloud, BABHNEBEREABBERAD X, EHMBREEED &
B FEHERNE@NEE, E— CI/ICD EENAERAZERETE.

7 EREL

—ERERNR , EREN., REXH , AETTBRIATHBENER. SEXENE  RAENE
PITEESARECREEHGREN , ELEEFRIERES.

mER
ROGHNEBEERTERNER ., SHEEERE  BETEZEE#N. BUHERBEWERK
Hﬁkﬂ@iﬁﬂ’]ﬁ%ﬁ%ﬁiiﬁﬁu PPN 29578
EHRE (CV)
FRAMBRSERENYBNE S EREBEN D THNBEIERN Al #4, Hla , Amazon
SageMaker Al 12 CV W GRIBEE %,
B R B

HRIFAH  AESNERRERE, EVRESEFTFEITES A MEBERHENES
B,

fRREE IR E R E (CMDB)

RENEEARERERE TRENEFANREE  FReEREVNREBIHAREAR. £EEE
EBENEmMBESREMD TR GER CMDB RIVER

—HMEH

A LUEE R AWS Config REINSHEERS , BT AN ERNLZERE, B UER YAML
A B—BHEEHDEA AWS IRFE # B REEEBNE BB, ﬁﬂ%#%ﬂiﬁnﬂ S
AWS Config X#HH I —HHEEH.

C 39


https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

BFERSMEFERS (CIICD)

BEtBRBTEFNRE, BB, AR, EENLEERRNERF. CI/ICD BERERAEE, Cl/
CD AiBh & EFEEL, BRALEN, AEEABREUARMNMRREE, MEFMER , 7
SRSEXNNER. CD A RTEENE, WHEFAEN , F2RSEINEFETE.

Ccv

3

BHERRE.

O

1= ﬁ \|/\
=3
TN

1

MEPBLNER , flNFEFERNER.
RBEEHNBREREL N ERBERNERF. CRMABREZEAREEREEEEEN

o, RACAUGBEEEEENERRENREZEEH, ER98ER AWS Well-Architected
Framework RZ £ XN T, MEFMENR K BZEER D,

AR mat
LSEEREARIR ML EENERcEEERNEL , M AERERBERENEE, B8R
BERCARRE ML RE RN BERE, ERENL TS,

BahnER

EENBETEIBBINESR , fINEBRERBEE,

REis , B8, sBAERBEEREEPXEE,
ER& M

ERENEEBRLEERNNERER, £ PEFENZIML AWS Eii AR ERBLERRE, KA
70 A 2 B o

AWS REFH—HEFEP AT, TiHRERRAEENG IS RRAENNERFIREENE
Ho MEFHMER , F2RE LBEERFEZ AWS,



https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

ERFESTRE

ARG ERERE ML BRI ERHTNEN, AEREENTREREBRELMAT , WHERE
R, T—HHEENE,

BERIRR
EEELmBHPERERNRGARFNELZENESF  AINENNEE, BRANREFETR.
EREeE

EERENEEERIEA,
e

XEBXEZINENEERR , fl0 2. ERARBEQSAEELEN  BEAREMNY
#o

BEREERES (DDL)

FARBISBUAENEPERRNYG 2 EBNREXNS TS,
BEREREEES (DML)

RMER (A, EMMMER) EREFEFANREXH BT
DDL

ESREREERES
REEE

BESERESTEEETER, TUEAREREBRESEERNARREF RPN TIREE
28

REZE

—EMREE TR , CEAZEATHEREREZEABNE A ENREE REHHNYHER

ER—EBEARLFZE  HPF—RINLZL2HBFINRFESERBAERBELRBLIE , LR
EREBNMHEPERNERYE, TEENTAY, BE87E LRALLREEE AWS , "‘\_IJ«X'E AWS
Organizations fE BN T EE#H B LS @EHIE , UHBREER. Fl0 , defense-in-depthJ5 3£ AT 6E
SEAZERE. ARIBME,




AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

ZRNEES

£ # AWS Organizations , M AK R AT LA AWS K ERFE , UEBRBEMAIIRS N EEX
RIEVEF . WIRFBAZBRBENEREES, NEFHEANERREEE , F2H AWS
Organizations XA Y AT #£EL AWS OrganizationsiE/EH R 7o

deployment

EEEREPREEARN. FYREIBRABEENEF, BESREEABETEEEE K A&
EERARAREPEENATAENRE,

FEIRE

BB B,
(R
—EReEs | AAESARESEN, DHENEE, FESHEEERE  BEAIESER
EEBERENE LB, NBENHEET | BSWE AWS LEAER SR R RS,
BISHE B RBES (DVSM)

—EREF K ARSYELZRHBRARLENBHINEENREERERTENRE . DVSM
HEATRAEABEREERRNEERRRGEF, CEENEBRBRBEFEINBEHE
{E 7 B9 2 BR A B B

Biuo &

EEHRARENERER  GINEEY. TH. TEXRBREER, BUISXIERNEHE, B
mEEMEEREL,

EEERERAP BIHERRTEEBREEEHRFTENENNERNBY. HEERKRBMHE
FEEXFHUSEMEET , HTAENFHAL, EEBMHEERANEHEE. FRNEREER,
b3
BIETHEEEIRREETENBNEEREEKBENSEH, EELE4 TR EAKE, HiiW
BERALSBENER , fINENREERRESHERE,
KER (DR)

ARG EEERNFRERNERNEARERENKENER. URFHEEA , F2H AWS
Well-Architected Framework ) F TS AL EHEFR AWS . ElmFHER,



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

DML

A2RENERERES.
REE B ERG

—EHBREMERREN S, ceESETtESETGRIRENTE RN MBSO ER
BiZ8E3BE, Eric Evans £ HE 1 Domain-Driven Design: Tackling Complexity in the Heart of
Software (Boston: Addison-Wesley Professional, 2003) M8 TiE— =, MEGRANMANGHET
BE B HYEX 5T EE strangler fig BN BEERNEF , FSEEHA B4 Amazon AP| Gateway EH R
RALERR Microsoft ASP.NET (ASMX) Web BB

DR

I'-Iﬁ e ﬁi;ﬁfﬁﬁo
{m B R

EHEEEARNRE, flw, ERLUER AWS CloudFormation SREBIRKEE R mEE
Al LAEF AWS Control Tower REAIEEEFFP AgEZEREERGAMNESE, hitps:/
docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.ntml

DVSM

SRR EB MRS,

E
EDA

ASRREMER D,
EDI

ASRETERNR,

RI oT W@ EEERHEEEFRINEMN, RERESMEL , BEER A LUK D EHIEE I
E O RRFE,

BT HHXHR (ED)
ERMZ ML DXRBEIM . DRHEER RSN ELET SRR,



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://aws.amazon.com/what-is/electronic-data-interchange/

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

nz

BAETENNAXFERERENZNFZNEERRF,
nzeie

HNZEEEEENERVTHNNEFS, SRRETRAEMTE , S#ESRKRNRTHETATER
HME—m,

i
UnEEERCRETNREEIEF. REFRRELRERSERMUTE. MeFREELHER
BRI,

Vi

w20 REm&.

i B AR A%
BA U EERMEER (VPC) PEEMEHEMERAELANERSE. SUUER BEUinHRE
AWS PrivateLink A% 5F A #% F H At AWS #RF = AWS Identity and Access Management (IAM) &

A, BERFHERIUBEBREYNE VPC B TEZRZLNIHRHERE. MEFHENR  F
28 Amazon Virtual Private Cloud (Amazon VPC) 3 4 A i %2 37 Ui 26 AR 75 o

EERRE (ERP)

—ERHK , TR ERCENRBERRE (flWEst. MES IEREHE ),
ERm=E
FAS—ENZSREEENBSBETMENER. WEFHEF , FSE AWS Key
Management Service (AWS KMS) X4 # K15 £ %,
R

BITHRARXNIATER, UTREREEPERNRREE .

- FRERE - ITPRARANTER  REAEHERARNNROERTEEM. RERR
ARAHEE K AXBRAZRREAIRNSHNRE. LEENREERBEANERR,

- BRENRE - BARANAAERRRE  SIARNERZENIENFERRE.

- HERER - RREAZETUERNATHFRARANYTER. £ CI/ICD BEF , LERRES
#®— AR BIRE,

- KENRE - ROFEREBRUUNNEREIFRNMAERE, EVREREERE,. £EIRE
R AREREZEZEAFENRE.

x|



https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

epic

HEERED  BEYRNEBTELHE THEEEIEFNREER. epic RUHERMBEEBNSE
MR, Hlan , AWS CAF ZeBi2a8fE5 o MEMER, ARG, EfRkRe. ERREN
SHOE, MEEE AWS EBERKPH Epic WFHMER , F2RAFEEFEER.

ERP

Flﬁ / %ﬁlﬁ;ﬁiuo
RRMEER DM (EDA)

DMEREUATHEFTERENBRE. SAREIREER  RRYUTALSABUSHEEN, GRE
FAWMERR. BB ERERTLELER THRILRHIT EDA,

F

EREBELFHFREN R, CEREREBRRENBLER, — KNS K SEERRTEWE
BHENEHN  @EENER , URESHEERRNBRIZNERR.

RIE K

—EERARENEENEAREERREMBENNES. E=RBESENEEMS .

B Br Bk SR PR
£ P AWS Eiw , GETTAED AWS B, ZHTEHIENTFTEFEASRENENTE 15
BRUETEEENEY, MEFMENR , F2EAWS BEREEERR,

jJAb/\i

ASHD
1

RRETHEANBAER, flU , ERERET , FRTREENRREEERBERNRR,
PREEEM
BREENEENFENEZEE, ERERTATUEBEERMMRITENRERSD , HI20 Shapley

Additive Explanations (SHAP) M n HE. MEFMEF , 28 NEEET R FEN
AWS,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

FEE R

BILMLEFNES K SREARGERFEEEER, #HRE, ARE-—ERHUBENSHEAER, &
AEMLERRERRZER, fl0, MR "2021-05-27 00:15:371 BEElID A 2021, . TH
Ay, TB@E, M "5, , MM iGB BB EE A2 E LR ER T EBEBAERHEN,

DEHEURTR
FEER LLM STEUNEEZE , RROEREEKNMEHEOES . LENTEARAZENWE
AR  HHERSRARERIPOES (RER) P2E, YREERFERX, HERBHAERN
% , PENRTEEEN. ZHESRBHEHEETR.

FGAC

R2REM TR,
FHEEES (FGAC)

152 A 2 Bl A R A BT BB R EGEE Ko

GARAIBE ¥4
—BEREBRLE  ERSFERNENEAERERNER  USTREKENKERNEREN
MAREADERLEZ. BERRBEREBRERE,

FM

nl‘ﬂ

ESEERER,
ERER (FM)
REREBTEHEER  CHYERNMAELERNAKEEREETIIR, FMs seAAMTEE—MK

5% BIMTRES. BEXFAREG  URMARFBSCH. IEHMEET  F2RIEREH
R,

G

£ A
B AREERETIRN A ZEFE | AIFEAGRENXFRIRIEYTINAZTHR @R , fIOEE,
Eh., XFNEH. WEFHMER , F2RITERERR Al

b F2 £ 65
wESRHERS,

G 46


https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/generative-ai/

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

1 3 PR 5 (3t 32 £ 8H)

Amazon CloudFront FHYIEIE | AP LS EBR/MENFERAEERANR D%, B ERAEE
REEEFEREEREMBILNER/MIE, MEFMENR , 5520 CloudFront XHFHRHREFIAR
K 1t T2 9 4 .

Gitflow T/E#T2

ER—ERZ, HPBRIRSREEREBREEFEATRE DX, Gitflow THERERESE
MR, MAERRAERN THERERRN. REFHEE.

EXB/
REHMBHRE , MAREZRRAKEBHATEROER, flm, ERED , ESRETHAR
HZEEELHERE  YEHRRESKERERENEE, TRERENEED,
ik b SR B
MRRPRZERERRE. BRURBERAKBRER |, T LEREREHRZIN , MAERFIER
RERREHERYE  0BAGE, IREERERFERRE , ATREEE SR Mk KuE.
B R

BERBEMBEN OU) RERER, HRNEHANSERAA, FEHEpHERSISRTIE TR
K, UBRRHEEAEE, EBFEARBEGBEEN IAM TR RRAGEEME, ERIMFHEREIT
BABKERNEHABEE 6 YELREUEEBE,. ©M2FEBFER AWS Config AWS Security Hub
CSPM. Amazon GuardDuty, . Amazon Inspector AWS Trusted Advisorfl B 5] AWS Lambda #&
BREE,

it

=ﬁ%ﬁ = E.I-FH'H’:O
REEENEER
BRFEENEEBREFEATEAERNESIZHNEEERE (Hla0 , Oracle £ Amazon Aurora), EEE

BEERENRBIEN -0  MERGEEHLTEE - REREH. AWS EHBEPRERE
RE#R AWS SCT,

=A% (HA)

BB KEE  TEEFEAETNT ANBRTHEEF. HA RRNRFTENRBBAE
BE, FERHASmENNE  YERETRNAEHENME , WM ETEREERE.

o}



https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

BB

—ERE , ARBEACMAMIBRERN (OT) Rk, LEFHBREREXNER. BELENE—E
ERE , ARMEIHRPNEERFRENTRESR.

REBER
AR EETEANEREDRENILrBRIELRER . B UFERAREER , FBLEBIER
B 78 8 B2 4R B8 B R R FR Ak 18 B Y BE
BENREERNEEREHLAERERESIZHBEEZEERE (H/10 , Microsoft SQL Server £
Amazon RDS for SQL Server), AIEEBRBEERIMERR T AER TN —B02. EAUERAR
SERENARREBEBRR,
REEHNER  fINABERRRINEZEER., WERNEFETESWEREBRER , FaEiR
HPOEEHEE,

EHERF

B ELEERETNERBE, HREREY  BESEHE DevOps BT TEREZINANITE
RN,

BAREE A

YR  EREREEREENELEBNEARNUERAEMRENRR, 8% , BEENE
ER1-4 R, EBEREFZHBERE K ERERERSSEAEANEAERGEREEBRK,

laC

RERRER/EXR,
B BEE

EEE-HZE IAM TRHBEK , TEREE AWS Eif REPHFF,
BEEAREN

90 XA CPU MERE FIIEARE 5% £ 20% 2HENEARR., EBBERY , BEEEK
ELERARAIREREERITHE.




AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

lloT

HSR T MBI,
TR ERR
BEEIFARSEVERRENER TSN, SHRBIRENERDE. TTRERS

MEARE LS ERREE -, URAER, MEFMEN , 528 AWS Well-Architected
Framework AV EA A A S ER LN LERIEER.

EA (8 A) VPC

£ AWS ZIRFRED | #2, RENBHRE AR @EERYN VPC, AWS 222 %
FEEBRLEREA, BHANRE VPC RFEMBIRE , MRERARAEERZNBREE
B E RN H.

BEER

— BN BN EEDREREX SN EBoBE L MARAITE -, TBNE, Flw,
BRI TRAG - EHRENEAEBENRR. HEAMAREREREF 2R , EUNERSBEH
HttRBREAE , ERAUERZEEENRM. WREAREEAR BB R,

T%¥40

2016 £ Klaus Schwab # HEVMTEE |, FiBEFeE D, BIRBER. BEML. 2 A/ML BEE |
EREEFHNEBERI,

B

ERAEXRETIENMBEERNEE,

B2 (1aC)
BB AEEERRAENEERARKNERIRENER, 1aC EEHMEEPERERRE , &
BERILRRER , WEMRRTER, I8E—H,

T EYIEAE (1loT)
EREE, R, RE, BRAR. £oRBNBEEEXEEERAERARERNBRZFNE
B, MEHMET , F2RELTEYEE (loT) BvERFERE,

®E VPC

£ AWS ZIRFREEFR , £9X VPC , AIEE VPCs ( EHRRTEN H AWS EiF), HEERER
MADEME BN EERERE, AWS 22 SELERBEERAEA,. EHEARE VPC KRR
EMREIRE , MRBEARXNREREZNERAE cBNERTHEH,

| 49


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

YIEHE (1oT)

EARBRABARNEERNEETRYERN , HEERRERIALBAEKELHRENR
HETERA, MBPFMEER , F2EMTER 0T ?

A M
HMESTEBN —ERY , AT NBRARRERNENNTEER LR ANEE, NRHER
A, 2R NS ETEE T EEM AWS,

loT

3
¢

B Bt
IT EFAE (ITIL)

— AR IT REEESLERBEELEEFERRE—BNREEX, ITIL A ITSM 2T ERE,
IT RIEEE (ITSM)

EAMIMVERGET, BF, EEMNXE T REBABMNED. WFAEKERBAER ITSM TEEENE
7, F2RREESER.

ITIL

B2 T EHE,
ITSM

w2H T RBEE,

L
BERAEFEUES (LBAC)

sRHFERE (MAC) WEHE  HPERENENA SN BSHRERNZ2ERE, FRERS
BENENZ2ERCENRESRECAE TUREBLEERIIMERH.

EEED
EEEHRRBRINZIRFE AWS RIE | AfREARE. ER—ERE , BMNEB IR E

RERBANBELFEEHERARS  IHEZNERRBREZREL. NWFEAEEERETM
HMET  F2EREZREHVERNZIRE AWS TR,



https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

REFESEE (LLM)

AEIFERABERMNRESZE Al EE, LLM ALHATSEEH , fINEE[HE, BEXH. 8X
FHERHMES K URTRTT. UFFMERA , F2RMTER LLMs,

REER

% 300 #PHE Z MAA;RER.
LBAC

nﬁ E2 ﬁ*ﬁﬁﬁuﬁﬂy?ﬁﬁgu
RIEER

BFRTEBRMEZLHEHTNZEREEYR. NEFHER , F2H IAM XHEHHNEASEER

FERNE R

BH2E 7 E R
N R R

BABEREERNTHENRK. FFSE Endianness,
LLM

BIRAVIRE

2R BN

M
HEREE (ML)

—EFEAEEENBIMETEXBINBENATEE, BEBESETOTLRTHNER (B
WYPERAE (1oT) B 2 |, URBEXELERTRE., NFEFHEN , F2REUEEE,

BEHX

HI‘H

SR



https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/what-is/machine-learning/

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

EEHE

EEEREMZLIRBMLENKRE. TERBUREPHERRE, REBRERA , FWMERER
ENEH, SEEENEMERE. B8, IRHE. /HRFAE. BRUBMEBREIRS,

ZE R
AWS fR¥5 & AWS REERERERE. FERRNTE A MESFEURMRERNENE

#t. Amazon Simple Storage Service (Amazon S3) # Amazon DynamoDB 2 2 EREHI &6, E
LB AHRBRK,

B ST RH (MES)

—ERERS  ARNER., B2, TENEFHEERR  BEYNERARSMKM.
MAP

BYTE HBTERA K AREREERUETHARNTERRF. B2 ERESRLCNNELS
NIEIR, MEFHMAEF , 5528 AWS Well-Architected Framework = i 22 & # 4,

R Btk P
BREB—ToHNEEIRE AWS tRFE LUSBIFTE AWS Organizations. 1RFE —X Ree2 —{EHES

BRI 2% /5] B =AY 88 8 B machine-to-machine(M2M) BEAGE , BARERZ RN loT £E,
AR #

—EDENBIURYE  CAEBERPEN API £1TEF , EEHR/NEBIEKES. Flw, R

RRTRE T SHEEERRE D (FIMHEERITH) L FEE (PINBE. REDD ) BHEE. Bk

BNEXSEREE, BHRE, ERHE, TEECANEXRNERD. NFFEEF , F2
BISEFAE AWS A fREF IR B S AR .

HARF SRR

—EERBIAHRRERRARRNS L  SE AR UMREER TS ERARRER, &
EWRSEEREER APl SBRRESNNEETER. HEET NS EAREESTUET

M 52


https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

EH, HENEE  UnEERARNEESRNER. NFHEEN , F2RE LEFHRY
AWS,

Migration Acceleration Program (MAP)

—RB AWS FTE , BHFEAXER., JIRNRE , HEEEENRANEERR  UBESR , Wik
BhiKSAB B R A, MAP BEARABRTELUTENEBBNER S EZUR —AARBBLH
MEEREBBRAFNITE,

RBREER

EREDEBARNESREABEERNESF  E8EKRRT , SEUERNEEBBESEARE
No EREAEEHRKREBINEEEBNCRAIREFER,. TENRENEBRIR , UE
BEBCANHEINECTERENER, ER AWS BB RN E =R,

B T

MEBEEBL. BENGEECIFRSEEBNEREER, EBIHREREEQREEE, XKD
WS E,. BB IR, BB ABURKESE Sprint T4EH DevOps EXEAB, 20% £ 50% Z
BHNEEEARXESESTEB IR ZBLNEEEN, NFEFHMER , F2ALARTEF
MER TN RNERER TKIER.

EBRHEER

ARATREBAMENEAERXNARSZNEN. SEEREARTE-EATRANERDEER, B
BREENNEMIFEETER. ZE5EN AWS IRE,

BBER
AEENERTK  FHErERER, EBANMURAMERANEREARSIRE. 86 £
A AWS Application Migration Service EFFEEBE ZE Amazon EC2,

EBEETE (MPA)

RETE  RERIHERGIUERE WEF AWS Eif. MPA REFENESTTE (ARFEES
BE, EE. AREERALE, BBEASH) UREBRE (BREAENITNERKE. B
AEX2E,. EBEEIER , URERARE). MPATE (FEERA) A#RAE AWS ERIF APN
SERFEBREER.

BB EREEREFNE (MRA)

£/ AWS CAF BV EmEMREAVR R, BBIERE , LUREMTEF EILUSBRE BB =1
MiEF. MFEFHEF  F2HREBEREEEM. MRA  AWS EBEEMNE -,

M 53


https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://mpa.accelerate.amazonaws.com/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

BRI

AR ITHEERBRE NHE AWS Bif, NEFEFMER  F2RLARKPH 7 ERs HE |, I
B2HBEENEBUMERREER,

HER2E (ML)

ASRMEEE,
BN

B (BMRE—) EAEAREEREBERATRPEE. EREHASETANRE ,
BRERA, RERXXRIFALF. WFEFMAER , F2H_ 0O PHRARCEAEXNERRE
AWS Eim,

BRI EREEE

BRI AR EEBEARXN R EREE ; BB, BRNAMKYE  XREBRBEN
EZAEE LXEELRARANRIRE, FTENERBREEREBNER. FERARALE
FHIR BRI EEENIRRE., URBREBANZE2THE, NFFMER , F2H O
PHFHERAEXNR AL ER AWS BEREE.

E-EARENX (B)

EBREFEENEFEAE-REHTHEAEN. E-EARXELARK. nR—EEARENX
ThEE BRI FERAHE , AN ERREERE. EEXBEERE MU EE - EARXNIEED
SEEEMEN, FEMRELHE  TUAERAHMRERE, NRFAER  F2REE—EXD
R AR

MPA

A HREREmMESFHE,
MQTT

FSBALCTIENEE,
EZ DR

—EEPRELEZERFANBE FAMBEALNERZ—), S, HBRBBRE TREEHE
"hWERRER. REEREHE?. 1E 'EEFFUPBEERENKBER ?

TRERR

EHNEREEICESEEERNENER, BATRS 3. AIESEMaERME , AWS Well-
Architected Framework B2#FRA T A S ER L EEAREER,

M 54


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

O

OAC

RS R FERE,
OA

A2REREFRE S

oC

<

BSHEBEEEE,
BHIRER

—EBEBBAE , TEEBBRETRRRRIFER, A ESREREFHKRE 8% AR/ E3EER
BTHEREH,

Ol

A2 BEES.
OLA

RS RREERTGE.
RLEER

—EERFE  BRUERITERETAREERIBEERR. ERETFEEHNERAEXTEE
BHBEEER. WFZEZSIREEREFHER , BEARBRENEETHFAS,

OPC-UA

w2RERBEFBEA - L5,
B A2 B AR - ﬁﬁ—?ﬂ’fﬁ (OPC-UA)

FA A I # B &{tmachine-to-machine(M2M) BEAHE. OPC-UA RIEERME, 55 RB|AIRER
SN BB,
BRAEKERE (OLA)

— i, BB 1T BeEREARO R RANAR , UAXERBKERR (SLA)
RIFEIBEE (ORR)

BERMEEREERNREEE , AHBETH, fFTh. BB EHNTEARNEE, MFE
SEMME |, 552/ AWS Well-Architected Framework B2 /E%EE 2 (ORR),



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

BAESIT (OT)

EAERRERG TERE. RENERRENERBNERERR, ERED , OT MERAKM (IT)
RENEBEERIX 40 BENBRES,

BEES (0)
EERPEREBRICNER  HEPSREHERERERE, BELNRE, MEFMEN ,
EE S5,

AR

3
¢
k-

B #IRRE AWS CloudTrail E5cs& AWS tkF & PTE WATES4 AWS Organizations.
EBRERNESE AWS IRF A2 EH  CERHISERFPHES, WEFHAER , F28
CloudTrail XX 9 Ay 2 I {E BB Mt

HBEEERE (OCM)
RARRAR, WIENBEENEEEERER, BEMEREENEE. OCM EBMESERA,. #
RBERBE  UREBCNABEE  HEEBAMAENREMTER  YBBRETRENR

i, £ AWS BEBRET  LRBBAAENE K DAZRRAERMENSERE., NFFAE
Eﬂ , nﬁ/ﬂﬁ OCM ?Elﬁ

Raf7EZEH] (OAC)

CloudFront FEYIERAEEIE | AR RFIFELLRE Amazon Simple Storage Service (Amazon S3)
AR, OAC XIEFTE S3 IFrB P A mREF IR INE AWS KMS (SSE-KMS) AWS E1F , IAK
¥f S3 FEFETERA B AEPUTHMIDELETERE R,

JREEFEE 2 (OA)

CloudFront iy —{@iB1E , ARR&IFELAEE Amazon S3 AR . E&#EH OAl B |, CloudFront
BV —E# Amazon S3 ETEREBN TR, KREIENEEBREEFERSE CloudFront 72 R1FEL
S RIFTRINAE. FESE OAC , B REERBM B AN FEURS,

ORR

ASRREREEZ.

oT

nl‘.H.

SRERER,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

B (Jd) vPC

£ AWS ZIRFREBT , BEREREXAME 2 HEHERN VPC, AWS Z£2ZREBERL
ERAEA, EHARE VPC RREMBIRS , MRBEARAEERZNRERHER EHNE[NT
o

P

AR

MHZEE IAM E8H IAM BEEBGR , AREEAENACHEBNRAFT. WEFHEEF ,
IAM 4R EF AT SRR

BN &2 & BIER (PI)

3
¢
&n

EEERANEAMHERENLYEE , THRSEEBBEASINESR. Pl WHATERRE, it
M B &R,

PIl
ESEEASDEBRET.
F
—HFEAEENS R , THISEEERBN TE , fINEERKFREROREDIRE, FMATUEA
ESE. BBtATFEMIRERRCREMENEFRSBRHENER,
PLC
BB REXRIDEEIEHIES.
PLM
EZ2REREGRSEE,
BUR
AERTANYH (BF2HEES2EEE). EEFIRYE (F2RERLEE) , IEREBPRE
R 5 Y& KEFA] AWS Organizations ( 552 B AR IG5 %I BUER)
BEBAM

RBEMFREANMEMER , BIEEHMBRENERRERN. IRENHRBEEFHRNER
s, MRS EIEFREINETE. NRMEBEARESEFTRNERRE , BT
LA 8832 3t B 30 1 B 47 R B M AT R R M



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

BATE

RE, 2MEARAESYHERBRIEFUREBBNERF. NFHEEF , F2RALERE
HEE.

EE truesk WEHFEHfalse , BEMNN WHEREFAH,

REE T HE
—EERESHRECEN , TEERFRERPNER ., ETEL X AREB N &R ERIH
BEENERNE  IREETHMEE.

FEBH i
EEMIEEHRENTSES, SLEFHRE—EME , TTHEI EERERARCREFTIRE TS
ESE, MEHMAET , F2HE AWSLEER S EGIhpFEp ieH,

FFEA
RATETEMENERER AWS HER., HEREER AWSIRF. IAM A& FEAENRER
&, MEFMET , BF20 AM X AEMENSSTHNER,

RETREALRE

EBEEMAREFSEBIAEBMAZENRRKIESE.

EFEESE
—EAR , cEEEMEFE Amazon Route 53 f{a @ fE — A= Z @ VPC AME R E FiE <
DNS &N EMA. MEFMENA , 582 Route 53 XMW FERAFLEEEETE,

F B

SEFLEMEFESREFRN Z 226, ELRFHREEMBER B EETHEH. NWREFRTH
BEFE , AIfTEhE. MFEFMER , 52K AWS Control Tower XHHH I ZRFIESZ1ERE , I
ZRBFEREEFEDNEEEFIE. AWS

EREMBYRER (PLM)

EEERBEEEGBHNERNNER R AR , JRRARZ , BEEENBR,
EERE

2R BN,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

AR EER SIS (PLC)

ERED , SEAUSE, THABNER  TEEMRYABCRERER.
RRSEE
EA—E LLM R RNB AT —ERFNEA , UELEEFNEE, EMTARSEMERD

BAETER JRBEREIERFRVNLEE, CRBURNESEECENERENMEREGE X RFER
M. BALRER,

BEAL

RHERETNEARNTRAAERBVEENEF. RELCAURREZEARLE, RBILERD
WRBBAER,

E%4m/5T B8 (pub/sub)
—EER , TRANMEBEENERLSER , AXETERENEERE D, filan , EHEHEE MES

B, WRB TR EHAS BMBEMMRBEATRNEE. RETUNERNMERE , mESE
5B B AR %S o

Q

EHEE
—RISE  MiER, ARER SQL X ENERKETHNER,

B EEER
EFERERBENCIERENGTEHENERBEETIEENEE NI ETAEARE, ET&E
RAEHHKTER. REEYE, RERE, EHZEBEENEFURERESIZNERMER,

R

RAC! 4B &

HZ2EEE, 88, 5. &4 (RAC)).

RAG

A2 B AU R A o




AWS 5 &5l

Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|
ERERE

—BEEEHYR

, BEMRIEHFTERRRLERNEFER , ERFRAL,
RASCI 4B &

RBHER. 858,
RCAC

e, = (RACI).

ASRERSINERRFEUES,
EHRRIER

RAREFERARNEREER, BTN EARAEEHBENERUBRL TEHNENAH,
EXTRBE

B2ET7TER,
BIR 2B & (RPO)

B EREMERMURATEZINEE LR, EERERR —BERMEAREHE B EINER
EXo
BREKEB & (RTO)

AR 7 o T B2 AR 7518 IR o R AV AT 4R 2 HESE L BR
L

wIREEHPH AWS BRES, #E AWS B BB UNHEM |, URHBHEED, BEMMEML,
WEFMER , BSHEIEE AWS EBiF ZBHRS 7] S AR,
Pk

FRIBERN ML £&1iT. Sl , ATHER "ERFEEMNEERK ? L NEE ML BT SUERREE

BER REBECANEERSEE I, FHER) REAEENHBEER,
EMFE

#2R 7 ER,
IS

EBEFT  TREZERAZLEERENIE.

60


https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

EXNRIE

52 H 7 Rso

Replatform

FE2RE 7 Rso
1

\

i

F oo

=
ERAEXIREPHRRPEFERNED, £ PREEEE  SUAENEHEFRTRNEZE
AWS Ein, MFEFMER , B2EAWS Eif &,

ERBBE
MHZEZERMBGR |, 0 Amazon S3 RZETE. RERNZER, EEERNBREEEAHE
EUMRLE 88 TEEMEIE LR LA B M E A AR

BEE BE5E. ELABHENEREHME (RACI) £
i ERFESRBEIBNEZRBEECEINACNER, EEEBTEEEEDERNET

BH B8 A (R). BEE (A). 255 (C) MAE (). XE (S) BEAEA, MREIEXE Al
fEfE A& RASCI 4EfE |, tNREHEBRE |, BIFEA RACI &,

5] FE M 422 1)
—EBZeR4  SEEHTEEHSRBTSEENFERIER, WEFMEN , BF2EE AWSLE
EfLZeRslhp e EEEE,
R
B2 7 ER.
2Dy
B2 7 R
BEEEE R (RAG)

— AR Al ET , HP LLM EEELEEZSEIRERRFEUANANREERRIF. 5
m, RAG ERTRESHHEMNAZRER B ENBTEERS., EFRENR A FSBRMTER
RAG.

i
EHEFRENRE  AREEERETRBEALR,



https://aws.amazon.com/resilience/
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://aws.amazon.com/what-is/retrieval-augmented-generation/

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

ERI5IME B8 FEUE S (RCAC)

ERAEERFIRANER, Bt sQL RiEX, RCAC BEERFIFTMNERRES.
RPO

ASRERMEE,
RTO

HORERREE S,
ST F M

HITREABAMEN—EFHIEDEF, ELBERATHLERMBRERERRBSNERFM
BE,

S

SAML 2.0

2o RME (IdP) FRMNEMIEZEE, LhIESRABSE & A (SSO), EEABTUEA
AWS BB FEA FW AWS AP| 24, MAXAEZEBTITHNEEAE IAM PENFERAE, WE
BRI SAML 2.0 BEBHBSMET , F2H IAM XHFRIEIRLL SAML 2.0 BEBHBIS,

SCADA

BB BE B Rt & RHEEL
scpP

A2 B AR A 2 B BUR

oA

%)

BEAINZ X F A AWS Secrets ManagerfZ R R HEHR , fIMNZBREAEEAER, ©H
WERERHEPEERENR. WEETUR_#Y, E—FERZEFHE, NEFHEA , F28
Secrets Manager X4 H# Secrets Manager B F WA BERR ? .

MERGT R &M

EREERBEFEZEMEMAZENRBEIREL .
Ege X

—BEMNEELEMT TR, ARASRERETAENAZERENED, Z2EHAN
BEXERA Ak, SR, EEEMESM,



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

L5t

BMAOZREEUEREERIENNENBRE, EWRaFE—L8F , SIUBRABRENER. BIF
BRYREERNZEREEY. FERABERPILENIIEE,

Z2EANEEHER (SIEM) Rk

BEX2EAEE (SIM) MZL2EHEE (SEM) R TRERK., SIEM RitElE. BN
FRERARRR. @K, KENEMERRNER , LEARBNZLRE , XEERE,

Z£EREFL

BAERNEXZRNEE , SEEDEESIBELZTLENH, EEEBHLITRAEIREERR
4 HEEEE AWS R BREER. BELEESENEG SIEENR VPC T2 B8, 54
Amazon EC2 #{TEEBRWREAER,

1] BR 25 % A0 25

HERERN AWS R £H B INEE R
AR 12 HIB R (SCP)

# AWS Organizations PR AEBH AT EIRFREEPIEFIFFTHNBEEK., SCP 8aERHERFINERTE
EEEBUZREEAERACHEERS. BAUER SCPEARFERIERFE , BUEEAR
AP MERERE ., WFEFMER , 5528 AWS Organizations 3 # A #Y AR 4 12 5l BUE .

BIR 75 v B

BE AR URL AWS R, EALAERIRE  BSBENARITHANEZE B ERKE. WEFMEER ,
A2 AWS —&2E B AWS R In 3,

PR K ZEHH & (SLA)

— R , B 1T BEREDEFRENRE , 60 MR%EEETRREMREE.
AR ¥ B AR IERR (SLI)

REMEESERAE , fIMHERE, TRHERBEE,
AR B #% B & (SLO)

REBBEFEREN BRIER  ARBEREEIE.
HEEEER

HREE HE AWS REERZTEREREBFINEE, AWS ABERNZE , M AEZTHRNZ
£, WEFMREA , F2RALAEEEES.



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

SIEM

HZ2REZ2EANEHEBRRR,
B — & B (SPOF)

FERARANE-BRTHRE , TeERERK,
SLA

HI‘H

2R RBER =,
SLI

A2 RREERER,
SLO

ASRBRBERE S,
S o REBEBER

BRENMEZERAMCERNER, EBFHERNERRAE , R 0BBREETHIUBRILFTHNERS
B, ERBREREBNENINEE K REHBASLEEN  AXERERFH. MEFMER , F
28 PHERAEAEXRRILTE E AWS Eii.

SPOF

ASRE—WER,
ERfERER

FEA-—EAAREEERNRREARZDAEERNNENEEREE  LEA—RSEBINEEE
RRREHNERBE., LEBSEARENERIABEXEEAR,
Strangler Fig 3%

—BERERILE-—RENFZE K e2XFTEENRRRKTE ,, EFEXRRELEAAL, HEX
FREELRE , cRE—RIMeE L RAEBE ERA THBEE, ZEXH Martin Fowler 5| A, 4E
AREBEE-RREREERBN AR, NEEHRENAERAKENNES , F2REASH=H Amazon
AP| Gateway &£ B KL B Microsoft ASP.NET (ASMX) Web AR#%.

T8

& VPC Ry IP i utEEE, FRMSRMNNE—ATRAESE,
B HI M & BHEEL (SCADA)

ERED  ERARENRERELEREENEERFARMR.



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

HEIE

FEAMHES|RRNBERFAZERNMZEE L,

& RCAI
DEBEERAEESNAFNUERR , MEBERIERERREE. EAUER Amazon
CloudWatch Synthetics 3% 3138 L3815 o

RIRR

—&[ LM RERR. ErREERHUERETANKN. RRRTEIRKREAST , WEIH
EREBBNRA,

T
¥
AT RER AR AWS ERNREY. ERUHYEER, Be. Al BSREGEER. O
ﬁ'ﬁn¥%ﬂiﬁﬁﬂ nﬁ £ Eﬁ Eﬁ’iﬂg AWS ﬁ;ﬁo
BESH
LEREZEEN ML FRANE. EERBABREH. fl , £REREF , BRSHTER
EmIRit.
EHEE
AREBHITFMEMEENTE, ABFEIEWITFMNBBEURETKN —REBKEE. Y
REE-HRE® K CIREMENAGEEE, BEENEE.
RFERE

nﬁ 2 ﬁ iﬂiﬂ,o

AR

AMLEREHEHUKEE, JIRENVACSERER, BERRELSEIRENT SRR
ABRBUERSFZEBRNEN (CRZERANER), CERHEIUELERXN ML ER, AJBUER
ML RE | REAERHER B EFTER,

BwRE

ALK EE VPC MIASEBMEEB AR EHPAE, MEFMENR  552E AWS Transit

Gateway X EREHFEE,



https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

FEHRBTIERRE

ER-EHE  BRABTEDES TP AMBRENNRDE , ARKELEEAGETES X
o A, TESXREFREINNRRE, LENRANEERSED,

ZEENFEUE

AR FEEENRYE , URREEEBT AWS Organizations X HikF F#TER, ZEE
MRS EREXACK  ESERFHIRIBRBEERAE , MEACHITEETLHF, NEFEFME

A, BSR4 B AWS Organizations #Ei £ A AWS Organizations EEE A7 AWS fR#
EEEN

PFIFREFNESEEE , LIRS ML RENERM, Sl , TUEBELERRE. HMEER, A
RETRANRETZRERELSRRINE ML EE | DIELEE,

& Lo B B
P 18] LL i 5t RE Mz B2 R /N BY DevOps BBk, 2 45 5 [ Bk A AR v W AR R AR A B% P R 0 4o

U
THEEM

ER—ESE  EHNRTER, TTBIARANES  HURSRERUE ML EEN RS, &
WERENTREN  SBATHELRHAARN, TEBENERSIEN  MERTRELEHER
PERMNREME#ESIEN, NEFMAER K F2RECRESZTRENTEEMER,

REDHWER

EBAEETHF  ERBUNRFEEARANMSETE  EFASKERERHEEREENRMUER
FEZ, REDEBNE/TEEE. EENTERE,

REHIRE

A2ER RN,

<

i
Het

—BEREHERRE , SREEFHRNBFEIHE , SERREFILRFAREE,



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

R A $2 A

EMSENEFNIE  fINGEEFREERENESE,
VPC B1&EH &

R1E VPC 2 ERELRR , AIEEFERALE IP it iRiRE. MEFHMENR , F2H Amazon VPC
XHEHRWHER VPC $EEHE,

poplE]

R RMREEAVEREE NIE B IRE

W

AR IR EX

ESREFINNEMERERNNEFRN, EREHTERTUEERIER , ELRERER
IREE% REUE R,

TEEDNER. EHERERE K BEUTESIFERENEN,

HERE
SQL H¥ , HHERRSEREEE LHENERIFEINTHE. AERBREAREEEE , f
MR E BT E RN BB EBE FHERFRERFINE.

THER

REBXEENEFRNERNRES  flEEEFNEREARRIKRE,
I«E%l)lb

EBRERFEE-AREEBNDERE, SEATHEFRBRBIUN , EXEERTNEMBTFES
e Bl METHEFRABHERAREN, RAREANBEERHEERNELIRF, BETHE
EREELEERNEBR ISR , ARBERARSFNEAER.

WORM

nﬁ/ﬁﬁk y g’)ﬂ%ﬂyo
WQF

nl‘ﬂ

ZRAWS THEEFERERE.



https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

BA—IR , BHEFZ (WORM)

RERE , T -XMEBAER , AEHILERBRIERER, RECAETURFTESXNENES , B
BEBFEN, LERRFERSREREASTTE,

Z
EREAR

MAERERINKRE K BEEESE®E,
ERERE
FERBEPAREENRETFE. BETAEITUERASERENFIRIERK. ARASRKE
R AR EmEE IR,
FHRERT
RE LM STEBNETR , ER BT HE 5| BEKNEH (RR). LLM KAERHEBALIRE A
MREEER. BEREARTHNARMEIRAREBNERUENREINRE, 5HF2HELEHIUET.
BREEAREN

CPU ML RBTHERARER 5% WEAEN, EBBERY , BEERHAELERARR,

z 68



AWS S ER¥E 5| Terraform AF9 : AWS CDK # AWS CloudFormation B 5k#5 5|

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,

IXix



	AWS 方案指引
	Table of Contents
	Terraform 入門：AWS CDK 和 AWS CloudFormation 專家指南
	CloudFormation 和 Terraform 術語

	了解 Terraform 資源
	了解地形提供者
	使用地形別名

	了解地形模塊
	呼叫模組
	根模塊

	了解 Terraform 狀態和後端
	了解地形資料來源
	了解 Terraform 變數、本機值和輸出
	Variables
	本機值
	輸出值

	了解 Terraform 函數、表達式和中繼引數
	函數
	表達式
	中繼引數

	常見問答集
	何時應使用 Terraform 而非 CloudFormation？
	何時應使用 AWS CDK 而非 CloudFormation？
	是否有類似 的工具 AWS CDK 可產生 Terraform 組態？
	如何進一步了解 Terraform？

	相關資源
	AWS 文件
	其他資源

	附錄：Terraform 屬性存取範例
	資源
	資料來源
	模組
	變數
	區域

	文件歷史紀錄
	AWS 規範性指引詞彙表
	數字
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

