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https://docs.aws.amazon.com/iot-sitewise/latest/userguide/configure-gateway-ggv2.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/configure-gateway-ggv2.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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https://docs.aws.amazon.com/whitepapers/latest/security-best-practices-for-manufacturing-ot/security-best-practices-for-manufacturing-ot.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/network-to-amazon-vpc-connectivity-options.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-forwarding-inbound-queries.html
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
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%E % EEL AWS loT SiteWise Edge & AWS IR FTHE MWER , BFA THEBRERR AWS R
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* AWS Identity and Access Management (IAM)
AWS loT Core

* AWS loT Greengrass V2

« AWS loT SiteWise

+ AWS Key Management Service (AWS KMS)

« AWS Secrets Manager
* AWS Security Token Service (AWS STS)

» Amazon Simple Storage Service (Amazon S3)

* AWS Systems Manager
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ZEMREER, EEUREZHRENIFELIRE,

(® Note
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IAM i B

LU 2 AWS Identity and Access Management (IAM) B 4 BRI I%E, MEFMER , BTS2 1AM iR
B,

B &Y ith i B vh B BAABE Direction Description
iam.amazo 443 TCP B BIEZEEER 1AM
naws.com

IAM i B 6


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.RegionsAndAvailabilityZones.html#Concepts.RegionsAndAvailabilityZones.Regions
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.RegionsAndAvailabilityZones.html#Concepts.RegionsAndAvailabilityZones.Regions
https://docs.aws.amazon.com/general/latest/gr/iam-service.html
https://docs.aws.amazon.com/general/latest/gr/iam-service.html
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Description
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https://docs.aws.amazon.com/general/latest/gr/iot-core.html
https://docs.aws.amazon.com/general/latest/gr/iot-core.html#iot-core-jobs-data-plane-endpoints
https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html
https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html
https://docs.aws.amazon.com/general/latest/gr/greengrassv2.html
https://docs.aws.amazon.com/general/latest/gr/greengrassv2.html
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B #Y tth b 26 vh B BIAWHE Direction Description
greengras 443 TCP g BEEER AWS
S. <region>.amazonaw loT Greengrass
s.com V2 125
greengras 443 TCP g BEEER AWS
s-ats.iot loT Greengrass

. <region>.amazonaw ERFmE

s.com

AWS loT SiteWise i 24

AT 2 W RS 20 AWS loT SiteWise, MNFEFFMMEN , 5528 AWS loT SiteWise i 2,

B #Y tth b 24 vh B BAWE Direction Description
data.iots 443 TCP g BEERED AWS
itewise. <region>.amazonaw loT SiteWise &
s.com B
iotsitewi 443 TCP = (i#MA ) Edge
se. <region>.amazonaw FEEZE AWS loT
s.com SiteWise AR
1]
api.iotsi 443 TCP & EiFEER AWS
tewise. <region>.amazonaw loT SiteWise &
s.com #I - m
model.iot 443 TCP =i BIFEEE AWS
sitewise. loT SiteWise &
<region>.amazonaw B2 EF |
s.com

AWS loT SiteWise i 25 8


https://docs.aws.amazon.com/general/latest/gr/iot-sitewise.html
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AWS 5 Z=i55|
edge.iots 443 TCP g BEERER AWS
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#& API #1E

s.com

AWS KMS endpoint

BAR 2 AWS Key Management Service () B9 IR 5% 2EAWS KMS, MFEFFMER | 5

i B o

B B9 b % 26 v R

kms.<region>.amd£®naw

S.com

Secrets Manager %% 2

B /Y ith I vhE B E
secretsma 443 TCP
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s.com

AWS STS endpoint

LA 2 AWS Security Token Service () B R i% SAWS STS, MEFHMHEENR |

Bho

B B4 5 26 vk 26 WA E

sts.<region>.amd£dnaw

S.com

Direction Description
B BEEEE AWS
KMS

LA 2 B IR um B8 AWS Secrets Manager., MFEFMER , 552 [ Secrets Manager i 2o

Direction Description

g BEEED

Secrets Manager

A2E AWS STS i

Direction Description
= BIEEREE AWS
STS

AWS KMS endpoint


https://docs.aws.amazon.com/general/latest/gr/kms.html
https://docs.aws.amazon.com/general/latest/gr/kms.html
https://docs.aws.amazon.com/general/latest/gr/asm.html
https://docs.aws.amazon.com/general/latest/gr/sts.html
https://docs.aws.amazon.com/general/latest/gr/sts.html
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Amazon S3 i 2

AR & Amazon Simple Storage Service (Amazon S3) B R ix 2. MEFHMEH , 2B Amazon
S3 imEh.

B B i i B vh B E Direction Description

s3.<region>.ama#éBaw TCP B RArE S3 ffF
s.com FFRNEGEKE
AWS &3]

*.s3.amaz 443 TCP =t AR T &

onaws.com B AWS loT
Greengrass V2
TTHHET S3
RETRNERS
®KE , IF AWS
RENTH

* . s3.<region>.add3Ionaw TCP g (i#MA ) Edge

s.com HEZ PHEM
S3 A FETEE
AWS [EiF AR
THE AWS
loT Greengrass
V2 T, afE
AWS R0 T

Systems Manager U 2

LA 2 B BR#um B AWS Systems Manager. MEFFMER , 552 B Systems Manager i 3o

B &Y ith i B vh B BAAWE Direction Description

E‘_\'III

Amazon S3 % 24 10


https://docs.aws.amazon.com/general/latest/gr/s3.html
https://docs.aws.amazon.com/general/latest/gr/s3.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-components.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-components.html
https://docs.aws.amazon.com/general/latest/gr/ssm.html
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ssm.<region>.amd4®naw TCP g BEEE
s.com #| Systems
Manager
ssmmessag 443 TCP B (1A ) Edge
es. <region>.amazonaw #EZF Session
s.com Manager

Systems Manager ¥ 2k 11
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5 GNU Netcat AR RAFHBEEER B UUIIE ANIHRE AWS Eif, AT 2RIEERD
gl T

$ nc -z data.iotsitewise.us-east-1.amazonaws.com 443
Connection to data.iotsitewise.us-east-1.amazonaws.com port 443 [tcp/https] succeeded!

R INER R EAR R |, 5B AWS loT Greengrass V2 fl AWS loT SiteWise Edge B, MEFME
EZBELE AWS loT Greengrass V2FE AWS loT SiteWise &

&IIII



https://netcat.sourceforge.net/
https://docs.aws.amazon.com/greengrass/v2/developerguide/setting-up.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/gateways-ggv2.html
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+ AWS Secrets Manager %2k
» AWS Security Token Service i 2

» Amazon Simple Storage Service i 2
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« AWS EfREEZE (CDF) (GitHub)
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https://docs.aws.amazon.com/greengrass/v2/developerguide/setting-up.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/gateways-ggv2.html
https://docs.aws.amazon.com/general/latest/gr/iam-service.html
https://docs.aws.amazon.com/general/latest/gr/iot-core.html
https://docs.aws.amazon.com/general/latest/gr/greengrassv2.html
https://docs.aws.amazon.com/general/latest/gr/iot-sitewise.html
https://docs.aws.amazon.com/general/latest/gr/kms.html
https://docs.aws.amazon.com/general/latest/gr/asm.html
https://docs.aws.amazon.com/general/latest/gr/sts.html
https://docs.aws.amazon.com/general/latest/gr/s3.html
https://docs.aws.amazon.com/general/latest/gr/ssm.html
https://github.com/awslabs/aws-iot-greengrass-accelerators
https://github.com/aws/aws-connected-device-framework
https://docs.aws.amazon.com/whitepapers/latest/security-best-practices-for-manufacturing-ot/security-best-practices-for-manufacturing-ot.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/endpoints-for-iot-sitewise-edge-gateways/endpoints-for-iot-sitewise-edge-gateways.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/endpoints-for-iot-sitewise-edge-gateways/required-endpoints.html#endpoints-s3
https://docs.aws.amazon.com/prescriptive-guidance/latest/endpoints-for-iot-sitewise-edge-gateways/required-endpoints.html#endpoints-s3
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
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ERAMRBIRMARREBE, BOBREEHNMAITEUARRESRBRENERF. MFEHEN
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oA EE
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AWS EinERFAZEE (AWS CAF)

MESSHNREERREE AWS | AHBEBFHESKEARNGE , UENEBEER, AWS
CAF #EEL BB ABEN®ESE . X, AR, BE. ¥E&. Z2VNEE, XK. AENEE
BHZENXBEENERF ; ¥&., Z2NEEERZEENRMRENERF. Sl , ARE@EH
REANER (HR)., ABEEHNENMASEENIZERA. Ht , AWS CAF AR, 3|
RABEARMIES| , HEEBMT R IRAZ RN ER, NFEFMAER , FSH AWS CAF UM
AWS CAF HERE.



https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS H g8 AWS loT SiteWise Edge 38 AT 49 2

AWS TEEHEKLERE (AWS WQF)

—&EI8  AAHEREERIHEH. BRERKK A UYRMHIHEMGEE. AWS WQF FEMR
AWS Schema Conversion Tool (AWS SCT), T80 MEREEBERNEX R4, EAEXE
X, HEERMEEEYE , WRHTEHRE.

B

SERRAVEEER A

EETEREEEA BBV A
BCP

ASRERSEESRE,
TRE

BERTANKE-—EBXRE  UR—BREERNEER. B UETAEBE Amazon Detective # L
ERRRERMONEAER. THEN AP WINELEE. WFEFHAER , F2REAXHHNIT
REPHNER,

K Fr R

BEAMERE AR THENRERL. FFESE Endianness,

RS E
FEASESERNIBRE METRENER ). i, ML ERTAESERENEN "HEFH4R
BENKREYG? , ERAEDS "EmMREERARE?

Bloom ERZE &4

—EHRME, ERESHNENES , ARAETEREAEHNKE.
E/REE

—EHERE , SULEETREYMECEEMENIRE, SN E—@RR (E€) PHITE
BIRVBRARENMRAE , Y ES —FIRE (K2 ) PRTHHNEAERNMRAE, RETHBERESR
R, v EREERK.

ez A
EBEBERNTESLERLERAR TN EDINEREAEN. AERSATATER ,

MTERRREEE LiRREARSIH Web RBER, AEHMEBRABRZSHB[A , EETENE
EEA RS,



https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html

AWS H g8 AWS loT SiteWise Edge 38 AT 49 2

Yo iy

RIBEUERIARE-—SRHEHEFANRE , BAES AREARIEINER T, BEMARK
RERHESARERZENRED AHEH,

2%
RABETEQSNES. REETEINE—E2X2EIBS %, LUNRRES XEIHH
¥ REESFH X ERIDARBERE, CRYARBRIDENS XBEBADES X, BERH
BRGNS, THSHES XAHEEEI X, NHEHMET, , BSHPR S X (GitHub T4).

TP

ERHRERT  LEBKENERF , BEAEREZEDNESHMEEBRETI AWS IRF 2 HFIE,
WMEFHMER , F2B Well-Architected I8EHH AWS BT RIEIBEFEE.

PR it SR A&

REPHIRAERFE. YRARERARL R | 7JLURER B B R B/ 2 /Y BR B RER
g, MREERREAREMRE , ATREE SR Mk Kug.

R ETIREL
REREEDNENNLERESR,
R

ERNARNEEE (Pl , HE. EFRBIER), BRI UTEDHRBRBMEAERK, NF
A  F2RE AWS EHTASCHRE AR ENEREBE N ETEESDD

B EFMERE (BCP)
—ERREEMES (WAREER) HEENBEX BYEXBEARERELENE,

C

CAF

:I:I‘H

EZEAWS EREAEE,
Canary &

MAHZKREAENERENEERE, BEREEOE , B LB FHMRAN 2B B BB RA,
CCoE

552/ Cloud Center of Excellences



https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
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AWS H g8 AWS loT SiteWise Edge 38 AT 49 2

CDC

ESREEEREEL
£ 5 G R (CDC)
EREERRER (INERERE) WEEYCHEREBENPRENNER. B0 CDC AR
BEAR , IR IEBEEERRETHNEEURERSD,
BHEIRE
WMESIAMBER B REEES , LUAEARKAEE, B BUEHA AWS Fault Injection Service (AWS

FIS) BT8R , BEN AWS THSRSBRE D | BIFEEELE,
Cl/CD

RSN RE A NBERA,
5%

BEORELFANSEREF. AR ERBEN ML EETEAISEE. HREKXERETE, 6l
o, REARFENEEEPREERE,
P i 0 28

EEE AWS R ZWERZH , EXREMEER,
E ik S#F A (CCoE)

—EZEBRER , THBEEASHNEREAIE  SREEZRERREERX. ADHER. FIEE
BIEFERARESHEHBETAREER, MEFHER , F28 AWS Ein BERBIBER LN
CCoE j{ﬁo

BERARERERFEN 0T REEENEREN. BmEEREEEEIEEEERIM,
RimiRFEE

BT @8R, AREE. BANSREIL-—HNSESHRRBNREEE, MEFMAENR ,

LN ERRFEE,

SRAEHEER

T
W
&0
-

HRETERE KERSEENDLERR AWS EiF :
« ER -7 -LEEBREABNERUETHESRENZE MR
- Eff -HTERRENEREZREA (Bl , B ZMEEREE, % CCoE. BIZEMET)



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
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https://aws.amazon.com/devops/continuous-delivery/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
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