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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/about-data-encryption.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/about-data-encryption.html
https://aws.amazon.com/blogs/security/aws-digital-sovereignty-pledge-control-without-compromise/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://github.com/aws/aws-lc
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https://aws.amazon.com/compliance/programs/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
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https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/introduction.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://gitlab.com/cryptsetup/cryptsetup/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
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* AWS Encryption SDK

+ AWS Key Management Service (AWS KMS)
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* Amazon Relational Database Service (Amazon RDS)

+ AWS Secrets Manager

* Amazon Simple Storage Service (Amazon S3)

* Amazon Virtual Private Cloud (Amazon VPC)
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-kms-key-policy-for-cloudtrail-update-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-log-file-validation-enabling.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-and-interface-VPC.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-kms-key-policy-for-cloudtrail.html
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AWS &8,

(® Note
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Encryption Client, BRTREZEEE BHEEBZMENINE Z 5L , DynamoDB Encryption Client th & 25 & 18
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https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-encryption-enabled.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-permissions-for-sns-notifications.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-permissions-for-sns-notifications.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/blogs/mt/aws-cloudtrail-best-practices/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://docs.aws.amazon.com/dynamodb-encryption-client/latest/devguide/what-is-ddb-encrypt.html
https://docs.aws.amazon.com/dynamodb-encryption-client/latest/devguide/what-is-ddb-encrypt.html
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- HEARMKTEEX DynamoDB £/ HTTPS MESWFMNER K EEEBEAENZLES., ZAUFERAT
HE—EIE
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(@ Note
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-ddb.html#iam-policies-ddb
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DAXEncryptionAtRest.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DAXEncryptionInTransit.html
https://docs.aws.amazon.com/config/latest/developerguide/dax-encryption-enabled.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
https://docs.aws.amazon.com/ebs/latest/userguide/what-is-ebs.html
https://docs.aws.amazon.com/ebs/latest/userguide/what-is-ebs.html

AWS 75 483 By B R HI AL AWS FRRS
- EAEENERNS BEBMERSERLAE EBS MRE, EAiHERBENBRHEMNEEEEN
ZENMMEZEER,
« REBEHMBBERMEM AT , B EC2 BITEREH EC2 HTEEBERIHERR 2B E@H
M ERRENE
« IEAILAERINE EC2 MTIERRAYFRMNME R EBS Hik[E. MFH EBS MRERREZETIER :
- MREANTRESR
- A EHRENATEEERDNER
- PIBETEHBRERIHRR
« PRATERLERRE N HERE

MEFMET , F2H EBS MEEEL K
- EEEIN P, RIERIRFTERMA EBS MEREMME AWS B, ESM@H MBI EBS
BREMREBER, TEXEREW EBS WKENRR. NEFAET  F2EEAZBANE,

- A Amazon EC2 #fTEBEMEBEHTERBFTHRUKE, SEARBREERRE - ERENE
REERMNER, WEFHMEEN , BFSENAFER Amazon EC2 SIITHEEBEHRENRREFEER
(AWS ZEEE )

« 1£ f AWS Config , BEENZHEERARBERE , AERFEMASIETEE N NZERE,

Amazon ECR B REER

Amazon Elastic Container Registry (Amazon ECR) R S EREMGE&ERKE , EX4H., TERMEF
A,

Amazon ECR A& 121 Amazon ECR E¥# Amazon S3 ff#Zir#E ., S8 Amazon ECR f#
FEERE—(EAmMFRMEE K EREERMRBRTFERFIHRE, AKTERR , Amazon ECR A4 {7 iR 85w 0 &% B2
Amazon S3 Z& (SSE-S3) INZLWBEFEA. WRFHMENR , FSRFLENE (Amazon ECR X
),

AERILRBHN T MBREER
- TEfEAEHE Amazon S3 ¥ & (SSE-S3) NEZA MM ARAMRSF[IHMNE , MBEAREFE AWS
KMSH I EFZE KMS £, It SRBEREHSMBAYIZEIEE,

(® Note
KMS £ AFER AWS B RBFEFEMEEN .
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https://docs.aws.amazon.com/ebs/latest/userguide/ebs-encryption.html
https://docs.aws.amazon.com/ebs/latest/userguide/work-with-ebs-encr.html#encryption-by-default
https://aws.amazon.com/blogs/security/how-to-protect-data-at-rest-with-amazon-ec2-instance-store-encryption/
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/encryption-at-rest.html
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- MEMRTFER , F2#EE Amazon ECR IFEREM N RE, EFRELEIGE , SIWEFIER, i
REEREFENTRG , IERDREREERR,

« M AWS CloudTrail 528 Amazon ECR EiEMFER AWS KMS, AFEEZEMBEAREE |, o
FEEFERZHE.

« %7 Amazon ECR BURLAR4EE Amazon VPC B 43E VPC #2417 H., B L | EfEs 7Y
E Amazon ECR EiRMMEREFE , EAHRIEE VPC #1T1FEL. EBEMA Amazon VPC 23T
ERFLEME (VPN) B |, S EESR T ERET NS,

« Amazon ECR XEBUERAEBRNER, SR AEREEEE , BBRR IP it HisE KEHI1Z
B AWS BR#.

Amazon ECS WINZHEE

Amazon Elastic Container Service (Amazon ECS) 21RiE, WERNAR[EERYE , ATiHEIEHIT.
FLENEEESE LR

&8 Amazon ECS , BW LAEA TINE[—EL EZRMBBEHHNER

- BYRBEAK. £H AWS App Meshz%E B E0& Envoy REEEREK IR B2 BH TLS E4R , HlINE
BEMRERFE, BAUE AWS REREREEN AZFRHENBEMEA TLS BFE. WFEFHH
BEAMZEL R , FFSBAWS App Mesh i AWS Certificate Manager (ACM) B % F iR 1Y B %
= PHRFE 2 ERARENE (AWS ZERE )

- MBXE  FBFFH AWS Nitro Enclaves, AWS Nitro Enclaves 2 —# Amazon EC2 ZhaE , ATZE&
&£ Amazon EC2 #1TEIfBZZ B A enclaves HNIRBEHITIRIE, HEEBBREBELZBEBNER., =
# , ACM for Nitro Enclaves A]Z&iEiBLL AWS Nitro Enclaves £ Amazon EC2 #ﬂ.’_1§*_t$ﬂ.’_E’J
Web FEAERH Web AIIRES , LB MIAE SSL/TLS BE. MEFMENR , F2E AWS Nitro
Enclaves — RE#ZRE R IEE EC2 IRIE (AWS SBEEXE ),

- ¥&ML Application Load Balancer & i Al i85 & #8187~ (SNI) BAHE. & AILATE Application Load
Balancer (WE — HTTPS EERXZ A HEZAEAER., SEZERXHEEFEZH TLS BHE.
BRI AR ACM RN EFE , I MERA B KB B/FE . Application Load Balancer 1 Network
Load Balancer #8328 SNI, MEFMER , 552 Application Load Balancer 3R E X #E £ H SNI
HETEERIZNSME TLS BE (AWS BEEXE ),

s BATRESZSMNEY , B6EHA AWS RESRREEN B EE Amazon ECS F#H TLS &
FH, MEFIMEA , B2REE TLS 2N AE_E 2 59 - FH AWS FAFH CA(AWS EREIR L
),

- FERAMZRERZERE (Envoy) 8 ACM FFEEEFE (GitHub) £ App Mesh REEZ [ TLS (MmTLS).

Amazon ECS 12


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
https://aws.amazon.com/blogs/containers/enable-traffic-encryption-between-services-in-aws-app-mesh-using-aws-certificate-manager-or-customer-provided-certificates/
https://aws.amazon.com/blogs/containers/enable-traffic-encryption-between-services-in-aws-app-mesh-using-aws-certificate-manager-or-customer-provided-certificates/
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://aws.amazon.com/blogs/aws/aws-nitro-enclaves-isolated-ec2-environments-to-process-confidential-data/
https://aws.amazon.com/blogs/aws/aws-nitro-enclaves-isolated-ec2-environments-to-process-confidential-data/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/create-tls-listener.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/create-tls-listener.html
https://aws.amazon.com/blogs/aws/new-application-load-balancer-sni/
https://aws.amazon.com/blogs/aws/new-application-load-balancer-sni/
https://aws.amazon.com/blogs/compute/maintaining-transport-layer-security-all-the-way-to-your-container-part-2-using-aws-certificate-manager-private-certificate-authority/
https://www.envoyproxy.io/docs/envoy/latest/configuration/security/secret
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-mutual-tls-file-provided
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
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 EHMLEATHERT , ATEEESM , £ AWS PrivateLink 5% E Amazon ECS /& VPC i

o BB VPN ERFEUELinMEMBE SR PN ER,

- REWRFHEBME , Sl AP ERIERERRE. LU ELSBEANRSHREE

Parameter Store ( AWS Systems ManagerfJZh&E) F. T8 , RMEREMEH , AWS Secrets
Manager R AL IRE AT RE B BWIAWE, ELEMENE , URIE LARE AWS IRF,

- MRERPONEAENEAERT Web LHIINERE =F EHE (G RHIERE HTTPS API 5K AWS

BR# , FEE ¢ AWS Security Token Service () B RIFZ £ & A BRI HBELFERAWS STS,

Amazon EFS WINZHEER

Amazon Elastic File System (Amazon EFS) #%BI#&E AWS ERFRBUMBEHLABERRR,

AERBILRBHN T mERERER

£ & AWS Config , BfE efs-encrypted-check AWS Z &I, ttEBIERE Amazon EFS 2E %
ERFER MBEERER AWS KMS,

EBE I Amazon CloudWatch B K ¥ Amazon EFS ERRMKAH HTNER , BRI EE
CloudTrail HEEHP R B FE CreateFileSystem B , Y EBRI AMZFNERRRRHERER. W
EHMEN , BFSHZESER - £ Amazon EFS B R R L s BTREME,

£/ EFS #E B E NHBERRK. ESHERAFinE Amazon EFS R¥§ B EMHMERE TLS 1.2
BiE | WiEB LN EERBAFEEBRERRSR (NFS) RE, THGTEEMEA TLS ETEE i
o

sudo mount -t efs -o tls file-system-id:/ /mnt/efs

WEFMES , FSELEH EFS BEBIENHE EFS ERRHK,

{5/ AWS PrivateLinkEB{EFRE VPC #% 2 , LA1E VPCsH#l Amazon EFS AP| 2 MG EL, &
iB VPN EEEANEHBEENER KBNS, NEFAET , F2EBEANE VPC HEFE AWS
R

FA IAM B EBERPH elasticfilesystem: Encrypted &4 &R BH I FE A E R KR INZH
HY EFS BRRK. MEFAER , F2REA IAM BHIE T NEERZR K.

- BREAERESWMBERGAR EFS BN KMS SMIREARKEEREFN.
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/config/latest/developerguide/efs-encrypted-check.html
https://docs.aws.amazon.com/efs/latest/ug/efs-enforce-encryption.html
https://docs.aws.amazon.com/efs/latest/ug/efs-mount-helper.html
https://docs.aws.amazon.com/efs/latest/ug/efs-mount-helper.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/efs/latest/ug/using-iam-to-enforce-encryption-at-rest.html
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- EEEE EFS BERKE , £/H EFS ERRKBEFM aws:SecureTransport Y& EH
NFS A FiRfEA TLS. MEFHMEN , 52 B EA Amazon Elastic File System B ERER P E
BWHHERME (AWS HEE ). Amazon Elastic File System

Amazon EKS WINZRHEEH

Amazon Elastic Kubernetes Service (Amazon EKS) A BI#&E L#11T Kubernetes , AWS MEEZR
HHHELB O Kubernetes 12 H|SFESHETE . 7£ Kubernetes 1 |, MR [ GBI R EBBREA , Hi
MEAERR. BRTAPI £, KFER , BERBLURMEN S XNREFE AP ARSI ERE R GHF
7 (B A etcd) H., 7£ Amazon EKS Lt , etcd&iB5# Amazon Elastic Block Store (Amazon EBS)
BREE A Amazon EBS MZETNE. FAEHE AP FEHESFE etcd YA & &R 0] LAREER SR
B, A FAEREGRZERPE] Pod AR U AZEERERERZG B E-EFNE
AIZ, BULUER AWS SESRREFZE LR AWS KMS keys , £ Amazon EKS FNEE L
BRENE, F/H etcd WE —EHEREA AWS Secrets and Config Provider (ASCP) (GitHub f#7F
EE). ASCP B IAM & REBRES , URHFHFMNRBBEEAIBISFE Kubernetes Pod Y17
B,

& 0] LAFE B Kubernetes £ T 51 AWS fEFIRFS :
« ¥ Amazon EBS , & AE AR ARFEREEHZENE Amazon EBS CS| iz, mMEEZIEH
RINFHGEENRUEEEFZESRBNSEL

« ¥ Amazon Elastic File System (Amazon EFS) , & W] LA BB X BB EFFREMER Amazon
EFS CSI REfE,

B BRI T 5 MBS E -

- MREFANE etcd (IKFERBFEARMZABBYMG) , FHT FTIREUGBIREBHE
- INFmEZTFREE R (Kubernetes X ),

« AWS KMS A Kubernetes B EEHINE, ERZEEEAK —NWERSBRMNZFRET, B
£ AWS KMS £ NZS|RMZEER S8, AU EHEDHRSBNZ LB, FRAEAR
Kubernetes B9 AWS KMS ##123 , FiE Kubernetes MZRELLUMNB X ZREEE etcdF, ©
IR 8EH Kubernetes API fRIAREEFEZ, MNFZFHFME , FSBIEA Amazon EKS MMERMES
BHTRERE  UREBREEGHEE AWS KMS LA 1% Kubernetes 3%,

- EBREABFRMNEAMZNAGREZEES (RBAC) RAMADRRERE, REIEIFERHER
RE#MENTT, NEFEFHEA , F2REEESE (Kubernetes X 1).
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https://docs.aws.amazon.com/whitepapers/latest/efs-encrypted-file-systems/encryption-of-data-in-transit.html
https://docs.aws.amazon.com/whitepapers/latest/efs-encrypted-file-systems/encryption-of-data-in-transit.html
https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html
https://etcd.io/docs/v3.5/faq/
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-encryption.html
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://docs.aws.amazon.com/eks/latest/userguide/efs-csi.html
https://docs.aws.amazon.com/eks/latest/userguide/efs-csi.html
https://kubernetes.io/docs/tasks/administer-cluster/encrypt-data/
https://aws.amazon.com/blogs/containers/using-eks-encryption-provider-support-for-defense-in-depth/
https://aws.amazon.com/blogs/containers/using-eks-encryption-provider-support-for-defense-in-depth/
https://docs.aws.amazon.com/eks/latest/userguide/enable-kms.html
https://kubernetes.io/docs/reference/access-authn-authz/authorization/
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- MREE Pod PERZERSR , EREHT ERRZTEFIHE  FERUKERS , UEH
AR ELFNEME, UHREHSNBEZEERNA tnpfs MERE , LEMBR Pod RFEEN#
HETP B, CHAUUEAREEY  ERMTERERALLE, RARSEEENETRESHRE
A&, MEFMENR , FSHUE (Kubernetes XH),

- MEAGE , BEFFHBRBEZHANEEZN watch f 1ist FFRWEFEE, £ Kubernetes API
o EEERIEERAK  RAEAFAFRREXGZEEHBEEZNE,

- EAFBREEEEFN eted , SFEHFEFIE,

- MRFEZE etcd HITHER , FHER etcd £ TLS & etcd HFH 2 BETER,
- MREFEABNR ASCP , FHT THIRELUBBIREBEHE

- ERABRBIREN IAM A SAREERFEER G SEREN Pod.

- FEBfEA AWS Encryption Provider (GitHub f##F &) BtA Kubernetes & IN% , IERAEFZE
KMS SIRBEFEBEME.

- TPEHGBRERESEERNINBHRAR , BREFEH Secret Store CSI Driver BJAWS Secrets
Manager #1 Config Provider (GitHub), LtERENIFE A B FEIF1E Secrets Manager H Y #2 F 7#
171£ Parameter Store RS 8 H R AHEHTE Kubernetes Pod FEVIE SR,

(@ Note
AWS Fargate 7% & ,

» BY Amazon CloudWatch ERERRFMAME R , UHBEESIETENRESERE , FIMBERER
FESFEHMRVEEAERERE, NFFAES  F2REEBEEEANEVER,

B INZF{EE K AWS Encryption SDK

AWS Encryption SDK RERRHRBHNAFRMEZERRE, cEAEXSEENSEEERIESER
ABRATESHNEENEEYE, FARE. %@L%ﬁ‘%ﬂ’]%ﬁ%ﬁ)ﬁ%ﬁ}i AWS Encryption SDK R in&%&
B WREERRGHREREEBNEREE, WEFHMEN , 528 AWS Encryption SDKH Y3 12
BEEAEN,

WE P —EEZINEE AWS Encryption SDK X BIMHAFEATRHNER, FEBEMencrypt-then-use5
Z BN EEARNEERERBRERNCIHHETNE, SEMRREBENEZEENREDE
X, FEEARRASZIRLE4NTE,

AERLBRBN TIIRES
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https://kubernetes.io/docs/concepts/configuration/secret/
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://github.com/kubernetes-sigs/aws-encryption-provider
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/programming-languages.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/programming-languages.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/supported-algorithms.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/supported-algorithms.html

AWS 75 E353| BB B A RIS AE AWS BRT
- J&f& AWS Encryption SDKH HEBEKFHMEES.
- BER—RZETLELSR , UBBHRELNER SR, UFEFHEF A BF2RENTEESR.
« 1§ KeyIld B8{EE# ReEncrypt LGB IELFERATZEMEN KMS 8. WRFHEEA ,
BIcE A Fim % : B Keylds A& 875G (AWS HERNE ) .
« AWS Encryption SDK %t 5 B AWS KMS |, FEFE A A #KeyIdEFiR, MEFMENR ,
ZRAF RN : PR Keylds MEMAFE (AWS HEEXE ),
- HREENMESMEBEAERENERAER , IEHNIRF BB AWS KMS BEREEE , B UUER B
Fl&i8 RELThBE AWS Encryption SDK, FEEZEHESRMREN TIHKEEK -
%EE’H%HYZ'E%E@EJ«XFE%ﬁ{E’H&Hﬂﬁ*ﬁ%iﬁ%?ﬁﬁﬁﬂ’]ﬁ?ﬁﬁ? DREKBESEENSBUURE
WERHE, NERCELHERNESR K F2ENERNEZLHE,
- BAKRERFIAERFEEARNEARGIRENEMENRNERESBE. NERELRBIRE
BREIVIERNEGS , FSREAERSHBRE . ED,

2
¥

BZ

ﬂ
%

MEFMER , FFSBAWS Encryption SDK : o}/l E Bl <R RBMERBES BN ERER (AWS
TERNE )

W INZAREEH AWS Key Management Service

AWS Key Management Service (AWS KMS) AJ BRI MEF B BHREZESR , SUBBREENE
Bl EAZH AWS R TUAMBRERNEM AWS KMS BE, ETEEE |, FSBAWS RS &
EE AWS KMS, AWS KMS tE2 AWS CloudTrail 4 , LAGCE& KMS €N ERET , ARER.
ERMERFER,

KMS €882 M ETEER AWSKMS , 1 2RZBmESHBNEBEER T~ E, KMS ERE=EFXESE

Eil

 EESESEBRETH KMS £48,
« AWS SELBREEIRERRRE AWS BRI EIIH KMS £88,
- AWS B SIRE AWS R HEMNEEN KMS 88 , AR ZHE AWS IRF,

NEFRELEREENFEET K F2REFTHNAWS R,

£ B AWS Bl , BIERAREHHETAFERERMRES. Hlm , £ AWS Identity and Access
Management (IAM) # , B2 EBEXEEREAE. EAEREAIAGNHT , UREZZTERNER
WK, plan S3 FEFIFRE , YERMETRAFFN., IENHHE , UARSARFESHERE MRS
B2 IAM BURELL , AWS KMS A BB RZHIE KMS €M EFE. S8 KMS &SN EE
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https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/best-practices.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/configure.html#config-keys
https://docs.aws.amazon.com/cli/latest/reference/kms/re-encrypt.html
https://aws.amazon.com/blogs/security/improved-client-side-encryption-explicit-keyids-and-key-commitment/
https://aws.amazon.com/blogs/security/improved-client-side-encryption-explicit-keyids-and-key-commitment/
https://aws.amazon.com/blogs/security/improved-client-side-encryption-explicit-keyids-and-key-commitment/
https://docs.aws.amazon.com/kms/latest/developerguide/requests-per-second.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/data-key-caching.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/data-key-caching.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/thresholds.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/thresholds.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/implement-caching.html
https://aws.amazon.com/blogs/security/aws-encryption-sdk-how-to-decide-if-data-key-caching-is-right-for-your-application/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://aws.amazon.com/kms/features/#AWS_Service_Integration
https://aws.amazon.com/kms/features/#AWS_Service_Integration
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#kms_keys
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
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ELBEGK  BESESBREEE—ELBEBE. EEAHIIEBEFEIN KMS £RMWBERE , XETY
EIF

- BULEHEFZESRNE|MBCK , BEEZEE2S AWS ZESRT AWS HEE SRSV
Fo

- TWBERAFET R AWS KMS API Y BHRTFEUE AWS IRF . FRIFSIMBURAR AT , TR
IETBEERA IAM BURR AR FEL KMS 288, MRRBS|MBURMNETA , RFFEFTH 1AM BURET
BIER, MEFMER , F2ELF IAM BEREFR KMS £i8,

- BULGER IAM BEREBHEFZESRNEN , MEFSRMBKAHEF T,

- HHZSEHSMERETSWMBERN IAM BERK |, FZETHISE
- TRERTEZESS/NVLAEY  BEFfSEHENZESSR 2 BERARL,

- M CreateKey Ml ReplicateKey BMFEN Z EIFHSREF , ERAERSBECE |, RIFEBER
PISE T SR|BER,

« BALIBEFRG S8 (B aws:RequestedRegion) , LAPR&EI4EE AWS EEHIFFT .

« BULEARTRAFSEATESCRIELSRNVFT. ER , BREEAE-RTRAHZE
KMS SRIVFTH , EMEELSMEMBENZEH SR,

£/ AWS KMS M2 £R|BURE , FER TINEZREEBNHAtZ 2R EEH

- BRETHERS AWS KVMS BREREBEENES
« AWS KMS B FHHREERK (AWS KMS XX # )
- IAM BEEHREERK (AWS KMS X H#)
- REBE HSEEY  AEEIBNWASHFEASBNASHERR S
- EYAMBRESBNERSAGTEEEERASRNED.
- BORBARIAZTENZER , MTAERFEASRBEZTERNEED,

- TRBEREKEERSEERHER, F2H# kns:* AR 1AM & BBRTNEE  BREERT
TREENEHSRATA,

« ELW|BERPRMEA kms:ViaService AWS R# R iR , BEFZESRNERARFIAEBE,

- MRETUESREBECEHETEE  AEEFEFZESR  DAHSRHSKEENESRRE , 28
THIRIE :

- EEFRENFEIES
- BRANERESB
. Eyi AWS KMS keys
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html#key-policy-default-allow-root-enable-iam
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html#mrk-sync-properties
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requestedregion
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#grant-best-practices
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/enabling-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
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https://docs.aws.amazon.com/kms/latest/developerguide/tagging-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/programming-aliases.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awskeymanagementservice.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awskeymanagementservice.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-customer-policy-blocked-kms-actions.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-customer-policy-blocked-kms-actions.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-inline-policy-blocked-kms-actions.html
https://aws.amazon.com/blogs/mt/identity-guide-preventive-controls-with-aws-identity-scps/
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-auth.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-encryption
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.Oracle.Options.AdvSecurity.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.TDE.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.Oracle.Options.NetworkEncryption.html
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_WorkingWithParamGroups.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.Keys.html#Overview.Encryption.Keys.encryptioncontext
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html#Overview.Encryption.Enabling
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html#Overview.Encryption.Enabling
https://docs.aws.amazon.com/config/latest/developerguide/rds-storage-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-snapshot-encrypted.html
https://docs.aws.amazon.com/securityhub/latest/userguide/rds-controls.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html#security-encryption-encryption-context
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html#security-encryption-encryption-context
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
https://docs.aws.amazon.com/kms/latest/APIReference/API_GrantConstraints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/default-encryption-faq.html
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https://aws.amazon.com/blogs/security/how-to-use-bucket-policies-and-apply-defense-in-depth-to-help-secure-your-amazon-s3-data/
https://aws.amazon.com/blogs/security/how-to-use-bucket-policies-and-apply-defense-in-depth-to-help-secure-your-amazon-s3-data/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingClientSideEncryption.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-server-side-encryption-enabled.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
https://aws.amazon.com/premiumsupport/knowledge-center/s3-bucket-policy-for-config-rule/
https://aws.amazon.com/premiumsupport/knowledge-center/s3-bucket-policy-for-config-rule/
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-ssl-requests-only.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/userguide/security-group-rules.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/service-integration.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-protection.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/encryption-best-practices.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/aws-cryptography-services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/aws-cryptography-services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/aws-cryptography-services.html#algorithms
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/aws-cryptography-services.html#algorithms
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/aws-cryptography-services.html#algorithms
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/general-encryption-best-practices.html#encryption-of-data-in-transit
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/aws-cryptography-services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/aws-cryptography-services.html
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AWS 5 &5l B InE RIEBEH ML AWS IR

AIEE Al

ERNERE , IR EREERMRATES EAFHEBENEAGE , SINEE, FREENE
BIER, ME/HMES  F2RAERATIER?

AT EE21E (AlOps)

ERAMRBIRMARREBE, BOBREEHNMAITEUARRESRBRENERF. MFEHEN
A7 AWS BB REEHEMA AlOps WFMEN , F2REEESEE,

BN
~ENEREE , CEA-HeR  —EARNENAESRA—EARRENLESR. AL
S$ANESR , BACTARGRS  EELESRTREENEER,

BFHE. —HiE, WEHE FAM (ACID)

—ERRE  DEERRSE TRAERLEEENERT | LARRENEN AR
RAETRLE,
B R AFER I (ABAC)

3
¢
&n

BRIFEFERAEBMY (G, THEBENEKER) BUBHINER., UFEFHER
¢ AWS Identity and Access Management (IAM) 3X4) 8 ABAC for AWS,

FREBRAERNUE K BESKATRNEARR. EUURREERRRTFNERERTHM
B , MRERERER , SINER. BT BRBILER,

oA EE

FRAREMNE AWS EE | AIRREATHREPHERE , YREEE RSP EABE R RSN EK
AR, RIEERERIELRRES

AWS EinERFAZEE (AWS CAF)

MESSHNREERREE AWS | AHBEBFHESKEARNGE , UENEBEER, AWS
CAF #EEL BB ABEN®ESE . X, AR, BE. ¥E&. Z2VNEE, XK. AENEE
BHZENXBEENERF ; ¥&., Z2NEEERZEENRMRENERF. Sl , ARE@EH
REANER (HR)., ABEEHNENMASEENIZERA. Ht , AWS CAF AR, 3|
RABEARMIES| , HEEBMT R IRAZ RN ER, NFEFMAER , FSH AWS CAF UM
AWS CAF HERE.

A 28


https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
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https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://aws.amazon.com/what-is/electronic-data-interchange/

AWS 5 &5l B InE RIEBEH ML AWS IR

nz

BAETENNAXFERERENZNFZNEERRF,
nzeie

HNZEEEEENERVTHNNEFS, SRRETRAEMTE , S#ESRKRNRTHETATER
HME—m,

i
UnEEERCRETNREEIEF. REFRRELRERSERMUTE. MeFREELHER
BRI,

Vi

w20 REm&.

i B AR A%
BA U EERMEER (VPC) PEEMEHEMERAELANERSE. SUUER BEUinHRE
AWS PrivateLink A% 5F A #% F H At AWS #RF = AWS Identity and Access Management (IAM) &

A, BERFHERIUBEBREYNE VPC B TEZRZLNIHRHERE. MEFHENR  F
28 Amazon Virtual Private Cloud (Amazon VPC) 3 4 A i %2 37 Ui 26 AR 75 o

EERRE (ERP)

—ERHK , TR ERCENRBERRE (flWEst. MES IEREHE ),
ERm=E
FAS—ENZSREEENBSBETMENER. WEFHEF , FSE AWS Key
Management Service (AWS KMS) X4 # K15 £ %,
R

BITHRARXNIATER, UTREREEPERNRREE .

- FRERE - ITPRARANTER  REAEHERARNNROERTEEM. RERR
ARAHEE K AXBRAZRREAIRNSHNRE. LEENREERBEANERR,

- BRENRE - BARANAAERRRE  SIARNERZENIENFERRE.

- HERER - RREAZETUERNATHFRARANYTER. £ CI/ICD BEF , LERRES
#®— AR BIRE,

- KENRE - ROFEREBRUUNNEREIFRNMAERE, EVREREERE,. £EIRE
R AREREZEZEAFENRE.

x|



https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
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https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/generative-ai/
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
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