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https://en.wikipedia.org/wiki/Malware
https://en.wikipedia.org/wiki/Mirai_(malware)
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https://securitytoday.com/articles/2023/05/17/report-47-percent-of-internet-traffic-is-from-bots.aspx
https://www.securitymagazine.com/articles/99823-there-was-a-387-increase-in-attack-activity-from-q1-to-q2-2023
https://owasp.org/www-project-automated-threats-to-web-applications/
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https://csrc.nist.gov/glossary/term/advanced_persistent_threat
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analysis
Behavioral, ML-based
aggregated detection

Bot complexity

Static controls
IP-based, intrinsic checks
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-forwarded-ip-address.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-ipset-match.html
https://docs.aws.amazon.com/solutions/latest/security-automations-for-aws-waf/welcome.html
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https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-amazon
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-anonymous
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-anonymous
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based.html
https://aws.amazon.com/blogs/security/three-most-important-aws-waf-rate-based-rules/
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-scope-down-statements.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based-aggregation-instances.html

AWS 7 g5l £ FEERBRARBIRK AWS
RERE

RERERRAIEFRAEEEENATAEETREFIRE. WA ARG, AWS WAF REF>
FEZENEARBFSRMAR , UBTABRE, flW , ©EHITRE DNS EFMEMRERE
RERBLHERELERN , fl SEC HEIFER, RNFIIHEAFRY. RUNEK[ABBNGE, B
BRR K ESHBASEERFNESIA  MEEMAIRATRRESE. AWS WAF RHEBZEAWS
WAF B85 Af2 5 Al BHEER L BRIV TT %, tEHEPRR R AR B REBBIAIHER A REMATRN
B, SREZMB[ANEAER AWS WAF REFRNVFMEET , LEFITRE DNS EHMHE M
BERERE.

MR EEHER AR F imss 5l 268

MRELZEBFEBMERBLAREMENRE , MENTERMERBRIREFRNAF iR, 6
m, ERGERNEEREARZINEEN , fl0 Cookie RER K , EXHREXEEENEAETH
B, EARTHERERBEEMN Cookie AIRy ILBEMKER 7152 EMR AERELNFERRE.

FRERBEERARAF KA, stHEREYS , JavaScript EXBEWREEF , UELEERRR[IRT
HYRERL, FRALAYEEE AT AR A Fin #4117 JavaScript BIIREREEANEITIER. BHEEE
#% JavaScript AR EHESIEUREARAD , AEFERBEHEEDRBHITEA

FE JavaScript X EAERE R ERNEB[ AT EBENNER. SR SDKE , fIMETHREAEN
i, BRI ERE SDK B , Ahr LR AERERREANFER,

ERNESEEFEREERAFHEEN SDKs, T%) AWS WAF ZhaeiR 418 A A BIE 25/ JavaScript
B SDK MBARTHEBNWEAERXRE SDK : #e5 AiEl, FEREFIRFEZEETEMN (ATP) MEERZE
i b 5 22 31 FEBRTE R (ACFP),

A Fim# W25 CAPTCHA, BB 2. EEREMA TLS i,
CAPTCHA

S EHBLHNAE Turing BIE , FRESERMALE (CAPTCHA) , MED#EE AR AEHE , XP
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https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-bot.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-bot.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-bot-control.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-atp.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-acfp.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-acfp.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-captcha.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-captcha-and-challenge.html
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https://aws.amazon.com/blogs/security/detect-and-block-advanced-bot-traffic/
https://aws.amazon.com/blogs/security/detect-and-block-advanced-bot-traffic/
https://aws.amazon.com/blogs/security/detect-and-block-advanced-bot-traffic/
https://aws.amazon.com/blogs/security/detect-and-block-advanced-bot-traffic/
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https://github.com/salesforce/ja3
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/adding-cloudfront-headers.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-atp.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-labels.html
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-label-match-examples.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-label-match-examples.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-bot.html
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https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://github.com/aws-samples/aws-cdk-examples/tree/master/python/waf
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-wafv2-webacl.html
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https://docs.aws.amazon.com/waf/latest/developerguide/logging-fields.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-bot-with-tokens.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-bot-with-tokens.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-application-integration.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/continuous-deployment.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-managed-rule-groups-versioning.html
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https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://repost.aws/knowledge-center/waf-turn-on-logging
https://repost.aws/knowledge-center/waf-turn-on-logging
https://aws.amazon.com/marketplace
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-labels.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/using-metric-math.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html

AWS 7 g5l £ FEERBRARBIRK AWS

EIEE | RABBMEBEARE, ER—EBEARAMBENHERRENBE, WEFHMEN , F2H
CloudWatch X#H iAo AEEMERERLIEE,

CloudWatch 2 ERNEXERHFWERIEEATENRIE  BEREIE=-FWBRSF R AWS K ER
WO BMEERAR, RPHEEESR CloudWatch AIIRHERSNZBEEMER SN EESSRE
ZERFEHNERZIL @S, EiHSERAE,. BRIRRAREEBRNZLBEL,

B BRI

BREZRENEZRERR  AE-ECSRHERERENERR. EEAREER TEREM side-by-
side ] AR HLERSNAY AT R A 42 4

REARREFEEEREEIMNAB LAY, TERBARBBEREERIRKEBAHEERR. ER , R
HERR , BRIRTARAERN.

BABERIR 16


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/viewing_metrics_with_cloudwatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/graph_metrics.html
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https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
https://aws.amazon.com/waf/pricing/
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-bot.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-atp.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-captcha-and-challenge.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-scope-down-statements.html
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https://docs.aws.amazon.com/waf/latest/developerguide/shield-chapter.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-acfp.html
https://docs.aws.amazon.com/waf/latest/developerguide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-what-is.html
https://docs.aws.amazon.com/cost-management/latest/userguide/manage-ad.html
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-managing-costs.html
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
https://docs.aws.amazon.com/whitepapers/latest/aws-best-practices-ddos-resiliency/aws-best-practices-ddos-resiliency.html
https://docs.aws.amazon.com/whitepapers/latest/guidelines-for-implementing-aws-waf/guidelines-for-implementing-aws-waf.html
https://aws.amazon.com/blogs/mt/analyzing-aws-waf-logs-in-amazon-cloudwatch-logs/
https://aws.amazon.com/blogs/security/deploy-dashboard-for-aws-waf-minimal-effort/
https://aws.amazon.com/solutions/implementations/security-automations-for-aws-waf/
https://aws.amazon.com/blogs/security/three-most-important-aws-waf-rate-based-rules/
https://aws.amazon.com/blogs/security/visualize-aws-waf-logs-with-an-amazon-cloudwatch-dashboard/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/bot-control/bot-control.rss
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
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https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
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AWS 7 g5l £ FEERBRARBIRK AWS

CDC

ESREEEREEL
£ 5 G R (CDC)
EREERRER (INERERE) WEEYCHEREBENPRENNER. B0 CDC AR
BEAR , IR IEBEEERRETHNEEURERSD,
BHEIRE
WMESIAMBER B REEES , LUAEARKAEE, B BUEHA AWS Fault Injection Service (AWS

FIS) REUTEER , AEMN AWS THERSRES | B ELEE,
Cl/CD

RSN RE A NBERA,
5%

BEORELFANSEREF. AR ERBEN ML EETEAISEE. HREKXERETE, 6l
o, REARFENEEEPREERE,
P i 0 28

EEE AWS R ZWERZH , EXREMEER,
E ik S#F A (CCoE)

—EZEBRER , THBEEASHNEREAIE  SREEZRERREERX. ADHER. FIEE
BIEFERARESHEHBETAREER, MEFHER , F28 AWS Ein BERBIBER LN
CCoE j{ﬁo

BERARERERFEN 0T REEENEREN. BmEEREEEEIEEEERIM,
RimiRFEE

BT @8R, AREE. BANSREIL-—HNSESHRRBNREEE, MEFMAENR ,

LN ERRFEE,

SRAEHEER

T
W
&0
-

HRETERE KERSEENDLERR AWS EiF :
« ER -7 -LEEBREABNERUETHESRENZE MR
- Eff -HTERRENEREZREA (Bl , B ZMEEREE, % CCoE. BIZEMET)



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
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https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
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https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://aws.amazon.com/what-is/electronic-data-interchange/
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
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