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B2 Well-Architected 1 ?

AWS Well-Architected Framework Al B8 7T M EEREERKRAMER RN ERS, EEHNE
TREAEBREER , ARKGTNRETE, T2, AR, REEERXENRK. B
AWS Well-Architected Tool R BIRHH AWS EEFEA , BEBEEXESEIEN —HERE K BBELR
TEERBBIEESR,

NMEERABVEBERESNREEY S ESEREBHE. BRAKIWNIER , 52680 AWS RiET

o

&

BE AWS EFFHEE —EAERFANZERIAEREBYNTAEY, #ESERSPHRBRE
ZENBREE R, EEFENNRGITRA—ERSTHWERREIBHEAEFTSEHS —ERESE
YA B BB R

&2 Well-Architected 15 ? 1


https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/well-architected-tool/
https://console.aws.amazon.com/wellarchitected/
https://aws.amazon.com/architecture/
https://aws.amazon.com/architecture/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.RegionsAndAvailabilityZones.html
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- MEESRSEIFAENSTANNRAEEELEER  YFERTEE-—EHTFERNEZTEIR
ENERERE.,

- MFEREERTIFEHERERNLEERARFENENIEER (flmEST
a8 ).

- AT EEBERBOISGKREAENVENTIEAE  RAETEEHNAENTFRER.

T}

HoERE, AR

FEHEERSUAMNEEERNGEYE  IHBETHRATHEEERAZEARENEESHE, ©
R TERARZESETHFEHNRT. RENBENESES , WREREUERE , HEENE S EE
REREAREIFEENERREE. CEERAZEIRBETIFAENEREE K RNAGLRER
BHEN K MENRSESRBARERZE K TFEINBRUAMTEIRE,



https://purdue.edu/critical-data-studies/collaborative-glossary/data-sovereignty.php
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HEE—EBEPETEERN TIEMBRE

ERAGNZEGHMSCH , ARV IFESCEE—EGHETEEEE Y., EEEKILE
Z , B1B1E AWS Well-Architected Framework (I A SEM T H M HEESTH KRG TEES , WIRE
BENRBIIGETEAXENSEE, AWS Well-Architected REERZE T HIHS: :

- RIZWEARBRHNTEEHSE
- PREERNBRESH

- HEMEENBS

- REXH, EANEBER

- BESRFENERERERERS
- BEERENSFERE

- THRITEESREFRE

- OEEH

ERE-SRNE-EFSENE K FRESYEASH EREZ T A EEEEERN | ERMERKEHER
AImBEEE. AARERH‘ESETHRSFEAEANREER , LEEHELRE AWS Well
Architected Framework FRIMERN Z T A BEM S, HRS EREHRETERARE A ESRENHER
X, BERZZEREAZES S EZRES, ERRATERMEBRECRSTRAELERE  ARHHES
ESRRNERNFREFGRETFES  BLHEZEHSEREUUES THEARENEM,



https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/design-your-workload-service-architecture.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/design-your-workload-service-architecture.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/design-interactions-in-a-distributed-system-to-prevent-failures.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/design-interactions-in-a-distributed-system-to-mitigate-or-withstand-failures.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/design-interactions-in-a-distributed-system-to-mitigate-or-withstand-failures.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/operational-readiness.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/understanding-operational-health.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/responding-to-events.html
https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/advanced-multi-az-resilience-patterns.html
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ZESEARES 1 THER

WHIAFTR , STAMNRERELRERZESRBNERRR, TAMESEENETITHFEHEERN
BARTHEANSEES L, MREEENSEEASIEAAE LR ERFERESHNERE
Faﬁo

AEMAMRETFRHENBRE. BENETRSEMTE  CEFSEREETHEERETEO B
FERANE (HlE099.99% WA ) . ERATHEBERR , —EAXNEFFELE. BEXETE
SHEMEVTRAMER , YFRRTHEBRI4SEH  MAREMAEIEEETERE-BE,

AT EHBERE , BEEEM T Hlpoint-in-timefl £ :
- ERIEEER (RTO)-RTO ERBHEMBHER MR A TEZIER, LESREREZIEN

AEZFERE,

- ER¥B®E (RPO)-RPO H EXREMERMURTEZNERE LR, EFREERIMERMMER
BB  MEERRASTEINERER,

BERETAMBEREL , RTOMRPO UEETIHFERERER, ERBNEERBUEISTALSE
BERNRE, tHER  WHFMBEAEXNBUUARRNFRMRFHRAES, FARXEN T #H
E,RBRESERFLERAEANBEE  ARBUETSE , FEREHER, TRERS BN
B,

BB RBRIR BRI (SLAs) Bt 5 BrEH,

CEAEPES A A4 SLA BFEUEINEHERD
Platinum 99.99% 52.60 7 iZ

6 99.90% 8.77 /NEF

iR 99.5% 1.83 X

T&RER RTO M RPO M5 BRYEEHI,



https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
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EBHER & X RTO &KX RPO &4 Cost

Platinum 15 488 5 & HEIKIEE  $35%
=

A=) 15 988 — 6 /B 2 /MEF EEEHAEEN $3$
FHERIES
=

8B+ 6 /N — %X 24 /NEF FEBITHEER I

ELREMRGATAAEN K FEBESTAMEEESBLECHNBR, S, NIRTHERRTE
99.99% WA At , AISFFEIB 53 P ENFHREBERAIREN, ELFES FESXRERIHRE ,
REFSTRFERN 10 7ESESHE, HERSRHHRR , XPITELLR. RE-—RBEFERFE
E30H45 pBIAZFER, £EEBRT , EAZEARMIUREHRBRMNNITER , SULRRE BRI
IRERADN, ERECEREFHRNFERE , ARBL T BNRXE , WFEREF, ERERE
EBERERSELBATEE -BMNIBT,

ZEEFETHREAREEEFERAAMER (0 99.99% RESTAHYE ) WEKERIEER 6 X
R ZBRERED S —EEARREBREFRREERNIXREIEER, T8 , ELERBEE
BRAREEXIHEABREREESN -/ By , HEGUSER I BRAEVNBEERKE. RIEEAEK
FELERERAENBNERRRE  SRSFSFEERAEANESTHESIZENEIHNETEE. &
BErtBERERIEERRE 2.

HEFESZESRBZH , EXRARENRNERETSRALE  SELEENERZERTEDHEE.
HANZRERBEELNKARE-RBEFEZNME, HEAXRBFELTRESEIRN , flusE

R#f&m, BEEORETEHNT , BEIEREERBSRENEXNEIRUTESS , AR THELEN
BAA D0 o

TS

- BETHFEERMEERI RTO M RPO FEEBFEMN ATAMMSEN , WRERXKM IT NSHEEERE
—

- TEE-ESPERABINEEERTHENGENE. SRNBEEE-EETFERNER , FER
ZEE , WERE TR, SRS R,

=iRIES 5


https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-options-in-the-cloud.html#multi-site-activeactive
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-options-in-the-cloud.html#warm-standby
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-options-in-the-cloud.html#pilot-light
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ZEREESHE 2 THER

ELCRAZEISREN K ERENE—EF /I EE, BEEGEEHEESRMA A RAEE  HER
RAEERSERERMENER, TAM, EN-—SMNECAZESIRENTHERETSIARSLTE
ZENEHERLEN, BEREEAFRIHIELSER  BERZEIERAEAREEERRMEMTA
2F, B -FMNEENRBESRAER/E—EARFNRAAERAEXBEFERE K YEEXA
ZESEAEN, THREBEIFSENEN —FUERNENFIEAHREGHEEERER.

2.2 THERN —BHER

CAP EfmiR A ARMER —Ht. TRANNBEE I SEcHEENHEESE, THREHACRFREE
qﬂﬁﬁﬂﬂ%‘}io RIBEER , ZESRBESESCBANERIEE  RLELFAETRAREN-BE 2B
121%0

MREGENEESEMNTAYE , AIERXZEARFHBIEELENLE , RAEERTRZH , H
BERAERENNFRSETVRESERERIN —RERE. ERFRLSERR  EXTERERE
HER K BARFRIEESSSERSNTRERS. ETEREERMEZNBEEEARMERNE
n,AEFERTEFREEREREPHNESIERNERTIRSE. KEFIFETHRENERES
YRIBEEFREBRZNEERH < HLBENFRE,

HRRIFERSEENITHEERE , BLUEA Amazon Aurora #l Amazon DynamoDB & iR # it
TFERLEEFER, Amazon Aurora £ EFE f Amazon DynamoDB £ & Rl 5k #ETEK

#9 Amazon CloudWatch 3§48 , S B EERE BIEE, Aurora £ ERETS—BAEAER WEXERE
H, ARHZEEWE XE EF, DynamoDB £ E KR IEEERNEANBFRZEAHEETNZ
FHELRERR,

TEIFEHUANASHESEEABRESZESARKNER  RATCERE TEEFTUEIERIER
FER  WEBEREHRBMANREER. ARSERVNEARBETASARERURE-ESE , FHit
ESRESERRHEOEEFSAACSENSORAFRE AERRENRE . BF XA BATRER
A T AY [R5 R A9 e R ECR S AR

MRIGERE CAP —BMER , UEAK EBERSERNENERXERKESZE BERATHEARE
A, BALUHREREXRNERE Y EESBREENES, T1B , EFRTESHNIEERMY
ABAREEXRIZEEE K MAESKIL<EBAIUARBERBTRE, CFECERARARIHER
LEEERS M, A, ASERAREFREEEBNANME  RATESRANERESEEESS 8
Y, MR—ERSAEZE A EREELKREAR , BASREKY, EEBESRE=ARIETREER
BE, URBEY=FERSPNMEMFE. Paxos F RMABHRLSERNERER , EFERENHR
BABRE,

2a: THEN-HMER 6


https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/cap-theorem.html
https://aws.amazon.com/rds/aurora/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/rds/aurora/global-database/
https://aws.amazon.com/dynamodb/global-tables/
https://aws.amazon.com/cloudwatch/
https://www.cs.yale.edu/homes/aspnes/pinewiki/Paxos.html
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ERASRBEZEARENRASETURERAN —HEERKE , SALESEN—ERER. BEaNE
ANEBRTREZBEAUEREEAEENERATERAERAERNNAR , fIEFHREEAREIRE
MEAFK, BEABRAT , BARTEAERE  YEEHWAZE, SRESERTBELXIEFNEZE
BIEES , AWS Partner k75 =0 SUR 7B,

2.b: THRERFIE

THEAHENFIEARFINZEEITAZER, THEEITEEHENEBETHBERRBEENS
EEERRE.

HRT2HBENENEZERITHFER , fINHFERS , ZANUBRIH-ITHZEFHEE K HEAERE
ATHEHEME  HITEEMMEEIE. FARERIEE (CON) T 2EREFEAR , BiBRIGRE
IARRERAENARRERATAY ; 8 Amazon CloudFront AR RIAFREE B E R ESINREERE
REFANKEE, Z—EZEREZEAESTPHBEEREESR , Y FEH DNS BEAERHIRIENES
REBAR. EALUER Amazon Route 53 F&EL it 327 B B B IBUR HIZERK I B &,

HRABRARE I HARBARBNERSER TSR  CUNER ERAREASE £1, B
FHABABRSSEEERERNTHERNE  EREURAS T EEEFEEMES  HAH
RANEEABEHTER, EESABETAERSHESER— Ul RABERESE ANEES
i, Ve RN ETBR.

Aurora £ ERE BB ESTESPME EHABEEFMEEIRENEHEINER , URE
BEERRHHEE—FEERHERERREEARE, EHENTEEREFRSERISHERE
(EHEREAR ) MENREZEERRERTEBEISHES , T ETHERNERARAIEER
EE, &AL E Lk ESEA DynamoDB, DynamoDB £ & #& AU EEEMHE EAERK | &
EEFSBITUAERATEFMAEENTIKENREARE, EEAEASENEARBEGNERTYIE
iF , DynamoDB 2 BB EAEEE S — B EENEMERIIR, FHLERE K SERERERNEE
ESFRLSEBIFTHTEIHINERERR, TMESFHNERERR—ETLUIZEZSEA , HEER
EXABREERSHEHEALATIEES. A8t , ITFESSEESER -3, MR-BHEATE
AILERET , AITREEEER.

HREAZEETHER  BENEZERE  BREAEBEESEINDERAAITEER. HE
B-xHHEMAL  TE- SR FEERENNES, ERRAUNIE-THRE  LAERTHEEF
RELZRHE B, BYTHERERENE, #REEXS K UREEBENER,

AREBERSERS ARFEELNN THERTEEIH- B %, SUNERESER | FBEH
BEASHERY SRYENEREEESNEN, NRETNENESBASRER  £TUASE
BAERAENIEES. S, EUNBAELASE B ENASREES 1 WK, —LEE 2

2b: THENFIER 7


https://partners.amazonaws.com/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iv-multi-site-active-active/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/high_availability_origin_failover.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iv-multi-site-active-active/
https://aws.amazon.com/blogs/database/improving-business-continuity-with-amazon-aurora-global-database/
https://aws.amazon.com/rds/features/read-replicas/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/V2globaltables_HowItWorks.html
https://aws.amazon.com/rds/features/multi-az/
https://aws.amazon.com/what-is/database-sharding/
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i, BEBKEARARES  LUNRIZESMRERLE, ML ITEEENSEHE, MFHF
HER , FSE AWS re : Invent HEALL 5 AR TR

CAUBAHL HERIBAGHE , BRA RRSHBEDE., CREHEBNRNTHBWEFS
HAIERN , UARENHRNES  DRASHBHLENTRENRS —Rit, AEHEHEaHE
RIELAR.

TR

- BAERER  EHEBNEATEERERFGEINTRMERS. EEFREZH , ERSEEEA
(BERRFERLSEE ) -

- EREREBRETD  STFBRERHIRESF  UBREREAEBSESHENTHEEFIRE —BRE,
ERERENHREE MARHENTHEARSRENESE,

- FERX-FMK  FEECRTHEEE  URTRIETNERFREFMFNIEE,

/

=iRIES 8


https://d1.awsstatic.com/events/reinvent/2019/REPEAT_1_Reducing_blast_radius_with_cell-based_architectures_ARC411-R1.pdf
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ZEFHER 3. THRENIEEEHMBKRYT

RBELFEEBEEFSPIREEYERMKY , fl0 AWS IR SR, REBEMKRE. F=FHEEME,. 8
RN, BE. 2R, WENSH, ATHRETXAERFHEEEIFER  TEEFHRGHES
ZBEEZRERKN ; BEREAMEXENBIEE, EEZERLEN  FHFARETEAEPNE
B, URREMNESERSETEHRITR, ERLEN , RATEESTNAMTELESFHEL., It
A, BRATHRERKEERERRENTEEEERR , THEEHNEESR | UER TR
FRUEEREWEE.

3.a: AWS BRi&

BN SEARME | BB T RISER AWS I 1 . EEEBNSEDNE  UREEERS
LR RTEBERZEFBEZ, 0, Amazon Aurora 1 Amazon DynamoDB A LU & ¥ 3ER %
BRIGTER. THEEFEBEPHTHMEESHEEZREME AWS IR Bkt FERDERE
ANBRBAEMERSFER , FREAWS R KEEBE.

3.b : REBMEE =5 MK

BASEIESNABEREEEREMENEEFIA, fin , IRTESRHTSHRBEER ,
A BB REN FT A RTS | XREEIFT A S LR AN BE TEERREMENSEREF.
HE , ERRERIER EEEAERNNVBRSE.

TEBTFEIPHBRZcENEEAFWY  SERESEDRERR. ERRAZRMKEREFMAKESEINA
HEBXRWERE  SESRETEERRMESEFNESZ. ANBERARMEUTERTHELEN —8
o, ARFBLTHRIRTIERGEE  SLESNHUESNALE, flw , MRGHEHEHRESET
BREQE  BINEETREELEETE,

THRERBEENARFE (SaaS) MRS R, HEMREM (SDKs) MEMB=FEmEMKRYE , YEHFETEL
MERMEREREEEANERL , BEBRRATHREREFTRREREX THEENTA. ELMEKME
AR ENERAERRXERNBA , SR EABEEMZAWS Secrets Manager , & AJREF R
SHFRFEMABFR (HlE0 HashiCorp) , RAFE EITHIS EAAWS IAM Identity Centerfy & 7 Ba ¥ R

o

EMRGESEHESRETURSEME. MR SaaS RARAE=SHKUEER AWS BF RIS
HARNETEEHH  FEAESHF  HEEEERERETS LN THEEHTER,

A FEE TS HEAMKMCENRARGE  SINE=SEAER. IREFHBERREES
(ST ) EEAEARKYE  TEEHTREEITEER,

3.a: AWS R °


https://repost.aws/articles/AR02pJIdoARYKX6Rhkdra-Zg/aws-multi-region-capabilities
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/?p=ugi&l=na
https://aws.amazon.com/secrets-manager/
https://aws.amazon.com/iam/identity-center/

AWS FEig5| AWS Z @i E AR
3.c: RNEEEKE

DNS BERAEREBERG , KRERXTEEFHERISFTER. BEREANFHERESEBEE
FIFTEN T, Sl MRENITEEEEA Amazon Route 53 , 7RG FEEER | us-
east-IRTNALENRBEZ B EEFTHEHTEH. IRFTEEFSHERE , IFTERSHEARERE
BHINW—E2 , us-east-1HATCERYE—HES., WREFAS —ERHEBERE , BEXR
ATHAEBPEREINFEHEENER  ARRFZRENEES ARSI, Amazon Application
Recovery Controller (ARC) EFY#i 2+ R EZERIFBERRYE , TEAREBEEE,

WE—EFR , BREBENFTEHMREFZECRETLFEENSAEITRE. FAREBER
B —80 , MABRERRINMBREDE - EFEBE  SUSREESFUNEE, HE K NRN
BHEBEIRERE , ARERERTIRITA , PINHRETRESETEREFWY, SSEHUEE , WA
ERTHREREAFRREHBBEELEM,

3.d : AEREMMKM

B, 8. WHE. Amazon Machine Image (AMIs), BESMEMNS B RN Z EIHEBFTIENMEMK
MO —E0. EARENERT , REBELETHERERLL , MEFEMEELEKRMENEFSZER
BEHAME, fl , FEZEBESENWBHAR , UpLIBHEE (BRREAS 'HEAEH, ) ¥ES
ST ES N

NECHARZLEZRBRESEN. Mt—R K MRESBAWENHMBLERR K FEERRBEERE
o

R&R , BATEEHSERERRFESE  UEEREESPHENTHEER.

ERIEs

- ZESREIENESCENERNEE B, TRARXBI ABESHERMESRILESR. #E
BRI,

- REBERFRRETERSE LEF , TEFMAMKML,

- REBEEBEAEREETIHSR | SUHBRES [ 150FF 0L 12 18 50 F A8 4) 14 18 ey AT se .

3.c: REBEES 10


https://aws.amazon.com/route53/
https://docs.aws.amazon.com/r53recovery/latest/dg/region-switch.html
https://docs.aws.amazon.com/r53recovery/latest/dg/region-switch.html
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ZEEER 4 EEERE

RESESTHFEAER —HERNEE A FRZSESRBBENEERE., HPIFEAWSIKRF &
B, EEREERF. BYZESTHEIMKR, BEYMAERERERF  UREEBEHRE, EEERESS
(ORR) Wi EBERANEENTHEER , BEREEE—EREREZ@EZINT.

4.a: AWS IRF &1

EEE DEIEER AWS B , FRERFABESNABEAWS k% BiEHEE. 8% , BBIBNRE
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