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Steven Guggenheimer , Amazon Web Services (AWS)
2023 F 12 A (XHE LK)

BEHNEEHS2— AWS Cloud Development Kit (AWS CDK) E27E /8 RRIFB MU SIEEMEL &
BsBADE, EAXREEZEHLY., Xun , FREEZEFRENKE , ERFRREESZH. RE , MRE
EAHEPEMAREERE , EUURT —EAIMEREE , EXERTEARE, AWSCDK £AS
BAFRAERTHRETEABERNER. 2BAIRKRESZERREMAREN (AC) HER , BKE
FTEEREAZEABIHERBENFEED,

WMREFRER AWS CDK , BIAEFEREAWS CloudFormation#i4ds ; b 2R , KRR HE —
layer REFIZRBLLFLEEZHNERS. 5—F5H , 1R AWS CDK RE# 1L CloudFormation
BEFTEEEHNAFERR , B ELRBEMSEEL.

ATHERLEE , 8KERME AWS CDK ZEIR=EFENER

« % 1B - CloudFormation & : CloudFormation EJRFMER AWS CDK &F =L HENRELRE,
- EfE 2 - f&EEE : CloudFormation ERHRERBRRITEINEE |, ATELEET K0 KK
CloudFormation §&3%. It layer #X KX &9 B9 AWS CDK.,

- BIE-BXE GMRNE , BZULUEAE 1 BHNE 2 BRUNEEERRBITHELARGIN
BRI,

=18 layer FHEEIEB BRIBAH Z45% AWS CDK EHRIHN#TEREConstruct, RIBAWS X
#,BBE " AWSCDK EABEAMELREZERR, EBAR "ERxtr. , YHERMTH AWS
CloudFormation FTFREI—t1. 1 BELEAMNERES L1, L2 M L3 ER K BHURREMEE. E4%E
mH, BMKEBES - AWSCDK B , LTHREeMNARKRAEEM,

AEREARKITEE, TEVNRBAS , MAEEBERARRKE AWS CDK THEKA TR
B2, AWSCDK REFNIE , EEKERSHBERENATIAR., EEFMETHAEREPAR
RS SAUERERAREENSHER  IKEICERNERMERR.

EAREmRESP :

- E1EERE
- E2EERE
- EIEERE



https://aws.amazon.com/pm/cloudformation/
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
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E1EER

L1 BZEEEAR WEEER , AWSCDK ERAZHEMEBEMEERNAFTE Cfn, Hltn,

#9 Amazon DynamoDB Table 4 AWS CDK @& — @2 , Bl L2 B8, HEN L1 EEEA
CfnTable , E#X & CloudFormation DynamoDB Table, R AWS CDK ERARRXEETEERE
/A L1 2%, BFE7E AWSCDK REIRE—EBHNERTER . T8 , ZAZEERT , BEAER
BEEEAN L2 M L3 EBSAREMKTE L1 BB, Hit , B0 L1 2848 A CloudFormation B2 2 &
HHEER AWS CDK,

BNt — B R EAERERIBES AWS CDK E4 CloudFormation #8748, FE&RFIT cdk &AL CLI @
WELELEMW CloudFormation E848#% , AWS CDKEKEIEK. cdk B TEASERER , BT
L THMBTHEETS#AEE CloudFormation H, #§ AWS CDK X i5&E3E A CloudFormation
EREANBERBER L1 B,

L1 ZE#E 8 AWS CDK-CloudFormation & fipiE HA

BYNMGER L1 BEBNEFIE TSR

1. AWS CDK EEBREF €1 CloudFormation &Rt A L1 BEBHNEXRIERS.

2. ARAERBENR , EEIBESE L1 EEMA AWS CDK EARAN—

3. B ABHT cdk BWmT , EXRFTEXTFERE CloudFormation 1§ ( &2 ) IEEMNE
Ho

4. HBEABEHIT cdk BT , HIELEFH AP CloudFormation HEBIFEE| AWS tRFIRE,

ZRMM—LHRE, 511 GitHub LMIAWS CDK BIMERIEREFE , PhiBRE# AWS R

%, REBTAEZRIEH AWS CDK EH (VR ERIK packages, aws-cdk-1ib, aws-
<servicename>, )lib, ESLEEFIF , FFHRFIPIE Amazon S3 , BEEARNEMRYE. MREESF
ZEMHWEE indexts BR , BEFF—1THER :

export * from './s3.generated’;

i, BTrEEHERFTPNEMNESEE s3.generated BR, ERFA L1 EEE1E AWS CDK
BERFHBY CloudFormation ERFAKBBEL, At , REELHTEHN AWSCDK BEW S
2%, T8EEHs3.generatedP FEH ,

L1 Z4## AWS CDK-CloudFormation 4 @niE & 3


https://docs.aws.amazon.com/cdk/v2/guide/constructs.html#constructs_l1_using
https://github.com/aws/aws-cdk
https://github.com/aws/aws-cdk/blob/main/packages/aws-cdk-lib/aws-s3/lib/index.ts
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
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AWS CloudFormation &R #&

AWS CloudFormation EiRS B EREREERS WEE (IAC) , AWS IHRE CloudFormation &8
AHHEXBUAERRIRE D AWS WER, KERSESEESBR LN JSON KX ER AWS
ER. BRAEFRASESEREEN WE—EREEEBprovider: :service: :resource, I

i, Amazon S3 FEFFEMNEREREZMEA AWS: :S3: :Bucket , Amazon S3 FHEME RERZ
MAIA AWS: :S3: :AccessPoint, ZBRAILAER ERAEPERMNEEE , £ CloudFormation E 2
BEEEIS &£ AWS CloudFormation EREHE, & AWS CDK BERFHTR , SEERERBERA L1
B8,

layer AWS CDK 57

it , 2@ L1 ZEH 2 HEE CloudFormation ERNEXFRTHEGE K. ELFTERL L1 218
B, A LAE CloudFormation SR ERMNSEBMHE TR , MESTERCEIEN L1 BB

FESEXER CloudFormation BHEMASI#. T &A% CloudFormation 74 EE/REY S3 RAEFET
REEEZRA an AWS CDK L1 EZHEHWHERE S3 7T TR,

CloudFormation &i7< L1 224

"amzns3demobucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketName": "amzn-s3-demo-
bucket",
"BucketEncryption": {
"ServerSideEncryptionConfig
uration": [
{
"ServerSideEncrypt
ionByDefault": {
"SSEAlgorithm": "AES256"

}
}
]
Y
"MetricsConfigurations": [
{
"Id": "myConfig"
}
1,
"OwnershipControls": {
"Rules": [
{

new CfnBucket(this, "amzns3de
mobucket", {
bucketName: "amzn-s3-demo-bucket",
bucketEncryption: {
serverSideEncryptionConfigu
ration: [
{

serverSideEncryptionByDefau

1t: {
sseAlgorithm: "AES256"
}
}
]
},
metricsConfigurations: [
{
id: "myConfig"
}
1,
ownershipControls: {
rules: [
{

objectOwnership: "BucketOw
nerPreferred"

AWS CloudFormation &R #%&


https://www.json.org/json-en.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
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"ObjectOwnership": }
"BucketOwnerPreferred" ]
} Y
1 publicAccessBlockConfiguration: {
}, blockPublicAcls: true,
"PublicAccessBlockConfigura blockPublicPolicy: true,
tion": { ignorePublicAcls: true,
"BlockPublicAcls": true, restrictPublicBuckets: true
"BlockPublicPolicy": true, },
"IgnorePublicAcls": true, versioningConfiguration: {
"RestrictPublicBuckets": true status: "Enabled"
Yo }
"VersioningConfiguration": { 1b);

"Status": "Enabled"

WIEFF R |, L1 4% =2 CloudFormation EREXNBHNEEABTE., KEERHEL , Hitk
ABANBIRXFZEAKMER. T8 , FH AWSCDK —XKEER , EABRERBRITZHER
CloudFormation 8%, HE , EEERMMAZA ? EFE L2 BEEH R,

AWS CloudFormation &R #%& 5
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E2FER

AWS CDK R IFEETERMEA TypeScript BREBFESRE  HFSEANEREN. =
BEEMHRENXEBEA aws-cdk-1ib , XD A=E AWS BRI —EE4H , BERALFEFEI L, N8
R, 1 ERESERERFYBAREL  MUAELEEREER , BINMARARAM? BLR
L2 21, ER L1 EBHR,

ELEEMHBEE TypeScript BH, JIBNMNENES , URFHEES DN IHHEXER , BiELE
B#REM L2 28, A L2 ERHBEEITERCKEERBREDWUEBEN L1 BBERE , ™
B L BRI ARE 2 BFN, TR :

const role = new Bucket(this, "amzn-s3-demo-bucket", {/*...BucketProps*/});
const cfnBucket = role.node.defaultChild;

L2 BBSFERTEREBYE. ERNHFEMEMELIERE  IEEEAE L1 BB, ESEHRTEELE
CloudFormation R B2 ERFIEN Ao EEMMFMAEE,

FiE L2 BREENSESREEHYEN L1 EBEH, T8 , 2 ZBT2ERER L1 B8, L1 H
L2 BEEERATES Construct ISR, £ AWS CDK Construct EHEIME 1 ikt , ERIRR
BERRES4Y  BEF2RPURBEINEN. Hit , ERFAZREN (COKTF) EHMEATUSHE
MAB BB, BAENNEMConstructERIFME L1, L2 =K L3 EE. L2 BEEESERERL
A, M L1 EREHSERSA A WERICTfnResource , NN R T.

L1 #e A L2 #e A
L1 2% L2 &%
- CfnResource ¥ 5l CfnResource -~ HREE

-- MR B CfnRefElement

- MR CfnElement

e BRI

MR L1 F L2 BEHFEA ConstructERl , AITET L2 BB REEM L1? FRlConstructEfE 1
ZENEREH L1 BEBEHESI , M5B CloudFormation ERMNEGE K. CAETERHREE (T



https://github.com/aws/aws-cdk
https://www.typescriptlang.org/
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html#constructs_using
https://docs.aws.amazon.com/cdk/api/v2/docs/constructs.Construct.html
https://www.npmjs.com/package/constructs
https://developer.hashicorp.com/terraform/cdktf
https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.CfnResource.html
https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.CfnRefElement.html
https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.CfnElement.html
https://docs.aws.amazon.com/cdk/api/v2/docs/constructs.Construct.html
https://docs.aws.amazon.com/cdk/api/v2/docs/constructs.Construct.html
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BERMSEESENAE) |, HlI _toCloudFormation , EEAHEBEER H CloudFormation 58

Eo L2 ZREamBELER , YEEERZ ConstructFal, ERRMAEM IR L1 BBATER
REZENE , FEREEBHBT I EZEELENR.

L+ —&i$t¥ 2K B CloudFormation 2K S3 A FETHE , UREEA L1 EEHNMERE S3 BEE
B | side-by-sidett B, ZLLBERBYMFELZLTHERE |, L1 EHBHE CloudFormation B#EMEHL , RE
FBEZTHMT, RE , BROLE L1 2EEMER S3 BN L2 214

S3 RAEFETREM L1 B8 S3 RAEFETREM L2 B8
new CfnBucket(this, "amzns3de new Bucket(this, "amzns3demobucket",
mobucket", { {
bucketName: "amzn-s3-demo-bucket", bucketName: "amzn-s3-demo-bucket",
bucketEncryption: { encryption: BucketEncryption.S
serverSideEncryptionConfigu 3_MANAGED,
ration: [ metrics: [
{ {
serverSideEncryptionByDefau id: "myConfig"
1t: { Y
sseAlgorithm: "AES256" 1,
} objectOwnership: ObjectOwnership.BU
} CKET_OWNER_PREFERRED,
] blockPublicAccess: BlockPubl
}, icAccess.BLOCK_ALL,
metricsConfigurations: [ versioned: true
{ 1}
id: "myConfig"
}
1,
ownershipControls: {
rules: [
{
objectOwnership: "BucketOw
nerPreferred"
}
]
Yo

publicAccessBlockConfiguration: {
blockPublicAcls: true,
blockPublicPolicy: true,
ignorePublicAcls: true,
restrictPublicBuckets: true
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1,
versioningConfiguration: {
status: "Enabled"
}
1)

WMEME L2 B8R/ A L1 BEEA DN —%, EBSFEAZERNRERLES, Hb -t
EARE— L2 28EHE  BEHMAERNIUEZEARBEECBEEFER , WMESHESRRECHWE
BILLEEEH, L2 BBELLZES XS CloudFormation 583% , LA T Z&FTR,

R

Aﬁﬁ#ﬁ@ﬁﬁﬂﬁﬁﬁﬁ%%%iﬂ@ﬁﬂi%ﬂ RERNBMURECERATERE,. AWS CDK fJ{FHH
KWERXERETEES , M CloudFormation RIFEEFE , R ELTEREEEEG R, BEFTUR
AWS CDK &Tﬁ%qﬂ‘}ﬁl}%%&ﬁ CloudFormation #H&E , K ABELREAURBEREREEANEBBY
EHEHT

faE. BEMRE

R AWS CDK 1R ZERENRFEES , (BES TypeScript RERE | ANEENERRKTARE
SR L2 BEMER, “)\}’%%TENE’J%%EHﬂihﬁE’JEI , MEFMER , 528 TypeScript
M, BMEZ , TypeScript typeBHRSEEHFIRENERRE, EAURELRER , fl0
string , REEMHIER , HIW object. TypeScript interfacef&KiE TypeScript ¥4 EHKN 5
—EHX , M structRNENE —EZRE.

TypeScript A&/ struct —31 , (BMREE AWS CDK AP| BEZFREE | BE2E D struct BEEER
ERABEHH S — @ TypeScript H. API 2E BRI EREDARE. NREBNAEDIMEEN , A
EXHE AWS CDK EZH E1 ?

AWS CDK B A BN AERE L2 BEFMEANTAYYG4. ESEEHTERIHBEES L2 B8
WM BRI Y38 E! | 20 BucketProps S3 ﬁ’f—?—ﬁ?ﬁ%ﬁ%TableProps%ﬂ DynamoDB Table 2
B, UK FERAEAM TypeScript /A AWS CDK, fiME 2 , MR E 2 A TypeScript 7 E AWS
CDK , MEHEEZEBTRFE WFHEHI , Al 28H AWS CDK Bl 5#E#E,

MR, AWS CDK f#f iz ﬁﬁﬂzﬁ/T\%MMFmgwﬁ%ﬁmﬁifﬁ“ﬂ%mﬁﬂﬂ&t*ﬁmE’Jﬁ*‘“i%m
WEAXTE, UHIER , AHRHA L2 BB LAEBMNXERME. FIE AWS CDK AHEBER
RN EEERS G ERERNEBI. A L2 EBEHESEER Construct$Ehl , @ﬂzégﬁﬁ
HENRE. Hit L2 Z#8E2BucketE/E IBucket M.,

REREE 8


https://www.typescriptlang.org/docs/handbook/2/everyday-types.html
https://www.typescriptlang.org/docs/handbook/2/everyday-types.html
https://docs.aws.amazon.com/cdk/api/v2/docs/aws-construct-library.html
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TmREER L

L2 ZBNESExTERCERHBERANHTER  ERATEEN., EEEEFEBHREE , U
EEEEMLEERER, MREBEEGEA WBMbucket , HEEERFEE IBucket , BAILUEE
BEIBucketNHEP I HBHENYWHR L2 WEITEBEBucket, HP—EZMALUENE, T8 , ME
#Zbucket BT ¥ L2 WY Bucket , BIBRRBEEZM AL P EEBucket #1TEER,

ECRALFENEREAMDRE  KEFHNBEFEER, SAUMERRENTEFAERENL L2 2
B, BENREFESEAHBAMEVINER , AILAERZ L2 ZBNAH. ERRAM/MR L2 B8
BREAFERZERD  AEBYZEREESRIFTNER. BAERNSELARMTEZ L2 BEBHN
SE R

ATEERLERR K AZH L2 E8HE —AHEEEEHATRESZ  TEEZ L2 BE8HNAE, &
LR A EBE L —FAMEfrom. EEAELHZENRIME ﬁlgﬂﬁﬂ , scope BZ% L2 BBFE
E’Jid@l%(*ﬁﬂ B, F=E5I BT RpropsEERAN— N BrBMYE (BERRAR—EBME ). X

, BREE L2 BB, EAZSHIERTREERAEN TR, ERERUTUSTREEHAEANER,

// Example of referencing an external S3 bucket
const preExistingBucket = Bucket.fromBucketName(this, "external-bucket", "name-of-
bucket-that-already-exists");

T, EFEREEARBERE, CRZAEAERLEEEHLERERFERRE , RAREFTRHFS
B, GBS E B L2 EREEULEA,

IR A A

L2 BERENRERN , MAREENYY , AT NRERS L, AFSERTERCRERR
EERERE, B0 AWS Identity and Access Management (IAM) L2 A& 28, TR RERE
A L2 EBEEEIMEE IAM Role AEBHWMES X,

RAEMBIERTE

const role = new Role(this, "my-iam-role", {
assumedBy: new FederatedPrincipal('my-identity-provider.com'),
managedPolicies: [
ManagedPolicy.fromAwsManagedPolicyName('"ReadOnlyAccess")
1,
inlinePolicies: {
lambdaPolicy: new PolicyDocument({

BREAE 9


https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.aws_iam.Role.html
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statements: [
new PolicyStatement({
effect: Effect.ALLOW,
actions: [ 'lambda:UpdateFunctionCode' ],
resources: [ 'arn:aws:lambda:us-east-1:123456789012:function:my-
function' ]
)
]
)
}
1);

£ HERERXAE

const role = new Role(this, "my-iam-role", {
assumedBy: new FederatedPrincipal('my-identity-provider.com')

1)

role.addManagedPolicy(ManagedPolicy.fromAwsManagedPolicyName("ReadOnlyAccess"));
role.attachInlinePolicy(new Policy(this, "lambda-policy", {
policyName: "lambdaPolicy",
statements: [
new PolicyStatement({
effect: Effect.ALLOW,
actions: [ 'lambda:UpdateFunctionCode' ],
resources: [ 'arn:aws:lambda:us-east-1:123456789012:function:my-function' ]
1))
]
D)

EHTEBCREANTERS ERBEEFEBNIIE , TR 2 BB -EESHNEM, L18
BiEA—LERAZE (S0 addPropertyOverride) , BEZE _ENSEAZXERREBMR
ATRVEER , T EREERR .

5|88

CloudFormation FEZBE REEEENSHMEN , TREBMEZER. T8 , ASBEARFIER
REELHERE, FHA-RIFBERRKRELERE , TUARBERIAENEARHE.

Blan , EAREEER S3 FEFIrE L2 EXNIF&EFI+ |, BAEMEA CloudFormation EZ<HY
bucketEncryption BMRIBMATEFMEN 6 SEEFANMBEREELEHE, K2, AWS CDK

Hij g 10
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giRftBucketEncryptiond|f  KATESEANREFrENZLX  YTREERE-BHEHE
RERESELN,

FIBREENBEROIE ? L2 EBNHP —EEERBTLHESE 1 EERNEE , BKtE 2 BAET
SEBRTEANRSERER. ATXXEELBERMF , AWS CDK AIZEZ&FEH addPropertyOverride
FiEEEREER CloudFormation EREBH, MEBUHESHNFHMAEN , 2R ERENREER —
B , LA% AWS CDK 3244 B i SR8 4 g — B

it B2 X & B

ARIEEEITAREECARFZREERFENENRTEE. AELBRT , AWSCDKBEE
ARRMBHEERNER. JBREH/-RIBEHNHEEYH , MiHBIENEB AR TypeScript
BIAYTERINAE, HEIEXNERMATUEBLRABEEBUERTESR , BELBETTERNSER HE
EXEEZRRESHHEN S EPN R BERRERE,

Rt , HAFIEATLURAE S3 BucketEncryption B EREMBEE EMENERNES

HE A6 BHENEREZIARRERESERE  RAREBAZSHENETHERE. ASEER
UHBEHTCERE, Bt , BEBEXNER AR S3 FFIFBANTER S3 WS EMRBRE , o
ObjectLockRetention ¥ BIFT’R. ObjectLockRetention@EMERRES % : —BEANRESHEKRY ,
S—EAREERE. EMESFENEELEREHPEXEINHTERMASIR , URTERKRE
HEWEBE,

% —fEgEHI R AWS Lambda HBIERERIHTH. FEZT , Bt EBERBMNFEE M TEREM5
BEE, T8, £8%  SEBMEARRuntineFRIASNHMTEE , R EEREBREPHIT
KBRS BRNER,

BE R R w


https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.CfnResource.html#addwbrpropertywbroverridepropertypath-value
https://docs.aws.amazon.com/cdk/v2/guide/cfn_layer.html
https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.aws_s3.ObjectLockRetention.html
https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.Duration.html
https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.aws_lambda.Runtime.html
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E3IEER

MR L1 ZE\EEA CloudFormation EREZFEARNZERNG , M L2 EBEEAS KT 2 3FH
CloudFormation 2B AHEBIRR S EF BT EE |, L3 ZEEHESMMAE ? WEREZIRREN
BB, BOUUEIEIE , UFAESEARBEFRARA. NRENERFZEEREBHEFENER,
BO BN ERFERAN L3 BBIURERZER.

L3 EEEA AMER AWS CDK, EX2IEM ConstructERINEMYH AWS CDK ( SREE{HIE
8 Construct FRINER ) , UBITE 2 BUANEAHREE, ELAFEH AWS CDK CLI #1117
cdk init 2REXEIHT AWS CDK BEEK , WA AR = AWS COK EAEXERFERE : app. 1ibM
sample-appo.

Available templates:
% app: Template for a CDK Application
L cdk ni -language= [~ |

lib: Template for a CDK Construct Library

cdk init lib --language=typescr:
pp: Examp}e CDK Application

with some constructs
language=[csl i |go] j:

app M sample-appERREE AWS RIFEFEERNMEE CloudFormation H# &K E#H AWS CDK &
AR, EREE Blib , BREEZELH L3 EE, app Ysample-app AFFEIEE AWS CDK
TENEMES , BERREERE TypeScript #H 1ib, EREA AWS CDK I TypeScript REB A
WEAEAR JSI NERRABRE  BRAEAGEEAHMIENES. EREZLIDBERRK
FBeEEEEE WM AWS CDK,

BRRERNEMConstruct ERIFAILR L3 EE , EX 3 BRERNEARIRERES. BRI
HMBETER. RSB L3 ERESEAE=BARIN—HZME , SURE AWS CDK ZhgE,

EREE

BRFRBESHEAEE T —BEMEN AWS BR#%. 6l , Amazon CloudFront 7 fiBE&EA S3 f#
FERBMARKBARSS , ¥ AWS WAF BiIEE RBIAR. AWS AppSync i Amazon AP| Gateway &
E & A Amazon DynamoDB &R R MAHE APIsHER KR, FHIEE AWS CodePipeline BEE
£/ Amazon S3 AHENIR , 3 AWS CodeBuild AREZEBMRR. EELERT , BEXEREMES
ZEEE L2 BEBNE— 3 EBEERER, L2

UTRLIEEES , HEME CloudFront 2 & H S3 [REAFRREE. AWS WAF EREHBIH
B . Amazon Route 53 524%#1 AWS Certificate Manager (ACM) B , @ EGE@H D INZHNEE]
WmE, e E—EUTEEFERNERT
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// Define the properties passed to the L3 construct
export interface CloudFrontWebsiteProps {
distributionProps: DistributionProps
bucketProps: BucketProps
wafProps: CfnWebAclProps
zone: IHostedZone

// Define the L3 construct
export class CloudFrontWebsite extends Construct {
public distribution: Distribution

constructor(

scope: Construct,

id: string,

props: CloudFrontWebsiteProps
) {

super(scope, id);

const certificate = new Certificate(this, "Certificate", {
domainName: props.zone.zoneName,
validation: CertificateValidation.fromDns(props.zone)
1)
const defaultBehavior = {
origin: new S30rigin(new Bucket(this, "bucket", props.bucketProps))
}
const waf = new CfnWebACL(this, "waf", props.wafProps);
this.distribution = new Distribution(this, id, {
...props.distributionPzrops,
defaultBehavior,
certificate,
domainNames: [this.domainName],
webAclId: waf.attrAzn,

1)

#8£E , CloudFront, Amazon S3, Route 53 f1 ACM # £/ L2 84 , {E Web ACL ( ERREE
Web FEREHER ) £/ L1 B4, EEEA AWS CDK ETEZEERNWHAKERBEEN, , HATER
BX , MBEWebAclisif L2 218, T8 , EMAEHALL AWS COK EBEHH L2 BERE MEE
Bf. Hk , £ B AWS CDK £ L2 Bz HiWebAcl , BAEFERA L1 BB, EEMFH L3 EB EY
vt CloudFrontWebsite , FEEA TR :

EREE 13
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const siteADotCom
const siteBDotCom

new CloudFrontWebsite(stack, "siteA", siteAProps);
new CloudFrontWebsite(stack, "siteB", siteBProps);
const siteCDotCom = new CloudFrontWebsite(stack, "siteC", siteCProps);

EIE I | CloudFront Distribution L2 ZBE LA LIEEN L AEEBM, EELEERT , &5
AREELFAEEIIBMY. EBL , RS EERNWEERERPDistributionBXER

AWS CDK B@&—LEREBEXNNEH , flantkEX, R T @& Amazon Elastic Container Service
(Amazon ECS) L2 B#Maws-ecsEH 2 , AWS CDK IEEE R B aws-ecs-patterns WEH, LE
HEEEE L3 ZEEHR |, #£4 Amazon ECS B2 Application Load Balancer, Network Load Balancer
MEEZEEE , FEEME Amazon Elastic Compute Cloud (Amazon EC2) Hl FYFEER T REIARA AWS
Fargate. HIRFZ &M IRES AR R#EHE Fargate £/ Amazon ECS , FithiELE L3 BEEHER
H, THERRASNEFHER,

EREF I AE

REFEARPFEERERE L2 EBNRERERRERE, HHBER , EALLEBRER B
ERREE , B5—ERH 12 EBHERENERNTEZRIEMHE 2B, HRNERRER BRIWE
fiConstruct$Al , M L2 BEEMZER , B A LIERMEMR L2 BEREYT L2L3 B,

EYHRIXBEEFE-—SRVBITHEEEREIEH. BRLRE—EBRFEEE , BF7E AWS Lambda &
EEANBERERANE—BHY , src/lambdaMBEAXZE Lambda NEE X HSEEFHERHN

HTEBENEEEXNERE, EUUBRIFN L3 EE K MARESXREFMN Lambda REERERER
R -

export class MyCompanyLambdaFunction extends Function {
constructor(
scope: Construct,
id: string,
props: Partial<FunctionProps> = {}
) {
super(scope, id, {
handler: 'index.handler',
runtime: Runtime.NODEJS_LATEST,
code: Code.fromAsset( ' src/lambda/${props.functionName || id}'),
...props

1)

AR, B ERFEPWEMMERN L2 Function B8 , TR :

EREFT R 14
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new MyCompanyLambdaFunction(this, "MyFunction");

new MyCompanyLambdaFunction(this, "MyOtherFunction");

new MyCompanylLambdaFunction(this, "MyThirdFunction", {
runtime: Runtime.PYTHON_3_11

)8

AREATREEET LB Lambda BE , WERTE L3 BB , B NATUREEERERE
28

ERRABRFNERENEERAN L2 B8R , BX 12 2R ERERRE. IREHUEFEEHME
FERE , RIFERE Construct$Al. REANRE supersiE , EEBHBTRA . EEREMERN
HHIF , superFEARWURXENNEBERN , ELAREBRATRENE —HSE. ERTRE
HEVRE 12 BBEECR  THREEEENSIBRIHEMBTBE. NWREFEEHTHERLL2E
BZaBTEALEEE K SFERENEERLSERPERHEN,

EHE-v

HiT& /R R CloudFormation FHITEAThAE , Al EEREHEBHAREAMN Lambda B HITHETE
g, SELEDBBHBEE CloudFormation R EEXBENFMARERE , ZULUERBIERRER,
AWS CDK 2N ERIt f BEURKBTAREBIBITER, BBE L3 EBHNHEPEABITER ,

BULREBETREEMUR.

A Amazon CloudFront W{E %2 —RHB AN S EMREIEE, MREEEFEHERZIRE , BEW
vk BN R MR R IR Rl AR BE P RYST 2 & | @A LAEA CloudFront #3, i , k=27 CloudFront
D EBITHRERF , A2 CloudFront 2B, EMABEREIYERTREN 24 , Hike
MAE L FRHENBEEFN—FD,

HEWREIG BB EESREN D MNRBARBJEEZLLIITAN. HREBFTER , ERET
ERRBER L3 #448 :

export interface CloudFrontInvalidationProps {
distribution: Distribution
region?: string
paths?: string[]

}

export class CloudFrontInvalidation extends Construct {
constructor(
scope: Construct,
id: string,

EHE-V 15
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props: CloudFrontInvalidationProps
) {
super(scope, id);
const policy = AwsCustomResourcePolicy.fromSdkCalls({
resources:AwsCustomResourcePolicy.ANY_RESOURCE

1);

new AwsCustomResource(scope, '${id}Invalidation’, {
policy,
onUpdate: {

service: 'CloudFront',
action: 'createlInvalidation',
region: props.region || 'us-east-1',
physicalResourceld:
PhysicalResourceId.fromResponse('Invalidation.Id"'),
parameters: {
DistributionId: props.distribution.distributionId,
InvalidationBatch: {
Paths: {
Quantity: props.paths?.length || 1,
Items: props.paths || ['/*']
},
CallerReference: crypto.randomBytes(5).toString('hex"')

A %AEITE CloudFrontWebsite L3 BEHFEUN DM , B LISEERER M IT I IRE -

new CloudFrontInvalidation(this, 'MyInvalidation', {
distribution: siteADotCom.distribution

1)

It L3 BEEAFEFES AwsCustomResource B an AWS CDK L3 BEEHRETHITHBEN S
ATER, EREERET X AWS HAZEHFMIWE , AwsCustomResource FEHE , RAEC U=
BHITHRE |, MEFREEM Lambda BXIE, NMRLEERMNER , YEAEEFECHESE ,
BRI L EEEAEARN CustomResource 5,

AWS CDK Z—EfEAHTER L3 BN BRIFEHIRE S3 fETEINRE, It L3 BEEBNEBRETMW
BiTERAIEMM Lambda BN E #18 CloudFormation EZ LU EM AR EENINEE . ©EHMENER
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S3 RPN, WRRE S3RETERE , SRELIZSATRAREHERPENN S3 FF
fre , BEFETHE.

AWS CDK JEBREZEE A CloudFormation FEAEE M REEHFI R L E X S3BucketDeployment :

new BucketDeployment(this, 'BucketObjects', {

sources: [Source.asset('./path/to/amzn-s3-demo-bucket')],
destinationBucket: amzn-s3-demo-bucket

1)

7% EIRANEB AT REE R REREDN CloudFormation F2X\ S ETLLE -

"lambdapolicyAS5E98EQ9": {
"Type": "AWS::IAM::Policy",
"Properties": {
"PolicyDocument": {
"Statement": [
{
"Action": "lambda:UpdateFunctionCode",
"Effect": "Allow",

"Resource": "arn:aws:lambda:us-east-1:123456789012:function:my-function"
}
1,
"Version": "2012-10-17"
3,
"PolicyName": "lambdaPolicy",
"Roles": [
{
"Ref": "myiamroleF@9C7974"
}
]
},

"Metadata": {
"aws:cdk:path": "CdkScratchStack/lambda-policy/Resource"
}
I
"BucketObjectsAwsClilLayer8C081206": {
"Type": "AWS::Lambda::LayerVersion",
"Properties": {
"Content": {
"S3Bucket": {
"Fn::Sub": "cdk-hnb659fds-assets-${AWS: :AccountId}-${AWS: :Region}"
},

BT ER
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"S3Key": "e2277687077a2abf9aelaflcc9565e6715e2ebb62f79ec53aa75a1laf9298f642.zip"
.
"Description": "/opt/awscli/aws"
.
"Metadata": {
"aws:cdk:path": "CdkScratchStack/BucketObjects/AwsClilLayer/Resource",
"aws:asset:path":
"asset.e2277687077a2abf9aelaflcc9565e6715e2ebb62f79ec53aa75a1af9298f642.zip",
"aws:asset:is-bundled": false,
"aws:asset:property": "Content"
}
.
"BucketObjectsCustomResourceB12E6837": {
"Type": "Custom::CDKBucketDeployment",
"Properties": {
"ServiceToken": {

"Fn::GetAtt": [
"CustomCDKBucketDeployment8693BB64968944B69AAFBOCCOEB8756C81C01536",
"Arn"

]

},
"SourceBucketNames": [

{

"Fn::Sub": "cdk-hnb659fds-assets-${AWS: :AccountId}-${AWS: :Region}"

}

1,
"SourceObjectKeys": [
"f888a9d977f0b5bdbc04alf8f07520ede6e00d4051b9a6a250860a1700924F26.zip"
1,
"DestinationBucketName": {
"Ref": "amzn-s3-demo-bucket77F80CCQ"
.
"Prune": true
.
"UpdateReplacePolicy": "Delete",
"DeletionPolicy": "Delete",
"Metadata": {
"aws:cdk:path": "CdkScratchStack/BucketObjects/CustomResource/Default"
}
.
"CustomCDKBucketDeployment8693BB64968944B69AAFBOCCOEB8756CServiceRole89A01265": {
"Type": "AWS::IAM::Role",
"Properties": {
"AssumeRolePolicyDocument": {

EHE-V 18
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"Statement": [
{

"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {

"Service": "lambda.amazonaws.com"
}
}
1,
"Version": "2012-10-17"
},
"ManagedPolicyArns": [
{
"Fn::Join": [
[
"arn:",
{
"Ref'": "AWS::Partition"
I
":iam::aws:policy/service-role/AWSLambdaBasicExecutionRole"
]
]
}
]
I

"Metadata": {
"aws:cdk:path": "CdkScratchStack/
Custom: : CDKBucketDeployment8693BB64968944B69AAFBOCCOEB8756C/ServiceRole/Resource"
}
},

"CustomCDKBucketDeployment8693BB64968944B69AAFBOCCOEB8756CServiceRoleDefaultPolicy88902FDF" :
{
"Type": "AWS::IAM::Policy",
"Properties": {
"PolicyDocument": {
"Statement": [
{

"Action": [
"s3:GetBucket*",
"s3:GetObject*",
"s3:List*"

1,
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"Effect": "Allow",
"Resource": [
{

"Fn::Join": [

mnn
’

L

{
"Ref": "AWS::Partition"

iy
":s3:::",
{
"Fn::Sub": "cdk-hnb659fds-assets-${AWS: :AccountId}-${AWS: :Region}"
iy
||/*||

arn:",

"Ref'": "AWS::Partition"
.
":s3:::",
{
"Fn::Sub": "cdk-hnb659fds-assets-${AWS: :AccountId}-${AWS: :Region}"

"Action": [

"s3:Abort*",
"s3:DeleteObject*",
"s3:GetBucket*",
"s3:GetObject*",
"s3:List*",
"s3:PutObject",
"s3:PutObjectLegalHold",

EHE-V 20
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"s3:PutObjectRetention",
"s3:PutObjectTagging",
"s3:PutObjectVersionTagging"
1,
"Effect": "Allow",
"Resource": [
{
"Fn::GetAtt": [
"amzns3demobucket77F80CC0Q",

"Arn"
]
},
{
"Fn::Join": [
[
{
"Fn::GetAtt": [
"amzns3demobucket77F80CC0Q",
"Arn"
]
},
n/wn
]
]
}
]
}
1,
"Version": "2012-10-17"
1,
"PolicyName":
"CustomCDKBucketDeployment8693BB64968944B69AAFBOCCIEB8756CServiceRoleDefaultPolicy88902FDF",
"Roles": [
{
"Ref":
"CustomCDKBucketDeployment8693BB64968944B69AAFBOCCOEB8756CServiceRole89A01265"
}
]
},

"Metadata": {

"aws:cdk:path": "CdkScratchStack/
Custom: : CDKBucketDeployment8693BB64968944B69AAFBOCCIEB8756C/ServiceRole/DefaultPolicy/
Resource"
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}
.
"CustomCDKBucketDeployment8693BB64968944B69AAFBOCCOEB8756C81C01536": {
"Type": "AWS::Lambda::Function",

"Properties": {

"Code": {
"S3Bucket": {
"Fn::Sub": "cdk-hnb659fds-assets-${AWS: :AccountId}-${AWS: :Region}"
},
"S3Key": "9eb41a5505d37607ac419321497a4f8c21cfOeelf9bsabb29aad4301aeasbc7fd. zip"
},
"Role": {

"Fn::GetAtt": [
"CustomCDKBucketDeployment8693BB64968944B69AAFBOCCOEB8756CServiceRole89A01265",
"Arn"

]

},
"Environment": {

"Variables": {

"AWS_CA_BUNDLE": "/etc/pki/ca-trust/extracted/pem/tls-ca-bundle.pem"

}

.
"Handler": "index.handler",
"Layers": [

{

"Ref": "BucketObjectsAwsClilLayer8C081206"

}

1,
"Runtime": "python3.9",
"Timeout": 900

},

"DependsOn": [

"CustomCDKBucketDeployment8693BB64968944B69AAFBOCCIOEB8756CServiceRoleDefaultPolicy88902FDF",
"CustomCDKBucketDeployment8693BB64968944B69AAFBOCCOEB8756CServiceRole89A01265"
1,
"Metadata": {
"aws:cdk:path": "CdkScratchStack/
Custom: : CDKBucketDeployment8693BB64968944B69AAFBOCCIEB8756C/Resource",
"aws:asset:path":
"asset.9eb41a5505d37607ac419321497a4f8c21cf@eelf9b4abb29aa®430laeasc7fd",
"aws:asset:is-bundled": false,
"aws:asset:property": "Code"

}
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}

41TER 24 TREBANEER | ERREFNAE 3 BAHERTRRINESz—
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
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https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
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https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://aws.amazon.com/what-is/electronic-data-interchange/
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
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https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/generative-ai/
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
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